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�7�� 9�A (C@8��<'�;`2?�^0<�(�
"��/8A"A0<�
"

.

• '  ��=C� $ ��0<�("
��- sysinstall.

• k � $ �
�*0,; ,
�
���(�*�
;5�

sysinstall
C� �8� �0,�9)* *�

,
j
�(�7"����,����0@D>)�)�"�8A�

,
"��� ��=���()*�,�("��(-%�A b ��">)*� $ �
�40<; .

���,�
�<8 $ �
�*j
�(�,��"
��� b �(�*1=B<'A �)�;`)4 �� $ �*�(�
�,&*���,��0<D :

•
���
�*j
"
�� ��(-H"���g������h �!
"
Y�� $ �(8
8A����2?"
)* ������*�l�*&��*�
�*8A��)4 (�
"
"

,
$ �40<�� �)('
D
�^���4YÁ0/��0,�� (�� �)('�"�)* (�^����1

)*�,��0,"
�,1
FreeBSD,

"=��&*�@8A"
��-*0@D
,
j
�(�7)* (�>�i�*&�������8���)* ��
"
� $ �(8
8A�,�
2e"�)* (����0@D

.

� ���������������
: �M,�1C"��,����
�� , <����:��������! �1������."��/ ����,������1!�/�,�"��;��,���# 6�
�$ i386 (”PC ������-B�2�*����-�#	D ”) 1���-�"���()��������� .

�B��� 6 ,C<��!� �*��L�-7��@.��� , "��������6�$����'$+����*���! �1������ , ��"����� 4 ������#M�K6�
�$067�! ����!D�"!
�,�� 4 ����- ( �,�"�����-M�� , Alpha). µ)�;�2$
<��!���! �12���*��6?�����*� "���6�6 ��!@�����,������'$+�J,�12�2 ,!
	������-8���;���!��$&�������,����!�
	��1�� , �,��12��
	�12�/<��!� ���;L�-7��@.��� , ��# -7��@/�����
��E��,��! !@�����/��*E;��
	������/�,�L'
7������$+-B�*@C6� F"��������,�-)-7��3C ����,������1;�.�C����- , ��!� "���12,�L�,����/L*6 ����� . ¦>��'6B"��
?,��G,��*���*$ ,
��!� �#8E� !6?�����/����"��
7��L����2,���� <��2 F� 
�,��' F�/1!,����2�������J�;E��I���5�+�! �12���*��6?������, , ,F��/1!,�1C"���� ,��5���* �( ����*���! �1�����( "��
 ����,������1!� .

2.2.
BC�������� �'&��$"
	����I	�K

2.2.1. �	��������� ��� �
	�� ��� � �� ��� � � � � � 	�� ����� �
���,�
�<8>��0<�� ��
��)*�
��1

FreeBSD
$ � $ ;5�� (1��(��0,-%0<�*&��� ��(-H"���g������h �!
"
Y���&H��0,�(�
��1A0<�()4 �:d�
�*� $ -�YH���,�� 

. k �%)��
�^��D��0,�� (����)���"
FreeBSD

$ ���� (2e���H"
�Ag������h �!
"
Yº�*&H��0<���
��1�0,�()* (:
(
2?��0,�(�
"�:�8A"A0<�� (:

,
0<�,���,)�;�:d�� ��
�� (:

, CDROM
"

�
.
8

.)
0i���*���,���*������8��<'�">" $ �
�*"
C,)*��8A"��(�<'��^�

. FreeBSD
�� (��2?� $ � $ ;5�� (����0@D�� $ �
�<8A�<'�"��(- $ �A ()�"
'�-��
��Y

�
����g�"�B,���� (!�"
Y`8�'�D b �("
:=��0,�(�
�*1�0<�() , )��
'�YHj� (D="
��g��*���h (!
"�Y��*& IRQ
" $ ������ �:d)�)*��8� 

-
)*;5)��(8� 

. * C - C� )���C^���(2?�
;�: $ �
�*&('��^�f0/�*&�������8���)* ��
"
�^� b �(��� $ �
�*!
��0�0/�
�\)*0,�,B@8P 5C� �)��,���> (����0@Dd��0 $ �,����� , "�)*��C^���(2?�
�9)4 ��$ �
"�8A����0@D>"�0 $ �A ()('�D
�(-H� $ �
�@8��<'����
�
��Y
FreeBSD

�
�*��g�"
B��4�A (!
"
Y
.

_ 0@'�">�d)* *0h�42e�\��0,�(-H��0,�� (�
�*)('����
�� (D=� $ ���� (!
"����
�� (D=0<"�0,�(���h , �� $ �
"����,� Windows
"�'A"

Linux,
�
� $ 'A�(:��H&*��8��,�

"�0 $ ��'�-�C���)4 (�(-5���[)*��C�����2?�
�*0,�("78�'
D $ �
�*0������(�� %�� *0<�(�
�*�,�=�*&��*�
�*8A��)4 (�
"�D
. _ 0<'�"�)*;`�
�[��)*�,�
���
; ,

�� ��
"
�
�� �0,�(�
��1��
"=�� ��
�(;X�� *0<�>"
�
�,��"�D�"�0 $ �('�-*C,�*)* (��-

,
���(2?�,���[�� �1
�(">"�:=�� H0� ����*1=�� (�
���

.
�d *0<�(�%"�0 $ �('�-*C,������;5�
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�
�*������ $ ���,�
;5)4 (�
"
1
3, 5

"
7,
$ �*�
�(;X)*)��(8� 

-
)�;5)��(8� 5�*&�;5j
�
� $ "
������0<D�)H�>��0,�(�� L8�!� (�(���
"
j
���*��)*"�8A�

,�� $ ��"����,�
0x330.

Z ;X�
���
�*������8A�����l�� *0 $ ��j� (�* (�(- b �(�d"
�Ag������h �!
"
Y $ �,�
�<8V��0<�* (�
�*)��
�*1 FreeBSD. k  ��´���(2?�,� $ �*���*j
-"�0 $ ��'�-�C���)4 (�
"
�h�* (&('A"
!
;X)*�
��8A� b �(�*1 :

� $ � ��� ��$ 2-1.
����� � � ����� ��� � " � � � � � � � ��� � � � $ " � �

�����*�����
	
���*�������A��4���
IRQ � ����=�4�*��	�� -���H�*��	�� � �
	������
����	
�

���,�
)*;51d2?��0<���
"
1d8�"�0<� �
�,� �
���
40 GB, Seagate,

$ ���
)�;51
IDE master

CDROM
�
�,� �
�,� ���,�
)*;51

IDE slave

k �����
�*1d2?��0<���
"
1�8A"�0<� �
�,� �
���
20 GB, IBM,

)*�(���
�*1
IDE master���,�
)*;51

IDE
�����
�(���('
'����

14 0x1f0c[�,�(��)* �D=�A (�
�� �
�,� �
���
Intel® 10/100

Z ��8A�^� �
�,� �
���
3Com® 56K

gd (��0
-
���(8A���

, COM1

. . .

2.2.2. � � ��� ��� ��� � � � ����� 	 ��� � � � ��� ������	 � � � ��	 	����
_ 0@'�">�
�*� $ -�YH���,� ,

�� 9�
�*�(����;51�)�;`��0,�� (�� �)('�"�)* (���(�
FreeBSD,

0<�(8A�,�
2e"��H)* (2?�
;5�h8� ��
�
;5�
,
�4&*�@8A"��(��0,-H)

�� �'�"�j
"
"����,C,���
)���;�:���� $ "
1�" $ �
�*)����
-��(�["�:�0<��:��� (�
���*0<��- $ �,���@8V��0,�� (�
�*)��
�*1
FreeBSD. k �%)��
�^��D=��0<�� ��
��)*�
"

FreeBSD
C^ $ ���*0<"�� $ ��8��()�����2V8A�,�
"�� $ ���
�@8e�(���

,
�� (�=C^ $ "A0, (��-58� ��
�
;5�i�A 58A"A0<�

,
�
�

,
�^0@'�" $ �
��!
�^0,0[C� $ ��]��,�

,"
C������
�,�
"
D��
�<'A-�C<D=�*�����,��"
�(-
.

2.2.3. � �! � ��� �� � �  � � ��	 �"��� � 	 FreeBSD

_ 0@'�">)�;a:�����"
�(� , j
�(�*&�; FreeBSD
"�0 $ ��'�-�C���)4 �'A �)*��0<-H2?��0<���
"
1d8�"�0<�

,
�
�\�Hj
�^��&��^0 $ �*�
��"
��-*0@D

—
���(2?�,���

$ �
� $ ��0,�("
�(- b �����H�A (C@8��<' .
# 8A�� (���

,
��0<'�"����*2?�
�70<�*)*���,]V (�(-

FreeBSD
0/8A�
��B,"A��"�� $ �,�� �!
"
�����
;9��"�0<"A0<�(�^�h ���"

,
�
�,�*&(:���8�"����9"������(-

$ �
�@8P0<�� �)('����
"
�i�A (�d8P (�
�
;5�[�� (C^���,]V (YH�*0@D��� 58A"�0,�
�[">�� (� b �(�7�� �0� (����0@D=)4 �0 .

2.2.3.1.
�#����	#�%$#�º	!	��4�&�=	'$'�

i386™
��"�0<�

PC
���(2?�,�7&�;5��- $ �(8A�<'����=�� %���L8��<'�-*�
;5�ij� *0<�("

. 6 �("�jA �0<��"��� �C,;5)* �YH�5IPO�Q �LM �PO �=W .
�����
)��*�� (jA �'�-*�
�

PC$ ��8
8��,��2?"
)4 �'��(��'�-����Hj
���(;5�
�\�� (C<8A�<'A H�� �8�"�0<�
. 6 �("��A (C@8��<'�;X�A (C,;5)4 (Y%��0@D % �PO(E � � �dW9IPO�Q �LM �PO �=W .

���(�*&�;
��&��*1
�(" b ���9��B��� (�
"�j
�,�
"��/"78� (��-9)��*C����(2?�
�40<�(-50,��C@8P ()* ��(-�&���'��,�hj
�^�lj
�,��;5�
�/�� �C@8A�,'A , &�;�'�0,��C@8P (���
��)*;51��(" $�� (C<8A�<'A 

,
IPO(N-(>W(IPM ��� � �5IPO�Q �LM � .

��"�0<������2?�,�%0,��8A����23 (�(-%�(�('A-��
�%��8A"
�>�� �0,��"
�
���
�
;51=�A (C@8��<'
.
c $ �,!
"A �'�-*�
;5�

�� (C<8A�<'�;
,
�� (C�;5)* (�^��;5� ��J%RW��
M�N<U�W �dW�IxO�Q �^M��PO �dW

,
���*B,���9&�;5��-70,��C@8P (�
;a)��
���(��"��� *0<��"��
�,�
����B,�H�� (C<8A�<'A 

.

'  �2V8A;51=�� �C@8A�,'�"������,� ID
IxO�Q �LM��PO

—
�
�*�����

,
�
�*�(����;51�"�0 $ �('�-*C,���,�*0@D�8�'
D>� $ �
�<8A�<'A�,�
"�D=��" $  98� (�
��;�:��A 

�� (C<8A�<'��
. FreeBSD

"�0 $ ��'�-�C����,�
ID
�� (C<8A�<'� 

165.

'  (� $ �A ()�"
'�� , �� (2V8� �D=� $ �,�� �!
"
�*�
�� �D�0,"�0<�����h , �����(�*�
��Y�)*;`"�0 $ ��'�-�C����,�(� , � $ ���@8A�,'
D
�,�9�A (C@8��<'�;º0,)��*"��0 $ �40<��&*�*�
. )  $ �
"����,� , DOS

"=��� $ �*�(�*����"
,
�� ��
"
�[�� (�

Windows,
$ ��"�0<)4 ("
)4 (YH�H�� �2V8A�4���7B,'A ()*�
�*����"

'���B�"
j
��0,�
�*������ �C@8A�,'��eS���U*E	� �^W�N<U*O
,
�� �j
"
�� (D>0

C:.
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FreeBSD
���*2?�
�%��0<�� ��� ()�'�"
)* ��(-9)%B<'A �)��
;51=�A (C@8��<'

. FreeBSD
���(2?���9:��� (��"
�(-H)40<�\0<)��*"�8� ��
�
;5�

,
)*��'�Y%j� �D

0<��C<8� ()4 (�^��;5�h)* ���"Vgd (1�'A;
,
�� b �(�*�f��8A�
�4�l�� (C<8A�<'A� . + ���´�
�\�����
�,� , ��0<'�"d8�"�0<�
�*)%���
�*B,� , )�;X���(2?���(�\0,��C<8� (�(-�� (C<8A�<'�;

FreeBSD
�� H)*0,�<:78A"�0,�� �:d"�'�">�� %�
�,�
�*�(����;�:�"�C[�
"
:

.
����"���0<�� ��
��)*�
�

FreeBSD
8A��'
2?�,��&*;5�(-

8A�*0,�(� $ �,� $ �%�
�A (1
�
��1>�����
�i�(8A"
���A (C@8��<'
. 6 ���7����2e���H&*;5�(-Hj
"A0<�(;51 ,

$ ��8AB����(�*)('����
�
;51�8A'
D���0<�� ��
��)*�
"
�� (C<8A�<'

,
"�'�"��A (C@8��<'>0/8� (���
;9��"

,
�
�*�(����;5�i&���'�-��>�/�
�\�
�42?�
;

.

_ 0@'�">)*0,�i�� �C@8A�,'�;`�� 98A"�0<���[�42?�i"�0 $ �('A-�C,��Y%��0@D ,
)*;a8A��'
2?�
;`�*0<)*��&*��8A"
��-9��8A"��="
C\�
"�:�8�'
D

FreeBSD,"�0 $ ��'�-�C��4D $ �
��B��� ��h��;
,
$ �*0,�� ()�'
D
����;5�\0/"�����YH]���1�0@D>� $ ���� (!
"
�*�
�
�*1�0<"�0,�(�����*1

(
�� $ �
"����,�

, fdisk
8�'
D

DOS"�'�"
Windows).

_ 0@'�">��0,�(-%���,C,���
)���;51=�� (C<8A�<' ,
"�0 $ �('�-*C,��1
�(�[�,B,�

.
# 8A�� ��
�

,
)*��C�����2?�
�%0,�� (j� ('A $ ��"�8A�,�*0@D>�423 (��-H��8�"
�="�'�"

�
��0,�
�('�-*�
�H0,�4]>��0,�()���YH]>"�:d�� (C<8A�<'A��)
.

FreeBSD
8A'
D=��0<�� ��
��)*�
"=�
�42?�,�=8A"�0<�>�
�����,�
���

100 MB.
# 8A�� ��
�

, b �(�VJ��
M � #*��"
��"��h �'�-*�� �D=��0,�� (�
�*)��� , $ �
"�
���(�*�
��1��
�[�40<�� ��
�,�*0@D�����0,�� 98�'
D�)4 (��"
:%'�"�j
�
;�:�gd (1
'���)
. , ��'��,�[�
�� ('�-��
;51���&��}��� — 250 MB

&*�,C
B,�� *g�"
j
��0,�
��1d�*&���'���j
��"

,
"�&*�('����

350 MB
0iB��� �g�"
j���0<����1d��&*�('��*j
�
�*1

. _ 0@'�">)�;X0,��&�"��� (���(��0,-9��0<�� ��� ()�'�"
)* ��(-&��('A-����*�h�
�('A"
j
��0,�()��98A� $ �('��
"��(�<'�-*�
��B��%� #
,
$ �*�� L8���&�"���0@D=��]��i&*�('�-*����8A"A0<�
�*)���B�� $ �
�40<�(�A (��0,�()* 

.

k ;`����2e���(�\"�0 $ ��'�-�C���)4 (�(-��
�4�h���,�
j
�^0<�
"�� $ �
�*B,�� *�h��; ,
�� ��
"
�i�� ��

PartitionMagic®,
8�'
D="
C^���,�
���
"�D=�� �C����,�A 

�� (C<8A�<'��*)9"��40<)*��&���2V8A�,�
"
Dd���^0<�� $ ��8
FreeBSD. '  ��� �'A��B tools �� CDROM

0,��8A����2?"
�58�)��[0,)��*&���8��
�
�� �0 $ �
�*0,�(�� ���D
����;�:d���("�'�"��(;

,
�
�*�(����;5�\���*B,���9&�;5��-%"�0 $ �('A-�C,�*)* ��
;f8�'�D b �(�*1�C^ L8� �j
" .

# �
"��� (C�;5)* (Y%��0@D
FIPS

"
PResizer.

���*�
�����,�
�* (!
"�D>�� 9�*&�� b �("����("
'�"
�(;X8A�*0,�(� $ �� 9"�C[�(�*B,�H2e�\�� ��� �'��*B� . FIPS, PResizer,
"

PartitionMagic
����B��4�%"
C�������D
�(-7�� (C^���,�=�A (C@8��<'��*)

FAT16
"

FAT32,
"�0 $ ��'�-�C�������;�:=0<"�0,�(���h *��"��*�

MS-DOS
8A�

Windows ME. PartitionMagic b �(�7�@8�"
��0<��)��,���� �D="
C�)��^0<�(�� (D $ �
�*B,�� *�h�h , 0 $ �*0<�*&��� (Dd"
C�������D
�(-7�� (C^���,� NTFS.

�P���?�x�������
: ¢M��"��,����
	�����;�/�;�"���
	�2L*����,������J<����!DC �����
7��F-7��@/���."��������2�����.1K �������!��@/������(=6?,�����#	DF�,I6B����12� .

��6������!���2�����*���2���/�/�,!
7�������C���2�'@��!D.������"��,����#7D.��2L2�������#	D.12��"���3 6?,�����#	D."����*6 ��D.����"��
7��L����2,�������- .

��� � � � �
2-1. � �.M�� � � � � � $&" ��� � � � � ��� � ��� � � O�� � $ ����� � $ � � � � � � � " � " � �

���
�@8�0,�� ()*-��(�ij
�(�7)%�
�4� $ -�Y%�(�,���[�(8A"
�
4 GB

8A"�0<�
,
�� %�
���(�*�
�*�l�42?�\��0,�� (����)('A�,�� 

Windows,
"d8�"�0<�>�� (C�&�"
�9�A 

8A)* 9'���B�"
j
��0,�
"�:78A"�0,�� 
C:
"
D:,

�� (2>8�;51 $ �
2 GB. 1 GB

8� (�
��;�:=�� 
C:,

"
0.5 GB

8� ��
�
;�:d�� 
D:.

6 �(�H�*C,�� �j� (��� , j
�(�H8A"�0,�>0,�*0<����"
�9"�C/8A)*�4:��A (C@8��<'��*) , $ �7��8A�
�4������ 9�� (2V8A��Y�&*�4��)�� . k ;º���(2?�,���\0,�
� $ "��
��)4 (�(-)*0<�/8� (���
;5�[0
D:
�� 

C:, b �(�%�*0<)*��&*��8A"
�5)*�(������1=�� �C@8A�,'=8�'�D FreeBSD.

��� � � � �
2-2. � � $ � ��� � � � � ��� � ��� � ��� � $ ����� ��� �

���
�@8�0,�� ()*-��(�
,
j
�(�7)H�
�4� $ -�Y%�(�,���[�(8A"
�

4 GB
8A"�0<�

,
�� H�
���(�*�
�*�f�*2?�[��0,�� (����)('A�,�� 

Windows.
���
"���0,�� (����)����

Windows
)�;º0,��C<8� �'�"d�(8A"
�>&��('A-����*1d�� (C<8A�<'

,
$ �('���j
"�) $ �
" b �(�4�²8A"�0,� C: �� (C^���,�
�4� 4 GB. k ;`"�0 $ �('A-�C,�����(�

1.5 GB,
"�:����("
���[)*;\8A�<'�"��(-

2 GB
8�'
D

FreeBSD.
�='
D=��0<�� ��
��)*�
"

FreeBSD
�
�42?�
�H)*;5&��� ��(-

:

1.
c/8��<'A ��(-%���,C,���
)����4Y��
� $ "
Y

Windows,
C� (����� $ ���
�,��0,�� (�
�*)�"
��-

Windows,
)�;\8A�,'�"
)

2 GB
$ �(8V�,�[�� (C<8A�<'

.

2. * 0 $ �('A-�C,�*)* ��(-5��8A���7"�C[���("�'A"
� , �� (�
"
:=�� (� PartitionMagic,
� $ "�0� (�
���4Y�)�;5�>�

,
8�'�D>0@23 (��"�D��� �C@8A�,'A 

Windows.
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2.2.3.2.
�#����	#�%$#�º	!	��4�&�=	'$'�

Alpha

k  *� $ �����
�,&*�4����0@D>)�;\8A�,'��,�
��;51�8A"�0,�d8�'
D FreeBSD
�A 

Alpha. k �� *0<�(��D
]����i)�������D=�
��)���C^���(2?�
�%��0,�� (����)�"��(-8A)��/� $ �,�A (!
"
�*�
�
;5�i0,"�0<������;X�� �8A"�0<�
. k C� ()*"�0<"A���*0<��"d���9�
�*�
�
�
���(�
��B��H�
�4� $ -�Y%�(�,�A Alpha,

8A"A0<������2e���H&*;5�(-
SCSI

"�'�"
IDE,

B,'A ()*�
���
,
j
�(��&*;`)* �� �
�4� $ -�Y%�(�,�V����B[0[�
��B,�HC^ (B��
�42? ��(-*0<D

.

k 0,���*�()�����0<�()*"
"�0\0<�*B<'A ����,��"�D���" ,
$ ��"
��D
�(;9��"V)H�
���
�*)��(8�0<�()4 �:

Digital / Compaq,
)*��0,-

SRM
)*)���8 $ ���� �C� (�d)

)��,�
:������l�
��B,"�0,�(�
�
. SRM

�
�,j��4)40<�()*"
�(�,'��,�>���
��B,"�0,�(�
�
.

�='
D $ ��"A0<�� H"����,�>"��(" $ ��)H8A"�0<����)H�A 9�
�4� $ -�Y%�(�,�
�\"�0 $ �('�-*C,��1
�(�[�
�*�h ���8A�
SHOW DEVICE SRM

�
����0,�('�"
:

>>>SHOW DEVICE
dka0.0.0.4.0 DKA0 TOSHIBA CD-ROM XM-57 3476
dkc0.0.0.1009.0 DKC0 RZ1BB-BS 0658
dkc100.1.0.1009.0 DKC100 SEAGATE ST34501W 0015
dva0.0.0.0.1 DVA0
ewa0.0.0.3.0 EWA0 00-00-F8-75-6D-01
pkc0.7.0.1009.0 PKC0 SCSI Bus ID 7 5.27
pqa0.0.0.4.0 PQA0 PCI EIDE
pqb0.0.1.4.0 PQB0 PCI EIDE

6 �(��� $ �
"������>0 Digital Personal Workstation 433au
$ �*�� (C�;5)* ��,�9�(��" $ �(8A��'�Y%j
�,�
��;�:�8A"�0<�A 

.
���,��)�;51

—��0,�(�
�*1�0<�()*�
CDROM

0i"����,�����
DKA0,

8A�
��B,"
�/8A)* H�� (C�;5)* �YH��0<D
DKC0

"
DKC100

0<�*���()*�,��0,�()����
�
�
.

��"�0<�
">0i"������� ���"
DKx — SCSI

8A"�0<��"
. )  $ �
"����,� , DKA100

��C��� (jA (�,�
SCSI

8A"�0,�>0<�
SCSI

!
�<'A�,)�;9�
ID 1

�� 
$ �,�
)*��1

SCSI
��"
�
�

(A),
)%���H)�������D��� ��

DKC300
�*C,�� �j� (���

SCSI
8A"�0,�>0

SCSI ID 3
�� %�(�
�,��-��,1

SCSI
��"
���

(C).
* ��D=��0,�(�
�*1�0<�()4 PKx

�*C,�� �j� (���
SCSI

 L8� $ �(���
. '  �� $ ���A (C� ��
�9)%)�;5)��(8A� SHOW DEVICE, SCSI

��0<���
��1�0,�()��
CDROM

� $ ���@8A�,'
D
�,��0<D=�� (��'�YH&*��1�8��
��B,��1=2e�^0<�(��"
1=8�"�0<�
SCSI.

* ���,�� IDE
8A"A0<�
�*)H)�;5B,'
D�8�D
�%�� (�

DQx,
)H�(�7)��
�^��D��� ��

PQx — IDE
�����
�(���('
'����

.

2.2.4. �	��������� ��� �
	�� ��� � �� ��� � � � 	�� ��� ����� ��� � �����
_ 0@'�">)�;a:�����"
�(� $ ��8A�
'�YHj
"��(-*0<D��>0,�,�(">) $ ����!
�^0,0<�[��0<�� ��
��)*�
" FreeBSD (

�� $ �
"������
,
$ ��"���0<�� ��
��)*�
�i0

FTP"�'�"
NFS

0<���
)����� 
),
�
�42?�
�HC��� (�(-7�
�*��g�"
B,���� �!
"
Y 0<�,��"

. k  ���&*��8��,� $ ���@8�'���2?�,�
�7)�)*��0<��" b �(�d"���g������h �!
"
Y ,j
�(��&*;
FreeBSD

0,����B,'A $ ��8A��'AYHj
"
��-*0@D>�>0<���("d8A'
D $ �
�(8A�('�2e���
"�D=��0<�* (�
�*)��
"
.

2.2.4.1. � ��	/�%$�� �
����	��>��� �* 	 Ethernet,
	�$#	 ������� �d�������&$��&��� 

/DSL
�5�
	 ���

_ 0@'�">)�; $ �(8A��'�Y%j� (���(��0,-%�>0<�,��" Ethernet,
"�'A">0<�*�@8A"��
�,�
"��\0i"
�
�(���
�
�,� $ �(8A��'�Y%j
�,�
�7�

Ethernet
j��,�
��C

�� (&*�<'�-*�
;51d"�'�"
DSL

����8����
,
$ ���� �8A��&*"
��0@D=0<'��@8A��Y%]> �D="���g������h �!
"�D

:

1. IP
 �8A�
�^0

2. IP
 �8A�
�^0/�='AYHC� $ �7������'�j� ��
"
Y

3. * ��D�:��40<�� 

4. IP
 �8A�
�^0

DNS
0,�,�
)*�,�� 
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5. Z  �0<�A $ �(8�0<���("

_ 0@'�">�d)* *0h�
�,� b ����1="
�Ag������h �!
"
" ,
0 $ �
�40<"
�(��0<"A0<�(�^���
��B��7 �8���"
�
"�0,�(�� ��(���� H"�'�" $ �
��)4 (1�8A���� 9"��
�(�,���
�,�

.
# �
"

����B,���70<�� �C� (��-
,
j
�(�H8� ��
�
;5� $ �
"�0<)4 ("
)4 (Y%��0@D� �)��(�4�h (�("
j���0<��"

,
0i"A0 $ ��'�-�C���)* ��
"
�^�

DHCP. _ 0@'�" b �(�7�� (� ,C� $ �*���
"
��� b ��� .

2.2.4.2. � ��	��(���*	 	������
	
�d�������9��� � � �5��	#���"�

_ 0@'�">)�;½8A�*C,)4 (�
"
)4 (���(��0,-\8A� $ �
��)4 (1�8A���� 90 $ �*���*]�-*Yº��&*;5j
�
�*B,�9����8����h , )�;`)*0,�/2?��0,���(2?���(�i��0<�* (�
�*)�"
�(-
FreeBSD

j��,�
��Ci"
�
���,�
�
���
,
��� b ���%C^ (1������H��j��,�
-7���
��B��H)��������,��" .

k  *�l�
�42?�
�%C��� (��- :

1. ) �4���,�=���<'��^g����� $ �
��)4 (1�8��,�� 

2. COM
$ �*�
�

,
���
�*�(���
�4��� $ ��8A�
'�YHj
���>���(8A���

3. * ��D $ �('�-*C,�*)* (���<'
Dd" $  (�
��'�-9��j
�,���
��1>C� $ "�0<"�8A'
Dd8A�40<�(� $  H)%"
���(�,�
���,�

2.2.5. � � ��� ����	 ��� �#� � � � 	 ��� � � � � 	 � ������ 	�	���� �" � � ���#� FreeBSD

	 ���(D $ �
�*�,�
� FreeBSD
&*���
����0@D�C^ 9�(�

,
j
�(�*&�;X�� (2V8A;51=�
�,'�"
C

FreeBSD
&*;�'��� *0<�(��'�-��
�70<�� �&�"�'A-��
;9�

,�� �0,�
�('�-*�
� b �(�%)*��C^���(2?�
� , �*��"
&*�
" $ �*�
��1>)��
�� �8A;5)* �YH��0<Dd) $ �
�*!
��0�0i�A (C,�� �&��*�(�
" . k �*j
�,�
-%�
�@8��
"�:=0@'���j� (D�:b �(">����"�&��
"=)�'�"�D
Y%�H�� $ �
�*!
��0�0/��0<�� ��
��)*�
" . '  ��=�(�('A-��
� b �(" $ �
�*&('��^��;a�*&��� ��
�42?"
)* �YH��0<D�">"�0 $ �� ()�'
D
YH��0<D ,���
" $ � $  �8� (Y%�H)%0,���*&�]����
"�Dd��&%���>"
&��� (:
FreeBSD (http://www.FreeBSD.org/ru/releases/5.3-R/errata.html),�� �:���8AD
]�"
�^0@Dd�� 70, (1��(�

FreeBSD. k ;X���(2?�,��� $ ����)����
"
�(-70<�*��&�]>�,�
"
D��*&H�*��"
&*�� �: $ �,���@8V��0,�� (�
�*)��
�*1 ,
j
�(�*&�;

�4&*�@8A"��(-*0<D
,
j
�(�%�
�\0,��]���0,�()������ $ �
�*&('��^�

,
�H�
�*�(����;�:d0,�(��"��H&��^0 $ �*�
��"��(-*0<D

.

* ��g������h �!
"�Dd�7�
�<'�"�C� �: ,
)*��'�Y%j� �D�0,����&*]����
"�Dd��&%����"�&��� (:7�� (2>8���B,�H�
�<'�"�C� 

,
�� �:��(8A"
��0<D�0<�(�� ��
"
!
�

"
��g����A�h (!
"
"��H�
�,'�"
C� (:
(http://www.FreeBSD.org/ru/releases/index.html)

0, �1
�� 
FreeBSD

(http://www.FreeBSD.org/ru/index.html).

2.2.6. ���� �� � 	 � �  � � ��	 ��� ���
	���� � ����� ��� FreeBSD
���
��B��� ��h�h 5��0,�� (�
�*)��
"

FreeBSD
����2?�,�H��0,�� (�
�*)�"
��-

FreeBSD
"�C\gd �1�'���)

,
�� �0 $ �('A�(2?�,�
��;�:�)%��8A���*�l"
C

0@'��<8A��YH]�"
:d���^0<�
:

�V�A����$����
� >	!	A�*�

• CDROM
"
'�"

DVD

•
.i �C@8A�,'

DOS
�� %)* ����^�l�
�*� $ -*YH�(���
�

• � ���
�� SCSI
"�'�"

QIC

• � "
&��
"��h8A"�0,�
"
� �* �

• FTP
0<���
)����

(
j
�,�
��C[gd �1
�
)���'
'="�'�"

HTTP
$ �
����0,"

,
��0<'�" $ ���(�
��&����,�*0@D

)

• NFS
0<���
)����
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•
c[�*�@8A"
���,�
"
�[j
�,���,C $  (�� ('
'��,'�-��
;51�"�'�" $ �*0@'A�@8A�*)* (���<'�-*�
;51 $ �����

_ 0@'�">)�;`�
� $ "
'�" FreeBSD
�� 

CD
"�'�"

DVD,
��)* �0i�42e�\��0,�(-H)40<�

,
j
�(�7�
�42?�
�

,
$ ���
�<:��(8A"
�(�\�>0<'��@8A��Y%]������

�� (C<8A�<'��
(
.i (C<8

. 2.2.7).

_ 0@'�">�d)* *0h�
�,�7��0<�� ��
��)*��j
��;�:�gd �1�'���) FreeBSD,
$ ���
�,1�8A"
�(���>.i (C<8

. 2.13,
�
���(�*�
;51=� $ "�0<;5)4 (���

,
�� (�

$ ��8AB����(�*)�"
��-*0@D�����0,�� (�
�*)��
�
FreeBSD

'�Y%&�;9�l���� �C� (���
;9�l)�;5�>�i0 $ �40<�*&��*�
.
���*0<'�� $ ����j
�(���
"�D b �(��B��9�� �C@8A�,'A ,)��,���
"
�(�^0<-%0,Y58� %" $ ����j
�("��(��.i (C<8

. 2.2.7.

2.2.7. ���� � ����������� ��� � �  � � �
	���� � ����� ���
���
��!
�^0,0h��0,�� (�
�*)��
"

FreeBSD
�A (j
"
�A (�,�*0@D�0[C� (B��
��C,�
"�)H)* �� �
�4� $ -�Y%�(�,� $ �
�*B,�� *�h��;X��0<�� ��
��)*�
"

FreeBSD —b �� $ �
��B��� ��h�h %�
�[C� $ ��0,�� (����0@D="�C/8A���4B�"�:d� $ ���� (!�"
���
��;�:d0,"�0<����� . ' �4� $ -�Y%�(�,�>��&�;5j��
�9C� �B,�
�423 (���� $ ���� (!
"����
�
��Y 0<"�0,�(�����
,
��0,�� (�
�*)('����
�
��YX�� H2?��0,�(�
�*�l8A"�0<���

,
�
�%�� (�
2e�����(2?���H&�;5��-H�� *0<�(�
�*�,�=8�'
D

"�0 $ ��'�-�C���)4 (�
"�D
”
C� �B,�
��C,�*j
�
�*1

”
8A"�0<���,�(;

. , ��'�-��>"
��0<��)��H0,��)��������,���
;�:d�
�*� $ -*YH�(���
��)7����B��4�%�� (�
2e�C� (B��
��C,"
��-*0@D�0i�
�*� $  (�
�
-
8A"�0,�� %) $ �
"�)���8��

CDROM.

�x�������<�	�
�<�
: ¡��*
	�C F��,��I������� FreeBSD �, CDROM ��
	� DVD ( 1� �"!
�������#)30��
7�/L2,�"����2,�����#)3/�2,�-7�;���!��$����*
	���� ), �

1���-�"���()�����0"��;L��*��
�$����9L2,��'�! L1� C� CDROM �
	� DVD ( ��E�#)�����F<��!�;�F"! ���12��� BIOS �,L�#>��,�����*$ ”Boot Order” ��
	�
��!� - �!� �����6?� ), -7��@/������"�����"! �*�������J<��!�;�F�,L*6 �'
 . �IE��,L�# FreeBSD CDROM � DVD $&�*
�$&()���*$.L2,����! L�������#)-��:�
-7���  ��9E�#B��������"���
	��L�����,���#%6�
�$0 �*��,�������1�� FreeBSD E��2L�1!,�12��3 - 
7�E��0��"������,�
	�����3F"���67�5�;�!���1;� .

�='
D�0<�*C@8� ��
"�D=C� �B,�
��C���j
�
;�:%8A"�0,�
��)70R8A�,'A (1��(�\0<'��@8��4Y%]����
:

1.
����'���j
�,�
"��i��&*�� (C���)5C^ (B,���4C���j
��;�:%8�"�0<�
�*)

�  (B,���4C���j
��;5��8A"�0,�
">�^0<�(-%�� 9��0,�� (�
�*)��*j
�
�*�¶8�"�0<�
�[)%�A (�� ('���B�� floppies/,
">����B����H&�;5��-H�� ���2?�

C^ (�� �j� (��;`"
Ci�� ��� �'A��B� 
floppies,

ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/<arch>/<version>-RELEASE/floppies/.
�  ����,��"
�(� <arch>

"
<version>

 ���:�"
�(�,���(���
��1=���*� $ -*YH�(���� H">�
�*�����
�*�l)*�,��0,"
"
,
�
���(�*�
��Yº)*;a:��*�("
�(�

��0,�� (�
�*)�"
��-
,
0,������)��,�*0<�()*�,�
�
�

. )  $ �
"A���,� ,
C^ (B��
��C,��j��
;5�h8A"A0<�
���(;

FreeBSD 5.3-RELEASE
8�'�D

i386�A �:���8�D
�*0@D=)
ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/5.3-RELEASE/floppies/.

.[ �0<�>"
�
���
"
��gd (1�'A 9��&��A (C� �8A"�0<�A 
.flp. '  ��� �'��*B floppies/ 0<�(8A�,��2?"
�7���
�(2?�^0<�()*�H�� �C,�
;�:d��&*�� (C���) ,)4 (�¿)�;5&��*�d&��*8A���HC� �)�"�0,�,�(-H���H��0,�� (�� �)('�"�)* (�^����1d)*�,��0,"
"

FreeBSD
"

,
)7�
�,�
�*�(����;�:d0<'���j� �D�:

,
�*�

������g�"
B����� (!
"�"=�
�*� $ -�YH���,�� 
. _ 0@'A">)*;`��0,�� (�A ()('A"
)* ��,�(� FreeBSD 4.X,

)7&���'�-��>"
��0<��)��i0<'���j� (��)
$ ���� �8A��&�D
��0@D=)40<�,B��5'�"
�>-58A)4 Hgd �1�'A 

, kern.flp
"
mfsroot.flp.

���
">��0<�� ��
��)*�
�
FreeBSD 5.X

)
&*�('�-*��"
�A0<�()*�i0@'���j� ��,) $ ���(���,&���Y%��0@D����
"d8A"A0<�
���(;

, boot.flp, kern1.flp,
"
kern2.flp.

# &*�� (��"
�(��0,-H�
gd �1�'��

README.TXT
)H�(�4�l2?�[�� ��� �'A��B,�[C� %0<)��,2?�,1="
�Ag������h �!
"
�,1>��& b �("�:=�*&��� �C� �:%8A"�0,�
��) .

� ��� �;���������
: �9��"���
	������*
	����#M�K6B�,�3��2���#% ��������3;�*����-7���  ��."��������E;���2,������*$ �9���1��;�!����#	D�����������-B,!D 5.X, ����,���� �

����- FreeBSD 5.3. �B���96B�,�3��2���# �,2D��6�$����*$ �K��E��,L2� drivers.flp.

�A�L�\�^�
: FTP 1�
	�������I6?�
�@/��������"��
	�2L����2,���������	������������������ 6�
�$.L2,����! L�1;�C�;E��,�L*���K67����12��� . ¢M��12���!����#M�F����E

E��,� L�����# ����"���
	��L* �()����� �	!��#"�$%�&� (ASCII) ��*@.��- , 12���!����#)3��!������� ��9"���L��*��
	��/L�,����! L�������*$��I<����!D/67����12��� .
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2.
���(8AB,�*�(��)*�� \8A"�0,�
�,�

) ����&�:��(8A"���� $ ��8AB����(�*)�"
�(- $ �%�(8A�
�*1�8A"�0,�
�,�(�\�� H�� �2V8A;51>C� (B��
�42?�,�
�
;51���&��A (C . 6 �("�8A"�0,�
�,��;a8A�('�2e��;&*;5�(-H&*�,C/8A��g����
�(��)
. � ��j
��"�1�0 $ �40<�*& $ �
�*)��,��"
�(- b �(� —

�*��g������h ��("
�
�*)* ��(-�8A"�0,�
�,��;º0, *���*0<���(D
�(�,'�-��
�
.

) �/8A��)*�,��D
1��(�[C^ ()*��8�0,�
�*����g������h ��("
�
�*)* ��
"
Ya8A"A0<�
��� . ( �("�'�"
�* 7g��*���h (�("��
��)4 (�
"�Dd) Windows
�
�

0,���*&�]�"��9�H�� ('�"
j
"�" $ '���:�"�:=0<�,���(���
�*)
,
�*�� $ �
�*0,�(� $ �4���,�("��%"�:d�� ��

”
$ '���:�"
�

”
" $ �
��"�B,�
�*�
"
�
���,�

.c[�*)����(�����l"�0 $ �('�-*C,�*)* (��-9�
��)*;5��8A"�0,�
�,��;º��0<'�"=)*;X)�;5&*�� �'�" b �(���70 $ �40<�*&H��0<�� ��
��)*�
" .

�A�L�\�^�
: ¡��*
	�."����F"���"�#M��12�K ����,�������1�� FreeBSD "��������,�-)-B,J ����,������1;�.�! �������*$ , L2,�����2,��� , �
	� 6?�*
�,����0��!� - �!�

��J��,�1 , ���,L* F"������������*���K6B����12����# . ¦B��"����;E �3���9L�,�"����2,����J��E��,L�# �,0�����# �K67����1!����#=��"���"�#M��,�3���2���I���I���,�L .

3. �  $ "�0,-H��&*�� (C���)5�� 58A"�0,�
�,�(;
+> �1�'�;º0i�� �0,��"
�
���
"
�^�

.flp b �(� � M[��&*;5j
�
;5�\gd (1�'�; ,
�
���(�*�
;5�[����2?�
�HC^ $ "�0� (�(-%�� 98A"�0<�

. 6 �(�%�*&��� �C,;)40<��B,�%0,��8A����2?"�����B���8A"�0,�� 
. 6 �(�H�*C,�� �j� (��� , j
�(�7)�; � M �=J��ÃM<TeM $ �
�*0,�(��0<�
� $ "
�
�*)* (��-9"�:=0i�(8A�
�*B,��8A"A0<�� �A 58A���4B���1

. k ���^0<�(� b �(�*B,� , �
�42e���%"�0 $ �('A-�C,�*)* ��(-90 $ ��!
"� ('�-��
;5�[���("�'�"
��;`8�'
D>C� $ "�0<"=�*&��� �C,�*)5�� 58�"�0<� .

_ 0@'�"V)�;`C^ $ "�0,;5)* ��,�(��8�"�0<�
���(;º�A 9�
�4� $ -�Y%�(�,�
� $ �(8 MS-DOS/Windows,
"A0 $ ��'�-�C��41��(�[���("
'�"
�(�

fdimage.

_ 0@'�"V)�;`"�0 $ �('A-�C,�����(�i�*&��� �C,;`0 CDROM,
">&����
)4 5)* ����,B��

CDROM E:,
C� $ ��0<�("
���[���[�� ��

:

E:\> tools\fdimage floppies\kern.flp A:
���*)��(�*�
"
�(� b �(�d���*�h (��8A�%8�'
D��� (2V8A��B��%gd (1
'A .flp,

)*0,�� ()�'
D�D=�
�*)���Y`8A"A0<�
���(�d�� �2V8A;51>�� (C
,
$ �4���,�(-*�(�

�A �2V8A;51d8�"�0<�>"����,�
�^�fgd (1
'A 
,
�����(�*�
;51=)�;X0,�
� $ "
�
��)4 �'�"��� 9�
��B,�

. * C����,��"
�(�\�
�*�h ���8A����0<'�"$ ���(�
��&����,�*0@D
,
)7C� �)�"�0,"����*0,�("=���%����0<�* 

,
�
�*8� H)�; $ �*����0,�("�'�"Vgd (1�'A;

.flp. _ 0@'A"��d)* *0h�
��� CDROM,
fdimage

����2e���H&*;5�(-HC^ (B,���*2?���� 9"
C\�� ��� �'��*B� 
tools (ftp://ftp.FreeBSD.org/pub/FreeBSD/tools/) FTP0,�,�
)*�,�� 

FreeBSD.

_ 0@'�"V)�;`C^ $ "�0,;5)* ��,�(��8�"�0<�
���(; $ ��8 UNIX (
�� $ �
"������

,
$ �(8=8A�
��B���1�0,"�0<�(�^����1

FreeBSD),
"�0 $ �('�-*C,��1
�(�

���("
'�"
�(�
dd(1)

8�'
D>C� $ "�0<">��&��A (C,�*)5�
� $ �*0<���@8�0,�()����
�
�H�A �8A"�0,�
�,��;
.
����8

FreeBSD
C^ $ ��0<��"
�(�

:

# dd if=kern.flp of=/dev/fd0
���(8

FreeBSD, /dev/fd0
��C��� (j� ��,� $ �,�
)*;51=B,"
&*�
"
1=8A"�0<�

(
8�"�0<�

A:). /dev/fd1
&*��8��,��8A"A0<�
�4�

B:,
"��* (�

8P �'����
.
���
��B�"
�

UNIX
0<"�0,�(����;�����B,��� $ �

-
8A�
��B,�4���%"A���,�
�*)* (��-H��0<�(����1�0,�()* HB,"
&*�
"�:78A"�0,�
��)

,
)* ��

)*��C^���(2?�
� $ �*�� L8���&�"���0@D $ ����j
"
�* (�(-H8A�����������
�� �!
"
Y $ �%0,������)��,�*0<�()*�4Y%]���1�0<"�0,�(�����
.

+ � $ �,��-%)*;`B,������)�;`�>��0<�� ��
��)*�
� FreeBSD.

2.3.
�C�$��� D 	 ���'&��$"
	������

�A�L���^�
: � ,�1�"��,����
�� , "��������,�-�-M,  ����,������1;�.��KE� !6?���F"�������L��*��67�����C����1!,�1;�!DF��L�-B���������3��, 6B����12,!D , "���1!,0��

�#B6?,���9�*
��*6� �( �I���9�*�;�;E��I������� :
Last Chance: Are you SURE you want continue the installation?

If you’re running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before proceeding!

We can take no responsibility for lost disk contents!

16



� �PO�E(O
2. � N<TeO � JLE(U*O FreeBSD

�>����,������1!,F-B�@��*�9E�#M���/"�������2,��,��K
	()E;��3�-7��-B����� 6��0<��!���5� "���*6� �"���*@96 ����$�E��2L/12,�1���D - 
	�E;���;L-M��������3��,
@/�2����1���- 6B����12� . ¡��'
7�.�# �������,��*��� , ��!� ��!� - �!� �,����������
	�.���"��,����
	����� , -B�@��*���0"����;���!�:�#>1*
	(9������/1���-�"��(>����
E;�2L/������1!,0��!� - 
	�E;� "������*67���� .

2.3.1. � � � �� �����

2.3.1.1. � ��� ��� �*��� i386

1. ' �4� $ -�Y%�(�,�>)�;5��'�Y%j
�,� .

2. k ��'�Y%j
"
�(���
�4� $ -�Y%�(�,� .
���*0<'��/)*��'�YHj��,�
"�D>���d8��('
2?�,� $ ���� �C� ��(-%0 $ �*0,��&9)�:��(8� 5)7���,�
YÁ��0<�� ��
��)*�
"

BIOS,�A (� $ �� ()*"�'�� b �(�%�
'A ()*"
��" F2, F10, Del,
"
'�"

Alt+S. * 0 $ �('�-*C,���,���/�(�\��'A ()*"
��" ,
�
�������
;5� $ ���� �C� ��
;`�� 

b �
�� ��
� . k ���,�
�*�(���
;�:=0<'���j� �D�:d�
�4� $ -�Y%�(�,�V���(2?�,� $ ���� �C,;5)4 (�(-9�� ��
�("
���
� $ �*0<'��iC^ $ ��0,�� . '  �� $ �� �)�"�'A� ,�A �23 (�("��
Esc

��&����
�,�9�A (�
�("��
�
�=" $ ��C,)*�('�"��9)* *����)�"�8A���(-H���,��&�:���8A"�����YX"���g������h �!
"
Y
.

3. )  �1�8A"
�(�\��0<�� ��
��)*�
"�0,"�0<�(�^��; ,
���� �C,;5)* �YH]>"
�/�,1>0i�� ��
��B��H��0<���
��1�0,�()* HC� �B,�
�423 (�(-40@D

.
# &�;5j��
�9����"

�*&��*C,�� �j� (Y%��0@Dd�� ��
”Boot Order”,

"��� *���� (� $ �� ()*"�'��%���(�*&��� (2e���=0 $ "A0<���>��0<�(�
�*1�0<��)
,
�� ��
"�:=�� ��

Floppy,
CDROM, First Hard Disk,

"��* (�d8P �'����
.

_ 0@'�"V)�; $ �(8AB,�*�(��)*"�'�"78A"A0<�
���(; ,
��&*�@8A"
����0<-

,
j
�(�7)�;5&��A (�

Floppy. _ 0@'A"�)�;ºC� (B��
�423 (�,����0<-%0 CDROM,��&*�@8A"
����0<-
,
j
�(�7)�;5&*�� (�d�*�

. _ 0<'�">)*;`�
�\�4)*�,�
���
; ,
$ �40,�������
"
�(���
���
�*)���8P0<�()*�5���
�4� $ -�Y%�(�,�
�d"

/
"�'A"�����B,�

�h ��(�,��"
��0<����1 $ 'A (�(�
.

c/8��<'A �1
�(�\"
C������
�,�
"
D
,
C� ��(���´0<�(:��� ��
"
�(�["�:="�)*;51�8A"
���

. ' �*� $ -�YH���,�d8��('
2?�,� $ �,�
��C� �B,�
��C,"��(-*0<D .

4. _ 0<'�"V)�; $ �(8AB,�*�(��)*"�'�"78A"�0,�
�,��; ,
�� ��=� $ "�0, ��
�H)%.i (C<8

. 2.2.7,
��8A�A 9"
C\�
"�:d&��*8A��� $ ���
)�;9�fC� (B��
��C,�*j
�
;9�

8�"�0<�
�4�
;
�� (� $ �� ()*"�'��

, b �(�H8A"�0,�
�,�� 70 kern.flp. k 0<�* ()�-*�(� b �(�78A"�0,�
�,���d)98A"A0<�
�*)���8 .

_ 0@'�"V)�;`C^ (B,���*23 ��,�(�^0<-H0 CDROM,
$ �����
�,&*�4����0@DV0<�� �j� �'A 9)���'�Y%j
"
�(-7�
�4� $ -�Y%�(�,�>"�)*0,�� ()*"
�(-

���*� $  ��
�
-
8A"�0<�

,
�� (���(�('�-*�
� b �(��0<�� ��
�,�%)���C^���(2?�
� .

_ 0@'�"V�
�*� $ -�YH���,��C^ $ ��0,�� (����0@Dd�� �����&*;5j
�
� , "�C� �B,�
�423 (���H0<��]>��0<��)���YH]���Y�� $ ���� (!
"����
�
��Y 0<"�0,�(����� ,)*��C^���(2?�
;X0@'A�@8A��YH]>"
� $ �
"
j
"��
;
:

1.
��"A0<�=&*;�'�)*0,�� ()�'��,�=���@8A�40<�� ��(��j
���H�� ��
�H) $ �
��!���0,0,�[C^ (B��
��C,�
"

.
# 0,�� ()*-��(�[�,B,�%)��
���(��"�" $ �,�
��B,�
��C,"��(�

���*� $ -*YH�(���
.

2. ( 0<�� ��
��)*�
" BIOS,
"
C^���,�
���
�
;5�\�� (���,�

,
8��,1�0,�()���YH�%�
� $ �� ()*"�'�-����

. )  L8��9"
C�������D
�(-7"�: ,
$ �*�� 9�*�
"=�
�

C^ (�� �&��*�� (Y%�
.

3. BIOS
)4 (����B,�5�
�4� $ -�Y%�(�,�A H�
� $ �(8
8A�,�
2e"�)* (���9C� �B,�
��C��
�d0/)�;5&*�� (���
��B��9�(" $  %�
�40<"
�(�,'
D

.

5. FreeBSD
�� �j
�
�,�%C� �B,�
��C,���

. _ 0<'�"VC� (B��
��C,�� $ �
��"A0@:���8A"��%0 CDROM,
)�;`��)�"�8�"
�(�\j
�(�

-
�(�7)��
�(8A� b �(��B��

(
"
��g��*���h (!�"�D=�H)*�,��0,"
"��*8� ('��,�� 

):

Verifying DMI Pool Data ........
Boot from ATAPI CD-ROM :
1. FD 2.88MB System Type-(00)

Uncompressing ... done

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard
BIOS drive A: is disk0
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BIOS drive B: is disk1
BIOS drive C: is disk2
BIOS drive D: is disk3
BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 0.8

/kernel text=0x277391 data=0x3268c+0x332a8 |

|
Hit [Enter] to boot immediately, or any other key for command prompt.
Booting [kernel] in 9 seconds... _

_ 0@'�" $ �
�*"�0@:���8�"
�9C� �B,�
��C��� H0h8A"�0<���,�(; ,
)�;`��)�"�8�"
�(�\j
�(�

-
�(�7)��
�(8A� b �(��B�� (

"
��g����A�h (!
"�Dd�7)�����0<"
"
�*8� ('��,�A 

):

Verifying DMI Pool Data ........

BTX loader 1.00 BTX version is 1.01
Console: internal video/keyboard
BIOS drive A: is disk0
BIOS drive C: is disk1
BIOS 639kB/261120kB available memory

FreeBSD/i386 bootstrap loader, Revision 0.8
/kernel text=0x277391 data=0x3268c+0x332a8 |

Please insert MFS root floppy and press enter:
ci'A�@8A�4D�"
�A0<�(�
���
!�"�D��

,
��&����
"
�(�i8A"�0,�
�,���=0

kern.flp,
)*0,�� ()*-��(�/8A"�0,�
�,�(�=0

mfsroot.flp
"��� (2?��"��(�

Enter. k FreeBSD 5.3
">)�;5���[�� (&*����8�"�0<�
�*)58A���4B���1

,
�*� $ �(8A�
��&*�
�9� $ "�0, ��=) $ �
�@8�;\8A��]����f�� (C<8A�<'��

.
�  (B,���4C�"
�(�^0<-%0 $ �,��)���1d8A"�0<���,�(; ;

$ �40@'��<8A��)4 (�(�,'�-����5)*0<�* ()('�D
1
�(�\�*0<�* �'�-*�
;5��8A"�0,�
" $ �
" $ ��D
)('����
"
"
0,���*�()�����0<�()*��YH]���B,� $ �
"
B<'� (�����
"�D

.

6. * 8A���9'�">C� �B,�
��C,�A 90h8�"�0<�
���H"�'A"V0 CDROM,
) $ ����!
�^0,0<�[C� �B,�
��C,��" $ �(D
)*"
��0<D

:

Hit [Enter] to boot immediately, or any other key for command prompt.
Booting [kernel] in 9 seconds... _
���(8A�(2V8A"��(�h8A�^0@D
�(-�0<���
����8V"
'�"��� (23��"
�(�

Enter. (
)

FreeBSD 4.X
&*��8��,�HC^ $ ��]>�,�
�H�����
YÁ�
���Ag�"
B,���� �!
"
"

D�8��� 
).

2.3.1.2. � ��� ��� �*��� Alpha

1. ' �4� $ -�Y%�(�,�>)�;5��'�Y%j
�,� .

2. k ��'�Y%j
"
�(���
�4� $ -�Y%�(�,�>"d8A��2V8A"
�(�^0<- $ �
"
B<'� (�����
"�D��>C� �B,�
��C,���i�� %�����
"
�����
� .
3. _ 0<'�"V)�; $ �(8AB,�*�(��)*"�'�"dC� �B,�
��C���j
�
;5�/8A"�0,�
�,�(; ,

�� (��� $ "�0� (�
�%)H.[ (C@8
. 2.2.7,

�(8A�� H"
C[��"�:=&��*8A��� $ �,��)�;9�
C^ (B��
��C,��j��
;9�¶8A"�0,�
�*�

;
�� �� $ �� �)�"�'��

, b �(�H8A"�0,�
�,�* H0 kern.flp. k 0,�� ()*-��(� b �(�78�"�0<�
���(�d)58�"�0<�
�*)��(8>"�A (&����
"
�(��0@'A�@8A��YH]>��Yº�
�4�h (��8A�78A'
D=C� �B,�
��C,��"
(
C� ������
"
�(�[�� %"���D�)* �����B,��8A"A0<�
�*)���8P 5��0<'�" $ �*�(�
�,&*���,��0<D

):

>>>BOOT DVA0 -FLAGS ” -FILE ”
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_ 0@'�">)�;aC� �B,�
�423 (���(��0,-H0 CDROM,
)40<�� �)�-����h�
�*� $  ��
�

-
8A"�0,�=) $ ��"
)��(8�"=�� (&*�,�
"��(�h8�'�D=�� (j� ('A 5��0<�* (�
�*)��
"

0<'��@8��4Y%]���Y �
�*�h ���8A�
(
C^ ������
"
�(�\�� 9"A��D>0<�*���()*�,��0,�()���YH]>�,B��9��0<�(�
�*1�0<��)* 

CDROM
��0@'�" $ �����
�,&*�4����0@D

):

>>>BOOT DKA0 -FLAGS ” -FILE ”

4. FreeBSD
�� �j
�
�,�%C� �B,�
�423 (�(-40@D

. _ 0<'�">C^ (B��
��C,�� 5"�8A�,�70h8A"A0<�
��� , j
���
�,C\�
���
���(�*�
���[)��
�^��D=)�;`��)�"�8A"
�(�0,���*&�]����
"
�
:

Please insert MFS root floppy and press enter:
ci'A�@8A�4D�"
�A0<�(�
���
!�"�D��

,
�*8� ('�"
�(�i8A"�0,�
�,�(�=0

kern.flp,
)*0,�� ()*-��(�/8A"�0<���,�(�=0

mfsroot.flp
"=�� �23��"
���

Enter.

5. * 8A���9'�">C� �B,�
��C,�A 90h8�"�0<�
���H"�'A"V0 CDROM,
) $ ����!
�^0,0<�[C� �B,�
��C,��" $ �(D
)*"
��0<D

:

Hit [Enter] to boot immediately, or any other key for command prompt.
Booting [kernel] in 9 seconds... _
���(8A�(2V8A"��(�h8A�^0@D
�(-�0<���
����8V"
'�"��� (23��"
�(�

Enter. , �*8A�,�HC� $ �4]>�,�
�7���,�
Y �
�*��g�"
B,���� �!
"
"dD�8��� .

2.3.2. � � 	�� ��� ����� ��� � � � � (kernel)

� ���������������
: ¢M,������,�$.� FreeBSD �2������� 5.0 �CE;�
?���0"��;L*67���!D , userconfig E�#B
. !6 ,!
����0�/L2,�-B�����.-B���!�6?��-

device.hints(5). ·7, E;�
��2��"���67���;E�����3���� 4 ����-B, ������3/� device.hints(5) �;E��, �J,�3���2���01�« ,�L*6 . 12.5

kernel b �(�%D�8A�
�%� $ ���� (!
"����
�
�*1�0<"A0<�(�^��; . k �
���f�
�� ('�"
C,�*)* ��
�H���
��2e�^0<�()*�%g����
�
!�"
1 ,
)*��'�YHjA �D�8A�40<�(� $ ���

)*0<�^�l��0<�(�
�*1�0<��)* ��
,
�
���(�*�
;5������B,���9&*;5�(-7)%0<"A0<�(�^���

,
�� ��
"����A (�=2?�^0<�(�
"��/8A"A0<�
"

,
0<���(�,)*;5�i�� ��
�(;

,
C�)����
��)*;5�

�� (�
��;X"��
.
8

. '  �2V8A�*�i��0<�(����1�0,�()�� , $ ��8�8A�,��2?"
)4 (�^�����hD�8A���*� FreeBSD
"����,���%0,)���1d8A�� (1�)��,�

. ( �A �2V8A��B��8A�� (1�)��,�A 5��0,�(-%"A��D�"
Ci8A)��4:d"�'�">�(�
�<:=&*���
)
,
�� $ �
"������

sa
8A'
Dd8A�� �1
)����� $ �40@'��<8A��)4 (�(�,'�-�����B,�\8��*0<��� $  

SCSI,"�'�"
sio

8A'
Dd8A�� �1
)����� $ �*0@'A�@8A�*)* (���<'�-*�
��B��5)�)��(8� 
-
)�;5)*��8� 

(
�����(�*�
;51=� $ �� �)('
D
���

COM
$ ������ ���"

).

' ��B@8P �D�8A�
�7C� �B,�
�42?�,�
� , �� �2V8A;51=8A�� �1
)���� $ �
�*)��,�
D
�,�H0,"�0<�(�^���d�� $ �
�@8������H�� ('�"
j
"
D $ ��8�8A�,��2?"
)4 (�^����B,���&��*�
�*8A��)4 (�
"
D
. _ 0<'�"V���
�%�� (1�8��,�
� , 8A�� (1�)��,���
����g�"�B,���
"
�
�����9��&*���
�*8A�*)* (��"
�h"d8A�,'A (���H��B,�58��*0<��� $ �
;9��*0<�* �'�-*�
��1dj� *0<�("�D�8A�� 

.

+  ��� �D $ �
��)*�,�
�A 5��&*;5j
�
�H�A (C,;5)4 (����0@D?TeM,N<TVW�IPJ�E(O � W�M�� �4N<THI�J��AN,TVE(O
. ' 0,�(23 �'����
"
Y , b �(�7�
�\)*0<��B@8� &��,C�� $  *0<�
�

. ) �,�
�*�(���
;5�/8A�� �1
)����� 9�
�*��g7'�"
���(��YH�%���,2V8A�=0<�*&���1 ,
" $ �
�*)��,���� 9j� *0<�("���&��*�
�*8A��)4 (�
"
D7"
����B@8P 

���(2?�,� $ �
"
)*��0<��"d8A�
��B��4Y j� *0<�(-%)H�
���� (&*���(�40 $ �40<��&*�
���h0,�*0<���(D
�
"
�
. 6 �(�7�*0<����)������/�*B,�� ��
"
j
���
"
�[ ���:�"
�(���
�(���
;

PC.

Z �
��B�"
�[0,�� (��;5�[��0<���
��1�0,�()* H�� (C�;5)* �YH��0<D ISA —
) $ �
���("�)�� $ �('���2e���*0<��-

PCI.
c[�� (��8� (�
�

ISA
�(�
�,&*���,�

,
j��(��&*;

)H�� (2>8��*�l��0<�(����1�0,�()��\&�;�'A $ �
� $ "�0, ��� 5�
���
�������� (D="
��g����A�h (!
"�D
,
�*&�;5j
���H�
�4���,�

Interrupt Request Line (IRQ)"> L8��
��0 $ ���
�* 9)�)*��8� 
-
)*;5)��(8� 

,
�
���(�*�
;5�i"A0 $ ��'�-�C��4Y%��0@D�8��� (1
)*�,�
�4�

. 6 �� %"
��g��*���h (!
"
D=��&�;5j��
���0,�� (�A ()('A"
)* ��,��0<Dd0i"�0 $ �('�-*C,��)4 (�
"���� $ �,������;5j
������ %�� (���(�
,
"
'�">0 $ �*���*]�-�Y

DOS
���("�'A"
�(;

.
�d �0<��� b �(�7)�;5C�;5)* ('�� $ �
�*&('��^��; ,

$ �40<�
��'�-��
�7&�;�'A�H�
��)���C^���(2?�
�9"�0 $ �('A-�C,�*)* ��(-�8A)4 9��0<�(����1�0,�()* %0
��8A"
�A (�
�*)�;9��"

IRQ
"�'�"> �8A�
�^0, ���" $ ���
����)

.

) ��)�;5�i��0,�(�
�*1�0<�()4 $ �(8
8A����2?"
)* �YH� PCI
0,�� (��8� (�
�

,
�
���(�*�
;51����[�(���,&������H��0<�� ��
��)*�
" $  ��� ������(�
��)%)��
��j
���4Y

,�� (�>�� (�=��0,�(�
��1A0<�()4 H0 $ �*0<�*&��
;a�*&�]> ��(-*0<D=0
BIOS

"d8���B,�*)* ��
"
)* ��(-*0<D
,
�A (�
"
�

IRQ
"� L8A����0, $ �����(��)

)�)��(8� 
-
)�;5)*��8� ["�0 $ �('�-*C,�*)* (��-

.

19



� �PO�E(O
2. � N<TeO � JLE(U*O FreeBSD

_ 0@'�">)H)4 (���^�l�
�*� $ -�YH���,�
�\��0,�(-%��0,�(�
��1A0<�()4 ISA, FreeBSD
8A�� (1�)��,�d8�'
D b �(��B��H��0<�(����1�0,�()* 58A�('
2?����&�;5��-

�� �0,�(�
������0
IRQ

"> �8A�
�^0<�*� $ ���
�� 
,
��0<�* (�
�*)('����
�
;9��"=�� H�� (���(�

.
�='�D b �(�*B,�%����2?�,� $ ���� �8A��&*"
�(-*0<D�0<�*&��� ��(-

0<)��<8A�,��"�D=��&%��&��*�
�*8A��)4 (�
"�"
(
.i �C@8

. 2.2.1).

' 0<�(23 ('��,�
"�Y ,
�
�4���,�� 

IRQ
"V L8A����0, $ �����(��)

,
"A0 $ ��'�-�C��4�^��;5�i�
���
�������
;9��"=8A�� (1�)��,�A ���"

,
������g7'�"��
�(��YH�

. 6 �(�$ ���(�4���
,
j
�(�7�
�,�����(�*�
;5�i��0<���
��1�0,�()* 

ISA
$ �*0,�� ()�'
D
YH��0<D�0i������g7'�"��
�(��YH]>"���"��
�4���,�� *��"

IRQ
"�'�"V L8A�
�^0, *��"

$ ���
����)
.
���%�����('�j� ��
"
Yº8A�� �1
)����� 

FreeBSD
$ �
�@8���0������(��"
�(�<'A-��
�7�� �0,�(�
�*�,�
;½8�'�D�"�0 $ �('�-*C,��)4 (�
"
D�C^ ()*��8�0,�
"�:

��0,�� (����)��*�
,
$ � b �(�4���7&*�*8A���H�� �&����* (�(-H0,�(�('A-��
�%��0,�(�
�*1�0<�() , 0<�
��'�-����H)��*C�����2e��� .

6 �(�H�� �� $ �A ()�"
'��H�
� $ �
�*&('��^�h $ �
">�� �2V8A�(8A�
��)��
�4�l"�0 $ ��'�-�C���)4 (�
"
" FreeBSD. k �
�4� $ -�Y%�(�,�
�\��&*;5j
�
�9���,�8A)��4:d�
���Ag7'�"
�
�(��Y%]�"�:d��0<�(����1�0,�()
,
$ �*0,�
�('�-*�
�7) $ �
�*�("
)*�
�*�f0<'���j� (�[��8A�
�%"
C\�
"�:=�
�[&��*8A�,�%�� (&*���� ��(-

(
�
��C� �)�"�0,"����9���%"�0 $ �('�-*C,�������*1d� $ ���� (!
"����
�
�*1�0<"A0<�(�^��;

).

6 �(�%����2e���70,�� (��- $ �
�*&('��^����1 $ �
"���0<�* (�
�*)��
� FreeBSD
) $ �,��)�;51=�� �C

,
$ �*�(�*���dj��(�HD�8��
�

,
"A0 $ ��'�-�C��4�^������8A'
D

��0,�� (����)���"
,
0<�*&��� ��
�H0\�h (��0,"��h �'�-*�
;9�l�
��'�"
j
�^0<�()*�*�²8A�A (1
)*�,�
�*)�8�'
D $ �(8
8A����2?�
">���
��2?��0<��)* 9�A (C<'A"
j
�
;�:

�
����g�"�B,���� (!�"
1=��&*���
�*8A�*)* ��
"�D
. 6 �(�%�*C,�� �j� (��� , j
�(�%�
�,�����(�*�
;5�["�Ch8A�� �1
)����
��)%"����,Y%�H�
�*��g7'�"
���(��YH]�"���� �0,�(�
��1��
"

. ( 0<�(�
�*1�0<��)* %�(��0,�("
�
��YH�*0@D>)70<�(����B,�%� $ ���@8A�,'��,�
���*� $ �*��D�8A�
� , "��^0@'�">�7)4 �0i��0<��-H��0<�(����1�0,�()�� ,�(��0,�("
�
��YH]>�,�^0@D $ �*C<2?�
,
�
�%������g7'�"��
�(��YH]>�,�[0[�� ��
�,� $ �
������0<��"
�
��)4 (�
��;9�²��0,�(�
��1A0<�()*�*�

,
�*&��*�
�*8A��)4 (�
"
�

���(2?�,�%�
�[�A (&��*�� (��-9"�'�">&�;5�(-%�
�,�
�*�
�
���
�(�
� $ �
�*�(��0,�("
�
�*)* (���H) $ �
��!
�^0,0,�i��0<�� ��
��)*�
"
FreeBSD.

��� b ���*��� $ �,��)���� , j
�(�7)�;½8A��'
2?�
;º0@8A�<'A ��(- $ �
"���0<�* (�
�*)��
� FreeBSD —
$ �
�*)��,��"
�(-%0 $ "�0,������0,�(�
��1A0<�()

,�� �0,�(�
�����
�
;�:d)9D�8��
�
.
# �(��'�Y%j
"
�(���
���
���(�*�
;5�i"�C[�
"
:

,
�^0@'�">�� (��"�:=��0<�(�
�*1�0<��)H�
���

.
���(8A�()�����8A"
���

(
"

"
C������
"
�(�
)
������g�"
B����� (!
"�Y

,
��0<'�" b �(�%��0,�(�
��1A0<�()*� $ �
"A0<����0<��)����,� , �
�7��0,�� (����)���" $ �%������'�j� (��"
Yº�
��)����
�
; .

k �*C�����2e��� , b ���%C�)���j
"
�9B����� �C@8A�70@'���2?�
�,�[j
�����^0<�(-7�� %0, ����4�¶8A�<'�� .
)  9./"�0 . 2-1

$ ���� �C� (���9B<'A �)��
�*�i���,��Y ������g�"
B����� (!
"�"�D�8A�� 
. Z ;`�
���
�*������8A������)*;5&��� ��(-H� $ !
"
Y Start kernel

configuration in full-screen visual mode,
�� ����� �� b �(�%0� ���;51 $ �
�*0,�(��1="��
�(�,�Ag��,1�0/8�'
D�����)��*B,� $ �('�-*C,��)4 (�(�,'
D .

� ��� � " ��� 2-1. � � " � ��� " ? �AO � � $�� � � � ��� $

6 �
�� (���
����g�"�B,���� (!�"
"dD�8A�� (
./"�0

. 2-2)
$ ��8A�,'��,�>�� 9j
���(;5�
�\j� �0,�("

:

1.
c[)*�,�
���4��;51>0 $ "�0<�*�=��0<�(�
�*1�0<��)

,
$ �*���,j��,�
�
;�:d�� ��

”active”,
$ ��8��<'����=�� %B,�
� $
$ ;

,
�* (�
"
�\�� ��

Storage,
"

Network. '  (2V8A;51�8A�� �1
)���� $ �*�� (C^ (�d)7)�"�8A�[� $ "A0, (��"�D ,
"����,��"�"
Ci8A)��4:d"�'�">�(�
�,:=&����
)

,
"A0 $ ��'�-�C��4�^��;�:

IRQ
" $ ���
�� 

. k 8A� $ �('����,�
"
� , ��0<'�"=�� ��
��1 -
'�"
&*�H (���("
)���;51d8A�� �1
)����=�
�*��g7'�"
�
���4���%0/8A�
��B,"A�f (�
��"
)��
;9�
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8��� (1
)*�,�
�4�
,
$ �40@'��["����,�
"=8A�� �1
)����� $ "����,�*0@D

CONF. k b �(�*���A (C@8��<'��[�� (��2?� $ ���A (C� ��
�9�*&�]����/j
"�0<'��������g7'�"��
�(��YH]>"�:� (�
��"
)��
;�:78A�A (1
)*�,�
�*)
.

2.
���A (1
)*�,�
;

,
$ �4���,j
���
�
;5�\�� (�>�
�� ��
�("
)*�
;5�

.
# ��"=�*0,�� (Y%��0@D�)HD�8A�
�

,
�
�%�
�[&*�*8A���9�(��0,�("
�
�*)* ��(-70,)��*"

��0,�(�
��1A0<�()4 $ �
">C� �B,�
��C,���/D�8A�� 
.
# �
" $ ��8A�,'��,��;`�� HB��
� $
$ ;`�� ��=2?�[�A (��"> (�
�("�)��
;5�i8A�� �1
)����
;

.

3.
��� $ �('A�
"
�(�,'�-��� (Dd"
��g����A�h (!
"�Dd�9)*;5&��� ��
�
�4�F)98� (�
��;51=���*���,���58A�� �1
)����
�

,
)*��'�YHjA �D

IRQ
"= �8A�
�^0 $ �*�
�� 

.

4. * �Ag������h �!
"�D=��&%� $ �� ()�'
D
YH]>"�:���'A ()*"
�> (: ,
8A�*0,�(� $ �
;�:=)58� ��
�
;51V���*���,���

.

� ��� � " ��� 2-2. ! � � � $ � � " � ��� " �&� �@? � ��� ��� " ?��AO � � $�� ��� � ��� $

) �i&��^0 $ �*�
��1��(��0,- , ��0<'�" $ �(D
)(D
�*0@D�0<�*��&*]��,��"�Dd�H�
�*��g7'�"
�
�� (: ,
�� (�>"d8A��'
2?�
�H&*;5�(-

;
)*0,�h8A�A (1
)*�,�
;`)*��'�YHj��,�
;

"��� ��=�42e�\��&*�xD�0<�
D�'��*0,-
,
�
�,�����(�*�
;5�i"
C\�
"�:=&*�*8A���9�
���Ag7'�"
�
�(�*)* (��-%0�8��
��B,"���"

.
c[�,1
j� *0/)4 ��l�
�42?�
� $ �
�*0������(���,�(-70 $ "�0,���=8A�� (1�)��,����)9">�� (C��
�,�>"
�(-H������g7'�"��
�(;

.

� $ ����� > � " ��� ��� " ? ��� � �&� � ��� $ ��� � ��� �

1. )  (2?��"��(� X. 6 �(� $ �('��
�40<�(-*Yº�� *0<�
�����,�70 $ "A0<���d8A�� (1�)��,����)9">)�;X0,����2?�,�(�\��)�"�8A���(-H"
:=)*0<� . k  ��$ ���� �8A��&�D
��0@D=��'� ()�"���"=�� �)�"
B^ (!
"�"78�'
D $ �����
�
���(��">�� �C� �8�"�) $ �,�
�<8V)%0 $ "�0,�
�\ ��
�("
)*�
;�:78A�� �1
)����
��)
.

.i"�0
. 2-3

$ �*�� (C�;5)* (���5�
�,C��4'�-��� ���8A��1�0<�()*"�D
X.
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� ��� � " ��� 2-3.
� $ ��� � � " � ����� �+M���� � � ��� $ ��� � ��� �

2.
# �(�
'�YHj
"��(��)*0<�/8A�� �1
)����� 9��0<���
��1�0,�()

,
�
���(�*�
;�:d�d)* *0/�
���

.
�='
D=�*�(��'�Y%j
�,�
"
Dd8A�� �1
)����� 

,
$ �,�
�^����0<��"
�(��0,-%�

�������=0 $ �*���*]�-�Y���'A �)�"
�¿�� ()*"
B� �!
"
"d"��A �23��"
�(�
Del.

���� �1
)����d&��*8A�,� $ �*����]����=)70 $ "�0,���
Inactive

Drivers.

_ 0@'�"V)�;X0<'���j� (1
���H������'�YHj�"�'�"����*2?�
�*�[��0,�(�
��1A0<�()*� , �� (23��"
�(� Tab
8�'
D $ ���
�,�
'�YHj
���
"�D��A 

Inactive

Drivers,
)*;5&����
"
�(�[���(��'AYHj
���
�
;51d8��� (1
)*�,�

,
">�� �23��"
���

Enter,
j
����&�;`)*�,�
���4��-H�,B��H�*&��� ��(�
�H)70 $ "A0<���

 ��
�("
)*�
;�:�8A�� �1
)����
��)
.

�P���?�x�������
: ¢M�J�;��1�
	( ��,�3��� sc0. �0�I �"��,��'
�$��*� <�1;�,�����- , �/���F�! !@���� , �2�'
7�C�!��
	�12�:�#=��/"�������L����6B����

 �*��,�������1* �������2L/"��;�*
��*6�����,���*
	���#>3F"������ .

�P���?�x�������
: �I��1�
	( ��,�3��� atkbd0 �!��
	�12�0���*
	���#=����"��
7��L* ����� USB 1*
?,���;,��2 ��! . ¡��*
	��1*
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� ��� � " ��� 2-5.
��� $ � " � � � � " � Sysinstall

2.3.3. � � � � ������� � � �� �
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� ��� � " ��� 2-6.
� �AM�� %�" ��� ��� � � � Device Probe

avail memory = 253050880 (247120K bytes)
Preloaded elf kernel "kernel" at 0xc0817000.
Preloaded mfs_root "/mfsroot" at 0xc0817084.
md0: Preloaded image </mfsroot> 4423680 bytes at 0xc03ddcd4

md1: Malloc disk
Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcib1:<VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> at device 1.0 on pci0
pci1: <PCI bus> on pcib1
pci1: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 11
isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pci0
isa0: <iSA bus> on isab0
atapci0: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irq 14 on atapci0
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ata1: at 0x170 irq 15 on atapci0
uhci0 <VIA 83C572 USB controller> port 0xe400-0xe41f irq 10 at device 7.2 on pci
0
usb0: <VIA 83572 USB controller> on uhci0
usb0: USB revision 1.0
uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr1
uhub0: 2 ports with 2 removable, self powered
pci0: <unknown card> (vendor=0x1106, dev=0x3040) at 7.3
dc0: <ADMtek AN985 10/100BaseTX> port 0xe800-0xe8ff mem 0xdb000000-0xeb0003ff ir
q 11 at device 8.0 on pci0
dc0: Ethernet address: 00:04:5a:74:6b:b5
miibus0: <MII bus> on dc0
ukphy0: <Generic IEEE 802.3u media interface> on miibus0
ukphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xec00-0xec1f irq 9 at device 10.
0 on pci0
ed0 address 52:54:05:de:73:1b, type NE2000 (16 bit)
isa0: too many dependant configs (8)
isa0: unexpected small tag 14
orm0: <Option ROM> at iomem 0xc0000-0xc7fff on isa0
fdc0: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 drq2 on isa0
fdc0: FIFO enabled, 8 bytes threshold
fd0: <1440-KB 3.5" drive> on fdc0 drive 0
atkbdc0: <Keyboard controller (i8042)> at port 0x60,0x64 on isa0
atkbd0: <AT Keyboard> flags 0x1 irq1 on atkbdc0
kbd0 at atkbd0
psm0: <PS/2 Mouse> irq 12 on atkbdc0
psm0: model Generic PS/@ mouse, device ID 0
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
sc0: <System console> at flags 0x100 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>

sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0
sio0: type 16550A
sio1 at port 0x2f8-0x2ff irq 3 on isa0
sio1: type 16550A
ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
pppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode
ppc0: FIFO with 16/16/15 bytes threshold
plip0: <PLIP network interface> on ppbus0
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-master UDMA33
acd0: CD-RW <LITE-ON LTR-1210B> at ata1-slave PIO4
Mounting root from ufs:/dev/md0c
/stand/sysinstall running as init on vty0
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� ��� � " ��� 2-7. ! � � � � Sysinstall Exit

* 0 $ ��'�-�C��41��(�/��'A �)�"
�>"=�� �)�"
B^ (!
"
"d8�'
D�)*;5&����A Exit Install
"
C\B<'� ()�����B,�%���,�
Y

.
# �(��&*�� (C�"
��0<Dd0,���*&�]����
"
�

:

User Confirmation Requested
Are you sure you wish to exit? The system will reboot

(be sure to remove any floppies from the drives).

[ Yes ] No
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� ��� � " ��� 2-8. ! � � � � Usage
�#O � $ � " � � � � " � Sysinstall

2.4.1. � � ����� �	� 	 � � � ������ 	 � �� ��� (Doc)
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� ��� � " ��� 2-10. �
� " � � � ��� � � " � $�� � � Sysinstall
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� �� �)�"
B^ (!
"�"

Keymap
"

�� �23��"
�(�
Enter. 6 �(� $ �*�(�
��&����,��0<D��(��'�-��
� $ �
">"�0 $ ��'�-�C���)4 (�
"
"��
�^0<�� ���8� ��
�(�
�*1�"�'�">�
� -US

�
'A ()*"� (�(���
;
.

� ��� � " ��� 2-11. ! � � � � � � " � � $ � � � $ � ��� � � $ � � $ ��� ���

.i (C,'�"
j
�
;5�\�� *0<��'A �8A�
"=�
'A ()*"� (�(���
;X���*B,���H&*;5�(-H)*;5&��� ��
;a"
C����,�
YÁ0i"A0 $ ��'�-�C���)* ��
"
�^�¶�
'A ()*"
� �� �)�"
B^ (!
"�"
,C� (�����f0<'��@8A�����H�� (2? ��(-

Space. )  �23 (��"
� Space
�,]>�i�� �C $ �
"
)��<8A�,�%�=���*���,�
�\)�;5&*���� 

. ' �*B@8� 9�
�,�*&(:���8A"A��;5�
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�� �0,��'A L8��
"=&��*8A���%)�;5&��A (�
;
,
$ ���
�,1�8A"
�(�\�� 

[ OK ]
0 $ �*����]>-�Y���'A ()*"
� �A ()�"�B� (!�"
"="��A �23��"
�(�

Enter.

)  b ���� (�=)*;5)��<8A�,�� 9�(�('�-*�
�HjA �0<��-70 $ "�0<�A . )  (2? �) Tab,
���(2?�
�%)�;5&*�� (�(-

[ Cancel ],
)����
�
���(-40@D=���A �0<�
'A L8A���

$ �H�����('Aj� (�
"�Y�" $ �,�
��1
�(">��B<'� ()����*�������,�
Y
.

� ��� � " ��� 2-12. �
� " � � $ � � � $ � ��� � � $ � � $ ��� � �

2.4.3. � � ��� �	�������  � � ��	 ������� (Options)

k ;5&*�,�
"��(� $ ���
��� Options
"��� �23��"
�(�

Enter.

� ��� � " ��� 2-13. ! � � � � M $ � $ � � � ��� � � ��� $ " � � � �
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� ��� � " ��� 2-14.
� $ � $ � � � � � Sysinstall

�d (�� *���,�(�
; $ �H�����('�jA (�
"
Y ��&*;5j
�
�9��0,�(�� ("�)* (Y%�H&*�('�-*��"
��0,�()�� $ �('�-*C,�*)* (���<'���1d"=�
�\�
�42>8P (YH�*0@D�)
"
C������
�,�
"�"

. * ��D=�
�,'�"
C^ HC^ ()�"A0<"
�9�*�H��0<�* (�� �)('�"
)4 (�^����1�)�����0<"
" .
#%$ "�0, ��
"
�[)�;5&��A (�
�
�*B,� $ ���
���� H&*�*8A�,� $ �(D
)�'
D
�(-*0<Dd)��
"
C�� b �
�A (�� %0i0<"��
�,1 $ ��8�0,)����(�
��1 .

# &��� ��("
�(�[)��
"��h ��
"
�
,j
�(�7��8A"
��"
C $  (�� *���,�(�
�*)

— Use Defaults,
�*C,�� �j� (���H0<&*�
�*0h)40<�,: $  (�� *���,�(�
�*)H�>C,�� �j
�,�
"
D�� $ �H������'�j� (��"
Y

.

)  �23 (�("�� F1
�*�(��&*�� (C�"
�H0 $ �� ()*�
� $ �%�A (C<'A"
j
�
;9� $  (�� *���,�(�� *�

.

)  �23 (�("���� Q
���(2?�
� $ ���
�,1
��"���B,'A ()*�
�*���d�����
Y

.

2.4.4. � � ��� � � � � ��	 � � � � 	 �"�  � � ��	 �"����� (Standart)
���4���
�

Standard
���,�
�4���,��8A������0@Dd8A'
D��
�*)�;�: $ �('A-�C,�*)* ��(�<'���1

UNIX
"
'�"

FreeBSD. * 0 $ ��'�-�C���1
�(�i�
'A ()*"
��"�� ()*"
B� �!
"
"78�'
D>)�;5&��*�� $ ���
���� 
Standard,

 9C^ (�(�^���� (2?��"��(�
Enter

8�'�D�C� $ ��0<�� 5��0,�� (�
�*)��
"
.

� ��� � " ��� 2-15. � $ %�$ ��� ��� $ " � $ � � " � � � ��� $ " � � � �
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2.5.
� U � �HD �#"$��� � �%���I	 �I	 ��	 �$�	%�'&���R"��'&��I�

k  ��> $ �,�
)4 �D=C� �8� (jA —
)�;\8A�,'�"
�(-H8A"�0,�
��)*��� $ ���*0<���� (��0,�()�� $ ��8

FreeBSD
">�� (C^���,�("
��-%��B,�

,
j
�(��&*;

sysinstall����B<'� 9�,B�� $ �(8AB,�*�(��)*"
�(-
.
�='
D b ����B,�%)* *�l�
�42e���HC,�A (�(- , �� (� FreeBSD

"
]>�,�%"
��g����A�h (!
"
Y �� 58A"�0<���
.

2.5.1. �  �	��� �� ��� � ����� ��� � BIOS
���,�
�<8>��0<�� ��
��)*�
��1d">�� �0,�(�
��1��
��1

FreeBSD
�
�42?�
� $ ��C^ (&*���("
��-*0@Dd�
�*�i�%j
���

,
�40<�*&��,���
�9��0<'�"=2?�^0<�(�
"
:�8A"�0<����)

�
��0,�
�('�-*�
�
.

k PC,
�� (&*���� �YH]>��� $ �(8

BIOS-
C^ ()�"A0<"����*1d� $ ���� (!
"����
�
�*1=0<"�0,�(�����*1

,
�* (�
�*1��� ��

MS-DOS
"�'�"

Microsoft Windows, BIOS
����2?�,�H�*��:���8A"��(-%�*�9��&*;5j
�
�*B,� $ �*��D�8A�� H�
�����,�� �!
"
"=8A"�0<����)

. 6 ��� $ �*C,)*�('
D
���$ �('�-*C,�*)* (���<'�YXC^ (B��
�42? ��(-*0<Dd�
�[���('�-*�
�%0[�� (�>�� (C�;5)* �������B��
”primary master”

8A"�0,�� 
. 6 �(�H�40<��&*�,�
���9�*8A��&*�
�8�'
D��(�,: $ �('A-�C,�*)* ��(�<'���1

,
�
�(�7��&*�� (�
�42?"�'

,
j��(� $ ���*0<���,1
�>"
1�"V0, ���;51=8A�,�>�,)*;51 $ ���(-H8A�<'A ��(-H���,C,���
)����4Y

�
� $ "�Y 0,"�0<�(�^��;
—
�
� $ "
�(-7)������
�*1="�8A���
�("
j
��;51 $ ���
)��4���%2?�^0<�(�
"�1=8A"A0<��">�
�,B��4'
D
�
�
�98A�<'A ��(-H��� $ "
"

$ �,�
)*��B���8A"�0,�� H�A 9)������
�*1
,
"�0 $ �('�-*C,�4D

Ghost®
"
'�"

XCOPY. �  (�(�^� ,
��0<'�" $ ���
)�;51=8A"�0,��)�;51�8A�,�9"�C\0,�(�
�(D

,&��*8A�,�HC� (�A �2?�,�=)*"
�
��0<�4�l"�'�" $ ��)*�
�<2V8A����"
C
-
C^ 90<&*�(D=� $ �,�� �!
"
�����
��1=0,"�0<�(�^��;

,
���V���(2?�,�%&�;5�(-H'��,B��
�

)��*0�0<�� ��
��)�'��,� $ �4�����l'��*B,"
j���0<����1 $ ���
��0,�� (����)���"�8A"�0,�
��)%)
BIOS. 6 �(�%)*0<�\�� �)��
�9j��(� $ �,�
����'�YHj�"
�(-7�� (&*�<'�"8A"�0<����)

,
���%&*�,Ci)40<�
��;5�("�D��
�*� $ ��0, 

.

, ��'��,�/8A������B,�40<�(��D
]�"
�[0<"�0,�(����;º0,� SCSI
�����
�(���('
'����� ���">C� �j� �0,�(��Yº"�����YH�7�� �0,��"
�
���
"�D

BIOS,$ ��C�)��('�D
YH]�"��i0@:���8��
;9� $ ���(�^�f���,��D
��- $ �*��D�8A�*��8A��0<����"
SCSI

8A"�0,�
��)
.

���('�-*C,��)4 (�(�,'�"
,
$ �
"�)�;5�
�>"
� $ ��'�-�C���)4 (�(-40@D b �("A��" $ ��'��,C��
;9��">g����
�
!�"�D���" ,

���*B,���H&*;5�(-H�*8A"
)�'��,��;
,
j
�(�7)��

FreeBSD
���,C,�4'�-*�� (��;`�
�\0,��) $  L8� �YH�90[�(2?"�8� �����;9��"

. FreeBSD
�
�\"�0 $ �('�-*C,���,�

BIOS,
">�
�iC��� (���H�

”
'A��B,"�j
��0,�
�*�l�*�(��&*�� �2?�,��"
"�8A"�0,�
��)%)

BIOS”. 6 �(�����(2?�,� $ �
"
)*��0,�("��>��j
���
-%0<'��(2?�
;9�f0,"
�(�� (!�"�D�� ,
�*0,��&*�,�
�
�

�
��B<8� �8A"A0<�
">"����,Y%�%�(8A"
�� ��
��)*�4YºB,�,�4���,�(��"
Y�"V0<�(8A�,��23 ��9�(��j��
��Y��
� $ "
Yº8� (���
;�:�8A�
��Bh8��
��B� 
.

���
"="�0 $ �('�-*C,�*)* (��"
"
FreeBSD

)*0<��B@8� 9)��*0�0<�� ��� ()�'�"
)4 (1
�(�i�� �0,�(�
��1��
"
BIOS

� $ ���
)��*�� (jA �'�-*�
��1d�
�������� (!
"�"
$ �,�
�<8V��0<�* (�
�*)��
�*1=0<"�0,�(����;X">�*0,�� ()�'
D
1
�(�["�:=)H�� ��
�*�f)�"�8A�

. _ 0<'�"�)4 �� $ �*�� L8A�*&�"
�*0@D $ �,���,��'�Y%j
"
�(-%8A"A0<�
" ,0R8A�,'A (1
��� b �(� , ��� $ ���(�^�´g�"
C�"
j
��0,�
��B�� $ ���
�,�
�*��g�"
B��4��"
�
��)4 (�
"
D ,
)40<�
��;5)9�
��� $ ��0

,
$ ���
�,�
'�YHj
"�) $ ���
����;5j��
">"

�� (&*�<'�"
.
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� $ ��� � $ � � " � � � � � " � � � " " � �%M ��� � � � % � " �����R? $ � ��� ��� � � � $ ��� ����� $ :

, "
'
'��� �C,��&*�� �'�0,�� (��;51 Wintel
�
�*� $ -*YH�(���

,
j
����&�;X0@8A�<'� (�(-%�,]��[��8A"����
�4� $ -�Y%�(�,� $ ��8

FreeBSD
8�'�De+��
�@8� 

.
, "
'
'���0<�� ��
��)*"�'��(8A"
� SCSI

8A"�0<�>�� (���
�4'��,)*���i��0,�(�
��1A0<�()*�
SCSI

" $ �*0<�* ()�"
'��� 9���,B,�
FreeBSD.

+=���@8V�A (j� ('�"�0 $ �('�-*C,��)4 (�(-90,"�0<�������
,
�
�%j
�,���,C\�
��0,�
�('�-*�
�58��
�,1=�*&��� ��
�42e"
'

,
j
�(��0<�* (�
;51

SCSI
8A"�0,�

0<���*&�]V (�,�������
�(2?�^0<�()*�[0<&*����)9">0,�� (C^ �'��*& b ���*� , "�'
'A� .

_ ]��\j
�,���,Ci����0<���('�-*�
�58A���,1 , "�'�'>�
����"�' ,
j
�(�7�� �0,�� �'��%)��
�^��D=�
�,�>"
�(- $ �
��&�'������

,
"=8A�*0,�� �'>�� (�
�*1=2?�

SCSI8A"�0<�>"
C
”
C^ (�� �j
�
"

”
)%��'A L8���)����

.
���,��)* �D $ ����)����
�� $ ��)*�,��:��
�40<�(" $ �*�� (C^ �'A 

,
j
�(�H8A"�0,���� �&����* (�,�H�
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;
, "
'
'���0<�� ��
��)*"�' b �(���98A"�0<�>�� (�>j
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�*1�0<��)�� SCSI

">0<��� $ "
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��0,�(�
�*1�0<�()4 9�� Hj
�,��)��,���(���

. + � $ ���
- , ����B@8P 9�
�*)�;51�8A"A0<��&*;�'���0<�� ��
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j
�
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,
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�
!�"
"

SCSI BIOS
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�*)

,j
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��-*0@D�0[j
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SCSI. FreeBSD

C� �B,�
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$ �
��&�'����

.
+=���@8 $ ���� �&����* �'=�,]>�i�
�^0<�
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��1

,
"V0<�
�*�
�H�*�
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'
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D��
�*)��*B,�
$ �
"
��'AYHj
���
"�D

—
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�*)�"
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Y

FreeBSD. , "�'�'>�*8� �'A"�'��
�4'���)����[��0<�(�
�*1�0<��)�� SCSI,
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�(�

���
�
”
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"
)4 �'��
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"���0<�� ��
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C

”
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�
"

”. �  (�(�^� , "�'
'>��0,�� (�
�*)�"�'�
��)*�4Yº)��,�A0<"
Y
FreeBSD

�� 9�
�*)��*�/�
�4'��,)*���[��0,�(�
�*1�0<�()*�
SCSI
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�
�(���
�
�,�
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FTP. ( 0,�� (�
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Y

FreeBSD
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,
j
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�

8�'
D��� �&��*�(;a)%"
�
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�
�*)* �'>j
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SCSI (
$ �*0<'��@8A��YHY �
� $ "�Y 0,�� (�
�*1=)�����0<"�"
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��1A0<�()*� SCSI
&�;�'��H)�;5�� �]��,���9"
CiB��
�*8A;a2?�<'���C� 

,
"=)*0,�[gd �1�'�;º+��
�@8� 

)��,���
�4'�"�0<-H���
�^���
.

	 ���(D�) b �(�*���A �0,0,�� (C��/&�;�'A"�"�0 $ �('�-*C,�*)* (��; SCSI
8�"�0<�
"

,
0

IDE
8A"�0,�� ���">)*0,�i�(�*j
�
�H�* (�=2?�

.

2.5.2. �	� � � ��	 � � � � ����� ��� � ����� ���
	�� ������	 � ��� FDisk

� ���������������
: © ��2�2�����# �/��,�-��.��L�-B���������$+��JE� !6� ��/L�,�"�����#)�2,������*$ �, 67����1I���,L* . ¡��*
	���#%6� �-B,������ , ��!�F�*6?�*
�,�
	�

�����E�1� , � D�;������F�,���,���K���,���,�
�, , -7�@�����������"��
7��L����2,����/-B����(A6�
�$ �#	D��6?,���L sysinstall ��"���"����;E;���2,����I���I���,�L
��
	���,!@/,������- U �# L���,����J��" ����( Undo ( �;��-B���, ). ¡��*
	�.��#8L2,�"! ���,!
	�����/�.��C-7��@/��������#)3��� , "����;���!� ��#)1�
	( ������
1���-�"���()����� .
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���*0@'A�/�� (jA �'A %0<�� ���8� (���(�
��1>��0<�� ��
��)*�
"=)
sysinstall

&��*8A��� $ ���A (C� ��
� b �(�70,���*&�]����
"
� :
Message

In the next menu, you will need to set up a DOS-style ("fdisk")
partitioning scheme for your hard disk. If you simply wish to devote
all disk space to FreeBSD (overwriting anything else that might be on
the disk(s) selected) then use the (A)ll command to select the default
partitioning scheme followed by a (Q)uit. If you wish to allocate only
free space to FreeBSD, move to a partition marked "unused" and use the
(C)reate command.

[ OK ]

[ Press enter or space ]

)  �23��"
�(� Enter
�� �� $ ���@8�'A �B� ��,��0<D

. , �*8A��� $ �*�� (C^ (�=0 $ "�0<�*�=)*0,�<:�2?��0,�(�
"�:�8A"A0<�
�*) , �*&��� ��
�42e���
�
;�:�D�8A�
�4�l)��)��
�^��D=�(��0,�("
�
�*)* (��"�D���0<�(����1�0,�()
.
.i"�0

. 2-16
$ �*�� (C�;5)* ��,� $ �
"A���,�e0<"�0,�(����;º0/8A)*����D

IDE
8A"�0,�� ���"

.
# �
"=&*;�'�"

�� (C�)* (��;
ad0

"
ad2.

� ��� � " ��� 2-16. ! � � � � � �&� ����� � �����
FDisk

k ;X����2?�,�(�\&�;5�(-%�*8A"
)('A�,�
; ,
$ ��j
�^������0,�(�
�*1�0<�()4 

ad1
C<8A��0,-H�
���

.
����j����������
�%&�;�'�� $ �
� $ ��]��,���

?
���
�@8 $ �('���2e"A�

,
j
�(�7��)* �0i��0,�(-58A)4 52?��0,�(�
"�:�8�"�0<�� 

IDE,
��8A"
�

master
�� $ �,�
)*�*�l�
�*�
�(�
��'
'����
�

IDE,
 H)��(�*�
��1

master
�� 9)*�(�����*�l�
�*�
�(�
�('�'��,�
�

IDE. _ 0@'A" FreeBSD
$ �
�*�
�����,�
���,�%"�:=)H���*� $ �*��D�8A�
�

,
)%�����(�*�
�*�l�� ��='A 

, ad0"
ad1,

)*0,�i&*��8��,�9�� �&��*�� (�(-
.

) �H��0<'�"=)*;a8A��&4 ()*"
�(�/�(���,�("
1�8A"�0,� ,
�A (�

slave
��0,�(�
�*1�0<�()*�H�� $ �,��)�;51=�
�*�
�(�
��'
'����

IDE,
����0,�� (���,�

ad1,
 

$ �
�@8�;\8A��]�"
1
ad1

0<�� ��
�,�
ad2.

���*0<���('�-*�
�%"A���,�� %��0<�(�
�*1�0<��)
(
�� (�
"
:=�� (�

ad1s1a)
"�0 $ �('�-*C,��YH�*0@D�8�'
D

��&��A (]����
"�Dd�>gd �1�'��*)�;9�l0<"�0,�(���h *�
,
)*;X���(2?�,�(�\)�8��
��B[��&*�� (���*2?"
��-

,
j
�(�7�
���
���(�*�
;5�i"�C[)4 (��"
:�gd �1�'���)*;�:

0<"�0,�(����&*�('�-*���/���[�*�(��&*�� �23 (Y%��0@D $ �� ()*"�'�-����9"�)4 �� $ �*�(�
�,&*���,��0<D="
C������
"
�(-��
�*��g�"
B,���� �!
"
Y
FreeBSD.

�='
D=��&�:��(8� b �(��1 $ �
��&�'�����; ,
D�8A�
�%����2?�,�H&*;5�(-H�A �0<�(�����,���H�� ��

,
j
����&�;`"A���,�
�*)* (��-

IDE
8A"�0<��"��� H�*0<����)��["�:

����0<��� $ ��'��(2?�,��"�D
,
 9��� $ �*��D�8A�� 

,
)H�
�*�(�����*�l����"�&�;�'A"=�� (1�8A�,�
;

.
c b �(�*1>0<:��^����1 master

8�"�0<�>�� H)*�(�����*�
�
���
���
�('
'A�,�
�

IDE
&*�*8A�,�>E(N,M�% �^O%��0<�(����1�0,�()��4�

ad2,
��0@'A"d8� (2e�\�
���H��0<�(����1�0,�()

ad0
"�'�"

ad1.
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6 �(�H�
�*��g�"
B��4�A (!
"�D�D�8A�A FreeBSD
$ �H�����('Aj� (�
"�Y

,
$ � b �(�4���%�� b �
�A (�
� $ ���� �C� ��
; ad0

"
ad2. ( �
�*� $ -*YH�(���� ,0/�
�*�(���
�*B,�%&�;�'�)*C<D
� b �(���70<�
"A����� b �
�� ��� , �^0<�(- $ �H�(8A�
�4��� IDE

8A"�0,�
�d�� %��&*�,"�:
master

�� (�A �'A (:
IDE�
���
���
�('
'A�,�
�*)H"=�
">��8A����B,�98A"�0,�� 9�� %�� ��� �'A (:

slave.

k ;½8��('
2?�
;X)*;5&��� ��(-�8A"A0<� ,
�� 9�
�*�(����;51=:����("��(�[��0,�� (�
�*)�"
��-

FreeBSD,
"��� (2? ��(-

[ OK ]. �  $ ��0<��"
)��>"
1�0@D
FDisk

&��*8A���9)�;5B,'
D�8A���(- $ ��"����,�
���%�� ���.i"�0
. 2-17.

6 �
�� (� FDisk
�� �C,&�"��H�� H�(�
"��A (C@8��<'A 

.
���,�
)*;51=�� (C<8A�<'

,
C� ��
"��h (Y%]> (D $ �,�
)*;5�h8A)*�/'�"��
"
" b �
�� ��� , $ �*�� (C�;5)* ��,� $ �(8A�
��&*�
��Yº"
�Ag������h �!
"
Yº�)�;5&��A (�
�
�4�²)58� ��
�
;51>���4���,�
�98A"�0,�
�

,
)���'�Y%j� �D=��B,�%"���D>)*�

FreeBSD,
B,�,�4���,�(��"
Y�">��&*]�"
1=�A (C�������8A"�0,�� 

.

k �����
�*1=�� (C<8A�<' $ ���� �C,;5)4 (�,�H"����,Y%]�"
�^0@D�)98� (�
��;51>���*�����
�H�A �8A"�0,�
��0@'A �1�0<; ,
B<8A�[�*�
"=�� �j
"
�� �YH��0<D�"

C� (�A (�
j
"�)* (Y%��0@D
,
"
:=�� (C^���,�

,
"���D

,
�
�������
�*�i"��²8P �'A 

FreeBSD,
� $ "�0� (�
"
�[" $ �(8A�(" $

. )  b ���*� $ ��"����,�
�$ ���� �C� ��
;§8A)* %�h �'����
-��
"
:����,"�0 $ �('�-*C,�*)* (���
;�:�0<'A (1A0, 
,
�����(�*�
;5�/D
)('�D
YH��0<D> (�
����gd (���� ���"V0@:�����;`�� �C������(�
"

8A"�0<�A 9�� 
PC. +  (�
2e� $ �*�� (C^ (�=�(8A"
�=&*�('�-*����1 FAT

0@'A �1�0
,
�
���(�*�
;51 $ ��j
�(">)*0,�,B@8P �D
)('
D
����0@D=8A"�0<���*�

C:
)

MS-DOS / Windows,
"=8A� $ �('��
"��(�<'�-*�
;51>0<'A (1A0

,
�
�*�(����;51����(2?�,�70<�(8A�,��23 ��(-58A"A0<�
"V0h8A���4B�"���"�&*���
)* *��"�8�'
D

MS-DOS / Windows.

+ ���,�("
1V�� �C@8A�,' $ �*�� (C�;5)* (���5�
�*�h ���8A; ,
8��*0<��� $ �
;5�[)

FDisk.

� ��� � " ��� 2-17.
� �AM�� %�" � � � $ � � � ��� fdisk

M�� ����� ����� $ � � � ��� � $ " ��� �

k  ���"�8��,1�0,�()�"�D>�(� $ ���
-H&*�*8A���HC� �)�"�0,�,�(-H���H����B,� , �� ���)�;a:�����"
�(�\�� (C�&�"
�(-98A"�0,���� %0@'A �1�0<; .

_ 0@'�">)�;a:�����"
�(�\"�0 $ ��'�-�C���)4 (�(-�8A'
D FreeBSD
)���0,-58A"A0<�

( b �(� $ �
"
)*�@8A���H�>��8P �'����
"
Y )*0<�,:78A�
��B,"�:78� ��
�
;�:=�� b �(�4�²8A"�0,�
�[����B@8P 5)�; $ ��8A�()*�,��8�"
�(� sysinstall
$ �
�(8A�('
2?���
"
� $ �
��!���0,0� 9��0<�* (�
�*)��
"

),
�� (2?��"��(�

A,
j
�(�

0<���*�()�����0<��)����,�9� $ !
"
"��������	��
���������
�������
����	���
(Use Entire Disk).

c[��]��^0<�()*��YH]�"��[0@'� (1�0,;X&��*8A���9�*8� ('��,�
;
,
"

C� ������
�,��;`�� H���,&���'�-��>��YX��&�'A �0,�(-
,
$ �4���,j
���
�
��Y �� (� ,��41����+* �!#"�$��%	&�'

(unused) ( b �(�%� $ D
�(-H2?�\ ��
�(��gd ��
��� (C^���,�(�
"=8A"�0,�� 
PC),

">��8A"
�>&���'�-��>��1d0@'A �1�0/8�'
D
FreeBSD. ' ��B<8� 5)�;�0R8A�,'A (���(� b �(� , �
�42e���H)�;5&*�� (��-9)��
�*)�-0<��C<8� (���
;51�0@'� (1�0

FreeBSD
"A0 $ ��'�-�C��*Dd��'� ()�"���"=�� �)�"
B^ (!
"�"

,
 9C^ (�(�^���� �23 ��(-

S,
j
�(�*&�;X0@8A�<'A ��(-%0<'A (1A0

C� (B��
��C,�*j
�
;9�
. 6 �
�� ���&*��8��,� $ ��:��(2»�� %./"�0 . 2-18.

# &*�� (��"
�(�\)��
"��h ��
"
�
,
j
�(�

A
)%���('��*�
�
�

Flags
�*C,�� �j� (���

,j
�(��0@'A �1�0HO�U*T>W�E(M � ">0[�
��B,�H&*�*8A�,� $ �
��"�0<:���8A"
��-HC� �B,�
��C��� .
_ 0@'�">)�;`&*��8��,�(�\�*8� �'
D
��-%0<��]>��0<��)���YH]>"
1�0@'� (1�0/8�'
D=�40<)��*&���2>8��,�
"�D=���^0<�� $ ��8 FreeBSD,

)*;5&����
"
�(�\0@'A �1�0
,"�0 $ ��'�-�C��4D��
'A ()*"
��"=�A ()�"�B� (!�"
"

,
">�� �23��"
�(�

D. �  ��(��������2?�,�(�\�� �23 ��(- C,
" $ ��'���j
"
�(- $ �
"
B,'A (�>�,�
"
�\�� 

)�)��(8��� (C^���,�� %0@'A �1�0, 
,
�
�*�(���
;51�)�;a:����("��(�50<��C<8� (��-

. k )��@8�"
�(��0<���*�()�����0<��)���YH]>�,�/C��� (j
���
"
�\"=�� (2?��"��(� Enter.
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� �� (j��,�
"
� $ �H������'�j� (��"
Y�) b �(�4� $ ��'��[�*C,�� �j� (���5�� ("�&��('A-���"�1d�� (C^���,�>0<'A (1A0, , �����(�*�
;51����(2?���H&�;5��-)�;5&��A (�
; b �(�����(2?�,�%&�;5�(-%�� ("�&��('A-���"�1d�
� $ ���,�
;5)*�
;51�&�'����=���,�� �C����,j��,�
�
�*B,� $ �
�*0,�(�� ���0<�()4 9"�'A"��� �C����,�)*0<��B,�52?�^0<�(�
�*B,�98A"�0<�A 

.

_ 0@'�">)�;`�42?�[�40<)*��&��(8A"�'�"=���^0<�(�98�'
D FreeBSD (
)���C^���(2?�
�

,
"�0 $ ��'�-�C��4D����("
'�"
�(�=)*�
��8��

PartitionMagic),���(2?�,�(�\�� (2? ��(-
C
8�'
D�0<�*C@8� ��
"�D=�
�*)��*B,�H0<'A (1�0� 

. , �*8A�,�H�� (��2?� $ �
�<8�'��(2?���
�%)*)��^0<�("=�A (C�������0@'� (1�0� ,�
���(�*�
;51=)*;`:����("
���\0,��C@8P (�(-
.

� ��� � " ��� 2-18.
� $ � � ��� " ��� � Fdisk

� ���+M��&����� � � $ " ����� � ��� O�� ����� � $

' ��B@8P 5C� ��
���
j�"
�(� , �� �23��"
�(� Q. * C^���,�
���
"�D=&��*8A���70<�(:��� ��
�,��;`) sysinstall,
�
�%��]��[�
�[C^ $ "A0, (��;`�� �8A"A0<�

.

2.5.3. � � � ��	 �"����� ��� 	 � � � ��� � ��� � �� ����� (Boot Manager)

+ � $ �,��-%)4 �� $ �
�<8�'A �B� (����0@D=��0,�� (�
�*)�"
��-%���,���@8�2?�,�>C� �B,�
��C,��" . '  (� $ �� ()*"�'�� , ���*2?�
�7)�;5&*�� (��-9��0<�� ��
��)*�
����,�
�<8�2?�,�� %C� �B,�
��C,��"=��0<'�"
:

• ( )* *0h&���'�-��>�ij
�^����8A"���8A"�0,��"�)*;`��0<�� ��� ()�'�"
)* ��,�(� FreeBSD
���[�� $ �,��)�;51d8�"�0<�

.

• k ;`��0<�� ��� ()�'�"
)4 (�,��� FreeBSD
)*����0,�(��0h8A���4B���1=� $ �,�A (!
"
�*�
�
�*1d�� H�(8A"
�=">�(���H2?�/8A"A0<�

,
"�:����("
���[)*;5&�"
�� ��(-

$ ��"�C� �B,�
��C��
�
FreeBSD

"�'�"�8A�
��B,��Y�� $ ���� (!
"����
�
��Y 0<"�0,�(�����
.

_ 0@'�" FreeBSD
�<8A"
��0,�()����
�� (D=� $ ���� (!
"����
�� (D=0<"�0,�(���h 

,
��0<�� ��
��)�'��,�
�A �Dd�� b �(�*�f�
�*� $ -*YH�(���
� , "��� (:��(8A"
��0<D=�� $ �,�
)*�*�²2?��0,�(�
�4�²8A"�0,�
�

,
$ ��8A�*1�8A���H���,�
�<8�2?�,�VC� �B,�
��C,��"

Standard. k ;5&����
"
�(� None
��0<'�"�)*;`"�0 $ �('�-*C,���,�(�

���,�
�<8�2?�,��C^ (B��
��C,�
"�0,�(�������
�
"
:��A (C,�A (&��*�(j
"
����)
,
0 $ �*0,��&*�
;51dC� �B,�
��C,"
��-

FreeBSD.
c/8A�<'A �1
�(�\)�;5&*���d"��A �23��"
�(�

Enter.
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� ��� � " ��� 2-19. �
� " � � � " ��� � � � $ � $ O�� � � � � Sysinstall

6 �
�� (� $ ��8�0,�� (C��
" ,
)*;5C,;5)4 (����;51 $ �%�� (23 (�("
Y

F1,
� $ "�0<;5)4 (��� $ �
�*&('��^��;

,
�
�������
;5������B��4�H&�;5�(-7)*0,�(�
�,j��,�
;

$ �
" $ � $ ;5�(���\0,��)*���^0<�(����B,�H"�0 $ ��'�-�C���)4 (�
"�D78A"A0<�� H� $ ���� (!
"����
�
;9��">0<"�0,�(���h *��"
.

2.5.4. �	� � � ��	 � � � � ����� ��� 	 � � � �� � � � ����� �
_ 0@'�"=8A"�0,�
��)%&��('A-����ij
�����(8A"
� ,

)����
�
"
�(�^0<-%� b ���� (�
��)*;5&����A \8A"�0,�
��) (Select Drives)
$ �*0<'��i)*;5&����A 

���,�
�<8�2?�,�� %C� �B,�
��C,��"
. _ 0@'A">)*;X0<��&*"
�� ��,�(�^0<-9��0<�* (�� �)('�"
)4 (�(- FreeBSD

&*�('����/j
���f�� H�(8A"
��8�"�0<�
,
���(2?�,���

)�;5&��A (�(-�8��
��B,��1d8A"�0<�>" $ �*)��(�*�
"
�(- $ �
�*!
��0�0i�� �C,&*"
�,�
"
D=�� H0<'A (1�0,;X0i"A0 $ ��'�-�C���)* ��
"
�^�
FDisk.

�A�L���^�
: ¡��'
7�.�#% ����,��,��'
	���2,����� FreeBSD ��C�,F"�����#>3 @/�2����1;��396B����1 , "��;�����E �����*$. ����,������������-B����'6�@/���

L2,����! L�1;� FreeBSD �,9�;E;,967�;�1!, .
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� ��� � " ��� 2-20. ! � � �&� � � � � � � � $ ����� � $

' 'A ()*"
�> Tab
$ �,�
����'�YHjA (�,�7���<2V8A� $ �40@'��<8A�
"��f)�;5&��A (�
�
;9�¶8�"�0<�
�4�

, [ OK ],
"

[ Cancel ].

)  �23��"
�(� Tab
��8A"��=�� (Ci8�'
D>)�;5&��*�� 

[ OK ],
C� ��(�����A �23��"
�(�

Enter
8�'
D $ ����8A��'
2?�,�
"�D=��0,�� (�
�*)��
"

.

2.5.5. �	� � � ��	 � � ��� � � ��� ��� � � � ��� � 	 � Disklabel

+ � $ �,��-%)*;½8A�('
2?�
;�0<��C<8� (��-H�
�^0<�
��'�-��
�H�� (C<8A�<'��*)9)����4���
"��� (2V8A��B��H�(��'�-��
�%j
�(��0<�*C@8� ��
�
��B��90@'A �1�0, .
�  $ �4���
"
�(� , j
�(�7���� �2V8A�*B,�%�� (C<8A�<'A H��0,�(-H&*�4��)* H0 a 8A� h,

 9�� �C@8A�,'�;
b, c,

"
d
"�����YH��0<�*B<'A ����,��"�D

,
�
���(�*�
;�:

)�;½8A��'
2?�
; $ �
"�8A�,��2?"
)4 (�(-40@D
.

) �,�
�*�(���
;5� $ �
"�'A�(2?�,�
"
D�����B,���%)�;5"
B��
;5)* ��(-H�*�9� $ ���@8A�,'��,�
��;�:�0@:����l�� �C@8A�,'���) , �*0<�*&����
�
�9�^0@'�">�d)* �0�� (C<8A�<'�;`�A 9&���'��,�[j
���f��8A�
�4�²8A"�0,�
�
. + �^�f�
�����,���,� , 8A'
D�)* �����1 $ �,��)���1���0,�� (����)���" FreeBSD

�
�i�
�42?�
�
0@'�"
�>�
�*�l��B,'���&('
D
�(-40@D=) $ �
"
�
!�" $ ;º�A (C,&*"
�,��"�D�8A"�0,�� 

. , �('A�,�i)4 �2?�
�%��0,�� (����)�"��(- FreeBSD
"��� �j� (��-H�,�

"�0 $ ��'�-�C���)4 (�(-
. k ;`)40<�,B<8� H����2?�,�(� $ �,���,��0<�� ��
��)*"
�(- FreeBSD

8�'
D>"
C������
�,�
"
DV0@:��^��;`�� (C<8A�<'��*)
,
�
�*B@8� 

$ ��&�'�"�2?� $ �*C,�� ��
�*��"��(��0,-%0/� $ �,�A (!
"
�*�
�
�*1�0<"�0,�(�����*1
.

6 �� H0<:��^�h $ ���� �C,;5)* ��,�5j
���(;5�
�\�� (C<8A�<'� —
��8A"���8�'
D $ ��8A�� �j
�
">"��(�
"=8�'
D>gd �1�'��*)�;�:d0<"�0,�(���

.

� $ � ��� ��$ 2-2.
� � $ " � ��� � $ " ��� � $ � � � ��� � ��� �RM�� � � � O � ����� � $

�#����	#�%$ � ���$}�A��� �
��	A��%���"�

�#��������� ���
	A�%���
	
�

a / 100 MB ' �*�
�
�,)4 �D=gd (1
'���)4 �Dd0<"�0,�(���h . � YH&4 �D78A�
��B^ �D>gd �1�'���)4 �D0<"�0,�(���h %&��*8A���H0,���*�
�("
�
�*)* ��� 9�� b �(� . 100 MB b �(�$ ��8�:��(8�D
]�"
1��� (C^���,��8�'�D b �(�*1>gd �1�'���)*��1=0,"�0<�(�^��; . k ;`�
�&��*8A�,���/:��� (��"
�(-7�� 9�
��1>0<'�"
�����*�f���
�*B,�98� (�
��;�:
,
 9��&*;5j
�� �D

��0,�� (����)��A 
FreeBSD

�� (C^����0<��"
�HC<8A��0,-H�����('��
40 MB

8� ��
�
;�:
.# 0<�� �)�������0<D $ �
�*0,�(�� (�A0<�()*�H"�0 $ �('�-*C,���,�*0@D�8�'
D>)��
�^���,�
�
;�:

gd (1�'��*)
,
 H�� (��2?�\�*0,�� ()�'
D
�,�9)*��C^���(2?�
�*0,�(-9�� *0<�>"
�
�,��"�Dd8�'
D

&��*8A��]�"�:d)*�,��0,"
1
FreeBSD,

�
�������
;9������2e��� $ ���� �8A��&*"
��0@D
&��('A-����[����0<�* H)

/.
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�#����	#�%$ � ���$}�A��� �
��	A��%���"�

�#��������� ���
	A�%���
	
�

b N/A 2-3 x RAM � 8A��0,-9�� �:��(8A"
��0<D��� (C<8A�<' $ ��8A�A (j
�
" . k ;5&*��� $ �� ()*"�'�-�����B,��� �C����,�A 9�� �C@8A�,'A $ �(8A�� �j
�
" b �(�%�������
�*B,�H"A0<�
��0,0,�()�� .
	 �*�
���>"
1 $ �A (�
�("�j
��0,�
"
1>0 $ �*0,��&9)*;5&��� ��(-H�A (C������ $ �(8A�� (j��
"b ���H��0<�� ��
��)*"
�(-%�,B,�%�� ()*�
;9�¶8A)*���f"�'�"����
�����A (C������� ��
8A�40<�(� $ �
�*1�g�"
C�"
j
��0,�
��1 $  ���D
�("

(RAM).
���('
2?�
�%&�;5�(-H:��*��D

&�;
64 MB

$ �(8A�� �j
�
"
;
��0@'A"d)9�
�*� $ -�YH���,�
�\���,�
-*���/j
�^�

32 MB$  *��D
�("
—
��0<�� ��
��)*"
�(�[�� (C^���,� $ �(8A�� �j
�
"��A ()���;9�

64 MB.
_ 0<'�"���)* *0/&*�('�-*���/�(8A�
��B��58A"A0<�� , ���(2?�
�%�� �0 $ �('���2?"
�(-$ �(8A�� (j��
���� 9�� (2V8A�*�²8�"�0<�
�

. FreeBSD
&��*8A�,�H"�0 $ ��'�-�C���)4 (�(-

�� (2>8�;51�8A"�0,�
,
j
���70,�,�
-*�,C,���9��)��<'A"
j
"
�70<�
�*�
�*0,�(- $ �(8A�� �j
�
"

.
k b �(�4�f0@'A�4jA (� , � $ �
�<8A�<'A"
�(�\��&�]>"
1=�� �C������ $ ��8��� (j
��" ,�
�*�(���
;51�)* ��l���*2?���

(
�� $ ��"����,�

, 128 MB),
" $ �(8A�<'A"
�(�\�,B,�

�� Hj
"�0@'A�H"�����YH]�"
:�0<Dd8A"�0,�
��)
(
�A $ �
"A���,�

,
8�)* 

)
8�'
D

� $ �
�@8A�,'��,��"�D=�� (C^���,�� H�� (C<8A�<'A��) $ ��8A�� �j
�
"
,
�
���(�*�
;5�i���*2?�
�

�� �C�����0,�("
�(-7�� H�� �2V8A�4�l)* (�>���¶8A"A0<�
�
,
) b �(�*� $ �
"������
�

64 MB
�A 58A"A0<�

.

e /var 50 MB '  ��� �'��*B /var 0<�(8A�,�
2e"��%gd (1
'�; ,
�
�������
;5� $ �*0,�(�(D
�
���

���,��D
Y%��0@D
;
'��*B,"="=8A�
��B,"��\ �8���"
�
"�0,�(�� ��("
)���;5�\gd �1�'�;

.
Z �
��B�"
�i"�C b �("�:�gd (1
'���)9"��
�(�,�A0<"
)*�
�%j�"
�� (Y%��0@D>"C� $ "�0<;5)4 (YH�*0@D=) $ �
��!
�^0,0,�i�<2?�<8A�
�,)*�
��1��� (&*���(;

FreeBSD..i (C^���,]����
"
�\"�:d�� %���L8A�,'�-�����1�gd �1�'���)*��1d0<"A0<�(�^��� $ ��C,)*�('
D
���
FreeBSD

� $ �("���"�C,"
�
�*)* ��(-58A�40<�(� $ � b �("A�´gd (1
'A ��l&*�,C
C� (���� (B�"
)* ��
"�D78A�
��B,"
:=�� (�� ('���B���)

,
�
�i"�����YH]>"�:=�� (����1=2?�

����8A�,'�"d8A�40<�(� $  
.

f /usr
# 0,�� �'A-��� (D
j� �0,�(-58A"A0<�� k 0,�h8A���4B�"
��gd (1�'�;`�A (� $ �A ()�"
'��9:��� ���D
��0@D=)%�� (�* �'��*B,� /usr "�,B,� $ ��8��� (�� ('���B^ �:

.

_ 0@'�">)�;`��0<�* (�� �)('�"
)4 (���(� FreeBSD
&���'��,�[j
�����A 9��8�"
�d8A"A0<�

,
)*;½8A�('�2e��;`�� (��2?��0<�*C@8� ��(-H�� �C@8A�,'�;`)H8A�
��B,"�:

0@'A �1�0, (:
,
�����(�*�
;5�i�� *0<�(����"�'�"

.
���
�*0,�(�,1���"
1 $ �4��-70@8A�<'A ��(- b �(� —

0,��C<8� (�(-58A)* H�� (C<8A�<'A H�� 9�A �2V8A�*�l8A"�0<���
,��8A"
�d8�'
D $ �(8A�� �j
�
"

,
 98A�
��B���1�8�'�D>gd (1�'A��)��*1=0<"�0,�(����;

.

� $ � ��� ��$ 2-3.
� $ � � � ��� $ � $ ����� ��� � ��� � � ��� $ � � " � � ����� ��� �

�#����	#�%$ � ���$}�A��� �
��	A��%���"�

�#��������� ���
	A�%���
	
�

b N/A
c\���*�(�
"
���\� $ "�0� (�
"
� '  ��=�42?�[�*&*0<�42V8� ('��*0,- , )�;X����2e���(��� �0 $ �
�*0,�(�� ��
"
�(- $ ��8A�A (j
�
���� %�� (2>8�;51�8A"�0,�

.�> �2?�i�^0@'�">�� (C<8A�<'
a
0<)��*&��(8A�,�

,
0<�*B<'A ������
"
�

B,��)*���
"��9�H�(�4�
,
j
��� $ �(8A�� �j
�� 9�A �:���8A"���0@D=�� 

�� (C<8A�<'��
b.
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�#����	#�%$ � ���$}�A��� �
��	A��%���"�

�#��������� ���
	A�%���
	
�

e /diskn
# 0,�� �'A-��� (D�jA �0<��-98A"A0<�� # 0,�� �'A-��� (D�jA �0<��-98A"A0<�� HC� (�
D
�� 9�(8A�
"��

&��('A-���"A�l�� (C<8A�<'��4�
.
# �d'���B,�
�7���(2?�,�%&�;5�(-

$ �*����]��,���� H�A (C@8��<'
a
)4����0,�(�H�� �C@8A�,'A 

e.# 8A�� (���
,
0<�*B<'A ������
"
�iB���)*���
"
�

,
j
�(�H�A (C@8��<'

aC� (���,C,���
)�"��
��)4 (���� 70@'A �1�0<�/8�'
D��
�*�
�
��)���1
(/)gd (1�'��*)��*1=0<"�0,�(����;

.
)�;X���(2?���(�[���\0<'��@8A�*)* ��(-

b �(�4���=0<��B,'A (�>�,�
"�Y ,
�
� $ �
�*B,�� *�h�h 

sysinstall&��*8A�,�%�����d0@'A�@8A�*)* (��-
,
$ � b �(�4��� $ �
"
��D
)%�,B�� ,)�;X0R8��<'A ��,�(�\��0<�� ��
��)*�
�%����0<���('�-*�
� $ ����]��

.
k ;X����2?�,�(�5�������("
�
�*)* (��- b �("egd (1
'���)*;5�0<"�0,�(����;X��'�YH&*��1=����j
�
�

;
) b �(�*� $ �
"����,���

$ �
�@8A'A (B^ (�,�*0@D�0,���*�
�("
����)* ��(-H"
:=�� (�
�� (�� ('���B�"

/diskn,
B@8A�

n b �(�H�
�4���,� ,
�
���(�*�
;51

�4��"
�� �'A�,�d8A'
D=�� �2V8A�*B,�98A"�0<�A 
. ) �%)�;X���(2?���(�"�0 $ ��'�-�C���)4 (�(-\8A���4B���Y 0<:��^���

,
��0<'�"�C^ �:����("��(�

.

+ � $ �,��- , )*;5&��� �)9�� �C����,���
���� (C<8A�<'��*) , ����2e���(� $ �
"�0,�(� $ "
�(-7��"�:�0,��C<8� (�
"�Yº) sysinstall. k ;`��)�"�8�"
�(� b �(�0<���*&�]>�,�
"
�
:

Message
Now, you need to create BSD partitions inside of the fdisk
partition(s) just created. If you have a reasonable amount of disk
space (200 MB or more) and don’t have any special requirements, simply
use the (A)uto command to allocate space automatically. If you have
more specific needs or just don’t care for the layout chosen by
(A)uto, press F1 for more information on manual layout.

[ OK ]
[ Press enter or space ]

)  �23��"
�(� Enter
8�'�D�C� $ ��0<�� H�
�@8� ��
�(�*�� 9�� �C@8A�,'���)

FreeBSD,
�A (C,;5)4 (�^����B,�

Disklabel.
./"�0

. 2-21
$ ���� �C,;5)* ��,� b �
�� (���(�('�-*�
�Hj��(�%C^ $ ��]>�,�
�
�*B,� Disklabel. 6 �
�� �� $ ��8��<'������� H�(�
"V�� (C<8A�<'A .

���,�
)*;5�/�
��0,�
�('A-��
�H'�"
�
"
1 $ ���A (C,;5)4 (Y%�9"���Dd8A"A0<�� 
,
0i�����(�*�
;9��)�;X0,�,1
j� *0/�� �&��*�� (���(�i"�0<'A (1A0

,
0,��8A����23 (]�"�1

�� (C<8A�<'
,
�
���(�*�
;51=)*;º0<�*C@8� ��,�(�

(
C@8���0<-

Disklabel
�� �C,;5)4 (�,� b �(� 1�%��4,��%93	&#"��	�� �& (Partition name)

)*���^0<�(�
"����,�
"V0@'A �1�0, 

). 6 �(�*� b �
�� (�>�� (�
2e� $ �*�� (C�;5)* (���5��&*������0,)���&*��8A����B,� $ �
�*0,�(�� (�A0<�()4 9�� %0@'A �1�0<� , � . � .$ �
�*0,�(�� ���0<�()*�
,
)*;\8A�<'A�,�
�
�*� $ �(8e0@'� (1�0

,
�
�H��]��\�
�i�*�L8� (���
��� $ ��8e�� (C<8A�<'

.

k !��,�
�(��� b �
�� ��� $ �*�� (C^ (�
;a�42?�\0,��C<8� (�
��;5�/�� (C<8A�<'A; ,
"����,�A %gd (1
'���)*;�:�0,"�0<�(�^�

,
0,��8A����23 (]�"
:�0<D=)

�� (C<8A�<'A (:
,
"�:=�� (C^���,�=">�
�,�����(�*�
;5�[� $ !
"
"

,
$ �
"�������D
����;5� $ �
"V0<�*C@8� ��
"�D=gd (1�'A��)�;�:d0<"A0<�(�^�

.

) "�2?��D�D=�(�
���(- b �
�� ��� $ ���� �C,;5)* ��,�5� $ �� �)('
D
Y%]�"
�[��'A �)�"
�>" ,
�� �&����� �YH]>"
�/)

Disklabel.
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� ��� � " ��� 2-21.
� ��� $ � �&� � Sysinstall Disklabel

Disklabel
���(2?���% ()*�(�*�h ��("
j
�^0<�
">0<��C<8� (��-H�� �C@8A�,'�;`" $ ��"�0<)*��"
�(-%"����� �C������
; $ �%������'�j� (��"
Y

.
��� $ �
�*&���1
�(�

b �(� , �� �23 �) A. k ;X��)�"�8�"
�(� b �
�� ����� ��=�� %./"�0 . 2-22. k C� ()*"�0<"A���*0<��"=���%�� (C^���,�� 58A"�0<�A , C,�A (j
���
"�D $ �������'�j� ��
"
Y����*B,��� $ ��8�:���8�"
�(-H"
'�"��
� $ �(8�:���8A"
��-H)* *�
. 6 �(�7�
�i"������,�7C,�� �j
�,��"�D ,

��0<'�"�)*;`�
� $ �
"
�
"A�h (�,���["�:
.

� ���������������
: ¢M,������,�$.� FreeBSD 4.5, "��/ �-7��
	��,�����( "���6 1!,���,�
���� /tmp �#76 �*
�$������'$.���;E;�����2�����#>3��,�L*6?�*
 �-M�����!�

����"��
7��L����2,�����$+�;,�������,�L*6?�*
�, /. �7�!� "���-7���G,���.��L�E;�*@/,���JL2,�"��
	�������$+�,�L*6?�*
�, / ����-B������#)-�� 4 ,�3�
�,�-�� .

� ��� � " ��� 2-22.
� ��� $ � �&� � Sysinstall Disklabel

��� ��� $ " � ��� $ � � M�� � � �&� %�$ " � �

_ 0@'�">)�;`�
����"�'A"��
�\"�0 $ �('�-*C,��)4 (�(-5�A (C@8��<'�; $ �H�����('�jA (�
"
Y "�C^ ������
"
�(-%"�:=�� H0,)��*" ,
"�0 $ �('�-*C,��1
�(�[��'A ()*"
��"

�� ()*"
B� �!
"
"78�'
D>)�;5&��*�� $ ���
)��*B,�9�A (C@8��<'A 
,
C� ��(�����A �23��"
�(�

D
8�'
D>�,B,�%�*8� �'����
"�D

.
���*)��(�*�
"
�(� b �(�H8�'
D

��8P �'����
"�D=)*0,�<: $ �
�<8�'���2e���
�
;�:=�� �C@8A�,'���)
.
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�='
D�0<�*C@8� ��
"�D $ ���
)��*B,�9�� �C@8A�,'A 
(a,
�������("
�
�������*B,�%�� (�

/ — root),
��&��@8�"
�(��0,-

,
j
���%)*;5&��� ��=0<���*�()�����0<��)���YH]>"
1

0@'A �1�0/)*)��,�
:�� b ���� (�� H"��� (23��"
�(� C.
���(D
)*"
��0@D�8�"� �'��*B

,
$ �
�@8�'� (B� �YH]>"
1=)�;5&*�� (��-9�� (C^���,�>�
��)*��B,�H�� (C<8A�<'A 

(
�� �� $ �*�� (C^ (�
�9�A 9./"�0

. 2-23). k ;X����2e���(�\)�)��^0<�("��
�('�"�j
��0,�()��%&('��*�
��)�8�"�0<�� , "�'�"V�
��'�"
j
�^0<�()*�%���,B^ (&4 (1
�H0 M$ �*0<'��i�
�4���,�� 
,
"�'�">B,"
B^ (&4 (1
�H0

G,
"�'�">!
"�'�"���8A�
�*)%0

C.

� ���������������
: ¢M,������,�$.� FreeBSD 5.X, "���
	��L�����,����*
	��-7���  �� : ��#BE����,���� UFS2 ( 1��;�!����#>3.����"���
	��L* �����*$ "��

 �-7��
	��,�����( � FreeBSD 5.1 ���#)� � ), ����"���
	��L* !$.��" ����( Custom Newfs (Z), ����"��
	�2L����2,����J��" ����( Auto Defaults

�.��L�-B���!$����/",��,�-B������#%�/"���-7���/��(=��" ����� Custom Newfs, ��
7�96��;E�,��'
�$����K��" ����( -O 2 �C"������;�2�2�2�I���;L*6?,�����$
�,L*6?�*
�, . ¢M�9L�,E !6B�*���K6?��E�,������� -U 6�
�$+��1*
	(9��������$ SoftUpdates �2�*
	�.��# ����"���
	��L* �����I��" ����( Custom Newfs!

� ��� � " ��� 2-23. � � � � � � " � ��� � ���&� ��� � ��� � " � � � O�� � $ � � � � $

.i (C^���,� $ �H�����('�jA (�
"
Y C� �8� (�d8�'
D>0,��C@8P (�
"�Dd�
�*�
�
��)���B��9�� �C@8A�,'A 9�� H)��^0<-%0<'A (1A0
. _ 0<'�"�)*;X"�0 $ �('�-*C,���,�(��� (C^���,�
;`�� �C@8A�,'���)

,
� $ "A0, (���
;5�i�� ��
�,�\) $ �
"����,���

,
�*8� ('�"
�(� b �(�%C,�� �j
�,��"
�["A0 $ ��'�-�C��*D Backspace,

 9C^ (�(�^�
)�)��<8A"
�(�

64M,
�� (� $ ���� �C� ��
�9�� %./"�0

. 2-24. �  (�������� (23��"
�(� [ OK ].
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� ��� � " ��� 2-24.
� ��� $ � � ����� � $ " ��� � $ � � � � $ ��� � " � � � O � � $ � � � � $

���*0@'A�/���� (C^ (�
"�D=�A (C������� 9�A (C@8��<'A H)* ��l&*�*8A�,�%C� L8P (�=)*� $ �
�40
,
8A��'
2?�,�d'�" b �(�*�%�A (C@8��<'>0,��8A����23 (�(-7gd (1�'��*)���Y

0<"�0,�(�����d"�'A"��� �C@8A�,' $ ��8��� (j
��"
.
��"� ('���B $ ���� �C� ��d�� H.i"�0

. 2-25.
�����
)�;51d�A (C@8��<'>&*�*8A�,�H0,��8A����23 (�(-7gd (1�'A��)���Y

0<"�0,�(�����
,
$ � b ���*��� $ �
�*)��,��-��(� , j
�(�7)�;5&��A (�� FS

"��� (23��"
�(�
Enter.

� ��� � " ��� 2-25. ! � � � � � �AM $ ��� � " � � � O � � $ � � � � $

)  (�
�*�
�,! ,
$ �*0<���('�-*�
�%)*;º0<�*C@8� ��,�(�\gd (1�'A��)���Yº0,"�0<�������

,
�
�42?�
�%0,�� (C^ (�(-

Disklabel
B<8A�[gd �1�'��*)* �D=0,"�0<�(�^�h 

&��*8A�,�%0,�������("
�
�*)* (�A 
.
��"� ('���B $ ���� �C� ��d�� H.i"�0

. 2-26. + ��j��� %���*�
�("
����)* ��
"�D������
�
��)��*1=gd (1�'��*)��*1=0<"�0,�(����; /,$ � b �(�*����)�)*�@8A"��(� /,
">�� �23��"
���

Enter.
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� ��� � " ��� 2-26. ! � � � � �&� % ��� � � " � � ��� � $ " ��� ��� � " � � � ��? $ � ��� � � � �������&�����

)  b ���� (�
�[&��*8A��� $ �*�� (C^ (�d)�����)�-%0<��C<8� (���
;51=�� �C@8A�,' . k  ��l�
�42?�
� $ ��)*�(���
"��(- b �(� $ �
�*!
�@8A���
�%8�'�Dd8A�
��B,"
:�� (C<8A�<'��*)
.
���
">0<��C<8� (��"
"=�� �C@8A�,'A $ �(8A�� �j
�
"�)*� $ ���*0, $ �
�H����j
�
�=���*�
�("
�
�*)* ��
"�D=�
�\&��*8A���

,
$ �40<�
��'�-��
�

�� (C<8A�<' $ ��8A�� �j
�
">�
"
�
�*B@8� H�
�[���*�
�("
�
������0@D
. ' ��B<8� 5&��*8A���(�[0,��C@8P ()* ��(- $ �40@'��<8A�
"
1>�� (C<8A�<' , /usr,

���(2?�,���
�*0<�* ()�"��(- $ ���@8�'���2?�,�
�
;51��� (C^���,���A (���^0<�(-

,
j
�(�*&�;`"�0 $ �('A-�C,�*)* ��(-9)��^0<-9�40<�� ��(����0<'A (1A0, 

.
���*0@'A�@8A�
"�1 b �
�A (� FreeBSD

�
�<8� (�
������ 
DiskLabel

&*�*8A�,� $ �(:��(2»�� 7./"�0
. 2-27,

:��*��D�)* ��Â)�;5&*���=C��� (j��,�
"
1
���(2?�,�%&�;5�(-98A�
��B,"��

. )  �23��"
�(� Q,
j
�(�*&�;`)*;51
�("

.

� ��� � " ��� 2-27.
� ��� $ � �&� � Sysinstall Disklabel
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2.6.
� U ��	� ���'&��$"
�%� DJ��� �
�#S U�� �I	�SQ�
	�"
�#"�&I	��

2.6.1. � � ������� ��� ����� ���� ����	 � � � 	 � � ��� � (Distribution Set)

k ;5&*���78A"A0<�(�
"�&����("
)*�
��B��H�� �&����A 5C� �)�"�0,"
�H)%�*0<����)����*�²���%�� $ �A ()('A�,�
"�D=&*�*8A��]��,B��9"�0 $ �('�-*C,�*)* (��"�D�0,"�0<������;"����58A�*0,�(� $ �
��B��58A"A0<�
�*)���B�� $ �
�40<�(�A (��0,�()* 
.
���
�@8���0,�� (����)('A�,�
�
;5�i� $ !
"�"�)* ��
-�"
���4Y%��0@D=�*�9�� �"����,�
-*����1

)���C^���(2?�
�*1d�
����g�"�B,���� (!�"
"�8A� $ �('�����1���0,�� (�
�*)��
"
.
�='
D=�
��)*"
j
�
�*)H)

UNIX
"

/
"�'�"

FreeBSD
'���j
�>"���)*;5&������*�

&��*8A�,�H��8A�� H"
C b �("�: $ �
�@8A��0,�� (�
�*)('����
�
;�:d� $ !
"
1 . )  *0<�(����1
�� 58A"�0,�(�
"
&*�4�("�)��
�*B,�H�A (&��*�� 5�� �� $ �� �)�"�'A�H�
�42?�� &��('A�,�/� $ ;5�(�
;9� $ �('�-*C,�*)* (���<'
D��
.

)  �23��"
�(� F1
8�'�D $ �('A�4j��,�
"�D="���g������h �!
"
"=�H8A"�0,�(�
"
&*���("
)���;�:��A (&��*�� �:�"�"
:�0<��8��,��2?"����4�

.
���*0<'��

$ �
�*0������(�A $ �4����]�"��� �23��"
�(�
Enter

8�'
D�)*��C,)*�� (�* 5�>�����
Y�)*;5&��*�� \8A"�0,�(�
"
&*���("
)�����B,�%�� (&*���� 
.

_ 0@'�"�2?�<'A ��(�<'�-*�
�H�A �'�"
j�"
�[B��� �g�"�j
��0,�
��B��9"
�
�(����g��,1A0, $ �('�-*C,��)4 (�(�,'
D ,
8A��'
2e���=&�;5��-%)*;5&��� ��

8A"�0<���
"
&����("�)��
;51>�� (&*���=0[�� (C�)* (��"
���
,
�A (j
"
�A (YH]>"��h0@D=�A 

X. �  �8� (j�"=�� �0,�(�
�*1
�
" X
0,�,�
)*�,�� H"�)*;5&����A 

8A��0,�
�(� $  $ �7�����('�j� ��
"
YX8A�('
2?�
;º&�;5�(-%)�; $ ��'��
�,��; $ �*0<'��i��0<�* (�
�*)��
"
FreeBSD. , �('A�,� $ ��8A�
�*&��� (D"
��g����A�h (!
"�D $ �H�� *0<�(�
�*1
�
�

X
0<���
)����� 9�� (:���8A"
�*0@D=) � ' . 5.

( 0<�* (�� �)('�"
)4 (�^�h �D $ �H������'�j� (��"
Y�)*�,��0,"�D X11
C� ()*"�0<"��9���%��0,�� (�A ()('A"
)* �������1�)*�,��0,"
"

FreeBSD.
�='
D

FreeBSD)��,�A0<"
1�8��
5.3,

��0<�� ��� ()�'�"
)* ��,��0<D
XFree86 4.X.

�='
D
FreeBSD 5.3

">&��('A�,� $ �*C@8A��"�:
,
$ �7������'�j� ��
"
Y

��0,�� (�A ()('A"
)* ��,��0<D
Xorg.

_ 0@'�" $ 'A ��
"
�
���,�*0@D $ ���
��0,&��*�
�� �D�8A�A , )*;5&����
"
�(�[� $ !
"�Y ,
)��
'�YHj� �YH]>�4Y "�0<:��(8A�
;5�[�(�,��0,�(;

. * �Ag������h �!
"�D=��(�*�
,
C� (j���� $ ���
��0,��&�"��� (�(-9D�8A�
�7"��� �� b �(��0R8��<'A ��(- , �� (:���8A"
�*0@D=�� � ' . 8.

��0<�
�
,
j
�(�7�� ("
&*�('����i���
"
)*�,��0� �'�-*�� �Dd0<"A0<�(�^�h H)*��'�YHjA (�,�%)*0,�

. _ 0<'�">���^0<�� %�� �8�"�0<�
�i8A�40<�� ��(��j
��� , )*;5&��,��"
�(�
All,

�� (� $ ���� �C� (���9�� 9./"�0
. 2-28

"=�A �23��"
�(�
Enter. _ 0<'�"��^0<�(-70<�*�����,�
"�Dd�*�(�
�*0,"
�(�,'�-��
�%�(��B�� , :�)* ��("
�5'A"�8A"�0,�� ,"�0 $ ��'�-�C���1
�(�i�A ("
&*�('���� $ ��8A:��(8�D
]���Y�� $ !
"�Y

. ) �[&��^0 $ �*�
��1
����0<-H�H�(�*� ,
�� (����1=)*;5&�����&��*8A�,�H�� ("�'A�4j���"��

,8A�
��B,"
�[j� �0,�("d8�"�0<�(��"
&����("
)4 %���*B,���H&*;5�(-58���&* �)('����
; $ �*0<'��i��0,�� (�
�*)��
"
.

� ��� � " ��� 2-28. ! � � � � ������� � � � � � � � " � � "�$ � � ��� �
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2.6.2. � � � ��	 �"����� � ����� ���  ����� � � ���"�
���*0@'A�/)�;5&*���� $ ��8�:���8AD
]��,B���8A"�0,�(�
"
&*���("
)* 7���(2?�
�%&��*8A���H)�;5&*�� (��-9��0<�� ��
��)*�
���
�('
'A�,�
!
"�" $ �����(��)

FreeBSD.
' �('
'����
!
"�D $ ���
�(�*) —

'���B,�
"
1>"��*8A�*&��
;51 $ ���(-7��0<�� ��
��)*�
" $ ����B,�A ��h�
. ' �('�'��,�
!�"�D $ �*�
�(��)%�
�[0,��8A����2?"
�"�0@:���8��
;�:d�
��8A�*) $ �
�*B,�� *�h�

. 6 �(�%�� (&*����gd �1�'��*) , �
�������
;51� �)��(�4�h (�("�C,"
�
�����HC� �B,�
��C��
� ,
�
�*� $ "
'�"
�
�*)* (��"
�i"

��0,�� (����)���� $  ��
�,����) $ �
��B��� ��h���
�*B,�%��&��^0 $ ��j
�,��"�D=0<�(�*�
���
��"�:=�� (C��� (&*���(j�"
�
��)
. � ' . 4

$ �*�� (C�;5)* (���
,
�� ��

"�0 $ ��'�-�C���)4 (�(-5�
��'
'����
!
"
Y $ �����(��)
.

���
��B��� ��h�h 5��0,�� (�
�*)��
"��
� $ �
��)*�,��D
���
,
��0,�(-%'�"d8A�40<�� ��(��j��
�H����0,�� 

. k ;5&*�,�
"��(� b �(�d� $ !
"
Yº���('�-*�
�H)7�(�*�0@'���j� ��
,
�^0@'�"=��B,�98A�*0,�� (�(�*j
�
�

. k FreeBSD 5.3,
�
��'
'��,��!
"�D $ �*�
�(��)%C� ��
"��h (���H�*�
�('��

300 MB. k &*�('����0<��)*�
�������
�
;�:d�
�,'�"
C� (: b �(�%C,�� �j
�,�
"��[)40<�,B<8� 5&*�('�-*��� .
User Confirmation Requested

Would you like to install the FreeBSD ports collection?

This will give you ready access to over 11,800 ported software packages,
at a cost of around 300 MB of disk space when "clean" and possibly much
more than that if a lot of the distribution tarballs are loaded
(unless you have the extra CDs from a FreeBSD CD/DVD distribution
available and can mount it on /cdrom, in which case this is far less
of a problem).

The ports collection is a very valuable resource and well worth having
on your /usr partition, so it is advisable to say Yes to this option.

For more information on the ports collection & the latest ports,
visit:

http://www.FreeBSD.org/ports

[ Yes ] No

k ;5&*�,�
"��(� [ Yes ]
8�'
D>��0,�� (����)���"d�
�('
'A�,�
!
"�" $ �*�
�(��)

,
"�'�"

[ No ],
j
�(�*&�; $ �
� $ ��0<�("��(-%��0,�� (�
�*)��
�

. )  (23��"
�(�
Enter,

j
�(�*&�; $ ����8A��'
2?"
�(-
. Z �,��Y�)*;5&����A \8A"�0,�(�
"
&*�4��"
)��
;�:=�A (&��*�
��) $ �(D
)�"���0@D=� $ D
�(- .

� ��� � " ��� 2-29.
� �&� � � � � � � � " ��� � � � � � $ ������� � � � � � ��� " �PO�� "�$ � � � $
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_ 0@'�">)�;X0,��B<'� �0<��;X0i)*;5&��� ��
�
;9��"d� $ !
"�D���" ,
$ �,�
�^����0,�("
�(�^0<-��� 

Exit,
��&��<8A"
�(�^0<-

,
j��(�%)*;5&��� ��

[ OK ]
"

�� �23��"
�(�
Enter,

j
�(��&*; $ �
�(8A�('
2?"
��-
.

2.7.
� U ��	� �%�'&�	���"R���I� � D�� ���'&��$"
	������

���
"=��0<�� ��
��)*�
�[0
CDROM

"�'�"
DVD

"�0 $ �('A-�C,��1
���i��'A �)�"
�>"=�� �)�"
B^ (!
"
"
,
8A'
D $ ���
�<:���8P 9� $ �4���
�(�

Install from
a FreeBSD CD/DVD. ( &*�@8A"
����0<- , j
�(�7)�;5&*�� (� [ OK ],

"��� (2?��"��(�
Enter

8�'�D�C� $ ��0<�� 5��0,�� (�
�*)��
"
.

���
"�8A�
��B�"�:����,�(�(8� �:d��0<�* (�
�*)��
"=)*;5&����
"
�(�\0<���*�()�����0<��)���YH]>�4Y�� $ !�"
Y�"V0@'��<8A��1
�(�\"
��0,�(�
���
!
"�D��
.

)  �23��"
�(� F1
8�'�D $ �
�40,�������� H0 $ �� ()*�
" $ �%"�0<����j
�
"��� �����0,�� (�
�*)��
"

. )  �23��"
�(� Enter
8�'
D�)*��C,)*�� (�* 5�>�����
Y

)�;5&��*�� 5"�0,�(��j��
"
�� H��0,�� (����)���"
.

� ��� � " ��� 2-30. ! � � � � �����&� % " ��� $ � ��� $ " � �����

�	�,���������
���@�L�^�
		�����
FTP: ¡������J�����F��*@.��-B,9 ����,������1;�F������2L FTP, 12�;�!����# �/�#=-7�@������/�#BE��,���� : ,�1���������#)3 FTP,

",�2�������#>3 FTP, ��
	���������L HTTP "�����12��� .

�I12�������#>3 FTP: Install from an FTP server

¨%<��!��3/��" ������3��2�2�IL�,�12,���1;�F"�� FTP E !6� ��F��#)"���
	�����#A� ” ,�12���������- ” ��*@.��-M� . �B�!���.��'@���-A��C"���L��*��
�$����
�,�E;�;��,�����������2L 4 ,�3����*��
�
 , ���0L2,��;,���2 �( "���L��*��
�$����0�,�E;�;��,����I�*�F����,���#)-����������2��,�-�� FTP, ��
"���6�6?���!@�����,�( �/��-��.",��2������#)3���*@.��- . ¡��*
	�/�����'6B����������/"������#)�2,�����*$+�C",�������������- ��*@.��-B� ( "��
 �-7��
	��,�����( ), "���"����;E �3���9,�12�������#>3 !

¦M,��2������#)3 FTP: Install from an FTP server through a firewall

�B��,9��" ���$ �5���*������ sysinstall ����"���
	��L�����,��� ” ",��2������#)3 ” ��'@���- 6�
�$+�,�E;����# � FTP. ���0"���L��*��
�$����0�,�E;�;��,����
������2L 4 ,�3������
�
 , ��/�,L�����I,�( �/��3.�'D�6�$ �/��� ���;�*6B���������$+�,C�*
� ��;,�3���#7D TCP "�������,!D .
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FTP ������2L HTTP "�����1!��� : Install from an FTP server through a http proxy

�B��,9��" ���$ �5���*������ sysinstall ����"���
	��L�����,��� HTTP "����;�!��12��
 ( 1!,�19�2��E/E��,! L2��� ) 6�
�$+�,�E;����# � FTP �;���2L
"�����12��� . ¦>����12���CE� !6?���C���,���*
	��������,���9���2�IL2,�"�������# ��"��;��#B
�,����/�!D.�, FTP �2��������� . �B�!�:"��;L��*��
�$����0"����D�6B����
������2L 4 ,�3������
�
 , �,F12���!������- FTP L2,�"�����I��� , ���0�2����� HTTP "�����12��� . © <��!��- �*
� ���,��/"��������E� �*���*$� �12,�L�,���
"�����12���F� FTP �2����2��� .

� 
�$+�,E��;��# � FTP ������2L/"�����1!��� , �����ED��67��-7� "���-B�2�����������-	$��2���������,F12,�1C��,������C��-M�����"��
7��L����2,����*
�$ "����*
��
L��,�1!, ”@”. ¦>����1!���/�2��������� ” �;E�-M,����� ” �,���!��$ �/��3��2��������� . ¢ ,�"�����-B��� , "���*67"���
��@���- ��!� ��# D�;������F"������2�������
 ����,������1� C� ftp.FreeBSD.org, ����"���
	��L* !$ FTP �������L/"�����1!�� foo.example.com, "������*
� �������,�( �I�- "������ 1024.

© <��!��-8�*
� ���,�� , �*��3�6B����/�C-M���( ",��,�-B��������� ,  ����,�������������-	$ "���
	��L�����,����*
�$ FTP ftp@ftp.FreeBSD.org, ,
�-B�2���!� ",�����
�$ ��2�*67����I���*��30,!67��2� email. © 1!,����2�������/�;�*�!��������1!,9 �*��,�������1����#ME;�������� FTP ( ��
	�.",��2������#)3 FTP,
�2�'
7�."�����12���C���5�:"���6�6?���!@�����,��*� ), � URL ftp://foo.example.com:1234/pub/FreeBSD.

�),�191!,�1 /pub/FreeBSD �J�2���������, ftp.FreeBSD.org ��6 �*���;���2LC"�����12��� foo.example.com, ��#%��-7��@/�����/"������2�2�*���
 ����,������1� C�����#"���" 12��-�"��()�����, (

4 ,�3�
	#%E !6� ��CL2,��'�! !@/����#8� ftp.FreeBSD.org 12,�1K�����E� �*���*$�6�
�$0 ����,������1;� ).

2.8.
BC	���&�� �� 
 � �#"$��� ���'&I�$"�	 �����

+ � $ �,��-7����2e���H�� �j
"
�� ��(-%��0,�� (�
�*)��
� . 6 �(� $ �*0<'��@8��
"
1��V (��0i���������
"
�(-���0<�� ��
��)*�
� ,
"��� ��
"����*&��� �C,�4�

"
C,&*�<23 (�(-%"
C������
�,��"
1��� 92?��0<���
�*�²8�"�0<�
�
.

User Confirmation Requested
Last Chance! Are you SURE you want to continue the installation?

If you’re running this on a disk with data you wish to save then WE
STRONGLY ENCOURAGE YOU TO MAKE PROPER BACKUPS before proceeding!

We can take no responsibility for lost disk contents!

[ Yes ] No

k ;5&*�,�
"��(� [ Yes ]
"��A �23��"
�(�

Enter,
j��(��&*;X�� (jA (�(-

.

k ������D���0<�* (�
�*)��
"=0,"�'�-����HC� �)�"�0,"
�H�*�9)�;5&*�� (���
��B���8A"�0,�(�
"
&*�4��"
)��
�*B,�%�� (&*���� , "A0<�(�*j
�
"
�� H��0<�� ��
��)*�
"="0<�
�*�
�*0,�("=�
�4� $ -�Y%�(�,�� 
.
���(D
)*"
��0<D=�
��0,�
�('�-*�
�%0,���*&�]����
"
1d�70<�� ��(��0,� $ �
��!
�^0,0� 9��0<�� ��
��)*�
"

.

( 0<�* (�
�*)��� 5&*�*8A�,�%C� ()*�,�
�>�,�� , �
��B<8� 9�*�(��&*�� (C�"
��0<Dd0<'��@8��4Y%]����\0,����&*]����
"
� :
Message

Congratulations! You now have FreeBSD installed on your system.

We will now move on to the final configuration questions.
For any option you do not wish to configure, simply select No.

If you wish to re-enter this utility after the system is up, you may
do so by typing: /stand/sysinstall .
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[ OK ]

[ Press enter to continue ]

)  �23��"
�(� Enter
8�'�D��� (jA �'A $ �*0<'��,��0<�* (�
�*)���j��
��1��� *0<�(�
�*1
�
"

.

k ;5&*��� [ No ]
"=�A �23 (�("��

Enter
$ �
���
)���� $ �
�*!
��0�0i��0<�* (�
�*)��
"

,
"
C^���,�
���
"�D�)�0<"A0<�(�^���d)��
�^0<�,��;`�
�[&*�*8A���

.���(D
)�"���0@D=0@'A�@8A��YH]>�,��0<�*��&�]>�,�
"��
:

Message
Installation complete with some errors. You may wish to scroll
through the debugging messages on VTY1 with the scroll-lock feature.
You can also choose "No" at the next prompt and go back into the
installation menus to retry whichever operations have failed.

[ OK ]

6 �(�%0,����&*]����
"
� $ ��D
)�"�'A�*0<- , $ �*0,�
�('A-��
���
"
j��,B,�%�
�\&�;�'��%��0,�� (����)('����
� . )  (2? ��("
� Enter
)*�,�
���,�H)4 �0i)HB<'� ()������

���,�
Y ��0<�� ��
��)*�
"
,
j
����&�;`)*;51
�(">"
C[���,�

.

2.9.
BC	%� D � ���'&I�R"
	������

���*0@'A�/��0 $ �����
�*1���0<�� ��
��)*�
"d�
����&(:��(8A"����9�� *0<�(����"
�(-����
��2e�^0<�()*� $  ��� ������(�
�*)
. ) �,�����(�*�
;5� $  ��� ������(�
;����B,���%&�;5�(-%C� L8P (�
;`"
C\���,�
Y $  ��� ������(�
�*) $ �*0<'��\��0,�� (����)���"

,
$ �,�
�<8VC^ (B,���4C��
��1���0,�� (����)('A�,�
�
�*1

FreeBSD,
"�'�"

$ �*0<'��i�
���\0i"�0 $ �('�-*C,��)4 (�
"����
sysinstall (/stand/sysinstall

)
FreeBSD

)��,�A0<"
"
5.2

"�&*�('����/�� ��
�
"�:
),
B@8A�

�� L8A�%)�;5&*�� (�(- $ ���
�
�
Configure.

2.9.1. � ��� ��� �"����� � ����� � ���  � ��� �"��� � � (Network Device Configuration)

_ 0@'�">)�;`�� *0<�(�A ("
)4 �'�" PPP
8�'�D���0<�� ��
��)*�
"=j
���
�,C

FTP, b �(�*� b ���� (�>�
� $ ��D
)�"
�*0@D ,
">�� �0,�(�
��1��
�=���(2?�
�%&��*8A�,�

$ �
��"�C,)��^0<�(" $ ��C,2e�[�� (�>� $ "A0, (���9)�;5�>�
.

���(��&*;a'���j
���[�4C��� (��-H�9'A���� ('�-��
;�:=0,�,��D�:=">�� �0,�(�
��1��
�
FreeBSD

)H�A (j
�^0<�()*�i�='AYHC� 
/
�h ��
���
���("�C� (������ 

,��&��A (�("
����0<-%�=B<'� ()��5ci'��(2?�
;5�[)�� $ �
�*0,;`�� (&*���(;`)70<���("
.

User Confirmation Requested
Would you like to configure any Ethernet or SLIP/PPP network devices?

[ Yes ] No

�='
D=�� �0,�(�
�*1
�
">0,�,�(��)��*B,�9��0<���
��1�0,�()* H)�;5&*�,�
"
���
[ Yes ]

"��� (23��"
�(�
Enter. * 'A"=�� �23��"
��� [ No ],

j��(��&*;
$ �
��8��('
2?"
�(-

.
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� ��� � " ��� 2-31. ! � � � � Ethernet
� ��� ��� ����� � $

k ;5&*�,�
"��(�i"
���(�,��g���1�0/8�'
D��� *0<�(����1
�
"V0 $ �4����]>-�Yº�
'A ()*"
� �� �)�"
B^ (!
"�"="��� (23��"
�(� Enter.

User Confirmation Requested
Do you want to try IPv6 configuration of the interface?

Yes [ No ]

�='
D=j� �0,�(�
�*1='��*�� �'�-*�
��1=0,�,�(">��&*;5j
�
;51 $ �����(�*�
�('�"��
�(�,���
�,�
(IPv4)

) $ �('����h8A�40<�� ��(��j
���
,
$ � b �(�4���d)�;5&��A (�� 

�
�
� $ �� 
[ No ]

"��A �23 (�
Enter.

_ 0@'�">)�;½:����("��(� $ ��8�0,���@8�"
�
"
�(-40@D=��0,��]���0,�()���Y%]��,1>0<�,��" IPv6
j
���
�,C\0<���
)����

RA,
)�;5&*�,�
"��(�

[ Yes ]
"��� (23��"
�(�

Enter.
����"A0<�

RA
0,�,�
)*�,�
�*)9C� �1����,�%�
��0,�
�('A-��
�70<�,���4��8

.

User Confirmation Requested
Do you want to try DHCP configuration of the interface?

Yes [ No ]

_ 0@'�" DHCP (Dynamic Host Configuration Protocol)
�
�\�
�42?�,�

,
)*;5&����
"
�(�

[ No ]
0 $ �*���*]�-*Yº��'A �)�"
�

�� ()*"
B� �!
"
"d"��A �23��"
�(�
Enter.

k ;5&*��� [ Yes ]
C� $ ��0<�("��

dhclient,
"

,
��0<'�"�)40<� $ �
��1�8��,�H�������h ('�-��
�

,
C� $ �('���"
�H"
�Ag������h �!
"
Yº�7�
�*��g�"
B,���� �!
"
"

0<�,��"> ()*�(�*�h ��("
j
�^0<�
"
.
# &��� ��("
�(�^0<-%��.i �C@8

. 23.5
C� 9&*�('���� $ �(8A�
�*&��
;9��"�0,)��<8A�,�
"
D���"

.
ci'��@8A��Y%]�"
1 b �
�� ��=�
�*��g�"
B,���� �!
"
"�0,�,�(" $ ���A (C,;5)4 (���5�� �0,�(�
��1��
�d��0<�(�
�*1�0<��)* Ethernet

0,"�0<������;
,
�����(�*�� �D

&��*8A�,�H�� (&*���� ��(-H��'�YHC��*�¶8�'
D�'����� ('�-�����1�0,�,�("
.
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� ��� � " ��� 2-32. � $ ��� ��� � � $ ��� � � ��� �
ed0

* 0 $ ��'�-�C��41��(� Tab
8�'�D=)�;5&��*�� $ ��'��,1>"�C^ $ ��'��
�,��"�D="�:=0<�*���()*�,��0,�()���YH]>"���"d8P (�
�
;9��"

:

Host
���('������/"���D�:��40<�� 

,
) b �(�*� $ �
"������
� k6-2.example.com.

Domain

* ��D�8A�*������ , )%�
�*�(�����*�l�� (:��(8A"
��0<D=)* �� �
�4� $ -�YH���,� ,
) b ���*� $ ��"����,�
� example.com.

IPv4 Gateway

IP
:��40<�� 

,
$ �,����0<;�'� (YH]>�,B�� $  ��
�,�(;`�A (�
�42?��'����A �'�-*�
��1=0,�,�("

. k  �� $ �*�(�
�,&*���,��0<D�C� $ �('���"
�(-H��B,� , ��0@'A" b �(��
�*� $ -�YH���,�
,
$ ��8A�
'�YHj
���
�
;51>�>0<���("

.

 N,TVO�E#�TeM��LTVJ5G�J �PMiG��*N,T�� �

,
�^0@'�"��
�*� $ -*YH�(���=D
)�'
D
�,��0<D

�='�Y%C,�4��)H"
���(�,�
���,�H8�'
D>0,�,�("
. � 'AYHC

IPv4
"
C,)*��0,�(�,�=�* (��2?�\�� (�>�='�Y%C $ �7�����('�j� ��
"
Y�"�'�">�h ��
�����4� $ �

�����('�j� ��
"
Y
.

Name server

IP
 L8A�
�^0[���^0<�(����B,�70<���
)����� 

DNS. k b �(��1�'����A �'�-*�
��1=0,�,�(">�
�,� DNS
0<���
)����� 

,
$ � b �(�4���d"�0 $ ��'�-�C���)4 (� IP L8A����0

DNS
0<�,��)��,�A $ �
�*)* �1�8A�,�A 

(208.163.10.2).

IPv4 address

IP
 L8A�
�^0

,
"�0 $ �('A-�C,�*)* ��
�
;5178�'
D b �(�*B,�H"��
�(�,�Ag��,1�0� , 192.168.0.1

Netmask

	 8A����0[&('��*�� , "�0 $ �('A-�C,�*)* ��
�
��B��\8�'
D b �(��1�'����� ('�-�����1�0,�,�(" , b �(�7&('��*�=��'A *0,0, C (192.168.0.0 -
192.168.255.255). Z  �0,�� $ �7�����('�jA (�
"
YX8� (�A �8�'
DV0<�,��"���'A *0,0� C (255.255.255.0).

��� $ ��'��
"
�(�,'�-���;5� $  (�A ����,���
;a8�'
D
ifconfig

� YH&*;5�[0 $ �,!
"�g�"�j
�
;5�h8A'
D�"
�
���,��g���1�0, %� $ !�"
"=� ifconfig,
�
�*�(����;5�[)*;a:��*�("
�(�i8A�*&* ()*"
�(-

. k 8� ��
�
�4�0@'���j� ��i�
"�j
�,B��
.

* 0 $ ��'�-�C��41��(� Tab
8�'�D=)�;5&��*�� 

[ OK ]
$ �*0<'��\���
�*�
j� (��"�Dd�� �0,�(�
��1��
"�">�� �23��"
�(�

Enter.
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User Confirmation Requested
Would you like to Bring Up the ed0 interface right now?

[ Yes ] No

k ;5&*��� [ Yes ]
"��A �23 (�("��

Enter
)�)*�@8A���9�
�*� $ -�YH���,��)70<���(-

. + �^�f�
�\���,�
��� , ���*� $ -*YH�(���
�d)*0,�i�,]>�i�(���,&�������0@D$ �,�
��C� �B,�
��C,�A 
.

2.9.2. � ��� ��� �"�����  � � ��� (Configure Gateway)

User Confirmation Requested
Do you want this machine to function as a network gateway?

[ Yes ] No

_ 0@'�">�
�*� $ -�YH���,��&*�*8A�,�%�='�Y%C,�*�¶8A'
D='��*�� �'�-*�
��1=0,�,�(" ,
$ ���
��0,;�'A �D $  ��
�,��;º���<2V8A�78A�
��B�"���"��
�4� $ -�Y%�(�,�A ���"

,)�;5&����
"
�(�
[ Yes ]

">�� �23��"
���
Enter. _ 0<'�" b �(�%�*&�;5j
��;51=�
�*� $ -�YH���,� ,

)�;5&����
"
�(�
[ No ]

"��A �23��"
�(�
Enter

8A'
D
$ �
��8��('
2?�,��"�D

.

2.9.3. � ��� ��� �"����� � ��������� ��� �
	 ������	 ��� (Configure Internet Services)

User Confirmation Requested
Do you want to configure inetd and the network services that it provides?

Yes [ No ]

_ 0@'�">)�;5&*�� (�� [ No ],
�A (C<'A"
j
�
;5��0<���
)�"�0,;

,
�� (��"
�[�A (�

telnetd
���[&*��8��4�HC� $ �4]>�,�
;

. 6 �(�H�*C,�� �j� (��� , j
�(���8P �'����
�
;5� $ �('�-*C,��)4 (�(�,'�"d�
��0,���*B,���9C� �1
�(" $ �
telnet

�� b �(�*�H�
�4� $ -�Y%�(�,� . � ���� ('�-���;5� $ �('A-�C,�*)* ��(�<'�"d)40<�i2e�0,����B����9C� (:��(8A"
�%�� 9�*8� ('��,�
��;5�i�
�4� $ -�Y%�(�,�
; $ �
telnet.

6 �(">0,�,�
)*"�0<;X���*B,���H&*;5�(-H)*��'�YHj��,�
; $ �*0@'A�i��0<�� ��
��)*�
" $ ���(�^���
�<8� (�
��"
�
��)4 (�
"
D /etc/inetd.conf 0$ �*���*]�-�Y�)* ����,B���'�YH&*"�����B��H�(����0<����)��*B,�%�
�@8� ��
�(�*�� 
.
# &*�� (]V (1
����0<-9��.i (C<8

. 23.2.1
C� H&���'��,� $ ��8A����&�����1

"
��g����A�h (!
"
��1
.

k ;5&*�,�
"��(� [ Yes ]
��0<'�"=:��*�("
�(�\�� �0,�(�
�*"
�(- b �(">0,�,�
)*"�0<;`)*�H)*�
����D���0,�� (�
�*)��
" .

���(D
)�"���0@D�8A� $ �('A�
"
�(�,'�-��
;51
C� $ �
�*0 $ ��8A��)��,�
2>8��,�
"�D

:

User Confirmation Requested
The Internet Super Server (inetd) allows a number of simple Internet
services to be enabled, including finger, ftp and telnetd. Enabling
these services may increase risk of security problems by increasing
the exposure of your system.

With this in mind, do you wish to enable inetd?

[ Yes ] No

)  �23��"
�(� [ Yes ],
j
�(��&*; $ �
�(8A�('
2?"
��-

.

User Confirmation Requested
inetd(8) relies on its configuration file, /etc/inetd.conf, to determine
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which of its Internet services will be available. The default FreeBSD
inetd.conf(5) leaves all services disabled by default, so they must be
specifically enabled in the configuration file before they will
function, even once inetd(8) is enabled. Note that services for
IPv6 must be separately enabled from IPv4 services.

Select [Yes] now to invoke an editor on /etc/inetd.conf, or [No] to
use the current settings.

[ Yes ] No

k ;5&*��� [ Yes ]
$ �*C,)���'�"
��8���&* �)�"
��-H0<���
)�"�0,; $ ���(���f��8P �'����
"�D

#
$ �,�
�<8V�� �j� �'��4��0<�(�����
"

.

� ��� � " ��� 2-33.
� ��� $ � � ����� � $ " ��� inetd.conf

���*0@'A��8A��&4 ()�'��,�
"
D=�
�42e��;�:d0,�,�
)*"�0<�*)9�� (2? ��("
�
Esc

���(�*&��� �C,"
�H�����
Y
,
$ ��C�)���'
D
YH]>�,�/)*;51
�(">0\0<��:��� (�
���
"
�^�

"
C������
�,�
"�1
.

2.9.4.
� 	 � 	 � � 	�� � (Anonymous) FTP

User Confirmation Requested
Do you want to have anonymous FTP access to this machine?

Yes [ No ]

2.9.4.1. � � �
��� � ���
	
� ��������	�� ��� �<� FTP

k ;5&*���d�
��� $ �
" $ �7������'�j� ��
"
Y [ No ]
">�� �23 (��"
�

Enter
)*0,�/2?� $ ��C,)*�('�"�� $ �('A-�C,�*)* ��(�<'
D��

,
"�����YH]>"��

�4j��,�(�
;5�\C� $ "�0,"�0 $  (�
��'
D���"
,
"�0 $ �('A-�C,�*)* ��(-

FTP
8A'
Dd8A�40<�(� $  H���
�4� $ -�Y%�(�,�
�

.
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2.9.4.2.
�#��������� ����	�� ���
���
	�� �
� �@�

FTP

' �(�H��B,�(8A�
�70,���(2?��� $ ��'���j
"
�(-98A�*0,�(� $ �����*� $ -*YH�(���
� ,
��0<'�"�)*;a�A (C,���,��"��(�\ ��
����"����
;5�[0,���<8A"
�
���
"�D

FTP.���
�@8A)4 (�
"��(�<'�-*�
��8A��'
2?�
;X&*;5�(-H�� *0,0������(�
���
;`)��*C�����2e��;5� $ �
�*&('��^��;X0i&*�,C�� $  *0<�
�40<�(-*Y
. , �('���� $ ��8��
��&*�� �D"
��g����A�h (!
"�D=�%&���C,� $  �0<���*0<��"d�� �:���8�"
��0@D>) � ' . 14.

���(��&*;`�� (C��
�,�>"
�(-% ��
����"����
;51
FTP,

)*;5&��,��"
�(�
[ Yes ],

"A0 $ ��'�-�C��*D=�
'A ()*"
��"=�A ()�"�B� (!�"
"
,
"��� (23��"
�(�

Enter.���(D
)�"���0@Dd�� ��
��1
(
"�'A" $ ��:���2?"
1

) b �
�� �� :

� ��� � " ��� 2-34. � $ ��� ��� � � $ M�� $ " � " � � " � O � FTP
M�� � � � � %�$ " ���

)  �23 (�("�� F1
�*�(��&*�� (C�"
�H0 $ �� ()*�
�

:

This screen allows you to configure the anonymous FTP user.

The following configuration values are editable:

UID: The user ID you wish to assign to the anonymous FTP user.
All files uploaded will be owned by this ID.

Group: Which group you wish the anonymous FTP user to be in.

Comment: String describing this user in /etc/passwd

FTP Root Directory:

Where files available for anonymous FTP will be kept.

Upload subdirectory:

Where files uploaded by anonymous FTP users will go.

' ���
�
��)��*1d�� (�� ('���B ftp
$ �%�����('�j� ��
"
Y &��*8A���9�� (C^���,]>�,��)

/var. _ 0<'�"�)%�
��� $ �
�@8 $ �('���2e"��(�<'�-*�
�H���i:�)* ��� (�������0<�* 58�'�Dd8�'
D����*2V8
FTP,

����2?�
�H"�0 $ �('A-�C,�*)* ��(-9�� ��� �'��*B
/usr,

)*;5&��� �)9�
�����
�,)*��1=�� ��� �'A��B
FTP (FTP Root

Directory) /usr/ftp.
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' ��B@8P 5&��*8A���H)*;5&��� ��
; $ ��8A:��(8�D
]�"��iC,�A (j
���
"�D ,
�� (23��"
�(�

Enter,
j
����&�; $ �
��8A��'
2?"
�(-

.

User Confirmation Requested
Create a welcome message file for anonymous FTP users?

[ Yes ] No

_ 0@'�">)�;`)*;5&��,���,�(� [ Yes ]
">�� �23�����(�

Enter,
C� $ ��0<�("���0@D����@8� ��
�(���

,
$ ��C�)���'
D
YH]>"
1=�����
�@8� ��
�("
����)* ��(-

0<���*&�]>�,�
"
�
FTP.

� ��� � " ��� 2-35.
� ��� $ � � ����� � $ " ��� FTP Welcome Message

6 �(���%�(�,��0,�(��)*;51��
�<8� (���(���=�A (C,;5)4 (����0@D ee. * 0 $ �('�-*C,��1
�(�["
��0,�(�
���
!
"
" ,
j
�(�*&�;`"
C^���,�
"��(-d0<���*&�]>�,�
"
�

,
"
'�"

"
C������
"
�(��0<�*��&�]>�,�
"�� $ ��C,2?�
,
"�0 $ �('A-�C,�4D=)*;5&��� ��
�
;51=)4 ���"=�
�<8� (�
�����

.
# &*�� (��"
�(�\)��
"��h ��
"
�

,
j
�(�

"���D
/
�A �0 $ �('���2e���
"
�\gd (1�'A $ ���� �C� ��
;`)��
"�C,�����
�A 9�
�<8� (�
������ 

.

)  �23��"
�(� Esc
" $ �(D
)*"
��0@D������
Y�0 $ ���
�
�(�4� $ �%������'�j� ��
"
Y

a) leave editor (
)*;51
�("="�Ci�
�<8� (�
������ 

). )  �23��"
���
Enter,

j
�(�*&�;`)*;51
�("�" $ �
�(8A�('
2?"
��-
. )  (23��"
�(� Enter

��]��[�� (C
,
j
�(��&*;º0<��:��� (�
"��(-H"
C^���,�
���
"�D

,
�^0@'�">���
">&�;�'�"

0R8A�,'A (�
;
.

2.9.5. � ��� ��� �"����� � ����� � �"� � ����� ��� �"� ����� ����� � (Configure Network File System)
c[�,�(��)* �D�gd �1�'��*)* �Dd0<"A0<�(�^�h 

(Network File System, NFS)
$ �*C,)*�('
D
���90<��)4����0,�(�
�H"A0 $ ��'�-�C���)* ��(-Hgd �1�'�;`)%0,�,�("

.
' �*� $ -*YH�(�������(2?�,�%&�;5�(-7�� *0<�(�
�*�,�=�A (��0,�,�
)*�,� ,

�
'�"
�,���
,
"�'A"��� ��=�(�7"d8A�
��B����

.
# &��� ��("
�(�^0<-H��.i (C<8

. 23.3
C� 

&��('A�,� $ �(8A�
�*&��
�*1="
��g��*���h (!
"��,1
.

2.9.5.1.
� �����&���

NFS (NFS Server)

User Confirmation Requested
Do you want to configure this machine as an NFS server?

Yes [ No ]
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_ 0@'�">)* *�l�
�[���*2?��� NFS
0<�,��)��,�

,
)�;5&����
"
�(�

[ No ]
"��� (23��"
�(�

Enter.

_ 0@'�">)�;5&*�� (� $ �4���
� [ Yes ],
$ ��D
)�"
��0<D�0<�*��&�]>�,�
"��

,
B,�*)����
D
]��,�i�H�(�4�

,
j
�(�H8A��'
2?�,��&*;5�(-%0,��C<8� (��gd �1�'

exports.

Message
Operating as an NFS server means that you must first configure an
/etc/exports file to indicate which hosts are allowed certain kinds of
access to your local filesystems.
Press [Enter] now to invoke an editor on /etc/exports

[ OK ]

)  �23��"
�(� Enter,
j
����&�; $ �
��8A��'
2?"
�(-

. �  $ ��0<�("
�*0@D=�(����0<�(�*)�;51>�
�@8� ��
�(�*� ,
$ ��C�)���'
D
YH]>"
1�0<�*C@8� ��(-H"

���(�
�<8� (���("
�
�*)* (��-Hgd (1�'
exports.

� ��� � " ��� 2-36.
� ��� $ � � ����� � $ " ��� exports

* 0 $ ��'�-�C��41��(�/"
��0,�(�
���
!
"�"=8�'�Dd8A��&4 ()�'��,�
"
D b ��0 $ ���
�("��
������;�:�gd (1
'���)*;�:�0,"�0<�(�^�f0<��1
j� *0 , "�'�" $ ��C<8A�
���[0$ �*���*]�-�Y�)�;5&*�� (�
����B,�5)4 ���"=���,��0,�(��)*��B,�%�
�@8P (�
�(�*�� 
.
# &��� ��("
�(�i)*�
"��h ��
"
�

,
j
�(�7"���D

/
�A �0 $ �('���2e���
"
�\gd (1�'A 

$ ���� �C� ��
;a)��
"
C������
�� H�
�@8P (�
�(�*�� 
.

)  �23��"
�(� Esc
" $ ��D
)�"
��0<D����,�
YÁ0 $ ���
�
�(�4� $ �7������'�j� ��
"
Y

a) leave editor. )  �23��"
��� Enter,
j
�(�*&�;X)*;51
�("="

$ �
��8��('
2?"
�(-
.

2.9.5.2.
� $#	
����

NFS (NFS Client)

NFS
��'A"
�,�
� $ ��C�)���'
D
�,�9�*�
B� ��
"
C���)* ��(-\8A�40<�(� $ �V0<���
)����� ��

NFS.

User Confirmation Requested
Do you want to configure this machine as an NFS client?

Yes [ No ]

c $ �*���*]�-�Y���'A �)�"
�¿�� ()*"
B� �!
"
"=)*;5&��,��"
�(�
[ Yes ]

"�'A"
[ No ],

�� �� $ �����
�,&*�4����0@D
,
"��� (2?��"��(�

Enter.
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2.9.6. � � � � ���
	 ��� � � � ����	 � � � � (Security Profile)

”
�����*g�"�'�-H&��,C�� $  *0<�
�40<�("

” b �(�H�A (&��*� $  ��� ������(�
��)%�� �0,�(�
�*1
�
" ,
0 $ �*���*]�-*Yº�
�*�(���
�*B,��8��<'A ��,��0<D $ � $ ;5�(�� 

8A�*0,�("
j
-%�(�
�,&*��������B��H���
�*)���D=&*�,C,� $  �0,�
�*0,�("d"��*8A�*&*0,�()* $ �4�������� �C,�
�������
"�D="�'�">C� $ �
�,]>�,�
"
D�C� $ ��0<�� 
� $ �
�<8A�<'A�,�
�
;�: $ ����B,�A ��h��"=8A�
��B,"���">�� �0,�(�
�*1
�� ���"

.
�����f0,�(�
��2e� $ �
�4g�"�'�-9&*�,C,� $  �0,�
�*0,�("

,
�(�^�´�����
-��>�

$ �
��B��� ��h�l&*�*8A�,�%C� $ �4]>�,�
� $ �%������'�j� (��"
Y
. 6 ���%�(8A"
�="
C\�*0,�
��)*�
;�: $ �
"
�
!
" $ ��)7&���C,� $  �0<���*0<��" :

�
�
C� $ ��0,�� (1��(�i�
"�j
�,B��H�
�
�4���[����B,�

,
j
�(�7�
����&(:��(8A"����

.

* ���,1
�(�\)�)*"�8A� ,
j
�(� $ �
�4g�"�'�-%&��,C�� $  *0<�
�40<�("

— b ���H'�"���-H��0,�� (�
�*)��� $ �H�����('Aj� (�
"�Y . � Y%&* (D $ �
��B��� ��h�h ���(2?�,�%&�;5�(-%C� $ �4]>�,�� H"�'�">�*0<�* (�
�*)('����� $ �40@'��[��0,�� (����)���"
FreeBSD

$ �4�����f���@8� ��
�("
�
�*)* ��
"�D="�'�"
8A��&4 ()('A�,�
"�D=0,������)��,�*0<�()*�4Y%]�"�:=0,�(�
����)

/etc/rc.conf.
�='
D $ ��'���j
�,�
"
D=&��('A�,� $ ��8A�
�*&��
�*1d"
��g��*���h (!
"�"

��&��A (�("
����0<-%��0<���� (�
"�!
�\0 $ �� �)���j��
"
�� 
rc.conf(5).

ci'��@8A��Y%]> �D=�* (&('A"
!� 9� $ "�0,;5)* (����8A��1�0<�()*"
�\�� �2V8A�*B,� $ ���*g�"�'
D=&*�,C�� $  *0<�
�40<�("
. ' ��'����
��" $ ���A (C,;5)4 (Y%�)�;5&��A (�
�
;51d)4 ���" $ �
�*g�"
'�-9&���C,� $  �0,�
�*0,�("

,
 9�
D�8A;

—
$ �
��B��� ��h��;º"�'�">g����
��!
"
"

,
�����(�*�
;5� $ �
�*g�"�'A-

)���'�Y%j� (���9"�'�"V)�;5�
'�YHj� ��,�
.

� $ � ��� ��$ 2-4. ! � � � � � " � ��M���� ?�� ��� � � � �PM $ � " � ��� �

Extreme ( � ���*��	��"�&$������  ) Moderate ( � ���������
���  )

sendmail(8) )�_ + � 	
sshd(8) )�_ + � 	
portmap(8) )�_ + Z #�� _ + ,�� +�� a

NFS server )�_ + � 	
securelevel(8)

� 	 b )�_ +����"����,j� ��
"�D
: a. Portmapper

)*��'�YHj��,�
,
�^0@'�">�
�*� $ -�YH���,��&*;�'��� *0<�(�
�*�,�>) $ �
�*!
��0�0<�[��0,�� (����)���"=�� (�

NFS
��'�"��,�
�7"�'�"V0<�,��)��,�

. b. ”Extreme” ”High”, . init(8) , !

User Confirmation Requested
Do you want to select a default security profile for this host (select
No for "medium" security)?

[ Yes ] No

k ;5&*��� [ No ]
"=�A �23 (�("��

Enter
��0<�� ��
��)*"
� $ �
�4g�"�'�-%&��,C�� $  *0<�
�40<�("d�V0<�
�<8A�
�^���7C��� (j��,�
"
Y

.

k ;5&*��� [ Yes ]
"��A �23 (�("��

Enter
$ ��C�)���'�"
�9)*;5&��� ��(-�8A�
��B���1 $ �
�*g�"�'A-9&���C,� $  �0<���*0<��"

.

56



� �PO�E(O
2. � N<TeO � JLE(U*O FreeBSD

� ��� � " ��� 2-37.
� $ � $ � � � � � M���� ?�� ��� � � � �PM $ � " � ��� �

)  �23��"
�(� F1,
j
����&�; $ �('���j
"��(- $ �4����]>-

. )  �23��"
�(� Enter
8�'
D>)���C�)��� ��� 5�V���,�
Y )�;5&*���� 

.

* 0 $ ��'�-�C��41��(�/��'A �)�"
�>"=�� �)�"
B^ (!
"
"d8�'
D�)*;5&����A Medium,
��0<'�"=)*;X�
�i��)*�,�
���
;

,
j
�(�7�
�,�*&(:���8�"��¶8A�
��B,�*1

�4����)����
-
.
c $ ��8�0,)��,j��,�
�
;9�

[ OK ]
�� (2?��"��(�

Enter.

, �*8A���H�*�(��&*�� �2?�,�dC^ $ ���*0/�A $ �(8A�()�����2V8A�,��"
� , 0<���*�()�����0<��)���YH]>"
1=)�;5&*�� (�
��;9�l�� �0,�(�
��1��� ��l&*�,C,� $  �0,�
�*0,�(" .

Message

Moderate security settings have been selected.

Sendmail and SSHd have been enabled, securelevels are
disabled, and NFS server setting have been left intact.
PLEASE NOTE that this still does not save you from having
to properly secure your system in other ways or exercise
due diligence in your administration, this simply picks
a standard set of out-of-box defaults to start with.

To change any of these settings later, edit /etc/rc.conf

[OK]

Message

Extreme security settings have been selected.

Sendmail, SSHd, and NFS services have been disabled, and
securelevels have been enabled.
PLEASE NOTE that this still does not save you from having
to properly secure your system in other ways or exercise
due diligence in your administration, this simply picks
a more secure set of out-of-box defaults to start with.

To change any of these settings later, edit /etc/rc.conf
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[OK]

)  �23��"
�(� Enter,
j
����&�; $ �
��8A��'
2?"
�(- $ �*0<'��,��0,�� (�
�*)��*j
�
;5�h�� *0<�(�
�*1
�
"

.

�P���?�x�������
: ¦)��� 4 ��
	�KE;�2L���",������;�����.��C",��, �;�*$ ! ¡��*
	�96?,!@�� ��# ��#BE�����*���I<�1!������-M,!
	����#M�> ����,������1;� , "����,!6��;E�����*$

"��6�6?���!@.����,����KE;�2L���",�����;����� , �����,�$������;�������������' �( �C��3���"�������1/�,�2��#7
	1;� ( «&,�L'6 . C.1), ����"���
	��L* !$0D�����������0",�����
	�
�.��6 ������� 4 ��12, ���������#M� 4 �,�L# , �."����6?���!@.���2,!$���� D������� ��3:"��,�12����1�� E��2L���",����������� . ¦)��� 4 ��
	�/���2���5��
	�����
"�����#)� ,���I@��*
�,��-�#>39 ������������KE��2L���",���������������2�'@��* �*��,������*
���������3����������-)# 6���"�������-	
���-7���5�FL��,���������$ .

2.9.7. � ��� ��� �"����� ����� ����� 	 � � � � 	�� ���
� (System Console Settings)

_ 0<�(-7�
�^0<�
��'�-��
� $  (�� *���,�(����)58A'
D��� *0<�(�
�*1
�
"V0<"�0,�(�����
�*1��
�*��0<��'�" .

User Confirmation Requested
Would you like to customize your system console settings?

[ Yes ] No

�='
D $ �
�40,�������� 9">�� �0,�(�
��1��
" $  ��� ������(�
�*)H)�;5&*�,�
"��(�
[ Yes ]

"=�� (23��"
�(�
Enter.

� ��� � " ��� 2-38.
� $ � $ � � � � � "�$ ��� ��� � ��� �������&��� " � � ��� " ��� ���

�d �0<���9"�0 $ �('�-*C,�����h (D=� $ !
"
D b �(�%:��� (�
"��(�<'�- b �
�A (�� (screen saver). * 0 $ �('�-*C,��1
�(�[��'A �)�"
�>"=�� ()*"
B� �!
"
"�8A'
D)�;5&��*�� 
Saver

"��� (2?��"��(�
Enter.
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� ��� � " ��� 2-39.
� $ � $ � � � � � � � $ " � �&� � ��� ��� $ "�$

k ;5&*�,�
"��(� $ �(8�:���8�D
]>"
1d:��� ��
"
�(�,'�- b �
�� ��� H0 $ �*���*]�-�Y���'A �)�"
�¿�� ()*"
B� �!
"
"=">�� �23��"
�(� Enter.
#%$ D
�(-

$ �(D
)*"
��0@D������
Y �� �0,�(�
��1��
">0,"�0<�(�^���
��1>�
���A0<�('A"
.

k ������D $ �%�����('�j� ��
"
Y 300
0<�,���4��8

.
�='
D�"
C^���,�
���
"�D�)*�
�������
�
�*B,�9"
���(�,�
)4 �'A %)�;5&*�,�
"��(�

Saver
��]��i�A (C

. k���,�
Y �� �0,�(�
�*�,�d:��� ��
"
�(�,'
D b ���� (�� H)�;5&*�,�
"
��� Timeout
0 $ �*���*]�-�Y���'A �)�"
�¿�� ()*"
B� �!
"
"d"��A �23��"
�(�

Enter.���(D
)�"���0@D=���,��Y
:

� ��� � " ��� 2-40. ! ����� � " " � � � " �&� ��� $ � � � $ " � �&� � ��� ��� $ "�$

� �� (j��,�
"
�\���(2?�,�%&�;5�(-%"
C������
�,��� , C^ (�(�^��)�;5&*�,�
"��(� [ OK ]
"��� (2?��"��(�

Enter
8�'�D�)��*C,)��A (�� �)����,�
Y

�� �0,�(�
��1��
"�0<"A0<�(�^���
��1V�
���A0<�('A"
.
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� ��� � " ��� 2-41. ! � � �&� � � � � " � ��� " ?��AO � � $�� � � ��� " ��� ���

k ;5&*��� Exit
"=�� (23 (�("
�

Enter
)����
�
�,�H)* �0i� $ �40@'�����0<�� ��
��)*��j
�
�*1��� �0,�(�
��1��
�

.

2.9.8. � � � ��	 �"����� ����� ��� � � ��� ��� ��� (Setting The Time Zone)

( 0<�* (�
�*)��� 5jA �0<�*)��*B,� $ ��D�0, 5�A H�
�4� $ -�Y%�(�,��� $ �*C,)*�('�"
�H�����d ()*�(�*�h ��("
j
�^0<�
">)��
�40<"
�(- $ � $ �� ()*�
"d�>���^0<�(�
�4���)��
�^���,�
"=" $ �� �)�"�'�-*�
�H)*; $ �('A��D
�(-58��
��B,"
�
,
0<)�D
C� (���
;5�[0/jA �0<�*)�;9� $ ��D�0<�4��g��4���
!
"
"

.
���
"����,� $ �
"
)*�@8A����8�'
D>�
�*� $ -*YH�(���� 

,
�� �0 $ �('���2?�,�
�
�*B,�9)%)��40<�(�*j
�
�*�lj� *0<�*)��*� $ ��D�0<�5c[���@8�"
�
�,���
;�: � �* (�(�*)

.
k  �� )*;5&����d&*�*8A�,�%C� ()*"�0<���(-9�*�H)* �����B,�9B��,��B��� �g�"�j
��0,�
��B�� $ �('���2?�,�
"�D .

User Confirmation Requested
Would you like to set this machine’s time zone now?

[ Yes ] No

k ;5&*�,�
"��(� [ Yes ]
"��A �23��"
�(�

Enter
8�'
D���0<�* (�
�*)��
"dj� *0<�*)���B�� $ ��D�0, 

.

User Confirmation Requested
Is this machine’s CMOS clock set to UTC? If it is set to local time
or you don’t know, please choose NO here!

Yes [ No ]

k ;5&*�,�
"��(� [ Yes ]
"�'�"

[ No ]
)HC^ ()�"A0<"����40<�("=�*�H�� *0<�(�����,�>j� �0,��)9���*� $ -*YH�(���� 9">�� �23��"
�(�

Enter.
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� ��� � " ��� 2-42. ! � � � � ��� O���� "�$

c[������)��,�*0<�()*�4Y%]�"
1��
�,B�"
���=)*;5&��� ���0 $ �*����]>-�Y���'A ()*"
� �A ()�"�B� (!�"
"="��A �23 (�
Enter.

� ��� � " ��� 2-43. ! � � � � ��� � $ " �

k ;5&*�,�
"��(�[0,������)��,�*0<�()*�4Y%]���Y�0,�(�� ��
�=0 $ �4����]>-�Yº�
'A ()*"
� �� �)�"
B^ (!
"�"="��� (23��"
�(� Enter.
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� ��� � " ��� 2-44. ! � � � � %�$ ��� � � O��#M�� � � $

k ;5&*�� (�=0,���*�()�����0<�()*��YH]�"�1�j� *0<��)*��1 $ ��D�0[0 $ �*���*]�-�Y���'A �)�"
�¿�� ()*"
B� �!
"
"=">�� �23 (� Enter.

Confirmation
Does the abbreviation ’EDT’ look reasonable?

[ Yes ] No

���� ()*"�'�-����9&��*8A���H0<�*B<'A *0<"
�(-40@D�0i�� (C��� (j
���
"
�^�f (&*&��
��)�"� ��(���
;§)*�
�������
�
�*B,� $ �(D�0, 
. _ 0@'�"V���A $ �(8�:���8A"
� ,�� �23��"
�(�

Enter,
j
�(��&*; $ �
�(8A�('
2?"
��- $ �40@'�����0,�� (����)��*j
�
��YX�� *0<�(����1
�
�

.

2.9.9. �	�"� ��� � � � �	� � ��	 � Linux (Linux Compatibility)

User Confirmation Requested
Would you like to enable Linux binary compatibility?

[ Yes ] No

k ;5&*��� [ Yes ]
"��A �23 (�("��

Enter
$ ��C�)���'�"
�9C^ $ ��0<�A (�(- $ �
��B��� ��h��;

Linux
$ ��8

FreeBSD.
������B,�A ��h�h 

��0,�� (����)���"�8A��&4 ()*"
�90<�*���()*�,��0,�()���YH]>"
� $  (�
���(;a8�'
DV0<��)4����0,�("����*0,�("�0
Linux.

���
"=��0<�� ��
��)*�
� $ �
FTP,

�
�4� $ -�Y%�(�,�
� $ �*�(�
��&����,��0<D>0<�*�@8A"��
"
�(-40@D�0["
�
�(���
�
�,�
. * �
�*B@8� 9�� H0,�,�
)*�,�
� ftp

�
���%)40<�<:
�
�,�*&(:���8A"A��;�:7�
�4� $ �����,�
�

,
�� $ �
"����,�=8�'
D�&*"
�� ��
�
��1>0<��)4����0,�("����*0,�("�0

Linux. 6 ��"��
�4� $ ���
���
�(;º���*B,���H&*;5�(-��0,�� (����)('A�,�
; $ �*C<2?�
,
�^0@'�" $ �����
�,&*�4����0@D

.

2.9.10. � ��� ��� �"����� � �  � (Mouse Settings)

6 �("��� *0<�(����1
�
" $ ��C�)���'
D
�9)�;5���,C� ��(-9">)*0<�* ()('�D
�(-H�(����0<�%)%������0,�('�"=" $ �('A-�C,�*)* ��(�<'�-40<�
"
: $ �
�*B,�� *�h�h �:=0$ �*���*]�-�Y��(�
�,:����
� $ �*j
�
�*1���;5��"
. _ 0@'A"�"�0 $ �('�-*C,���,�*0@D�8A)*�*:��
��� $ ��j��� �D=��;5��- , ��&*�� (��"
�(��0,-H�V0<�(�� ��
"
!
�0 $ �� �)��*j
�
"
�� 

moused(8)
$ �40@'��[��0<�� ��
��)*�
"

,
j
�(�*&�;`��C,�A (�(- $ ��8A����&����*0<��"=��& b ���4'
D
!
"
">�(�
�,:����
� $ �*j
�
�*1���;5��" .

6 �(��� $ �
"������ $ �
"�)��@8��,�d8A'
D��� *0<�(�
�*1
�
">�
� -USB
��;5��"

(
�A $ �
"A���,����;5�>"d8�'
D $ ���
�* 

PS/2
"�'�"

COM):
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User Confirmation Requested
Does this system have a non-USB mouse attached to it?

[ Yes ] No

k ;5&*�,�
"��(� [ Yes ]
8�'
D>�
�

-USB
��;5��">"�'�"

[ No ]
8�'
D

USB
��;5��"�">�� �23��"
���

Enter.

� ��� � " ��� 2-45. ! � � � � M���� �&����� � $ � �#> �

* 0 $ ��'�-�C��41��(�/��'A �)�"
�>"=�� �)�"
B^ (!
"
"d8�'
D�)*;5&����A Type
"��� (2?��"��(�

Enter.

� ��� � " ��� 2-46.
� ��� $ " � � � $ M���� �&� ��� � $ ����> �

k b �(�*� $ �
"������
��"�0 $ ��'�-�C���)4 (�� PS/2
��;5�>-

,
$ � b ���*��� $ �(8A��1�8��,� $ �����(�*�
�(' $ �H�����('Aj� (�
"�Y Auto.

���(�*&�;
"
C������
"
�(- $ �
�*�(���
��'

,
"�0 $ �('A-�C,��1
���i��'A �)�"
�>"=�� �)�"
B^ (!
"
"d8�'
D�)*;�&*���� �8A�
��B,�*B,� $ ���
���� 

. ( &��<8A"
�(�^0<- , j
�(�)�;5&��A (�
[ OK ],

"��� (2?��"��(�
Enter

8�'�D�)�;�:���8P 5"
C����,�
Y
.
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� ��� � " ��� 2-47. � $ ��� ��� � � $ M�� � � $ � �#> �

* 0 $ ��'�-�C��41��(�/��'A �)�"
�>"=�� �)�"
B^ (!
"
"d8�'
D�)*;5&����A Port
">�� �23��"
�(�

Enter.

� ��� � " ��� 2-48.
� ��� $ " � � � $ M�� � � $ � ��> �

' b �(�*1>0<"A0<�(�^��� $ �(8A��'�Y%j
�,�A %��;5�>- PS/2,
$ � b ���*��� $ �(8�:���8A"
�HC,�� �j
�,�
"�� $ �%�����('�j� ��
"
Y PS/2.

���(�*&�;
"
C������
"
�(- $ �����

,
"�0 $ �('A-�C,��1
���i��'A �)�"
�>"=�� �)�"
B^ (!
"
"�"��� (2?��"��(�

Enter.
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� ��� � " ��� 2-49. � $ M � � � � �#> � " �PO�� � $ � � � "�$

)  (�
�*�
�,! ,
"A0 $ ��'�-�C��41��(�i��'� ()�"���"=�� �)�"
B^ (!
"�"�8�'
D�)*;5&��*�� 

Enable,
C^ (�(�^���� �23��"
���

Enter
8�'�D�C� $ ��0<�� 5"

�(��0,�("
�
�*)* (��"�D�8� (�^������ %��;5��"
.

� ��� � " ��� 2-50.
����� � � � � $ � ��> � " � O�� � $ � � � "�$

����8A)*"
B� �1
�(�/�
����0,��� $ � b �
�� (���7">��&��@8�"
�(��0,- , j��(�%�*��8A)*"�2e����0@D $ �� ()*"�'�-*�
� . _ 0<'�" b �(�7�� (� ,
)�;5&*�,�
"
���

[ Yes ]
"

�� �23��"
�(�
Enter. _ 0@'�">�
�,� , ��;5��-%�
�\&�;�'A $ �� ()*"�'�-*�
�9�� *0<�(�
�*�,�� —

)�;5&����
"
�(�
[ No ]

" $ � $ �
�*&���1
�(�
"�0 $ ��'�-�C���)4 (�(-\8A���4B�"
�\� $ !
"�"��� *0<�(�
�*1
�
"

.

k ;5&*�,�
"��(� Exit
0 $ �*����]>-�Y���'A ()*"
� �A ()�"�B� (!�"
"="=�� (23��"
�(�

Enter
8A'
D�)��*C,)*�� (�� 9� $ �40@'�����0,�� (����)��*j
�
�*1

�� �0,�(�
��1��
�
.

2.9.11. � ��� ��� �"����� � � � ��� 	 � �����
	�	�� � � ����� � ��� � ��������� �"�
)  �0<���
��1
�A 90<���(�,)*;�:d0,�,�
)*"�0<�*)%����2e���H&*;5�(- $ ��B^ (YH]>�,1=C^ L8� �j
�,1d8�'
D��
�*)�;�: $ ��'�-�C���)* ��(�<'A�,1 ,

��0<'�"��d�
"
:����,�
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� $ ;5�� H) b �(��1>��&('� �0<��" .
.i �&����* 5)70,�,�("

,
)���'AYHj� (D="
�
�(���
�
�,�

,
�
��"
�("
j
�A 58�'�D>���
��B�"�:�0<�*)��
�^���,�
��;�:

� $ ���� (!
"����
�
;�:d0<"A0<�(�^�
,
)��
'�YHj� (D

FreeBSD;
�*j
�,�
-H)* �2?�
�%"����,��-%�
���
�������
;5�[C,�� ��
"�D��98A� $ ��'��
"
���<'�-*�
;�:

0<�,���,)�;�:d)*��C�����2?�
�*0,��D�:
FreeBSD. )  *0<�(�� �"
)* (Dd"�:d)��H)*�
����D>��0,�� (����)���" ,

$ �('A-�C,�*)* ��(�<'�- $ �('���j� ��,�9���,�
�*�(���
��Y
"
��g����A�h (!
"
Y��H�� �C<'�"�j
�
;�:�8A�40<�(� $ �
;�:=0,�,�
)*"�0, (:

.
c[�,�(��)�;5�[0,�,�
)*"�0<;

— b �(� $ �
��B��� ��h��; ,
$ ��"
�
"��h �YH]�"��/8� ��
�
;5�\"
C/'AYH&��*1��(�*j
�
"V0<�,��"

.
���(�*&�;a��&��<8A"
�(-40@D

,
j
�(�

b �(" $ �
��B��� ��h��;º�
�h8A�,'A (Y%�H�
"�j
�,B�� ”
)����@8A�
�*B,�

”,
���
�,&*�4����0@D>�*0<�*&��*�h)��
"��h ��
"
�

. ' 0<��23 �'����
"
Y ,
$ �
��B��� ��h��"�0,�(;

�
�\0,��)*�,�
�>�,�
�
;a">)��
�^��D����9)*�
�������
"d8�� $ ��0<�A (YH�%���>"
&��
"d)�0<���(�,)*;�:=0<�,��)�"�0� �:
; b �(">�*��"
&*�
" $ �*C,)*�('
D
Y%� (�� ��
��YH]�"A�l)�C<'A�*�h (��-H"�:=">"�0 $ ��'�-�C���)4 (�(-5)70<��&40<�()*�,�
��;�:�!��<'
D�:

. k  �2?�
� , j
�(�*&�;`)�;`)*��'�Y%j� �'�"V0<���(�,)*;5�0<�,��)�"�0,;`�(�('�-*�
�H)%�(�*�´0@'���j� ��
,
�^0@'�">C,�� ��,�(�

,
�� (�
"��\0,�,�
)*"�0<;`�
�42?�
;

. k 0<'���j� (�\0<�4���
�,�
"�1='���j
�>�i�
�)���'�Y%j� (��-%0<���
)�"A0
,
$ �*�� 9�*�=�
� $ ���A L8A�*&�"
��0<D

. k ;º)*0<��B@8� H���(2?�,�(��)*��'�YHj�"
�(-H��B,� $ ��C,2e� , C^ $ ��0<��"
) sysinstall�,]��[�� (C
,
"�'�">"�0 $ �('�-*C,�4D=)��*C����(2?�
�40<�("

,
$ �
�@8A�40<�� �)('
D
�^��;5�[gd �1�'��*�

/etc/rc.conf.

k ;5&*���d� $ !
"
" Networking
�*�(��&*�� (C�"
�H�����
Y

,
$ �(:��(2?���i�� b �(� :

� ��� � " ��� 2-51. ! � � � " � � %�$ ��� � � � " � "�$ ��� ��� ��� � � � � �
(Network Configuration)

���,�
)4 �Dd� $ !�"�D
, Interfaces (

"
�
���,��g���1�0<;
),
&�;�'A H�� (���,�i� $ "�0� (�� H)H.[ (C@8

. 2.9.1, b �(�d� $ !
"
YÁ���(2?�
�$ �
��"�B,�
�*�
"
�
�*)* (��-
.

k ;5&*���d� $ !
"
" AMD
8���&* �)�"
� $ ��8
8��,��2?�
�

BSD
�4��"�'�"
�(;  ()*�(�*�h ��("
j
�^0<�
�*B,�H���*�
�("
�
�*)* ��
"�D

.
# �� 9��&�;5j��
�

"�0 $ ��'�-�C����,��0<D=)*����0,�(�[0 $ �
�*�(�����('��4�
NFS (

0,�������
"
�(�\�
"�2?�
)
8�'�D> ()*�(�*�h ��("
j
�^0<�
�*B,�H���*�
�("
�
�*)* ��
"�D

��8P �'����
�
;�:=gd (1�'A��)�;�:d0<"A0<�(�^�
. � 8A�^0<-%�
�i�(���,&�������0@D>0 $ �,!
"A �'�-*�
��1=������g�"
B����� (!
"�" .

ci'��@8A��Y%]> �Dd'A"
�
"�D b �(�7� $ !
"
D�g7'A (B�" AMD (flags). ' �*B@8� b �� %� $ !
"
D�)�;5&*�� (�� , $ �(D
)�"���0@D>�����
Yº8�'
D�)*)���8P 0 $ ��!
"�g�"
j
��;�:dg7'� (B,�*)
AMD. Z �,��Y��42?�\0,��8A����2?"
�H�A (&��*�=�� �C<'�"
j��
;�:d� $ !
"�1 :

-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.map

#%$ !
"�D
-a
���� �C,;5)4 (�,�9���^0<�(�*�� �0 $ �('A�(2?�,�
"��[�������("
�
�*)* (��"�D�0<"�0,�(��� $ �%������'�j� (��"
Y

,
) b �(�4� $ �
"������
�

/.amd_mnt.
#%$ !
"�D

-l
���� �C,;5)4 (�,�

log
gd �1�' $ �7�����('�jA (�
"
Y

;
�(�������\�����
�,�

,
��0@'A"d8�'
D>)��@8��,�
"�Dd'A��B,�*)

"�0 $ ��'�-�C����,��0<D
syslogd,

)40<�i'���B�"=��� $ �� ()�'
D
YH��0<Dd8� �����������0,"�0<�������
;�:d'��*B,�*)
. '  (�� ('���B /host "�0 $ �('�-*C,���,�*0@D8�'
D>���*�
�("
�
�*)* ��
"�D b �A0 $ �*�
�("
�
�*)* ��
�
;�:dgd (1�'��*)�;�:d0<"�0,�(���§0/�*8� ('��,�
����B,�9:��40<�� ,  /net 8�'
D��������("
�
�*)* (��"�Db ��0 $ ���
��"
�
��)4 (�
��;�:�gd �1�'���)*;�:�0,"�0<�����f0 IP

 L8A����0, 
.
+� �1�'

/etc/amd.map
� $ �
�@8��<'
D
���9� $ !�"
" $ �7�����('�jA (�
"
Y

8�'
D>���*�
�("
�
���^��;�:
AMD

�� ��� �'A��B,�*)
.
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#%$ !
"�D
Anon FTP

$ �*C,)���'
D
�,� $ �('���j
"��(-% ��
���
"A���
;51d8A�40<�(� $ �
FTP. k ;5&��,��"
�(�i��� , j
�(��&*;X0R8A�,'A (��- b ������
�*� $ -*YH�(���> ��
���
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2.9.12. � ��� ��� �"����� X �	����� ����� (Configure X Server)

� ���������������
: © FreeBSD 5.3-RELEASE �,��������3�12, X �������2��,9E�#B
�,9 !6?,!
?��,F��L sysinstall, X �2���������0�! !@.����E� !6?���

�,������������C"����*
��K ����,������1;� FreeBSD. ®	��
��2�/"��6B����E��,!$ ��� 4 ����-B, ����$ , ���������*$ �J,�$��*$ 1J �*��,�������12�/���,��������3�12� X
�2����2���, , �,!D�6B����*$ �\°
 . 5. © #=-7�@�������"�����"! ��������I<��!���.�,L*6?�*
 , ���*
	�/�!�
7�12����> ����,��,��'
	����,�����/�2������(
FreeBSD 6?� 5.3-RELEASE.
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� ���������������
: ±B�!�;E�#AL�,�"! �������� XFree86 ��9�;L/"��6 root, �2,�- "��������E� �*���*$� �*��,������*
�������#)3 x11/wrapper. ���

 ����,��,��*
	���2,�����*$ "��9 �-B�
	�;,�����( �,������,!$.� FreeBSD 4.7. © E;�
?���/�,������!DF���������$�DC���F-7��@/��� E�#B���J6?��E�,��*
����F��L
-B����( ��#BE;���,.",�1!���!��� (Package Selection menu).
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,
$ �(8
8A�,�
2e"�)* (����0@Dd'A"�)* ��> H)�"�8A������ ��
�� 

,
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XFree86
(http://www.xfree86.org/).

User Confirmation Requested
Would you like to configure your X server at this time?

[ Yes ] No

�P���?�x�������
: ¢M���;E�D��67��-7�F L��,����/",��,�-B������#A-7������!���,��.��� 4 ����-B, ����( �:��6?����1!,������ . �K�*��,�������1���3:��"��,����
7���#	D

",��,�-B���������C-7�@����:"�������'6B����J��E;���! !6?���2,������ . ¡��*
	�9 F�2,�/����9<��!��3���� 4 ����-B, ����� , �#BE��������� [ No ] �.��#)"���
	������
1���� 4 ���  ��, ����( "��;�*
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Message
You have configured and been running the mouse daemon.
Choose "/dev/sysmouse" as the mouse port and "SysMouse" or
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"MouseSystems" as the mouse protocol in the X configuration utility.

[ OK ]

[ Press enter to continue ]
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xf86config
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This program will create a basic XF86Config file, based on menu selections you
make.

The XF86Config file usually resides in /usr/X11R6/etc/X11 or /etc/X11. A sample
XF86Config file is supplied with XFree86; it is configured for a standard
VGA card and monitor with 640x480 resolution. This program will ask for a
pathname when it is ready to write the file.

You can either take the sample XF86Config as a base and edit it for your
configuration, or let this program produce a base XF86Config file for your
configuration and fine-tune it.

Before continuing with this program, make sure you know what video card
you have, and preferably also the chipset it uses and the amount of video
memory on your video card. SuperProbe may be able to help with this.

Press enter to continue, or ctrl-c to abort.
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/dev/sysmouse
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First specify a mouse protocol type. Choose one from the following list:

1. Microsoft compatible (2-button protocol)
2. Mouse Systems (3-button protocol) & FreeBSD moused protocol
3. Bus Mouse
4. PS/2 Mouse
5. Logitech Mouse (serial, old type, Logitech protocol)
6. Logitech MouseMan (Microsoft compatible)
7. MM Series
8. MM HitTablet
9. Microsoft IntelliMouse

If you have a two-button mouse, it is most likely of type 1, and if you have
a three-button mouse, it can probably support both protocol 1 and 2. There are
two main varieties of the latter type: mice with a switch to select the
protocol, and mice that default to 1 and require a button to be held at
boot-time to select protocol 2. Some mice can be convinced to do 2 by sending
a special sequence to the serial port (see the ClearDTR/ClearRTS options).

Enter a protocol number: 2
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You have selected a Mouse Systems protocol mouse. If your mouse is normally
in Microsoft-compatible mode, enabling the ClearDTR and ClearRTS options
may cause it to switch to Mouse Systems mode when the server starts.

Please answer the following question with either ’y’ or ’n’.
Do you want to enable ClearDTR and ClearRTS? n

You have selected a three-button mouse protocol. It is recommended that you
do not enable Emulate3Buttons, unless the third button doesn’t work.

Please answer the following question with either ’y’ or ’n’.
Do you want to enable Emulate3Buttons? y

Now give the full device name that the mouse is connected to, for example
/dev/tty00. Just pressing enter will use the default, /dev/mouse.
On FreeBSD, the default is /dev/sysmouse.

Mouse device: /dev/sysmouse
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Please select one of the following keyboard types that is the better
description of your keyboard. If nothing really matches,
choose 1 (Generic 101-key PC)

1 Generic 101-key PC
2 Generic 102-key (Intl) PC
3 Generic 104-key PC
4 Generic 105-key (Intl) PC
5 Dell 101-key PC
6 Everex STEPnote
7 Keytronic FlexPro
8 Microsoft Natural
9 Northgate OmniKey 101
10 Winbook Model XP5
11 Japanese 106-key
12 PC-98xx Series
13 Brazilian ABNT2
14 HP Internet
15 Logitech iTouch
16 Logitech Cordless Desktop Pro
17 Logitech Internet Keyboard
18 Logitech Internet Navigator Keyboard
19 Compaq Internet
20 Microsoft Natural Pro
21 Genius Comfy KB-16M
22 IBM Rapid Access
23 IBM Rapid Access II
24 Chicony Internet Keyboard
25 Dell Internet Keyboard
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Enter a number to choose the keyboard.

1

Please select the layout corresponding to your keyboard

1 U.S. English
2 U.S. English w/ ISO9995-3
3 U.S. English w/ deadkeys
4 Albanian
5 Arabic
6 Armenian
7 Azerbaidjani
8 Belarusian
9 Belgian
10 Bengali
11 Brazilian
12 Bulgarian
13 Burmese
14 Canadian
15 Croatian
16 Czech
17 Czech (qwerty)
18 Danish

Enter a number to choose the country.
Press enter for the next page

1

Please enter a variant name for ’us’ layout. Or just press enter
for default variant

us

Please answer the following question with either ’y’ or ’n’.
Do you want to select additional XKB options (group switcher,
group indicator, etc.)? n
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Now we want to set the specifications of the monitor. The two critical
parameters are the vertical refresh rate, which is the rate at which the
whole screen is refreshed, and most importantly the horizontal sync rate,
which is the rate at which scanlines are displayed.
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The valid range for horizontal sync and vertical sync should be documented
in the manual of your monitor. If in doubt, check the monitor database
/usr/X11R6/lib/X11/doc/Monitors to see if your monitor is there.

Press enter to continue, or ctrl-c to abort.

You must indicate the horizontal sync range of your monitor. You can either
select one of the predefined ranges below that correspond to industry-
standard monitor types, or give a specific range.

It is VERY IMPORTANT that you do not specify a monitor type with a horizontal
sync range that is beyond the capabilities of your monitor. If in doubt,
choose a conservative setting.

hsync in kHz; monitor type with characteristic modes
1 31.5; Standard VGA, 640x480 @ 60 Hz
2 31.5 - 35.1; Super VGA, 800x600 @ 56 Hz
3 31.5, 35.5; 8514 Compatible, 1024x768 @ 87 Hz interlaced (no 800x600)
4 31.5, 35.15, 35.5; Super VGA, 1024x768 @ 87 Hz interlaced, 800x600 @ 56 Hz
5 31.5 - 37.9; Extended Super VGA, 800x600 @ 60 Hz, 640x480 @ 72 Hz
6 31.5 - 48.5; Non-Interlaced SVGA, 1024x768 @ 60 Hz, 800x600 @ 72 Hz
7 31.5 - 57.0; High Frequency SVGA, 1024x768 @ 70 Hz
8 31.5 - 64.3; Monitor that can do 1280x1024 @ 60 Hz
9 31.5 - 79.0; Monitor that can do 1280x1024 @ 74 Hz

10 31.5 - 82.0; Monitor that can do 1280x1024 @ 76 Hz
11 Enter your own horizontal sync range

Enter your choice (1-11): 6

You must indicate the vertical sync range of your monitor. You can either
select one of the predefined ranges below that correspond to industry-
standard monitor types, or give a specific range. For interlaced modes,
the number that counts is the high one (e.g. 87 Hz rather than 43 Hz).

1 50-70
2 50-90
3 50-100
4 40-150
5 Enter your own vertical sync range

Enter your choice: 2

You must now enter a few identification/description strings, namely an
identifier, a vendor name, and a model name. Just pressing enter will fill
in default names.

The strings are free-form, spaces are allowed.
Enter an identifier for your monitor definition: Hitachi
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Now we must configure video card specific settings. At this point you can
choose to make a selection out of a database of video card definitions.
Because there can be variation in Ramdacs and clock generators even
between cards of the same model, it is not sensible to blindly copy
the settings (e.g. a Device section). For this reason, after you make a
selection, you will still be asked about the components of the card, with
the settings from the chosen database entry presented as a strong hint.

The database entries include information about the chipset, what driver to
run, the Ramdac and ClockChip, and comments that will be included in the
Device section. However, a lot of definitions only hint about what driver
to run (based on the chipset the card uses) and are untested.

If you can’t find your card in the database, there’s nothing to worry about.
You should only choose a database entry that is exactly the same model as
your card; choosing one that looks similar is just a bad idea (e.g. a
GemStone Snail 64 may be as different from a GemStone Snail 64+ in terms of
hardware as can be).

Do you want to look at the card database? y

288 Matrox Millennium G200 8MB mgag200
289 Matrox Millennium G200 SD 16MB mgag200
290 Matrox Millennium G200 SD 4MB mgag200
291 Matrox Millennium G200 SD 8MB mgag200
292 Matrox Millennium G400 mgag400
293 Matrox Millennium II 16MB mga2164w
294 Matrox Millennium II 4MB mga2164w
295 Matrox Millennium II 8MB mga2164w
296 Matrox Mystique mga1064sg
297 Matrox Mystique G200 16MB mgag200
298 Matrox Mystique G200 4MB mgag200
299 Matrox Mystique G200 8MB mgag200
300 Matrox Productiva G100 4MB mgag100
301 Matrox Productiva G100 8MB mgag100
302 MediaGX mediagx
303 MediaVision Proaxcel 128 ET6000
304 Mirage Z-128 ET6000
305 Miro CRYSTAL VRX Verite 1000

Enter a number to choose the corresponding card definition.
Press enter for the next page, q to continue configuration.

288

Your selected card definition:

Identifier: Matrox Millennium G200 8MB
Chipset: mgag200
Driver: mga
Do NOT probe clocks or use any Clocks line.
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Press enter to continue, or ctrl-c to abort.

Now you must give information about your video card. This will be used for
the "Device" section of your video card in XF86Config.

You must indicate how much video memory you have. It is probably a good
idea to use the same approximate amount as that detected by the server you
intend to use. If you encounter problems that are due to the used server
not supporting the amount memory you have (e.g. ATI Mach64 is limited to
1024K with the SVGA server), specify the maximum amount supported by the
server.

How much video memory do you have on your video card:

1 256K
2 512K
3 1024K
4 2048K
5 4096K
6 Other

Enter your choice: 6

Amount of video memory in Kbytes: 8192

You must now enter a few identification/description strings, namely an
identifier, a vendor name, and a model name. Just pressing enter will fill
in default names (possibly from a card definition).

Your card definition is Matrox Millennium G200 8MB.

The strings are free-form, spaces are allowed.
Enter an identifier for your video card definition:
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For each depth, a list of modes (resolutions) is defined. The default
resolution that the server will start-up with will be the first listed
mode that can be supported by the monitor and card.
Currently it is set to:

"640x480" "800x600" "1024x768" "1280x1024" for 8-bit
"640x480" "800x600" "1024x768" "1280x1024" for 16-bit
"640x480" "800x600" "1024x768" "1280x1024" for 24-bit

Modes that cannot be supported due to monitor or clock constraints will
be automatically skipped by the server.
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1 Change the modes for 8-bit (256 colors)
2 Change the modes for 16-bit (32K/64K colors)
3 Change the modes for 24-bit (24-bit color)
4 The modes are OK, continue.

Enter your choice: 2

Select modes from the following list:

1 "640x400"
2 "640x480"
3 "800x600"
4 "1024x768"
5 "1280x1024"
6 "320x200"
7 "320x240"
8 "400x300"
9 "1152x864"
a "1600x1200"
b "1800x1400"
c "512x384"

Please type the digits corresponding to the modes that you want to select.
For example, 432 selects "1024x768" "800x600" "640x480", with a
default mode of 1024x768.

Which modes? 432

You can have a virtual screen (desktop), which is screen area that is larger
than the physical screen and which is panned by moving the mouse to the edge
of the screen. If you don’t want virtual desktop at a certain resolution,
you cannot have modes listed that are larger. Each color depth can have a
differently-sized virtual screen

Please answer the following question with either ’y’ or ’n’.
Do you want a virtual screen that is larger than the physical screen? n

For each depth, a list of modes (resolutions) is defined. The default
resolution that the server will start-up with will be the first listed
mode that can be supported by the monitor and card.
Currently it is set to:

"640x480" "800x600" "1024x768" "1280x1024" for 8-bit
"1024x768" "800x600" "640x480" for 16-bit
"640x480" "800x600" "1024x768" "1280x1024" for 24-bit

Modes that cannot be supported due to monitor or clock constraints will
be automatically skipped by the server.

1 Change the modes for 8-bit (256 colors)
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2 Change the modes for 16-bit (32K/64K colors)
3 Change the modes for 24-bit (24-bit color)
4 The modes are OK, continue.

Enter your choice: 4

Please specify which color depth you want to use by default:

1 1 bit (monochrome)
2 4 bits (16 colors)
3 8 bits (256 colors)
4 16 bits (65536 colors)
5 24 bits (16 million colors)

Enter a number to choose the default depth.
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I am going to write the XF86Config file now. Make sure you don’t accidently
overwrite a previously configured one.

Shall I write it to /etc/X11/XF86Config? y
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�@8�� $ �
�<2V8A���
"�D ,
j��(�%���,)����
�
;5�[��0,�� (����)���"�����B��4� $ ��)*�
�@8A"��(-H)4 (���[��&*���
�*8A�*)* (��"
�

.���
"�0@'A�4�V (1
����0<-H���
"��
. _ 0@'A">)*;X0<�*�����,)* ��,�(�^0<-9)%j
��� -

�(�
,
�
�i8A�<'A �1
�(� b �(�*B,� . k ���^0<�(� b �(�*B,� , "�0 $ �('�-*C,��1
�(��� �0,�(�
��1��
"�������"
�(���A 58�'�D $ ��8P0<�(�
�*1
�
">�,B,� $ ��8

X Window. k "�8 b �
�A (�� %���(2?�,�%�
��0,�
�('�-*�
�H�*��'�"
jA (�(-40@D $ �
"$ �,�
����'�Y%j
�,�
"�"���&*�� (���
�H)%�(�,��0,�(��)*;51��
�,2?"��
,
�
� b �(�%'���j
�>� , j
�^� $ ��)*�
�<2V8A���
"
�[��&��*�
�*8A��)4 (�
"
D .

���
��j
"��� (1
���[0 $ �� ()*��j
�
"��
xvidtune(1)

$ �,���@8V�����
,
�� �� $ ����"
C�)���8�"
�(-H�A (�
"
�

-
'A"
&��9�A �0<���
��1
��"

.
���*0@'A�/��0 $ �����
�*1��� *0<�(�
�*1
�
"

XFree86
&��*8A��� $ �
�<8�'��(2?����)�;5&*���78A�^0<�
��� $  $ �H������'�j� (��"
Y

.

2.9.13. � � ������� � ��� ��� � � � � �����������	 ��� (Select Default X Desktop)

� ���������������
: © FreeBSD 5.3-RELEASE �,��������3�12, X �������2��,9E�#B
�,9 !6?,!
?��,F��L sysinstall, X �2���������0�! !@.����E� !6?���

�,������������C"����*
��K ����,������1;� FreeBSD. ®	��
��2�/"��6B����E��,!$ ��� 4 ����-B, ����$ , ���������*$ �J,�$��*$ 1J �*��,�������12�/���,��������3�12� X
�2����2���, , �,!D�6B����*$ �\°
 . 5. © #=-7�@�������"�����"! ��������I<��!���.�,L*6?�*
 , ���*
	�/�!�
7�12����> ����,��,��'
	����,�����/�2������(
FreeBSD 6?� 5.3-RELEASE.

���*0<��� $ �
;X0, *��;5�i�� �C,�
;5�[���
�*�
�
;5�[�����
�@8A2e���
;
. * :=g����
�
!
"����� ('�-��
�40<�(-H)* (��-�"
�
������0@D=�*�%0, *��;�:��"
�
"��h ('�-��
;�:%8A� $ �('��
�*!
�,���
;�:H8���0<���(� $ �*)90/&*�('�-*��"��¶�� (&*���
�4� $ �
��B��� ��h�

. ) �,�����(�*�
;5�/�(�
��&���YH�%��"
�
"������h ����0<�* H�� 58A"�0,�
�[">�
�,&*�('�-*���*B,�5�
��'�"
j
�^0<�()4 $  *��D
�("
,
8��
��B,"
�

,
0i&*�('�-*��"��l�� �&��*�
�*�lg����
�
!
"�1

,
�(�
��&���YH�

B,���A (C@8��9&���'�-��>�
. � ��j
��"�1 $ ���(-7� $ �
�<8A�<'A"
�(-H�A ("
&*�('���� $ �(8�:���8�D
]>"
1=)* *� —

$ � $ �
�*&��*)* (��-5�
��0,�
�('�-*�
�
.
# ��"

8A�*0,�(� $ �
;`"
C\�
�('�'��,�
!�"
" $ �*�
�(�*)H"�)%)�"�8�� $  ��
�,����)
,
"V����B��4�%&�;5�(-98A��&4 ()('A�,�
; $ �40@'��[��0,�� (����)���"

.

k ;X����2?�,�(�\)�;5&*�� (�(-%��8A"��="
C $ � $ �4'
D
���
;�:78A��0,�
�(� $ ��) , ���=&��*8A���H��0<�* (�
�*)('����="=�� *0<�(�
�*�,�>)H�� �j
��0,�()��8A��0,�
�(� $  $ �7�����('�j� ��
"
Y
. 6 �(� $ ��C�)��('A"
�9C� $ ��0<�("��(-H��B,�%0,�� (C�� $ �*0@'A�i��0<�� ��
��)*�
" .

� ��� � " ��� 2-56. ! � � � � � � � � �&� M $ M�� � � � � %�$ " � �

* 0 $ ��'�-�C��41��(�/��'A �)�"
�>"d�� ()*"
B� �!
"
" ,
j��(��&*;`)�;5&��A (�(-�8���0<���(� $

,
">�� �23��"
���

Enter. , �*8A���HC^ $ ��]����� 5��0<�* (�
�*)��� )�;5&��A (�
�
�*B,�\8A�^0<�
��� $  
.
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2.9.14. � � � ��	 �"����� � ��� �����"� (Install Packages)
�d (�
���(;

— b �(� $ �
�,���*� $ "�'A"
�
��)4 (�
��;5�i&�"��� (�
��;5�[gd (1
'�;`" b �(�%�*8A�*&��
;51>0 $ �40<��&H��0,�� (����)���" $ �
�*B,�� *�h� .

k �A (j
�^0<�()*� $ �
"A���,�� $ ���A (C� ��� 5��0<�* (�
�*)��� H��8A�
�*B,� $  (�
���� . _ 0@'�" $ ���(���,&����,�*0@D ,
����2?�
�H��0<�* (�
�*)�"
�(-

8A� $ ��'��
"
���<'�-*�
;5� $  ��
�,��;
.
���*0<'��/��0<�* (�
�*)��
"�8A'
Dd8A�*&* ()�'��,��"�D $  (�
���(��)7���(2?�,�%&�;5�(-%"�0 $ ��'�-�C���)4 (�� ��
�4�h (��8P 

sysinstall (/stand/sysinstall
)

FreeBSD
)*�,��0,"
"

5.2
"�&���'��,�[�� (���
"�:

).

User Confirmation Requested
The FreeBSD package collection is a collection of hundreds of
ready-to-run applications, from text editors to games to WEB servers
and more. Would you like to browse the collection now?

[ Yes ] No

k ;5&*��� [ Yes ]
"��A �23 (�("��

Enter
$ �
"
)*�@8A���H� $ �(D
)�'��,�
"�Y b ���� (�� H)�;5&*���� $  (�
���(��) :

� ��� � " ��� 2-57. ! � � � � � $ �&� O�� � ����M $ ��� �&� �

+ ��'�-���� $  ��
�,�(;�0i�(���
��]���B,�H���*0<"��(�<'
D=8A�*0,�(� $ �
;½8�'
D>��0,�� (����)���"=)9'�Y%&��*�i)�������D .

k 0,�h8A�40<�(� $ ��;5� $  ��
�,��;X&��*8A��� $ �*�� (C^ (�
;a�^0@'�">)�;5&��A (�(-%�� (�(��B,�*�
"
Y All,
���(2?�
�%�� (��2?�\)�;5&*"
�� (��-H����8A�<'�-*�
;5�

�� (�(��B,�*�
"
"
.
�����
�,1�8A"
�(�\��)*;5&��� ��
�
��1d�A (�(��B,����"
"�0 $ �*���*]�-�Y���'A �)�"
� �A ()�"�B� (!�"
"="=�� (23��"
�(�

Enter.
���(D
)�"���0@D=���,��Y

,
0<��8��,��23 (]>�,��8��*0<��� $ �
;5�[)98� (���
��1=�A (�(��B,���
"�" $  ��
�,�(;

.
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� ��� � " ��� 2-58. ! � � � � M $ ��� �&� �

k ;5&*�� (�A 5��&*�('��*j
�� bash. k ;5&����
"
�(�[)*0,�i�
����&(:��(8A"���;5� $  ��
�,��; ,
$ �,�
�^���,]V �D�0<- $ �%�����
Y "=�� �2?"��h (D=��'A �)�"
�>�

$ �
��&*�<'A 9�� H)*;5&�"
�A (����;�: $  ��
�,�� (:
. ' �� (���
���[� $ "�0� (�
"�� $  ��
�,�� H&��*8A�,� $ �(D
)�'
D
�(-40@D=)H��"�2?�
�,1�'��,)*��1=j� *0<�("b �
�� ��� .

)  �23 (�("�� Tab
$ ���
�,��'AYHj� ��,�%���,2V8A� $ �*0<'��@8��
"���)*;5&��� ��
�
;9� $  ��
�,�(�4�

, [ OK ],
"

[ Cancel ].
���*0@'A�/�(��B��

,
�A (��&*�*8A�,�9C^ (�
�*�
j
���� 9�*�����,�(�A $  ��
�,����)58A'
D���0<�� ��
��)*�
"

,
�� (2?��"��(�

Tab
��8A"��=�� (Ci8�'
D

$ �,�
����'�Y%j
�,�
"
D��� 
[ OK ]

"=�� (23��"
�(�
Enter

8A'
D $ ���
�,��'AYHj
���
"�D>�A H���,��Y )*;5&��*�� $  (���,�(�*)
.

)  �2?"��h �D=�
'A ()*"
��"=�A ()�"�B� (!�"
"d)('���)��%"�'�"�) $ �� �)�� , ����2?�
� $ ���
�,��'AYHj� ��(-*0<D>���<2V8A� [ OK ]
"

[ Cancel ]. 6 ��������,�(�(8e���(2?���H&�;5��- $ �
"A���,�
���>�� ���2?�/8A'
D�)�;5&*���� 
[ OK ]

"�)*��C,)*�� (�* 5�>�����
Y�)*;5&��*�� $  ��
�,�(�*)H�� (23 (�("
�^�
Enter.

� ��� � " ��� 2-59.
� ��� $ " � � � $ M $ ��� �&� �

* 0 $ ��'�-�C��41��(� Tab
"=�
'A ()*"
��"=�A ()�"�B� (!�"
"�8�'
D>)�;5&��*�� 

[ Install ]
">�� �23��"
�(�

Enter.
)* *� $ ���(���,&�������0@D

$ ��8A��)��,��8A"
�(-%��0,�� (����)���� $  (�
���(��)
:
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� ��� � " ��� 2-60.
� �&� � � � � � � � " ����� ��� $ " � � � � M $ ��� �&� �

k ;5&*��� [ OK ]
"��� (2? ��("
�

Enter
C^ $ ��0,�("
�7��0,�� (����)���� $  ��
�,����)

. k �%)��
�^��D=��0,�� (����)���"=&��*8A���H)*;\8� ()4 (�(-40@D0<���*&�]>�,�
"�D
.
# &*�� (��"
�(�i)*�
"��h ��
"
�i�A H)*��C�����2?�
;5�i0<�*��&*]��,��"�D=��&9�*��"
&*�� �:

.
���*0@'A�/��0<�� ��
��)*�
" $  ��
�,�(�*)H�� *0<�(����1
�� $ �
�(8A�('
2?"
�*0@D

. _ 0@'�">)�;`�
�\)�;5&��A �'�"=��"���8�"
�="
C $  (���,�(�*)H"=:��*�("
�(�)��,���
���(-*0<D=��C� �)����
�����
"
Yº�A �0<���
��1
��"
,
)�;5&*�,�
"��(�

Install
)9'�Y%&��*�´0@'���j� ��

.

2.9.15. � � ������� � 	 � � � ���
	�� ����� ����� �!� / � � �� � (Add Users/Groups)

k $ �
��!
�^0,0,�i��0<�� ��
��)*�
"=�
�42?�
�H8A��&4 ()*"
�(-5:����(D=&�;`��8��
��B�� $ ��'�-�C���)* ��(�<'�D ,
j
����&�;º"�0 $ ��'�-�C���)4 (�(-90,"�0<�(�^���d&���C

)(:���8� $ ��8
root. ' �*�
�
��)���1d�A (�� ('���B[��&�;5j��
�%�h ('�"�C^ $ ��0<� $ �
"�'���2?�,�
"
1 $ ��8 root &�;90,�(�
�%C� $ �('��
"��H�,B�� .

) "�2?� $ �*�� (C^ (�
� $ �
�@8A� $ ���<2V8A�,��"
� :
User Confirmation Requested

Would you like to add any initial user accounts to the system? Adding
at least one account for yourself at this stage is suggested since
working as the "root" user is dangerous (it is easy to do things which
adversely affect the entire system).

[ Yes ] No

k ;5&*�,�
"��(� [ Yes ]
"��A �23��"
�(�

Enter,
j��(��&*; $ �
�(8A�('
2?"
��-58A�*&* ()�'��,��"
� $ ��'�-�C���)* ��(�<'�D

.
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� ��� � " ��� 2-61. ! � � � � User (
M��&����� � � $ �&� ��� )

k ;5&*�,�
"��(� User
0 $ �*���*]�-*Yº��'A �)�"
�¿�� ()*"
B� �!
"
"d">�� �23��"
�(�

Enter.

� ��� � " ��� 2-62. ! � � � " ? � � � $�� � ���#M�� ����� � � $ �&� ���

���
"=)�;5&*���
� $ �('A�,1�0 $ �*���*]�-*Y
Tab

)H��"�2?�
�,1>j� �0,�(" b �
�� (�A 9&��*8A��� $ ��D
)('
D
��-*0@Dd� $ "�0, ��
"
� , $ �*���*B� �YH]����)�)��^0<�("��
�,�*&(:���8A"A���4Y�"
��g��*���h (!
"�Y
:

� ��B,"�� (Login ID)

* ��D=�
��)*��B�� $ �('A-�C,�*)* ��(�<'
D (
��&�D
C� (���<'�-*�
�

).

UID
��"�0@'A��)��*1

ID (
"�8A���
�("�g�"
�A (�(�*�

)
8A'
D b ����B,� $ �('A-�C,�*)* ��(�<'
D (

�*0,�� ()*-��(� $ ��0,�(;9�l8A'
D> ()*�(�*�h ��("
j
�^0<�
�*B,�
)�;5&*���� 

).
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� �
� $
$  (Group)

* ��D=B,�
� $
$ ; b �(�*B,� $ �('�-*C,�*)* (���<'
D (
�*0<�* ()�-*�(� $ ��0,�(;9�l8�'�D� ()����*�h (��"
j
��0,�
��B��H)*;5&����A 

).

�d (�
��'�-
(Password)

�d (�
��'�- b �(��B�� $ ��'�-�C���)* ��(�<'�D (
C� $ �('A��D
1
�(� b �(� $ �('���0/�40<�(�*�
�(2?�
�40<�(-*Y !).

���('��
�*�/"���D
���('������/"���D $ �('�-*C,�*)* (���<'
D

(
�
�*�h�����
�� (��"
1

).

�7'��,�=B��
� $
$
(Member groups)

� �
� $
$ ; ,
���
�*�(����;9� $ �
"
�A L8�'��,2?"
� $ �('�-*C,��)4 (�(�,'�-

(
�
.
�
.
"������,� $ �� �)* \8A�40<�(� $  

).

���*�h (�>�
"
1=�A (�� ('���B
(Home directory)

���*�h ����
"
1��� (�� ('���B $ �('A-�C,�*)* ��(�<'
D
(
�*0<�* ()�-*�(� $ ��0,�(;9�²8�'�D�)�;5&*���� $ �H�����('�jA (�
"
Y

).

# &��('A��j
�� 
(Login shell)

# &���'���j
�A $ �('�-*C,�*)* (���<'
D
,
C^ $ ��0<�A (���h (D $ �
"�)�:���8A�[)%0<"A0<�(�^���

(
�*0,�� ()*-��(� $ ��0<�(;9�l8�'
D��*&��('A��j
�
" $ �

�����('�j� ��
"
Y
,
�� $ �
"����,�

/bin/sh).
# &��('A��j
�� �&*;�'A 9"�C����,���,�� 70

/bin/sh
�� 

/usr/local/bin/bash
8�'
D>"�0 $ ��'�-�C���)4 (�
"�D

bash,
�
�������� (D=&�;�'A 

$ �,�
�<8 b �("�����0<�* (�
�*)('����� 5"
C $  (���,�� . ) � $ ;5�* (1
�(�^0<-7"�0 $ �('�-*C,��)4 (�(-H�
��0,�4]>��0<��)���YH]>�4Y���&*�('��*j
�
� ,
)�;X�
�

0,���(2?���(�[)*��1
��"=)%0,"�0<�(�^���
. )  ("�&��('A�,�/j� *0<�(�%"�0 $ �('�-*C,�����h (Dd)7��"
�
� BSD

�*&��('A��j
�� b �(� C shell,
�
�*�(�����4Y

���(2?�
�H�*&��*C,�� �j
"
�(-9�A (�
/bin/tcsh.

���('�-*C,��)4 (�(�,'�-5&�;�'=8A��&4 ()('A�,�d)HB��
� $
$ �
wheel,

j
�(�*&�;X"A���,�(-7)��*C����(2?�
�40<�(-%0<�� ��(-70,� $ �,� $ �('�-*C,��)4 (�(�,'����l0
$ �
"
)*"�'��,B�"�D���"

root.

' ��B@8P 5)*0,�i&��*8A���H)*)��@8��,�
� , �� �23��"
�(� [ OK ]
"V���,�
Y � $ �� �)('����
"�D $ ��'�-�C���)* ��(�<'�D���"="=B,��� $�$  ���"

(User and
Group Management)

$ �(D
)�"���0@D>0,�
��)4 
:

� ��� � " ��� 2-63. ! � � �&� � � � � " � � M � $ � ��� " � �$M�� � � � � � $ �&��� � � ����O�� � MAM $ � �
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c[�,1
j� *0/�� ���2?�\����2?�
�58A�*&* �)�"
�(-HB,�
� $
$ ;
,
��0<'�"="
C�)���0,�(�
�

,
8�'
D�j
��B,�%���
" $ ���(���,&���Y%��0@D

. * �� (j
�i) b �(�%�����
Y���(2?�
�H)*��1
��"
,
C� $ ��0<�("�)

sysinstall (/stand/sysinstall
)

FreeBSD
)�����0<"
"

5.2
">&��('A�,�/�� ��
�
"�:

)
$ �40@'��

���
�*�
j� (��"�D=��0<�� ��
��)*�
"
.

���*0@'A�/C� �)��,�����,��"�D�8A��&4 ()�'��,�
"
D $ �('�-*C,��)4 (�(�,'��,1
,
)�;5&����
"
�(�

Exit
0 $ �4����]�-*Yº��'� ()�"�� �� �)�"
B^ (!
"
"d">�� �23��"
���

Enter
8�'
D $ �
��8��('
2?�,��"�D���0<�� ��
��)*�
"

.

2.9.16. � � � ��	 �"����� � � � ��� � root
Message

Now you must set the system manager’s password.
This is the password you’ll use to log in as "root".

[ OK ]

[ Press enter to continue ]

)  �23��"
�(� Enter
8�'�D���0<�� ��
��)*�
" $  ��
�('
D

root.

) �,��&�:���8A"����\8�)* 9�A (C� $ �� �)�"�'�-*�
�9)*)���0,�(" $  ��
�('A- . * C,'�"
�����i� $ �*��"
�A (�(- , j
�(�H8A�('�2e�A 9&�;5��-H)��*C�����2e���*0<��-)��*0�0<�� ��
��)�'��,��"�D $  (�
��'
D
,
��0<'�"�)*;`�,B��HC� �&��*8A���(�

.

Changing local password for root.
New password :
Retype new password :

( 0<�* (�
�*)��� $ �
��8A��'
2?"
��0<D $ �*0<'��i��0 $ �,�>�
��B��H)�)*��8� $  (�
��'
D .

2.9.17. � ����� � ���  � � ��	 ������� (Exiting Install)

_ 0@'�">�
�42?�
�%�A �0<���
��"
��-58A� $ �('���"
�(�<'A-��
;5�\0<�,���,)�;5�\��0<�(����1�0,�()* , "�'�" $ �
��"�C,)��^0<�("�8��
��B,"
�\�� �0,�(�
�*1
�
" ,
)*;

���(2?�,�(��0R8��<'A ��(- b �(�70,�,1
jA �0/"
'�" $ �40@'��[��0<�� ��
��)*�
"�0 $ �*���*]�-�Y sysinstall (/stand/sysinstall
)

FreeBSD
)*�,��0,"
"

5.2
"�&���'��,�[�� (���
"�:

).

User Confirmation Requested
Visit the general configuration menu for a chance to set any last
options?

Yes [ No ]

k ;5&*�,�
"��(� [ No ]
0 $ �*���*]�-�Y���'A �)�"
�¿�� ()*"
B� �!
"
"="=�A �23��"
�(�

Enter
8A'
D�)��*C,)*�� (�� 9��B<'� ()����*���d���,�
Y

��0,�� (����)���"
.
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� ��� � " ��� 2-64. ! � � �&� � � � ��� $&" � �����

k ;5&*�,�
"��(� [X Exit Install]
0 $ �4����]�-*YX��'A �)�"
�¿�� ()*"
B� �!
"
"=">�� �23��"
���

Enter. , �*8A���HC� �8� (�d)*� $ ���*0/�$ ��8A��)��,�
2>8��,�
"
">)�;�:���8P 5"
C\��0,�� (����)���"
:

User Confirmation Requested
Are you sure you wish to exit? The system will reboot (be sure to
remove any floppies from the drives).

[ Yes ] No

k ;5&*�,�
"��(� [ Yes ]
"��*8� ('�"
�(�/8A"�0,�
�,�(�

,
��0@'A"�C� �B,�
��C��� 9&*;�'A 90[�
�,�

. CDROM
C� �&('��*�
"
�
�*)* (�

,
$ �*�� 9���*� $ -*YH�(���

�
�[�A (j
�
��� $ ���
�,B��
�42? ��(-*0<D
. CDROM

&��*8A���H�� �C,&�'����
"��
��)4 (��"d8A"A0<�����*2?�
�%&��*8A���H"
C�)('���j
-H"
C $ �
"�)���8P 
(
&*;90<�(�
�

).
c["�0<�(�^�h H�A (j
�
��� $ ���
�,C^ (B��
��C,�
�

,
0,���*�(�
"
���\C^ H0,����&*]����
"�D���"d��&%����"�&��� (:

,
�����(�*�
;5�[���*B,��� $ ��D
)�"
��-*0@D

.

2.9.18. � � � �� � ���
	�� ��� � �  � ��� FreeBSD (FreeBSD Bootup)

2.9.18.1. � ��� ��� �*��� FreeBSD
���

i386

_ 0@'�">)*0,� $ �
�*1�8A���H�
�*���h �'�-*�
� , )�;`��)�"�8�"
�(� $ �
�����
��j
"
)* �YH]>"
��0<D�C^ b ���� (�V0<���*&�]>�,�
"�D ,
C^ (�(�^� $ �
"�B<'A ����,��"
�

�
�H)�:��(8A��)%0,"�0<�(�^���
. k ;X���(2?�,� $ �
�40,�������
�,�(-�0<�*��&*]��,�
"
D ,

�� �23 ()
Scroll-Lock

">"�0 $ �('�-*C,�4D
PgUp

"
PgDn.

)  �23 (�("�� Scroll-Lock
��]��\�� (C[)����
�
�,�%)* *0h� $ ��"
B<'A ������
"
Y

.

k 0,�[0,����&*]����
"
�i����2e���H�
�\������&��A (C,"��(-*0<D (
��B��� (��"
j
�,��"
�i&*��g����� 

),
�
�7����2?�,�H&*;5�(- $ �
�*0������(�
���
� $ ���(����)*)��(8� 

�
�*�h ���8A;
dmesg

)H�
�4�h (��8��
��1�0,�(�
�*�
�
.

k �*1�8A"
��� , "�0 $ �('A-�C,�4D="���D $ �('�-*C,�*)* (���<'
D /
$  (�
��'�-

,
8A�*&* �)('����
�
;5�/)*�9)��
�^��D���0<�� ��
��)*�
"

(rpratt
) b ���*�

$ �
"������
�
). * C,&*�,B� �1
�(�[)(:���8� $ ��8 root,

��0@'A" b ���%�
�\�(�
��&����,�*0@D .

+ " $ "
j
�
;5�50,����&*]����
"�D $ �
">C� (B��
��C,�
� (
"���g������h �!
"�D=�%)��,�A0<"
"=�*8� ('��,�A 

):

Copyright (c) 1992-2002 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994

The Regents of the University of California. All rights reserved.
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Timecounter "i8254" frequency 1193182 Hz
CPU: AMD-K6(tm) 3D processor (300.68-MHz 586-class CPU)
Origin = "AuthenticAMD" Id = 0x580 Stepping = 0
Features=0x8001bf<FPU,VME,DE,PSE,TSC,MSR,MCE,CX8,MMX>

AMD Features=0x80000800<SYSCALL,3DNow!>

real memory = 268435456 (262144K bytes)
config> di sn0
config> di lnc0
config> di le0
config> di ie0
config> di fe0
config> di cs0
config> di bt0
config> di aic0
config> di aha0
config> di adv0
config> q
avail memory = 256311296 (250304K bytes)
Preloaded elf kernel "kernel" at 0xc0491000.
Preloaded userconfig_script "/boot/kernel.conf" at 0xc049109c.
md0: Malloc disk
Using $PIR table, 4 entries at 0xc00fde60
npx0: <math processor> on motherboard
npx0: INT 16 interface
pcib0: <Host to PCI bridge> on motherboard
pci0: <PCI bus> on pcib0
pcib1: <VIA 82C598MVP (Apollo MVP3) PCI-PCI (AGP) bridge> at device 1.0 on pci0
pci1: <PCI bus> on pcib1
pci1: <Matrox MGA G200 AGP graphics accelerator> at 0.0 irq 11
isab0: <VIA 82C586 PCI-ISA bridge> at device 7.0 on pci0
isa0: <ISA bus> on isab0
atapci0: <VIA 82C586 ATA33 controller> port 0xe000-0xe00f at device 7.1 on pci0
ata0: at 0x1f0 irq 14 on atapci0
ata1: at 0x170 irq 15 on atapci0
uhci0: <VIA 83C572 USB controller> port 0xe400-0xe41f irq 10 at device 7.2 on pci0
usb0: <VIA 83C572 USB controller> on uhci0
usb0: USB revision 1.0
uhub0: VIA UHCI root hub, class 9/0, rev 1.00/1.00, addr 1
uhub0: 2 ports with 2 removable, self powered
chip1: <VIA 82C586B ACPI interface> at device 7.3 on pci0
ed0: <NE2000 PCI Ethernet (RealTek 8029)> port 0xe800-0xe81f irq 9 at
device 10.0 on pci0
ed0: address 52:54:05:de:73:1b, type NE2000 (16 bit)
isa0: too many dependant configs (8)
isa0: unexpected small tag 14
fdc0: <NEC 72065B or clone> at port 0x3f0-0x3f5,0x3f7 irq 6 drq 2 on isa0
fdc0: FIFO enabled, 8 bytes threshold
fd0: <1440-KB 3.5" drive> on fdc0 drive 0
atkbdc0: <keyboard controller (i8042)> at port 0x60-0x64 on isa0
atkbd0: <AT Keyboard> flags 0x1 irq 1 on atkbdc0
kbd0 at atkbd0
psm0: <PS/2 Mouse> irq 12 on atkbdc0
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psm0: model Generic PS/2 mouse, device ID 0
vga0: <Generic ISA VGA> at port 0x3c0-0x3df iomem 0xa0000-0xbffff on isa0
sc0: <System console> at flags 0x1 on isa0
sc0: VGA <16 virtual consoles, flags=0x300>

sio0 at port 0x3f8-0x3ff irq 4 flags 0x10 on isa0
sio0: type 16550A
sio1 at port 0x2f8-0x2ff irq 3 on isa0
sio1: type 16550A
ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode
ppc0: FIFO with 16/16/15 bytes threshold
ppbus0: IEEE1284 device found /NIBBLE
Probing for PnP devices on ppbus0:
plip0: <PLIP network interface> on ppbus0
lpt0: <Printer> on ppbus0
lpt0: Interrupt-driven port
ppi0: <Parallel I/O> on ppbus0
ad0: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata0-master using UDMA33
ad2: 8063MB <IBM-DHEA-38451> [16383/16/63] at ata1-master using UDMA33
acd0: CDROM <DELTA OTC-H101/ST3 F/W by OIPD> at ata0-slave using PIO4
Mounting root from ufs:/dev/ad0s1a
swapon: adding /dev/ad0s1b as swap device
Automatic boot in progress...
/dev/ad0s1a: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1a: clean, 48752 free (552 frags, 6025 blocks, 0.9% fragmentation)
/dev/ad0s1f: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1f: clean, 128997 free (21 frags, 16122 blocks, 0.0% fragmentation)
/dev/ad0s1g: FILESYSTEM CLEAN; SKIPPING CHECKS
/dev/ad0s1g: clean, 3036299 free (43175 frags, 374073 blocks, 1.3% fragmentation)
/dev/ad0s1e: filesystem CLEAN; SKIPPING CHECKS
/dev/ad0s1e: clean, 128193 free (17 frags, 16022 blocks, 0.0% fragmentation)
Doing initial network setup: hostname.
ed0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 192.168.0.1 netmask 0xffffff00 broadcast 192.168.0.255
inet6 fe80::5054::5ff::fede:731b%ed0 prefixlen 64 tentative scopeid 0x1
ether 52:54:05:de:73:1b

lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384
inet6 fe80::1%lo0 prefixlen 64 scopeid 0x8
inet6 ::1 prefixlen 128
inet 127.0.0.1 netmask 0xff000000

Additional routing options: IP gateway=YES TCP keepalive=YES
routing daemons:.
additional daemons: syslogd.
Doing additional network setup:.
Starting final network daemons: creating ssh RSA host key
Generating public/private rsa1 key pair.
Your identification has been saved in /etc/ssh/ssh_host_key.
Your public key has been saved in /etc/ssh/ssh_host_key.pub.
The key fingerprint is:
cd:76:89:16:69:0e:d0:6e:f8:66:d0:07:26:3c:7e:2d root@k6-2.example.com
creating ssh DSA host key

Generating public/private dsa key pair.
Your identification has been saved in /etc/ssh/ssh_host_dsa_key.

88



� �PO�E(O
2. � N<TeO � JLE(U*O FreeBSD

Your public key has been saved in /etc/ssh/ssh_host_dsa_key.pub.
The key fingerprint is:
f9:a1:a9:47:c4:ad:f9:8d:52:b8:b8:ff:8c:ad:2d:e6 root@k6-2.example.com.
setting ELF ldconfig path: /usr/lib /usr/lib/compat /usr/X11R6/lib
/usr/local/lib
a.out ldconfig path: /usr/lib/aout /usr/lib/compat/aout /usr/X11R6/lib/aout
starting standard daemons: inetd cron sshd usbd sendmail.
Initial rc.i386 initialization:.
rc.i386 configuring syscons: blank_time screensaver moused.
Additional ABI support: linux.
Local package initialization:.
Additional TCP options:.

FreeBSD/i386 (k6-2.example.com) (ttyv0)

login: rpratt
Password:

� �,���,�
"
����)* ��
"
�/�
'�YHj
��1 RSA
"

DSA
����2e���%C^ (��D
��-H�
���
���(�*�
���[)��
�^��D=�� 7���@8�'����
�
;�:=�
�4� $ -�Y%�(�,�A �:

. 6 �(����(2?�,�70@'���j
"
��-*0@D>�(�('�-*�
� $ �
" $ ���
)��*1=C� �B,�
��C��
�i0<)*�<2?�,��0,�� (�
�*)('����
�
�*1=0<"�0,�(����;
.
���40@'��<8A��YH]>"
�iC^ (B,���4C��
"

&��*8A���9&�;90,�(�
���
.

_ 0@'�" X
0<���
)����=&�;�'>�� �0,�(�
������">&�;�'�)*;5&��� ��78A��0,�
�(� $>$ �7������'�j� ��
"
Y

,
�*�����(2?���H&�;5��-%C^ $ ��]����="
C

�
�*�h ���8A�
�*1�0<�(�����
">�
�*�h ���8A��1
startx.

2.9.18.2. � ��� ��� �*��� FreeBSD
���

Alpha

' ��B@8P $ �
�*!
�@8A���� H��0<�� ��
��)*�
"=&��*8A���9C� �)����
������ , )*;X0,���(2?���(�[C^ $ ��0<��"
�(- FreeBSD
) $ �
"
B,'A (�>�,�
"�"

SRM$ �
"������
�
�7�� (�
�*1=�
�4�h (��8A�*1
:

>>>BOOT DKC0

6 �(�H�
�4�h (��8P �8� ��,�H���� �C� ��
"
�i�A 9C� �B,�
��C��
�d0iC^ L8� ��
�
��B��\8A"�0,�� . �7����&�; FreeBSD
)H&*�*8A��]����fC� (B��
�423 �'A *0<-

 ()����*�h (��"
j
��0,�
"
,
"A0 $ ��'�-�C��41��(� b �("��
�4�h (��8�; :

>>> SET BOOT_OSFLAGS A
>>> SET BOOT_FILE ”
>>> SET BOOTDEF_DEV DKC0
>>> SET AUTO_ACTION BOOT

�  (B��
��C,��j��
;5�i0<�*��&*]��,��"�Dd&��*8A��� $ ��:��(2?" (
�
�H�
�["�8A���
�("
j
��;

)
0<���*&�]>�,�
"�D��

,
)*;5)���8�"���;9�

FreeBSD
$ �
"

C� (B��
��C,�
�[�� 
i386.

2.9.19. � ��� ���� � 	 � � ���	�����!� FreeBSD (FreeBSD Shutdown)

k  (2?�
� $ �A ()�"
'�-��
�HC� ()*�,�
�V (�(-H�� (&*���(��� $ �,�� �!
"
�����
��1=0,"�0<�(�^��; . ) �,'�-�C<D $ �
�*0,�(�H)*;5��'�YHjA (�(- $ "
�� ��
"
� .c[�� (j� ('A 5�
�42?�
��0<�� ��(-%0,� $ �,� $ �('�-*C,��)4 (�(�,'����
,
)*)��<8�D=)H�
�4�h (��8��
��1�0,�(�
�����

su
" $  (���('�-

root. 6 �(�%0,�� (&*���� ��,��(�('�-*�
�H�^0@'�" $ �('A-�C,�*)* ��(�<'�-�D
)�'
D
�,�*0@D=j�'����
�*�fB,�
� $
$ ;
wheel. * '�"=C� �1�8A"
��� $ �(8 root "�"�0 $ ��'�-�C���1
�(��
�*�h ���8A�

shutdown -h now.
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The operating system has halted.
Please press any key to reboot.

Z �(2?�
�%&��,C�� $  *0<�
�H)�;5��'�Y%j� (��- $ "
�* (�
"
� $ �40@'��[�(��B�� , �� ���&*��8��,�9)*; $ �('��
���� 9���*�h (��8� shutdown
" $ �(D
)�"���0@D

0<���*&�]>�,�
"
�
”Please press any key to reboot”. _ 0<'�"�)4����0<���H)�;5�
'�YHj
���
"�D $ "
�� (��"�D�&��*8A���H�� (23 (�� 9'�YH&4 �D��'A ()*"
�> 

,
0<"�0,�(���h $ ���
�,C^ (B,���4C�"
��0<D

.

k ;`�* (��2?�����(2?�,�(�\"�0 $ �('�-*C,�*)* (��-9�
�*��&*"
�� �!
"
Yº�
'A ()*"
� Ctrl+Alt+Del
8A'
D $ ���
�,C^ (B,���4C��
"�0,"�0<�(�^��;

,
:��*��D b �(�

�
�[���,�
�4���,��8A������0@D=)7��&*;5j
�
��1=0,"
�(�� (!�"
"
.

2.10.
B 	#� � �� 
 ��� �
�#ST	�� 	���	� ��� 	�� �$"$���

k �A �0<���(D
]����i)*�
����D FreeBSD
�� �&����* (�,�H�� H�A (C,������&*�� (C��
;�:

PC,
0i�>"
�� *��"

ISA, VLB, EISA,
"

PCI
0

$ �
��!���0,0,���� *��"
”x86”

���
Intel, AMD, Cyrix,

"�'A"
NexGen,

�� (��2?�[�� ��=">0\���
��2e�^0<�()*�*�l�
�4� $ -�Y%�(�,����)H�A 
$ �
��!���0,0,���� (:

Compaq Alpha.
����8
8��,��2?"
)4 (YH�*0@D=�� ���2?�

IDE
"�'�"

ESDI
8A"�0<��"

,
�� �C<'�"�j
�
;5�

SCSI�
���
���
�('
'A�,�
;
,
�A (�
�(;

PCMCIA,
��0<���
��1�0,�()* 

USB,
0,�,�(��)�;5�i�A (�
�(;º"��� ��
�(; $ �40@'��<8A��)4 (�(�,'�-���;�: $ �*�
�(�*)

.
FreeBSD

�* (��2?� $ ��8
8A����2?"
)* ��,�%��"
�
�
MCA

���
IBM.

c $ "�0<�*� $ �(8
8A�,�
2e"�)* (�^����B��9��&*���
�*8A�*)* (��"�D $ �*0<�* ()('�D
�,��0<D�0i�� (2V8A;9���
�,'�"
C,�4�
FreeBSD

)%"
�Ag������h �!
"
"=�
$ ��8
8��,��2?"
)4 (�����4�

FreeBSD
�*&��*�
�*8A��)4 (�
"
"

. 6 �(�*�98����
�����,���H��&*;5j
�
�H����2?�,�H&*;5�(-H�A (1�8A����)7gd (1�'��
HARDWARE.TXT
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CDROM,
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FTP
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"
"
sysinstall.
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C,�4� FreeBSD
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�*8A�*)* (��"�DH8�'�D��� (C,'�"
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(http://www.FreeBSD.org/ru/releases/index.html)
0, (1��� 

FreeBSD.

2.11. � ��� �#"$��� �%�	���D ��S
ci'��@8A��Y%]�"
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��)*�
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�^0<�
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�*��0<��'�-H)70<)��*�,1=�40<�
�*)��"����,���58A�
��B���1����*� $ -*YH�(���
,
�
�*�(���
;51V0@'��42?"
�98A"�0 $ '��,�^��"���'� ()�"A (�(���
�*1�8�'
D>0,"�0<�(�^��;

.
���(�*&�;X0@8A�<'A ��(- b �(� ,0<��C<8� (1��(�i"
�A0<�� ('
'
D
!
"
�*�
�
;5�i8A"�0,�
�,�(;

,
�� (��� $ "�0� (�
�%)H.i �C@8

. 2.2.7.
���(��&*;a���(8A"�g�"
!�"
�
��)4 (�(-\8�"�0<�
���(;½8�'
D=C^ (B��
��C,�
"=0 $ �*0<'��@8A�*)* ��(�<'�-*�
��17�
�*��0<��'�"

,
0@'��<8A��1
�(� b �(�*1="
��0,�(�
���
!
"
" :

1. k ��'�Y%j
�,��"
�[C^ (B��
��C,�
"�0 $ �40@'��<8A��)4 (�(�,'�-��
�*1d�
���A0<�('A"

_ 0@'�"V)�; $ ����"
C�)��@8��,�(�[C� (B��
��C,�
�d0i�(�('�-*�
�Hj��(� $ �('���j
���
�
;�:�8A"�0,�
�,� , FreeBSD
C^ (B��
��C,"
��0<D�)H�������h ('�-��
;51

���<2?"��f��0,�� (�
�*)��
"
. Z ;`:����("A� ,

j
�(�*&�;
FreeBSD

C� �B,�
��C,"
'A �0,-9�� $ �*0@'A�@8A�*)* (���<'�-*�
��YX�
���A0<�('A-58�'
D>�� (�>�,1
��0,�� (�
�*)��
"

.
���(��&*;X0R8A�,'A (��- b ��� , 0,���*�
�("
���41��(� kern.flp �A H)4 (����0<"A0<�(�^��� FreeBSD

"A0 $ ��'�-�C��*D
���*�h (��8A�

mount(8).

# mount /dev/fd0 /mnt

+ � $ �,�
- , �
�*B@8� 58A"�0,�
�,�� 70,���*�
�("
����)* ��� , �
�42?�
� $ �,���,1
�(">)H�� ��� �'A��B /mnt:

# cd /mnt
c[��1
j� *0/)* *�l�
�42?�
�%�A �0<���
��"
��-58A"�0,�
�,����8�'
D�C^ (B��
��C,�
"=) $ �*0<'��@8���)* ��(�<'A-��
��YX�
�*��0<��'�-

.
c[�*C@8� �1
�(�[gd �1�'

boot.config,
0<�(8A�,�
2? �]�"
1

/boot/loader -h. 6 ���%�
�42?�
�98�'
D��(�*B,� , j
�(��&*; $ �,���@8� ��(-%C^ (B��
��C,j
"
���g7'� (BiC^ (B��
��C,�
"�0 $ �40@'��<8A��)4 (�(�,'�-��
�*1��
����0,�('�"
.

# echo "/boot/loader -h" > boot.config

+ � $ �,�
- , �
�*B@8� H)* ��> \8A"A0<�
���� $ �� ()*"�'�-����9�� �0,�(�
�*�,�� , �� (C^�����
�("��
��1
�(�\�,��0 $ �4����]�-*Yº�
�4�h (��8�;
umount(8):

# cd /
# umount /mnt

+ � $ �,�
-7�*8� �'A"
�(�i8A"�0<���,�(�d"
Ci8A"�0,�
��)*��8� .
2.

���(8�0<�*�@8A"
���,�
"
�[�
�4'�-
-
����8������
�*B,�9�� �&��,'
D

+ � $ �,�
-7�
�42?�
��0<���<8A"
�
"��(-58A)4 9�
�4� $ -�Y%�(�,�A H�
�4'�- - ���(8A������;9�l�� (&*�<'��^� .
���
�*0,�(� $ ��8�0,���@8�"
�
"
�(� b �����

�A (&��,'�-H� $ �*0<'��@8A�*)* ��(�<'�-*�
;9� $ �*�
�� ��l8A)��4:d�
�*� $ -�YH���,�
�*)
.

 S�� � � � ��GAJ�N �PM��^J�E(O�TeM �$# � � �>U*O�S�M �$# � MS�� �^M,T IPO�SLJLTeO�T�#

,
)4 �� $ �*�(�
��&����,��0<D=�
�4'�-

-
����8A�^���
;51=�� �&��,'�-

,
$ �40<�
��'�-����7)%�
���f�
�,�
�*�(����;5�\0,���@8�"
�
�,��"�D

$ �,�
��)��,���
���(;
.

3. �  �B,�
��C��� \8�'
D>��0,�� (����)���"

)  *0<�� ('��H)*�
����D=�A (j� ��(-H��0<�* (�
�*)��
� . k 0<�� �)�-*�(�h8A"A0<� kern.flp )98A"�0<����)��(8��
�*� $ -�YH���,�� , �� H�
���(�*�
;51�)*;&*�*8A�,�(� $ �
�*"
C,)*��8A"��(-9��0<�� ��
��)*�
��&���C[������"
�(���A 9"�)*��'�Y%j
"
�(���,B��
.

4.
���(8A��'�Y%j
�,�
"��[�>�
�*� $ -*YH�(���
��&���C[������"
�(���A 

+ � $ �,�
-7)�;����(2?�,�(� $ �(8A��'�Y%j
"
�(-40@D�� b �(�4���7���*� $ -*YH�(���
�=0 $ �*����]>-�Y cu(1):

# cu -l /dev/cuaa0

6 �(�H)40<� ! + � $ ���
-7)�;º����2e���(�\� $ �� ()�'
D
�(-9�
�4� $ -�Y%�(�,���*��&*�,C[���*�
"
�(�*�� %j
�,�
��C[0,��0,0,"
Y cu. , �*8A���HC^ $ �
�*�����8A"�0<�
mfsroot.flp,

C^ (�(�^� $ �(D
)*"
��0<D�)�;5&*���d�(" $  H�(������"
�� ('A 
. k ;5&��,��"
�(�i!�)��,���
��Y��
�*��0<��'�- FreeBSD

"
$ �
��)*��8A"��(�i��0<�* (�
�*)��
�

!
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2.13.
B 	#� ��	#&I	����I� � 	��%�'&��I��"$"�	 ��	 �%�'&�	���"R���I� ���'&��$"
	������

� ���������������
: ±B�!�;E�# ��9"����*�!���!$������*$ , ” 67����1 FreeBSD” �K6?,�������- �*
� ���,��J�;L��,���,��� FreeBSD CDROM ��
7� DVD,

1��;�!����#)3:�#=1* �"���
7�F��
	��"��6B�5���!����
	�/�2,�-B�;���!��$����'
7���� .

Z �(2?�,�%&�;5�(-%�
��0,�
�('A-��
�H0,"
�(�� (!�"
1 ,
)%�
�������
;�:d)* *� $ �*�(�
�,&*���,��0<D $ ��8AB����(�*)�"
�(-%0<��&40<�()*�,�
��;51�8A"�0,��"

/
"�'�"

"�0<�(�*j
�
"
�=8�'
D���0,�� (�
�*)��
"
FreeBSD. 6 �(�����(2?���H&�;5��-%g�"
C�"
j
��0,�
"
1>�
�*0,"
�(�<'A- , �� ��
��1>�� (�='��,�
�* , "�'A""�0<�(�*j
�
"
�

,
0/�����(�*�
��B��

sysinstall
0����(2?�,�%)�C<D
��-7gd �1�'�;

,
�� ��
��1>�� (�d'A���� ('�-��
;51>0<�,��)��,�

FTP,
"�'�"��A (C@8��<'

MS-DOS.

)  $ �
"A���,� :

• ( )* *0h��0,�(-7������B,�%�
�*� $ -�YH���,�
�*) , $ �(8�0<�*�@8A"��
�,�
��;�:���'����A �'�-*�
��1=0,�,�(" ,
"���8�"
��8A"�0,�>0

FreeBSD. k ;a:��*�("
�(�0,��C@8P (�(-5'A���� ('�-��
;51>0<�,��)��,�
FTP,

"�0 $ ��'�-�C��4Dd0,��8A����2?"������i8A"�0,�� 
FreeBSD,

 HC� (������"�0 $ �('A-�C,�*)* ��(-90i)4 (�>"�:
�
�4� $ -�Y%�(�,����) b �(���H'����A �'�-*�
;51�0<���
)���� FTP

)*���^0<�(� $ ��8�0,���<8A"
�
���
"�D=��"��
�(�,���
�,�
.

• ( )* *0h��0,�(-98�"�0<�V0 FreeBSD,
"

FreeBSD
�
�[�� �0 $ ��C��� (���9)* ��

CD/DVD
$ �
"
)*��8

,
 

MS-DOS/Windows�� *0 $ �*C,�� ��,�
. k ;`:��*�("
�(��0<�
� $ "
�
�*)* ��(-Hgd (1
'�;`��0<�� ��
��)*�
" FreeBSD

�A H�� �C@8A�,'
DOS b �(��B��92?�[���*� $ -*YH�(���� ">��0,�� (����)�"��(-

FreeBSD,
"�0 $ �('�-*C,�4D b �("egd (1�'A; .

• )  H�
�*� $ -*YH�(���
� , �� H�����(�*�
;51=)�;a:��*�("
�(� $ �
�*)���0,�("���0,�� (�
�*)��
� ,
�
���H�
" $ �
"
)*��8� 

CD/DVD,
��">0<���(�,)*��1

�� ��
�(;
,
���%)*;X���(2?�,�(� $ �(8�0<�*�@8A"
��"
�(-*0<D=)

”Laplink-
0,�("�'��

”
$ �*0@'A�@8A�*)* (���<'�-*�
;9�l"�'�" $  (�� ('
'��,'�-��
;9�

�� �&��,'����l�=8A�
��B,�4���7���*� $ -*YH�(���
�
,
�� H�
���(�*�
�*�l�*�
"��^0<�(-

.

• k ;a:����("��(�\0,��C<8� (�(-H'��,���(� ,
�
�*�(���
��Y ���(2?�
�7"�0 $ ��'�-�C���)4 (�(-\8�'�D���0,�� (����)���"

FreeBSD.

2.13.1. �	� � � ��	 � �  � � ��	 ��� ���
	 � � � CDROM

k 0,�*0,�� ()*�i�� (2>8���B,�H�
�<'�"�C� $ �
�����
� FreeBSD
$ �
�<8A�*0,�� ()�'
D
�,�98A�*0,�(� $ �d8�)�������&*�� (C^ ��

CDROM (”ISO
images”). 6 �("��*&��� �C,;`����B����H&�;5��-HC� $ "�0� (�
; ( ”

$ �
�(2e2?�,��;
”)
�� 

CD
��0<'�"=�d)4 �0h�^0<�(-

CD-
�
���
����8A�,�

,
 HC^ (�(�^�

"�0 $ ��'�-�C���)4 (�
;´8�'
D���0,�� (�
�*)��
"
FreeBSD. _ 0<'�"V�7)4 �0i��0<��- CD-

�
�,�
�*��8A���="d8A������)�;51=�� ��� �'>"
�
�(���
�
�,�
, b �(�$ �
�*0,�(�,1���"
1 $ ���(-H��0<�* (�
�*)�"
�(-

FreeBSD.

1.
c[�� �j� (1��(�\0,���*�()�����0<�()*��YH]�"��

ISO
��&*�� (C�;

ISO
�*&��� �C,;§8�'
D��A �2V8A��B��9�
�,'�"
C� 7����B����H&�;5��-HC� �B,�
�42?�,��;X0

ftp://ftp.FreeBSD.org/pub/FreeBSD/ISO-IMAGES- ����������	�
������� / ��	��������
"�'�">0[&('A"�23 (1
�>�,B,�

C��,�
�A �'A 
. �  ������
"
�(������� ��!#"�$%! &%�'��")(�"*�,+��.-²)%0<�*���()*�,��0,�()�"�"� (��:�"
���,�
�(���
�*1

(Alpha
"�'�"

i386)
">�
�*�����
�*�

���<'�"
C^ %0,���*�()�����0<�()*�,�
���
.

6 �����H�A (�� ('���B[��&�;5j��
�%0,��8A����2?"
�%0<'��@8A��Y%]�"
�[��&��A (C,; :

� $ � ��� ��$ 2-5. � $ � � $ " ��� FreeBSD ISO
� � � $ � � � � � � � "�$ % � " ���

/"���10 ���$'� � ��	 ���32 	��9���
��	������*� -mini.iso k 0<� , j
�(�7)* ��l���*2?�
�H8�'
D���0,�� (�
�*)��
" FreeBSD.

��	������*� -disc1.iso k 0<� , j��(�%)4 ��l�
�42?�
�H8�'
D���0,�� (�
�*)��
" FreeBSD,
"

0<���('�-*�
�58A� $ �('A�
"
�(�,'�-��
;�: $  ��
�,����)%0,�(�������
�
"
:
$ �
�*"
C,)*��8A"��(�<'���1

,
0,�
�('�-*�
�H�����^0<�("�'A�*0<-%�� �8�"�0<�
�

.
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/"���10 ���$'� � ��	 ���32 	��9���
��	������*� -disc2.iso ”live filesystem”,

"�0 $ �('A-�C,���^�h �Dd)70,��j
���� (��"
"�0<�
0<���@8�0,�()��4�

”Repair”
$ �
��B��� ��h��;

sysinstall. ' � $ "�D8A���
�,)4 
CVS FreeBSD.

c[�(��'�-��
�98A� $ �('��
"��(�<'�-*�
;�:
$  ��
�,�(�*)%0,�(���
�*�
�
"�: $ ����"
C�)���8�"
�(�<'A�,1

,
0,�
�('A-��
�

������0,�("�'��40<-H�A 58A"A0<�
�
.

k  *� � M,J^S �AJ �^W!�=J5C� (B��
��C,"
��-H"�'�">��&*�� (C mini ISO,
"�'�">��&��A (C $ ���
)��*B,��8�"�0<�� 

. ) �[C� (B��
�423 (1
�(�["�:=��&4 , �� ���A (���*&��� �C $ ���
)��*B,��8A"A0<�� 70<�(8A�,��2?"
�%)*0,�
,
j
���H��0,�(-7�� 9�*&��� �C,�

mini ISO.

* 0 $ �('A-�C,��1
��� mini ISO,
�^0@'�"=8A�*0,�(� $ )H"��
�(�,���
�,�7C� ��(�
�*8A�
���

.
# � $ ��C,)*�('�"��9)* *�l��0,�� (����)�"��(-

FreeBSD,
"

)*;X0,����2e���(�\��0,�� (����)�"��(-H) $ �*0<'��@8�0,�()�"�" $ �
�*B,�� *�h��;º0<�(�*�
�����
"�: $ �
�*"
C,)*��8A"
���<'���1="�0 $ �('�-*C,�4D�0<"�0,�(�����
$ ���
�(�*)

/
$  (���,�(�*)

(
0������(��"
�(� � ' . 4)

��0@'A"��
����&(:��(8A"����
.

* 0 $ �('A-�C,��1
���i��&*�� (C $ �,�
)*��B���8A"�0,�� , ��0@'A"d:����("
���[)*;5&��� ��(- $ ����B,�A ��h��;X0<�(�*�
�����
"�: $ �
�*"
C,)*��8A"��(�<'���1�0b �(��B��58A"A0<�� .
��� $ �('A�
"
�(�,'�-��
;5�[��&*�� (C�;´8�"�0<�
�*) $ ��'��,C��
;

,
�
�7�
�[�
�,�*&(:���8A"A��;

,
�*0<�*&����
�
�5��0<'�"��d)4 �0h�^0<�(-

)*;90<�*�
�*0,�
���
�40<�(����178A�40<�(� $ �>"
�
�(���
�
�,�
.

2. �  $ "�0,- CD

�  (�(�^��)* *�l�
�42e���HC� $ "�0� (�(-%��&��A (C,; CD
�� 98A"�0,�
"

. _ 0@'�">)�;½8A�,'A (���(� b �(�7"
Ch8��
��B,��1V0<"�0,�(����; FreeBSD,�*&��� ��("
�(�^0<-%��.i �C@8
. 16.6

C� %&��('A�,� $ �(8A�
�*&��
�*1d"
��g����A�h (!
"
��1
(
)Hj� *0<�(���*0<��"

,
.i �C@8

. 16.6.3
">.i (C<8

. 16.6.4).

_ 0@'�"V)�;½8A�,'A (���(� b �(�7)58A�
��B���1>0,"�0<������� , $ �����
�,&*�4����0@D="A0 $ ��'�-�C���)* ��(-5�(�����("�'�"
��;a8�'
D�� $ �A ()('A�,�
"�D
CD-

�
�,������8A���
�*�
,
�
���(�*�
;5�\��0<��-H) b �(��1V0<"�0,�(����� . # &��A (C,;§8A"A0<�
�*) $ �
�<8A�*0,�� ()�'
D
YH�*0@D�)70<�� ���8� (���(�
�*�g��*���h (���

ISO,
�
�*�(���
;51 $ ��8
8��,��2?"
)4 (�,�*0@D����
�*B,"���" $ �
��B��� ��h�h *��"

.

2.13.2. �	� � � ��	 � � � � ��� �
	�	 � � � � ����� ����� FTP � FreeBSD
��"�0<�

FreeBSD
0�g�������"
����)* ��d�� (��2?�

,
�� ���">0,�,�
)*�,�

FTP. 6 �(��0<"
'�-��
�%� $ �
��]V (���H0<�*C@8� ��
"
�/'A���� ('�-��
�*B,�0<�,��)��,�A 
FTP,

�
�������
;51�����2?�,�H&*;5�(-7"�0 $ ��'�-�C���)4 (�%8A�
��B,"A��"��
�4� $ -�Y%�(�,�� *��"�)4 (����1�0<���("d8A'
D���0<�� ��
��)*�
"
FreeBSD.

1. ( &��@8�"
�(��0,- , j��(�%�A H�
�4� $ -�Y%�(�,��� FreeBSD,
�� 9�����(�*�
�*��&*�*8A�,�9��0,�� (�
�*)('�����0<���
)����

FTP, CDROM�A �:���8A"���0@D=) $ �
"
)*��8A�[">0������
�("��
��1
�(�
/cdrom.

# mount /cdrom

2.
c[�*C@8� �1
�(�i��j
���(�
��YÁC� $ "�0<-58�'
D

anonymous FTP
)
/etc/passwd.

c/8A�<'A �1
�(� b �(� , �*�(�
�@8P (�
�("��
��)4 ()
/etc/passwd

0 $ �*���*]�-�Y
vipw(8)

"=8A��&4 ()�"�) b �(�d0,�(�
����� :

ftp:*:99:99::0:0:FTP:/cdrom:/nonexistent

3. ( &��@8�"
�(��0,-%j��(�%0,�,�
)*"�0 FTP
)��
'�YHj
����)

/etc/inetd.conf.

k 0<D
�
"
1 ,
�
�(�����(2?�,� $ ��8�0,���<8A"
�
"
��-*0@D $ �70,�,�(">��)* ����^���%�
�4� $ -�Y%�(�,���

,
���(2?�,�%)�;5&��A (�(-9��" $ ���*0<"��(�<'
D

FTP
"

�� (&*�� (�(-
ftp://

(���� $������	��
 !#"*� $ �40@'��[)�;5&��*�� 
”Other”

)%�����
Y 0,�,�
)*�,�
�*)
FTP

)��H)*�
����D=��0,�� (�
�*)��
"
.

�P���?�x�������
: �B�!���."��6�D�6�D�������H6�
�$ 1���-�"��(>����,.�9�2,�� ��39
���1!,!
	������3C�2����� , L�, �/� �I��������5�.�/"���-7� �/�(4 ,�3������
�
?, . ¦>��'6?�;����,��'
��������I�2��������2, FTP 67�! ��'��-A12��-)"��()�����,�- ������2L/������������*� ( ,.��/������2LK
���12,�
	��! �(A�2����� )
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"������'
?�1!,����1/��,��I��-	 .1���-�"��(>����! .�����-B,������/1;�,�1!������ �C67�! ����!DC
	� � , �����/������-B,����;�/��'@��*
�,����*
	����� .   #
�,���!��$����'
7����:���1���-B���!6� ��-A"����6?���!@.���2,����2�'$ "��,����
	������3."��
	������1��CE;�2L���",������;����� , �2�'
7�.�#%6?�*
�,������I<*�!� .

2.13.3. �	� � � ��	 � � � ����� ��� � � �  � � ��	 �������
_ 0@'�">)* *�l�(�
�,&*���,��0<D�)�; $ ��'��
"
��-H��0<�� ��
��)*�
�d0�8A"A0<�
��� (

j
�,B��H��; � M[���,�
�4���,��8A���^�²8A�<'� (�(- ) "�'A" $ � $ �
"
j
"��
���
�$ ��8
8��,��2?"
)4 (�����*B,�9�*&��*�
�*8A��)4 (�
"�D
,
"�'�" $ �
�40<�(� $ �����*���

,
j
�(�7)�;`�
�['�Y%&�"
�(� $ �
�40<�(;�: $ �4���,1

,
$ ���(���,&�������0@D

0<�� �j� �'A $ ��8AB����(�*)�"
��-H�
�^0<�
��'�-��
�58A"�0<���,�H8�'
D���0<�* (�
�*)��
"
.

'  (�=��"
�
"A����� ,
)* *� $ ���(�
��&����,�*0@D�0<���('�-*�
�

1.44 MB
"�'A"

1.2 MB
8A"A0<�
���

,
0<�
��'�-����9�
�42?�
�

,
j
����&�;`)4����0,�("
�(-%)*0<�

gd (1�'�;`"�Ci�� ��� �'��*B� 
bin (binary distribution). _ 0@'�">)�; $ ��8AB����� �)('�"
)4 (���(� b �("�8A"�0,�
�,��;X"
C DOS,

���
" �^J �&� � �&�;5�(-%����g��*���h (�("��
��)4 (�
;`0 $ �*���*]�-�Yº�
�*�h ���8A;
MS-DOS FORMAT. _ 0<'�"�)*;`"�0 $ ��'�-�C����,�(� Windows,"�0 $ ��'�-�C���1
�(�

Explorer
8�'�D>g������h ��("
�
�*)* ��
"�D78A"�0,�
��)

(
��'A"
�
�
"
��� $ �� ()*��1d�
�
� $ �
�*1>��;5��">�� �8�"�0<�
�

A:
"

)�;5&����
"
�(�
”Format”).

* M/8A�*)��,�
D
1
�(�\C� ()*��8�0,�
�*����g����A�h (�("
����)* ��
"
Ya8�"�0<�
��� . # �*g������h ��("
�
��1
�(�\"�:=�,]>�i�� �C[0� ����*0,�(�(D
���<'�-*�
� ,$ �
�*0,�(�58A'
D���)����
�,�
���*0<��"
. Z �
��2?��0<��)�� $ �
��&�'���� ,

�%�
���(�*�
;�:=0<�*��&�]V �'�"d�A (��" $ �('A-�C,�*)* ��(�<'�"
,
&*;�'�"

�
�,C��*'A-��� ��(�*�l"�0 $ �('A-�C,�*)* ��
"�Dd�
� $ �� ()*"�'�-����9����g��*���h (��"
�
��)4 (�
��;�:H8A"A0<�
�*)
,
$ � b �(�*���=��;�0<�,1�j� �0i��&��A (]> ����²�� 

b �(�%)��
"��h ��
"
� .
_ 0@'�">)�;X0,��C@8P (�,���i��&*�� (C�;a�� 58��
��B,�*�l���*� $ -*YH�(���
� FreeBSD,

g��*���h (�("��
��)4 (�
"
�i)*0<�[�,]>�i�
�['�"
�>�
�
,
:��*��D=)* *�

�
� $ ���(�
��&����,�*0@D�0<�*C@8� �)* ��(-Hgd (1
'���)*�4Y�0<"�0,�(�����
DOS

�A 9�� (2>8���1�8A"A0<�
���(�
. k ;����(2?�,�(�\"�0 $ �('�-*C,�*)* (��-

disklabel
"
newfs

8�'
D>0,��C@8P (�
"�D=�A 9�
"�:�gd �1�'��*)�;�:70,"�0<�����
UFS,

)70@'��<8A��YH]���1 $ �40@'��<8A��)4 (�(�,'�-����*0<��"
(
8�'
D

3.5" 1.44 MB
8A"�0<���,�

):

# fdformat -f 1440 fd0.1440
# disklabel -w -r fd0.1440 floppy3
# newfs -t 2 -u 18 -l 1 -i 65536 /dev/fd0

� ���������������
: ¤M��"���
	��L* �3��� fd0.1200 � floppy5 6�
�$ 5.25" 1.2 MB 6B����12��� .

�  (�(�^�l)�;º����2?�,�(��0,���*�
�("
�
�*)* ��(-H"�:d" $ "�0, ��(-H�A H�
"
:=�� (�=�A 5'�Y%&���YX8��
��B,��Y gd �1�'��*)���Yº0<"A0<�(�^��� .
���*0@'A�ig������h ��("
�
�*)* ��
"�D�8A"�0,�
�,�%)* *� $ ���(���,&�������0@D>0,�
� $ "
�
��)4 (�(-H�� 9�
"
:�gd (1�'�;

.
+> �1�'�;½8A"�0,�(�
"
&*���("
)* 

�� (C<8A�<'����
;`�� Hj� �0,�("
,
�A (C��������
�*�(����;�: $ ��C,)*�('
D
���5'���B,�
�%�� (C^����0<�("��(- $ D
�(-%jA �0<���,1=�� %��&*;5j
�
�*1

1.44 MB8A"�0<���,�(�
. �  $ �('���"
�(�i)40<�/8A"�0<���,�(;ºgd �1�'A *��" ,

$ �*����]> (D�0<�(��'�-��
�7gd (1�'A��)9�� H��8A���78A"�0<���,�(�
,
0,�
�('A-��
�

�����^0<�("���0@D
,
$ ���� ��7)* *0h�
�/&*��8��,�5)*0,�<:��
�,�*&(:���8�"���;�:%�
�4� $ ���
���
�\8A"�0,�(�
"
&*���("
)* 

. '  �2V8A;51d�
�4� $ �����,�
�\8A��'
2?�,��� �0 $ �('A �B� ��(-*0<D7) $ ��8��� (�� ('���B��/�� 98A"�0,�
�,�(�
,
�� $ �
"������

a:\bin\bin.aa, a:\bin\bin.ab,
">�� (�=8� �'A�,�

.

'  (�=�(��'�-����H) $ �
��!
�^0,0,�i��0<�� ��
��)*�
" $ ��D
)�"
�*0@D b ���� (� Media,
)�;5&*�,�
"
���

Floppy
"���0<�* (�
�*)��� $ �
��8A��'
2?"
��0<D

.

2.13.4. � � � ��	 �"����� � ��� � � ��� � MS-DOS
���(��&*; $ ��8AB����(�*)�"
��-*0@Dd�>��0,�� (����)����i0i�A (C@8��<'A 

MS-DOS,
0,�
� $ "��
��1
�(��gd (1�'�;X0/8A"�0,�(�
"
&*���("
)* H)H�� ��� �'A��B

freebsd
�
�*�
�
��)���B��9�� ��� �'��*B� H�� (C<8A�<'A 

. )  $ ��"����,� , c:\freebsd.
c[���
���
�(���� %�� (�� ('���B^ 

CDROM
"
'�"

0<�,��)��,�A 
FTP

8A�('
2?�� H&�;5�(-7)H����j
�
�40<�(">)��40 $ �
�*"
C,)*�@8A���� �) b �(�4���� (�* �'��*B,� , ��; $ �
�@8�'� (B� ����l"�0 $ �('A-�C,�*)* ��(-
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�
�*�h ���8A�
DOS xcopy

��0@'A"=)�;`�
� $ "
�
�����(�h8A"A0<�(�
"�&����("
)70
CD. )  $ �
"������ ,

j
�(�*&�; $ �(8AB,�*�(��)*"
�(-H��"
��"��h �'�-*�
��Y
��0,�� (����)����

FreeBSD:

C:\> md c:\freebsd
C:\> xcopy e:\bin c:\freebsd\bin\ /s
C:\> xcopy e:\manpages c:\freebsd\manpages\ /s

���
�@8 $ �('A �B� (����0@D
,
j��(�%�A 

C:
��0,�(-�0<)��*&��(8A�
���/���^0<�(�

,
 9�A 

E:
0������
��"
�
��)4 (�

CDROM.

_ 0@'�">�d)* *0h�
�,� CDROM,
���(2?�
�7C� �B,�
��C�"
�(-58�"�0<�(��"
&����("
)�0

ftp.FreeBSD.org
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/5.3-RELEASE/). '  (2V8A;51=�
�4� $ ���
���
�H�A �:���8A"���0@D=)�0<)*�����0<��&40<�()*�,�
���*�²�� (�* �'��*B,�

,
�� $ ��"����,�>�
�*� $ �*�
�,���

base
����2?�
�H�� �1
�(">)H�� ��� �'��*B,�

5.3/base/
(ftp://ftp.FreeBSD.org/pub/FreeBSD/releases/i386/5.3-RELEASE/base/).

� ���������������
: © 4.X �CE;�
��2�/"���L*67���!D.��*
	�;L�,!D FreeBSD 12��-�"��������� ”base” �,L�#)�2,�����*$ ”bin”. ¦M��"��,�������/1���-B,��!6B#A�

�2�#B
	1;�/�����;��������������������� , �2�*
	���#=����"��
	�2L* �*���9<*�������������� .

k 0,�/�
�4� $ ���
���
�(; ,
�����(�*�
;5�i)*;½&*�*8A�,�(�[��0<�� ��� ()�'�"
)* ��(-90/�A (C@8A�,'A 

MS-DOS (
"78�'
D��
�*�(����;�:7��)* *0h��0,�(-%���^0<�(�

),�
�42e���H�� *0 $ ��'��(2?"
�(-%)
c:\freebsd —

8�'
D>��"
��"��h �'�-*�
��1>��0<�� (����)���"d�
�42e�A H�(��'�-����H�
�4� $ ���
���
�� 
BIN.

2.13.5. �	� � � ��	 � � � � 	 �!� � � �  � � ��	 �"�����
( 0<�* (�
�*)��� 90i'����
�(; b �(�%)*��C^���(2?�
�H0� ���;51 $ �
�*0,�(��1������(��8 ,

��0<�(� $  �YH]�"�1��(��'�-��
�%��0<�� ��
��)*�
�i0
FTP

"
'�"
CDROM.

���
��B��� ��h�h H��0,�� (����)���"����(2?�,�%�� (1��("��� 9'��,���(�5gd (1�'�;
,
�����(�*�
;5�[C^ $ "A0, (��;`�� 9�
���\0 $ �*���*]�-*Y

tar.���*0@'A� $ �('A�4j��,�
"�D=)40<�,:dgd �1�'��*)�8A"�0,�(�
"
&*�4��"
)* 
,
�
�������
;5�[)* ��l�
�42?�
;

,
C^ $ "���"
�(�\"�:d�� H'��,���(�d0 $ �4����]>-�Y

tar:

# cd /freebsd/distdir
# tar cvf /dev/rwt0 dist1 ... dist2

' ��B@8P 5)�; $ ��"�0<�(� $ "��(������0<�� ��
��)*�
� , ���*2?�
�7��&��<8A"
�(-40@D=)H�A �'�"
j�"
"d8A�40<�� ��(��j
����B,�%����0<�* H)*�H)��������,���
�*��� (�� ('���B��
(
�
�������
;51=&*�*8A�,� $ �
�@8�'A�(2?�,�
�7)�;5&*�� (��-

),
j
����&�; $ �*���^0<�("�'A�*0<-VE(N�M[0,��8A����2?"������[C� $ "�0, ��
�
��1='��,�
��;

.���*0<���('�-*�
�H'A�,�
�� 
—
��0,�(�
�*1�0<�()*�H�
�

-
$ ����"
C�)��('A-��
�*B,�\8A�40<�(� $  

, b �(�*�%�����(��8e��0,�� (����)���"=�(�
��&����,�%�
�,�
�*�(������B,�����0<�* H)*�9)��
�^���,�
���*�l:��� ��
"�'�"
]>�
.

� ���������������
: ¦)�����,���,�
��> ����,������1;�9
�������,96���
�@.�,IE�#B�����/"������*��6?��� ".L2,����! L�1����)6B����12����# . © ������- �*
� ���,�J���,

-7��@/��� E�#B������/�,�3�6 ���,0"����9���2������������,������C ��������3������ .

2.13.6. ���� � �� � � ��	 ����� �"� � � � ��� �
_ 0<�(-7�(�
">)��*C����(2?�
;�:d�(" $  H��0,�� (�
�*)��
" $ �%0,�,�(" .

���,�
��C $ �40@'��<8A��)4 (�(�,'�-��
;51 $ ���
�
(SLIP

"
'�"
PPP),$  (�� ('
'��,'�-��
;51 $ ���
�

(PLIP (laplink
�� �&��<'A-

)),
"�'�"

Ethernet (
0,�� (��8P (�
�(��;51

Ethernet
�
�*�
�(�
��'
'��,�

(
)*��'�Y%j� �D

�
�,�
�*�(����;5�
PCMCIA)).

����8
8A����2?�� 
SLIP

�
�����
�*B,� $ �
"���"
��"
)��� 
,
"��*B,�� ��
"
j
���� 9)%�*0,�
��)*�
�*� $ �40<�(��D
�
�
;9��">0,���<8A"
�
���
"�D���"

,
�� (�
"A��"

�� (� $ �*0@'A�@8A�*)* (���<'�-*�
;51d�� (&*�<'�-7���<2V8A�d�
�*���(&����
�4�l"d8A�
��B�"����
�4� $ -�Y%�(�,�
�4�
.
c[���<8A"
�
���
"
�i8A�('
2?�
�%&�;5�(-

$ �*0,�(�(D
�
��;9�
,
�� (�>�� (�>��0<�� ��� ()�'�"
)* �����;51

SLIP
)%�� �0,�(�(D
]>�,�i)*�
����D>�
�["A���,�,�%)��*C����(2?�
�40<�("d8A��C�)����A 

; b �� 
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)���C^���(2?�
�40<�(- $ �
�@8A�40<�� �)('
D
����0@D $ �
��B��� ��h���*1
PPP,

�
�������� (D�8A�('
2?�� H&�;5�(-7"�0 $ �('�-*C,�*)* (�A �)*����0,�(�
SLIP

�
��B<8� 
b �(�%)���C^���(2?�
� .
_ 0@'�">)�;`"�0 $ �('A-�C,�����(�[���(8A��� , PPP b �(�%�����
��j
�
� $ ��j
�(">�@8A"���0<�()*�,�
��;51�)�;5&*��� . ( &��<8A"
�(�^0<-7j
�(�H�d)4 �0i��0<��-"
��g����A�h (!
"�D=� $ �
�*)* (1�8A�,�
�

,
�� ��=�� (�>���� $ ���A L8A�*&�"
��0<Dd�� 58���)���'�-������A (�
�
��1>0,�� L8A"�" $ �
�*!
��0�0, H��0,�� (����)���"

.

_ 0@'�">)�;`"�0 $ �('A-�C,�����(� PAP
"
'�"

CHAP
8A'
D>0<�*�@8A"��
�,�
"
D�0 $ ����)* �1�8A���
�*�

(
8��
��B,"���"V0@'��*)* ���"

,
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0<���<8A"
��D
��-*0@D�0 $ �
�*)* �1�8A�,���*�²"
C
Windows

&���C["�0 $ �('A-�C,�*)* ��
"�Dd0<�
�
" $ �� 
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)40<�ij��(�H)4 �� $ �*�� L8���&�"���0@D b ���

)�)��^0<�("
dial

) $ �
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"
ppp. * �� �j
�i)4 ��l�
�42?�
�HC��� (��- , �� ��d8A�*C,)*���
"
��-*0@D78A� $ �
�*)* �1�8A�,�A 90 $ �4����]>-�Y

”AT
�
�*�h ���8

”,
0 $ �,!
"Ag�"
j
�
;�:78�'
D>)* (�>�,B��H����8A�^�h 

,
�� ����� �� $ ����B,�A ��h�h �8���C,)*���� 

PPP
$ �
�@8A�40<�� �)('
D
���9�(��'�-��
�

��j
���
- $ ���*0<����1 b ���*'�D
�(���>�(�,����"��� �'A . # &*�� (�("��(��0,-H�=�
���
�*)��(8�0<�()*� user-ppp
"

FAQ
(http://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/faq/ppp.html)

8�'
D $ �('���j
���
"�D=&*�('���� $ �(8A�
��&*�
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1
.

_ 0@'�">�d)* *0 $ �
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;a�� b �
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�*�h ���8A; set log local ....

_ 0@'�"=8A�*0,�(� $ �
� $ �*0,�(�(D
�
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�
���
"
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;51 $ �*�
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.
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"
�(�,'�-����H)�;5�>�
,
j
�^�f�*&�;5j
�
�H)���C^���(2?�
�9j��,�
�,C $ �40@'��<8A��)4 (�(�,'�-��
��Y`'A"
�
"
Y

(
8��

50
�
&4 (1
�

/
0
), b ��� $ ��"
)��<8A�,�%����0<�
�*�
�,��"
Yº��0<�* (�
�*)��
" .

)  (�
�*�
�,! ,
8A'
D>0, *����1=&*;90<�(����1=��0<�* (�
�*)��
" $ �70,�,�("�:��*�
���>"��l)�;5&*���
�4�¶&*�*8A�,�

Ethernet
 L8� $ �(�,�

! FreeBSD$ ��8
8��,��2?"
)4 (�,�H&��('A-���"���0<�()*�
PC Ethernet

�A (�
�
;
0 $ "�0<�*� $ �(8
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C� ��(-*0<D=0i�
"A�

. _ 0@'A"�)�;a:��*�("
�(� $ �
�*"
C,)*��8A"
��-��0,�� (����)����70
FTP

j
�,�
��C
HTTP

$ �
�*��0<"
,
$ ���(���,&�������0@D=�� ���2?�\ �8A�
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�iC��� (���(�[�*�()����(��)H�� H)40<�"�'�"�&*�('�-*��"
�A0<�()*� b �("
:=)�� $ �
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�4� $ �����,�
�(;

FreeBSD,
�
�*�(����;5�i)* *���
�42?�
;

,
�� 

NFS
0,�,�
)*�,�

,
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"�)*;5&������/"�0<����j
�
"��� H��0,�� (�
�*)��
"

NFS.
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��0,�� (����)����
.

_ 0@'�">�d)* *0 Ethernet
�� (���� $ '��(:���B��9�� �j
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Chris Shumway.
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&�����K 	���GH	�
k b �(��1>B<'A �)��i��; $ � $ ;5�* (��� c

D=�� �0,�
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Additional TCP options:.

Fri Sep 20 13:01:06 EEST 2002

FreeBSD/i386 (pc3.example.org) (ttyv0)

login:

k )4 (�>�,1�0,"�0<�(�^���\0,���*&�]����
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"
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���
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k b �(��1V0<�(�����
��0<�(8A�,��2?"
�*0@D��
�^���
��B��H"
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�*!
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:
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��8A��D (MOTD,
"
'�"

message of the day)
C� 9�����(�*�
;9� $ �40@'��<8A���,�9�
�4�h (��8��� �D�0,�(�
���A 

(
0

0<"���)*�('��4�
#, $,

"�'�"
%). 6 �(�H�*C,�� �j� (��� , j
�(�7)�;`��0 $ �,�>�
�H)*���='A"=) FreeBSD.

3.2.3. � 	 ����� � � � � 	�	�� � � � 	�� ���
�
�  $ ��0,�=�
�*�h ���8 UNIX

"
C[������0,�('�"
— b ���%�
�*�
�,j��
�9:���������� , �
� FreeBSD

����2e���H)*; $ �('��
D
�(-%���
��2?��0<��)��
$ �
��B��� ��h�l�(8A�
�*)��
�^���,�
�
�

,
$ � b �(�4���7�A �'�"
j�"
�[�(8A�
�*1=�
���A0<�('A"����(2?�,�%&�;5�(-%�
�@8A�40<�� ��(�
�4� . k �� (���*�f0<'���j� (���j
���
- $ ��'��,C��
;

”
)�"
���(�� �'�-*�
;5�i�
�*��0<��'�"

”.

FreeBSD
����2?�,�H&*;5�(-H�A �0<���
������ �8�'�D��� (&*���(;X0i�
��0,�
�('A-��
"���">)�"
���(�� �'�-*�
;9��"=�
�*��0<��'
D���"

. k ;º���(2?���(�$ �,�
����'�Y%j� (�(-40@D�0[��8A����1=)*"
�
�(�� �'A-��
�*1=�
���A0<�('A"=�� �8��
��B,��Y
,
�� �2?"��h (D=0,���*�()�����0<�()*��YH]�"��[0<�*j
�,�* (�
"�D=�
'A ()*"
�

�� 9��'� ()�"A (�(���
�
. ( �A �2V8A��1��
����0,�('�"���0<��-70,)���1d�A (�� ('>)�;5)*��8� �" FreeBSD

C^ (&*���("
�*0@D=�H���*�
,
j��(��&*; $ �� �)�"�'�-*�
�

$ �,�
���� $ �� ()*"
�(-9)*)���8e0/��'A �)�"� ��(���
;`"�)*;5)��(8>�� H���*�
"
�(�*�
,
�A (�=�(��'�-��
�%)�; $ ���
�,�
'�YHj
"��(��0,-�0i��8A����1=�
�*��0<��'�"

�� �8A���4B���Y
.

�='
D $ �,���,��'�Y%j
�,��"�DV���,2>8��d�
����0,�('
D���"�C� (���,C,���
)�"��
��)4 (�
;a0 $ ��!
"� ('�-��
;5�[�
�*��&*"
�� �!
"
"��
'A ()*"
� 3. k ;º����2e���(�"�0 $ ��'�-�C���)4 (�(-90,��j
���� (�
"
D
Alt-F1, Alt-F2,

8��
Alt-F8

j
����&�; $ �,�
����'�Y%j� (�(-40@D����,2>8��d�� (C,'�"
j
�
;9��"
)�"
�
���� ('�-���;9��"=�
���A0<�('�D���"�)

FreeBSD.
���
" $ ���
�,��'AYHj
���
"
"V���H�(8A�
�*1=�
���A0<�('A"=�d8A���4B���1

, FreeBSD
C� �&��*�("
��0<D��%0,�(:��� (���,�
"
"�"�)��40,0,�� (�
�*)('����
"
"

)�;5)��(8� 5�� b �
�A (� .
.i�,C,�4'�-*�� (���*�lD
)�'
D
�,��0<D

”
"�'
'�Y%C,"�D

”
�� �'�"�j
"�D����
��2e�^0<�()4 

”
)�"��
�(�� �'�-*�
;�:

” b �
�A (�
�*)9"��'A ()*"� (���4�
,
�
�������
;5�\����B,���%&�;5�(-%"�0 $ ��'�-�C���)4 (�
;´8�'
D�)*)��(8� 5"�C^ $ ��0<�A 9�
�4�h (��8

FreeBSD.
���
�*B,�� *�h��;

,�
���(�*�
;5�i)*;`C� $ ��0<�� ��,�(�[�� 9�(8A�
��1>)�"
���(�� �'�-*�
��1d�
�*��0<��'�"
,
��� $ ���,�
�� �]> (Y%�H)*; $ �('����,�
"
�

,
�
��B<8� 9������0,�('�-

0<�� ��
��)*"
��0@D=���,)�"�8A"�����1
.
# �
" $ �
��8A��'
23 (Y%�9)�; $ ��'���D
�(-40@D

,
�
�*B@8� H)�; $ ���
�,�
'�YHj� ��,�(�^0<-7�� �8��
��B,��Y

)�"
�
���� ('�-����4Y��
���A0<�('A-
.

3.2.4. � ����� /etc/ttys

k ������g�"
B����� (!
"�" $ �H������'�j� (��"
Y FreeBSD
C^ $ ��0<�A (�,�H)��*0,����-9)*"
�
�(�� ('�-��
;�:d�
�*��0<��'��,1

. + �^�f�
�\���,�
��� , b �(�7�
���B,�A (�
"
j��,�
"
�h�*&��*�
�*8A��)4 (�
"�D
,
"d)�;`����2e���(�h'���B,�
�H�� �0,�(�
��"��(-H0<"A0<�(�^���%8�'�D�C^ (B��
��C,�
"d&*�('�-*���,B���"�'�"=���,��-�����B,�

j
"�0@'� 9)�"��
�(�� �'�-*�
;�:��
����0,�('���1
.
��"�0<'��9" $  ��� ������(�
;`)*"
�
�(�� �'A-��
;�:��
����0,�('���1dC� �8� (Y%��0@D=)7gd (1�'��

/etc/ttys.

k ;X����2?�,�(�\"�0 $ �('�-*C,��)4 (�(- b �(�7gd (1�'d8A'
D��� *0<�(�
�*1
�
">)�"
�
���� ('�-���;�:�������0,�('���1 FreeBSD. � Y%&* (D=�
�C� (���*�h���,���("
�
�*)* (���� �D=0<���
���� H) b �(�*�´gd (1�'�� (
0,�(�
�*�� 

,
�
�\�� (j�"
�� (Y%]> (D�0@D�0i0,"���)���'A 

#),
0,��8A����2?"
�

�� �0,�(�
��1��
"�8�'
D>��8A�
�*B,�%�(�,����"��� �'A %"�'�">)�"
���(�� �'�-*�
��1d�
�*��0<��'�"
. k ����0<"�D b �(�*B,�%gd �1�'A $ �7�����('�jA (�
"
Y ,$ �*0,�� ()�'
D
���h (Dd0

FreeBSD,
0<��8��,��2?"
�%�� �0,�(�
��1��
"d8�'�Dd8A�,)�D
�("�)*"
�
�(�� ('�-��
;�:d�
�*��0<��'��,1�"�)��
'�YHj� ��,�9)*�*0,����-

�(�,����"��� �'��*)
. 6 ���70,�(�
����" ,

�� (j�"
�� (Y%]�"
�^0@D>0
ttyv:

# name getty type status comments
#
ttyv0 "/usr/libexec/getty Pc" cons25 on secure
# Virtual terminals
ttyv1 "/usr/libexec/getty Pc" cons25 on secure
ttyv2 "/usr/libexec/getty Pc" cons25 on secure
ttyv3 "/usr/libexec/getty Pc" cons25 on secure
ttyv4 "/usr/libexec/getty Pc" cons25 on secure
ttyv5 "/usr/libexec/getty Pc" cons25 on secure
ttyv6 "/usr/libexec/getty Pc" cons25 on secure
ttyv7 "/usr/libexec/getty Pc" cons25 on secure
ttyv8 "/usr/X11R6/bin/xdm -nodaemon" xterm off secure
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�  �8A���� �'A-��
;9��� $ "�0� (�
"
�^�l�� �2V8A�*1=�
��'����
��" b �(�*B,�7gd (1�'A H"�)40<�<:d� $ !
"
1 ,
�����(�*�
;5�[����2e���%���� �C� (��-�8�'
D

�� �0,�(�
��1��
"=)�"��
�(�� �'�-*�
;�:d�
���A0<�('A�,1
,
�*&��� �]> �1
�(��0,-9�

ttys(5).

3.2.5. � � 	 � ���
	 � � � 	 � � ���
	�� ����� �����
	���� � � � ����� ���
���,�� ('�-��
�*�/� $ "�0, ��
"
�

”
��8��
� $ ��'�-�C���)4 (�(�,'�-*0,�
��B��\���<2?"��h 

”
����2?�
�H�� �1
�(">)Á.i �C@8

. 12.6.2.
c[�(�*"
�H�*�����,��"
�(-

,
j
�(�

$ �
"��A (&��*�(�
FreeBSD

)7��8A�
� $ �('A-�C,�*)* ��(�<'�-40<�
�4�3�
�,2?"����[�^0<�(-7�(��'�-��
�%��8A�A 9�
�*��0<��'�-
. k "
�
�(�� ('�-��
;�:d�
�*��0<��'��,1�
�,�

. ( 0,�� (�
�*)��
"��
����0,�('�"�)H��8��
� $ ��'�-�C���)4 (�(�,'�-*0,�
�*�¶�
�<2?"��������(2?�
�%�� (1
��">)7gd (1�'�� /etc/ttys.
# &��� ��("
�(�

)��
"��h ��
"
�[�� %0,�(�
�*�
�
,
�� (j�"
�� (Y%]���Y%0<D�0

console:

# name getty type status comments
#
# If console is marked "insecure", then init will ask for the root password
# when going to single-user mode.
console none unknown off secure

� ���������������
: �M,�1J��1!,L2,����:�C1���-�-B������,����$�D.�#>�I�I��������1�� console, -7��@.���0�;����*6?,�1�����������,���J<��2 C��������1* .�

��L�-B�������� secure �, insecure. ¡��*
	���# �'6 �*
�,�����J<��!� , FreeBSD 6?,!@��C"����CL2,����! L�1!�/�>��67����"��
	�2L����2,����*
	����12��-
��*@.��-B�JE� !6?���9L2,�"��,�������,���9",����
	� root.
���
������� "�!��#"
� " � �����
�� ��%� � ��� ��� ���#" ��"	�%�	��
%� ��� �	� insecure. ¡��*
	�.�# L�,E !6 ������",�����
	� root, L2,����! L�12,.�

�6B����"���
	�2L*����,���*
	����1;��3F��*@.��-8����
	����/ �*
���@.������*$ . �B�!� �2���I���I�����;L�-7��@.��� , ���:��2��1���
	�12�/E���
��2�I�*
��@����/6�
�$F���'D ,
1��!�0���I����K���;����J��������
��*$��/"���� ���2������-8L2,����! L�1�� FreeBSD ���#ML�����,�"��������,�-�- .

3.3.
BQ��$� � � 	%�'& ���
�

FreeBSD
D
)�'
D
�,�*0@D $ ��D���;9� $ �����*���
�4�

BSD UNIX
"��40<�
�*)�;5)* ��,��0<D7�A 9�
���
���(�*�
;�:=��'�Y%j
�,)*;�:d�
���
!�� $ !
"
D�:

UNIX. k $ �,��)���Y��*j
�,���@8A- b �(� , �
�����,j
�
� , �(���7gd (�
� , j
�(� FreeBSD –
���
��B�� $ ��'�-�C���)4 (�(�,'�-*0,�� �D7� $ ���� (!
"����
�� (D

0<"�0,�(���h 
. 6 �(�7��C,�A (j� ��,� , j
���H�
�^0<�
��'�-��
� $ �('A-�C,�*)* ��(�<'���1=����B��4�%�� (&*���� ��(-9�(8A�
��)*�
�������
�
� , �
�,�V �D=�� �C<'�"
j��
;5�C� L8P (j
"="V0<�*)��,�����,���
�9�
�\���,�> (Dd8A�
��B/8A�
��B,�

. )  %0<"�0,�(�����['��,2e"
�%���()*�,��0,�()����
�
�40<�(-%C� $ �� ()*"�'�-*�
����� (C<8A�<'����
"
�["�� $ �� �)('����
"
�i�* (�
"���">�
��0,����0, *��"��� �� $  ���D
��-
,
$ �
��!
�^0,0,���
�
�*�/)��
�^��D

,
$ ���
"�g��,��"
1
�
;5�

��0,�(�
�*1�0<�()4 9" $ �
��j��,�
.

Z �
��B�� $ ��'�-�C���)4 (�(�,'�-*0,�� �D�0<�
�<8� $ ���@8 $ ��'A (B^ (���9�� �'A"
j
"
�����<:
 (��"
C��h H�
�,B��*'A"
�
��)4 (�
"
D $ �� ()98A�*0,�(� $  H�'�YH&*�*�����
��0,����0<��)�0<"�0,�(�����
.
c[��]��^0<�()*�4���9�(�
">�(" $  $ �� �)58A�40<�(� $  

:
�A 9j
�(���
"
�

,
C� $ "�0,-H"�"A0 $ ��'��
�,��"
�

.
���A ()* 

0<B,��� $�$ "
�
�*)* (��;½���
" $ �H�(�
"
,
0<�*���()*�,��0,�()����
�
�%j
�(�,��"
�

/
C� $ "�0<-

/
)*; $ �('����,�
"
�/8�'
D�)�'A L8��<'�-*!� 

/
B,�
� $
$ ;

/
)40<�<:

�*0<�* �'�-*�
;�:
.
��"�0@'����
�
�*� $ �
�<8�0<�* ()('A�,�
"
�

:

� �����
����	�� � �������d	��
���� ��� � ��	����A� 0 ���$}���=���*��&$}� � �
0 ) "
j
�,B��H�
�[�� (C��
�,�>�,�
� ---

1 ) �<'�-*C<D=j
"
�* (�(-7" $ "�0� (�(- ,�� (C��
�,�>�,�
�%"�0 $ ��'���D
�(- --x

2 ) �<'�-*C<D=j
"
�* (�(-7"="�0 $ �('��
D
�(- ,�� (C��
�,�>�,�
� $ "�0, ��(- -w-
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� �����
����	�� � �������d	��
���� ��� � ��	����A� 0 ���$}���=���*��&$}� � �
3 ) �<'�-*C<D=j
"
�* (�(- , �� (C��
�,�>�,�
� $ "�0, ��(-"�"�0 $ �('��
D
�(- -wx

4
.i (C��
�,�>�,�
�%j
"
�� ��(-

,
���<'�-*C<D $ "�0� (�(-

"�"�0 $ �('��
D
�(- r--

5
.i (C��
�,�>�,�
�%j
"
�� ��(-%">"�0 $ �('���D
��-

,�
�<'�-*C<D $ "A0, (��- r-x

6
.i (C��
�,�>�,�
�%j
"
�� ��(-%" $ "�0� (�(-

,�
�<'�-*C<D="�0 $ �('A��D
�(- rw-

7
.i (C��
�,�>�,�
�%)*0<�

rwx

k ;X����2?�,�(�\"�0 $ �('�-*C,��)4 (�(-H� $ !
"�Y -l
�
�4�h (��8�;

ls(1)
8�'
D $ �('���j
���
"�D $ ��8A�
�*&��
�*B,��'�"A0<�("
��B� %�� (�� ('���B^ 

,)���'�Y%j� (Y%]���B,�9�
��'������
�=0/"
�Ag������h �!
"
�,1�� $ �A ()* (:7�A Hgd (1
'd8�'
D�)�'A L8��<'�-*!� 
,
B,��� $�$ ;X"�)40<�,:��40<�� ('�-���;�:

.
)  $ �
"A���,� ,

���*�h (��8� 
ls -l

) $ �
��"�C,)���'�-����*�²�� (�* �'��*B,�[����2?�,�H)*;5)��^0<�("�0<'��@8��4Y%]����
:

% ls -l
total 530
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile
-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile
-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt
...

k �*�9�� ���)�;5B,'
D�8A"
� $ �,��)* �D=���('��*�
�� 5)*;5)���8P ls -l:

-rw-r--r--

���,�
)*;51
(
0,j
"
�� (D�0@'���)* 

)
0<"A��)��('VB,�*)�����"
�5��&*;5j
�
;51d'�" b �(��gd (1
' ,

�� (�* �'��*B
,
0,"���)���'�-��
�*�/��0<�(����1�0,�()��

,
0<�����,�

"�'�"='AYH&��*�h8A���4B���� $ 0<��)�8A�4gd (1�'��*)��*����0,�(�
��1A0<�()*�
. k �� ����^��0@'���j� �� - ���� �C,;5)* ��,�5�� %��&*;5j
�
;51�gd �1�' .ci'��@8A��Y%]�"
�[�(�
">0,"���)���'A 

(
)58� ��
�
�4�²0<'���j� (� b �(� rw-)

C^ L8� �YH� $ �A ()* �8A�*0,�(� $  9)�'A L8A�,'�-�!A 9gd (1�'� 
. �  (�(�^��"�8A���$ �� ()4 5B,��� $�$ ;

,
�
�*�(������1 $ ��"
�� L8A'��<2?"
�7gd (1�'

(r--).
���*0@'A�@8A��D�D=���
��1
�A 

(r--)
� $ �
�<8A�<'
D
��� $ �A ()* �8�'
D�)40<�<:

�*0<�* �'�-*�
;�:
. Z "
�
��0[��C,�A (j� ��,�9�*��0<����0,�()�"
�\�� ��
"�: -

'�"�&�� $ �A ()
(
�
.
�
.
�
�<'A-�C<D=��"�j
"
�* (�(-

,
�
" $ "�0, ��(-

,
��"

)�; $ ��'���D
�(-
). k 8� ��
�
�*��0<'���j� (� $ �� �)* 9��0,�� (�
�*)('����
;a�� (��"��f�*&��� �C,�*� ,

j
���%)�'A L8A�,'��,!>���(2?�,�%j
"
�� ��(-%" $ "�0� (�(-
)%gd (1
'

,
 HB��
� $
$  H"�8A�
��B,"��\���*B,���9�(��'�-��
�%j
"
�� ��(-

. +  ��
"����*&��� �C,�4� ,
j
"�0@'A�,�
�
�*� $ ���@8�0,�� ()�'��,�
"�� $ �A ()

644,
B<8A�

�� �2V8� (D=!
"�g��� $ �
�@8P0<�� �)('
D
���H�(�
">j� �0,�(" $ �� ()%�� %gd �1�'
.

���� ()4 5�� 9��0,�(�
��1A0<�()4 9�
�*�
�(�
��'�"
�
��YH�*0@D> ��� �'��*B,"
j��
;9�l��&*�� (C��*�
. k FreeBSD

)*0<�[��0<�(�
�*1�0<��)* $ �
�@8�0,�� ()�'��,��;
)H)�"�8A�[gd �1�'���)

,
�
�������
;5�\���(2?�
�7���(�
��;5)* (��-

,
j
"
�* (�(-7" $ "�0� (�(-7)H��"�:

. 6 �("V0 $ ��!
"� �'A-��
;5�\gd (1�'�;X0,��8A����23 (��0<D)H�� ��� �'��*B,�
/dev.

'  (�� ('���B�"d�� (��2?�[D
)('
D
Y%��0@DVgd (1�'A *��" . ' �
"A� $ �
"������
"���;��(�i2?� $ �� ()4 9�� Hj
�(���
"
� , C� $ "�0<-%"�)*; $ �('����,�
"
� .���� ()(8� 
,
)98� (�
���*��0@'A�4jA (�

”
)*; $ �('����,�
"
�

”
"����,���%����0<���('�-*�
��8A�
��B���1�0���;90@'

. ' �*B@8� 9�� (�� ('���B $ �*����j
�,�>�� (�
”
"A0 $ ��'��
"���;51

”, b �(�7��C,�A (j� ��,� , j��(�%����2e��� ”
C^ (1
�("

”
)%�
��B,�

(
0 $ �*���*]�-�Y��
�*�h ���8A;

cd, change directory). 6 �(��� (��2?�\��C��� (j� ��,�
,
j��(�%)98� (���
�*���A (�� ('���B��[���(2?�
� $ �('A�4j�"
�(-58��*0<��� $ �>gd (1
'A ��

,
"A���,�� H�
���(�*�
;�:="
C�)���0,�(�
;

(
�
�*�
�,j��
�

,
��0<'�">0,��&40<�()*�,�
�
;5� $ �� �)* 5�� %gd (1�'>�� (C��
�,�V (YH�%�� (����1�8A�40<�(� $

).

_ 0@'�"�2?�[�(���,&�������0@D $ �('���j
"
��-%0 $ "�0<�*�>gd (1
'���)9)%�
�,�����(�*�
�*�l�� ��� �'A��B,� , $ �� �)* \8A�40<�(� $  H�� %�
�,B��58A��'
2?�
;5�)���'�Y%j� (��-58A�40<�(� $ �A 9j
�(���
"
�
.
�='
D�����B,�

,
j
�(�*&�;`�*8� �'A"
�(-H"�C[�� ��� �'A��B� 9�� (�
�*1

-
'�"
&��%gd (1�'

,
"A��D��
�������
�*B,�

"
C,)*��0<���
�
,
�A b �����H�A (�� ('���B/8A�('
2?�
;º&�;5�(-98� (�
; $ �� ()4 9�� HC� $ "�0<->WV�A 9"�0 $ �('����,�
"
� .

c[�4]>��0,�()���YH�H"d8A�
��B�"
� $ �� ()4 \8A�*0,�(� $  
,
�
�%�*�
"=�� �� $ �A ()�"
'��9"�0 $ �('�-*C,��YH��0<D�)H�40<�*&�;�:d0@'���j� (D�:

,
�� $ ��"����,�

,
setuid-

&�"
�9�A 9)�; $ �('���D
�^��;5�[gd �1�'�;`"
sticky-

&*"
�5�� %�� (�* �'��*B,"
. �  58A� $ �('��
"��(�<'�-*�
;9��"�0,)��@8��,�
"�D���" $ � b �(�*���
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)�� $ �
�*0,�%�*&��� �]> (1��(��0,-9�
chmod(1).

3.3.1. � � � � ���
� � � ����� � � ����� 	 � � � 	 ����� �����
�9IPM��^J�N<TeO(E�W �

Tom Rhodes.
c["���)���'�"
j
�^0<�
"
�[��&*��C,�A (j
���
"�D

,
"
�
�*B@8� H�� (C�;5)* �����;5�i0,"���)���'�"
j
�^0<�
"���">)�;5�� (2e���
"�D���"

,
"�0 $ ��'�-�C���YH�H&*���
)�;

)*����0,�(�H)*�*0,-*���,��"
j
�
;�:dC,�A (j
���
"
1�8�'�D��� (C��� (j��,�
"�D $ �� ()%�� Hgd �1�'�;`"��A (�� ('���B�"
.
c["���)���'�"
j
�^0<�
"��i)�;5�A �2?�,�
"
D

"�0 $ ��'�-�C���YH�H0,"
�
�� ���0<"�0
(
�
�(�

) (
8A�,1�0,�()�"��

) (
$ �� �)* 

),
B<8A�[0,�4]>��0,�()���YH�70@'��<8A��YH]>"
�[C��� (j��,�
"�D

:

����� 	
� �/������� � �����
����	��
(
�
���

) u
����'�-�C���)4 (�(�,'�-

(User)

(
�
���

) g � �
� $
$  (Group)

(
�
���

) o
�����4B�"
�

(Other)

(
�
���

) a k 0,� (All, ”world”)

(
8A��1�0<��)�"
�

) +
����&* �)('����
"
� $ �A ()

(
8A��1�0<��)�"
�

) - ( 8� ('��,�
"�� $ �A ()
(
8A��1�0<��)�"
�

) =
�7)��� (D���0,�� (�
�*)��� $ �� �)

(
$ �A ()* 

) r
���(�,�
"��

(Read)

(
$ �A ()* 

) w �  $ "�0,- (Write)

(
$ �A ()* 

) x k ; $ ��'��
���
"
� (Execute)

(
$ �A ()* 

) t Sticky
&�"
�

(
$ �A ()* 

) s SUID
"�'A"

SGID

6 �("�C��� (j
���
"�D�"A0 $ ��'�-�C��4Y%��0@D=���*�h (��8A��1 chmod(1)
�* (�=2?�\�� (�>"=�� ��
-��>�

,
�
�70i&*���
)* *��"

. )  $ �
"A���,� ,
)�;

���(2?�,�(�\"�0 $ �('�-*C,�*)* (��-90@'��<8A��YH]���Y �
�*�h ���8A�%8�'
D>C� $ �
�,�� 58A�*0,�(� $  98A�
��B,"�: $ ��'�-�C���)4 (�(�,'��,1d�
FILE:

% chmod go= FILE

�='
D="
C������
�,��"�D�&���'��,�[j
���f��8A�
�*B,�9�A (&��*�� $ �A ()%����2?�
� $ �
"����,��"
�(-�0 $ "�0,���
,
�A (C@8��<'����
�
;51�C^ $ D
��;9��"

.
)  $ �
"A���,� ,

0<'��@8��4Y%]> (D=�
�*�h ���8� 9�*8� ('�"
� $ �� ()4 5B,��� $�$ ;X"
”
)40<�<:d�40<�� ('�-��
;�:

”
�� %C� $ "�0<-H)

FILE,
 %C� (�����

8A��&4 ()�"�� $ �� ()4 9�� H)�; $ ��'��
���
"
�h8A'
D�)*0,�<:
:

% chmod go-w,a+x FILE

3.4.
� &� ���H& ����L�I��&I� D 	���	��

+� �1�'��*)* �D=0,"�0<�(�^�h 
FreeBSD

D
)�'
D
�,��0<D=��'�Y%j
�,)*;9�f���*�����
�(�*�f) $ �*�
"��h ��
"
"=��0<���
��1�0,�()* H)*0,�,1>0,"�0<������;
.c\ ���;9��)4 �2?�
;9� $ �*��D
�("
�^�lD
)('
D
����0@D

,
�
��0,�*���
���
�
�

,
�����
�
��)��*1=�� (�* �'��*B

,
�*&���C��� (jA (����;51d0,"���)���'��*�

”/”.
' ���
�
��)��*1d�� (�� ('���B\�����
��"
�
���,��0<D>0, *��;9� $ ���
)�;9���A b �* $ �\C� �B,�
��C,��"=">0,��8A����2?"
�H)40<�i���,��&�:���8A"����*� , j
�(�*&�;$ ��8AB����(�*)�"
��-H0<"�0,�(�����d�>C� �B,�
��C,���i)%������B,� $ �('A-�C,�*)* ��(�<'�-40<�
"�17���<2?"��

. ' �*�
�
�,)*��1=�A (�� ('���B/�* (��2?��0<��8��,��2?"
��(��j
��">�������("
�
�*)* (��"�D=)*0,�<:78A�
��B,"
:dgd �1�'��*)�;�:d0<"�0,�(���
.

+ �*j
�
�*1>�������("
�
�*)* (��"�D=�� (C�;5)* ��,��0<D��A (�� ('���B , �
�������
;51>&��*8A�,�%0<���*�()�����0<�()*��)4 (�(-9�����
�
Y $ �
"����*�
�("
����)* ��
��1gd (1�'��*)��*1�0,"�0<������;
.
c[�* (��8� ��
�(�
;5�\�(�*j
�
"e�����
�("��
��)4 (�
"�D=)*��'�Y%j� (Y%�

/usr, /var, /tmp, /mnt
"
/cdrom. 6 �("�� (�� ('���B�"=��&*;5j
�
� $ �,�
��j
"�0@'A�,�
;X)7gd (1�'A�

/etc/fstab,
)H�
�*�(���
�4������ (C^ (�
;`gd �1�'���)*;5�i0<"A0<�(�^��;º"="�:=����j
�
"

105



� �PO(E�O
3.

 N � J�E� UNIX

�����
�("��
��)4 (�
"�D
. , ��'�-��>"
��0,�()��Hgd �1�'��*)�;�:d0<"�0,�(��� ,

� $ "�0� (�
�
;�:d)
/etc/fstab

���*�
�("
���4Y%��0@De ()*�(�*�h ��("
j
�^0<�
"
"
C\0,�
�
" $ �� 

rc(8),
�^0@'�">�(�('A-��
�98�'
D��
"
:=�
�[���� �C� ��� 5� $ !
"�D

noauto. , ��'��,�/8A�,�� ('�-��A �D="
��g��*���h (!�"�D�� �:���8�"
��0@D=)%.i (C<8
. 3.6.1.

���('��
�*�/� $ "�0, ��
"
�i"��,�� ���:�"
">gd �1�'���)*��1d0<"A0<�(�^��;º��0,�(-H)
hier(7). � 8A�^0<-H2e����;X� $ �4��D
�
���²'�"���-7�� ("
&*�('����)* �2?�
;5�[�� (�* �'��*B,"

.

���4&��$}� � ����	��&����	
�
/ ' �����
�,)*��1=�� ��� �'A��Bigd �1�'���)*��1=0,"�0<�(�^��; .

/bin/
# 0<�
�*)��
;5�[���("�'�"
��;

,
�
����&(:��(8A"���;5�h8A'
D��� �&�����;`�� (�=)

��8��
� $ ��'�-�C���)4 (�(�,'�-*0,�
�*�
,
�� ���"=)

���
�*B,� $ �('�-*C,��)4 (�(�,'�-*0,�
�*�¶�
�,2e"A�h �:
.

/boot/
���
��B��� ��h��;º"=�
���Ag�"
B,���� �!
"
�����
;5�[gd �1�'�;

,�
����&(:��(8A"���;5�h8A'
D��
�*���h �'�-*�
��1�C� (B��
��C,�
"
� $ �,�� �!
"
�����
��1�0,"�0<������;

.

/boot/defaults/ ' ����g�"
B����� (!
"����
�
;5�[gd (1�'�;X0[�� *0<�(�
�*1
�� *��" $ ������('�jA (�
"
Y
,
"�0 $ �('A-�C,���^��;5�i) $ �
��!
�^0,0,�iC� �B,�
��C��
"

� $ �,�� �!
"
�����
��1�0,"�0<������;
(
0,�

. loader.conf(5)).

/dev/
+> (1�'�;º��0,�(�
�*1�0<�()

(
0,�

. intro(4)).

/etc/
# 0<�
�*)��
;5�[�
���Ag�"
B,���� �!
"
�����
;5�igd (1
'�;X0<"�0,�(����;º"
0<���
" $ �(;

.

/etc/defaults/
# 0<�
�*)��
;5�[�
����g�"�B,���� (!�"
���
��;5�igd (1�'A;X0<"�0,�(����;º0
�� *0<�(�
�*1
�� *��" $ �%������'�j� ��
"
Y

(
0��

. rc(8)).

/etc/mail/ ' ����g�"�B,���� (!�"
���
��;5�igd (1�'A;½8�'
D>0,"�0<�(�^����&*�� (&*���(��"$ �*j
�(;
(
�� $ �
"����,�

, sendmail(8)).

/etc/namedb/ ' ����g�"�B,���� (!�"
���
��;5�igd (1�'A;½8�'
D����("�'A"
�(; named (
0,�

.
named(8)).

/etc/periodic/
+� �1�'�;º0,!
�,�A (�
"
��)

,
)*; $ �('A��D
����;5�[�<2?�@8A���,)����

,�<2?���
�@8A�,'�-����H"��,2?������0<D
j
�
�
(
0��

. cron(8)
"

periodic(8)).

/etc/ppp/ ' ����g�"�B,���� (!�"
���
��;5�igd (1�'A;½8�'
D����("�'A"
�(; ppp (
0,�

.
ppp(8)).

/mnt/
����0<�(�*1��� ��� �'��*B

,
j� *0<�(�%"�0 $ �('�-*C,������;51�0,"�0<�������
;9��"

 L8P��"
�
"�0,�(�� (������ *��">�� ��=)��������,���� �D=�(�*j
�� 
�������("
�
�*)* (��"�D

.

/proc/ k "
�
�(�� �'A-��� (D�gd (1�'��*)* (Dd0,"�0<�����h , ���(�*&��� (2? �YH]V �D�(���
��]�"
� $ �
�*!
��0�0<;
(
0,�

. procfs(5), mount_procfs(8)).

/rescue/
c[�� (��"
j
��0,�
"e0@'�"
���
��)4 (�
�
;5� $ �
�*B,�� *�h��;½8�'
D
)��40,0,�� (�
�*)('����
"�D $ �40@'���0<&*���,)

.
# &��� ��("
�(�^0<-H�

rescue(8).

/root/
���*�h ����
"
1��� (�� ('���B $ �('A-�C,�*)* ��(�<'
D

root.

/sbin/
c["�0<�������
;5�����("�'�"��(;º">�4��"�'�"
�(;
 L8P��"
�
"�0,�(�
"
�
�*)* ��
"�D

,
���,��&�:���8A"���;5�h8�'
D��� �&��*�(;`�� (�

)7��8A�
� $ �('A-�C,�*)* ��(�<'�-40<�
�4�
,
�* (��">)

���
�*B,� $ �('�-*C,��)4 (�(�,'�-*0,�
�*�¶�
�,2e"A�h �:
.
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���4&��$}� � ����	��&����	
�
/stand/

���
��B��� ��h��;
,
�
�,�*&(:���8A"A��;5�h8�'
D>�� (&*���(;a)

 ()*�(�����*���
�4�l�
�<2?"����
(
�A $ �
"A���,�

,
$ �
"���0<�* (�
�*)��
�

0<"A0<�(�^��;
).

/tmp/ k �
�������
�
;51V�� (�� ('���B (
j� *0<�(�7�����
��"
�
���,��0<D>�� ��

mfs(8);��&*;5j
�
�70<��8��,��2?"����*� b ����B,�%�� (�* �'��*B� 9���,��D
����0@D�)*�
)�������D $ ���
�,C^ (B��
��C,�
"�0,"�0<������;

).

/usr/ , �('�-*��"
��0,�()�� $ �('A-�C,�*)* ��(�<'�-40<�
"
:%���("�'�"��%"$ �
"
'��(2?�,��"
1
.

/usr/bin/
���('�-*C,�*)* (���<'�-40<�
"
�h���("
'�"
�(;�" $ �
"
'��(2?�,��"�D���&*]���B,�
�� �C,�� �j
�,�
"
D

.

/usr/include/
c[�� (��8� (�
���
;5�[C^ (B��('��*)���j��
;5�igd (1
'�;½8�'
D=D
C�;5�� 

C.

/usr/lib/
+> (1�'�;�0<�� ���8� (���(�
;�:=&�"�&('�"
�*�(�,�

.

/usr/libdata/
+> (1�'�;`8� (�
��;�:%8A'
D��� �C<'�"
j��
;�:=���("�'�"
�

.

/usr/libexec/
c["�0<�������
;5�[8� ���������;`"����("�'�"��(;

(
)�; $ ��'���D
����;5�

8A�
��B�"���" $ �
��B��� ��h�h *��"
).

/usr/local/ � ���� ('�-���;5� $ �('A-�C,�*)* ��(�<'�-40<�
"�� $ �
"�'A�(2?�,�
"
D ,&�"�&('�"
�*�(�,��"
,
"��

.
8

. +  (�
2e��"�0 $ �('A-�C,������0@D $ ������('�jA (�
"
Y �
��'
'��,��!
"
�,1 $ �����(��)
. k �
���(�
"

/usr/local
"
�,�A (��:�"�D=�� ��� �'A��B,�*)�8A��'
2?�� H0<'��@8A�*)* ��(-

hier(7)
8�'
D

/usr. * 0<��'�Y%j
�,��"
�\0,�*0,�� ()�'
D
YH�9�A (�� ('���B
man,

�
�*�(���
;51>�� �0 $ �('A�(2?�,�=��� $ �40<�
�<8�0<�()*�,�
���H)
/usr/local,

 H�
�[)
/usr/local/share,

"
8A�*�
�����,�
�� �!
"�D $ ���
�(�*)

,
�����(�*�� �D=�� *0 $ ��'��(2?���� 5)

share/doc/port.

/usr/obj/ 	 ��:�"
���,�
�(���
��� - C� ()*"�0<"A��;5�\gd �1�'�;`"��A (�� ('���B�" ,��&*�� (C���YH]�"���0@D=) $ �
�*!
��0�0<�[0,&��*�
�
"�0,"�0<�(�^��;X"
C
"�0<:��(8A�
;�:=�(����0<����)H)

/usr/src.

/usr/ports/ ' �('
'A�,�
!
"
D $ �����(��) FreeBSD (
� $ !
"����� ('�-��
�

).

/usr/sbin/
c["�0<�������
;5�����("�'�"��(;º">�4��"�'�"
�(;
 L8P��"
�
"�0,�(�
"
�
�*)* ��
"�D

(
"�0 $ �('���D
�^��;5� $ ��'�-�C���)4 (�(�,'����

).

/usr/share/ 	 ��:�"
���,�
�(���
��� - �
�,C^ ()�"A0<"���;5��gd (1�'A; .

/usr/src/ * 0@:���8��
;5�i�(����0<��; BSD
"

/
"�'�" $ �
�*B,�� *�h�

.

/usr/X11R6/ ( �("
'�"
�(; ,
$ �
"�'A�(2?�,�
"
D="�&�"�&('�"
�*�(�,��"

X11R6 (X
Window System;

���,��&�D
C� ��(�<'�-*�
�
).

/var/
+> (1�'�;X2e���
�A �'��*)H��&*]���B,�9�� �C,�� �j
�,��"�D

,
)��
�^���,�
��;5�

,$ ���
������]> (�^��;5�\gd �1�'�;`"Vgd (1�'�;`�*j
�,���@8A��1
.

/var/log/
.i (C,'�"
j
��;5�\gd �1�'�;X0<"A0<�(�^���
;�:=2?���
�� �'A��)

.

/var/mail/
����j
����)�;5�iD
]�"
��" $ ��'�-�C���)* ��(�<'A�,1

.

/var/spool/
+> (1�'�;º��j
���
�@8A��1 $ ��j� (�("

,
$ ��j��(;

,
" $ �

.

/var/tmp/ k �
�������
�
;5��gd (1�'�; ,
�
���(�*�
;5�i���,��&�:���8A"����H0,�(:��� ���D
�(-

���<2V8A� $ �,�
��C� �B,�
��C,�A ���"d� $ �,�� �!
"
�����
��1�0,"�0<������;
.

/var/yp/ '  (�
��; (maps) NIS.
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3.5. � $���$"R�#G ��� � � � �%���I	 �

)  ("������
-��V �Dd�@8A"��
"
!� , �
�������
��Y FreeBSD
"�0 $ �('A-�C,������8�'
D��*&��� �]����
"�Dd�>gd �1�'A ��

, b �(�7"���D>gd (1
'A . * ������ gd (1�'��*)9j
��)*0,�()�"��(�<'�-*�
;`�����,B,"A0<�(�
�
,
$ � b �(�*��� readme.txt " README.TXT —

8A)* H�� (C��
;�:=gd (1�'A 
. FreeBSD�
�["A0 $ ��'�-�C��4���9�� *0<��"��
�,�
"��[gd (1
'A 

(.txt)
8�'
D>� $ �
�<8A�<'A�,�
"�D $ �
��B��� ��h�h b �(� , 8A�*�
�����,�
�%"�'�"d8��
��B,��1��(" $8� (�
��;�:

.
+� �1�'�;a:��� ���D
��0@D>)H�� ��� �'��*B� (:

. '  ��� �'A��B,">����B,���9���\0,��8A����2? ��(-%gd �1�'��*) , "�'�"V����B��4�70<�(8A�,��23 ��(-%���
�*B,�70<�����,�gd (1�'��*)
. '  ��� �'��*B,"d�� ���2?�\���*B,���%0,��8A����23 (�(-98A�
��B,"��i�� ��� �'��*B," ,

j��(� $ ��C,)*�('
D
���H0<�*C@8� �)* ��(-5"
�,�A (��:�"
Y
�� (�� ('���B���)9�(8A"
�=)98A�
��B,�4�

. 6 �(�%� $ �
��]V (���9���
B^ (�
"�C� (!�"
Y`8� ��
�
;�: .
# &��� �]��,��"
�/�>gd �1�'A *� $ �
��"A0@:���8A"�� $ ���(���´C� �8� (�
"
D="����,�
"Vgd (1�'� 9"�'�">�� (�* �'��*B� 

,
8A� $ �('A��D
�����*B,� $ �
D���;9�

0@' b ����� /,
C� 9�����(�*�
;9�f���(2?���%0@'A�@8A�*)* (��-9"���Dd8A���4B���B��H�� ��� �'��*B� 

. _ 0@'�">��0,�(-%�A (�� ('���B foo,
0<�(8A�,��23 �]�"
1

�� (�� ('���B
bar,

�
�������
;51�0,��8A����2?"
�%gd �1�'
readme.txt,

$ ��'��
���["���D
,
"
'�"¶G���T�#7�>gd (1
'���&��*8A�,�

foo/bar/readme.txt.

'  (�� ('���B�"�:��A (��D
��0<D�)%gd �1�'��*)�;�:d0<"�0,�(���h (: . '  �2V8� �D�gd �1�'���)4 �Dd0<"�0,�(���h 70<�(8A�,�
2e"��H��8�"
���� ��� �'A��Bi�A )��,�
:������l���
��)*�
�
,
�� (C�;5)* (�^��;51?U�J I � M,E� � U*O(TVO���J%RJ�� b �(�*1>gd �1�'���)*��1d0<"A0<�(�^��; . 6 �(�*�%�
�*�
�
��)���1d�� ��� �'A��B���(2?�,�70<��8��,��23 (��-58A�
��B�"
�[�A (�� ('���B�"

.

k ���,����� b ���7����2e���H&*;5�(- $ ��:��(2?�i�� H�(�\� $ ���� (!
"����
�
;5�\0<"�0,�(����; ,
�
���(�*�
;5�i)*;X)��*C�����2e���9"�0 $ �('�-*C,��)4 �'�"

.
_ 0<�(-7�
�^0<�
��'�-��
�H����'�"�j
"
1 :

�� $ �
"������
, MS-DOS

"�0 $ �('�-*C,���,�
\
8�'
D>�� (C<8A�<'����
"�D="������>gd �1�'���)H"��� ��� �'��*B,�*)

,
 

Mac OS®
"�0 $ �('�-*C,���,�

:.

FreeBSD
���i"�0 $ �('�-*C,���,�H&����
)58�"�0<�
�*)

,
"�'A"d8A�
��B�"�:d"����,��8A"�0,�
��)%) $ ���("

. k  ��l�
�\�
�42?�
� $ "�0, ��(-
c:/foo/bar/readme.txt

)
FreeBSD.

k ���^0<�(� b �(�*B,� , ��8A�A Hgd (1
'���)4 �D=0<"�0,�(���h %�� �C,�� �j� (����0@D?U�J I � M,E(J�� �iO� ��J�E�J��VN,WAN<TeM��=J��
.
# &*�� (]>�,�
"
�[�

�
���
���,)��4���%�A (�� ('���B��7�����
�
��)��*1�gd (1�'A��)��*1d0<"�0,�(����; $ �
��"A0@:���8A"��9j
�,���,C
/. � YH&* (D�8A�
��B� (D�gd (1�'A��)* (D�0,"�0<�����h �dJ � TVW�I �*M<TeN� V�>�
�����
�,)*��1=gd (1
'���)*��1=0<"A0<�(�^��� . ) ��)* (2e���9�� (�>������B,�98A"�0,�
��)%��0<��-%)%)* (�>�,1=0,"�0<�(�^��� FreeBSD,�� �2V8A;51=�A (�� ('���B[&��*8A�,�%)�;5B,'
D�8A�,��-H�� ����� *0 $ ��'��(2?�,���
;51d�� %�(�*�l2?�i8A"�0,�
�

.
���
�@8 $ �('���2e"A�

,
��)* �0i��0,�(-%���
">gd �1�'���)*;�:�0,"�0<������;

: A, B,
"
C. '  �2V8� (D�gd (1�'��*)* (D�0,"�0<�(�^�h H"A���,�,�%��8A"���
���
���,)��*1d�� (�* �'��*B

,
)%�
���(�*�
�*�´0<��8��,��23 (�*0@D�8A�
��B�"
�[�A (�� ('���B�"

,
�� (C�;5)* (�^��;5�

A1, A2 (
"V (�� ('���B�"
j
�
�

B1, B2
"

C1, C2).

)  (C,�*)��^� A �����
�
��)��*1�gd (1�'A��)��*1=0<"�0,�(�����*1 . _ 0<'�">)*;`"�0 $ �('�-*C,���,�(�[�
�*�h ���8A� ls 8�'�D $ �
�40,�������� %0,��8A����2?"�����B���� (�� ('���B^ 
,
)*;`�4)*"�8A"
���/8A)4 $ �(8A�� ��� �'��*B� 

, A1
"
A2.

���,���,)��H�� (�� ('���B���)9)*;5B<'
D�8�"
�H�� ��
:

Root
/

A1/ A2/
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+� �1�'��*)* �D=0,"�0<�(�^�h 58��('
2?�� H&�;5�(- $ �
"����*�
�("
�
�*)* ��� 9�>�� (�� ('���B��98��
��B,��1>gd (1�'��*)��*1=0<"�0,�(����;
.
�����@8 $ ��'��(2?"��

,j
�(�7)�;X�������("
�
���,���\gd �1�'���)*��Yº0<"�0,�(�����
B
�� H�A (�� ('���B

A1. ' ���
�
��)��*1d�� (�� ('���B B C� *���,]V (�,�*0@D A1,
 %�� (�� ('���B�"

)
B
�*�(��&*�� �23 (Y%��0@D=0,������)��,�*0<�()*�,�
�
�

:

Root
/

A1/ A2/

B1/ B2/

_ 0@'�" $ �����
�,&*�4����0@D ,
'�YH&*;5�\gd �1�'�;`"
C[�� (�� ('���B���)

B1
"�'�"

B2
���*B,���H&*;5�(- $ �('���j
���
;Xj
���
�,C $ ���(-

/A1/B1
"�'A"

/A1/B2. k 0,�\gd �1�'�; ,
&�;5)*��"
�[)

/A1,
)*�
�������
�
�70<�
�
;5��;

.
# �
" $ �(D
)�D
��0@D

,
�^0@'�"

B
&��*8A���5IxO�Q �=J � TVW�I�J�E(O � OH0 A.

_ 0@'�" B &�;�'� H0,���*�
�("
����)* ��� 5�� A2, 8A"� �B,�� *�h�h H&*��8��,�9)*;5B<'
D�8A���(-H�* (�
:

Root
/

A1/ A2/

B1/ B2/

 $ ���(">&��*8A���
/A2/B1

"
/A2/B2

0,������)��,�*0<�()*�,�
�
�
.

+� �1�'��*)�;5�i0,"�0<�(�^��;����*B,���9&�;5��-70������
�("��
��)4 (�
;a��8��� 9�� 98A�
��B��4Y
.
���
��8��('
23 �D $ �
�@8A;\8��4]>"
1 $ ��"����,�

,gd (1�'��*)* (D�0,"�0<�(�^�h 
C
���(2?�,�%&�;5�(-70,�������("
�
�*)* (�A 9�� H�� (�� ('���B

B1
gd (1�'A��)��*1=0<"�0,�(����;

B
)H�� ��
�*� $ ����D�8��
�

:
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Root
/

A1/ A2/

B1/ B2/

C1/ C2/

* '�" C ����2e���H&*;5�(-%0������
�("��
��)4 (�� $ ��D����H�A %gd �1�'���)*��Yº0<"�0,�(����� A,
�A H�� ��� �'A��B

A1 :

Root
/

A1/ A2/

C1/ C2/ B1/ B2/

_ 0@'�">)�;`C��� (�
�4��;X0 MS-DOS, b ��� $ ��:��(2?� , :����(D�"��
�\"�8A���
�("
j��
� , �
�*�h ���8A� join.

'  (� $ �A ()�"
'�� , b �(�%���/8A��'
2?�
�H)4 �0h"��
�(�,����0<�*)* ��(- . # &*;5j
�
�9)*;º0<�*C@8� ��,�(�\gd (1�'��*)�;5�/0,"�0<�(�^��;º)*�H)�������D��0,�� (����)���"
FreeBSD,

���,�> ��,�(�[�
�*8� %"�:=�����
�("��
��)4 (�(-
,
"��
"�j
�,B��H�
�����,��D
���(�

,
$ ���� H�
� $ ���� �8A��&*"
��0<D%8���&* �)�"
��-

�
��)*;51�8A"�0,�
.

Z �(2?�
�70<��C<8� (��-H��8��
��&��('A-�����YX�����
�
��)���Y�gd �1�'��*)���Yº0<"A0<�(�^���d"��
��0<�*C@8� �)* (��-�8A�
��B,"
: . ( �� ��
��B�� $ �(8�:���8� 
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��0<��-H�
�^0<�
��'�-��
�%�
�@8��*0<�* (�(�
�*)H">��8A�
� $ �
��"�����]���0,�()��
.

� ����	���� � �*�(4��� ���4�*�*��$��*� 	�� 0 ���$}�A�����7��	A��&���

•
.i �C<'�"�j
�
;5��gd (1�'��*)�;5�i0,"�0<������;º���*B,���H"������(-7�� (C,'�"
j
�
;5�%JLG�K�WAW �=J � TVW�I�J�E(O � W! . )  $ �
"A���,� ,

)%!
�<'
D�:
&*�,C,� $  �0,�
�*0,�("d�
�*�
�
�,)4 �D=gd (1
'���)4 �D=0<"�0,�(���h 7���(2?���H&�;5��-%0,���*�
�("
����)* ��� 9���('�-*�
�58�'�D=j
�(�,��"�D

,
j
���98A�,'A (���

�
��)��*C����(2?�
;9��0<'���j� (1��
���[��8P �'����
"
�i"
'�"��
�<8� (���("
�
�*)* (��"
�i�
��"
�("
j
�^0<�
"V)* (2?�
��B��Hgd (1�'� 
.
# �L8A�,'��,�
"��

gd �1�'���)*;�:�0,"�0<�����
,
"A0 $ ��'�-�C��4�^��;�: $ �('�-*C,��)4 (�(�,'
D���"�8�'�D�C� $ "�0<"

,
�� (�
"
:��A (�

/home,
����8A���4B�"�:�gd (1
'���)*;�:

0,"�0<�(�^� $ �*C,)���'
D
�,�H�� (��2?�������
��"
�
��)4 (�(-%"�:=0 $  (�� *���,�(�
�4�
nosuid; b ����� $  (�� *���,�(�>����������D
�,�H8A�,1A0<�()*"
�&*"
�(��)

suid/ guid
�� 9"�0 $ �('A��D
����;�:�gd �1�'A �:

,
) b �(��1Vgd (1�'A��)��*1d0<"�0,�(����� , j
�(� $ �*�(�,�
!�"� �'�-*�
� $ ��)�;5�V (���&*�,C,� $  �0,�
�*0,�(-

.

• FreeBSD
 ()*�(�*�h ��("
j
�^0<�
"�� $ �("A��"
C,"
���4���%�A �0 $ �('���2e���
"
�igd �1�'��*)9�� 7gd (1�'��*)��*1�0,"�0<��������)HC^ ()�"A0<"����40<�("=�*�

�(�*B,�
,
�� (�>gd (1�'��*)* (Dd0,"�0<�����h %"�0 $ ��'�-�C����,��0<D

.
+> �1�'���)4 �D=0<"A0<�(�^�h 

,
0,��8A����23 (]V �D=���
�(2?�^0<�()*�%���<'A�
"�:=j� *0<�(�

C^ $ "�0,;5)* �����;�:dgd (1�'��*)
,
&*��8��,�9"������(-7� $ �("A��"
C� �!
"
Y

,
����'�"�j
�
��YÁ���9�� ��
��)*��1�8A'
D>gd (1
'���)*��1=0<"A0<�(�^��;

,0,��8A����23 (]���1=�
�^0<�
��'�-��
�H&��('A-���"
:�gd �1�'���)
. )  9�(8A�
��1�&��('A-����*1=gd (1�'��*)��*1�0,"�0<������� b �� H� $ ��"���"
C� �!
"�D������ �&��*�� (���

.

•
+> (1
'���)*;5�i0<"�0,�(����;

FreeBSD
�*j
�,��-H��0<�(�*1
j
"
)*;`��)*�
�,C^ $ �
�4�������(��'AYHj
���
"
Y

. + �^�f�
�����,���,� , $ �����,��D$ "��� (�
"
D�)H�
��"
�("
j
�^0<�
"�1V���4���,�
�7)*0,�/2?�[����2e��� $ ��)����@8A"
��-%0<���
���
�(���
�=gd (1
'���)*��1=0<"A0<�(�^��;
.
.i (C<8A�<'A�,�
"
�

8� ��
�
;�:d�� H�
��0,�
�('�-*�
�%gd �1�'��*)�;�:d0<"�0,�(��� $ ��)�;5�V (���9�> ���0<;
,
j
���%0<"A0<�(�^�h H)40<�

-
�� ��
"=&��*8A���H�� �&��*�� (�(-H"

8A�,'A (���H&*�('����h'��,B��
"���)*�*0�0<�� ��
��)�'��,�
"��i0i���,C,���
)�����1=�
� $ "
"
.

� ����	���� � �*�(4�*�>��	!���� 0 ���$}�A�*��?��	A��%��� �

•
.i �C������>gd (1
'���)*;�:�0,"�0<�(�^�fg�"
��0,"
�
�*)* (�

. _ 0@'�">)�;X0,��C@8P (�,���[gd (1�'A��)���Y 0<"�0,�(����� $ ��"���0<�� ��
��)*�
� FreeBSD
"

C^ L8� ��,�(�[� $ �
�<8A�<'A�,�
�
;51��� (C^���,�
,
$ ��C<8A�
�,�[)�;X����2e���(�\��&��A (�
�42?"
�(-Hj��(�%���*2?������ �C@8A�,'�&���'�-��>�,B,�5�A (C������� 

.
6 �(�%�
�\�� (��'��,B��
�%0@8A�<'A ��(-7&��,C[�
�,C��,�
)*�
��B��9�
� $ "
�
�*)* (��"�D ,

0<�*C@8� ��
"�D�gd (1�'A��)�;�:d0<"A0<�(�^���
��)*��B��9�� (C^���,�� H"
$ �40@'��<8A��YH]>�,B,�H)��*0�0<�� ��
��)�'��,��"�D=0<�(:��� ��
�,���
;�:78� (�
��;�:

.

���L�\�^�
: © FreeBSD 4.4 �.��#)� �/"���*6?����,��*
����,0������,�$ 12��-B,��!6 , , growfs(8), 1��;�!���,�$+"��;L����
�$����I ��2�*
	�������2,����

�,�L�-B��� 4 ,�3�
����*��3/����������-�# �,I
?�*�2 ,  �����,��!$�$.<��!�0���'�,�������������� .

+� �1�'��*)�;5�i0,"�0<�(�^��;�0,��8A����23 (��0<D=)H�� �C@8A�,'A �:
. 6 �(�*�H�(������"
�V�
�i"������,�7�(��B��92?��0,��;90@'� , j
���%" $ �
"�&*�('������ (�
��������B,�H"A0 $ ��'�-�C���)* ��
"
"�) b �(�*1=B<'A �)�� , "
C - C� H�� �0<'��@8A"
D UNIX

)
FreeBSD. '  (2V8A;51=�� �C@8A�,'>��&*��C��� (j� ��,��0<D&����
)��*1d���

a
8A�

h. '  (2V8A;51=�� �C@8A�,'V���(2?���%0<�(8A�,�
2? ��(-H���('�-*�
�H�(8A�
�dgd (1�'A��)���Yº0,"�0<������� , b �(�%C��� (j�"
�Hj
���gd (1�'��*)* (D�0,"�0<�(�^�h %����2?�,�H&*;5�(-H� $ "�0� (�� H�,�\�(��j
����1����*�
�("
�
�*)* ��
"�D=)%gd �1�'��*)���1d"��,�� ���:�"
"
,
"�'�">&����
)*��1

�� (C<8A�<'A 
,
)%�����(�*�
�*�l�*�� H0,��8A����2?"
��0@D

.

FreeBSD
�* (��2?�i"A0 $ ��'�-�C��4���58A"A0<�
�*)���� $ �
�*0,�(�� ���0<�()*� $ �(8=IxO�Q �LM��eG�J �^U*O��U*W

(swap space).
���(8A�� (j��� 

$ ��C�)��('�D
�,�
FreeBSD

�� (&*���� ��(-%0%E�W(I�T��*O��$# � J��>G�O �  �T�#(' . k  �� �
�4� $ -�Y%�(�,�V���(2?�,�%�� (&*���� ��(-H�� �� ,
�� �����0<'�"

&�;`�d�
��B,�H&*;�'��9&*�('�-*��� $  ���D
�("
,
j
���f��0<��-H�� 70, *���*�¶8A�<'A�

. ' �*B@8� H� FreeBSD
�
�*�
j� ��,��0<D $  ���D
�(-

,
���A 

$ �,�
�^���,]V (�,�Hj� �0,�(-98P (�
�
;�:
,
���["�0 $ �('A-�C,���^��;�:7)H8� (���
;51����*�����
�

,
)7�� �C@8A�,' $ ��8��� (j
��"="�)*��C,)*�� (]V (���5"�:

��&��A (�(�
�
(
$ ���
������]> (D=) $ �(8A�� (j��
�dj
�(�

-
�(�98A�
��B,�*�

),
�
��B<8� 5�*�
"��
�42?�
;

.
���H�
���
���(�*�
;9�l�� �C@8A�,'A ����^0<�(-%� $ ���@8A�,'��,�
��;5�\0,��B<'� (�����
"�D

.

�#����	#�%$ � � � $'� � ���
	
�
a '  (� $ �� ()*"�'�� , 0<��8��,��2?"
�%�
���
���,)���Y gd (1�'��*)���Yº0,"�0<�(�^���
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�#����	#�%$ � � � $'� � ���
	
�
b '  (� $ �� ()*"�'�� , 0<��8��,��2?"
�%�� (C<8A�<' $ ��8A�� �j
�
"
c '  (� $ �� ()*"�'�� , �� (�
�*B,�52?�\�� (C^���,�� , j
�(�7"�)*��0,-H0@'A �1�0 (slice). 6 �(� $ ��C�)��('�D
�,�9���("�'A"
�� �� ,�
�*�(���
;9�f�
�42e���%�� �&��*�� (�(-H�� L8>)40<�^�f0@'A �1�0<�4�

(
�A $ �
"A���,�

,
0,�� (�
��� $ 'A�(:�"�:d&('��*�
��)

),�� �&����* (�(-70/�� �C@8A�,'��*�
c. k �*&�;5j
�
�*1=0<"
���� �!
"
">�
�[���*2?�
�70<�*C@8� �)* (��-Hgd (1�'A��)���Yº0,"�0<�������d�� b ���*���� �C@8A�,'�� .

d
.i �C@8A�,'

d
0,��C@8P ()* ('A0@D%8�'
DV0 $ ��!
"� �'A-��
;�:d!
�,'��,1

,
:��*��D�0<��1
j� *0/�
�\"�0 $ �('�-*C,���,��0<D

. )  �� *0<�(��D
]�"
1V���*���,���
,
�
���
�������
;5�[�4��"�'�"
�(; ����B��4�%�� (&*���� ��(-9�
���
�����
�,�
�(��� $ ��" $ � $ ;5�(�
�

��&*�� (]>�,�
"
D=�
d,
$ � b �(�4��� sysinstall

��&*;5j
�
�9���\0,��C@8P (�,�H�� (C<8A�<'
d.

'  �2V8A;51=�� �C@8A�,' -
0<��8��,��23 (]>"
1

-
gd (1�'A��)���Y

-
0,"�0<�(�^���5:��� (��"
��0@D>�� 9�(�4�

,
j
�(�7)��

FreeBSD
�� (C�;5)* (����0@DFN �PO��N

(slice).
ci'A �1�0

— b ���H�(������"
� FreeBSD,
���

,
j
���%�*&�;5j
�
�%�� (C�;5)* �YH�9�� �C@8A�,'��*�

,
"�� $ D
�(-%2?� b �(�H"�C - C� UNIX�*0<����)�;

FreeBSD.
ci'A (1A0<;X�
�������
��YH��0<D>0

1
$ �

4.

) �*���,�A 90@'A �1�0<�*)%0<'��@8A��Y%�HC� H"����,�����f��0,�(�
��1A0<�()4 , $ �
�<8A)* ���D
����;5��0<�(����j
�
�*1 s,
�� �j
"
�� (D>0

1. +  (� ”da0 s1” b ���$ �,�
)*;51�0@'� (1�0 $ �,�
)*��B��
SCSI

��0<���
��1�0,�()* 
. Z �(2?���H&�;5��-H�(��'�-��
�%j
�,��;5�
�\g�"�C,"
j
�^0<�
"
:d0<'A (1A0, 9�A �8A"�0,�
� , �
�����B,���%&�;5�(-H'���B�"
j
��0,�
"
�\0@'A �1�0<;`�
�42?�
�*B,�H��" $  %)��
���(�
"Vg�"
C,"�j
��0,�
"�:=0@'A �1�0<�*)

. 6 �("�8A� $ �('��
"��(�<'�-*�
;5�[0<'A (1A0<;�
�����,�
��YH�*0@D��� �j
"
�� (D�0
5,
�� (�>j
�(�

”ad0 s5” b ��� $ ���
)�;51d8A� $ ��'��
"
���<'�-*�
;51�0@'� (1�0[�� $ �,�
)*�*� IDE
8A"�0<���

. 6 ��"��0,�(�
�*1�0<�()4 9"�0 $ �('A-�C,��Y%��0@D�gd �1�'���)*;9��"�0<"A0<�(�^�h ���"
,
C� (��"��h (Y%]�"���"=)*��0<-70@'A �1�0

.
ci'A (1�0,;

, ” b ��0,��'�Y%C,"
)*�
�H)*;\8A�<'����
�
;5� (dangerously dedicated)”
g�"�C,"
j
�^0<�
"��i��0<�(����1�0,�()* H"d8A�
��B�"
�[��0,�(�
��1A0<�()4 

0<��8��,��23 (�5IPO�Q �LM �$�
,
$ �
�@8P0<�� �)('
D
�^��;5�[&*�4��)* ���"d�*�

a
8A�

h. 6 �("V&����
)*;´8���&* �)('
D
Y%��0@D=�>"����,��"���0<�(����1�0,�()* .
”da0 a” b �(�H�� �C@8A�,' a

�� $ �,�
)*�*�l��0<�(����1�0,�()��
da,
�
�*�(����;51

” b ��0,��'�Y%C,"
)*�
�H)*;\8A�<'���� ”. ”ad1s3 e” b �(� $ D
�(;51�� (C<8A�<'�)%�(�
���(-��^�´0@'� (1�0,�i)������
�*B,�
IDE

8A"�0,�� 
.

)  (�
�*�
�,! ,
�A �2V8A;51d8�"�0<�>"�8A�,���("�g�"
!
"��
��)4 (�

. * ��D�8A"A0<�� %�� (j�"
�� (����0@D�0[�
�(8� , �*&��*C,�� �j� (Y%]��,B����(" $ 8A"�0<�A ,C� (������"�8��,�H���*���,�=8A"�0,�� 
. k �*��'�"
j
"��\�*�H0@'� (1�0,��) , �
�������� (!
"
Dd8A"�0,�
��)%�� (j
"��� (����0@D�0 0.

# 0,�
��)*�
;5�/�
�(8A;
,�
���(�*�
;5�i)4 ������*B,���H)40<�(�
���("
�(-40@D

,
��0<��-H) +  �&(' . 3-1.

k ���%)*�
����D ,
�A (�>0�0<;�'��A 9�� H�� (C<8A�<'

FreeBSD
�(���,&������H�� ���2?�i���� (C^ (�
"
D�0@'A �1�0, H"d8A"�0,�� 

,
0<��8��,��23 (]>�,B��

�� (C<8A�<'
,
0,0<;�'A�� 9�� %0@'A �1�0[�(�
�,&*���,�H�* (��2?�\�4�A (C� ��
"�Dd"������
"=8�"�0<�� 

.
���<'A �1
�(� b �(�7���� (C^ (�
"
�^�l"����,��"d8A"�0,�� , s,�
�*������ H0<'A (1�0� 

,
">C� (������&*�4��)�;`�� �C@8A�,'A 

.
���
"������
; $ �*�� (C^ (�
;`)7���
"��

. 3-1.
���
"��

. 3-2
$ ���� �C,;5)4 (�,�5�����
!
� $ �(�� �'A-��
��Y����(8A�<'A-58A"�0,�� 

,
�
�������� (D�8A�('
2?�� $ �*���*j
- $ ���(D�0<��"
�(-%0,"
�(�� (!�"
Y

.
�='
D=��0<�� ��
��)*�
"

FreeBSD
)�;½8A��'
2?�
;º0,�� (j� ('A 5�� *0<�(����"
�(-�0@'� (1�0,;½8A"�0<����)

,
C^ (�(�^��0<�*C@8� ��(-H�� �C@8A�,'�;`)����4���
"

0@'A �1�0<�*)
,
�
�*�(���
;5�[&��*8A���H"A0 $ ��'�-�C���)* ��
;´8�'
D

FreeBSD,
 HC^ (�(�^�f0<�*C@8� ��(-Hgd �1�'���)*��Yº0<"�0,�(�����

(
"�'�" $ ��8A�A (j
�
�

))H�� (2>8��*�l�� �C@8A�,'��[">�
�,�>"
�(-
,
�
�*8� Hgd �1�'��*)* �D=0,"�0<�(�^�h H&*�*8A�,�H0������
�("��
��)4 (�� 

.

� $ � ��� ��$ 3-1. � �&� �#����� ��� ��� � � ��� ��� ����� �
�\��	 � �����
���
	
�
ad ATAPI (IDE)

8A"A0<�
da SCSI direct access

8A"�0,�
acd ATAPI (IDE) CDROM

cd SCSI CDROM

fd Floppy disk
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3-1.

����� � � � � � � " ����� � $ ,
��� $ ��� $ ,

��� $ � � � � $

/��"� � �����
���
	
�
ad0s1a

���,�
)*;51=�� �C@8A�,'
(a)
�� $ �,��)��*��0<'A (1A0<�

(s1)
$ �,�
)*��B,�

IDE
8�"�0<�� 

(ad0).

da1s2e
�7D
�(;51��A (C@8��<'

(e)
�A H)*�(���
�4��0@'A �1�0<�

(s2)
)��(�*�
��B��

SCSI
8A"A0<�� 

(da1).

��� � � � �
3-2. �

� " � � M ��� $ ��� "�$ � � � � � � � ����� � $
6 �� �8A"A (B,�A ��h�h $ ���� �C,;5)4 (�,� $ �,�
)*;51 $ ��8���'�YHj��,�
�
;51>�>0,"�0<�(�^��� IDE

8A"A0<�>0i�(��j��
"�C��
�,�
"
D
FreeBSD.���
�@8 $ �('���2e"A�

,
j
�(�7�� (C^���,��8�"�0<�� 

4 GB,
">����0,��8A����2?"
�58�)* 

2 GB
0@'A �1�0, 

(MS-DOS
�� (C<8A�<'�;

).
���,��)�;51

0@'A �1�0i0,��8A����2?"
�
MS-DOS

8A"�0,�
, C:,

 %)������
�*1�0@'A �1�0i0,��8A����2?"
�H��0,�� (�
�*)('����
�
��Y
FreeBSD. k b ���*� $ ��"����,�
�\)��0,�� (����)('A�,�
�
�*1

FreeBSD
�(�
"��A (C@8��<'A H"��� �C@8A�,' $ �(8A�� (j��
"

.

k �A �2V8A�*�f"
C[���
�<:=�� �C@8A�,'���)H��0<��-7gd �1�'���)4 �Dd0<"�0,�(���h . .i �C@8A�,' a "�0 $ �('A-�C,������0@D�8�'�D��
�����
�,)*��1=gd (1
'���)*��10<"�0,�(����;
, e
8�'
D�"
���� (�
:�"�"��� ��� �'��*B,�*)

/var,
 
f
8A'
D�"
���� (��:�"
">�� (�* �'��*B,��)

/usr.
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�! "� � ��# $$%���&
')(+* 
 �,���-�/.

�0�$�����12��� 
 �����
�! "� � ��# $$%���3

4� "�5�)
 �)
 �"�+ ��
6 ��7$���8�$2 $�:9;�
�! �� � ��# $�%���3" 
4� "�5�)
 �)
 �"�=<��
71����> $�-�?�@ �A��
�! �� � ��# $�%���3�<
4� "�5�)
 �)
 �"�+���
6 ��7����8�$B $�C9EDF "�;�
�! �� � ��# $�%���3"�

4� ��E�G
 �G
 ����H;�
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�! �� � �$# $$%��!3�H

JEKMLON?NPL�QSRUT!V W�X

4� ��5�G
 �G
 ���-���
�F��� 6 �"7$�!�8����
�! �� � ��2 $"%��!3"�

3.6. Y 	�"�&#� �	 �I�$"$����� ��
G�ST	�"�&����	�� �R"$��� � �$K�D 	���U�� ���%�'&���S

+� �1�'��*)* �D=0,"�0<�(�^�h 9'A�4j����i)40<��B,� $ �
�@8�0,�� ()*"��h 9)%)�"�8��/8A���
�,)4 
,
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���
������)

/. '  (�� ('���B�" , /dev, /usr
" $ �
�*j
"
�

– b ���%)*�,�()*"�8A�,���,)* , �
���(�*�
;5� , )%0,)���Y���j
���
�@8�- , D
)('
D
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���
�
D���"d8�'
D $ ��8
8��,�
��)�-���) , �� ���2?�["A���,YH]>"�:)��,��)�"
(/usr/local),

"��
.
8
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	 ����������1 $ �� ��
�("
����1=D
)�'
D
�,�*0@D=�� �C,�
�^0<�,��"
�i�
���
�������
;�:=�40<��&*�5)* (2e��;�:��A (�� ('���B���)9�� H�� (C��
;5�[gd �1�'��*)�;5�0<"�0,�(����;
. )  $ �
"A���,� , /var,

0,��8A����2?"
�
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 H�� ���2?�i)40<�,)*��C^���(2?�
;5�/)*�
�������
�
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�
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���(2?�,�%C� (�
D
�(-H)40<�[0,)��*&���8��
���/���^0<�(�7�� 98A"�0<���
.
��� b �(�4���%'A�4j
�>�\0������
��"
�
��)4 (�(- /var ����8A�<'�-*�
� , j
����&�;"
C,&*�<23 (�(- $ �,��� $ ��'��
�,��"�D

/.
�d �0<���9&�;5)4 (�,�H�� (�

,
j
�(�7�
�,�����(�*�
;5�i�� �C@8A�,'�;Xgd (1
'���)*��1=0<"A0<�(�^��;X�� �0 $ �('���2?�,�
;`�� H�� (C��
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C,"�j
��0,�
"�:

�
�*0,"
�(�<'�D�:
(
8A"�0,�� �:

, CDROM),
)�"
���(�� �'�-*�
;�:d"�'�">0,�,�(��)�;�:

(
�� $ ��"����,�

,0<�,���,)* (D�gd (1�'A��)* (D�0,"�0<�����h 
(Network File System, NFS)). k b ���*�f0<'���j� (�[�4C,'�;Xgd (1
'���)*��1d"
���� (��:�"
"�&��*8A����� �0 $ �('���2?�,�
;a�� %�� (C��
;�:=gd (1�'A��)�;�:d0<"A0<�(�^�h �:

.

3.6.1. � ����� fstab
+� �1�'��*)�;5�i0,"�0<�(�^��;

,
$ ���
�,j�"�0@'����
�
;5�\)

/etc/fstab,
�����
��"
�
��YH��0<DV �)��(�4�h (�("
j���0<��"=) $ �
�*!
��0�0<�iC^ (B��
��C,�
"

(
�^0@'�"

,
�����
��j
�
�

,
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D��
"
:����[���� �C� (�A 5� $ !�"�D

noauto).
+=�*���h (�7gd (1�'� 

/etc/fstab
0<'��@8��4Y%]�"
1

(
gd �1�'��*)�;5�i0,"�0<�(�^��; $ ���
�,j
"A0@'
D
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��j��
�

):

���� ��� � ���3��� / ����� 
 � - �����*� � �	���.��� �*� � ��
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�
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�
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. 16.2.
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1
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�
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"�'�"

ro,
8�'
D

�
�<2?"��h 
”
�(�('A-��
�%j
�(�,��"
�

”,
C^ 9�
�*�(����;9��">����B����H0@'��<8A��)4 (�(-%"�8A�
��B�"
�[� $ !
"
"

.
����)*�('�-*�
�5j� *0<�(�
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�,�����
�
���
�(�
�*B,�%�� (C^�����
�("��
��)4 (�
"�D="
'�"�)*�
�,C^ $ �
�*1 $ �,���,C� �B,�
��C��
"�0<"A0<�(�^��;
). _ 0@'�"Vgd (1�'��*)���Yº0,"�0<�(�^��;�
�\�
�42e��� $ �
�*)�����D
�(-

, b �(�*� $  ��� ������(�d8A��'
2?�,�=&*;5�(-7��0,�� (����)('A�,�d)H�
��'�- . �='
D��
�*�
�
�,)*��1=gd �1�'���)*��10<"�0,�(����;
(
�
�*�(���A �D�8A��'
2?�� 9&*;5�(- $ ����)����
�,�A 9) $ �,�
)*�4Y���j
���
�@8�-

)
��0,�� (����)�"��(�i��B,�H)

1.
�='
D>)*0<�,:

�*0,�� �'�-*�
;�:
– 2

"
'�"�&*�('�-*���
. _ 0@'�"=8A)��\"�'�">&��('A�,�igd �1�'���)*;5�i0<"A0<�(�^��;X"����,Y%�%�(8A"
�� ��
��)*���/C��� (j��,�
"
�

passno, fsck(8)
$ � $ ;5�* (�,�*0@D $ ����)�����D
�(-%"�: $  (�� ('
'��,'�-��
�

(
�^0@'�"

,
�
�����,j
�
�

, b �(�%)��*C����(2?�
�7g�"
C,"�j
��0,�
" ).
# &��� ��("
�(�^0<-H�

fstab(5)
C� 98A� $ �('���"
�(�<'A-��
�*1="
��g��*���h (!
"��,1=�7g������h ��(�[gd �1�'A 

/etc/fstab
">�� (C,'�"
j
��;�:

� $ !
"
D�:d���*�
�("
����)* ��
"�D
.
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3.6.2. � � � ��	 � � mount
' �*�h (��8� mount(8)

"A0 $ ��'�-�C��4����0@D
,
�� (��0<'��@8��4���H"
C\�,�["����,��"

,
8�'�D>�����
��"
�
��)4 (�
"
D�gd (1�'��*)�;�:d0<"�0,�(���

.
���
"����,�>"�0 $ �('�-*C,��)4 (�
"
D

(
$ �
�40<�(��1
��"
1V0@'���j� �1

):

# mount ���� ��� � ���3��� ����� 
 � - �����*� � �����.�������
���,�
��j
"�0@'A"����*0,�
��)*�
;5�/� $ !
"
"

,
�
���(�*�
;5�����(2?�,� $ �
"
�
"A�h (�(-7�
�*�h ���8� 

mount(8) (
$ �('���;51�0 $ "A0<���>0,�������
"
�(���� 

0<�(�� ��
"
!
��0 $ �� ()*��j
�
"��� 
):

� �� ��� �	� 	 ����� ������	 ���
-a

c\�����
��"
�
��)4 (�(-%)*0,�[gd (1
'���)*;5�i0<"�0,�(����;
,
$ �,���,j
"�0<'��,���
;5�[)7gd (1�'��

/etc/fstab. * 0<��'�Y%j
�,��"
�0<�40<�� �)('
D
Y%� $ �*����j
�,���
;5�[�A (�
”noauto”,

$ ���
�,j
"A0@'����
�
;5� $ �*0@'A�[� $ !
"
"
-t
">�*2?�\0,�������("
�
�*)* (���
;5�

.

-d
c/8A�<'� (�(-%)*0<�

,
�
�
�4���\0� ����*B,�H0,"�0<�(�^���
��B��H)*;5C,��)4 

mount. 6 �� H� $ !�"�D $ ��'��,C��� 9)4����0<���\0[g7'A (B��*� -v
8�'
D

� $ ���@8A�,'��,�
"
D=�(��B��
,
j
���%�� 70, *���*�¶8A�,'�� $ ;5�� (����0@DV0R8A�,'A (�(-

mount(8).

-f

Z �����("
�
�*)* (��- $ ��)*�
�<2V8A���
�
;51>�� (C<8A�<' (
� $  �0<���

!),
"�'�"Vg�����0,"
�
��)4 (�(-H���������
�d)*0,�<:dC� $ �
�*0,��)5�� %C� $ "�0,-

$ �
">"
C������
�,�
"�"��
�,2e"A�h %���*�
�("
�
�*)* ��
"�D�0
”
j��(�,�
"��

-
C� $ "�0<-

”
�� 

”
�(��'�-��
�%j
�(���
"
�

”.

-r

Z �����("
�
�*)* (��-Hgd (1�'A��)���Y 0<"�0,�(�����d)%�
�<2?"���� ”
�(�('�-*�
�58A'
D�j
�(���
"�D

”. + �%2?�\0� ������ , j
�(�7"=���� �C� (��"
� (�
B������,�
�� 
ro (rdonly

8�'�D
FreeBSD

)��,�A0<"
1�0,�� (�����
,
j����

5.2)
8�'
D�� $ !
"
"

-o.

-t fstype

Z �����("
�
�*)* (��-Hgd (1�'A��)���Y 0<"�0,�(�����d�� ���0<"A0<�(�^���d�4�A (C� ��
�
�*B,�9�(" $  , "
'�" ,
)70@'���j� ��i� $ !
"
"

-a,
�(�('A-��
�

gd (1�'A��)�;5�[0<"�0,�(����;a8P (�
�
�*B,�9��" $  
.

���H�����('Aj� (�
"�Y
,
�(" $ gd (1
'���)*��1=0<"A0<�(�^��;

– ”ufs”.

-u
# &��
�*)�"
��-9� $ !�"
">���*�
�("
�
�*)* ��
"�D�8�'
DVgd (1�'��*)��*1�0,"�0<������;

.

-v

k ;\8� ()4 (�(-9&*�('���� $ �(8A�
�*&��
��YX"
�Ag������h �!
"
Y .

-w

Z �����("
�
�*)* (��-Hgd (1�'A��)���Y 0<"�0,�(�����d)%�
�<2?"���� ”
j
�(�,��"
�

-
C� $ "�0<-

”.
#%$ !
"�D

-o
$ �
"
�
"��h ��,�%�� (C<8A�<'����
�
;5�\C� $ D
�(;9��"> ��
B,�������
�(;

,
)��
'�YHj� (D��
"�2?� $ �,�
��j
"�0<'��,�
��;5�

:
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nodev

) �i�*&��� �]> (��-9)��
"A�h (�
"
�[�� 70 $ ��!
"� �'A-��
;5�igd �1�'�;`��0<���
��1�0,�()7�� Hgd �1�'���)*��1=0,"�0<�(�^��� (
�(�7��0,�(-H�
��0<j�"
�� (��-

"�:=gd (1�'� ���"=��0<���
��1�0,�()
). k ��0,-*�h $ �('���C,�� (D=� $ !
"
D�8�'
D $ �*)�;5�>�,�
"�D=&*�,C�� $  *0<�
�40<�("=0,"�0<�(�^��; .

noexec

�  $ �
�,�9�A H"�0 $ �('A�
�,�
"��i&�"��� (�
��;�:dgd �1�'��*)9�� 7gd (1�'��*)��*1�0,"�0<������� (
���(2?� $ ��'��,C��� �D=� $ !
"�D�8A'
D

$ ��)*;5�����
"�D=&���C,� $  �0,�
�*0,�("=0<"�0,�(����;
).

nosuid

* B,�
�*�
"
�
�*)* ��(- setuid
"

setgid
&*"
�(;`�� 7gd (1
'���)*��1d0<"�0,�(�����

(
�,]>�i��8��� $ ��'��,C��� �Dd� $ !
"�Dd8A'
D $ �*)�;5�����
"�D

&���C,� $  �0<���*0<��"=0<"�0,�(����;
).

3.6.3. � � � ��	 � � umount
' �*�h (��8� umount(8)

$ �
"
�
"A�h (�,�7)H�A (j
�^0<�()*� $  ��� ������(�� %�(��j
�������*�
�("
����)* ��
"�D��A (�
�*1
-
'A"
&��Hgd �1�'��*)���1

0<"�0,�(����;
,
"���D���0<�(����1�0,�()* 

,
� $ !
"�Y

-a
"
'�"

-A.

' �
�*���[�(��B�� , )*;X���(2?�,�(�i8A� $ �('���"
�(�<'A-��
�%�4�A (C� ��(-H� $ !
"
Y -f
8�'
DVg�����0,"
�
��)4 (�
����B,���� �C����*�
�("
�
�*)* ��
"�D

gd (1�'��*)��*1�0,"�0<������;
,
"
-v
8�'
D $ �('���j
���
"�D=&*�('���� $ �(8A�
��&*�
��1d"���g������h �!
"
"

. * ����1
�(�\)�)*"�8A� ,
j
�(� b ���H)7��&�]>���

0@'���j� ��/� $  *0<�
�H" $ �*�(�*�����
�[�
�,�
�4���,��8��4����0@D
,
�� (���� (�=�����f0� ���;9��)�;X����2?�,�(�[�� (�
���>"
�(-H�A (&��*�(�7�
�*� $ -*YH�(���� 

"�'�" $ ��)����@8A"
��-58� ��
�
;5�i�A %gd �1�'���)*��1d0<"A0<�(�^���
.

#%$ !
"
"
-a
"
-A
"�0 $ �('�-*C,��YH�*0@Dd8�'�D=�� (C^�����
�("��
��)4 (�
"�D=)40<�,:dgd �1�'��*)�;�:d0<"�0,�(���

(
�� �C,)��ij
�(�7)�;`���� �2?���(�

� $ !
"�Y
-t).

.i (C��
"
!� 70<�40<�(�*"
�H)%�(�*�
,
j
�(�

-A
�
� $ ;5�� (����0@D>�� (C^�����
�("��
��)4 (�(-9�����
�
��)���Y�gd �1�'��*)���Yº0<"A0<�(�^���

.

3.7.
BQ�	 � ���H�
U

FreeBSD
D
)�'
D
�,��0<D����
��B���C^ L8� �j
�
��1d� $ �,�A (!
"
�*�
�
�*1=0<"�0,�(�����*1

. 6 �(�%��C,�A (j� ��,� , j
���%�(8A�
��)*�
�������
�
�H����2?�,�H&*;5�(-C� $ �4]>�,�� 9&��('A�,�ij������(8A�� $ �
��B��� ��h�h 
. '  �2V8� (D $ �
��B��� ��h�h , �� (&*���� �YH]> (Dd)H�
���
���(�*�
;51>���4���,�
�%)��
�^���,�
" ,�� (C�;5)* (����0@D?G(I�JLKAM�N,N<J��

. '  �2V8� (D=�
�*�h ���8� , �
���(�*�
��Yº)*;`C� $ ��0,�� (���(� , $ ���
��2V8� (���5:�����D�&*;`��8A"�� $ �
�*!
��0�0 .
_ 0<�(-7�
�^0<�
��'�-��
�%0<"�0,�(�����
;�: $ �
��!���0,0,��) , C� $ �4]>�,�
��;�:7)40<�i)*�
����D�" $ ��8�8A�,��2?"
)4 (Y%]�"�:=g����
�
!
"����� ('�-��
�40<�(-0<"�0,�(����;

.

( �� (2V8A��B�� $ �
�*!
��0�0, 9�^0<�(-7���
"
�� ('�-���;51=�
�*����� ,
�� �C,;5)4 (����;51

process ID,
"�'�"

PID,
"

,
�A (��"��=gd (1�'��*)

,
�

�� �2V8A�*B,� $ ����!
�^0,0, H��0,�(-%)�'A L8��<'���!="=B,��� $�$  
. * �Ag������h �!
"�D=�H)�'A L8A�,'�-�!��i"�B��
� $
$ � $ �
��!���0,0� 9"�0 $ �('A-�C,������0@D8�'
D�� $ �
�@8��<'����
"�D=�(�*B,�

,
�� (�
"��\gd �1�'�;`"=��0<���
��1�0,�()* 7����B����9&�;5�(-7���(���
;5�(; $ ����!
�^0,0<�4��0i��j
���(�*� $ �� ()%�� 

gd (1�'�;
,
�7�
�*�(���
;�:dB���)��*�
"�'��40<-5�� ��
�,�

. +  (��2?����&��('A-���"���0<�()4 $ �
�*!
��0�0<�*)9��0,�(-%����8A"
���<'�-40<�
"
1 $ �
�*!
��0�0 .
)  $ �
"A���,� ,

$ �
"�C^ $ ��0<���i�
�4�h (��8>"�C[�*&��('A��j
�
"
,
�*&���'���j
�A �D
)('
D
����0@D $ �
��!
�^0,0,�*�l"='AYH&* (D=C� $ ��]��,���� �D

�
�*�h ���8� 9�* (��2?�[D
)('
D
����0@D $ ����!
�^0,0<�4�
.
�='
D=�� (2V8A��B��HC� $ ��]��,���
��B��9�� (��"�� $ ���(�^� $ �
�*!
��0�0, 5�*&���'���j
�A 5&��*8A���

D
)('
D
�(-40@D=�
�(8A"
�(�,'�-*0,�
"�� $ �
��!
�^0,0,�*�
. * 0,��'�YHj��,�
"
�^��"
C b �(�*B,� $ �� ()*"�'A �D
)�'
D
�,��0<D>0 $ �,!
"� ('�-���;51 $ �
�*!
��0�0 ,�� (C�;5)* (�^��;51

init(8). init
)*0<��B@8� $ �,��)�;51 $ ����!
�^0,0

,
��B,�

PID
)*0<��B@8� 

1. init
C� $ ��0,�� (����0@D= �)��(�4�h (�("
j���0<��"

D�8A�
�*�f)��9)*�
����D�C^ (B��
��C,�
"
FreeBSD.

��)��/�
�4�h (��8�;X��j
���
- $ �('���C,�
;½8�'�D $ �
�40,�������� 9�� �&��*�� (Y%]�"�:d)%0,"�0<������� $ �
��!���0,0,��)
, b �(� ps(1)

"
top(1).

' �*�h (��8� ps "�0 $ �('A-�C,������0@D78�'
D $ �('���j
���
"�D>0 $ "�0,�� 9C^ $ ��]����
�
;�: $ �
�*!
��0�0<�*)9">����2e��� $ �*�� (C^ (�(-%"�: PID,0<�
��'�-��
� $  ���D
�("V����"="�0 $ �('�-*C,��YH�
,
�
�*�h ���8A�

,
�
�������
�*1=���
">&�;�'�"�C� $ �4]>�,�
;`">�

.
8

. ' �*�h (��8� top $ ���� �C,;5)* ��,�

117



� �PO(E�O
3.

 N � J�E� UNIX

C� $ �4]>�,�
��;5� $ �
�*!
��0�0<;`">��&�����)('�D
�,� b ���� (�>�� �2V8A;5�[�
��0,�
�('�-*�
�H0,�,�
����8 ,
j
�(� $ ��C�)��('�D
�,�9�� �&('�Y98� (��-9C� 

�� (&*���(�*1d�
�*� $ -*YH�(���� %)H�
�^ �'�-*�
�*�l)*�
�������
"
.

���H�����('�jA (�
"
Y
, ps

$ ���A (C,;5)4 (���9�(�('A-��
� $ �
"
�� �8�'��,2? �]�"
�[)* *� $ �
��!���0,0,;
. )  $ �
"����,� :

% ps
PID TT STAT TIME COMMAND
298 p0 Ss 0:01.10 tcsh
7078 p0 S 2:40.88 xemacs mdoc.xsl (xemacs-21.1.14)

37393 p0 I 0:03.11 xemacs freebsd.dsl (xemacs-21.1.14)
48630 p0 S 2:50.89 /usr/local/lib/netscape-linux/navigator-linux-4.77.bi
48730 p0 IW 0:00.00 (dns helper) (navigator-linux-)
72210 p0 R+ 0:00.00 ps
390 p1 Is 0:01.14 tcsh
7059 p2 Is+ 1:36.18 /usr/local/bin/mutt -y
6688 p3 IWs 0:00.00 tcsh

10735 p4 IWs 0:00.00 tcsh
20256 p5 IWs 0:00.00 tcsh
262 v0 IWs 0:00.00 -tcsh (tcsh)
270 v0 IW+ 0:00.00 /bin/sh /usr/X11R6/bin/startx -- -bpp 16
280 v0 IW+ 0:00.00 xinit /home/nik/.xinitrc -- -bpp 16
284 v0 IW 0:00.00 /bin/sh /home/nik/.xinitrc
285 v0 S 0:38.45 /usr/X11R6/bin/sawfish

'  (�=)*;X���(2?�,�(�\)�"�8A�,�(-%)98P (�
�
�4� $ �
"������
� , )�;5)*��8 ps(1)
�*�
B� ��
"
C,�*)* ��7)%�
��0,�
�('A-��
�%�
�('��*�
���

.
* 8A�,�
��"�g�"
�� ��(��� $ �
��!
�^0,0� PID ��&40<�42V8� �'�0@Dd�� (���,� . PID

�A (C,�A (j� �YH��0<D�0
1
8��

99999
"�� $ D
�(-�0/�A (j� ('A 

,
�^0@'�"

$ �*0<'��@8A���,�ij�"�0@'��7&��*8A��� $ �
��)�;5�>�,�
�
. ' �('��*�
�� TT $ ���� �C,;5)* ��,�5�(������"
�� (' (tty),

�� %�
�������
�4�lC� $ �4]>�,�� 
$ �
��B��� ��h�h 

(
����2?�,�(� $ ���A 9C� �&�;5�(- $ �
� b �(� ). STAT $ ���� �C,;5)* ��,�90,�*0<���(D
�
"
� $ �
�*B,�� *�h��;X"�� $ D
�(-92?�����(2?�,�&�;5�(- $ ���� $ �
�*"
B,�
�*�
"
�
�*)* ��

. TIME b �(�%�
�('A"
j
��0,�()��%)��
�^���,�
">!
�,���(�� �'A-��
�*B,� $ �
��!
�^0,0,���� , "A0 $ ��'�-�C���)* ��
�
�*�$ �
��B��� ��h���*1
— b �(�%��&*;5j
�
�H���[)*�
����D ,

$ �������<8A�����[0[C� $ ��0<�� $ �
��B��� ��h��;
,
$ �*0<���('�-*�
��&��('A-���"���0<�()*�

$ �
��B��� ��h��; $ �
��)*��8�D
�H������B,�7)��������,��"=)H��2e"�8� (�
"�"��
���
���(�*�
��B��H0<�*&�;5�("
D $ �,�
�<8V�(�^�
,
�� ��=C� ���D
�(-%)��
�^��D

$ �
��!���0,0,���� 
. )  (�
�*�
�,! , COMMAND b �(�H���*�h (��8� , �����(�*�
��1 $ �
��B��� ��h�h H&�;�'A HC� $ �4]>�,�� .

( ps(1)
�^0<�(-����
�(2?�^0<�()*�H�� �C<'�"
j��
;�:d� $ !
"�1

,
)('A"�D
YH]>"�:d�� H)*;5)��(8A"�����YX"
��g��*���h (!�"
Y

.
# 8A"
�="
C\�� �"
&���'��,�

$ �('���C,�
;�:d�� �&��*�
��)5� $ !
"
1 b �(� auxww. a
$ �*C,)���'
D
�,� $ ���� �C� ��(-9"
��g��*���h (!�"
Y��%)*0,�<:dC� $ ��]��,���
;�: $ �
��!
�^0,0� �:

,
 

�
�[���('�-*�
�9�(�,:
,
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�������
;9��">)�;`)('� L8A���,�(�

. u
$ �*�� (C�;5)* (���5"���D $ ��'�-�C���)4 (�(�,'
D

,
)('A �8A�,Y%]��,B�� $ �
�*!
��0�0<�4�

,
"

"
��g����A�h (!
"
Y���&%"�0 $ ��'�-�C���������1 $  ���D
�("
. x
$ �*�� (C�;5)* (���5"
��g��*���h (!
"�Y�� $ �
��!���0,0� �:

-
8� (�^������ (:%"

ww�4�A (C,;5)4 (���
ps(1)

$ ���A (C� ��(-9)40<Yº���*�h (��8A�
��Y 0,�(�
�*�
�
,
)*����0,�(�7��&����,C� ��
"�Dd�,�
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�
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����1
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k ;5)*��8 top(1)
$ �(:��(2»�� H�(�('A-��
�%j
�(�7� $ "�0� (�
��;51

.
# &�;5j��
�9���>)�;5B,'
D�8A"
�%�� (�

:

% top
last pid: 72257; load averages: 0.13, 0.09, 0.03 up 0+13:38:33 22:39:10
47 processes: 1 running, 46 sleeping
CPU states: 12.6% user, 0.0% nice, 7.8% system, 0.0% interrupt, 79.7% idle
Mem: 36M Active, 5256K Inact, 13M Wired, 6312K Cache, 15M Buf, 408K Free
Swap: 256M Total, 38M Used, 217M Free, 15% Inuse

PID USERNAME PRI NICE SIZE RES STATE TIME WCPU CPU COMMAND
72257 nik 28 0 1960K 1044K RUN 0:00 14.86% 1.42% top
7078 nik 2 0 15280K 10960K select 2:54 0.88% 0.88% xemacs-21.1.14
281 nik 2 0 18636K 7112K select 5:36 0.73% 0.73% XF86_SVGA
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296 nik 2 0 3240K 1644K select 0:12 0.05% 0.05% xterm
48630 nik 2 0 29816K 9148K select 3:18 0.00% 0.00% navigator-linu
175 root 2 0 924K 252K select 1:41 0.00% 0.00% syslogd
7059 nik 2 0 7260K 4644K poll 1:38 0.00% 0.00% mutt

...
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�,C^ (B��
��C,�
"=">�(�,���4]>�,�\)��
�^��D
.
���
��B,"
�[!
"�g��
;ºC� (B��('��*)��� ��*�(�
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,
C� ��
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j
�
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�
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.

) "�2?�i"�8A���7�
��0,�
�('A-��
�9���('��*�
��� ,
0,��8A����23 (]>"�: $ �(:��(2?��Yº�A 9)�;5)*��8

ps(1)
"���g������h �!
"
Y

. '  (�=">�� (�
-*��� , b �(�
PID,

)*�
����D $ �
��!���0,0,���� 
,
�
�*�h ���8A�� (D�0<�(������ 

. top(1)
$ �*�� (C�;5)* ��,�9�� ���2?�[)*�<'�"�j
"
�
��C� ���D
�(�*1 $ �
�*!
��0�0<�*�

$  ���D
�("
. 6 �(�%C,�� �j
�,�
"��[�� �C,&*"
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��" ,

��8A�A �8�'
D>��&�]>�,B��9��&*�����h 
,
 �8A�
��B^ �Dd8�'�D��
�,C�"�8A���
�(�
�*B,�

—��&�]>"
1=�*&����^� $ ���� �C,;5)* ��,�H0,�
�('A-��
�9)40<��B,� $  *��D
�("V�
�42e��� $ �
"
'��(2?�,��"
Y
,
 H�
�,C�"�8A���
�(�
;51 $ ���A (C,;5)4 (���

�
�('�"�j
��0,�()�� $  ���D
�("
,
"�0 $ �('�-*C,�������*1d)98P (�
�
;51>���*���,���

. * C b �(�*B,� $ �
"����,�A H)*"�8A�
� , j
�(� Netscape®
���
�,&*�4���

$ ��j
��"
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$  ���D
�("
,
�
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9 MB.

top(1)
 ()*�(�*�h ��("
j
�^0<�
">��&�����)('�D
�,� b ���� (�>�� �2V8A;5�/8A)��\0<�,���4��8A; ; b �(�7C,�� �j
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C^���,�
"
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3.8. � �
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,
�#"R���#&�		
 ��"R�#� �%�	 � ���H�H	 �
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�<8� (�
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�H� $ �A ()('�D
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�
;5)4 (�(-%)H�
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.
8
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'��9�
�\�(�
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,
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�
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"
1 b �(��B��H��'� �0,0� .

Z ;X�� �C,;5)* ���� b ��" $ �
�*B,�� *�h��; �LO(M��=J � O �=W .
�> ������*�
; b �(� $ �,�A0<���A �2?"=B,���,j
�^0<�
�*1���"�g��('A��B,"
" ;

:���������"��i"�'�"
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�
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D

,
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-
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BSD
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D
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.

_ 0<�(-�0<�*B<'A ������
"
� , $ �%�
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kill(1)
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�4� $ ���(�*�
�

.
6 �* H�
�4�h (��8P 9C� $ ��0<�� ��,��0<D $ ��8V��&�;5j��
;9� $ �('A-�C,�*)* ��(�<'��^� ,

 
inetd(8)

$ ��8
root,

$ � b �(�*��� ps(1)
8A�('
2?�� 

&*;5�(-HC^ $ ��]>�,�� %0 $  ��� ������(�
�*�
ax.

% ps -ax | grep inetd
198 ?? IWs 0:00.00 inetd -wW

* �* (� , PID inetd(8) 198. k ���,�
�*�(���
;�:=0<'���j� �D�:d)7)�;5)��(8A�/�
�4�h (��8�;X���(2?�,�%�� (��2?� $ �(D
)*"
�(-40@D grep
inetd. 6 ���%"
C - C^ 90 $ �*0<�*&* , �����(�*�
;9� ps(1)

$ �('���j� ��,�H0 $ "�0<�*��C^ $ ��]����
�
;�: $ �
�*!
��0�0<��)
.

2. * 0 $ �('�-*C,��1
�(� kill(1)
8A'
D���� $ �� ()*�
"�0,"
B,�� ('A 

.
���40<�
��'�-����

inetd(8)
C� $ ��0<�� ��,��0<D="
C $ ��8

root,
�
�42e���

0,�� (jA �'A H"�0 $ ��'�-�C���)4 (�(-
su(1)

8�'�D $ �('A�4j��,�
"�D $ �� ()
root.

% su
Password:

# /bin/kill -s HUP 198

'  ��="�&*�('�-*��"
�A0<�()*�9�
�*�h ���8 UNIX, kill(1)
�
"
j
��B,�H���[)*;5)��@8��,�

,
�^0@'�"=�*�(�� �&����* (�,�H�
�����h ('�-����

. _ 0<'�">)*;$ �*0<;�'� (�,���[0<"�B,�� (' $ �
�*!
��0�0<�
,
�
�*�(���
;9�f�
�[)�'A L8��,�,���

,
�� b �
�� ��
� $ �(D
)*"
��0@D kill: PID: Operation not

permitted.
���
">�
� $ �� ()*"�'�-����9�� (&*�� (���
�*�

PID
)�;`"�'A"���� $ �� ()*"
�(��0<"
B��� �'=8A�
��B,�4��� $ �
��!���0,0,�

,
j��(�
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����2?�,� $ �
"
)��^0<�(">���
� $ �
"�D
���
�*0,��D��
,
"
'�"

,
�^0@'�" $ ��)���C,���

,
0<"�B,�� ('>&��*8A���9��� $ �� ()�'��,���� 

PID,
�
�*�(����;51=)

8P (�
�
;51V���*�����
�H�
�\"�0 $ �('�-*C,���,�*0@D
—
�� b �
�� ��
� $ ��D
)�"
�*0@D kill: PID: No such process.

� �����;� � ���^�����
�@�
	<� ���
/bin/kill?: ©7� -������'�!D/�;E���
�����1!,2D.12��-M,��!6?, kill �������������, ; ��,�1���-%��E��,L���- ,

��E;�
�����1!,��-B�2���!� �# L����2, /bin/kill �2,�-B,F"�����#7
�,����9�������,!
 . �B�!� -7�@����9E�#B���J���������/"��
?��L���� , ���:�9�,�L���#	D
��E;�
�����1!,2D:��-	$������'�,!
�,  �12,�L#>��,��*���*$ "�� - �,L�����-	 . ± ��- "�#M��,����2�'$ �#7 ���������!D.���2� , �G���,�L'6?�:"������I�
����"��
	�2L����2,���� /bin/kill ... ��"�������*6?������������� .

# � $ �� �)��� \8��
��B,"�:�0,"
B,�� ('���)H��j
���
- $ ��:��(23 
,
$ ���*0<���%C^ ����,��"
�(�

TERM
"�'�"

KILL
)%�
�*�h ���8A�
�*1�0<���
���
�\�� %"���D

8A�
��B,�*B,�H0,"
B,�� ('A 
.

�A�L���^�
: �9������!��@/�������/"������;�2�2�*�����,! ��G,�6 -7��@/���CE�#M���/"!
���D��3.��6 �2�3 . © �;,�������;����� , init(8), �;�3 PID 1, ��-M�����

�;���;E���� L��,��;����;� . © #)"���
	�������� /bin/kill -s KILL 1 — E�# �*����#>3���"�������E "��������! L�����I��;�*����-	 . � ! � � � �I6B��,�@967#
"������2���!$&3���C",��,�-M�*����# L2,�"! ��1!, kill(1) ��� ��� � ���- , 1!,�1/�,!@/,��� Enter.

3.9.
� "�&��� �%��I&I��&�	  � 	�ST�R"
�

���
"=�� �&������[0
FreeBSD,

)%&��('A-���"���0<�()*�[0<'���j� �D�:78�'
D>)�; $ ��'��
�,��"�D $ ��)40<�<8A�
�,)*�
;�:�C� L8P (j="�0 $ �('A-�C,������0@D
�
�*�h ���8A�
;51="��
�(�,�Ag��,1�0

(
�* (���A (C,;5)4 (�^�h �D

”
��&���'���j��� 

”, ”shell”).
# 0,�
��)*�� �DdC^ L8� �j� 9"
���(�,� $ �
�,�� ��(���A 

—$ �
"
�
"A�h (�(-7)�)*��8A"���;5�i�
�*�h ���8A;X">)�; $ ��'���D
�(-9"
:
. Z �
�*B,"
�[�
�*�h ���8A�
;5�i"��
�(�,� $ �
�,�* (�(�*�
;º"�����YH�7)*0,�(�
�����
�
;5�0<�
�<8�0<�()4 �8�'�D�)�; $ ��'��
���
"�D $ �*)*0<�<8A�
��)��
�*1d�� (&*���(;
,
�A $ �
"A���,�

,
� $ �,�� �!
"
">�� L8Vgd �1�'A *��"="��� ��� �'A��B� *��"

,�
�@8� ��
�("
����)* ��
"
�[�
�*�h ���8A�
�*1�0<�(�����
"
,
�
�*�h ���8A�
;5���h (�
���*0<;`" $ �,�������,���
;5�[�*�
�
�42?�,�
"�D

. k ���^0<�(��0 FreeBSD$ �*0,�� ()�'
D
�,��0<D=�
��0,�
�('A-��
�9���*�h (��8A�
;�:="
�
���,� $ ���,�� ��(���
�*)
,
�A $ �
"A���,�

, sh,
"�'�"

Bourne Shell,
"
tcsh,�� �0,��"
�
���
�� (D=)��,�A0<"�D

C-shell. Z �
�*B,"
�i8A�
��B�"
�i"
���(�,� $ �
�,�� ��(����;`8A�40<�(� $ �
;º"
Ci�
��'
'����
!
"
" $ ���
����) FreeBSD,�� $ ��"����,�
zsh

"
bash.

'  (�
�*1d"
C[���*�h (��8A�
;�:d"
�
�(��� $ �
���� (�����
�*)%"�0 $ �('A-�C,�*)* ��(- ? 6 �(�H8A�,'��H)*�
��0, . _ 0@'�">)�; $ �
�*B,�� *�h��"
�
���,���[�� C,�(�%)4 ��
,
)*��C�����2?�
�

,
$ �*�
�� ()*"
��0<D

tcsh. _ 0@'A">)*;`�� (&*���� ('�"=0 Linux,
"�'�">�(�('A-��
�%�� (j
"��� (���(�i�� �&��*�� (�(-70

"
�
�(����g��,1�0,�*�����*�h (��8A�
��1>0<�(�
�*�
"
UNIX,

$ � $ �
��&*�41��(�
bash. '  (2V8A;51�"
C[�� (C�)* ��
�
;�:d"
�
�(��� $ �
���� (�����
�*)"����,���%0<)*��"=�40<�*&��,���
�*0,�("

,
�
�*�(���
;5�[����'A"
j� (�%�,B��H���98A�
��B,"
:

,
"

,
)��*C�����2e���

,
$ ��)�'�"�D
Y%�H�� H)* (�¿)�;5&*���

.
# 8A�� 9"�C[�� �"
&���'��,�ij� �0,�(�H"�0 $ �('A-�C,���^��;�:dg����
��!
"
1����*�h (��8A�
��B��9"
�
���,� $ ���,�� ��(���� 

–
8�� $ ��'��
�,��"
�[jA �0<��"
j
�
�*B,�

"����,�
"Vgd (1�'� �8A� $ �('�����B,�
. k ;º���(2?�,���[�� �&��� ��(-9�(��'�-���� $ ���
)�;5�i����0<���('�-*�
�%0,"���)���'���)9"A���,�
"Vgd (1�'A , �� (2? ��(-��'A ()*"
������ �&��4'
D
!
"�"

(TAB),
"��
�4�h (��8A��;51�"
�
���,� $ ���,�� ��(���V ()����*�h (��"
j
��0,�
"�C^ ()*�,�
�>"
�9"���D

. )  $ �
"������ ,
���� *0

��0<��-58A)4 Hgd (1
'A 
,
�� �C,)4 (�
�
;5�

foobar
"
foo.bar.

��� $ ��0,�("��
,
��;`:��*�("����*8� ('�"
�(-7gd (1�'

foo.bar.
�='
D b ����B,� ,�� (&*�,�
�^�l�� 9��'� ()�"A (�(���
�

rm fo[Tab].[Tab].

k ;`��)*"�8A"
�(��0@'A�@8A��YH]>�,� : rm foo[BEEP].bar.

� 8A��0,- [BEEP] – b �(�%�* (�=�� �C,;5)4 (����;51��
����0,�('�-*�
;51�0,"
B,�� (' ,
� $ ��)���]> �YH]�"�1d�H�(�4�

,
j
�(�7"
�
���,� $ ���,�� ��(���>�
�[)

0<�*0,�(�(D
��"
"=C� ��
����j
"
�(-%"���D>gd (1
'A 
,
�* (���A (� $ �%)�)*�@8A���
�
;9��)4 ���"�0<"A��)��('� ��l�
��)���C^���(2?�
�9�(8A�
�*C,�� �j
�
�

"�8A�,���("�g�"
!
"��
��)4 (�(-7gd (1�'
. )  $ �
"A���,� ,

"������� 7gd (1�'��*)
foobar

"
foo.bar

�*&* 5�� �j
"
�� �YH��0<D>0
fo,

�
� $ �*0@'A�
�� �23 (��"�D

TAB
����2?�
�%�(8A�
�*C,�� �j
�
��8A� $ �('A�
"
�(-%�(�('�-*�
�58��

foo. _ 0@'�"�2e�\�(� $ �,�
-7)�)*��0,�("=�(�*j
�
� (.)
">)��
�*)�-

�� �23 (��-
TAB,

"
�
�(��� $ �
���� (�����d8��*0<���
��"
�%"���D>gd �1�'A 9!��<'�"
���*�
.
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��� $ ��'��
"
�(�,'�-���;5�/)��*C����(2?�
�40<�(" $ �
"��A (&��*�(�[0["
�
���,� $ ���,�� ��(���
�4�²8� ��,�H"A0 $ ��'�-�C���)* ��
"
� $ �,�
�^���,�
�
;�:
���
�
�42?�,��"�D

.
���,�������,���
;5�[�*�
�
�42?�,�
"
D b �(� $  (��; $ �,�
�^���,�
�A �D =

C��� (j
���
"
�
,
:��� (��D
]>"
��0<D=) $  *��D
�("

"
�
�(��� $ �
���� (�(�*�� 
. � �� �j
�,�
"�� $ ���
�������
�
;�:=�����
�42e���
"�D�����2e���%&*;5�(- $ �
��j
"
�* (�
�H'�YH&*��1 $ ����B,�A ��h����1 ,C� $ �4]>�,�
����1d"
C\�
�*�h ���8A�
�*B,�%"
�
�(��� $ �
���� (�(�*�� 

,
"=j� *0<�(��0<�(8A�,��2?"
�%�� �0,�(�
�*1
�
"�8�'�D>���
��B�"�: $ �
"�'A�(2?�,�
"�1�"

�4��"�'�"
�
. ) "�2?� $ �
"
)��<8A�,��;`�
�,�
�*�(����;5�[�� �"
&���'��,�ij� �0,�(�H)40<�(�
��j� (Y%]�"
�^0@D $ �,�
�������
�
;5�\���
���*2?���
"�D="�"
:C,�� �j
�,�
"
D

:

� ����������������� ����	��&����	
�
USER * ��D��(���
��]���B,� $ �('�-*C,��)4 (�(�,'
D .

PATH '  (�* �'��*B," ,
�� �C@8A�,'��,���
;5�h8A)*�����(��j
"����

,
8�'�D $ ��"A0<�� 

"�0 $ �('��
D
����;�:�gd (1
'���)
.

DISPLAY
c[�,�(��)��*�i"���DV)�"
�
���� ('�-�����B,�\8�"�0 $ 'A�<D

X11,8A�40<�(� $ �
�*B,�98�'
D $ �(8A��'�Y%j
�,��"�D
.

SHELL + �,�
��]�"�1>�
�4�h (��8��
;51�"
���(�,� $ �
�,�� ��(��� .

TERM )  (C�)* ��
"
� (
�(" $

)
�(������"
�� ('A 

. * 0 $ ��'�-�C��4����0@D ,
j
����&�;

��C,�� ��(-7)���C^���(2?�
�40<�("d�(������"
�� ('A 
.

TERMCAP
c $ "�0,���

escape-
$ �40@'��<8A��)4 (�(�,'�-��
�40<�(��1%8�'
D

� $ �� �)('����
"�D=�� �C<'�"
j��
;9��"Vg����
��!
"�D���"����,����"
�A �'A 
.

OSTYPE )  (C�)* (��"
� (
�(" $

)
� $ �,�� �!
"
�����
��1=0,"�0<�(�^��;

. )  $ �
"������ ,
FreeBSD.

MACHTYPE 	 ��:�"
���,�
�(���� ��h ���"
�
; (
$ ����!
�^0,0<�*�� 

).

EDITOR k ;5&��� ��
�
;51 $ ��'�-�C���)4 (�(�,'����²�(����0<�(�*)�;51>�
�@8� ��
�(�*� .

PAGER k ;5&��� ��
�� �D $ �('�-*C,��)4 (�(�,'����²���("�'A"
�� $ �
�*0������(�A gd (1
'���)
.

MANPATH '  (�� ('���B�" ,
�� �C@8A�,'��,���
;5�h8A)*�����(��j
"����

,
8�'
D $ ��"�0,�� 

gd (1
'���)70<"�0,�(�����
�*B,�70 $ �� �)��*j
�
"
�� 
.

( 0<�* (�
�*)��� 5C��� (j��,�
"
1 $ �,�������,���
;�:=���
���*2?���
"�D=�� �C<'�"
j��� 58A'
D��� �C,�
;�:d��&*�('��*j
�,� . )  $ �
"������ ,
)

"
�
�(��� $ �
���� (�(�*�� �:
C-
0<��"�'
D

,
�� ��
"�:=�� ��

tcsh
"
csh, b �(� setenv. k "
�
�(��� $ �
���� (������ (: Bourne,

�� ��
"�:=�� ��
sh
"

bash, b �(� export. )  $ ��"����,� ,
j��(��&*;`��0,�� (����)�"��(-H"�'A"�"
C^���,�
"
��-%C��� (j
���
"
� $ �,�������,���
��1

EDITOR
��C,�A (j
���
"
Y

/usr/local/bin/emacs
)
csh

"�'�"
tcsh,

)*; $ �('A�
"
�(�[�
�*�h ���8A�
:

% setenv EDITOR /usr/local/bin/emacs

k �*&���'���j
�A �: Bourne:

% export EDITOR="/usr/local/bin/emacs"

���(��&*; $ �('���j
"��(-HC��� (j
���
"
� $ �,�
�^���,�
����1
,
�� $ ��"����,�

,
)H�
�4�h (��8A����1�0,�(�
�����

,
$ �*����0,�("
�(��0<"A��)��('

$
$ ���
�@8

"����,�
�^� $ ���
�������
�
��1
. )  $ �
"����,� ,

�
�*�h ���8� 
echo $TERM

)*;5)��@8��,�9C��� (j
���
"
� $ �,�
�^���,�
����1
$TERM.

' �*�h (��8A�
;51="
���(�,� $ �
�,�� ��(���V)��40 $ ��"
�
"��h ��,�9�
���
�������
;5�\0<"���)*�('�; ,
�A (C,;5)4 (����;5�[���,�� *0<"���)*�('A *��"

,
)%�� (j
�^0<�()*�

� $ �� ()�'
D
YH]>"�:
.
# 8A"
��"�C[�� �"
&���'��,�ij� �0,�(�H"�0 $ �('A-�C,���^��;�:

–
0<"���)*�('

*,
�
���(�*�
;51=C^ ����,�
D
�,�9'AYH&��*�i�
��'�"
j
�^0<�()*�

0<"���)*�('��*)9)H"������
"egd (1�'A 
. Z �,�* �0<"A��)��('A;`"�0 $ ��'�-�C���YH��0<D�8�'
D $ �*"�0<�� %gd (1�'A��) $ ���h �0,�
� , �� $ ��"����,� ,

�
�*�h ���8� 
echo *

8��<'A ��,� $ �A (�
�("�j
��0,�
">���(2?�[0� ������
,
j
�(�7"����*�h (��8� 

ls,
$ �*0<���('�-*�
�%"��
�(�,� $ �
�,�* (�(�*�>)*;5C,;5)* ��,�

�
�*�h ���8A�
echo,

$ �,���@8� �)* �Dd��1�"������� H)40<�,:�gd �1�'���)
,
$ � $  L8� �YH]�"
: $ ��8V�h *0<�
�

*.

k ���,�
�*�(���
;�:�0,"
�(�� (!�"�D�:d�(�
�,&*���,��0<D ,
j
�(�*&�;`"
���(�,� $ �
�,�� ��(���V)��40 $ ��"
�
"��h �'V���,�� *0<"���)*�('�;`�� ����*&�;5j
�
;5�

,
�
�

�
��0,�4]>"
�[0 $ �,!�"� �'�-*�
��1>0,��;90@'A��)��*1d�� (B��
��C,�
"
. 6 �(��B��%����2e���98A�40<�("
j�- , $ �40<�� �)�"
) $ �,�
�<8e0,"���)���'��*�l�*&��� ��(�
��Y
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�
�*0,�4Y�j
�,���(�
(\). )  $ �
"����,� ,

�
�*�h ���8� 
echo $TERM

)*;5)��<8A�,�9��" $ )4 (�>�,B,�H�(�,����"��� �'A 
,
)%���92?�[)*�
����D

�
�*�h ���8� 
echo \$TERM

)�;5)*�@8A���9"������
�
��0@'��*)��
$TERM,

 %�
�iC��� (j��,�
"
� $ ���
�������
�
��1
$TERM.

3.9.1. � ��� ��� �	� 	 � ��	 � � � ��	 � 	�� � �
	 ����� � � ��� � ����� � � �����������	 ���
c\ ���;9� $ ���*0<��;9�f0 $ �40<�*&��*�

,
$ ��23 �'���1

,
&*��8��,�H)*�*0 $ �('�-*C,�*)* (��-*0@D7�
�*�h ���8A�*1

chsh. _ 0<'�" $ ���
�������
�� (D EDITOR� $ �
�<8A�<'A�,�� 
,
�(�H&*�*8A�,�%C� (B��
�42?�,��0,������)��,�*0<�()*�4Y%]�"
1��(�,��0,�(��)*;51��
�<8� (���(���

,
"��� (j
�

vi. k  ��l�
�42?�
�7&��*8A���"
C������
"
�(-7C,�� �j
�,��"
� $ ��'
D
”Shell:”

"�)�;51��("�"
C\�
�<8� (�
������ %0i0<��:��� (�
���
"
�^�l�
�,C��*'A-��� ��(��)
.

Z �(2?�
�%�� (��2?�\)��40 $ ��'�-�C���)* ��(-*0<D%� $ !
"
��1 -s �
�4�h (��8A; chsh. )  $ �
"������ ,
�^0@'�">)�;a:����("��(�["�C����,��"
�(-

"
�
�(��� $ �
���� (�(�*���� 
bash,

)�; $ �('��
"��(�
:

% chsh -s /usr/local/bin/bash

+  ���2?�\����2?�
�%C^ $ ��0,�("
�(- chsh &��,C $  (�A ����,���
��)%"�"
C^���,�
"
��-%"
���(�,� $ �
�,�� ��(��� $ �%������'�j� ��
"
Y )H�
�<8� (�
�����
� .
� ���������������

: ¤)��������"������,��!��� , 12�;�!����#>3.�# E� !6?�����/����"���
	��L�����,���� , "	� � ��������� �
�	".6���
�@���IE�#B����� 4 ,�3�
��
/etc/shells. �IE�#)����� , "����9 ����,������1!�/����������"������,��!�������/��L�1���
�
���1������."������!��� , <*�!��6 �*
�,�����*$.,����!��-B,�������2��1�� .
¡��*
	�9@��J<*�!� ��K��,�1 , ��,�- �! !@.���/E !6 ���C�2,�-7�����!�$����*
	������6��;E;,������I�����;�������������' �( �> �( �*��������1� F�I<*�!�;� 4 ,�3�
 .

¢M,�"�����-B��� , �2�*
	�.��#  ����,���������
	� bash ��! ����! �( �."���-B�2������
	�/���5� �C12,��,!
���� /usr/local/bin, �! !@.���:�,�E��,���� :

# echo "/usr/local/bin/bash" >> /etc/shells

�)��"�����9-7��@.���F��-B�*
��:����"���
	��L�����,���C12��-M,��!6� chsh.

3.10.
� �����'&I	���U ������ �$�H&�	  U

, ��'�-��>"
��0,�()��9�A �0<���
�����=) FreeBSD
$ �
�*"
C,)*��8A"���0@D $ ���(�^�f�
�<8� (���("
�
�*)* (��"�D=�(�,�A0<�(�*)�;�:=gd (1�'A��)

.c[������)��,�*0<�()*�,�
�
�
,
)* *�l�
�42e���%&*��8��,�9�40<)��*"
�(-40@D=0i�A (�
"��

-
'�"
&*�H�(����0<�(�*)�;9�����@8� ��
�(�����*�

. k ����0,�(��0 FreeBSD$ �*0,�� ()�'
D
YH��0<Dd'�"
�>-%�
���
�������
;5�["
C[��"�:
,
B,�*�� (C<8A�9&���'�-��>�i�
�<8� (���(���
�*)�8A�*0,�(� $ �
�%"
C[���('
'����
!
"
" $ �����(��)

.
c\ ���;9� $ ���*0<��;9��)H"
C���j
�,�
"�"�"�"A0 $ ��'�-�C���)* ��
"
"

,
$ �

-
)*"�8A"����4���

,
���(2?�
�H�A (C,)4 (�(-

ee,
j
�(�7�� �0,��"�g�����)�;5)4 (����0@D

�� (�
”easy editor”,

�
.
�
. ”
$ �
�40<�(�*1=�
�@8P (�
�(�*�

”.
���(�*&�;a�� �j� (�(-%�
�@8P (�
�("��
��)4 (�(-%�� (�
�*1

-
'�"
&��%gd (1�'

,
�� (&*�,�
"
���i)

�
�*�h ���8A�
�*1�0<�(�����
�
ee filename,

B<8A�
filename

"A��D��
�@8P (�
�("��
��������B��7gd �1�'A 
. )  $ �
"A���,� ,

8�'�D
�
�@8� ��
�("
����)* ��
"�D�gd �1�'A 

/etc/rc.conf,
�� (&*�,�
"��(�

ee /etc/rc.conf. k )�����:��
�,1�j� �0,�(" b �
�� (�A 9)�;`��)*"�8A"
�(�0 $ "�0,���=�40<�
�*)��
;�:��
�4�h (��8e�
�@8� ��
�(�*�� 
.
c["A��)��('>�� (�
���(�
"

(^)
��C��� (j� ��,�9�
'A ()*"
���

Ctrl,
�* (�
"��´��&*�� (C��*�

, ^e��C,�A (j� ��,�9�
�4��&�"
�A (!
"
Y���'A �)�"
�
Ctrl+e.

���(�*&�;a)�;51
��"�"
C\�
�@8P (�
�(�*�� 
,
�� �23��"
�(�\��'A �)�"
�>�

Esc,
C� ��(���

Enter.
_ 0@'�">�*0,�� �'�"A0<-H�A (�
"
� - 'A"
&��9���\0,�(:��� (���,�
�
;5�/8� (���
;5� , )4 �� $ �*�(�
�,&*���,��0<D $ ��8A��)��,��8A"
�(-7)�;�:���8 ,

0<�(:��� ��
"
)
�
�,C��*'A-��� ��9�� (&*���(;`"
'�"��40<�� �)�"
)Hgd �1�'>&*�,C["
C������
�,�
"
D

.

k FreeBSD
$ ��"�0<����0,�()����,�%�� (�
2e�\&���'��,�\����]>�
;51��(����0<����)�;51��
�@8� ��
�(�*�

vi,
 H�
�@8� ��
�(�*�
;

emacs
"

vim
���(2?�
�

�� (1
��"�)H���('
'����
!
"
" $ �����(��)
(editors/emacs

"
editors/vim). 6 �("V�
�<8� (�
�����
;`&*�('����[0@'A�(2?�
;`)7"
C,��j
���
"
" ,�
�H"�:=)*��C^���(2?�
�*0,�(" $ �*�
��1 $ �
�,)*�*0<:��(8�D
�5)*0<D
�
"
�\�(2?"�8� ��
"�D

! _ 0@'�"V)H&*�*8A��]����l)4 �� $ �*�(�
��&����,��0<D�j� *0<�(��
�@8� ��
�("
����)* ��(-9&*�('�-*��"
�[��&��}����;a�(�,�A0<�(�*)
,
��� $ �*�(�� �j
�,�
�����i�A 9"
C��4j��,�
"
� b �("
:=�
�@8� ��
�(�*�
��)9)*�
����D>���
� $ "
�*0@D

0h'�"�:�)*��1
.
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3.11.
� �'&��	�K%�'&�� � � � �$K�DJU ���'&��	�K%�'&��

+ ������"
� ”
��0,�(�
�*1�0<�()*�

”
"�0 $ �('A-�C,������0@D=)%�*0<����)����*� $ �7���(�
�*�����
"
Yº�V $
$  (�� ��(�
�*�����*&���0 $ �,j��,�
"
Y 0<"�0,�(����;

,�� (�
�4������ (�=8A"�0<��"
,
$ ��"
�
�(���
;

,
B,�A �g�"
j
�^0<�
"��[ L8P $ �(���
;

,
��0<���
��1�0,�()* H)�)*��8� 5���,��0,�� 

.
����"�C� �B,�
��C��
�

FreeBSDB<'A �)��
;9�l�*&��� �C,�*�²)*;5)���8�"
�9�� b �
�� ���"
�Ag������h �!
"
Yº�*&H�*&��� ��
�42e���
�
;�:���0<�(�
�*1�0<��)* �: . k ;X���(2?���(�[�A (1
�(" b ��"0<���*&�]>�,�
"�Dd)7gd (1�'��
/var/run/dmesg.boot.

)  $ �
"A���,� , acd0 b �(� $ �,�
)*;51�8A"�0,� IDE CDROM,
 
kbd0 —

��'A ()*"� (���4�A 
.

k UNIX
8A�40<�(� $ �>&��('A-���"���0<�()*� b �("�:=��0<���
��1�0,�()����(2?�
� $ �('���j
"
��-%j
���
�,C\0 $ ��!
"� ('�-��
;5�\gd (1�'A;`��0,�(�
�*1�0<�() ,�� �0 $ �('���2?�,�
�
;5�i)%�� ��� �'A��B,�

/dev.

3.11.1. �	� � � ��	 � � � ����� ���  � ��� � ��� � �
���
"�8A�*&* ()�'��,��"
"=)%0,"�0<�������d�
�*)���B��9��0<�(����1�0,�()* 

,
"�'�"=8A��&4 ()('A�,�
"
� $ ��8
8A����2?�
"d8�� $ ��'��
"
�(�,'�-���;�:���0,�(�
��1A0<�()

,���(2?�,� $ ���� �8A��&*"
�(-40@D=0<�*C@8� ��(-H�(8A"
�="�'A"��
�^0<�
��'�-��
�7gd (1�'A��)9��0<���
��1�0,�()58A'
D��
�*)���B��9��&*���
�*8A�*)* ��
"�D
.

3.11.1.1.
� ����	 ��

MAKEDEV

k 0,"�0<�����h �:=&*�,C DEVFS ( b ���H�����
�*0,"
��0@D>�
�H)40<���f)��,�A0<"�D�� FreeBSD
�
"�2?�

5.0),
gd (1
'�;`��0<�(�
�*1�0<��)70,��C@8P (YH�*0@D�0

$ �*���*]�-�Y
MAKEDEV(8),

�� (� $ ���� �C� ��
�9�
"�2?�
:

# cd /dev
# sh MAKEDEV ad1

k b �(�*� $ �
"������
�50<��C<8� (����0@D=0,������)��,�*0<�()*�4Y%]�"
1Vgd (1�'>��0,�(�
�*1�0<�()4 �8�'�D�)��(�*�
"
j
����B,� IDE
8A"A0<�� 

.

3.11.1.2. DEVFS (DEVice File System)

Device filesystem,
"
'�"

DEVFS,
$ �
�<8A�*0,�� ()�'
D
�,��8��*0<��� $ � $ �
�40<�(�A (��0,�()��d��0<���
��1�0,�()9D�8��� Hj��,�
��Ci��&*]���Y

gd (1�'��*)���Yº0,"�0<�(�^���
. k ����0,�(�%0,��C@8P (�
"�D="V����8A"Ag�"
�� (!�"
">gd �1�'���)9��0,�(�
��1A0<�() , DEVFS 0<�*C@8� ��,�H0 $ �,!
"A �'�-*�
��Ygd (1�'��*)���Yº0,"�0<�(�^���
.

# &��� �]> (1��(��0,-5�
devfs(5)

C� 58A� $ ��'��
"
���<'�-*�
��1="���g������h �!
"
��1
.

k FreeBSD 5.0
"=)�;5�>�

DEVFS
"�0 $ ��'�-�C����,��0<D $ �%������'�j� (��"
Y

.

3.12. � ��"
�%R"$U � � 	  ST��&#U

�='
D $ ����"��h (�
"
D��(��B��
,
$ ��j
�^���

FreeBSD
"�0 $ �('�-*C,���,�%g������h ��

elf(5),
)* *� $ �����
�,&*�4����0@DV0<�� �j� �'A 9�
�����
�*B,�

�4C��� (��-H�H���
�<:
”
8A�4��"
�
"
�
��Y%]�"�:

”
"�0 $ �('A��D
����;�:=g����A�h (�� (:%8A'
D

UNIX:

• a.out(5)
c[�� ��
�,1���"
1>"

”
��'A *0,0<"�j
��0,�
"
1

”
�*&������
�(�
;51�g��*���h (�

UNIX.
# ��"A0 $ ��'�-�C��4���9�
�*�
���(��"
1�"=���*� $  ��
�(�
;51

C^ (B,��'���)*���d0\�h (B,"�j
��0,�
"���j
"A0@'��4��)H�� �j� �'A�
,
�
�*�(�������/j� *0<�(�7"�0 $ �('�-*C,���,��0<D�8�'
D�� $ "�0� (�
"�D�g��*���h (�* 

(
0,���*�(�
"
�(�

a.out(5)
0i&*�('���� $ �(8A�
�*&��
�*1d"
��g����A�h (!
"
��1

).
# ��0<�(8A�,��2?"
�%�(�
">C� (B��
�423 (����;�:=0,�,B������
�� 

: .text,
.data

"
.bss

$ '�Y%0[�� (&�'�"
!
�=0,"���)���'���)H"��� �&('�"
!���0,�(�
�*�
.
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• COFF
# &*���,�
���
;51�g����A�h (�

SVR3. �  (B��('��*)��*�7)*��'�Y%j� (���H�� �&('�"
!��7�A (C@8��<'��*) , �� ���j
�(������B����H&�;5��-%0<��B������
�(;�
���*���
.text, .data

"
.bss.

• elf(5)

)  *0@'��<8A�
"
��g��*���h (�* COFF,
$ ��8
8��,��2?"
)4 (YH]>"
1����
��2?��0<��)��,���
;5�\0,�,B^���,�
�(;º"

32-
&*"
�(�
;5�/"
'�"

64-
&*"
�(�
;5�

C��� (j
���
"�D
.
# 8��
�H)4 �2?�
���iC� �����j� (��"
�

: ELF
&�;�'��� �C,�� �&��*�� (�d) $ �
�<8 $ �('A�(2?�,�
"�"=j
�(�7��0,�(-%���('�-*�
� $ �%��8A���*���

ABI
�� 9�(8A�
�� (��:�"
�(���
�(���
�

. 6 �(� $ �
�<8 $ �('A�(2?�,�
"��[0<�*)����
�����
�
�5�
��)��,���
� , "����i�(��'�-��
�H)H��"
�
�\�
�*�h�����
j
�^0<�
"�:
SYSV (

)%�
���(�*�
�*�l�^0<�(-%�� (�V��"
�
"������´�(�
"
ABI: SVR4, Solaris, SCO).

FreeBSD
$ ;5�� ��,��0<D���&*��1
��" b �(� $ �
��&�'������ ,

)%jA �0<���
�*0,�(" $ ���@8A�40<�� �)('
D�Dd���("�'�"��(��8�'
D¶J% �PO(E��PM � W! "
C�)��^0<�(�
�*B,�9"A0 $ ��'���D
�����*B,�7gd (1�'A 
ELF

"���g������h �!
"
��1=��&
ABI

0i�
���(�*�
;9���*��0<�*)*����0,�("��
.
# &*�� (��"
�(��0,-H�

0,�(�� (��"
!
��0 $ �� �)��*j
�
"
�� 
brandelf(1)

C� H&��('A�,� $ ��8A�
�*&��
�*1d"
��g��*���h (!
"��,1
.

FreeBSD
"A���,�,� $ �
�*"
C,�*�='A 5"�C

”
��'� �0,0,"
j
�^0<�
�*B,�

”
'A �B,����D="�"�0 $ �('A-�C,�*)* ('A 5g������h ��

a.out(5),
�(�,:����('��*B,"
Y

� $ �
�*&��*)* (���
��Y`" $ �
�*)����
�,�
���4Y��� H������B,"
: $ ���
��'��,��"�D�:d�
�<'�"�C,��)
BSD,

8A�%�� (jA �'A H)��,���
"
3.X. 	 ����DV0<��&*"
�� ��(-"�C� $ ��0<�� ��(-9�
�(8A�
;5�\&�"
�A (�
�
;5�\gd (1�'A;

ELF (
"=D�8A���

)
)70<"�0,�(�����

FreeBSD
���(2?�
�%&�;�'��%�
��0,�
�('�-*�
�H�A (�
-*���

,
FreeBSD

)*�� (jA �'��i0,� $ �����("
)�'
D�'A *0<-
”
$ ������ ('��
"
)4 (�
"
Y

” ELF
�A (�>g��*���h (�* $ �%������'�j� ��
"
Y

.
���*j
�����

? ' ��B@8P 'A (B��,�
-
Linux

$ ����"
C,)*��8A"
'=&��('A�,C,���,�
�
;51 $ �,�
�,:���8V�
ELF,

���
�,B��H�
�\&�;�'��%&���'�-��>��B,� $ �
�,"�����]>��0<��)* $ �,�
�<8
"�0 $ ��'���D
�^��;9�fg������h ��(�*�

a.out,
"�C

-
C� 5�
��B,"
&*�
��B��

,
�*0,�
��)4 (�
����B,�5�A H�� �&('�"�!
� $ ���
�<:��(8A��)H���,:
 (�
"
C^�h 

�� (C<8A�<'
D
�^��;�:d&�"
&�'�"
�����,�
,
j
���58A�,'A �'��70<�*C@8� ��
"
�/�� �C@8A�,'
D
����;�:d&�"�&('�"
�*�(�,�d�*j
�,��-H�(�
�*8A��;9�²8�'
D $ �40<�� �)�]>"
�
��)

"��� �C,�� �&�����j
"
�
�*)
. ' ��B<8� \8A�40<�(� $ �
;5�\"
��0,�(�
�����,���(; ELF

$ �
�<8A�*0,�� ()*"�'�"����,�����
"
� $ �
��&�'�����;º�� (C<8A�<'
D
�^��;�:
&�"
&�'�"
�����,�

,
" $ �(D
)*"�'A �0,-9�
���
���(�*�� �D $ �,��0 $ �,�
��"
)* 

,
!
�,�A $ ���
�<:���8P 9&�;�'� $ �
"
C��� (�A 58A� $ ��0<�("A����1=">����&*;�'

0R8A�,'A (�
. Z �<:
 (��"
C��l�� �C@8A�,'
D
����;�:=&*"
&('A"
���(��� FreeBSD

&('�"
C���� $ �%0<��"�'�YÁ�����<:
 ��
"
C����d�A (C@8��<'
D
�^��;�:
&�"
&�'�"
�����,�

SunOS™
�*�

Sun,
" $ � b ���*������j
���
- $ �
�*0,�H)H"A0 $ ��'�-�C���)* ��
"
" .

* �� (� ,
$ ��j
�^������ (�V���
��B��H�� �C,�
;�:�g��*���h (�(�*)

?
�> ()����

,
)%�������
�4�²8� �'A�,�
�4� $ �
����'��*�

,
�*&��*�
�*8A��)4 (�
"
�h&*;�'�� $ �
�*0,�(;9�

. 6 �(� $ �
�40<�(�*�i�*&�������8���)* ��
"
�$ ��8
8��,��2?"
)4 �'�� $ �
�*0,�(;5�
,
�h �'����
-��
"��[0<"A0<�(�^��;

. a.out
&�;�'>0,��)*�,�
�>�,�
�
�% L8A���
)* ��(�,�=C^ L8� �j
� $ �
�@8�0,�� ()�'��,��"�D

&�"
�� ��
�
;�:=gd (1
'���)9�A 9�� ��
"�: $ �
�40<�(;�:�0,"�0<�����h �:
(PDP-11). � Y58A" ,

$ ���
��"
�
��)4 ()*��"
�
UNIX

0 b ��"�: $ �
�40<�(;�:
0<"�0,�(���

,
�*0<�* ()�"
'�"

a.out
g������h �� $ �*�(�*���

,
j
���%�*��&�;�'=8A�*0,�� (�(�*j
�,�d8�'
D��� ��
�
"�: $ ���
�(�*)

UNIX
�� 

 (��:�"
�(���
�(���
;
,
$ ��8A�*&��
;5�

Motorola 68k, VAXen, etc.

�  (�(�^�l�� (����1 -
�(�%0���;5�='����
;51�"���2?�,�
��� $ �7��&*���
�*8A�*)* (��"
Y`�
�,�>"�'

,
j��(�H�^0@'�">���>0����(2?�,�%C� *0<�� �)�"
�(-

$ �
��B��� ��h��;`"A0 $ ��'���D
�(-7�
�,�����(�*�
;5�i�(��YH�
"
,
�(��0,����2e���H�
�^0<�
��'�-����9� $ �
�*0,�("
�(-H8A"
C^ (1
�=">C� *0<�� �)�"
�(-HD�8A�
�

CPU�� (&*���� ��(-9&�;90,�(�
���
. 	 ����D b �(�7&�;�'��70R8A�,'A (�
�70/�
�*)�;9�l�(" $ �*�f�*&��*�
�*8A��)4 (�
"�D (

"
C,)*��0<���
��B��H0<��1
j� �0i�� (�
RISC),g������h ��

a.out
�
� $ ��8�:���8�"�'d8�'
D>�
�,B��

,
">&�;�'��9�A (C,�A (&��*�� (���H���
�(2?�^0<�()*�%g����A�h (�(�*)

,
j
�(�*&�; $ ��'���j
"
�(-

'���j
����Y $ �
��"
C�)��(8A"
�(�,'�-��
�40<�(-%�� 9�* (�
�4����&*���
�*8A�*)* (��"
" $ �%0,�� ()*�
�,�
"�Y�0[�(��1
,
�
���(�*�
��Y����*B $ ���@8A�40<�� �)�"
�(-

$ �
�*0,�(��1>g������h ��
a.out. , ;�'�"�"
C���&*�
�,�(���
;Xg����A�h (�(; COFF, ECOFF

"=�
���
�������
;5�i8A�
��B,"��[�h �'A��"
C�)���0,�(�
;5�
g������h ��(;

,
"�"
:��*B,�� ��
"
j
���
"�D=&*;�'�"���j
�(���
;

,
�
�*B@8� H)*0,� $ ��:���2?�/�*0,�� (�
�*)�"�'A"�0<-9�A 

ELF.

' �
�*���[�(��B�� , �� �C������
; $ �
�*B,�� *�h�f0<�� ('�"��*B,�
�4���
; ,
 �8�"�0<�
"

(
">� $ ���� (��"
)��� (D $  ���D
�(-

)
�*0<�* �'�"�0,-9�����
�*0,"
�(�<'A-��
�

�h �'�;
,
$ � b �(�4��� $ �(D
)*"�'A �0,-5�
����!
� $ !�"�D=�� (C<8A�<'�D
����;�:d&�"
&�'�"
�����,� .

c["�0,�(���h 
VM

�� (��2?��0<�� ('A 5&���'��,�[0@'���2e����1
.

	 ���(D�)*0,� b ��"���0<�*)��,�����,�A0<�()*��)* ��
"�D�&�;�'�"�)�; $ ��'��
�,��;X0[g��*���h (�(�4� a.out,
�,B�� $ ��'��,C��
�*0,�(-H)40<�i&*�('�-*���/"

&��('A-����i�������
-��V �'A *0<-H0i�� �2V8A;9�f�
��)*��)�)*�@8A���
"
�^�
. ' �(�*����2?� $ ���(�
��&��*)* �'� �0<-\8�"
�� ���"�j
��0,�� �D=C^ (B,���4C��� 9)*�)��
�^��D=)�; $ ��'��
�,��"�D

,
"�'�">)�;5B��
��C,�� Hj� �0,�(�,1 $ �
��B��� ��h��; $ �*0@'A�i)�; $ ��'��
���
"�D>0,�� (�
����)��*B,�9����8� 58�'
D b �
���
�4��"
"

$  ���D
�(">"�'�"V����0<�* H�� 58A"�0,�
�
.
�7C,;5�
"=��0<'��(2?��D�'�"A0<-

,
" $ �����
�,&*��)* ('A0@D= �)��(�4�h (�("
j���0<��"
1=)�;5C���)9����8� $ �,�
�<8

B<'A �)��
�*1 $ �
��B��� ��h���*1
. Z ���(2?��0,�()��%"
C������
�,�
"�1�&�;�'A�H)�����0<���
�H)7g������h �� a.out,

j
�(�*&�;`)40<� b �(� $ �(D
)*"�'��*0,- , "
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)H�*0,�
��)*�
�*�²�� �&��*�� �'��H�
�,�
�*�(�������i)*�
����D
. )  �0<�* �'>���4���,�
� , �
��B<8� a.out �
��0,���*Bi�
����"
��-%)40<� b �(" $ �
��&�'�����;&��,C[j
�
��C����,���
��B��H��)��,'�"
j
���
"�D=�� �C����,�A 9">0<'��(2?�
�40<�("

. k �(�7)��
�^��D ,
�� (�

ELF
���,��"
'V���
�*B,"
�["
C b �("�: $ ����&('A��� ,$ �,�
��)��(8 b �(�*B,�7g������h ��� 90\0<"�0,�(����;X�A %0,"�0<�(�^���d&���'��,C��
�,�
��� .

��� b �(�*���dg����A�h (�(� ELF
$ �
"��='��40<- $ ��8A��2>8P (�(-

,$ ���� H�
�[0,�� �'A�%&*�('����/&���'��,C��
�,�
��;9���*0,�� ()4 (�(-40@D=0
a.out,

j
�^� $ ���
�,1
��"��� 
ELF.

+ �^�f)*�
�������
��� ,
"���0<�(���������
�(;��� (C��� (&*���(�
"

,
���9�
�*�(����;�: $ �
��"�C,����'�"="
�A0<�(�
�������
�(;º�A (C,�A (&��*�(�
"

FreeBSD
(
�40<��&*�,�
���9 �0,0,����&�'��,�=">C� �B,�
��C,j�"
�

),
�A (C,)*"
)* ('�"�0,-9)58A)*�4: $  (�� ('
'��<'A-��
;�:d�� $ �� ()�'��,��"�D�:

. )  $ �� �)('����
"
�
FreeBSD

8A�*&* ()*"�'��5�� �C@8A�,'
D
����;5�i&�"
&�'�"
�����,�
"d"=��0,�(�� (��"�'��9�
���
�������
;5�/�*��"
&*�
"
. � Y58�"="
C GNU,

�� $ "�0� ()��>"
�
b �(" $ �
��B��� ��h��; ,

$ �,�
� $ "�0� �'�">"�:="d8A�*&* �)�"�'�" $ �
�*0,�(��Y $ �(8
8A����2?�
�d0<&��*�
�
"=�
���*0,0,�
�*� $ "�'
D
�(�*�
��)
,$ ��8A�
'�YHj
���
"�D��A (C<'A"
j
�
;�:=g����A�h (�(�*)H)H&*�*8A��]����l">�� (�=8� �'A�,�

. Z �
��B�"��l�(�
��&���)4 �'��40<-H0,��&*�� (�(-�
�
�*0�0<�
�4� $ "�'
D
�����
;½8�'�D
FreeBSD,

" b ���H�
�\�*8� �'��40<- , $ �*0,�
�('�-*�
�7��0,�� (���,)��>"
�i"A0@:���8A��;5�i�(����0<�(; FreeBSD8�'
D
as
"

ld
��� $ �(8�:���8A"
'�"�8�'
D b �(�*1�C� �8� (j�" . ) ��)*;51d�� (&*���d"
��0,�(�
�����,���(��) GNU (binutils)

$ ��8�8A�,��2?"
)4 (���
�
�
�*0�0<�
�4� $ "�'�"��
��)4 (�
"
�

, ELF,
�A (C@8��<'
D
�^��;5�i&�"�&('�"
�*�(�,��"

, C++,
�� *0<��"��
�,�
"
D="��

.
8

. k 8A� $ �('��
���
"
� , ���
��B�"
�$ �*0,�� ()*]�"
�
"�)�; $ ��0<��"�'�" $ �
��B��� ��h��;`)7g������h ��(�
ELF

"��*�
"d:���������� $ ��8�:��(8�D
�58�'�D�C� $ ��0<�� 5)
FreeBSD.

ELF
&*�('����i)�;5�A (C,"��(�<'����

,
j
�^�

a.out,
$ �*C,)���'
D
�,�5&4 (C���)��*1=0<"�0,�(�����\&�;5��-H&���'��,�[B,"
&*�
��1

. ELF
'���j
���

$ ��8
8��,��2?"
)4 (�,�*0@D
,
" $ �
�@8A�40<�� �)('
D
��� $ �(8
8A����2?�
�d�
�
�40,0<���*� $ "�'�D
�(���
�*)

,
j
�(�7)* (2?�
��8�'
DV���
��B�"�:d'�Y58��,1

. ELF���(2?�,�%&�;5�(-%�
�����
�*B,�7���@8�'����
�
���
,
j����

a.out,
�
�%C� *���,�
"
��- b �(�%0<'��(2?�
� . _ 0<�(-7�� ���2?�\���
��2?��0<��)��58��,�� ('��,1 ,����'�"�j� (Y%]�"�:
0@D�8A'
D b ��"�:�8A)��4:=g����A�h (�(�*) , )H���*�f�A (�=�*�
"��*�(��&��A �23 (Y%�90<�(�� ��
"
!
; ,

��&*�� (&4 (�(;5)4 (YH�
�� (j� ('�-���;51=�
��8

,
"��

.
8

. k b �(�4���
���H�
"
j��,B,�7��j��,�
-%)* �2?�
�*B,� , �
�7����"=�� (C,'�"
j� �YH��0<D . k �� *0<�(��D
]��,�[)��
�^��D$ ��8
8��,��2?�� 
a.out

��&��� ��� 5"
CiD�8A�� 
GENERIC,

">0<�H)*�
�������
���l&*�*8A�,�5��&��A (�� 5"�C/D�8A�� 
,
�� (�=���('�-*�
� $ �*�(�
�,&*�
�*0,�(-

)HC� $ ��0<�
�\0<�� ��
;�: $ �
�*B,�� *�h�
a.out

�*0<�* (�
����0@D�) $ �
�*�='��4�
.

3.13. � 	��
	�DJ"$�#&I� DFE�"
� � ��"�� 	�RST� � � �

3.13.1. � ��� ����� 	�� � ��� � ��� ���
	 ��� (man)
���(23 �'���1

,
0� ���;9� $ �('��
;9�f�
���
��)*��8�0,�()��4� $ �

FreeBSD
D
)('
D
����0@D�0,"�0<�(�^���
;51e0 $ �� �)��*j
�
"
�

(man).���� (�
��"
j
��0,�
"��A �2V8A��� $ �
"�'A�(2?�,�
"��i"�'�"V���("�'�"��� H"A���,YH��0<�*���()*�,��0,�()���Y%]���Y�0,�(�� (��"
!
�
(
j� �0,�(�9�
�\��8A���

),� $ "�0,;5)* �YH]���YX�����7"�'�"�"��
��1� *0 $ ���
�H�A (&��*�(; $ �
�*B,�� *�h��;
,
)*0,�,)*��C�����2e��;5�/� $ !�"
"�">�� �0,�(�
��1��
"

.
�='
D

$ �
�*0������(�A b ��"�:�0<�(�A (�
"
!V0<��]��^0<�()*���,�H���*�h (��8� man:

% man command

� 8A��0,- command – b �(�%���*�h (��8� , �%�
���(�*�
��1�)�;a:����("��(� $ �('���j
"
��-%"
�Ag������h �!
"
Y . )  $ �
"A���,� ,
j
����&�;º�4C��� (��-

$ ��&*�('�-*���h�7�
�*�h ���8A�
ls,

�A (&����
"
�(�
:

% man ls

c[��8A����2?"������\0<"�0,�(�����
�*B,�70 $ �� �)��*j
�
"
�� 58�'
D��*8A�*&*0,�()* 5�A (C@8��<'����
�H�� H�
��0,�
�('A-��
�%�� (C<8A�<'��*)
:

1.
����'�-�C���)4 (�(�,'�-*0,�
"
�h�
�4�h (��8A;

.

2.
c["A0<�(�^���
;5��)�;5C,�*)�;a"=�
�(8A;X�*��"
&*���

.

3.
+����
�
!�"
">0,�� (��8P (�
�(��;�:=&�"
&�'�"
�����,�

.

4.
���A (1
)*�,�
;`��0<���
��1�0,�()

.

5.
+��*���h (�(;�gd (1�'��*)

.
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6.
.[ (C,)�'��,j��,�
"�D>"="
B,��;

.

7.
��� $ �('A�
"
�(�,'�-��� (D="
��g��*���h (!
"
D

.

8. ' �4�h (��8�;X0<"�0,�(�����
�*B,�7 L8���"
��"�0<�(��"
�
��)4 (�
"
D .

9.
�='�D��� (C��� (&*���(j�"
�
��)�D�8��� 

.

k ���,�
�*�(���
;�:d0@'A�4jA �D�: (
�
�[�� (���*2»�
�<8A�
�

),
0,�(�� (��"
!
;

,
�*�(�
�*0<D
]�"
�^0@Dd�=�(8A�
��1d">�(��1=2e�[�
�*�h ���8A�

,
�A �:���8�D
�*0@D=)

�� (C,'�"
j
�
;�:d�� �C@8A�,'A �:=0 $ �� ()*��j
��"
�� 
. )  $ �
"������ ,

��0,�(-7�
�*�h ���8� 
cdmod

">0<"�0,�(�����
;51V)�;5C���)
chmod(). k b �(�*�0@'���j� ��

,
�
����&�:��(8A"����5D
)*�
�H���� �C� ��(-9�� �C@8A�,'

man,
)%�����(�*�
�*�l�
�42?�
�7"�0<�A (�(-70<���*�()�����0<��)���YH]>�4Y 0<�(�A (�
"
!��

:

% man 1 chmod

6 �� 9�
�4�h (��8P 9)�;5)*�@8A���H0 $ �� ()*�
����&H���("
'�"
�(� chmod.
���H�(�A L8A"
!�"
"

,
�
�*�
�
�
���(�
;51V�� (C<8A�<'V0 $ �� �)��*j
�
"
�� 

�4�A (C,;5)4 (����0@Dd)%0,�
��&*�� �: $ �40@'��\�
�*�h ���8A;
,
�A $ �
"A���,�

, chmod(1)
���(�
�40<"
�*0@D��>�4��"�'�"
�(�

chmod,
 

chmod(2) –
�

0<���*�()�����0<��)���YH]>�����d0<"�0,�(�������*���d)�;5C���)*�
.

�d �0<���9&�;5)4 (�,�H�� (�
,
j
�(�7)�;`�
�\C,�A (�,���i�� �C,)* ��
"
�/���*�h (��8A;

,
�
�%"����,���(� $ �
�@8�0,�� ()�'��,��"
�[�%�(�*�

,
j
�(�7���� 58A�('�2e�A 

8A�<'A ��(-
. k b �(�*�´0@'���j� ��[���(2?�
� $ � $ ;5�� (��-*0@D=�A (1
�(">�
�42?�
��Y��
�4�h (��8A� $ �7��'�Y%j
�,)*;9�f0@'A��)* *� ,)*0<���
�,j� �YH]>"��h0@D=)7�,�[� $ "�0� (�
"�"

,
"�0 $ �('�-*C,�4D=� $ !
"
Y

-k
$ �
��B��� ��h��;

man:

% man -k mail

k ; $ �('���j
"
���\0 $ "�0<�*���
�4�h (��8 ,
"����,Y%]�"�:�0<'���)*�

”mail”
)70<)��*"�:d� $ "A0, (��"�D�:

. 6 �(� b �
)�"�)* �'A�,�
�(���"�0 $ ��'�-�C���)4 (�
"
Yº�
�*�h ���8A;
apropos.

* '�"=�� $ �
"������ ,
)*;`)�"�8A"��(�\0 $ "�0,���>gd �1�'��*)9)H�� ��� �'A��B,�

/usr/bin,
$ �
" b �(�*�f�
�["A���<D��
"V�h �'���1
����B,�

$ �
�@8P0<�� �)('����
"�D=�7�(�*�
,
�A (�
"
��g����
�
!
"�"�)�; $ �('���D
���9�� (2>8�;51�"�:d�
"�:

?
���
�*0,�(�H�� �&����
"
�(�

:

% cd /usr/bin
% man -f *

"�'�"

% cd /usr/bin
% whatis *

j
�(��gd (�
�("�j
��0,�
"=��8��
�H">�(�H2?�
.

3.13.2. � ����� � GNU Info

FreeBSD
$ �*0<�* ()('�D
�,��0<D�0i���
�*B,��j�"�0@'����
�
;9��" $ �
"�'���2?�,�
"�D���">"����("�'A"
�� ���"V���d+�����8� �c[)��*&���8��
��B��

���
��B��� ��h���
�*B,� # &*��0 $ �,j
���
"�D
, Free Software Foundation (FSF). k 8A� $ �('����,�
"
�[�>0,�(�� (��"
!� ��´0 $ �� �)��*j
�
"
�� , 0b �("���" $ �
�*B,�� *�h�h ���" $ �*0<�* ()('�D
�,��0<D=��&��>"
�
�� (D=B," $ �,�
�(����0<����)* (D�8A�����������
�� �!
"�D�)%)�"�8A�[�� (�>�� (C�;5)* �����;�:

info
gd (1�'��*)

,
�
�*�(���
;5�\����B��4�%&�;5�(- $ �
�40,�������
�,�
;�0 $ �4����]�-*Yº�
�4�h (��8�;

info,
"�'�"

,
��0<'�"���0<�* (�
�*)('����

emacs,)
info

�
�<2?"���� b ����B,�%�
�@8P (�
�(�*�� .
���(��&*;`)��*0 $ �('A-�C,�*)* ��(-*0<D%�
�4�h (��8A�*1

info(1),
$ �
�40<�(�%�� (&*�,�
"��(�i)7�
�*�h ���8A�
�*1�0<���
���
�

:

% info

k ;5C�)* ��(-9�� b �
�A (�=�
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��;5)* (�^�¶8A�,�* �'���1 ,�(8A�� (���9"
�
�(���
��0,��YH]�"���0@D b �("��´)�� $ �
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4.1. � ��GH	�
k ���^0<�(��0 FreeBSD

)70<�*0,�� ()*�i&4 (C,�*)��*B,���
�*� $ '��,�
�* %0,"�0<�(�^��; $ �40<�� �)('
D
����0@D=&*��B^ (�(;51d�� �&��*��0<"�0,�(������;51
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: ' ��'
'��,��!
"�D��������(��) FreeBSD
">&�"
�� ��
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# cd /usr/ports
# make search name=lsof
Port: lsof-4.56.4
Path: /usr/ports/sysutils/lsof
Info: Lists information about open files (similar to fstat(1))
Maint: obrien@FreeBSD.org
Index: sysutils
B-deps:
R-deps:
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4-1. � $ O���� � � $ M $ ��� � $ � � � %�" ��� � � O�� ����� $ � � "�$ � � ��� $ " � ��� $

# ftp -a ftp2.FreeBSD.org
Connected to ftp2.FreeBSD.org.
220 ftp2.FreeBSD.org FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.
230-
230- This machine is in Vienna, VA, USA, hosted by Verio.
230- Questions? E-mail freebsd@vienna.verio.net.
230-
230-
230 Guest login ok, access restrictions apply.
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> cd /pub/FreeBSD/ports/packages/sysutils/
250 CWD command successful.
ftp> get lsof-4.56.4.tgz
local: lsof-4.56.4.tgz remote: lsof-4.56.4.tgz
200 PORT command successful.
150 Opening BINARY mode data connection for ’lsof-4.56.4.tgz’ (92375 bytes).
100% |**************************************************| 92375 00:00 ETA
226 Transfer complete.
92375 bytes received in 5.60 seconds (16.11 KB/s)
ftp> exit
# pkg_add lsof-4.56.4.tgz

_ 0@'�">�d)* *0h�
�,�7"�0<:��(8A�
;�:d�(����0<�(�*)9'��*�� �'A-��
;�: $  ��
�,�(�*) (
�� $ �
"����,�

,
�� (&*���

CD-ROM
0

FreeBSD),
�(� $ �
��]>�

)*0<��B,�
,
�� ()*�,�
�
�*�

,
)��40 $ ��'�-�C���)4 (�(-40@D%� $ !
"
��1

-r
8A'
D

pkg_add(1). 6 �(� $ �
"
)*�@8 ���H�>�(�*��� ,
j
���H���("�'�"��� 

 ()����*�h (��"
j
��0,�
"=� $ �
�@8��<'�"
� $ �� �)�"�'�-*�
;51�g��*���h (�9�*&������
�(�
;�:=gd �1�'���)H"��
�,'�"
C
,
 9C� ��(���fC� (B��
��C,"
�H"

��0,�� (����)�"�� $  (���,�%0[0<���
)����� 
FTP.

# pkg_add -r lsof

k $ �
"����,���\)*;5���[�
�42e��;51 $  ��
�,�9&*�*8A�,�%C� (B��
�42?�,�=">��0,�� (����)('A�,�=&*�,Ci)40@D
�
�*B,��8�� $ ��'��
"
�(�,'�-�����B,�)�C� �"�����8��,1�0,�()�"�D=0 $ �('A-�C,�*)* ��(�<'��^�
. _ 0@'A"�)*���^0<�(�7�*0,�
��)*�
��B��90, �1
�� 9)*;a:��*�("
�(�\���� (C^ (�(-98A�
��B,�*�iC��,�
�� ('��$  (�
���(��)

FreeBSD,
���98�'�D $ �,���,� $ �
�@8A�,'��,��"�D="�0 $ �('�-*C,������;�: $ �%������'�j� ��
"
Y C,�� �j
�,�
"�1�)* *�l�
�,�*&(:���8�"����

C� L8P (�(-70<���*�()�����0<��)���YH]>"��l��&*�� (C��*�²C,�� �j
�,��"
� $ ���
�������
�
�*1
PACKAGESITE.

�='
D=C� �B,�
��C,��"�gd (1�'A��)9���("�'A"
�� 
pkg_add(1)

"A0 $ ��'�-�C��4���Hg����
�
!
"�Y
fetch(3),

�����(�*�� �D $ ��"
�
"��h ��,�7)��H)*�
"��h ��
"
�i�A (C<'A"
j
�
;5� $ �,�������,���
;5�
���
�
�42?�,��"�D

,
)��
'�YHj� (D

FTP_PASSIVE_MODE, FTP_PROXY
"
FTP_PASSWORD. _ 0@'�">)�;`�� (:��(8A"
�(�^0<-%C� H0,�,�(��)�;9�b �
�� ��
�*�l"
'�"d8�'�D��� (&*���(;X0[�� �&�����;a0 FTP/HTTP

)* ��f�
�,�*&(:���8A"A���9"�0 $ �('�-*C,��)4 (�(- $ �
����0,"
,
�(�7� $ �
�@8A�,'�"
�(�

0<���*�()�����0<��)���YH]>"
� $ ���
�������
�
;5�
.
# &��� ��("
�(�^0<-%�>0 $ �� ()*��j
�
�*1=0<�(�A (�
"
!�� $ �

fetch(3)
8�'�D $ �('A�4j��,�
"�D $ �('�����B,�

0 $ "�0,�� $ �,�
�^���,�
�
;�:
. �  ������(-��(� , j
�(�7) $ ��"����,�
��)*;5���i)4����0,�(� lsof-4.56.4 "�0 $ �('�-*C,���,�*0@D lsof.

���
"
"�0 $ ��'�-�C���)4 (�
"
"dg����
�
!�"
1�C^ (B,���4C��
"�0\0<���("��
�4���,�>)��,�A0<"
"=)%"����,��" $  ��
�,�* �8A��'
2?�,��&*;5�(-H� $ ��]����

. ( �("
'�"
�� 
pkg_add(1)

 �)��(�4�h (�("�j
��0,�
"�C^ (B,���4C�"
� $ �40@'��<8A�
Y%Y�)*�,��0,"
Y $ �
"�'���2e���
"�D
.

+� �1�'�; $  ��
�,����)H�A �0 $ �
�*0,�(�� (�
D
YH��0<D�)%g��*���h (�� (:
.tgz

"
.tbz. k ;º���(2?�,���[�� �1
�(">"�: $ �% �8A�
�^0<�

ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages
"�'A"�)�C,D
�(-%0/8A"�0,�(�
"
&*���("
)* 

FreeBSD
�� 

CD-ROM. '  �2V8A;51
CD

"
C[���*� $ '����
�� 
FreeBSD

�A 
4
8A"�0<�A �:

(
 H�� (��2?�

PowerPak
">�(�*��� $ �(8A��&*�
���

)
0,��8A����2?"
� $  ��
�,��;`)%�� ��� �'A��B,�

/packages.
.[ �0 $ �('���2e���
"
� $  (�
���(��) $ �(:���2e�i�� H���

,
�� �������B� (��"
C,�*)* (���\8A�,�
��)��

/usr/ports. '  (2V8� �D�� (�(��B,�*�
"�D="������,��0<��&40<�()*�,�
��;51d�� (�� ('���B
,
"��A �2V8A;51 $  ��
�,� $ �*����]> ��,��0@D>)H�� ��� �'��*B

All.
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c[�(�
���
�(���� %�� (�* �'��*B,��)%0<"�0,�(����; $  (�
���(��)70<���*�()�����0<��)����,�H0,�(�
���
�(���
�50,"�0<�(�^��; $ �*�
�(��)
;
�*�
"=)*C� ("A����8A��1�0<�()*��YH�

8A�
��B[0/8A�
��B,�4�²8�'
DVg�������"
����)* ��
"�Dd�@8�"
�
��1>0<"�0,�(����; $  (�
���(��)
/
$ ���
�(�*)

.

4.4.2. � � ������� � 	 � � � ��� ��� � ���
pkg_info(1)

D
)�'
D
�,��0<D����("�'�"��(��1=8�'
D�)*;5)���8P 90 $ "A0<�� H"�� $ "�0, ��
"
1=�� �C<'�"�j
�
;�:=��0<�� ��
��)�'��,���
;�: $  (�
���(��)
.

# pkg_info
cvsup-16.1 A general network file distribution system optimized for CV
docbook-1.2 Meta-port for the different versions of the DocBook DTD
...

pkg_version(1)
D
)('�D
�,��0<D=�4��"�'�"
�(�*1=8A'
D�)�;5)*��8� ��*�(j ���� H�%)�����0<"�D�:d)40<�<:d��0<�* (�
�*)('����
�
;�: $  (���,�(�*)

.
# �� 

0<�� �)��
"
)4 (���5)��,�A0<"
Y "����,Y%]���B,�*0<D $  (���,�� %0i�(���
��]���1�)�����0<"��,1
,
�A �:���8�D
]>�,1�0<D�)H8A���
�,)*� $ �*�
�(��)

.

# pkg_version
cvsup =
docbook =
...

c["���)���'�;`)��%)��(�*�
��1=���('��*�
�
�i���� �C,;5)4 (YH�%0<�� �)��
"
���<'�-*�
��Yº�� �C,�
"
!��7)%)��*C,�� *0<�(�[��0,�� (����)('A�,�
�
�*1d)�����0<"
">"
)��,�A0<"
"

,
�� �:���8AD
]��,1A0@Dd)H'A���� ('�-��
�4�F8A�,�
��)�� $ ���
����)

.

� 	��H�*��$ � �����
���
	
�
= k �,��0,"�D���0<�* (�
�*)('����
�
��B�� $  ��
�,�� %0<�*���()*�,��0,�()����,�)�����0<"�"

,
�� (:���8�D
]>�,1�0<D�)H'����A �'�-*�
�*�¶8A���
�,)*� $ �*�
�(�*)

.

< ( 0,�� (����)('A�,�
�� (D=)�����0<"�D�0,�� (���,� , j
�����* , j
���%"������,��0<D�)8A���
�,)*� $ �*�
�(�*)
.

> ( 0,�� (����)('A�,�
�� (D=)�����0<"�D=����)����ij
�^���� , j
�(�7��0,�(-H)8A���
�,)*� $ �*�
�(�*)
. (
c[�����
���i)*0,�,B��

,
'��*�� �'�-*�
���h8A�,�
��)��

$ �*�
�(��)%��0<�� ��
�<'��
.)

? k "
��8A����0<���*��gd (1
'�� $ �*�
�(�*)9��0<�� ��
��)�'��,�
��;51 $  (�
���9�
����(2?���%&*;5�(-H�� �1�8A���
. ( 6 ���7����2e���%0<'���j
"
�(-40@D ,�� $ �
"������

,
�^0@'�">��0,�� (����)('A�,�
�
;51 $ ���
�%&�;�'��*8� (' �,��"
C

�
��'
'��,��!
"
" $ ���
�(�*)H"�'A" $ ���
�,"������
��)4 (�
.)

* * ���,����0@D>�
��0,�
�('�-*�
�H)*�,��0,"
1 $  ��
�,�* .

4.4.3. � � � � � 	 � � � ��� ��� �
�='
D=�*8� �'����
"�D��A (�
���i��0<�� ��
��)�'��,���
;�: $  (�
���(��)70 $ ����B,�A ��h���
;9���*&��^0 $ ��j
�,�
"����l"�0 $ �('�-*C,��1
�(�[���("�'�"
���
pkg_delete(1).

# pkg_delete xchat-1.7.1
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4.4.4. � ��� 	 ���
k 0<D="
��g��*���h (!
"
D=� $  ��
�,���/:��� (��"
��0@D>)H�� ��� �'��*B,� /var/db/pkg.

c $ "A0<������0,�� (����)('A�,�
�
;�:=gd �1�'���)H"
� $ "�0� (�
"
D=)*0<�,: $  (�
���(��)7����B��4�H&�;5�(-7�� (1�8A�,�
;X0,�
�@8�">gd (1
'���) b �(��B��H�� ��� �'A��B� .

4.5.
� ����	�DJEHG 	 �I�$"$��� � 	�D�D �#� ������BC	�
&I	��

k b �("�:=�� �C@8A�,'A �:d� $ "�0, ��
;`�*0,�
��)*�
;5� $ ��"
����;X"A0 $ ��'�-�C���)* ��
"�Dd�
��'
'��,��!
"
" $ ���
�(�*)58�'�D���0<�� ��
��)*�
"="��8P �'����
"�D $ �
�*B,�� *�h��"
C\)* ����,1=0,"�0<������;
.

4.5.1. ���� �� � 	 � � ������ ���  ������ � ���"�
���,�
�<8>�(���

,
�� (�>)�;X0����(2?�,�(�\��0<�� ��� ()�'�"
)4 (�(- $ ���
�(;

,
)*;º0<�A (j� ('A \8A��'
2?�
;X��0<�� ��
��)*"
�(-9���('
'����
!
"
Y

$ ���
����)
—
���A $ �
�<8�0<�� �)('
D
���%0,��&��*1d)H�40<�
�*)��
�4�¶�A (&��*��gd (1
'���)

Makefile,
$  ��(j
��1

,
gd (1
'���)9� $ "�0� (�
"
1

,
"��*�� 

�� (C^���,]> ��,��0<D=)H�� ��� �'A��B,�
/usr/ports.

���
"=��0<�� ��
��)*�
�i)4 (�>�,1=0<"A0<�(�^��;
FreeBSD

���("�'�"
�* 
sysinstall

C� $ �� (�>"
)* ��,�
,
���
�,&*�4����0@Dd'A"�)* *����0<�� ��
��)*�� 

�
�('
'A�,�
!
"�" $ �*�
�(��)
. _ 0@'A">)*;`���()*�,�("�'A"������
"
!� ��(�<'�-*�
� , ���7����2e���(��0@'��<8A��)4 (�(-H0<'��@8��4Y%]�"��f�4�A (C� ��
"�D��¶8�'�D��0,�� (����)���"=�
�('�'��,�
!�"
" $ �*�
�(��)

:

� � �&� � � ���+M�� � � � � � $&" ����� Sysinstall

k b �(�*�´���,�(�(8A� $ ��)������
�
�%"�0 $ �('�-*C,���,��0<D sysinstall (/stand/sysinstall
)

FreeBSD
)*�,��0,"
1=�
"
2e�

,
j
�^�

5.2)8�'
D��
��j
����1=��0<�* (�
�*)��
"=���('
'����
!
"
" $ �����(��)
.

1.
.i �&��*�� �D=�� �� $ ��'�-�C���)* ��(�<'A-

root,
C� $ ��0,�("
�(�

sysinstall
�� ��

,
�� �� b �(� $ �*�� (C^ (�
�9��"�2?� :

# sysinstall

2.
#%$ ��0,�("
�(�^0<-7)��
"
C["�)*;5&��,��"
�(�

Configure,
�� �23��"
�(�

Enter

3.
#%$ ��0,�("
�(�^0<-7)��
"
C["�)*;5&��,��"
�(�

Distributions,
C� (�������� (23��"
�(�

Enter

4.
#%$ ��0,�("
�(�^0<-7)��
"
C[� $ ���
���(�

ports,
�� �23��"
���[��'� ()�"���� ����� � � �

5.
���(8A�
"���"
����0<-7)�)*�,��:��

Exit,
�� (23��"
�(�

Enter

6. k ;5&����
"
�(�[2?�<'A �����;51=���*0<"��(�<'�-H8�'
D>��0,�� (����)���" ,
�� $ �
"����,�

, CDROM, FTP
"��� ��d8� ('��,�

.

7.
�����
�,1�8�"
�(�\�� $ ���
���7�����
Y

Exit
">�� �23��"
�(�

Enter.

8. )  (2?��"��(� X
8�'
D�)*;�:���8� 5"�C

sysinstall.

	 '�-*�(�,�
�A (�("
)*�
;51>�����(��8 $ �('A�4j��,�
"�D=" $ �*0,�(�(D
���
��1� ��
�(�� �'A"
C� �!
"
"=)4 (����1=�
��'
'��,��!
"
" $ �*�
�(�*)HC� ���'�Y%j� (����0@D�)"�0 $ ��'�-�C���)4 (�
"
"
CVSup.

���*0������(��"
�(�\�� Hgd �1�'
CVSup

"
C $ ���
����)
,

/usr/share/examples/cvsup/ports-supfile.
���
��j
��"
�(�\�� (C<8A�<' * 0 $ �('A-�C,�*)* ��
"
� CVSup (

.i (C<8
. A.5)

8�'�D
$ �('���j
���
"�D=&*�('���� $ ��'��
��1�"
��g����A�h (!
"
"���&H"A0 $ ��'�-�C���)* ��
"
"

CVSup
" b �(��B��%gd (1
'A .

� � �&� � � ���+M�� � � � � � $&" ����� CVSup

6 �(�H&*;90<�(�
;51V0 $ �40<�*&�8�'
D $ �('���j
���
"�D��
��'
'����
!
"
" $ ���
����) $ �
" $ �4����]>" CVSup. _ 0@'�">)�;a:�����"
�(�$ ��8
8��,��2?"
)4 (�(-%)* (�>��8A���
�,)*� $ �*�
�(��)%)% ��
�(�� �'�-*�
�*��0,�*0,�(�(D
�
"�"
,
"�'�">�4C��� (��-H&���'�-��>�/�

CVSup,
��� $ ����j
�("��(�

)�;5������������j
�,���
;5�i�� �C@8A�,'�;
.
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1. ( 0<�� ��
��)*"
�(� $ ���
� net/cvsup.
# &��� ��("
�(�^0<-%�=�� (C<8A�<'A� ( 0,�� (�
�*)��� CVSup (

.i �C@8
. A.5.2)

8�'�D $ �('A�4j��,�
"�D
&*�('���� $ �(8A�
�*&��
�*1d"
��g����A�h (!
"
"

.

2.
.i �&��*�� �D=�� �� $ ��'�-�C���)* ��(�<'A-

root,
0<��� $ "
���41��(�

/usr/share/examples/cvsup/ports-supfile
)H�
�*)����

���^0<�(�
,
�� $ �
"������

,
)%�� (�� ('���B

/root
"�'�">)H)* ��¹8A�4�h (�>�
"
1=�� ��� �'A��B

.

3.
# �(���@8� ��
�("
�
��1
���

ports-supfile.

4. * C^���,�
"
��� CHANGE_THIS.FreeBSD.org �� %&('�"�C,�
"
1>�=)* *��0<���
)���� CVSup.
���40,�������
"
�(�

� �,�
�� ('A CVSup (
.i �C@8

. A.5.7)
8�'
D $ �('���j
���
"�D $ �('��
�*B,�H0 $ "�0,�� 9C��,�
�� ('�"
�
��Y%]�"�:�0� (1
�(�*)

.

5. �  $ ��0<�("��(� cvsup
# cvsup -g -L 2 /root/ports-supfile

6.
���
" $ ��)*�(�����
;�:dC� $ ��0,�� �: b ����1����*�h (��8A;`)*0,� $ �40@'��<8A�
"
�\"
C������
�,��"�D (

�
�
�*���[�
�� ('�-�����B,� $ �,�
�^0<�(�����,��"�D
$ ���
�(�*)58�'�D�)* ����,1>0<"�0,�(����;

)
&��*8A���9C^ (B��
�42? ��(-*0<D=" $ ���
�,���*0<"��(-*0<D=)H)* ����7�
�('�'��,�
!�"
Y $ ���
����)

.

4.5.2. � � � ��	 �"����� � ��� �����
' ��B@8P 5�
�,j�-HC� (:���8A"
�%�H�
��'
'����
!
"
" $ ���
����) , �(� $ ���
)�;9�l8A�<'��4��)�;½8A��'
2?�
; $ �*��D
�(- , j
�(�7"����,���
�$ ��8A�A (C,������)* (����0@D $ �(8V0@'A��)��4�

”
0<�
�,'��,�

”.
���%0<���("V0<�
�,'��,���*� $ �*�
�� 9D
)('
D
����0@D>��"��
"��h �'A-��
;51>�� (&*���=gd (1
'���)

,�
���(�*�
;51=���� �C,;5)* ��,�9)4 (�>�,1=0<"A0<�(�^���
FreeBSD,

�� ����
�*�
�
�,���(�
�H�*�(�
�4� $ "�'�"
����)* ��(-H">��0<�� ��
��)*"
�(- $ �
��B��� ��h���
.c[�
�<'����H�� (2V8A��B�� $ �*�
�� 9)*��'�Y%j� (���

:

• Makefile. Makefile
0<�(8A�,��2?"
�%�� (C,'�"
j
��;5�/8A"��
�,�
��"
)�;

,
�
���(�*�
;5�i� $ �
�<8A�<'
D
Y%�

,
�� �� $ ��"�'��(2?���
"
�h8��('
2?�
�

&*;5�(-H�*�(�
�*� $ "�'�"
�
�*)* ��
�9"�����8P H)%)* (�>�,1=0,"�0<�(�^�������
�98A�('
2?�
�%&�;5�(-%��0<�� ��
��)�'��,�
�
.

•
+> (1
'

distinfo. 6 �(���7gd (1�'V0<��8��,��2?"
�%"
��g����A�h (!
"
Y��7gd �1�'A (: ,
�
�*�(����;5�h8A��'
2?�
;º0<��]>��0<��)���)4 (�(-5�A 

)4 (����1=0<"�0,�(�����[8�'�D���0 $ �����
�*1�0<&*���
�
" $ ���
�* 
,
">"�:d�
���
���
�('�-*�
;5��0<���h��;

,
8�'
D $ �
��)*�,�
�
" $ �
" $ �*���*]�"

md5(1)
�(��B��

,
j
���7gd �1�'�;`) $ �
��!
�^0,0,�iC� �B,�
��C��
"=�
�\&�;�'�" $ ��)*�
�<2V8A���
;

.

• '  ��� �'��*B files. 6 �(�*�H�� ��� �'��*B[0,��8A����2?"
� $  ��(j
" ,
"�0 $ ��'�-�C���)4 (�
"
�h�����(�*�
;�:d�
�,�*&(:���8A"A���58�'
D>�
�*� $ "
'
D
!
"
"

">��0,�� (����)���" $ �
��B��� ��h��;º)H)* �����1�0<"�0,�(�����
FreeBSD.

�d (�(j�"
- b �(� , �� (� $ �� ()*"�'�� , �h �'����
-��
"��[gd (1
'�; ,

)
�
�*�(����;�:d0,��8A����23 (��0<D="
C������
�,��"�D

,
�
�*�(����;5�[�
�42?�
�%)��
�^0<�(">)H�� (����1

-
�(�H�����
�
���,�(�
;51Vgd (1�'

.
# �
"="�����YH�

�*&�;5j
�
;51��(�,��0,�(��)*;51�g����A�h (�H">)H�40<�
�*)��
�4�²0,��8A����23 (�9���� �C� ��
"�D=�(" $  
” ( 8P �'�"
��-70,�(�
����� 10”

"�'�"
” �  *���,�
"
��-%0<���
���
� 26

�� H�� (���4Y
...”.

�d (��j
"=�� ���2?�[�� �C,;5)4 (YH�*0@D
”diff-

gd (1�'� ���"
”
"�'�" $ �
�*0,�(�

”
8�"�gdgd ���"

”,$ �*�(�*����j
���%�*�
"�B��,�
���
"
�
��YH�*0@D $ ����B,�A ��h����1
diff(1).

6 �(�*�H�� ��� �'A��Bi�* (��2?�����(2?�,�70<��8��,��23 (��-58A�
��B�"
�\gd �1�'�; ,
"�0 $ �('A-�C,������;5�/8�'
D $ �*0<���
�����
"�D $ �*�
�� 

.

• pkg-descr. 6 �(�%&��('A�,� $ ��8A�
�*&��
�*� , C� �j� �0,�(��Y����
�*B,�40<�(�
�*j
�
�*�i� $ "�0, ��
"
� $ �
��B��� ��h��; .

• pkg-plist. 6 �(�70 $ "�0,���>)*0<�,:=gd (1�'��*) , �
�������
;5�\&��*8A���9��0<�* (�
�*)('����
; $ �����(�*� . k �������� ���2?�\0,��8A����23 (��0<D���� �C� (��"�D�0<"�0,�(����� $ �*�
�(��)%�� 9�*8� ('��,��"
�i� $ �
�@8��<'����
�
;�:�gd (1
'���)9)*�H)*�
����D=�*8� ('��,�
"
D $ ���
�* 
.

k ���,�
�*�(���
;�: $ ���
�� (: $ �
"�0,�4�*0<�()*�4Y%�%"d8A�
��B,"
��gd (1
'�; ,
�� ��
"
�

,
�A (�

pkg-message.
c["�0,�(���h $ �*�
�(��)

"�0 $ ��'�-�C����,� b �(">gd �1�'�;½8�'
D>��&��A (&��*�(�
"d�40<��&*;�:�0,"
�(�� (!�"
1 . _ 0@'�">)�;a:����("
���[��C,�A (�(-%&��('A�,� $ ��8A�
�*&��
�H��& b �("�:gd (1�'A (:7">� $ �*�
�� (:=)����*&�]>�
,
�(�7��&��A (�("
����0<-H��./���
�*)���8P0<�()*� $ �%0<�*C@8� ��
"
Y $ ���
����)58A'
D

FreeBSD
(http://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/porters-handbook/index.html).

k $ ���
�%)���'�Y%j� (Y%��0@D>"
��0<���
���
!
"
"V���(���*0<"��(�<'�-*�
�H����B,� , �� ��=)�; $ ��'���D
�(- $ �*0,�(�
�����
"
�\"
Ci"A0@:���8A����B,�%�
��8P , �
��
�\0� ��l�
�(8
. k ;º����2e���(� $ �('���j
"��(-H"�0<:���8A�
;51>�
��8e0 CD-ROM

"�'�"�"�C * �
���,�
�
��� . * 0<:���8A�
;51��
��8
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�� �0 $ �
�*0,�(�� ���D
�,��0<D=)H�(�4��)�"�8A�
,
�� (�
�*1 $ �
�<8 $ �*j �<'�)*;5&��� ��(-H�A (C,�A (&��*�(j
"
�

. �  (j� *0<�(��Y b �(� tar-
gd �1�'

,��&��A (&��*�� (���
;51��4��"�'�"
�(�*1
gzip,

�
�7��������2e���H�� ���2?�[&*;5�(-H� $  ��
��)4 (�
��;9�l�� (�
"A�
-
�(�98A�
��B,"A��"
��0,�(�
�����,�
���*�

"�'�"�&*;5�(-H���\0<2? ��(;9�
. * 0<:���8A�
;51d����8 $ �
��B��� ��h��; ,

)7�� (���*�l&�;`���%)*"�8A�i�*���
">&�;�'
,
�� (C�;5)* (����0@D

”
8�"�0<�(��"
&����("
)*�
;9�

” (distfile).
��)* 9�����(��8P H��0<�* (�
�*)��
" $ �*�
�(�*)

FreeBSD
� $ "�0� (�
;`��"�2?�

.

� ���������������
: � 
�$0 ����,������1;�."������!���C��#%6?�
�@.��#A����3������J��;�*����-	 �12,�1C"���
	�2L*����,���*
	� root.

�P���?�x�������
: ¦M����*6: �*��,�������1���3/
	()E;���5�:"�������,F����;E�D��67��-7�0 �E��'6B������*$ �/�,!
7�������C���2�'@���3.12�
�
?�1������F"������!���/�

L2,�� 
�$&�! ����C�, http://vuxml.freebsd.org/, � 6?�C-7���  ��/�;�������I,����2�*$ �*��"������#8E���L���",�������*��� , ���'$�L2,�����#M�J�I<�����- "������!��- .

¦)����������1!,0�,F�,!
	�������K !$�L����-7��������3�-7��@/���CE�#M���I,��*�!��-B,��������2�1;�:�#)"���
	����, portaudit "����*6. ����,������12��3.�����*���5�
"�����
���@/������$ . �B�2 ."��������,�-�-	 F-7��@.���:�,�3���.�C1���
�
���1������F"������!��� (security/portaudit). ·	,�"! �������� portaudit
-F "����'6� ����,������12��3:���������G��"�������,96�
�$.L2,��'�! L1;�/���2�'@���39E;,�L�#%6 ,�����#7D9 !$�L����-7��������3 . ¦>����������12,9E;�2L���",�����;�����:�
��E������'
��������JE�,L�#86?,�����#	D 6���
�@���#A�#>"��
7�!$������*$+"����."������2�*67��������3F"�����������1!�>E��2L���",����������������������-�# . ·7,
6?,�
	����3�� ��3F��� 4 ����-B, ������3C�;E��, �J,�3���2���/1 �����,���� �;,�-%�"��,��*��������1!, portaudit(1) � periodic(8).

4.5.2.1. � ��&�������4������������A�7� CD-ROM
# g�"
!
"� ('�-��
;5�i��&��A (C,;

CD-ROM
���
�*�,�
�� 

FreeBSD
&*�('�-*���i���[0<�(8A�,�
2? ��58A"A0<�(�
"�&����("
)*�
;5�\gd �1�'�;

. )  H�
"�:��0<��-58A�40<�� ��(��j
���%����0,�� 
,
�
�������
�*�/'���j
�>�i"�0 $ �('�-*C,�*)* (��-�8�'
D $ �
�@8A���*� $ "�'�"��
��)4 (�
�
;�: $  ��
�,����)

.
������8A���
�(;º�� 

CD-ROM,
�� ��
"
�

,
�� ��

FreeBSD PowerPak,
)��
'�YHj� �YH�98A"�0<���
"
&����("�)��
;5��gd (1�'A;

,
"=)�;º����2?�,�(�\C� ��� (C^ (�(-9"
:��*�

�� (�
"
: $ �*0,�� ()*]�"
�
�*)
,
�� ��

FreeBSD Mall (http://www.freebsdmall.com/). k b �(�*���A (C@8��<'�� $ �
�@8 $ �('A �B� ��,��0<D ,
j
�(�

�7)4 �0i��0<��-%�� ��
��1��� (&*���
CD-ROM

0
FreeBSD.

k 0,�� ()*-��(�[)* �� CD-ROM
0

FreeBSD
) $ �
"�)���8

.
c\�����
��"
�
��1
�(���,B��H)%�� (�� ('���B

/cdrom. ( _ 0<'�"�)*;`"�0 $ ��'�-�C����,�(�8A�
��B,��Yº����j
�
�=���*�
�("
����)* ��
"�D
,
���%��0<�* (�
�*)��� 5�A (&��*�� (��-9�
�\&��*8A�,�

.)
���(�*&�;`�� �j� (��-

,
$ ���
�,1�8�"
�(�\)H�� ��� �'��*B[0

$ ���
���*�
,
�
�*�(����;51�)�;a:��*�("
�(�\��0<�� ��
��)*"
�(-

:

# cd /usr/ports/sysutils/lsof

# �� (C^ ()��>"�0<-5)%�� (�* �'��*B,�
lsof,

)*;`��)�"�8A"��(�\0,�(�
���
�(���
� $ ���
�� 
.
ci'��<8A��YH]�"A�f�> �B,�4�FD
)�'
D
�,�*0@D��
�4� $ "�'
D
!�"�D

,"�'�" $ �*0<���
�����
"
�
(”build”)

$ ������ 
. 6 ���%)*; $ �('��
D
�,��0<D $ �
�*0,�(��1>)�;\8� �j
�,1��
�*�h ���8A; make

)%���()*�,�%�� 
$ �
"
B,'A (�>�,�
"
�[�
�*�h ���8A�
�*B,� $ �
��!���0,0,���� 

. '  (�=���('�-*�
�H)*; b �(��0R8A�,'A (���(� , ���%��)�"�8A"
�(�[)�;\8� �j
� ,
)�;5B,'
D�8�D
]���Y

$ �
"������
�
�7�� (�
:

# make
>> lsof_4.57D.freebsd.tar.gz doesn’t seem to exist in /usr/ports/distfiles/.
>> Attempting to fetch from file:/cdrom/ports/distfiles/.
===> Extracting for lsof-4.57
...
[
�76 �	&���& �4321 3	&�� ��&� .*#�! ��T*�#$��	�-,�&

]
...
>> Checksum OK for lsof_4.57D.freebsd.tar.gz.
===> Patching for lsof-4.57
===> Applying FreeBSD patches for lsof-4.57
===> Configuring for lsof-4.57
...
[
�76 �	&���& �4321� .*-,4:21���$43�&�$5151 *�#$����4,�&

]
...
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===> Building for lsof-4.57
...
[
�76 �	&���& �4321� .*�%��51� �'!$7151C*�#$��	�-,�&

]
...
#

�  ������(-��(� , j
�(� , �� ��=�(�('A-��
�%�
�*� $ "
'
D
!
"�D�C^ (�
�*�
j
"
�*0@D ,
)*;X0<�
�*)* 5)*�,�
� �,�(�^0<-H� $ �
"
B,'A (�>�,�
"�Y�)4 (����B,�

�
�*�h ���8A�
�*B,� $ ����!
�^0,0<�*�� 
.
ci'A�@8A��YH]>"��f�V (B��*�¶D
)('
D
����0@D>��0,�� (����)��� $ ���
�* 

.
���(�*&�; b �(�70@8A�<'� (�(- , )* *�l�
�42e���$ �
�*0,�(�58���&* �)�"
��-9��8A���%0@'A��)��H���
�4�h (��8A�

make,
 H"A���,�
�
�70@'��*)��

install:

# make install
===> Installing for lsof-4.57
...
[
�76 �	&���& �4321 $	�-;�&4,.*#�� #� *��#$��	�4,#&

]
...
===> Generating temporary packing list
===> Compressing manual pages for lsof-4.57
===> Registering installation for lsof-4.57
===> SECURITY NOTE:

This port has installed the following binaries which execute with
increased privileges.

#

'  (�=�(��'�-����H)�;`)*�,�
���*'A"�0<-%� $ �
"�B<'A ����,��"
Yº)4 (����1=��&*�('��*j
�
" ,
)*;½8A�('
2?�
;�0<�����,�(-7C� $ ��0<�("��(- $ ��"�'��(2?���
"
�

,�
���(�*�
���[�(�('A-��
�%j
�(�H��0,�� (�
�*)�"�'A"
. +  (�>�� (� lsof D
)('
D
����0@D $ �
��B��� ��h���*1 ,

�
�������� (D=C� $ ��0,�� (����0@D=0
$ ��)*;5���,���
;9��" $ �� �)* *��"

,
�(�%)�;\8� �,��0<D $ �
�@8�� $ �
�<2V8A���
"
���H&*�,C,� $  �0,�
�*0,�("

. k �H)*�
����D $ �40<�(�����,��"�D�"��0,�� (����)���" $ �����(��)%)�;½8A��'
2?�
; $ �
"
��"��h (�(-�)*�9)��
"A�h (�
"
�\)*0,�i)*;\8� ()4 (����;5� $ �
�@8�� $ �
�<2V8A���
"�D
.

� ���������������
: © #=-7�@������ �2<12������-������K
7��������3F� ,�� , "����;���!� �#B6?,��912��-B,��!6� make install �-B�2���!� make �

"��;�*
��*6� �( �I�3 make install �>67�' 2D/���26 �'
7���#	D:� ,��G,!D .

� ���������������
: ¢M��12���!����#M�01���-B,��!6B��#M�C"������;�2�2�*����#86�
�$� ��12���������$ "�������1!,0�#>"��
7����-�#	D 4 ,�3�
����/�.12��-B,��!6

12<������! �()�F��-B���,9��,�1���D."������'�,�-�- , 1��;�!����# �J6������2 �"���# 6�
�$+�# L����2,F��L/1!,���,�
����5��� , "����������*
�������#	D��9"�����-B��������3
��1;�! !@/������$ PATH. ¡��*
	�.��# �;�"���
	�2L' �����J��67���.��LJ��,�1;�!D.12��-M,��!67��#7D."������;�2�2�*������� , �!�:"����*6 ����"���
	��L�����,�������-
�!�
7�12�����!�C6?��E�,��*
�������#	D.12��-B,��!6 ��,�- -7��@/���F"����,!6?��E�������*$ ��#ML���,���>6B�����1������' rehash "����*
��K ����,������1;�."�������, .
�B�!���2��������1!,�1K6�
�$��;E;�
�������1 , $&�*
�$&( �/�!D��*$ ��,��*�2$&-)�CE�,L��������G�F��;�*����-������5�+�,E����, ( �,�"�����-B��� , tcsh), ��,�1C�
1���-B,��!67��#	DF"������;�2�2��������� , 6������2 �"���#	D��/��6?�C"������!��� ( �,�"�����-M�� , shells/zsh).

� ���������������
: ¦B��@/,�
� �3�����, , E !6B�*�����G���!���# 1J�!��-	 , ��!��
	� �;���L����.���12���!����#	D:"������!���C��C"���L��*��
�$&()�0"���-B���I,������!D��,

CD-ROM. �7�!� -B�@��*� 6?�*
�,����2�*$:�;L - L2,C��E�$�L2,����*
	�����;�����/L2,�"��
	�������$ ������������, �����������3 4 ����-�#="����*6:L2,����! L�12��3.��
	�
L2,�"������,0�,96?,�
	����3�� �2� �,���"����;�����,��������� , 
7�E��:"��:1!,�12��3 - �!�/6B�! ��5��3�"����������� . ¡��'
7�.�# D�;������I ����,�����������/"������ ,
1��;�!�������5� ����0�, CD-ROM, ��,�-A�! !@.���:��-M�*���/"���671�
	( ���������C1�¤)������������ , ��!�;E�#A<*�!�0�*6?�*
�,��� ( �;E��,�������2����1
�*
��*6� �( �I��-	 .�,�L*6?�*
� ).
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4.5.2.2. � ��&�������4������������A� 	�� /���%�������*

'  (�=">) $ �
�<8A;\8A��]��^���� �C@8A�,'�� , C<8A��0,- $ ���@8 $ ��'A (B^ (����0@D ,
j
�(�7�d)* *0h"������,��0<D>�� �&����* (YH]>�,� $ ��8A��'AYHj
���
"
�\�

* �
�(�,���
�,� . _ 0@'A" b ���%�
�\)* �� 0@'A�4jA (1 ,
)4 ��l�
�42?�
�7)�; $ ��'���D
�(-%��0<�� ��
��)*�
�70

CD-ROM
'�"
&*� $ �4����0,�("
�(-7�
� $ "
Y

8A"�0<���
"
&����("�)��
�*B,�%gd �1�'A 5)7�� ��� �'��*B
/usr/ports/distfiles

)*�
��j
�
��Y
.

( 0<�* (�
�*)��� $ ���
�� %"
C * �
�(���
�
�,� $ �
�*"
C,)*��8A"
�*0@D=�(�*j
�
�7�� (�d2?� , �� �����0<'�"=&*;§8��<'A ('�"�� �\0 CD-ROM.
_ 8A"
��0,�()����
�
;9�´����'�"�j
"
���´���<2V8A�d�
"���">D
)('�D
�,��0<D=�(���7gd (�
� , j
�(�98A"�0<�(��"
&����("
)*�
;51egd (1�'�C^ (B��
�42? ��,��0<Dd"
C
* �
�(�,���
�,� ,  9�
��0<j�"
�(;5)* ��,��0<D>0 CD-ROM.

k ; $ �('���D
Y%��0@D>�(�i2?��0, *��;5�i�> �B," :

# make install
>> lsof_4.57D.freebsd.tar.gz doesn’t seem to exist in /usr/ports/distfiles/.
>> Attempting to fetch from ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/.
Receiving lsof_4.57D.freebsd.tar.gz (439860 bytes): 100%
439860 bytes transferred in 18.0 seconds (23.90 kBps)
===> Extracting for lsof-4.57
...
[
�76 �	&���& �4321 3	&�� ��&� .*#�! ��T*�#$��	�-,�&

]
...
>> Checksum OK for lsof_4.57D.freebsd.tar.gz.
===> Patching for lsof-4.57
===> Applying FreeBSD patches for lsof-4.57
===> Configuring for lsof-4.57
...
[
�76 �	&���& �43 *�$�������&  .*-,7:51���$43	&�$5151 *�#$��	�-,�&

]
...
===> Building for lsof-4.57
...
[
�76 �	&���&  +*�%#�51� �'!$5151C*�#$ �	�4,�&

]
...
===> Installing for lsof-4.57
...
[
�76 �	&���& �43 *�$�� �#$4356 $	�-;#&-,.*#�� 51 *��#$��	�4,#&

]
...
===> Generating temporary packing list
===> Compressing manual pages for lsof-4.57
===> Registering installation for lsof-4.57
===> SECURITY NOTE:

This port has installed the following binaries which execute with
increased privileges.

#

'  (�=)*;`)�"�8A"��(� , �@8A"
�A0<�()*�,�
�
;9�f����'�"�j
"
����D
)('
D
����0@D>0,�(�
�*�� , )%�
���(�*�
��1��4�A (C,;5)4 (����0@D ,
�*�(�
�*8� 70<"�0,�(���h 

C� (B��
�423 (�,�58A"�0<���
"
&����("�)��
;51Vgd (1�' $ ���
�� 
.

�='
D=C� �B,�
��C,��"�gd (1�'A��)H0,"�0<�(�^�h $ ���
�(�*)H"�0 $ �('A-�C,�����9���("�'�"
���
fetch(1),

�
�*�(���A �D $ �
"��
"��h (���%)*�9)���"��h (�
"��
�� (C,'�"
j
�
;5� $ �,�������,���
;5�[�*�
�
�42?�,�
"
D

,
)��
'�YHj� (D

FTP_PASSIVE_MODE, FTP_PROXY
"
FTP_PASSWORD. _ 0<'�"V)�;�� �:���8�"
�(��0,-9C� 70<���(�,)*;9� b �
�A (�
�4��"�'�"=8�'
D��� �&��*�(;`0i�� �&��*�(;X0 FTP/HTTP

)* *�l�
�,�*&(:���8�"����9"�0 $ �('�-*C,�*)* (��-
$ �
���A0<"

,
���H� $ �
�@8A�,'�"
�(�\0<�*���()*�,��0,�()���YH]>"
� $ �,�
�^���,�
�
;5�

.
# &��� ��("
�(�^0<-9�V0 $ �A ()��*j
�
�*1=0<�(�� ��
"
!
� $ �

fetch(3)
8�'
D

$ �('���j
���
"�D $ ��'��
�*B,�%0 $ "�0,�� $ ���
�������
�
;�:
.
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���('�-*C,��)4 (�(�,'
D��
,
�
�������
;5�[�
�\���*B,���H&*;5�(- $ �*0<���(D
�
�
� $ ��8���'�YHj��,�
�
;9��"V�>0,�,�("

,
$ �*����2e���H�
�4�h (��8P 

make

fetch.
���
�*0,�(�HC^ $ ��0,�("
�(� b �(�d���*�h (��8A��)H�� ��� �'��*B,�\0, ����*B,�9)*�,��:��
��B,�%�4����)��
D (/usr/ports),

"��(�
��&�������;5�
gd (1�'�;`&*�*8A���9C� �B,�
�42?�,�
;

. 6 �� H���*�h (��8� 9&*��8��4�H�� (&*���� ��(-H�� ���2?�i">0[)('A�(2?�,�
��;9��"��� ��(�,B����
"�D���" ,
�� $ �
"����,�

:
/usr/ports/net. �  *���,�(-*�(� , j
���%�^0@'�" $ ���
�%"����,���HC^ ()�"A0<"����40<�("=�*�H&*"
&('�"����(���="�'�"=8A�
��B,"�: $ ���
�(�*) , ���H��� � MS�� �LM<T �� ���2?�[C^ (B��
�42? ��(-�8A"A0<�(�
"�&����("
)*�
;5�\gd �1�'�; b �("�: $ �*�
�(��) . �  ������
"
�(� fetch �� fetch-recursive,��0@'A"�)�;a:��*�("
�(�\)�; $ ��'��
"
��-HC� �B,�
��C��
���� (��2?�\"=)*0,�<: b ��"�:=C� �)�"�0,"����*0,�(�,1 $ ���
�� .

� ���������������
: © #=-7�@�������"��;����������������2�/"�������# �/12,�����5�������/L2,F�,�L , L2,�"! �������/1���-B,��!6� make �C12,��,!
����G�/�����2D�����5�

 ��������!$ , 1!,�1/�.�9��#)� ����"��;��,�������- -B���!�6 � � make fetch. �J67�,�1��/<��!�0��",����� , ��,�1C1!,�1/���1��;�!����#M�/"�������#=��C-7���  ��
���;�* �I�2�*�������2,���� . © 67�! �����D/�*
� ���,!$�D���12�;�!����# ��"�������#=-7���  ��  ����,��,��'
7����,���>6B��,0�,�L*
	������#7D 4 ,�3�
�,C�J�6B����-A�/����-
@/�C��-B�����- .

k ���,�
�*�(���
;�:=���@8A�
"
:d0<'���j� �D $ �('�-*C,�*)* (���<'
D��²�
����&(:��(8A"���� $ ��'���j
"
�(- tar-
 ���:�"
)�;X0[0, �1
�(��)

,
���('�"
j� �YH]�"
:�0<D

���
MASTER_SITES ( b �(������0<��� , �����
�*8� Hgd �1�'�;`��&*;5j
�
�%C� (B��
�423 (YH�*0@D ). k ;º����2?�,�(� $ �,���,� $ �
�@8A�,'
D
�(-C,�� �j
�,�
"��

MASTER_SITES
$ �*0,�
�@8�0,�()��4��0@'��<8A��YH]>�,1����*�h (��8A;

:

# cd /usr/ports/directory
# make MASTER_SITE_OVERRIDE= \
ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/ fetch

k b �(�*� $ �
"������
�5��;X"
C������
"�'�">C,�� �j
�,��"
� $ ���
�������
�
�*1 MASTER_SITES �� 
ftp.FreeBSD.org/pub/FreeBSD/ports/distfiles/.

� ���������������
: ¢M��12���!����#M�0"�������#="��;L����
�$&(>� ( ��
	�96 ,!@��>�����E� �()� ) L2,�6?,��2,����C",��,�-M�*����# , 12���!����#M�0�1�
	( ��,�()����
	�

�#>1*
	(9��,�()�F"��;������������;�J���26 �'
7���#	D���,������3�"����
��@�������$ , 1��;�!����#M����/�! !@���# , ���12���!����#M��",��,�-B������#
E;�2L���",�����;����� , , ��,�1*@��/"����������/�,��������3�1�� . �=��12�;�!����#>- ��L/����D , ��,��*�!�/ �"���-����,��-)#)- , ���������*$����*$ ",�1!����#
www/mozilla, security/gpgme � mail/sylpheed-claws. ¦)�����,!
	�������."���6��;E���#	D.",��,�-B���������KE� !6?���0��#76?,����
�����;E��I������� .

4.5.2.3. � �����������������
����	������4&��$}� �@�A�7� ������&��� 	 �
�����5��$#�����
	 �

* �
��B<8� 5&�;5)4 (��� $ �('A�,C,��;9� (
"�'A"��
����&(:��(8A"���;9�

)
"�0 $ ��'�-�C���)4 (�
"
��8��
��B,"�:=�� ��� �'A��B,�*)H0 $ ���
�� *��"�"

8A"�0<���
"
&����("�)��
;9��"Vgd (1�'A *��"
.
�='
D $ �,�
��� $ �
�<8A�<'A�,�
"�D>�� (�� ('���B���)

,
"A0 $ ��'�-�C��4�^��;�: $ �%�����('Aj� (�
"�Y

,"�0 $ ��'�-�C���YH��0<D $ �,�
�^���,�
��;5�
PORTSDIR

"
PREFIX. ' $ �
"����,��� :

# make PORTSDIR=/usr/home/example/ports install

&��*8A�,�H�
�*� $ "
'�"
�
�*)* (��- $ �*�
�H)%�� (�� ('���B��
/usr/home/example/ports,

 H��0,�� (����)�"��9)*0 �i)
/usr/local.

# make PREFIX=/usr/home/example/local install

&��*8A�,�H�
�*� $ "
'�"
�
�*)* (��-H�,B��H)%�� (�� ('���B��
/usr/ports,

 9��0<�* (�
�*)�"
�9)
/usr/home/example/local.

* ,
�
�����,j
�
�

,

# make PORTSDIR=../ports PREFIX=../local install
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"�0 $ ��'�-�C����,�9�*&��/)*��C�����2?�
�*0,�("
(
$ �('��A �D=�
�4�h (��8� %0@'�"����
�4�²8�'�"
���� �8�'�D��� $ "�0, ��
"�D=�� b �(�*1>0,�(�� (��"
!
� ,��8A�� ��
�9)*;a8A�('�2e��;`�*'A��)�"��(-H�*&�]���Y�"�8A�,Y

).

	 '�-*�(�,�
�A (�("
)*�
;9�f0 $ �*0,��&��4�¶D
)('
D
����0@D�C^ L8� ��
"
�/C��� (j��,�
"
1 b �("
: $ �,�
�^���,�
��;�:=) $  ��� ������(�� �:d)4 (����B,����
�
�42?�,��"�D
.
# &��A (�("
����0<-%�>0,�(�� (��"
!� ��´0 $ �� �)��
" $ �H)4 (���^�����
�*�h (��8A�
�*��� $ ����!
�^0,0<�*�
�%8�'
D $ �('���j
���
"�D

"
��0<���
���
!
"
1>�%�(�4�
,
�� �� b ���70@8A�<'A ��(- .

4.5.2.4.
�#���
����d�

imake

) �,�
�*�(���
;5� $ �����(; ,
"�0 $ �('�-*C,��YH]>"
�

imake (
j� �0,�(-

X Window System)
�
�����h ('�-����9�
�\�� (&*���� �YH�H0

PREFIX,
"

&��*8A��� $ ;5�� ��(-*0<D���0<�� ��
��)*"
�(-40@Dd)98��,�
��)��
/usr/X11R6. 	 �� ('���B�"
j
�
�%�
�,�����(�*�
;5� Perl-

$ �����(;`"
B,�����
"
���4Y%�
C,�� �j
�,�
"
D

PREFIX
">��0<�� ��� ()�'�"
)* �YH��0<Dd)58A���
�,)*�

Perl. �  �0,�� ()*"
�(-%�� (�
"�� $ �*�
�(;X)*�*0 $ �
"
�
"A�h (�(- $ �,�
�^���,�
���4Y
PREFIX

D
)�'
D
�,�*0@D�0@'A�(2?�
��1�"�'�"����,)�; $ �('��
"A����1=C^ L8� �j
�,1
.

4.5.3. � � � � � 	 � �  � � ��	 �"� � � 	 	���� � ��� �����
+ � $ �,��- , ����B@8P 9)�;`C��� (���(� , �A (����0,�� (�� �)('�"�)* (��- $ ���
��; ,

)�;`�A ()����
�
�*�
,
�42e�\C� �8A����;5)* ('�"�0<-H�H�(�4�

,
�� ��=2?�i"�:

��8P �'
D
�(-
,
$ �
�40<�(�98� �2?�\�� 9�����%0<'���j� (1

,
��0@'A"�)�;`��0,�� (�
�*)�"�'A"=��8A"���"
C[�
"�:

,
 $ ��C,2e�\�
����"�'�"

,
j
�(�7��0,�� (����)�"
'�"

�
�[����� $ ���
�
. Z ;`�*8� �'A"�� $ �*�
�H"
C\�� ����,B�� $ �
�<8A;\8A��]���B,� $ �
"������� (

 b �(�%&*;�'A $ �
��B��� ��h�h lsof,
��0<'�"=)�;

��&��A (�("�'A"=)��
"A�h (�
"
�
). '  ��=" $ �
"���0<�* (�
�*)��
� $ ���
�(�*) , $ �,�
)*;9�²8A�<'A�*�l)�;`8A�('
2?�
; $ �,�
��1
�("V)H�� ��� �'��*B[0$ ���
���*�

, /usr/ports/sysutils/lsof.
���40@'��\0,���,��;`�� (�� ('���B^ 9)*;`B,������)�;`����8P �'����
"
Y

xchat. 6 �(�8A�<'A ��,��0<D=�
�*�h ���8A�*1
make deinstall:

# cd /usr/ports/sysutils/lsof
# make deinstall
===> Deinstalling for lsof-4.57

6 �(�H&*;�'��58A�40<�� ��(��j��
�9'���B,�
� . k ;X�*8� �'A"�'�" lsof "
C\)* �����1�0<"�0,�(����; . _ 0@'�">)* *�lC� �:��*j
�,��0<D $ �,���,��0<�� ��
��)*"
�(-b �(� $ ����B,�A ��h��� ,
�(� b �(�7���(2?�
�7&��*8A���H0R8A�,'A (��- , )�;\8P ()H���*�h (��8A� make reinstall

"
C\�� ��� �'��*B� 
/usr/ports/sysutils/lsof.
���*0@'A�@8A�*)* (���<'�-*�
�*0,�(-5�
�*�h ���8

make deinstall
"
make reinstall

�
�[0,�� (&*���� ��,�
,
�^0@'�">)�;`C^ $ ��0<��"
�(�

�
�*�h ���8A�
make clean. _ 0@'�">)�;a:�����"
�(�\�4&*�� (��- $ �*�
�H"
C�0<"A0<�(����; $ �*0<'��iC^ (j
"�0,�(�
">�� (�� ('���B^ , "A0 $ ��'�-�C��41��(��
�*�h ���8A�
pkg_delete(1),

�� (� b �(�7� $ "�0� (�
�H)%�� (C<8A�<'A�[� $  (�
���� �:d./���
�*)��(8�0<�()4 .

4.5.4. �� � �!� � � ����� �"� � � � � � � ��� ��	�� � � �
* 0 $ ��'�-�C���)* ��
"
�h�
��'
'����
!
"
" $ ���
����)%0,�H)*�
�������
�������
�,&*�4���H)40<�i&*�('�-*����8�"�0<�
�*)��*B,� $ ���*0<���� (��0,�()* . ��� b ����1$ �
"
j
"��
�[)*;`�
�h8��('
2?�
;XC^ (&*;5)* (��-5�H��j�"�0<�(���[�� ��� �'A��B,�*)

work
$ �
" $ �*���*]�"=�
�4�h (��8�;

make clean.
���
" b �(�*�

&��*8A�,�H��8P �'
D
�(-40@D=�� ��� �'A��B
work,

)*��C��
"
�� �YH]�"�1 $ �*0<'�� $ �*0<���
�����
"�D�">��0,�� (����)���" $ ���
�* 
. k ;X����2e���(�\�� (��2?���8P �'�"
��-H"�0<:��(8A�
;5�\gd (1�'�; $ �
��B��� ��h��;X"�C[�� ��� �'A��B� 

distfiles,
 $ ��C,2?�[�*8� ('�"
�(-%��0,�� (����)('A�,�
�
;5� $ �����(;

,��0@'A"�����"=&���'��,�[�
�i"�0 $ �('A-�C,��Y%��0@D
.

) �,�
�*�(���
;5� $ �('A-�C,�*)* ��(�<'�"d�*B,�� ��
"
j
"�)* (Y%�5�� (&*����8��*0<��� $ �
;�:d�� (�(��B,�*�
"
1 $ ���
�(�*) , $ �4���,]V �D=)%gd �1�' refuse0<���*�()�����0<��)���YH]>�4Y�C� $ "�0<-
. k b �(�4�f0@'A�4jA (� , $ �
"�C^ $ ��0<��� $ �
�*B,�� *�h��; CVSup

���� H�
�[&*�*8A�,�9C^ (B��
�42? ��(-
gd (1�'�;`"�Ci���� (C^ (�
��;�:��A (�(��B,����"
1

.
��� $ �('���"
�(�<'A-��
��Yº"���g������h �!
"
Y

,
���(�
�40@D
]>�4Y70@D=�Vgd (1�'��

refuse,
����2?�
�

�� (1
��"�)H.[ (C@8
. A.5.3.1.
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4.5.5.
� � 	 �"� � � 	 � � � ��� �����

� ���������������
: ¦B���*
��J�;E������'
�������$ 1���
�
���1������F"������!��� , ��"����'6:����- , 1!,�1J��E�����������"�����
���@/�������C��L/"�������, , ��2�����*���2���J�4 ,�3�
���- /usr/ports/UPDATING. © ���- 6 ,��,���� 4 ����-B, ����$ "��:�,�L'
7������#)-A�*��"����;�2,�- �96?��"���
	������*
	����#)-A� ,��G,�- ,

1��;�!����#M�/-7���  ��/E�#M���/����;E�D��67��-�#86�
�$F�;E������'
?����$ "�������, .

����8
8A����23 (�
"��i)* ���"�: $ �*�
�(��)%)% ��
�(�� �'�-*�
�*��0,�*0,�(�(D
�
"�"����(2?�,�7���A (C� ��(-*0<Dd�
�*8A�
;9��C^ (��D
�("����
. ' $ ��"����,�
� ,j
�(��&*;`��&*�
��)*"
�(- $ �*�
�

,
)* ��l���*2?�
� $ �,���,1
�("V)H�A (�� ('���B\0 $ �*�
�� *��"

,
$ �*0,�(�
�*"
�(- $ ���
�

,
�*8� �'A"
�(-%0,�� (��;51 $ �*�
�

,��0,�� (����)�"��(-9�
�*)�;51
,
 HC� ��(����)*;5j
"�0,�("
�(-7�,B�� $ �40@'�� $ �*0,�(�
�����
"�D

.
�����@8�0,�� ()*-��(�

,
0<�
��'�-��
�98A�,1A0<�()*"
1

(
$ D
�(-

)�
�42e���%0R8��<'A ��(-
!
c[�
��j
�
�

,
8� 

? 6 �(�%&*;�'��H&*�('�-*���*1 $ �
��&�'������*1�8�'
DV0<"�0,�(�����
;�:� �8���"
�
"A0<�(�� ��(������) , �
�H�(� $ �,��-��0<��-H���("�'�"��(;
,
)*; $ �('A��D
YH]>"
� b �("d8A��1�0<��)�"�D�C^ 9�� *0 . )  $ �
"������ ,

���("�'A"
�� 
sysutils/portupgrade

0R8A�,'A (���
)*0 �[C� H)* �0[0, *�h 

!
�����*0<���H��0<�� ��
��)*"
�(�[� �

,
�A (���*&�;5j
��;51 $ �����

,
$ ��" $ �4����]�"��
�*�h ���8A;

make install clean.

+ � $ �,��-70,��C@8P (1
�(�[&* �C,�%8� (���
;�:d�
�*�h ���8A��1 pkgdb -F.
# �A 9)�;�D�0,�
"
� $ �,�
��j
�,��-H��0<�� ��
��)�'��,���
;�: $ ���
����)H"

0<��C<8� �0,�Hgd (1
'�&* �C,;§8� (���
;�:=)H�� ��� �'A��B,�
/var/db/pkg. + � $ �,�
- $ �
">)�;5C���)��i�
�*�h ���8A; portupgrade -a,

���� 
&��*8A�,�H"�0 $ ��'�-�C���)4 (�(- b �(�d&* �C,�H8� (���
;�:d">gd (1
' $ �����(��) INDEX. )  (�
�*�
�,! , portupgrade

C� (B��
��C,"
�
,
$ �40<�(�
�*"
�

,0R8A�,'A (���9�
�,C��,�
)*�
��Y���� $ "
Y
,
��0<�� ��
��)*"
�H"���j
"�0,�("
� $ �����(;

,
�
�*�(���
;5�[&�;�'�"���&�����)('A�,�
;

. portupgrade
"A���,�,�

�h �0,0,� $  (�� *���,�(����)58A'
D�"�0 $ �('�-*C,�*)* (��"�D7)7�� �C,�
;�:=0<"��(�� (!
"�D�:
,
"
C\�
�*�(���
;�:d�� �"
&���'�-��>�,B��5)��
"��h ��
"�D

C� �0<'��42?"
)* ��,�5� $ "�0<;5)4 (���h (D78� �'����
.

_ 0@'�">)�;a:�����"
�(�\��&�����)�"��(-9�(��'�-��
�%� $ ���@8A�,' �,�
����� $ �
"�'���2e���
"
� , �
�%�
� $ �('��
�40<�(-*Yº&* �C,�%8� ��
�
;�: ,
"�0 $ �('�-*C,��1
�(�

portupgrade pkgname,
0\g7'A (B��*�

-r,
�^0@'�"

portupgrade
8A�('
2?���������� (&*���� ��(-9)*0,� $  (�
���(;

,
�
�*�(���
;5�[C� �)�"�0<D
�

���H���� �C� ��
�
��B��
,
"�"A0 $ ��'�-�C���)* ��(-9g7'A �B

-R
8�'
D>���(�� �&��*�(�
"=)40<�<: $  ��
�,����)

,
�����(�*�
;5�i�(���,&���Y%�%���� �C� (���
;5�

$  (�
���(;
.

�='
D="�0 $ �('�-*C,��)4 (�
"
D $ �
"���0<�* (�
�*)��
� $  (�
���(��)
,
 9�
� $ �*�
�(��)

,
���� �2?"
�(��g7'A �B

-P.
c b �("�� $  (�� *���,�(�
�4�

portupgrade
&��*8A�,�H"�0<�� ��(- $  (�
���(;X)H'����� ('�-���;�:7�� ��� �'A��B� (:

,
�4�A (C� ��
�
;�:d) $ �,�
�^���,�
�
�*1��*�
�
�42?�,�
"�D

PKG_PATH,
"
'�"

,
�^0@'�">�
�i�� �1�8A���H"�:

,
C^ (B��
��C,"
�H0[�*8� �'A�,�
�
�*B,�H0� (1
�* 

. _ 0<'�" $  ��
�,��;X�
������B,���%&�;5�(-%�� (1�8��,�
;'����� ('�-����9"�'�">C� (B��
�42?�,�
;`�*8� ('��,�
���
, portupgrade

"�0 $ �('A-�C,����� $ �����(;
.
���(�*&�;aC� $ �
���("
�(-7"�0 $ �('�-*C,��)4 (�
"��

$ ���
����)
,
���� (2?"
�(�

-PP.
�='
D $ �
�40<�(�*1�C� �B,�
��C��
"�8A"�0,�(�
"
&*���("
)���;�:�gd (1�'��*)9&���C $ �40<�(�����,��"�D="�'�">��0,�� (����)���"=j
�,B��H&*;`�(�%��"�&�;�'A�

,C� L8P (1
�(�\g7'A (B
-F.

��� $ ��'��
"
���<'�-*�
��Yº"
��g��*���h (!�"
Y�����2e��� $ ��'���j
"
�(-%�� 70<�(�� ��
"
!
��0 $ �� ()*�
" $ �%�4��"�'�"
�(�
portupgrade(1).

� ���������������
: ©7,!@����.����  !
�$&�����C�;E������'
�$����JE�,L* 6 ,�����#7D.",�1!���!���C"����F"���-B���/� 1���-B,��!67# pkgdb -F 6�
�$

�*���2�*��,������*
�������$ ���'
��;���������*��� , ������E���������12��� 6?, portupgrade L2,�"��,������2,������,��I<��!�F�'6 �*
�,���� . ¢M�/"������#>��,�3����
�,�E;����# portupgrade "����9�;E������*
��������CE�,L�#86?,�����#	D.",�12���!��� , <��!� -7��@/���0"������2�2�*����1C�,��2�*��� 
�,������2,�����( 6?,�����#7D .

c[�4]>��0,�()���YH�H"d8A�
��B�"
�[���("
'�"
�(;
,
�
�������
;5�/8A�<'A �YH� $ ��8A�*&��
;5�i)��,]>"

,
$ �40,�������
"
�(��)H�A (�� ('���B��

ports/sysutils
"�)*;5&��,��"
�(�i���

,
j��(�%)4 �� $ �(8�:���8A"��

.

4.6. � ��K%�'&���� � �
	%� D � ���'&��$"
	������
���*0@'A�/��0<�� ��
��)*�
"=�
�*)���B�� $ �
"
'��(2?�,��"�D�)* *�l��&*;5j
�
�9�(���,&�������0@D $ �
��j
�^0<�(-7�� ��
��Y

-
'�"
&��58A���
�������
�� (!�"
Y

,
�^0@'�"

���� H��0<��-
,
�*�(�
�@8P (�
�("��
��)4 (�(-%�
�42e��;5�i�
�*��g�"
B,���� �!
"
�*�
�
;5�[gd �1�'�;

,
$ �
�*)����
"
�(-

,
j
�(� $ �
"�'A�(2?�,�
"��

142



� �PO�E(O
4. � N<TeO � J�E�U4O5G�IPW ��J��ÃM � W&� :

GAJ I�T��fW�G�O�U*M,T��

C� $ ��0,�� (����0@D=)*�9)�������D�C^ (B,���4C��
"�0,"�0<�(�^��;
(
��0@'A" b ���58� �������� ),

">�� (�=8� �'����
.

# j
�,)*"�8A�
�
,
j
�(�7)H�> �B,"

,
)%�(��j��
�*0,�("��(���,&����^��;5�/8�'�D��
���Ag�"
B,���� �!
"
"=�� (2V8A��B�� $ �
"�'A�(2?�,�
"
D

,
���('�"
j� �YH��0<D

.# 8A�� (���
,
��0<'�"��^0@'�">)�;`�(��'�-����Hj
�(�7��0<�� ��
��)*"�'�"=����)��*� $ �
"
'��(2?�,��"
�[">)* *�²"��
�(�,����0<���

, ”
���(�%2?�h8� ('�-��>�

?”,
���

)* ������*B,��� $ �*����j�-H0@'��<8A��YH]>"
�\0,��)*�,�(;
:

• k �*0 $ �('A-�C,��1
����0<-H�
�*�h ���8A��1 pkg_info(1)
8�'�D�� $ ���@8A�,'��,�
"
D=�(��B��

,
�
�*8� %"=�� ��
"
��gd (1�'A;`&�;�'�"=��0,�� (�
�*)('����
;

.
' $ ��"����,�
� ,

��0@'A"�)�;`���('�-*�
�Hj
���%��0<�* (�
�*)�"�'�"
FooPackage

)��,�A0<"
"
1.0.0,

�(� $ �H�
�4�h (��8A�
# pkg_info -L foopackage-1.0.0 | less
&*��8��4�H)�;5)��<8A�,�>0 $ "�0,���=)40<�,:dgd �1�'��*)

,
��0<�� ��
��)�'��,���
;�: $  (�
���(��)

.
# &��� ��("
�(�\�*0,��&��*�h)��
"A�h (�
"
�\�� %gd (1�'�;`)

�� ��� �'A��B� (:
man/,

�����(�*�
;5�/D
)�'
D
YH��0<D>0 $ �� ()*��j
�
;9��">0<�(�� ��
"
!� *��"
, etc/,

�
���(�*�
;5�i&*�*8A���5D
)('
D
��-*0@D
�
�*��g�"
B��4�A (!
"
�*�
�
;9��"�gd �1�'A *��"

,
"
doc/,

�
�*�(����;5�i&��*8A���HD
)('
D
�(-40@D=&*�('���� $ �(8A�
��&*�
��178����
�����,���� (!
"��,1
.

_ 0<'�"�)*;`�
�\�4)*�,�
���
; ,
�� ��� �D=)*�,��0,"�D $ �
"
'��(2?�,��"�D�&�;�'� 9�(��'�-��
�%j
�(�7��0,�� (����)('A�,�� 

,
�(� $ �7�
�4�h (��8A�[�(" $  

# pkg_info | grep -i foopackage
&*��8��4�H)�;5)��<8A�,�>0 $ "�0,���=)40<�,:���0,�� (�
�*)('����
�
;�: $  ��
�,�(�*)

,
)7�� (C�)* (��"
"d�
�������
;�: $ �
"A0<����0<��)����,�

foopackage

�  *���,�
"��(� foopackage )H���*�h (��8A�
��1>0<�(�
�*�
�\�� 9�(� , j
�(�7)* *�l�
�42?�
� .

• '  ��=�(�('A-��
�%)�;`� $ �
�@8A�,'�"
�(� , �
�*8� H&�;�'�"���0,�� (����)('A�,�
;X0 $ �� ()*��j
�
;5�[0<�(�� ��
"
!
; $ �
"�'���2?�,�
"�D ,
$ �
�40,�������
"
�(�

"�: $ ��" $ �4����]>"=�
�*�h ���8A;
man(1).

����8���&���;9�²2e�\��&*�� (C��*� $ �
�40,���*�(�
"
�(� $ �
"A���,�
;X������g�"
B����� (!
"����
�
;�:
gd �1�'���)H"�)*0,Y`8A� $ �('A�
"
�(�,'�-��
��Yº8A�����������
�� �!
"
Y

,
�
���(�*�� �D=&*;�'A $ �*0<�� �)('����� 

.

• _ 0<'�"�� $ �
"�'���2e���
"�D�"A���,�,�*0@D�)*�,& - 0<���
)���� ,
$ ��"
]>"
�(�\�� ��l8A� $ ��'��
"
���<'�-*�
��YX8A�*�
�����,�
�* (!
"
Y

,
�*�()����(;`�� 

j� *0<�(�%C� �8� ()4 (����;5�i)�� $ �
�*0� ���"d"��* (�d8P �'����
. _ 0<'�"�)*;`�
�\�4)*�,�
���
; ,

�� ��
��)H �8A�
�^0i)*�,&
-
0, �1
�� 

,
�*�>���(2?���H&�;5��-

���� �C� (�d)7)�;5)*��8A�i�
�*�h ���8A;
# pkg_info foopackage-1.0.0
c[�(������ 

WWW:,
��0@'A"����A 9��0,�(-

,
8A�('
2?�� %0<�(8A�,��23 ��(-

URL Web-
0, �1
�� $ �
"�'���2e���
"�D

.

•
���*�
�(;

,
�
�*�(����;5�h8A��'
2?�
;XC� $ ��0<�� ��(-*0<D $ �
"�C^ (B��
��C,�
�\0<"�0,�(����;

(
�� ��
"
�

,
�� (��0,�,�
)*�,�
;

Internet),
�A (�

$ �A ()�"
'��
,
��0<�* (�� �)('�"
)4 (Y%� $ �
"������
�
;51V0<�
�
" $ �%)%�� (�* �'��*B

/usr/local/etc/rc.d. k ;a8A��'
2?�
;$ ���*0,���*�(�
���(-%0,�
�
" $ �7�� $ �
�@8P���,�7�,B,�%�
�����
�,�
���
�*0,�("�">���(�
�<8� (���("
�
�*)* (��-H"�'�" $ �,���,"������
��)4 (�(-%�,B,�
,
��0<'�"

b �(�H�
�42?�
� . # &��A (�("
����0<-H���� �C@8A�,'��d� �  $ ��0<�
�\0<���
)�"�0,��)�8A'
D $ ��'���j
�,�
"
D=&��('A�,� $ �('��
�*1="
��g��*���h (!�"
" .

4.7. � ���� ��	#&��I� "����� �#	���� � �
	�
&I	��

_ 0@'�"�)�;`)*0,�(�
���("�'�" $ ���
� , �
�������
;51=��)4 �0h�
�[�� (&*���� ��,� , �^0<�(-9����0<���('�-*�
�9)���]���1 ,
�
�������
;5�[)�;X���(2?���(�[0@8A�<'A ��(-

, 9"������
�
�
:

1. * 0 $ �� �)�-����i�,B�� ! k ./���
��)*��8�0,�()�� $ �70,��C@8P (�
"
Y $ �����(��)
(http://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/porters-handbook/index.html)

0<��8��,��2?"
��0<D $ �(8A�
��&*�� �D
"���g������h �!
"�D=�*&H"
��g��A �0<���
���
�(���
�

”
���*�
�(�*)

”,
�� (�>j
�(�7)�;X0����(2?�,�(�\"�0 $ �� ()*"
�(-%"
�
��B<8� 9)40<�(���,j� �YH]�"���0@D

$ ���
�(;�0i�*��"
&*�� ���"="
'�"d8� (2?�[0<�*C@8� ��(-%0,��&40<�()*�,�
�
;5�
!

2. )  �8� ()*"
�(� — TVJ �$#�U�J5GAJ � �PM,U�THI�J ��� J��>G�J���TeM ! c[�� (j� ('A $ ���='A"
�(� $ "�0<-4���Hj
�,'���)*�,�
� ,
0,� $ �
�*)���2>8P (YH]>�����

$ ���
�
. )  (&*�,�
"
���i�
�4�h (��8A� make maintainer

"
'�" $ ����j
�("��(�
Makefile,

j
�(�*&�;`�� �1
�("���B,�� L8A����0
. ) �
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� �PO�E(O
4. � N<TeO � J�E�U4O5G�IPW ��J��ÃM � W&� :

GAJ I�T��fW�G�O�U*M,T��

C^ (&*��8�-��(�[�4�A (C� ��(-9"���D>"�)�����0<"�Y $ �*�
�� 
(
0,�
� $ "��
��)4 ()90<���
��j
���

$FreeBSD:
"�C[gd (1
'A 

Makefile)
"

)*��'�Y%j
"
�(��) $ "�0<-4���H)��^0<-%)�;5)��(8
,
$ �
�<8A���^0<�()*��YH]�"�1=)��*C,�
"
���
��)*�,�
"
Y�����"�&��
"

. _ 0@'�">)�;`�
� $ ��'���j
"�'�"�*�()����� 9�*� b �(��B��Hj
�,'���)*�,�� , �(�7����2?�,�(�\)��40 $ ��'�-�C���)* ��(-*0<D%�
�4�h (��8���1 send-pr(1)
8�'
D $ �*0,;�'��
"�0,����&*]����
"�D

�*&H�*��"
&*�
�
.

3. �  (B,���4C�"
�(� $  (�
���%0[&('�"
2? �1
����B,�9�>)* *� FTP-
0<���
)����� 

. ”
# 0<����)��A �D

”
�
�('�'��,�
!�"�D $  ��
�,�(�*)H�� (:���8A"
�*0@D=�� 

0,�,�
)*�,�
�
ftp.FreeBSD.org

)7�� ��� �'��*B,�i0 $  ��
�,�� *��"
(ftp://ftp.FreeBSD.org/pub/FreeBSD/ports/packages/),���>G�M IPE	� � �LM ��J�� $ �
��)*�,�
-*�(�[���^0<�(�����\C,�,���� �'��

! 6 �(� , 0<�����
���i)*0,�,B�� , &��*8A���H�� �&��*�� (�(- , ">0R8��<'A ��(- b �(� ,���
�*���\�(��B��
,
&*�*8A�,�9B����� �C@8A�%&�;90,�(�
�,�

,
j
��� $ ;5�� (��-*0@D>�
�*� $ "
'�"
�
�*)* (��- $ �����(;X"
C\"�0@:��(8A�
��B��9�
�(8� 

.
k �40 $ ��'�-�C��41��(��0,- $ �
�*B,�� *�h����1 pkg_add(1)

8�'�D���0<�� ��
��)*�
" $  (���,�� %)H)4 (����1�0<"A0<�(�^���
.
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5. X Window System


 S � J�E�W � � �" �N,M IxE(M IxO
X.Org’s X11 Ken Tom, Marc Fonvieille.

�VM IPM�E�J � � O�I$�4N,N,U�W��  
Q	�hU : � � ��IPM�� � O ��E(O�TVJLE .

5.1. � ��GH	�
FreeBSD

"A0 $ ��'�-�C��4���
X11

8�'�D��(��B��
,
j��(��&*;½8� (�(- $ ��'�-�C���)* ��(�<'�D��²���*]��
;51>B,�� *g�"
j
�^0<�
"
1�"
�
�(����g��,1�0

. X11D
)('
D
����0@D=�*�(�
�
;5�(�*1��
�^ �'�"�C� (!�"
�,1
X Window System,

)*��'�YHjA �D
Xorg

"
XFree86. k )*�,��0,"�D�: FreeBSD

8A�H"
)���'�Y%j� �D

FreeBSD 4.10-RELEASE
"

FreeBSD 5.2.1-RELEASE
0<���
)����
�*�

X11
$ �%������'�j� ��
"
Y &�;�'

XFree86,)�; $ ��0<�A (����;51
The XFree86 Project, Inc. )  (j
"
�A �D�0 FreeBSD 5.3-RELEASE,

�*g�"
!�"� �'�-*�
��1d)*�,��0,"
�,1
X11

$ �
������'�j� ��
"
Y�0,�� �'

Xorg,
�� (C��� (&*���� ��
�
;51

X.Org Foundation.

6 �� 9B,'A ()4 $ �40<)(D
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Xorg.
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�*B,�� *�h���
���[��&*��0 $ �,j
���
"
�[0,�(���
�*�
�
"�:d�� �C,�� �&��*�(j
"
�
�*)
( � ' . 4).

� ���������������
: © <��!��3�� 
?,����K��"����2,��,9 ����,������1!,0�.�,���������3�1!,/�������2������ X11 � Xorg � XFree86. ¦M�0E���
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5. X Window System

5.2.1. �� � ���  � ��� 	�	 � X?
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5. X Window System
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�,!6 ����� 4 ��1* ����- �/12,�@96B#)3F12����1;�������#)3F-B��-B�����.����-B����� . «&,L*
	������#M�J��1�������#M�/-M���*6�@/����#
"��6�6?���!@.����,�(>���,L���#M�C-B���!��67# 4 ��1� ���������2,�����$ . ©7�2�J������"��6�6?���!@.����,�(>��-B���!�6 �I�'
7��12,96�
�$ 4 ��1� ��������2,�����$ , �
E���
	���/����*�����:��L/���!D."���6�6 ��!@�����,�()�����1��;�!����#M�J6B�! ������/-B���!��67# .

¨B,�-�#>-��."���"! !
�$&����#)-)�."���
	�����1;� 4 ��1* ����������,�����$0$&�'
�$&(>���'$ :

focus-follows-mouse (
4 ��1* �I�*
��*6� �*�CL�,.-�#>�/��( )

� ��1� ����-=�'
?,!6?�2���I�!�0��1���� , ��!� �,!D�6B����*$ "��6� �12,�L2,����*
���-A-�#>��� . �B�!� ��J�;E$�L2,����*
	������E !6 �*�C��1;��� , 1��;�!�����;�
�,2D��67�����'$ "����2��2D����2�'DC�;����,�
	���#7D . � ��1� ��-B���!$������*$+"����9 �1!,L2,������F�,I6B�! ��5�;�J��1;��� , "����C<��!��-8��,�1�@/�C����
�! !@96B# ���*
	1!,������,0����- .

sloppy-focus ( ���;�*��1;��3 4 ��1� � )
¨A"���
	�����12��3 focus-follows-mouse ���*
	��-�#)���/"���-M���I,��*���*$ "����2��2D�1���������*���5����1;�, ( ��
	��L2,!67����5� 4 ���, ), �!�
����1!,�12�;�K��1���� 4 ��1* �/��C"���
� ���,��� , ,F�,�@/,����$+1*
�,����� "��������!��"�����",!6 ,�()� . ¦)��������"��
	�2L����2,�������"��
	������1��
���������1����5� 4 ��1� �2,9���F-B���!$������*$.�!��
	�12�:1���� 6?,F1* �������F"���",!6?,������,0�����*���I��1;��� , ���:��/1���� 6?,  2D�6B��C�
����1* �I���5�F��1;�, .

�I�'
7���1J6�
�$+�#ME����, 4 ��1* �2,
�I12����������J��1����:�#ME����,�����*$ �I�'
7��1���-=-�#)��� . ·	,�����-%��1;���:-7�@����9E�#B��� ” "��6B�!$��!� ” ��"��$&��������*$+"��������2D.���2�'D
67�! ��'�!DC��1���� . ©7�2���,�@/,����$+1*
�,����� ����"�����>E� !6� ��.�,�"��,��*
�$������*$ �I<*�!����1���� , 6 ,!@��K�2�*
	��1* �������0"����-B�2��������*$
1K67�! ��5��-	 .

 +���������J��1�������#)3�-B����*6�@/���0"���6�6 ��!@�����,�()���96B�! ������/"���
	�����1;� , ,C��,�1�@/�C�2,�����, ������"�������;�'
?�����#7D . � E$�L2,����*
	�����
��E��, �I,�3���2���1J6���1� �-B������, �����."�����12��������-	 .-B����'6�@/���! .
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5. X Window System

5.2.4. � � � �����!�
����8�:���8

X,
C� (�
'�YHj� �YH]>"
1�0@D=) $ �
�<8A�*0,�� ()�'��,�
"�"="
��0,�(�
�����,�
����)

,
 H��� $ ��'�"
�("
��"

,
�� *0 $ ���*0<���� (��D
����0@D=">�� 

)�"�8�2?���(;
,
�
�*�(���
;5�\�� *0 $ ��'A (B^ (YH�*0@Dd�� b �
�� ��
�i)%�� �2V8A�4� $ �
"
'��(2?�,��"
" .

” k "�8A2e��� ” (widget)
D
)�'
D
�,��0<D=�(�,�A��"
�
�*��8�'
D�)40<��B,�9) $ �('A-�C,�*)* ��(�<'�-40<�
�4�F"��
�(�,�Ag��,1�0,�

,
�� %j ���´���(2?�
�

]��<'A�� (�(-%"�'�">�� (�
"A�
-
�(�7��&*�� (C��*�²� $ �� �)('
D
�(-

;
���
� $ ��"

,
C� �)�"�0,"���;5�

(radio buttons)
"��
��C� ()*"�0<"A��;5�

(check
boxes)

���
� $ ��"
,
"
�
�*�
�
"

,
0 $ "�0,�
"�">�� (�d8� �'����

. k Microsoft Windows b ���H�� �C,;5)* ��,��0<D ” b 'A�����,���� ���"� $ �� ()�'��,�
"
D
” ( ”controls”).

Microsoft Windows
"

Mac OS
�*�

Apple
�*&��i"A���,YH�%��j
���
-92 �^0<�(�
��Y $ ��'�"
�("
���d���(�
�40<"
���<'�-*�
�H)*"�8�2?�,�(�*)

.���
�@8 $ �('A �B� (����0@D
,
j
���H�� �C,�� �&* (��;5)* (�^��;5� $ �
"�'A�(2?�,�
"
D���&�D
C� (���<'�-*�
�\8A�('
2?�
;`"A���,�(- $ �(:��(2?"
1�)��
�����
"
1�)�"�8

.
���(�H�� *0, ��,��0<D

X,
�(�H&*;�'��H���,�����
�

,
j
�(�7�
�[���*2?�
�%�(�
��&���)4 (�(-H��&(D
C^ (�(�,'�-�����B,�5"A0 $ ��'�-�C���)* ��
"�Dd�� ��
��B��

-
�(�

� $ �
�<8A�<' �,�
�
�*B,�9B��� �g�"�j
��0,�
��B��H0<�("
'
D�"�'�">�� (&*���� 9)�"�8�2?���(��)
.

k ���,C,�4'�-*�� (���[�
��0<����"
�%�(2?"�8� ��(-H�*� X-
$ �
"�'���2?�,�
"
1 $ �(:��(2?��0,�("�)*�9)����,��������)*"�8A�

.
c[�4]>��0,�()����,�H�
��0,�
�('�-*�
�

$ � $ �4'
D
���
;�:d�� (&*���
�*)9)�"�8A2e���(��)%"="�:=�� �C,�
�*)�"�8��
�*0,�(�,1
,
)���'�Y%j� �D=�*�
"
B,"��� �'�-*�
;51=�� �&��*�d)�"�8�2?���(��)

Athena
���

MIT, Motif® (
$ �H��&*�� (C��%�����(�*�
��B��H&�;�'>�� (C��� (&*���� ��d�� (&*���=)*"�8�2?�,�(�*)H)

Microsoft Windows,
)*0,� b ��"

0<�
�*���,���
;5�i��B<'A;`"��(�
"V�� �C,�
�*)�"�8A���*0<��"=0<�,����B,�%!
)����� 
), OpenLook

"d8A�
��B�"
�
.

k &*�('�-*��"
�A0<�()*� $ �(D
)�'
D
YH]>"�:
0@Dd)H�A �0<���(D
]����i)*�
����D $ ��"�'��(2?���
"
1�8�'�D X
&��*8A���9"�0 $ �('�-*C,��)4 (�(-40@Dd0<�*)��
�^���,�
�
�

)�;5B<'�D�8�D
]�"
1��� (&*���=)*"�8�2?�,�(�*)
,
'�"�&��

Qt,
"�0 $ �('A-�C,���^��;51=)

KDE,
'A"
&��

GTK+,
"�0 $ �('�-*C,������;51 $ �
�����
�(�4�

GNOME. k b ���*���*�(�
���>�,�
"�"=�� (&�'�Y58P (�,�*0@D=���
"�g�"
�A (!
"�D=)*�
�,�>�
�,B��H)*"�8� 9�A (&��*j
�,B��H0<���('A H) UNIX,
j
�(�

� $ �
�<8A�<' �,�
�
�%��&�'��,B�j� (���52?"
C,�
-%�� (j�"
�� (Y%]��^��� $ �('�-*C,��)4 (�(�,'�Y
.

5.3.
�Q� &I�$"
	����I�

X11
)  FreeBSD

����B,���%&�;5�(-%��0,�� (����)('A�,�
;
Xorg

"�'�"
XFree86. )  �j
"
�� (D�0 FreeBSD 5.3-RELEASE, XorgD
)('
D
����0@D�8�'�D

FreeBSD
)��,�A0<"
��1

X11
$ �%�����('�j� ��
"
Y

. Xorg b ���70,�,�
)*�,� X
8�"�0<�(��"
&����("
)4 9�*�(�
�
;5�(�*1

�
�� ('�"
C� �!
"
"
X Window System,

)*; $ ��]��,���
��1
X.Org Foundation. Xorg

�40<�
�*)* (�d�A 9�
�(8A�
XFree86 4.4RC2

"
X11R6.6. X.Org Foundation

)�; $ ��0,�("�'
X11R6.7

)% $ �
�<'��
2004

B,�(8� 
,
 

X11R6.8.1
)%0,�,�
�(D
&��
�

2004; b �� %)��,�A0<"�D8A�*0,�(� $ �� 9"�C[�
��'
'����
!
"
" $ ���
����)
FreeBSD.

�='
D�0<&*���
�
"�"���0<�� ��
��)*�
"
Xorg

"
Ci���('
'����
!
"
" $ �����(��)
,
)�; $ ��'��
"
���

:

# cd /usr/ports/x11/xorg
# make install clean

� ���������������
: ¦M����*6:��E;����12��3�"���
	����3.���������� Xorg  !6?�;���!���������*���2�����C�,�
	�������9D���2$�E�# 4 GB ���*�;E;�6B�����5� -M������, .

�='
D�0<&*���
�
"�"���0<�� ��
��)*�
"
XFree86

"�C[�
��'
'����
!
"
" $ ���
����)
:

# cd /usr/ports/x11/XFree86-4
# make install clean

' �
�*���[�(��B�� , X11
���(2?�,�%&�;5�(-%��0,�� (����)('A�,�=�
� $ �*0,�
�@8P0<�()*�,�
�
�H"
C $  (�
���(��)

. , "
�� (���
;5� $  ��
�,��; ,��0,�� (�A ()('A"
)* �����;5�
pkg_add(1),

8A�40<�(� $ ��;X"�8�'
D
X11. ' �*B@8� pkg_add(1)

"�0 $ ��'�-�C����,��0<D�8�'
D��*8� ('��,�
����1
C� (B��
��C,�
" $  (�
���(��)

,
�
�*������)*�,��0,"
" $  ��
�,�* 9�
����&(:��(8A"����9�*8� ('�"
�(-

. pkg_add(1)
 ()*�(�*�h ��("
j
�^0<�
"=��0,�� (�
�*)�"
�

$ �*0<'��@8A��YHY )��,�A0<"
Y $ �
"�'���2?�,�
"�D
.
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+  ��
"��´��&��A (C,�4� ,
8�'
D�C^ (B,���4C��
"=">��0,�� (����)���" $  (���,�� 

Xorg,
$ �
�*0,�(�H�� �&����
"
�(�

:

# pkg_add -r xorg

�d (�
���
XFree86 4.X

����2?�,�H&*;5�(-H��0,�� (�
�*)('����=�
�4�h (��8A�*1
:

# pkg_add -r XFree86

� ���������������
: © "�����-M��,!DF�#>�I�JE� !6?���9 �*��,������*
����F"���
	��#)3C67���������E� ������ X11, �1�
	( ��,�$F�2����������# , 1*
7��������# ,

����� 4 ��# �/��,�1K6?,!
?��� . �>,�1�@/�K6?�;���2 �"���#=�C�;�26?�*
	���# �/",�1!����# ��"�������#%6�
�$+�,�L*
	������#7D.��,������3 X11.

k �40<�� �)��>�,1�0<D=j� �0,�("�B,'A ()*;½&*�*8A�,�%�� �0�0<�� �C� (���9�H�(�4� ,
�� ���0<������g�"
B��4��"
�
��)4 (�(-

X11
"��A �0<���
��"
��-%�� �&��*j
�,�

���
�
�42?�,��"
�
.

5.3.1. � � ��� 	 � XFree86™ 	 � Xorg

'  (�="V0h'�Y%&�;9� $ �*�
�(�4� ,
)* *�l�
�,�*&(:���8�"���� $ �
�*)����
"
�(-7gd (1�'

/usr/ports/UPDATING
�� 9�� ('�"
j
"��["
C^���,�
���
"
1

.
* ��0<�(���4��!
"
" $ � $ ���
�<:���8���0 XFree86

�� 
Xorg

)��
'�YHj
���
;`) b �(�*�%gd (1
' .

* 0 $ ��'�-�C��41��(� CVSup
8�'
D=�*&��
�*)('����
"�D78A�,���,)* $ �����(��) $ �,�
�<8>'�Y%&��*1 $ �,���,��0<�� ��
��)*�
��1

.
�='
D�C� *���,�
;

X11
)* *�

�� (��2?� $ �����
�,&*�4����0@D=��0,�� (�
�*)�"
��-
sysutils/portupgrade.

k gd �1�' /etc/make.conf �
�,�*&(:���8A"A����8A��&4 ()*"
�(- $ ���
�������
�
��Y X_WINDOW_SYSTEM=xorg. 6 �(�7�
�,�*&(:���8�"���� ,j
�(��&*;X0<"�0,�(���h %C,�A �'A 
,
�� (����1

X11
"A0 $ ��'�-�C��4����0@D

.
c[�� (�� (D $ �,�������,���� �D

XFREE86_VERSION
�
�\"�0 $ �('�-*C,���,��0<D

,���� HC� ������
�,�A $ ���
�������
�
��1
X_WINDOW_SYSTEM.

�  (�(�^�l"�0 $ �('�-*C,��1
�(��0@'��<8A��YH]>"
�i�
�4�h (��8�; :

# pkg_delete -f /var/db/pkg/imake-4* /var/db/pkg/XFree86-*
# cd /usr/ports/x11/xorg
# make install clean
# pkgdb -F

' �*�h (��8� pkgdb(1)
D
)�'
D
�,�*0@D�j� *0<�(-*Y $ ����B,�A ��h��;

portupgrade,
���A 9��&*�
��)*"
�5�� �C<'�"
j��
;5�[C^ ()*"�0<"����40<�("

$  (�
���(��)
.

� ���������������
: ¦M����*6:��E;����12��3�"���
	����3.���������� Xorg  !6?�;���!���������*���2�����C�,�
	�������9D���2$�E�# 4 GB ���*�;E;�6B�����5� -M������, .

5.4. � 	�"������ ������ � �
X11

��M<U4N<TÃG�IPM �^JLN,TVO�E�W �
Christopher Shumway.

5.4.1. ���� � � ����� , ����� 	 � ��� ��	
���,�
�<8>�� �0,�(�
�*1
�
��1

X11
�
����&�:��(8A"��h 90<'��@8��4Y%]> (D="
��g����A�h (!
"�D=�7�
�*��g�"
B,���
"��
��������1>0<"�0,�(�����

:
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• 	  (�� ��
�(�,��"�0<�("��
">���*�
"
�(�*�� 

• )  �&����=��"��
�
�*0<:���� ,
"�0 $ �('A-�C,���^��;51=)%)*"�8A���* L8P $ �(���
�

•
# &*� ���l)*"�8A�,� $  ���D
��"

	  (�A (�
�(���
"�0,�("
�
"V�����
"
������ %"�0 $ �('�-*C,��YH��0<D=) X11
8�'
D�� $ �
�<8A�<'����
"�D��A (&��*j
�,B��5�� (C��
�,�>�,�
"
D="�j� *0<�(�*�(;

. 6 �(":� ��� (���(�,�
"A0<�("
��"=��&*;5j
�
�H���*B,���9&�;5��- $ �('A�4j��,�
;`"
C/8A�����������
�� �!
"
"
,
�
�*�(���A �D $ �
"�'� (B� ��,��0<D=��������"
�(�����7"
'�"�0

0, (1��� $ ����"
C�)���8�"
�(�<'�D
. + �4�7�
�42?�
;a8A)4 �8A"A $  �C,���A 5C,�� �j
�,��"
1 ,

8�'
D>j� �0,�(���(;ºB,����"
C,�*�
�� �'A-��
�*1d�� (C�) �,���(�
"�"
8�'
D�j� *0<�(�*�(;`)����
�("
�A �'�-*�
��1�0,"
��:��
�*�
"
C� �!
"
"

.

)  (&��*�=��"
�
�
�40@:����fB,�� *g�"
j
��0,�
��B��9 L8� $ �(���� 9� $ �
�@8��<'
D
��� , ���(8A�4'�-H�� ��
��B���8A�� �1
)����� 9"�0 $ �('A-�C,����� X11
8A'
D

�� (&*���(;X0iB,�� *g�"
j
��0,�
"����*&��*�
�*8A��)4 (�
"
�^�
.
�='
D=&���'�-��>"
��0<��)* 5�(" $ ��)%��"��
�
�*0<:���� b �(�7����2?�,�H&*;5�(-H� $ �
�<8A�<'����
�

 ()����*�h (��"
j
��0,�
"
,
���H)*0,�/2?�\�,B,� $ �('A�,C,���HC,�A (�(-%�� H�����%0<'���j� (1

,
�
��B<8� H �)��(�4�h (�("
j���0<�����/� $ �
�@8��<'����
"
�\�
�

�� (&*���� ��,� $ �A ()�"
'�-��
�
.

# &�� �^�l)�"�8A��� $  *��D
�("=B��� �g�"
j���0<����B,�% L8� $ �(�,�A 9� $ �
�@8A�,'
D
�,�%�� (C��
�,�>�,�
"��i"�B,'���&�"
���7!�)��,�* 
,
0/�����(�*�
;9�f���(2?���

�� (&*���� ��(-H0<"A0<�(�^�h 
. 6 ���H)* (2?�
� , j
����&�; $ �('�-*C,��)4 (�(�,'�-5C,�A �'>�*B,�� ��
"
j
���
"�D�0,"�0<�(�^��; .

5.4.2. � � 	�� ��� ������ ������	 � � X11
���
��!
�^0,0h�A �0<���
��1
��"

X11
D
)('
D
����0@D����
�*B,�*�> (B���)*;9�

.
�����
)�;51��> (B[C� ���'�YHjA (�,�*0@D=) $ �*0<���
�����
"
"��A (j� ('�-��
�*B,�

�
����g�"�B,���� (!�"
���
����B,�9gd �1�'A 
.
.i (&*���� (D�0 $ �A ()* *��"�0<� $ ��� $ ��'�-�C���)* ��(�<'�D

,
$ ���*0<���HC� $ ��0<�("��(�

:

# Xorg -configure

�='
D
XFree86

C^ $ ��0<��"
�(�
:

# XFree86 -configure

���
" b ���*��)7�� (�* �'��*B,� /root &��*8A���%0,��C@8P (��0,�
�<'����H�
�*��g�"
B��4�A (!
"
�*�
�
�*B,�9gd (1
'A X11
$ ��8e"����,�
�^�

xorg.conf.new (
�* ��

,
����8P $ �40@'��

su(1)
"�'A"��
� $ �*0,�
�@8�0,�()����
�
�*B,�9)�:��(8� 5&*��8��,�H���� �C,;5)4 (�(- $ �,�
�^���,�
�� (D

$HOME).
�='
D

XFree86, b �(�*�%gd �1�'��� �C,;5)* ��,��0<D XF86Config.new.
���
��B��� ��h�h 

X11
0@8A�<'A ��,� $ � $ ;5���
�

�� �0 $ ��C��� (�(-HB,�� *g�"
j
��0,�
���i��&��*�
�*8A��)4 (�
"��/0<"�0,�(����;�"�C� $ "
�>�,�9�
�*��g�"
B��4�A (!
"
�*�
�
;51�gd �1�'
,
C� �B,�
�423 (Y%]�"
1

$ �� ()*"�'�-*�
;5��8A�� �1
)����
;½8�'
D>��&��A (�
�42?�,�
����B,�H��&��*�
�*8A��)4 (�
"
D7)70<"�0,�(�����
.

ci'��@8A��Y%]�"����V (B��*�²D
)('�D
�,��0<D=�(��0,�("
�
�*)* (��"
�\0,��]���0,�()���Y%]��,1��
����g�"�B,���� (!�"
"78�'
D $ �
��)*�,�
�
">�(��B��
,
j
���

Xorg���(2?�,�%�� (&*���� ��(-H0[B,�� *g�"
j
��0,�
"��l�*&�������8���)* ��
"
�^�¶)%�� �0,�(�� �"
)* �������1=0,"�0<�������
.
�='
D b ����B,�%)�; $ ��'��
"
��� :

# Xorg -config xorg.conf.new

���('�-*C,��)4 (�(�,'
D��
XFree86

�
����&(:��(8A"����9)*; $ �('���"
�(-
:

# XFree86 -xf86config XF86Config.new

_ 0@'�" $ �(D
)*"�'A *0<-9j ���
�
� - &*�<'A (Dd0,�,�(�A H">�
����0<�*����;5��">)H)�"�8A� X,
���%�� *0<�(����1
�� H&�;�'A H)�; $ ��'��
���� 5��0 $ �����
�

.�='
D=C� �)��,�����,��"�D=�(��0,�("
�
�*)* ��
"�D $ �
�40<�(�7�� (2?��"��(�[�(8A�
�*)��
�^���,�
�
�
Ctrl+Alt+Backspace.

� ���������������
: ¡��*
	�.-)#)���C��C�,E��;��,��� , ��G������;E�D��67��-7�+�,������������ . �IE��,�������2���/1�«&,�L'6 . 2.9.10 �C� 
?,����J�;E

 ����,������1!� FreeBSD.
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+ � $ �,��-%)*; $ �('���"
�(�\�(���
���4Y �� *0<�(�
�*1
�
��)%gd �1�'�� xorg.conf.new $ �70<)*��������)*�
��0<� (
"�'A"

XF86Config.new,��0@'A"�)�;`�A (&��*�� (���(�i0
XFree86).

# �(�
�
�*1
�(��gd (1�'�)%�(�,�A0<�(�*)��*�f�
�@8� ��
�(�*�
�
,
�* (�
�4�

,
�� (�

emacs(1)
"�'�"

ee(1).c[�� (j� ('A 5C^ L8� �1
�(�\j� �0,�(���(;½8A'
D>������"
�(���A 
.
# �
">��&*;5j
�
�9�*&���C��� (jA (YH�*0@Dd�� (�>j� �0,�(���(;ºB,����"
C,�*�
�� �'A-��
�*1d"

)��,���("
�� ('�-��
�*1=0<"
�
:������
"
C^ (!
"�"
. 6 �(">C,�� �j
�,�
"
D�8A��&4 ()('�D
YH��0<D�)7gd (1�' XF86Config.new )H�� �C@8A�,' "Monitor":

Section "Monitor"
Identifier "Monitor0"
VendorName "Monitor Vendor"
ModelName "Monitor Model"
HorizSync 30-107
VertRefresh 48-120

EndSection

' '�YHj
��)�;�:=0@'A��) HorizSync " VertRefresh ���(2?���%"=���[�*�� (C^ (�(-40@Dd)7gd �1�'��[�
����g�"�B,���� (!�"
" . _ 0@'A"�"�:=�
��� ,�(�%�*�
"�8A��'
2?�
;X&*;5�(-58A�*&* �)('����
;
,
0/���� �C� (��"
���l�
�*�
�
���
�(�
;�:=C��� (j
���
"
1�B����
"�C,������ �'�-*�
��1djA �0<�����(;

0<"
��:��
�*�
"
C^ (!
"
" $ �*0<'��i��'AYHj
��)���B��%0<'���)4 
HorizSync

">)����
�("
�� ('�-�����1=j� *0<�(�*�(;º0,"
��:��
����"
C� �!
"
" $ �40@'��
��'�YHj��,)��*B,�H0<'���)4 

VertRefresh. k $ �
"������
�[)*;5���[&�;�'�">)�)��<8A�,��;½jA �0<�����(;º���*�
"
�(�*�� 9�A �0<���� ("
)4 (�^����10<"�0,�(����;
.

X
$ ��C�)��('�D
�,�9"�0 $ �('A-�C,�*)* ��(-9)��*C�����2e���*0<��"d�(�<:��
��'���B�"
"

DPMS (Energy Star)
0 $ �(8
8A�,�
2e"�)* (Y%]�"���"�� �

�����
"
������ *��"
.
���
�*B,�� *�h�h 

xset(1)
� $ �� ()�'
D
�,�%)��
�^���,�
��;9��"�C� �8A�,�
2e�A ���"="V���(2?�,�HD
)��
�%C� L8P ()* ��(-9�
�,2?"���;

�(2?"�8� ��
"�D
,
�40<�� ��
��)4 5"=)�;5�
'�YHj
���
"�D

. _ 0@'�">)�;`:�����"
�(�\)���'�Y%j
"
�(-7"�0 $ �('�-*C,�*)* (��"
�h)��*C����(2?�
�40<�(��1 DPMS)* (�>�,B��H�����
"��(���� 
,
)�;½8��('
2?�
;a8���&* �)�"
��-H0@'��<8A��YH]>�4Y 0<�(�����
�d)H�A (C@8��<'

,
� $ "�0,;5)* �YH]�"�1=�����
"
�����

:

Option "DPMS"

������ 9gd �1�'��
�*��g�"
B��4�A (!
"
"
xorg.conf.new (

"�'�"
XF86Config.new)

�*�(�
�
;5�7)H���@8� ��
�(�����
,
)*;5&��,��"
�(�

2e�,'A (�^��;5�i�� �C,�
�������
"
�i">B<'���&*"
�
��!
)����� 
,
�
���(�*�
;5�\&��*8A���9"�0 $ �('�-*C,��)4 (�(-40@D $ �7������'�j� ��
"
Y

.
# �
"�C^ L8� �YH��0<D=)

�� (C<8A�<'��
"Screen":

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor "Monitor0"
DefaultDepth 24
SubSection "Display"

Viewport 0 0
Depth 24
Modes "1024x768"

EndSubSection
EndSection

' '�YHj
��)��*�i0@'��*)�� DefaultDepth � $ "�0<;5)4 (�,�HB<'���&�"��
��!
)����� , 0[�
�������
�*1=&��*8A���9�� (&*���� $ �H������'�j� (��"
Y . 6 �(�C,�� �j
�,�
"��[���(2?���H&�;5��- $ ���
�,� $ �
�@8��<'����
� $ ��" $ �4����]>" $  (�A ����,���� 9�
�4�h (��8��
��1�0,�(�
�*�
"
-depth

8�'
D
Xorg(1)

(
"�'A"

XFree86(1)). ' '�YHj
��)��*�[0@'A��)�� Modes � $ "�0<;5)4 (�,�5�A (C,���,�����
"
� , 0i�����(�*�
;9���
�42?�
�H�A (&��*�� (��- $ �
"=8� (���
��1B<'���&�"��
�i!
)*�,�� 
. �  *���,�(-*�(� , j
��� $ �(8
8A����2?"
)* �YH��0<D��(�('A-��
�%�(�\0,�� (��8� (�
���
;5�[���<2?"���; VESA,

j
�(�7� $ �
�<8A�<'A�,�
;
B,�� *g�"
j
��0,�
"��l�*&�������8���)* ��
"
�^�F�� *0<�(�A ("
)4 (�����*1�0<"A0<�(�^��;

. k $ �
"������
��)�;5���[B<'���&*"
�� 5!
)*�,�� $ �%������'�j� ��
"
Y�� ()*�� \8A)4 L8A!� ��("=j
���(;5� �^�f&�"��� ����A $ "
�A0<�<'
.
���
"=�* (�
�*1�B<'A�4&*"
�
�[!
)����� $ �
"��
"��h (����0@DV�� (C��
�,�>�,�
"��i)

1024
�� 

768
����j
���

.

)  (�
�*�
�,! ,
C^ $ "���"
�(�\�
�*��g�"
B,���� �!
"
�*�
�
;51=gd (1
'�" $ �����(�^0<�("
���41��(���,B,� $ �
" $ �*����]>"=�(�^0<�(�*)���B��H�
�,2?"��h 

,� $ "�0� (�
����B,�H)�;5���
.
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� ���������������
: ¦)��������I�������."�����E�
���-A-7���  ��."���-7�����J
���� 4 ,�3
	# X11, �/1��;�!����#	D��,!D�6B����*$ ��� 4 ����-M, ���$+"��

12,�@96?��-	 I ��������3������' , 1/1��;�!������-	 �"��6B1*
	(9�����9�������2�� X11. ª ��� 4 ,�3�
�,�- Xorg �,�L���,����$06?,�(>���'$+� 4 ����-M,����
/var/log/Xorg.0.log ( 
���� 4 ,�3�
�,�- XFree86 �,�L�2,�����$�6 ,�()���*$+� 4 ����-B,���� XFree86.0.log). ¤>-B���,I
���� 4 ,�3�
�,�-
-7���  �� 6 ,���,�����*$F�;� Xorg.0.log 6?� Xorg.8.log �/��,�1J6?,�
��2� .

_ 0@'�">)*0,�i) $ ����D�8A��� , ���H�
�*��g�"
B,���� �!
"
�*�
�
;51�gd �1�'��
�42?�
�H��0,�� (�
�*)�"
�(-%)H�*&�]��<8A�*0,�(� $ �
�*�i����0,�(� , B@8A�\�,B��0,���(2?���H�� �1
�("
Xorg(1) (

"�'�"
XFree86(1)).

# &�;5j
��� b �(� /etc/X11/xorg.conf "�'�"
/usr/X11R6/etc/X11/xorg.conf (

8�'
D
XFree86 b �(� /etc/X11/XF86Config "�'�"

/usr/X11R6/etc/X11/XF86Config).

# cp xorg.conf.new /etc/X11/xorg.conf

�='
D
XFree86:

# cp XF86Config.new /etc/X11/XF86Config

+ � $ �,��- $ ����!
�^0,0/�A �0<���
��1
��" X11
C� ()*�,�
�>�,�

.
�='
D=C^ $ ��0,�� 

XFree86 4.X
$ �40<�
�<8�0<�()*�*�

startx(1)
��0<�� ��
��)*"
�(�

$ ���
�
x11/wrapper. k Xorg

�42?�i)*��'�YHj��,������8
wrapper,

"���0,�� (�
�*)��� 9�,B,�%"
C $ ���
�* 9�
�\�(�
��&����,��0<D
. X11

����2?�
�
�� (��2?�\C� $ ��0<�("
��-Hj
���
�,C

xdm(1).

� ���������������
: ¤)-M�������*$���,�1*@��C���, 4 �����2��1;��3.��������! �-B�����I6�
�$+�,��������3�1;� , xorgcfg(1) (xf86cfg(1) 6�
�$ XFree86),

1��;�!����#)3:�1�
	( �������>6B���������E� ������ X11. ���0"���L���
�$��*�F�#)"���
	������/�,��������3�1� F�9���������,�1�����������- ��*@.��-B�
"��;����*6?��������- �#BE;���,/���;�����2�����*���* �( �/�!D067�,�3����������9�.�,��������;��1 . �B��,F"��������,�-�-B,0-B�@��*�CE�#M���JL2,�"! �J���,��912����*��
	�
1���-B,��!6���3 xf86cfg -textmode. �9
�$+"��
� ���������$.E;�
��2�/"���
	����3.��� 4 ����-B, �����C�;E��,������2���/1I�����,���� ���I��"��,��*��������3
���������-)# xorgcfg(1) ��
	� xf86cfg(1).

�)����-B�J�!���5� , �* �I�2�*���* ����"��������,�-�-B,0�,���������3�1;� xorgconfig(1) (xf86config(1) 6�
�$ XFree86), <��!� 1�������
7��,!$
 �����
	���, , 12���!���,!$ -B������K6B�! !@/�2�����������,01/"���
	��L�����,����*
	( , ���:-7��@/���0�,�E;�;��,������J����2 , ����$�D , �C12�;�!����#7DC67�! ��'���
 �����
	���# ��/�,E��;��,�()� .

5.4.3. � � 	 ��� � � � � � � ��� 	 ��� ��� �"�����
5.4.3.1.

�\����0 	 �@���
	��
�A������	
� ���
	 ��� ����%�d� � ����0 	��
�4�*��	�� 	 ��	���� �*&��� 	
Intel® i810

' ����g�"
B����
"
�
�*)* (��"
� $ �
">�� (&*���(�\0/"
�
���,B,��"
�
��)4 (�
��;9��"��� �&����A ���"���"
���
�*0<:��^� Intel i810
�(�
��&����,�%�� �'�"�j
"�D

agpgart,
$ �
��B��� ��h���
�*B,�%"
�
�(����g��,1�0� 

AGP,
$ �40<�
�<8�0<�()*�*�l�
�*�(������B,�

X11
&��*8A���H� $ �� �)('
D
��-% L8P $ �(���
�*�

.���� (1
)*�,�
agp(4)

$ �
"�0<����0,�()������H)9D�8��
�
GENERIC

0i���*�����
�� %)�; $ ��0,�� 
4.8-RELEASE

"
5.0-RELEASE.

�='
D
$ �
�@8�����0,�()���Y%]�"�:d�
�,'�"
C,�*)H)4 ��l�
�42?�
�H8A��&4 ()('�D
�(-9�� ��
��Y 0,�(�
�����

:

device agp

)H�
�*��g�"
B,���� �!
"
�*�
�
;51=gd (1
'>)* �����B,��D�8A�� %" $ �,�
�^0<�(�� �"
)* ��(-H����)��*�hD�8A�
�
.
# 8A�� ��
�H)4����0<��� b ����B,�%)�;X����2e���(�

$ ��8AB��
�423 (�(-7����8A�4'�-HD�8A�� 
agp.ko

 �)��(�4�h (�("
j���0<��"=)��%)��
�^��D�C� �B,�
��C,��"�0<"�0,�(����; $ �
" $ �*����]>"
loader(8).

�='
D
b �(�*B,� $ �
�*0,�(�58A�*&* �)�-����i0@'��<8A��YH]>�4YÁ0<���
���
��)�gd (1�' /boot/loader.conf:

agp_load="YES"

152



� �PO�E(O
5. X Window System

�  (�(�^� ,
)%0<'���j� (�\"�0 $ �('�-*C,�*)* (��"�D

FreeBSD 4.X
"
'�"�&*�('����i�� ��
�
"�:d� �\)�����0<"�1

,
8�'
D $ �
��B��� ��h���
�*B,�9"��
�(�,�Ag��,1�0� 

8A�('
2?���=&�;5�(-�0<�*C@8� ��=gd (1�'>��0,�(�
�*1�0<�()
.
�='
D�0,��C<8� (�
"
D�gd (1�'A 5��0,�(�
��1A0<�()H8�'
D

AGP
C� $ ��0<�("��(�

MAKEDEV(8))H�� ��� �'��*B,�
/dev:

# cd /dev
# sh MAKEDEV agpgart

� ���������������
: ©	� FreeBSD 5.X �CE;��
��2�/"��;L*67����D.���������$�DCE� !6?���0����"���
	��L�����,�����*$ devfs(5) 6�
�$:��#76 �'
?����$ 4 ,�3�
����

 ��������3��������/"����;L��,�������- ��*@���-B� , "���<��!��-	 �� ,��M� MAKEDEV(8) ��/�! !@���� .

6 �(� $ �*C,)*�('�"
�H�
����g�"�B,���
"
�
�*)* ��(-9B,�A �g�"
j
�^0<�
�*�/��&*���
�*8A�*)* ��
"
�h�(�*j
�
�7�� (��2e� , �� (�>"='�Y%&��*1�8A�
��B,�*1B,�� *g�"
j
��0,�
"
1� �8� $ �(�,�
. �  ������(-��(� , j
�(�98�'
D>0,"�0<����� ,

�d�����(�*�
;�:78A�� (1�)��,�
agp(4)

)9D�8��
�H�
�\)����*� $ "�'A"
�
��)4 (�
,$ � $ ;5���� $ �*B,�
��C�"
�(-%���(8A�4'�-�0 $ �4����]�-*Y

kldload(8)
�������
j
"���0@D=�
���*8� (j
���

. 6 �(�*�58A�A (1
)*�,��8A��'
2?�,�>���� �C� (��-*0@D)9D�8A�
�\)��%)��
�^��D=C� �B,�
��C,��"
,
'�"
&*�H)*�
�*� $ "
'�"
�
�*)* (���
;9�

,
'�"
&�� $ ��8�B,�
�42?�,�
��;9� $ �*0,�
�@8P0<�()*�*�

/boot/loader.conf.

_ 0@'�">)�;`"�0 $ �('A-�C,�����(� XFree86 4.1.0 (
"�'�"�&��('A�,� $ ��C@8��
YHY )�����0<"
Y

),
"�)�;\8P (YH�*0@D�0<�*��&*]��,��"�Dd�

�
�,�� �C,�
�������
�
;�:=0,0,;�'��� �:d�(" $  
fbPictureInit,

$ � $ �
��&*�41��(�h8A�*&* �)�"
�(-H�� (�
��YÁ0<�(����j
�
� $ �*0@'A�
Driver

"i810"
)%�
���Ag�"
B,���� �!
"
�����
�*�lgd (1
'��

X11:

Option "NoDDC"

5.5.
� ����	�DJEHG 	 �I�$"$��� �  ��� &�	 � �

X11
��M<U4N<TÃG�IPM �^JLN,TVO�E�W �

Murray Stokely.

5.5.1. � ��� � �!� Type1

� �
"Ag��(;
,
"�0 $ �('A-�C,���^��;5� $ �%������'�j� ��
"
Y "=�� �0 $ �
�40<�(�� ���D
����;5�\)*���^0<�(�\0

X11,
)���D�8V'�">����2?�
�H�� �C,)4 (�(-

"�8A�� ('�-���� $ ��8A:��(8�D
]�"A��"d8�'
D $ �
"������
�,�
"
D�)H�*&�;5j
�
;�:d"
C<8� (���<'�-40<�
"�: $ ��"�'��(2?���
"�D�:
. , �('�-*��"
�$ �
�,C��,�
�* (!
"
�*�
�
;5�[���
"�g���;X)�;5B,'
D�8�D
�H��)* (���9"��
� $ �
�4g���0,0,"
���A �'�-*�
�

,
 H���,'��
"
������"�g��(;`)

Netscape
)*����&*]��

�
�,)*��C�����2?�
�9�� �C,��&*�� (��-
.
# 8A�� ��
�9�^0<�(-7�
�,�����(�*�
���[�
�('�"�j
��0,�()��70<)��*&��(8A�
�5�� �0 $ �
�40<�(�� ���D
����;�:

)�;90<�*�
���A (j
�^0<�()*�,�
�
;�:7���
"Ag��(��)
Type1 (PostScript®),

�
���(�*�
;5�[����2?�
�H&*�,Ci"�C����,���,�
"
1V"�0 $ �('�-*C,�*)* (��-90
X11.

' $ �
"������
� ,
)H�A (&��*�
�i�>�
"�g��(�*)

URW (x11-fonts/urwfonts)
"�����YH��0<D>)*;90<�������� �j
��0,�()����
�
;5�/)*�,��0,"
"

0<�� ���8� (���(�
;�:=����"�g��(��)
type1 (Times Roman®, Helvetica®, Palatino®

"d8��
��B,"
�
). k �� �&��*� Freefonts

(x11-fonts/freefonts)
)���'AYHj
���
�H��]��i&*�('�-*���/�>�
"�g��(�*)

,
�(8A�� (���H&���'�-��>"
��0,�()��9"�Ci�
"�: $ �
�@8A�A (C,�A (j
���
�

8�'
D�"�0 $ �('A-�C,�*)* ��
"�D�) $ ����B,�A ��h���
�4�l��&��^0 $ ��j
�,��"
"�8�'
D>�� (&*���(;X0iB,�� *g�"
�
��1
,
�� $ ��"����,�

, Gimp,
"�����"=�
�

) $ ��'��
� $ �
"
B,�(8A�
;½8�'�D�"�0 $ �('�-*C,��)4 (�
"
D�)%�� (j���0<��)�� b �
�� ��
�
;�:=����"�g��(��) . ' �
�*���[�(��B�� , X11
0[��"��
"��h �'A-��
;9��"

��0,"�'�"�D���"V���(2?�,�%&�;5�(-%�� �0,�(�
�*�,�� H�� H"A0 $ ��'�-�C���)* ��
"
�h�>�
"�g��(�*)
TrueType. , �('A�,�h8��,�� ('�-��� (D="
��g��*���h (!
"
D�� �:���8�"
��0@D=�A H0<���� (�
"�!
�\0 $ �� �)���j��
��1�0,"�0<������;

X(7)
">)7�� (C<8A�<'��[�H�>�
"�g��� (:

TrueType
�
"
2e�

.
�='
D=��0<�� ��
��)*�
"=)�;5�>�,� $ �4��D
�
���(;�:d�
�('
'A�,�
!
"�1�����"�g��(��)

Type1
"
C[���('
'����
!
"
" $ �����(��)%)�; $ ��'��
"
�(�

0@'��<8A��YH]�"��i�
�4�h (��8A;
:

# cd /usr/ports/x11-fonts/urwfonts
# make install clean
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+ �%2?�\0� ����*�i�
�42?�
�H&*�*8A�,�70R8A�,'A (�(-98�'
D����('
'����
!
"
" freefont
"d8��
��B,"�:

.
������&�;

X-
0<�,��)��,����&��A (�
�42?"
)* (' b �("
:

���
"�g���;
,
8A��&4 ()*-��(�i0,���*�()�����0<�()*��YH]���Y 0<�(�
�*�
�d)%gd �1�'��� *0<�(����1
�
"

X
0<�,��)��,�A 

/etc/X11/ (xorg.conf
8�'�D

Xorg
"
XF86Config

8A'
D
XFree86),

�
�*�(���� (D�8A�('�2e�A H)*;5B<'
D�8A���(-H�* (�
:

FontPath "/usr/X11R6/lib/X11/fonts/URW/"

� "
&��9"�C[�
�4�h (��8��
��1�0,�(�
�*�
" $ ��"��� �&������[0 X
)�; $ ��'��
"
�(�

:

% xset fp+ /usr/X11R6/lib/X11/fonts/URW
% xset fp rehash

6 �(�%0,�� (&*���� ��,� , ���H&��*8A��� $ �*�(�,�
D
�
� , �
�*B@8� %0<�^ (��0i�� (&*���(;X0 X
&��*8A���HC� ��
�
;5�

,
�^0@'�" b �� %�
�4�h (��8� H�
�i&*�*8A�,�

8A��&4 ()('A�,�� �)7�� (jA �'�-*�
;51=gd (1�'
(~/.xinitrc

)%0<'���j� (�[��&�;5j��
��B��H0<�^ (��0� 9j
���
�,C
startx

"�'�"
~/.xsession$ �
"�)�:���8A�/j��,�
��C[B��� �g�"
j���0<��"
1����,���@8�2?�,�>�(" $  

XDM). + �
���("
1e0 $ �40<��&HC� (�
'�YHj� ��,��0<D�)H"A0 $ ��'�-�C���)* ��
"
"�
��)*��B,�%gd (1�'A 
/usr/X11R6/etc/fonts/local.conf:

$ �*0������(��"
�(�\�� (C<8A�<'��*&7 (�
��"� �'�"A �0<"��
B,�
.

5.5.2. � ��� � �!� TrueType®

'  (�=) XFree86 4.X,
�� ���">)

Xorg
"A���,�,�*0@D�)40<�(�
�*�,�
�A �D $ �(8
8A�,�
2e�A 9����"�g��(��)

TrueType. * ���,YH�*0@Dd8A)4 ����8A�4'
D
,
�����(�*�
;5�[���*B,���H�*&���0 $ �,j�"
�(- b �(�=g����
�
!
"����� ('�-��
�40<�(- . k �A (���^� $ �
"������
��"�0 $ �('�-*C,���,��0<D�����8A�4'�-

freetype,
$ ���(�4���dj
�(�7���=)%&���'�-��>�,1=0<��� $ ���
" $ �(:��(2»�� 58A�
��B,"
�����<:
 ��
"
C���;½8A'
D��� �&�����;X0i�>�
"�g��� *��"

.
�='
D

)���'�Y%j
�,��"�D>����8��*'�D
freetype

8A�*0,�� (����j
�
�%)H�� �C@8A�,'
"Module"

gd �1�'A 
/etc/X11/xorg.conf

"�'�"
/etc/X11/XF86Config

8A��&4 ()�"��(-H0@'A�@8A��YH]>��Y 0,�(�
��j��
�
.

Load "freetype"

k 0<'���j� (� XFree86 3.3.X
�(�
�,&*���,��0<D����L8��<'�-*�
;51�0<���
)������>�
"�g��(�*)

TrueType.
�='
D b �(��B��H�*&�;5j
�
�%"�0 $ �('�-*C,���,��0<D

Xfstt.
�='
D���0<�� ��
��)*�
"

Xfstt
$ �
�*0,�(�H��0<�* (�
�*)�"
�(� $ �����

x11-servers/Xfstt.

+ � $ �,��-70,��C@8P (1
�(�[�� (�* �'��*Bh8�'
D>���
"�g�����) TrueType (
� $ �
"����,���

, /usr/X11R6/lib/X11/fonts/TrueType)
"

0<�
� $ "
�
��1
�(�\)*0,�i�>�
"�g��(;
TrueType

) b �����7�� (�� ('���B . * ���,1
�(�\)H)*"�8A� ,
j
���%�� $ ��D�����Y "�0 $ ��'�-�C���)4 (�(-9�>�
"�g��(;

TrueType
0

Macintosh®
�
�,'�-�C,D

;
8A'
D�"�0 $ �('�-*C,�*)* (��"�D�0

X11
�*�
"d8��('
2?�
;X&*;5�(-H)7g������h ��(�

UNIX/MS-DOS/Windows.
���40@'��[�(��B��

,
�� ���gd (1
'�;`&��*8A���%0,�
� $ "
�
��)4 (�
;a) b �(�*�H�� ��� �'��*B , )*�*0 $ �('�-*C,��1
�(�^0<-�4��"�'�"
�(�*1

ttmkfdir
8�'
DV0<��C<8� (��"�D�gd (1�'� 

fonts.dir,
�
�*�(���
;51��4�A �2?�,� $ ��8�0,"�0<�������\)�;5)��(8� 5����"�g��(��)

X
�� 

����0<��� $ ��'��(2?�,��"
� b �("�:=�
�*)�;�:=gd (1�'A��) . ttmkfdir "������,��0<D�) ' ��'
'����
!
"
"����*�
�(�*) FreeBSD
�� (�

x11-fonts/ttmkfdir.

# cd /usr/X11R6/lib/X11/fonts/TrueType
# ttmkfdir > fonts.dir

���*0@'A� b �(�*B,�H8A��&4 ()*-��(�h�� ��� �'A��B[0,�H�>�
"�g��� *��" TrueType
�V�h (�
�>�
���(� $ ��"A0<�� H���
"�g�����)

. 6 ���98A�,'A (����0@D=����j
�
��� (��2?�
,
�� (�>� $ "A0, (���9)�;5�>�h8�'
D>���
"�g�����)

Type1,
�(�7��0<��-H)�; $ �('��
"��(�

% xset fp+ /usr/X11R6/lib/X11/fonts/TrueType
% xset fp rehash

"�'�"d8���&* �)�-*�(�i0<���
���
�
FontPath

)%gd �1�'
xorg.conf (

"�'�"
XF86Config).

6 �(�H)40 � . + � $ �,��- Netscape, Gimp, StarOffice™
">)*0<�[�*0,�� �'�-*�
;5�

X-
$ �
"�'A�(2?�,�
"
Dd8A�('�2e��;X��)�"�8A���(-

��0,�� (����)('A�,�
�
;5�i���
"�g���;
TrueType.

# j
���
-H�h ('��,�
-*�
"
�
(
�A (�=�(����0<�7)���&

-
0<�(�A (�
"
!�;½�A 58A"A0 $ '����[0[)�;90,���
"��

�� (C��
�,�>�,�
"
�^�
)
">��j
���
-H&*�('�-*��"
�

(
)

StarOffice)
���
"�g���;X&��*8A���H��� $ ���
-%)*;5B<'
D�8��,�(-%B,���A (C@8��5'���j
���

.
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5.5.3.
� 	 � ��� �
�������
	 �  ��� � �����


 S � J�E��PM � WAM/E�hGAJ � � W � Joe Marcus Clarke.

	 ��'�"A �'�"� *0<"
��B $ �
"A0<����0<��)����,�7) X11
�� (j�"
�� �D�0

XFree86,
)*�,��0,"
"

4.0.2.
# 8A�A (�
�9�A �0<���
��1
�A 9����"�g��(��)%&�;�'A 

8A��)*�('�-*�
�5B,�
�4����C<8A�� 9) $ '��*�(-58A� $ �(D
)�'��,��"�D
XFree86 4.3.0. )  �j
"
�� (Dd0[)�����0<"�" XFree86 4.3.0,

)*0,�i�>�
"�g��(;
,�� �0 $ �('���2?�,�
�
;5�i)%�� ��� �'A��B� (:

/usr/X11R6/lib/X11/fonts/
"
~/.fonts/,

 ()*�(�*�h ��("
j
�^0<�
"V0<�� ��
��)�D
��0@D
8A�*0,�(� $ �
;9��"d8A'
D $ �
"A���,�
���
"�D> ��
�("� ('�"� �0,"
�
B^ 9) $ �
"�'���2e���
"�D�:

,
"A0 $ ��'�-�C��4Y%]�"�:

Xft. ) �[)*0,� $ �
"
'��(2?�,��"�D����B,���%"�0 $ ��'�-�C���)4 (�(-
Xft,

���H)��7���
��B�"�:=�,B�� $ �(8
8A����2?�� $ ��"�0<����0,�()����,�
.
���
"������� ���" $ �
"�'A�(2?�,�
"�1

,"�0 $ ��'�-�C���YH]�"
:
Xft,

D
)('
D
����0@D
Qt
)�����0<"�1

2.3
">&���'��,� $ ��C@8��
"�:

( b �(�%"
��0<���
�����,�
�� ('�-���;51 $  ��
�,�98�'
D��*&��('A��j
�
"
KDE), GTK+

)*�,��0,"
1
2.0

"�&*�('���� $ �*C@8A�
"
:
( b �(�H"
�A0<�(�
�������
�� �'A-��
;51 $  (���,��8�'�D���&*�('��*j
�
" GNOME),

 9�* (��2?�
Mozilla

)�����0<"
1
1.2

">&���'��,� $ ��C@8��
"�:
.

�='
D=� $ �� ()�'��,��"�D=�(���
,
���� ��
"����>�
"�g��� *� $ �
"A���,��D
�(-� (���("� �'A"� �0,"
�
B

,
 H�� (�
2e�i8�'
D>�� �0,�(�
��1��
" $  ��� ������(�
�*)

 (�
�("A �'�"� *0<"
��B� 
,
0,��C<8� (1
���

(
"
'�"��*�(�
�@8P (�
�("��
��1
�(�

,
��0<'�"��*���42?�[0<��]>��0<��)����,�

)
gd (1
'

/usr/X11R6/etc/fonts/local.conf. ) �,�����(�*�
;5�[���*]��
;5�[)���C^���(2?�
�40<�("�0,"�0<������;X�>�
"�g��(�*) Xft
���*B,���

&�;5�(-%�� �0,�(�
�����
; $ �
" $ �*���*]�" b �(�*B,�%gd �1�'A ; ) b �(�*�f�� (C<8A�<'��\� $ "�0, ��
;a'�"
�>-H�
���
���(�*�
;5� $ �
�*0,�(;5�)���C^���(2?�
�40<�("
.
�='�D�)�;�D�0,�
�,�
"
D=)*0<�,:78A�,�� ('��,1

,
$ �(23 �'A�41A0<�� 

,
��&*�� (�("��(��0,-H�

fonts-conf(5).

6 �(���7gd (1�'d8��('
2?�,�>&�;5�(-70,g��*����"
�
�*)* (�d)7g������h ��(� XML.
# &*�� (��"
�(�\�*0<�*&��*�h)��
"��h ��
"
�\�� 9���,B,"A0<�(�

0<"���)*�('��*)
,
"��*8A�40<�(�*)����
-��(�^0<-

,
j
���%)40<�i� b B,">�
�����
�,�
���
�%C^ (�
��;5�(; .

+> (1�'V�� (j�"
�� (����0@D>��&�;5j��
;9�lC� �B,�('A��)����*�
XML,

C� 9�����(�*�
;9�f0@'A�@8A��YH�%C� �8� (�
"��
DOCTYPE,

 $ �����*��� b B
<fontconfig>:

<?xml version="1.0"?>

<!DOCTYPE fontconfig SYSTEM "fonts.dtd">

<fontconfig>

'  (�=">B,��)*���
"
'��*0,-5�� (�
��� , )40<�[���
"�g���;X"
C\�� (�� ('���B^ /usr/X11R6/lib/X11/fonts/,
 H�* (��2?�

~/.fonts/�*2?�/8A�*0,�(� $ �
;a8�'�D $ �
"�'A�(2?�,�
"�1
,
"�0 $ �('A-�C,��Y%]�"�:

Xft. _ 0<'�"�)*;a:����("
���/8A�*&* �)�"
�(-H�� (�� ('���B , ����'A"
j
�
;51>���b �("�:�8�)��4: ,
8A��&4 ()*-��(�/0,�(�
��j��
�

,
$ ��8���&����4Y 0@'��<8A��YH]>�,1

,
)7gd (1�'

/usr/X11R6/etc/fonts/local.conf:

<dir>/path/to/my/fonts</dir>

���*0@'A��8A��&4 ()�'��,�
"
D=�
��)*;�:7�>�
"�g��(�*)
,
">�*0<�*&����
�
�5�
�*)�;�:d�� (�* �'���B���)H0,�H�>�
"�g��� *��"

,
)*;½8A�('
2?�
;º)�; $ ��'��
"
�(-

0@'��<8A��YH]���Y��
�*�h ���8A�78�'
D $ �,�
�^0<�(�����,��"�D�� b ���,1����
"�g�����) :
# fc-cache -f

	 �
�("A �'�"� *0<"
��B/8A�,'A (���9B,�A (�
"
!�;X�
��0,�
�('A-��
�%�� (C^��;5�(;9��" ,
j��(�98��<'A ��,�9�*j
�,�
-7���<'��
"�1>�(����0<�%&���'��,�

j
"
�� �&��<'A-��
;9�l">��8P �'
D
���
”
'���0,�,�
��"

”
"
C\�(�,��0,�� %&��('A-����*B,�5�� �C������� 

,
�
�7���(2?�,�7)�;5C�)* ��(-9�
��j �,�(���*0<��- $ �
"

$ �
"������
�,�
"�"������,��0,�(�=��&*;5j
�
�*B,�9�� �C������� 
.
�='
D>"�0<��'AYHj
���
"�D��� �C������
��)H�>�
"�g��(�*)

,
�����
-��>"�:

14,
"�C

 (�
�("A �'�"� *0<"
��B� 
,
8���&* �)�-*�(�/�� ��
"
��0<�(�
�*�
"

:

<match target="font">

<test name="size" compare="less">

<double>14</double>

</test>

<edit name="antialias" mode="assign">

<bool>false</bool>

</edit>

</match>

<match target="font">
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<test name="pixelsize" compare="less" qual="any">

<double>14</double>

</test>

<edit mode="assign" name="antialias">

<bool>false</bool>

</edit>

</match>

�='
D=�
�,�����(�*�
;�:=�����
�*��"
�
"��
�
;�:=����"�g��(��)7 (�
��"� �'�"A �0<"��
B[����2e���H�� ���2?�[�*�� (C^ (�(-40@Dd�
� $ �
"������
"���;9� $ �
"
� $ �
�<8A�<'A�,�
"
">���<230<"���)*�('�-*�
��B��H"
���(�,�
)4 �'A 

. k j� �0,�(�
�40<�(" , b �� $ �
��&�'����h H)��*C,�
"
�A (�,�%0 KDE.
# 8A��"���"
C

)���C^���(2?�
;�:��
�,�>�,�
"�1d8�'
D b �(�*B,�9D
)�'
D
�,�*0@D=2?��0,�(�
�*�iC� �8� (��"
�[���,2?0,"���)���'�-�����B,�H"
�
�(���
)* ('A 9) 100.
����&* �)�-*�(�

0@'��<8A��YH]�"��[0<���
���
"
:

<match target="pattern" name="family">

<test qual="any" name="family">

<string>fixed</string>

</test>

<edit name="family" mode="assign">

<string>mono</string>

</edit>

</match>

<match target="pattern" name="family">

<test qual="any" name="family">

<string>console</string>

</test>

<edit name="family" mode="assign">

<string>mono</string>

</edit>

</match>

( b �(�%0,��C@8P �0<�% �'�"� *0<;½8�'�Dd8A�
��B,"
:��*&�]>�,� $ �����
�,&*"
�(�<'A-��
;�:�"�� �,��8�'
D=�>�
"�g��(�*)%g�"
�A0<"
�
�*)* ��
�
��B��9�� �C����,�A �� (�
"mono"),

 HC^ (�(�^�²8A�*&* ()*-��(�
:

<match target="pattern" name="family">

<test qual="any" name="family">

<string>mono</string>

</test>

<edit name="spacing" mode="assign">

<int>100</int>

</edit>

</match>

c§�
�,�
�*�(����;9��"�����"�g��� ���"
,
�� ��
"���"

,
�A (�

Helvetica,
���*B,��� $ �('���j
"
��-*0@D $ �
��&�'�����; $ ��"V ��
�("� ('�"� �0,"
�
B��

.# &�;5j
�
� b �(� $ �
��D
)('
D
����0@D=)%)�"�8A�\����"�g��� , �
���(�*�
;51=�� $ �('A��)�"��
�7)*�,�
��"
�� �'A-��
�9�*&��
��C� �� . 	 �42?�[����B,� , b ������(2?�,� $ �
"
)*��0<��"��>0,&���D��l�� (�
"
: $ �
"�'���2e���
"
1
,
�� (�

Mozilla. k �H"�C,&��,23 (�
"
� b �(�*B,�70@'��<8A���,�58���&* �)�"
��-0@'��<8A��YH]����i)7gd (1�'
local.conf:

<match target="pattern" name="family">

<test qual="any" name="family">

<string>Helvetica</string>

</test>

<edit name="family" mode="assign">

<string>sans-serif</string>
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</edit>

</match>

���*0@'A�/�(��B��
,
�A (��)*;`C� ��
���
j�"
�(�\�
�@8� ��
�("
����)* ��
"
�

local.conf,
�*8A�*0,�(��)*�,�
-*�(��0,-

,
j
���%)*;`C� ()*�,�
�>"�'�"�gd �1�'

� b B��*�
</fontconfig>. _ 0@'�" b �(�*B,�H���\0@8A�<'A ��(- , �(�%)4 (�>"d"
C������
�,�
"
D>&��*8A��� $ �
��"
B��
����"
�
��)4 (�
; .

)  (&��*�d���
"Ag��(��) $ �H�����('Aj� (�
"�Y ,
$ �40<�� �)('
D
�^��;51�0

X11,
�
�[��j
���
-92?�,'A (�(�,'��,�

,
��0<'�"�)*��'�YHjA (�,�*0@D

 (�
�("A �'�"� *0<"
��B
. � ���� �C@8A�5'A�4j���"
1>�� (&*���d����"�g��(��) , "�0 $ �('�-*C,������;�: $ �%������'�j� ��
"
Y ,

���(2?�
�7�� (1
��"�) $ ���
�(�
x11-fonts/bitstream-vera. 6 ����� $ ���
�%��0,�� (����)�"��%gd (1
' /usr/X11R6/etc/fonts/local.conf,

��0<'�"
�� (�
�*B,�%�,]��[�
��0<��]��^0<�()*�4���

. _ 0<'�">gd �1�'>0,�4]>��0,�()����,� , �(� $ ���
�70<��C<8� �0,�Hgd (1
'
/usr/X11R6/etc/fonts/local.conf-vera.

���,�
���
��0,"
�(��0<��8��,��2?"����*� b ����B,�7gd (1�'� 9)
/usr/X11R6/etc/fonts/local.conf,

"��>�
"�g��(;
Bitstream

 ()*�(�*�h ��("
j
�^0<�
">C� �������D
�H"A0 $ ��'�-�C��4�^��;5� $ �
������'�j� ��
"
Yº)

X11
�>�
"�g��(;

Serif, Sans Serif
"

Monospaced.

)  (�
�*�
�,! ,
$ �('�-*C,��)4 (�(�,'�"=����B����58A�*&* ()�'
D
�(-H0,��&40<�()*�,�
�
;5�i�� (&*���
; $ �40<�
�<8�0<�()*�*� $ ����0<�*�� �'A-��
;�:dgd (1�'A��)

.fonts.conf.
�='
D b �(��B��H�� (2V8A;51 $ ��'�-�C���)4 (�(�,'�-\8A�('�2e��� $ ���*0<���%0<�*C@8� ��(-%gd �1�' ~/.fonts.conf. 6 �(�*�gd (1�'��* (��2?�i8A�('
2?���=&�;5�(-7)%g��*���h (���

XML.

* $ �*0<'��@8A���,�iC^ �����j� (�
"�� : $ �
">"�0 $ ��'�-�C���)4 (�
"
"%8A"A0 $ '��,D LCD
����2e��� $ �*�� L8���&�"��(-*0<D�)*��'�Y%j
�,�
"��[�� �C,&*"
�,�
"
D

�(��j
���
.
���
" b �(�4���
�4� $ ���
���
�(;X���� �0,�
��B�� , C,�,' �,�
�*B,�9">B,��'���&���B��9!
)*�,�(�*) (

�� (C<8A�<'
D
�^��;5� $ �%B,�*�
"
C,�*�
�� ('�"
),�� �0�0,�h (���
"
)* �YH��0<D=�� (�>���L8��<'�-*�
;5�i�(�*j
�
"=8�'
D��4'���j
�>�,�
"�D=�A (C,���,�����
"�D b �
�� ��� $ �%B,�*�
"
C,�*�
�� ('�" ;

�
�,C��*'A-��� ��
���(2?�,�9�*�� (C^ (�(-40@D $ �*�(��D�0, �YH]>"��

.
�='
D=)*��'�YHj��,�
"�D b �(��B��H���<:
 (��"
C��h 58A��&4 ()�-*�(�h�� ��
��Y 0,�(�
��j��
��B@8A� - �
"�&��*8A-9)gd (1�'

local.conf:

<match target="font">

<test qual="all" name="rgba">

<const>unknown</const>

</test>

<edit name="rgba" mode="assign">

<const>rgb</const>

</edit>

</match>

� ���������������
: © L2,���������-7�������/�;�9����",967�;�"!
?�'$ , rgb -7�@����0"��������E;���2,����2�'$ L2,�-B��������/�, bgr, vrgb ��
7� vbgr:

"�����E� �3��������-7����������� , ��!�:�,�E;�;��,��� 
� ����I� .

	 �
�("A �'�"� *0<"
��B/8A��'
2?�,�=&*;5�(-7)���'�Y%j
�,� $ �
"e0@'��<8A��YH]��^�lC� $ ��0<�
� X-
0<���
)����� 

.
# 8��� (�
� $ �
�*B,�� *�h��;a8A�('�2e��;

C,�� ��(-
,
�A (�="�0 $ �('A-�C,�*)* ��(-9�,B�� $ ���,"�����]��^0<�()4 

. k �� *0<�(��D
]��,�[)��
�^��D�"
��0,�(�
�����,���� �'�-*�
;51 $  (�
��� Qt
�����,�,�%"���"

$ �('�-*C,�*)* (��-*0@D
,
�� ���j
�(�%)*0<D=��&���'���j��� 

KDE
���(2?�,�%"�0 $ �('�-*C,��)4 (�(-5�>�
"�g��(;X0[ (�
��"� �'�"A �0<"��
B,�4�

(
�*&��� ��("
�(�^0<-9�

.i (C<8
. 5.7.3.2

�
KDE

8�'�D�)�;�D�0,�
�,�
"
D=)*0<�,: $ ��8A����&����*0<���,1
). GTK+

"
GNOME

�* (��2?�����(2?�
�HC^ �0,�� ()*"
�(-
"�0 $ ��'�-�C���)4 (�(-9 ��
�("� ('�"� �0,"
�
B $ �*0,�
�@8�0,�()��4�l�� $�$ '��,�* 

”Font” (
��&*�� (�("��(��0,-9�Å.[ (C@8

. 5.7.1.3
8�'
D�)*;�D�0<�
���
"�D

)*0<�,: $ ��8A����&����*0<���,1
).
���9�����('�j� ��
"
Y

Mozilla
)*�,��0,"
1

1.2
"�)*;5���i&*�*8A�,�7 ()����*�h (��"
j
��0,�
"="�0 $ �('A-�C,�*)* ��(-

 (�
�("A �'�"� *0<"
��B
.
�='
D=�*�����,��; b �(�*B,� $ �,�
�^0<�(����1
�(� Mozilla

0[g7'A (B��*�
-DWITHOUT_XFT.
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5.6. Y �#"
��� 
 ��RU�� �
��R"
	��
(Display Managers) X

��M<U4N<TÃG�IPM �^JLN,TVO�E�W �
Seth Kingsley.

5.6.1. � � � �� � � 	 � �
Z �,�
�<8�2?�,� 6 �
�� (����) X (XDM) b ���%�
����&�D
C� (���<'�-*�
;51d�
�*� $ ���
���
��c["�0,�(����; # �
��� X,

�
���(�*�
;51�"A0 $ ��'�-�C��4����0@D
8�'
D�� $ �� �)('����
"�D

login
0,��0,0,"�D���"

. 6 ��� $ ��'��,C��
�H)7��D�8A�\0<"
�(�� �!
"
1 ,
�� $ ��"����,�V��"
�
"��h ('�-��
;5�

”X + �,�A��"
�� �'A; ”,8A�,��0,�(� $ ;
,
&���'�-��>"
�[0,�,�(��)�;5�[0,�,�
)*�,�� 6 �
�� (����) . +  ����� ��ec["�0,�(���h # �
��� X

�
�[C^ ()*"�0<"
�H���%0,�,�(��1�"
$ �
�������
��'���)

,
�(�%0,�4]>��0,�()����,�7���
�(2?�^0<�()*�H�� �C<'�"
j��
;�:d�
����g�"�B,���� (!�"
1�8�'
D

X
��'�"
���
�(��)%">0,�,�
)*�,�
�*)

C� $ �4]>�,�
��;�:��A 9�� �C<'�"
j��
;�:d�
�*� $ -*YH�(���� �: $ ��8A��'AYHj
���
�
;�:=�>0,�,�("
. XDM

$ �
�@8A�40<�� �)('
D
���HB��� �g�"
j���0<��"
1
"
�
�(����g��,1�0/8�'
D>)�;5&��*�� 50<���
)����� 9�>�
�������
�4��� k ;`2?�,'A (���(� $ �(8A��'�Y%j
"
��0<D>">)�)��<8A�,��"�D="
��g��*���h (!
"�" ()������
"
C���YH]���1 $ ��'�-�C���)* ��(�<'�D

,
�A $ �
"A���,�����*��&�"��� (!
"�Yº'��*B,"
�A 9" $  ��
�('�D

.
���
�@8�0,�� ()�'
D
1
�(�\0<��&��

,
j
�(�

XDM
$ ���@8A�40<�� �)('
D
���9�� (��"
�i2?�\)��*C����(2?�
�40<�("78A'
D $ ��'�-�C���)* ��(�<'A�,1

,
�� ���"

$ �
��B��� ��h�h 
getty(8) (

0,���*�(�
"
�(�\.[ (C@8
. 20.3.2

8�'
D $ �(8A�
�*&��
�*1d"
��g����A�h (!
"
"
). * b �(�%"A���,�
�
�%�� (� , XDM$ �
��"�C,)��(8A"
�9)�:���8>)70<"�0,�(�����78�'�D $ ��8���'�YHj��,�
�
�*B,� $ �('�-*C,�*)* (���<'
Dd"�C^ $ ��0,�� (���9� $ �� ()�'
D
YH]>��Y�0<�^0,0,"
Y`8�'�D

$ �('�-*C,�*)* (���<'
D
(
��&�;5j��
� b ���%���,���@8�2?�,�V������� X).

���*0<'�� b ����B,� XDM
�(2?"�8� ��,�HC^ ()*�,�
�>�,�
"�D $ �
"�'���2e���
"�D

,��C,�A (j� �YH]����/C� �)����
�����
"
� $ �('�-*C,��)4 (�(�,'����²�� �&��*�(;a"�������'�YHjA (�,�7� $ �� �)('
D
Y%]���Y�0,��0,0,"
Y
.
���40@'�� b �(�*B,� XDM���(2?�,�70<�
�*)* 5)*;5)���0,�(" $ ��"
B<'A ������
"
�\��)(:��(8A�%)70<"�0,�(������"=�(2?"�8� ��(-7)(:���8� �8A�
��B,�*B,� $ ��'�-�C���)4 (�(�,'
D

.

5.6.2. � ��� ���
	�� ������	 � � XDM
���
��B��� ��h���*178� (�^������ 

XDM
D
)�'
D
�,��0<D

/usr/X11R6/bin/xdm. 6 �* $ ����B,�A ��h�h H����2e���H&*;5�(-HC^ $ ��]����� 9�*�$ �('�-*C,�*)* (���<'
D
root

)9'AYH&��*1����*�����
�
,
">���� H�� (j�� �,�%� $ �� ()�'
D
�(-58�"�0 $ 'A�,���

X
�� 5'A���� ('�-��
�*1��h (�>"
�
�

. _ 0@'�"
XDM

�
�42?�
�%C� $ ��0,�� (��-H)%g��*�
��)*�*�²�
�,2e"A���[�� (2V8A;51��� �C $ ��"�C� $ ��0<�
�[�
�*� $ -�YH���,�� 
,
�(�7�� ("
&*�('����

$ �� ()*"�'�-*�
;51�0 $ �*0<�*& b ���58A�*&* ()*"
�(-9����)���Y�C� $ "�0<-%) /etc/ttys.
�='
D�&*�('���� $ ��8��
��&*�
��1="���g������h �!
"
"=�

g������h ��(�/"�"A0 $ ��'�-�C���)* ��
"
" b ����B,�7gd (1�'� 90,���*�(�
"
�(�\�� �C@8A�,'�.i (C<8 . 20.3.2.1. 6 ���%0<���
���� , �
�������
��Yº���,��&�:���8A"����8A��&4 ()�"��(-9)%gd �1�'
/etc/ttys

8�'
D�����B,�%j
�(�*&�;XC^ $ ��0<��"
�(-58P (�����*�
XDM

�� %)�"
�
���� ('�-����*�l�(������"
�� ('��
:

ttyv8 "/usr/X11R6/bin/xdm -nodaemon" xterm off secure

���H�����('�jA (�
"
Y b �� %C� $ "�0,-H������'�YHj��,�� ; 8A'
D=� �\)���'AYHj
���
"�D��
�42?�
�%C� ������
"
�(- $ D
�(�*� $ �('��\0 off �� on "$ �,�
��C� $ ��0<�("
��-
init(8),

"A0 $ ��'�-�C��*D������(��8
,
� $ "�0, ��
�
;51=)%.i �C@8

. 20.3.2.2.
���,�
)*��� $ �('�� b �(�%�� (C�)* ��
"
�

�(�,����"��� �'A 
,
�
�*�(���
;9�f&��*8A�,�%� $ �� ()�'
D
�(- $ �
��B��� ��h�h 

, ttyv8. 6 �(�7��C,�A (j� ��,� , j
�(� XDM
&��*8A���HC^ $ ��]����=�� 

9
�*�

)�"
�
���� ('�-����*�l�(������"
�� ('��
.

5.6.3. � � 	�� ��� ������ ������	 � � XDM

' ����g�"
B����� (!
"����
�
;5�/gd �1�'�; XDM
�� �:��(8�D
��0@D>)H�� ��� �'��*B,�

/usr/X11R6/lib/X11/xdm. k � �����A (C�����]> �YH��0<D�� �0,�
�('�-*�
�Hgd �1�'���)
,
�
�������
;5�["�0 $ ��'�-�C���YH��0<D�8�'
D�"
C^���,�
���
"�D $ ��)��<8A�,�
"
D="�)����,�����,B,�%)�"�8P 

XDM.
# &�;5j
���

b �(�70@'��<8A��YH]�"��\gd �1�'�; :

� ���$ ����	��&����	
�
Xaccess

���� ()*"�'A % ()������
"
C^ (!
"�"d��'�"
���
�(��)
.

Xresources � �� �j
�,�
"
D��
��0,����0<�*) X
$ �%������'�j� ��
"
Y

.

Xservers
c $ "�0,���='A���� ('�-��
;�:�"��*8� ('��,���
;�: b �
�� ��
��) .
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� ���$ ����	��&����	
�
Xsession

c[!
�,�A (�
"
1V0<�^0,0<"�" $ �%������'�j� ��
"
Y
.

Xsetup_*
c[�
�
" $ �98�'�D�C� $ ��0<�� $ �
"�'���2?�,�
"
1=8A� $ �(D
)('A�,�
"�D
$ �
"�B<'A ����,��"�D���)�:���8A�7)70,"�0<�������

.

xdm-config � '��*&* ('�-��
;51��
����g�"�B,���� (!�"
���
��;51=gd (1�'d8A'
D�)*0,�<:b ���� (�
�*)HC^ $ ��]����
�
;�:d�� 9'����� ('�-�����1=�h (�>"
�
�
xdm-errors

# ��"
&*�
"�0,B,�,���,�
"
����)* ��
�
;5�\0<�,��)��,���
��1 $ �
��B��� ��h���*1
.

xdm-pid ID
$ �
��!���0,0� 9C^ $ ��]����
�
�*B,�

XDM.

k b �(�*�f�� (�� ('���B��i�� ���2?�[�A �:���8�D
�*0@D=�
�^0<�
��'�-��
�%�
�*�h ���8A�
;�:=0,!
�,�� ��
"
��)H" $ �
��B��� ��h�l"�0 $ �('A-�C,���^��;�:%8A'
D�� �0,�(�
��1��
"=�� �&���j��,B,�%0<�(��'A 
(desktop),

�
��B<8� 5C^ $ ��0<�A (�,�*0@D
XDM. )  �C,�� �j
�,��"
�/�� (2>8���B,�%"
C b �("�:�gd �1�'��*)&��*8A�,�H)��
�� ��(!
�\� $ "A0, (���

. + ��j
��;51V0,"
�
�� ���0<"�0i"�"
�Ag������h �!
"
Y $ �H"�:="A0 $ ��'�-�C,�*)* ��
"
YX� $ "�0, ��
;`) xdm(1).

k ������g�"
B����� (!
"�" $ �H������'�j� (��"
Y b �(� $ �
�*0,�(� $ ��D�������B,��'�-������/�*�
�
� $ �
"
B<'� (�����
"�D����H)(:��(8A��)%0<"A0<�(�^���=0"����,�
�^���
�4� $ -�Y%�(�,�� %&���'�-��>"��²���
"Ag��(�*���A $ "�0� (�
��;9�f0<)*�,��:��7">0<���
���� *��"�)*)���8P 
”Login:”

"
”Password:”)��
"
C��

. 6 �(�9:��*�
���V �Dd��� $ �� ()*�� �D=�(�*j
�� 58�'
D�"
C^���,�
���
"�DV)��
�����
�,B��9)�"�8� b �
�� (����) XDM.

5.6.3.1. Xaccess
���
���(�*�
�('

,
$ �%�����(�*�
�*��� $ �
�*"�0@:��(8A"
� $ �(8A��'�Y%j
�,��"
�/8�"�0 $ 'A�,�,)

,
� $ �� ()�'
D
����;�:

XDM,
�� �C,;5)4 (�,�*0@D

X Display
Manager Connection Protocol (XDMCP). 6 �����%gd �1�' $ �
�@8�0,�� ()�'
D
�,�%0<��&*��1=�A (&��*� $ �� �)�"�'d8A'
D�� $ �� �)('����
"�D
XDMCP

0<���<8A"
�
���
"�D���"V0/�*8� �' �,�
�
;9��"V�h (�>"
�� ���"
.
���H�����('�jA (�
"
Y ��� $ ��C�)��('�D
�,� $ �(8A��'�Y%j� (��-*0@Dd'AYH&�;9�

��'�"
���
�� ��
,
�
� b �(�7�
�["A���,�,�%C,�� �j
�,��"�D ,

$ ���A H0<�* (��8� ��
�(�
;51egd (1
'
xdm-config

�
�[0,��8A����2?"
�H���� �C� (��"
1 $ �
��&*0<'��42?"
)* ��
"
YX�*8� (' �,�
��;�:d0,���<8A"
�
���
"
1

.

5.6.3.2. Xresources

6 �(�%gd �1�'>0<�(8A�,�
2? �]�"
1>��0<�� ��
��)*�
" $ �7������'�j� ��
"
Y`8A'
D $ �
"
'��(2?�,��"
1�C^ $ ��]����
�
;�:d) b �
�� ��
�[)*;5&��*�� 0<�,��)��,����)9" b �
�� ��
� $ �
"
B<'� (�����
"�D��>)(:���8��%)70<"�0,�(����� . * �����
�
�%C@8A��0,-7����2?�,�H&*;5�(-H"�C����,� �,��)*"�8 $ ����B,�A ��h��;)(:���8� 9)%0<"A0<�(�^���
.
+������h �� b ����B,�7gd (1�'� 9"�8A���
�("
j��,�>gd �1�'�� app-defaults � $ "�0� (�
���*����)58A�*�
�����,�
�* (!
"
">�

X11.

5.6.3.3. Xservers

6 �(�H0 $ "�0<�*�d��8P �'����
�
;�: b �
�� ��
��) , �����(�*�
;5� XDM
8A��'
2?�,� $ ���@8A�40<�� �)�"
�(-5�A (�d)* ��
"� ��
�(;§8�'
Dd)(:��(8� \)H0<"�0,�(�����

.

5.6.3.4. Xsession

6 �(���7gd (1�' $ �
�@8�0,�� ()�'
D
�,�70<��&(D=�
�4�h (��8A��;51�0<!
���� (��"
1 $ �%�����('�j� ��
"
Yº8�'
D $ �('�-*C,��)4 (�(�,'��,1d)*���>�@8A�>"�:7)0<"�0,�(�����=0["�0 $ �('�-*C,��)4 (�
"����
XDM.

# &*;5j
�
�%�� �2V8A;51 $ �('�-*C,��)4 (�(�,'�-9"������,�70<��&40<�()*�,�
��;51�0<!
���� (��"
1�)�:��(8� 5)
gd (1�'��

~/.xsession,
�
�*�(����;51�"�0 $ �('�-*C,���,�*0@D=)*���^0<�(� b �(�*B,�70<!
���� (�
"
D .

5.6.3.5. Xsetup_*
# �
"=C� $ ��0<�� �YH��0<D� ()*�(�*�h ��("
j
�^0<�
" $ �,�
�<8V�(�^�

,
�� �� $ �*�� (C�;5)* (����0@D b ���� (�>)�;5&��*�� 90,�,�
)*�,�� 5"
'�" b �
�� (�>)(:���8P 5)

0<"�0,�(�����
.
�='�D=�� �2V8A�*B,� b �
�� ��� (display)

��0<��-70,)���1>0<!
���� (�
"�1�0i"A���,�
�^�
Xsetup_,

C^ 9�
�*�(����;9�f0@'��<8A���,�
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'����� ('�-���;51=�
�*����� b ���� (�� (
�A $ �
"A���,�

, Xsetup_0).
# &�;5j
�
� b �("V0<!
���� (��"
"�C^ $ ��0<�A (YH�H��8A�
��"�'A"=8A)*�

$ �
��B��� ��h��;`)�g�������)��4�F���<2?"����
,
�� $ �
"����,�

xconsole.

5.6.3.6. xdm-config

� 8A��0,-%0,��8A����23 (��0<D=�� �0,�(�
��1��
"�)7g������h ��(� app-defaults,
�
���(�*�
;5� $ �
"����,��"���;º�
�7)*0,��� b �
�� (�A ��¶8� ��
�
��B��

�
�*� $ -*YH�(���� 
.

5.6.3.7. xdm-errors

� 8A��0,-H�� (:���8A"
�*0@D=)�;\8P (j� X
0<�,��)��,����)

,
�
�*�(����;5�

XDM
$ ;5�� ��,��0<D�C� $ ��0<�("
��-

. _ 0@'�" b �
�� �� ,
�
�*�(���
;51

XDM$ ;5�� (����0@D>���(�
��;5�(-%�*�(��'�Y%j� (����0@D $ �H�
���
�������
;9� $ �
"
j
"
�A ��
,
��� b �(�9:������������[����0,�(�H8�'
D $ �*"�0<�A 90<�*��&�]>�,�
"�1

��&H�*��"
&*�� �:
. 6 �("e0<�*��&�]>�,�
"
D��* (��2?�\C� $ "�0<;5)4 (YH�*0@D=) $ �('�-*C,��)4 (�(�,'�-*0,�
"
1dgd (1�' ~/.xsession-errors 8�'
D�� �2V8A�*B,�H0,�� (�A0, 

.

5.6.4. � ��� ���
	�� ������	 � � � ����� � � � � � ����� ����� � ����� � ��� �
�='
D=�(��B��

,
j��(��&*; $ ��C�)��('A"
�(-58��
��B,"����
'�"
�,���� �� $ ��8A��'AYHj� ��(-*0<D��>0,�,�
)����
�%8A"�0 $ '��,��)

,
�*�(�
�<8� (�
��"
�
��1
�(�

$ �� ()*"�'A 5�����
�(���('
Dd8��*0<��� $  9"�)*��'�Y%j
"
�(����&40@'��42?"
)4 (�
"
�/0,�,�(��)�;�:�0,���@8�"
�
�,��"
1
.
���H������'�j� (��"
Yº�*�
"

)�;5��'�Y%j
�,��;
,
j
�(�%D
)('
D
����0@D�:��*�
���>"��l�
�����,��"
���f0i�(��j��
"�C��
�,�
"
D���&��^0 $ ��j
�,��"�D=&���C,� $  �0<���*0<��"

.
�='
D=�(�*B,�

,j
�(��&*; $ ��C�)���'�"
�(-
XDM

$ ��"
�
"��h ��(-70,�,�(��)�;5�\0<���<8A"
�
���
"�D
,
) $ �,��)���Y��*j
�,���@8A-%C� (���*�h���,���("
�
��1
�(��0<���
���
�d)

gd (1�'��
xdm-config:

! SECURITY: do not listen for XDMCP or Chooser requests
! Comment out this line if you want to manage X terminals with xdm
DisplayManager.requestPort: 0

" $ �*�(�*� $ ���
�,C^ $ ��0,�("
�(�
XDM.

���*���
"
���
,
j
���H�
�4�h���,�
�� ��
"
"V)%gd �1�'A �:

app-defaults
�� (j
"��� (Y%��0@D>0[0<"���)*�('A 

”!”,
 9���[�� ��=��&*;5j
�
�

, ”#”. Z ��2e��� $ �*�(�
��&���)4 (�(-40@Dd&���'��,�/2 �^0<�(��"
1>�����
�(���('�-98A�*0,�(� $  . k C,B,'
D
�
"
���[�� $ �
"������
;X"
C
Xaccess

" $ ��j�"
�� (1��(�5c $ �� ()*��j
�
"��=�
xdm(1).

5.6.5. � � ��� 	�� � � � XDM
c[�4]>��0,�()����,�H�
��0,�
�('�-*�
� $ �
��B��� ��h�

,
C^ �������D
YH]>"�:

XDM.
# 8��� 9"
C\�
"�:

, kdm (
$ �*0,�� ()�'
D
���h (Dd)*����0,�(��0

KDE),� $ "�0� (�� �8� �'����[) b �(�*1�B,'A ()*� . k kdm
"A���,�,�*0@D>���
�*B,�%)�"
C��� ('�-���;�:7">�
�*0����,�("
j���0<��"�:=�4'���j
�����
"
1

,
 %�� (�
2e�

g��4���
!
"
�*�� �'�-*�
�*0,�(-
,
$ �*C,)*�('
D
Y%]> �D $ ��'�-�C���)4 (�(�,'
D��²)�;5&�"��� (�(-70<�*&*0<�()*�,�
��;5�/���
�*�
�
;5�\���,�
�<8�2?�,�
;X)*�H)*�
����D

)(:���8� 9)%0<"A0<�(�^���
.

5.7. � �������������������		��	�D 	������
��M<U4N<TÃG�IPM �^JLN,TVO�E�W �

Valentino Vaschetto.

k b �(�*�f�� (C<8A�<'��\� $ "�0<;5)4 (YH�*0@Dd�� (C,'�"
j
��;5�[B��� �g�"
j���0<��"
�i�*&��('A��j
�
" ,
8A�*0<��� $ �
;5�[)

X
8�'
D

FreeBSD. + �,�A��"
�
”
B��� �g�"�j
��0,�� �Dd��&*�('��*j
�� 

”
����2e���%"A0 $ ��'�-�C���)* ��(-*0<DH8A'
D�j
��B,�H��B���8A�
�

,
��� $ �
�*0,�(��B��%���,���@8�2?�,�A H�*�
����8��

$ �('����*g����
�
!
"����� ('�-��
�*B,���� �&����A $ �
"�'A�(2?�,�
"�1d8�'
D>�� (&*��j
��B,�H0,�(�('A H�(" $  
KDE

"�'�"
GNOME.
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5.7.1. GNOME

5.7.1.1.
�

GNOME

GNOME
D
)('
D
����0@D=8A�
�42?��0<��)��,���
��1=� $ �('A-�C,�*)* ��(�<'�YºB,�� *g�"
j
��0,�
��1���&���'���j��
��1

,
$ �*C,)*�('
D
Y%]��,1

$ �('�-*C,�*)* (���<'
D��¶'���B,�
�%"�0 $ ��'�-�C���)4 (�(-9"��� �0,�(�� ("�)* (��-%0<)*��"=���*� $ -*YH�(���
;
. k GNOME

"A���,�,�*0@D $  ��
�<'A-
(
8�'
D

C� $ ��0,�� $ ��"�'��(2?���
"
1�">���(�*&��� (2?�,�
"�D="
:�0<�*0,�(�(D
��"�D
),
�� �&��*j
"
1�0,�(�('

(
B<8A�[���*B,���H&*;5�(-H�� �C�����]��,��;½8� (�
��;5�["

$ �
"�'���2?�,�
"�D
),
�� �&����>0<�� ���8� (���(�
;�:d"
��0,�(�
�����,�
����)�" $ �
"
'��(2?�,��"
1=8A'
D=�� (&*��j
��B,�H0,�(�('� 

,
 %�� (�
2e�[�� (&*���

0<��B,'A (�>�,�
"�1
,
��&�'��,B�j� (Y%]�"�:=0<�*)*���^0<�(�
��Y��� (&*���(��">0,��B,'A �0,��)* ��
�
�40<�(- $ �
"�'A�(2?�,�
"�1

.
����'�-�C���)* ��(�<'A"H8��
��B,"�:

� $ ���� (!
"����
�
;�:d0<"A0<�(�^�f"�'�">��&*�('��*j
�,� $ ��"�"�0 $ �('�-*C,�*)* (��"
"d�� (����1����*]��
�*1=B,�� *g�"
j
�^0<�
�*1=��&*�('��*j
�
"
,
�� ��
��Y

��&��^0 $ ��j
"
)4 (�,�
GNOME,

8A�('�2e��;Xj
��)*0,�()��*)* (��-H0<��&(D=)H����8A�
�*1�0<���@8A�
.
��� $ ��'��
"
�(�,'�-����4Y�"
��g��*���h (!
"�Y

���(�
�40<"
���<'�-*�
�
GNOME

)*�
FreeBSD

���(2?�
�%�� (1��("��� 70, �1
�(�
FreeBSD GNOME Project

(http://www.FreeBSD.org/gnome).

5.7.1.2. � ��&�������4��� GNOME

� �,B,j��i)*0,�,B��9��0<�� ��
��)*"
�(- GNOME
j
�,���,C[�����
Y

”Desktop Configuration”
)9:��(8A� $ ����!
�^0,0, H��0<�� ��
��)*�
"

FreeBSD,�� (�=� $ "�0� (�
�%)H.i �C@8
. 2.9.13 � 'A ()*; 2. _ �\�� (�
2e�['���B,�
�%��0,�� (����)�"��(-H"
C $  (���,�� %"�'�" ' �('
'����
!
"
">�����
�(�*) :

�='
D=��0<�� ��
��)*�
" $  ��
�,�� 
GNOME

"
C�0<���("
,
$ �
�*0,�(�H�A (&����
"
�(�

:

# pkg_add -r gnome2

�='
D $ �*0,�(�
�*�,�
"�D
GNOME

"
C\"�0@:���8��
;�:d�(�,��0,�(��)7"�0 $ �('�-*C,��1
�(�/8A�,���,)�� $ �����(��)
:

# cd /usr/ports/x11/gnome2
# make install clean

���*0@'A�/��0<�� ��
��)*�
"
GNOME

���*2?�
�%���� (C^ (�(-
X-
0,�,�
)*�,�
�7�� %C� $ ��0,�

GNOME
)*���^0<�(�70<�� ���8� (���(�
��B��H�*�
���
����B,�

���,�
�<8�2?�,�� 
. _ 0@'A"Vgd �1�' .xinitrc �*2?�\���(�����
�
���
�("
����)* �� ,

�(� $ �
�40<�(�7C� *���,�
"
���\0,�(�
�����
,
)%�
�������
�*1

C� $ ��0,�� (����0@D="A0 $ ��'�-�C��4�^��;51����,���@8�2?�,�>���
�*�
,
�� H�(�

,
j
�(�7)�;5C���)*�,�

/usr/X11R6/bin/gnome-session. _ 0<'�"V)�
����g�"�B,���� (!�"
���
���*�lgd (1�'A�i�
���H�
"
j��,B,�7�*0,��&*�,�
�
�*B,�
,
�(�7&��*8A���58A�40<�� ��(��j��
� $ �
�40<�(�%�� (&*�� (��-

:

% echo "/usr/X11R6/bin/gnome-session" > ~/.xinitrc

+ � $ �,��-%�� �&����
"
�(� startx,
"�&��*8A���9C� $ ��]����� 9B��� �g�"
j���0<�A �Dd��&*�('��*j
�� 

GNOME.

� ���������������
: ¡��*
	�.�;�"���
	�2L' �����*$ -B����*6�@����I67����"!
��2���>����", XDM, �!�F<��!� ��J���,�E;����,��*� . © -B�2���!�F<��!���G�F�*��L*6?,�3���

�#>"��
	����-�#)3 4 ,�3�
 .xsession �J�!��3/@/�I�2,�-7��3.12��-B,��!6?��3��9����- . �9
�$.<��!���5�0�;����*6?,�1������! �3���� 4 ,�3�
 , L�,�-B�������
�* �J�2�����' �( �> �( 12��-B,��!6� CL2,�"! ��12,9��12���������5�:-B����*6�@����,0�, /usr/X11R6/bin/gnome-session:

% echo "#!/bin/sh" > ~/.xsession
% echo "/usr/X11R6/bin/gnome-session" >> ~/.xsession
% chmod +x ~/.xsession

_ ]��\��8A��"���)* ��
"� ��
�(�*�²D
)�'
D
�,�*0@D=�� *0<�(�
�*1
�� %���,�
�<8�2?�,�� 98A"�0 $ '��,��)H�� ��
"��´��&��A (C,�4� ,
j
�(��&*;`��� $ ��C,)*�('
D�'

)�;5&�"��� (�(-H���
�*�
�
;51������
�@8�2?���>)*�9)��
�^��D�)(:��(8� 5)%0,"�0<�������
;
)H�� �C@8A�,'��i�

KDE2
) $ ��8��
��&*�
�*0,��D�:�� $ "�0,;5)* ��,��0<D

,�� (��0@8A�<'� (�(- b �(�98�'
D kdm,
���,�
�<8�2?�,�� 98A"�0 $ '����,)H"�C

KDE.
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5.7.1.3. � �
	 0V � � ���� 	��&$#	�����	�� �<��� 	
GNOME

X11
$ �(8
8A�,�
2e"�)* (���H (���("� �'A"� �0,"
�
B $ �*0,�
�@8�0,�()��4��0<)*���,B��5�� �0,��"
���,�
"�D

”RENDER”. GTK+ 2.0
"�&*�('���� $ ��C<8A�
"
�

)��,�A0<"
"
( b ���H"
��0,�(�
�����,���� �'�-*�
;51 $  (�
��� , "�0 $ �('�-*C,������;51 GNOME)

����B��4�H"�0 $ ��'�-�C���)4 (�(-9�* (�
��Y
g��4���
!
"
�*�� �'�-*�
�*0,�(-

.
�� *0<�(����1
�� % (�
��"� �'�"A �0<"��
B� H� $ "�0� (�� H)H.i �C@8

. 5.5.3. +  (��"��f�*&��� �C,�*� ,
$ ��"��� ('�"
j
"
"

0<��)*�
�������
�
�*B,�
GNOME.

���
�*0,�(� $ ���
�,1�8A"
�(�\)
Applications−→Desktop Preferences−→Font

">)�;5&����
"
�(�
'�"
&��

Best shapes, Best contrast,
'�"
&*�

Subpixel smoothing (LCDs).
�='
D $ �
"�'A�(2?�,�
"�1

GTK+,
�
���(�*�
;5�i���

D
)('
D
Y%��0@D=j� *0<�(-*Yº�*&��('A��j
�
"
GNOME,

C� �8� (1
���/)H�� �j
��0,�()��[C,�� �j
�,��"�D $ �,�������,���
��1=�*�
�
�42?�,�
"
D
GDK_USE_XFT

1
$ �,�
�<8VC^ $ ��0<���*� $ �
�*B,�� *�h��;

.

5.7.2. KDE

5.7.2.1.
�

KDE

KDE
D
)�'
D
�,�*0@D $ ���*0<����1=)7"�0 $ �('�-*C,��)4 (�
"�"�0,��)*�
�������
�
��1�B,�� *g�"
j
��0,�
��1���&���'���j��
��1

. k ���H'�"
��-%�
�,�����(�*�
���["
C�(��B��
,
j
���98� �,� $ �('�-*C,��)4 (�(�,'�Y

KDE:

•
���
���
�� *0<�
;51�0,��)*�
�������
�
;51=�� �&��*j
"
1�0,�(�('

•
.i �&��*j
"
1�0,�(�('

,
$ �('����*0<��-�Y $ �
��C��� (j��
;51�8�'
D>�� (&*���(;`)70<�,��"

• * �
���,B,��"
�
��)4 (�
�A �D=0<"�0,�(���h $ �4����]�" ,
��&*��0 $ �,j
"
)4 (Y%]> �D��*8A��&*�
;51=">0,��B,'A �0,��)* ��
�
;51%8A�40<�(� $ �V0<"�0,�(�����

$ �4����]>" $ �H"A0 $ ��'�-�C���)* ��
"
YX�A (&��*j
�,B��H0<���('A 
KDE

"��,B�� $ ��"�'��(2?���
"
1

• _ 8�"
�
���*&��� �C,�
;51�)��
�����
"
1�)�"�8>">� $ �� ()�'��,��"
�i)*�H)*0,�<: $ �
"
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•
���
�40<�(�*1

,
' ��B,�
"
1>)%�*&��� �]����
"
"d�� �&���j�"
1�0<���('

•
����'��
�*0,�(-�Yº�� �0,�(�� ("�)* (�^��;51 $ �
" $ �*���*]�"���;5�>"

,
0["
�
���,��g���1�0<�4�

drag and drop
"=�* (�d8P �'����

• � 'A ()*�� �D $  ��
�<'�- $ �(:���2? 9�� CDE,
0i���,��Y

,
 $
$ '����� ���">"�)��*C�����2e���*0<�(D���" $ �7&�;90<���
�*����C� $ ��0<�
�

$ ��"�'��(2?���
"
1

• * �
���,B,��"
�
��)4 (�
��;51=���
�*�
�
;51������
�@8A2e��� ,
�����
�@8A2e���>gd �1�'���)

,
� $ �� ()�'��,�
"��iC,)*���
�*�

,
���(8A�4'�-70,��)4����0<��"����*0,�("

0
GNOME

" $ �
��j
���

• k ��C^���(2?�
�40<�(-9"A0 $ ��'�-�C���)* ��
"�Dd�(�^� (
�* (���A (�="�0 $ �('A-�C,�����

GTK+)

• , ;90<���
;51 ,
'A�,B,��"
1�" b gdg��,�
��"
)��
;51 :

"�8��� �'A�,��8�'�D���0<�� ��
�,)*��"�:
/
0@'A �&�;�:d�h (��"��="�'�"=8�'
D>�h ���"
�V0

�*B,�� ��
"
j
���
�
��1 $  ���D
�(-*Y
��� $ ��'��
"
�(�,'�-����4Y�"
��g��*���h (!
"�Yº�

XFce
����2?�
�H�� �1
�(">�� H0� (1
���

XFce (http://www.xfce.org/).

5.7.4.2. � ��&�������4��� XFce
�='
D

XFce
"����,����0@D

(
�� %���*�����
�H�� $ "�0� (�
"�D b �(��B��H�(����0<�* ) &�"
�A (�
�
;51 $  (�
��� . �='
D=��B,�%��0,�� (����)���" $ �
�40<�(��� (&*�,�
"
���

:

# pkg_add -r xfce4

� "
&��9)70@'���j� �� $ �*0<���
�����
"�D="
C\"�0@:��(8A�
;�:d�(�,�A0<�(�*)H"�0 $ �('�-*C,��1
�(� ' �('�'��,�
!�"
Y����*�
�(��) :
# cd /usr/ports/x11-wm/xfce4
# make install clean

+ � $ �,��-%���� (2e"��(� X-
0<���
)����
�7�� HC^ $ ��0,�

XFce
$ �
">0<'��@8��4Y%]��^��C� $ ��0<�
�

X.
���
�*0,�(�H�� �&����
"
�(�\)��*�9j
�(�

:

% echo "/usr/X11R6/bin/startxfce4" > ~/.xinitrc
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5. X Window System
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�
X
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�)�;5���
,
��0<'�"�"�0 $ �('A-�C,������0@D������
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,
�� (�
�*1

,
�� ��

XDM,
0,��C@8P (1
�(�\gd (1�'

.xsession
�� (�

,
�� (� b �(�

� $ "�0� (�
�H)H�� �C@8A�,'��[�
GNOME,

�
�70i�
�4�h (��8���1
/usr/X11R6/bin/startxfce4,

'�"
&*�H�� *0<�(����1
�(�����,���@8�2?�,�
8A"�0 $ '��,��)H�� ��

,
j
����&�;`�*�=�� �C,�
����"�'V)�;5&��*�d�� (&*��j
��B,�H0,�(�('� 9)��%)��
�^��D=)(:���8� H)%0,"�0<�(�^���

,
�� �� b �(�7� $ "�0, ��
�9)
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kdm.
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D
���
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j
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"
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,
&*"
C,�
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"�D
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�40,���*�(�� 98A���
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8

.

•
���
�<8�0<�* ()('A�,�
;X���
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1
�
;�: $ �
��B��� ��h�

,
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FreeBSD.

•
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�
��B���D�8A�� 

FreeBSD
8�'
D�)*��'�YHj��,�
"�D=8A� $ ��'��
"
���<'�-*�
;�:=g��4���
!
"
1

0,"�0<�(�^��;
.

•
c["�0,�(���h $ ��j� (�(">�� (C���&*�� (�� �)98A�,�* �'
D�:

,
�A (��8�'�D��
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"
���(�,�
�*)

,
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D
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�
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.

•
���*�� (C^ (�
�

,
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�<8 $ �
�*j
�(�,��"
���´�
�,�
�*�(����;�:�"�C b ��"�:�B<'� ()9�
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$ �
�@8�)* (��"
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�*1="
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"��,1

,
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6.

� �� � � 	 � ����� ����� � � ��� �	�����
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� � � ����� � ��� �

�9IPM��^J�N<TeO(E�W �
Christophe Juniet.

�VM IxM,E�J � � O�I$�*N�N<U*W��  
Q	�hU : � M � WAN �VM,G ��W � .

6.1. � ��
&�����K 	���GH	�
FreeBSD
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"����*� $ "�'�"��
��YH��0<D�"
C\"�0@:���8��
;�:d�(�,��0,�(��)

.
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���4Y 0<�*)*����0,�("����40<�(-70
Linux,

���
��B�"
� $ �
"�'���2e���
"�D
,$ �,�
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"
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C��
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KOffice, AbiWord, GIMP, OpenOffice.org)

•
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�*B,�� *�h��; $ �
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"
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•
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�� ��
"
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"
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�
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"
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6.2. � �� ��G ��RU

FreeBSD
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D�)4 �0 . �����*0<���H��0<�� ��
��)*"
�(� $  (�
���H"
C�0<���(">0 $ �4����]�-*Y :

# pkg_add -r mozilla

_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
�
�7��)* �0h8A�*0,�� (����j
�
�%)��
�^���,�
">">���^0<�� H�� 58�"�0<�
�

,
)�;º����2?�,�(��0<�� �j� (��-H"�0<:��(8A�
;5�

�(�,��0,�(;a8�'�D
Mozilla,

0,�
�*� $ "
'�"
�
�*)* (��-H"�:="=��0,�� (�
�*)�"
��-H)H)4 (�>��0,"�0<�������
. 6 �(�98A�<'� (�,��0<D��� �� :

# cd /usr/ports/www/mozilla
# make install clean

�����
�
Mozilla

$ �
��)*�,��D
��� $ �A ()�"
'�-��
�40<�(-H��0,�� (����)���" $ ���(���fC� $ ��0,�� 9���,B,"A0<�(�� �!
"
"
chrome

0 $ �
"
)*"�'��,B�"�D���"
$ �('�-*C,�*)* (���<'
D

root. _ 0@'A">)*;a:��*�("
�(�\C� �B,�
��C�"
�(-H���,�
�*�(���
;5�/8A� $ �('��
���
"�D ,
�A $ �
"A���,�����4�A0<����;º��;5��"

,$ ���(���,&�������0@D=C^ $ ��0<��"
�(-
Mozilla

$ ��8
root

8�'�D="�: $ �� �)�"�'�-*�
��1���0,�� (����)���"
.
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���*0@'A�/C� �)��,�����,��"�D=��0<�� ��
��)*�
"
Mozilla,

&*�('�-*���/���[�(���,&�������0@D��A (&��*�� (��- $ ��8
root. k ;º���(2?���(�[C^ $ ��0,�("
�(-

Mozilla
)H�� �j
��0,�()��[&��� ���C,�,�A 

,
�� �&��� �)

:

% mozilla

k ;X����2?�,�(�[�� (��2?�\C� $ ��0<�("
��-H�
� $ �*0,�
�@8�0,�()����
�
� $ �
��B��� ��h����j
�(���
"�D $ ��j
�(;`"��
��)*�*0<���,1 ,
�� �� $ ���A (C� ��
�9�
"
2e�

:

% mozilla -mail

6.2.2. Mozilla, Java™, � Macromedia® Flash™
�9IPM��^J�N<TeO(E�W �

Tom Rhodes.

( 0<�* (�
�*)��� Mozilla
$ �
�40<�� 

,
�
�H�V0<��2? ('��,��"
Y

,
��0,�� (�
�*)��� 

Mozilla
0 $ ��8�8A�,��2?�
�*1d8A� $ �('A�
�,�
"�1

,
�� ��
"�:=�� ��

Java™
"

Macromedia® Flash™
�����
"��h (���H">)��
�^��D�"�����0,�(�7�� 58�"�0<�
�

.
���,�
)*���

,
j��(�%���*2?�
�70R8A�,'A (��-

—
C� (B��
��C,�
�dgd �1�'���)

,
�
�������
;5�[&��*8A���9"�0 $ �('�-*C,�*)* (��-*0@D=0

Mozilla. �  �1�8A"
���\0$ �*���*]�-�Y�"����,Y%]���B,�*0<D=)���&H&��A (��C,���� 5�� 
http://www.sun.com/software/java2/download.html

"V0<�*C@8� �1
�(�
�4j��,�(�
��Y C� $ "�0<-%�� b �(�*�f)��,&40, �1
�(� . c[��:��� (�
"��(�["A��D $ �('A-�C,�*)* ��(�<'
Dd" $  ��
�('A- , �*�
"�����B���� $ �*�� L8A�*&�"
��-*0@Dd)&��*8A��]��^�

. �  (B��
��C,"
���i�
� $ "
YÁgd (1�'A j2sdk-1_3_1-src.tar.gz " $ �4����0<��"
�(��)H�� ��� �'A��B
/usr/ports/distfiles/,

$ �*0,�
�('�-*�
� $ ���
�%�
�\C� (B��
��C,"
�H�,B,�7 ()*�(�*�h ��("
j
�^0<�
"
.
���
"
j
"
�A H)H'�"
!
���
C,"
�*�
�
�4�

��B,�A (�
"
j��,�
"
"
. �  (B��
��C,"
���[0 b �(�*B,�92?��0, �1
�� ”java environment”,

http://java.sun.com/webapps/download/Display?BundleId=7905. * ��D>gd �1�'A 
j2sdk-1_3_1_08-linux-i586.bin,

���>&���'�-��>��1
(
���
��'��

25
���,B� �&* �1
�

!). '  ��d"��� ��
-��>� , b �����%gd �1�'�(�
�,&*���,��0<D $ �*���^0<�("��(-%)
/usr/ports/distfiles/. )  (�
�*�
�,! ,

C� (B��
��C,"
���[�
� $ "
Y
”java patchkit”

0
http://www.eyesbeyond.com/freebsddom/java/

" $ �4����0<��"
�(�\�,�\)
/usr/ports/distfiles/.

( 0<�* (�
�*)�"
�(� $ ����� java/jdk13 0<�� ���8� (���(�
��1>�
�*�h ���8A�*1 make install clean,
C^ (�(�^�l��0<�� ��
��)*"
�(� $ ���
�

www/flashpluginwrapper. 6 �(��� $ ���
�%�(�
��&����,� emulators/linux_base (
&���'�-��>��1 $ �*�
�

). _ 0<�(-7"d8��
��B,"
�$ 'A (B�"
�
;
Flash

�
�%�=���,��D��*�
"=�
�\�� �&����* (YH�
.

( 0<�* (�
�*)�"
�(� $ ����� www/mozilla,
��0@'A"

Mozilla
�,]��[�
�\��0,�� (����)('A�,�� 

.

+ � $ �,��-70,�
� $ "��
��1
�(��gd (1�'�; Flash
$ 'A �B,"
�A 

:

# cp /usr/local/lib/flash/libflashplayer.so \
/usr/X11R6/lib/browser_plugins/libflashplayer_linux.so

# cp /usr/local/lib/flash/ShockwaveFlash.class \
/usr/X11R6/lib/browser_plugins/

+ � $ �,��-98A�*&* �)�-����i0@'��<8A��YH]>"
�/'�"��
"
"V��)�����:��
�,1�j� �0,�(" (
�
� $ ��8

#!/bin/sh)
0,�� (���(��)*��B,�%0<�
�
" $ �� 

Mozilla:
/usr/X11R6/bin/mozilla.

LD_PRELOAD=/usr/local/lib/libflashplayer.so.1
export LD_PRELOAD

# �
"=)��
'�YHj� ��
Flash

$ 'A �B,"
�
.

+ � $ �,��- $ ���*0<���HC� $ ��0<�("��(� Mozilla:

% mozilla &
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* )���1�8A"
�(�\) $ ���
��� About Plug-ins
���,�
Y

Help.
���('
2?�,� $ �(D
)*"
�(-*0<D�0 $ "A0<���V0<�%)*0<�^��"�8A�40<�(� $ �
;9��"

$ 'A (B�"
�� *��"
. k �
�^�²8A�('�2e��; $ �
"�0,�4�*0<�()*��)* ��(- Java

"
Shockwave® Flash.

6.2.3. Netscape®

' �('
'����
!
"�D $ ���
�(�*)%0,��8A����2?"
�H�
�^0<�
��'�-����9)�����0<"
1>&��� ���C,�,�A Netscape.
���40<�
��'�-����%)%)��,�A0<"
"�8A'
D

FreeBSD
���

0<��8��,��2?"
�70<�,��-��,C��
��Yº�*��"
&*�
��&��,C�� $  *0<�
�40<�("
,
��0,�� (�
�*)��� b �(�*1=)�����0<"�"��� �0,�(�(D
���<'�-*�
�H�
�[�
�,���*���,��8A���,��0<D .

k ���^0<�(� b �(�*B,� , "�0 $ �('�-*C,��1
�(�[&��('A�,�[0,)��,2e��Y�)��,�A0<"
Yº8�'
D Linux
"�'�"

DIGITAL UNIX.
���*0@'A�@8A�
"�1�0<�� �&�"�'A-��
;51=���<'�"
C\&��A (��C,���� 

Netscape b �(� Netscape 7.
# �>����2e���H&*;5�(-H��0<�* (�
�*)('����="
C

�
�('
'A�,�
!
"�" $ �*�
�(��)
:

# cd /usr/ports/www/linux-netscape7
# make install clean

_ 0<�(-%'��*�� �'�"�C,��)4 (�
��;5�/)�����0<"
"�)%g��� ��
!
��C�0,�
�*� ,
�������,!��
�*��"�D $ ���A0<�
�*�l�A (C@8��<'A (:

.

� �;���������!���;�,�C�������
: ©B������� Netscape 4.x ��C���1���-B���!6� �(>���'$ , "��;��12�
7�1� ��������I�*���-M��������-)# �I��������-B������#)-)�

����,��!6?,�����,�-�� . �J6B�,�12� , Netscape 7.x �CE;�
��2�/�����# ������������96?�;���2 �"���#8�!�
7�12�C6�
�$+"!
�,� 4 ����-�# i386.

6.2.4. Opera

Opera b �(�7��j
���
-H&*;90<�(�
;51 ,
$ ��'��
��!��,�
�
;51�">0<�*)*���^0<�("���;51V0<�70<�� ���8� (���� ���">&��� ��4C��,�

.
# � $ �*0<�* ()('�D
�,��0<D=)

8A)��4:d)* ��
"� (���� �:
: ”
�
�(8A�� (D

”
8�'
D

FreeBSD
)�����0<"�D=">)�����0<"�D

,
C� $ ��0,�� (�^�h �Dd)H���<2?"���� b ���4'
D
!
"�" Linux.

�='
D
�� �2V8A�*1=� $ ���� (!�"
���
����1=0<"A0<�(�^��;º��0,�(-H&*��0 $ 'A (���� �D=)*�,��0,"�D=&��� ���C,�,�A 

,
$ ���A (C,;5)4 (Y%]> �Dd&4 (�
�
���
;

,
"�)*�,��0,"�D=&���C

&* (���
�,�
�*)
,
�
�*�(���
��YÁ���(2?�
�%�
� $ "
�(-7�� %)��,&%0, (1��(�

Opera (http://www.opera.com).
�='
D=�� (&*���(;`)70<���(">0 $ �*���*]�-*Y

FreeBSD
)�����0<"
"

Opera
��0<�� ��
��)*"
�(� $  (�
���

:

# pkg_add -r opera

)  9�
���
���(�*�
;�:=0<���
)����� �: FTP
�
�,�%)*0<�,: $  (�
���(��)

,
�
�H���i2?�\�
�,C��*'A-��� ��(;º���(2?�
� $ �('A�4j�"
�(-�0 $ �4����]�-*Y

�
�('
'A�,�
!
"�" $ �*�
�(��)
,
�� (&*�� ()

:

# cd /usr/ports/www/opera
# make install clean

�='
D=��0<�� ��
��)*�
"
Linux

)*�,��0,"
"
Opera,

C� *���,�
"
���
opera

�A 
linux-opera

) $ ��"����,�
��)*;5���
. k �,�A0<"�Dd8A'
D Linux$ �('���C,�� H)%0,"
�(�� (!
"�"

,
�
�*B@8� 9�(�
�,&*��YH��0<D $ 'A �B,"
��;

,
8A�*0,�(� $ �
;5�\�(�('�-*�
��8�'�D

Linux,
�* (�
"
�\�� ��

Adobe
Acrobat Reader. k �%)*0,�<:78A�
��B,"
:=���(�
�*�����
"�D�:d)�����0<"
"d8�'
D FreeBSD

"
Linux

D
)('
D
Y%��0@DVg��4���
!
"
�*�� �'�-*�
�
"�8A�,���("
j
�
;9��"

.

6.2.5. Firefox

Firefox b �(�%&*�� (��C��,�=0@'A�@8A��YH]>�,B�� $ �*�
�('����
"�D ,
�40<�
�*)* ��
�
;51d�� %�
��8��

Mozilla. Mozilla b �(� $ �('���;51��� �&����$ �
"�'���2?�,�
"
1
,
�� ��
"�:d�� (�>&��� ���C,�,�

,
$ ��j
�(�*)�;51=�
'�"
�,���

,
jA (�9��'A"
�,�
�7">������B,�*�h8A���4B����

. Firefox b �(�7)*0,�,B,�9'�"
��-&��� ��4C��,�
,
j��(�98��<'A ��,�H��B,�7���,�
-*���i">&�;90,�(�
�,�

.
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( 0<�* (�
�*)�"
�(� $  (���,� , )�; $ ��'��
"
) :
# pkg_add -r firefox

k ;X����2?�,�(�\�� (�
2e�\"�0 $ �('�-*C,�*)* (��-9�
�('�'��,�
!�"
Y $ ���
�(�*) , �^0@'�" $ �
�@8 $ ��j
"��� (���(�\0,&������
��"
C["A0@:���8A��;�:����,��0,�(��) :
# cd /usr/ports/www/firefox
# make install clean

6.2.6. Konqueror

Konqueror b ���Hj� *0<�(- KDE,
�
�7���(2?�,�%&�;5�(-7"�0 $ �('�-*C,��)4 (��"��*�L8A�,'�-��
�%���

KDE,
$ ���(���´��0<�� ��
��)*�
"

x11/kdebase3. Konqueror b �(�7B,�*�� (C<8A�9&*�('�-*���/j
�^� $ �
�40<�(�7&��A (��C,��� , b �(�7�� (�
2e�����,���@8�2?�,�Vgd (1�'A��)9"$ �
��B��� ��h�h $ �
�40,�������� H���4'�-*�("����@8�"� 
.

Konqueror
$ �40<�� �)('
D
����0@D�0i�� (&*���
�4� $ 'A (B�"
�
�*)

,
8A�*0,�(� $ �
;�:="
C

misc/konq-plugins.

Konqueror
$ �(8
8A�,�
2e"�)* (���9�� ���2?�

Flash,
8����
�����,���� (!
"
D

How To
8�'
D��
��B,�98A�*0,�(� $ �� $ �% �8A�
��0,�

http://freebsd.kde.org/howto.php.

6.3. � ��G
"���� �%R��D 	�
 �#"$� �

k �A (j� ('��i�� �&��*�(;`�
��)*;5� $ ��'�-�C���)4 (�(�,'�"dC� �j� �0,�(��Y�0<���
����D
��0<D>�� �1
�("�:��*�
���>"
1=�4g�"�0<�
;51 $  (�
���H"�'A"��*8A��&*�
;51�(�,��0,�(��)*;51 $ �
�*!
��0�0<�*�
. 	 �*��D��
���
�������
;5�/8A��0,�
�(� $ ; ,

�� ��
"
�\�� (�
KDE,

$ �*0<�* ()('�D
YH��0<D�0iB����(�*)�;9�l�*g�"A0<�
;9�
$  (�
���(�*�

,
$ �
"�'���2?�,�
"�D $ �%������'�j� (��"
Yº�
��0<��]>��0<��)����,�

. k FreeBSD
��0,�(-7)*0<�[�
�,�*&(:���8�"������

,
���
�*���

B,�� *g�"
j
��0,�
��1=0,�
�@8�;
.

6 �(���%�� (C<8A�<'�� $ "�0,;5)* (���H0@'A�@8A��YH]>"
� $ �
"�'���2?�,�
"�D :

�����*�����
	
� �
��	�$}��2 ����	�� � �
 ��� �����
�( �%� ���4�����
�%� � � ������
�A����� 	
� ��������A� �d�����A������� �%�
� 	A��	��9�
�� 	
KOffice

�h ('A �D ��D�2?�<'A (D
KDE

AbiWord
�h ('A �D '��,B��� �D

Gtk+
"�'A"

GNOME

The Gimp
�h �'A (D ��D�2?�<'A (D

Gtk+

OpenOffice.org
&���'�-��V �D �*j
�,�
-%��D�2?�<'A (D

GCC 3.1, JDK™ 1.3,
Mozilla

6.3.1. KOffice
c[����&*]��^0<�()*�

KDE
$ �
�@8��*0<�* ()('�D
�,�HB��� �g�"�j
��0,�
��Y�0<���@8A�d0[�*g�"�0,�
;9� $  (���,�(�4�

,
�
�*�(���
;51>���(2?�,�%&�;5�(-

"�0 $ ��'�-�C���)4 (��)��
�
KDE.

# �=)��
'�YHj� ��,�%j
�,�(;5���\0,�� (��8P (�
�(��;�:=�
�*� $ �*�
�,���� 
,
)40<�(���,j� �YH]�"���0@D>"=)98��
��B,"�:

�*g�"�0,�
;�: $  (�
���� �:
. + �,�A0<�(�*)�;51 $ �
��!���0,0,��� KWord,

$ �
��B��� ��h�h b '����
�(�
�*�
�
;�:=�� �&('�"
! KSpread, KPresenter8�'
D>0,��C@8P (�
"�D $ �
�,C��,�
�� �!
"
1>" $ �
�*B,�� *�h�h H)*�,�
�(�*�
�
�*1=B,�� *g�"
�
"
Kontour.

���,�
�<8>��0<�� ��
��)*�
��1 $ �40@'��<8A�
��1�)�����0<"�"
KOffice,

�4&*�@8A"��(��0,-H)H�A �'�"
j�"
">0,)��<2?��1=)�����0<"
"
KDE.

�='
D=��0<�� ��
��)*�
"
KOffice

"
C $  (�
���� 
,
)*; $ �('A�
"
�(�\0@'��<8A��YH]���Y �
�*�h ���8A�

:

# pkg_add -r koffice
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_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
"�0 $ �('�-*C,��1
�(�\�
��'
'��,��!
"
Y $ ���
����)

. )  $ �
"������ ,
8�'�D���0<�� ��
��)*�
"

KOffice
8�'
D

KDE3,)�; $ ��'��
"
�(�
:

# cd /usr/ports/editors/koffice-kde3
# make install clean

6.3.2. AbiWord

AbiWord b �(��0<)��*&��(8A�
�5�� *0 $ �
�40<�(�A (��D
�^��;51=�(�,�A0<�(�*)�;51 $ �
��!
�^0,0,��� ,
$ �H)����,����������)�"�8��d" $ �*)��@8��,�
"
Y���j
���
-

$ �(:��(2?"
1��� 
Microsoft Word.

# � $ ��8�:���8�"
��8�'
D>�� (&*���� \8����
�����,���(��)
,
$ "�0,���

,
�*�(j
�,����)

,
�� $ �4��"
�� ��
"
1=">�� (�

8� �'����
.
# ����j
���
-H&*;90<�(�

,
0<��8��,��2?"
�7���
��B��H�
�*)����^0<�()H"���j��,�
-%��8���&����=)H"A0 $ ��'�-�C���)* ��
"
"

.

AbiWord
����2?�,�H"A� $ ���
��"
�
��)4 (�(-%" b ��0 $ �*�
�("
����)* ��(-%�����(2?��0,�()��7gd (1�'��*)�;�:dg������h ��(��) , )���'AYHj� (D$  (�(���
�(�*)* (���
;51

Microsoft .doc.

AbiWord
8��*0<��� $ �,��)%)�"�8�� $  ��
�,�� 

. k ;º���(2?���(�[��0,�� (�
�*)�"
��-H�,B��H�� �� :

# pkg_add -r AbiWord2

_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
���V���(2?�,�%&�;5�(-70<�*&��� ��="
Ci���('
'����
!
"
" $ �����(��)

,
�
���(�*�� �D�8��('
2?�� H&�;5�(-70<)��,2?�,1

. 6 ������(2?�
�%0@8A�<'� (�(-%�
�*�h ���8A��1
:

# cd /usr/ports/editors/AbiWord2
# make install clean

6.3.3. GIMP
�='
D�0<�*C@8� ��
"�D="����@8� ��
�("
�
�*)* ��
"�D="
C���&��A �2?�,�
"�1=��0,�(- $ ����8A)*"
�
���� �D $ �
��B��� ��h�h 

GIMP.
# �� H����2?�,�H&*;5�(-

"�0 $ ��'�-�C���)4 (�� ��� �� $ �
�40<�� (D $ �
�*B,�� *�h�h 9�
"A0<��)4 (�
"
D�">�� (� $ �
�*B,�� *�h�h 9��&*�� (&*���(��"=g����(�*B,�� *g�"
1
.����8
8A����2?"
)* ��,��0<Dd&��('A-����*�/�
��'�"
j
�^0<�()*� $ 'A �B,"
����)H" $ �
�@8��*0<�* ()('A�,�="
���(�,��g���1�0/8�'
D>0,�
�
" $ ����)

. GIMP
���(2?�,�

j
"
�� ��(-%">C� $ "�0<;5)4 (�(-%gd (1�'�;X������B,"
:dg��*���h (����)
. _ 0<�(-7"
�
�(����g��,1A0[0<��0<�A (�
���� ���"=" $ 'A ��
������ ���" .

k ;X����2?�,�(�\��0<�� ��
��)*"
�(- $  (�
��� , )*; $ �('���"
) b ���d�
�*�h ���8A� :

# pkg_add -r gimp

_ 0@'�">�� 9)4 (�>����0<���
)����
� FTP
�
��� b �(��B�� $  ��
�,�� , )�;X����2?�,�(�\"�0 $ �('�-*C,��)4 (�(-5���('
'����
!
"
Y $ �*�
�(��) . '  (�* �'��*B

graphics (http://www.FreeBSD.org/ru/ports/graphics.html)
�
�('
'A�,�
!
"�" $ �*�
�(��)70<�(8A�,��2?"
�%�� (�
2e�\�� �C@8A�,'

� � ��� � �&� ��� � �
Gimp. � 8A�^0<- $ ���� �C� ��
� , �� ��=�,B��H��0<�� ��
��)*"
�(- :

# cd /usr/ports/graphics/gimp
# make install clean
# cd /usr/ports/graphics/gimp-manual-pdf
# make install clean

� ���������������
: �M,��,!
���� graphics (http://www.FreeBSD.org/ru/ports/graphics.html) 12��
�
���1������F"������!���I���6 ���!@.��

���������( GIMP 6�
�$+�,L��,E��;������12���/� graphics/gimp-devel. HTML ���������$ � �%�<�
	,������� 	<� Gimp �,2D��6�$����*$ �
graphics/gimp-manual-html.
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6.3.4. OpenOffice.org

OpenOffice.org
)��
'�YHj� ��,�%)*0<�[��&�D
C� (���<'�-*�
;5�/�
�4� $ ���
���
�(; $ �('��
�*!
�,���
��B��9�*g�"�0,�
��B�� $  ��
�,�� 

:
���,��0,�(��)*;51

$ �
��!���0,0,���
,
$ �
��B��� ��h��� b '��,�
���
���
��;�:=�� (&�'�"
! ,

$ ����B,�A ��h���d� $ �� �)('����
"�D $ �
��C,�,���� (!
"
D���">" $ �
��B��� ��h���
)��,���(���
����1=B��� �g�"
��"

. * �
�(����g��,1A0 $ ��'�-�C���)* ��(�<'�D��*j
�,��- $ ��:���2»�� �8A�
��B�"
�[�4g�"�0<��;5� $  (���,�(; ,
)���C^���(2?�,�

"�� $ �����9" b �A0 $ �*�
�H�� �C<'�"�j
�
;�: $ � $ �4'
D
���
;�:=gd (1�'��*)�;�:�g������h ��(��) . ���
"
'��(2?�,��"
��8A�40<�(� $ �
�%)9)* ��
"� ��
�� �:%8�'
D���
�(2?��0,�()* H�� (C��
;�:�D
C,;5�
�*)
,
)*��'�YHjA �D�"
���(�,��g���1�0<;

,
$ �
��)*�,�
�
���*��g���B��� �g�"
"d"V0@'��*)* ��
"

.

+ ����0<����)�;51 $ �
�*!
��0�0<��� OpenOffice.org
"�0 $ �('�-*C,���,�Hj
"�0<��;51

XML
g����A�h (�Hgd �1�'���)58�'
D���)��,'�"
j
���
"�D

$ �,�
���
�*0,"����*0,�("=">B,"
&*�
�*0,�("
.
���
�*B,�� *�h�h �8�'�D��� (&*���(;X0i�(�,�A0<�(�*)�;9��">�* (&('A"
!� ���" $ �
�@8��*0<�* ()('�D
�,�H�h ��
�
�(D
C�;5�

">���(2?���H�� �&����* (�(-H0[)����,����"���"�&4 (C� *��"78� (���
;�:
. OpenOffice.org

�42?�[0,�� (&*"�'�-*�� 9"V0<��]��^0<�()*�4���9)H)*�,��0,"�D�:
8�'
D

Windows, Solaris™, Linux, FreeBSD,
"

Mac OS X.
��� $ �('��
"��(�<'�-*�
��Yº"
�Ag������h �!
"
Y ��&

OpenOffice.org���(2?�
�H�A (1
�(">�� %)��,&%0, (1��(�
OpenOffice (http://www.openoffice.org/).

���('���j
"
��-%0 $ �,!
"�g�"�j
�
��Y`8�'�D
FreeBSD

"
C� (B��
��C,"
��- $  ��
�,�(;����(2?�
�%0[)���&H0, �1
�� H�
�*�h ���8A; $ �*�
�("
����)* ��
"�D

OpenOffice
�� 

FreeBSD (FreeBSD OpenOffice
Porting Team (http://porting.openoffice.org/freebsd/)).
�='
D=��0<�� ��
��)*�
"

OpenOffice.org,
)�; $ ��'��
"
�(�

:

# pkg_add -r openoffice

���*0@'A�/��0<�� ��
��)*�
" $  ��
�,�� %C� $ ��0<�("��(� $ �
��B��� ��h������ *0<�(�
�*1
�
">"�)�;5&*�,�
"��(�
standard workstation

installation. �  $ ��0<�("
��� b �(�d�
�*�h ���8A��"
C $ ��8 $ �('�-*C,�*)* (���<'
D ,
�
�*�(����;51�&��*8A���9"�0 $ �('�-*C,�*)* (��-

OpenOffice.org:

% openoffice-setup

_ 0@'�" $  (���,�(; OpenOffice.org
�
�@8��*0<��� $ �
;

,
����2e���H)�;5&*�� (��-H�
�4� $ "�'
D
!
"�Y $ �*�
�� 

.
# 8A�� (���

,
)*;½8A�('
2?�
;

$ �*���
"��(-
,
j��(� b �(� $ ���(���,&������%���
�*B,�%���^0<�� H�� 98A"�0<���[">�
�*� $ "
'
D
!
"�D�&*��8��,��8A�*)���'�-��
�58A�('�B���1 .

# cd /usr/ports/editors/openoffice-1.1
# make install clean

�����(�4�lC� $ ��0,�("
�(�\�� *0<�(�
�*1
�
� $ �(8 $ ��'�-�C���)* ��(�<'A���
,
�
�*�(���
;51�&��*8A�,�%"�0 $ ��'�-�C���)4 (�(-

OpenOffice.org
"

)�;5&����
"
�(�
standard workstation installation:

% cd /usr/ports/editors/openoffice
% make install-user

_ 0@'�">)�;a:�����"
�(�\"�0 $ ��'�-�C���)4 (�(-5'A���� ('�"
C,�*)* ��
�
��YX)�����0<"�Y ,
)*����8A�40<�(� $ ��;�� $ �*�
�(;

:

� ���%� � ����
	 �� �&*0<��"
1 arabic/openoffice-1.1

k ���
B,����0<��"
1 hungarian/openoffice-1.1

� �('�'A (��8P0<�
"
1 editors/openoffice-1.1-nl

� �
��j
��0,�
"
1 editors/openoffice-1.1-el�> (��0,�
"
1
editors/openoffice-1.1-dk

* 0 $  ���0<�
"�1 editors/openoffice-1.1-es

* �� �'�-�D
��0<��"
1 editors/openoffice-1.1-it

'  (�� ('A (��0,�
"
1 editors/openoffice-1.1-ca

' "
�� (1A0<�
"
1 (
���� L8A"�!
"
�����
;51

) chinese/openoffice-1.1-zh_TW
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� ���%� � ����
' "
�� (1A0<�
"
1 (

� $ ����]����
�
;51
) chinese/openoffice-1.1-zh_CN

' ���
��1�0<�
"�1 korean/openoffice-1.1

) �����,!��
"
1 german/openoffice-1.1���('�-40<�
"
1
polish/openoffice-1.1�����
�(��B^ �'�-40<�
"
1

( , �� (C�"�'�"�D ) portuguese/openoffice-1.1-pt_BR�����
�(��B^ �'�-40<�
"
1
portuguese/openoffice-1.1-pt_PT./��0,0<��"
1
russian/openoffice-1.1ci'���)4 (!
�
"�1
editors/openoffice-1.1-skci'���)*�,��0,�
"
1
editors/openoffice-1.1-sl_SI

+ ���
��!
�
"
1 editors/openoffice-1.1-tr+="���0<�
"�1
editors/openoffice-1.1-fi+=�A (�
!
��C^0<�
"
1
french/openoffice-1.1

���,�>0,�
"
1
editors/openoffice-1.1-cs

� )*�@8�0,�
"
1
editors/openoffice-1.1-se

6 0<�(�*��0<�
"�1 editors/openoffice-1.1-et
� $ ����0,�
"
1

japanese/openoffice-1.1

6.4.
BQ�	�����RS S U �%�	%��ST	#&��� � 	�� ��ST�#"�&I	��

) �,�
�*�(���
;5�[�
��)*;5�ig����A�h (�(;½8A�*�
�����,�
����) $ �
"
�*&��
�,'�"=&���'�-��>��Y $ � $ �*'�D
�
�
�*0,�(- . c[�* (��8� ��
�(�
;5� $ �
�*B,�� *�h��;8�'
D�"�: $ ���*0,���*�(�� 7����B��4�H����0,�4�*0<�()*��)* ��(-H)%&* �C,��)*��1d0<"A0<�(�^���
. k b �(�*���A (C@8��<'��\��;X��)�"�8A"A� ,

�� ��="�:
��0,�� (����)�"��(-

.

k �A (C@8��<'��\B,�*)�����"
��0@Dd��0@'��<8A��YH]>"�: $ �
"�'���2?�,�
"�D�: :

�����*�����
	
� �
��	�$}��2 ����	�� � �
 ��� �����
�( �%� ���4�����
�%� � � ������
�A����� 	
� ��������A� �d�����A������� �%�
� 	A��	��9�
�� 	
Acrobat Reader

�h �'� �D '���B,�� (D
Linux Binary Compatibility

gv
�h �'A (D '��,B��� �D

Xaw3d

Xpdf
�h �'A (D '��,B��� �D

FreeType

GQview
�h ('A �D '��,B��� �D

Gtk+
"�'�"

GNOME

6.4.1. Acrobat Reader®
c[�,1
j� *0i���
�*B,"
�i8A�*�
�����,�
�(;º�� �0 $ �
�*0,�(�� ���D
YH��0<D=)7g��*���h (���

PDF,
 �&�&����,)�"A (�(���� [8�'�D

”Portable Document
Format”.

# 8A�A 9"
C\�
�,���*���,��8A��)4 (�
�
;�: $ �
�*B,�� *�h�¶8�'
D $ �
�*0������(�� b ����B,�%�(" $  98A�*�
�������
�(�*) , b �(�
Acrobat Reader,

)�; $ ��]����
�
;51
Adobe

8A'
D
Linux.

���*0<���('�-*�
�
FreeBSD

���(2?���HC� $ ��0<�� ��(-H"A0 $ ��'���D
����;5�
gd (1�'�;

Linux,
���d8A�*0,�(� $ �,�>�� (��2?�\"�8�'
D

FreeBSD.
�='
D=��0<�� ��
��)*�
" $  ��
�,�� 

Acrobat Reader 5
)*; $ �('���"
�(�

:

# pkg_add -r acroread

# &�;5j
�
�H��0@'A" $  ��
�,�%�
�@8A�40<�(� $ ���
,
"�'A"�)* *�l�
�42?�� H&*�('���� $ �*C@8A�
D�Dd)*�,��0,"�D

,
)*;X���(2?�,�(�\"�0 $ �('�-*C,�*)* (��-
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�
�('
'A�,�
!
"�Y $ �*�
�(�*)H�� ��
:

# cd /usr/ports/print/acroread
# make install clean

6.4.2. gv

gv b �(� $ ����B,�A ��h�h $ �
�*0������(�� PostScript
"

PDF.
# �� 9�A (C,�A (&��*�� (�A ��� H�40<�
�*)��

ghostview,
�
�H)*;5B<'
D�8�"
�9'���j
�>�

&('A �B,��8P (��Dd&�"�&('�"
�*�(�,���
Xaw3d.

# �� 9&*;90<�(�� 
,
 9���["
���(�,��g���1�0[�
��0<'��(2?�,�

. ( gv
��0<��-%���
��2e�^0<�()*�7g����
��!
"
1

,�� (�
"
:=�� (�=)*;5&��*�d���
"
���
�� �!
"
"
,
�� (C^���,�� H&����h (B�"

,
�h �0,���� �&* 5"V0<B<'� �2?"
)* ��
"
�

.
����j
�("�'�YH&4 �D=� $ �,�� �!
"�D�����2e���

&�;5�(-%)�; $ ��'��
�,�A 9�� ���0i�
'A ()*"� (�(���
;
,
�* (��"V��;5��-*Y

.
�='
D=��0<�� ��
��)*�
"

gv
"
C $  ��
�,�* 

,
)*; $ �('A�
"
�(�

:

# pkg_add -r gv

_ 0@'�">)�;`�
�����(2?���(� $ �('���j
"
��- $  ��
�,� , "�0 $ �('�-*C,��1
�(�[�
�('
'A�,�
!
"�Y $ ���
�(�*) :
# cd /usr/ports/print/gv
# make install clean

6.4.3. Xpdf

_ 0@'�">)* *�l�
�42e�A H�
��&���'�-��V �D $ �
��B��� ��h�h $ �
�40,���*�(�� PDF
$ �(8

FreeBSD, Xpdf b ���9'���B,�� (D=" b gdg����
�("
)*�� �D$ �
��B��� ��h�h 
.
# �� H�(�
�,&*���,�H�*j
�,��-9�
�,&*�('�-*���*B,�9�
��'�"
j
�^0<�()4 9�
�^0<����0,��)9"��*j
�,��-%0<�* (&�"
'�-��� 

. * 0 $ ��'�-�C���YH��0<D0<�� ���8� (���(�
;5�\���
"�g���;
X, Motif

"�'�"d8��
��B,"
� $  (���,�(;a8A'
D
X
�
�\�
�42?�
;

.
�='
D=��0<�� ��
��)*�
" $  ��
�,�� 

Xpdf,
)�; $ �('��
"��(� b �(�d�
�*�h ���8A� :

# pkg_add -r xpdf

_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
"�'�"V)�; $ �
�@8 $ ��j
"
�* (�,���[�
��'
'����
!
"
Y $ �����(��)

,
)�; $ ��'��
"
�(�

:

# cd /usr/ports/graphics/xpdf
# make install clean

���*0@'A�/C� �)��,�����,��"�D=��0<�� ��
��)*�
"=)�;X����2?�,�(�\C� $ ��0<�("
��-
Xpdf

"�"A0 $ ��'�-�C���)* ��(- $ �A ()���Y��
�
� $ �
�d��;5��"d8A'
D
 (�
�("�)* (!�"
"����,��Y

.

6.4.4. GQview

GQview b �(� $ �
��B��� ��h�h 58�'
D��A (&��*�(;X0/"�C,��&*�� �2?���
"�D���" . k ;º����2e���(� $ �
�*0������(���,�(-7gd (1�'��(8A�
"��f��'�"
�
�4� ,C� $ ��0,�("
�(-%)��
�����
"�1��
�<8� (�
�����
,
$ �('���j
"
��-7��"
��"� (�(Y%�
;X"V���
��B����h8��
��B,���

. _ ]��\)H�������^0<�(-�0@'A �1�8A�>����"�
��0,�
�('�-*�
�9�40<�
�*)��
;�:dgd (1�'A��)�;�:�� $ �,�� �!
"
1
. k ;º����2?�,�(�\� $ �� ()�'
D
�(-H���('
'����
!
"�D���">"
C,�*&��� (2?�,�
"
1�"d'��,B��
��� �:���8�"
�(-58��4&�'�"
�� ��(;

. k GQview
"
C���&��A �2?�,�
"
Dd����2?�
� $ �
�*0��h (�(�
"�)* (��-H)��H)���0,- b �
�� (� ,

�,B,�7���(2?�
�
 L8� $ �("
�
�*)* ��(-9���A (C,��;9�²D
C,;5�� *�

.

_ 0@'�">)�;a:�����"
�(�\��0,�� (����)�"��(- $  ��
�,� GQview,
)�; $ ��'��
"
�(�

:

# pkg_add -r gqview
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_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
"�'�"V)�; $ �
�@8 $ ��j
"
�* (�,���["�0 $ �('A-�C,�*)* ��(-5�
�('�'��,�
!�"
Y $ ���
�(�*)

,
)*; $ �('���"
�(�

:

# cd /usr/ports/graphics/gqview
# make install clean

6.5.
� ��"
�$"�� 	���U � �%�	 ����$S SQU

_ 0@'�" $ �H�A (�
"�� -
�(� $ �
"
j�"
�� ��f)* ��l���*2?�
�7� $ �� �)('
D
�(-70<)*��"���"�g�"��� (��0� ���"=�A �8A�^0<�
�(� $ �

FreeBSD,
�^0<�(-

�
��0,�
�('�-*�
�H���*]��
;�:=" $ �
�*0,�(;�:=)H"�0 $ �('A-�C,�*)* ��
"
" $ �
"
'��(2?�,��"
1
. ) ���
�������
;5�i"�Ci�
"�:�0,��)4����0<��"���;º0/�>"
�
�*�
��� �0 $ �
�*0,�(�� ��
�,�
��;9��"�g������h ��� ���"Vgd (1�'A��)

,
�� ��
"���"V�� (�d8A���
�������
�(;

Quicken®
"�'A"

Excel.

k b �(�*�f�� (C<8A�<'��\B,�*)��*�
"
��0<D���0@'A�@8A��YH]>"�: $ �
"�'A�(2?�,�
"
D�: :

�����*�����
	
� �
��	�$}��2 ����	�� � �
 ��� �����
�( �%� ���4�����
�%� � � ������
�A����� 	
� ��������A� �d�����A������� �%�
� 	A��	��9�
�� 	
GnuCash

�h ('A �D ��D�2?�<'A (D
GNOME

Gnumeric
�h ('A �D ��D�2?�<'A (D

GNOME

Abacus
�h �'A (D '��,B��� �D

Tcl/Tk

6.5.1. GnuCash

GnuCash b �(�%j� �0,�(- $ �����,���� GNOME,
�
�*�(���
;51V0<�(������"
��0<D $ �
�<8A�*0,�� ()*"
�(-98A�
�42?��0<��)��,���
;5�i� $ �('�-*C,�*)* (���<'�Y

$ �
"�'���2?�,�
"�DV0/��"��
���
"A���� (&*���
�4��g����
�
!
"
1
.
c

GnuCash
)�;X����2?�,�(�����*0@'��,2e"�)* (��-�8A�(:��(8A;`"��� *0@:���8�;

,&* (���
��)40<�
"
�[0<j
���� 9"�'A"> (��!
"
"
. * �
�(��"
�("
)*�
;51�"��
�(�,�Ag��,1�0 $ �
�*B,�� *�h��;X�
�[�����> (���H��1��*0,�� ()4 (�(-40@Dd��j��,�
-$ �
�*g��^0,0,"
���� ('�-�����1

.

GnuCash
$ �
�@8��*0<�* ()('�D
�,�H"��
�(�<'�'��,�
���� ('�-���;51=2?���
�� �'>C� $ "�0<��1

,
"
���� (��:�"
j���0<���4YÁ0<"A0<�(�^���d�4j��,�(�
;�:=C^ $ "A0<�,1

,���
�(2?��0,�()��%��'A �)�"� ��(���
�
;�:=0<�*�
�� (]>�,�
"�1=">�����(��8? ()�����C� �)����
�����
"�D
.
# �����(2?�,�7�� �C,&�"�)* (��-9��8A���7���� (�
C^ (�
!�"
Y

�� 9�
�^0<�
��'�-����Hj� *0<�(��1
,
8A���� �'�"�C,"
�
�4D����

. GnuCash
���(2?�,�%"�� $ �����("
�
�*)* (��-H" $ �
"�0<�*�@8A"���D
�(-�gd (1�'�;

Quicken
QIF.

# ���* (��2?�\�� (&*���� ��,�90[�*0<����)���;9��"����<2V8A���� ��
��8A��;9��">g����A�h (�� *��"�8� (�%"�)4 �'�Y%�� ���"
.

�='
D=��0<�� ��
��)*�
"
GnuCash

)%)* (�>�70,"�0<�������
,
)*; $ �('���"
�(�

:

# pkg_add -r gnucash

_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
)�;����(2?�,�(�\"�0 $ �('�-*C,�*)* (��-5�
�('
'A�,�
!
"�Y $ �*�
�(�*)

:

# cd /usr/ports/finance/gnucash
# make install clean

6.5.2. Gnumeric

Gnumeric b �(� b '��,���(�
������ �D=�� �&('�"�!� , jA �0<��-%B��� �g�"
j���0<����1=0<���@8A; GNOME.
# �� H"�0 $ �('�-*C,���,�9�*8A�*&��
�*�

 ()����*�h (��"
j
��0,�
���
”
��B^ L8A;5)4 (�
"
�

”
)�)��(8� $ ��'�-�C���)4 (�(�,'
Dd)HC� �)�"�0,"����*0,�("=�*�%g����A�h (�� 9D
j
�,1
��"�">0,"�0<�������

 ()�����C� $ �('A�
�,�
"
D%8A'
D>���
��2e�^0<�()4 $ �40@'��<8A��)4 (�(�,'�-����*0<���,1
.
# �� H���(2?�,�7"�� $ �����("
�
�*)* (��-%gd (1
'�;`�
��0,�
�('A-��
"�:

$ � $ �4'
D
���
;�:=g������h ��(��)
,
�� (�
"
:=�� (�

Excel, Lotus 1-2-3,
"�'�"

Quattro Pro. Gnumeric
�� �&����* (�,�90

8A"� (B��� ��h�h *��"=j
���
�,C
math/guppi. k �
��1>���
��2?��0<��)��H)40<�(�����,���
;�:�g����
�
!
"
1 ,

���(2?�
�%"�0 $ ��'�-�C���)4 (�(-9�*&�;5j
��;5�
g������h ��(;aD
j
�,���

:
j
"�0<'��

,
)4 �'�Y%�� 

,
8P (�� 

,
)��
�^��D�"����
�*B,"
�i8A�
��B�"
�

.
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� �PO(E(O
6.

�5IPW ��J��ÃM � W  � �" � O(N<TVJ �$# � J%RJ5U*J��=G�# '5TVM�IPO

�='
D=��0<�� ��
��)*�
"
Gnumeric

"
C $  (�
���� 
,
)*)��<8A"
�(�

:

# pkg_add -r gnumeric

_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
)�;����(2?�,�(�\"�0 $ �('�-*C,�*)* (��-5�
�('
'A�,�
!
"�Y $ �*�
�(�*)

:

# cd /usr/ports/math/gnumeric
# make install clean

6.5.3. Abacus

Abacus b ���%�
��&���'�-��V �Dd" $ ���*0<�* �D=)H"A0 $ ��'�-�C���)* ��
"
" $ ����B,�A ��h�h b '��,���(�
�����
;�:=�� (&�'�"
! . k ���,1>������B,�)*0<���
�����
�
;�:=g����
�
!
"
1>"
Ci����0<���('�-*�
"�:d��&�'A �0,�(�,1
,
�� (�
"
:=�� (��0,�� (��"�0<�("��� 

,
g�"��� (��0,;`">�h ��(���h ��("
�� 

.
# �� 

���(2?�,�%"�� $ �����("
�
�*)* (��-H" b ��0 $ ���
�("��
��)4 (�(-7gd (1�'�; Excel. Abacus
�� (�
2e�����(2?��� $ ��j� (�� ��(-

PostScript.
�='
D=��0<�� ��
��)*�
"

Abacus
"
C $  ��
�,�* 

,
)*; $ �('���"
�(�

:

# pkg_add -r abacus

_ 0@'�" $  (���,�H���@8A�40<�(� $ ��� ,
)�;����(2?�,�(�\"�0 $ �('�-*C,�*)* (��-5�
�('
'A�,�
!
"�Y $ �*�
�(�*)

,
)�; $ �('��
"�)

:

# cd /usr/ports/deskutils/abacus
# make install clean

6.6.
� &�	 � �

	 ���(D FreeBSD
$ � $ �4'
D
�
�A H)%�*0<����)����*�l0<�
�<8A" $ �
��)4 (1�8A���
��)H"
C

-
C� 90,�� (&*"�'�-����*0<��"="�)*;90<������1

$ �
��"�C,)��(8A"
�(�,'�-����*0<��"
,
�� 70<�,B���8A�
D
���
"
1d8A�,�
-%���� H) $ ��'��
�[B,������)* 9��"�0 $ �('�-*C,��)4 (�
"�YX)H�� �j
��0,�()��i8A�^0<�
�(� $  

.
c

�
��0,�
�('�-*�
"���"=��;90@D
j� *��" $ �
"
'��(2?�,��"
1
,
8��*0<��� $ �
;�:=)H)*"�8A� $  (�
���(��)

(http://www.FreeBSD.org/ru/where.html)"�'�" $ ���
�(�*)
(http://www.FreeBSD.org/ru/ports/index.html),

)�;X����2?�,�(��0<�*C@8� ��(- $ ���,�
�� *0<�
;51d8A��0,�
�(� $
,���()*�,j� �YH]�"�1=)*0,���l)* ���"�� $ ���(�
��&��
�40<��D��

.
���*0@'A� $ �,��)���1���0,�� (����)���"�8A��0,�
�(� $  

,
)*;º���(2?���(� $ � $ �
�*&��*)* (��-90R8A�,'A (�(-%�> (B[) $ ���
�@8e0

misc/instant-workstation. 6 ����� ”
���,�� 

-
$ ���
�

”
$ ��C�)��('�D
�,�9)4 ���0<�*&��� ��(-9�(" $ "
j
�
;51V�� �&���� $ ���
�(�*)58�'�D

�� (&*��j
��1=0<�� ��
!
"
"
. k ;º���(2?�,���[�� *0<�(����"
�(-%�,B�� , �
�<8� (�
��"
�
�4D

/usr/ports/misc/instant-workstation/Makefile.
ci'A�@8A��1
�(��0<"��
�� (�A0<"�0,�=0<��]��^0<�()*�4Y%]���B,�Hgd �1�'A $ �
"

8A��&4 ()('A�,�
"
"d">�*8� �'����
"
" $ ���
�(�*)
,
0,��&*�,�
"
��� $ �*�
�H�� ����*&�;5j
�
�

. k �����
��j
�
�*�f"
�(��B�� , )*;X���(2?�,����0,��C<8� (�(-&��('A-����*1 $  (���,�
,
0,���*�()�����0<�()*��YH]�"�1=)* ��������d0,��&*0,�()����
�
�4���98A�^0<�
��� $ �

,
">��0,�� (����)�"��(-9�,B��H�� 98A�
��B�"
�i�� �&��*j
"
�

0<�� ��
!
"
"
!

k �*�9�
��&��('A-����*1d��&*C,���d)40<�,:�B��� �g�"�j
��0,�
"�: $ �
"�'A�(2?�,�
"�1 ,
�%�
���(�*�
;�:dB,��)*���
"
'��*0,-9) b �(��1>B<'A �)�� :

/��"� ���
	�$}��2 ���
	�� /��"� ���
�%�*&� /��"� �
������
Mozilla mozilla www/mozilla

Netscape linux-netscape7 www/linux-netscape7

Opera linux-opera www/linux-opera

Firefox firefox www/firefox
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6.

�5IPW ��J��ÃM � W  � �" � O(N<TVJ �$# � J%RJ5U*J��=G�# '5TVM�IPO

/��"� ���
	�$}��2 ���
	�� /��"� ���
�%�*&� /��"� �
������
KOffice koffice-kde3 editors/koffice-kde3

AbiWord AbiWord2 editors/AbiWord

The GIMP gimp graphics/gimp1

OpenOffice.org openoffice editors/openoffice

Acrobat Reader acroread print/acroread5

gv gv print/gv

Xpdf xpdf graphics/xpdf

GQview gqview graphics/gqview

GnuCash gnucash finance/gnucash

Gnumeric gnumeric math/gnumeric

Abacus abacus deskutils/abacus
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� � � � �
7.

� ��� �����	��
�����

���������������! �"$#
Moses Moore.

�%�&�'�� ����)(*�+�*,-����./"103254�67.
: 8 #���.-����(*�9�;:<�= >��#���(?.>� , @ ��(?"?�A�%��B$#*"1( .

7.1. C�DFE;G<HFIKJML�N�O�LPD
FreeBSD Q1R�S5S?TVUXWZY5[/\>T�]�^/R!_1`/aFR/T7b5R!_1Y1c5TVd�]![>ReU1\!f�_1Y5c5g5h)i;fV[>j$b5R/[>h)ikb1\!U5] , c5]!RlQ5R>fV[>R!_1m5T�]�[-\>nKg1\/do_?\�S?Y5]>d�m
[>h�d�R/b5R>b?\!c5T�d�]![/T�g5g5h�npf�[/j$b5R/n . q)\>bXWZTsrV]!RtS*\>T�]�[-\>nK[/R>fVnuR>W�g1R/d�]>`�fV\>Q5Y1d�ht[-\!]!`tY<[>R-d�Q5U5R/Y5f�[/R�S?Y1]!`tf�[/j-b1R>[>htTv \!wX_1hx[ v R>U1n7\>]!T MPEG Audio Layer 3 (MP3), WAV, Ogg Vorbis, \�]/\!bXWZTy[>Renug1R!WZTVd�]![>TzS?U5j${�Y5i v R/U1n7\!]>R>[ .| R!_5_1TVb5}5YXmF~kR/U5]!R/[ FreeBSD ]>\!bXWZT)d�R!S?T�UXWZY5]eUXm$S%Q1U5YX_1R>W�TVg5Y5w , Q5R>fV[>R!_1m5���FY5ilU5T�S*\!b1]!Y5U5R/[/\!]>`
fV\!Q1Y1d�\>g5g5htTzfV[>j$b5R/[>htT v \!w5_1h , S?R/^/\![>_5m5]!`�fV[>j$b5R/[>htT�r v3v TVb5]!h , j$Q5U?\![!_1m5]!`�Q5R!S?bX_1�ec5T�g1g5h�nuY MIDI
j$d�]!U5R/w1d�]![-\>nuY .

qy\>bXWZT FreeBSD nuR>W�TV]�Q5R!S5S?TVUXWZY5[/\>]!`�[/R/d�Q1U5R>Y5fV[>T�S?T�g5Y1T�[>Y$S*T�R v \>wX_1R/[tY DVD.
| R>_1Y5c5T�d�]![/R�Q5U5YX_?R!WZT�g5Y1w ,

Q5R>fV[>R!_1m5���FY5ilb5R!S?Y5U5R/[/\>]!` , Q5U5TVR>^/U1\!fVR>[>ht[-\!]!`)Y<[>R/d�Q5U5R/Y5f�[/R�S?Y5]>`tU1\!f�_1Y5c5g5htT v R>U1n7\>]!hx[>Y$S*T�R , d�j$�FTVd�]![>TVg5g5R
nuT�g5`/aFTzb1R!_1Y5c1TVd�]>[/\�Q1U5YX_1R>W�TVg5Y5w;S1_5mFU1\>^>R/]!h�d�Ref�[>j$b5R-n . �3\!Q1U5Y1nuT�U , g1\�[/U5TVn+mFg?\!Q5Y1dV\!g5Y5m;r�]!R/{�R
S?R>b5jXnuTVg5]>\�[ | R!_1_1T�b5}1Y5YF~kR>U1]!R>[ FreeBSD g5T)d�j$�<TVd�]>[>R>[-\�_1R)iXR/U5R>a<T�{�R�Q5U5YX_1R>WZT�g5YXm;S1_5mFQ5U1T�R>^/U1\!fVR>[-\!g5YXm
[>Y$S?TVR , b5R/]!R>U1R>TsnuR/{�_1Re^>h�^/ht]!`�Y?d�Q5R>_1`>fVR>[/\>g5RyS1_5m<Q5U5T�R/^>U1\>f�R/[/\!g1Y5wknuT�W%S?j3U1\!fVg5h�nuY v R/U1n7\!]/\>nuY , b?\!b ,
g1\!Q5U1Y1nuT�U , audio/sox. �sQ1U5R>c5T�n , d�Y5]>j$\>}5YXmF[er�]!R/wFR/^!_?\/d�]!YFnuTVgXm5T�]/domF^/h�d�]!U5R .� ]>\�{�_?\![-\�R>Q1Y1d�ht[-\!T�]tg1T�R>^>iXR�S?Y1nuhtTsa<\>{�YkS1_1mFg1\>d�]!U5R/w5b5YF[-\!a<T�w3f�[/j$b5R>[/R>w3b1\>U5]!h . �3\/d�]!U5R/w5b1\tY<jXd�]>\>g5R>[/b1\
X11 ( �'_ . 5) j-W�TsR!iX[/\>]!ht[/\>T�]t[/R>Q5U5R-d�h , d�[>m5fV\>g5g5htTsds\!Q5Q?\!U1\>]!g5h�nuYFjXd�]>\!g5R/[>b1\/nuY;[/\>aFTVw3[>Y$S?TVR>b1\>U5]!h , iXR/]�m
nuR>{�j$]e^>ht]!`e[>R>f�nuR!WZg5R-d�]!YkS*R>Q5R>_1g5Y5]!T�_1`>g1R>w;g1\/d�]!U1R>w5b5Y3S1_5mFj-_1j$c5a<T�g5YXm<[>R/d�Q5U5R/Y5f�[/ToS?TVg5YXm .

~kR/do_?T�Q5U5R/c5]!T�g1YXm<rV]!R>w;{�_?\![/hx[>hx^/j>S*T�]!Tyf�g1\>]!` :
•
| \>b;g1\>d�]!U5R/Y5]!`ed�Y1d�]>TVnuj3]>\>b , c5]>R>^>hxfV[>j$b5R/[/\�m3b1\>U5]>\�^>h)_?\�R/Q5R>fVg1\!g?\ .

• ��TV]!R�S*h�Q5U5R/[>T�U1b5Y;U1\>^>R>]>hxf�[>j$b5R/[>R/wlb?\!U5]!h�Q5U5YFQ1R/nuR>�<Y;]!T�d�]!R/[>h)i;Q5U5Y5_1R!WZT�g1Y5w .

•
| \>b;Y1d�Q1U1\![/Y5]!`�Q1U5R>^>_1TVnuh , [/R>fVg5Y5b1\>���FY1T�Q5U5Y%U1\!^/R>]!Tsd�R�fV[>j$b5R/[>h�nuY;b1\>U5]>\>nuY .

•
| \>b;Q5U5R-do_1j$a<\>]!`�Y%d�R>f�S*\!]>` MP3 Y;S?U5j${�Y5T v R>U?n7\!]!h .

•
| \>b X d�TVU5[>TVUFQ5R!S5S?T�U5W�Y1[/\!TV]�[>YXS?T�R .

• �kTVb5R>]!R/U5htTzQ1U5R>Y5{VU5ht[/\>]!T�_?Y;YFb5R!S?Y5U5R/[>�<Y5b5Y3[>YXS?T�R , b5R>]>R>U5htTsQ5R>b1\>f�ht[/\>��]tiXR/U5R>a<Y5TzU5TVf�j-_1`/]>\!]!h .

•
| \>b;[>R-d�Q5U5R/Y5f�[/TVd�]!Y DVD, .mpg Y .avi v \!wX_?h .

•
| \>bFd�b5R/Q5Y5U5R/[/\>]!`�Y5g v R/U1n7\!}1Y5��d CD Y DVD [ v \!wX_?h .

•
| \>b;g1\>d�]!U5R/Y5]!`eq)�x]>��g5TVU .

•
| \>b;g1\>d�]!U5R/Y5]!`ed�b1\!g1T�U .

~kU5T�W%S?T , c5TVn�g1\!c1\>]!`�c1Y5]>\!]>`erV]!j3{�_?\>[>jk[>h�S*R!_5WZg5h :

• ��g?\!]!`eb1\!b;b1R>g v Y5{Vj$U5Y5U5R/[/\!]>`�YFjXd�]/\!g1\>[!_1Y5[-\!]!`�g5R>[/R>T7m$S?U1R ( �'_ . 8).

�����-�'�������
: �B�/���?�=�o���V�7�������>���>���������o�o�B�� CD ���������/�7�- /�e�2�>�*���o�1� mount(8) ���!�s�)�����!�5��� , ������¡/ /������¡

������¡/�o¢/� , �o���z�*���!��>�5��� , �B��£)¢¤�������!�¥¢2�¥�����y¦�§�¨�©!ª�«*¬�X®>§ . ¯?�������;������¢*
	���!�?¢V°A�9�V��¢V±��V��
	�����¢u²C�/���?���=� , �2���!�>����¢
�V�2
7�!³����8�V�C�V¡/�A³����/´t²y�!´�
��/�*�/´/�����¥��¢V�µ� ISO.
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7.2.
� E��tGFDFLKJKH�E O��
	�H�L���LKJ HeEZD;G�

���������������! �"$#
Moses Moore. � �>���%"��*"$#��o#X2 FreeBSD 5.X Marc Fonvieille.

7.2.1. �����������
�������� !���#"%$�&
~kT�U5T�S<]!TVn b1\!bFg1\!c1\>]!` , R>Q5U5T�S?T�_?Y5]!T)nuR�S?T�_1`�[-\!aFTVw;b1\>U5]!h , Q5U5R/}5TVdVd�R/U , b5R/]!R>U5htwFR>g1\�Y1d�Q5R>_1`>fVj$T�] , Y
Y5g5]!TVU v T�w1dsb1\>U5]!h : PCI YX_1Y ISA. FreeBSD Q5R!S5S?T�U5W�Y1[/\!TV]�nug5R>W�T�d�]![/R�U1\>f�g5h)i PCI Y ISA b?\!U5] . 's[>T�U1`>]!T�d�`ed�R
d�Q5Y1d�b5R/nKQ1R�S5S?TVUXWZY5[/\>TVnuh)i;\!j/S?Y1R�jXd�]!U1R>w1d�]![e[)(kg v R>U?n7\!}5Y5YFR>^�R/^>R>U1j>S*R>[/\>g5Y5Y
(http://www.FreeBSD.org/releases/5.3R/hardware.html), c5]!R/^>h�Q1U5R>[/T�U5Y5]>` , Q5R!S5S?T�U5W�Y1[/\!TV]>domF_1YF[-\!a<\�b1\!U5]/\ .� ]!R>]�S?R>b5jXnuTVg5]�]>\>bXWZTyd�R�S?TVUXWZY5]�Y1g v R>U1n7\>}5Y5� R�]!R-n , b1\>b5R>w3S?U1\!w1[>T�UFQ5R�S5S?TVUXWZY5[/\>T�]�[-\!a<jeb1\>U5]!j .
* _5m;]!R>{VR , c1]!R>^/hxY1d�Q5R>_1`>fVR>[-\!]!`�fV[>j$b5R/[>j$��b1\>U5]!j , [>h S*R!_5WZg5htw;f�\!{VU5j$f�Y5]!`ld�R/R>]![/T�]>d�]![>j$���<Y5wkS?U?\!w5[/T�U
j$d�]!U5R/w1d�]![-\ . � ]>R>{�RlnuR!WZg5R�S?R/d�]!Y5{�g1j-]>`�S?[/jXn+m;Q5j$]�m1nuY . ~kU1R/d�]>T�w5a<Y5wFd�Q1R/d�R/^ – rV]!RlQ5U5R/d�]!R�f�\!{VU5j$f�Y5]!`
d�R>R/]![>TV]>d�]>[>j$���<Y5w;[/\>aFTVw3b1\!U5]>TynuR!S?j-_1`�m$S?U?\�Y1d�Q5R!_?`>f�j-m kldload(8), c5]!RknuR!WZg5Rld�S?T�_?\!]>`�YX_1Y<Y5fyb5R/n7\>g$S?g5R/w
d�]!U5R/b5Y :

# kldload snd_emu10k1

YX_1Y3S*R>^/\>[!_1TVg5Y5T�nPd�R>R/]![>TV]>d�]![/j$���FTVwFd�]>U5R>b5Y<b v \>wX_1j /boot/loader.conf:

snd_emu10k1_load="YES"

� ]!YFQ5U1Y1nuT�U5h�Q5U5Y5[/ToS?TVg5h S1_5m<f�[>j$b5R/[>R/w3b1\!U5]>h Creative SoundBlaster® Live!.
* U1j-{VY5TzY?nuT����<Y5TVd�m<nuR�S*j/_?Y

S?U1\!w1[>T�U1R>[�fV[>j$b5R>[/h)ilb?\!U5]!h�Q5U5Y5[/ToS?TVg5hx[ /boot/defaults/loader.conf +zd�_1YF[/hxg5Tsj$[/T�U5TVg5h , b1\>b5R>w
S?U1\!w1[>T�UFY1d�Q5R>_1`>fVR>[-\!]!` , Q1R>Q5U5R/^>j$w5]!TsfV\>{�U5j$f�Y1]!` snd_driver:

# kldload snd_driver

� ]!RenuTV]>\ - S?U1\>w5[>TVU , fV\>{�U5j-W \!�e�FY5wFd�U1\!fVjk[/d�Tsg1\!Y1^>R!_?T�TzU?\>d�Q1U5R/d�]!U1\!g1T�g5g5htT�S?U1\>w5[>TVU5h�d�U1\>f�j . r�]>ReQ5R/[>hta%\!T�]
d�b5R/U5R/d�]!`�Q5R/Y1d�b?\�Q5U1\>[>YX_?`>g5R/{�RyS?U1\>w5[>TVU1\ . �sR/fVnuR>W�g?\t]>\!b5W�TyfV\>{�U5j$fVb1\�[/d�T�ikf�[/j-b1R>[>h)ieS?U1\>w5[>TVU5R>[�c5T�U5TVf
/boot/loader.conf.

, �!�µ�.-��������
: / FreeBSD 4.X ��
1032��549�o�62V�;������¢8792V� ���2�/���:7y�1���!´!�¥¢V���/�z�¥�!�<¡V�o�-¢¥�0��¢���¡�7�V�7�!�B�32��549�o�62������y�7�V�>�!
	�

snd ���*¢��¥�!� snd_driver.

* U5j${�R>w;d�Q5R/d�R>^efV\!b5_1��c1\>T�]>d�m;[tS?R/^/\>[!_1TVg5Y5YFd�]>\!]!Y1c5TVd�b5R>{VRtS?U1\>w5[>TVU1\t[em$S?U5R . � U?\!foS*T�_1Tyg5YXWZTzS*\!g1\�^>R>_1T�T
Q5R�S?U1R>^>g?\�m3Y5g v R/U1n7\!}5Y5m;R�]!R-n , c5]!Rl[/\/nKg5j-WZg5RldoS?T�_*\!]!`�S1_5m3S?R/^/\![>_1T�g1YXm3Q5R�S5S*T�UXWZb5Y<R>^>R/U5j/S?R>[-\!g5Y5m . ;yR>_1T�T
Q5R�S?U1R>^>g1R�R�b5R/g v Y5{Vj-U?\!}5YXm3m$S*U1\�R/Q5Y1d�\>g1\�[l�'_ . 8.

7.2.1.1. <9=?>5@BA:CED�FG=�>1C:H:>5@?I1JLKMK:CMNOC�PLQ!AL=>SR:CLQTQUJ?A:VWFGCEDYXBI1ZLFG=
~kT�U5[/R>T , c1]!Reg1T�R>^>iXR�S?Y1nuRed�S?T�_?\!]!` , r�]!R�S?R>^-\![/Y5]!`�[em$S?U5ReR>^>�<Y5w;fV[>j$b5R>[/R>wlS?U?\!w5[/T�U sound(4).

* R>^-\![/`>]!T�[v \!wX_Fb1R>g v Y5{Vj$U1\!}5Y1Y3m$S?U1\edo_1T�S?j$���Fj$� d�]!U1R>b5j :

device sound

� FreeBSD 4.X, [/\>nKg1T�R>^>iXR�S?Y1nuR�Y1d�Q5R>_1`>fVR>[-\!]!`�d�_1ToS?j$�e�Fj$� d�]!U5R/b5j :

device pcm
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�'\!]!T�nKg5T�R/^!iXR�S*Y1nuRtS?R/^/\>[>Y5]!`�Q5R�S5S*T�UXWZb5jkY1nuTV���FTVw1dom<f�[>j$b5R/[>R/w3b1\!U5]>h . 'z_1ToS*R>[/\>]!T�_?`>g5R , g1j/WZg5Rlf�g?\!]!`
b1\!b5R/wkS?U1\>w5[>TVU;Q5R!S5S?T�U5W�Y1[/\!TV]�b1\>U5]!j .

* _5m;rV]!R>{VRed�[>T�U1`>]!T�d�`ed�Red�Q1Y1d�b5R-nKQ5R�S1S?T�UXWZY5[-\!T�nuh)ikjXd�]!U5R>w?d�]![lY5f
(kg v R>U1n7\>}5Y5Y;R/^�R>^/R>U5j/S?R/[/\>g5Y5Y (http://www.FreeBSD.org/releases/5.3R/hardware.html). �3\>Q5U5Y1nuTVU , fV[>j$b5R>[-\�m
b1\!U5]/\ Creative SoundBlaster Live! Q5R!S5S?T�U5W�Y1[/\!TV]>domkS*U1\!w5[/T�U5R-n snd_emu10k1(4).

* _1mkS?R>^-\![!_?T�g5YXm
Q5R�S5S*T�UXWZb5Y<r�]!R/wFb1\>U5]!h , Y1d�Q5R!_?`>f�j$w5]>T :
device "snd_emu10k1"

~kU5R>c5]>Y5]!Tsd�]!U1\>g5Y5}5j;d�Q5U1\![/R>c5g1Y5b1\yS?U?\!w5[/T�U1\ , c5]!R>^/hxj$f�g1\>]!` , b1\>b5R>wFd�Y5g5]>\>b1d�Y?dzY1d�Q5R!_?`>f�R/[/\>]!` . (kg v R/U1n7\!}5Y5m ,
R>]!g5R-dom5�%\�m1dom3b%d�Y5g5]/\!b1d�Y1d�j3[/bX_1��c1T�g5YXm<f�[>j$b5R/[>h)i�S?U1\!w1[>T�U1R>[�[ v \!wX_<b5R>g v Y1{�j$U1\!}1Y5Y3m$S?U1\ , nuR!WZT�]e^>ht]!`
]>\!bXWZTyg1\!wXS?T�g1\�[ v \>wX_1T (/usr/src/sys/i386/conf/LINT S1_5m FreeBSD 4.X).

�kT -PnP ISA b1\>U5]!h�nuR/{�j$]�Q5R/]!U5TV^>R>[-\!]!`�[>bX_1�ec5T�g1YXm;[�m$S*U5R�Y5g v R>U1n7\>}5Y5Y;Rlg1\>d�]!U5R/w5b1\�i3fV[>j$b5R>[/R>wkb1\>U5]!h
(IRQ, I/O port, Y;] .S .).

� ]/\�Y5g v R/U1n7\!}1YXm3S?R/^/\![>_5m5T�]/dom3U5ToS�\!b5]!Y1U5R>[-\!g5Y5T�n v \!wX_*\ /boot/device.hints. �yR[>U5T�n+m;fV\!{VU5j$f�b5Y<d�Y1d�]!TVnuh loader(8) Q5U1R>c5]!TV]�rV]!R>] v \!wX_FY<g1\>d�]!U5R/w5b5Y;m$S*U5j . �3\!Q5U5Y?nuT�U , d�]>\>U1\�m ISA g5T -PnP
b1\!U5]/\ Creative SoundBlaster 16 Y?d�Q5R>_1`>fVj-TV])S?U1\>w5[>TVU snd_sbc(4) d�Redo_?ToS?j$���<T�w%d�]!U5R/b5R>w , S?R>^-\![!_?T�g5g5R/w3bv \!wX_1jkg1\/d�]!U1R>w5b5Y;m$S?U1\ :
device snd_sbc

Y<d�Rldo_1T�S?j$���<T�w;Y5g v R>U1n7\>}5Y5T�w<[ /boot/device.hints:

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irq="5"
hint.sbc.0.drq="1"
hint.sbc.0.flags="0x15"

��S�\!g5g5R-n�do_?j-c?\!T , b1\!U5]/\�Y1d�Q5R!_1`/f�j$T�]�Q5R>U5]e[>[/R�S*\ - [>ht[/R�S*\ 0x220 Y IRQ 5.

'sY5g5]>\>b1d�Y1d , Y1d�Q5R!_1`/f�j$TVnuhtwF[ v \>wX_1T /boot/device.hints, R>Q5Y1dV\!g;[ld�Q5U?\![>R/c5g5R/wFd�]!U1\>g5Y5}5TzS?U1\>w5[>TVU1\ . �
FreeBSD 4.X rV]!Y%g1\>d�]!U5R>w1b5Y;fV\>Q5Y1d�ht[/\!�e]>dom;g1T�Q5R-d�U5T�S*d�]![/T�g5g1R�[ v \>wX_Fb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ . �xdo_1j$c1\>T ISA
b1\!U5]>h�Y1d�Q1R!_1`/f�j$T�]>d�m;]>\!b?\�mFd�]>U5R>b1\ :
device sbc0 at isa? port 0x220 irq 5 drq 1 flags 0x15

� d�]/\!g5R/[>b5Y , Q5U5Y5[/ToS?TVg5g5htTz[/htaFT , Y1d�Q5R>_1`>fVj$��]>d�m;Q5RejXnuR>_1c1\!g1Y5� . � g1T�b5R/]!R>U5h)i;d�_1j$c1\�mXi3[/\/n�nuR!WZT�]
Q5R>]!U1T�^>R/[/\>]!`/d�mlY5f�nuT�g5Y1]!` IRQ YX_1YFS?U5j${VY5Tzg1\/d�]!U1R>w5b5Y<[ed�R>R>]>[>T�]/d�]![/Y5YFdsg1\>d�]!U5R>w1b1\>nuY;b?\!U5]!h . �'\�^/R!_1TVT
Q5R�S?U1R>^>g1R>w3Y5g v R/U1n7\!}1Y5T�w;R/^>U1\>]!Y5]!T�d�`eb<d�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ snd_sbc(4).

, �!�µ�.-��������
: / FreeBSD 4.X ��¢V�2�V�!�/���*¢ �����¥��¢V�µ� ���l���¥�=����¢������/´e�s�?����¢V������V�¥��° �!
/����� 2V� ���2�>���>´l�o�����!�/´��7�G4 ������V�=��¢¥¡;�>������� �*
/¢¤�>��°z 7¢V´/�¥�=���/���e�u²)�!´�
/¢/����¥�=���/´!�;�!0��1��� :

options PNPBIOS

7.2.2. � " ���% �U�������9 �"����
	!�������
� ��� ���!&
~kR/do_?T�Q5T�U1T�fV\>{�U5j$fVb5Y<nuR!S?Y v Y5}5Y1U5R>[-\!g5g5R/{�R)m$S?U?\ , YX_?YFQ5R-do_1TyfV\>{�U5j$f�b1Y;g5T�R/^!iXR�S?Y?nuR>{�R�nuR!S?j-_5m , fV[>j$b5R>[-\�m
b1\!U5]/\)S?R>_5WZg1\�Q1R!m5[>Y1]!`/d�mk[l^>j v TVU5Tzd�Y?d�]!T�nug5h)iFd�R/R>^>�<T�g5Y1w (dmesg(8)) Q5U5Y?nuT�U5g5Rl]>\>b :
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pcm0: <Intel ICH3 (82801CA)> port 0xdc80-0xdcbf,0xd800-0xd8ff irq 5 at device 31.5 on pci0
pcm0: [GIANT-LOCKED]
pcm0: <Cirrus Logic CS4205 AC97 Codec>

's]>\!]!jXdsf�[/j-b1R>[>R/wkb1\!U5]>h�nuR!WZT�]e^>ht]eQ5U5R>[/T�U5TVg;c5TVU5T�f v \!wX_ /dev/sndstat:

# cat /dev/sndstat
FreeBSD Audio Driver (newpcm)
Installed devices:
pcm0: <Intel ICH3 (82801CA)> at io 0xd800, 0xdc80 irq 5 bufsz 16384
kld snd_ich (1p/2r/0v channels duplex default)

�sht[/R�SFrV]!R>w<b5R/n7\>g$S?h�S1_5m<[/\!a<T�wFd�Y1d�]>TVnuh�nuR>W�TV]eR/]�_1Y5c?\!]!`-dom . +zd�_1YFjXd�]>U5R>w1d�]![/\ pcm g5TyQ5R!m5[/YX_1Y1d�` ,
[>T�U1g5Y5]!T�d�`�g?\!fV\�S<YFQ1U5R>[/T�U5`/]!Tz[/htQ5R!_1g1T�g5g5htT�S?T�w?d�]![/YXm . ~kU5R/[>T�U1`>]!T v \>wX_Fg1\/d�]!U1R>w5b5Y;m$S?U1\eT��FTsU1\!fsY
j-^/ToS?Y1]!TVd�` , c5]!Rl[>ht^/U1\!g1R�Q5R�S?i$R!S1m5�FTVTzjXd�]>U5R>w1d�]![>R . �3\>d�]!R�[/d�]!U5TVc1\!�e�FY5T�domFQ5U1R>^!_?TVnuhxQ5U5Y1[>ToS*T�g5hx[� \!f�S . 7.2.2.1.

+zdo_1Y<[/d��zQ5U5R/w$S?TV]�j/S*\!c1g5R , fV[>j$b5R/[/\�mkb1\>U5]>\efV\!U?\!^>R/]>\!TV] . +zdo_?Y CD-ROM YX_1Y DVD-ROM Q5U1Y5[>R!S%Q5U1\>[>YX_?`>g5R
Q5R�S?b5_1��c��VgFb<f�[>j$b5R/[>R/wlb?\!U5]!T , [/h�nuR!WZT�]!Ty[/d�]>\![/Y5]!` CD [�Q5U5Y1[>R�S�Y;[>R-d�Q5U1R>Y5fV[>TVd�]!Y;TV{�R�Q1U5YFQ5R-nuR>�<Y
cdcontrol(1).

% cdcontrol -f /dev/acd0 play 1

� \!f�_1Y5c5g5htTyQ5U5Y5_1R!WZT�g1YXm , g1\>Q5U5Y1nuTVU audio/workman nuR!WZT�]eQ5U5ToS*R/d�]/\![>Y1]!`�^/R!_1TVT7S?U5j-WZTVd�]![>TVg5g5htwQ5R!_1`/f�R/[/\!]>T�_1��Y1g5]!T�U v T�w1d . �yh�nuR!WZT�]>Ts]>\>bXWZTsjXd�]>\!g5R/[>Y5]>`�Q5U5Y5_1R!WZT�g1YXm3S1_5mFQ1U5R/d�_1j$aFY5[-\!g5YXm3fV[>j$b5R>[/h)iv \!wX_1R/[ MP3, b?\!b;g1\>Q5U5Y1nuTVU audio/mpg123. ;yh�d�]!U1h�n�d�Q5R-d�R/^>R/nP]!T�d�]!Y1U5R>[-\!g5YXm<f�[>j$b5R/[>R/wlb?\!U5]!h�m5[!_5m5TV]>dom
R>]!Q5U?\![>b?\yS*\!g1g5h)i;[ v \>wX_ /dev/dsp, b1\!b<foS?T�d�` :
% cat filename > /dev/dsp

{oS?T filename nuR>WZT�]�^/ht]!`�_?��^>h�n v \!wX_1R-n .
� TVf�j-_1`>]/\!]!R-nK[>htQ5R>_1g5T�g1YXm;r�]!R/wFb5R-n7\!g$S?h�d�]>\>g5T�]eaFjXn ,

b5R>]!R/U5htw;R/f�g1\>c1\!TV] , c5]!Rlf�[/j$b5R>[-\�mkb1\!U5]/\�g1\ed�\/nuR/npS?T�_1TsU?\!^>R/]>\!TV] .
, �!�µ�.-��������

: �B��
	� 2*�/�¥����¢*
10X� FreeBSD 4.X �����=��¢¥¡���¢¥��� 0:��� 2¤�-�����+��¥�=���>´;�¤�=��� 2��¤�����/�*�/´l���!���=� ��¢V��¢¤�e��¢V� , ���!�+¢�¢
���V���
7� 2��>������� . ���*
	�e� ¡V��²y¢V��¢ �����¥��¢V�����M7�������¡- u¢����!´k�o�����������60X����
/����s���!� pcm0, �¥���A��¢*��¡67���B�!�7�3�V�A����
	�������J�V�
root �*
/¢¤�>��°z 7¢�¢ :
# cd /dev
# sh MAKEDEV snd0

���*
	���o�������9�V¡������o�o£)¢����t�o��� pcm1, ��� ���
7������¢u�!�)£y¢J�����7�=¢ , 2����*¢���>� snd0 ��� snd1.

MAKEDEV ��� 2¤�$��¥��49�o�����o�s²)�!´�
��/� ��¥�=���/´��¥�=� , �����!�>����¢u¡��o�/���F���V����
	� 2��/�¥������� 0;���62*
	�>³����A��� 2V� ���2�>�V�A���������
��V£y¢�����0X��� .

� U5R/[>g5Y;{VU5R/nub1R/d�]>YFf�[/j$b1\�nuR>{Vj$]�^>ht]>`�Y5f�nuT�g5TVg5h�b5R-n7\!g$S?R/w mixer(8). ;sR>_1T�TsQ5R�S*U5R>^/g1\�m3Y5g v R/U1n7\!}1YXm
g1\�iXR�S*Y5]>dom;g?\�d�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5R>wFd�Y1d�]>TVnuh mixer(8).

7.2.2.1. �9=?>5@ C IG>5@BALJ��E=
	���MJG> PYREALC:H��#J
���
��� MH�F = �UJ � J?K�:J
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��� MH�F = �UJ � J?K�:J
unsupported subdevice XX ��S?g5RlYX_1YF^/R!_1TVT�jXd�]!U1R>w1d�]![eg1Ts^/h)_1Y;Q5U1\>[>YX_?`>g5R

d�R/foS*\>g5h . ~kR/[>]!R/U5Y5]!TsQ5U5Y5[/ToS?TVg5g5htTz[/htaFTsa<\!{VY .

sb_dspwr(XX) timed out ~kR>U5]e[>[>R!S*\ - [>ht[/R�S*\sj$b1\!f�\!g;g1T�Q5U1\>[>YX_?`>g5R .
bad irq XX IRQ jXd�]>\!g5R/[!_1TVg;g5TVQ5U1\![/YX_1`/g5R . � ^>ToS*Y5]!TVd�` , c5]>R

g1\/d�]!U5R/w5b5Y<[ed�Y?d�]!T�nuTyY<g1\�b?\!U5]!TyR�S*Y5g1\!b1R>[>h .

xxx: gus pcm not attached, out of memory
* _5m<Y1d�Q5R>_1`>fVR>[-\!g5YXmkjXd�]!U1R>w1d�]![/\�g5ToS?R-d�]>\>]!R>c1g5R
Q1\/n+m5]!Y .

xxx: can’t open /dev/dsp! ~kU5R>[/T�U5`/]!TsdzQ5R/nuR/�F`>� fstat | grep dsp, g5T
fV\>gXm5]!Re_1YFjXd�]!U5R>w?d�]![/RtS?U5j${VY1n�Q5U5Y5_1R!WZT�g1Y5TVn .
'sR>f�S*\!]>`�Q5U5R/^!_1T�nuh�nuR>{Vj-] esound YFQ5R!S5S?T�U5W�b?\
f�[/j$b1\�[ KDE.

7.2.3. � ���U����� ���������  �" �T"T������������ ��  !���#�
	��9 ������ ���
	!������������������! �"$#
Munish Chopra.

* R/d�]/\!]!R/c5g5R�c1\/d�]!Re[/d�]!U5T�c?\!T�]/domFg5TVR>^>i$R!S?Y1nuR-d�]!`�Y?nuT�]!`lg5TVd�b5R!_?`>b5ReY1d�]!R/c5g5Y5b1R>[�fV[>j$b1\ , b1R>]!R/U5htT7S?R>_5WZg5h
[>R/d�Q5U5R/Y5f�[/R�S?Y5]>`tR�S?g5R/[>U5T�nuT�g5g1R , g1\>Q5U5Y1nuTVUFb5R/{oS*\ esound Y5_1Y artsd g1TzQ5R!S5S?T�U5W�Y1[/\!�e]ed�R>[/nuT�d�]!g1R>T
Y1d�Q5R>_1`>fVR>[-\!g5Y5T7fV[>j$b5R/[>R>{VRtjXd�]!U5R/w1d�]>[/\�dsg5TVb5R>]!R/U5h�n�Q5U1YX_1R!WZTVg5Y5TVn .

FreeBSD Q1R>f�[/R!_5m5TV]yS?T�_*\!]!`lr�]!ReQ5U5Y<Q5R/nuR/�FY  �"����<,-��#��>(?6��34! �,/.>�� �6��Z./��(*��#*�� , b1R>]!R/U5htTsnuR/{�j$]�^/h)]>`
g1\>d�]!U5R>TVg5h�dsQ5R/nuR/�F`>� sysctl(8). �yY5U5]!jX\�_?`>g5htTsb1\!g1\!_1hxQ5R/f�[>R>_5m5��]�[/\>n�nuj-_1`/]!Y5QX_?T�b1d�Y5U5R>[-\!]!`eb1\!g?\�_1h
[>R/d�Q5U5R/Y5f�[/ToS?TVg5YXm3f�[/j-b1R>[>R/wkb1\!U5]>h , d�nuTVaFY5[-\�m;fV[>j$b;[�m$S*U5T .
* _5m;jXd�]>\>g5R>[/b5Y;b5R>_1Y5c5T�d�]![-\�[>Y1U5]!jX\�_1`/g5h)i3b1\!g?\�_1R/[�[>h�nuR>W�TV]!TyY1d�Q5R>_1`>fVR>[-\!]!`yS?[/TsQ1T�U5T�nuT�g5g5htT sysctl,
b5R>]!R/U5htT , TVdo_?YF[>hxQ1R!_1`/f�R>[-\!]!T�_1` root, nuR>{Vj$]�^>ht]>`�jXd�]>\>g5R>[>_1T�g1hx]>\!b5Y?n�R>^/U1\!fVR/n :

# sysctl hw.snd.pcm0.vchans=4
# sysctl hw.snd.maxautovchans=4

� rV]!R/n�Q5U5Y1nuTVU5T)[>hyS?T�_5m5��]>d�m;c5T�]>htU5T)[>Y5U5]>j$\!_1`>g1h)ilb1\>g1\�_*\ , c5TV{�R�[/Q5R!_?g5T7S?R-d�]>\>]!R>c1g5RtS1_1mFQ5R>[-d�T�S?g5T�[/g5R>{VR
Y1d�Q5R>_1`>fVR>[-\!g5YXm . hw.snd.pcm0.vchans rV]!R�b1R!_1Y5c1TVd�]>[>R�[/Y5U5]!jX\!_1`>g5h)i3b1\>g1\�_?R>[�jXd�]>U5R>w1d�]![/\ pcm0, R/g5R
nuR!WZT�]e^>ht]!`ej$d�]>\!g1R>[!_?T�g5R�d�U1\!fVjlW�T , b1\>b;]!R>_1`>b5RejXd�]!U5R/w1d�]>[>R�^/h)_1R�Q5R!S?bX_1�ec5T�g1R . hw.snd.maxautovchans
r�]!Reb5R!_1Y1c5TVd�]![>Re[>Y5U5]>j$\!_1`>g1h)ikb?\!g1\!_1R>[ , b5R>]!R/U5htTz[/hyS?T�_1m5��]>d�mFg5R>[/R/nuj3\!j/S?Y5RejXd�]!U5R/w1d�]>[>j , b5R/{oS*\�R>g5R
Q5R�S?b5_1��c1\>T�]>d�mFQ5U5Y<Q5R/nuR/�FY kldload(8). q)\!b%b1\>bFnuR�S?j-_1` pcm nuR>WZT�]l^>ht]!`efV\!{VU5j-WZT�g;g5TVfV\>[>Y1d�Y1nuR�R>]
\!Q5Q1\>U1\!]>g5h)ilS?U1\!w1[>T�U1R>[ , hw.snd.maxautovchans nuR>WZT�]�j$b1\>f�ht[-\!]!`�b1R!_1Y5c1TVd�]>[>R�[/Y5U5]!jX\!_1`>g5h)i3b1\>g1\�_?R>[
S1_5m;_1�e^>h)i3jXd�]!U1R>w1d�]![ , b1R>]!R/U5htTs^/j/S?j$]�Q5R�S*bX_1��c1T�g5h�Q1R>f�WZT .
+zdo_1Y<[>hxg5TyY1d�Q5R!_1`/f�j$T�]>T devfs(5), g5T�R/^!iXR�S?Y?nuR�^>j/S?TV]�j$b1\!f�\!]!`�Q5U5YX_1R>WZT�g5YXm1n /dev/dsp0.x, {�S?T x r�]!Rec5Y1do_?R
R>] 0 S?R 3, TVd�_1Y hw.snd.pcm0.vchans j$d�]>\!g1R>[!_?T�g5R�[ef�g1\>c5T�g1Y5T 4.

* _5m<d�Y?d�]!T�nuh , Y1d�Q5R!_1`/f�j$���<T�w devfs(5),
[>htaFTVj$b1\!f�\!g5g5htTzg1\>d�]!U5R>w1b5Y;^>j/S?j$]ld�S?T�_?\!g5h�\>[>]!R-n7\!]!Y1c5TVd�b5Y;Q5U5R/f�U1\>c5g5R�S1_5mFQ5R>_1`>fVR>[-\!]!T�_5m .

7.2.4.  ���#���T� ����� � �U��	�" �9 ����T� 	!$Y����	����9 ������
� �����U���
��� mixer���������������! �"$#
Josef El-Rayes.

��g1\!c1T�g5YXm3Q5RejXnuR!_1c1\>g5Y5��S1_5m;U1\>f�_1Y5c1g5h)i3b1\!g1\!_1R>[ mixer WZTVd�]>b5R�Q5U1R>Q5Y1dV\!g5hx[eY1doiXR!S?g5h)ik]!T�b1d�]>\�ilS?U?\!w5[/T�U1\
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pcm(4). 'sj$�<TVd�]>[>j$T�]�nug1R!WZTVd�]![>RlU1\!f�_1Y5c5g1h)ikQ1U5YX_1R>W�TVg5Y5w<Y3S*\>TVnuR>g1R>[ , b5R/]!R>U1htTzQ5R/f�[>R>_5m5��]�j$d�]>\!g?\![!_?Y5[/\>]!`
f�g1\>c5T�g5Y5mkS1_5m mixer, b5R/]!R>U5htTsR>g5Y<fV\>Q5R/nuY5g?\!��]�YF[>h�d�]>\![>_5m5��]�b1\�W%S?htw<U1\!fsQ5U5YFf�\!Q5jXd�b5T , g1RerV]!R�g5T)d�R/[/d�TVn
Q5U1\![/YX_1`/g5R>T�U1T�aFTVg5Y5T , g1\>n�g5j-W�g1h�f�g1\>c5T�g1YXm;Q5Rlj$nuR>_1c1\>g5Y5��g?\�j$U5R/[>g5TuS?U?\!w5[/T�U1\ . �eg5YFnuR/{�j$]�^/ht]!`
j$d�]>\!g1R>[!_?T�g5h Q5j$]!T�n�j$b1\!f�\!g5Y5m;[ /boot/device.hints. �3\>Q5U5Y1nuTVU :

hint.pcm.0.vol="100"

� d�]/\!g5R/[>Y5]�fVg1\!c1T�g5Y5TzS1_5m<b1\!g1\!_?\ volume [lf�g?\!c5TVg5Y5TzQ1R�jXnuR!_1c?\!g5Y5� 100, b1\!b<]!R!_?`>b5Re^>j/S?T�]�fV\!{VU5j-WZT�g
nuR�S?j-_1` pcm(4).

, �!�µ�.-��������
: ����
	���2� FreeBSD 5.3 �y¡���
/¢�¢I�V�¥¢¤£.��¢y��¢'
7�.2V�p���V�>�-¢V�o£��!�¥�!°A���¥�����*� 2V�7�V£.�����¤��� .

7.3.
�
�
	�H MP3

���������������! �"$#
Chern Lee.

MP3 (MPEG Layer 3 Audio) S*R/d�]>Y5{V\>T�]�b1\>c5TVd�]![/\�f�[/j-b?\ , ^!_1Y1f�b5R/{�R�b CD, YFg5TV]eQ1U5Y5c5Y5g<g5Ty[>R/d�Q5R!_?`>f�R/[/\>]!`/d�m
Y1n�g1\�[/\!a<T�w;U?\!^>R/c5T�w;d�]>\!g1}5Y5Y .

7.3.1. � ���
 ��L� & �����#" �  MP3

�3\)S*\>g5g5htwFnuR-nuT�g5]lg1\!Y1^>R!_?T�T�Q5R/Q5j-_5m5U5g5h�n MP3- Q1U5R>Y5{VU5ht[/\>]!T�_?TVn S1_5m XFree86 m5[!_1m5T�]>d�m XMMS (X
Multimedia System). 'sb5Y1g5h�Q5U5Y5_1R!WZT�g1YXm WinAMP nuR>{�j$]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5h S1_5m XMMS ]>\>bFb1\>b
{�U1\ v Y5c5TVd�b5Y5w;Y1g5]!T�U v T�w1dsQ5R!_?`>f�R/[/\>]!T�_5m3Q5U?\!b5]!Y1c5TVd�b5YFY$S*T�g5]!Y1c5T�g%Y5g5]!TVU v T�w?d�jkQ5U5R/{�U1\/n7nuh WinAMP R>]
Nullsoft. XMMS Q5R�S1S?T�UXWZY5[-\!TV]�]>\!b5W�T)d�R/^/d�]![>TVg5g5htTzU?\>d�a<Y5U5TVg5YXm .

XMMS nuR!WZTV]e^/ht]!`�jXd�]/\!g5R/[!_1TVg3Y5fsQ1R>U5]>\eYX_1Y<Q1\!b1T�]>\ multimedia/xmms.

(kg5]!T�U v T�w1d XMMS Y5g1]!j$Y5]!Y5[/g5ReQ1R>gXm5]!TVgFY<[>bX_1�ec1\!TV]�[kd�T�^>mFd�Q5Y?d�R>bFQ5TVd�T�g , {VU1\ v Y1c5TVd�b5Y5wFrVb5[/\!_?\!w1f�T�U3Y
nug5R>{VR>T7S*U5j${�R>T . qyT , b1]!RefVg1\!b1R/n�d WinAMP g1\!w$S*j-] XMMS R>c5TVg5`�Q5U1R/d�]>h�n�[�Y1d�Q5R!_?`>f�R/[/\>g5Y5Y .

~kR>U5] audio/mpg123 m5[!_1m5T�]>d�mF\�_1`/]!T�U5g?\!]!Y5[/R>w , rV]!R MP3- Q1U5R>Y5{VU5ht[/\>]!T�_?`yS1_5mFb5R-n7\!g$S*g5R>wFd�]!U5R/b5Y .

mpg123 nuR!WZT�]e^>ht]!`efV\!Q1j-�<T�gFdsj$b1\!f�\!g5Y1TVnKf�[/j$b5R>[/R>{�RtjXd�]!U5R>w?d�]![-\�Y v \>wX_?\ MP3 [eb5R-n7\!g$S*g5R>wFd�]!U5R/b5Tsb?\!b
Q5R>b1\>fV\>g5R�g5YXWZT :
# mpg123 -a /dev/dsp1.0 Foobar-GreatestHits.mp3
High Performance MPEG 1.0/2.0/2.5 Audio Player for Layer 1, 2 and 3.
Version 0.59r (1999/Jun/15). Written and copyrights by Michael Hipp.
Uses code from various people. See ’README’ for more!
THIS SOFTWARE COMES WITH ABSOLUTELY NO WARRANTY! USE AT YOUR OWN RISK!

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer III, 128 kbit/s, 44100 Hz joint-stereo

/dev/dsp1.0 S?R>_5WZg5R�^/ht]!`�f�\>nuTVg5T�g5Rld�R/R>]![/T�]>d�]![>j$���<Y1nKjXd�]!U1R>w1d�]![>R-n dsp S1_5m<[/\!a<T�wFd�Y1d�]>TVnuh .
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7.3.2. � ���  ���������  �" � 	 � �� � �
�U��� "!� � CD

~kT�U5T�S<]!TVn b1\!bFQ5U5T�R/^>U1\>f�R/[>ht[/\>]!` CD YX_1YFS?R>U1R!WZb5j CD [ MP3, \!j/S?Y5R�S*\!g1g5htTzg1\ CD S?R>_5WZg5hx^>ht]!`
d�b5R/Q5Y5U5R/[/\!g1h g1\�W��Vd�]>b5Y5w3S*Y1d�b .

� ]!RlnuR>WZg5RedoS?T�_?\>]!`�Q5j$] ��n�b5R/Q5Y5U5R/[/\!g5Y5meS�\!g5g5h)i CDDA (CD Digital Audio)
[ v \!w5_ WAV.
� ]!YX_?Y5]>\ cdda2wav, b5R>]!R/U1\�m3m5[>_5m5T�]/dom;c1\/d�]!`/��Q1\>b5T�]/\ sysutils/cdrtools, nuR!WZT�]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g1\
S1_5mFb5R/Q5Y5U5R/[/\>g5YXm;\!j/S?Y5ReY5g v R/U1n7\!}5Y1YFd CD, \�]>\>bXWZTsU1\>f�_1Y1c5g5R>w<d�[!m5f�\!g5g1R>w;Y5g v R>U1n7\>}5Y5Y .| R>{oS�\�nuj$f�htb1\!_1`>g5htw CD g1\�iXR�S*Y5]>dom<[�Q5U5Y1[>R�S*T , d�_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�nuR>W�TV]�^/ht]!`�[/htQ5R!_1g1T�g1\�Q5R�S root
S1_5mF]!R/{�R , c5]!R/^>h�d�b1R>Q5Y5U1R>[/\>]!`�[/TVd�` CD [�R/]=S?T�_?`>g5htT ( R!S?Y5g;g1\eb1\!W<S*j-��S?R/U5R!WZb5j ) WAV

v \!wX_?h :

# cdda2wav -D 0,1,0 -B

cdda2wav Q5R�S1S?T�UXWZY5[-\!TV] ATAPI (IDE) Q5U5Y1[>R�S*h CDROM.
* _5mFb5R/Q5Y5U5R/[/\>g5YXm;d IDE Q5U5Y1[>R�S�\ , j$b1\�WZY5]>TsY1n+m

j$d�]!U5R/w1d�]![-\�[-nuTVd�]>R�g5R-nuT�U5R/[ SCSI. �3\>Q5U5Y1nuTVU , S1_5m<]!R>{VR , c5]!R/^>h�d�b5R>Q5Y1U5R>[-\!]!` 7- j$� \!j/S?Y5R�S?R>U5R>WZb5j3d
IDE- Q5U5Y5[/R�S*\ :
# cdda2wav -D /dev/acd0a -t 7

~3\!U1\/nuT�]!U -D 0,1,0 j$b1\!fVht[/\>T�]�jXd�]>U5R>w1d�]![>R SCSI 0,1,0, d�R>R>]>[>T�]/d�]![/T�g5g5R�U5T�fVj/_?`>]>\>]!j3U1\!^/R>]!h cdrecord

-scanbus.
* _5m;]!R>{VR , c1]!R>^/hxb5R>Q5Y1U5R>[-\!]!`eR>]=S?T�_1`>g1htT7S?R/U5R!WZb5Y , Y?d�Q5R>_1`>fVj-w1]!TzQ1\>U1\>nuTV]!U -t b1\!b<Q5R>b1\>fV\>g5R�g5YXWZT :
# cdda2wav -D 0,1,0 -t 7

� ]!R>]eQ5U5Y1nuTVUFQ5R/b1\!fVht[/\!TV]�b1\>bFd�b5R/Q5Y5U5R/[/\>]!` 7- �xS?R/U5R!WZb5j3nuj$f�htb?\�_1`/g5R>{VR CD.
* _5mF]>R>{�Rec5]!R/^>h

d�b5R/Q5Y5U5R/[/\!]>`�g1\!^/R>UlS?R/U5R!WZTVb , g1\>Q5U5Y1nuTVU , dsQ5T�U5[/R>w;Q1Red�T�S?`/nuj$� , j$b1\�WZY5]!TzS?Y1\>Q1\!fVR>g :

# cdda2wav -D 0,1,0 -t 1+7

� ]!YX_?Y5]>\ dd(1) ]/\!bXWZT)nuR!WZT�]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g1\sS1_1mFb5R>Q1Y5U5R>[-\!g5Y5mF\!j/S?Y5R�S?R>U5R>WZT�b;g1\�Q5U5Y5[/R�S*\!i ATAPI,
S1_5mF]!R/{�R , c5]!R/^>hxj$f�g1\>]!`�^/R!_1`/aFT�R/^�rV]!R/n , Q1U5R>c5Y1]>\!w5]>T � \!foS . 16.6.5.

7.3.3. �W� � � ���9 �" (encoding) � � ���
��� MP3

�3\�d�TV{�R!S?gXm5aFg1Y5wkS?TVg5`�g1\>YX_1j$c5a<Y1n�[>ht^/R>U5R-nPQ5U5R>{VU1\>n7nuhxS1_5m<d�R>foS�\!g5YXm mp3 m5[!_5m5TV]>dom lame. Lame
g1\�iXR�S*Y5]>dom;[�S?T�U1T�[>TsQ5R>U1]!R>[e[eQ5R!S?b1\>]>\�_1R/{�T audio/lame.

(3d�Q5R>_1`>fVj/m;d�b5R>Q5Y1U5R>[-\!g5g5htT v \!wX_1h WAV do_1T�S?j$���%\�m;b5R-n7\!g$S*\�Q5U5TVR>^>U?\!f�j$TV] audio01.wav [ audio01.mp3:

# lame -h -b 128 \
--tt "Foo Song Title" \
--ta "FooBar Artist" \
--tl "FooBar Album" \
--ty "2001" \
--tc "Ripped and encoded by Foo" \
--tg "Genre" \
audio01.wav audio01.mp3

�3\>d�]>R>]>\ 128 b1YX_1R>^/Y5]tm5[>_5m5T�]>d�m<d�]/\!g$S*\>U5]!R-n "S*T v \!b1]!R " S1_5m MP3. ��g5R/{�Y5T , R�S*g1\!b5R , Y1d�Q1R!_1`/f�j$��]�^/R!_1TVT[>h�d�R/b5Y5T�c?\>d�]>R>]!h S?_5mFQ5R>_1j$c5T�g5Y5m;_1j$c5aFTV{�Reb1\!c5T�d�]![-\ , 160 YX_1Y 192 b5YX_1R/^>Y5]>\ . �kTVnK[/htaFTzc?\>d�]>R>]>\ , ]!TVn
^>R!_?`>aFT7S?Y1d�b1R>[>R/{�R�Q1U5R/d�]!U1\!g?d�]![-\�^>j/S?TV]�fV\>g5Y1n7\>]!`eQ1R!_1j$c1\>TVnuhtw MP3, g5R�b1\>c5TVd�]![>Re^>j/S?TV]�[>hta<T . ~3\!U?\>nuT�]>U
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-h [>bX_1�ec1\!TV]�U5T�WZY1n ” _1j$c5aFTVTsb?\!c5T�d�]![/R , g5RlnuT�g5`/aFT)d�b5R/U5R/d�]!` ”. ~3\!U?\>nuT�]>U5h , g1\!c1Y5g1\!�e�FY5T�domFd --t

j-b?\!f�ht[-\!�e]�]!T�{VY ID3, b5R/]!R>U5htTyR>^/htc5g5R�d�R�S?TVUXW \!]�Y1g v R>U1n7\>}5Y5� R�Q5T�d�g5T , [>b5_1��c1\>TVnuj$��[ v \!wX_ MP3. �
S?R>Q5R>_1g5Y5]>T�_1`/g5h)i3g1\>d�]!U5R>w1b1\�i3Q5U5TVR>^/U1\!fVR>[/\>g5YXm3nuR!WZg5Rej-fVg1\!]>` , Q5U1R>c5Y5]>\>[ed�]!U1\!g1Y5}5j3U5j$b5R/[>R�S�d�]![-\ lame.

7.3.4. � "!��� �W �U�������9 �" MP3
* _5m;]!R>{VR , c1]!R>^/hxfV\!Q1Y1d�\>]!`enuj$f�htb?\�_1`/g5htw CD Y5f v \!wX_?R>[ MP3, R>g5Y;S?R!_5WZg5hx^/ht]!`�Q1U5T�R/^>U1\>f�R>[-\!g5h�[
g5TVd�WZ\>]!htw v R/U1n7\!] WAV.

| \!b XMMS, ]>\>bFY mpg123 Q5R�S5S*T�UXWZY5[-\!��]e[>ht[/R�S MP3 [eU1\>d�Q1\!b5R/[/\>g5g5htw v R>U?n7\!]v \!wX_1R/[ .
�'\!Q5Y?d�`�g1\�S?Y1d�bF[ XMMS:

1. �'\>Q5jXd�]!Y1]!T XMMS:

2. �3\!WZnuY1]!TsQ1U1\![/R>w;b5g1R>Q5b5R/wFnuhtaFY<[�{�_?\![/g5R/nKR/b5g5T XMMS S1_1mF]!R>{VR , c1]!R>^/hxQ5R>b1\>fV\>]!`�nuT�g1� .

3. �yht^>TVU5Y5]!T Preferences ( _?Y5^>R���������	�
���� , TVdo_?YFj3[/\/du_1R/b1\�_1Y1f�R>[-\!g5g?\�m3[>TVU1d�YXm XMMS) [ Options.

4. (kf�nuT�g5Y5]>TsU1\/d�a<Y5U5T�g1Y5Ts[/ht[>R!S*\)g1\ ”Disk Writer Plugin” ( YX_1Y ”
� \/d�a<Y5U5T�g1Y5Tzf�\!Q5Y1d�YFg1\tS?Y1d�b ”, TVd�_1YFjk[-\>d

_?R>b1\!_1Y5f�R/[/\>g5g1\�mk[>TVU1d�Y5m XMMS).

5. �3\!WZnuY1]!T Configure ( YX_1Y ” �3\>d�]>U5R>w5b?\ ”, TVd�_1YFjk[/\/d7_1R/b1\�_?Y5f�R/[/\!g1g1\�mk[>TVU1d�YXm XMMS).

6. �y[>T�S?Y5]!T ( YX_1Y;[/ht^>T�U1Y5]!TyQ5U5YFQ1R/nuR>�<Y;R>^/f�R/U1\ ) b?\!]>\!_1R>{ , [�b5R/]!R>U5htw%do_1T�S?j$T�]ld�R!iXU1\>gXm5]!`�U?\>d�Q?\!b5R/[/\!g1g5htTv \>wX_1h .

7. �'\>{�U5j$fVY5]!T v \>wX_ MP3 [ XMMS b1\>b;[>hxrV]!R�S*T�_?\>T�]!TsR>^>htc1g5R . � d�]>\>g5R>[/Y5]!Ts{�U5R-nub5R/d�]!`�g1\ 100% Y
R/]!bX_1�ec5Y5]!T)rVb5[/\!_?\!w5fVT�U .

8. �3\!WZnuY1]!T����	���������������	�
�� — XMMS ^>j/S?TV]�[/ht{�_5m$S?TV]!`�]/\!b;WZTsb1\!b<YFQ5U5Y<R>^/htc5g5R/nK[/R/d�Q5U5R>Y1f�[>T�S?T�g1Y5Y
MP3, g5Rkd�\>nuR/wFnuj$f�htb5Y%do_1hta<g5R�g1Ts^/j>S*T�] . �3\ed�\>nuR-npS?T�_?T MP3 [>R/d�Q5U5R/Y5f�[/R�S?Y5]/dom3[ v \>wX_ .

9.
� ^>ToS*Y5]!TVd�` , c1]!Re[/hxjXd�]>\>g5R>[/YX_1Y;U1\/d�a<Y5U5T�g1Y5Ts[/ht[>R!S*\)]>\!b1Y1n , b1\>b;R>g1R�^>h)_?RtS?Rer�]!R/{�R , S1_5mF]!R/{�R , c5]!R>^/h
d�g5R>[-\�do_?j-a%\!]!` MP3.

�'\!Q5Y?d�`�[ stdout [ mpg123:

1. �'\>Q5jXd�]!Y1]!T mpg123 -s audio01.mp3 > audio01.pcm

XMMS fV\>Q5Y1d�ht[/\!TV] v \!wX_;[ v R>U1n7\>]!T WAV, [�]!Re[>U5T�n+m;b1\!b mpg123 Q5U5T�R/^>U1\>f�R/[>ht[/\>T�] MP3 [�Q1U5R/d�]!htTs\>j>S*Y5R
S*\!g5g1htT PCM. �e^-\ v R>U1n7\>]>\�nuR/{�j$]�^/ht]!`�Y?d�Q5R>_1`>fVR>[/\>g5h cdrecord S1_5m%d�R>f�S*\!g1YXmFnuj$f�htb1\!_1`>g5h)i CD.

* _5m
Y1d�Q5R>_1`>fVR>[-\!g5YXm burncd(8) [/\/nKQ5R>]!U1T�^>j$�e]>domFQ1U5R/d�]!htTs\>j>S*Y5RtS*\>g5g5htT PCM. +zdo_?YFWZTy[>hx^>j/S?TV]!T
Y1d�Q5R>_1`>fVR>[-\!]!` v \>wX_1hx[ v R/U1n7\!]>T WAV, ]>Ref�\>nuT�]>Y5]!T)g5T�^/R!_1`/aFR/wl�<T�_1c1R>bF[eg1\!c?\�_1Tsb1\�W%S?R/wF\!j/S?Y5R�S?R>U1R!WZb5Y ,
r�]!R/]��FT�_1c5R/b - fV\!{VR!_1R/[>R/b v \>wX_?\t[ v R>U?n7\!]!T WAV. �yhxR>c5TVg5`�Q5U1R/d�]>RenuR!WZTV]!T)Y5f�^-\![>Y1]!`/d�mkR/]�g5TV{�ReQ5j$] �Vn
j>S�\�_1TVg5YXm;fV\>{�R>_1R>[/b1\ WAV Q5U1YFQ5R-nuR>�FYFj-]>YX_1Y5]!h SoX ( R/g1\�nuR!WZTV]�^>ht]>`ejXd�]/\!g5R/[!_1TVg1\tY5fyQ5R>U1]>\ audio/sox
YX_1Y<d�R>R/]![>TV]>d�]![/j$���FTV{�R�Q?\!b5TV]>\ :
% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

~kU5R>c5]>Y5]!T � \!f�S . 16.6 S1_1mF]!R>{VR , c1]!R>^/h�j$f�g1\>]!`�^/R!_1`/aFT�RefV\!Q1Y1d�Y CD [ FreeBSD.
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7.4. � L ��� DFLKI%O �������	� I
� �FI
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���������������! �"$#

Ross Lippert.

�sR-d�Q5U1R>Y5fV[>ToS*T�g5Y5Tz[>Y$S?TVR�m5[>_5m5T�]>d�m;R>c5TVg5`�g1R>[>R/w;YF^/h�d�]!U1R�U1\>f�[>Y1[/\!�e�FTVw1dom3R>^>_?\>d�]!`>��Q5U5Y1nuTVg5T�g5Y5m . ;yj>S*`>]!T]!T�U5Q1T�_1Y5[/h . �kTy[/d �s^>j/S?TV]�U1\!^/R>]>\>]!`�]/\!b;^/TVd�Q1U5R>^>_1TVnug5R , b1\!b<r�]!Rl^>h)_1Red�Rlf�[>j$b5R-n .

~kU5T�W%S?T , c5TVn�[>hxg1\>c5g���]>T , R/Q5U5ToS*T�_1Y5]>TynuR!S?T�_1`e[>Y$S*T�R>b?\!U5]!hxY<c5Y5Q1d�T�] , b5R>]>R>U5htw<R>g1\�Y1d�Q5R>_1`>fVj$T�] . ��R/]�m Xorg
Y XFree86 Q5R!S5S?TVUXWZY5[/\>��]enug1R!WZTVd�]![>ReU1\!f�_1Y5c5g5h)i3[/Y$S?T�R/b1\!U1] , ]!R!_?`>b5ReYXiFn7\�_?\!m;c1\>d�]!`�Q1R>b1\>f�ht[/\>T�]
i$R/U5R>a<j$��d�b5R/U5R/d�]!`�[/R/d�Q5U5R>Y1f�[>T�S?T�g1YXm3[>Y$S?TVR . * _1m;]!R>{VR , c5]!R/^>hxQ5R>_1j$c5Y5]!`kd�Q1Y1d�R/b;U1\>d�aFY5U1T�g5Y5w ,
Q5R�S5S*T�UXWZY5[-\!TVnuh)i X- d�TVU5[>TVU5R/n , b5R/]!R>U5htwFY1d�Q5R>_1`>fVj$T�]>d�m;[/\!a<T�w;[/Y$S?TVR>b1\>U5]!R>w , Y1d�Q5R>_1`>fVj$w5]!Tyb5R/n7\>g$S?j
xdpyinfo(1) [>Re[>U5T�n+mFU1\>^>R>]>h X11.

�kT�QX_1R>iXR�]>\!b5W�TyY1nuTV]!`eg1T�^>R>_1`>a<R>w v \>wX_ MPEG, b5R/]!R>U1htwF^>hxY?d�Q5R>_1`>fVR>[/\!_?domkb1\>bF]!T�d�]!R/[>htw v \>wX_3S1_5m
Q5U5R>[/T�U5b1Y;U1\!f�_1Y5c5g1h)ikQ1U5R>Y5{VU5ht[/\>]!T�_?T�w;Y<g1\>d�]!U5R>TVb . q)\!b%b1\>b;g5T�b1R>]!R/U5htTsQ5U1R>Y5{VU5ht[/\>]!T�_1Y DVD ^>j/S?j$]
Y1d�b1\>]!`�g1R/d�Y1]!T�_1` DVD b1\>b /dev/dvd Q5Rej$nuR>_1c1\>g5Y5� YX_1YF^/ht]!`�W���d�]!b5Rlg1\/d�]!U5R/T�g5hxg?\�g5TV{�R , [>R>f�nuR!WZg5R
^>j/S?T�]�Q5R!_1TVf�g5Rld�S?T�_?\!]>`ed�Y?nu[>R!_?Y5c5TVd�b5Y5T)d�d�h)_1b5YFg?\�Q5U1\>[>YX_?`>g5htTsj$d�]!U5R/w1d�]![-\ :
# ln -sf /dev/acd0c /dev/dvd
# ln -sf /dev/racd0c /dev/rdvd

* _5m FreeBSD 5.X, b5R/]!R>U1\!m;Y1d�Q1R!_1`/f�j$T�] devfs(5) U5T�b5R-nuT�g$S*j-TV]>dom<g5TVnug5R/{�R�S?U5j${�R/w;g1\!^/R>UFdVd�h)_1R/b :

# ln -sf /dev/acd0 /dev/dvd
# ln -sf /dev/acd0 /dev/rdvd

�e^>U1\>]!Y5]!T�[/g5Y1n7\>g5Y5T , Q5U5Y5U5R!S*\ devfs(5) ]>\!b1R>[/\ , c1]!R�]>\>b5Y5T)d�R/foS*\>g5g5htT�[/U5j$c5g5j$��d�d�h)_1b5Y;g1Tsd�R>iXU1\!gXm5�e]>dom;Q1U5Y
Q5T�U5TVfV\>{�U5j$f�b1Tsd�Y?d�]!T�nuh .

* _5mF\>[>]!R-n7\!]!Y5c1TVd�b1R>{�Red�R>f�S*\!g1YXmFd�Y1nu[/R!_1Y5c1TVd�b1YXi;d�d�h)_?R>b;Q5U1Y<b1\!W%S?R>w;f�\!{VU5j$f�b5T
d�Y1d�]!TVnuh S*R>^/\>[>`/]!T�[ /etc/devfs.conf do_1T�S?j$���FY1Tyd�]!U5R>b1Y :

link acd0 dvd
link acd0 rdvd

| U5R/nuTs]!R>{VR , S?TVb5R�S*Y5U5R>[-\!g5Y1T DVD ]!U5TV^>j$T�]�S?R/d�]!j$Q1\�b<d�Q5TV}5Y1\�_?`>g5h�n v j$g5b1}5YXm1n DVD-ROM, Q5R/r�]!R-nuj
S?R!_5WZTVg;^>ht]!`�S?R-d�]!j$Q;g1\efV\>Q5Y1d�`)S1_5mFjXd�]!U5R>w?d�]![ DVD.

�kT�b5R/]!R>U5htTsY5fzR/^/d�j/W%S*\>TVnuh)ikQ5R>U1]!R>[eQ5R!_?\>{V\>��]>d�m;g1\�g?\�_1Y5c1Y5Tsg1T�b5R/]!R>U5h)i3Q1\>U1\>nuTV]!U5R/[�m$S?U1\tS1_5m
Q5U1\![/YX_1`/g5R>w;d�^>R>U1b5Y . ~kTVU5ToS<]>TVn , b1\>b<d�R>^>Y1U1\!]!`�Q5R>U5]>h , S?R/^/\![/`>]!Tzr�]!Y<Q1\!U1\/nuT�]!U1h�[ v \>wX_Fb5R/g v Y5{�j$U1\>}5Y5Y
m$S?U1\ , Q5T�U5T�d�R/^>T�U1Y5]!T�m$S*U5ReYFQ5T�U5TVfV\>{�U5j$f�Y1]!Tyd�Y1d�]>TVnuj :

option CPU_ENABLE_SSE
option USER_LDT

, �!�µ�.-��������
: option USER_LDT � FreeBSD 5.X ��¢I�¤�! u¢2�¥�=� ��¢¥� .

* _5m;]!R>{VR , c1]!R>^/hxj/_?j-c1aFY5]!`lU1\>^>R>]>jlU?\!foS*T�_5m5T�nuR>w;Q1\/n+m5]!Y X11, U5TVb5R/nuTVg$S?j$T�]>d�m;j$[>T�_?Y5c5Y5]!`lf�g?\!c5TVg5YXm
g5T�b5R/]!R>U1h)ikQ1T�U5T�nuT�g5g5h)i sysctl(8):

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768
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7.4.1. � �%��" �)" �
" �9 �" ��� ��$Y��� �T�%��� "!� �� ��)"#�
'sj-�<TVd�]![>j$T�]�g5TVd�b5R!_1`/b5R�[/R>f�nuR!WZg5h)ikQ5j$]!T�w<R>]!R/^>U1\!W�TVg5YXm;[/Y$S?T�ReQ5R�S X11. �k]!ReY1nuT�g1g5Re^/j/S?T�]
S?T�w1d�]![>Y1]!T�_1`/g5R�U?\!^>R/]>\!]>` , [>Rlnug5R>{VR/n�f�\![/Y1d�Y5]�R>]e\>Q5Q1\>U1\!]!g1R>{�R�R>^>T�d�Q5TVc5T�g5Y5m .

| \�W%S?htw;Y5fyR>Q1Y1d�\>g5g5h)i
nuT�]!R!S?R>[e^>j/S?T�]�U1\!^/R>]>\>]!`edzU1\!f�_1Y5c5g5h�n�b1\!c5T�d�]![/R/n�g?\�U1\>f�g5R-n�\!Q5Q1\>U1\!]>g5R/nKR/^>TVd�Q5T�c1T�g5Y5Y . �sR - [/]!R>U1h)i ,
[>R/d�Q5U5R/Y5f�[/ToS?TVg5Y5T�[/Y$S?T�Re[ X11, r�]!Rl]!TVn7\ , b5R/]!R>U1R>w;j/S?T�_5m5T�]>d�m3S?R-d�]>\>]!R>c5g1Renug5R/{�R�[/g5Y1n7\>g5YXm;Q5R-do_1T�S?g5T�T
[>U5T�n+m , Y<dsb1\�W%S?R/w;g5R/[>R>w3[/T�U1d�Y5T�w Xorg YX_?Y XFree86 nuR>{Vj-]eg1\!^>_1�tS�\!]!`-dom3f�g1\>c5Y5]!T�_1`>g1htTsj-_1j$c5a<T�g5YXm .

'sQ5Y1d�R/b;g1\>Y5^>R>_1T�Tsc1\>d�]!R�Y1d�Q5R!_?`>f�j$T�nuh)il[/Y$S?T�R/Y5g5]!TVU v T�w?d�R>[ :
1. X11: R>^>htc1g5htw;[>ht[/R�S X11 dzY1d�Q5R!_?`>f�R/[/\>g5Y5TVnpU1\>foS?T�_5m5TVnuR/wFQ1\/n+m5]!Y .

2. XVideo: U?\>d�a<Y5U5TVg5Y5TzY1g5]!T�U v T�w1dV\ X11, b5R>]!R/U5R>TsQ5R�S1S?T�UXWZY5[-\!TV]�[>Y$S*T�R�[�_1��^/R/n�R/^��µTVb5]!T X11.

3. SDL: the Simple Directmedia Layer.

4. DGA: the Direct Graphics Access — ~kUXm1nuR>w * R/d�]!j$QkS1_5m<�AU1\ v Y1b5Y .

5. SVGAlib: g5Y1f�b5R/j-U1R>[>g1T�[>htwlS*R/d�]>j-Q<bF{VU1\ v Y5b1Tzg1\�b5R>g1d�R!_1Y .

7.4.1.1. XVideo

Xorg Y XFree86 4.X [/bX_1�ec1\!�e]�[ed�T�^>m;U1\>d�aFY5U5TVg5Y5T , g1\!fVht[/\>���FTVTVd�m XVideo ( ]>\>bXWZTsY1f�[>T�d�]!g1R>Tzb?\!b Xvideo,
Xv Y xv), b5R>]>R>U5R/T�Q5R>fV[>R>_5m5T�]tR/]!R>^/U1\�W \!]>`t[>Y$S?TVR�Q5UXm1nuReg1\tR/^��µTVb5]>\�ikQ5U5YFQ5R/nuR/�FY;d�Q1T�}5Y1\!_1`>g1R>{�RtjXd�b5R>U5TVg5YXm .� ]!R�U1\/d�a<Y5U5T�g1Y5TsQ1U5ToS?R-d�]>\>[!_5m5TV]�R>c1T�g5`�i$R/U5R>a<T�T�b?\!c5T�d�]![/R�[>R-d�Q5U1R>Y5fV[>ToS*T�g5YXmlS*\!WZTzg1\ low-end n7\!aFY1g1\�i .
* _5m;]!R>{VR�c5]>R>^>h�Q5U5R>[/T�U5Y1]!` , U1\>^>R/]>\!TV]t_1YFrV]!RlU1\>d�aFY5U5TVg5Y5T , Y1d�Q5R>_1`>fVj$w5]!Tzb1R/n7\!gXS?j xvinfo:

% xvinfo

XVideo Q5R�S1S?T�UXWZY5[-\!TV]>dom;[-\!aFTVw;[>YXS?T�R/b1\!U5]>R>w , T�do_1YFU5T�fVj/_?`>]>\>]�[>ht{�_5m$S?Y5]eQ5U5Y5^>_1Y5fVY5]!T�_?`>g5Re]>\!b :

X-Video Extension version 2.2
screen #0
Adaptor #0: "Savage Streams Engine"

number of ports: 1
port base: 43
operations supported: PutImage
supported visuals:

depth 16, visualID 0x22
depth 16, visualID 0x23

number of attributes: 5
"XV_COLORKEY" (range 0 to 16777215)

client settable attribute
client gettable attribute (current value is 2110)

"XV_BRIGHTNESS" (range -128 to 127)
client settable attribute
client gettable attribute (current value is 0)

"XV_CONTRAST" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)

"XV_SATURATION" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128)

"XV_HUE" (range -180 to 180)
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client settable attribute
client gettable attribute (current value is 0)

maximum XvImage size: 1024 x 1024
Number of image formats: 7

id: 0x32595559 (YUY2)
guid: 59555932-0000-0010-8000-00aa00389b71
bits per pixel: 16
number of planes: 1
type: YUV (packed)

id: 0x32315659 (YV12)
guid: 59563132-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)

id: 0x30323449 (I420)
guid: 49343230-0000-0010-8000-00aa00389b71
bits per pixel: 12
number of planes: 3
type: YUV (planar)

id: 0x36315652 (RV16)
guid: 52563135-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: 0x1f, 0x3e0, 0x7c00

id: 0x35315652 (RV15)
guid: 52563136-0000-0000-0000-000000000000
bits per pixel: 16
number of planes: 1
type: RGB (packed)
depth: 0
red, green, blue masks: 0x1f, 0x7e0, 0xf800

id: 0x31313259 (Y211)
guid: 59323131-0000-0010-8000-00aa00389b71
bits per pixel: 6
number of planes: 3
type: YUV (packed)

id: 0x0
guid: 00000000-0000-0000-0000-000000000000
bits per pixel: 0
number of planes: 0
type: RGB (packed)
depth: 1
red, green, blue masks: 0x0, 0x0, 0x0

'z_1ToS?j$TV]�fV\/nuT�]!Y1]!` , c5]!R�Q1T�U5TVc5Y1do_?T�g5g5htT v R>U?n7\!]!h (YUV2, YUV12 Y;] . Q .) g5TyQ5U5Y1d�j-]/d�]![/j-�e]e[eb1\�W%S?R/w
U5TV\!_1Y5fV\>}5Y5Y XVideo Y;YXi;R/]>d�j$]>d�]![>Y5T)nuR!WZTV]�^>ht]>`�Q5R-nuT�iXR>wkS?_5mFg5TVb5R>]!R/U5h)i;Q5U5R/Y5{�U1ht[/\!]>T�_1TVw .

+zdo_1Y<U5T�fVj-_1`>]>\>]�[/ht{�_5m$S?Y1]�]>\>b :

X-Video Extension version 2.2
screen #0
no adaptors present
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]!R , [/R>f�nuR!WZg5R , XVideo g5TsQ1R�S5S?TVUXWZY5[/\>T�]>d�mkS1_5mF[-\!a<T�w3[>YXS?T�R/b1\!U5]>h .

+zdo_1Y XVideo g5TsQ5R�S1S?T�UXWZY5[-\!TV]>domF[-\!a<T�w3[>YXS?T�R/b1\!U5]>R>w , ]>R�r�]>Re[-d�T�{VR�_1Y1aF`�R/f�g1\>c1\!TV] , c5]!Rl^>j/S?TV]edo_?R!WZg5T�T
Q5R!_1j$c5Y1]!`�Q5U1Y5TVn+_1T�nuhtTsS1_5mF[/R/d�Q1U5R>Y5fV[>T�S?T�g5Y5mk[/Y$S?TVR�[>htc1Y1do_1Y1]!T�_1`/g5htTsnuR/�Fg5R-d�]!Y . � fV\![/Y1d�Y?nuR/d�]>Y;R>]e[/\!a<T�w
[>Y$S?TVR>b1\>U5]!hxY<Q5U5R>}1TVd�d�R>U1\ , [>R/fVnuR!WZg5R , [/h�d�nuR>WZT�]!TsQ5R!_1j$c5Y1]!`ej/S?R/[!_1TV]![>R/U5Y5]!T�_1`>g1htw3U5T�fVj/_?`>]>\>] . �yR>f�nuR!WZg5R ,
[>h�S?R>_5WZg5h�^>j/S?TV]!TzQ1U5R>c5Y1]>\!]!`lR�Q1j-]!mXi;j/_?j-c1aFT�g1YXmFQ5U5R/Y5f�[/R�S?Y1]!T�_1`/g5R/d�]!Y3foS*TVd�` : � \!foS . 7.4.3.

7.4.1.2. Simple Directmedia Layer

SDL ^>h)_%fV\=S*j$n7\>g;b1\>b;j$U5R>[/T�g5`�\>^/d�]!U1\!b1}5Y5Y3S?_5m;U1\!fVU1\!^/R>]!b1Y;b5U5R-d�QX_?\>] v R>U?nuT�g5g5h)i3Q5U1YX_1R!WZTVg5Y5wFQ1R�S
Microsoft Windows, BeOS Y UNIX, Q5R>fV[>R!_1mXm;Y1n�r v3v TVb5]!Y5[/g5R�Y1d�Q5R!_?`>f�R/[/\>]!`�f�[/j$b;YF{VU1\ v Y5b1j . SDL
Q5U5ToS*R/d�]/\![!_1m5T�]�g5Y1f�b5R/j-U1R>[>g1T�[>htTs\!^/d�]!U1\>b5}5Y5YkS?_5m<\!Q1Q1\!U1\>]!g5R/{�R�R/^>TVd�Q5T�c1T�g5YXm , c1]!R , f�\!c1\/d�]!j$� , nuR!WZT�]e^>ht]!`
^>R!_?T�T�r v3v T�b5]!Y1[>g5h�n�c1TVn�Y5g1]!T�U v TVw1d X11.

SDL TVd�]!`e[ | R!_5_?T�b5}5Y1YFQ5R/U5]!R>[ FreeBSD: devel/sdl12.

7.4.1.3. ��A:P���CED QUCM>5@1Z?R�Q � P N6A:=����F� (DGA)

DGA rV]!RlU1\>d�aFY5U5TVg5Y5T XFree86 b5R/]!R>U1R>TzQ1R>f�[/R!_5m5TV]tQ5U5R/{�U1\/n7n7\>n�g1\>Q5UXm1nuj$� Y5fVnuTVgXm5]!`lb1\=S?U1R>[>htwF^>j v T�U
(framebuffer) ^>T�fyj$c1\>d�]!YXm X- d�T�U1[>T�U?\ . ~kR/d�b5R!_?`>b5j DGA R/d�g5R>[/ht[/\!TV]>domkg1\�g5Y5f�b1R>j$U5R>[/g5T�[/R/n S?R-d�]!j$Q5Tyb
Q1\>n+m5]!Y , Q5U5R/{�U1\/n7nuh , b5R>]>R>U5htTsY1d�Q5R>_1`>fVj$��]�TV{�R�S?R!_5WZg5h�Y1d�Q5R>_1gXm5]!`-dom;R/]�Q5R>_1`>fVR>[/\>]!T�_1m root.
� \>d�aFY5U5TVg5Y5T DGA nuR!WZT�]e^>ht]!`eQ5U5R>]>TVd�]>Y5U5R>[-\!g5ReQ5U5Y<Q5R/nuR/�FY dga(1).

| R>{oS�\ dga f�\!Q5j$�<T�g1\ , R/g1\�Y1fVnuT�g5m5T�]
}5[>TV]>\�g1\�r�b5U?\!g5TyQ5U5Y<b1\�W%S?R-nKg1\�W \!]>Y5YFbX_*\![>Y1a .

* _5m;]>R>{�R , c5]!R/^>hx[>htw1]!YFY5fyg5T � , Y1d�Q5R!_?`>f�j$w5]>T q.

7.4.2. ���
�U�!&  �T� ��"#�%& � �
� �����%�!�!& � �� ��)"#�� ]!R>]eU1\!f�S?T�_FR/^/d�j/W%S*\>T�]�Q1U5R>{VU1\>n7nug5R/TzR/^>TVd�Q5T�c1T�g5Y5T�S1_5mFU?\!^>R/]!h�d�[/Y$S?TVR�Y5f | R!_5_?T�b5}5Y1YF~kR>U5]>R>[ FreeBSD.
�sR-d�Q5U1R>Y5fV[>ToS*T�g5Y5Tz[>Y$S?TVR�m5[>_5m5T�]>d�m;R>c5TVg5`e\>b5]!Y5[/g5R>w<d v T�U1R>w;U1\>f�U1\>^>R/]!R>b3Q5U1R>{�U?\>n7nug5R/{�R�R/^>T�d�Q5TVc5T�g5Y5m;Y
[>R>f�nuR!WZg5R-d�]!Y;U?\!f�_?Y5c5g5h)i3Q5U5Y5_1R!WZT�g1Y5w<nuR/{�j$]�g5T�d�b5R>_1`>b1R�R>]�_?Y5c1\!]>`/dom<R>]�R/Q5Y1dV\!g5g5h)ikfoS*TVd�` .
�sR - Q1T�U5[/h)i , [-\�WZg5R�Q5R-nug5Y5]!` , c5]>Rlnug5R/{�Y5TsQ5U5YX_?R!WZT�g5Y5m3S1_5mFU?\!^>R/]!h�ds[>Y$S?TVR , b5R/]!R>U5htTyU1\>^>R>]/\!��]�g1\
FreeBSD, ^/h)_1YFU1\>f�U1\>^>R/]>\!g5h b1\>b;Q5U5Y5_1R!WZT�g1YXm Linux. ��g5R>{VY5TzY1fsrV]!YXi;Q5U5Y5_1R!WZT�g1Y5wF[-d�TzTV�FTy^>TV]>\ - b1\!c1TVd�]>[/\ .
�sR/]�g5TVb5R>]!R/U5htTyQ5U5R>^>_1TVnuh , b5R>]!R/U5htTsnuR/{�j$]�[-d�]!U1T�]!Y5]>`/dom<[�U1\>^>R>]!Ts[>Y$S*T�R�Q?\!b5TV]!R>[eg1\ FreeBSD:

1. ~kU1YX_1R!WZTVg5Y5Tyg5TsnuR>W�TV]�[/R/d�Q1U5R>Y5fV[>T�d�]!Y v \>wX_ , b5R/]!R>U1htw<d�R/foS*\!_1R)S?U1j-{VR>TzQ1U5YX_1R>W�TVg5Y5T .
2. ~kU1YX_1R!WZTVg5Y5Tyg5TsnuR>W�TV]�[/R/d�Q1U5R>Y5fV[>T�d�]!Y v \>wX_ , b5R/]!R>U1htw<d�R/foS*\!_1R�dV\>nuR .
3. ��S*g5R�Y<]!R�WZTyQ5U5YX_?R!WZT�g5Y1Tsg1\�U1\!fVg5h)i;n7\!a<Y5g1\�i , d�b5R/nuQ1YX_1Y5U5R/[/\>g5g5R>T�g?\�b1\!W<S*R>w<n7\>aFY5g1Tsd�Q1T�}5Y1\!_1`>g1R
S?_5mFg5T � , [/R/d�Q5U5R>Y1f�[>R!S?Y5]tR!S?Y5g;Y<]!R>]�W�T v \!w5_FU1\!f�_1Y5c5g1R .

4.
| \!WZj-�<Y5w1d�m;]!U5Y5[/Y1\�_1`/g5h�n v YX_?`>]!U , g1\!Q5U1Y1nuT�U v YX_1`>]>UFY5f�nuT�g5TVg5YXmFU1\>fVnuT�U1R>[�Y5fVR>^/U1\�WZT�g1YXm , Q5U5Y1[>R�S*Y5]
b<R>c5TVg5`�Q5_1R!iXY1n ” \>U5]!T v \>b5]>\/n ” Y5f - fV\tg1T�Q5U1\>[>YX_?`>g5R/w v j$g5b5}5Y5Y<Y5fVnuTVg5T�g1YXmFU1\>fVnuT�U?\ .

5. ~kU1YX_1R!WZTVg5Y5Tyc1\>d�]!R�g5TyU1\>^>R>]/\!T�] ( R/d�]>\![>_5m5T�] core-
v \!wX_ ).

6.
* R/b5jXnuT�g5]/\!}5YXm;g1TsjXd�]/\!g1\>[!_1Y5[-\!TV]>dom3[/nuT�d�]!T)dsQ5R>U5]>R/nKY<nuR>WZT�]�^/ht]!`lg1\!w$S*T�g1\�_1Y5aF`eg1\�dV\!w5]>TsYX_?YF[
b?\!]>\!_1R>{VTzQ5R/U5]>\ work.

��g5R>{VY5TzY1fsrV]!YXi;Q5U5Y5_1R!WZT�g1Y5w<nuR/{�j$]�]>\>bXWZTsQ1U5R!m5[>_5m5]!` ” _1Y1g5j$b1d�Y5f�nuh ”. q)\!b , r�]!RknuR>{Vj-]e^>ht]!`eg5T�b1R>]!R/U5htT
Q5U5R>^>_1TVnuh , d�[!m5f�\!g5g1htTzd�Rld�Q5R-d�R>^/R/nPU5T�\�_1Y5f�\!}5Y1YFg5TVb5R>]!R/U5h)i;d�]>\>g$S*\!U1]!g5h)i;^>Y1^!_1Y5R/]!T�bF[tS?Y1d�]!U5Y5^/j$]!Y5[/\!i
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Linux, YX_?YFg5TVb5R>]!R/U5h�nuY3S*R>Q5R>_1g5Y5]!T�_1`>g1h�nuY;[>R/fVnuR!WZg5R-d�]�m1nuY;m$S?U1\ Linux, b5R/]!R>U1htTs\![/]!R>U1hxQ5U5YX_1R>WZT�g5Y5w
Q5R/d�c5Y5]>\!_1YFd�j$�<TVd�]>[>j$���<Y1nuYF[/T�foS*T . � ]!Y<Q5U5R/^!_1T�nuhxg5Ts[-d�TV{oS*\enuR>{�j$]�^/ht]!`eR/^>g1\>U5j-WZT�g5h�_1��S?`/nuY ,
Q5R�S5S*T�UXWZY5[-\!���<Y1nuY;Q5R/U5] ( Q5R/U5]!h ), [/do_?ToS*d�]![>Y5Tsc5T�{VRlnuR/{�j$]�[/R>f�g1Y5b5g5j$]!`eQ5U5R>^>_1TVnuh , doiXR�S?g1htTsd
g5YXWZT�Q5TVU5T�c1Y1do_1TVg5g5h�nuY :

1. (3d�Q5R!_?`>f�R/[/\>g5Y5T /proc/cpuinfo S1_5mF]!R/{�R , c5]!R>^/hxR>Q5U1ToS?T�_1Y5]!`�iX\>U1\!b1]!T�U5Y?d�]!Y5b1Y<Q5U1R>}5T�d�d�R/U1\ .
2. �kTVQ5U1\>[>YX_1`/g5R>TzY1d�Q5R>_1`>fVR>[-\!g5Y5T7g1Y5]!T�w (threads), b5R>]!R/U5R>TynuR!WZT�]eQ5U5Y5[/TVd�]!YFb<fV\![/Y1d�\>g5Y5��Q5U5R>{VU1\>n7nuhxQ1U5Y
f�\![/T�U5a<T�g5Y5YF[/nuTVd�]!R�g1R>U1n7\!_1`>g5R/{�R�[/h)iXR�S*\ .

3. ~kU1R>{�U?\>n7nug5R/{�R�R/^>TVd�Q5T�c1T�g5YXm , b5R>]!R/U5R>TsR>^/htc5g5R�Y1d�Q5R!_?`>f�j$TV]>domFd�R/[/nuT�d�]!g5Rld7S�\!g5g5h�nKQ1U5YX_1R>W�TVg5Y5T�n , T�� �
g1T�]�[ | R!_1_1T�b5}1Y5YF~kR>U1]!R>[ FreeBSD.

qy\>b5Y1n R>^>U?\!f�R-n , U1\!fVU1\!^/R>]!c5Y1b5Y;r�]>YXi;Q5U5YX_?R!WZT�g5Y1w3S?R>_5WZg5h�d�R/]!U5j/S?g5Y1c1\!]!`kd7_1��S?`/nuY , Q5R!S5S?T�U5W�Y1[/\!�e�FY1nuY
Q5R>U5]>h , S1_5mF]>R>{�R , c5]!R/^>h�nuY5g1Y1nuY5f�Y1U5R>[-\!]!`eb5R!_1Y1c5TVd�]![>ReR>^!iXR!S?g5h)ikQ5j$]!T�w , g5T�R/^!iXR�S*Y1nuh)i�S?_5mFQ5R/U5]!Y5U5R/[/\>g5YXm .

7.4.2.1. MPlayer

MPlayer r�]>R�g5T�S*\![/g5R�U1\>f�U1\>^>R/]>\!g5g1htw3YF^>h�d�]!U5ReU1\!fV[>Y5[-\!���<Y5w1d�mkQ1U5R>Y5{VU5ht[/\>]!T�_?`�[>YXS?T�R . �'\=S*\>c1\>nuY
b5R/n7\>g$S?hxU1\>f�U1\>^>R>]>c5Y5b5R/[ MPlayer m5[>_5m5��]>d�m<d�b1R>U5R-d�]!`�Y<{�Y5^/b5R/d�]!`�Q1U5YFU1\>^>R/]!Tzg1\ Linux Y;S?U5j${�Y5i
Unix- d�Y1d�]>TVn7\�i . ~kU5R/T�b5]�^/h)_<g1\>c1\�_ , b5R>{�S*\�TV{�R�R-d�g5R/[/\>]!T�_1`ed�]>\!_%d�ht]eQ5R�{VR>UX_?R�QX_1R>iXR>w
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`>��Y<b1\!c5T�d�]![/R/nKQ5U1R>Y5{VU5ht[/\>]!T�_1TVw;]!R/{�R�[/U5TVnuTVg5Y . �kT�b5R>]>R>U5htTynuR>{�j$]�d�b1\!f�\!]!` , c5]!R
{�U1\ v Y5c5TVd�b5Y5w;Y1g5]!T�U v T�w1ds^>h)_FQ1U5Y5g5T�d ��g<[�WZT�U1]![>j3U1\>}5Y5R/g1\�_1Y1f�Y5U5R/[/\>g5g5R/nuj�S?Y5f�\!w5g1j . ��S*g1\!b5R , b1\!b<]!R!_?`>b5R
[>hxQ5U5Y1[>htb5g5TV]!TybFR>Q1}5YXm1n�b5R-n7\!g$S*g5R>wFd�]!U5R/b5Y MPlayer YFT�{�Rej$Q5U1\![>_1T�g1Y5� dzbX_?\>[>Y1\>]!j$U5h , [/d��z^>j/S?TV]�iXR>U1R>aFR .
7.4.2.1.1. ���������
	������� MPlayer

MPlayer g1\!i$R!S?Y5]>d�m;[ multimedia/mplayer. MPlayer Q5U5R/Y5f�[/R�S?Y5]�U1\!f�_1Y5c5g5htTy]!T�d�]!h \!Q5Q1\>U1\!]>g5R>{VR
R>^>T�d�Q5TVc5T�g1YXm3[>R�[/U5TVn+m<Q5U5R>}1TVd�dV\�b5R-nuQ5YX_5m5}1Y5Y , [eU5T�fVj-_1`>]>\>]!Tzc1T�{�RlQ5R!_?j-c1T�g5g5htTsY1d�Q1R!_1gXm5T�nuhtTsnuR!S?j-_1YFg5T
nuR>{�j$]e^>ht]!`eQ5T�U5TVg5TVd�T�g5h�dsR�S*g5R>wFd�Y1d�]>TVnuh�g1\�S?U5j${Vj-� . ~kR>rV]!R/nujk[/\!WZg5Red�R>^>Y1U1\!]!`�T�{�ReY5fyQ5R>U5]>R>[ , \�g5T
Y1d�Q5R>_1`>fVR>[-\!]!`t^/Y5g1\!U1g5htw;Q1\>b5T�] . q)\!bXWZT , Q5U5Y<d�^>R/U5b5Tz[/h�nuR!WZT�]>Tsj$b1\>fV\!]>`�U1\>f�_1Y5c1g5htTzjXd�]/\!g5R/[>b5Y;Q1U5Y
Q5R/nuR/�FY;Q1\>U1\>nuTV]!U5R/[�b5R-n7\!g$S?g1R>wFd�]!U5R>b1Y make, b1\>b;R>Q5Y?d�ht[/\>T�]>d�m;[ Makefile [lg1\!c1\!_1Tsd�^>R/U5b5Y :

# cd /usr/ports/multimedia/mplayer
# make
N - O - T - E

Take a careful look into the Makefile in order
to learn how to tune mplayer towards you personal preferences!
For example,
make WITH_GTK1
builds MPlayer with GTK1-GUI support.
If you want to use the GUI, you can either install
/usr/ports/multimedia/mplayer-skins
or download official skin collections from
http://www.mplayerhq.hu/homepage/dload.html

~3\!U1\/nuT�]!U5hxQ1R>U5]>\�Q5Rlj$nuR>_1c1\>g5Y5�xS*R!_5WZg5h�Q1R�S1iXR�S*Y5]!`�^/R!_1`/aFY5g?d�]![/jeQ5R>_1`>fVR>[-\!]!T�_1T�w . ��S?g?\!b5R , TVdo_?YF[/\/n
g5T�R/^!iXR�S?Y?npb1R�S?TVb XviD, g5T�R/^!iXR�S*Y1nuR�j$b1\!f�\!]!`e[�b5R-n7\!g$S*g5R>wFd�]!U5R/b5TsQ?\!U1\/nuT�]!U WITH_XVID.

� d�]!U5R>w?d�]![/R DVD
Q5R�jXnuR!_?c1\!g5Y1��]>\>bXWZTynuR>WZT�]�^/ht]!`�j$b1\>fV\>g5R�[�b1R/n7\!gXS?g5R>w%d�]!U1R>b5TsQ1\!U1\/nuT�]!U1R/n WITH_DVD_DEVICE, Q5R
j$nuR>_1c1\>g5Y5��Y?d�Q5R>_1`>fVj-TV]>dom /dev/acd0.

192



�µ#��> !�
7. � ,=#��>�%"!�;�V��"?�

�3\�[>U1TVn+m;g1\>Q5Y1d�\>g5YXmkS*\>g5g5R/{�RtS*R>b5jXnuT�g1]>\�Q5R/U5] MPlayer’ �Fd�R>^/Y5U1\>T�]�Y<j$d�]>\!g?\![!_?Y5[/\>T�]�d�[/R>��S?R>b5jXnuTVg5]>\!}1Y5�
[ v R>U?n7\!]!T HTML Y3S?[-\�Y1d�Q5R!_1g5m5TVnuh)i v \!wX_*\ , mplayer Y mencoder, b1R>]!R/U5htw;m5[>_5m5T�]>d�m;j$]!YX_1Y5]>R>wFS1_5m
Q5T�U5TVb5R�S*Y5U5R>[/b5Y;[/Y$S?T�R .
* R>b5jXnuT�g1]>\!}5Y5m;b MPlayer R/c5T�g1`�Y5g v R/U1n7\!]>Y5[>g1\ . +zdo_?YFc5Y5]/\!]!T�_1`eg?\!w$S?TV]�Y5g v R>U1n7\>}5Y5� r�]!R/wF{�_*\![>h R
\!Q5Q1\>U1\!]>g5R/nKR/^>TVd�Q5T�c1T�g5Y5Y3S1_5mFQ5R!S5S?TVUXWZb5YF[/Y$S?T�R�YFY5g5]>T�U v TVw1d�\/n�g5ToS*R/d�]/\!]!R/c5g5R>w , ]!R�S*R>b5jXnuT�g1]>\!}5Y5m
MPlayer ^>j/S?TV]�R>c1T�g5`�i$R/U5R>a<Y1npS?R/Q5R!_1g1T�g5Y5T�n . �e^!m5f�\!]!T�_1`>g1R�j/S?T�_1Y1]!Ts[/U5TVn+m<c5]!T�g1Y5��S?R>b5jXnuTVg5]>\!}1Y5Y
MPlayer, TVd�_1YF[-\>nKg5j-WZg1\eY5g v R/U1n7\!}5Y5m;R�Q5R!S5S?T�U5W�b1Ts[/Y$S?T�ReQ5R�S UNIX.

7.4.2.1.2.
��� � � 	���� �	��
����� MPlayer| \�W%S?htw;Q5R>_1`>fVR>[-\!]!T�_1` MPlayer S?R>_5WZT�g%d�R>f�S*\!]>`�Q5R�S*b1\!]>\!_1R>{ .mplayer [ld�[>R/TVnpS?R-n7\!aFg1TVnKb1\>]>\�_1R/{�T . * _5m

]!R>{VR , c5]>R>^>hxTV{�Rld�R>f�S*\!]>` , [>htQ5R>_1g5Y5]>Tyd�_1ToS?j$�e�FY5TzS?T�w?d�]![/YXm :

% cd /usr/ports/multimedia/mplayer
% make install-user

~3\!U1\/nuT�]!U5h�S?_5m mplayer Q5T�U5TVc5Y1d�_1T�g5h�[ld�]!U1\!g1Y5c5b5TyU5j$b5R>[/R�S*d�]![/\ mplayer. �'\�^>R!_?T�T�Q5R!S?U5R/^>g5R/w
Y5g v R>U?n7\!}5Y5TVw;[>h�nuR>WZT�]!TyR>^/U1\!]!Y1]!`/d�m;b3S?R/b5jXnuT�g5]>\>}5Y5Y<[ v R>U?n7\!]!T HTML. � r�]!R-n�U1\>foS?T�_1Tsnuh�R/Q5Y5a<TVn
g5TVd�b5R!_1`/b5R�dV\>nuh)i3U1\>d�Q5U5R-d�]!U1\>g���g1g5h)i;do_1j$c1\>T�[�Y?d�Q5R>_1`>fVR>[/\>g5YXm mplayer.
* _5m;]!R>{VR , c1]!R>^/hx[>R/d�Q5U5R/Y5f�[/TVd�]>Y v \!wX_ , g?\!Q5U5Y?nuT�U testfile.avi c5TVU5T�fyR�S*Y5g;Y5f)nug5R>{VYXi
[>Y$S?TVR>Y5g1]!T�U v TVw1d�R/[ , Y1d�Q5R!_?`>f�j$w5]>TzQ1\>U1\>nuTV]!U -vo:

% mplayer -vo xv testfile.avi

% mplayer -vo sdl testfile.avi

% mplayer -vo x11 testfile.avi

# mplayer -vo dga testfile.avi

# mplayer -vo ’sdl:dga’ testfile.avi

's]!R>Y5]eY1d�Q1U5R>^/R>[/\>]!`�[-d�Tz[-\!U5Y?\!g5]!hxY1g5]!T�U v T�w1d�R>[ , ]/\!bFb?\!bFY5ikQ1U5R>Y5fV[>R!S?Y5]!T�_?`>g5R-d�]!`efV\![/Y1d�Y1]�R>]lnug5R!WZTVd�]![/\v \!b5]!R/U5R>[�YF^>j/S?TV]�fV\/nuT�]!g1RlnuTVgXm5]!`/d�mF[�f�\![/Y1d�Y1nuR-d�]!YFR>]e\>Q5Q1\>U1\!]!g1R>{�R�R>^>T�d�Q5TVc5T�g1YXm .
* _5m;]!R>{VR , c1]!R>^/hx[>R/d�Q5U5R/Y5f�[/TVd�]>Y DVD, fV\/nuT�g5Y1]!T testfile.avi g1\ dvd://N -dvd-device DEVICE, {oS*T N
m5[!_5m5TV]>dom;g5R-nuT�U5R-nPS?R/U5R!WZb5Y , dzb5R/]!R>U1R>wFd�_1ToS?j$TV]�g1\>c1\!]!`e[>R-d�Q5U5R/Y5f�[/ToS?TVg5Y5T�Y DEVICE v \>wX_FjXd�]>U5R>w1d�]![/\
Q5U5Y5[/R�S*\ DVD. �3\!Q5U5Y?nuT�U , S1_5mF]!R/{�R , c5]!R/^>hx[>R-d�Q5U1R>Y5fV[>TVd�]!YlS?R/U5R!WZb5j 3 d /dev/dvd:

# mplayer -vo xv dvd://3 -dvd-device /dev/dvd

, �!�µ�.-��������
: �>�¥�=���>´;�¤�=��� DVD ���s���7��
5³V�����!° �B��£)¢¤�z¡>�*���J�/����¢¤�-¢*
/¢����e�*�l����¢V�:0��¥¡;�>���;�����/����� MPlayer�������!�?¢¥�=���>� WITH_DVD_DEVICE. �B�)���B�
5³������!° , �¥�!�)��¤�=���/´��¥�=�*� /dev/acd0. �9�/���
	���V��¢'
7��o��° ����²C�/���?�!±��!°�7�V£.���:����´����e� Makefile ���/����� .

* _5m;]!R>{VR , c1]!R>^/hxR/d�]/\!g5R/[>Y5]!` , Q5U5Y5R-d�]>\>g5R>[/Y5]!`�Y5_1YFQ5U1R�S?R>_5WZY5]!`l[>R/d�Q5U5R/Y5f�[/ToS?TVg5Y5T , [/R/d�Q1R!_1`/f�j$w5]!T�d�`
Q5U5Y5[>m5f�b5R/w;bX_?\>[>Y5a , Y5g v R/U1n7\!}5Y5m;R�b5R/]!R>U5R/wFnuR!WZTV]�^>ht]>`eQ5R>_1j$c5T�g1\�Q5R/d�U5ToS*d�]![>R-n�fV\>Q5jXd�b1\ mplayer -h,
_1Y5^>Reg1\�d�]!U1\>g5Y5c5b5TzS?R/b5jXnuT�g5]>\>}5Y5Y .
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* R>Q5R>_1g5Y5]!T�_1`>g1htT , S?R-d�]>\>]!R>c5g1R�[/\!WZg5htTzQ1\>U1\>nuTV]!U5h�[/R/d�Q5U5R>Y1f�[>T�S?T�g1YXm : -fs -zoom, b5R/]!R>U5htTs[>bX_?��c1\>��]
Q5R!_1g1R>r�b1U1\!g5g1htw;U5T�WZY1n�Y -framedrop, b5R>]!R/U5htw;j-_1j$c5a%\!T�]eQ5U5R/Y5f�[/R�S?Y5]>T�_1`/g5R/d�]!`�g1\enuToS1_1TVg5g5h)iFd�Y1d�]!T�n7\�i .
* _5m;]!R>{VR , c1]!R>^/hxb5R/n7\>g$S?g1\!mFd�]!U5R/b1\efV\!Q1j$d�b1\ mplayer g5T)d�]/\!g5R/[>YX_?\/d�`�d�_1Y5a<b5R/nK^/R!_1`/aFR>w , Q5R!_1`/f�R/[/\!]>T�_1`
nuR!WZT�]ld�R>f�S*\!]>` v \!w5_ .mplayer/config YFjXd�]>\!g5R/[>Y5]>`�Q1\!U?\>nuT�]>U5h�Q5RljXnuR!_1c1\>g5Y5��]>\>n :

vo=xv
fs=yes
zoom=yes

qy\>bXWZT mplayer nuR>W�TV]�^/ht]!`�Y1d�Q5R!_?`>f�R/[/\>glS1_5m;b5R/Q5Y5U5R/[/\!g1YXmkS?R>U1R!WZT�b DVD [ .vob v \!wX_1h .
* _5m<]!R>{VR ,

c5]!R>^/h�d�b5R/Q5Y5U5R/[/\>]!`�[>]>R>U5j$��S?R>U5R>WZb5j DVD g5T�R/^!iXR�S*Y1nuR�[>htQ1R!_1g5Y1]!`ed�_1ToS?j$�e�Fj$��b1R/n7\!gXS?j :

# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-device /dev/dvd

~kR!_1j$c5TVg5g5htw v \>wX_ , out.vob, ^>j/S?TV]�Q5U5T�S*d�]/\![!_1m5]!`ld�R>^/R>w MPEG, dsb5R>]>R>U5h�n�nuR>WZg5R�Q5U1R>Y5fV[>R�S*Y5]!`
U1\!f�_1Y5c5g5htT�S?T�w?d�]![/YXmFQ5U5Y<Q5R/nuR/�FY;Q1U5R>{VU1\>n7n , b5R>]!R/U5htTz^/j/S?j$]�R>Q1Y1d�\>g5h�S*\�_1TVTz[er�]!R-n�U1\!f�S?T�_?T .

7.4.2.1.3. mencoder

~kT�U5T�S<Y1d�Q1R!_1`/f�R>[-\!g5Y1TVn mencoder, ^>h)_1Re^>hxg5TVQX_1R!iXRe^!_1YXWZTsR>f�g?\!b5R-nuY5]>dom%d�T�{VR�Q1\>U1\>nuTV]!U1\/nuY , Y1d�Q5R!_1`/f�j-m
S?R>b5jXnuTVg5]>\!}1Y5��[ v R>U1n7\>]!T HTML. qy\>bXWZTyd�j$�FTVd�]![>j$TV]ed�]>U1\!g5Y1c5b1\�d�Q5U1\>[>R>c1g5Y5b1\ mplayer, g5ReR>g1\�g5TsR/c5T�g1`
Q5R!_1TVf�g1\�^>TVf HTML S?R/b5jXnuT�g5]>\>}5Y5Y . 'sj-�<TVd�]![>j$T�]e^>T�d�c5Y1d�_1T�g1g5R>Tznug1R!WZTVd�]![>Rkd�Q5R-d�R/^>R>[tj-_1j$c5a<T�g5Y5m;b1\!c5T�d�]![-\ ,
d�g5YXWZTVg5YXmF^/Y5]!U5TVw5]>\eYFY5f�nuT�g5TVg5YXm v R/U1n7\!]>\ ; Y<g5T�b1R>]!R/U5htTzY5fyr�]>YXi;Q5U5Y���nuR>[lnuR>{�j$]e[!_1YXm5]>`�g1\
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>` . �kYXWZTzQ1U5Y5[>T�S?T�g1R�g5T�d�b5R>_1`>b5ReQ5U5Y1nuTVU5R>[eY1d�Q1R!_1`/f�R>[-\!g5YXm mencoder. �yR - Q5T�U1[>h)i ,
Q5U5R/d�]!R>Tsb5R>Q1Y5U5R>[-\!g5Y1T :
% mencoder input.avi -oac copy -ovc copy -o output.avi

�kT�Q5U1\>[>YX_?`>g1\!mlb5R-nu^>Y5g?\!}5YXm<Q1\!U1\/nuT�]!U1R>[�b5R-n7\!g$S*g5R>w%d�]!U5R/b5YFQ1U5Y5[>T�d�]!Y<b;Q5R>m5[!_1TVg5Y5� v \!wX_1R/[ , b5R/]!R>U5htT
g5T�[/R>fVnuR>WZg5R�^>j/S?TV]�[/R/d�Q1U5R>Y5fV[>T�d�]!YlS*\!WZT mplayer. ~kR>rV]!R/nuj , TVd�_1YF[/h iXR>]!Y5]>Tyd�b5R>Q5Y1U5R>[-\!]!`�[ v \!w5_ , _1j$c5aFT
Y1d�Q5R>_1`>fVR>[-\!]!`t]!R>_1`>b1R�Q1\>U1\>nuTV]!U mplayer -dumpfile.
* _5m;]!R>{VR , c1]!R>^/hxQ5U5T�R/^>U1\>f�R/[/\!]>` input.avi [ MPEG4 d�R�f�[/j$b5R/nK[ v R>U1n7\>]!T MPEG Audio Layer 3 (MP3)
( ]!U1T�^>j$TV]>dom audio/lame):

% mencoder input.avi -oac mp3lame -lameopts br=192 \
-ovc lavc -lavcopts vcodec=mpeg4:vhq -o output.avi

� ]>\�b5R-n7\!g$S�\�d�R/foS*\/d�] v \>wX_ , [/R/d�Q5U5R>Y1f�[>R!S?Y1nuhtw mplayer Y xine.

input.avi nuR>W�TV]�^/ht]!`�f�\>nuT�g ��gFg?\ dvd://1 -dvd-device /dev/dvd Y mplayer, fV\!Q1j-�<T�g5g1htwFR>]
Q5R!_1`/f�R/[/\!]>T�_5m root, ^>j/S?TV]�Q5U5TVR>^>U?\!f�R/[>ht[-\!]!`sS?R/U5R!WZb5j DVD g1\>Q5UXm1nuj$� . q)\>bFb1\>b;Q5T�U1[>htw;U1\>f , d�b5R>U5TVTz[-d�T�{VR ,
[>hx^>j/S?TV]!Tzg1ToS?R/[>R!_?`>g5h Q5R>_1j$c5T�g5g1h�nuYFU5TVf�j-_1`>]/\!]>\/nuY , [-d ��WZTzU1T�b5R-nuT�g$S?j$TV]>domFb1R>Q5Y5U1R>[/\>]!`tS*R>U5R>W�b1jl[ v \!wX_YFU1\>^>R>]/\!]!`�f�\!]!T�n�d v \!wX_1R-n .

7.4.2.2. ��A:C��N6A � I =B@1J ����� ine

xine - r�]!Re^>R>_1`>a<R>w3Q5U5R/T�b5] , [�f�\=S*\>c5Y;b5R/]!R>U1R>{�R�[!iXR�S?Y1]�g5Ts]!R!_1`/b5Red�R>f�S*\!g5Y1TzU5TVaFT�g1YXm3S1_5m<[>Y$S?TVR
[/d�T - [ - R!S?g5R-n , g5ReY<d�R>foS�\!g5Y5Ts^/\>f�R>[/R>wk^>Y1^!_1Y5R/]!T�b1YFdz[/R>f�nuR!WZg5R/d�]!`>��U1\>d�aFY5U5TVg5YXmF[/R>f�nuR!WZg5R/d�]!T�w3Q1j-]>TVn
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Y1d�Q5R>_1`>fVR>[-\!g5YXmkQX_?\>{�Y5g1R>[ ( U1\/d�aFY1U5T�g5Y1w ). ~kR-d�]>\>[!_5m5TV]>dom3R/g;b1\!b<[�[/Y$S?TyQ5R>U5]/\ , ]>\>bFY;[l[>YXS?TzQ1\>b5T�]/\ ,
multimedia/xine.

xine [/d�TzTV�FTyg5TVd�R>[>TVU5aFTVg5T�g , g5R , [-d�T - ]>\>b5Y;r�]>R�iXR>U1R>aFTVT�g1\>c1\�_1R . �3\�Q5U?\!b5]!Y1b5T xine ]>U5T�^/j-TV]�_1Y1^>R�^/h�d�]!U1R>{�R
Q5U5R>}1TVd�d�R>U1\�dz^/h�d�]!U5R/w;[>YXS?T�R/b1\!U5]>R>w;YX_?YFQ5R!S5S?T�U5W�b1j3U1\>d�aFY5U5TVg5YXm XVideo. �µU1\ v Y5c5TVd�b5Y5w<Y5g5]!TVU v T�w1d
nuR!WZg5R�Y?d�Q5R>_1`>fVR>[/\>]!` , g5RlR>gF[/d�TsT��<Tzg5T�nug5R>{VReg5TVj$bX_1��W .

�3\�[>U1TVn+m;g1\>Q5Y1d�\>g5YXm;rV]!R>{VRtS?R/b5jXnuT�g5]>\e[�Q1R/d�]/\![>b1T xine g1Tyd�j-�<TVd�]![>R/[/\�_?R�nuR�S?j-_5mF[/[>R!S*\ , b5R/]!R>U1htw;^>h�nuR/{
[>R/d�Q5U5R/Y5f�[/R�S?Y5]>` DVD, fV\>b5R�S?Y1U5R>[-\!g5g5htTzQ5Re\!_1{�R/U5Y5]>nuj CSS. 'sj$�FT�d�]![/j-�e]ed�^>R>U1b5Y , [�b1R>]!R/U5h)i3TVd�]>`e]>\>b5R>w
nuR�S?j-_1` , g5R�g1YFR�S*g1\�Y5fyg5YXi;g1Tz[!iXR!S?Y5]�[ | R!_5_?T�b5}5Y1��~kR>U1]!R>[ FreeBSD.

~kRed�U?\![>g1T�g5Y5� d MPlayer, xine m5[!_5m5TV]>domF^/R!_1TVT7S?U1j/WZT�_1��^/g5h�n�bFQ1R!_1`/f�R>[-\!]!T�_1� , g5R , [�]>R�WZTz[/U5TVn+m ,
d�b5U5ht[-\!TV]�^>R>_1T�Ts]!R>g5b1Y5Tsg?\>d�]>U5R>w5b1Y;YFj$Q5U1\>[!_1TVg5Y5TsR>]�Q1R!_1`/f�R>[-\!]!T�_5m . q)\!bXWZT xine _1j$c5a<TsU?\!^>R/]>\!TV]tg1\ XVideo
Y5g5]!TVU v T�w1dV\�i .

~kR�jXnuR!_1c?\!g5Y5� , xine f�\!Q5jXd�b1\!TV]>domFds{�U1\ v Y5c5T�d�b5Y1nKY1g5]!T�U v T�w1d�R/n .
* _1m;R>]!b5U1ht]!YXm v \>wX_1R/[�Y1d�Q1R!_1`/f�j$��]>d�m

nuT�g5� .

% xine

� b?\!c5T�d�]![/Ts\�_?`>]!TVU5g1\!]>Y5[>h�nuR>WZg5R�Y1d�Q5R!_?`>f�R/[/\>]!`tT�{VRtS1_5m<fV\!Q1j$d�b1\ v \>wX_?\tg1T�Q5R-d�U5T�S*d�]![/T�g5g1R , ^>TVf GUI,
do_1T�S?j$���FTVw;b5R-n7\!g$S?R/w :

% xine -g -p mymovie.avi

7.4.2.3.
� @ �� M@ � transcode

~kU5YX_1R>W�TVg5Y5T transcode g5T�m5[>_5m5T�]>d�mFQ5U5R/Y5{�U1ht[/\!]>T�_1T�n .
� ]!Reg?\!^>R/U3Y5g1d�]!U5jXnuT�g5]>R>[�S1_5mFQ5U1T�R>^/U1\!fVR>[-\!g5YXm

.avi Y .mpg v \!w5_1R>[ . ~kU1Y;Q5R/nuR/�FY transcode nuR!WZg5R�R/^��µT�S?Y5gXm5]>`�[>YXS?T�R v \!wX_1h , Y1d�Q5U1\>[!_5m5]!`
Q5R>[/U5T�W%S?TVg5g5htT v \>wX_1h , Y?d�Q5R>_1`>fVR>[/\>]!`tY5g1d�]!U5jXnuT�g1]!h�b5R-n7\!g$S*g5R>wFd�]!U5R>b1Y3S1_5m<U1\!^/R>]!h�dsQ5R>]>R>b1\/nuY
[>[>R!S*\ / [>ht[/R�S*\ stdin/stdout.

qy\>b;WZT , b1\!bFY MPlayer, transcode m5[!_5m5TV]>dom<R>c5TVg5`�rVb1d�Q5TVU5Y1nuTVg5]>\�_?`>g5h�n�Q1U5R>{VU1\>n7nug5h�n�Q5U5R�S*j-b1]!R/n ,
b5R>]!R/U5htw;g5TVR>^>i$R!S?Y1nuR�d�R>^/Y5U1\!]>`�Y5fyQ5R>U1]>\ multimedia/transcode.

� ]!R/]�Q5R/U5]�Y?nuT�T�]lR>{VU5R/nug1R>T�b5R>_1Y5c5T�d�]![/R
Q1\!U1\/nuT�]!U1R>[tS?_5mFb5R-n7\!g$S?h make Q1U5Y<d�^>R>U1b5T . � TVb5R/nuTVg$S?j$T�]/dom :

# make WITH_LIBMPEG2=yes

+zdo_1Y<[>hxQX_*\!g5Y5U1j-TV]!Tyj$d�]>\!g1R>[>Y1]!` multimedia/avifile, ]>R�S?R/^/\>[>`>]>T�Q1\!U?\>nuT�]>U WITH_AVIFILE [ld�]!U5R/b5j
fV\!Q1j$d�b1\ make b1\>bFQ5R/b1\!f�\!g5R�g5YXWZT :
# make WITH_AVIFILE=yes WITH_LIBMPEG2=yes

�kYXWZTzQ5U5Y1[>R�S?m5]>dom3S*[/\�Q1U5Y1nuT�U?\�Y1d�Q5R!_?`>f�R/[/\>g5YXm transcode S1_1mFQ5U5TVR>^>U?\!f�R/[/\>g5YXmk[>Y$S?TVR , [eU5T�fVj-_1`>]>\>]!Tb5R>]!R/U5R>{VR�Y5f�nuT�gXm5TV]>domFU?\!fVnuTVUFY5fVR>^/U1\�WZT�g1YXm . ~kT�U5[/htw;Q5U5Y?nuT�U%Q5U5T�R/^>U1\>f�R>[/ht[/\>T�]zS*\!g5g1htTs[ openDIVX AVIv \!wX_ , [�]!Rl[>U5T�n+m;b1\!b<[>]!R/U5R>wFY1d�Q5R>_1`>fVj$T�]�^/R!_1TVT�Q5T�U1T�g5R-d�Y1nuhtw v R/U1n7\!] MPEG.

% transcode -i input.vob -x vob -V -Z 320x240 \
-y opendivx -N 0x55 -o output.avi

% transcode -i input.vob -x vob -V -Z 320x240 \
-y mpeg -N 0x55 -o output.tmp
% tcmplex -o output.mpg -i output.tmp.m1v -p output.tmp.mpa -m 1
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'sj-�<TVd�]![>j$T�]ed�]!U1\>g5Y5c5b?\ed�Q5U1\![/R>c5g1Y5b1\yS1_1m transcode, g5RtS1_1mFU1\!f�_1Y5c5g1h)i;j-]>YX_1Y5] tc* ( ]>\!b5Y5ikb?\!b
tcmplex), b5R/]!R>U5htTs]!R!WZTyjXd�]>\>g1\![>_1Y5[/\>��]>d�m3[ld�Y1d�]!T�nuj , S?R>b5jXnuTVg5]>\!}1Y5YFR/c5T�g5`eg5TVnug1R>{�R . qyTVn g5TynuTVg5T�T , S1_5m
Q5R!_1j$c5TVg5Y5Tsb5U1\!]>b5R>w%d�Q5U1\>[>b5YFQ5R�Y1d�Q5R!_?`>f�R/[/\>g5Y5��b5R-n7\!g$S , nuR!WZT�]l^>ht]>`�fV\�S*\!g;Q?\!U1\/nuT�]!U -h.

~kRed�U?\![>g1T�g5Y5� d mencoder, transcode U1\>^>R>]/\!T�]�fV\>nuTV]!g5RlnuToS1_1TVg5g5TVT , g1R�Y1nuTVT�]e^/R!_1`/aFT�a%\!g1d�R>[�d�R>f�S*\!]!`
^>R!_?T�T�Q5TVU5T�g1R/d�Y?nuhtw v \!w5_ , b5R/]!R>U5htw%nuR!WZg5Re^>j/S?T�]�[>R/d�Q5U5R/Y5f�[/TVd�]>Y;g1\�^/R!_1`/aFTVnKb1R!_1Y5c1TVd�]>[>Tsd�Y1d�]>TVn .
�3\!Q5U5Y?nuT�U MPEG, d�R>f�S*\!g5g1htTzQ5U5Y<Q5R/nuR/�FY transcode, [/R/d�Q5U5R>Y1f�[>R!S1m5]>d�mk[ Windows Media® Player Y
Apple Quicktime®.

7.4.3. � �������U"!��� "#" 	��#" �9 �"
� \!f�_1Y5c5g5htTyQ1\>b5T�]!hx[/Y$S?TVR�Q5U5R/{�U1\/n7nPS1_5m FreeBSD Y1g5]!T�g?d�Y5[/g5R�U1\>f�U1\>^/\>]!ht[/\>��]>d�m . �ec1T�g5`e[>R>f�nuR!WZg5R , c5]!Rl[
^!_1YXW \>w5aFT�nK^>j/S?j$�FT�n�nug5R>{VY5TsR/^/d�j/W%S*\>TVnuhtT�f�S?TVd�`�Q5U1R>^!_?TVnuhxU1\>f�U5TVa<\!]/dom .

� ]!RlfV\>w1nuT�]e[>U5T�n+m , YF]!T , b5]>R
W�T�_?\!TV]�Q5R>_1j$c5Y5]!`ln7\!b1d�Y1nujXn�R>]l\!j/S?Y5R / [/Y$S?TVR�[>R/fVnuR!WZg5R-d�]!TVw FreeBSD, S?R!_5WZg5h�^>j/S?j$]�d�R/^>Y5U?\!]!`
g5T�R/^!iXR�S?Y?nuhtT�f�g1\>g5YXmFY1fzg5T�d�b5R>_1`>b5Y5i3d�Q5Y1d�b5R>[ec1\>d�]!R�f�\=S*\>[/\!T�nuh)il[/R>Q5U1R/d�R/[�Y;R/^>j$c1\!�e�FYXi;d�]>\!]!TVw , \�]>\!bXWZT
Y1d�Q5R>_1`>fVR>[-\!]!`tU1\>f�_1Y1c5g5htTyQ5U5YX_1R>WZT�g5YXm .

� ]!R>]lU1\!f�S?T�_%d�j$�FT�d�]![/j-TV])S1_5mF]>R>{�R , c5]!R/^>hxc5Y1]>\!]!T�_1`knuR>{yQ5R!_1j$c5Y1]!`
j-b?\!fV\>g5YXm;g1\�g5TVd�b5R!_?`>b5R�Y?d�]!R/c5g5Y5b5R/[�S*R>Q5R>_1g5Y5]!T�_1`>g1R>w;Y5g v R>U1n7\>}5Y5Y .
* R>b5jXnuT�g1]>\!}5Y5m MPlayer (http://www.mplayerhq.hu/DOCS/) R>c5TVg5`ed�R�S?TVUXW \!]!T�_1`>g1\�[e]!T�iXg5Y5c5T�d�b5R-n�QX_?\>g5T .
�sR/fVnuR>W�g1R , r�]>Y3S?R/b5jXnuT�g5]!hxS?R!_5WZg5h�Y1d�Q5R>_1`>fVR>[-\!]!`-doml_1��^/h�n�c5T�_?R>[>TVb5R/n , WZT�_?\!�e�FY1n�Q1R!_1j$c5Y5]>`�[>h�d�R>b5Y1w
j-U1R>[>TVg5`�fVg1\!g5Y1wFR�[/Y$S?TVR�g1\ UNIX d�Y?d�]!T�n7\�i . 'sQ5Y1d�R>b;U?\>d�d�h)_1b5Y MPlayer [/U1\�W%S?TV^>T�g3S1_5m;_1�e^>R/{�R , b1]!Reg1T
Q5R>]!U1j>S*YX_?dom<Q5U5R>c1Y5]>\!]>`tS?R/b5jXnuT�g5]>\>}5Y5� , ]>\>bFc5]!R , TVd�_1YFjk[-\>d�T�d�]!`�WZT�_?\>g5Y5T)d�R>R/^>�%\!]!`tRlg1\!wXS?T�g5g1h)i
R>aFY1^>b1\!i , Q1U5R>c5Y1]>\!w5]>Ts[/g1\!c1\!_1TuS?R/b5jXnuT�g5]/\!}5Y5� .

xine HOWTO (http://dvd.sourceforge.net/xine-howto/en_GB/html/howto.html) d�R!S?T�UXWZY5]e{�_?\>[>jkR>^�j/_?j-c1aFT�g1Y5Y
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>Y , b5R>]>R>U1\!m;Q5U5Y1nuTVg5Y1n7\lb;_1�e^>R-nujlQ1U5R>Y5{VU5ht[/\>]!T�_?� .

�3\!b5R/g5T�} , d�j$�FTVd�]![>j$TV]�g5TVd�b5R!_?`>b5Rlnug5R>{VR>R>^/T��%\!���<YXieQ1U5YX_1R>W�TVg5Y5w , b5R>]!R/U5htTzc1Y5]>\!]>T�_1`knuR!WZT�]lY1d�Q5U5R>^/R>[-\!]!` :
• Avifile (http://avifile.sourceforge.net/), S1_5m;b5R/]!R>U5R/{�Re]>\!bXWZT)d�j$�FT�d�]![/j$T�]�Q5R/U5] multimedia/avifile.

• Ogle (http://www.dtek.chalmers.se/groups/dvd/), S1_5mFb5R/]!R>U1R>{�Re]>\!b5W�T)d�j$�<TVd�]>[>j$T�]�Q1R>U5] multimedia/ogle.

• Xtheater (http://xtheater.sourceforge.net/)

• multimedia/dvdauthor, Q1\>b5T�]ld�R/]!b5U5ht]!h�nuY%]!TVb1d�]>\/nuY;S?_5mFU1\/d�Q5U5R-d�]!U?\!g5TVg5YXm DVD b5R/g5]!TVg5]>\ .

7.5.
� E��tGFDFLKJKH�E � � G�� � �<DFL��

�%�&�� !��(*���5��#��/(1�)B��'�����������! �"-#
Josef El-Rayes. � #*,��L�%"-#<"<�>���!B1�%"��*�� !�V# Marc Fonvieille.

7.5.1. 	 ��" � " �  �"
qy� ]>��g5TVU5h�Q5U1ToS?g1\>f�g1\>c5T�g1h�S1_5mFQ5U1R/d�nuR/]!U1\�aFY5U5R/b5R>[/T��%\!]!T�_1`>g5R/{�RtYX_?YFb1\>^>T�_?`>g5R/{�Rt]!T�_1T�[/Y$S?T�g1YXmFg1\
b5R/nuQ5`/��]!TVU5T . ;sR>_1`>a<Y5g1d�]![>Re]!��g5TVU5R>[eQ5R�S1S?T�UXWZY5[-\!�e]�b5R-nuQ5R>fVY5]!g5htw<[>Y$S?TVR�[!iXR!S RCA YX_1Y S-video, \
g5T�b5R/]!R>U1htTzY5fyg5YXi;Q5R-d�]>\>[!_5m5�e]>domFd FM U1\�S?Y5Rl]!��g5TVU5R/n .
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FreeBSD Q1R�S5S?TVUXWZY5[/\>T�] PCI q)� ]!�eg5T�U5h , Y1d�Q5R!_1`/f�j$���<Y5T Brooktree Bt848/849/878/879 YX_1Y Conexant
CN-878/Fusion 878a Video Capture Chip c1T�U5TVf7S?U1\>w5[>TVU bktr(4). �yh�S?R>_5WZg5h�]>\>bXWZTsj$^>T�S?Y5]!`-dom , c5]>R�]!�eg5T�U
Q5R�S5S*T�UXWZY5[-\!T�]/dom ; R>^>U?\!]!Y5]>TVd�`eb<d�]!U1\!g1Y5}5T)d�Q5U1\>[>R/c5g5Y5b1\ bktr(4) f�\�d�Q5Y1d�b1R/n�Q5R!S5S?TVUXWZY5[/\>TVnuh)i3]!��g1T�U5R/[ .

7.5.2. � � �!� � �
" �  �" ��U� ����"����
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5mkb?\!U5]!h�Q5R>]!U1T�^>j$TV]>dom;f�\!{�U1j-fVY5]!`�S?U1\!w1[>T�U bktr(4), c5]!RknuR!WZg5RedoS?T�_*\!]!` , S?R>^-\![>Y1[�[
/boot/loader.conf do_1T�S?j$���<j-� d�]!U1R>b5j :

bktr_load="YES"

� b?\!c5T�d�]![/Ts\�_?`>]!TVU5g1\!]>Y5[>h , [/h�nuR!WZT�]>Tyd�]>\!]!Y1c5TVd�b5Y%d�b5R/nuQ1YX_1Y5U5R/[/\>]!`�m$S?U5RldzQ1R�S5S?TVUXWZb5R>w<qy��]!��g5TVU1\ ;
S?R>^-\![>`/]!Tzd�_1ToS?j$�e�FY5Tyd�]!U5R/b5YF[ v \!wX_<b5R>g v Y1{�j$U1\!}1Y5Y3m$S?U1\ :
device bktr
device iicbus
device iicbb
device smbus

� ]!Y3S?R/Q5R!_?g5Y5]!T�_1`>g5htT�S?U1\>w5[>TVU1\�jXd�]>U5R>w1d�]![lg5T�R/^!iXR�S?Y?nuh , Q5R/d�b5R!_1`/b5jlb5R/nuQ5R/g5T�g5]>h�b1\!U1]!h�d�R/ToS?Y1g5T�g5hxc1T�U5TVf
aFY5g5j I2C. �'\>]!TVn d�R>^/T�U5Y1]!TzY<j$d�]>\!g1R>[>Y1]!Tzg5R/[>R/T�m$S?U5R .| \!b;]!R>_1`>b1R�Q5R!S5S?T�U5W�b?\�]!�eg5T�U1\e^>j/S?TV]tS?R/^/\>[!_1TVg1\)[ed�Y1d�]!T�nuj , Q5TVU5T�{VU5j-fVY5]!Tyb5R/nuQ1`>��]>T�U . �sRe[>U5T�n+mFfV\>{�U5j$fVb5Y
TV b1\!U1]>\tS*R!_5WZg1\�R/]!R>^/U1\!fVY5]!`�Q1U5Y1nuT�U1g5Re]/\!b5Y5T)d�]>U5R>b5Y :

bktr0: <BrookTree 848A> mem 0xd7000000-0xd7000fff irq 10 at device 10.0 on pci0
iicbb0: <I2C bit-banging driver> on bti2c0
iicbus0: <Philips I2C bus> on iicbb0 master-only
iicbus1: <Philips I2C bus> on iicbb0 master-only
smbus0: <System Management Bus> on bti2c0
bktr0: Pinnacle/Miro TV, Philips SECAM tuner.

| R>g5TVc5g5R , rV]!Y<d�R>R/^>�FTVg5YXm3^>j/S?j$]eU1\!f�_1Y5c1\>]!`/d�m;g1\�U1\>f�g5R-nKR>^/R>U5j/S?R>[-\!g5Y1Y . qsT�n�g5T)nuT�g1T�T , Q5U5R/[>T�U1`>]!T , c1]!R
]!��g5TVUFR/Q5U5ToS*T�_5m5TV]>domFQ1U1\![/YX_1`>g1R ; [/R>f�nuR!WZg1\�Q1T�U5TVfV\!Q1Y1d�`�Q?\!U1\/nuT�]!U5R/[ , R/Q5U5ToS*T�_1TVg5g5h)ikm$S?U5R-n , dsQ5R/nuR/�F`>�
sysctl(8) MIB YFQ?\!U1\/nuT�]!U5R/[�[ v \!wX_1Tsg1\>d�]!U5R/w5b5Y;m$S*U1\ . �3\>Q5U5Y1nuTVU , TVd�_1YF[/h iXR>]!Y5]>Tsj$b1\>fV\!]>` , c5]!Rlr�]!R Philips
SECAM ]!��g1T�U , S?R>^-\![>`/]!Tzd�_1ToS?j$�e�Fj$��d�]!U5R>b1j3b v \!w5_1jkg1\>d�]!U5R>w1b5Y3m$S?U1\ :
options OVERRIDE_TUNER=6

YX_1YFQ1UXm1nuRef�\=S*\>w5]!TsQ5T�U5T�nuT�g5g1j-� sysctl(8):

# sysctl hw.bt848.tuner=6

�e^>U1\>]!Y5]!T�d�`�b<d�]!U1\>g5Y5}5T bktr(4) Y v \>wX_1j /usr/src/sys/conf/NOTES fV\�^>R>_1T�T�S?T�]>\!_1`>g1R>w;Y5g v R>U1n7\>}5Y5T�wFR
S?R/d�]!j$Q5g5h)i3Q1\!U?\>nuT�]>U1\�i ( TVdo_?YF[>hxU?\!^>R/]>\!TV]!Tz[ FreeBSD 4.X, [/nuT�d�]!R /usr/src/sys/conf/NOTES
Y1d�Q5R>_1`>fVj$w5]!T /usr/src/sys/i386/conf/LINT).

7.5.3. ��� �
" � � & " � �9 ��
� � " �9 ��
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5m3q)� ]!�eg5T�U?\�[-\>nKQ5R/]!U5T�^/j$T�]>d�mFjXd�]>\>g5R>[/Y5]!`�R!S?g5R�Y1fyd�_1ToS?j$�e�FYXi;Q5U1YX_1R!WZTVg5Y5w :
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• multimedia/fxtv Q1U5ToS?R-d�]>\>[!_5m5TV]�[>R/fVnuR>W�g1R/d�]>YFq)� - [ - R>b1g5TzY<fV\�iX[-\!]>\tY1f�R>^/U1\�WZTVg5Y5w / \!j/S?Y5R / [/Y$S?TVR .
• multimedia/xawtv rV]!R�]/\!bXWZTyQ5U5YX_1R>WZT�g5Y5TzS1_5m%qy��]!��g5TVU1\ , d�]!T�nuYFWZT , c5]!RlYFj fxtv [/R>fVnuR>WZg5R/d�]�m1nuY .

• misc/alevt U1\>d�b5R�S*Y5U5j$T�]�Y<R>]!R/^>U1\!W \!T�]�[>Y$S?TVR>]!TVb1d�] / ]!T�_1T�]>T�b1d�] .
• audio/xmradio, Q5U5YX_1R>WZT�g5Y5TzS1_5m<Y1d�Q5R>_1`>fVR>[-\!g5YXm3d FM U1\=S*Y5R�]!�eg5T�U1R/n , Q5R-d�]>\>[!_5m5T�nuh�n�dzg1T�b5R/]!R>U5h�nuY
q)� ]!�eg5T�U1\/nuY .

• audio/wmtune, r�]!Rlj/S?R>^/g5R>T�Q1U5YX_1R>W�TVg5Y5TzS1_5mFU?\=S?Y5Re]!��g1T�U5R/[ .
� b1R!_5_1TVb5}5Y5Y<Q5R>U1]!R>[ FreeBSD nuR>WZg5R�g1\>w5]!Y<Y3S?U5j${VY5TsQ1U5YX_1R>W�TVg5YXm .

7.5.4. ��" � " �  �" �%��� ���
"%$
+zdo_1Y<[>h�d�]!R!_1b1g5j-_1Y1d�`kd�b?\!b5R/w - _?Y5^>R�Q1U5R>^>_1TVnuR/w , d�[>m5fV\!g1g5R>w;dyq)� ]!��g5TVU5R/n , Q5U5R/[>TVU5`>]!Ts[�Q5TVU5[>j$��R>c5TVU5ToS?`
Q5R�S5S*T�UXWZb5j3nuY5b5U1R/doiXT�nuh�fV\!i$[-\!]>\�[>Y$S?TVR�Y<]!��g5TVU1\�S?U1\!w1[>T�U1R/n bktr(4), \�]/\!bXWZTyQ5U1\![/YX_1`/g5R/d�]!`�jXd�]>\>g5R>[/b5Y
Q1\!U1\/nuT�]!U1R>[ . �µ\)S*\!_1`>g5TVw5aFTVw;Q5R!S5S?T�U5W�b1R>wFY%d�[/R>Q5U5R-d�\/nuY;Req)� ]!�eg5T�U5T)[>h�nuR>WZT�]!TyR>^/U1\!�%\!]!`-dom3[
freebsd-multimedia (http://lists.FreeBSD.org/mailman/listinfo/freebsd-multimedia) YFY1d�Q5R!_?`>f�R/[/\>]!`tT�{VRe\!U5i$Y1[>h .

7.6. � H�E � �<D �
�%��B1"*����(*�

Marc Fonvieille.
�%� ���� !�=�y(*�u�*,-����.>"10k254�67.

: @ �;"1���*"?0 � � ����4��� !��.>"10 .

7.6.1. 	 ��" � " �  �"
FreeBSD, b1\>bFY<Q5U5R>c1Y5Tsd�R>[>U1TVnuT�g1g5htTzR/Q5T�U1\>}5Y5R/g5g5htTsd�Y1d�]>TVnuh , Q1R�S5S?TVUXWZY5[/\>T�]�d�b1\!g1T�U5h . 's]>\>g$S*\>U5]!g5htw
S?R/d�]!j$Q;b<d�b1\!g5TVU1\>n�R>^>T�d�Q5TVc5Y5[-\!T�]/dom3Q5U5R/{�U1\/n7nuR>w SANE (Scanner Access Now Easy), R/^>T�d�Q5TVc5Y5[/\>���<T�w
j-g1Y5[>TVU1d�\!_1`>g5htw3Y1g5]!T�U v T�w1d (API) Y3S?R-d�]!j$Q5g5R/w;[�b1R!_5_1TVb5}5Y5Y<Q5R>U1]!R>[ FreeBSD.

* _1m;R>^>�<T�g5Y5mFd�Red�b1\!g1T�U1\/nuY
SANE Y1d�Q1R!_1`/f�j$T�]�g1T�b5R/]!R>U5htT�S?U1\>w5[>TVU1\�jXd�]>U5R>w1d�]![ FreeBSD.

FreeBSD Q1R�S5S?TVUXWZY5[/\>T�]�d�b1\!g1T�U5h�dsY5g5]!TVU v T�w?d�R/n�b1\!b SCSI, ]>\!b<Y USB.
� ^>T�S?Y5]!T�d�` , c1]!Re[-\!a d�b1\!g1T�U

Q5R�S5S*T�UXWZY5[-\!T�]/dom SANE Q5TVU5ToS�]!TVn , b1\!b<Q5U5Y1d�]!j$Q5Y5]!`lbFb1R>g v Y5{Vj$U1\!}5Y1Y . 'sQ5Y1d�R>b;jXd�]>U5R>w1d�]![ ,
Q5R�S5S*T�UXWZY5[-\!TVnuh)i SANE, nuR!WZg5R�g?\!w5]!Y<foS*TVd�` (http://sane-project.org/sane-supported-devices.html).

| U5R/nuT
]!R>{VR , d�]!U1\!g1Y5}1\�d�Q5U1\>[>R>c1g5Y5b1\ uscanner(4) ]/\!bXWZTyQ5T�U5TVc5Y1d�_5m5T�]eQ5R�S5S*T�UXWZY5[-\!TVnuhtTsjXd�]!U5R/w1d�]>[/\ .

7.6.2. � � � �  �� 	������3 ���� ��U�| \!b;j-WZTzR/]>nuT�c1\!_1R/d�` , Q1R�S5S?TVUXWZY5[/\>��]>d�m;b1\!b SCSI, ]>\!b<Y USB d�b1\!g1T�U5h . � f�\![>Y?d�Y1nuR-d�]!Y;R/]�Y5g1]!T�U v TVw1d�\
[/\!a<T�{VR�d�b1\>g5T�U?\�]!U5TV^>j$T�]/dom;Q5R!S5S?T�U5W�b?\�U1\>f�g5h)ilS?U?\!w5[/T�U5R/[�jXd�]!U5R/w1d�]>[ .
7.6.2.1. USB

's]>\!g$S�\!U5]!g1R>T�m$S*U5R GENERIC [>b5_1��c1\>T�]e[ed�TV^!mkS?U?\!w5[/T�U1\ , g5T�R/^!iXR�S*Y1nuhtTuS1_5m<Q5R�S5S*T�UXWZb5Y USB d�b1\>g5T�U1R>[ .
+zdo_1Y<[>hxb5R-nuQ5YX_1Y1U5j$T�]!Ttd�R/^/d�]![>TVg5g5R>T�m$S?U5R , j-^/ToS?Y1]!TVd�` , c5]!Re[eTV{�Reb5R>g v Y1{�j$U1\!}1Y5Y;Q5U5Y?d�j$]>d�]>[>j$��]ld�]!U5R/b5Y
device usb
device uhci
device ohci
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device uscanner

� f�\![/Y1d�Y1nuR-d�]!YFR>]�c1Y5Q1d�TV]>\ USB, [/d�]!U5R/T�g5g5R/{�R�[l[/\>aFjkn7\!]!TVU5Y5g1d�b5j$��Q5_?\!]!j , Q1R>]!U5TV^>j$T�]/dom3_1Y5a<`eR!S?Y5g;Y1f
S?U1\!w1[>T�U1R>[ device uhci YX_1Y device ohci, R!S?g1\>b5R , g1\!_1Y5c5Y1TsR/^>T�Y5ikd�]!U5R>b<[�b5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\�g1Y5b5R/nuj
g5TsQ1R>[>U1ToS?Y5] .
+zdo_1Y<[>hxg5TsiXR>]!Y1]!TsQ1T�U5T�d�]!U1\>Y5[/\>]!`�m$S*U5R , Y<Q5U5Y<r�]!R-n�[/\>aFT�m$S*U5R�g5Tsm5[!_5m5TV]>domFd�]>\!gXS*\!U5]>g5h�n (GENERIC), [/h
nuR!WZT�]!TyfV\>{�U5j$fVY5]!`enuR!S?j-_1`tS*U1\!w5[/T�U1\�Q5R�S5S*T�UXWZb5Y%d�b1\>g5T�U5R/[ uscanner(4) Q5U5Y%Q5R-nuR>�FYFb5R/n7\>g$S?h kldload(8):

# kldload uscanner

* _5mF\![/]!R/n7\>]!Y5c5T�d�b5R/w;fV\>{�U5j$f�b1YFnuR�S?j-_5m;Q1U5Y<d�]>\!U5]>Tyd�Y1d�]!T�nuhxS?R/^/\>[>`>]>T7[ v \!w5_ /boot/loader.conf d�]>U5R>b5j
uscanner_load="YES"

~kR/do_?T�Q5T�U1T�fV\>{�U5j$fVb5Y<dzg5R>[/h�nPm$S?U5R/n�YX_1YFf�\!{VU5j$f�b5YFnuR!S?j-_5mFQ5R!S?bX_1�ec5Y5]!Ty[/\>a USB d�b1\!g1T�U . � ^/j v T�U5T
d�Y1d�]!TVnug5h)iFd�R>R/^>�FTVg5Y5w (dmesg(8)) S?R!_5WZg5ReQ5R!m5[/Y5]!`-domFd�R/R>^/�FT�g1Y5T�R�g?\!w$S?TVg5g5R-n�jXd�]!U5R/w1d�]>[>T , g1\!Q5U1Y1nuT�U :

uscanner0: EPSON EPSON Scanner, rev 1.10/3.02, addr 2

��S�\!g5g5R-n�do_?j-c?\!Tsd�b1\!g1T�U;^/j>S*T�]�Y?d�Q5R>_1`>fVR>[/\>]!`tjXd�]!U1R>w1d�]![>R /dev/uscanner0.

, �!�µ�.-��������
: / FreeBSD 4.X ��
103���/����¢V�¥�����G45�l����V��� 2������¥������0 ��¢V�����!�>���M7 USB ��¥�=���>´;�¤�=�u�?�
!£)¢���¡>�*����2��!�o�! u¢���-�V¢��B��� USB (usbd(8)). � 
10 �¥�!�G45�)����¡=����¥��¢I�¥�=���>�¥� usbd_enable="YES" �7²)��´�
F������²��14 ������±����/�����¥��¢V�µ�

/etc/rc.conf.

7.6.2.2. SCSI

+zdo_1Y<[/\>a d�b?\!g5TVU;Y1nuT�TV]eY1g5]!T�U v T�w1d SCSI, [/\!W�g1R�f�g?\!]!` , bFb1\>b5R/nujkb5R/g5]!U5R>_5_1TVU5j3R>g;Q1R�S?bX_?��c5TVg . �
fV\![/Y1d�Y?nuR/d�]>Y;R>]eb5R>g5]>U5R!_5_?T�U1\�Q5R>]!U1T�^>j$�e]>domFU?\!f�_?Y5c5g5htT�S?U1\!w1[>T�U?\�[ v \>wX_1Tsb5R>g v Y1{�j$U1\!}1Y5Y3m$S?U1\ .
's]>\!g$S�\!U5]!g1R>T�m$S*U5R GENERIC Q5R!S5S?T�U5W�Y1[/\!TV]�^/R!_1`/aFY5g1d�]![>RtU?\>d�Q1U5R/d�]!U1\!g1T�g5g5h)i SCSI- b5R>g1]!U5R!_1_1T�U5R/[ .
�sg1Y1n7\!]!T�_1`>g1R�Q5U5R/c5Y5]>\>w5]!T v \!wX_ NOTES ( [ FreeBSD 4.X

v \!wX_ LINT) Y3S?R>^-\![>`/]!T�g5TVR>^>i$R!S?Y1nuhtTyd�]!U5R/b5YF[v \!wX_;b5R/g v Y5{Vj-U?\!}5Y5Y3[-\!a<T�{�R)m$S*U1\ . ~kR-nuY1nuR�d�]!U5R>b1Y3S1_5mkS*U1\!w5[/T�U1\�\�S*\!Q1]!T�U1\ , [/\/npQ1R>]!U5TV^>j$��]/domFdo_?ToS?j$���<Y5T
d�]!U5R/b5Y :

device scbus
device pass

~kR/do_?Tzd�^/R>U5b5YFYFfV\>{�U5j$fVb5Y;g5R/[>R>{VRtm$S?U1\ , [l^>j v T�U5Tsd�Y1d�]!TVnug5h)iFd�R>R>^/�FTVg5Y5wkS?R>_5WZg5hxQ5R>m5[>Y5]!`-domFd�]!U5R>b1YFR
[/\!a<TVn�d�b1\!g5TVU5T , g1\!Q5U1Y1nuT�U :

pass2 at aic0 bus 0 target 2 lun 0
pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

+zdo_1Y%d�b1\>g5T�UFg5Ts^/h)_<[/bX_1��c1T�g;[knuR/nuTVg5]�f�\!{�U1j-fVb5Y , TV{�RlnuR!WZg5R�Q1U5Y5g5j/S?Y5]!T�_1`>g1ReR/Q5R>fVg1\!]!` , [>htQ5R>_1g5Y5[
d�b1\>g5Y5U5R/[/\!g1Y5T SCSI a<Y5g5h�Q5U1YFQ5R-nuR>�FYFb5R/n7\>g$S?h camcontrol(8):

# camcontrol rescan all
Re-scan of bus 0 was successful
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Re-scan of bus 1 was successful
Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

~kR/do_?T�r�]!R/{�Rkd�b1\>g5T�U3S?R!_5WZTVgFQ5R>m5[>Y5]!`-dom3[kd�Q5Y1d�b5TzjXd�]!U5R>w?d�]![ :
# camcontrol devlist
<IBM DDRS-34560 S97B> at scbus0 target 5 lun 0 (pass0,da0)
<IBM DDRS-34560 S97B> at scbus0 target 6 lun 0 (pass1,da1)
<AGFA SNAPSCAN 600 1.10> at scbus1 target 2 lun 0 (pass3)
<PHILIPS CDD3610 CD-R/RW 1.00> at scbus2 target 0 lun 0 (pass2,cd0)

More details about SCSI devices, are available in the scsi(4) and camcontrol(8) manual pages.

7.6.3. � � � �  �� 	������3 �� SANE

'sY1d�]!T�n7\ SANE d�R/d�]!R>Y1]�Y5f�S?[>j-i3c1\>d�]!T�w : \>Q5Q1\>U1\!]!g1R>w;Q5R!S5S?TVUXWZb5Y (backend, graphics/sane-backends) Y
Q5U5R>{VU1\>n7nug1R>w;Q5R!S5S?TVUXWZb5Y (frontend, graphics/sane-frontends). ~kT�U5[-\�m3c1\/d�]!`eR>^>T�d�Q5TVc5Y5[-\!T�]ed�R>^-d�]![/T�g5g1R
S?R/d�]!j$Q;b<d�b1\!g5TVU5j . 'sQ5Y1d�R>b<Q5R�S5S*T�UXWZY5[-\!TVnuh)i3jXd�]>U5R>w1d�]![ (http://sane-project.org/sane-supported-devices.html)
SANE d�R!S?T�UXWZY5]eY5g v R/U1n7\!}5Y1��Rlg5T�R/^!iXR�S?Y?nuR/nP[/\/n�\!Q5Q1\>U1\!]>g5R/n�nuR!S?j-_1T . �s]>R>U1\!m;c1\>d�]!`�R/^>TVd�Q5T�c1Y5[/\>T�]
{�U1\ v Y5c5TVd�b5Y5w;Y1g5]!T�U v T�w1d�S1_5m<d�b1\!g1Y5U5R>[-\!g5Y5m (xscanimage).

� Q1T�U5[/j-� R>c1T�U5T�S?`ed�_1ToS?j$TV]�jXd�]>\>g5R>[/Y5]!`�Q1R>U5]eYX_1YFQ?\!b5TV] graphics/sane-backends, Q5R-do_1Tsc5T�{VR�Q5U5Y
Q5R/nuR/�FY;b5R-n7\!g$S*h sane-find-scanner Q5U5R/[>T�U1Y5]!`�Q1R�S5S?TVUXWZb5j;d�b?\!g5TVU1\�d�Y1d�]!T�nuR>w SANE:

# sane-find-scanner -q
found SCSI scanner "AGFA SNAPSCAN 600 1.10" at /dev/pass3

� [/ht[>R!S?T7S?R>_5WZg5hxQ5U5Y?d�j$]>d�]>[>R>[-\!]!`eY5g5]!TVU v T�w?dsd�b1\!g5TVU1\�Y<Y1n+mFY1d�Q5R!_?`>f�j$T�nuR>{�R�j$d�]!U5R/w1d�]![-\ . ~kU5R/Y5f�[/R�S?Y5]>T�_1`Y<nuR�S*T�_1`ld�b1\>g5T�U1\enuR>{Vj-]�R>]>d�j-]/d�]![/R>[/\>]!` : r�]>Reg5R/U1n7\�_?`>g5R .
, �!�µ�.-��������

: �*¢V�2�V�!�/���A� USB ���o����¢V���!� �7�V£y¢¥�������=��¢¥¡��/�¥������� 0 2��549�o�62V�o�����������!���;� . �M�V�1����¡������¥�����V�7���=������¢)�
�¥�=�������!±=� 7/�V���������>³����!�����1���!´!�¥¢V��� �V�o����¢V��� , sane-find-scanner(1) � sane(7).

qsTVQ5T�U1`eg5TVR>^>i$R!S?Y1nuR�j$^/ToS?Y5]>`/dom , c5]!Rkd�b1\>g5T�U;R/Q5R>fVg1\!gFQ5U5R>{VU1\>n7nuR/w;{�U1\ v Y5c5T�d�b5R/{�R�Y5g1]!T�U v TVw1d�\ . � d�R-d�]>\>[
d�Y1d�]!TVnuh SANE [!iXR�S?Y1]�j$]!YX_1Y1]>\ scanimage(1), Q5R>fV[>R!_1m5���<\!m3U1\!^/R>]>\>]!`�d�Rld�b1\>g5T�U1R/nKY5fyb5R/n7\>g$S?g5R/wFd�]>U5R>b5Y .
�eQ5}5YXm -L Y?d�Q5R>_1`>fVj-TV]>domkS?_5mFQ5R/b1\!f�\tY5g v R/U1n7\!}5Y1Y;Rld�b1\!g1T�U5T :
# scanimage -L
device ‘snapscan:/dev/pass3’ is a AGFA SNAPSCAN 600 flatbed scanner

�e]>d�j$]>d�]![>Y5T)d�R/R>^/�FT�g1Y5w3YX_1Y%d�R>R/^>�<T�g5Y5TzR>^�R/]>d�j$]>d�]![>Y1YFjXd�]!U1R>w1d�]![�R/f�g1\>c1\!TV] , c5]!Rlj$]!YX_1Y5]/\ scanimage(1) g5T
d�nuR>{�_?\�YXS?T�g5]>Y v Y5}5Y5U1R>[/\>]!`ed�b1\!g1T�U . � rV]!R/n do_1j$c1\>Tz[/\/nKQ5R>]>U5T�^/j-TV]>dom;R/]!U5ToS�\!b5]!Y1U5R>[-\!]!` v \!wX_
b5R>g v Y1{�j$U1\!}1Y5YF\!Q1Q1\!U1\>]!g5R/{�R�nuR!S?j-_5m;YFj$b1\>fV\!]>`�jXd�]!U1R>w1d�]![>R , Y1d�Q5R>_1`>fVj-T�nuR>Tyd�b1\>g5T�U5R-n . �)d�T v \!wX_1h
g1\>d�]!U5R>w1b5Y;g1\!i$R!S1m5]>d�mF[�b1\>]>\�_?R>{�T /usr/local/etc/sane.d/. qy\>b5Y5T)Q5U5R/^!_1T�nuhxQ5U5Y1d�j$�FYFg1T�b5R/]!R>U5h�nnuR�S?T�_5m1n USB d�b1\!g5TVU5R>[ .
�3\!Q5U5Y?nuT�U , [ldo_1j$c1\>T USB d�b1\>g5T�U1\ , R>Q5Y1dV\!g5g1R>{�R�[�U1\>foS?T�_1T � \!f�S . 7.6.2.1, j$]!YX_?Y5]>\ sane-find-scanner
[>hyS*\/d�]�d�_1ToS?j$�e�Fj$��Y1g v R>U1n7\>}5Y5� :
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# sane-find-scanner -q
found USB scanner (UNKNOWN vendor and product) at device /dev/uscanner0

'sb1\!g5TVU;R>^/g1\!U1j/WZTVg;b5R>U1U5T�b5]>g5R , R/g;Y1d�Q5R!_1`/f�j$T�]eY5g5]!TVU v T�w?d USB Y;S?R/d�]!j$Q5T�gFc5T�U5TVfsjXd�]!U5R>w?d�]![/R
/dev/uscanner0. qyT�Q5TVU5`lQ5R>Q5U1R>^>j$T�nKY$S?T�g1]!Y v Y5}5Y1U5R>[-\!]!`eT�{�R :
# scanimage -L

No scanners were identified. If you were expecting something different,
check that the scanner is plugged in, turned on and detected by the
sane-find-scanner tool (if appropriate). Please read the documentation
which came with this software (README, FAQ, manpages).

~kR/d�b1R!_1`/b5jld�b1\!g1T�U;g5TyY$S?TVg5]!Y v Y1}5Y5U5R/[/\!g , g1\>nKQ1R>]!U5TV^>j$T�]/domFY5f�nuT�g5Y1]!` v \>wX_Fb5R/g v Y5{�j$U1\>}5Y5Y
/usr/local/etc/sane.d/epson.conf. ��g1\!a<TVn�Q1U5Y1nuT�U1TsY1d�Q5R!_?`>f�R/[/\>g;d�b1\>g5T�U EPSON Perfection® 1650,
]>\!b<c5]!Renuh�f�g1\>TVn , c1]!Re^/j/S?T�]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�m�S*U1\!w5[/T�U epson. �kTsfV\>^>j/S?`>]>TzQ5U5R/c5Y5]>\>]!`lb5R/n7nuTVg5]>\!U1Y5YF[v \!wX_1Tsb5R>g v Y5{�j$U1\>}5Y5Y . qyU5TV^>j$TVnuhtTyY5fVnuTVg5T�g1YXmF[>T�d�`-n7\�Q5U5R-d�]!h : fV\>b5R/n7nuTVg5]!Y5U1j-w1]!Ts[-d�Tyd�]!U5R/b5Y ,
R>Q5Y1d�ht[/\>���FY1T�Y5g5]!TVU v T�w?d�h , g1Tyd�R>R>]>[>T�]/d�]![/j-�e�FY5wFY5g5]!TVU v T�w1d�jk[/\!a<T�{VR�d�b1\>g5T�U1\ ( [eg1\!a<TVn�d�_1j$c1\!T , [/d�T
d�]!U5R/b5Y , g?\!c5Y5g?\!���<Y5TVd�m<d�R scsi: g?\!a d�b1\!g1T�UFY?d�Q5R>_1`>fVj-TV]�Y5g5]>T�U v TVw1d USB), Y3S*R>^/\>[>`/]!T�[�b1R>g5TV} v \!w5_?\
d�]!U5R/b5j , d�R!S?T�U5WZ\>�Fj$��Y1g5]!T�U v T�w1dsYFY1n+m<Y1d�Q5R>_1`>fVR>[-\!g5g5R/{�R)jXd�]!U1R>w1d�]![/\ . ��h S?R/^/\![/Y1nKd�]!U1R>b5j
usb /dev/uscanner0

~kR!W \�_1j$w1d�]>\ , Q1U5R>c5]>Y5]!T)b5R/n7nuTVg5]>\>U5Y5YF[ v \!wX_?Tzb5R/g v Y5{�j$U1\>}5Y5Y , \�]>\!b5W�T)d�]>U1\!g5Y1}5h�d�Q1U1\![/R>c5g5Y1b1\yS1_5m<^>R!_?T�T
Q5R!_1g1R>w;Y5g v R>U1n7\>}5Y5Y . qyTVQ5T�U5`knuh�nuR>W�T�n�Q5U5R/[>TVU5Y5]!` , c5]!Rlg1\!a d�b1\>g5T�U<R>Q5R/f�g1\>g :

# scanimage -L
device ‘epson:/dev/uscanner0’ is a Epson GT-8200 flatbed scanner

�3\!a USB d�b1\>g5T�U;R/Q5R>fVg1\!g . �kTsd�]>R!_1`l[/\!W�g1R , c5]!RlY1n+mFY<g5R/nuTVU<nuR�S*T�_1Y;g1Tyd�R>[>Q?\=S*\>��] , {�_?\![/g5R>T , c5]!R
Y1d�Q5R>_1`>fVj$��]>d�m;Q5U1\![/YX_1`/g5htTzY1n+m<j$d�]!U5R/w1d�]![-\�Y;S?U1\!w1[>T�U : ‘epson:/dev/uscanner0’.

~kR/do_?T�]!R>{VReb?\!b;b5R-n7\!g$S�\ scanimage -L R>Q5R/f�g1\!_?\�d�b?\!g5TVU , b5R>g v Y5{�j$U1\>}5YXm;fV\>[>TVU5aFTVg1\ . �)d�Ty{�R/]!R>[/R�bd�b1\>g5Y5U5R/[/\!g1Y5� .

��R>]!mFj$]!YX_1Y5]/\ scanimage(1) Q5R/f�[>R>_5m5T�]�Q5U5R>Y1f�[>R!S?Y5]!`ld�b1\>g5Y5U5R/[/\>g5Y5T�Y5fyb5R-n7\!g$S?g1R>wFd�]!U5R>b1Y , b1\>bFQ5U1\>[>YX_?R ,
S1_5m<d�b1\!g5Y1U5R>[-\!g5YXm3Q5U1ToS?Q5R/c5]!Y5]>T�_1`/g5T�TyY1d�Q1R!_1`/f�R>[-\!]!`�{�U1\ v Y5c5TVd�b5Y5w;Y1g5]!T�U v T�w1d . * _5mFr�]>R>{�Re[ed�R/d�]/\![ SANE
[!iXR�S?Y1]�Q5U5R-d�]>\!m , g5Rlr v3v T�b1]!Y5[>g?\�m3j$]!YX_1Y5]/\ xscanimage (graphics/sane-frontends).
* U5j${�R>w3Q1R>Q5j-_5m5U5g1R>wFQ1U5R>{VU1\>n7nuR/w;{�U1\ v Y5c5T�d�b5R/{�R�Y5g1]!T�U v TVw1d�\�b<d�b1\!g5TVU5jlm5[!_5m5TV]>dom Xsane
(graphics/xsane).

� ]>\eQ5U5R/{�U1\/n7n7\�Q5R!S5S?T�U5W�Y1[/\!TV]�]>\>b5Y5TyU1\>d�aFY5U5TVg5g5htTs[>R>f�nuR!WZg5R-d�]!Y , b?\!b;U1\>f�g5htT
U5T�WZY1nuh�d�b1\!g1Y5U5R>[-\!g5Y5m (

v R>]>R>b5R/Q5YXm ,
v \!b1dzYF] . Q .), }5[>TV]!R>b5R/U5U5TVb5}5Y5� , Q5R>]>R>b5R/[>R>Tsd�b1\>g5Y5U5R/[/\!g1Y5T�Y3S*U5j${�Y5T .

�e^/\tQ5U1YX_1R!WZTVg5YXmFQ5U1Y5{�R!S?g5h S1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5ml[eb1\!c5T�d�]![/TsQ5_?\!{VY5g5R>[ed�b1\>g5Y5U5R/[/\!g1YXmlS1_5m GIMP.

7.6.4. � �%��� 	 � � �������T"!� 	 ���
�����	 �: �� �T����� ���������#" �
"%�
�yd�TzR/Q5Y1d�\>g5g5htTsR>Q5TVU1\!}5Y1Y;[>htQ5R>_1gXmX_1Y?d�`�g?\>nuY<dzQ5U5Y5[/YX_1TV{�YXm1nuY%d�j$Q5T�U1Q5R!_1`/f�R/[/\!]>T�_5m (root). �)\>n�nuR>WZT�]
Q5R>]!U1T�^>R/[/\>]!`/d�m�S*\>]!`�S?R/d�]!j$QFbFd�b1\!g5TVU5jlS?U5j${VY1n�Q5R>_1`>fVR>[/\>]!T�_1m1n .

* _5m;r�]!R/{�R�g1T�R>^>iXR�S?Y1nuR�U1\!fVU5T�a<Y5]!`tS*R/d�]>j-Q
g1\�c5]>T�g5Y5TyYFf�\!Q5Y?d�`�b v \!wX_?jljXd�]!U5R>w?d�]![-\ , R/^/do_?j/WZY5[-\!�e�FTVnujkd�b?\!g5T�U . ��g1\!a<TVn�Q5U1Y1nuT�U5T USB d�b1\!g5TVU
Y1d�Q5R>_1`>fVj$T�]�jXd�]>U5R>w1d�]![>R /dev/uscanner0, Q5U1Y5g1\=S?_1T�W \!�<T�Ts{�U5j$Q5Q5T operator.

* R/^/\![>_1T�g1Y5T7Q5R!_?`>f�R/[/\>]!T�_5m
joe [�{�U1j-Q1Q5j operator U?\!f�U1T�aFY1]�TVnuj3Y?d�Q5R>_1`>fVR>[/\>]!`�d�b?\!g5TVU :
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# pw groupmod operator -m joe

�'\�Q5R!S?U5R/^>g5R-d�]�m1nuY;R/^>U1\>�<\>w5]!TVd�`tb<d�]!U1\!g1Y5}5T)d�Q5U1\>[>R/c5g5Y5b1\ pw(8). �)\>n�]>\!bXWZTyQ5R>]>U5T�^/j-TV]>dom;jXd�]>\!g5R/[>Y5]>`
g5j-W�g1htTsQ5U?\![/\)S?R/d�]!j$Q1\ (0660 YX_1Y 0664) bFjXd�]!U5R>w?d�]![/j /dev/uscanner0, Q5R/d�b5R!_?`>b5jlQ5R�jXnuR>_1c1\!g1Y5��{VU5j$Q5Q1\
operator nuR>W�TV]�_1Y1aF`lc5Y5]>\>]!`eY1fzg5TV{�R . � ]!R�S*R/d�]>Y5{V\>T�]>d�m3S?R>^-\![>_1T�g5Y1TVnKdo_1T�S?j$���<T�w<d�]!U5R/b5Y;[ v \!wX_
/etc/devfs.rules:

[system=5]
add path uscanner0 mode 660

�'\!]!T�npS?R>^-\![/`>]!T�[ v \!wX_%b5R>g v Y5{�j$U1\>}5Y5Y;d�Y?d�]!T�nuh /etc/rc.conf ]/\!b5j$� d�]!U5R/b5j ( Q5R/d�_1Tzc5TV{�ReQ5T�U5TVfV\>{�U5j$f�Y1]!T
d�Y1d�]!TVnuj ):

devfs_system_ruleset="system"

~kR�S?U5R/^>g5j$��Y1g v R>U1n7\>}5Y5��ReQ5U?\![/\!ilg?\ v \!w5_1hxjXd�]!U5R/w1d�]>[e[/hxg1\!w$S*T�]!Tyg1\�d�]!U1\>g5Y5}5T)d�Q5U?\![>R/c5g5Y5b?\ devfs(8). �
FreeBSD 4.X {VU5j$Q5Q1\ operator Q5RljXnuR!_1c1\>g5Y5��Y1nuT�TV]eQ5U?\![/\�b1\!b<g1\�c5]>T�g5Y5T , ]>\>bFY<g1\�f�\!Q5Y1d�` , b<j$d�]!U5R/w1d�]![/j
/dev/uscanner0.

, �!�µ�.-��������
: �X�62¤���?¢�¢¥���80 , ���0�*�;��¡>����£y¢�����0X�<¡=¢ 2��>����������¥��� , ���%����
!£.���P���!�K�*
/¢¤�>��¢¥�������/���?����� , ����¢¤£z�-¢s³V¢V�����¡��!�'
10!���s���
7� 2��>������¢*
10;� �1�o�54���¢949�o������� , �>���*��¡=¢�������¥���k� 49�o�����o� operator.
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��� (?�� �#���(?� "P���V�����*,/.>�%,o�*"X4��� !�!(1�

Jim Mock.
���������������! �#���(1�

Jake Hamby.
�<� ���V !���=��(?� 8 #���./�V��(?� �����:F�� !�V#���(1./�

.

8.1. C�DFE;G<HFIKJML�N�O�LPD� S?U5R - r�]>ReR-d�g5R/[>g1\!mkc?\>d�]>`�R>Q1T�U1\>}5Y5R>g1g5R>w;d�Y1d�]!T�nuh FreeBSD. �eg5R�R/]![>TV]>d�]>[>T�g1g5R�f�\�j$Q5U1\>[!_1TVg5Y5TzQ?\>n+m5]!`/� ,
Q1\!U1\/nuT�]!U1h�^>TVf�R>Q?\>d�g1R/d�]>Y , U1\!^/R>]!j3dyd�T�]>`>� , S*R/d�]>j-Q<b3S?Y?d�b1\/n�Y<nug5R/{�R/T7S?U5j${VR>T . �kT�d�nuR/]!UXmFg1\�]!R , c5]!R
FreeBSD d�]>\!g1R>[>Y1]>dom;[-d �z^/R!_1TVTuS?Y5g?\>nuY5c5T�d�b5Y%b5R/g v Y5{�j$U5Y1U5j$TVnuR>w , Y1g5R>{�S*\�Q5U1YXiXR�S?Y5]/dom<d�R>^>Y1U1\!]!`
d�R>^-d�]![/T�g5g1R>T7m$S?U1R .
~kR/do_?T�Q5U5R/c5]!T�g1YXm<rV]!R>w;{�_?\![/hx[>hxj$f�g?\!T�]>T :
• ~kR/c5TVnujk[/\/n�nuR!WZT�]eQ5R>g?\=S?R/^>Y5]!`-dom;d�^/R>U5b?\�d�R/^/d�]>[>T�g1g5R>{VRtm$S?U1\ .
•
| \>b;g1\!Q1Y1d�\>]!` v \>wX_Fb5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\�YX_?YFY5f�nuT�g5Y5]>`ld�j-�<TVd�]![>j$���<Y5w .

•
| \>b;Y1d�Q1R!_1`/f�R>[-\!]!` v \>wX_Fb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\)S?_5mF]!R/{�R , c5]!R>^/h�d�R/foS*\>]!`�Y<d�R>^/U1\!]!`�g5R>[/R>T�m$S*U5R .

•
| \>b;jXd�]>\>g5R>[/Y5]!`�g5R/[>R/T�m$S?U5R .

•
| \>bFd�R/foS*\>]!`�fV\>Q5Y1d�YF[ /dev, b1R>]!R/U5htTsnuR/{�j$]�R/b1\!f�\!]!`-dom3g5T�R/^!iXR�S*Y1nuh .

• �k]!R�S?T�_*\!]!` , TVd�_1YFc5]>R - ]>R�g5TyU1\!^/R>]>\>T�]�Y5_1YFU1\>^>R/]>\!TV]�g5Ty]>\!b , b1\!b;S?R!_5WZg5R .
�yd�Tzb5R-n7\!g$S*h , Q5U5Y5[/R�S?Y?nuhtTs[er�]!R/wF{�_*\![>Tz[eb1\>c5TVd�]![>TsQ5U5Y1nuTVU1\ , S*R!_5WZg5h�[/htQ5R!_?gXm5]!`/d�m;R>]eQ5R!_1`/f�R/[/\!]>T�_5m
root.

8.2.
� E��
��� ��L%NKIPDFE3G�� ��L%N �)G���	� �;L
��� ��DFL ?

qsU?\=S?Y5}1Y5R>g5g1Re[ FreeBSD Y?d�Q5R>_1`>fVR>[/\!_1R/d�`)]>\!b<g1\!fVht[/\!T�nuR>T ” nuR/g5R!_?Y5]!g5R/T ” m$S?U5R . � ]!RlR>f�g?\!c1\>T�] , c5]>R�m$S?U1R -
r�]!ReR�S?g1\�^>R>_1`>a%\�m3Q5U5R/{�U1\/n7n7\ , b5R/]!R>U?\�m;Q5R!S5S?T�U5W�Y1[/\!TV] v Y5b1d�Y5U5R>[-\!g5g1htw;g1\!^/R>U3jXd�]>U5R>w1d�]![lYF[ed�_1j$c1\!T , TVd�_1Y
g5T�R/^!iXR�S?Y?nuR�Y5fVnuTVg5Y5]!`lT�{VR�Q5R/[>T�S?T�g5Y1T , ]!U1T�^>j$TV]>dom<d�^>R/U5b1\tg5R/[>R/{�Rtm$S?U1\�YFQ5TVU5T�f�\!{VU5j$f�b1\tb1R/nuQ5`/��]!TVU1\�j-WZT)d
g5R>[/h�nPm$S?U5R/n .

�3\�d�TV{�R!S?gXm5aFg1Y5wkS?TVg5` FreeBSD ^>h�d�]!U5ReQ5U5R�S*[>Y5{�\!T�]/dom;b<nuR!S?T�_?Y , [eb1R>]!R/U5R>w;^/R!_1`/a<\!mkc?\>d�]>`v j-g1b5}5Y5R/g1\�_1`/g5R/d�]!Y;d�R!S?T�U5W�Y1]>domF[lnuR�S?j-_5mXi , b1R>]!R/U5htTynuR/{�j$]�^/ht]!`�Q5U1YFg5TVR>^!iXR!S?Y1nuR/d�]!YlS?Y5g?\>nuY5c5T�d�b5Y
fV\!{VU5j-WZT�g5hxY<[>ht{�U1j/WZTVg5hxY5fsm$S?U1\ . � ]!R�Q5R/f�[/R!_5m5TV]tm$S?U5j3Y1d�Q5R!_1`/f�R/[/\!]>`tj$d�]!U5R/w1d�]![-\ , b1R>]!R/U5htT ” [/g5T�f�\!Q5g5R ”
Q5R!m5[/YX_1Y1d�`�[ld�Y1d�]>TVnuT ( g1\>Q5U5Y1nuTVU , jXd�]!U1R>w1d�]![/\ PCMCIA [e_1r�Q1]!R>Q5T ) Y5_1Y3S?R/^/\>[!_5m5]!`�g5R>[/j-�v j-g1b5}5Y5R/g1\�_1`/g5R/d�]!`�[�m$S?U5R , b5R>]!R/U1\�m;g1Ts^/h)_?\�g5TVR>^>i$R!S?Y1n7\t[lnuR/nuT�g1]�Q5TVU5[>R/g1\!c1\!_1`>g1R>w;d�^/R>U5b1Y3m$S?U1\ . q)\!b5R/w
Q5R�S1iXR!S<Y5f�[/TVd�]!T�g;b?\!b<nuR!S?j-_1`>g1R/d�]>`tm$S?U1\ .
�kTVd�nuR/]!UXm;g1\er�]>R , [-d �zTV� �sY5g5R>{�S*\�^/ht[/\>T�]�g5TVR>^>i$R!S?Y1nuR , c1]!R>^/hxg5T�b5R/]!R>U?\�m v j$g5b5}5Y1R>g1\!_1`>g5R-d�]!`�^>h)_?\[>b5R-nuQ5YX_1Y5U1R>[/\>g1\t[�m$S?U5Red�]>\!]>Y5c5TVd�b5Y . � g5T�b5R/]!R>U1h)i3d�_1j$c1\�mXi3rV]!ReQ5U1R�S?Y5b1]!R>[-\!g5R�]>TVn , c5]!R�rV]>\v j-g1b5}5Y5R/g1\�_1`/g5R/d�]!`�g1\/d�]!R>_1`>b1R�d�YX_?`>g5ReQ5U5Y5[>m5fV\!g?\�b3m$S?U1j , c5]!Rlg5T)nuR!WZT�]�^/ht]!`tS*Y5g1\>nuY1c5TVd�b5YFf�\!{�U1j/W \>TVnuR>w .
��S*U5j${�YXiFd�_1j$c1\�mXi3r�]>RenuR!WZTV]e^/ht]!`�Q5U1R/d�]>R�Q5R/]!R/nuj , c5]!Rlg5Y5b1]!Reg1Tsj/S?T�_1YX_<[/U5TVn+m<g1\!Q5Y?d�\!g1Y5�xS?Y1g1\>nuY5c1TVd�b1Y
fV\!{VU5j-W \!TVnuR/{�R�nuR!S?j-_5m3S1_5m<r�]!R/w v j$g5b5}5Y1R>g1\!_1`>g5R-d�]!Y .

's^>R>U1b1\�d�R/^/d�]![>TVg5g5R>{VRtm$S?U1\ - R�S?Y5gFY5fsg?\!Y5^/R!_1TVT�[/\!W�g1h)ikU1Y5]!jX\�_1R/[ , c5TVU5T�fsb5R>]>R>U5htw;S?R!_5WZTVgFQ5U5R/w5]!Y
Q5U1\!b1]!Y5c5T�d�b5YF_1��^/R>w;Q5R>_1`>fVR>[-\!]!T�_1` BSD. �kT�d�nuR/]!UXm;g1\�S1_1Y5]>T�_1`/g5R/d�]!`�rV]!R>{VR�Q5U5R/}5TVdVd�\ , [/\!a%\ FreeBSD
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R/d�]/\!g5TV]>dom;]!R>_1`>b1R�[�[/htY5{�U1htaFT . � R>]�_1Y1c5Y5TyR>]�m$S*U1\ GENERIC, b5R/]!R>U5R/T7S?R>_5WZg5RlQ5R�S5S*T�UXWZY5[-\!]!`�a<Y5U5R/b5Y5w
d�Q5TVb5]!U<\>Q5Q1\>U1\!]!g1R>{�R�R>^>T�d�Q5TVc5T�g1YXm , d�R/^/d�]![>TVg5g5R>T�m$S?U5Red�R�S?TVUXWZY5]�Q1R�S5S?TVUXWZb5j;\!Q5Q?\!U1\>]!g5R>{VR�R>^/TVd�Q5T�c5TVg5YXm
]!R!_1`/b5R  >�5�%����� b5R/nuQ1`>��]>T�U1\ . � ]!RknuR!WZT�]�S*\![-\!]!`�d�_1ToS*j-�e�FY5TyQX_1�ld�h :

• ��TVg5`>a<T�Ts[>U5T�n+m;fV\!{VU5j$f�b5Y . ~kR/d�b5R!_1`/b5jem$S?U5R�^/j/S?T�]eQ5ht]>\!]>`/domFR/Q5U5T�S?T�_1Y1]!`�]!R>_1`>b1R�]!Rk\!Q5Q?\!U1\>]!g5R>T
R/^>TVd�Q5T�c1T�g5Y5T , b5R>]>R>U5R/TzjXd�]>\>g5R>[>_1T�g1R�[e[-\!a<TVnPb5R/nuQ1`>��]>T�U5T , [>U5T�n+m , b5R/]!R>U5R/TzQ5R/]!U5TV^>j$T�]>d�m<d�Y?d�]!T�nuT�S1_1m
f�\!{�U1j-fVb5Y , nuR>WZT�]�fVg1\!c1Y5]!T�_?`>g5Rej$nuTVg5`>a<Y5]!`-dom .

•
� nuT�g5`/aFT�g1Y5TzY1d�Q5R!_?`>f�R/[/\>g5YXm3Q1\>n+m5]>Y . 'sR/^/d�]>[>T�g1g5R>T7m$S*U5Rec?\>d�]>R�Y1d�Q1R!_1`/f�j$T�]�nuTVg5`>a<TzQ1\/n+m5]!Y , c5TVnKm$S*U5R
GENERIC, c5]!RlR>c1T�g5`e[/\�WZg5R , Q5R/d�b5R!_1`/b5jlm$S?U5Re[/d�TV{oS*\�g1\�iXR!S?Y5]!`-dom3[ v Y1f�Y5c5T�d�b5R/w;Q1\/n+m5]!Y . (3nuTVg5g5ReQ5R�rV]!R>w
Q5U1Y5c5Y5g5T)d�R/^/d�]![>TVg5g5R>T�m$S?U5RlR/d�R/^>TVg5g5RtQ5R>_1T�fVg5R�Q5U1YFY1d�Q5R!_1`/f�R/[/\!g1Y5Y;d�Y1d�]!TVn dsn7\!_1h�n�R>^ �µTVnuR-n
R/Q5T�U1\>]!Y5[/g5R>w3Q1\/n+m5]!Y .

• ~kR!S5S?T�U5W�b?\)S?R/Q5R!_1g1Y5]!T�_?`>g5R/{�R�\>Q5Q1\!U?\!]!g5R/{�R�R/^>T�d�Q5TVc5T�g5Y5m . 'sR>^-d�]![/T�g5g5R/T7m$S?U5ReQ5R>fV[>R!_1m5T�]�[-\>npS?R/^/\![/Y5]!`
Q5R!S5S?TVUXWZb5jk]>\!b5Y5i;j$d�]!U5R/w1d�]![ , Q5R!S5S?TVUXWZb1\�b5R/]!R>U1h)ikR/]>d�j$]>d�]![>j$TV]�[�m$S?U1T GENERIC.

8.3. � N%LPD HeE I 	S�tGeE �;L��FHeE ��L%N �)G���	� �;L � L � ��D<E
�sR - Q1T�U5[/h)i , S*\>[/\>w5]!TzdoS?T�_?\>TVn�b1U1\!]!b1Y5wFR/^>f�R/U;b1\>]>\�_1R/{V\ , [�b5R/]!R>U5R-nK^>j/S?TV]�Q5U5R/Y1doiXR!S?Y5]!`ld�^>R/U5b1\)m$S*U1\ . �)d�Tb1\!]>\!_1R>{VY , b5R/]!R>U5htTy^>j/S?j$]�j$Q5R-nuY5g1\>]!`/d�m , ^>j/S?j$]�R/]!g5R/d�Y5]!T�_1`>g5h�nuY<Q5R�R/]!g5R/aFT�g1Y5��b<R/d�g1R>[>g1R/nujlb1\!]>\!_1R>{Vj
/usr/src/sys, b5R/]!R>U5htw<]>\!b5W�TzS?R-d�]!j$Q5TVg;b1\!b<b1\!]/\�_1R/{ /sys.

� ]>R>]�b?\!]>\!_1R>{yd�R�S*T�UXWZY5]lnug5R!WZTVd�]![>R
Q5R�S?b?\!]>\!_1R>{VR>[ , Q5U1ToS*d�]>\![>_5m5���<YXiFd�R/^>R>w3U?\!f�_?Y5c5g5htTsc1\>d�]!Y;m$S?U?\ , g5Rlg1\!Y1^>R!_?T�T�[-\�WZg5h�nPS1_1m;g1\>ds^>j/S?TV]
b1\!]>\!_1R>{ arch/conf, [�b5R/]!R>U5R-nK[>hx^/j>S*T�]!TyU5ToS�\!b5]!Y1U5R>[-\!]!`�b1R>g v Y5{Vj$U1\!}5Y1R>g5g5htw v \>wX_;m$S?U?\�Y;[lb5R/]!R>U5R-n
g1\�iXR�S*Y5]>dom;b?\!]>\!_1R>{ compile, {�S?Ty^>j/S?T�]ed�R>^/Y5U1\>]!`/d�m;[/\!a<T7m$S?U5R . arch nuR!WZTV]e^/ht]!` i386, alpha, amd64,
ia64, powerpc, sparc64 YX_1Y pc98 ( \�_?`>]!TVU5g1\!]>Y5[>g1\!m3[>T�]>[>`e\>Q5Q1\>U1\!]!g1R>{�R�R>^>T�d�Q5TVc5T�g1YXm , Q5R>Q1j/_1m5U5g1\�m;[� Q5R>g5Y1Y ). �)d�T , c5]>R�g1\!i$R!S?Y5]>d�mF[>g1j-]>U5YFb1\>]>\�_?R>{V\�R>Q5U5T�S?T�_?T�g5g5R/wF\!U5i$Y1]!T�b5]>j-U1h , R>]!g1R/d�Y1]>domF]>R!_1`/b5R�b<r�]!R/w
\!UXiXY5]!TVb5]!j$U5T ; R-d�]>\!_1`>g1R>w3b5R!S<m5[!_1m5T�]>d�mFn7\!aFY1g5g5Rlg5T�f�\![>Y?d�Y1nuh�nKY<R>^>�<Y1npS1_5m<[/d�T�i3QX_?\!] v R>U1n , g1\�b5R>]>R>U5htT
FreeBSD nuR>WZT�]�^/ht]!`�Q1R>]!TVg5}5Y1\!_1`>g5ReQ5R>U1]!Y5U5R/[/\!g?\ . �e^>U1\>]!Y5]!Ts[>g5Y?n7\!g5Y5Tyg1\�_1R>{VY5c5TVd�b5j$��d�]!U5j$b5]!j$U5j
b1\!]>\!_1R>{VR>[ , [lb5R/]!R>U5R/w;b1\!W<S*R>TzQ1R�S5S?TVUXWZY5[/\>TVnuR/T�jXd�]!U5R/w1d�]>[>R , b?\�W%S*\�m v \>wX_1R/[/\�m;d�Y1d�]!T�n7\�YFb1\�W%S*\!mFR>Q5}1YXm
U1\!f�nuT��<\>T�]>d�m;[ed�[>R ��n�d�R/^/d�]>[>T�g1g5R/nPb1\>]>\�_1R/{�T . �yT�U1d�Y5Y FreeBSD S?R 5.X Q5R�S1S?T�UXWZY5[-\�_1YF]!R!_1`/b5Re\>UXiXY5]!TVb5]!j$U5h
i386, alpha Y pc98.

� Q1U5Y1nuT�U?\�i;r�]>R>wF{�_?\![/hxQ5R�S*U1\!fVj$nuTV[/\>T�]>d�m , c5]!R�[/h�Y1d�Q5R!_1`/f�j$T�]!Ty\!UXiXY5]>T�b5]!j$U5j i386. +zd�_1YFrV]!Reg1Tz]>\>b ,
Y5fVnuTVg5Y5]!Tyb1\!]/\�_1R/{�Y , j$b1\>fV\>g5g5htTz[eQ5U5Y1nuTVU1\�i , [kd�R/R>]![/T�]>d�]![>Y5Y<ds\>UXiXY5]!T�b1]!j$U5R>w;[-\!a<T�wFd�Y1d�]!T�nuh .

, �!�µ�.-��������
: ���*
	���s�¥���7¢V´���;�¤��¢V�?¢������
	��������	!«��3�o������
��G4 /usr/src/sys, �¥�!��� 2���!³V��¢¥� , ³��!� ���87���B���*¢7��¢V�!�¥�=�

0��1������¢u¡/�7
7�z��¥�������/�'
/¢���� . ������¡;�
-¢¥¢t�����;�¥�!�/´��V�����*��¡)��¥�������/��������O7 - 2����o��¥������� /stand/sysinstall ���!� root,���*¡>������� Configure, �����!�>� Distributions, �����!�>� src, �����!�/� sys. ���*
	�e���=���V���?�=�A����¢¥��¢I���=�����> u¢����V¢t� sysinstall ����¥���7¢2�¤���+�����¥������� ” ��²��!±��V�!
7����/�5� ” FreeBSD CDROM, ���������¥£y¢s�7�V£y¢¥��¢u��¥�������/��V���/�;� 7�V�7����¢7��¢V�2�¥�=�P��������>�B�/ /�l���/�?���o�B���>´/�¤�=���/�;� :
# mount /cdrom
# mkdir -p /usr/src/sys
# ln -s /usr/src/sys /sys
# cat /cdrom/src/ssys.[a-d]* | tar -xzvf -

�'\!]!T�n , Q5TVU5T�w$S*Y5]!T)[�b1\>]>\�_?R>{ arch/conf Y<d�b5R>Q1Y5U5j$w5]!T v \!wX_<b5R>g v Y1{�j$U1\!}1Y5Y GENERIC [e[ v \!wX_%d
[>ht^>U?\!g5g5h�nK[-\>nuY;Y?nuT�g5T�n . �3\!Q1U5Y1nuT�U :
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# cd /usr/src/sys/i386/conf
# cp GENERIC MYKERNEL

~kR�]!U1\�S?Y5}5Y1YFY1n+m<d�R/d�]!R>Y5]eY5fy^>j$b5[�[l[>TVUXiXg5TVnKU5TV{�Y1d�]!U5T , YFT�do_1YF[>h�Q5R!S5S?T�U5W�Y1[/\!TV]!Tzg1TVd�b1R!_1`/b5R
b5R/nuQ5`/��]!TVU5R>[ FreeBSD g1\�U1\>f�_1Y1c5g5R/n�R>^>R/U5j/S?R>[-\!g5Y1Y , iXR>U1R>a<\!m3Y$S?T�m;S?R>^-\![!_1m5]!`�r�]>ReY1n+m<bFY1nuTVg5Y;iXR/d�]>\ .
��h�g1\>f�[/\!_1Ykm$S?U5R MYKERNEL [�r�]>R/n�Q5U1Y1nuT�U5T .

�����������
	����
: �M�>�?¢� 7¢����V¢z²)�!´�
/�t�2����².� 4 ������±����%0��?���t� /usr/src �7��£)¢¥��¡>�*���)�!
���7�/´:���-¢�¢V´ . ���*
	�e���

���V���?�=� �¥��¢¥��¢)������¡�
/¢V�µ� , �O7e�7�V£.���l��¢��������+�o�-�!
7�!� /usr/src ������³V�!�s�2�¥¢I�C���!³V�!
/� . �M�;�*
/¢��¥�!�G45�0��¡>� ³�����=��¢¥¡���¢¥��� 0 ��¢2�V����
	�V������¢��¥���o� , ³��!�V¡/�K�����O0!��� , ³��!�l�V�<�o�$�!
	��
7�/���V¡��¥�=�¥¢������A´t²)��´�
 ����¥�=���>´>��� 0��1��� . ��¢��¢¤�-�������!�o��´���¢/��¢V�����V��¢ � �¥�=�¥¢������ GENERIC, �����7��£)¢¥��¡>�*���7�����¥£y¢y��¢V��¢ 2¥�!�������������������*
/¢¤�>��°z 7¢V�
�V¡����/�'
/¢������s�-¢V��¢V�¥�0�;� 7�V�7���M7y��¢V�!�¤�!�/� , �.�.2V�?¢���¢�����0
0��?����¡V�o�>���t������¢V�O0&��� .

/'�P�7��£)¢¥��¢ ����7!�����������u²)�!´�
F�2����²��14 ������±����!0��1����� �?�o�545�>�p�?¢2�¥��¢ , � 2�����¢��8��� 2¤�-����� ��>�µ�*��
	�!³V¢2�V�¥��°=�2�V�7
5�¥�F���
�¥�!�V�y²y�!´�
;�y�������!
��G4 ¢ i386.

�*�!�����!�?¢V� :
# cd /usr/src/sys/i386/conf
# mkdir /root/kernels
# cp GENERIC /root/kernels/MYKERNEL
# ln -s /root/kernels/MYKERNEL

qsTVQ5T�U1`eR/]!U5ToS�\!b5]!Y1U5j$w5]!T v \!wX_ MYKERNEL [ld�[>R �VnP_1�e^>Y1nuR-n�]!TVb1d�]!R/[>R-nKU5ToS*\>b5]!R/U5T . +zdo_1Y<[>hx]!R>_1`>b1R
g1\!c5Y1g1\!TV]!T , T�S?Y5g1d�]![>TVg5g5h�nPS*R/d�]>j-Q1g5h�n�U5T�S*\!b5]>R>U5R-n�d�b5R/U5T�Ts[/d�T�{�R�^>j/S?T�] vi, b5R>]>R>U5htw%do_1Y5a<b5R/n�d�_1R!WZTVg3S1_5m
]!R>{VR , c5]>R>^>hxR/^��'m1d�g5Y5]!` , b1\!b<Y1n�Q5R>_1`>fVR>[/\>]!`/d�m , foS?T�d�` , g1R�[e^>Y5^>_1Y5R/{�U1\ v Y5Y3Q5T�U1T�c5Y1d�_1T�g1Rlnug5R>WZTVd�]>[>R�b1g5Y5{ , [
b5R>]!R/U5h)i3T�{VR�Y1d�Q5R!_1`/f�R/[/\!g1Y5T7iXR>U5R/aFR�R-d�[/T��FTVg5R . ��S?g?\!b5R FreeBSD Q5U1ToS?R-d�]>\>[!_5m5TV]�^>R>_1T�TsQ5U5R/d�]!R>wFU5ToS*\>b5]!R/U
ee, b1R>]!R/U5htw , TVd�_1YF[/h - g5R>[/Y5c5R>b , Q5R�S?R/w$S��V]�[/\/nK^>R>_1`>a<T�[/d�T�{�R . �kTsd�]>TVd�g5m5w5]!TVd�`eY1fVnuT�g5m5]!`ld�]!U5R/b5Y
b5R/n7nuTVg5]>\!U1Y5T�[e[eg1\>c1\�_?T v \!w5_?\ , ds]!TVn , c5]!R>^/hxR>]!R/^>U1\>f�Y5]>`�[/\>aFjlb5R>g v Y5{�j$U1\>}5Y5��Y5_1YFY5f�nuT�g5TVg5YXm , b5R>]!R/U5htT
[>h�d�S*T�_?\!_1Y;Q5Rkd�U1\>[>g5TVg5Y5� d GENERIC.

+zdo_1Y<[/\/nKQ5U5YXiXR�S*YX_1R/d�`ed�R>^>Y1U1\!]!`�m$S?U5R�S1_5m SunOS YX_?YFb1\>b5R>w - _1Y5^/R)S?U5j${VR>w;R/Q5T�U1\>}5Y5R/g5g5R>w;d�Y1d�]>TVnuh�]>Y5Q1\
BSD, nug5R/{�R>TsY5fz]>R>{�R , c5]!Rkd�R!S?T�UXWZY5]/domF[er�]!R-n v \!wX_?Tz^>j/S?TV]�R/c5T�g5`ef�g1\>b5R/nuR�[/\>n . +zdo_1Y<WZTz[/h , g1\!Q5U1R>]!Y5[ ,
Y1d�Q5R>_1`>fVR>[-\�_1YeS?U5j${Vj-� R>Q1T�U1\>}5Y5R>g1g5j$��d�Y?d�]!T�nuj , ]>\!b1j-� b1\>b DOS,

v \!w5_Fb5R>g v Y5{�j$U1\>}5Y5Y GENERIC nuR>W�TV]Q5R>b1\>fV\>]!`/d�mk[-\>nKb5U?\!w5g5T)do_?R!WZg5h�n , Q5R/r�]!R-nuj;do_1T�S?j$w5]!TyY5g1d�]!U5j$b5}5YXm1n [�U1\>foS?T�_1T | R/g v Y5{Vj-U?\!}5Y5R/g5g5htw v \>wX_
nuToS1_1TVg5g5RlY;[>g1Y1n7\!]!T�_1`>g1R .

, �!�µ�.-��������
: ���*
	���V�8����� 7!�������.2��!�o��¢¥��¢u�$¢���¢V���.���87�V�7���M7y��¢V�2�¥�!�/� �+�-¢V��¢V�*�/� ������¢V����� FreeBSD, ��¢�2���¡V�o�7�¥��¢

�V�¥¢V��������� 0��u²)��´
��>� /usr/src/UPDATING ��¢V��¢¤����¡����/�'
/¢����V¢V� . / �¥�!�/��²)��´
/¢K�>�����������P�2��¢z���o£����*¢y�*�/���������=�
�V¡�
/���¤���:���87�V�7���G45�k���V�-� , �=��¢¥¡���°s C��¢I�;����¡��G45�3�����!�?������0 . /usr/src/UPDATING �2�¥¢.4 �$�9���;�V�=��¢¤���¥�=�¤��¢¤�l��¢��������¥���/��7.���87���B���:7)��¢��!�¥�!�>� FreeBSD, ��� �¥�!�/�5�90X�'
10>¢¥��� 0�¡���
/¢�¢7���������!
7����A� ���¥�!�>³����!���/�=����²/�>���?�!±���� , ³V¢V� �¥�!��o�����/�*�V�?�¥�=��� .

qsTVQ5T�U1`e[/h�S?R!_5WZg5h�d�b5R-nuQ5YX_1Y5U1R>[/\>]!`�m$S*U5R . 'sj$�<TVd�]>[>j$T�])S*[/\�d�Q5R/d�R>^/\ , b5R>]!R/U5htTyQ5R>fV[>R!_1m5��]�rV]!RedoS?T�_?\>]!` .| \!b5R/w3Y5fsg1YXi;[>ht^/U1\!]!` , fV\>[>Y1d�Y5]�R>]e]!R>{VR , Q5R/c5TVnujk[-\>nKQ5R/g1\=S?R/^>YX_?R/d�`�Q5T�U5T�d�R/^>Y5U1\>]!`tm$S?U1R�YF[/T�U1d�Y5Y FreeBSD,
b5R>]!R/U5j$��[/h�Y1d�Q1R!_1`/f�j$T�]!T .
• +zd�_1YF[/hxjXd�]>\>g5R>[/YX_1Y �%��#��>.>� Y1doiXR�S*g5htTs]>T�b1d�]!hxm$S?U1\ , Y1d�Q5R!_1`/f�j$w5]!T)d�Q1R/d�R/^ 1.

205



�µ#��! >�
8.
�%�!�������=01./�s2��9�'�

FreeBSD

• +zd�_1YF[/hxY1d�Q1R!_1`/f�j$T�]!T FreeBSD [>T�U?d�Y5Y;^/R!_1TVTzU1\>g5g5TVw , c5TVn 4.0 Y<[>h (?� R>^/g5R>[>_5m5T�]!Tyd�Y1d�]!TVnujlS*R
FreeBSD 4.0 Y5_1YF[/htaFT , Y1d�Q5R>_1`>fVj-m make buildworld, Y1d�Q5R>_1`>fVj$w5]!Tsd�Q5R/d�R>^ 1.

• +zd�_1YF[/h�d�R/^>Y5U1\>T�]!Tsg5R>[/R>T7m$S*U5R , g1TsR/^>g5R/[!_5mXm3Y1d�i$R!S?g5htTs]!T�b1d�]!h ( [>R/fVnuR!WZg5R , S1_5mF]!R/{�R , c5]!R>^/h S?R/^/\![/Y5]!`
g5R/[>j$��R/Q5}5Y5� , g1\>Q5U5Y1nuTVU IPFIREWALL), [/h�nuR!WZT�]!TyY1d�Q5R!_1`/f�R/[/\!]>`)_1��^/R>w<d�Q5R/d�R>^ .

• +zd�_1YF[/hxQ5T�U1TVd�R/^>Y5U?\!T�]>T�m$S?U5Reb1\!b<c1\>d�]!`�Q1U5R>}5T�d�dV\ make buildworld, Y?d�Q5R>_1`>fVj-w1]!Tsd�Q5R/d�R>^ 2.

+zdo_1Y<[>h (*� R/^>g5R/[!_5mX_?YlS?T�U5TV[>ReY1doiXR�S*g5h)i3]!T�b1d�]!R>[ldsnuR-nuT�g5]/\�Q5R-do_1T�S?g5TV{�R�jXd�Q5T�a<g5R>{VR�fV\>[>T�U1aFT�g1YXm;}5Y5bX_*\
buildworld-installworld, ( ]!RlTVd�]>`�g5TyfV\>Q5jXd�b1\!_1Y CVSup, CTM, YX_?YFg5TyY1d�Q1R!_1`/f�R>[-\�_1Y anoncvs),
[>R>f�nuR!WZg5R�Y?d�Q5R>_1`>fVR>[/\>g5Y5T�Q1R/do_?ToS?R/[/\!]>T�_1`/g5R/d�]!Y config, make depend, make, make install.

�����������
1.
�	����
� ����� 
 � ” �


 �������� �������� ”
���������������

1. �'\>Q5jXd�]!Y1]!T config(8) S?_5mF]!R/{�R , c5]!R>^/h�d�{VT�g5TVU5Y5U5R/[/\!]>`�Y1d�i$R!S?g5htTs]!T�b1d�]!hxm$S?U?\ .
# /usr/sbin/config MYKERNEL

2. ~kTVU5T�w$S*Y5]!Ty[�b1\>]>\�_1R/{ , [eb5R>]>R>U5R-n�^>j/S?TV]�d�R/^>Y5U1\>]!`/d�mkm$S?U5R . �'\!Q5j$�<T�g5g5htwFb1\!b;Q1R>b1\>fV\!g1R�[>hta<T config(8)
[/ht[>T�S?T�]�Y?n+mFr�]!R/{�Reb1\!]>\!_1R>{�\ .
# cd ../compile/MYKERNEL
* _1m FreeBSD [/T�U1d�Y5wF^/R!_1TVT�U1\>g5g5YXi , c5T�n 5.0, [/nuTVd�]!R�rV]!R>{VR�Y1d�Q5R!_?`>f�j$w5]>T :
# cd ../../compile/MYKERNEL

3. 'sR/^>T�U1Y5]!T�m$S*U5R .
# make depend
# make

4.
� d�]>\>g5R>[/Y5]!Tyg5R>[/R>T7m$S?U1R .
# make install

�����������
2.
�	����
� ����� 
 � ”

���������
”
���������������

.

1. ~kTVU5T�w$S*Y5]!Ty[�b1\>]>\�_1R/{ /usr/src.

# cd /usr/src

2. 'sR/^>T�U1Y5]!T�m$S*U5R .
# make buildkernel KERNCONF=MYKERNEL

3.
� d�]>\>g5R>[/Y5]!Tyg5R>[/R>T7m$S?U1R .
# make installkernel KERNCONF=MYKERNEL

, �!�µ�.-��������
: / FreeBSD 4.2 ���u¡���
/¢�¢y����������7 , �¥���%¡��o�$¢¥�0��¢��V¡67���B�!�7�32��!�?¢�������� KERNCONF= ��� KERNEL=.

4.2-STABLE, ���87�V�7����¢u��¢��!�¥�=�K�����!�>���/´)¡>�B
	�C��¡����/�'
-¢�����?� 2 ²)¢��V���!
10 2001 45���$� , ��¢z�������!�?�V¢¥�t�������!�?¢¥�=���
KERNCONF=.

�kR>[>R/Tum$S?U5Re^>j/S?T�]�d�b5R>Q1Y5U5R>[-\!g5Rt[eb1\!]/\�_1R/{ /boot/kernel b1\>b /boot/kernel/kernel, \�d�]>\!U1R>T�m$S*U5R�^>j/S?TV]
Q5T�U5T�nuT��<T�g5Re[ /boot/kernel.old/kernel. qyT�Q5TVU5`lQ5T�U5TVfV\>{�U5j$f�Y1]!Tyd�Y1d�]>TVnujlS1_5m<]!R>{VR , c5]!R/^>hxY1d�Q5R!_?`>f�R/[/\>]!`
g5R>[/R>T7m$S?U1R . +zd�_1Y%c5]!R - ]!R�Q1R>w$S��V]�g5Ty]>\>b , [>h�nuR!WZT�]!TyR>^/U1\!]>Y5]!`/d�m;b;U1\>foS?T�_1j�+zd�_1YFc5]>R - ]!R�Q5R/a;_1Reg5Ty]>\!b<[
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b5R>g5}1Tzr�]>R>wF{�_?\![/h , b5R>]>R>U5htw%nuR!WZT�]eR>b1\>fV\!]>`/dom3Q5R>_1T�fVT�g . �kTsfV\>^>j/S?`>]>TzQ5U5R/c5Y5]>\>]!`lU1\!f�S?T�_ , b5R>]!R/U5htw
R>^��µm1d�gXm5TV]�b1\!bFY1d�Q5U?\![>Y1]!`�]!R , c5]>R�m$S?U1R�g5TyfV\>{�U5j-W \!TV]>dom .

, �!�µ�.-��������
: / FreeBSD 4.X �y¡���
/¢�¢)����������7 , 0��1���s��¥���������*
	�!����¢¥��� 0;� /kernel, �7�V�>�!
	�e� /modules, �/�¤���!����¢

0��1��������7!�����O0>¢¤��� 0;� /kernel.old. ���o�54'�V¢7²)��´�
5� , �������;� 05 /�V¢2� 0F�y�����>±=¢2���¤� 2¥�149�o�62V��� , �����;�V¢y�o����2¥�149�o�62V³��!�
(loader(8)) �)¢64G�k������²��14 ������±���������*¢7²)��´�
1� , ���.2��*¢V 7�!°A��� 0F� /boot. �.���/�!
	�/�¥�!�/���������O7e�������.2V�����B����¢*
/¢V´e�7�G4 ���¡>�*���)���>�?¢� 7¢����K� /modules, 7��� 0;����
	� 2��/�¥����¢'
7�z����
!£����Y2�������� , ³��!�0�/³V¢����s���o£���� , ³V�!�V¡/�K�7���/�!
	�)¡>�B
	�
����� 7!������� 2�>���>������� �I�*��¡/���������A�0��1���/� . �.���/�!
	� , ��¢s�������V³��V���������*¢/��������¡;�����/�I���V¡/��������� ��0��?���>� , �7� 4 �������2��������/��¢2�¤����¡��
	������¥���/�.��¢��2�/����¢����������¤���y����¡;���=� .

, �!�µ�.-��������
: ���*
	���V�<�?�V¡=������
	�����>�V�*¢+��¥�=���>´;�¤�=��� ( ���!����¢ , ���!�U2V� ���2�/�¥�O0F���!����� ) �.�;������
	� 2 ��¢¥��¢ FreeBSD 4.X ��
	�¡���
/¢�¢y����������¢z��¢V����� , �!� , ��� 2V�7�V£.��� , ����� �������o�?�V¡������ 0���� 2 �$�����/��¢V�����!�>����¢�²)��´�
1�<��¥�=���/´��¥�=�y�y�o�����!
�� 4 ¢ /dev��¢V��¢ �l��¢V� , �o���y��� �V�7��£)¢¥��¢��O7.���V����
	� 2��/�¥����� . �1�7�?�>����
	������¢*
	�����>´�����²/�>���?�!±��V¢V´e���P�7��£)¢¥��¢I�V¡/�������V����� 0F����62¤�-¢*
!���7� 2¤�-������¢7²y�!´�
��/�A��¥�=���/´��¥�=�7�-�!
-¢¥¢s� �¤�!�/´)4 
/����¢ .

8.4. C L � � I � 	<D<E�� I�L � ��� J � E J����� (?�� �"-#��o#X2
FreeBSD 5.X Joel Dahl.

	 R/U1n7\!]eb5R>g v Y5{�j$U1\>}5Y5R>g1g5R>{VR v \!wX_?\)S?R/d�]>\!]!R/c5g5ReQ5U5R/d�] . | \!W%S*\�mFd�]!U5R>b1\�Q5U5T�S*d�]>\>[!_5m5TV]ed�R>^>R/w3bX_1�ec5T�[/R>T
do_1R/[>R�Y<R�S?Y5gFYX_1Y%^>R!_?T�Tz\>U5{�jXnuT�g1]!R>[ . * _5m;Q5U5R-d�]!R/]!h�^/R!_1`/aFY5g1d�]![>R�d�]!U5R/b<d�R!S?T�U5WZ\>]�]!R>_1`>b5ReR�S?Y1g<\!U1{�jXnuT�g5] .
�yd�� , c1]!Rld�_1ToS*j-TV]�f�\�d�Y?nu[>R!_?R/n # m5[!_1m5T�]>d�mFb5R/n7nuTVg5]>\>U5Y5TVn�YFY5{Vg5R>U5Y1U5j$T�]>d�m . 'z_1ToS*j-�e�FY5TyU1\>foS?T�_1h
R>Q5Y1d�ht[/\>��]�b1\!W%S?htwFQ1\>U1\>nuTV]!U , [eR/d�g5R>[/g5R/nK[eQ5R>UXm$S*b5T , [eb5R>]!R/U5R/n�R>g5Y;Q1R!m5[!_1m5��]>d�mF[ GENERIC, iXR>]!m
g5T�b5R/]!R>U1htTzU5R!S*d�]![/T�g5g1htTzQ1\>U1\>nuTV]!U5h�d�{�U5j$Q5Q5Y1U5R>[-\!g5hx[-nuTVd�]>Tz[lR�S?g5R-nKU1\!f�S?T�_?T ( g1\!Q5U1Y1nuT�U � \!^/R>]>\edzd�TV]!`>� ),
S*\�WZTzT�do_1Y<g1\�dV\>nuR-nPS?T�_?TzR>g1YFU1\>f�^>U1R/d�\>g5h Q5R�[-d�T�nuj v \>wX_1j GENERIC. �'\�Q5R!_?g5h�n�d�Q1Y1d�b5R-n
\!UXiXY5]!TVb5]!j$U5g5R - f�\![/Y1d�Y1nuh)ikQ1\>U1\>nuTV]!U5R>[eYFjXd�]>U5R>w1d�]![lR>^>U?\!]!Y5]>TVd�`�b v \!w5_1j NOTES [e]!R/n�W�Tyb1\>]>\�_1R/{�T , c5]!RlY
GENERIC. 
�UXiXY5]!TVb5]!j$U5g5Rkg5TVfV\![/Y1d�Y?nuhtTzQ1\>U1\>nuTV]!U5hxg1\!i$R!S1m5]>d�m;[ /usr/src/sys/conf/NOTES.

, �!�µ�.-��������
: NOTES ��¢I�¤�! u¢2�¥�=� ��¢¥�e� FreeBSD 4.X. �s¢¥���!
	������¢ �>�����������V¢s���������*¢¤�=���/�/�z��¥�=���>´;�¤�=���.2 GENERIC

��� 7�V�7����� 0;�7²)��´�
-¢ LINT. / 4.X LINT �*
!�o£����7�1�¤��� ±=¢'
 0X� : ����¢¤�����¥������V���J�V���������>³�����¢y�o���2�>����� �¥�=�*�y��
103�V�?¡;�>����������!�?¢¥�=���>�T0��1���t�����/�¤¡;�/����¢U0��?���t���y���7��
5³V�����>° ������¢¤�?�;�¥�����������y������²��14 ������±��!°�0��?���9�y�������!�?¢¥�=������� ,��¥�������/�'
/¢������A�)����2���!³V¢�����0 , ���2
	�!³�����¢I���%2�����³V¢����!´e���s���B�
5³������!° ( ����¥�!�
7���2�������G45�k���!�����?¢¥�=���/� , �������2��
	���2�
�¥�!�e��� 2V�7�V£.��� ). ¯1�!�)¡/�7
��F�¤�$¢'
-�����e���y�!�/´l�����!³�����¢ , ³��!�)���!����0;������²��14 �����!±���0 7�/�����I�k���/�7�G4 �!
/� ( ������¢7¢� 7¢���>�B� 4 �V¢¥� ) �����z��¢2�¥���!���/�¥�����������/�*�G45�l���V�-�F�.�.2V�?¢���¢����!´e�J�¤�! 7¢2�¤�=�¤��°z 7¢V�����V�-¢ , �����V����
	�V�¤� �¥�!�����2��� �.�.2V�?¢���¢�����0�7�G4 �����2����²C
	�>�¥�!�/�¥�����K�+�1�o�54'�!����³���¥� 0X���90��1��� . �7�7���!��� , ����²e����¥�=�o�������������2����²��14 ������±����%0��1���t� 5.X �������J
/�³V¢V��¢ 2y������£)¢2�¤�=���0�¥¢V����¢ 2����M7��.2V�?¢���¢����!´ ; �u�7�����.2u���!���O7��.2V�?¢���¢���>´ – ��¢V��¢V�?¢� 7¢����V¢)�������!�?¢¥�=���>�s������²��14 �����!±�����1���!´!�¥¢V���/�z� hints, �s��¢V��¢V���>�������7�G4 ���y¡>�*���C� 2��*¢��¢���� �92��149�o�o£y¢����%�7�����!���!³V¢2�V�����*�l����¢V�:032��54 �o�62��;�/�����¥��¢V�µ� ,�t� LINT �O7)¡���
	���¢/��¢¥� . �M� �¥�!�>´:�z�?�o�54��!� �����>³�������� LINT ¡/�7
F��¢V��¢��!�?¢����/�¥����� NOTES ���>�������>�����>���� - ����¢¤£���¢��1�9�*�;���=�¥¢¥���¥�=� ��¢¥�0������¢V�5�����62�����³�¢���>° : ����²/�/�����!���/�¥������¢z����
	� 2*�/�¥����¢*
/¢V´C�y�����¥���������:7e���!�����?¢¥�=���O7 .
/ FreeBSD 5.X �y¡���
/¢�¢)��� 2¤�7���O7���¢V���60 7����P����¢7¢� u¢t�7��£)¢¥��¢ ��� 2¤�-�����J����¡��>����¢V�µ�A´ LINT, ���A����
	���!� :
# cd /usr/src/sys/i386/conf && make LINT
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� ]!R�Q5U1Y1nuT�U%b5R>g v Y5{�j$U1\>}5Y5R>g1g5R>{VR v \!wX_?\�m$S?U1\ GENERIC dzU1\!f�_1Y5c5g1h�nuY3S?R/Q5R!_1g1Y5]!T�_?`>g5h�nuY
b5R/n7nuTVg5]>\!U1YXm1nuY , b1R>]!R/U5htTynuR/{�j$]�Q5R/g1\=S*R>^>Y1]!`/d�meS?_5m;m1d�g1R/d�]>Y .

� ]!R/]�Q5U5Y?nuT�U3S*R!_5WZT�g%d�R/[>Q1\�S*\!]!`edz[-\!aFTVw
b5R>Q5Y1T�w;[ /usr/src/sys/i386/conf/GENERIC Q5U1\>b5]!Y5c5T�d�b5Y%Q5R>_1g5R/d�]!`>� .

#
# GENERIC -- Generic kernel configuration file for FreeBSD/i386
#
# For more information on this file, please read the handbook section on
# Kernel Configuration Files:
#
# http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/handbook/kernelconfig-config.html
#
# The handbook is also available locally in /usr/share/doc/handbook
# if you’ve installed the doc distribution, otherwise always see the
# FreeBSD World Wide Web server (http://www.FreeBSD.org/) for the
# latest information.
#
# An exhaustive list of options and more detailed explanations of the
# device lines is also present in the ../../conf/NOTES and NOTES files.
# If you are in doubt as to the purpose or necessity of a line, check first
# in NOTES.
#
# $FreeBSD: /repoman/r/ncvs/src/sys/i386/conf/GENERIC,v 1.413 2004/08/11 01:34:18 rwatson Exp $

'z_1ToS?j$�e�FY5TsQ1\!U1\/nuT�]!U1h�R>^>m5fV\!]>T�_1`/g5h S1_5m #�� � � ��� m$S?U1\ , b5R/]!R>U5R/Tz[/h�^>j/S?TV]!Tsd�R>^>Y1U1\!]!` :
machine i386

� ]!Re\>UXiXY5]!T�b1]!j$U1\en7\>aFY5g1h . �eg1\yS*R!_5WZg1\e^>ht]!`eR�S?g1R>w;Y5f)do_?ToS?j$���<YXi : alpha, amd64, i386, ia64, pc98,
powerpc, Y5_1Y sparc64.

cpu I486_CPU
cpu I586_CPU
cpu I686_CPU

� ]>\�R/Q5}5YXmFj$b1\>f�ht[-\!T�]t]>Y5Q<Q1U5R>}5T�d�d�R>U1\ , b5R>]!R/U5htwFY?d�Q5R>_1`>fVj-TV]>dom3[l[/\!a<T�w;d�Y1d�]!T�nuT . � b5R>g v Y1{�j$U1\!}1Y5R>g5g1R/nv \!wX_1TynuR!WZT�]e^>ht]!`eg5TVd�b5R!_?`>b5Re[!iXR!W%S?TVg5Y5w;rV]!R>w;R/Q5}5Y5Y ( g?\!Q5U5Y?nuT�U , T�do_1YF[>hxg5Tyj$[>T�U1T�g5h , b?\!b5R/w;Y5fy]!Y5Q5R/[
Q5U5R>}1TVd�d�R>U1\�g5T�R/^!iXR�S?Y?nuR�Y1d�Q1R!_1`/f�R>[-\!]!` — I586_CPU YX_1Y I686_CPU), g1RtS1_5m<d�R>^-d�]![/T�g5g5R/{�Rtm$S*U1\t_1j$c5a<T
j-b?\!f�ht[-\!]!`t]>R!_1`/b5R�]!R/]�]!Y5Q<Q5U5R/}5TVdVd�R>U?\ , b5R>]>R>U5htw;jXd�]>\!g5R/[!_1TVg3[�[/\>aFTVw3d�Y1d�]>TVnuT . +zdo_?Y;[>hxg5Tsj$[>T�U1T�g5h , b1\>b5R>w
]!Y5QFg1T�R>^>iXR�S?Y1nuR�Y1d�Q5R>_1`>fVR>[-\!]!`�[-\>n , [/h�nuR!WZT�]>Ts[/R/d�Q1R!_1`/f�R>[-\!]!`-dom v \>wX_1R-n /var/run/dmesg.boot, c5]!R/^>h
j-[/Y$S?TV]!`�Q5U1R>]!R/b5R!_Ff�\!{VU5j$f�b5YFd�Y1d�]>TVnuh .

~kR�S5S?TVUXWZb1\�]>Y5Q1\ I386_CPU [-d�TzTV� �yd�j$�FT�d�]![/j-TV]�[eY1doiXR�S*g5h)i3]!T�b1d�]>\�i FreeBSD, g5RlQ5R�jXnuR>_1c1\!g1Y5�
R>]!bX_?��c5TVg1\�[e[>TV]!b1\�i -STABLE Y -CURRENT.

� ]!R�R/f�g1\>c1\!TV] , c5]>R�S1_1mF]!R>{VR , c1]!R>^/hxj$d�]>\!g1R>[>Y1]!` FreeBSD g1\
d�Y1d�]!TVnuj;dsQ5U5R/}5TVdVd�R>U1R/n i386, [/h�nuR!WZT�]>TsY1d�Q5R!_?`>f�R/[/\>]!`�do_1T�S?j$���<Y5Tyd�Q5R/d�R>^/h :

•
� d�]>\>g5R>[/Y5]!`�^/R!_1TVTzU1\>g5g5�e��[/T�U1d�Y5� FreeBSD YFQ1T�U5T�d�R>^/U1\!]>`�d�Y1d�]!TVnuj3Y1fsY1d�iXR�S?g5h)i3]!TVb1d�]>R>[l[
d�R>R>]>[>T�]/d�]![/Y5YFd � \!f�S . 8.3.

• 'sR/^>U1\>]!`�nuY5U<Y;m$S?U5Rlg1\�^>R!_?T�Tzg1R>[>R/w;n7\!a<Y5g5TyYFjXd�]>\>g5R>[/Y5]!`�g?\ 386 Y1d�Q5R!_1`/f�j-m;j-WZTsd�R/^>U1\>g5g5htT v \!wX_1hx[
/usr/obj ( f�\)S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Y5g v R/U1n7\!}1Y5T�wFnuR>WZT�]!TyR>^/U1\!]!Y1]!`/d�m;b � \>foS . 19.5).
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• '�S?T�_?\!]>`ed�R/^/d�]![>TVg5g5htw;U5T�_1Y5f FreeBSD, b1R>]!R/U5htwF[/bX_1��c?\!T�]�Q5R�S5S*T�UXWZb5j I386_CPU [�m$S?U5TyjXd�]>\>g5R>[/R>c5g5R/{�R
CD-ROM.

~kT�U5[/htw;Y5fzrV]!YXiFd�Q5R/d�R>^>R/[ , [>R/fVnuR>W�g1R , g1\!Y1^>R!_?T�TzQ1U5R/d�]!R>w;Y1fs[-d�T�i3Q5U1ToS1_1R>WZT�g5g5h)i , g1Re[-\>nKQ5R/g1\=S?R/^>Y5]/dom
nug5R>{VRtS?Y1d�b5R>[/R>{VR�Q5U5R-d�]!U1\>g1d�]>[/\ , c1]!RlnuR>WZT�]�^/ht]!`lfV\!]>U5j/S?g5Y5]!T�_1`>g1RtS1_5m<d�Y1d�]>TVn�b5_?\>dVd�\ 386.

ident GENERIC

� ]!R>]eQ1\!U1\/nuT�]!U<R>Q5U1ToS?T�_5m5T�] ” nuTV]!b5j ” m$S?U?\ . �kT�R/^!iXR�S*Y1nuR , c5]!R/^>h�R/g1\�d�R>R>]>[>T�]/d�]![/R>[/\!_?\)g1\>f�[/\>g5Y5� v \!wX_?\
b5R>g v Y1{�j$U1\!}1Y5Y3m$S?U1\ , g1\>Q5U5Y1nuTVU MYKERNEL, TVd�_1YF[/h�do_1T�S?R>[-\�_1Y3Y5g?d�]!U5j$b5}1YXm1n�[lQ5U5T�S?hyS?j$�FYXi3Q5U1Y1nuT�U1\!i .
��g1\!c1T�g5Y5T , b5R/]!R>U5R/Tz[/hxQ5U5Y1d�[>R>Y1]!TzQ1\>U1\>nuTV]!U5j ident ^>j/S?TV]�[>ht[/R�S?Y1]!`/d�m;[�Q5U5R/}5TVdVd�TsfV\!{VU5j$f�b5Y , Q5R>rV]!R/nuj
Q5R!_1TVf�g5R�S*\![-\!]!`�g5R>[/h�nPm$S?U1\>nKS?U5j${�Y5TyY1nuTVg1\)S1_1mF]!R>{VR , c1]!R>^/h R/]�_1Y5c?\!]!`lYXi;R>]�R>^>htc1g5R>{VRtm$S?U1\ ( g?\!Q5U5Y?nuT�U ,
TVdo_?YF[>h iXR/]!Y5]!T)d�R/^>U1\>]!`�r�b?d�Q5TVU5Y1nuT�g1]>\�_1`/g5R>Tzm$S?U5R ).
maxusers n

~3\!U1\/nuT�]!U maxusers R>Q1U5ToS?T�_5m5T�]eU1\!f�nuT�U5h�nug5R>{VYXi3[/\�WZg5h)i;d�Y1d�]!T�nug5h)i;]>\>^!_1Y5} .
� ]!Rec5Y1do_?R�S?R>_5WZg5R�^/ht]!`

Q5U5Y5^>_1Y5f�Y1]!T�_1`/g5R�U?\![>g1R�b5R>_1Y5c5T�d�]![/jlQ1R!_1`/f�R>[-\!]!T�_1T�w , R�S?g5R/[>U5T�nuT�g5g1R�Y1d�Q1R!_1`/f�j$���FY5ik[-\!a<jld�Y1d�]!T�nuj .

�3\!c5Y5g?\�m;d FreeBSD 4.5, d�Y1d�]!TVn7\l\![/]!R/n7\>]!Y5c5T�d�b5YFg1\>d�]!U5R>Y1]�r�]>R>]�Q?\!U1\/nuT�]!U<TVdo_?YF[�b1R>g v Y5{Vj$U1\!}5Y1R>g5g5R-nv \!wX_1Tz[>hxjXd�]>\>g5R>[/YX_1Y;TV{�Re[�f�g?\!c5TVg5Y5T 01. � FreeBSD 5.X Y<[>hta<T , maxusers Q5RejXnuR!_1c1\>g5Y5� U1\![/T�g 0, TVdo_?Y;g5T
j$d�]>\!g1R>[!_?T�g5R)S*U5j${�R>Tsf�g1\>c5T�g1Y5T . +sdo_1Y<[>h�Y1d�Q5R!_?`>f�j$TV]!T FreeBSD [>T�U?d�Y5Y<^>R!_?T�T�U1\>g5g5TVw , c5T�n 4.5 Y5_1YFiXR/]!Y5]!T
d�\>nuR-d�]!R>m5]!T�_?`>g5R�j$Q5U?\![!_1m5]!`�rV]!Y1n�fVg1\!c1T�g5Y5T�n , U5TVb5R/nuTVg$S?j$T�]>d�mFjXd�]>\>g1\![>_1Y5[/\>]!`�fVg1\!c5TVg5Y5T maxusers U1\![/g5h�n
nuY5g5Y1nujXn 4, R/d�R>^>TVg5g5RtT�do_1Y<[>hxY1d�Q5R!_1`/f�j$T�]>T X Window System YX_1Y<b5R/nuQ5Y5_5m5]!R>U1h . ~kU5Y5c1Y5g1\�rV]!R>{VR�b5U1R>T�]/domF[
]!R/n , c5]!R�R!S?g5R/wFY5fsR/d�g1R>[>g1h)il]>\>^!_1Y1} , U1\>fVnuT�UFb5R>]!R/U5R>wFR>Q5U5T�S?T�_1m5T�] maxusers, m5[>_5m5T�]/dom<n7\>b1d�Y1n7\!_1`>g1R>T
b5R!_1Y1c5TVd�]![>ReQ5U5R>}1TVd�d�R>[ , b5R>]!R/U5R>TsjXd�]>\>g1\![>_1Y5[/\>T�]>d�m3U1\![/g5h�n 20 + 16 * maxusers, ]>\>b5Y1n�R/^>U1\>f�R-n , T�do_1YF[>h
j$d�]>\!g1R>[>Y1]!T maxusers U1\![/g5h�n 1, ]!R�Q5R>_1j$c5Y5]!Ty[>R/fVnuR>W�g1R/d�]>`�[>htQ5R>_1gXm5]!`ln7\!b1d�Y1nujXn 36 R�S?g5R/[>U5T�nuT�g5g1h)i
Q5U5R>}1TVd�d�R>[ , [>bX_1�ec1\�m 18 YX_1Y<R>b5R>_1R�]!R/{�RlQ5U5R/}5TVdVd�R>[ , b5R>]!R/U5htTsd�Y1d�]>TVn7\efV\!Q1j$d�b1\!TV]�Q5U5Y<fV\>{�U5j$f�b1T , Y 15 YX_1YR>b5R>_1R�]!R/{�R�[/h�d�R/foS*\�S?Y5]!T , b5R/{oS*\tf�\!Q5jXd�]!Y5]!T X Window System.

* \!WZTz]>\>b1\�mFQ1U5R/d�]>\�m;f�\=S*\>c1\ , b1\>bFc5]>T�g5Y5T
d�]!U1\>g5Y5}5h�d�Q5U1\>[>R/c5g5R>w;d�Y1d�]>TVnuh (man(1)), Q5R/]!U5T�^/j$T�]�f�\!Q5jXd�b?\)S?TV[!m5]!Y<Q5U5R>}1TVd�d�R>[ , S1_5mF]!R/{�R , c5]!R>^/h
Y1d�Q5R>_1`>fVR>[-\!]!` v YX_?`>]!U5h , U1\>d�Q1\!b5R/[/\>]!`�YFQ1U5R/dVnuR>]!U5TV]!`lT�� . � d�]>\>g5R>[/b1\ maxusers [ef�g1\>c5T�g5Y1T 64 Q5R>fV[>R!_?Y5]
fV\!Q1j$d�b1\!]>`)S?R 1044 R!S?g5R/[>U5T�nuT�g5g5h)i3Q5U1R>}5T�d�d�R/[ , c5]>R�S?R>_5WZg5R�^/ht]!`�S?R/d�]>\!]!R/c5g5R�S1_5m;^>R>_1`>a<Y5g1d�]![/\
Q5U5Y1nuTVg5T�g5Y1w . ��S?g?\!b5R , TVdo_?Y;[>h�[/Y$S?Y5]>TsR/aFY5^/b5j proc table full, b5R/{oS*\�Q5ht]>\>T�]!T�d�`lfV\!Q1j$d�]!Y5]!`eQ5U5R/{�U1\/n7nuj3YX_1Y
Q5R�S5S*T�UXWZY5[-\!T�]>Tsd�TVU5[>TVUFds^>R!_?`>aFY?npb1R!_1Y5c1TVd�]>[>R/n�Q5R!_1`/f�R/[/\!]>T�_1TVw ( ]>\>b5Y1n�b?\!b ftp.FreeBSD.org), [/hx[/d�TV{oS*\
nuR!WZT�]!Tyj$[>T�_1Y5c5Y5]>`�r�]>Rec5Y?do_1ReYFQ5TVU5TVd�R>^>U?\!]!`tm$S*U5R .

, �!�µ�.-��������
: maxusers ¨�« ��� ®>§=¨�©��V©��§�«��l����
	�!³�¢��¥�=���e����
	� 2*�/�¥����¢*
/¢V´ , �2�V�!�/���*¢t�7� 4 ��� 2���´��������������u���?�������o� . ��������;�¥�!�y��¥�������!�'
	�!����¢¥�t���.2��*¢����P���62*
	�>³����:7s����¡
7�!±e�y���62¤��������¢�2�����³V¢�����0 , ��³����=�A���O0F�*���!��>�?�!
	������¢s�2�
7�!³V¢2�¥�=�*����
7� 2��>������¢*
/¢V´ , �����!�>���=¢u¡V�o�-¢¥��������y�J��;�¤��¢V�?¢0���o���y����� 4G�k�����>±=¢��2���/�+¡V�o�-¢¥� 2��!�o����o�����s����£z�?�A´F�.2/����7 .�*�!�����?¢¥�=�!0��?��� , �2�V�!�/���A´s?« � ����V©��¥«�����¨ � ��� ®>§�¨�©���©�o§=« �l�2��
	�!³V¢2�¥�=�*�0�V�7���/����¢V�?¢������:7��o�$�!

	������M7/��¢��2���!´:�C�/����� X��¢V���������!
-� , �¥�!� pseudo-device pty 16. � FreeBSD 5.X, �¥�!�A��¢/�o�o£����s¡=¢2�����/�2�������2� 0���¡��¥�!�/� ���/�?¢V��¢ ,���;�V�2�
7���¥�7�1����´>�¥¢V� pty(4) ” �!�¤�!�/�*
������!�o��¢V�µ� ´ ”; ���V����
	� 2¤��´���¢)�u²)��´�
/¢y�2����².� 4 ������±����/�¥�=���/�¤� device pty.

# Floating point support - do not disable.
device npx

npx - rV]!ReY1g5]!T�U v T�w1dsb<nuR!S?j-_1��R/Q5T�U?\!}5Y5w<dzQX_*\![/\>���<T�w3]!R/c5b5R>w<[ FreeBSD, b5R/]!R>U5htw<nuR!WZT�]eY1d�Q5R>_1`>fVR>[-\!]!`
b1\!bF\>Q5Q1\>U1\!]!g1htw<d�R/Q5U5R/}5TVdVd�R>U , ]>\!b;Y<Q5U5R/{�U1\/n7nug5j$��r�nuj/_1m5}5Y5� .

� ]!R>]eQ1\!U1\/nuT�]!U 2� �#X2����%�¥2;� � 254!�!�%�¥#��>(16 � .

# Pseudo devices
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device loop # Network loopback

's]>\!g$S�\!U5]!g1R>TzjXd�]!U5R>w?d�]![/R�R>^/U1\!]>g5R>wFd�[!m5fVYkS1_5m TCP/IP. +sdo_1Y%[>hxf�\!Q5jXd�b?\!T�]>T telnet YX_1Y FTP g?\ localhost
( R/g3WZT 127.0.0.1), ]!Rkd�R/ToS?Y1g5T�g5Y1TzQ5U5R/w$S��V]�c5TVU5T�fyr�]!RljXd�]!U1R>w1d�]![>R . � ]!R>]eQ1\!U?\>nuT�]>U � � 254>���%�¥#���( . �
FreeBSD 4.X [-\>n�Q1R>]!U5TV^>j$T�]/dom;Y1d�Q5R!_1`/f�R/[/\!]>` pseudo-device loop.

�yd�TzR-d�]>\!_1`>g5htTsQ1\!U?\>nuT�]>U5h�^>R>_1T�TzYX_1Y<nuTVg5T�TyR>Q1}5Y5R>g?\�_1`/g5h . �e^>U1\>�<\!w1]!Tz[/g5Y1n7\!g1Y5Tzg1\�Y5g v R/U1n7\!}5Y1��R
b1\�W%S?R/w;R>Q5}1Y5Y , b5R/]!R>U?\�m;U1\>fVnuT��%\!TV]>domFU5m$S?R/n�dsg5T�w .

#To statically compile in device wiring instead of /boot/device.hints
#hints "GENERIC.hints" # Default places to look for devices.

� FreeBSD 5.X Y<^>R>_1T�TsQ5R>f�S?g5YXi device.hints(5) Y1d�Q5R>_1`>fVj$��]>d�m3S1_5mFg?\>d�]>U5R>w5b1Y;Q1\!U?\>nuT�]>U5R>[�S?U1\!w1[>T�U1R>[
j$d�]!U5R/w1d�]![ . ~kj$]!`�Q1RejXnuR!_?c1\!g5Y1� , b5R/]!R>U5htw loader(8) ^/j/S?T�]eQ5U5R>[/T�UXm5]>`�Q5U5Y<fV\>{�U5j$f�b1T -
/boot/device.hints. (3d�Q5R>_1`>fVj-mkR/Q5}5Y5� hints [/h�nuR!WZT�]!Ty[>b1R/nuQ5YX_?Y5U5R>[-\!]!`er�]!Y<Q1\!U?\>nuT�]>U5h�d�]/\!]!Y5c1TVd�b1Y
[�[/\>aFTzm$S?U5R . � rV]!R/n do_1j$c1\>Tzg5Ty]!U5TV^>j$T�]>d�m<d�R/foS*\>[/\>]!` v \!wX_ device.hints [lb1\!]/\�_1R/{�T /boot.

#makeoptions DEBUG=-g # Build kernel with gdb(1) debug symbols

�e^>htc5g5htwFQ5U5R>}1TVd�dsd�^/R>U5b5Y FreeBSD g1Ts[/bX_1��c?\!T�]�{�T�g1T�U1\>}5Y5� R>]�_?\�S?R>c1g5R>w;Y1g v R>U1n7\>}5Y5Y;Q1U5Y<d�^>R>U1b5T�m$S?U?\�Y
j>S�\�_5m5TV]�^>R>_1`>a<j-��c1\>d�]!`�[-d�Q5R-nuR>{�\!]!T�_1`>g5R/w3Y5g v R/U1n7\!}5Y1Y (symbols) Q5R/d�_1Tz]>R>{�Reb1\!bFm$S?U5Rldo_1Y5g1b5R>[-\!g5R)S?_5m
]!R>{VR , c5]>R>^>h�d�r�b5R/g5R/nuY1]!`�g5T�nug5R>{VRenuT�d�]>\ . +zdo_?YF[>h�d�R>^/Y5U1\!TV]!TVd�`�Q5U1R>[>R!S?Y5]!`�]!TVd�]!Y5U5R/[/\!g1Y5Tzm$S*T�U;[l[>TV]![>Y
-CURRENT Y5_1YFU1\>f�U1\>^/\>]!ht[/\>]!`�d�R/^/d�]>[>T�g1g5htTzQ5U?\![>b1YkS1_5m;m$S*U1\ FreeBSD, [>R/fVnuR>W�g1R�[/\/nK^>j/S?T�]eg5j-WZg5R
U1\>d�b5R/n7nuTVg5]!Y5U5R/[/\>]!`�rV]!j3d�]!U5R/b5j . qyTVn d�\/nuh�n�[>hx[/bX_1��c1Y5]!TyY1d�Q5R>_1`>fVR>[/\>g5YXm3R>Q1}5Y5Y -g, b5R>]!R/U1\�m;[/bX_1�ec1\!TV]
{�T�g1T�U1\>}5Y5��R/]�_?\�S?R>c5g1R>w;Y5g v R>U1n7\>}5Y5Y gcc(1). qsR/{�ReWZTsd�\/nuR>{VR�r v3v TVb5]>\enuR!WZg5RtS*R>^>Y1]!`/d�m;Y1d�Q5R>_1`>fVj-mkR/Q5}5Y5�
config(8)-g, [edo_?j-c?\!T , TVdo_?YF[>hxY?d�Q5R>_1`>fVj-TV]!T ” ]>U1\=S?Y1}5Y5R>g1g5htw ” d�Q5R/d�R>^�d�^>R>U1b5Y3m$S?U1\ ( R/^>U1\>]!Y5]!T�d�`eb � \>foS . 8.3
fV\)S*R>Q5R>_1g5Y5]!T�_1`>g1R>w;Y5g v R>U1n7\>}5Y5T�w ).

options SCHED_4BSD # 4BSD scheduler

qsU?\=S?Y5}1Y5R>g5g1htwFQX_?\>g5Y5U5R/[>�<Y5b FreeBSD. ��fV\![/Y1d�Y?nuR/d�]>Y;R>]efV\!{VU5j-WZT�g5g5R-d�]!Y<d�Y1d�]!TVnuh , [>h�nuR>W�TV]!TyQ5R>[/h�d�Y5]!`
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`�d�Y1d�]!TVnuh , Y1d�Q1R!_1`/f�j-m;g5R>[/htw;QX_?\>g5Y5U5R/[>�<Y5b FreeBSD ULE, b5R>]>R>U5htw<^>h)_<d�Q5T�}5Y?\�_1`/g5R
U1\!fVU1\!^/R>]>\>glS1_5m SMP, g5R�R/]�_1Y5c5g1ReU1\>^>R/]>\!TV]�]>\!b5W�TyYFg?\�R�S*g5R>Q5U1R>}5T�d�d�R/U5g5h)i3d�Y1d�]!TVn7\!i . +zd�_1YF[/h i$R/]!Y5]!T
Q5R>Q5U1R>^>R/[/\>]!`tr�]!R/]�QX_*\!g5Y5U1R>[>�<Y5b , f�\>nuTVg5Y5]!T SCHED_4BSD g?\ SCHED_ULE [ v \>wX_1Tsb5R>g v Y1{�j$U1\!}1Y5Ykm$S?U1\ .
options INET # InterNETworking

~kR�S5S?TVUXWZb1\�d�T�]!TV[>h)i3[>R/fVnuR>W�g1R/d�]>T�w . �ld�]>\![/`>]!Tsr�]!j3R/Q5}5Y5� [>bX_?��c5T�g1g5R>w , S*\�WZTzT�do_1Y<[>hxg5TyQX_?\>g5Y5U5j$TV]!T
Q5R�S?b5_1��c1\>]!`/d�m;b<d�T�]!Y . ;yR!_1`/aFY5g1d�]![>R�Q5U5R>{VU1\>n7n�]!U5T�^/j$��] , c1]!R>^/hxU1\!^/R>]>\!_;iXR>]�m;^/hxY5g5]!TVU v T�w1dsR>^/U1\!]>g5R>w
d�[!m5fVY (loopback) ( ] . T . d�R/foS*\>g5Y5Tzd�T�]!TV[>h)iFd�R>ToS*Y5g5T�g1Y5w;[>g1j-]>U5YF[-\!aFTV{�R�~ | ), ]>\!b<c5]!Rlr�]>\eR>Q1}5YXm;[�Q1U5Y5g5}5Y1Q5T
m5[!_5m5TV]>dom;R/^!m5fV\>]!T�_?`>g5R/w .

options INET6 # IPv6 communications protocols

�sb5_1��c1\>T�]eQ5R�S5S*T�UXWZb5jkb5R-n7nuj-g1Y5b1\!}1Y5R>g5g1h)i;Q5U5R>]>R>b5R>_1R>[ IPv6.

options FFS # Berkeley Fast Filesystem

�sb5_1��c1\>T�]eQ5R�S5S*T�UXWZb5jkR/d�g5R>[/g5R>w v \>wX_1R/[>R>w;d�Y1d�]>TVnuh . �kTsj/S*\�_5m5w1]!TsrV]!j3R>Q5}1Y5� , TVdo_?Y;[>h�Q5_?\!g5Y1U5j$T�]!T
fV\!{VU5j-W \!]!`-dom;d�WZT�d�]!b5R/{�R�S?Y1d�b?\ .
options UFS_ACL # Support for access control lists
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� ]!R>]eQ1\!U1\/nuT�]!U , Q5U5Y?d�j$]>d�]>[>j$���<Y5wF]!R>_1`>b1R�[ FreeBSD 5.X, [/bX_1�ec1\!TV]�[�m$S*U5TzQ5R!S5S?TVUXWZb5j;d�Q5Y?d�b5R/[
j-Q1U1\![>_1T�g5Y5mkS?R/d�]!j$Q5R/n (ACL). �ld�g1R>[>ht[-\!TV]>domkg1\eY1d�Q5R>_1`>fVR>[-\!g5Y5YkU1\/d�a<Y5U5T�g1g5h)iF\!]!U1Y5^>j$]!R/[�Y UFS2,
S?T�]>\!_1`>g1R>TzR/Q5Y1dV\!g5Y5Ts[>h�dVnuR!WZT�]!Tyg1\>w5]!YF[ � \!f�S . 14.13. ACL [/bX_1�ec5T�g5h�Q5RejXnuR>_1c1\!g1Y5��Y<g5T�S*R!_5WZg5h
[>htbX_1�ec1\!]>`/dom;[ldo_1j$c1\>TzT�do_1Y<R>g5Y;U?\!g5TVTsY1d�Q5R!_?`>f�R/[/\!_1Y1d�`tg?\ v \!w5_1R>[/R>w;d�Y?d�]!T�nuT , ]>\>bFb1\>b;r�]>Rej/S*\!_1Y5]ed�Q5Y1d�b5Y
j-Q1U1\![>_1T�g5Y5mkS?R/d�]!j$Q5R/nKY<Y5fVnuTVg5Y5]l]!R , b?\!bFf�\!�<Y5�FTVg5h v \!wX_?h , g1T�Q5U5T�S*d�b?\!f�j$T�nuh�n�R>^/U1\!fVR/n .

options UFS_DIRHASH # Improve performance on big directories

� ]>\�R/Q5}5YXmF[/bX_1�ec1\!TV] v j$g5b5}5Y1R>g1\!_1`>g5R-d�]!` , b5R>]!R/U1\�m;Q1R>[>hta%\!TV]�d�b5R/U5R/d�]!`tS?Y?d�b5R/[>h)ikR>Q5TVU1\!}5Y1wFg1\�^>R!_?`>aFY5i
b1\!]>\!_1R>{�\�ik[�R/^/nuT�gFg1\�Y?d�Q5R>_1`>fVR>[/\>g5Y5T+S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Q1\/n+m5]!Y .

* _1mF^>R!_?`>aFR/{�R�d�T�U5[/T�U1\tY5_1YFU1\>^>R/c5T�w
d�]>\>g5}5Y5Y<U5T�b5R-nuT�g$S*j-TV]>dom<R/d�]/\![>Y1]!`�T�Ty[>b5_1��c5TVg5g5R/w , YF[/htbX_1�ec5Y5]!`�S1_5m<d�Y1d�]>TVnuh , S1_1mFb5R>]>R>U5R/w;^>R>_1T�T
Q5U5Y5R/U5Y5]!TV]!g1\eQ1\>n+m5]!` , c5T�n d�b1R>U5R-d�]!`)S*R/d�]>j-Q?\�bkS*Y1d�b1\/n , g1\>Q5U5Y1nuTVU<d�TV]!T�[/R>w;rVb5U1\>g (firewall).

options SOFTUPDATES # Enable FFS Soft Updates support

� ]!R>]eQ1\!U1\/nuT�]!U<[>bX_?��c1\>T�]�[�m$S?U5Ty]!T�iXg5R>_1R>{VY5� Soft Updates, b1R>]!R/U1\�m;Q5R/[>hta%\!T�]�d�b5R>U1R/d�]>`�fV\>Q5Y1d�Y;g1\�S?Y1d�b1Y .
�kTVd�nuR/]!UXm;g1\e]!R , c5]!Rlr�]>\e]!T�i$g1R!_1R/{�YXm;[/bX_1��c1T�g1\�[�m$S?U5T , R>g?\)S?R>_5WZg1\�^/ht]!`�[/bX_1��c1T�g1\�S1_5mFR/]=S?T�_1`>g5h)i
S?Y1d�b1R>[ . ~kU1R/d�nuR/]!U5Y5]>Ts[/ht[>R�S%b5R/n7\>g$S?h mount(8) c1]!R>^/hxR>Q5U5T�S?T�_?Y5]!` , [>bX_1�ec5T�g1hx_1Y Soft Updates S1_1m3S?Y1d�b5R>[
[/\!a<T�w;d�Y1d�]!T�nuh . +zd�_1Y%[>hxg5Tyj$[>Y$S?Y1]!TsQ?\!U1\/nuT�]!U soft-updates, [/\/nK^>j/S?TV]�g5TVR>^!iXR!S?Y1nuR�\>b5]!Y5[/Y5U5R>[-\!]!`�T�{�R
Q5U5YFQ1R/nuR>�<Y;b5R-n7\!g$S?h tunefs(8) ( S1_5mFd�j-�<TVd�]![>j$���<YXi v \!wX_?R>[>h)i3d�Y?d�]!T�n ) YX_?YFb5R-n7\!g$S?h newfs(8) ( S1_5m<g5R>[/h)iv \!wX_1R/[>h)i3d�Y1d�]!TVn ).

options MD_ROOT # MD is a potential root device

� ]!R>]eQ1\!U1\/nuT�]!U<[>bX_?��c1\>T�]�Q1R�S5S?TVUXWZb5jkY1d�Q1R!_1`/f�R>[-\!g5Y5meS*Y1d�b5R/[�[eQ1\>n+m5]!Y;S1_5mFb1R>U5g5TV[>R/w v \!wX_?R>[>R/w3d�Y1d�]!TVnuh .

options NFSCLIENT # Network Filesystem Client
options NFSSERVER # Network Filesystem Server
options NFS_ROOT # NFS usable as /, requires NFSCLIENT

'sT�]!TV[/\�m v \>wX_1R/[/\�m3d�Y?d�]!T�n7\ . +sdo_1Y<[>hxg5TyQX_?\>g5Y5U5j$T�]>TynuR/g5]!Y5U5R/[/\>]!`�U1\>foS?T�_1h�d v \>wX_1R/[>R>{VR�d�TVU5[>TVU1\ UNIX
c5T�U5TVf TCP/IP, [/h�nuR!WZT�]>TsY1d�bX_1�ec5Y5]!`kr�]>R>]�Q?\!U1\/nuT�]!U<Y5fzb5R/g v Y5{Vj-U?\!}5Y5R/g5g5R/{�R v \>wX_?\)m$S?U?\ .
options MSDOSFS # MSDOS Filesystem

	 \>wX_1R/[/\�m;d�Y1d�]!T�n7\ MS-DOS. +zd�_1YF[/hxg5Tyd�R>^/Y5U1\!TV]!TVd�`�nuR>g1]!Y5U5R/[/\!]>` v R>U?n7\!]!Y5U1R>[/\>g5g5htw3[ DOS U1\>foS?T�_
W�T�d�]!b1R>{�R�S?Y1d�b1\�[knuR/nuTVg5]�f�\!{�U1j-fVb5Y , [/h�nuR!WZT�]>Ts^/T�f�R/Q1\>d�g5R�fV\>b5R/n7nuTVg5]!Y5U1R>[/\>]!`�rV]!R>]eQ1\!U?\>nuT�]>U .
�kT�R>^>iXR�S?Y1nuhtw;nuR!S?j-_1`�^/j/S?T�]l\![>]>R/n7\!]>Y5c5TVd�b5Y;f�\!{�U1j/WZTVg;b5R>{�S*\�[/hx[�Q5TVU5[>htw<U1\!fyd�nuR/g5]!Y5U5j$TV]!TsU?\!foS*T�_ DOS,
]>\!b , b1\!b<r�]!RlR>Q5Y?d�\!g1R�g5YXWZT . qy\>bXWZT , fV\>nuTVc1\!]>T�_1`/g5htw;Q1\>b5T�] emulators/mtools Q5R/f�[>R>_5m5T�]�Q5R!_1j$c5Y1]!`
S?R/d�]!j$Q;b DOS S*Y1d�b5TV]>\>n�^>T�fsg5T�R/^!iXR�S*Y1nuR/d�]!YFnuR>g1]!Y5U5R/[/\!]>`�YFU?\!fVnuR/g5]!Y5U1R>[/\>]!`�YXi ( Y;g5Ty]!U5TV^>j$T�]eg1\�_?Y5c5YXm
MSDOSFS).

options CD9660 # ISO 9660 Filesystem

	 \>wX_1R/[/\�m;d�Y1d�]!T�n7\ ISO 9660 S1_1mFb5R/nuQ?\!b5] - S?Y1d�b5R>[ . +zdo_?YFjk[/\/d�g5TV]�Q5U5Y1[>R�S�\ CDROM YX_?YF[>hx^/j/S?T�]!Ts_1Y5a<`
Y5f�U5T�S?b1\enuR>g5]!Y1U5R>[-\!]!`eb5R/nuQ1\>b5] - S?Y1d�b5Y<d�S*\!g1g5h�nuY , fV\>b5R/n7nuTVg5]!Y5U1j-w1]!T)r�]!j;d�]!U5R>b1j , ]>\!b<b1\!b<g5T�R/^!iXR�S?Y?nuhtw
nuR�S?j-_1`e^>j/S?T�]�fV\!{VU5j-WZT�g<\>[>]!R-n7\!]!Y1c5TVd�b5Y;Q5U5Y<Q5T�U1[>R/n�nuR/g5]!Y5U1R>[/\>g5Y5Y;b1R/nuQ1\>b5] - S?Y1d�b?\ed7S*\!g5g1h�nuY .

* _5m
Y1d�Q5R>_1`>fVR>[-\!g5YXmkf�[/j$b5R>[/h)ilb5R-nuQ1\!b1] -S*Y1d�b5R/[�rV]>\ v \>wX_1R/[/\�m3d�Y?d�]!T�n7\�g5TyQ5R/]!U5T�^/j$T�]>d�m .

options PROCFS # Process filesystem
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	 \>wX_1R/[/\�m;d�Y1d�]!T�n7\�Q1U5R>}5T�d�d�R>[ . � ]>R ” [>Y5U1]!jX\�_1`/g1\�m ”
v \>wX_1R>[-\�m3d�Y1d�]!TVn7\lnuR>g1]!Y5U5j$TVn7\!mF[ /proc, b1R>]!R/U1\�m

Q5R>fV[>R!_1m5T�]t]>\>b5Y1n�Q1U5YX_1R>W�TVg5YXm1n , b1\!b ps(1) [>hyS*\>[/\!]>`t[/\>n�^>R!_?`>aFTzY5g v R>U?n7\!}5Y5YFR�fV\>Q5j$�FTVg5g5h)i3Q5U5R/}5TVdVd�\�i .
� FreeBSD 5.X Y<[>hta<T , Y1d�Q5R!_?`>f�R/[/\>g5Y5T PROCFS g1Ts]!U1T�^>j$TV]>dom , ]/\!bFb?\!bF^/R!_1`/aFY5g?d�]![/R�nuR>g5Y5]>R>U5Y5g1{�R>[/h)i3Y
R>]�_?\�S?R>c1g5h)i3Y5g1d�]>U5jXnuT�g5]!R/[e^/h)_1Re\�S*\!Q1]!Y5U5R/[/\!g1RyS1_5mFU1\>^>R/]!hx^>TVf PROCFS: [eR>]�_?Y5c5Y5TyR>] FreeBSD 4.X, g5R>[/htT
d�Y1d�]!TVnuh FreeBSD 5.X Q1R�jXnuR!_1c?\!g5Y5� g5T)nuR>g5]>Y5U5j$��] v \!wX_?R>[>j$��d�Y1d�]>TVnuj3Q5U5R/}5TVdVd�R/[ . ;yR!_1TVTz]!R/{�R , m$S?U1\
6.X-CURRENT, b5R/]!R>U1htTsY1d�Q5R!_?`>f�j$�e] PROCFS, S?R!_5WZg5hx]/\!bXWZTy[>bX_1�ec1\!]>`eQ5R!S5S?TVUXWZb5j PSEUDOFS:

options PSEUDOFS # Pseudo-filesystem framework

PSEUDOFS g5T�S?R/d�]!j$Q5g1\�[ FreeBSD 4.X.

options GEOM_GPT # GUID Partition Tables.

� ]!R>]eQ1\!U1\/nuT�]!U;S?T�_*\!T�]e[>R/fVnuR!WZg5h�nKg?\�_1Y5c1Y5Tz^/R!_1`/aFR>{VRtb5R!_?Y5c5TVd�]![/\�U1\!f�S?T�_?R>[�g?\�R�S*g5R/npS?Y?d�b5T .
options COMPAT_43 # Compatible with BSD 4.3 [KEEP THIS!]

'sR>[/nuT�d�]!Y?nuR/d�]>`ed 4.3BSD. �kTy[>htb5_1��c1\>w5]!Tsr�]!j3R/Q5}5Y5� ; g1T�b5R/]!R>U5htTyQ5U5Y5_1R!WZT�g1YXm;^>j/S?j$]�[/TVd�]>Y<d�TV^!mFd�]!U1\!g1g5R ,
TVdo_?YFr�]>R>w;R/Q5}5Y5Y<g5Ts^/j/S?T�]�[em$S?U5T .
options COMPAT_FREEBSD4 # Compatible with FreeBSD4

� ]>\�R/Q5}5YXmF]>U5T�^/j-TV]>dom<[ FreeBSD 5.X S1_5m<QX_?\!] v R>U1n i386 Y Alpha S1_5m<Q5R�S5S*T�UXWZb5Y<Q5U5YX_1R>WZT�g5Y5w , d�R/^>U1\>g5g5h)i
g1\�^/R!_1TVTsd�]/\!U5h)i3[>TVU1d�Y5mXi FreeBSD, b5R/]!R>U1htTzY1d�Q5R!_1`/f�j$��]ld�]>\>U5htTzY1g5]!T�U v T�w1d�h�[>htfVR>[>R/[ . � TVb5R/nuTVg$S?j$T�]>d�m
Y1d�Q5R>_1`>fVR>[-\!]!`yS*\>g5g5j$� R>Q5}5Y1��g1\�[/d�T�i;d�Y1d�]!TVn7\!i;g1\�Q5_?\!] v R/U1n7\�i i386 Y Alpha, g?\�b5R/]!R>U1h)i3nuR/{�j$]
fV\!Q1j$d�b1\!]>`/dom;d�]>\!U5htTyQ5U5Y5_1R!WZT�g1YXm ; QX_?\!] v R>U1nuh , Q5R!S5S?TVUXWZb1\�b5R/]!R>U1h)i;Q5R!m5[/YX_?\>d�`�]!R>_1`>b5Re[ FreeBSD 5.X,
g1\!Q5U1Y1nuT�U ia64 Y Sparc64®, g1Ts]!U1T�^>j$�e]�r�]>R>wFR/Q5}5Y5Y .

options SCSI_DELAY=15000 # Delay (in ms) before probing SCSI

� ]!R>]eQ1\!U1\/nuT�]!U<fV\/d�]>\>[!_5m5TV]tm$S?U5ReQ5U5Y5R-d�]>\>g5R>[/Y5]!`/d�m;g1\ 15 d�TVb5j$g$S%Q1T�U5T�S<]!TVn , b1\>b;Y$S?TVg5]!Y v Y5}1Y5U5R>[-\!]!`
b1\�W%S?R/TzjXd�]!U1R>w1d�]![>R SCSI [�[-\!aFTVwFd�Y?d�]!T�nuT . +zd�_1YFj3[-\>d7jXd�]>\!g5R/[!_1TVg5hx]!R>_1`>b5R�WZTVd�]>b5Y5TzS?Y1d�b1Y IDE, [>h
nuR!WZT�]!TyY5{Vg5R>U5Y1U5R>[-\!]!`�rV]!j3R>Q1}5Y5� , [�Q5U1R>]!Y5[/g5R/n�d�_1j$c1\!T , [>R/fVnuR!WZg5R , [>hxf�\�iXR>]!Y1]!TsjXnuTVg5`>a<Y5]!`�rV]!Rlc5Y1do_?R ,
g1\!Q5U1Y1nuT�U;S?R 5 d�T�b1j-gXS , S1_5m<]!R>{VR , c5]>R>^>hxjXd�b5R>U5Y1]!`�f�\!{�U1j-fVb5j . +zd�]>TVd�]>[>T�g1g5R , c5]!R�T�do_1Y<[>h�doS?T�_?\>T�]!Tyr�]>R , \ej
FreeBSD Q1R!m5[!m5]/dom;Q5U5R/^!_1T�nuh�dzU?\>d�Q1R>f�g?\!g5Y5T�nP[/\!a<YXi3jXd�]!U5R/w1d�]>[ SCSI, g5TVR>^>i$R!S?Y1nuR�^/j/S?T�]ej-[/T�_1Y1c5Y5]!`er�]!R/]
Q1\!U1\/nuT�]!U .

options KTRACE # ktrace(1) support

�sb5_1��c1\>T�]eQ5R�S5S*T�UXWZb5jk]!U1\/d�d�Y5U5R>[/b5YFQ1U5R>}5T�d�d�R>[ , c1]!R�j/S?R/^>g5ReQ5U5YFR/]�_?\�S?b5T .
options SYSVSHM # SYSV-style shared memory

� ]!R>]eQ1\!U1\/nuT�]!U<Q5U5T�S?R/d�]>\![>_5m5T�]�Q1R�S5S?TVUXWZb5j3U1\>foS?T�_5m5TVnuR/w;Q1\>n+m5]>Y System V. �3\!Y5^/R!_1TVT�U1\/d�Q5U5R-d�]!U?\!g5TVg5g5R>T
Q5U5Y1nuTVg5T�g5Y1TsrV]!R>{VR - U1\>d�aFY5U1T�g5Y5T XSHM [ X, b5R/]!R>U1R>Tsnug1R>{�Y1TsQ5U1YX_1R!WZTVg5YXm , Y5g1]!T�g1d�Y5[>g1ReU1\>^>R/]>\!�e�FY5Tyd
{�U1\ v Y5b5R>w , ^>j/S?j$]e\>[>]!R-n7\!]!Y5c1TVd�b1Y;Y1d�Q1R!_1`/f�R>[-\!]!`yS?_5mFQ5R/[>htaFTVg5YXmFd�b5R>U5R-d�]!Y;U?\!^>R/]!h . +zd�_1YF[/h�Y1d�Q5R!_1`/f�j$T�]>T
X, r�]>\eR>Q5}1YXm;^>j/S?TV]�g5TVR>^!iXR!S?Y1n7\ .
options SYSVSEM # SYSV-style semaphores

~kR�S5S?TVUXWZb1\�d�TVn7\ v R>U5R/[ System V. �kTsg1\>d�]!R!_?`>b5Rec1\>d�]!R�Y1d�Q5R!_?`>f�j$T�n7\�m3[>R/fVnuR!WZg5R-d�]!` , g5Re[�m$S?U5R�S?R>^-\![!_1m5T�]
[/d�TV{�R�g1TVd�b1R!_1`/b5Red�R>]!TVg;^/\>w5] .
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options SYSVMSG # SYSV-style message queues

~kR�S5S?TVUXWZb1\�d�R>R/^>�FTVg5Y5w System V. �eQXm5]!` - ]/\!b5Y , rV]!R>]eQ1\!U?\>nuT�]>U3S?R/^/\![>_5m5T�]t[�m$S?U5Rl[/d�T�{�R�_1Y5aF`lg5T�d�b5R>_1`>b5R
d�R>]>T�g;^-\!w5] .

, �!�µ�.-��������
: �B�/�?���o�-� ipcs(1) �s���!�����?¢¥�=���/� -p ���/�o�o£y¢¥�)�2�¥¢y�����/±�¢2�2�V� , �����!�>����¢����V����
	� 2¤��°A�9
5°A¡V��° �.2 �¥���O7�*� 2V�7��£����;�¥��¢V´ System V.

options _KPOSIX_PRIORITY_SCHEDULING # POSIX P1003_1B real-time extensions

� \>d�aFY5U5TVg5YXmFU1TV\�_?`>g5R/{�Rt[>U1TVnuT�g1Y , S?R/^/\>[!_1TVg5g5htT 1993 POSIX®. �eQ5U5T�S?T�_?T�g5g5htTyQ5U5Y5_1R!WZT�g1YXmFY5fsb5R!_5_?T�b5}5Y1Y
Y1d�Q5R>_1`>fVj$��]�YXi , g1\!Q5U1Y1nuT�U StarOffice.

options KBD_INSTALL_CDEV # install a CDEV entry in /dev

� ]!R>]eQ1\!U1\/nuT�]!U<R>]!g1R/d�Y1]>domFbFbX_?\![/Y1\!]>j-U1T . �egkS*R>^/\>[!_5m5TV] CDEV [ /dev.

options AHC_REG_PRETTY_PRINT # Print register bitfields in debug
# output. Adds ~128k to driver.

options AHD_REG_PRETTY_PRINT # Print register bitfields in debug
# output. Adds ~215k to driver.

� \>d�Q5T�c1\>]!b1\�U5T�{VY1d�]!U1R>[tS?_5mFR>^>_1T�{Vc5T�g1YXm;R>]�_*\=S?b5Y .

options ADAPTIVE_GIANT # Giant mutex is adaptive.

Giant — Y1n+m<nuT�i5\!g5Y5f�n7\�f�\!�FY1]!h (” d�QXm5�<T�{VR ” nu`>�e]!T�b1dV\ ) S1_5mFb1U5j$Q5g5h)i;g1\>^>R>U1R>[�U5T�d�j$U1d�R>[tm$S?U?\ . �3\
g5htg5T�a<g5Y5w%nuR/nuT�g1] Giant Q5U5T�S*d�]>\>[!_5m5TV]>dom v \!b5]!Y1c5TVd�b5YFg5TVQ5U5Y5{VR�S?g1h�nPS1_5mFY?d�Q5R>_1`>fVR>[/\>g5YXmk[ld�[!m5fVYFd
d�T�U1`>T�fVg5h�nuY;Q5R/]!T�U5m1nuYF[lQ5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>Y , Y<\>b5]!Y5[/g5R�f�\>nuT�g5m5T�]>d�mFg1\�nuT�iX\>g5Y5f�nuh , fV\>�FY5�%\!�e�FY5T
R>]=S?T�_1`>g1htTzU5T�d�j$U1d�h m$S*U1\ . ~3\!U1\/nuT�]!U ADAPTIVE_GIANT [>bX_1�ec1\!TV] Giant [lc5Y1do_?Re\=S�\!Q5]!Y1[>g5h)i;nu`>�e]!T�b?d�R>[ : [
do_1j$c1\>T , b5R/{oS*\�g5Y5]!`em$S?U1\eg5j-W%S*\!TV]>domF[ Giant, \�R>gFj/WZTyfV\!i$[-\!c5TVg3g5Y5]!`/� , [/htQ5R!_?gXm5���<T�w1d�m;g1\)S?U1j-{VR/n
Q5U5R>}1TVd�d�R>U5T , Q5T�U1[/\�m;g1Y5]!`l^>j/S?T�]eQ5U5R!S?R!_5W \>]!`�[/htQ5R!_1g1T�g5Y5TsY3W%S*\!]>`eR-d�[>R/^>R!W%S?TVg5YXm Giant. � g5R>U?nuTsg5Y1]!`
S?R!_5WZg1\�^>h)_?\�^>hxjXd�g1j-]>` , Q5R/b1\�g1Tsg1\/d�]>\>g5T�]eR>c5TVU5ToS*g5R>wFnuR-nuT�g5]eT�Ty[>htQ5R>_1g5T�g1YXm . +zd�_1YF[/hxg5Tsj$[/T�U5TVg5h ,
R/d�]/\![>`/]!T�rV]!R>]eQ1\!U1\/nuT�]!U<[eQ1R>b5R/T .
device apic # I/O APIC

� d�]>U5R>w1d�]![>R apic U?\!f�U1T�a<\>T�]�Y?d�Q5R>_1`>fVR>[/\>g5Y5T�g?\!^>R/U1\ I/O APIC S1_1mFU1\>d�Q5U5T�S?T�_1TVg5YXmFQ1U5T�U5ht[-\!g5Y1w . �eg5RenuR>WZT�]
^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5Rtb1\>bFdsR�S?g5R/Q5U5R/}5TVdVd�R>U1g5h�nuY , ]>\>bFY<dynug5R/{�R>Q1U5R>}5T�d�d�R>U5g5h�nuY3m$S*U1\>nuY (S1_5m<Q5R/d�_1ToS?g1YXi
g1\�_1Y1c5Y5T apic m5[>_5m5T�]>d�m;R>^>m5fV\!]>T�_1`/g5h�n ).

* _5m;Q1R�S5S?TVUXWZb5Y<nug1R>{�R/Q5U5R/}5TVdVd�R>U1g5R/d�]!YkS?R/^/\![/`>]!T�d�]!U5R/b5j options
SMP.

device isa

�yd�Tzb5R-nuQ5`>�e]!T�U1h , Q5R!S5S?T�U5W�Y1[/\!T�nuhtT FreeBSD, Y1nuT��e]�iXR/]�mF^>hxR!S?g5Rej$d�]!U5R/w1d�]![/R ISA. �kTzj/S*\!_5m5w5]!Tyr�]>j
d�]!U5R/b5j , S*\!W�TyTVd�_1Y;[l[/\>aFTVnPb5R-nuQ5`>�e]!T�U1Tsg5TV]ld�_1R>]>R>[ ISA.

* _5mF\>UXiXY5]!TVb5]!j$U5h IBM PS/2 ( ��Y5b5U5R/b1\!g1\!_1`>g?\�m

�UXiXY5]!TVb5]!j$U1\ (MCA)), FreeBSD Q5U5T�S?R/d�]>\![>_5m5T�]�R>{�U?\!g5Y5c1T�g5g5j$��Q5R�S5S*T�UXWZb5jlS*\>g5g5R/w;aFY5g1h . �'\)S�\�_1`/g5T�w5a<T�w
Y5g v R>U?n7\!}5Y5TVw;R�Q1R�S5S?TVUXWZb5T MCA R/^>U1\>]!Y5]!T�d�`eb v \!wX_?j /usr/src/sys/i386/conf/NOTES.

device eisa
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�sb5_1��c5Y1]!TsrV]!j3R>Q1}5Y5� TVdo_?YFj3[/\/d�n7\!]>T�U5Y5g?d�b1\!mFQX_?\>]>\ EISA.
� ]!Rl[>b5_1��c1\>T�]l\![>]>R>R>Q1U5ToS?T�_1T�g1Y5T�Y

b5R>g v Y1{�j$U5Y5U5R/[/\>g5Y5T�Q5R!S5S?TVUXWZb5YF[-d�T�ikjXd�]!U1R>w1d�]![eg?\�aFY1g5T EISA.

device pci

�sb5_1��c5Y1]!TsrV]!R>]lQ1\>U1\>nuTV]!U , T�do_1Y<jl[-\>dsn7\!]!TVU5Y5g1d�b1\�mFQ5_?\!]>\edzQ1R�S5S?TVUXWZb5R>w PCI.
� ]!Re[/bX_1�ec5Y5]

\![>]>R>R>Q1U5ToS?T�_1T�g1Y5T�b1\>U5] PCI Y<Q5U5R>b?d�Y5U5R/[/\>g5Y5T�Y5fyaFY1g5h PCI [�a<Y5g5j ISA.

device agp

�sb5_1��c5Y1]!TsrV]!j3R>Q1}5Y5� , TVd�_1YFjk[/\/d�T�d�]!` AGP b1\>U5]>\�[ld�Y1d�]!T�nuT . � ]>R�[>b5_1��c5Y1]eQ5R!S5S?TVUXWZb5j AGP Y AGP GART
S1_5mF]!T�i;b1\!U1] , b5R/]!R>U5htTyQ5R!S5S?T�U5W�Y1[/\!�e]�r�]>j3[>R>f�nuR!WZg5R-d�]!` .
# Floppy drives
device fdc

| R>g5]!U1R!_5_1TVU v _1R/Q5Q5Y - S?Y1d�b1\ .
# ATA and ATAPI devices
device ata

� ]!R>]�S?U1\!w1[>T�UFQ5R�S5S*T�UXWZY5[-\!T�]�[/d�TsjXd�]!U5R/w1d�]>[/\ ATA Y ATAPI. �)\>nKg1T�R>^>iXR�S?Y1n7\�]!R!_1`/b5R�R!S?g1\ed�]!U5R/b1\ device
ata [�m$S?U5TzS1_5m<]!R>{VR , c5]!R/^>hxR/^>g1\>U5j-W�Y1]!`�[-d�T PCI jXd�]!U5R>w?d�]![-\ ATA/ATAPI [ed�R/[>U5T�nuT�g5g1h)i3n7\>aFY5g?\�i .

device atadisk # ATA disk drives

� ]>\�d�]!U5R>b?\�g5TVR>^>i$R!S?Y1n7\t[-nuTVd�]!Tyd device ata S?_5mFQ5R!S5S?T�U5W�b1Y3S?Y1d�b5R>[ ATA.

device ataraid # ATA RAID drives

� ]>\�d�]!U5R>b?\�g5TVR>^>i$R!S?Y1n7\t[-nuTVd�]!Tyd device ata S?_5mFQ5R!S5S?T�U5W�b1Y3S?Y1d�b5R>[ ATA RAID.

device atapicd # ATAPI CDROM drives

~kR�S5S?TVUXWZb1\�Q1U5Y5[>R!S?R>[ ATAPI CDROM. (3d�Q5R!_1`/f�j$T�]/dom3[/nuT�d�]!T)d device ata.

device atapifd # ATAPI floppy drives

~kR�S5S?TVUXWZb1\ v _?R>Q5Q5Y - Q5U1Y5[>R!S?R>[ ATAPI. (3d�Q5R>_1`>fVj-TV]>dom3[-nuTVd�]>Tyd device ata.

device atapist # ATAPI tape drives

~kR�S5S?TVUXWZb1\t_?T�g5]!R/c5g5h)i3Q5U5Y1[>R�S*R>[ ATAPI ( d�]!U5Y1nuTVU5R>[ ). (3d�Q5R!_?`>f�j$TV]>dom3[/nuT�d�]!T)d device ata.

options ATA_STATIC_ID # Static device numbering

�'\>d�]>\![>_5m5T�])S*U1\!w5[/T�U;g1j$nuTVU5R>[-\!]!`�j$d�]!U5R/w1d�]![-\�d�]>\!]!Y1c5TVd�b5Y ; [�Q1U5R>]!Y1[>g5R-n�do_1j$c1\>TzQ5U1R>Y1d�i$R!S?Y5])S*Y5g1\>nuY1c5TVd�b1\�mg5jXnuT�U1\>}5YXm .

# SCSI Controllers
device ahb # EISA AHA1742 family
device ahc # AHA2940 and onboard AIC7xxx devices
device ahd # AHA39320/29320 and onboard AIC79xx devices
device amd # AMD 53C974 (Teckram DC-390(T))
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device isp # Qlogic family
device mpt # LSI-Logic MPT-Fusion
#device ncr # NCR/Symbios Logic
device sym # NCR/Symbios Logic (newer chipsets)
device trm # Tekram DC395U/UW/F DC315U adapters

device adv # Advansys SCSI adapters
device adw # Advansys wide SCSI adapters
device aha # Adaptec 154x SCSI adapters
device aic # Adaptec 15[012]x SCSI adapters, AIC-6[23]60.
device bt # Buslogic/Mylex MultiMaster SCSI adapters

device ncv # NCR 53C500
device nsp # Workbit Ninja SCSI-3
device stg # TMC 18C30/18C50

| R>g5]!U1R!_5_1TVU5h SCSI. �'\>b5R/n7nuTVg5]!Y5U1j-w1]!Ts]>T , b1R>]!R/U5h)i3j3[/\>d�[ld�Y1d�]!T�nuTsg1T�] . +sdo_1Y<j3[/\>dz[ed�Y1d�]!T�nuT
Y1d�bX_?��c5Y5]>T�_1`/g5R IDE jXd�]!U1R>w1d�]![/\ , [>h�nuR>W�TV]!Tyj>S�\�_1Y5]>`�[/d�TzrV]!Y%d�]!U5R/b5Y .

# SCSI peripherals
device scbus # SCSI bus (required for SCSI)
device ch # SCSI media changers
device da # Direct Access (disks)
device sa # Sequential Access (tape etc)
device cd # CD
device pass # Passthrough device (direct SCSI access)
device ses # SCSI Environmental Services (and SAF-TE)

~kT�U5Y v TVU5Y5w5g1htTzjXd�]!U1R>w1d�]![/\ SCSI. �eQXm5]!` - ]>\>b5Y , f�\!b5R-n7nuT�g5]!Y1U5j$w5]!Ty]!T , b5R>]!R/U5h)i3j3[/\/d�[ed�Y1d�]>TVnuTyg5T�]eYX_1Y ,
TVdo_?YFjk[/\/d�[�g?\�_1Y5c1Y5YFY1d�bX_1�ec5Y5]!T�_1`>g5R IDE, nuR!WZT�]>Tsj/S*\!_1Y5]!`e[/d�T .

, �!�µ�.-��������
: USB umass(4) �1���!´!�¥¢V� ( �.��¢V�2�V�!�/���*¢+�?�o�54��V¢+�?����´!��¢���� ) ���V���
	� 2¤��°A�����V�?�����¥��¢V�5� SCSI, 7�V� 0 ����¢

0X�'
10X° ���80+�����¥�!�605 /�!��� SCSI ��¥�=���>´��¥�=������� . �	
/¢¤���/�¥����¢'
7���� , �¥�!� ��¢��V¡67�V�7�!�7���*�67!�������V���s���V�>�$¢��o£e�¤� SCSI, ¢2�*
	����!���/´ - 
	�V¡��:�.2 �¥���O7z�?����´!��¢V���>�s����
5°�³V¢��t�y������²��14 ������±��!° 0��?��� .

# RAID controllers interfaced to the SCSI subsystem
device amr # AMI MegaRAID
device asr # DPT SmartRAID V, VI and Adaptec SCSI RAID
device ciss # Compaq Smart RAID 5*
device dpt # DPT Smartcache III, IV - See NOTES for options
device hptmv # Highpoint RocketRAID 182x
device iir # Intel Integrated RAID
device ips # IBM (Adaptec) ServeRAID
device mly # Mylex AcceleRAID/eXtremeRAID
device twa # 3ware 9000 series PATA/SATA RAID

# RAID controllers
device aac # Adaptec FSA RAID
device aacp # SCSI passthrough for aac (requires CAM)
device ida # Compaq Smart RAID
device mlx # Mylex DAC960 family
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device pst # Promise Supertrak SX6000
device twe # 3ware ATA RAID

~kR�S5S?TVUXWZY5[/\>TVnuhtT RAID- b1R>g5]!U1R!_5_1TVU5h . +zd�_1Y<jk[-\>d�g1T�]�]/\!b5R/[>h)i , nuR!WZT�]>TsYXi;f�\!b5R-n7nuT�g5]>Y5U5R>[-\!]!`eYX_1Y
j>S�\�_1Y5]>`�r�]>Y<d�]>U5R>b5Y .

# atkbdc0 controls both the keyboard and the PS/2 mouse
device atkbdc # AT keyboard controller

| R>g5]!U1R!_5_1TVU;bX_?\>[>Y1\>]!j$U5h (atkbdc) Q5U5T�S?R/d�]>\![>_5m5T�]�d�U5ToS�d�]![-\�[/[>R�S�\ / [>ht[>R!S*\zS1_5m;bX_*\![>Y?\!]!j$U5h AT Y PS/2
j$d�]!U5R/w1d�]![ . � ]!R/]�b5R/g5]!U5R>_5_1T�U<g5T�R/^!iXR�S*Y1npS?U1\>w5[>TVU5jkbX_?\![/Y1\!]>j-U1h (atkbd) Y PS/2 jXd�]>U5R>w1d�]![ (psm).

device atkbd # AT keyboard

* U1\!w5[/T�U atkbd [/nuT�d�]!T)dsb5R>g5]>U5R!_5_?T�U5R-n atkbdc Q5U5ToS*R/d�]/\![!_1m5T�])S?R-d�]!j$Q<bFbX_?\>[>Y1\>]!j$U5T AT 84 Y5_1Y
j/_?j-c1aFT�g1g5R>w;b5_?\![/Y1\!]!j$U5T AT, b5R/]!R>U1\!m;Q5R�S*bX_1��c1T�g1\�bFb5R/g5]!U5R>_5_1T�U1j AT bX_?\>[>Y1\>]!j$U5h .

device psm # PS/2 mouse

(3d�Q5R>_1`>fVj-w1]!T�r�]>RejXd�]>U5R>w1d�]![>R , TVd�_1YF[-\!a%\�nuhtaF`e[>bX_1�ec1\!TV]>dom<[�Q5R>U1] PS/2.

device vga # VGA video card driver

* U1\!w5[/T�U3[/Y$S?T�R/b1\!U1]!h .

# splash screen/screen saver
device splash # Splash screen and screen saver support

�'\>d�]>\![/b1\tQ5U5Y<fV\>{�U5j$f�b1T . ��U?\!g5Y5]>T�_1Y%r�b5U?\!g1\�]>\!bXWZTy]!U5TV^>j$��]er�]!R/{�R�jXd�]!U5R>w?d�]![/\ . � FreeBSD 4.X Y1d�Q1R!_1`/f�j$w5]!T
d�]!U5R/b5j pseudo-device splash.

# syscons is the default console driver, resembling an SCO console
device sc

sc - rV]!RtS*U1\!w5[/T�U;b1R>g1d�R!_1Y;Q1RejXnuR!_?c1\!g5Y1� , b5R/]!R>U5htw<Y1nuY5]!Y1U5j$T�]lb5R>g1d�R!_1` SCO. q)\!b%b1\!bF^>R!_?`>a<\!m3c1\>d�]!`
b5R>g1d�R!_1`/g5h)ikQ5R!_1g1R>r�b1U1\!g5g1h)ikQ1U5YX_1R>W�TVg5Y5w<R>^>U?\!�<\>��]>d�m3bFb5R/g1d�R>_1Y;c5TVU5T�fy]!T�U?nuY5g1\�_?`>g5j$� ^>Y5^>_1Y5R>]>T�b5j
termcap, [-\>dzg5T7S?R>_5WZg5Rl[>R!_?g5R>[-\!]!` , ^/j>S*T�]!Tz_1YF[/h�Y1d�Q1R!_1`/f�R>[-\!]!`trV]!R>]�S?U1\>w5[>TVU , _1Y5^/RtS?U?\!w5[/T�U vt, b5R>]!R/U5htw
m5[!_5m5TV]>dom VT220- d�R>[-nuTVd�]!Y1nuh�npS?U1\>w5[>TVU5R/nKb1R>g1d�R!_1Y . +zdo_1Y<j3[/\/d7[>R/f�g5Y5b1g5j$]�b1\>b5Y5T - _1Y5^/R�Q5U5R/^!_1T�nuh�d
Q5U5YX_1R>WZT�g5YXm1nuY , U1\>^>R>]/\!���<Y1nuYFdsr�]!Y?nPS?U1\>w5[>TVU5R/nKb5R/g1d�R>_1Y , jXd�]/\!g5R/[>Y5]!TsQ5T�U1TVnuT�g1g5j$��R/b5U5j-WZT�g5YXm TERM [
f�g1\>c5T�g5Y1T scoansi.

# Enable this for the pcvt (VT220 compatible) console driver
#device vt
#options XSERVER # support for X server on a vt console
#options FAT_CURSOR # start with block cursor

VT220- d�R>[/nuT�d�]!Y?nuhtw�S*U1\!w5[/T�U;b1R>g1d�R!_1Y , R>^>U?\!]!g5Rld�R/[/nuTVd�]!Y1nuhtw%d VT100/102. �eg;U?\!^>R/]>\!TV]t_1j$c5a<Tzg1\
g5T�b5R/]!R>U1h)il_?r�Q5]!R/Q1\�i , j3b1R>]!R/U5h)i3[>R>fVg5Y5b1\>��]�Q1U5R>^>_1TVnuhxg5T�d�R/[/nuTVd�]!Y1nuR/d�]!Y<d sc. q)\!b5W�T , jXd�]/\!g5R/[>Y5]!T
Q5T�U5T�nuT�g5g1j-� R>b1U5j-W�TVg5YXm TERM [ef�g1\>c5T�g1Y5T vt100 YX_1Y vt220.

� ]!R/]tS?U1\>w5[>TVU;]>\>bXWZTynuR>W�TV]�^/ht]!`eQ1R!_1TVf�T�gF[
do_1j$c1\!mXikQ1R�S?bX_?��c5TVg5YXmFb<^>R!_?`>aFR-nujeb1R!_1Y5c1TVd�]>[>jkU1\!f�_1Y5c5g1h)i3n7\>aFY5g<c5T�U1T�f)d�T�]>` , g1\�b5R>]!R/U5h)i;Q1\>U1\>nuTV]!U5h
S1_5mFjXd�]>U5R>w1d�]![/\ sc S1_5m termcap YX_?Y terminfo nuR>{Vj-]eR>]>d�j$]>d�]![/R>[-\!]!` — vt100 Q5U1Y1d�j$]>d�]![>j$T�]eQ5U1\>b5]!Y5c5T�d�b5Y
g1\t_1�e^>R/w;QX_?\>] v R>U1nuT .
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# Power management support (see NOTES for more options)
#device apm

~kR�S5S?TVUXWZb1\ Advanced Power Management. �3\!�<T�[/d�T�{VR�Y1d�Q5R!_1`/f�j$T�]/dom;[�_?r�Q5]!R/Q1\�i , iXR>]!m;[�m$S?U1T GENERIC
FreeBSD 5.X Y<[>hta<TzR>]>bX_1��c1T�g1\eQ5Rlj$nuR>_1c1\>g5Y5� .

# Add suspend/resume support for the i8254.
device pmtimer

� d�]>U5R>w1d�]![>Re]>\!w?nuT�U1\�S1_5mFj$Q5U?\![!_?T�g5YXm;rVg5T�U1{�R>Q1R>]!U5TV^!_1TVg5Y5T�n , APM Y ACPI.

# PCCARD (PCMCIA) support
# PCMCIA and cardbus bridge support
device cbb # cardbus (yenta) bridge
device pccard # PC Card (16-bit) bus
device cardbus # CardBus (32-bit) bus

~kR�S5S?TVUXWZb1\ PCMCIA. �ybX_1��c1Y5]!T)T�T , TVd�_1YF[/hxY1d�Q5R>_1`>fVj$T�]!Tz_1r�Q5]>R>Q .

# Serial (COM) ports
device sio # 8250, 16[45]50 based serial ports

�kT�]!htU5TsQ5R/d�_1ToS*R>[/\>]!T�_?`>g5h)ikQ5R>U1]>\ , b1R>]!R/U5htTsY1f�[>T�d�]!g1hxb1\!b COM Q5R>U5]>h�[enuY5U1T MS-DOS/Windows

, �!�µ�.-��������
: ���*
	�z���¥��u¢2�¥���)��o���=��¢������!´��7�V�-¢V� ��� COM4 �e���;�*
/¢¤�?�>������¢*
	���� ´����/��� COM2, �����p������������¡������ 0���>�*¢�O0!��� IRQ �7���$¢V�?�F��� 2 ( ���:��¢V�����O0!����� �F��¢87����!³V¢2�V���>�p�����!³�������� IRQ2 = IRQ9) ��
10��!� 4G� , ³��!�V¡/������
!��³������y�

��¢V�5�������¥�����F�.2 FreeBSD. ���*
	�z���¥���7¢��¥���y�����G45�>���/���!�/�¥�O0<���!�����9�y�����*
/¢¤���/�¥����¢*
	�����A���e���>�����!��� , � 2������2�/���¤��¢2���J�
sio(4) ³��!��¡>�Z�62��������s�2�>����¢V�������*¢�2�����³V¢�����0t��
10t����¡=���'
-¢���603� /boot/device.hints. �*¢V�2�V�!�/���*¢t����$¢*�/�o�����=� ( �³V��¥�������¥���y��¢ , ³V�!� ���V���
	� 2¤��°A�t³��!��� S3) �;������
	� 2 ��° �s�o�?��¢2�¥���������$� / �V�A�*�V�-���u²/�/���?¢ 0x*2e8 � , �����y���!�s�)��� 4���¢�-¢���¢V���*¢y�����*
/¢¤���/�¥����¢'
7����*¢y�o�����=� ��¢y���
7���;�¥����° ����V�2���B�!�o��°A����¢2�¤�������1±=������¡��������=¢)�����;�¥�=������¤�=���t�o�1��¢2���/��������$� / �V�A�*�V�-� , �������2����²C
	�!������°A�9� �¥���!�)���o���������)� , �C���!� 4 ¢ COM4 �/���.2�� �¥�V¢¤��� 0<�����������!³V¢2�V���F��¢¤�?�;�¥���������A� .

�*��£z�?�A´������*
/¢¤���/�¥����¢'
7����A´e���>���7�=��¢¥¡V��¢¥�z�����!�o�!
7����G45� IRQ ( �����>�?¢+��¢87��*
!��³���¢V� , ���G4 �-�����=���V���
7� 2¤��¢¥��¢�5�!
	�¥���!���>���!�/� ��°��o������� , �2�V�!�/���O03���V�>�$¢V�o£.�!����¢¥� ���>�V�?¢2�¤�����=¢����V����
	� 2��/�¥�����V¢s����¢���� �¥�����!´ ), ��� �¥�!�>�5�92���!³V¢�����0 IRQ���y���7�
1³V�����!°p��
10 COM3 � COM4 ��¢s�7�G4 ���y¡>�*�������V���
	� 2��>������� .

# Parallel port
device ppc

(kg5]!T�U v T�w1dzQ1\!U1\!_5_1T�_1`>g5R/{�R�Q1R>U5]>\�g1\eaFY5g5T ISA.

device ppbus # Parallel port bus (required)

~kR�S5S?TVUXWZb1\�a<Y5g5hxQ1\>U1\�_1_1T�_1`/g5R>{VR�Q5R/U5]>\ .
device lpt # Printer

~kR�S5S?TVUXWZb1\�Q1U5Y5g5]!TVU5R>[eg1\eQ1\!U1\!_5_1T�_1`>g5R-nPQ5R>U5]>j .

, �!�µ�.-��������
: /7��¢u�=���������*
/¢¤�7���O7z��¥�=���/´��¥�=�¥����¢��V¡67�V�7�!�µ����
103�����/�-¢V�o£��o�)����������¢V���/�9������������
�
/¢*
	����/�Z���/����� .
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device plip # TCP/IP over parallel

* U1\!w5[/T�U TCP/IP c5TVU5T�fyQ1\!U?\�_5_1T�_1`>g1htw;Q5R>U1] .
device ppi # Parallel port interface device

~kR�S5S?TVUXWZb1\�[/[>R!S*\ / [>ht[/R�S*\yR>^/�FTV{�Rtg1\>f�g1\>c5T�g5Y5m (”geek port”) + IEEE1284 [>[/R�S*\ / [/ht[>R�S�\ .
#device vpo # Requires scbus and da

* U1\!w5[/T�U3Q5U1Y5[>R!S*\ Iomega Zip. qsU1T�^>j$TV]�g1\!_1Y5c5YXm scbus Y da. �3\!YX_1j$c5a%\�m3Q5U5R/Y5f�[/R�S?Y1]!T�_1`/g5R/d�]!`
S?R/d�]!Y5{V\>T�]>d�mFdzQ1R>U5]>\/nuYF[eU5T�WZY1nuT EPP 1.9.

#device puc

� \>d�b5R/n7nuTVg5]!Y5U5j$w5]>TyrV]!R�jXd�]!U5R>w?d�]![/R , T�do_1Y<j3[/\>d�TVd�]>` ” Q5U5R-d�]>\!m ” Q5R/d�_1ToS*R>[/\>]!T�_?`>g1\!mlYX_?YFQ1\>U1\�_5_?T�_1`/g1\�m PCI
b1\!U5]/\ , Q5R!S5S?TVUXWZY5[/\>TVn7\�mkS*U1\!w5[/T�U5R-n puc(4).

# PCI Ethernet NICs.
device de # DEC/Intel DC21x4x (”Tulip”)
device em # Intel PRO/1000 adapter Gigabit Ethernet Card
device ixgb # Intel PRO/10GbE Ethernet Card
device txp # 3Com 3cR990 (”Typhoon”)
device vx # 3Com 3c590, 3c595 (”Vortex”)

* U1\!w5[/T�U1\�d�T�]>T�[>h)i3b1\>U5] PCI. �µ\!b5R-n7nuT�g5]!Y1U5j$w5]!TyYX_1YFj/S*\!_1Y5]!TzS?U1\>w5[>TVU1\t]!T�i;b1\!U1] , b5R/]!R>U1htTzR>]/d�j$]>d�]>[>j$��]l[
[/\!a<T�w;d�Y1d�]!T�nuT .
# PCI Ethernet NICs that use the common MII bus controller code.
# NOTE: Be sure to keep the ’device miibus’ line in order to use these NICs!
device miibus # MII bus support

~kR�S5S?TVUXWZb1\�a<Y5g5h MII ]!U1T�^>j$TV]>dom3S?_5mFg5TVb5R>]!R/U5h)i PCI 10/100 Ethernet b1\!U5] , b5R>]>R>U5htTyY1d�Q1R!_1`/f�j$��]
MII- d�R/[/nuT�d�]!Y1nuhtTzQ5T�U5T�S*\!]>c5Y5b5Y<YX_1YFU1TV\�_?Y5f�R/[>ht[/\>��]�Y1g5]!T�U v T�w1dzj-Q1U1\![>_1T�g5Y5m;Q5T�U5T�S*\!]>c5Y5b5R-n , b5R/]!R>U5htw
Y1nuY5]!Y5U1j-TV] MII.

* R/^/\>[!_1TVg5Y5T device miibus [�b5R/g v Y5{Vj-U?\!}5Y5R/g5g5htw v \>wX_;m$S?U1\e[>b5_1��c1\>T�]eQ5R�S5S*T�UXWZb5jd�]>\>g$S*\!U1]!g5htw API miibus Y;[-d�T7S*U1\!w5[/T�U5h PHY, [>bX_1�ec1\�m%d�]>\>g$S*\!U1]!g5htw3S?_5mF]!T�i PHY, b5R>]!R/U5htTzg1T
R>^>U?\!^/\>]!ht[/\>��]>d�mkd�Q5T�}1Y v Y5c5T�d�b5Y1n�R>^>U?\!f�R-nPb5R>g5b1U5T�]!g1h�nKS?U1\>w5[>TVU5R/n .

device dc # DEC/Intel 21143 and various workalikes
device miibus # MII bus support
device bfe # Broadcom BCM440x 10/100 Ethernet
device bge # Broadcom BCM570xx Gigabit Ethernet
device dc # DEC/Intel 21143 and various workalikes
device fxp # Intel EtherExpress PRO/100B (82557, 82558)
device pcn # AMD Am79C97x PCI 10/100 (precedence over ’lnc’)
device re # RealTek 8139C+/8169/8169S/8110S
device rl # RealTek 8129/8139
device sf # Adaptec AIC-6915 (”Starfire”)
device sis # Silicon Integrated Systems SiS 900/SiS 7016
device sk # SysKonnect SK-984x & SK-982x gigabit Ethernet
device ste # Sundance ST201 (D-Link DFE-550TX)
device ti # Alteon Networks Tigon I/II gigabit Ethernet
device tl # Texas Instruments ThunderLAN
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device tx # SMC EtherPower II (83c170 ”EPIC”)
device vr # VIA Rhine, Rhine II
device wb # Winbond W89C840F
device xl # 3Com 3c90x (”Boomerang”, ”Cyclone”)

* U1\!w5[/T�U1\ , b5R>]>R>U5htTsY1d�Q5R>_1`>fVj$��]�b5R/g5]!U5R>_5_1TVUFaFY1g5h MII.

# ISA Ethernet NICs. pccard NICs included.
device cs # Crystal Semiconductor CS89x0 NIC
# ’device ed’ requires ’device miibus’
device ed # NE[12]000, SMC Ultra, 3c503, DS8390 cards
device ex # Intel EtherExpress Pro/10 and Pro/10+
device ep # Etherlink III based cards
device fe # Fujitsu MB8696x based cards
device ie # EtherExpress 8/16, 3C507, StarLAN 10 etc.
device lnc # NE2100, NE32-VL Lance Ethernet cards
device sn # SMC’s 9000 series of Ethernet chips
device xe # Xircom pccard Ethernet

# ISA devices that use the old ISA shims
#device le

* U1\!w5[/T�U1\�d�T�]>T�[>h)i3b1\>U5] ISA. �efVg1\!b5R-nu`>]!T�d�`�d v \!w5_1R/n /usr/src/sys/i386/conf/NOTES, c5]!R/^>hxj$f�g1\>]!` ,
b1\!b5Y1Tsd�TV]!T�[/htTsb?\!U5]!hxQ1R�S5S?TVUXWZY5[/\>��]>d�mFb1\>b5Y1nPS?U?\!w5[/T�U5R-n .

# Wireless NIC cards
device wlan # 802.11 support
device an # Aironet 4500/4800 802.11 wireless NICs.
device awi # BayStack 660 and others
device wi # WaveLAN/Intersil/Symbol 802.11 wireless NICs.
#device wl # Older non 802.11 Wavelan wireless NIC.

~kR�S5S?TVUXWZb1\�U?\!f�_?Y5c5g5h)i3^>T�d�Q5U1R>[>R!S?g5h)ikb1\!U1] .
device mem # Memory and kernel memory devices

� d�]>U5R>w1d�]![/\ed�Y1d�]!TVnug1R>wFQ?\>n+m5]!Y .

device io # I/O device

� ]!R>]eQ1\!U1\/nuT�]!U<Q5R>fV[>R>_5m5T�]�Q1U5R>}5T�d�d�jlQ1R!_1j$c5TVg5Y5TzQ1U5Y5[>Y5_1T�{VY5wF[/[>R�S�\ / [>ht[>R!S*\ . �eg;Q5R>_1T�fVT�gkS1_1mFg1\!Q1Y1d�\>g5YXm
Q5R!_1`/f�R/[/\!]>T�_1`-d�b5YXilQ5U5R/{�U1\/n7n , U1\!^/R>]>\>���<YXi;dzR/^>R>U1j>S*R>[/\>g5Y5T�n g5TVQ5R/d�U5ToS*d�]![>TVg5g5R . �kT�R>^>iXR�S?Y1n S1_1mFU1\!^/R>]!h X
Window system.

device random # Entropy device

�µT�g1T�U1\>]!R>UFd�_1j$c1\!w1g5h)i3c5Y1d�T�_;S1_1mFb5U5Y5Q1]!R>{VU1\ v Y5c1TVd�b1R>w;f�\!�FY1]!h .

device ether # Ethernet support

ether g1T�R>^>iXR�S?Y1np_1Y1aF`l[edo_?j-c?\!T , TVdo_?Y;j3[/\/d�TVd�]!`ed�T�]!TV[/\!m;b1\!U5]/\ . �egF[/bX_1�ec1\!TV]�Q5R!S5S?T�U5W�b1jkd�]>\!gXS*\!U5]>g5R>{VR
b5R�S*\�Q5U5R/]!R>b5R>_?\ Ethernet. � FreeBSD 4.X Y?d�Q5R>_1`>fVj-w1]!Tsd�]!U5R>b1j pseudo-device ether.

device sl # Kernel SLIP
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sl - rV]!R�Q1R�S5S?TVUXWZb1\ SLIP. SLIP ^>h)_<Q5U1\!b1]!Y5c5T�d�b5Y%[>ht]!T�d�g5TVg PPP, b5R/]!R>U1htw;_1TV{�c5Tsg1\>d�]!U1\!Y1[/\!TV]>dom , _?j-c1aFT
Q5R�S1iXR!S?Y5])S1_1m<d�R/ToS?Y5g1T�g5Y5w%nuR�S?T�n - nuR!S?TVn�Y;Y1nuT�TV]e^/R!_1`/aFT�[/R>f�nuR!WZg5R/d�]!T�w . � FreeBSD 4.X Y1d�Q5R>_1`>fVj$w5]!T
d�]!U5R/b5j pseudo-device sl.

device ppp # Kernel PPP

~kR�S5S?TVUXWZb1\ PPP [�m$S?U5TzS1_5m<d�R>ToS*Y5g5T�g1Y5w dial-up. q)\!bXWZTtd�j$�<TVd�]>[>j$T�]�[/T�U1d�YXm PPP, U5T�\�_1Y5fVR>[-\!g5g5R/{�Rtb1\>b
Q5U5YX_1R>WZT�g5Y5TyY1d�Q5R!_1`/f�j$���<T�T tun Y<Q5U5T�S1_?\!{�\!TV]�^>R>_1`>a<j$��{�Y5^/b5R/d�]!`�Y<^>R>_1`>a<T�T�b5R>_1Y5c5T�d�]![/R�[/R>fVnuR>WZg5R/d�]!T�w ,
b1\!b , g1\!Q5U1Y1nuT�U , d�R>T�S?Y5g5TVg5Y5TsQ5U5YFg1T�R>^>iXR�S?Y1nuR-d�]!Y ( g1\!_1Y5c5Y1Y;R>^/U1\!�<T�g5YXm;b%d�TV]!Y ). � FreeBSD 4.X Y1d�Q5R>_1`>fVj$w5]!T
d�]!U5R/b5j pseudo-device ppp.

device tun # Packet tunnel.

(3d�Q5R>_1`>fVj-TV]>dom3Q5R>_1`>fVR>[-\!]!T�_1`/d�b5Y1nPQ5U5R/{�U1\/n7nug5h�n�R>^/TVd�Q5T�c5TVg5Y5T�n PPP. �ef�g1\>b5R/nu`/]!TVd�`�d�U1\>foS?T�_1R/n PPP r�]!R/w
b5g5Y5{VYFfV\tS*\�_?`>g5TVw5aFTVw;Y5g v R/U1n7\!}5Y1T�w . � FreeBSD 4.X Y1d�Q5R!_?`>f�j$w5]>Tsd�]>U5R>b5j pseudo-device tun.

device pty # Pseudo-ttys (telnet etc)

” Q?d�T�[!S?R - ]!TVU1nuY5g1\!_ ” YX_1Y<Y1nuY5]!Y5U1R>[/\>g5g5htw;Q1R>U5]�S1_5mF[>i$R!S*\ . (3d�Q5R!_1`/f�j$T�]/dom;[!iXR!S1m5�FY1nuY telnet Y
rlogin- d�T�d�d�YXm1nuY , Q5U5Y5_1R!WZT�g1Y5TVn xterm YFg1T�b5R/]!R>U5h�nuY;S?U5j${�Y?nuYFQ5U5Y5_1R!WZT�g1YXm1nuY , ]>\>b5Y1nuY%b1\!b Emacs.

, �!�µ�.-��������
: / FreeBSD 4.X ���V����
	� 2¤��´���¢9�¤�=���/�¥� pseudo-device pty number. ���������p���;�*
/¢ pty �/����¢¤�-¢*
10>¢¥�����
	�!³�¢��¥�=��� pty, �����!�/����¢���¢���¡�7�V�7�>�7�F��� 2¤�-����� . ���*
	�������A��¢���¡�7�V�7�>�7�t¡���
/¢�¢ , ³V¢V�8�¤�����o�-�!��������¢ (16) ����
	�!³�¢��¥�=���

�>�2��� xterm � / ��
	���o�$�!
/¢������M7�� 7�V���/� , ���¥¢*
	�!³��¥��¢��¥�!�l³����*
��k�K���;�V�=��¢¥���¤�=�����F�y�¥���/�>���������=��¢¥¡������¥� 0X��� , ������¢¡���
/¢�¢y³V¢V�F�?� 256.

device md # Memory ”disks”

~3d�T�[!S?R>jXd�]!U5R>w?d�]![-\sS?Y1d�b1R>[�[lQ1\/n+m5]!Y . � FreeBSD 4.X Y1d�Q5R!_?`>f�j$w5]>Tsd�]>U5R>b5j pseudo-device md

device gif # IPv6 and IPv4 tunneling

~kR�S5S?TVUXWZb1\�]>j-g1g5T�_1Y1U5R>[-\!g5YXm IPv6 c5T�U5TVf IPv4, IPv4 c5TVU5T�f IPv6, IPv4 c5T�U5TVf IPv4 Y IPv6 c5TVU5T�f IPv6. �3\>c5Y5g1\!m
d FreeBSD 4.4 jXd�]!U5R>w?d�]![/R gif m5[!_5m5TV]>dom ” \>[>]!R/bX_1R>g1Y5U5j$TVnuh�n ” YF[/h�S?R!_1W�g1h�Y1d�Q1R!_1`/f�R>[-\!]!`ed�]!U5R/b5j
pseudo-device gif. ;yR!_1TVTzU1\>g5g5Y1n�[/T�U1d�YXm1n FreeBSD 4.X ]!U1T�^>j$TV]>dom;g5R-nuT�U , g1\!Q1U5Y1nuT�U pseudo-device
gif 4.

device faith # IPv6-to-IPv4 relaying (translation)

� ]!R�Q1d�T�[!S?R>jXd�]>U5R>w1d�]![>RefV\!i$[-\!]!ht[-\!TV]yQ?\!b5TV]!h , b5R/]!R>U1htTz^>h)_?YFQ5R-do_?\!g1hxTVnujkYFQ5TVU5T�g?\!Q5U1\>[!_5m5TV]�YXikS?T�nuR>g5j
]!U1\!g?do_5m5}5Y1Y IPv4/IPv6. � FreeBSD 4.X Y1d�Q5R!_?`>f�j$w5]>Tsd�]>U5R>b5j pseudo-device faith 1

# The ‘bpf’ device enables the Berkeley Packet Filter.
# Be aware of the administrative consequences of enabling this!
device bpf # Berkeley packet filter

	 Y5_1`>]!U<Q1\!b1T�]!R/[ Berkeley.
� ]!ReQ1d�TV[�S?R/jXd�]!U5R/w1d�]>[>R�Q5R/f�[/R!_5m5TV]�Q5T�U1T�[>R!S?Y5]!`ld�TV]!T�[/htTzY5g5]>T�U v TVw1d�h�[

” g1T�U1\>f�^>R/U5c5Y5[/htw ” (promiscuous) U5T�W�Y?n , [�b1R>]!R/U5R/n�Q1T�U5T�iX[-\!]!ht[-\!T�]/domk_1��^/R>w;Q?\!b5TV]�[�a<Y5U5R/b5R>[/T��<\>]!T�_?`>g5R/w
d�T�]>Y ( g1\!Q5U1Y1nuT�U ethernet).

� ]!Y<Q1\!b1T�]!h�nuR/{�j$]�^/ht]!`ed�R!iXU1\>g5T�g5hxg?\)S?Y1d�bFY / YX_1Y%Y1dVdo_1T�S?R>[-\!g5h Q5U5Y<Q5R/nuR/�FY
tcpdump(1). � FreeBSD 4.X Y1d�Q5R>_1`>fVj$w5]!Tsd�]!U5R/b5j pseudo-device bpf.
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, �!�µ�.-��������
: �>�¥�=���>´;�¤�=��� bpf(4) �����¥£y¢/���V����
	� 2¤��¢¥��� 0;�����G49�����µ�B�>´ dhclient(8) ��
10t�!�G45� , ³��!��¡>������
!��³��V���u���1��¢2�

�J
5°T2��t���y���7��
5³V�����!° �y� . � . ���*
	�����=���V���
	� 2¤��¢¤��¢ DCHP, ��¢+�o�$�!
10X´V��¢ �¥���/�>��±��!° .

# USB support
device uhci # UHCI PCI->USB interface
device ohci # OHCI PCI->USB interface
device usb # USB Bus (required)
#device udbp # USB Double Bulk Pipe devices
device ugen # Generic
device uhid # ”Human Interface Devices”
device ukbd # Keyboard
device ulpt # Printer
device umass # Disks/Mass storage - Requires scbus and da
device ums # Mouse
device urio # Diamond Rio 500 MP3 player
device uscanner # Scanners
# USB Ethernet, requires mii
device aue # ADMtek USB Ethernet
device axe # ASIX Electronics USB Ethernet
device cue # CATC USB Ethernet
device kue # Kawasaki LSI USB Ethernet
device rue # RealTek RTL8150 USB Ethernet

~kR�S5S?TVUXWZb1\�U?\!f�_?Y5c5g5h)i USB jXd�]>U5R>w1d�]![ .
# FireWire support
device firewire # FireWire bus code
device sbp # SCSI over FireWire (Requires scbus and da)
device fwe # Ethernet over FireWire (non-standard!)

~kR�S5S?TVUXWZb1\�U?\!f�_?Y5c5g5h)i3jXd�]!U1R>w1d�]![ Firewire.

�'\)S*\!_1`>g1T�w5a<T�w;Y5g v R>U1n7\>}5Y5T�wFRtS?R/Q5R!_1g1Y5]!T�_?`>g5h)i3jXd�]!U1R>w1d�]![/\!i , Q5R�S5S?TVUXWZY5[/\>TVnuh)i FreeBSD, R>^/U1\!]!Y1]!TVd�`�bv \!wX_1j /usr/src/sys/i386/conf/NOTES.

8.4.1. � � � �  �� 	������3 � � �!� ��� �  �$ �����  	�" ��� ���3$ �
�U"����U�% ����U�
���U� $ � �! (PAE)

��\!a<Y5g5h�ds^>R!_?`>aFY?npb1R!_1Y5c1TVd�]>[>R/n�R>Q5TVU1\!]!Y1[>g5R/w3Q1\>n+m5]!Y , [eb5R>]!R/U5h)i3]!U5T�^/j$T�]>d�mF^>R>_1T�T 4 {�Y1{V\!^-\!w5]t[
Q5R!_1`/f�R/[/\!]>T�_1`-d�b5R-np\�S?U5TVd�g5R/nKQ1U5R/d�]!U1\!g?d�]![/TsYF\�S?U5T�d�g5R-n�Q5U5R-d�]!U1\>g1d�]>[>T�m$S*U1\ (User+Kernel Virtual Address,
KVA) [�R/^>htc5g5R-n�do_1j$c1\>Tzg5T)d�nuR/{�j$]�Y1d�Q5R!_?`>f�R/[/\>]!`�^>R>_1T�T 4 {�Y1{V\!^-\!w5] . * _5m;U5T�a<T�g5Y5mFr�]!R/wFQ5U1R>^!_?TVnuh Intel
S?R>^-\![>Y5_1Y3Q5R�S1S?T�UXWZb5j 36- ^>Y5]!g1R>w;\=S*U5TVdV\!}5Y5YF[ Pentium Pro YF^>R>_1T�TzQ5R>f�S?g5YXiFnuR!S?T�_5mXi3Q5U1R>}5T�d�d�R/U5R>[ .
� \>d�aFY5U5TVg5Y5T v Y5f�Y5c1TVd�b1R>{�Rl\=S?U1TVd�g1R>{�R�Q5U5R/d�]!U1\>g1d�]![-\ (PAE) [lQ5U5R>}1TVd�d�R>U1\!i Intel Pentium Pro Y<^>R>_1T�TsQ5R>f�S?g5YXi
Q5R>fV[>R!_1m5T�]tY1d�Q5R!_1`/f�R/[/\!]>`)S?R 64 {�Y1{V\!^-\!w5]�R>Q5TVU1\!]!Y1[>g5R/w3Q1\>n+m5]!Y . FreeBSD Y1nuT�TV]eQ5R!S5S?TVUXWZb5jeS1_5mFrV]!R>w
[>R>f�nuR!WZg5R-d�]!Y;Q1R/d�U1ToS*d�]![>R-nKR>Q5}5Y1Y3m$S?U1\ PAE, S?R/d�]!j$Q5g5R/w;[ FreeBSD 4.9-RELEASE Y FreeBSD 5.1-RELEASE
YF^>R>_1T�TzQ5R>f�S?g5YXi . �xd�[!m5f�Y<dzR/{�U1\>g5Y5c5TVg5YXm1nuYF\>UXiXY5]!T�b1]!j$U5h Intel, g1T�S?T�_?\!TV]>dom<g5Y5b1\>b5R>{VR�U1\!f�_1Y5c5Y5m<nuT�W%S?j
Q1\>n+m5]!`/��g1YXWZTsYX_?YF[>hta<T 4 {�Y5{�\!^/\>w5] . ~3\/n+m5]!` , U1\>fVnuTV�FT�g1g1\�m;[/htaFT 4 {�Y5{�\!^-\!w5] , Q1U5R/d�]!RtS?R/^/\>[!_5m5TV]>dom;b
S?R/d�]!j$Q5g5R>wFQ1\>n+m5]!Y .
* _5m;]!R>{VR , c1]!R>^/hx[>bX_1�ec5Y5]!` PAE [�m$S*U5T , Q1U5R/d�]!RtS?R/^/\>[>`>]>T�Q5U5Y5[/ToS?TVg5g5j$� d�]!U5R/b5j3[�b1R>g v Y5{Vj$U1\!}5Y1R>g5g5htwv \!wX_;m$S*U1\ :
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options PAE

, �!�µ�.-��������
: �B�V�>�$¢V�o£��o� PAE � FreeBSD �¤�! 7¢2�¥�=� ��¢¥�)�!�
	�V���y��
10k�����>±=¢��2���/���>� Intel IA-32. � ���¥£y¢J�*
/¢¤�>��¢¥�

2����?¢¥������� , ³��!� PAE � FreeBSD ��¢+¡>�B
��k���
7���;�¥����° �����V��¢2�¥���!���/�¥����� ������
!£.���0�V³������������ 0 ���O7���G05 C�>�B� 0;�
���;�¥�!�.0&�����y¡=¢¥��� - ��¢2�¥���!���/�¥�����60F���������!���¢����!° �+�?�o�54��!��� , �¥����¡���
	�����A���l�*� 2V�7��£����;�¥� 0X��� FreeBSD.

~kR�S5S?TVUXWZb1\ PAE [ FreeBSD Y?nuT�T�]ldo_1T�S?j$���<Y5TsR/{�U1\>g5Y5c5TVg5YXm :

• ~kU5R/}5TVdVd7g5T)nuR!WZT�]eQ5R!_?j-c1Y5]!`�S?R/d�]!j$QFb;^/R!_1TVT , c5T�n 4 {VY5{V\>^/\!w1]>\>nKQ5U1R/d�]>U1\!g1d�]![/\ VM.

• KLD nuR!S?j-_1YFg5T)nuR>{Vj$]�^>ht]!`lfV\>{�U5j-WZT�g1hx[�m$S?U5Rldz[/bX_1�ec5T�g5g1R>wFQ1R�S5S?TVUXWZb5R>w PAE Y5f - fV\�U1\!fVg5Y5}5hx[
R/b5U5j-WZT�g5Y5Y3S1_5m<d�^>R>U1b5YFnuR�S*j/_?T�wFY%d�\/nuR>{�R�m$S?U1\ .

•
* U1\>w5[>TVU5h jXd�]!U5R/w1d�]>[ , b1R>]!R/U5htTzg5TyY1d�Q5R!_1`/f�j$��]�Y5g5]!TVU v T�w1d bus_dma(9) Q5U5Y5[/ToS?j$]�bFQ5R>[/U5T�W%S?TVg5Y5�
Y5g v R>U1n7\>}5Y5Y;[�m$S?U5T)dz[/bX_1��c1T�g5g5h�n PAE. �kTzU5TVb5R/nuTVg$S?j$T�]>d�mFY1d�Q5R!_1`/f�R/[/\!]>`t]>\!b5Y1T�S?U?\!w5[/T�U1\ . ~kR�r�]>R>wQ5U1Y5c5Y5g5Ty[ FreeBSD 5.X [/bX_1�ec5T�g<b5R>g v Y1{�j$U1\!}1Y5R>g5g1htw v \!wX_;m$S*U1\ PAE, Y5fyb5R>]>R>U5R/{�R�j/S*\!_1T�g5hx[-d�T
S?U?\!w5[/T�U5h , Reb5R>]>R>U5h)i3Y5fV[>TVd�]!g5R , c5]!RlR>g5Y;g1TsU1\>^>R/]>\!�e]�Q5U5Y<[>bX_1�ec5T�g1g5R>w<Q5R�S5S*T�UXWZb5T PAE.

• �kTVb5R>]!R/U5htTsd�Y1d�]>TVnug5htTyQ5T�U1TVnuT�g1g5htTsR/Q5U5T�S?T�_5m5�e]�Y1d�Q5R!_?`>f�R/[/\>g5Y5T�U5T�d�j$U1d�R>[�Q1\/n+m5]!YFQ1Reb5R>_1Y5c5T�d�]![/j
S?R-d�]!j$Q5g1R>w v Y5fVY5c5T�d�b5R/w;Q1\>n+m5]>Y . q)\!b1Y5T)Q5T�U5T�nuT�g5g1htTynuR/{�j$]�Q5U5Y1[>TVd�]!YFb<g5T�g5j-WZg5R-nuj3c5U5T�f�nuT�U5g1R/nuj
[/hyS?T�_1TVg5Y5��Q1\>n+m5]!Y%Y5f - f�\�R/d�R>^/T�g5g5R-d�]!TVw3U1\!^/R>]!h�d�Y1d�]>TVnuh PAE. ��S?Y1g;Y5fy]>\!b5Y5i;Q5U5Y1nuTVU5R>[ - Q1T�U5T�nuT�g5g1\!m
kern.maxvnodes, b5R>]!R/U1\�m;j$Q5U?\![!_1m5T�]�n7\>b1d�Y1n7\!_1`>g1h�n�b5R!_?Y5c5TVd�]![>R-n vnode U1\>f�U5TVaFTVg5g5h)i3[�m$S?U1T .� TVb5R/nuTVg$S?j$T�]/domFjXd�]/\!g5R/[>Y5]!`e]>\!b1j-� Y;Q5R!S?R>^/g5htTzTVwFQ5TVU5TVnuTVg5g5htTy[>U5j$c5g1j-��[e\�S?T�b5[-\!]!g1htTzf�g?\!c5TVg5YXm .

• �yR>f�nuR!WZg5R , Q5R>g1\�S?R>^/Y5]>d�m;j-[/T�_1Y1c5Y5]!`eQ5U5R/d�]!U1\>g1d�]![/R�[/Y5U5]!jX\�_?`>g5h)i;\=S?U1TVd�R/[tm$S?U1\ (KVA) YX_1Y<j$nuTVg5`>a<Y5]!`
b1\>b5j$� - _1Y5^/R�Q5T�U1TVnuT�g1g5j$� ( d�n . [/htaFT ), f�g?\!c5TVg5Y5Tzb1R>]!R/U5R>w;^/h)_1R�g5TVR>Q5U?\![�S�\!g5g5R�[>T�_?Y5b5R�Y%nuR>{�_?R�Q5U5Y5[/TVd�]!YFb
Y1d�c5T�U1Q1\!g5Y1� KVA.

* _5m;r�]>R>{�RlnuR!WZT�]e^>ht]!`lY1d�Q5R!_1`/f�R/[/\!g?\)R>Q5}5Y5m3m$S?U1\ KVA_PAGES.

��d�_1j$c1\!Tyd�R-nug5T�g5Y1wFR>]>g5R/d�Y5]!T�_?`>g5ReQ5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>Y;Y<d�]>\!^/YX_1`>g1R/d�]>Y;U5T�b1R/nuT�gXS?j$T�]>d�mFR>^/U1\!]!Y1]!`/d�m;b
d�]!U1\>g5Y5}5TyU5j$b5R/[>R�S�d�]![-\ tuning(7). 's]!U?\!g5Y5}?\�U5j$b5R/[>R!S*d�]![-\ pae(4) d�R�S*T�UXWZY5]ld�[>T�WZj-� Y5g v R/U1n7\!}1Y5��R
Q5R�S5S*T�UXWZb5T PAE [ FreeBSD.

8.5. � L%O�� E � I	� � E J���L�� 	S�)G<DFLKJ �)G��
�)�¤#*"% �6���� � �=���!�����z�

FreeBSD 5.0
"-#*"<���%�������

,
 �6 �;��� ������B!�*�=B1,-���%"1�W�����<�=�����V4>�=�¤#

. � �%"< !� ����"1""?��B?��#��=4!, �t�
devfs(5)

��#X2  �6��=�¤#���(?"-2��z��0$#*�� �,/�������=0?���� tB!�*��4¥�'���X(1���o#X2%B?�o#���4��� !�!�%�¥#X2
.

~kU1\!b5]>Y5c5TVd�b5YF[-d�Tsj$d�]!U5R/w1d�]![-\�[�m$S?U5TyY1nuT��e]ld�R>R>]>[>T�]/d�]![/j-�e�FY5w v \!wX_ , g1\>f�ht[-\!TVnuhtw ”node” [�b1\>]>\�_1R/{�T
/dev. �eg5Y;[>ht{�_5m$S1m5]eb1\!b;R/^>htc5g1htT v \!w5_1h , g5Reg1\edV\>nuR-npS?T�_1Tyr�]>Red�Q1T�}5Y1\!_1`>g1htT ” ]!R/c5b5YF[>iXR�S*\ ” [�m$S?U5R ,
b5R>]!R/U5htTzg1T�R>^>iXR�S?Y1nuhxQ1U5YX_1R>W�TVg5YXm1nPS?_5m3S?R-d�]!j$Q1\�bFjXd�]!U1R>w1d�]![/\/n . 'sb5U5Y5Q5]�S1_5m /bin/sh /dev/MAKEDEV,
b5R>]!R/U5htw;[/htQ5R!_1g5m5T�]>d�mFQ5U5Y<Q5T�U5[/R>w;jXd�]>\!g5R/[>b5TzR>Q5TVU1\!}5Y1R>g5g5R/wFd�Y?d�]!T�nuh , d�R/foS*\>T�]�Q5U?\!b5]!Y1c5TVd�b5YF[-d�T
Q5R�S5S*T�UXWZY5[-\!TVnuhtT v \!wX_?hxj$d�]!U5R/w1d�]![ . ��S?g1\>b5R�R/g;g5T)d�R/foS*\ ��]�YXi  !�V� , ]>\!b1Y1n�R>^/U1\!fVR/n , b5R/{oS*\�[>h�S?R/^/\![>_5m5T�]>TQ5R�S5S*T�UXWZb5jkg5R/[>R>{VR�jXd�]!U1R>w1d�]![/\ , do_1T�S?j$T�]ej-^/ToS?Y1]!`/d�m , c5]!Rkd�R>R/]![>TV]>d�]>[>j$���<Y5T v \!w5_1hxTVd�]!`e[ /dev, YFT�do_1Y<YXi
]>\>n�g1T�] , d�R>f�S*\!]>`�YXi . �yR>]�Q1U5R/d�]!R>w<Q5U5Y1nuTVU :

~kU5ToS?Q1R!_1R>W�Y?n , [>h�S?R/^/\>[>YX_1Y3Q1R�S5S?TVUXWZb5j3Q5U5Y1[>R�S�\ IDE CD-ROM [�m$S*U5R . 's]!U5R>b?\ , b5R/]!R>U5j$��[>h S?R/^/\>[>YX_1Y :

device acd0

222
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� ]!R�R/f�g1\>c1\!TV] , c5]!Rl[/\/nKg5T�R/^!iXR�S*Y1nuR�Q5U5R/[>TVU5Y5]!`eg1\�_1Y1c5Y5T v \!wX_1R/[ , g1\>f�[/\>g5Y5T�b1R>]!R/U5h)i3g1\!c5Y1g1\!�e]>dom<d�]!U5R/b5R>w
acd0 [�b1\>]>\�_1R/{�T /dev, fV\�b1R>]!R/U5R>w , [>R>f�nuR!WZg5R , d�_1ToS*j-TV]�^/j-b1[/\ , g?\!Q5U5Y?nuT�U c, YX_1Y<Q5U5ToS*aFTVd�]![>j$TV] r, c5]>R
R>f�g?\!c1\>T�] , c5]>RerV]!R ” d�htU5R>T ” (raw) jXd�]>U5R>w1d�]![>R , b5R>]>R>U5R/TzY1d�Q5R!_1`/f�j$T�]/domlS1_5mFQ1UXm1nuR>{VR�S?R-d�]!j$Q1\�b<\>Q5Q1\!U?\!]!g5R-nuj
j$d�]!U5R/w1d�]![/j . +zdo_?YFR>b?\!f�ht[-\!TV]>dom , c5]!Rl]>\>b5YXi v \!w5_1R>[�[eb1\!]/\�_1R/{�Tzg1T�] , [>h�S?R>_5WZg5h�Q5TVU5T�w5]>YF[�b?\!]>\!_1R>{ /dev Y
g1\!^/U1\!]!` :
# sh MAKEDEV acd0

| R>{oS�\�d�b5U1Y5Q5]lfV\![/T�U5a<Y5]�U1\>^>R/]!j , [>hxj$[>Y$S*Y5]!T , c5]!R v \!wX_1h acd0c Y racd0c d�R>f�S*\!g1h , d�R/R>]![/T�]>d�]![>TVg5g5R
d�b5U5Y1Q5]�R/]!U1\!^/R>]>\!_Fb5R/U5U5T�b1]!g5R .
* _5m;f�[/j-b1R>[>h)ikb1\>U5]�g5Y5W�T�do_1T�S?j$���%\�m;b5R-n7\!g$S*\ed�R/foS*\>T�]�g5TVR>^>i$R!S?Y1nuhtT v \!wX_1h :

# sh MAKEDEV snd0

, �!�µ�.-��������
: ���*
	���V�8��� 2¤�-��¢¥��¢7²)��´
5�<��¥�=���/´��¥�=�u��
10����!���O7s��¤�=���/´��¥�=� , �o����2��¤�����/����¢y���!���=� �)¢2�'
7�z�1�o�54'�V¢K
5°µ�B�

�!�?¢V°A�z�����¤�������s������¢V´��?���/����¢ , ¡>�B
��t¡>�=��¢K
	�������!�W2¥�> /���������0�O7C���F�;������
	� 2*�/�¥������0+�.2V���¢y���������>�7�- /�����¡��!�'
/¢�����0+��7��u²)�!´�
 /etc/fbtab. �1���$�!
	����¢V´���¢�´.����²/�>���?�!±��V¢V´/�V¡/����������¢2���)�J�¥�=�������!±�¢y�o���2�>����� �¥�=�¥� fbtab(5).

'z_1ToS?j$w5]>Tzr�]>R>w;Q5U1R/d�]>R>w;Q5U1R>}5T�S?j$U5T7S1_1m3_1��^/h)ieS*U5j${�YXi3jXd�]!U1R>w1d�]![ , b5R/]!R>U5htTsR>]>d�j$]>d�]![/j$��]�[�m$S?U5T GENERIC Y
b5R>]!R/U5htTzg1TsY1nuTV��]kd�R/R>]![/T�]>d�]![>j$���<YXi v \!wX_1R/[�[ /dev.

, �!�µ�.-��������
: /7��¢y�������=����
�
/¢V��� SCSI ���V����
	� 2¤��°A�C���B�������2�>�V�A´�����¡;�>�s²)�!´�
��/�z� /dev, ��� �¥�!�>�5�e�¥�!�A��¢C�o�o£.���

��� 2¤�-�!�¥�����C�O7 . �A�!�¤£)¢ , �¥¢¥��¢V����¢)�o�����=�=�����¢V� ���V��¥�=���>´;�¤�=��� SLIP � PPP ��¢C�!�*¢�° ��� 7�V£z�$¢����!´�� /dev, ��� �¥�!�>�5�:�C�
���O7��V� ��¢ ����
!£����%¡=¢2�����/�2�������2� 0 .

8.6. � ����I �%GeL - GeL �FL�� ��L � � GeE H
'sj-�<TVd�]![>j$T�]�QXm5]!`lb1\!]!TV{�R/U5Y5w;Q5U1R>^!_?TVn , b5R/]!R>U1htTynuR/{�j$]�[/R>f�g1Y5b5g5j$]!`�Q1U5Y<d�^>R>U1b5Tzd�R/^/d�]![>TVg5g5R>{VRtm$S?U1\ . �yR>]
R>g5Y :

�kTzj/S*\ �V]>dom;R/]!U1\>^>R>]/\!]!`eb5R/n7\>g$S?T config:

+zdo_?YFb5R-n7\!g$S*\ config(8) g5TynuR>WZT�]�R/]!U1\>^>R>]/\!]!` , ]!R , d�b5R>U1T�Tz[-d�TV{�R , [/h�S?R>Q1j$d�]!YX_1Y<{oS?T - g1Y5^>j/S?`ln7\�_1TVg5`>b5j$�
R>a<Y5^>b5j .

| d�c1\>d�]!`>� config(8) [>ht[>T�S?T�]�g5R/nuTVUFQ5U5R/^!_1T�nug5R>w<d�]!U5R/b5Y , Q5R>rV]!R/nujk[>h�nuR>WZT�]!Ty^>h�d�]!U5R�g?\!w5]!Y
d�]!U1R>b5j , d�R�S?TVUXW \!�Fj$��R>aFY1^>b5j . �3\!Q5U1Y1nuT�U , TVd�_1Y;[>h�[>Y$S?Y1]!T :
config: line 17: syntax error
� ^/ToS?Y5]>TVd�` , c5]!RlR>Q1}5YXm;[>[/ToS?TVg1\�[/T�U5g1R�Q5j$] ��n�d�U1\>[>g5TVg5YXmFd v \!wX_1R-n GENERIC YX_1Y3S*U5j${�Y1n�Y?d�]!R/c5g5Y5b5R-n .

�kTzj/S*\ �V]>dom;R/]!U1\>^>R>]/\!]!`eb5R/n7\>g$S?T make:

+zdo_?YFg5Tyj/S*\ �V]>dom;R/]!U1\!^/R>]>\>]!`�b1R/n7\!gXS?T make, R/^>htc5g5R�r�]!RlR>fVg1\!c1\>T�]�R/aFY5^/b5jl[eR/Q5Y1d�\>g5Y5Y;b1R>g v Y5{Vj$U1\!}5Y1Y
m$S?U1\ , b5R>]>R>U1\!m;g5T�S*R/d�]/\!]!R/c5g5R�]>U5Y5[>Y?\�_1`/g1\)S1_1m;]!R>{VR , c5]!R/^>h config(8) nuR/{zR/^>g1\>U5j-W�Y1]!`�T � . �eQXm5]>` - ]>\!b5Y ,
Q5U5R-d�nuR>]>U5Y5]!T v \!wX_<b5R>g v Y1{�j$U1\!}1Y5Y;Y , TVdo_?Y;[>h�[-d�TsT��FTsg5T)nuR!WZT�]!TyU5T�a<Y5]!`lQ5U5R/^!_1T�nuj , g?\!Q5Y5a<Y5]!T
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Q5Y1d�`/nuR�[�'sQ5Y1d�R>bFU?\>d�d�h)_1b5Y , Q5R/d�[!m5� �Vg5g5htw;[/R>Q5U1R/d�\/nPYFR>]>[>T�]/\>nKQ5R>_1`>fVR>[/\>]!T�_1TVw FreeBSD
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions) [>b5_1��c5Y1[�[�Q1Y1d�`-nuR v \!w5_Fb5R>g v Y5{�j$U1\>}5Y5Y
m$S?U1\ . 'sb5R>U1T�Tz[-d�TV{�R�Q1U5R>^>_1TVn7\t^/j/S?T�]eU5T�a<T�g1\�^>h�d�]>U5R .

�kTzj/S*\ �V]>dom;jXd�]>\!g5R/[>Y5]>`�g5R/[>R>T�m$S?U5R :
+zdo_?Y;m$S?U5Rkd�R/^>U1\!_1R/d�`t^>TVfzQ5U5R/^!_1T�n , g5Reg5Tsj/S*\!_1R/d�`�T�{VR�jXd�]/\!g5R>[/Y5]!` ( b5R-n7\!g$S�\ make install YX_1Y make
installkernel d�R>R>^/�FYX_*\tR>^eR>aFY1^>b5T ), Q5TVU5[>R/T , c5]!Reg5T�R/^!iXR�S*Y1nuR�Q5U1R>[>TVU5Y5]!` , g5TyfV\!Q1j-�<T�g1\�_1YF[-\!a%\
d�Y1d�]!TVn7\ld�j$U5R/[>g5T�nK^>TVf�R>Q?\>d�g1R/d�]>Y 1 YX_?YF[>hta<T ( R>^>U?\!]!Y5]>TVd�`�b init(8)). ~kU5R/}5ToS*j-U?\tjXd�]>\>g5R>[/b5Y;Q5U5R/^>j$T�]
d�gXm5]>` v _?\>{�g5TVY5fVnuTVgXm5TVnuR-d�]!Y�d�]!TVb5j$�FTV{�R�m$S*U1\�Y<jXd�]>\>g5R>[/Y5]!`�rV]!R>] v _?\!{7S1_5mFg5R/[>R/{�Rtm$S?U?\ . q)\!b%b1\!bFg1\j$U5R>[/g5T�^>TVf�R/Q1\>d�g5R/d�]!Y 1 Y<[>hta<TzfV\>Q5U5TV�FT�g1R�d�gXm5]>Y5T v _?\!{�\tg5T�Y1fVnuT�g5m5TVnuR/d�]!Y3S?_5mF[/d�T�i v \!w5_1R>[�[
d�Y1d�]!TVnuT , jXd�]/\!g5R/[>b1\yS*R!_5WZg1\�Q5U5R>Y1f�[>R!S?Y5]!`-dom;g1\�j$U5R>[/g5Tz^/T�f�R/Q1\>d�g5R/d�]!Y 0 Y<g5YXWZT .
� Y5g5YXm;[/htaFTsQ5U5Y1nuTVg5Y1n7\l]!R!_?`>b5Reb FreeBSD 4.X YF^/R!_1TVTzU1\>g5g5Y1n�[/T�U1d�YXm1n . FreeBSD 5.X, b?\!b;Y<^>R!_?T�T
Q5R>f�S?g5Y5Ts[>TVU1d�Y5Y , g5Tyj$d�]>\!g?\![!_?Y5[/\>T�]tr�]>R>] v _?\!{�g?\�m$S?U1R�YFR/aFY5^/b1\tQ5U5Y<jXd�]>\>g5R>[/b5T�m$S?U?\�[>R/fVnuR>W�g1R
j$b1\!fVht[/\!TV]tg1\e^>R!_?T�T v j$g$S*\/nuT�g5]/\�_1`/g5j$��Q5U5R/^!_1T�nuj .

� S?U5R�g1Tsf�\!{�U1j/W \>T�]>d�m :

+zdo_?YF[/\>aFTsg5R>[/R>T7m$S?U1R�g5TyfV\>{�U5j-W \!TV]>dom;YX_?YFTVnuj3g1Tsj/S*\ ��]>d�m;R>^>g?\!U5j-WZY5]!`e[/\!a<Y3jXd�]!U5R/w1d�]>[/\ - g5T
Q1\!g1Y5b5j$w5]!T ! | d�c1\>d�]!`>� , [ FreeBSD d�j$�<TVd�]>[>j$T�]�R/]�_1Y5c1g5htw%nuT�i5\!g5Y5f�npS1_5mF[/R/dVd�]>\>g5R>[>_1T�g5Y5mkQ1R/do_?T
jXd�]>\>g5R>[/b5Y;g5T�d�R>[-nuTVd�]!Y1nuR>{VRtm$S?U1\ . ~kU5R-d�]!Re[>ht^>TVU5Y5]!Tzm$S?U5R , b5R>]>R>U5R/T7iXR>]!Y5]>Tyf�\!{VU5j$f�Y5]!`e[�f�\!{�U1j-fVc5Y5b5T
FreeBSD.

| g5TVnuj3[/h�nuR!WZT�]!TyQ5R>_1j$c5Y5]!`�S?R/d�]!j$Q , b5R/{oS*\ed�Y1d�]!TVn7\tS?T�_*\!T�]eR>^/U1\!]!g1htw;R>]>d�c���]eR>] 10 [lnuT�g5�
fV\>{�U5j$f�b1Y . �3\�W nuY5]>T�_1�e^>j$��b5_?\![/Y5aFj , b5U5R-nuT Enter, [>[/ToS?Y1]!T unload Y<g1\!^/T�U5Y1]!T boot
/boot/kernel.old/kernel, Y5_1Y<Y?d�Q5R>_1`>fVj-w1]!T�_1�e^>R/T7S?U5j${VR>T�m$S*U5R , b5R/]!R>U1R>Tzf�\!{VU5j$f�Y5]>d�m;^>TVfzQ5U5R/^!_1T�n .
�yR�[>U1TVn+m;Q5TVU5T�b5R/g v Y5{Vj-U1Y5U5R>[-\!g5Y5mlm$S*U1\�[-d�TV{oS*\tQ1R!_1TVf�g5ReR/d�]/\![!_1m5]!`�b5R/Q5Y5��m$S?U1\ , R�b5R/]!R>U5R-nKY5f�[/TVd�]!g5R ,
c5]!RlR>g5ReU1\!^/R>c5TVT .
~kR/d�_1Tzf�\!{�U1j-fVb5YFdzU1\!^/R>c5Y1nPm$S*U5R/n�[/h�nuR!WZT�]>TsQ5U1R>[>TVU5Y5]!`e[/\>a v \!w5_Fb5R>g v Y5{�j$U1\>}5Y5Y;Y<Q5R>Q5U1R>^>R/[/\>]!`
d�R/^>U1\>]!`tm$S?U5RlR>Q5m5]!` . �ec1T�g5`eQ5R!_1TVf�g5h�nK[�S*\!g1g5R/n�d�_1j$c1\!TsR>b1\!W�TV]>dom v \>wX_ /var/log/messages, [
b5R>]>R>U5R-n , d�U5T�S?Y3S*U5j${�YXi3fV\>Q5Y1d�T�w , Y1nuTV��]>d�m%d�R>R>^/�FTVg5YXmkm$S?U1\eR>]�b?\�W%S?R>w<jXd�Q5TVaFg5R/w;fV\>{�U5j$f�b1Y . q)\!bXWZT ,
b5R/n7\>g$S*\ dmesg(8) [>ht[/ToS?TV]�d�R/R>^>�<T�g5Y5mlm$S*U1\�R/]�]!TVb5j$�FT�w<fV\>{�U5j$f�b1Y .

, ���µ�.-��������
: ���*
	�s���¥���z��� 2����!��
	�e�����V¡�
/¢V�µ� �*�0�¥¡;�>���2�>´90��1��� , ��¡�¢¤�B����¢2�� , ³V�!�e�V� �*�67!�������
	�!0��1��� GENERIC

��
	�s�1�o�545�=¢y����¡;�/³V¢�¢U0��1���e�����l�1�o�54��>�A�!�?¢���¢V� , ³��!�V¡/� �����:��¢u¡/�7
��y�o�$�!
/¢����l�����C�*
/¢¤�>��°z 7¢V´0�¤¡;�/����¢ . /µ� ��¢�7�V£y¢¥��¢����V����
	� 2��/�¥����� kernel.old, ���V�!�/�5��³V�!�k��������¥�������/���o¢/���>��� 45� 0��?��� kernel.old ��¢V��¢ 2��!�����V�A�¥�V¢¥���80�����'
-¢ �B���!�;��¥�������/�'
-¢����� ��0��?���>� , �����!�>���=¢)�7�V£y¢¥�C�>�o�62������2� 0+��¢�����¡��/³��!� . �A�!�¤£)¢ , �o���z�B��£������V�2�>��¢�¢��¢V��¢V�?¢2�¤���V��¢)����¡;�>³�¢¥¢U0��?����� /boot/kernel, ���!�s�o���/��¢V�����!�/���*¢y�2�>�?���o�1� , �����;�V¢y�o��� ps(1) ¡V�o�>��������¡;�V�������
��¢V���/����¢V�¥����� . � 
10 �¤�!�G45�k�������¥�!�e��¢V��¢V�?¢2�¥������¢)�o������
�� 4 , �����$¢V�o£y�! /�!´e����¡;�V�!���V���;����¡����=¢�0��?��� :
# mv /boot/kernel /boot/kernel.bad
# mv /boot/kernel.good /boot/kernel

/ ��¢V���60 7 FreeBSD �?� 5.X, ��
10k�*���2�¤�������>�*
/¢�����0;����¡����!�;�V�������V¡���� 4G�
0��1���0���V���
	� 2¤��´���¢)�2�>�?���o�>� :
# chflags noschg /kernel

���*
	�e���8�V¡������o�o£�����¢ , ³��!� ��¢s�7�V£y¢¥��¢��¥�!�G45�F�¤�-¢*
/����� , �V���/��¢�¢y����¢.45�k���P����¡;������¢¥��¢����7�����/���¢u¡=¢ 2��>����������¥���
(securelevel(8)) ¡���
	���¢V�=�o�!
10 . �7�=��¢¤�$�������!�o��´���¢s��¢V��¢��*¢���o��° kern_securelevel �7²)��´�
-¢ /etc/rc.conf,��¥�������/�����¢z¢ 	y� -1 ����¢V��¢ 2��549�o�62�����¢2��� . /'�K�7�V£y¢¥��¢+��¥�������/�������¢ 	y�s����¢¤�?�1�>�! 7¢�¢I���;�¥�!�.0&���V¢)�2� 4 �-��¡V�o�-¢¥��¢���/�*��
	�����8�V�*���!� ���>�V�A��0��?���>� .

�
, ¢2�*
	���V�Y2�� 7��������¢ ” 2��!�V���*��� ” �¥����¢9���/�*�=¢�0��?���.��
7� 
5°A¡;�>´y�1�o�54G�>´)²y�!´�
 , ���!���>� ��¡>���.2*�/� , ³��!�0���.��¢

�V�7�V£y¢¥�z¡/�?���y��¢V��¢��*¢V 7¢��.�
	�F�.2V�?¢���¢�� , ���V����
	� 2¤��´���¢9�'
-¢ �/��°z +��° �2�/�?���o�/� :
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# chflags schg /kernel

� S?U5R�U?\!^>R/]>\!TV] , g5R ps(1) ^>R>_1`>a<T�g5TyU1\!^/R>]>\>T�] :
+zdo_?YF[>hxjXd�]>\!g5R/[>YX_?Y;[>TVU1d�Y5��m$S?U1\�R>]�_?Y5c5g5j$� R>]�]>R>w , dzb5R/]!R>U1R>w;^/h)_1YFd�R/^>U1\>g5h [/\!a<YFd�Y?d�]!T�nug5htT
j$]!YX_1Y5]>h , g1\>Q5U5Y1nuTVU , m$S?U5RlR>] 5.X g1\ld�Y1d�]!TVnuT 4.X, ^/R!_1`/a<\!mlc1\/d�]!`kd�Y?d�]!T�nug5h)i;b5R/n7\>g$S , ]/\!b5YXi;b?\!b ps(1)
Y vmstat(8) g5Tz^/j>S*j-]e^>R>_1`>a<T�U1\!^/R>]>\>]!` . �)\>n�Q5R>]!U1T�^>j$TV]>domFQ5T�U1T�b5R-nuQ5YX_1Y5U1R>[/\>]!`�Y<jXd�]>\>g5R>[/Y5]!`�d�Y1d�]!T�nuj
]!R>wFWZTz[>TVU1d�Y1YFY1d�i$R!S?g5h)i3]!TVb1d�]!R/[ , c1]!ReYFm$S?U5R . � ]!ReR!S?g1\�Y5fsQ1U5Y5c5Y5g , Q5Reb5R>]!R/U5R>wFg5Tyd�_1ToS*j-TV]
Y1d�Q1R!_1`/f�R>[-\!]!`t[/T�U1d�Y5��m$S?U1\ , R>]�_1Y1c5g5j$��R/]�[/T�U1d�Y5Y;[/d�T�w;R-d�]>\!_1`>g1R>wFd�Y1d�]!T�nuh .

���������
	�������

1. 
t_?{�R>U1Y5]>n�\>[>]!R-n7\!]!Y5c1TVd�b1R>w;g1\/d�]!U1R>w5b5Y<jXd�]>\>g1\![>_1Y5[/\>T�] maxusers U1\![/g5h�n�b5R>_1Y5c5T�d�]![/jkQ1\>n+m5]!Y<[
d�Y1d�]!T�nuT , nuY5g5Y1nujXn 32 Y<n7\>b1d�Y1nujXn 384.
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�%��B1"*����#
Sean Kelly. � ��������,>./�<,��*"����� !��#�" � � (1�� �"$# Jim Mock.

�%� ���� !�=��(?����,/�V��.>"?0 254!67.
: � ��#�� �*"10:t�'�! ��X,/.

.

9.1. C�DFE;G<HFIKJML�N�O�LPD
FreeBSD nuR>WZg5R�Y1d�Q5R!_?`>f�R/[/\>]!`yS1_5mFQ1T�c1\>]!YFg1\eaFY1U5R>b5R-n�d�Q5TVb5]!U5TyQ5U5Y1g5]!T�U1R>[ , R>]�d�]>\!U5h)iFn7\>]!U5Y5c1g5h)ikS?R
g5R>[/T�w5a<YXie_*\!f�TVU5g5h)i , ^/T�fzY?d�bX_1�ec5T�g1Y5w , c1]!ReQ1R>f�[/R!_5m5TV]�d�R/foS*\>[/\!]>`�[>h�d�R>b5R/b1\!c5T�d�]![/T�g5g1htT�U1\>d�Q5T�c?\!]!b5YFY5f
Y1d�Q5R>_1`>fVj$TVnuh)ikQ5U5YX_1R>WZT�g5Y5w .

FreeBSD nuR>W�g1R�]>\>bXWZTyd�b5R>g v Y1{�j$U5Y5U5R/[/\>]!`)S1_5m;U?\!^>R/]!hx[�b?\!c5T�d�]![/Tsd�TVU5[>TVU1\tQ5TVc1\!]>YF[ed�T�]!Y ; [er�]!R-n�b1\!c1TVd�]>[>T
FreeBSD nuR>WZT�]�Q1R!_1j$c1\>]!`�f�\=S*\>g5YXm;Q5TVc1\!]!YFR>]enug1R!WZTVd�]![/\tS?U5j${�YXi;b1R/nuQ5`/��]!TVU5R>[ , [>bX_1�ec1\�mkS*U5j${�Y5T
b5R/nuQ5`/��]!TVU5h�Q5R!S<j$Q5U1\>[!_1TVg5Y5TVn ��' FreeBSD, iXR/d�]!h Windows Y Mac OS. FreeBSD ^/j>S*T�]�{�\!U1\>g5]!Y5U5R/[/\>]!`
Q5T�c1\>]!`�f�\=S*\>g5Y5w;Q1ReR!S?g5R/nujkY%nuR!WZT�]ld�R!iXU1\>gXm5]!`�Y1g v R>U1n7\>}5Y5� R�]!R-n , b1\>b5Y5TzQ1R!_1`/f�R>[-\!]!T�_1Y3Y<n7\>aFY5g1h
[>htQ5R>_1gXm5��]�R/d�g1R>[>g1j-��c1\>d�]!`�Q5TVc1\!]>Y , [>hyS�\![/\>]!`�d�]!U1\!g1Y5}5h -” ^-\!g5g1T�U5h ”, Q5R/b1\!fVht[/\!�e�FY5T , b5R/nujkQ5U5Y1g1\=S1_?T�WZY5]
U1\>d�Q5T�c1\>]!b1\ , YFnug5R/{�R>T�S?U5j${�R/T .
~kU5Y;Q5U5R/c5]!TVg5Y5Y%r�]!R/w;{�_?\>[>hx[/hxj-fVg1\!TV]!T :
•
| \>b;b5R>g v Y5{�j$U5Y5U1R>[/\>]!`�d�Q1j/_?T�UFQ1T�c1\>]!Y FreeBSD.

•
| \>b;jXd�]>\>g1\![>_1Y5[/\>]!` v YX_?`>]!U5hxQ1T�c1\>]!Y3S1_1m<d�Q5TV}5Y v Y5c1TVd�b1R>w;R/^>U1\>^>R>]>b5Y3R>Q5U1ToS?T�_1T�g5g1h)i;fV\=S�\!g5Y5wFQ5T�c1\>]!Y ,
[/bX_1��c?\�m;Q5U5TVR>^/U1\!fVR>[/\>g5Y5T7Q5R-d�]!j$Q1\>���<YXi3g1\�Q1T�c1\>]!`tS?R/b5jXnuT�g5]>R>[�[ v R>U1n7\>]!h , b5R/]!R>U5htTyQ5R/g5Y1n7\!TV]
Q5U1Y5g5]!TVU .

•
| \>b;[>bX_?��c5Y5]>`eQ5U1YFQ5TVc1\!]!Y<b5R!_?R>g5]!Y1]!j-_1h�YX_1Y<[>hyS*\>c5j3d�]!U?\!g5Y5} - ^-\!g5g5TVU5R>[ .

•
| \>b;Q5T�c?\!]>\>]!`�g1\�Q5U5Y5g1]!T�U5h , Q5R!S?bX_1�ec5T�g5g1htTsb;S?U5j${�Y1n�b5R/nuQ5`/��]!TVU1\>n .

•
| \>b;Q5T�c?\!]>\>]!`�g1\�Q5U5Y5g1]!T�U5h , Q5R!S?bX_1�ec5T�g5g1htTsg5TVQ5R/d�U5ToS�d�]![/T�g5g5Reb<d�T�]!Y .

•
| \>b;fV\�S*\![-\!]!`tR/{�U1\>g5Y5c5TVg5YXm3S1_1mFQ5U5Y5g1]!T�U1\ , [/bX_1��c?\�m;R>{VU1\!g1Y5c5T�g1Y5TzU1\>fVnuT�U?\�fV\�S*\!g1Y5w;Q5TVc1\!]!Y<YFf�\!Q5U5TV]
Q5TVc1\!]>Y3S1_5m<R>]=S?T�_1`>g1h)ikQ1R!_1`/f�R>[-\!]!T�_1T�w .

•
| \>bFd�R>i$U?\!gXm5]!`ed�]>\>]!Y1d�]>Y5c5TVd�b5j$� Y5g v R>U?n7\!}5Y5� R�Q1T�c1\>]!YFY<j-c1Y5]!ht[/\>]!`�Y?d�Q5R>_1`>fVR>[/\>g5Y5T7Q5U1Y5g5]!TVU1\ .

•
| \>b;U5T�a%\!]!`eQ5U5R/^!_1T�nuhxQ5T�c1\>]!Y .

~kU5T�W%S?Tsc5TVn�c1Y5]>\!]>`erV]!j3{�_?\>[>j , [/h�S?R!_5WZg5h :

• ��g?\!]!` , b1\!b<d�b5R/g v Y5{�j$U5Y1U5R>[-\!]!`�Y<jXd�]>\>g5R>[/Y5]!`�g5R/[>R/T7m$S?U5R ( �µ_ . 8).

9.2. � ������� � I	�
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5mkQ1U5Y5g5]!TVU5R>[e[ ��' FreeBSD g1\�S?R�g?\>d�]>U5R>Y5]>`�YXikS1_1mFU1\!^/R>]!h�dsd�Y1d�]!TVnuR/w<d�Q5j-_1Y5g5{�\
Q5T�c1\>]!Y;yTVU5bX_1Y (Berkeley line printer spooling system), ]>\!b5W�TyY5fV[>TVd�]!g5R/w;b1\!b<d�Y1d�]>TVn7\ld�Q5j-_1Y5g1{V\ LPD.

� ]!R -
d�]>\>g$S*\!U1]!g1\�mFd�Y1d�]>TVn7\ej-Q1U1\![>_1T�g5Y5m;Q5U5Y5g5]>T�U5R-n�[>R FreeBSD. � rV]!R>wF{�_?\>[>TzQ1U5ToS*d�]>\![>_1T�g?\�d�Y?d�]!T�n7\ed�Q5j-_1Y5g5{�\
LPD, b5R>]>R>U5j$� c1\>d�]!R�g1\>f�ht[-\!��]�Q5U5R/d�]!R LPD, YFR/Q5Y1dV\!g5R�TVTsb1R>g v Y5{Vj$U5Y5U5R/[/\!g1Y5T .
+zdo_1Y<[>h j-WZTzf�g?\!b5R-nuh�d LPD YX_?YkS?U5j${�R/wFd�Y?d�]!T�nuR>w<d�Q5j-_1Y5g5{�\tQ5TVc1\!]!Y , [>hxnuR>W�TV]!T)d�U1\>f�jlQ5T�U5TVw5]!Y<bFU1\>foS?T�_1j
�3\>d�]>U5R>w5b?\�d�Y1d�]!TVnuh d�Q5j-_1Y1g5{V\ .
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LPD j$Q5U1\![>_5m5T�]�[/d�T�nuYF\>d�Q5T�b1]>\>nuY<U1\!^/R>]!hxQ5U1Y5g5]!TVU5R>[eiXR/d�]/\ . �eg1\�R>]![/T�c1\>T�]�f�\�g5T�d�b5R>_1`>b5Re[>TV�FT�w :

• �eg1\�j$Q5U1\![>_5m5T�]tS?R/d�]!j$Q5R/nKb<g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R�Q5R!S?bX_1�ec5T�g1g5h�n�Q5U1Y5g5]!TVU1\>n�Y<Q5U5Y5g1]!T�U1\/n , Q5R!S?bX_1�ec5T�g5g1h�n
b;S?U5j${�Y1n�i$R-d�]>\/nK[ed�T�]!Y .

• �eg1\�Q5R>fV[>R>_5m5T�]tQ5R>_1`>fVR>[-\!]!T�_5m1nKQ5R/d�h)_?\!]>` v \!wX_?hxg1\�Q1T�c1\>]!` ; r�]!Y<Q5R/d�h)_1b5Y<g1\!fVht[/\!�e] 4>�!�=��(1"$2��3" .

• �eg1\�Q5U5T�S?R>]![/U1\!�%\!TV]�R�S?g1R>[>U1TVnuT�g1g5htwkS?R-d�]!j$Q;b<Q5U5Y5g5]>T�U5j;g1TVd�b1R!_1`/b5YXi3Q5R!_?`>f�R/[/\>]!T�_1TVwkQ5j$]!TVn Q5R�S5S*T�UXWZb5Y� �5�&�'����" S1_5mFb1\!W%S?R>{VR�Q5U5Y1g5]!T�U?\ .
• �eg1\�Q5R>fV[>R>_5m5T�]tQ5TVc1\!]/\!]!` ��������(?"��?6p4!������#*�� �.-� ( YXi3]>\>bXWZTsg1\>f�ht[-\!��] � �!(1(?� �*(?6��3" Y5_1Y (*���5��#��>(?6��3"
d�]!U1\!g1Y5}1\>nuY ), c5]>R>^>h�Q5R!_1`/f�R/[/\!]>T�_1Y;nuR/{�_1Y3_?T�{�b1R�g1\!i$R!S?Y5]!`eU1\>d�Q5T�c?\!]>\>g5g5htTzf�\=S*\>g5YXm;[lQ1\!c1b5TzU1\/d�Q5TVc1\!]>R>b .

• �eg1\�R>^/TVd�Q1T�c5Y5[-\!TV]tj$d�]>\!g1R>[>b1jeQ1\>U1\>nuTV]!U5R/[�[>f�\!Y1nuR!S?T�w?d�]![/YXmkS1_5mFQ1U5Y5g5]!TVU5R>[eQ5R�S*bX_1��c1T�g5g5h)i , b
Q5R-do_1T�S?R>[-\!]!T�_1`>g1h�npQ1R>U5]>\/n .

• �eg1\enuR!WZT�]eR>]!Q1U1\![>_5m5]!`�f�\=S*\>g5YXm;Q5Rld�TV]!Y<d�Q5j-_1T�U5j LPD g1\)S?U1j-{VR/nKiXR-d�]!T .
• �eg1\enuR!WZT�]eQ5U5Y1nuTVgXm5]!`kd�Q5TV}5Y1\!_1`>g5htT v YX_1`/]!U5h S1_1m v R>U1n7\>]!Y5U5R/[/\>g5YXm3fV\�S*\!g5Y1wkS1_5mFQ1T�c1\>]!YFg1\�U1\!fVg5h)i
m5fVhtb1\�i3R>Q1Y1d�\>g5YXmFd�]>U1\!g5Y1}FYX_1Y<fV\�S?T�w1d�]![>R/[/\>g5YXm;d�Q5TV}5Y v Y5c1TVd�b1YXi3[>R>f�nuR!WZg5R-d�]!TVw;Q5U5Y5g1]!T�U1\ .

• �eg1\�j$c5Y5]!ht[-\!T�]�Y1d�Q5R>_1`>fVR>[-\!g5Y5TzQ5U5Y5g5]>T�U1\ .
' Q5R/nuR/�F`>� v \!wX_*\�b5R/g v Y5{�j$U1\>}5Y5Y (/etc/printcap) YFfV\ed�c5TV]eQ1U5ToS?R-d�]>\>[!_1TVg5YXmFd�Q5T�}5Y?\�_1`/g5h)i3Q5U5R>{VU1\>n7nv YX_1`>]>U5R>[-\!g5YXm , nuR>WZg5R�Q5R/]!U5TV^>R>[-\!]!`�R>]ed�Y1d�]>TVnuh LPD [/htQ5R!_?gXm5]!`�[-d�TsYX_1YFg1T�b5R/]!R>U5htTsY5fyQ5T�U5TVc5Y1d�_1T�g5g1h)i
[>htaFT v j$g5b5}5Y5wFg1\�a<Y5U5R/b5R/n�d�Q5T�b5]>U5TsQ1U5Y5g5]!TVU5g5R/{�RlR>^>R/U5j/S?R>[-\!g5Y5m .

9.2.1.
� � 	�"%$  !���U����� �������U� � ��� 	 �
"!�

+zdo_1Y<[>h - ToS*Y5g1d�]>[>T�g1g5htwFQ5R>_1`>fVR>[-\!]!T�_1`�d�Y1d�]!TVnuh , [>h�nuR!WZTV]!Tyd�Q5U5R-d�Y5]!` , f�\!c5T�nK[>R>fVY5]!`-domFd�Rld�Q5j-_1TVU5R/n , T�do_1Y
j-Q1U1\![>_1T�g5Y1T7S?R-d�]!j$Q5R-n , d�]!U?\!g5Y5}1h�fV\>{�R!_?R>[>b?\)YX_1YFj$c5TV]�Y1d�Q5R!_?`>f�R/[/\>g5YXm3Q5U5Y5g5]>T�U1\e[/\/nKg5Tsg1j/WZg5R . ��R/]�m
nuR!WZg5R�R/^>T�d�Q5TVc5Y5]!`eg5T�Q5R-d�U5T�S*d�]>[>T�g1g5htwkS?R-d�]!j$QFb<Q5U5Y5g1]!T�U5j , [�_1�e^>R/n do_1j$c1\!Tydo_1T�S?j$T�]eY1d�Q5R>_1`>fVR>[-\!]!`�d�Q5j-_1T�U ,
Q5R/d�b5R!_1`/b5j :

• LPD Q1T�c1\>]>\!TV]�fV\�S*\!g5Y5m;[ v R/g5R>[/R/npU5T�WZY1nuT ; [/\>nKg1TzQ5U5YXS?T�]>d�mFW%S*\>]!` , Q1R>b1\tS*\!g5g1htTs^/j>S*j-]ed�b5R/Q5Y5U5R/[/\!g1h
g1\�Q5U5Y5g1]!T�U .

• LPD Q1R>f�[/R!_5m5TV])_1T�{Vb5RlQ5U5R>Q1j$d�]!Y5]!`efV\�S*\!g5Y1TzQ5TVc1\!]!Y<c5T�U1T�f v YX_1`>]>U5h S1_5m;S?R>^-\![!_?T�g5YXm3f�\!{�R>_1R>[/b5R>[tdS*\>]!R>w / [/U5TVnuTVg5TVnKYX_?YFQ5U5TVR>^/U1\!fVR>[/\>g5YXm;d�Q1T�}5Y1\!_1`>g1R>{�R v R>U1n7\>]>\ v \!w5_1R>[ ( ]>\>b5R>{VR�b1\>b v \!wX_*\ TEX DVI) [v R/U1n7\!] , b5R>]!R/U5htw;Q5R/g5Y1n7\>T�]�Q1U5Y5g5]!TVU . �)\/nKg5TsQ1U5Y$S?TV]>domF[/htQ5R!_?gXm5]!`�rV]!YFa%\!{VYF[>U1j-c1g5j$� .

• ��g1R>{�Y1Tsd�[/R>^/R�S?g5RtU?\>d�Q1U5R/d�]!U1\!g5m5TVnuhtTyY;b5R/n7nuTVU5c5T�d�b5Y5T)Q5U1R>{�U?\>n7nuh , R>^/TVd�Q5T�c5Y1[/\!�e�FY5Tz[>R>f�nuR!WZg5R-d�]!`
Q5TVc1\!]>Y , R/^>htc5g5R�Q5U5ToS*Q5R!_?\>{V\>��]�[/fV\!Y?nuR�S?TVw1d�]![/Y5Tsd�Red�Q5j-_1T�U5R-n�d�Y?d�]!T�n+h . ~kj$]!TVnKg1\/d�]!U1R>w5b5Y%d�Y1d�]!TVnuh
d�Q5j-_1Y5g5{�\�[>hxj$Q5U1R/d�]>Y5]!TyQ5R�S5S*T�UXWZb5jlS?U1j-{VR>{VR�Q5U5R/{�U1\/n7nug5R>{VR�R>^/TVd�Q5T�c5TVg5YXm , b5R/]!R>U1R>TsnuR>WZT�]�^/ht]!`
S?R/^/\>[!_1TVg5Rt[�S�\�_1`/g5T�w5a<TVnKYX_?YFj-WZTzjXd�]>\>g5R>[>_1T�g1R .

9.3. � ���;L�� �FE � �FE��)GFD<LPJKHeE
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5mkQ1U5Y5g5]!TVU5R>[ldsd�Y1d�]>TVnuR>w%d�Q5j-_1Y1g5{V\ LPD, g5TVR>^!iXR!S?Y1nuR�g1\/d�]!U1R>Y5]eb1\!bFdV\>n�Q1U5Y5g5]!TVU , ]>\>bFY
Q5U5R>{VU1\>n7nug1R>TzR/^>T�d�Q5TVc5T�g5Y1T LPD.

� ]!R/]tS?R/b5jXnuT�g5]eR>Q5Y?d�ht[/\>T�])S*[/\�j$U5R/[>gXm;g?\>d�]>U5R>w5b1Y :
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• 'yn . U1\!f�S?T�_<~kU1R/d�]/\�m;g1\/d�]!U5R/w5b1\�Q5U5Y5g5]>T�U1\ , c5]!R/^>hxj$f�g?\!]!` , b1\!b;Q1R�S?bX_?��c5Y5]>`lQ1U5Y5g5]!TVU , R/^��'m1d�g5Y5]!` LPD,
b1\>bFdsg5Y1n�[/fV\!Y?nuR�S?TVw1d�]![/R>[-\!]!` , Y<R>]!Q1U1\![>_5m5]!`�g?\�Q5U5Y1g5]!T�U%Q5U5R-d�]!htTy]!TVb1d�]!R/[>htT v \>wX_1h .

• 'yn . U1\!f�S?T�_ � \>d�a<Y5U5TVg5g1\�m;g?\>d�]>U5R>w5b?\�Q5U5Y1g5]!T�U?\ , c1]!R>^/h�j$f�g1\>]!` , b1\>bFQ5TVc1\!]>\>]!` v \>wX_1h�nug5R>WZTVd�]>[/\
d�Q5T�}5Y?\�_1`/g5h)i v R>U1n7\>]!R>[ , b1\!b;Q1T�c1\>]>\!]!`kd�]>U1\!g5Y1}5h�fV\>{�R>_1R>[/b1\ , Q5T�c?\!]>\>]!`�Q5Rld�TV]!Y , j$Q5U?\![!_1m5]!`tS?R-d�]!j$Q5R-n�b
Q5U1Y5g5]!TVU1\>n�Y<j$c5Y5]!ht[-\!]!`eY1d�Q5R>_1`>fVR>[-\!g5Y5TzQ5U5Y5g5]>T�U1\ .

9.3.1. � ���%���#��� �U�������U�3����� �%�  ��T� "��U�
� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g5R , b1\>bFd�b1R>g v Y5{Vj$U5Y5U5R/[/\!]>`�Q5U5Y5g1]!T�U%Y;Q5U5R/{�U1\/n7nug5R>TyR>^/TVd�Q1T�c5TVg5Y5T LPD S1_5m
Y1d�Q5R>_1`>fVR>[-\!g5YXmkQ5U5Y1g5]!T�U?\ . �*S?TVd�`�U1\/d�d�n7\>]!U5Y5[-\!�e]>domFd�_1ToS?j$�e�FY5Ty[>R/Q5U5R/d�h :

• ��U1\>foS?T�_1Ty�3\/d�]!U1R>w5b1\�R>^>R/U5j/S?R>[-\!g5Y5mlQ5U1ToS*d�]>\![>_1T�g5h�d�R>[/T�]!hxQ1R�Q5R!S?bX_1�ec5T�g5Y1��Q5U1Y5g5]!TVU1\lb;Q5R>U1]!j
b5R-nuQ5`>�e]!T�U?\ .

• ��U1\>foS?T�_1TV�3\/d�]!U5R/w5b1\tQ1U5R>{VU1\>n7nug5R/{�ReR>^>T�d�Q5TVc5T�g1YXm;Q5R>b?\!fV\>g5R , b1\>bFg1\/d�]!U1R>Y5]!` v \!wX_<b5R>g v Y1{�j$U1\!}1Y5Y
d�Q5j-_1T�U1\ LPD (/etc/printcap).

+zdo_1Y<[>hxg1\/d�]!U?\!Y5[-\!T�]>TzQ5U5Y1g5]!T�U , Y1d�Q5R!_?`>f�j$�e�FY5wkS?_5mFQ5U5Y1gXm5]!YXmFf�\=S*\>g5Y5w;Q1T�c1\!]>YF[/nuT�d�]!R
Q5R/d�_1ToS?R/[/\>]!T�_1`/g5R>{VRtYX_1Y<Q1\!U1\!_5_1T�_1`>g5R/{�RtY5g1]!T�U v TVw1d�\ld�TV]!T�[/R>w;Q1U5R>]!R/b5R!_ , d�n . U?\!foS*T�_
~kU5Y5g5]!TVU5h�dyd�TV]!T�[/h�nuY;Y5g5]!TVU v T�w?d�\>nuY;S1_5mFQ1U5Y5TVn7\�S*\>g5g5h)i .

��R>]!mFr�]!R/]�U1\>foS?T�_FYFg?\!f�[-\!g ” ~kU5R-d�]>\!m;g1\>d�]!U5R>w1b1\�Q5U1Y5g5]!TVU1\ ”, rV]!R , g1\edV\>nuR-npS?T�_1T , S?R-d�]>\>]!R>c5g1Redo_?R!WZg5R .
�'\>d�]>\![/Y5]!`�Q5U1Y5g5]!TVU<U1\>^>R/]>\!]!`edzb5R-nuQ5`>�e]!T�U1R/n�Y%d�Q5j-_1TVU5R/n LPD - d�\/n7\�mFd�_1R!WZg1\!m;c1\>d�]!` . � \>d�a<Y5U5TVg5g5htT
R>Q5}5Y1Y , [>U1R�S?Ts[>hyS*\>c5YFd�]>U1\!g5Y1}FfV\>{�R>_1R>[/b5R>[tY<j-c1T�]>\�Y1d�Q5R>_1`>fVR>[-\!g5YXm , jXd�]/\!g5R/[>Y5]!`�g5TVd�_1R!WZg5R , b1\!b<]!R!_?`>b5R
Q5U5Y5g5]>T�UFf�\!U1\>^>R/]>\!TV] .
9.3.1.1. <9=?>5@BA:CED�FG=�C:H:CEALZ Q�CEIG=LK�EP
� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g5h U1\!f�_1Y5c5g5htT)d�Q1R/d�R/^>h Q5R!S?bX_1�ec5T�g5Y5mFQ5U5Y5g1]!T�U1\eb<~ | .

� \>d�dVn7\!]!U1Y5[/\>��]>d�mU1\!f�_1Y5c5g5htTsQ5R>U1]!h�YFb?\!^>T�_1Y , \�]>\!b5W�TyQ1\>U1\>nuTV]!U5h�b5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ , b1R>]!R/U5htTsnuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-dom
j$d�]>\!g1R>[>Y1]!` , c5]>R>^>h ��' FreeBSD nuR/{�_?\�[>fV\>Y1nuR�S*T�w1d�]![>R/[/\!]>`�d�Q5U5Y1g5]!T�U1R/n .

+zdo_1Y<[>hxj-WZTsQ1R�S?bX_?��c5YX_?YF[/\>a Q5U1Y5g5]!TVU<Y<j$d�Q5T�a<g5R�Q5TVc1\!]/\�_1Y<g1\�g5TV{�Rl[tS?U1j-{VR>w;R/Q5T�U?\!}5Y5R/g5g5R/wFd�Y1d�]!TVnuT ,
nuR!WZT�]!TyQ5TVU5T�w5]>YFbFU?\!foS*T�_1j3�3\>d�]!U5R/w5b1\�Q1U5R>{VU1\>n7nug5R/{�ReR>^>T�d�Q5TVc5T�g1YXm .

9.3.1.1.1. ��������� ��� 
�	 � 	 �
~kU5Y5g5]!TVU5h , b1R>]!R/U5htTzQ5U1R�S*\>��]>d�m<d�TV{�R�S*gXmkS1_5mFY?d�Q5R>_1`>fVR>[/\>g5YXmkg1\l~ | , R/^>htc5g1R�Q5R!S5S?T�U5W�Y1[/\!�e]�R�S*Y5gFYX_?Y
g5TVd�b5R!_1`/b5R�Y5f)do_?ToS?j$���<YXi;Y5g5]>T�U v TVw1d�R/[ :
•
�<���¤#��V�V�� !�!�%�¥#��>(16�� Y5g5]>T�U v TVw1d�h , ]/\!bXWZTyY5f�[/TVd�]>g5htTsb?\!b RS232C Y5_1Y RS232D, YX_1Y COM- Q5R/U5]!h ,
Y1d�Q5R!_?`>f�j$�e])S1_5mFQ1R/d�h)_?b5Y3S*\>g5g5h)i3g1\�Q5U5Y5g5]>T�U%Q5R/d�_1ToS?R/[/\>]!T�_1`/g5htw3Q5R/U5]�b5R-nuQ5`>�e]!T�U?\ .
~kR-do_1T�S?R>[-\!]!T�_1`>g5htT7Y1g5]!T�U v T�w1d�h�aFY5U1R>b5ReU1\>d�Q5U5R/d�]!U1\>g5T�g5hx[eb5R/nuQ1`>��]>T�U5g5R/wFY5gXS?jXd�]!U5Y1Y , b1\>^>T�_?YkS1_5mFg1YXi
_1TV{�b5Reg1\!w1]!YFY<Q5U5R/d�]!RedoS?T�_*\!]!` . * _5mFQ5R-do_1T�S?R>[-\!]!T�_1`>g1h)ilY5g1]!T�U v TVw1d�R/[�Y5g5R/{oS*\�g5j-W�g1h�d�Q5TV}5Y1\!_1`>g5htT
b1\>^>T�_1Y , YkS?_5mFYXi;Y1d�Q5R!_?`>f�R/[/\>g5YXm;nuR!WZT�]eQ5R>]>U5T�^/R>[/\>]!`/d�mlg?\>d�]>U1\!Y5[-\!]!`�S?R/d�]>\!]!R/c5g5Rldo_1R>W�g1htTzR>Q1}5Y5Y
[/fV\!Y?nuR�S?TVw1d�]![/YXm . ;yR!_1`/aFY5g?d�]![/R�Q5R/d�_1ToS*R>[/\>]!T�_?`>g5h)ikQ5R>U1]!R>[l~ | Y?nuT���]kn7\!b?d�Y1n7\!_1`>g5j$� d�b5R/U5R/d�]!`
Q5TVU5ToS�\!c5Y 115200 ^>Y5] / d�T�b , Q5R>rV]!R/nujkQ5TVc1\!]>\>]!`lc5T�U5TVfzg5Y5i;^>R!_?`>aFY1T�{�U1\ v Y5c5T�d�b5Y5TsfV\�S*\!g5Y5m;g5T�j/S?R/^>g5R .

•
�%�¥�'��#X#��¤#��/(16�� Y1g5]!T�U v T�w1d�h�Y1d�Q1R!_1`/f�j$��]�Q?\!U1\!_5_1T�_?`>g5htw;Q1R>U5]eb5R/nuQ5`/��]!TVU1\)S?_5mFQ5R-d�h)_1b5Y;S*\!g1g5h)i3g1\
Q5U1Y5g5]!TVU . ~3\>U1\�_5_?T�_1`/g5htT�Y5g5]>T�U v TVw1d�h�a<Y5U5R/b5R�U1\/d�Q5U1R/d�]>U1\!g5TVg5hxg1\eU5htg5b5T)~ | YFU1\>^>R>]/\!��]�^>h�d�]>U5T�T , c5T�n
Q5R-do_1T�S?R>[-\!]!T�_1`>g1htT RS232.

| \!^/T�_1Y3_?T�{�b1R�g1\>w5]!Y , g1Red�S*T�_?\>]!`edV\>nuR/d�]!R!m5]>T�_1`/g5Red�_1R!WZg5TVT . ~kU5Y
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Y1d�Q5R!_?`>f�R/[/\>g5Y5YkQ1\!U?\�_5_1T�_1`>g1h)ikY1g5]!T�U v T�w1d�R>[�R/Q5}5Y5Y<[>f�\!Y1nuR!S?T�w1d�]![>Y5mkR/^>htc5g1R�fV\�S*\![-\!]!`�g5Tzg1\�S?R , c1]!R
S?T�_?\!TV]�YXi3b5R/g v Y5{Vj-U1Y5U5R>[-\!g5Y1Tzd�j$�FT�d�]![/T�g5g1R�Q5U5R/�FT .
~3\>U1\�_5_?T�_1`/g5htT�Y5g5]>T�U v TVw1d�h�Y1g5R>{�S*\�g1\>f�ht[-\!��]�Y5g5]!TVU v T�w1dV\>nuY ”Centronics”, Q5Reg1\!fV[/\!g1Y5��]!Y1Q1\�U?\!f �ATVn7\
g1\�Q5U5Y5g1]!T�U5T .

• (kg5]>T�U v TVw1d�h USB ( d�R/b5U1\>�FT�g1Y5TzR/] Universal Serial Bus - j-g1Y5[>TVU1d�\!_1`>g1\!m3Q5R/d�_1ToS?R/[/\>]!T�_1`/g1\�m3a<Y5g1\ ), nuR>{Vj$]
U1\>^>R/]>\!]!`�g1\�TV�FTs^>R!_?`>aFY5ikd�b5R>U5R-d�]�mXi , c1TVn�Q1\>U1\�_1_1T�_1`/g5htTzY5_1YFQ5R-do_1T�S?R>[-\!]!T�_1`>g5htTzY5g5]!TVU v T�w1d�h RS232.| \>^>T�_?YlS1_5mFg5Y5i - Q5U1R/d�]>htTsY;S?T�a<T�[>htT . USB Q5U1T�[>R-doiXR�S*Y5]�Q5R-do_1T�S?R>[-\!]!T�_1`>g5htw RS232 Y<Q1\!U1\!_5_1T�_1`>g5htwY5g1]!T�U v TVw1d�hxS1_5mFQ5TVc1\!]>Y , g5Rlg5Tsd�_1Y5a<b5R/nKiXR/U5R>a<R�Q5R�S1S?T�UXWZY5[-\!TV]>dom;[ UNIX- d�Y1d�]!TVn7\!i . �e^/R>w5]>Y;r�]!j
Q5U1R>^!_?TVnuj3nuR!WZg5R , b5j$Q5Y5[eQ5U5Y5g5]>T�U�d7S?[/jXn+m;Y5g5]!TVU v T�w1dV\>nuY , USB YFQ1\>U1\�_1_1T�_1`/g5h�n , b1\>b;j;nug5R/{�YXi
Q5U1Y5g5]!TVU5R>[ .

� R/^>�<TVn�do_?j-c?\!T , Q1\!U1\!_5_1T�_1`>g5htTsY5g5]!TVU v T�w?d�h�R/^>htc5g5R�R>^>T�d�Q5TVc5Y5[/\>��]t]!R>_1`>b1R�R�S*g5R/d�]!R>U5R/g5g5�e��Q5TVU5ToS�\!c5j ( d
b5R/nuQ5`/��]!TVU1\�g?\�Q5U1Y5g5]!TVU ), ]!R>{�S*\�b1\>bFQ5R-do_1T�S?R>[-\!]!T�_1`>g1htT7Y USB Q1R�S5S?TVUXWZY5[/\>��]�S?[>jXd�]>R>U5R/g5g5��� . ;yR!_1TVT
g5R>[/htT�Q1\!U?\�_5_1T�_1`>g1htTzQ5R/U5]!h (EPP Y ECP) YFQ5U1Y5g5]!TVU5h�nuR/{�j$]�[>f�\!Y1nuR!S?T�w?d�]![/R>[/\>]!`t[lR>^>R/YXikg1\!Q5U?\![!_?T�g5YXmXi
Q5R�S FreeBSD, T�do_1Y<Y1d�Q5R>_1`>fVj$T�]>d�mkb?\!^>T�_1` , d�R>R/]![>TV]>d�]>[>j$���<Y5wFd�]/\!g$S*\>U5]!j IEEE1284.
* [>jXd�]!R/U5R>g1g5T�T�[/fV\>Y1nuR�S?TVw1d�]>[>Y5TzdsQ5U5Y1g5]!T�U1R/n�c1T�U5TVfzQ1\>U1\�_5_?T�_1`/g5htw;Q5R/U5]�R/^>htc5g5Re[>htQ5R>_1gXm5TV]>dom;R!S?g5Y1n�Y1f
S?[>j-i;d�Q5R-d�R/^>R>[ . ~kT�U5[/htwFnuT�]!R!S%R/Q5Y5U1\>T�]>d�m;g1\�Y1d�Q5R!_?`>f�R/[/\>g5Y5Tzd�Q1T�}5Y1\!_1`>g1R�d�R/foS*\>g5g5R>{VR)S?U1\>w5[>TVU1\�Q1U5Y5g5]!TVU1\
S1_5m FreeBSD, b5R>]>R>U5htw<Q5R�S5S*T�UXWZY5[-\!T�]ed�Q5TV}5Y v Y5c5T�d�b5Y1w;m5f�htb3S*\!g5g1R>{�ReQ5U5Y5g1]!T�U1\ . � ]!R/]enuTV]!R�S�]!Y5Q5Y5c1T�gFS1_5m
d�]!U5j$w5g1h)i;Q5U5Y5g5]>T�U5R/[eYFnuR>WZT�]lY1d�Q5R>_1`>fVR>[-\!]!`-domeS1_5mFQ5R>_1j$c5T�g1YXm;Y5g v R/U1n7\!}5Y1Y;R>^ej-U1R>[>g1Tzc5TVU5g5YX_%Y3S?U5j${VR>w
Y5g v R>U?n7\!}5Y5YFRed�R-d�]!R>m5g5Y5Y . �s]>R>U5R/w<nuT�]>R�S%Y?d�Q5R>_1`>fVj-TV]>dom , b5R/{oS*\�Q5U5Y5g1]!T�U%Q5R�S1S?T�UXWZY5[-\!TV] PostScript.
	 \>b5]!Y5c1TVd�b1Y , f�\=S*\>g5YXm PostScript m5[!_1m5��]>d�mFQ5U5R/{�U1\/n7n7\>nuY , Q1R/d�h)_*\!TVnuh�nuY;S1_5m;[/htQ5R!_1g1T�g5YXm<Q5U5Y5g5]>T�U5j ; R>g5Y
[>R>R/^>�<T�nuR>{�j$]eg5Ts[/hyS*\![-\!]!`�U5T�fVj/_?`>]>\>]�g1\e^>jXn7\!{VjeY<[>R>fV[>U1\>�<\>]!`tYXi;g5TVQ5R/d�U5ToS*d�]![>TVg5g5Reb5R/nuQ5`/��]!TVU5j .
PostScript ]>\!bXWZTyY1d�Q1R!_1`/f�j$T�])S*[>jXd�]!R/U5R>g1g5T�Ts[>fV\>Y1nuR�S*T�w1d�]![>Y5T7S1_5m<d�R>R>^/�FTVg5YXm3b5R/nuQ1`>��]>T�U5j3ReQ5U5R>^>_1TVn7\!i ,
]>\!b5Y5i;b1\!b;R/aFY5^/b5Y;[ PostScript- Q5U1R>{�U?\>n7nuTzY5_1YFf�\>n+m5]!Y5Ty^>jXn7\>{�Y . q)\!b?\�mFY5g v R>U1n7\>}5YXmFnuR!WZTV]eQ5U1Y5{�R!S?Y5]!`-dom
Q5R!_1`/f�R/[/\!]>T�_5m1n . ;yR!_?T�Tz]>R>{�R , _1j$c5aFY1wFd�Q5R-d�R/^�r v3v TVb5]!Y5[/g5R>{VRtj$c5T�]>\eY1d�Q5R!_1`/f�R/[/\!g1YXm PostScript- Q1U5Y5g5]!TVU1\
]!U5T�^/j$T�]tS*[>jXd�]!R/U5R>g1g5T�{VR�[>f�\!Y1nuR!S?T�w1d�]![>Y5m : [/hxfV\!Q1U1\!a<Y5[/\>T�]!T�j3Q1U5Y5g5]!TVU1\ef�g1\>c5T�g5Y1Tsd�c1T�]!c5Y1b1\ed�]!U1\>g5Y5}
( d�b5R!_1`/b5R�d�]!U1\!g1Y5}Fg1\>Q5T�c?\!]>\!_FQ5U5Y5g1]!T�U%fV\�[/d�Ts[>U5T�n+m<d�j$�<TVd�]>[>R>[-\!g5Y5m ), fV\>]!TVn�Q1R/d�h)_*\!T�]>TzfV\�S*\!g1Y5T
Q5R!_1`/f�R/[/\!]>T�_5m , fV\>]!TVn d�g5R/[/\tf�\!Q5U1\>aFY5[-\!TV]!TzfVg1\!c5TVg5Y5TsT�{�Rld�c5TV]!c5Y5b?\ed�]!U1\!g5Y1} . �yhtc5Y5]/\!TVn�R�S?g5Ref�g1\>c5T�g1Y5TzY5f
S?U5j${�R/{�R , Y<j$f�g1\>TVn , d�b1R!_1`/b5R�^>jXn7\>{�Y;Q5R/]!U1\>]!YX_�Q5R!_1`/f�R/[/\!]>T�_1` .

9.3.1.1.2. � 
 ��
 	�	�� 	 � � ��� � ����� �
* _5m;Q5R�S*bX_1��c1T�g5YXm<Q5U5Y5g5]>T�U1\ec5T�U1T�fyQ1\!U1\!_5_1T�_1`>g5htwFY5g5]!TVU v T�w1d , d�R>ToS*Y5g5Y5]!TyQ5U5Y1g5]!T�U<YFb5R-nuQ5`>�e]!T�U<b1\!^/T�_1T�n
Centronics. (kg1d�]!U5j$b5}5Y1Y3S1_5m<Q5U5Y5g5]>T�U1\ , S1_5mFb1R/nuQ5`/��]!TVU1\�Y5_1YFR/^>TuS?R>_5WZg5h�Q5R>_1g5R-d�]!`/��R>Q1Y1d�ht[-\!]!`er�]!j
Q5U5R>}1ToS?j$U5j .

~kR/nug5Y5]>T , b1\>b5R>wFQ1\!U1\!_5_1T�_1`>g5htwFQ5R>U5]eb5R/nuQ1`>��]>T�U1\e[>hxY1d�Q5R!_?`>f�R/[/\!_1Y . ~kT�U5[/htw;Q1\!U?\�_5_1T�_1`>g1htw;Q5R>U1]�[ ��'
FreeBSD - /dev/ppc0; [/]!R>U1R>w - /dev/ppc1, Y;]>\>b3S*\!_1T�T . (3nuT�g1\ejXd�]!U1R>w1d�]![tS1_1mFQ5U5Y5g1]!T�U5R/[eY?d�Q5R>_1`>fVj-�e]�]!j
W�T)doiXT�nuj : /dev/lpt0 S1_5mFQ5U1Y5g5]!TVU1\lg1\�Q5TVU5[>R-nKQ1\!U?\�_5_1T�_1`>g1R/nKQ5R/U5]!j3Y;] .S .

9.3.1.1.3. ��� � 	�� � �	��
 � � 	�� � ��� ��� � ���
* _5m;Q5R�S*bX_1��c1T�g5YXm<Q5U5Y5g5]>T�U1\ec5T�U1T�fyQ5R/d�_1ToS?R/[/\>]!T�_1`/g5htw3Y5g5]>T�U v TVw1d , d�R>T�S?Y5g5Y1]!TsQ1U5Y5g5]!TVU<dsb5R/nuQ5`/��]!TVU5R/nQ5R�S1iXR!S1m5�FY1nKQ1R/do_?ToS?R/[/\!]>T�_1`/g5h�nPb1\!^/T�_1T�n . (kg1d�]>U5j$b5}5Y5Y;S1_5mFQ5U1Y5g5]!TVU1\ , S?_5mFb5R-nuQ5`>�e]!T�U1\eYX_1Y<R>^/TuS?R!_1W�g1h
Q5R!_1g1R/d�]>`>��R/Q5Y1d�ht[/\!]>`�r�]!j3Q1U5R>}5T�S?j$U5j .
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+zdo_1Y<[>hxg5Tyf�g?\!T�]>T , c5]>Re]>\>b5R>T ” Q5R�S1iXR!S1m5�FY5wFQ5R/d�_1ToS?R/[/\>]!T�_1`/g5htw3b1\>^>T�_?` ”, nuR!WZT�]>TsQ5R/Q5U5R/^>R>[-\!]!`
Y1d�Q5R>_1`>fVR>[-\!]!`tR!S?Y5gFY1fsdo_?ToS?j$���<YXi :

• � ���=� �3(?670 b1\!^/T�_1`�d�R>T�S?Y5gXm5TV]�b1\!W<S*htwFaF]>htU���b<g1\�R!S?g5R/n�b5R>g5}1Tzb1\>^>T�_1m;g1\!Q5U5m1nuj-� dzd�R>R/]![>TV]>d�]![/j$���FY?n
a<]!htU5`>b1R/nKg1\�S?U5j${�R-nKb5R>g1}5T . | \!^>T�_1`t]>\>b5R>{VR�]!Y5Q?\�]>\>bXWZTsg?\!f�ht[-\!��]�b1\!^/T�_1T�n ”DTE-to-DCE”.

•
�<,�#��

-
�;����� �3(?670 b1\>^>T�_1`�d�R/ToS?Y1gXm5T�]ec1\>d�]!`�a<]!htU5`>b1R>[�g?\!Q5UXm1nuj$� , S?U5j${�Y1T - nuT�gXm5TV] ( Q5T�U1TVd�h)_?b5jlS*\!g1g5h)i

g1\�Q5U5Y���nPS*\>g5g5h)i , g1\>Q5U5Y1nuTVU ), \�g5TVb5R>]!R/U5htT - f�\!b5R/U1\!c5Y1[/\!TV]tg1\�b?\�W%S?R/n�U1\!f �µTVnuT . | \!^>T�_1`t]>\>b5R>{VR�]!Y5Q?\
]>\>bXWZTsg?\!f�ht[-\!�e]�b1\!^/T�_1T�n ”DTE-to-DTE” cable.

•
| \>^>T�_?` B1���¤#��V���= >���%�¥#��>(?� ���)B!�*"1(?�%� ��� , g5T�R/^!iXR�S*Y1nuhtwlS1_5mFg5TVb5R>]>R>U5h)i;U5T�S?b5ReY1d�Q5R>_1`>fVj$TVnuh)i3Q5U5Y5g1]!T�U5R/[ ,
Q5R>iXR!Wg1\�g1j/_?` - nuR�S?T�nug5htw;b1\>^>T�_?` , g5RlQ5R/d�h)_?\!TV]�c1\>d�]!`ed�Y5{�g?\�_1R/[�g1\ed�R>R/]![>TV]>d�]>[>j$���<Y5Tza<]!htU5`>b1Y , \eg5T
f�\!b5R/U1\!c5Y1[/\!TV]tYXi .

�y\/nKg1\=S*R�]>\>bXWZTsg1\/d�]!U1R>Y5]!`lr�]>YFQ1\>U1\>nuTV]!U5h�[/fV\!Y?nuR�S?TVw1d�]![/YXm;dzQ1U5Y5g5]!TVU5R/n , R>^>htc1g5R - c5T�U1T�fyr�_1T�nuT�g5]!h
j-Q1U1\![>_1T�g5Y5m;g1\t_1Y1}5T�[/R>w;Q1\>g5T�_?YFYX_1Y<Q5T�U1T�bX_1�ec1\!]>T�_1Y (DIP switches) g?\�Q5U5Y1g5]!T�U1T . �sht^/T�U5Y1]!T
n7\!b1d�Y1n7\�_1`/g5j$��d�b5R>U5R-d�]!`eQ5T�U1ToS*\>c5Y bps ( ^>Y5]�[ed�TVb5j$g$S?j , Y5g1R>{oS�\ - baud rate), b5R/]!R>U5j$� nuR>{�j$]eQ5R�S5S*T�UXWZY5[-\!]!`
b1\!b;b1R/nuQ5`/��]!TVU , ]>\>bFY<Q5U5Y5g5]>T�U . �yht^/T�U5Y5]>T 7 YX_1Y 8 ^>Y5]!R/[tS*\>g5g5h)i ; c5T�]>g5R/d�]!` none, even YX_1Y odd; Y 1 YX_1Y 2
d�]!R/Q - ^/Y5]>\ . qy\>bXWZTsg?\=S?Re[>ht^>U?\!]!`�Q1U5R>]!R/b5R!_<j-Q1U1\![>_1T�g5Y5m;Q5T�U5T�S*\!c1T�w : none YX_?Y XON/XOFF ( ]/\!bXWZTY5f�[/TVd�]>g5htw;b1\>b ” [>g5j$]!U1Y5Q5R!_?R/d�g1htw ” YX_1Y ” Q1U5R>{VU1\>n7nug5htw ”). �'\>Q5R/nug1Y5]!Tz[/ht^>U1\>g5g5htTsj$d�]>\!g1R>[>b1YkS1_5m
Q5R/d�_1ToS?j$�e�FT�{VR�b5R/g v Y5{�j$U5Y1U5R>[-\!g5YXm3Q5U1R>{�U?\>n7nug5R/{�R�R/^>T�d�Q5TVc5T�g5Y5m .

9.3.1.2. <9=?>5@BA:CED�FG=�RMALCEN6AL=���� KLCMN�C�C:HLJG>BR?J��MJLK EP
� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g1\tg1\/d�]!U5R/w5b1\�Q5U5R>{VU1\>n7nug1R>{�ReR>^/TVd�Q1T�c5TVg5YXm , g5T�R/^!iXR�S*Y1n7\�mlS1_5m<Q5T�c1\>]!Y<dsQ5R-nuR>�F`/�
d�Y1d�]!TVnuh�d�Q5j-_1Y5g5{�\ LPD [ ��' FreeBSD.

�sR/]�QX_?\>g3S?TVw1d�]>[>Y5w , b5R>]>R>U5htTsg5T�R/^!iXR�S?Y?nuR�[>htQ5R>_1g5Y5]>` :
1. ~kU5Y<g5T�R/^!iXR�S*Y1nuR/d�]!Y , d�b1R>g v Y5{Vj$U5Y5U5R/[/\!]>`�[�m$S?U1TsQ5R!S5S?TVUXWZb5jkQ5R>U5]/\ , b<b5R>]!R/U5R/nujkQ5R!S?bX_1�ec5T�g<Q5U5Y5g1]!T�U ;

[eU1\!f�S?T�_?T | R/g v Y5{�j$U5Y1U5R>[-\!g5Y5Tum$S*U1\�R/Q5Y1d�\>g5R , c5]!Rlg1\=S?Red�S?T�_?\!]!` .
2.

� d�]>\>g5R>[/Y5]!`�U1T�WZY1n�[/fV\>Y1nuR�S?TVw1d�]>[>YXmlS1_5m<Q1\!U1\!_5_1T�_1`>g5R/{�R�Q1R>U5]>\ , TVd�_1YFY?d�Q5R>_1`>fVj-TV]>dom;Q?\!U1\!_5_1T�_?`>g5htwQ1R>U5] ; S?TV]>\�_?YFQ5U5T�S*d�]/\![!_?T�g5h�[eU1\!f�S?T�_?T
�3\/d�]!U1R>w5b1\�U5T�WZY1n7\e[>f�\!Y1nuR!S?T�w?d�]![/YXmlS1_5mFQ1\>U1\�_1_1T�_1`/g5R>{VR�Q5R/U5]>\ .

3. ~kU5R/[>TVU5Y5]!` , nuR!WZT�]e_1YFR/Q5T�U?\!}5Y5R/g5g1\!m3d�Y1d�]>TVn7\eQ5R/d�h)_?\!]!`�S*\!g1g5htTzg1\�Q5U5Y5g1]!T�U . ��U1\!f�S?T�_1T
~kU1R>[>TVU5b1\t[/fV\>Y1nuR�S?TVw1d�]>[>YXmFdsQ5U5Y5g1]!T�U5R-nPS*\>g5h�d�R/[>TV]!h , b1\!b<r�]!Rld�S?T�_?\!]>` .

4. �3\/d�]!U5R/Y5]!` LPD S1_5m<Q5U5Y5g5]>T�U1\ , Y5f�nuT�gXmXm v \>wX_ /etc/printcap.
| \!b;rV]!Rkd�S?T�_?\!]!`eR>Q5Y?d�\!g1RtS*\!_1T�Ts[�r�]>R>w

{�_?\![/T .

9.3.1.2.1. ���	��� ������� � � � ��
����� � � ��
� S?U5R�R/Q5T�U?\!}5Y5R/g5g5R/w;d�Y1d�]!TVnuh�b5R/nuQ5Y5_1Y5U5j$T�]/dom3S1_1mFU1\!^/R>]!h�dzb5R>g1b5U5T�]>g5h�n�g1\>^>R/U5R/nPjXd�]!U1R>w1d�]![ .~kR/do_?ToS?R/[/\!]>T�_1`/g5htwkYX_1YFQ?\!U1\!_5_1T�_?`>g5htw;Y1g5]!T�U v T�w1d�S1_5mFQ1U5Y5g5]!TVU1\e[!iXR�S?Y1]�[�rV]!R>]eg1\!^/R>U . ~kR/r�]!R-nujknuR>WZT�]
Q5R>g1\�S?R>^/Y5]!`-domlS?R>^-\![/Y5]!`�Q5R!S5S?TVUXWZb5jeS1_5m3S?R/Q5R!_?g5Y5]!T�_1`>g5R/{�ReQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R>{VRtYX_1Y<Q1\!U1\!_5_1T�_1`>g5R/{�RtQ5R/U5]>\ ,
TVdo_?YFR>gFT��FTsg5T)d�b5R/g v Y5{�j$U5Y1U5R>[-\!g3[�m$S*U5T .
�k]!R>^/hxj-fVg1\!]>` , Q5R!S5S?T�U5W�Y1[/\!TV]�_1Y<Y1d�Q1R!_1`/f�j$TVnuR/T�[�g1\/d�]!R>m5�FY5w<n+R-nuT�g5]em$S?U5ReQ5R/d�_1ToS*R>[/\>]!T�_?`>g5htw
Y5g5]!TVU v T�w1d , g1\>^>T�U1Y5]!T :
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# grep sioN /var/run/dmesg.boot

��S?T N - g1R/nuT�UFQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R>{VRtQ5R>U1]>\ , g1\>c5Y5g1\!m<d�g1j/_1m . +zd�_1YF[/hxQ5R!_1j$c1\>T�]!TyU5TVf�j-_1`>]/\!] , Q5R!S?R>^/g5htw
do_1T�S?j$���FT�nuj :

sio2 at port 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A

f�g1\>c5Y5] , m$S*U5ReQ1R�S5S?TVUXWZY5[/\>T�]�Q1R>U5] .
�k]!R>^/hxj-fVg1\!]>` , Q5R!S5S?T�U5W�Y1[/\!TV]�_1YFm$S?U5ReQ1\!U1\!_5_1T�_1`>g5htwFY5g5]!TVU v T�w1d , g1\>^>T�U1Y5]!T :
# grep ppcN /var/run/dmesg.boot

��S?T N g5R/nuTVUFQ1\>U1\�_5_?T�_1`/g5R>{VR�Q5R>U1]>\ , g1\>c5Y5g1\!mFdzg1j/_1m . +zdo_?Y<[/hxQ5R!_1j$c1\>T�]!TsU5T�fVj-_1`>]>\>] , Q5R!S?R>^/g5htw
do_1T�S?j$���FT�nuj :

ppc0: <Parallel port> at port 0x378-0x37f irq 7 on isa0
ppc0: SMC-like chipset (ECP/EPP/PS2/NIBBLE) in COMPATIBLE mode
ppc0: FIFO with 16/16/8 bytes threshold

f�g1\>c5Y5] , m$S*U5ReQ1R�S5S?TVUXWZY5[/\>T�]�Q1R>U5] .
��R!WZT�]eQ5R>]>U5T�^/R>[/\>]!`/d�mlQ1T�U5TVb5R>g v Y1{�j$U5Y5U5R/[/\>]!`tm$S?U5R , c5]!R/^>h�R/Q5T�U?\!}5Y5R/g5g1\!m3d�Y1d�]!T�n7\�U?\>d�Q1R>f�g?\�_?\tY
Y1d�Q5R>_1`>fVR>[-\�_?\)Q1\>U1\�_1_1T�_1`/g5htw;YX_?YFQ5R-do_1T�S?R>[-\!]!T�_1`>g5htw3Q1R>U5] , Y1d�Q1R!_1`/f�j$TVnuhtwlS1_5m<Q5R�S?b5_1��c5TVg5YXm%Q5U5Y5g5]>T�U1\ .
�k]!R>^/h�S?R>^-\![>Y1]!`�Q5R!S5S?T�U5W�b1jlQ1R/do_?ToS?R/[/\!]>T�_1`/g5R>{VRtQ5R>U5]/\ , R/^>U1\>]!Y5]!T�d�`�b<U1\!f�S?T�_1j , Q1R/d�[>m5�FTVg5g5R/nuj
b5R>g v Y1{�j$U5Y5U5R/[/\>g5Y5�xm$S?U?\ . �k]!R/^>h�S?R/^/\>[>Y5]!`�Q5R�S5S*T�UXWZb5j3Q1\>U1\�_1_1T�_1`/g5R>{VRtQ5R>U5]/\ , Q5R/c5Y5]>\>w5]!T)r�]>R>]�WZTyU1\!f�S?T�_" d�_1ToS*j-�e�FY5wFU1\!f�S?T�_ .

9.3.1.3. � C:H:=:I �#J?K MJ �Y=:D
� C�I /dev Q � P R:CEA?@GCEI
, �!�µ�.-��������

: FreeBSD 5.0 �V�*
1°�³V��¢¥�z²)�!´�
��/� ��°=�����¥��¢V�5� devfs, �2�V�!�/���O0e�!�¤�!�/�?�����>³V¢2���;�0�*� 2¤�-�V¢¤�C����¢V±��V�!
	�����*¢²)��´�
5�%��¥�=���>´;�¤�=�)���l�?¢V��¢/��¢��V¡67�V�7�!�7���¥��� . ���*
	���V� ���V����
	� 2¤��¢¥��¢)��¢�����!° FreeBSD �z�V�*
1°�³V¢������>´������/�-¢V�o£��2�>´
devfs, �7�V£.���l�����/�o��¤���V��� �¥�!�������.2 �$¢*
 .

��R>]!m;m$S?U5RlnuR!WZT�]ej/WZTyQ5R�S1S?T�UXWZY5[-\!]!`e[>f�\!Y1nuR!S?T�w1d�]![>Y1T�Q5RlQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R/nujeYX_1Y%Q1\!U?\�_5_1T�_1`>g1R/nujlQ5R>U5]>j ,
[/\>nKg1T�R>^>iXR�S?Y1nPQ5U1R>{�U?\>n7nug5htw<Y5g5]!TVU v T�w1d , c5TVU5T�fyb5R/]!R>U5h)i3U1\>^>R/]>\!���<Y5T�[kd�Y1d�]!TVnuTyQ5U5R/{�U1\/n7nuh�d�nuR/{�j$]
Q5R/d�h)_?\!]!`eY;Q5U5Y1g5Y1n7\!]>`�S�\!g5g5htT . (3nuT�g1g5RtS1_1mFr�]!R/{�ReY<d�j$�<TVd�]>[>j$��]ed�Q5T�}1Y1\�_1`/g5htT v \>wX_1hxjXd�]!U1R>w1d�]![e[
b1\!]>\!_1R>{VT /dev.

@ #X2%��� � �! �#���(?"-2 �s��0-#��� �./������#*� � /dev �o#X2%B?� ���%� :
1. 's]>\>g5`>]>TsQ5R>_1`>fVR>[-\!]!T�_1TVn root dsQ5R/nuR/�F`/��b5R-n7\!g$S?h su(1). �y[/ToS?Y5]>TsQ1\>U5R!_?`�Q5R!_?`>f�R/[/\>]!T�_5m root [�R>]>[>T�]

g?\�Q5U1Y5{�_?\>aFTVg5Y5T .
2. ~kTVU5T�w$S*Y5]!Ty[�b1\>]>\�_1R/{ /dev:

# cd /dev

3. �y[>T�S?Y5]!Tyb5R-n7\!g$S?j :

231



�µ#��! !�
9.
�%� �5�!��

# ./MAKEDEV port

�'S?T port - Y1n+m<d�Q5T�}1Y1\�_1`/g5R>{VR v \!w5_?\�jXd�]>U5R>w1d�]![/\tS1_5mFQ1R>U5]>\ , b5R/]!R>U5htw<[>h iXR>]>Y5]!T)d�R>f�S*\!]>` .
(3d�Q5R!_?`>f�j$w5]>T lpt0 S1_5m<Q5U5Y5g5]>T�U1\eg1\�Q1T�U5[/R/n�Q1\>U1\�_1_1T�_1`/g5R/nPQ5R/U5]!j , lpt1 S?_5mFQ5U5Y1g5]!T�U?\�g1\�[>]!R/U5R/n
Q1R>U5]!j3Y<] .S .; Y1d�Q5R!_?`>f�j$w5]>T ttyd0 S1_5m<Q5T�U5[/R>{VR�Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R/{�RtQ5R/U5]>\ , ttyd1 - S?_5m;[>]!R/U5R>{VR�Y<]>\!b
S�\�_1TVT .

4. �y[>T�S?Y5]!Tyb5R-n7\!g$S?j :

# ls -l port

c1]!R>^/h�j$^>ToS*Y5]!`/d�m , c5]!Rl]!U5TV^>j$TVnuhtw%d�Q5TV}5Y1\�_?`>g5htw v \>wX_FjXd�]>U5R>w1d�]![/\ed�R>f�S*\!g .

9.3.1.3.1. � 
 � � ����� � 
 � ��� ��� 
 ��� 
 ��� � � ��� � � �
��� � 	�� �
 � 
 	 	�� 	�� � ��� � � ����� 

~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y3Q1\!U?\�_5_1T�_1`>g1R>{�R�Y5g5]!TVU v T�w1dV\�nuR>W�g1Re[/ht^>U1\>]!` , S?R>_5WZg1\t_1Y ��' FreeBSD
[>fV\>Y1nuR�S*T�w1d�]![>R/[/\!]>`�dzQ5U1Y5g5]!TVU5R/n�g?\�R/d�g5R>[/TzQ5U1T�U5ht[-\!g5Y5wFYX_1YFQ1j-]>TVn�R/Q5U5R/dV\ . � g1Y5[>TVU1d�\!_1`>g5htw3S?U1\!w1[>T�U
Q5U5Y5g5]>T�U1\ (lpt(4)) [>R FreeBSD 4.X Y 5.X Y1d�Q1R!_1`/f�j$T�]�d�Y1d�]>TVnuj ppbus(4), b1R>]!R/U1\�m;j$Q5U1\>[!_5m5TV]�c5Y5Q?d�T�]>R/n�Q5R/U5]>\ed
Q5R/nuR/�F`>��S?U1\>w5[>TVU1\ ppc(4).

• ��TV]!R�S�[>f�\!Y1nuR!S?T�w1d�]![>Y5m (*������(?�� !��B!���&��6� !��(?"10 m5[!_5m5TV]>domFd�]>\!g$S�\!U5]!g1h�nKS1_5mFm$S?U1\ GENERIC. ~kRer�]!R-nuj
nuTV]!R�S?j , R/Q5T�U?\!}5Y5R/g5g1\!mFd�Y1d�]!TVn7\eY1d�Q1R!_1`/f�j$T�]t_?Y5g5Y5� fV\>Q5U5R/dV\tQ5U5TVU5ht[/\>g5YXm (IRQ line) S1_5mFR/Q5U5T�S?T�_1TVg5YXm
{VR>]!R/[>g5R-d�]!Y;Q1U5Y5g5]!TVU1\ebFQ5U5Y1TVnujlS*\>g5g5h)i .

• ��TV]!R�S�[>f�\!Y1nuR!S?T�w1d�]![>Y5m B?,>��� � ��B!�*����� ]!U1T�^>j$TV]�R>]�R>Q5TVU1\!}5Y1R>g5g5R/wFd�Y?d�]!T�nuh�Q5R/d�]!R!m5g1g5R�f�\!Q5U1\>aFY5[-\!]!`
Q5U1Y5g5]!TVU , {VR>]!R/[�_1Y<R>g;b<Q5U5Y5T�nujlS*\!g5g1h)i .

| R/{oS*\�R>g;R/]![>TVc1\!TV] , c5]>Re{VR>]!R/[ , m$S?U5RlQ5R/d�h)_?\!TV])S?R/Q5R!_1g1Y5]!T�_?`>g5htT
S*\>g5g5htT .

��T�]!R!S%[/fV\!Y?nuR�S?TVw1d�]![/YXm3g1\eR/d�g1R>[>TzQ5U5T�U1ht[/\!g1Y5w;R>^/htc5g5R�U?\!^>R/]>\!TV]�g5T�d�b5R>_1`>b5Re^>h�d�]!U5T�T , g5R�Y?d�Q5R>_1`>fVj-TV]
}5T�g5g1j-��_1Y5g1Y5��f�\!Q5U1R/d�\�Q5U5TVU5ht[/\>g5YXm . ~kU5Reg5T�b5R/]!R>U1htTsg5R/[>htT�Q1U5Y5g5]!TVU5h HP j-]>[>T�U5W<S�\!��] , c5]!RlR>g1Y
U1\!^/R>]>\>��]�g5TVb5R>U1U5T�b5]>g5Re[eU5T�WZY1nuTy[>f�\!Y1nuR!S?T�w?d�]![/YXm;g1\�R-d�g5R/[>T�Q1U5T�U5ht[-\!g5Y1w , [>TVU5R!m5]!g1R , Y5f - f�\�g5TVb5R>]>R>U5R/w
( TV�FTzg1Ts[/Q5R!_1g1TzQ5R/gXm5]!g5R/w ) Q1U5R>^>_1TVnuh�d�Y5gXiXU5R>g1Y5fV\>}5Y5Y .

* _5m;rV]!YXiFQ1U5Y5g5]!TVU5R>[eg5T�R/^!iXR�S*Y1nuR�jXd�]>\>g1\![>_1Y5[-\!]!`
U5T�WZY1n�R/Q5U5R-d�\ . (3d�Q5R!_?`>f�j$w5]>Tz]!R/]�U5T�W�Y?n , b5R>]>R>U5htw<U1\!^/R>]>\>T�] . �kTVb5R>]!R/U5htTzQ1U5Y5g5]!TVU5h�^/j/S?j$]�U1\!^/R>]>\>]!`�[
R>^>R/YXikU5T�WZY1n7\!i , g5ReR/b1\!fVht[/\>��]>d�mkb1U1\!w5g1TynuT�S1_1T�g1g5h�nuYF[lU5T�WZY1nuTyg1\�R-d�g5R/[>T�Q1U5T�U5ht[-\!g5Y1w .
� T�WZY1n [>fV\>Y1nuR�S*T�w1d�]![>YXm;nuR>W�g1RejXd�]/\!g5R/[>Y5]!`tS?[>jXn+m<d�Q5R/d�R>^/\/nuY : b1R>g v Y5{Vj$U5Y5U5j-m3m$S?U5ReYX_1Y%dzQ5R-nuR>�<`>�
Q5U5R>{VU1\>n7nuh lptcontrol(8).

@ #X2<,-������(1�� �./"��'� � " �;�� �4!��" �3���=��0*���� �"-2<B1,/�%� ��./��( ��" ��,��*"!�*�� !��(?"-232�� ��� :
1. �e]!U1ToS*\>b5]!Y5U5j$w5]>T v \>wX_Fb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ . �3\!w$S?Y1]!Tzf�\!Q5Y1d�` ppc0. +sdo_1Y<[>hxg1\/d�]!U1\>Y5[/\>T�]!Ts[>]!R/U5R>w

Q?\!U1\!_5_1T�_?`>g5htw;Q1R>U5] , Y5�FY1]!Tsf�\!Q5Y?d�` ppc1. (3d�Q5R!_?`>f�j$w5]>T�fV\>Q5Y1d�` ppc2 S1_5m<]!U5T�]>`>T�{VReQ1R>U5]>\ , YF]>\>b3S*\!_1T�T .
• +zd�_1Y<g1T�R>^>iXR�S?Y1nuR�j$d�]>\!g1R>[>Y1]!`�U5T�W�Y?n�g1\�R/d�g1R>[>TzQ5U5T�U1ht[/\!g1Y5w , S1_5m FreeBSD 4.X S?R>^-\![/`>]!T
d�Q1T�}5Y v Y1b1\!}5Y1� irq:

device ppc0 at isa? irq N

��S*T N - g5R/nuTVU IRQ S1_5m;Q1\>U1\�_1_1T�_1`/g5R>{VR�Q5R/U5]>\eb5R/nuQ5`/��]!TVU1\ .
* _5m FreeBSD 5.X, R/]!U5T�S*\!b5]>Y5U5j$w5]!Ttdo_?ToS?j$���<j$��d�]>U5R>b5j :

hint.ppc.0.irq="N"

[ v \>wX_1T /boot/device.hints, fV\/nuT�g5Y1[ N d�R>R/]![>TV]>d�]![/j$���FY?nKg5R/nuTVU5R/n IRQ.
	 \!wX_%b5R>g v Y5{�j$U1\>}5Y5Y

m$S?U1\e]>\>bXWZT�S?R>_5WZT�gFd�R�S?TVUXW \!]!`�S?U1\>w5[>TVU ppc(4):
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device ppc

• +zd�_1Y<g1T�R>^>iXR�S?Y1nuR�j$d�]>\!g1R>[>Y1]!`�U5T�W�Y?n�R>Q1U5R/dV\ , g5TzS?R>^-\![>_5m5w5]!Tzd�Q5T�}5Y v Y5b1\!}1Y5� irq:
* _5m FreeBSD 4.X Y1d�Q5R!_?`>f�j$w5]>Tyd�_1ToS?j$�e�Fj$��d�]!U5R>b1j3[ v \!w5_1Tzb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ :
device ppc0 at isa?
* _5m FreeBSD 5.X Q5U1R/d�]>Rej/S*\!_1Y5]!TsY5f v \>wX_?\ /boot/device.hints d�_1ToS*j-�e�Fj$��d�]!U5R/b5j :

hint.ppc.0.irq="N"

� g5TVb5R>]!R/U5h)i;do_1j$c1\!mXi , r�]!R/{�Reg5ToS?R-d�]>\>]!R>c1g5RtS1_1mFQ5T�U1T�[>R!S*\tQ5R/U5]>\e[�U5T�W�Y?n�R>Q5U1R/d�\�Q5R�S FreeBSD 5.X.
�3\!�<Tz[-d�T�{VR , Q5U1R>^!_?TVn7\�d�[!m5f�\!g1\�d�S?U1\>w5[>TVU5R/n acpi(4), b5R/]!R>U1htw<nuR!WZTV]�R>Q1U1\!a<Y5[/\>]!`�YFQ1R�S?bX_?��c1\>]!`
jXd�]!U1R>w1d�]![/\�Y , ]!T�n�d�\/nuh�n , j$Q5U1\>[!_5m5]!`eU5T�WZY1nuR-nPS?R-d�]!j$Q1\�bFQ5R/U5]!j3Q5U5Y1g5]!T�U?\ . �k]>R>^>hxU1T�aFY1]!`�rV]!j
Q5U5R/^!_1T�nuj , Q5U5R/[>T�U1`>]!Tsb5R>g v Y1{�j$U1\!}1Y5� acpi(4).

2. 'sR>i$U?\!g5Y5]>T v \!w5_ . �'\>]!TVn�d�b5R>g v Y5{�j$U5Y5U1j-w1]!T , d�R>^>TVU5Y5]!TsYFjXd�]/\!g5R/[>Y5]!Tzm$S?U5RlY;Q5TVU5T�f�\!{�U1j-fVY5]!T)d�Y1d�]!TVnuj .
~kR!S?U5R/^>g5TVTzd�n . [�U1\>foS?T�_1Tzb5R/g v Y5{Vj-U1Y5U5R>[-\!g5Y1T7m$S?U1\ .

@ #X2<(*�!�����*�=01./"��'� � " �;�t �4!��" �3���=��0*���� �"-2%�sB1� �3���W� ��,/�<"$#*"1�%6 lptcontrol(8):

1. �y[>T�S?Y5]!Tyb5R-n7\!g$S?j :

# lptcontrol -i -d /dev/lptN

S?_5mFjXd�]>\>g5R>[/b5Y;U5T�WZY1n7\�[/fV\>Y1nuR�S?TVw1d�]>[>YXm3g1\eR/d�g5R>[/T�Q5U5TVU5ht[/\>g5Y5wkS1_1m lptN .

2. �y[>T�S?Y5]!Tyb5R-n7\!g$S?j :

# lptcontrol -p -d /dev/lptN

S?_5mFjXd�]>\>g5R>[/b5Y;U5T�WZY1n7\�[/fV\>Y1nuR�S?TVw1d�]>[>YXm3Q5RlR>Q5U1R/d�jeS1_1m lptN .

�sh�nuR>WZT�]!TyQ5R/nuT�d�]!Y1]!`erV]!Y%b5R/n7\>g$S?hx[ v \>wX_ /etc/rc.local S1_5mFjXd�]>\!g5R/[>b5YF]!U5T�^/j$TVnuR>{VR�U5T�W�Y?n7\�Q5U1Y
b1\�W%S?R/w;fV\>{�U5j$f�b1Tsd�Y?d�]!T�nuh .

* R>Q1R!_1g5Y1]!T�_1`/g5j$��Y5g v R>U1n7\>}5Y5��R/^�r�]>R/n�Y5�<Y5]!Tyg1\ld�]!U1\>g5Y5}5T)d�Q1U1\![/R>c5g5R/{�R
U5j$b5R>[/R�S*d�]![/\ lptcontrol(8).

9.3.1.3.2. � ���	� � � � 
 ��� 
 ��� � � ��� � � �
��� � ��� ��� � � �����
~kU5T�W%S?Tsc5TVn�Q1T�U5T�i$R!S?Y5]!`lb;b5R/g v Y5{Vj-U1Y5U5R>[-\!g5Y1��d�Y?d�]!T�nuh�d�Q5j-_1Y1g5{V\ , g1\=S?Rej$^>ToS*Y5]!`/d�m , c5]!RlR>Q1T�U1\>}5Y5R>g1g1\�m
d�Y1d�]!TVn7\lnuR!WZT�]ejXd�Q5TVaFg5ReQ5R/d�h)_?\!]!`�S*\!g1g5htTzg1\�Q5U5Y5g1]!T�U . �3\>nug1R>{�R�Q1U5R>�<TzR>]!_?\�WZY5[-\!]!`e[>fV\>Y1nuR�S*T�w1d�]![>Y5Tsd
Q5U5Y5g5]>T�U5R-n�Y<d�Y1d�]!T�nuj;d�Q5j-_1Y1g5{V\eR>]=S*T�_1`/g5R .
* _5m;]!TVd�]!Y5U5R/[/\>g5YXmFQ5U1Y5g5]!TVU1\enuh�Q5R>aF_1TVnKg1\eg5TV{�R�]>T�b1d�] . * _5m<Q5U5Y5g5]>T�U5R>[ , b5R/]!R>U5htTynuR>{Vj-]eg5T�Q1R/d�U1ToS*d�]![>TVg5g5R
Q5T�c1\>]>\!]>`�Q5R-do_?\>g5g5htTzg?\�g5YXiFd�Y1nu[>R>_1h , Q5U1R>{�U?\>n7n7\ lptest(1) Y$S?TV\!_1`>g1R�Q5R�S?i$R!S?Y5] : R/g1\�{VT�g5TVU5Y5U5j$T�]e[/d�T 96
Q5T�c1\>]!g5h)i;d�Y?nu[>R!_?R>[ ASCII [ 96 d�]!U5R/b1\�i .
* _5m PostScript- ( YX_1Y<R/d�g5R>[-\!g5g5R/{�Rtg1\tS?U5j${�R-nPm5f�htb5T ) Q5U5Y5g5]>T�U1\ , g5T�R/^!iXR�S*Y1nP^>R!_?T�Tsd�_1R!WZg5htwF]!TVd�] . ~kR!S?R>wXS?T�]
g5T�^/R!_1`/a<\�m PostScript- Q5U5R>{VU1\>n7n7\ , [>U5R!S?Tsd�_1ToS*j-�e�FTVw :

%!PS
100 100 moveto 300 300 lineto stroke
310 310 moveto /Helvetica findfont 12 scalefont setfont
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(Is this thing working?) show
showpage

~kU5ToS*d�]>\![>_1T�g1g5htw;[>hta<T PostScript- b5R�S<nuR>WZg5ReQ1R/nuTVd�]!Y5]!`l[�[ v \!wX_<YFY1d�Q5R!_1`/f�R/[/\!]>` , b1\!b<Q5R>b?\!fV\>g5R�[
Q5U5Y1nuTVU1\�i3[kdo_1T�S?j$���FY5ikU?\!foS*T�_?\!i .

, �!�µ�.-��������
: �B�G4 �$��� �¥�!�>�%���/�¤���*¢����¢y��¢V³��C���-¢¥� �90 2V�A�o¢y����������¢V��� , �����?���62¤���?¢V�¥�V¢¤��� 0
0 2V� �+���!��� PostScript, �0��¢

PCL �2�>�µ��������� Hewlett Packard. �)��� 0 PCL �!�?¢�¢¥������¢V����������*¢u²s�����V±�������!
	�����*¢s�*� 2V�7��£����;�¥��� , �/��¢�� �7��£����
�V�?¢��/�>�¥�����J��¡>� ³����A´)��¢V�2�¥�C�7¢.45�y�������!�'
10X°z /�!�)�������'
-¢ �?�>������¢*
	�����;�¥� 0X��� . PostScript ��¢s��� 2V�*��
10>¢¥�
��¢V���;�V��¢¤�?�¥�=�¥¢������e��¢V³V���������K��¡>� ³����A´t��¢V�!�¤� , � �¥�!�90 2V�A�)����������¢V���0�!�*¢�����)�!�G45�k���V�-� , ��
103�2�V�!�/���G45� ���o�?���� ���
	�O0!���J�V��¢�±��V�!
7����*¢/�����¥�=���>´!�;� .

9.3.1.3.2.1. � � � � � � � 
 �
 ��
 	�	�� 	 � � ��� � � � ��� � � ��

� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g5R , b1\>b;Q5U5R/[>TVU5Y5]!` , nuR!WZT�]�_1Y ��' FreeBSD [>f�\!Y1nuR!S?T�w?d�]![/R>[/\>]!`�dsQ5U5Y5g5]>T�U5R-n ,
Q5R�S?b5_1��c5TVg5g5h�n�b<Q1\!U?\�_5_1T�_1`>g1R/nujkQ5R>U1]!j .

@ #X2<�������<"!�*�� !��(?"-2<B���"1(1���&�'�)(?��B?�¥�'��#X#��¤#��/(1� � B1�¤�*�%, :
1. 's]>\>g5`>]>TsQ5R>_1`>fVR>[-\!]!T�_1TVn root dsQ5R/nuR/�F`/��b5R-n7\!g$S?h su(1).

2. ~kR/a;_1Y5]>T7S*\>g5g5htTyg1\�Q5U1Y5g5]!TVU .

• +zd�_1Y<Q1U5Y5g5]!TVU<nuR>W�TV]�Q5TVc1\!]/\!]!`lR>^/htc5g5htw;]!TVb1d�] , Y1d�Q5R!_1`/f�j$w5]!Tsj$]!YX_1Y5]>j lptest(1). �y[>T�S?Y5]!Tyb5R/n7\>g$S?j :

# lptest > /dev/lptN

��S*T N - g5R/nuTVUFQ1\>U1\�_1_1T�_1`/g5R>{VR�Q5R/U5]>\ , g?\!c5Y5g?\�mFdsg5j-_5m .

• +zd�_1Y<Q1U5Y5g5]!TVUFQ5R/g5Y1n7\>T�] PostScript Y5_1Y3S?U1j-{VR>wFm5f�htb;Q5U1Y5g5]!TVU1\ , Q5R>aF_1Y5]!Tyg1\�Q1U5Y5g5]!TVU<g1T�^>R>_1`>a<j$�
Q5U5R/{�U1\/n7nuj . �y[>ToS*Y5]!Tyb5R/n7\>g$S?j :

# cat > /dev/lptN

�'\>]!TVn , Q5R/d�]!U5R>c1g5R ,  !(1" �F�����¤#��>(?� [/[>T�S?Y5]!TsQ5U5R>{VU1\>n7nuj , Q1R/d�b1R!_1`/b5jk[>hxg5T)d�nuR!WZTV]!TsR/]!U5T�S*\!b5]>Y5U5R>[-\!]!`
d�]>U5R>b5j3Q1R/do_?Tzg1\!WZ\>]!YXmFb5_?\![/Y5aFY RETURN YX_?Y ENTER. ~kR�R/b5R>g1c1\!g5Y1Y;[>[/R�S*\tQ1U5R>{VU1\>n7nuh , g1\!W nuY5]!T
CONTROL+D YX_1YFS?U5j${�j$��b1R/nu^>Y1g1\!}5Y1��bX_*\![>Y1a , Y1d�Q5R!_1`/f�j$TVnuj$�xS?_5mF[>[/R�S*\�d�Y1nu[/R!_?\�b5R>g5}?\ v \!w5_?\ .
��R>W�g1R�]>\>bXWZTsQ5R-nuTVd�]!Y5]!`lQ5U5R/{�U1\/n7nuj3[ v \!w5_FYF[/htQ5R!_1g1Y5]!`�b1R/n7\!gXS?j :

# cat file > /dev/lptN

��S*T file - Y1n+m v \!w5_?\ , d�R�S?TVUXW \!�<T�{�R�Q5U5R>{VU1\>n7nuj , b5R/]!R>U1j-� [>h iXR/]!Y5]!TyQ5R/d�_?\!]>`�Q5U5Y1g5]!T�U1j .

�sh�S*R!_5WZg5h�j$[/Y$S?T�]>`�U1\/d�Q5TVc1\!]!b1j . �kTzQ5TVU5T�WZY5[-\!w5]!T , TVd�_1Y;]!TVb1d�]l[>ht{�_5m$S?Y5]eg5Ty]>\!b , b1\!b<Q5U5ToS*Q5R!_?\>{V\!_1R/d�` ;r�]!Y1nuY<Q5U5R/^!_1T�n7\>nuY<nuh�fV\!w?nuTVn7dom;Q1R>f�WZT .
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9.3.1.3.2.2. � � � � � � � 
 � � � 	�� � �	��
 � � 	�� � ��� � ������� � � ��

� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g5R , b1\>b;Q5U5R/[>TVU5Y5]!` , nuR!WZT�]�_1Y ��' FreeBSD [>f�\!Y1nuR!S?T�w?d�]![/R>[/\>]!`�dsQ5U5Y5g5]>T�U5R-n ,
Q5R�S?b5_1��c5TVg5g5h�n�b<Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R-nujeQ5R/U5]!j .

@ #X2<�������<"!�*�� !��(?"-2<B���"1(1���&�'�)(?��B1���¤#��V�V�� !�!�%�¥#��>(1� � B1�¤�*�%, :
1. 's]>\>g5`>]>TsQ5R>_1`>fVR>[-\!]!T�_1TVn root dsQ5R/nuR/�F`/��b5R-n7\!g$S?h su(1).

2. �e]!U1ToS*\>b5]!Y5U5j$w5]>T v \>wX_ /etc/remote.
* R>^-\![>`/]!Tzd�_1ToS?j$�e�Fj$��f�\!Q5Y1d�` :

printer:dv=/dev/port:br#bps-rate:pa=parity

�'S?T port - d�Q1T�}5Y1\!_1`>g1htw v \!wX_<j$d�]!U5R/w1d�]![-\tS?_5m;Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R/{�RtQ5R/U5]>\ (ttyd0, ttyd1 Y<] . S .),
bps-rate - d�b5R/U5R/d�]!`�R/^>U1\>^>R/]!b5YlS*\>g5g5h)i3Q5U5Y5g1]!T�U5R-n , [l^>Y5]>\!i3[ed�TVb5j$g$S?j , \ parity - ]!U5TV^>j$TVn7\!m
Q1U5Y5g5]!TVU5R/n c5T�]>g5R/d�]!` ( f�g?\!c5TVg5Y5T even, odd, none YX_1Y zero).

�yR/]�Q5U5Y?nuT�UFf�\!Q5Y?d�Y3S?_5m;Q5U5Y5g1]!T�U1\ , Q5R!S?bX_1�ec5T�g1g5R>{VReb;]>U5T�]!`/TVnuj;Q1R/do_?ToS?R/[/\!]>T�_1`>g1R/nuj�Q1R>U5]!j3g?\d�b5R>U1R/d�]>Y 19200 bps ^/T�fzc1T�]!g5R-d�]!Y :

printer:dv=/dev/ttyd2:br#19200:pa=none

3. ~kR!S?bX_1�ec5Y5]!T�d�`lb;Q5U5Y5g1]!T�U5j<dzQ5R-nuR>�<`>� tip(1). �y[>T�S?Y5]!Tyb5R-n7\!g$S?j :

# tip printer

+sdo_1Y%r�]!R/]�a%\!{zg1Tsd�U?\!^/\>]!ht[/\>T�] , d�g5R>[-\�R/]!U5ToS�\!b5]!Y1U5j$w5]!T v \!wX_ /etc/remote YFQ1R>Q5U5R/^>j$w5]!T
Y?d�Q5R>_1`>fVR>[/\>]!`�jXd�]>U5R>w1d�]![>R /dev/cuaaN [-nuTVd�]>R /dev/ttydN .

4. ~kR/a;_1Y5]>T7S*\>g5g5htTyg1\�Q5U1Y5g5]!TVU .

• +zd�_1Y<Q1U5Y5g5]!TVU<nuR>W�TV]�Q5TVc1\!]/\!]!`lR>^/htc5g5htw;]!TVb1d�] , Y1d�Q5R!_1`/f�j$w5]!Tsj$]!YX_1Y5]>j lptest(1). �y[>T�S?Y5]!Tyb5R/n7\>g$S?j :

% $lptest

• +zd�_1Y<Q1U5Y5g5]!TVUFQ5R/g5Y1n7\>T�] PostScript Y5_1Y3S?U1j-{VR>wFm5f�htb;Q5U1Y5g5]!TVU1\ , Q5R>aF_1Y5]!Tyg1\�Q1U5Y5g5]!TVU<g1T�^>R>_1`>a<j$�
Q5U5R/{�U1\/n7nuj . �y[>R�S*Y5]!TyQ5U5R>{VU1\>n7nuj , Q5R-d�]!U1R>c5g5R , � �5��(E�e �(?" �F���%�¥#��>(?� , Q1R/d�b1R!_1`/b5jkg1\�W \!]>Y5TzbX_*\![>Y1aFY
Backspac TsYX_1Y3S*U5j${�YXi;bX_*\![>Y1a U5T�S*\!b5]>Y5U5R>[-\!g5Y5mFnuR!WZT�]eY1nuT�]!`lf�g?\!c5TVg5Y5T7S?_5mFQ5U5Y1g5]!T�U?\ . ��R!WZT�]
]>\>bXWZTsQ5R/g1\=S*R>^>Y1]!`/d�mkg?\�W \!]!`ld�Q5TV}5Y1\!_1`>g5j$��b5R/nu^/Y5g1\!}1Y5��b5_?\![/Y5a , R/^>R>fVg1\!c?\!���<j$�xb5R>g5TV} v \>wX_?\ ,
c5]!R/^>h�Q1U5Y5g5]!TVUFQ5R/gXmX_ , c5]!R�Q1R!_1j$c5TVg1\�[-dom;Q5U5R/{�U1\/n7n7\ . * _5m PostScript- Q1U5Y5g5]!TVU5R>[�g1\�W nuY5]!T
CONTROL+D.

��R>W�g1R�]>\>bXWZTsQ5R-nuTVd�]!Y5]!`lQ5U5R/{�U1\/n7nuj3[ v \!w5_FYF[/[>TVd�]!Y;b5R-n7\!g$S*j :

% >file

��S*T file - Y1n+m v \!w5_?\ , d�R�S?TVUXW \!�<T�{�R�Q5U5R>{VU1\>n7nuj . ~kR-do_1Ts]!R>{VR , b1\>b;j$]!YX_1Y1]>\ tip(1) Q5R>aF_1T�] v \!wX_ ,
g1\!WZnuY1]!T)]!U5T�^/j$TVnuj$�xS1_1mF[>[/R�S*\tQ1U5Y5f�g?\!b1\�b5R>g5}?\ v \>wX_?\tb5R-nu^>Y5g?\!}5Y5��bX_?\>[>Y5a .

�sh�S*R!_5WZg5h�j$[/Y$S?T�]>`�U1\/d�Q5TVc1\!]!b1j . �kTzQ5TVU5T�WZY5[-\!w5]!T , TVd�_1Y;]!TVb1d�]l[>ht{�_5m$S?Y5]eg5Ty]>\!b , b1\!b<Q5U5ToS*Q5R!_?\>{V\!_1R/d�` ;
r�]!Y1nuY<Q5U5R/^!_1T�n7\>nuY<nuh�fV\!w?nuTVn7dom;Q1R>f�WZT .
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9.3.1.4. �9F � 	 �MJ?K MJ�>BR?Z �#JLAL= : �W=:D�� /etc/printcap

'sT�w5c1\/d�[-\!a Q1U5Y5g5]!TVUFj-WZT�S*R!_5WZT�g<^>ht]!`eQ5R�S*bX_1��c1T�g , m$S?U5R ( Q5U5Y<g5T�R/^!iXR�S?Y?nuR/d�]>Y ) - d�b5R/g v Y5{Vj-U1Y5U5R>[-\!g5RtS1_5m
[>fV\>Y1nuR�S*T�w1d�]![>YXm;dsg5Y1n , YF[>h�dVnuR>{�_1YFQ5R-do_?\>]!`�g?\�Q5U5Y1g5]!T�U%Q5U5R-d�]!htT�S*\!g5g1htT . qyTVQ5T�U5`knuh�{VR>]!R/[>h b
b5R>g v Y1{�j$U5Y5U5R/[/\>g5Y5��d�Y1d�]!T�nuh LPD S1_1mFj$Q5U1\![>_1T�g1YXmkS?R/d�]!j$Q5R/nKb<Q5U5Y5g1]!T�U5j .

'sY1d�]!T�n7\ LPD b1R>g v Y5{Vj$U5Y5U5j$T�]/domFQ5j$]!T�n�U5T�S*\!b5]>Y5U5R>[-\!g5Y5m v \!wX_?\ /etc/printcap. 'sY?d�]!T�n7\ed�Q5j-_1Y5g5{�\ LPD
c5Y5]>\>T�]�rV]!R>] v \!wX_<Q5U5YFb?\�W%S?R/n�Y1d�Q5R>_1`>fVR>[-\!g5Y5Y;d�Q5j-_1T�U?\ , ]>\>b;c5]!R , Y5f�nuT�g5TVg5YXmF[ v \!wX_1Tyd�U1\>f�jlWZT
j-c1Y5]!ht[/\>��]>d�m .
	 R/U1n7\!] v \!wX_*\ printcap(5) Q5U1R/d�] . (3d�Q5R>_1`>fVj$w5]!Tsd�[>R/w3_1��^/Y1nuhtwF]>T�b1d�]!R>[/htwFU5T�S*\!b5]>R>UkS1_1mFY5fVnuTVg5T�g1YXm v \!w5_?\
/etc/printcap.

	 R>U1n7\>] v \>wX_?\tY$S*T�g5]!Y1c5T�g v R>U1n7\>]!jeS?U5j${�Y5i v \!wX_1R/[ , R/Q5Y1d�ht[-\!�e�FYXili5\!U1\>b5]!T�U1Y1d�]!Y1b5Y ,
g1\!Q5U1Y1nuT�U , /usr/share/misc/termcap Y /etc/remote. ~kR!_1g1\!m3Y5g v R>U?n7\!}5YXm;R v R>U1n7\>]!TzQ5U1ToS*d�]>\![>_1T�g1\�g1\
d�]!U1\>g5Y5}5T)d�Q1U1\![/R>c5g5R/{�RtU5j$b5R/[>R!S*d�]![-\ cgetent(3).

~kU5R/d�]!R>T�b1R>g v Y5{Vj$U5Y5U5R/[/\!g1Y5Tzd�Q1j/_?T�U1\�[>bX_1�ec1\!TV]ed�_1ToS?j$�e�FY5Tya<\>{�Y :

1. �yht^>TVU5Y5]!TyY1n+m ( Y;g5T�d�b5R>_1`>b1R�j/S?R>^/g5h)ikQ1d�TV[�S?R/g5Y1nuR>[ ) S1_1mFQ5U5Y5g1]!T�U1\lY;Q1R/nuTVd�]!Y5]!T)YXi;[ v \!wX_
/etc/printcap; Q5R�S?U1R>^>g1T�T�R/^�Y1nuTVg5R>[-\!g5Y5Y<d�n . [eU1\!f�S?T�_1T9(3nuTVg5R>[-\!g5Y5TsQ5U5Y5g1]!T�U1\ .

2. �e]!b5_1��c5Y1]!T)[>hyS*\>c5jkg1\!c1\!_1`>g1h)ikd�]!U1\!g1Y5} ( b5R>]>R>U5htTsQ5RejXnuR>_1c1\!g1Y5��[/hyS*\!�e]>dom ), [/d�]>\![/Y5[
i5\>U1\!b5]>T�U5Y1d�]!Y5b5j sh; Q5R!S?U5R/^>g5TVT�R>^er�]!R-n�d�n . [lU1\!f�S?T�_?Ts~kR!S*\![>_1T�g5Y1T�[>hyS*\>c5Y;g1\>c1\�_?`>g5h)i;d�]>U1\!g5Y1} .

3. 'sR/foS*\>w5]!Tzb?\!]>\!_1R>{�S1_5m<d�Q5j-_1Y5g5{�\�Y;j$b1\!WZY5]!TyT�{�RlnuTVd�]!R>g1\!iXR!W%S?T�g1Y5TsdsQ5R/nuR/�F`/��i5\!U1\>b5]!TVU5Y1d�]>Y5b5Y sd;
Q1R�S?U5R/^>g5TVTzR/^�r�]!R-n�d�n . [�U1\>foS?T�_1T
'sR>foS�\!g5Y5Tzb1\!]>\!_1R>{�\�d�Q5j-_1Y5g5{�\ .

4. �yht^>TVU5Y5]!T)d�Q1T�}5Y1\!_1`>g1htw v \!wX_<j$d�]!U5R/w1d�]![-\ /dev S?_5mFY1d�Q5R!_1`/f�R/[/\!g1YXm;d�Q5U5Y1g5]!T�U1R/n�Y<j$b1\�WZY5]!TsT�{VR�[v \>wX_1T /etc/printcap dzQ5R/nuR/�F`>��i5\!U1\>b5]!T�U1Y1d�]!Y1b5Y lp; Q5R!S?U5R/^>g5TVT�R>^er�]!R-n�d�n . [eU1\!f�S?T�_?T
�yht^/R>U;jXd�]>U5R>w1d�]![/\tS1_5mFQ1U5Y5g5]!TVU1\ . | U5R/nuTs]!R>{VR , TVd�_1YFQ1U5Y5g5]!TVUFQ5R!S?bX_1�ec5T�g<bFQ5R-do_1T�S?R>[-\!]!T�_1`>g1R/nuj�Q1R>U5]!j ,
g?\>d�]>U5R>w5]>TsQ1\>U1\>nuTV]!U5h�[/fV\>Y1nuR�S?TVw1d�]>[>YXmFdzQ5R/nuR/�F`>��i5\!U1\>b5]!T�U1Y1d�]!Y1b5Y ms#, b5R/]!R>U?\�m;R>^-d�j-W%S*\!TV]>dom;[
U?\!foS*T�_1T | R>g v Y5{Vj$U5Y5U5R/[/\!g1Y5T�Q1\>U1\>nuTV]!U5R>[e[>f�\!Y1nuR!S?T�w1d�]![>Y5meS?_5m<d�Q1j/_?T�U1\ .

5.
� d�]>\>g5R>[/Y5]!T v YX_1`>]>UkS1_5mFR/^>htc5g1R>{�R�]!T�b1d�]>\ ; Q5R!S?U5R/^>g5TVTzR>^er�]!R-n�d�n . [eU1\>foS?T�_1T� d�]>\>g5R>[/b1\�]>T�b1d�]!R>[/R>{�R v YX_1`>]>U1\ .

6. ~kU5R/[>TVU5`>]!Tsg1\>d�]!U5R/w5b5j , g1\>Q5T�c1\>]>\![�c5]!R - g5Y5^/j>S*`ed�Q1R/nuR>�<`>��b5R/n7\>g$S?h lpr(1). ~kR!S?U5R>^/g5T�TzR>^�rV]!R/n d�n . [
U?\!foS*T�_?\!i3~kU1R>[>TVU5b1\tY%�yh)m5[!_1TVg5Y5TzQ1U5R>^>_1TVn .

, �!�µ�.-��������
: �A��������¢���� , ���V����
	� 2¤��°z /�V¢9����¢V±��V�!
	�����*¢U0 2V�A�;� , ���!�����!�?¢V� , PostScript- ����������¢V��� , ��¢s�7�G4 ���

��¢V���;�V��¢¤�?�¥�=�¥¢������e��¢V³V���������K��¡>� ³����A´t��¢V�!�¤� . �A�����¥���O0 �����¥�=���>´!�o� , ����¢ � �¥�����'
-¢������0k���)��¢/�/�>�������������O03�
�*
/¢¤�>��°z /�O7l���62¤�-¢*
/�O7 , ����¢¤�1����
/�54 �V¢¥� , ³��!� , ¢2�*
	���V�<��¥�������!�'
	�>�¥��¢¥��¢u���!���/´�����������¢V� , �!�t¡V�o�-¢¥��¢y��¢V³V���������7�!�
7���2�²)��´�
5� , �2�V�!�/���*¢I�����7�V£y¢¥� ��¡/����¡;�V������� .

~kR!_1`/f�R>[-\!]!T�_1Ykc1\>d�]!R�Q1U5ToS?Q1R!_?\>{V\!�e] , c5]>ReR/g5YFnuR>{Vj$]�Q5TVc1\!]>\>]!`�R/^>htc5g1h)wF]!T�b1d�]�g1\�_1�e^>R/nKY1fzjXd�]>\>g5R>[>_1T�g1g5h)i
[ed�Y?d�]!T�nuTsQ5U1Y5g5]!TVU5R>[ . ~kU5R/{�U1\/n7nuh , [>fV\>Y1nuR�S*T�w1d�]![>j$���<Y5TuS1_1mFR>^/TVd�Q1T�c5TVg5YXm;Q5TVc1\!]!Y%dzd�Y1d�]!T�nuR>w LPD,
R>^>htc1g5R�Y1d�i$R!S1m5]�Y1fsrV]!R>{VR�WZTzQ5U1ToS?Q5R>_1R!WZTVg5YXm . +sdo_1Y<[>hxjXd�]>\>g1\![>_1Y5[/\>T�]!Tz]>\!b5R/wFQ5U1Y5g5]!TVUFY;iXR/]!Y5]!TyY1nuT�]>`
[>R>f�nuR!WZg5R-d�]!`�Q1R/d�h)_*\!]!`eg1\�Q5TVc1\!]>`�fV\�S*\!g1YXm;g1\�m5f�htb5TsQ5U5Y5g5]>T�U1\ " [e[/Y$S?TzR/^>htc5g1R>{�R�]!T�b1d�]>\ , g1\>d�]!R!m5]>T�_1`/g5R
U5T�b5R-nuT�g$S*j-TV]>dom;S?R>^-\![>Y1]!`)S?R/Q5R!_1g1Y5]!T�_?`>g5htw;a%\!{sbFQ5U5T�S*d�]/\![!_?T�g5g5R/w;[>hta<TzQ5U1R/d�]>R>wFQ1R/do_?ToS?R/[/\!]>T�_1`/g5R/d�]!Y
g1\>d�]!U5R>w1b5Y : jXd�]>\>g5R>[/Y5]!TzQ1U5R>{VU1\>n7nuj3\![/]!R/n7\>]!Y5c5T�d�b5R/{�R�Q1U5T�R/^>U1\>f�R>[-\!g5Y5mlR/^>htc5g5R/{�R�]>T�b1d�]>\�[ PostScript ( YX_1Y
S?U5j${�R/w3m5f�htb<Q5U5Y5g5]>T�U1\ ). � U1\>foS?T�_1Ty~kU5Y5TVn�fV\=S�\!g5Y5w<dzR/^>htc5g5h�nK]>T�b1d�]!R/n�g?\ PostScript- Q5U5Y5g1]!T�U5h
U1\>dVd�b1\>fV\!g1R , b1\!b<r�]!Rld�S?T�_?\!]>` .

236



�µ#��! !�
9.
�%� �5�!��

9.3.1.4.1.
� � � ��� ��
����� � � ��� � � � 


~kT�U5[/htw ( Q1U5R/d�]!R>w ) a<\>{ - [>ht^/U1\!]!`�Y1n+m3S1_5m<Q5U5Y5g5]>T�U1\ . �3\�dV\>nuR/npS*T�_1T , g5Ty[/\!W�g1R , [>ht^/T�U5Y5]>T�_1Y<[>hv j-g1b5}5Y5R/g1\�_1`/g5R>TzY1n+mFYX_1Y<Q5U5Y5c1j>S?_1Y5[>R/T , Q1R/d�b1R!_1`/b5j�S?_5mFQ5U5Y1g5]!T�U?\enuR>W�g1Re]>\>bXWZTsf�\=S*\>]!`�g5T�d�b5R>_1`>b5R
Q1d�TV[�S?R/g5Y1nuR>[ .
~kR�b5U1\>w5g5TVwFnuT�U5T , R!S?Y5gFY1fzQ5U5Y1g5]!T�U1R>[ , j-b?\!fV\>g5g5h)ik[ v \>wX_1T /etc/printcap, S?R>_5WZT�g<Y1nuT�]!`lQ1d�T�[�S*R>g5Y1n lp.� ]!R - d�]/\!g$S*\>U5]!g5R/TzY1n+m%Q5U5Y5g1]!T�U1\ . +zdo_?Y<Q5R>_1`>fVR>[-\!]!T�_1Y3g5Tyj$d�]>\!g1R>[!m5]�Q5T�U5T�nuT�g5g1j-� d�U1ToS?h PRINTER Y<g5T
j-b?\�WZj$]�Y1n+m<Q1U5Y5g5]!TVU1\e[�b5R-n7\!g$S?g1R>wFd�U5R>b5TsQ5U5Y%[>[/R�S?T7_?��^>R/w;b5R-n7\!g$S?h�d�Y1d�]>TVnuh LPD, Q5RejXnuR>_1c1\!g1Y5�xS1_1m
T�Tz[/htQ5R!_?g5T�g5Y5m;^>j/S?T�]eY1d�Q1R!_1`/f�R>[-\!gkQ5U5Y1g5]!T�U lp.

qy\>bXWZTsa<Y5U5R/b5R�U1\/d�Q5U1R/d�]>U1\!g5TVg1\�Q1U1\!b5]>Y5b1\e[�b1\>c5TVd�]![>TsQ5R/d�_1ToS?g1T�{�ReQ1d�TV[�S?R/g5Y1n7\yS?_5mFQ5U5Y1g5]!T�U?\ef�\=S*\>[/\>]!`
Q5R!_1g1R>TzTV{�ReR>Q5Y1dV\!g5Y1T , [/bX_1��c?\�m;Q5U5R/Y5f�[/R�S?Y1]!T�_5m;Y%nuR�S?T�_1` .
~kR/do_?T�[>ht^/R>U1\tY?nuT�g5Y%Y;g5T�d�b5R>_1`>b5Y5ikQ1R>Q5j-_5m5U5g1h)i;Q1d�TV[�S?R/g5Y1nuR>[�Q5R/nuT�d�]!Y5]>TyY5ik[ v \!wX_ /etc/printcap. (3n+m
Q5U5Y5g5]>T�U1\�S?R!_1W�g1R�g1\>c5Y5g1\>]!`/d�mFdzb5U?\!w5g5TV{�R�_1T�[/R>{�Red�]!R>_1^>}1\ . | \�W%S?htw;Q?d�T�[!S?R>g1Y1nKR>]=S*T�_5m5w5]>Ts[/T�U5]!Y1b1\�_1`/g5R>w
c5T�U5]>R>w , \eQ5R-do_1TsQ5R/d�_1ToS?g1T�{�ReQ1d�TV[�S?R/g5Y1n7\�Q5R/nuT�d�]!Y5]>T�S?[/R>TV]!R>c5Y1T .
��d�_1ToS*j-�e�FT�n�Q5U5Y1nuTVU5Ttnuh�g1\>c5g5TVn�d�Rld�b5T�_?T�]!g5R/{�R v \!wX_?\ /etc/printcap, R/Q5U5ToS*T�_5m5�e�FT�{VR)S?[-\�Q5U5Y1g5]!T�U?\
( Q5R-d�]!U1R>c5g5htwFQ5U5Y5g5]>T�U Diablo 630 YF_?\!fVT�U5g1htw PostScript- Q5U5Y1g5]!T�U Panasonic KX-P4455):

#
# /etc/printcap ����������	�
�� rose
#
rattan|line|diablo|lp|Diablo 630 Line Printer:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:

� rV]!R/n�Q5U5Y1nuTVU5T)Q5T�U5[/htw;Q5U5Y1g5]!T�U%g1\>f�[/\>g rattan YFTVnuj3f�\=S*\>g5h Q1d�TV[�S?R/g5Y1nuh line, diablo, lp Y Diablo
630 Line Printer. ~kR/d�b5R!_?`>b5jej3g5T�{VR�TVd�]!`lQ1d�TV[�S?R/g5Y1n lp, R/g;m5[>_5m5T�]>d�mFd�]>\>g$S*\>U5]!g5h�n�Q1U5Y5g5]!TVU5R/n .
�s]>R>U5R-nujlQ1U5Y5g5]!TVU5jkS*\>g5R�Y?n+m bamboo Y<TVnuj3f�\=S*\>g5hxQ1d�TV[�S?R/g5Y1nuh ps, PS, S, panasonic Y Panasonic
KX-P4455 PostScript v51.4.

9.3.1.4.2. ��� � 
� 	�� ����� ��� � 
��
� �
���
 	�� � �	� � � � 
����
'sY1d�]!T�n7\ed�Q5j-_1Y5g5{�\ LPD ^/j/S?T�]�Q1RejXnuR!_?c1\!g5Y1��Q5TVc1\!]>\>]!` 4!� ���o#*�� �� �X(?, �������'��(1" �1, S1_5m;b?\�W%S?R>{VR�f�\=S*\>g5YXm .
�'\!{VR!_1R/[>R>c1g1\�mkd�]!U1\>g5Y5}1\ld�R!S?T�U5W�Y1]�Y1n+mFQ1R!_1`/f�R>[-\!]!T�_5m , R>]>Q5U1\![/Y5[>a<T�{VR�fV\�S*\!g5Y5T , iXR/d�] , dzb1R>]!R/U5R>{VR
Q5R/d�]!j$Q5YX_1RefV\=S�\!g5Y5T , YFY?n+mFfV\�S*\!g5Y5m , b5U1\>d�Y5[>h�nuYF^>R!_?`>aFY?nuY;^>j$b5[-\>nuY .

| d�R!W \�_1TVg5Y5� , [/d�Tsr�]!Y
S?R>Q5R>_1g5Y5]>T�_1`/g5htTz]!TVb1d�]>h�nuT�a%\!�e]�R>]!_?\=S?b1TzQ5U5R-d�]!R/wFg1\/d�]!U1R>w5b5YFQ5U5Y5g5]>T�U1\ , Q5R/r�]!R-n+j;nuh�^>j/S?T�]�R>]!bX_?��c1\>]!`
[>hyS*\>c5jeg?\!c1\!_1`>g5h)i;d�]!U1\!g1Y5} .
* _5m;Q5R�S�\![!_?T�g5YXm;[/hyS*\!c1Y;g1\!c?\�_1`/g5h)ikd�]!U1\>g5Y5}3S*R>^/\>[>`/]!T7i5\!U1\>b5]!TVU5Y1d�]>Y5b5j sh bFf�\!Q5Y?d�YFQ1U5Y5g5]!TVU1\e[ v \!w5_1T
/etc/printcap. �yR>]eQ5U5Y1nuTVU v \!w5_?\ /etc/printcap d�S?R>^-\![!_?T�g5Y5T�n sh:

#
# /etc/printcap ����������	�
�� rose - 
 ������� ���
�����������
���� 	�
 ����
����
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:
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�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , b1\!b%nuh�Y1d�Q5R!_1`/f�R/[/\�_?YlQ1U1\![/YX_1`>g1htw v R>U1n7\>] : Q5T�U5[-\�mFd�]!U5R>b?\�g1\>c5Y5g1\>T�]>d�mFdsdV\>nuR>{VR
_1T�[/R>{�Red�]!R>_1^>}1\ , \�Q1R/do_?ToS?j$���<Y5Tsd�]!U5R/b5Y<dVnuT��FTVg5h�g1\�R�S?Y1g<d�Y?nu[>R!_F]/\!^>j-_5m5}1Y5Y .

| \!W<S�\�mFd�]>U5R>b1\�[�f�\!Q5Y1d�Y ,
b5U5R/nuTsQ5R/d�_1ToS*g5T�w , fV\>[>T�U1a<\!TV]>dom;d�Y1nu[>R>_1R/nKR/^>U1\>]!g5R>wFb5R/d�R>w .

9.3.1.4.3.
�
� � � 
����� � 
 � 
 	���� 
 � 	�� � � � 	 ����� 


'z_1ToS?j$�e�FY5w<a<\!{s[�Q5U1R/d�]>R>w;g1\/d�]!U1R>w5b5T)d�Q1j/_?T�U1\ - d�R>f�S*\!]!` ./������#*� ���o#X2���B?,�#*"1( �o� , b?\!]>\!_1R>{ , [�b5R/]!R>U5R-n
g1\�iXR�S?m5]>dom;f�\=S*\>g5YXm;Q5TVc1\!]!Y , Q5R/b1\�g5Ts^>j/S?j$]�g?\!Q5TVc1\!]>\>g5h , Y;g1\!iXR�S1m5]>d�mFT��<Tzg5T�d�b5R>_1`>b1R)S?U5j${�Y5i v \!wX_1R/[)S1_5m
Q5R�S5S*T�UXWZb5Y%d�Q5j-_1TVU1\ .
(kf - fV\tQ5U1Y1d�j$�FY5i;b1\!]>\!_1R>{�\>nKd�Q1j/_?Y5g5{V\eQ5R-d�]!R>m5g5g5h)i3Y5fVnuTVg5T�g1Y5w , Q5U1Y5gXm5]!RlQ5R/nuTV�<\>]!`�rV]!YFb1\>]>\�_?R>{�YF[b1\!]>\!_1R>{ /var/spool.

| U5R-nuTs]>R>{�R , g5Tsg5j-W�g1Rld�R>foS�\![/\>]!`tU5TVf�T�U1[>g5htTsb5R>Q5Y1Y<d�R!S?T�U5W�Y?nuR>{�Reb1\!]/\�_1R/{�R>[
d�Q5j-_1Y5g1{V\ . ~kT�U5T�d�R>f�S*\!]>`�YXiFnuR!WZg5RldzQ1R/nuR>�<`>��Q1U5R/d�]!R>w<b5R/n7\>g$S?h mkdir(1).

~kU5Y5gXm5]!Re]>\!b5W�TyfV\�S*\![-\!]!`tS1_5mFb1\>]>\�_?R>{V\�Y1n+m , d�R>[>Q?\=S*\>���FTVTzdsY1nuT�g5T�n�Q5U5Y5g1]!T�U1\ , b1\>bFQ5R/b1\!f�\!g5R�g5YXWZT :
# mkdir /var/spool/ ����� - ��� ���	��
����

��S?g1\!b1R�Q5U5Y%g1\�_?Y5c5Y5Y;^/R!_1`/aFR/{�R�b5R>_1Y5c5T�d�]![-\�Q5U1Y5g5]!TVU5R>[e[ld�T�]!Y%nuR!WZT�]eY1nuT�]!`kd�nuh�d�_<Q5R-nuTVd�]!Y5]!`l[/d�T
b1\!]>\!_1R>{VYFd�Q1j/_?Y5g5{V\�[�R!S?Y5gFb?\!]>\!_1R>{ , b5R>]>R>U5htw;Q1U5R/d�]!R�U5TVf�TVU5[>Y5U1j-TV]>dom3S?_5mFQ5TVc1\!]!Y%d�Q5R-nuR>�<`>� LPD. ��h
d�S?T�_?\!T�nKr�]!R�S1_5mFg?\!aFY5ieS*[>j-i3Q5U5Y5g5]>T�U5R/[ , rattan Y bamboo:

# mkdir /var/spool/lpd
# mkdir /var/spool/lpd/rattan
# mkdir /var/spool/lpd/bamboo

, �!�µ�.-��������
: ���*
	������C������¢V��¢2�¤��¢¤��������²����-¢���±��V�!
	�����;�¥����2¥���-�����!´ , ���=�������*
10>¢V�µ�:7�����
	� 2*�/�¥����¢*
10X���.������¢V³V����� ,�7�V£.����2��! /���������t�o������
�� 4M���o�!
7���54 � , ³��!�V¡/� ���F��¢+¡>�B
���¡/ 7¢¤�����¥���������A� . ��������
�� 4'�/�V�o�!
	���54 �z����
!£�������������o��
/¢¤£y����� �s¡/�?���u�����¥��������� ����³���¢����V¢ , 2��!�������9���������V�7���=�C�����$¢��o£��!�7�G45�k����
	� 2��/�¥����¢*
5° daemon �
49�o������¢

daemon, �.���!�2�/�5�z¡;�
	����¢ . �3�%��¥�������/��!� �¥�!�)��
103�o������
�� 4G�>�I�V�o�!
	���54 ������������¢V���>�C�.2/������¢.45�l�����!�?¢V��� :
# chown daemon:daemon /var/spool/lpd/rattan
# chown daemon:daemon /var/spool/lpd/bamboo
# chmod 770 /var/spool/lpd/rattan
# chmod 770 /var/spool/lpd/bamboo

�3\!b5R/g5T�} , g?\=S?R�d�R>R/^>�FY1]!`�d�Y1d�]!TVnuT LPD R>^er�]!Y5ikb?\!]>\!_1R>{�\�i3d�Q5R-nuR>�F`/� v \!w5_?\ /etc/printcap. ~kR!_1g5R/T�Y1n+m
b1\!]>\!_1R>{�\�d�Q1j/_?Y5g5{V\�fV\�S*\!TV]>domFdsQ5R/nuR/�F`/��i5\!U1\>b5]!TVU5Y1d�]>Y5b5Y sd:

#
# /etc/printcap ����������	�
�� rose - ���� �������
�� ����
�������� � 	���� � � 
�� �
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:
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�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!RlY1n+mFQ5U1Y5g5]!TVU1\lg1\!c5Y1g1\!TV]>domFdyd�\/nuR>{�R�Q5T�U5[/R>{�Red�]!R>_1^>}1\ , \�[-d�TsQ5R/d�_1ToS?j$�e�FY5T)d�]!U1R>b5Y
d�nuT��<T�g5hxg?\�R!S?Y5gFd�Y1nu[>R>_<]>\>^>j-_5m5}5Y5YFYFb1\!W<S�\�mFd�]>U5R>b1\�[ef�\!Q5Y?d�Y , b5U1R/nuTyQ5R/d�_1ToS?g1T�w , f�\![/T�U5a%\!T�]/dom
d�Y1nu[/R!_1R-nKR>^>U?\!]!g5R/w3b5R/d�R>w .

+zdo_1Y<[>hxg5TyfV\�S*\=S*Y5]!Tzb?\!]>\!_1R>{yd�Q5j-_1Y5g1{V\ld�Q5R-nuR>�F`/��i5\!U?\!b5]!TVU5Y1d�]!Y5b5Y sd, d�Y1d�]!TVn7\ld�Q5j-_1Y1g5{V\e^>j/S?TV]
Y1d�Q5R>_1`>fVR>[-\!]!`tQ5RljXnuR!_1c?\!g5Y5��b1\!]/\�_1R/{ /var/spool/lpd.

9.3.1.4.4. � � 	 � � � � � ����� � � ��
 � 	 � ��� ��� � � ��

� U?\!foS*T�_1T * R>^-\![!_?T�g5Y5T v \>wX_1R/[ /dev S1_5mFQ1R>U5]!R/[enuh�[/h)m1d�g5Y5_1Y , b1\>b5R>w<d�Q5TV}5Y1\�_?`>g5htw v \!wX_FjXd�]!U5R>w?d�]![-\�[
b1\!]>\!_1R>{VT /dev FreeBSD ^>j/S?T�]eY1d�Q1R!_1`/f�R>[-\!]!`yS?_5mF[>f�\!Y1nuR!S?T�w?d�]![/YXmFdzQ1U5Y5g5]!TVU5R/n . qyT�Q5TVU5`lnuh�d�R>R/^>�%\!TVnPrV]!jY5g v R>U?n7\!}5Y5� d�Y1d�]!TVnuT LPD.

| R/{oS*\�j;d�Y1d�]!TVnuh�d�Q5j-_1Y5g5{�\�T�d�]!`efV\�S*\!g5Y1T7S1_5m<Q5T�c1\>]!Y , R/g1\t^/j>S*T�]�R/]!b5U5ht[-\!]!`
j-b?\!fV\>g5g5R/T�jXd�]!U5R/w1d�]>[>R�R/]�Y1nuTVg5YFQ1U5R>{VU1\>n7nuh -

v YX_1`/]!U1\ ( b5R/]!R>U1\!m3R>]![/T�c1\>T�]�f�\�Q5TVU5ToS�\!c5jeS*\>g5g5h)i3g1\
Q5U5Y5g5]>T�U ).

�'\=S*\>w5]!TsQ5R!_1g1R>TzY?n+mFjXd�]!U5R/w1d�]>[/\ /dev [ v \!wX_?T /etc/printcap dzQ5R-nuR>�<`>�xi5\!U?\!b5]!TVU5Y1d�]!Y5b5Y lp.

� g?\!aFT�n�]!TVb5j$�FTVn�Q5U5Y1nuTVU5T�S�\![/\>w5]!TsQ5U5ToS*Q5R!_1R>WZY1n , c5]>ReQ5U1Y5g5]!TVU rattan Q5R�S*bX_1��c1T�gFb<Q5T�U1[>R/nuj
Q1\!U1\!_5_1T�_1`>g5R-nujeQ1R>U5]!j , \�Q5U5Y1g5]!T�U bamboo - b<aFT�d�]!R-nujlQ1R/do_?ToS?R/[/\!]>T�_1`/g5R/nujlQ5R>U1]!j ; [/R>]�c1]!Reg1j/WZg5R
S?R>^-\![>Y1]!`�[ v \>wX_ /etc/printcap:

#
# /etc/printcap ����������	�
�� rose - � ��� ����
�� , ����� ��� ��	�
�������	�
���� ��	��������� ����� 
�
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:

+zdo_1YF[>hxg5Tsj-b?\�WZT�]!Tzi5\!U1\>b5]!T�U1Y1d�]!Y1b5j lp S?_5m;Q5U5Y5g1]!T�U1\e[ v \>wX_1T /etc/printcap, d�Y1d�]!TVn7\ LPD Y1d�Q5R!_1`/f�j$T�]
Q5R�jXnuR!_?c1\!g5Y1��jXd�]>U5R>w1d�]![>R /dev/lp.

� d�]>U5R>w1d�]![>R /dev/lp d�TVw5c1\>dz[ ��' FreeBSD g5Tyd�j$�FT�d�]![/j$T�] .
+zdo_1Y<jXd�]>\>g1\![>_1Y5[/\>TVnuhtw3Q5U1Y5g5]!TVU<Q5R!S?bX_1�ec5T�g<bFQ1\>U1\�_1_1T�_1`/g5R/nujlQ5R/U5]!j , Q5TVU5T�wXS?Y5]!TybFU1\>foS?T�_1j� d�]/\!g5R/[>b1\t]>T�b1d�]!R>[/R>{�R v YX_1`/]!U1\ . (kg1\!c5Ts[>htQ5R>_1g5Y5]>Tsd�g?\!c1\!_?\�Y5g?d�]!U5j$b5}1Y5Y , Q5U1ToS*d�]>\![>_1T�g5g1htTs[ldo_1T�S?j$���FT�n
U1\!f�S?T�_1T .

9.3.1.4.5. ���	��� ������� � � � ��
������� 
 ��
 � � � ���	� ��� 
 ��� � � ��� � � �
��� � � � 	�� ��

* _5m;Q5U5Y5g1]!T�U5R/[eg?\�Q5R-do_1T�S?R>[-\!]!T�_1`>g5h)ikQ5R/U5]>\�i;d�Y1d�]!T�n7\ LPD nuR!WZT�]ej$d�]>\!g?\![!_?Y5[/\>]!`�d�b1R>U5R-d�]!`eQ5T�U5T�S*\!c1Y ,
c5T�]!g1R/d�]>`eYkS*U5j${�Y5TyQ1\!U?\>nuT�]>U5h�[>f�\!Y1nuR!S?T�w?d�]![/YXm;c5T�U1T�fzQ1R/do_?ToS?R/[/\!]>T�_1`/g5h)ilQ1R>U5]eR>]�Y?nuT�g5Y
Q5U5R>{VU1\>n7nuh -

v YX_1`/]!U1\ , b1R>]!R/U1\�m;Q5R-d�h)_?\>T�])S�\!g5g5htTyg1\�Q5U5Y5g5]>T�U .
� ]!R�Q1R!_1TVf�g5ReQ5R>]!R-nuj , c5]!R :

• ~kR/f�[>R>_5m5T�]tR/Q5U5R/^>R>[-\!]!`tU?\!f�_?Y5c5g5htTsQ1\!U1\/nuT�]!U1h�[>f�\!Y1nuR!S?T�w1d�]![>Y5m , Q5U5R/d�]!R�U1ToS*\>b5]!Y5U5j-m v \>wX_
/etc/printcap; Q5U1R>{�U?\>n7nuj -

v YX_?`>]!U;Q1T�U5TVb5R/nuQ5Y5_1Y5U5R/[/\!]>`�g5Tyg5j-WZg5R .
• ~kR/f�[>R>_5m5T�]�d�Y1d�]>TVnuT)d�Q5j-_1Y5g1{V\�Y?d�Q5R>_1`>fVR>[/\>]!`�R!S?g5jkYF]!jkWZTyQ5U5R/{�U1\/n7nuj -

v YX_1`/]!UkS1_1mFg5TVd�b5R!_?`>b5YXi
Q5U1Y5g5]!TVU5R>[ , b5R>]>R>U5htT)nuR>{Vj-]�Y1nuT�]!`lU1\>f�_1Y5c1g5htTsjXd�]>\!g5R/[>b5Y3S1_5mF[/fV\!Y?n+R!S?T�w?d�]![/YXm3c5T�U5TVfsQ1R/do_?ToS?R/[/\!]>T�_1`/g5htw
Q5R/U5] .
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'z_1ToS?j$�e�FY5TziX\>U1\!b1]!T�U5Y?d�]!Y5b1Y<[ v \!wX_1T /etc/printcap f�\=S*\>��]�Q?\!U1\/nuT�]!U5h�[>fV\>Y1nuR�S*T�w1d�]![>YXm3c5TVU5T�f
Q5R/d�_1ToS?R/[/\>]!T�_1`/g5htw3Q5R/U5]tS1_1mFjXd�]!U5R/w1d�]>[/\ , j-b?\!fV\>g5g5R/{�Rt[�b?\!c5T�d�]![/TsfVg1\!c5TVg5YXm3i5\!U1\>b5]!TVU5Y1d�]>Y5b5Y lp:

br#bps-rate
� d�]>\!g1\>[!_1Y1[/\!TV]�d�b5R/U5R/d�]!`�[/fV\>Y1nuR�S?TVw1d�]>[>YXmkS1_1mFjXd�]!U5R/w1d�]>[/\�[ bps-rate, {oS?T bps-rate nuR!WZT�]eY1nuT�]!`
f�g1\>c5T�g1Y5T 50, 75, 110, 134, 150, 200, 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600 YX_1Y
115200 ^/Y5]�[kd�T�b1j-gXS?j .

ms#stty-mode
� d�]>\!g1\>[!_1Y1[/\!TV]tR>Q5}1Y5Y3S1_1mF]!T�U?nuY5g1\�_?`>g5R/{�R�jXd�]!U5R>w?d�]![-\�Q5R-do_1TsR>]!b5U1ht]!YXm<jXd�]!U5R>w?d�]![-\ .~kR�S5S*T�UXWZY5[-\!TVnuhtTzR>Q5}5Y1YFR>Q1Y1d�\>g5hxg1\�d�]!U1\>g5Y5}5T)d�Q5U?\![>R/c5g5R/{�R�U5j$b5R/[>R!S*d�]![-\ stty(1).| R>{oS�\�d�Y1d�]!TVn7\ LPD R/]!b5U5ht[-\!T�]�j$d�]!U5R/w1d�]![/R , f�\=S*\>g5g5R/T7i5\!U1\>b5]!T�U1Y1d�]!Y1b5R>w lp, R>g1\�jXd�]>\>g1\![>_1Y5[/\>T�]tR/Q5}5Y5Y

j$d�]!U5R/w1d�]![-\�[ld�R>R/]![>TV]>d�]>[>Y5YFd�R�fVg1\!c5TVg5Y5T�nKi5\!U1\>b5]!T�U1Y1d�]!Y1b5Y ms#. �3\>Y5^>R>_1`>a<Y5w3Y5g5]!TVU5TVdsQ5U5T�S*d�]/\![!_1m5��]
U5T�WZY1nuh parenb, parodd, cs5, cs6, cs7, cs8, cstopb, crtscts Y ixon, b5R>]>R>U5htTsR>Q5Y1dV\!g5hxg?\ed�]!U1\!g1Y5}5T
d�Q5U1\>[>R/c5g5R>{VRtU5j$b5R>[/R�S*d�]![/\ stty(1).
* \![/\>w5]!T�f�\=S*\�S?Y1nKR/Q5}5Y5Y;S1_5mFg1\>aFTV{�R�Q1U5Y5g5]!TVU1\eg1\�a<TVd�]>R/n�Q5R-do_1T�S?R>[-\!]!T�_1`>g1R/nPQ5R>U1]!j . ��h�jXd�]>\>g5R>[/Y1n
d�b5R/U5R/d�]!`�Q5TVU5ToS�\!c5Y 38400. � b1\!c5T�d�]![/TzU5T�WZY1n7\�jXd�]>\!g5R/[>Y1nK^/T�fsc5T�]!g1R/d�]>Y<dsQ5R/nuR/�F`>� -parenb, 8- ^>Y1]!R>[/htT
d�Y1nu[/R!_1h�dsQ5R/nuR/�F`/� cs8, R>]>d�j$]>d�]![/Y5T)nuR�S?T�nug5R>{VR�j$Q5U1\>[!_1TVg5YXmFdsQ5R/nuR/�F`>� clocal Y<\!Q1Q1\!U1\>]!g5R/T
j-Q1U1\![>_1T�g5Y1TzQ5R/]!R>b5R-n�dzQ1R/nuR>�<`>��R/Q5}5Y5Y crtscts:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:

9.3.1.4.6. � � � 
� �	��� 
 � � � � � � � ��� � � �
	�� � ��

qsTVQ5T�U1`enuhx{�R/]!R>[/h fV\=S�\!]!`�d�Y1d�]>TVnuT LPD, b1\!b1R>w3]!TVb1d�]!R/[>htw v Y5_1`>]!UFY1d�Q5R>_1`>fVR>[-\!]!`sS1_5m;Q1R/d�h)_?b5Y;fV\�S*\!g1Y5w;g1\
Q5U5Y5g5]>T�U . � ��./���<�� �670���"-#��/��� , Y5fV[>T�d�]!g5htw<]>\!b5W�Tyb1\>b  �?����(1�=0��z"-#��>��� , - rV]!ReQ1U5R>{VU1\>n7n7\ , b5R>]>R>U5j$�
d�Y1d�]!TVn7\ LPD fV\>Q5jXd�b1\>T�]�Q5U1YFQ5R>_1j$c5T�g5Y1YFfV\�S*\!g1YXm;g1\�Q1T�c1\>]!` . | R>{oS�\�d�Y1d�]!TVn7\ LPD f�\!Q5jXd�b1\!TV]t]!T�b1d�]!R>[/htwv YX_1`>]>UkS1_5mFQ1U5Y5g5]!TVU1\ , R>g1\�g1\!Q1U1\![>_5m5T�]�g?\ed�]>\!g$S�\!U5]!g1htwF[!iXR!S?g5R>w3Q1R>]!R/b v YX_1`/]!U1\�f�\=S*\>g5Y5TsQ5T�c1\>]!Y , \eT�{VR
d�]>\>g$S*\!U1]!g5htwF[/h)iXR�S?g5R/w3Q5R>]>R>b - g1\ejXd�]!U5R/w1d�]>[>R�Q1U5Y5g5]!TVU1\ , fV\=S�\!g5g5R/T7i5\!U1\>b5]!TVU5Y1d�]>Y5b5R>w lp.
~kU5ToS?Q1R!_?\>{V\!TV]>dom , c1]!R v Y5_1`>]!UFQ5U5R>c1Y5]>\!TV]�f�\=S*\>g5Y5TzY1fyd�]>\!g$S�\!U5]!g1R>{�Re[!iXR�S*g5R>{�R�Q5R>]!R/b1\ , [/htQ5R!_?g5Y5]�[-d�T
g5T�R/^!iXR�S?Y?nuhtTuS1_5mFQ1U5Y5g5]!TVU1\eQ5U5T�R/^>U1\>f�R/[/\!g1YXmlY<[>hyS*\/d�]�U1T�f�j-_1`/]>\!]e[ed�]>\!g$S�\!U5]!g1htwF[>h)iXR!S?g5R>wFQ5R>]!R/b ,
b5R>]!R/U5htw;Y<^>j/S?T�]eg1\!Q1T�c1\>]>\!g . ~kR�S?U5R/^>g5TVT�R�]>T�b1d�]!R>[/R/n v YX_1`/]!U5T)d�n . [eU1\!f�S?T�_?T 	 YX_1`/]!U5h .
* _5m;Q5U5R-d�]!R/wFg1\/d�]!U5R/w5b5Y;Q1U5Y5g5]!TVU1\l[�b1\>c5TVd�]![>Ts]!T�b?d�]!R/[>R>{VR v YX_1`/]!U1\lnuR!WZg5RefV\=S�\!]!`eg5T�^/R!_1`/aFR>w;d�b5U5Y5Q1]
b5R/n7\>g$S?g5R/{�R�Y5g1]!T�U5Q1U5T�]>\>]!R>U?\ , b1R>]!R/U5htwFQ5U1R/d�]>R�[>htQ1R!_1gXm5TV] /bin/cat S1_5mFQ1R/d�h)_?b5Y;fV\�S*\!g1YXm;g1\eQ5U5Y5g5]>T�U . �
d�R/d�]>\![/T FreeBSD Q5R/d�]>\![>_5m5T�]/domkS?U5j${VR>w v YX_?`>]!U , lpf, R>^/U1\!^-\!]!ht[-\!�e�FY5wkfV\>^>R/w3YFQ5R!S?c5T�U1b5Y5[/\>g5Y5T�S1_5m
Q5U5Y5g5]>T�U5R/[ , b5R/]!R>U1htTsg5Tydo_1Y1aFb5R-nKiXR>U5R/aFR�d�Q5U1\![>_5m5��]/dom<dzQ5R>]!R/b5R/nKS*\!g5g5h)i , d�R�S?TVUXW \!�<YXil]/\!b5Y5T)d�Y?nu[>R!_?h .
( , b5R>g1T�c5g5R�WZT , [>h�nuR!WZT�]!TyY1d�Q5R!_1`/f�R/[/\!]>`)_1��^/j-��S?U5j${Vj-� g5TVR>^!iXR!S?Y1nuj$��Q5U5R/{�U1\/n7nuj -

v YX_?`>]!U .
	 YX_?`>]!U lpf

S?T�]>\!_1`>g1R�R>Q1Y1d�\>g;[�U1\>foS?T�_1T lpf: ]>T�b1d�]!R>[/htw v YX_1`/]!U .

'sg1\!c1\!_?\yS*\>[/\>w5]!Tsd�R>f�S*\=S?Y?n�d�b5U5Y1Q5]eb1R/n7\!gXS?g5R>{VR�Y5g5]>T�U5Q5U1T�]>\>]!R>U1\ /usr/local/libexec/if-simple S1_5m
Q5U5R/d�]!R>{VR�]!T�d�]!R/[>R>{VR v YX_1`/]!U1\ . ~kR/nuTVd�]!Y5]!Ts[�r�]>R>] v \>wX_Fdo_?ToS?j$���<Y5w;]!TVb1d�]ld�Q5R-nuR>�F`/�x_1�e^>Y1nuR/{�R�]!TVb1d�]>R>[>R/{�R
U5ToS*\>b5]!R/U1\ :
#!/bin/sh
#
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# if-simple - ������	�
�������� ����
 � ����� �
�� � � 
�����	�
 ������� lpd
# ��	�
���
��������
 � /usr/local/libexec/if-simple
#
# ������	�
�������� ����� ��
 stdin � stdout. ����
���� ��������
 � 	�� ��� � ������
�
���� ������
 ��� .
/bin/cat && exit 0
exit 2

'�S?T�_?\>w5]!Tyr�]!R/] v \>wX_F[>htQ1R!_1gXm5T�nuh�n :

# chmod 555 /usr/local/libexec/if-simple


�]!TVQ5T�U1`eQ5R/]!U5TV^>j$w5]!TsR>]ed�Y1d�]>TVnuh LPD T�{�ReY1d�Q1R!_1`/f�R>[-\!]!` , j-b?\!fV\>[�T�{VR�[eb1\!c5T�d�]![/TsfVg1\!c1T�g5YXm3i5\>U1\!b5]>T�U5Y1d�]!Y5b5Y
if [ v \!w5_1T /etc/printcap. ��h�S?R/^/\![/Y1nKT�{VRtS1_1m3S?[>j-i3Q5U5Y1g5]!T�U1R>[ , Y1nuT��e�FYXi5dom<Q5R>b1\�[�Q5U1Y1nuT�U5T v \>wX_?\
/etc/printcap:

#
# /etc/printcap ����������	�
�� rose - ���� �������
 
�����	�
���� ������������
��
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\ :lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:\
:if=/usr/local/libexec/if-simple:

, �!�µ�.-��������
: �B�/���!° �������!����� if-simple �7�V£.���:����´����e�s�o������
��G4 ¢ /usr/share/examples/printing.

9.3.1.4.7. � 
 � � � � � � � � � � � LPD
* TVnuR>g lpd(8) fV\>Q5jXd�b1\>T�]>d�m3Y5f /etc/rc, \�g5TVR>^>i$R!S?Y1nuR-d�]!`�f�\!Q5jXd�b1\tfV\�S*\!TV]>dom;Q1T�U5T�nuT�g5g5R/w lpd_enable.

� ]>\
Q5T�U5T�nuT�g5g?\�m;Q5RljXnuR!_1c1\>g5Y5��Y1nuT�TV]efVg1\!c5TVg5Y5T NO. +zdo_1Y%[>hxTV�FTsr�]!R/{�R�g1TydoS?T�_?\!_1Y , S*R>^/\>[>`/]!Tzd�]>U5R>b5j :

lpd_enable="YES"

[ v \!w5_ /etc/rc.conf, \�fV\>]!TVnK_?Y5^>ReQ5T�U5TVfV\>Q5jXd�]!Y5]>Tyn7\>aFY5g5j , _?Y5^>ReQ5U5R/d�]!R�[/htQ5R!_?g5Y5]!Tyb5R/n7\>g$S?j lpd(8).

# lpd

9.3.1.4.8. � ���	� � � � 

�sh�S*R>^>U?\�_1Y1d�`)S?Rlb5R>g1}1\�Q5U1R/d�]>R>w;g1\/d�]!U1R>w5b5Y%d�Y1d�]!TVnuh LPD.

| d�R>W \�_1TVg5Y5� , Q1R>foS*U1\![>_5m5]!`�[-\>d7TV�FTyU1\!g1R ,
Q5R/d�b5R!_1`/b5jlg1\=S?ReT��<TsQ5U1R>[>TVU5Y5]!`eg1\>d�]!U5R/w5b5jkYFjXd�]>U1\!g5Y1]!`e[-d�Ts[>h)m5[!_?T�g5g5htTzQ5U5R>^>_1TVnuh .

* _1mFQ5U5R/[>T�U1b5Y
g1\>d�]!U5R>w1b5Y , Q5R/Q5ht]>\>w5]!TVd�`ec1]!R - ]!R�U1\/d�Q5TVc1\!]/\!]!` . * _5m;Q5TVc1\!]!Y%dzQ1R/nuR>�<`>� d�Y1d�]!TVnuh LPD Y1d�Q1R!_1`/f�j$T�]>d�m
b5R/n7\>g$S*\ lpr(1), b5R/]!R>U1\!m;Q5R/d�h)_?\!TV]�fV\�S*\!g1Y5Tzg1\eQ5TVc1\!]!` .
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��R!WZg5Rld�b5R-nu^>Y5g5Y1U5R>[-\!]!` lpr(1) dzQ5U5R>{VU1\>n7nuR/w lptest(1), Q5U5ToS�d�]>\>[!_1TVg5g5R>wF[�U1\>foS?T�_1T
~kU5R>[/T�U5b1\�[>fV\>Y1nuR�S*T�w1d�]![>YXm;dsQ5U5Y5g1]!T�U5R-n , {VT�g5TVU5Y5U5j$���<T�w<]!TVd�]!R>[/htwF]!TVb1d�] .
@ #X2<�������<"!�*�� !��(?"-2<B����=���<�=0%(?�!�������=01.>" LPD:

�s[/ToS?Y1]!Tzb5R-n7\!g$S*j :

# lptest 20 5 | lpr -Pprinter-name

��S?T printer-name - Y1n+m ( YX_1YFQ?d�T�[!S?R>g1Y1n ) Q1U5Y5g5]!TVU1\ , fV\�S*\!g5g1R>Tz[ v \!wX_?T /etc/printcap.
* _5m;Q5U5R/[>TVU5b5Y

d�]>\>g$S*\!U1]!g5R>{VR�Q5U1Y5g5]!TVU1\ , [>[>T�S?Y5]!Tsb5R/n7\>g$S?j lpr(1) ^>TVfs\!U1{�jXnuT�g5]/\ -P.
| \>b;j-WZTzR>]/nuT�c1\!_1R/d�` , T�do_1Y

]!TVd�]!Y5U5j$T�]/dom<Q1U5Y5g5]!TVU , Q1U5ToS?Q1R!_?\>{V\!�e�FY5wFY1d�Q5R>_1`>fVR>[-\!g5Y5T PostScript, Q5R>aF_1Y5]!TyTVnuj PostScript- Q5U1R>{�U?\>n7nuj
[/nuTVd�]!R�Y?d�Q5R>_1`>fVR>[/\>g5YXm3j$]!YX_1Y1]!h lptest(1).

� ]>RenuR!WZg5Rkd�S*T�_?\>]!` , Q5R-nuTVd�]!Y5[�Q1U5R>{VU1\>n7nuj3[ v \!wX_FY<[>htQ5R>_1g5Y5[
b5R/n7\>g$S?j lpr file.
* _5m PostScript- Q1U5Y5g5]!TVU1\�[/h S?R>_5WZg5hxQ5R!_?j-c1Y5]!`lU5T�fVj/_?`>]>\>]!hx[>htQ5R>_1g5TVg5YXm;Q5U5R/{�U1\/n7nuh . +zd�_1YF[/h
Y1d�Q5R>_1`>fVj$T�]!T lptest(1), [/\>aFY;U5TVf�j-_1`/]>\!]!h�S*R!_5WZg5h�Y?nuT�]!`l]>\!b1R>w;[/Y$S :

!"#$%&’()*+,-./01234
"#$%&’()*+,-./012345
#$%&’()*+,-./0123456
$%&’()*+,-./01234567
%&’()*+,-./012345678

* _5mkS*\�_?`>g5TVw5aFTV{�R�]!T�d�]!Y1U5R>[-\!g5YXm<Q5U5Y5g5]>T�U1\ , Q5R/Q5ht]>\!w1]!TVd�`�fV\>{�U5j$fVY5]!`�Q1U5R>{�U?\>n7nuh�Q5R/^>R>_1`>a<T (S1_1m
Q5U5Y5g5]>T�U5R/[ , Q5R!S5S?TVUXWZY5[/\>���FY5ikR/Q5U5T�S?T�_1TVg5g5htwFm5f�htb ) YX_1YF[/htQ5R!_?g5Y5]!Tyb5R/n7\>g$S?j lptest(1) d�S?U5j${�Y?nuY
\!U5{Vj$nuTVg5]>\/nuY . �3\!Q1U5Y1nuT�U , b5R/n7\>g$S*\ lptest 80 60 [/hyS*\>d�] 60 d�]!U5R/bFQ5R 80 d�Y1nu[>R>_1R>[�[lb1\!W<S*R>w .

+zdo_1Y<Q5U5Y5g1]!T�U%g5TyU1\!^/R>]>\>T�] , dVn . U1\!f�S?T�_%�yh)m5[!_1TVg5Y5TzQ1U5R>^>_1TVn .

9.4.
� E�� � IPD � � �;E � �;E��)G<DFLKJPHeE � D I �3G��<DFE

� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g5h v YX_1`>]>U5h S1_5m<Q5T�c1\>]!Y<d�Q5T�}1Y1\�_1`/g5Red v R>U1n7\>]!Y5U5R/[/\>g5g5h)i v \>wX_1R/[ , g1\!c?\�_1`/g5h)i
d�]!U1\>g5Y5} , Q5T�c?\!]!Y<Q5Red�T�]!Y , R>{�U?\!g5Y5c1T�g5YXm;Y<j$c5T�]>\�Y1d�Q1R!_1`/f�R>[-\!g5Y5mkQ1U5Y5g5]!TVU1\ .

9.4.1. �  ��������9&
��R>]!m<d�Y1d�]!TVn7\ LPD Q5R!S5S?T�U5W�Y1[/\!TV]ed�T�]!TV[>htTzQ1U5R>]!R/b5R!_?h , R>c5TVU5ToS*Y , b5R>g1]!U5R!_?`tS?R-d�]!j$Q1\�Y3S?U5j${VY5Ty\/d�Q5TVb5]!h
Q5T�c1\>]!Y , ^/R!_1`/a<\!mkc?\>d�]>` ���V��#��>(?�=0 U?\!^>R/]!hxQ5U5R/Y1doiXR!S?Y5]�[ ��"-#��/���'� � .

	 YX_1`/]!U5h - r�]!RlQ5U5R/{�U1\/n7nuh ,
[>fV\>Y1nuR�S*T�w1d�]![>j$���<Y5TzdsQ5U5Y5g1]!T�U5R-n�YFR/^>T�d�Q5TVc5Y5[/\>���<Y5T�j$c5T�]eR/d�R>^>TVg5g5R-d�]!TVw3j$d�]!U5R/w1d�]![-\�Y<d�Q5TV}5Y1\�_?`>g5h)i
]!U5T�^/R>[-\!g5Y5w . ~kU5YFQ5U1R/d�]>R>w;g1\/d�]!U1R>w5b5TyQ5U5Y1g5]!T�U?\enuh�jXd�]>\!g5R/[>YX_?Y v YX_1`/]!UkS1_5mFR/^>htc5g1R>{�R�]!T�b1d�]>\ — b5U1\>w5g5TQ5U5R/d�]!R>w , b5R>]>R>U5htw;S?R!_5WZTVg;U1\!^/R>]>\>]!`edz^>R>_1`>a<Y5g1d�]>[>R/nPQ5U1Y5g5]!TVU5R>[ ( dVn . U1\!f�S?T�_� d�]/\!g5R/[>b1\t]>T�b1d�]!R>[/R>{�R v YX_1`/]!U1\ ).
��S?g1\!b1R , c5]!R/^>hxR/^>TVd�Q5T�c1Y5]!`�Q1U5T�R/^>U1\>f�R>[-\!g5Y5m v R/U1n7\!]>\ , j$c5T�]eY1d�Q5R>_1`>fVR>[-\!g5YXmkQ5U5Y1g5]!T�U?\eY<Y5g$S?Y1[>Y$S?jX\!_1`>g5h)i
R/d�R/^>TVg5g5R/d�]!T�w3R/]=S?T�_1`>g5h)ikQ5U5Y1g5]!T�U1R>[lY;] . Q ., g1\=S*R�U1\!fVR>^/U1\!]!`-dom , b1\!bFU1\!^/R>]>\>��] v YX_?`>]!U5h . � b1R>g5TVc5g5R/n�Y5]!R>{VT ,
[/d�T�nuY;r�]>Y1nuY%\/d�Q5TVb5]>\/nuYFQ5TVc1\!]!Y;S?R!_1W�TVg;fV\>g5Y1n7\>]!`/d�m v YX_1`>]>U . 
�QX_1R>iX\!m;g5R>[/R/d�]>`�d�R-d�]!R/Y5]�[l]!R/n , c5]!R , [
^>R!_?`>aFY1g1d�]![/Tzdo_?j-c?\!T�[ , [>h �V� �3" S?R!_1W�g1h�Q5U5T�S?R/d�]>\![/Y5]!`ed�R>R/]![>TV]>d�]![/j$���FY1T v YX_1`/]!U5h . �eR>U5R/a<\!m3g1R>[>R-d�]!`
d�R/d�]!R>Y1]�[e]>R/n , c1]!Renug5R/{�Y5T v YX_1`/]!U5h�R/^>�<ToS?R-d�]!j$Q5g5h ; \�TVd�_1YFQ1R�S1iXR�S?m5�FYXi3g5TV] , YXi3R/^>htc5g5R�_1T�{Vb5R�g?\!Q5Y1dV\!]!` .

242



�µ#��! !�
9.
�%� �5�!��

| U5R/nuTs]!R>{VR , [ld�R/d�]>\![/T ��' FreeBSD Q5R/d�]>\![>_5m5T�]/dom;R�S*Y5g v YX_1`/]!U , /usr/libexec/lpr/lpf, U1\>^>R>]/\!���<Y5w;d�R
nug5R>{VY1nuYFQ5U1Y5g5]!TVU1\>nuY , b5R>]>R>U5htT)nuR>{Vj-]�Q5T�c1\>]>\!]>`eR/^>htc5g5htwF]!T�b1d�] . ( �eg;R>^/U1\!^-\!]!ht[-\!TV])d�Y1nu[>R>_1h�f�\!^>R>m3Y
]>\!^/j/_1m5}5Y5Y;[ v \!wX_1T , [>htQ1R!_1gXm5TV]�j$c5TV]�Y1d�Q5R!_1`/f�R/[/\!g1YXm , g1R�YFg1Ts^/R!_1TVTz]!R/{�R .) +zd�]>`e]>\>bXWZTsU5m$S v YX_1`/]!U5R/[�Y
b5R/nuQ5R/g5T�g1]!R>[ v YX_1`>]>U5R>[�[lg1\>^>R>U1T�Q5R>U1]!R>[ FreeBSD.

�sR/]�c5]!Rl[>hxg?\!w$S?TV]!Ty[erV]!R/nKU1\>foS?T�_1T :
• ��U1\>foS?T�_1T | \>b;U1\>^>R>]/\!��] v YX_1`>]>U5h�d�S?T�_?\!g?\�Q5R/Q5ht]!b1\�S*\!]>`�R>^/f�R/U3U5R!_1Y v YX_1`/]!U1\�[eQ5U5R/}5TVdVd�TzQ1T�c1\>]!Y .
~kU5R/c5]!Y5]>TsrV]!R>]eU1\!f�S?T�_ , c5]!R>^/hxQ5R>g5m5]!` , c1]!R�Q5U1R>Y1d�i$R!S?Y5] ” fV\�b?\=S?U5R-n ”, b5R>{�S*\�d�Y1d�]>TVn7\ LPD Y1d�Q5R!_1`/f�j$T�]v YX_?`>]!U5h .

� ]!ReQ1R>g5Y1n7\>g5Y5TsQ5R/nuR>W�TV]�Q5U1ToS?[/Y$S?T�]>`eY<U5T�a%\!]!`eQ5U5R>^>_1TVnuh , dzb5R>]>R>U5h�nuY<[>h�nuR!WZTV]!T
d�]!R!_1b1g5j$]!`/d�m;Q5U5YFS?R>^-\![!_?T�g5Y5YlS*R>Q5R>_1g5Y5]!T�_1`>g1h)i v Y5_1`>]!U1R>[tS?_5m;b1\�W%S?R/{�ReY5fsQ1U5Y5g5]!TVU5R>[ .

• 'sY1d�]!TVn7\ LPD Q5U1ToS?Q5R>_?\!{�\!TV] , c5]!Rlb1\�W%S?htw<Q5U5Y5g1]!T�U , Q5RejXnuR>_1c1\!g1Y5� , nuR>WZT�]�Q1T�c1\>]>\!]!`lR>^/htc5g5htw;]>T�b1d�] .� ]!ReQ5U5R/^!_1T�n7\!]!Y5c1g5R�S?_5m PostScript- Q5U5Y5g5]>T�U5R/[ ( Y5_1YFQ5U1Y5g5]!TVU5R>[lg1\�^-\!fVT7S?U5j${VR>{�R�m5f�htb1\ ), Q5R-d�b5R>_1`>b1jeR/g5Y
g5T)nuR>{Vj$]�Q5T�c?\!]>\>]!`eR/^>htc5g1htw;]!T�b?d�]�g1T�Q5R-d�U5T�S*d�]![/T�g5g1R . � U1\>foS?T�_1T
~kU5Y1TVn�f�\=S*\>g5Y5wFdzR>^>htc1g5h�nK]!T�b?d�]!R-n�g1\ PostScript- Q5U1Y5g5]!TVU5h�R/Q5Y1dV\!g5R , c5]!Rlg5j-W�g1RldoS?T�_?\>]!` , c1]!R>^/h
U5TVaFY5]>`erV]!jkQ5U5R>^>_1TVnuj . ~kU1R>c5]!Y1]!TsrV]!R>]lU1\>foS?T�_ , TVd�_1Y;Y1d�Q5R!_1`/f�j$T�]>T PostScript- Q5U5Y5g1]!T�U .

• PostScript - Q5R>Q1j/_1m5U5g5htw v R/U1n7\!]�[>hyS*\>c5YkS1_5m%nug5R>{VYXi;Q5U5R/{�U1\/n7n . �kT�b5R/]!R>U1htT�_1��S?Y3S*\!WZTsQ5Y1aFj$]
PostScript- b5R�SFg1T�Q5R-d�U5T�S*d�]![/T�g5g1R . | d�R!W \�_1TVg5Y5� , PostScript- Q5U5Y5g1]!T�U5hxS?R>U5R/{�Y . � U?\!foS*T�_1T
(3nuY5]/\!}5YXm PostScript g1\�g5T -PostScript Q1U5Y5g5]!TVU1\�iFR/Q5Y1d�\>g5R , b?\!b<nuR>WZg5RtS?R/Q5R!_?g5Y5]!T�_1`>g5ReY5fVnuTVg5Y5]!`
]!TVb1d�]>R>[>htw v YX_1`>]>UFQ5U5Y1g5]!T�U?\tS1_1mFQ5U5Y5T�n7\�Y<Q5T�c?\!]!Y;S*\!g5g1h)i PostScript g1T (?� -PostScript Q5U5Y5g1]!T�U5T .
~kU5R/c5]!Y5]>TsrV]!R>]eU1\!f�S?T�_ , TVdo_?YF[/\>a Q5U5Y1g5]!T�U%g5TyQ5R�S1S?T�UXWZY5[-\!TV] PostScript.

• ��U1\>foS?T�_1T 	 YX_?`>]!U5h�Q5U5T�R/^>U1\>f�R/[/\!g1YXmlR/Q5Y1dV\!gFd�Q5R/d�R>^�\>[>]!R-n7\!]!Y5f�\!}5Y1Y;Q5U5TVR>^>U?\!f�R/[/\>g5YXmkR>Q5U5T�S?T�_?T�g5g5h)iv R/U1n7\!]!R/[ v \!w5_1R>[ , g1\!Q5U1Y1nuT�U , {�U1\ v Y5b5Y;YX_?Y3S*\>g5g5h)ilS1_5mFQ1T�c1\>]!g5R>{VRed�]>\!g5b?\ , [ v R>U1n7\>]!h , b5R>]>R>U5htT
nuR>W�TV]�R/^>U1\>^>R>]/\!]!`t[-\!a Q1U5Y5g5]!TVU . ~kR-do_1Tsc5]!TVg5YXm<rV]!R>{VR�U1\>foS?T�_?\t[/h�d�nuR!WZTV]!Tsg?\>d�]>U5R>Y5]>`ed�[/R>Y;Q1U5Y5g5]!TVU5h]>\>b , c5]>ReQ5R>_1`>fVR>[-\!]!T�_1Y;d�nuR/{�j$]�[/htQ5R!_1g5m5]!`�b5R-n7\!g$S*j lpr -t S1_1mFQ5T�c?\!]!Y;S*\!g5g1h)i troff, YX_1Y lpr -d S1_5m
Q5TVc1\!]>Y3S*\>g5g5h)i TEX DVI, YX_?Y lpr -v - S1_5mFQ1T�c1\>]!YFU1\/d�]!U1R>[>h)i3Y5fVR>^/U1\�WZT�g1Y5w , YF]/\!b3S�\�_1TVT . �
U5TVb5R/nuTVg$S?j$� Q5U5R>c1Y5]>\!]>`�r�]>R>]lU1\!f�S?T�_ .

• ��U1\>foS?T�_1Ty�yh)iXR�S*g5htT v YX_1`/]!U5h�R/Q5Y1dV\!g1\�g5Tzc1\/d�]!RlY1d�Q5R!_1`/f�j$TVn7\!m3[>R>f�nuR!WZg5R-d�]!`�f�\=S*\>[/\>]!`�[>h)iXR!S?g5htTv YX_?`>]!U5hx[kd�Y?d�]!T�nuT LPD. +sdo_1Y%]!R!_?`>b5Re[>hxg5TyQ5T�c?\!]>\>T�]!Tsg1\!c1\!_1`>g1htTsd�]>U1\!g5Y1}5h ( d�n .
�3\>c1\�_1`/g5htTzd�]!U1\!g1Y5}5h ), nuR!WZg5R , Q5R!W \�_?j-w , [>R>R/^>�<T�Q5U5R/Q5jXd�]!Y5]>`erV]!R>]eU1\!f�S?T�_ .

• ��U1\>foS?T�_1T lpf: ]>T�b1d�]!R>[/htw v YX_1`/]!UFR/Q5Y1dV\!g1\�b5R/n7\>g$S*\ lpf, - S?R-d�]>\>]!R>c5g1R�Q5R>_1g5htw , iXR/]�mFYFQ1U5R/d�]!R>w
]!TVb1d�]>R>[>htw v YX_1`>]>U3S1_5m%d�]!U5R/c5g5h)i;Q5U1Y5g5]!TVU5R>[ ( Y;_?\!fVT�U5g5h)i3Q5U1Y5g5]!TVU5R>[ , U1\!^/R>]>\>���<YXilb?\!b<d�]!U5R/c5g5htT ),
Q5R-d�]>\>[!_5m5T�nuhtw;[ed�R/d�]>\![/T���' FreeBSD. +zdo_1Y%g1\�S?R�^/h�d�]!U5Reg1\>d�]!U5R/Y5]!`�j$c5TV]�Y1d�Q5R!_?`>f�R/[/\>g5YXm3Q5U5Y5g1]!T�U1\�S1_5m
R/^>htc5g5R/{�R�]>T�b1d�]>\�Y5_1YFT�do_1Y<Y1d�Q5R>_1`>fVj$T�]>d�m;Q5U5Y5g5]>T�U , Y5fsb1R>]!R/U5R>{VR�Q5U5Y<Q5R!_1j$c5TVg5Y5Y<d�Y1nu[>R>_1R>[�fV\!^/R!m3Y$S?TV]
S?h�n , g5TVd�R/nug5TVg5g5R , d�]!R/Y5]�Q5R!S?jXn7\!]!`eR>^eY1d�Q5R>_1`>fVR>[-\!g5Y5Y lpf.

, �!�µ�.-��������
: �X�62*
	�!³�����¢I�V�V���!���=� , �/�������������*¢+�$�!
/¢�¢ , �7�V£.���:���!´������y�������!
��G4 ¢ /usr/share/examples/printing.

9.4.1.1. �9=:F�A:=?H:CL@ =
	S@ ������5@BA��| \!b;j-WZTzj$Q5R-nuY5g1\�_?R/d�` , v YX_1`/]!U - r�]!Rl[>htQ5R>_1gXm5T�n7\�m;Q5U5R/{�U1\/n7n7\ , f�\!Q5jXd�b1\!T�n7\�m;d�Y1d�]!TVnuR/w LPD S1_5m
Q5R�S5S*T�UXWZb5Y%d�Q5TV}5Y v Y5c5T�d�b5Y5ikR-d�R/^>T�g1g5R/d�]!T�w3jXd�]>U5R>w1d�]![/\�Q5U5Y%[>f�\!Y1nuR!S?T�w1d�]![>Y1Y;dzQ5U1Y5g5]!TVU5R/n .| R>{oS�\�d�Y1d�]!TVnuT LPD g1\�S?R�g?\!Q5TVc1\!]>\>]!`�[>iXR�S1m5�<Y5w;[�f�\=S*\>g5Y5T v \!wX_ , R>g1\�fV\!Q1j$d�b1\!TV]�Q5U5R/{�U1\/n7nuj -

v YX_?`>]!U .
's]>\!g$S�\!U5]!g1htwF[!iXR!S?g5R>w3Q1R>]!R/b v YX_1`/]!U1\ed�[!m5fVht[/\>T�]>d�m3d v \!w5_1R/n , b5R/]!R>U5htw<g1\=S*R�U1\/d�Q5TVc1\!]>\>]!` , T�{�R
d�]>\>g$S*\!U1]!g5htwF[/h)iXR�S?g5R/w3Q5R>]>R>b - dsQ5U5Y5g5]>T�U5R-n , \�d�]>\!g$S�\!U5]!g1htwFQ5R/]!R>b<R>aFY1^>R>b3Q1T�U5TVg1\!Q5U?\![!_1m5T�]>d�m;[ v \!w5_
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U5T�{VY1d�]!U?\!}5Y5Y<R>a<Y5^>R/b ( f�\=S*\>T�]>d�m3iX\>U1\!b1]!T�U5Y?d�]!Y5b1R>w lf [ v \!wX_?T /etc/printcap, Y5_1YFY1d�Q5R!_?`>f�j$TV]>dom
d�]>\>g$S*\!U1]!g5R>TsjXd�]!U5R/w1d�]>[>R /dev/console).

�'\!Q5jXd�b1\!T�nuhtw;d�Y1d�]!TVnuR/w LPD
v YX_?`>]!U<YFT�{VRe\>U5{�jXnuT�g1]!h�fV\>[>Y1d�m5]�R>]�]!R>{VR , c5]>Rej$b1\>fV\!g1R�[ v \>wX_1T

/etc/printcap, YFb?\!b5Y5Ty\!U5{VjXnuT�g5]!h�j-b?\!fV\!_FQ5R>_1`>fVR>[/\>]!T�_?`yS1_5mFf�\=S*\>g5YXm;[�b1R/n7\!gXS?T lpr(1). �3\>Q5U5Y1nuTVU , T�do_1Y
Q5R!_1`/f�R/[/\!]>T�_1`t[/[>T�_<b5R/n7\>g$S?j lpr -t, d�Y1d�]!TVn7\ LPD S?R>_5WZg1\efV\!Q1j$d�]!Y5]!` v YX_1`/]!U troff, f�\=S*\>g5g5htw
iX\>U1\!b1]!T�U5Y?d�]!Y5b1R>w tf S?_5m<d�R/R>]![/T�]>d�]![>j$�e�FT�{VR�Q5U5Y1g5]!T�U?\ . +zd�_1YFQ1R!_1`/f�R>[-\!]!T�_1`tiXR>c1T�]�Q5TVc1\!]/\!]!`lR>^/htc5g5htw
]!T�b1d�] , d�Y1d�]>TVn7\�S?R!_5WZg1\�fV\>Q5jXd�]!Y5]>` v YX_?`>]!U if ( rV]!R�[/T�U5g5Re[�^/R!_1`/aFY5g1d�]![>Tydo_1j$c1\>T�[ : Q5R!S?U5R>^/g5T�Tyd�n . [lU1\!f�S?T�_?T
�sh)iXR!S?g5htT v Y5_1`>]!U1h ).

� v \>wX_1T /etc/printcap nuR>W�g1R�fV\�S*\![-\!]!`�]!U5YF[/Y$S*\ v YX_1`>]>U5R>[ :
• � ��./���%�� �670 �z"-#��>��� , b5R>]>R>U5htw;[�S?R>b1j$nuTVg5]>\>}5Y5Y LPD S?[>jXd�nuh�d�_1T�g1g5R�g1\>f�ht[-\!��]  �?����(16�� ��"-#��/����� �

,
R/^>TVd�Q5T�c1Y5[/\>T�]tQ5TVc1\!]!`eR>^/htc5g5R>{VR�]!TVb1d�]>\ . � \/d�dVn7\!]!U5Y1[/\!w1]!TsTV{�Reb1\!bFd�]>\!g$S�\!U5]!g1htw v YX_1`/]!U . 'sY1d�]!T�n7\ LPD
Q5U1ToS?Q5R>_?\!{�\!TV] , c5]!R�_1��^/R>w<Q5U5Y5g5]>T�U<nuR>WZT�]�Q1RejXnuR!_?c1\!g5Y1��Q5TVc1\!]>\>]!`lR>^>htc1g5htw;]!T�b?d�] , \�g1\e]!T�b?d�]!R/[>htwv YX_?`>]!U;[/R>f�_?\!{�\!T�]/dom3fV\�S*\!c1\�R>^/TVd�Q1T�c5Y5]>` , c5]!R/^>h�d�Y1nu[>R>_1hxfV\>^>R!m , ]/\!^>j-_5m5}1Y5Y;YX_1Y;S?U5j${�Y1Tyd�Q5T�}5Y?\�_1`/g5htT
d�Y1nu[>R>_1hxg5T)d�^>Y1[/\�_?Y3Q5U5Y5g5]>T�U�dz]!R>_1b5j . +zd�_1YF[/h�U1\>^>R>]/\!T�]>T�[ld�U5ToS*T , {oS*Tsg1\�S?R�j$c5Y1]!ht[/\>]!`�Y1d�Q5R!_?`>f�R/[/\>g5Y5T
Q5U1Y5g5]!TVU1\ , ]!T�b1d�]!R>[/htw v YX_1`/]!U3S*R!_5WZT�g<]>\!b5W�Tyj$c5Y5]!ht[-\!]!`eb5R!_?Y5c5TVd�]![>Reg1\!Q1T�c1\!]/\!g5g5h)i;d�]!U1\!g1Y5} , R/^>htc5g1R ,
Q5R!S*d�c1Y5]!ht[/\!m;b5R!_?Y5c5TVd�]![>Reg1\!Q1T�c1\>]>\!g5g1h)i3d�]!U5R/bFYFd�U1\![/g5Y5[/\!m3YXiFdzb1R!_1Y5c1TVd�]>[>R/n�d�]!U5R/bFg1\ed�]!U1\>g5Y5}5j ,
Q5R!S5S?TVUXWZY5[/\>TVnuh)i3Q5U5Y5g1]!T�U5R-n . qyT�b?d�]!R/[>htw v Y5_1`>]!U<fV\>Q5jXd�b1\>T�]>d�mFd�Red�_1ToS?j$�e�FY1n�d�Q5Y1d�b5R/n�\>U5{�jXnuTVg5]!R>[ :

� �� - �������
 ��� [-c] -w ���������	� -l 
�����	� -i ��
	����� -n ����� - �	���������	�	��� �!�	� -h "#�$�%�'&�(��)�*�,+�- - .���-!�

{�S?T

-c

j$b1\>f�ht[-\!T�]/dom , TVd�_1YFf�\=S*\>g5Y5T�Q1R/do_*\!g5Reb5R/n7\>g$S?R>w lpr -l

���/�����	�
fVg1\!c1T�g5Y5TsY5fsiX\>U1\!b1]!T�U5Y?d�]!Y5b1Y pw (page width - a<Y5U5Y5g1\ed�]!U?\!g5Y5}1h ), j$b1\>fV\>g5g5R>w3[ v \!w5_1T
/etc/printcap, Q5Rlj$nuR>_1c1\>g5Y5� - 132


�������
fVg1\!c1T�g5Y5TsY5fsiX\>U1\!b1]!T�U5Y?d�]!Y5b1Y pl (page length - S1_1Y5g1\ld�]>U1\!g5Y1}5h ), Q5R�jXnuR>_1c1\!g1Y5� - 66

��
	�����
doS?[>Y1{ , f�\=S*\>g5g5htw;b5R-n7\!g$S*R>w lpr -i, Q5RljXnuR!_1c1\>g5Y5� - 0

����� - ���������#���	��� �,���
U1T�{�Y?d�]!U1\>}5Y5R/g5g5R>TsY1n+mFQ5R>_1`>fVR>[-\!]!T�_5m , Q5T�c?\!]>\>���FTV{�R v \>wX_

"#�0�%�
Y?n+m;iXR/d�]/\ , dzb5R>]!R/U5R>{VR�^/h)_1R�Q5R-do_?\>g5R�f�\=S*\>g5Y5T

&�(��%��,+�- - .#�0-!�
Y?n+mFj$c5T�]!g1R>{�R v \!wX_*\ , fV\�S*\![-\!T�nuR>T7i5\!U?\!b5]!TVU5Y1d�]!Y5b5R/w af.
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• �
"-#��/����B������ � �'�V4!�= >��(1"$2 Q5U5TVR>^/U1\!fVj-TV]�d�Q5TV}5Y v Y5c1g5htw v R/U1n7\!] v \>wX_?\�[�]!R , c5]!ReQ5U5Y5g5]>T�U�nuR!WZT�]

[/R/d�Q1U5R>Y5fV[>T�d�]!Ykg1\�^>jXn7\!{VT . �3\!Q5U1Y1nuT�U , S�\!g5g5htTyd�Y1d�]!TVnuhxg?\!^>R/U1\ ditroff g5T�_?`>f�m;Q1T�c1\>]>\!]!`�g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R ,
g5RlnuR!WZg5RljXd�]>\>g5R>[/Y5]!` v YX_?`>]!U<Q5U5T�R/^>U1\>f�R/[/\!g1YXm�S?_5m v \!w5_1R>[ ditroff, c5]>R>^>h�Q5U5T�R/^>U1\>f�R/[>ht[/\>]!`sS*\!g1g5htT
ditroff [e]!R>]e[>Y$S , b1R>]!R/U5htwFQ5U1Y5g5]!TVU%nuR>W�TV]�[/R/d�Q1U5Y5gXm5]!`eYFg1\>Q5T�c?\!]>\>]!` . � U1\>foS?T�_1T	 YX_1`/]!U5h�Q1U5T�R/^>U1\>f�R>[-\!g5Y5mlR/Q5Y1d�\>g5R�[-d �sR>^�rV]!YXi v YX_1`/]!U1\!i .

	 Y5_1`>]!U1h�Q5U5TVR>^>U?\!f�R/[/\>g5YXmk]>\!bXWZT
g5TVR>^>i$R!S?Y1nuh S1_5m<j-c1T�]>\ , TVd�_1Y;Q5U1ToS?Q5R>_?\!{�\!TV]>dom;j$c5TV]�Y1d�Q5R!_1`/f�R/[/\!g1YXmkQ1U5Y5g5]!TVU1\ . 	 YX_1`>]>U5h
Q5U1T�R>^/U1\!fVR>[-\!g5YXmkfV\>Q5jXd�b1\>��]>d�mFd�Rldo_1T�S?j$���FY?nuY<\!U1{�jXnuT�g5]/\>nuY :

� �� - �������
 ��� -x ���/�����	� - �������	�,��� -y �,+*������ - �����	���,�#� -n � ��� - �	���*���#�	�	��� �,�	� -h "#�0�%�'&#(��%�*�,+*- - .#��-!�

{�S?T ���/�����	� - �������	�,�#� - fVg1\!c5TVg5Y5Tsi5\!U1\>b5]!T�U1Y1d�]!Y1b5Y px ( Q5R�jXnuR>_1c1\!g1Y5� - 0), \ �!+*�����*� - �����	�	�!�#� - f�g1\>c5T�g5Y1T
i5\!U?\!b5]!TVU5Y1d�]!Y5b5Y py ( Q5RejXnuR!_1c1\>g5Y5� - 0).

• � 6��?���V(?�=0 �z"-#��>��� Y1d�Q5R>_1`>fVj$T�]>d�m;]!R!_1`/b5R�T�do_1Y<g5T�]l]!T�b?d�]!R/[>R>{VR v YX_1`/]!U1\�YX_1YFT�do_1Y<[>bX_?��c5TVg1\�[/hyS*\!c1\
g1\>c1\�_?`>g5h)i3d�]!U?\!g5Y5} . 'sj/S1mFQ5RlnuR>T�nuj3R>Q5ht]!j , [/h)i$R!S?g5htT v YX_1`>]>U5hxY1d�Q1R!_1`/f�j$��]>d�m;U5ToS*b5R . �eg5Y;R>Q1Y1d�\>g5hx[
U1\>foS?T�_1Ts�yh)iXR�S*g5htT v YX_?`>]!U5h .

� [/h)i$R!S?g5R/{�R v YX_?`>]!U1\�TVd�]!`e[-d�TV{�R)S?[-\�\>U5{�jXnuT�g1]>\ :
� �� - �������
 ��� -w ���������	� -l 
�������

b5R/]!R>U1htTzY$S?TVg5]!Y5c1g5h�\>U5{�jXnuT�g1]>\>n -w Y -l ]!T�b?d�]!R/[>R>{VR v YX_?`>]!U1\ .
	 Y5_1`>]!U1h�]>\!b5W�TzS?R>_5WZg5h 4>�! !�&���%�!������ � �=�<, d�Rkdo_1T�S?j$���FY?n�d�]>\>]!jXd�R-nK[>h)iXR�S*\ :
exit 0

+zdo_?Y v YX_1`/]!UFjXd�Q5T�a<g5R�g1\>Q5T�c?\!]>\!_ v \!wX_ .

exit 1

+zdo_?Y v YX_1`/]!UFg1TydVnuR>{zg?\!Q5TVc1\!]>\>]!` v \>wX_ , g1R�iXR>c5TV] , c5]!R/^>h�d�Y1d�]>TVn7\ LPD Q5R>Q1ht]>\�_?\/d�`eU1\>d�Q5T�c1\>]>\!]>`v \!wX_<T�� �sU1\!f . 'sY1d�]!TVn7\ LPD Q5TVU5T�f�\!Q5jXd�]>Y5] v YX_?`>]!U , TVdo_?YFT�{VR�U1\>^>R/]>\�f�\![>TVU5aFTVg1\�dzr�]!Y1n d�]>\>]!jXd�R-n .

exit 2

+zdo_?Y v YX_1`/]!UFg1TydVnuR>{zg?\!Q5TVc1\!]>\>]!` v \>wX_FY<g5TziXR/c5T�] , c5]!R>^/h�d�Y1d�]!TVn7\ LPD Q5ht]/\�_?\/d�`�TV{�ReQ5T�c1\>]>\!]>`�T��<T
U1\!f . 'sY1d�]!TVn7\ LPD j/S*\�_?Y5] v \!w5_ .

~kR/d�]/\![!_1m5TVnuhtw3[kd�R/d�]>\![/T FreeBSD ]!T�b?d�]!R/[>htw v YX_?`>]!U /usr/libexec/lpr/lpf Y1d�Q5R!_1`/f�j$T�]e\!U5{Vj$nuTVg5]!h ,
fV\=S�\!���<Y5Tza<Y5U5Y5g1j3YkS1_1Y5g1j;d�]!U1\>g5Y5}5hxS1_5mFR/Q5U5ToS*T�_1TVg5YXmF]!R/{�R , b5R>{�S*\�Q1R/d�h)_?\>]!`ed�Y1nu[>R>_FQ5U5R/{�R/g1\�d�]>U1\!g5Y1}5h
(form feed) Y<b1\!b;j$c5Y1]!ht[/\>]!`�Y1d�Q5R!_?`>f�R/[/\>g5Y5T�Q5U1Y5g5]!TVU1\ . �eg;Y1d�Q1R!_1`/f�j$T�]�Q1T�U5T�S*\!g5g1htTs[eb1\!c5T�d�]![/Ts\>U5{�jXnuT�g1]!R>[
Y1n+mFQ5R>_1`>fVR>[/\>]!T�_1m , i$R-d�]�Y<j$c5T�]!g1htw v \!w5_3S1_5mF[/g5TVd�T�g5Y5m;j-c1T�]!g5h)i;f�\!Q5Y1d�T�w .

~kU5Y;Q5R/Y1d�b5T v YX_1`/]!U5R/[�j$^>ToS*Y5]!TVd�` , c1]!ReR/g5YFd�R>[/nuT�d�]!Y?nuh�dsd�Y1d�]>TVnuR>w LPD. +zd�_1Y3S*\ , R>g1Y3S?R>_5WZg5h
Q5R�S5S*T�UXWZY5[-\!]!`eR>Q5Y1dV\!g5g1htTz[>hta<Tsd�Q5Y1d�b1Y<\!U1{�jXnuT�g5]>R>[ . +sdo_1Y%[>hxQX_*\!g5Y5U5j$TV]!Tyd�R>f�S*\![-\!]!` v YX_?`>]!U5hxS1_5m
R>^>�<T�{VR�Y1d�Q1R!_1`/f�R>[-\!g5Y5m , Q1R>fV\>^>R/]!`>]!T�d�`�ReQ5R�S1S?T�UXWZb5Tyr�]>YXiFd�Q5Y?d�b5R/[�\!U5{Vj$nuTVg5]!R/[�YFb1R�S?R/[�[>h)iXR!S*\ .

9.4.1.2. ��A�:J
� X1=BQU=:K��D > C:H ����K � ��@ J?FG>5@ C�� KL= PostScript®- RMA �KL@1J?A��
+zdo_1Y<[>h - ToS*Y5g1d�]>[>T�g1g5htwFQ5R>_1`>fVR>[-\!]!T�_1`tb5R/nuQ1`>��]>T�U1\eY PostScript- Q5U5Y5g1]!T�U1\ ( Y5_1YFQ5U1Y5g5]!TVU1\�g?\�R/d�g5R>[/TS?U5j${�R/{�Rtm5fVhtb1\ ), YF[/hxR>^>TV�<\>T�]!T�g1Y5b5R>{�S*\�g1TsQ5R-d�h)_?\>]!`�g?\�Q5U5Y1g5]!T�U%R>^/htc5g5htw;]>T�b1d�]eY;g1Y5b5R>{�S*\eg5T
Y1d�Q5R>_1`>fVR>[-\!]!`t[/R>fVnuR>WZg5R/d�]!T�w;U?\!f�_?Y5c5g5h)i3Q5U5R/{�U1\/n7n , ]!U1T�^>j$�e�FYXi3Q5R/d�h)_1b5Y<g1\�Q5U1Y5g5]!TVU<R/^>htc5g5R/{�R�]>T�b1d�]>\ ,
[/\>n�nuR>WZg5R�g5TyfV\>^>R/]!Y5]!`-dom;R�]>R/n , c1]!ReR/Q5Y1dV\!g5R�[er�]!R-n�U1\>foS?T�_?T .
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�kR , TVd�_1YF[/h iXR>]!Y5]>TsQ5R-d�h)_?\>]!`�g?\�Q5U1Y5g5]!TVUFb1\>bFfV\�S*\!g1YXm PostScript, ]>\>b;YFR/^>htc5g5htwF]!T�b1d�] , U1T�b5R-nuT�g$S?j$TV]>dom
S?R>Q5R>_1g5Y5]>`�g1\/d�]!U5R/w5b5jkQ5U5Y1g5]!T�U?\ . * _1mFr�]!R/{�Reg1\=S?R , c5]!R/^>hx]!TVb1d�]!R/[>htw v YX_1`>]>U;R>Q5U1ToS?T�_5mX_ , m5[>_5m5T�]/dom3_1Y
Q5R/d�]!j$Q1\!�e�FT�TsfV\�S*\!g5Y1TzR>^/htc5g5h�nK]!TVb1d�]>R/n�YX_?YFQ5U5R/{�U1\/n7nuR>w<g1\tm5fVhtb5T PostScript. �yd�T PostScript- f�\=S*\>g5YXm
S?R!_5WZg5hxg?\!c5Y5g?\!]!`-domFd %! ( S1_5mkS*U5j${�YXikm5f�htb1R>[�Q5U1Y5g5]!TVU5R>[eR>^>U?\!]!Y5]>TVd�`ebFd�R/R>]![/T�]>d�]![>j$�e�FT�w3S?R>b5jXnuTVg5]>\!}1Y5Y ).
+zdo_1Y<Q5T�U1[>htT7S*[/\�d�Y1nu[>R>_?\�[efV\�S*\!g5Y1Y - Y1nuT�g5g1R�r�]>Y , U5TVc5`eYXS?T�]eR PostScript, Y%nuh�nuR!WZT�n�R/d�]>\�_1`/g5j$��c1\/d�]!`
fV\=S�\!g5YXm;Q1T�U5T�S*\![-\!]!`�g1T�Q5R-d�U5T�S*d�]![/T�g5g1R . +zd�_1Y;WZTyQ5T�U1[>htT7S*[/\�d�Y1nu[>R>_?\�[ v \!wX_1T - S*U5j${�Y5T , v YX_1`/]!U;^/j>S*T�]
Q5U5T�R/^>U1\>f�R/[>ht[/\>]!`)]!T�b?d�]l[ PostScript YFQ1T�c1\>]>\!]!`eU5T�fVj-_1`>]>\>] .| \!b;g1\/nKr�]!Rkd�S*T�_?\>]!` ?
+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!TzQ5R-do_1T�S?R>[-\!]!T�_1`>g1htw3Q5U5Y5g5]>T�U , i$R/U5R>a<Y5wFd�Q5R/d�R>^)S?R-d�]!Y5c1`eQ5R-d�]>\>[!_1TVg5g5R/w3}5T�_1Y%d�R-d�]!R/Y5]�[
j$d�]>\!g1R>[>b1T lprps. lprps - rV]!R v YX_1`>]>U3S1_5m PostScript- Q1U5Y5g5]!TVU1\ , [>htQ5R>_1gXm5���<Y5wkS?[/jXd�]!R/U5R>g5g1T�T
[>fV\>Y1nuR�S*T�w1d�]![>Y5TsdzQ5U1Y5g5]!TVU5R/n . �egFR>^/g5R>[>_5m5T�] v \>wX_<d�R/d�]>R!m5g5YXm;Q1U5Y5g5]!TVU1\ , Q5R/nuTV�<\�m;[eg5T�{VReQ1R�S?U5R/^>g5j$�
Y5g v R>U?n7\!}5Y5� , [>hyS�\!g5g5j$��Q5U5Y5g5]>T�U5R-n , ]>\!b<c5]!RlQ5R!_?`>f�R/[/\>]!T�_1Y3Y%\=S*nuY1g5Y1d�]>U1\!]!R/U5h�nuR/{�j$]�j$f�g?\!]!` , [�b1\>b5R/n
Y1nuT�g5g1Rld�R/d�]>R!m5g5Y5Y ( g1\>Q5U5Y1nuTVU , toner low YX_1Y paper jam) g1\!iXR�S?Y5]/dom;Q5U5Y1g5]!T�U . �kR�TV�FTz[-\�WZg5TVT , c5]>ReR/g
[>bX_1�ec1\!TV]�Q5U5R/{�U1\/n7nuj psif, b5R>]>R>U1\!m;R>Q5U5T�S?T�_1m5T�] , m5[>_5m5T�]/dom;_1Y<[!iXR�S?m5�FT�TzfV\=S�\!g5Y5TsR>^/htc5g5h�nK]!TVb1d�]!R-n , Y
[>htf�ht[-\!TV] textps ( T��<TzR!S?g5jkQ5U5R/{�U1\/n7nuj , Q5R/d�]>\![>_5m5TVnuj$� [/nuTVd�]!Tsd lprps) S1_5m;Q5U5TVR>^/U1\!fVR>[/\>g5YXm3T�{VR�[
PostScript. �'\!]>TVn lprps Q5R-d�h)_?\>T�]�Q1U5T�R/^>U1\>f�R>[-\!g5g1R>T7fV\�S*\!g1Y5Tzg1\�Q5U5Y5g1]!T�U .

lprps [>iXR�S?Y5]�[�g1\>^>R>UFQ5R>U5]>R>[ FreeBSD ( d�n . �3\!^/R>U3Q5R/U5]!R>[ ). �yh , b5R/g5T�c1g5R , nuR>W�TV]!TyfV\!{VU5j$f�Y5]>` , d�R>^>U?\!]!`�Y
j$d�]>\!g1R>[>Y1]!`�T�{VRedV\>nuR/d�]!R!m5]>T�_1`/g5R . ~kR-do_1Tzj$d�]>\!g1R>[>b1Y lprps Q5U5R/d�]!R�j$b1\!WZY5]!TyQ5j$]!`eb<Q5U5R/{�U1\/n7nuT psif,
[!iXR�S1m5�<T�w3[kd�R-d�]>\>[�Q1\!b1T�]>\ lprps. +zdo_1Y<[>h�jXd�]>\!g5R/[>YX_?Y lprps Y5fsg?\!^>R/U1\tQ5R/U5]!R/[ , Y1d�Q5R!_?`>f�j$w5]>Tsdo_?ToS?j$���<Y5w
]!T�b1d�]�[lfV\>Q5Y1d�Y3S1_5mFQ5R-do_1T�S?R>[-\!]!T�_1`>g1R>{�R PostScript- Q5U5Y1g5]!T�U?\�[ v \>wX_1T /etc/printcap:

:if=/usr/local/libexec/psif:

�3\=S?R�]/\!bXWZTyfV\=S�\!]!`�iX\>U1\!b1]!T�U5Y?d�]!Y5b1j rw; R/g1\�]!U1T�^>j$TV]�R>]ld�Y1d�]!TVnuh LPD R>]!b1U5ht[/\>]!`�Q5U1Y5g5]!TVU<[eU5T�WZY1nuT
c5]!T�g1YXmFYFf�\!Q5Y?d�Y .

~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y3Q1\!U?\�_5_1T�_1`>g1R>{�R PostScript- Q5U1Y5g5]!TVU1\ ( c5]!Reg5TsQ1R>f�[/R!_5m5TV]�R>^/TVd�Q5T�c5Y1]!`tS?[/jXd�]!R/U5R>g5g1T�T
[>fV\>Y1nuR�S*T�w1d�]![>Y5TsdzQ5U1Y5g5]!TVU5R/n , g5T�R/^!iXR�S?Y?nuR>TuS1_1m<d�Y1d�]!TVnuh lprps), nuR>W�g1R�Y1d�Q5R!_1`/f�R/[/\!]>`�[�b1\>c5TVd�]![>T
]!T�b1d�]!R>[/R>{VR v YX_1`/]!U1\�d�_1ToS*j-�e�FY5w%d�b5U1Y5Q5]lb5R/n7\>g$S?g5R/{�R�Y5g1]!T�U5Q1U5T�]>\>]!R>U?\ :
#!/bin/sh
#
# psif - ��������
� PostScript ��� � �� ����
�� ��� 
 ����	�
���
�� PostScript- ������
 
������
# ������� � 
 , ����� ������	���� , ����� �������� � 	���	�
���� lprps
# ��	�
���
��������
 � /usr/local/libexec/psif
#

IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : ’\(..\)’‘

if [ "$first_two_chars" = "%!" ]; then
#
# ��������
���� PostScript, ��������
�� 
� ���� .
#
echo "$first_line" && cat && printf "\004" && exit 0
exit 2

else
#
# �� ���
���� 
�����	�
 , �������� ����� ������
� ���� , � � ��
���� 
�����������
 ��
� .
#
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( echo "$first_line"; cat ) | /usr/local/bin/textps && printf "\004" && exit 0
exit 2

fi

� Q1U5ToS*d�]>\![>_1T�g1g5R/n�[/htaFTyd�b5U5Y1Q5]!T , textps - R/]=S?T�_?`>g5Rej$d�]>\!g1R>[!_?T�g5g1\!m3Q5U5R>{VU1\>n7n7\tS1_5mFQ1U5T�R/^>U1\>f�R>[-\!g5Y5m
R>^>htc1g5R>{VR�]!T�b?d�]>\e[ PostScript. ��R!WZg5R�Y?d�Q5R>_1`>fVR>[/\>]!`)_1�e^>j$��Q1U5R>{VU1\>n7nuj3Q5U1T�R>^/U1\!fVR>[-\!g5YXmk]!TVb1d�]>\e[
PostScript. �3\!^/R>U3Q5R/U5]!R>[ FreeBSD ( d�n . �3\>^>R/U3Q5R>U5]>R>[ ) [>bX_?��c1\>T�]�Q1R!_1g5R v j$g5b5}5Y5R/g1\�_?`>g5j$��Q5U1R>{�U?\>n7nujQ5U5T�R/^>U1\>f�R/[/\!g1YXml]>T�b1d�]>\�[ PostScript Q5R�S�g1\!fV[/\>g5Y5TVn a2ps, b5R>]!R/U5j$��]>R!WZTynuR>WZg5R�Q5R/Q5U5R/^>R>[-\!]!`
Y1d�Q5R>_1`>fVR>[-\!]!` .

9.4.1.3. � � :@G=�� EP PostScript KL=WK?J -PostScript RMA��KL@1J?A:= �
PostScript m5[!_5m5TV]>dom �z��.>�%" �5�V��./" � d�]>\>g$S*\!U1]!R/nPS?_5mF[>h�d�R>b5R/b1\!c1TVd�]>[>T�g1g5R>{VRtg1\!^/R>U1\tY<Q5T�c?\!]!Y . PostScript,
R�S?g1\>b5R , -

���¤�*� ���=0 d�]>\>g$S*\>U5] . | d�c1\>d�]!`>� , ^!_?\>{�R!S*\!UXm3b5R-nuQ1\!g1Y5Y Aladdin Enterprises TVd�]!`ld�[>R/^>R�S*g5htw;\!g1\!_1R>{
PostScript Q5R�S<g?\!f�[-\!g5Y1TVn Ghostscript, b5R/]!R>U1htw;U1\!^/R>]>\>T�]�d FreeBSD. Ghostscript nuR!WZTV]�c5Y5]/\!]!`
^>R!_?`>aFY1g1d�]![/R PostScript-

v \!wX_1R/[tYF[/hyS*\![-\!]!`�d�R>R>]>[>T�]/d�]![/j-�e�FY5Tyd�]!U?\!g5Y5}1h�g1\lnug5R!WZTVd�]![>RejXd�]!U5R/w1d�]>[ ,
[>bX_1�ec1\�mFnug1R>{�RlnuR�S?T�_1T�w<g5T -PostScript Q5U5Y1g5]!T�U1R>[ . � d�]/\!g5R/[>Y5[ Ghostscript YFY1d�Q5R!_1`/f�j-mFd�Q1T�}5Y1\!_1`>g1htw
]!T�b1d�]!R>[/h)i v YX_1`>]>U3S1_5m<Q5U5Y5g5]>T�U1\ , nuR!WZg5RefV\/d�]>\>[>Y5]!`e[/\>a g5T -PostScript Q5U5Y1g5]!T�U%U1\>^>R>]/\!]!` v \>b5]!Y5c1TVd�b1YFb1\>b
PostScript- Q5U1Y5g5]!TVU .

Ghostscript [!iXR�S?Y1]�[�g?\!^>R/U3Q5R>U1]!R>[ FreeBSD, T�do_1Y<[>h iXR>]>Y5]!Tyj$d�]>\!g?\![!_?Y5[/\>]!`�T�{VR�R/]!]!j/S*\ . �sh�nuR!WZT�]!Ty]>\>bXWZT
_1T�{Vb5R�f�\!{�U1j-fVY5]!` , d�R/^>U1\>]!`�YFjXd�]>\!g5R/[>Y5]>`�T�{VRedV\>nuR/d�]!R!m5]>T�_1`/g5R .
* _5m;Y1nuY5]>\>}5Y5Y PostScript g1\=S?R , c5]!R/^>hx]!TVb1d�]!R/[>htw v Y5_1`>]!UFR>Q5U5T�S?T�_1mX_ , Q5T�c?\!]>\>T�]>d�m;_1Y PostScript-

v \>wX_ . +zd�_1Y
g5T�] , v YX_1`/]!U;^>j/S?TV]�Q5TVU5ToS�\![/\>]!` v \>wX_Fg1\eQ5U5Y5g1]!T�U<g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R ; [eQ5U1R>]!Y5[/g5R/n�d�_1j$c1\!T , R>gF^>j/S?T�]
Y1d�Q5R>_1`>fVR>[-\!]!` Ghostscript, c1]!R>^/h�d�g1\>c1\�_*\tQ5U5TVR>^>U?\!f�R/[/\>]!` v \!wX_<[ v R>U?n7\!] , b5R/]!R>U1htwFQ5R/w1nuT�]eQ5U5Y5g5]>T�U .
� \>dVd�nuR>]>U5Y1n�Q5U1Y1nuT�U : d�_1ToS*j-�e�FY5w%d�}5TVg1\!U1Y5w;Q5U5T�S*d�]/\![!_1m5T�]ed�R>^/R>w3]!TVb1d�]!R/[>htw v YX_1`>]>U3S1_5m<Q5U5Y5g5]>T�U5R/[
Hewlett Packard DeskJet 500.

* _5mkS?U5j${VYXi;Q5U5Y5g1]!T�U5R/[ef�\>nuTVg5Y5]!T)\!U5{VjXnuT�g5] -sDEVICE [�b5R-n7\!g$S?T gs
(Ghostscript). ( �y[/ToS?Y5]>Tsb5R-n7\!g$S*j gs -h S1_5m<Q5R!_1j$c5TVg5YXmFd�Q5Y1d�b?\�jXd�]>U5R>w1d�]![ , Q1R�S5S?TVUXWZY5[/\>TVnuh)i
j$d�]>\!g1R>[!_?T�g5g5R/w3[>TVU1d�Y5TVw Ghostscript.)

#!/bin/sh
#
# ifhp - ��������
� Ghostscript- � ��� � ����� ����
�
������ PostScript 
�� DeskJet 500
# ��	�
���
��������
 � /usr/local/libexec/ifhp

#
# �������� ��
�� ��� 
� LF ����� CR+LF ( � 
��� � ���������� 
� " � � ����� 
�� 	�
������
���� "
# 
�� ������
 
������ � HP/PCL:
#
printf "\033&k2G" || exit 2

#
# ������� � 
���
� ����������� � ��� 	 � � ������� ��� �����
#
IFS="" read -r first_line
first_two_chars=‘expr "$first_line" : ’\(..\)’‘

if [ "$first_two_chars" = "%!" ]; then
#
# ��
�� PostScript; ��	���� ��������� � Ghostscript �� ����
���
 � � , �������� ����� ������
 ��� � ��������
�� .
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#
/usr/local/bin/gs -dSAFER -dNOPAUSE -q -sDEVICE=djet500 \

-sOutputFile=- - && exit 0
else

#
# �� ���
���� 
�����	�
 ��� � HP/PCL, ��� � 
�� ��� ������	�
�� ��������
 � ��� ���� 
�� ���� ��� � ; ������� 
�� ��� �
# ����
���� 	 � � ����� � ��� ����
�� 	�
 ����
���� � , ��
�� � � � ���� � ������
�� ����	 ������
���� 	�
 ����
 ����� .
#
echo "$first_line" && cat && printf "\033&l0H" &&

exit 0
fi

exit 2

�3\!b5R/g5T�} , g?\=S?Rej-b?\!fV\>]!`ed�Y1d�]>TVnuT LPD, b1\!b1R>w v Y5_1`>]!UFY1d�Q5R>_1`>fVR>[-\!]!` , f�\=S*\>[�i5\!U1\>b5]!TVU5Y1d�]>Y5b5j if:

:if=/usr/local/libexec/ifhp:

�sR/]�YF[-d�T . qyT�Q5TVU5`lnuR>WZg5Re[/htQ5R!_?gXm5]!` lpr plain.text Y lpr whatever.ps, YFR/^>T�b5R-n7\!g$S*h S?R!_1W�g1h
j$d�Q5T�a<g5R�Q1T�c1\>]>\!]!` .

9.4.1.4.
� ����5@BA � RMA?JBC:HEA:=BX CEIG=LK�EP

~kR/do_?T�fV\>[>T�U1aFT�g1YXm;Q5U5R-d�]!R/wFg1\/d�]!U5R/w5b5Y , R>Q5Y1dV\!g5g1R>w;[eU1\!f�S?T�_1Ty~kU5R/d�]>\�m;g?\>d�]>U5R>w5b?\�Q5U5Y1g5]!T�U?\ , Q1U5T�W%S?T
[/d�TV{�R , [/\>n�nuR>WZT�]�Q1R>]!U5TV^>R/[/\!]>`/dom3jXd�]/\!g5R/[>Y5]!` v YX_1`/]!U5hxQ5U5TVR>^>U?\!f�R/[/\>g5YXmeS1_5m;_1�e^>Y1nuh)i v R/U1n7\!]>R>[ v \>wX_1R>[
( b5U1R/nuTzR/^>htc5g1h)ik]>T�b1d�]!R>[ ASCII).

9.4.1.4.1. � 
�� � � � � � 
�
� 	 ����
 � � � �
	�� � � � ��� � � 	���
�� � ��
����� ?
	 Y5_1`>]!U1h�Q5U5TVR>^>U?\!f�R/[/\>g5YXmkj-Q1U5R>�%\!��]�Q5T�c1\>]!`lU1\!f�_1Y5c5g5R/{�R�U1R�S*\ v \!wX_1R/[ . � b1\>c5TVd�]![>TsQ5U5Y1nuTVU1\ ,
Q5U5ToS*Q5R!_1R>WZY1n , c5]!Rk\!b1]!Y5[>g1R�Y1d�Q5R!_1`/f�j$T�]/dom;Y5f�S*\!]!T�_1`/d�b1\�mFd�Y1d�]>TVn7\ TEX Y<Y1nuT�TV]>dom PostScript- Q5U5Y1g5]!T�U . ~kU5Y
b1\�W%S?R/w;{�TVg5T�U1\>}5Y5Y DVI-

v \!w5_?\)Y5f TEX, nuh�g1TynuR>W�T�n�Q5TVc1\!]>\>]!`�TV{�Rlg5T�Q1R/d�U1ToS*d�]![>TVg5g5R , Q1R>b1\�g5TsQ1U5T�R/^>U1\>f�j$TVn
[ PostScript.

* _5m;rV]!R>{VR�Y1d�Q5R!_?`>f�j$TV]>dom;]>\>b1\�m<Q5R/d�_1ToS?R/[/\>]!T�_1`/g5R/d�]!`tb5R-n7\!g$S :

% dvips seaweed-analysis.dvi
% lpr seaweed-analysis.ps

� d�]/\!g5R/[>Y5[ v Y5_1`>]!U<Q5U5TVR>^>U?\!f�R/[/\>g5YXmeS1_5m v \>wX_1R>[ DVI, nuh�nuR!WZTVn�g5Tsb1R>g5[/T�U5]!Y1U5R>[-\!]!` v \>wX_Fb1\!W%S?htwFU1\>f[>U5j$c5g5j$� , [>R/f�_1R>W�Y1[�r�]!j3f�\=S*\>c5jkg1\�d�Y1d�]>TVnuj LPD. qyTVQ5T�U5`lQ5U5Y<b1\�W%S?R-n�Q5R>_1j$c5T�g5Y1Y DVI-
v \>wX_?\tg1\/d�R/]�T�{VR

U1\>d�Q5T�c1\>]!b5Y;R/]=S?T�_5m5T�]l]!R!_?`>b5ReR�S?Y5gFa<\!{ :
% lpr -d seaweed-analysis.dvi

��h�fV\/d�]>\>[>YX_?Y;d�Y1d�]!TVnuj LPD \>[>]!R-n7\!]!Y1c5TVd�b5YFQ5U1T�R>^/U1\!fVR>[/ht[/\!]>` DVI-
v \!wX_ , j-b?\!fV\>[�R>Q1}5Y5� -d. �)d�TsR>Q5}5Y1Y

Q5U5T�R/^>U1\>f�R/[/\!g1YXmlQ1U5ToS*d�]>\![>_1T�g1hx[eU1\>foS?T�_1T��eQ1}5Y5Y v R/U1n7\!]>Y5U5R>[-\!g5Y5mkY<Q5U5TVR>^>U?\!f�R/[/\>g5YXm .
* _5m;b1\�W%S?R/w;Y5fyR>Q5}1Y5wFQ5U1T�R>^/U1\!fVR>[-\!g5YXm , b5R/]!R>U?\�mkS?R>_5WZg1\�Q5R!S5S?TVUXWZY5[/\!]>`/dom;Q1U5Y5g5]!TVU5R/n , jXd�]>\>g5R>[/Y5]!T��"-#��/����B������ � �'�V4!�= >��(1"$2 YFj$b1\!WZY5]!TyT�{�ReQ5R!_?g5R>TsY1n+mF[ v \>wX_1T /etc/printcap.

	 YX_1`/]!UFQ1U5T�R/^>U1\>f�R>[-\!g5Y5m
\!g1\!_1R>{VY5c5T�g3]>T�b1d�]!R>[/R/nuj v YX_1`/]!U5jeS1_5m<Q5U5R/d�]!R>w<g1\>d�]!U5R/w5b5Y;Q5U1Y5g5]!TVU1\ ( d�n . U1\!f�S?T�_� d�]/\!g5R/[>b1\t]>T�b1d�]!R>[/R>{�R v YX_1`/]!U1\ ), g5Rl[/nuTVd�]!R�Q1T�c1\>]!YFR/^>htc5g5R/{�R�]>T�b1d�]>\�R/gFQ5U1T�R>^/U1\!fVj$T�] v \!w5_F[ v R/U1n7\!] ,
b5R>]!R/U5htwFnuR>W�TV]�Q5R/gXm5]!`lQ5U5Y5g1]!T�U .
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9.4.1.4.2. � 
 ����� � �
	�� � � � ��� � � 	 � 
�� �	��
����� � 	�� � � � � � � � 
� 
� 	 ����
 � � ?
� d�]/\!g1\>[!_1Y5[-\!]!`�g1\=S?Re]!T v YX_1`>]>U5h�Q5U5TVR>^/U1\!fVR>[/\>g5YXm , b5R/]!R>U5htTsQ5U5T�S?Q5R!_*\!{V\>T�]>d�m;Y1d�Q5R>_1`>fVR>[-\!]!` . +sdo_1Y<[>h
c1\>d�]!R�Q5TVc1\!]/\!T�]>T v \>wX_1h DVI, f�g1\>c5Y5] , v YX_1`>]>UFQ5U5TVR>^/U1\!fVR>[/\>g5YXm DVI g5T�R/^!iXR�S?Y?n . +zdo_1Y%[/\/nKc1\>d�]!R
Q5U5YXiXR�S*Y5]>dom<Q5T�c1\>]>\!]>`�U5TVf�j-_1`>]/\!]!h�U?\!^>R/]!h troff, nuR!WZTV]eQ5R/]!U5TV^>R>[-\!]!`-dom v YX_1`/]!U troff.

��d�_1ToS*j-�e�FTVwF]>\>^!_1Y5}1TzQ5U5T�S*d�]/\![!_?T�g5h v Y5_1`>]!U1h , dzb1R>]!R/U5h�nuYFU1\>^>R/]>\!TV]�d�Y1d�]!TVn7\ LPD, YXiFd�R>R/]![>TV]>d�]![/j$���FY1T
iX\>U1\!b1]!T�U5Y?d�]!Y5b1Y3S1_5m v \!wX_?\ /etc/printcap, \�]>\!bXWZT)d�Q5R-d�R/^�YXi;[>htfVR>[-\)[eb5R-n7\!g$S*T lpr:

� �R �Y=:D�� = �
=:AL=:F @1J?A�M>1@ �F = /etc/printcap � R � EP lpr
cifplot cf -c

DVI df -d

plot gf -g

ditroff nf -n

qsTVb1d�]lg1\�m5f�htb5T FORTRAN rf -f

troff tf -f

U1\>d�]!U5R>[/R>T�Y1f�R>^/U1\�WZTVg5Y5T vf -v

R>^>htc1g5htw;]!TVb1d�] if g5Y5b1\>b5R>w , -p YX_1Y -l
� g?\!aFT�n�Q5U5Y?nuT�U5TyY1d�Q1R!_1`/f�R>[-\!g5Y1T lpr -d R/f�g1\>c1\!TV] , c5]>R�S1_1mFQ5U5Y5g1]!T�U1\�S?R>_5WZg1\�^/ht]!`�f�\=S*\>g1\
iX\>U1\!b1]!T�U5Y?d�]!Y5b?\ df [efV\!Q1Y1d�Y;[ v \!w5_1T /etc/printcap.

�sR/Q5U5TVb5YFnug5TVg5Y5��nug5R>{VYXi ,
v R>U?n7\!]!hx[/U5R�S?Ts]!T�b?d�]>\eg1\�m5f�htb5T FORTRAN Y plot, [>TVU5R!m5]>g5R , jXd�]>\!U5T�_1Y .

� d�TV^!m
g1\�n7\>aFY5g5Ty[>h�nuR>WZT�]!TzS*\!]>`�g5R/[>htTzfVg1\!c1T�g5YXm;rV]!Y1n YX_1Y;_?��^>h�nKS?U5j${�Y1n�R>Q5}5Y5m1n v R>U1n7\>]!Y5U5R/[/\>g5YXm ,
j$d�]>\!g1R>[>Y1[�d�R/R>]![/T�]>d�]![>j$���<Y5Tsd�Q5T�}1Y1\�_1Y1f�Y5U5R/[/\>g5g5htT v YX_?`>]!U5h . �3\!Q5U5Y?n+TVU , Q1j$d�]!`�g1T�R>^>iXR�S?Y1nuR�g1\!Q5U5m1nuj-�
Q5T�c1\>]>\!]>` v \!w5_1h Printerleaf (

v \>wX_1hxg1\/d�]!R>_1`>g5R/w;Y5f�S*\!]!T�_1`/d�b5R>w<d�Y1d�]!TVnuh Interleaf), g5Rl[>R>R/^>�<T7[>hxg5T
d�R>^/Y5U1\>T�]!T�d�`�Q5TVc1\!]/\!]!` v \!wX_1hx]>Y5Q1\ plot. ��R!WZg5Rej$d�]>\!g1R>[>Y1]!` v YX_?`>]!U;Q1U5T�R/^>U1\>f�R>[-\!g5Y5m Printerleaf [
b1\!c5T�d�]![/TzfVg1\!c5TVg5YXm3i5\!U?\!b5]!TVU5Y1d�]!Y5b5Y gf YFg1\>j$c5Y5]!`ld�[>R/YXi3Q5R!_?`>f�R/[/\>]!T�_1TVw , c5]!Rlb5R/n7\>g$S*\ lpr -g R/f�g1\>c1\!TV]
” Q1T�c1\>]>\!]!` v \!wX_?h Printerleaf”.

9.4.1.4.3. � � � 
� �	��� 
 � �
	�� � ���	� ��� � � 	 � 
�� �	��
�����
~kR/d�b1R!_1`/b5j v YX_?`>]!U5h�Q5U5T�R/^>U1\>f�R/[/\!g1YXmeQ5U1ToS*d�]>\![>_5m5��]ld�R>^/R>w3Q5U1R>{�U?\>n7nuh , g5Ty[!iXR�S?m5�FY5T�[e^/\>f�R>[/j$�xQ5R/d�]>\![/b5j
FreeBSD, YXi , [>Y$S?Y?nuR , g1\�S?R�Q5R-nuT��%\!]!`e[�b1\>]>\�_1R/{�T /usr/local. ~kR>Q5j-_5m5U1g5R>TznuT�d�]!R/g1\�iXR>W<S*T�g5Y5T - b1\!]>\!_1R>{
/usr/local/libexec, Q5R/d�b5R!_?`>b5jkr�]>Y v YX_1`/]!U5h m5[!_1m5��]>d�m<d�Q5TV}5Y1\!_1Y5f�Y1U5R>[-\!g5g5h�nuYFQ5U5R>{VU1\>n7n7\/nuY3S1_1m
[>htQ5R>_1g5T�g1YXmFd�Y1d�]!TVnuR/w LPD; R>^/htc5g5h�nKQ5R>_1`>fVR>[-\!]!T�_5m1nPg5Y5b5R/{oS*\�g5TsQ1R>g1\�S?R>^/Y5]>dom;Y5ik[/htQ5R!_?gXm5]!` .
* _5m;[>bX_?��c5TVg5YXm v YX_?`>]!U1\�Q5U5TVR>^>U?\!f�R/[/\>g5YXm , j$b1\�WZY5]!TyT�{VR�Q5R>_1g5R/TzY1n+mF[eb1\!c5T�d�]![/TzfVg1\!c5TVg5YXm
d�R>R/]![>TV]>d�]>[>j$���<T�w3i5\!U?\!b5]!TVU5Y1d�]!Y5b5Y;S1_5mFQ5U1Y5g5]!TVU1\�[ v \!wX_?T /etc/printcap.

� b?\!c5T�d�]![/TzQ5U5Y?nuT�U1\ , S*\>[/\!w1]!T7S?R/^/\>[>Y1n v YX_1`/]!UFQ1U5T�R/^>U1\>f�R>[-\!g5Y5m DVI [�f�\!Q5Y?d�`tS?_5mFQ5U5Y1g5]!T�U?\ bamboo. �yR/]
R>QXm5]!`eQ5U5Y1nuTVU v \>wX_?\ /etc/printcap, dzg1R>[>R/w3i5\!U1\>b5]!TVU5Y1d�]>Y5b5R>w df S1_1m;Q5U5Y5g5]>T�U1\ bamboo.

#
# /etc/printcap ����������	�
�� rose - ���� �������
���� ����
 � df ����� bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:
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bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

	 Y5_1`>]!U DVI - d�b5U5Y5Q5]lb5R-n7\!g$S?g1R>{�R�Y5g5]!TVU5Q5U5TV]>\!]!R/U1\lQ5R�Y?nuT�g5Y /usr/local/libexec/psdf. �yR>]�TV{�Re]!T�b1d�] :
#!/bin/sh
#
# psdf - �������
 � ����� 
�
������ , ������������ ��� � ����� DVI � PostScript
# ��	�
���
��������
 � /usr/local/libexec/psdf
#
#  ��� � ��� ��
�	 � 	���	�
�������� lpd ����� ����������
���
�� � ����������������
�������� ��� ����
���� lpr -d
#
exec /usr/local/bin/dvips -f | /usr/local/libexec/lprps "$@"

� ]!Red�b5U5Y5Q5]l[>htQ1R!_1gXm5TV]�b5R-n7\!g$S?j dvips [eU5T�WZY1nuT v YX_1`/]!U5R>[-\!g5Y5m ( \!U1{�jXnuT�g5] -f) [!iXR�S?g1R>{�R�Q5R>]!R/b1\ ,
Q5U5ToS�d�]>\>[!_5m5�e�FT�{VRed�R>^>R/w3fV\�S*\!g5Y1T7S1_5m<Q5T�c1\>]!Y . �µ\!]!T�n�fV\>Q5jXd�b1\>T�]>d�m v Y5_1`>]!U PostScript- Q5U5Y5g5]>T�U1\ lprps ( dVn .
U1\!f�S?T�_<~kU1Y5TVn�f�\=S*\>g5Y5wFdsR>^/htc5g5h�nK]!TVb1d�]>R/n�g1\ PostScript- Q5U5Y5g5]>T�U5h ) dy\!U5{VjXnuT�g5]>\/nuY , Q5TVU5ToS*\>g5g5h�nuY
d�Y1d�]!TVnuR/w LPD rV]!R/nuj3d�b1U5Y5Q5]!j .

| R/n7\!gXS*\ lprps ^/j>S*T�]�Y1d�Q5R!_?`>f�R/[/\>]!`�r�]>Y<\!U1{�jXnuT�g5]>h S1_5mFj$c5TV]>\
U1\>d�Q5T�c1\>]>\!g1g5h)i;d�]!U1\>g5Y5} .

9.4.1.4.4. � � ��� 	���� � � 	�� � ��� � � ��� � � � � �
	�� � � � � ��� � � 	 � 
�� �	��
�����
~kR/d�b1R!_1`/b5jeg1T�] v Y1b1d�Y5U1R>[/\>g5g5R/{�Rtg1\>^>R>U?\ta<\>{�R>[tS1_5mFjXd�]/\!g5R/[>b5Y v Y5_1`>]!U1R>[�Q1U5T�R/^>U1\>f�R>[-\!g5Y5m , mFQ5U1R/d�]>R
Q5U5ToS�d�]>\>[!_1��S?R>Q5R>_1g5Y5]>T�_1`/g5htTsQ1U5Y1nuT�U1h . (3d�Q1R!_1`/f�j$w5]!TsYXi3[�b1\>c5TVd�]![>TyU5j$b5R>[/R�S*d�]![/\)Q5U1Y<d�R/foS*\>g5Y5Y
d�R>^-d�]![/T�g5g1h)i v YX_?`>]!U5R/[ . (3d�Q5R!_?`>f�j$w5]>T�YXi;g5TVQ5R/d�U5ToS*d�]![>TVg5g5R , TVdo_?Y;g5j-WZg5R .
'z_1ToS?j$�e�FY5w<Q5U5Y1nuTVU v YX_1`/]!U1\�Q5U5T�R/^>U1\>f�j$T�]�U1\>d�]!U5R>[/htw v \!w5_ ( ]>R>c5g5TVT , GIF-

v \!wX_ ) S1_5mFQ1T�c1\>]!YFg1\�Q5U5Y5g1]!T�U5T
Hewlett Packard LaserJet III-Si:

#!/bin/sh
#
# hpvf - ����� ���������������
� GIF- ��� � � � � HP/PCL ��
�� ��������
���
��
# ��	�
���
��������
 � /usr/local/libexec/hpvf

PATH=/usr/X11R6/bin:$PATH; export PATH
giftopnm | ppmtopgm | pgmtopbm | pbmtolj -resolution 300 \

&& exit 0 \
|| exit 2

�eg;U1\!^/R>]>\>T�]�Q1j-]>TVn�Q5U1T�R>^/U1\!fVR>[-\!g5YXm GIF-
v \>wX_?\t[lQ5T�U1T�g5R-d�Y1nuhtw v R/U1n7\!] anymap, T�{VR - [�Q5TVU5T�g5R-d�Y1nuhtwv R>U1n7\>] graymap, fV\!]>TVn - [eQ1T�U5TVg5R/d�Y1nuhtw bitmap, \ej/WZTsT�{�R - [�S*\!g1g5htT , Q1R�S1iXR�S?m5�FY5T�S1_5m LaserJet/PCL.

�sR/] v \!w5_ /etc/printcap dsfV\>Q5Y1d�`>�xS?_5mFQ5U5Y1g5]!T�U?\ , [lb5R>]!R/U5R>wFY1d�Q5R>_1`>fVj$T�]>d�m;Q5U5ToS�d�]>\>[!_1TVg5g5htw;[/htaFTv YX_1`>]>U :

#
# /etc/printcap ����������	�
�� orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\
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:lp=/dev/lpt0:sh:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:

'z_1ToS?j$�e�FY5w%d�b5U5Y1Q5]�m5[>_5m5T�]>d�m v YX_1`/]!U5R-nKQ5U5T�R/^>U1\>f�R/[/\!g1YXm�S?_5mFQ5TVc1\!]!Y;S*\!g1g5h)i troff, Q5R>_1j$c1\!T�nuh)ilY5f
d�Y1d�]!TVnuh�g?\!^>R/U1\ groff, g1\ PostScript- Q5U5Y5g5]>T�U5T bamboo:

#!/bin/sh
#
# pstf - ����� �������������
 ����������� ������� groff ����
�
 ��� troff � PS � ��������
�����
 .
# ��	�
���
��������
 � /usr/local/libexec/pstf
#
exec grops | /usr/local/libexec/lprps "$@"

~kU5ToS*d�]>\![>_1T�g1g5htw3[>hta<Tsd�b1U5Y5Q5]ld�g5R/[/\tY1d�Q5R!_?`>f�j$TV]tb5R/n7\>g$S?j lprps S?_5mF[>f�\!Y1nuR!S?T�w?d�]![/YXm;d�Q5U5Y1g5]!T�U1R/n . +sdo_1Y
Q5U5Y5g5]>T�UFQ1R�S?bX_?��c5TVg<b;Q?\!U1\!_5_1T�_?`>g5R-nujlQ1R>U5]!j , Q1U5Y$S?TV]>dom%Y1d�Q5R>_1`>fVR>[-\!]!`�d�_1ToS?j$���<Y5w<d�b5U5Y5Q1] :
#!/bin/sh
#
# pstf - ����� �������������
 ����������� ������� groff ����
�
 ��� troff � PS � ��������
�����
 .
# ��	�
���
��������
 � /usr/local/libexec/pstf
#
exec grops

�sR/]�YF[-d�T . �yR>]�b?\!b5j$��f�\!Q5Y?d�`�g?\=S?R�S?R>^-\![>Y1]!`�[ v \>wX_ /etc/printcap, c5]!R>^/h�[>b5_1��c5Y1]!`erV]!R>] v YX_1`/]!U :

:tf=/usr/local/libexec/pstf:

�sR/]�Q5U5Y?nuT�U , b5R>]!R/U5htwFQ1U5Y5{�R!S?Y5]>d�m<d�]/\!U5h�n�d�Q5T�}1Y1\�_1Y?d�]>\/n�Q5R�m5fVhtb5j FORTRAN.
� ]!R v YX_1`/]!U3S1_1mFQ5T�c?\!]!Y

]!T�b1d�]>\eQ5U5R>{VU1\>n7nuh�g1\tm5fVhtb5T FORTRAN g1\t_1�e^>R-nKQ5U5Y5g5]>T�U5T , b5R/]!R>U1htwFnuR!WZT�]lg5TVQ5R/d�U5ToS*d�]![>TVg5g5R�Q1T�c1\>]>\!]!`
R>^>htc1g5htw;]!TVb1d�] . ��h�jXd�]/\!g5R/[>Y1nKTV{�RtS?_5mFQ5U5Y1g5]!T�U?\ teak:

#!/bin/sh
#
# hprf - �������
 � 
�����	�
���
�� ��� ���� FORTRAN ����� LaserJet 3si:
# ��	�
���
��������
 � /usr/local/libexec/hprf
#

printf "\033&k2G" && fpr && printf "\033&l0H" &&
exit 0

exit 2

�3\=S?R)S*R>^/\>[>Y5]>`�do_1T�S?j$���<j-� d�]>U5R>b5j3bFfV\!Q1Y1d�Y<[ v \!w5_1T /etc/printcap S1_5mFQ1U5Y5g5]!TVU1\ teak, c5]!R/^>h
[>bX_1�ec5Y5]!`lr�]>R>] v Y5_1`>]!U :

:rf=/usr/local/libexec/hprf:

~kT�U5TVw$S?TVnKb<Q5R/d�_1ToS*g5TVnuj , ^/R!_1TVTzdo_?R!WZg5R/nujkQ5U1Y1nuT�U5j . ��h S?R>^-\![/Y1n v YX_1`>]>U DVI S1_5mFj-WZT
Y1d�Q5R>_1`>fVR>[-\![>a<T�{VR/domlQ5U5Y5g1]!T�U1\ LaserJet Q5RlY1nuT�g1Y teak. 'sg?\!c1\!_?\tQ5U5R-d�]>\!mFc1\/d�]!` : Y5f�nuT�g5Y1]!` v \>wX_
/etc/printcap, j$b1\!f�\![�nuT�d�]!R/g1\�iXR>W<S*T�g5Y5T v YX_1`/]!U1\ DVI:

:df=/usr/local/libexec/hpdf:
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�]!TVQ5T�U1` - c1\>d�]!`�Q1R/do_?R!WZg5T�T : d�R>f�S*\!]!` v YX_1`/]!U .
* _5mFrV]!R>{VR�g1\/nKQ5R>g?\=S?R/^>Y5]>d�m;Q5U5R/{�U1\/n7n7\�Q5U5TVR>^/U1\!fVR>[/\>g5YXm

DVI [ LaserJet/PCL. �3\!^/R>U3Q5R/U5]!R/[ FreeBSD ( dVn . �3\!^/R>UkQ5R/U5]!R>[ ) d�R�S?TVUXWZY5]�R!S?g5j : d�R>R/]![>TV]>d�]>[>j$���<Y5wFQ1\>b5T�]
g1\!fVht[/\!TV]>dom dvi2xx.

� d�]>\>g5R>[/b1\tr�]>R>{�ReQ1\!b1T�]>\�S*\!TV]�g1\/n�g5T�R/^!iXR�S*Y1nuj$��Q5U5R/{�U1\/n7nuj , dvilj2p, b5R>]>R>U1\!m
Q5U5T�R/^>U1\>f�j$T�] DVI [lb5R�S*h , Q5R�S?i$R!S1m5�FY1TuS1_5m LaserJet IIp, LaserJet III Y LaserJet 2000.| R/n7\!gXS*\ dvilj2p ]!U5TV^>j$T�]ld�R>f�S*\!g1YXmlS?R/d�]>\!]!R/c5g5Rldo_1R>W�g1R>{�R v YX_1`/]!U1\ hpdf, Q5R/d�b5R!_1`/b5jlR>g1\�g5TynuR>WZT�]
c5Y5]>\>]!`ld�]>\!gXS*\!U5]>g5htwF[>i$R!S?g5R/w3Q5R>]!R/b . �eg?\)iXR>c5TV]�U1\>^>R>]/\!]!`�dsY1nuTVg5TVn v \>wX_?\ . �k]!R�TV�FT�iXj-WZT , Y1n+m v \!w5_?\
S?R!_5WZg5RefV\>[>T�U1a<\!]>`/dom3U1\/d�a<Y5U5T�g1Y5TVn .dvi, ]>\>bFc5]>ReY1d�Q5R!_?`>f�R/[/\>g5Y5Tzd�]>\!g$S�\!U5]!g1R>{�Re[!iXR�S*g5R>{VRtQ5R>]!R/b1\
/dev/fd/0 ]!R>WZTsQ5U1R>^!_?TVn7\!]>Y5c5g5R . ��h�nuR>W�T�nKR>^/R>w5]!Y;rV]!j3Q5U5R/^!_1T�nuj , d�R/foS*\>[ ( d�Y1nu[>R>_1Y5c5T�d�b5j$� ) d�[!m5f�` ( d
Y1nuT�g5T�n , f�\![>TVU5a<\>���<Y1n7dom;d�j v3v Y5b?d�R/n .dvi) d�jXd�]>U5R>w1d�]![>R-n /dev/fd/0, ]!T�n�d�\/nuh�n , fV\/d�]>\>[>Y5[�b1R/n7\!gXS?j
dvilj2p c5Y1]>\!]!`lY5f)d�]>\>g$S*\>U5]!g5R/{�R�[>iXR�S?g5R/{�R�Q1R>]!R/b1\ .
+uS?Y5g1d�]![>TVg5g1\!mFR/d�]>\![/a<\�m1d�m3Q5U5R>^>_1TVn7\�d�R/d�]!R>Y1]�[�]>R/n , c1]!Rlnuh�g5TynuR>W�T�n�d�R/foS*\>[/\>]!`t[>U5T�nuT�g5g1j-� d�[>m5f�`e[
b1\!]>\!_1R>{VT /tmp. 'sY1nu[/R!_1`/g5htTsd�[!m5f�YFQ5U5Y5g1\�S1_1T�WZ\>]�Q5R>_1`>fVR>[-\!]!T�_1��YF{VU5j$Q5Q5T bin.

	 YX_1`/]!U;WZTyU1\!^/R>]>\>T�]�R/]
Y1nuT�g5Y<Q5R!_?`>f�R/[/\>]!T�_5m daemon. 
�j3b1\!]>\!_1R>{�\ /tmp jXd�]/\!g5R/[!_1TVg sticky bit.

	 Y5_1`>]!U%d�nuR>W�TV]ed�R>foS�\!]!`ld�[!m5fV` , g5R
g5TydVnuR!WZT�]eQ5R>c1Y1d�]!Y1]!`ef�\�d�R>^>R/w3YFj/S*\!_1Y5]!`eT�T , Q5R/d�b5R!_?`>b5jkd�[>m5f�`�^/j>S*T�]�Q5U1Y5g1\=S?_1T�W \!]>`�S?U1j-{VR/nuj
Q5R!_1`/f�R/[/\!]>T�_1� .

�ynuT�d�]!Rer�]!R/{�R , v YX_1`/]!UF^/j>S*T�]�d�R>foS�\![/\>]!`�d�Y1nu[>R>_1Y5c5T�d�b5j$��d�[!m5f�`e[�]!TVb5j$�FT�n�U1\!^/R>c5T�nKb1\!]/\�_1R/{�T , b5R>]!R/U5h�n
m5[!_5m5TV]>dom;b1\>]>\�_?R>{sd�Q5j-_1Y5g5{�\ ( fV\�S*\![-\!TVnuhtwki5\>U1\!b5]>T�U5Y1d�]!Y5b5R/w sd [ v \!wX_1T /etc/printcap).

� ]!RlR>]�_1Y1c5g5R>T
nuTVd�]>R�S1_1mF[>htQ5R>_1g5TVg5YXm v YX_1`/]!U1\/nuYFd�[/R>YXilS?TVw1d�]![/Y5w , R/d�R/^>TVg5g5RtQ5R/]!R/nuj , c5]>R ( Y5g5R>{�S*\ ) [�b?\!]>\!_1R>{VTsd�Q1j/_?Y5g5{V\
nuTVd�]/\�^/R!_1`/aFT , c1TVn�[ /tmp.

�sR/] , g1\>b5R>g1T�} , Y%d�\>n v Y5_1`>]!U :

#!/bin/sh
#
# hpdf - ��������
� ����
 
 ��� DVI 
�� � ����
�
������ HP/PCL
# ��	�
���
��������
 � /usr/local/libexec/hpdf

PATH=/usr/local/bin:$PATH; export PATH

#
# ������������������������
���� � � �� � ����������
 ��� � ��� ����
�
 �� ��� ����� � . ��
 � 	�� ����	�
 ��� � 

# � 
������ ����� ����
������ � � - ������
�������� � 	���� � � 
�� � ���� � ����
�
������ .
#
cleanup() {

rm -f hpdf$$.dvi
}

#
# ������������������������
���� � � �� � ������� � 
 � � ��� ��
�������	 � �� ������� ��� : 
�� ��������
�� 
� ��������
 
����
# 	�� �� ����
 ��� � ��� ��
�� 	 ��� ��� � 2.

� � � ������� ��� 2 	�� �� ��� ��
 	���	�
������ LPD, � 
�� 
��
# 
������ ��� ��
����
�� ����
���
��	 � ������� 
���
� ��������
 ��� .
#
fatal() {

echo "$@" 1>&2
cleanup
exit 2

}

#
# ��	 � � ��� ����� ������
������ ������������
 ��� ����
 ��� , 	 ��	�
������ LPD ������� 
 ����	 �����
� 	�����
���� SIGINT,
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# ��� � 
�� ��� ������� ������
�� ��� ��� SIGINT ( � ������� � ���� �� 	�����
�������� ), � 
��� � ��� ����
� ��� 	��� ��� .
#
trap cleanup 1 2 15

#
# � ������
 
�������� � , � 
�� 
�� ��� 
 �� ��� 
����� 	 	�� ����	�
 ��� � ��� � � ������������� .
#
cleanup

#
# ������ ����� ��� ����� �
���� ������� DVI 	�� 	�
 ��
 ������
 
 � � ����� �
 � � ����
������ � ( ��� ����� ������� ��������
�� ).
#
ln -s /dev/fd/0 hpdf$$.dvi || fatal "Cannot symlink /dev/fd/0"

#
# ��������
 ����� LF = CR+LF
#
printf "\033&k2G" || fatal "Cannot initialize printer"

#
# �������� ��������� � � ��������
������ . ��
�������
 ��� , ������� ��� ��� ������� ������������� ����� dvilj2p, 
�� 
���������
�� ,
# 
�������
�� ��� ���� ����
������ ������� .
#
dvilj2p -M1 -q -e- dfhp$$.dvi

#
# ������������� ��� 	������� � ��������� ��� � � ����� � 
�
#
cleanup
exit 0

9.4.1.4.5.
� � � ��� 
 � ���� � � ��
� � �	� � � � � 	���
�� �	��
����� : 
 	�� � � � �
 � ����
 � �
	�� � ��
 � ��� � � 	 � 
�� �	��
�����

�yd�TzrV]!Y v YX_?`>]!U5h�Q5U5T�R/^>U1\>f�R/[/\!g1YXmknug1R>{�R/T7S*\>��]�S1_5m<d�U5ToS?h�Q5T�c1\>]!Y , g5Rl]!U5TV^>j$��]eR>]eQ5R!_1`/f�R/[/\!]>T�_5m
j-b?\!f�ht[-\!]!` ( [eb5R/n7\>g$S?g5R/wFd�]!U1R>b5T lpr(1)), b1\>b5R>w;Y?nuT�g5g5R v YX_1`/]!U;Y1d�Q5R!_?`>f�R/[/\>]!` . +zd�_1Y<Q1R!_1`/f�R>[-\!]!T�_1Y3g5T
R/d�R/^>TVg5g5RtU1\>f�^>Y1U1\!�e]>dom;[lb5R/nuQ1`>��]>T�U1\!i , g5T�R/^!iXR�S?Y?nuR/d�]>`�j$b1\!fVht[/\!]!`�R>Q5}5Y1� v YX_1`/]!U1\�^>j/S?T�]eYXi;U1\>foS?U1\!W \!]!` .
�k]!R�TV�FT�iXj-WZT , R�S?g1\>b5R , Q5U1YFg5TVQ5U1\![/YX_1`/g5R/nKj$b1\>fV\!g1Y5Y;R>Q1}5Y5Y v YX_?`>]!U5R/[/\>g5YXmFnuR!WZTV]�^>ht]>`�Q5U5Y?nuT�g5TVgv YX_1`>]>U , g5T)d�R/R>]![/T�]>d�]![>j$���<Y5w;]!Y1Q5j v \!wX_*\ , Y;Q5U1Y5g5]!TVU<Y1d�Q5R>U1]!Y5]lg5TVd�b5R!_1`/b5R�d�R>]!TVg<d�]>U1\!g5Y1}F^>jXn7\>{�Y .

�ynuT�d�]!RejXd�]>\>g5R>[/b5Y v YX_1`/]!U5R/[�Q5U5TVR>^/U1\!fVR>[/\>g5YXm , nuR!WZg5ReQ5R>Q1ht]>\!]!`-dom;fV\/d�]>\>[>Y5]>`�]!TVb1d�]!R/[>htw v YX_1`>]>U
( Q5R-d�b5R>_1`>b1jeR/g;Q5U5Y1nuTVgXm5T�]/dom<Q1R�jXnuR!_1c?\!g5Y5� ) R/Q5U5T�S?T�_5m5]>`e]!Y1Q v \!w5_?\ , b5R/]!R>U1htw;T�{VR�Q5R/Q5U5R/d�YX_1Y<g1\!Q5TVc1\!]/\!]!` ,
YFfV\>]!TVn�\>[>]!R-n7\!]!Y1c5TVd�b5YF[/htf�ht[/\>]!`�d�R>R>]>[>T�]/d�]![/j-�e�FY5w v YX_1`>]>UFQ5U5TVR>^/U1\!fVR>[/\>g5YXm . � r�]!R-n�nuR>{Vj-]eQ5R/nuR/c5`
j-]>YX_1Y5]!h�[>U5R!S?T file.

| R/g5T�c5g1R , ^/j>S*T�]�d�_1R!WZg5ReU1\!f�_1Y5c1\>]!` (*��./���%�¤�*6�� ]!Y1Q5h v \!w5_1R>[ — Y , b5R/g5c5TVg5R�WZT ,
nuR!WZg5R�f�\=S*\>[/\>]!` v YX_1`/]!U5hxQ5U1T�R>^/U1\!fVR>[-\!g5YXm3]!R>_1`>b1RtS1_5m;g1YXi .

� g?\!^>R/U5TzQ1R>U5]!R/[ FreeBSD TVd�]!`e]>T�b1d�]!R>[/htw v YX_1`/]!U , [/htQ5R!_1g5m5���FY1wF\![/]!R/n7\>]!Y5c5T�d�b5R/TzQ5U5TVR>^/U1\!fVR>[/\>g5Y5T ; r�]!R
apsfilter. �eg<nuR!WZT�]e[>h)m5[!_1m5]!`�R/^>htc5g5htwF]!T�b1d�] , PostScript Y v \!w5_1h DVI, [>htQ5R>_1gXm5]!`ld�R/R>]![/T�]>d�]![>j$���<Y5T
Q5U5T�R/^>U1\>f�R/[/\!g1YXmlY<Q5T�c?\!]>\>]!`�U5TVf�j-_1`/]>\!] .
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9.4.1.5. � � �BCLQ�K�� J � 
���5@BA��
'sY1d�]!T�n7\ed�Q5j-_1Y5g5{�\ LPD Q1R�S5S?TVUXWZY5[/\>T�]�TV�FTsR�S?Y5g<]!Y5Q v YX_1`/]!U5R>[ , b5R>]>R>U5htwFnuh�T��FTyg5TyU1\>dVd�n7\>]!U5Y5[-\�_1Y :
[>h)iXR�S?g1htT v YX_1`/]!U5h . �yh)iXR�S*g5R>w v YX_?`>]!U<Q5U5ToS*g1\!fVg1\!c5TVg;]!R>_1`>b5R�S1_5mFQ5TVc1\!]>YFR>^/htc5g5R/{�R�]!TVb1d�]/\ , b?\!b
]!T�b1d�]!R>[/htw v YX_1`/]!U , g5Redynug5R!WZT�d�]![/R/nKj$Q5U5R/�FT�g1Y5w . +zd�_1YF[/hxY1d�Q1R!_1`/f�j$T�]!Ts[>h)iXR�S*g5R>w v YX_?`>]!U , \�]!TVb1d�]>R>[>htwv YX_1`>]>U;g5TyfV\=S�\!g , ]>R :
• 'sY1d�]!TVn7\ LPD f�\!Q5jXd�b?\!T�]t[/h)iXR�S?g5R/w v YX_1`/]!U;R!S?Y5gFU?\!f7S?_5mF[/d�T�{VR�fV\�S*\!g1YXm , \�g1T7S1_5m<b1\�W%S?R/{�R v \>wX_?\
f�\=S*\>g5YXm .

• 'sY1d�]!TVn7\ LPD g5TsQ5ht]>\>T�]>d�mFR>Q5U1ToS?T�_1Y5]!`lg1\!c?\�_1ReYX_1YFb1R>g5TV} v \!wX_?R>[�[efV\=S�\!g5Y5Y3S1_5mF[/h)i$R!S?g5R/{�R v YX_?`>]!U1\ .
• 'sY1d�]!TVn7\ LPD g5TsQ5T�U1ToS*\>T�]�[/h)iXR�S?g5R-nuj v Y5_1`>]!U1j3Y1n+mFQ5R>_1`>fVR>[/\>]!T�_1mkY5_1Y;iXR/d�]>\ , ]>\!b<c5]!R�rV]!R>] v YX_1`/]!U;g5T
Q5U1ToS?g1\>f�g1\>c5T�g3S1_5mFj$c5TV]>\�Y1d�Q5R!_?`>f�R/[/\>g5YXm3Q5U5Y5g1]!T�U1\ . 	 \!b1]!Y5c5T�d�b5Y , R>g;Q5R>_1j$c1\!TV]�[-d�T�{VR)S?[-\�\!U1{�jXnuT�g5]/\ :
� �� - � ������
 ��� -w ���/������� -l 
�����	�

�'S?T ���/�����	�Z^>T�U1T�]>d�mFY5f�i5\>U1\!b5]>T�U5Y1d�]!Y5b5Y pw, \ 
 ����	� - Y5fsiX\>U1\!b1]!T�U5Y?d�]!Y5b1Y pl S1_1m<d�R/R>]![/T�]>d�]![>j$���<T�{VR
Q5U1Y5g5]!TVU1\ .

�kTsd�R/^!_?\>f�gXm5w1]!TVd�`�Q5U5R-d�]!R/]!R>w<[>h)iXR�S?g1R>{�R v Y5_1`>]!U?\ . +zd�_1YF[/hxiXR>]!Y1]!T , c5]>R>^>h�b1\�W%S?htw v \>wX_<[efV\�S*\!g5Y1Y
g1\!c5Y1g1\�_;Q5TVc1\!]/\!]!`-dom;d7g5R/[>R>w3d�]!U1\!g1Y5}5h , [>h)iXR!S?g5R>w v YX_?`>]!U (*�7B1� �;��� ��� . (3d�Q1R!_1`/f�j$w5]!T7]!TVb1d�]>R>[>htw v Y5_1`>]!U
( ]>\>bXWZTzY5fV[>T�d�]!g5htw<b1\!b<[!iXR�S*g5R>w ); dVn . U1\!f�S?T�_ � d�]>\!g1R>[>b?\t]!T�b?d�]!R/[>R>{VR v YX_?`>]!U1\ . ;yR!_1TVTz]!R/{�R , [>h)iXR�S?g1R>wv YX_1`>]>U ,

v \!b1]!Y5c5T�d�b5Y , -
� ��#����y�¤#*� � (1670

, Q5R/d�b5R!_?`>b5jlR>gkS*R!_5WZT�g<Q5U5R/[>T�U5m5]!`�Q5R-d�h)_?\>TVnuhtw;T�nuj3Q5R>]!R/b;^/\>w5]!R/[
[�Q5R/Y1d�b1\!i;d�Q5TV}5Y1\�_?`>g5h)i;d�Y?nu[>R!_?R>[ - v _?\>{�R>[)Y;Q1R/d�h)_*\!]!`ld�T�^/Tsd�Y5{�g1\!_1hxR>]eY1nuT�g1Y%d�Y1d�]!T�nuh LPD.

��S?g1\!b1R�[>h)iXR�S*g5R>w v Y5_1`>]!U (?��� � �?����" � , T�do_1Y;g?\=S?Re[>hyS*\>[/\!]>`�g1\!c?\�_1`/g5htTsd�]!U1\!g1Y5}5h�Y<]!U5T�^/j-TV]>dom;Q1R/d�h)_*\!]!`
j-Q1U1\![>_5m5���<Y5TzQ5R-do_1T�S?R>[-\!]!T�_1`>g1R/d�]>Y3YX_1Y3S*U5j${�Y5Tyd�]!U5R/b5YFY1g5Y5}5Y1\!_1Y5f�\!}5Y5Y , c5]!R/^>h�nuR!WZg5Rl^>h)_?R�g1\>Q5T�c1\>]>\!]>`
g1\!c1\!_1`>g1j-� d�]!U?\!g5Y5}1j . ( �kR�R/g (*��B1� �;��� ��� , T�do_1YFg5T�R/^!iXR�S?Y?nuR�j$c5Y5]!ht[-\!]!`eg1\!c?\�_1`/g5htTzd�]!U?\!g5Y5}1h S1_5m
Q5R!_1`/f�R/[/\!]>T�_5m , Q5R-d�b5R>_1`>b5j3d�Y1d�]!T�n7\ LPD g1TsQ5TVU5ToS�\!T�]e[>h)iXR�S*g5R/nuj v YX_1`/]!U5j3g5Y5b?\!b5R/w;Y5g v R/U1n7\!}5Y1Y;R
Q5R!_1`/f�R/[/\!]>T�_1T�Y5_1Y;iXR/d�]!T .)
�3\�R�S*g5R/nKQ5U1Y5g5]!TVU5Tyd�Y1d�]>TVn7\ LPD Q5R>fV[>R>_5m5T�]�d�R>[-nuTVd�]>g5Redz[>h)iXR�S?g1h�nKY1d�Q5R>_1`>fVR>[-\!]!`�]>T�b1d�]!R>[/htw;YX_1YFS?U5j${�Y1Tv YX_1`>]>U5h . � ]>\>b5YXi;do_1j$c1\!mXi , d�Y1d�]!TVn7\ LPD ^/j>S*T�]�f�\!Q5jXd�b?\!]!`e[>h)iXR�S?g1R>w v YX_1`/]!UF]>R!_1`/b5RtS1_1mFQ5T�c?\!]!Y
g1\!c1\!_1`>g1R>w;d�]>U1\!g5Y1}5h ( d�n . U1\>foS?T�_%�3\>c1\�_1`/g5htTzd�]!U1\!g1Y5}5h ). 'sY1d�]!T�n7\ LPD fV\>]!TVn�Q1U5ToS?Q1R!_?\>{V\!TV] , c5]>R
[>h)iXR�S?g1R>w v YX_1`/]!U �����%��(?�� �"1���¤2 , Q1R/d�h)_*\�m;TVnujlS*[/\�^-\!w5]/\ : ASCII 031 Y ASCII 001.

| R/{oS*\t[/h)iXR�S?g5R/wv YX_1`>]>U;[>Y$S*Y5]erV]!Y3S*[/\�^-\!w5]/\ (031, 001), R>gkS?R>_5WZT�g<R/d�]/\!g5R/[>Y5]!`-dom , Q5R-d�h)_?\!mFd�TV^>Tsd�Y5{�g?\�_ SIGSTOP.
| R>{�S*\

d�Y1d�]!TVn7\ LPD fV\>b5R>g5c1Y5]�[/htQ5R!_1g1T�g5Y5TsR/d�]>\�_1`/g5h)i v YX_1`/]!U5R>[ , R>g1\�Q5T�U1T�fV\>Q5jXd�b1\>T�]�[/h)iXR�S?g5R/w v YX_1`/]!U ,
Q5R/d�h)_?\�m;T�nujkd�Y5{�g?\�_ SIGCONT.

+zdo_1Y<TVd�]!`e[/h)iXR�S?g5R/w v YX_1`/]!U , g5R (?��� ]!T�b1d�]!R>[/R>{VR , Y<d�Y1d�]>TVn7\ LPD R>^/U1\!^-\!]!ht[-\!T�])f�\=S*\>g5YXmFdsR>^>htc1g5h�n
]!T�b1d�]!R/n , LPD Y1d�Q1R!_1`/f�j$T�])S?_5m;[>htQ5R>_1g5TVg5YXm;fV\�S*\!g1YXm3[>h)iXR�S?g1R>w v YX_1`/]!U .

| \>b3j-W�Ty^>h)_?R�d�b1\>fV\>g5R , [>h)iXR!S?g5R>wv YX_1`>]>U;^>j/S?TV]�Q5TVc1\!]>\>]!`�[-d�T v \!wX_1hxf�\=S*\>g5YXm;Q5R-do_1T�S?R>[-\!]!T�_1`>g1R , ^>TVfzQ5U5R/{�R/g5R>[�d�]!U1\>g5Y5}FY5_1Y3S?U1j-{VYXi
g1\>d�]!U5R>TVb;^>jXn7\>{�Y , \�r�]!R  ¥�52��u#*" [-\>d7jXd�]>U5R>Y5] . ~kR>c1]!YF[/R�[/d�T�i3do_1j$c1\!mXi3g5T�R/^!iXR�S?Y1nK]>T�b1d�]!R>[/htw v YX_1`/]!U .

~kU5R>{VU1\>n7n7\ lpf, b1R>]!R/U5j$� nuh�Q1U5ToS*d�]>\![/YX_1Y<U1\!g5TVTzb1\>b;]!TVb1d�]!R/[>htw v YX_1`>]>U , nuR>W�TV]�]>\>bXWZTsU?\!^>R/]>\!]>`�b1\!b
[>h)iXR�S?g1R>w v YX_1`/]!U . +zdo_1Y%d�U5R/c5g5Reg5T�R/^!iXR�S?Y?npQ1U5R/d�]!R>w<[>h)iXR�S?g1R>w v YX_1`/]!U , g1R�[>hxg1TziXR>]>Y5]!TyQ5Y1d�\>]!`�b1R�S<_1m
[>h)m5[!_?T�g5YXm;^-\!w5]>R>[�Y<Q5R/d�h)_1b5YFd�Y5{�g1\!_?\ , Q5R>Q5U1R>^>j$w5]>TzY1d�Q5R!_1`/f�R/[/\!]>` lpf. ��R!WZg5Re]>\!bXWZTyQ5R/nuT�d�]!Y1]!` lpf [
d�b5U5Y1Q5]�b5R-n7\!g$S*g5R>{VR�Y5g5]>T�U5Q5U1T�]>\>]!R>U1\�S1_5m<R>^>U?\!^>R/]!b5Yk_1�e^>h)i3b5R!S?R>[eY5g5Y5}5Y?\�_1Y5f�\!}5Y1Y , b5R>]>R>U5htT)nuR!WZT�]
Q5R>]!U1T�^>R/[/\>]!`�Q5U5Y1g5]!T�U .
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9.4.1.6. lpf: @ J?FG>5@ CEI�� D ������5@BA
~kU5R>{VU1\>n7n7\ /usr/libexec/lpr/lpf, Q5R/d�]>\![>_5m5TVn7\!mk[ld�R-d�]>\>[>T7S*[>R>Y1c5g5R>{VR)S?Y1d�]!U5Y5^/j$]!Y5[/\ FreeBSD,
Q5U5ToS�d�]>\>[!_5m5TV]ed�R/^>R/w3]!T�b1d�]!R>[/htw ( [!iXR�S*g5R>w )

v YX_1`>]>U , b5R/]!R>U5htw<nuR!WZT�]eQ5T�c1\>]>\!]>`ldzR>]>d�]!j$Q5R/n ( TVd�_1YFf�\=S*\>g5Y5T
Q5R/d�_?\!g5R�b5R/n7\>g$S?R>w lpr -i), Q5U5R/Q5jXd�b1\>]!`�[-d�Tyd�Y1nu[/R!_1h�^/j$b5[/\!_1`>g5R ( TVd�_1Y;f�\=S*\>g5Y5TzQ1R/do_*\!g5Reb5R/n7\>g$S?R>w lpr
-l), g1\/d�]!U?\!Y5[-\!]!`�Q1R>f�Y1}5Y5� Q5T�c1\>]!YFQ1U5YFQ5R>_1j$c5T�g1Y5YF[efV\=S�\!g5Y5Y<d�Y1nu[/R!_1R/[�fV\>^>R!m3Y<]>\!^/j/_1m5}5Y5Y , \e]>\>bXWZT
j-c1Y5]!ht[/\>]!`�b1R!_1Y5c1TVd�]>[>R�g?\!Q5TVc1\!]>\>g5g5h)i;d�]>U1\!g5Y1} . �eg1\enuR!WZT�]e]>\!b5W�TyY1d�Q1R!_1`/f�R>[-\!]!`-domkb1\!b<[>h)iXR�S*g5R>wv YX_1`>]>U .

~kU5R>{VU1\>n7n7\ lpf Q5R�S1iXR!S?Y5])S1_1m<nug5R>{VYXiFd�U1ToS<Q5TVc1\!]>Y . ( iXR>]�m<R>g1\�g5TsQ1R>f�[/R!_5m5TV]tQ5R/d�h)_?\!]>`�g1\�Q5U5Y5g5]>T�U
Y5g5Y5}5Y?\�_1Y5f�\!}5Y1R>g5g5htTsQ5R/d�_1ToS*R>[/\>]!T�_?`>g5R-d�]!Y , _?T�{�b1R�g1\>Q5Y1d�\>]!`ed�b5U5Y5Q1]eb5R-n7\!g$S*g5R>{VR�Y5g5]!TVU5Q5U5TV]>\!]!R/U1\ , b5R>]>R>U5htw
^>j/S?T�]�[>htQ5R>_1gXm5]!`eg5T�R/^!iXR�S?Y?nuj-��Y5g5Y5}1Y1\�_1Y1fV\!}1Y5� , \�fV\>]!TVn�[>htf�ht[-\!]!` lpf.

�k]!R>^/hxQ5U5R>{VU1\>n7n7\ lpf b5R>U1U5T�b5]>g5Re[/htQ5R!_?gXmX_?\tj$c5TV]ed�]>U1\!g5Y1} , T�w<g5T�R/^!iXR�S*Y1nuR�j$b1\!f�\!]!`eb5R>U1U5T�b5]>g5htT
f�g1\>c5T�g5Y5m3iX\>U1\!b1]!T�U5Y?d�]!Y5b pw Y pl [ v \!wX_?T /etc/printcap. �eg?\�Y1d�Q5R!_1`/f�j$T�]�r�]!Y%f�g1\>c5T�g1YXmkS1_5m
R>Q5U5T�S?T�_?T�g5YXm;]>R>{�R , d�b1R!_1`/b5R�]!TVb1d�]/\enuR>W�TV]�Q5R-nuTVd�]!Y5]!`-domFg1\ed�]!U?\!g5Y5}1TsY<d�b5R!_?`>b5Rld�]!U1\>g5Y5}<^>h)_1Re[�fV\�S*\!g1Y5Y
Q5R!_1`/f�R/[/\!]>T�_5m . ~kR�S*U5R>^/g5T�T�R/^�j$c5TV]!TsY?d�Q5R>_1`>fVR>[/\>g5YXm3Q5U5Y1g5]!T�U?\edVn . [eU1\>foS?T�_1T� c5TV]�Y1d�Q5R!_1`/f�R/[/\!g1YXm3Q5U5Y5g5]>T�U1\ .

9.4.2. ����	�������� & " ���������  � &
~kU5Y;g1\!_1Y5c5Y5Y �3(?��� �����% !� Q5R!_?`>f�R/[/\>]!T�_1TVw , Y1d�Q5R!_1`/f�j$���<YXikU1\!f�_1Y5c5g5htTyQ5U5Y1g5]!T�U1h , [>TVU5R!m5]!g1R , nuR>W�g1R
d�c5Y5]/\!]!` (?���5�V#��>(16��z��������(?"��16 g5T�Y5fV^>T�W�g1h�n�f�_1R-n .

�3\!c1\!_1`>g5htTsd�]!U1\>g5Y5}5h , b5R>]>R>U5htTs]>\!bXWZTyg1\!fVht[/\>��] � ��(?(?�&��(16��;" YX_1Y ���V4>�=�¤#*"?�%�¥#��>(16��;"F�������!(1"��*� �3" ,
Y$S?T�g1]!Y v Y5}5Y1U5j$��] , b5R/nujkQ5U1Y5g1\=S?_1T�W \!]efV\�S*\!g5Y5m;Q5R/d�_1TzYXi;Q1T�c1\>]!Y . �e^/htc5g5R�Y5g v R>U1n7\>}5YXm;g1\eg5YXi;[/hyS*\!TV]>dom
^>R!_?`>aFY?nuY , WZY5U5g5h�nuY%^>j$b5[-\>nuY , [>R/fVnuR>W�g1R , d�S?T�b5R/U1\!]>Y5[>g5h�nuY<U1\>nuR/c5b1\/nuY , c5]!R/^>hx[�Q?\!c5b5TyU1\/d�Q5TVc1\!]!R/b;R>g1Y
R>]�_1Y1c1\�_1Y?d�`�R/]�U5T�\�_1`/g5h)ieS?R>b5jXnuTVg5]!R>[ , R>^/U1\!fVj$���FY5ilf�\=S*\>g5YXm;Q5R>_1`>f�R/[/\>]!T�_1TVw . �eg5Y<Q5R>fV[>R!_1m5��]
Q5R!_1`/f�R/[/\!]>T�_5m1nP^>h�d�]!U5Reg1\�iXR�S*Y5]!`ed�[>R/Y;fV\�S*\!g5Y5m . �ec5T�[/Y$S?g5htw<g5ToS?R-d�]>\>]!R>b;[/hyS*\!c1Y;g1\!c?\�_1`/g5h)i;d�]!U1\>g5Y5}
d�R/d�]!R>Y1]�[e]>R/n , c1]!RtS1_1mFb1\�W%S?R/{�RefV\=S�\!g5YXm;g?\=S?ReQ5T�c1\>]>\!]>`�g1\eR�S?g1jkd�]!U1\!g1Y5}5j3^>R>_1`>a<T , Q5U1Y5c5TVn , d�]!U?\!g5Y5}?\�r�]/\
i$R/]!`ed�b5R!_?`>b5R - g5Y1^>j/S?`tg5j-WZg1\�g1TVd�b1R!_1`/b5R�nuY5g5j$] , \�f�\!]!T�n�R>g1\�R>b1\>f�ht[/\>T�]>d�m3[enujXd�R/U5g5R>wFb5R>U5fVY5g5TsYX_1Y<doS*\!TV]>dom
[en7\!b1j/_*\!]!j$U5j . (

� c5]!Y1]!T , c5]!Rlg1\!c?\�_1`/g1\�m;d�]>U1\!g5Y1}1\�[/hyS*\!TV]>dom;[lg1\!c?\�_1TsfV\=S�\!g5YXm , \eg5TzQ1T�U5T�S%b1\!W<S*h�nv \!wX_1R-n , ]>\!b<c5]!Rl^>jXn7\!{VYFnuR!WZTV]�]!TVUXm5]!`/d�mFg5Ty]>\!b<j-W YFnug5R>{VR .)
'sY1d�]!T�n7\ LPD nuR>WZT�]l[>hyS*\>[/\!]>`tfV\!{VR!_1R/[>R/c5g5htTzd�]!U1\!g1Y5}5h S1_1mF[/\>aFYXikU1\>d�Q5T�c?\!]!R/bF\![/]!R/n7\>]!Y5c5T�d�b5Y ,

���¥#*"
[/\!a Q5U5Y5g5]>T�U�nuR!WZT�]eg5T�Q5R-d�U5T�S*d�]>[>T�g1g5R�Q5TVc1\!]/\!]!`eR>^>htc1g5htw;]!TVb1d�] . +zd�_1YFY1d�Q5R!_1`/f�j$T�]/dom PostScript- Q5U5Y5g1]!T�U ,
Q5R>]!U1T�^>j$TV]>dom;[/g5T�a<gXmXm;Q5U5R/{�U1\/n7n7\)S1_5m<{�T�g1T�U1\>}5Y5YFg?\!c1\!_1`>g5R/w;d�]!U?\!g5Y5}1h ; dVn .
�3\!c1\!_1`>g5htTsd�]!U1\>g5Y5}5h�g1\ PostScript- Q5U5Y5g1]!T�U1\!i .

9.4.2.1. �9F � 	 �MJ?K MJWI���QU=�� �KL=��E= ���GK � �)>5@BA:=LK� �
� U?\!foS*T�_1T)~kU5R/d�]>\�m3g1\/d�]!U1R>w5b1\�Q5U5Y5g1]!T�U1\knuh�R/]!bX_1�ec5YX_1Y<[>hyS*\>c5jkg1\!c?\�_1`/g5h)i;d�]!U1\>g5Y5} , fV\=S�\![
iX\>U1\!b1]!T�U5Y?d�]!Y5b1j sh ( c5]>ReR/f�g1\>c1\!TV] ”suppress header”) [ v \>wX_1T /etc/printcap.

* _5m;[>b5_1��c5TVg5YXm * _1m
R>^>T�d�Q5TVc5T�g1YXm3[>hyS*\>c5YFg1\>c1\�_?`>g5h)i3d�]!U?\!g5Y5}<g1\�Q1U5Y5g5]!TVU , Q5U5R/d�]!R�j/S*\!_1Y5]!Tsi5\!U1\>b5]!T�U1Y1d�]!Y1b5j sh.| \�WZT�]>d�mFdo_1Y1aFb5R-n�Q5U5R-d�]!R , Q5U1\>[�S*\ ?
�shxQ1U1\![/h . � ��� ��� Q5R/]!U5TV^>R>[-\!]!`-dom3fV\�S*\!]>`�[>h)iXR!S?g5R>w v Y5_1`>]!U;S1_5mFQ1R/d�h)_?b5YFd�]>U5R>b<Y5g5Y5}5Y?\�_1Y5f�\!}5Y1YFg1\
Q5U5Y5g5]>T�U . �sR/]�Q5U1Y1nuT�U<[>h)iXR�S?g1R>{�R v YX_1`>]>U1\)S1_1m Hewlett Packard PCL- d�R>[-nuTVd�]>Y1nuh)i;Q5U5Y5g1]!T�U5R/[ :
#!/bin/sh

255



�µ#��! !�
9.
�%� �5�!��

#
# hpof -  ����� �
�������� ����
 ���� � Hewlett Packard PCL- 	���� ����	�
�� ���� ������
�
 �������
# ��	�
���
��������
 � /usr/local/libexec/hpof

printf "\033&k2G" || exit 2
exec /usr/libexec/lpr/lpf

�'\=S*\>w5]!TsQ5R!_1g1R>TzY?n+mF[>h)iXR�S*g5R>{VR v YX_1`/]!U1\�[eb1\!c1TVd�]>[>TzfVg1\!c1T�g5YXmFiX\>U1\!b1]!T�U5Y?d�]!Y5b1Y of. ~kR�S*U5R>^/g5T�T�R/^�rV]!R/n
d�n . [lU1\!f�S?T�_?Ts�yh)iXR�S?g5htT v YX_1`/]!U5h .

�sR/]�Q5U5Y?nuT�U v \!wX_?\ /etc/printcap S1_1mFQ5U5Y5g1]!T�U1\ teak, b5R/]!R>U1htwFnuh�Q5U5T�S*d�]/\![>Y5_1YFU1\>g5T�T ; nuh�[>bX_1�ec5YX_1Y
[>hyS*\>c5jeg?\!c1\!_1`>g5h)i;d�]!U1\!g1Y5}FY;S?R>^-\![>Y5_1Y3Q5R>b?\!fV\>g5g5htw;[/htaFTs[>h)iXR�S?g1R>w v YX_1`/]!U :

#
# /etc/printcap ����������	�
�� orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:\
:vf=/usr/local/libexec/hpvf:\
:of=/usr/local/libexec/hpof:

qsTVQ5T�U1` , b1R>{oS�\�Q5R>_1`>fVR>[/\>]!T�_?Y3[>hyS*\>��]�f�\=S*\>g5YXm;g1\�Q5U5Y5g5]>T�U teak, R>g5Y;Q1R!_1j$c1\>��]�g?\!c1\!_1`>g5j$� d�]!U1\>g5Y5}5j;d
b1\�W%S?h�n�f�\=S*\>g5Y5T�n . +zdo_?YFQ5R>_1`>fVR>[/\>]!T�_?Yki$R/]�m5]�]>U1\!]!Y1]!`k[>U5T�n+m;g1\�Q5R/Y1d�b%d�[>R/YXikU1\>d�Q5T�c1\>]!R>b , R>g5Y%nuR>{Vj-]
Q5R�S*\>[>Y5]>`�[>ht[/R�S<g1\>c1\�_?`>g5h)i3d�]!U?\!g5Y5} , Q5R-d�h)_?\!m;fV\=S�\!g5Y5Tyd�R/Q5}5Y5TVw lpr -h; S*U5j${�Y5TsR>Q5}5Y1Y lpr(1) d�n . [
U1\!f�S?T�_1T �eQ5}5Y5Y<g1\!c?\�_1`/g5h)ikd�]!U1\>g5Y5} .

, �!�µ�.-��������
: �����¥��¢��*� LPD �V�1�-�V¢¥�9���!�µ�*��
F�����G45�����9�¥�=�������>±>� (form feed) �����*
/¢/����³V��
	����/´C�¥�=�������>±>� . ���*
	�����������������¢V�0���V���
7� 2¤��¢¥���1�o�54G�>´���>�µ�*��
 ��
7�����;�*
/¢¤�?�>������¢*
	������¥���J���!�A�*��
��>�u��
103���*¡>�������F���!��¢�³������������/´C�¥�=�������>±>� ,������£.����¢/��7��s�o��³�¢��¥�=��¢�2���!³V¢�����0 7V�����!�¥��¢V�����¥���!�;� ff �7²)��´�
-¢ /etc/printcap.

9.4.2.2.
� RMA:=LI �#JLK MJ�K:=��M= ���GK � ��W>5@?AL=:K  ��=�� 

�sb5_1��c1\!m;[>hyS*\>c5jkg1\!c?\�_1`/g5h)i;d�]!U1\>g5Y5} , d�Y1d�]!TVn7\ LPD ^>j/S?TV]�[/hyS*\![-\!]!`yS1_?Y5g5g5htw �o#*"1(?(1670l4>������#*�� ��=. ,
}5T�_1j$� d�]!U?\!g5Y5}1j;d�^>R>_1`>a<Y1nuY;^/j-b1[/\>nuY , Y$S?T�g1]!Y v Y5}5Y1U5j$���FY?nuY<Q5R>_1`>fVR>[-\!]!T�_1m , i$R-d�]eY;fV\�S*\!g5Y1T . �kYXWZT
Q5U5ToS�d�]>\>[!_1TVg;Q5U5Y1nuTVU (kelly g1\!Q1T�c1\>]>\�_?\�fV\�S*\!g5Y1TzQ5ReY1nuT�g5Y outline d7iXR/d�]>\ rose):

k ll ll
k l l
k l l
k k eeee l l y y
k k e e l l y y
k k eeeeee l l y y
kk k e l l y y
k k e e l l y yy
k k eeee lll lll yyy y

y
y y
yyyy
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ll
t l i
t l

oooo u u ttttt l ii n nnn eeee
o o u u t l i nn n e e
o o u u t l i n n eeeeee
o o u u t l i n n e
o o u uu t t l i n n e e
oooo uuu u tt lll iii n n eeee

r rrr oooo ssss eeee
rr r o o s s e e
r o o ss eeeeee
r o o ss e
r o o s s e e
r oooo ssss eeee

Job: outline
Date: Sun Sep 17 11:04:58 1995

'sY1d�]!T�n7\ LPD S*R>^/\>[!_5m5TV]�Q5U5R/{�R/gFd�]!U?\!g5Y5}1h�Q5R/d�_1TzrV]!R>{VR�]!TVb1d�]/\ , c1]!R>^/hxfV\=S�\!g5Y5Tsg1\!c1Y5g1\�_?R/d�`edzg5R/[>R/w
d�]!U1\>g5Y5}5h ( T�do_1Y;]>R!_1`/b5R�[/hxg5Tsj$b1\>fV\!_1Y3i5\!U1\>b5]!TVU5Y1d�]>Y5b5j sf (suppress form feeds) [�f�\!Q5Y1d�Y
d�R>R/]![>TV]>d�]>[>j$���<T�{�R�Q5U5Y5g5]>T�U1\e[ v \>wX_1T /etc/printcap).

+zdo_1Y<[>hxQ5U1ToS?Q5R/c5Y5]>\>T�]!T , c5]>R>^>h�d�Y1d�]>TVn7\ LPD d�R/foS*\>[/\�_*\ .>�¤�*�=�%.>"?0;4>������#*�� ��=. , j-b?\�WZY5]!Tsi5\!U1\>b5]!T�U1Y1d�]!Y1b5j
sb (short banner) [ v \!w5_1T /etc/printcap. �3\>c1\�_?`>g1\!m3d�]!U1\>g5Y5}1\e^>j/S?TV]�Y1nuT�]>`ld�_1ToS?j$�e�FY5w<[>Y$S :

rose:kelly Job: outline Date: Sun Sep 17 11:07:51 1995

qy\>bXWZTsQ1R�jXnuR!_1c?\!g5Y5� d�Y?d�]!T�n7\ LPD Q1T�c1\>]>\!TV]�g1\>c1\�_1`/g5j$��d�]>U1\!g5Y1}5j3Q5T�U1ToS%f�\=S*\>g5Y5T�n .
* _5m;Y5f�nuT�g5TVg5YXm

Q5R>UXm$S*b1\�g1\�R>^/U1\!]!g1htw , j$b1\�WZY5]>Tzi5\!U?\!b5]!TVU5Y1d�]!Y5b5j hl (header last) [ v \!wX_?T /etc/printcap.

9.4.2.3.
� �MJ @�KL=��E= ��� K�� �)>5@BAL=:K� �

(3d�Q5R>_1`>fVR>[/\>g5Y5T7[-d�]!U5R/T�g5g1h)ikg?\!c1\!_1`>g5h)i3d�]>U1\!g5Y1}<d�Y?d�]!T�nuh LPD Q5R/U5R!W%S*\>T�]�R/Q5U5T�S?T�_1TVg5g5j$��Q?\!U1\�S?Y5{Vnuj
j-c1T�]>\�Y1d�Q5R>_1`>fVR>[-\!g5YXm3Q5U1Y5g5]!TVU1\ : g1\>c1\�_1`/g5htTsd�]!U1\>g5Y5}5h�Q1R!_1`/f�R>[-\!]!T�_1Y (?�s���o# � (16��=B$#����X"? !�!�� .

~kR>c5T�nuj ?
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~kR/d�b1R!_1`/b5je[/h)iXR�S?g5R/w v YX_1`/]!U - ToS?Y1g1d�]![/T�g5g?\�m;[>g1T�aFg5mXmFQ5U5R/{�U1\/n7n7\ , j$Q5U1\>[!_5m5�e�<\�m3[/hyS*\!c5TVw;g1\>c1\�_1`/g5h)i
d�]!U1\>g5Y5} , b5R>]>R>U1\!mFnuR!WZT�]e[>htQ5R>_1gXm5]!`ej-c1T�] , \�T�w<g5TzQ5TVU5ToS�\!��]eY5g v R/U1n7\!}5Y1��R B1��#��=4!�� !�����¤#��z"-#*" �?�����%� Y
j-c ��]!g5htw v \!wX_ , ]>\!b<c5]!R , R>g1\�g5TsY?nuT�T�]eg5Y5b1\>b5R>{VR�Q5U1ToS*d�]>\![>_1T�g5Y5mFR�]!R-n , g1\�c5T�w%d�c5TV]�R/]!g5TVd�]!YFY?d�Q5R>_1`>fVR>[/\>g5Y5T
Q5U5Y5g5]>T�U1\ . q)\!bXWZTyg5ToS*R/d�]/\!]!R/c5g5R�Q1U5R/d�]!R ”S?R/^/\![>_5m5]!`�R!S?g5j;d�]!U1\!g1Y5}5j ” [e]>T�b1d�]!R>[/R/n v YX_1`/]!U5TyYX_1Y<[�_1�e^>R/n
Y5f v Y5_1`>]!U1R>[�Q5U1T�R>^/U1\!fVR>[-\!g5Y5w ( b5R>]>R>U5htTsY1nuT��e]eY5g v R>U1n7\>}5Y5� R�Q5R>_1`>fVR>[/\>]!T�_?T�Y;iXR/d�]!T ), Q5R/d�b5R!_?`>b5j
Q5R!_1`/f�R/[/\!]>T�_1Y;nuR/{�j$]�Q5R!S*\![>_5m5]!`�[/hyS*\!c1jlg?\!c1\!_1`>g5h)i3d�]>U1\!g5Y1}<dsQ5R/nuR/�F`>��R>Q5}1Y5Y lpr -h. ( YXi;f�\>d�]/\![!m5]
R>QX_?\>c5Y5[-\!]!`�g?\!c1\!_1`>g5htTyd�]!U?\!g5Y5}1h , b5R>]>R>U5htTyR>g5YFg5TsQ1T�c1\>]>\�_1Y . ~kR>gXm5]!g1R , c5]>ReR/Q5}5Y5� lpr -h ^>j/S?j$]
Y1d�Q5R>_1`>fVR>[-\!]!`t[e^>R!_?`>aFY1g1d�]![/Tsd�_1j$c1\!TV[�]!T , b5]!RlR>f�\!^>R/c5T�g3Q1U5R>^>_1TVn7\/nuY;R>b5U5j-W \!�e�FTVwFd�U5T�S?h , g1R�[>hxg1Y5b1\!b<g5T
nuR!WZT�]!T)d�]>Y1nuj-_1Y5U5R/[/\!]>`�T�TyY1d�Q5R!_1`/f�R/[/\!g1Y5T .
qy\>bXWZT (*�������������%� �X(?� , c5]!R/^>hxb1\!W%S?htwFY5f v YX_1`/]!U5R>[e{�TVg5T�U5Y1U5R>[-\�_<d�R/^/d�]![>TVg5g5htT�g1\>c1\�_?`>g5htTyd�]!U1\>g5Y5}5h ( Y ,
]!TVn�dV\>nuh�n , nuR>{zY5i;j-c1Y5]!ht[/\>]!` ). +zd�_1YFQ5R>_1`>fVR>[-\!]!T�_1Y3fV\!i$R/]�m5]�R/]!b1\!f�\!]!`-dom;R/]�[>hyS�\!c5Y;g?\!c1\!_1`>g5h)i3d�]>U1\!g5Y1}FY
j-b?\�WZj$]�R>Q5}1Y5� lpr -h, R/g5Y;[-d�TzU?\![>g1R�YXi3Q5R>_1j$c1\!] , Y;^>j/S?j$]�[/htg5j-W%S?T�g5hxR/QX_?\>]!Y5]!` , Q5R-d�b5R>_1`>b5jkd�Y?d�]!T�n7\
LPD g5TzQ1T�U5T�S*\!TV]�Y5g v R/U1n7\!}1Y5Y;Rlg1\�_1Y1c5Y5YFR/Q5}5Y5Y -h g5Y<R�S?g5R-nujkY5fsrV]!YXi v YX_?`>]!U5R/[ .
(k]>\!b , c5]!ReW�Ty[>h�nuR>WZT�]!T)d�S?T�_?\!]>` ?
�sh�nuR>WZT�]!T :
• ~kU5Y1gXm5]!`�Q?\!U1\�S?Y5{Vnuj;d�Y1d�]>TVnuh LPD Y%d�S?T�_?\!]>`�g1\>c1\�_1`/g5htTzd�]!U1\!g1Y5}5h�^/TVd�Q5_?\!]!g1h�nuY .

•
� d�]>\>g5R>[/Y5]!`e\!_1`>]>T�U5g1\>]!Y5[/g5j$��d�Y?d�]!T�nuj3[/nuTVd�]!R LPD, ]>\!b1j-� b1\>b LPRng. ��U1\!f�S?T�_1T

�_1`>]!TVU5g1\>]!Y5[>h�d�]>\>g$S*\!U1]!g5R/nuj3d�Q5j-_1T�U5j3Q1U5ToS*d�]>\![>_1T�g?\)S?R/Q5R!_1g1Y5]!T�_?`>g1\!m;Y5g v R>U?n7\!}5YXm;R�S?U5j${�Y5iFd�Y1d�]!TVn7\!i
d�Q5j-_1Y5g5{�\ , b5R/]!R>U1htTsnuR!WZg5RlY1d�Q5R!_1`/f�R/[/\!]>`t[/nuTVd�]!R LPD.

• �3\>Q5Y1d�\>]!` , �3(1670 [/h)i$R!S?g5R/w v YX_1`>]>U . �e^/htc5g5R�[/h)i$R!S?g5R/w v YX_1`>]>UFg5TyQ5U5T�S?g1\!fVg1\!c5TVgkS1_5m<[>htQ5R>_1g5T�g1YXm
c5TV{�R - ]!Reb5U5R-nuTzY5g5Y1}5Y1\�_?Y5fV\>}5Y5YFQ1U5Y5g5]!TVU1\eYFQ5U5R-d�]!h)i;Q1U5T�R/^>U1\>f�R>[-\!g5Y1wkd�Y1nu[>R>_1R>[ . �eg;Q5R�S?i$R!S?Y5]�S1_5m
g1\>c1\�_?`>g5h)i3d�]!U?\!g5Y5}<YFf�\=S*\>g5Y5wFdsR>^/htc5g5h�nK]!TVb1d�]!R-n ( b5R>{�S*\tg5TV]�]!TVb1d�]>R>[>R/{�R ( [>i$R!S?g5R/{�R ) v YX_1`>]>U1\ ). �kR ,
T�do_1Y<TVd�]>`�]!TVb1d�]!R/[>htw v YX_1`>]>UkS1_5mFf�\=S*\>g5Y5wFdsR>^/htc5g5h�nK]!TVb1d�]>R/n , ]>Red�Y?d�]!T�n7\ LPD ^>j/S?T�]efV\>Q5jXd�b1\>]!`
[/h)i$R!S?g5R/w v YX_1`>]>UF]!R>_1`>b5R�S1_5mFg?\!c1\!_1`>g5h)i3d�]>U1\!g5Y1} . ( [/h)i$R!S?g5R/w v YX_1`>]>UFnuR!WZT�]l\!g1\!_1Y5fVY5U5R>[-\!]!`�]!T�b1d�]
g1\>c1\�_?`>g5R/w;d�]!U1\>g5Y5}5h , b5R>]>R>U5j$��{VT�g5TVU5Y5U5j$TV]ld�Y1d�]!T�n7\ LPD, c5]!R>^/hxR>Q5U1ToS?T�_1Y5]!` , g1\�d�c5T�]eb1\!b1R>{�R
Q5R>_1`>fVR>[-\!]!T�_5m3Y3iXR/d�]/\�R>]>g5TVd�]!Y<g?\!c1\!_1`>g5j$��d�]!U1\>g5Y5}5j . +7S?Y5g1d�]![>TVg5g1\�m<Q5U5R>^>_1TVn7\�r�]!R/{�RenuTV]!R�S�\�[e]!R/n , c5]!R
[/h)i$R!S?g5R/w v YX_1`>]>UF[/d�TzU1\>[>g5R�g5TsfVg1\!TV] , b1\>b5R>w<j$c5T�]!g1htw v \!w5_FY1d�Q1R!_1`>fVR>[-\!]!` ( TVnuj3g5TsQ5T�U1ToS*\>��]lY1n+mv \>wX_?\ , f�\=S*\>g5g5R/T�[eb?\!c5T�d�]![/Tzf�g?\!c5TVg5YXm3i5\!U1\>b5]!TVU5Y1d�]>Y5b5Y af), g5RlQ5U5Y<g1\�_1Y1c5Y5Y;iXR/U5R>a<R�Y5f�[/TVd�]!g5R>{VR
j$c5TV]!g5R>{VR v \>wX_?\ , TV{�ReY1n+m<nuR!WZg5Rem5[>g1R�j$b1\!f�\!]!`�[�[>h)iXR�S*g5R/n v YX_?`>]!U5T . * _5mFj$Q5U1R>�FTVg5YXm;rV]>\!Q1\e\!g1\!_1Y5f�\
f�\=S*\>w5]!T�i5\>U1\!b5]>T�U5Y1d�]!Y5b5j sh (short header) [ v \!w5_1T /etc/printcap. ~kR/[>]!R/U5Y1n7d�m , c5]!Rlr�]!RknuR!WZT�]
R/b1\!f�\!]!`-dom;do_1Y1aFb5R-n�do_1R>WZg5h�n , YFQ1R!_1`/f�R>[-\!]!T�_1Y , g5T�d�R/nug1T�g5g5R , ^>R>_1`>a<T�R>}1T�gXm5]e[>T�_?Y5b5R�S*j-a<g5R>{VR
d�Y1d�]!T�nug5R>{VRe\�S*nuY5g5Y1d�]!U1\>]!R>U1\ , b5R/]!R>U1htwFd�S?T�_?\!TV]�g1\>c1\�_?`>g5htTzd�]!U1\>g5Y5}5h�^/TVd�Q5_?\!]!g1h�nuY .

9.4.2.4. <9=��E= ��� K�� J�>5@BA:=:K  � � KL= PostScript- RMA��K?@1JLAL= �| \!b;^/h)_1R�R>Q1Y1d�\>g5R�[/htaFT , d�Y1d�]!TVn7\ LPD nuR!WZT�]l{�TVg5T�U1Y5U5R>[-\!]!`�g1\!c1\!_1`>g1j-� d�]!U?\!g5Y5}1j3[�[>YXS?TzR/^>htc5g5R/{�R
]!T�b1d�]>\ , c5]!RlQ5R�S?i$R!S?Y5])S?_5m<nug5R/{�YXi3Q5U5Y1g5]!T�U1R>[ . | R>g5TVc5g5R , PostScript- Q5U1Y5g5]!TVU5h�g5T)nuR>{Vj-]�g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R
Q5T�c1\>]>\!]>`�R>^/htc5g5htw;]>T�b1d�] , ]/\!b;c5]>R , S1_1mFg5YXi;[/R>fVnuR>WZg5R/d�]!`�[>hyS�\!c5Y;g?\!c1\!_1`>g5h)i3d�]>U1\!g5Y1}<d�Y?d�]!T�nuh LPD
^>TVd�Q5R!_?T�f�g?\ — YX_1Y3Q5R/c5]!YF^/TVd�Q5R!_1TVf�g1\ .
��S?Y5g;R/c5T�[/Y$S?g5htw%d�Q5R-d�R>^�Q5R!_1j$c5Y1]!`�g1\>c1\�_?`>g5htTyd�]!U1\>g5Y5}5h — f�\>d�]>\![/Y5]!`�b1\!W%S?htw v YX_?`>]!U<Q5U5T�R/^>U1\>f�R/[/\!g1YXmYF]!TVb1d�]!R/[>htw v Y5_1`>]!U<{�TVg5T�U5Y1U5R>[-\!]!`�g?\!c1\!_1`>g5j$� d�]!U1\>g5Y5}5j .

� ]!Y v YX_?`>]!U5hxS?R!_5WZg5hxY1d�Q5R!_?`>f�R/[/\>]!`
\!U5{Vj$nuTVg5]!h�Y?n+mFQ5R!_?`>f�R/[/\>]!T�_5m3Y3iXR-d�]tS?_5mF{�TVg5T�U?\!}5Y5Y<d�R>R/]![>TV]>d�]>[>j$���<T�w;g1\>c1\�_?`>g5R/wFd�]!U?\!g5Y5}1h . �kToS?R-d�]>\>]!R>b
r�]!R/{�RenuTV]!R�S�\�d�R-d�]!R/Y5]�[e]!R/n , c5]!RlQ5R!_?`>f�R/[/\>]!T�_1Y3^/j/S?j$]�[/d�T�{oS�\�Q5R!_?j-c?\!]!`eg1\!c1\!_1`>g1htTzd�]!U?\!g5Y5}1h , S*\!W�TyTVd�_1Y
^>j/S?j$]�Q5R-d�h)_?\>]!`�f�\=S*\>g5YXmFdsQ5R/nuR/�F`>��b5R/n7\>g$S?h lpr -h.
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* \![/\>w5]!T�U?\>d�dVnuR>]!U1Y1n�r�]>R>]enuTV]!R�S<S?T�]/\�_1`/g5R . 'z_?ToS?j$���<Y5w<d�}5T�g?\!U5Y5w<Q5U5Y5g1Y1n7\!T�]e]!U5Y�\!U5{VjXnuT�g5]>\
( U5TV{�Y1d�]!U1\>}5Y5R>g1g5R>TsY1n+mFQ5R>_1`>fVR>[/\>]!T�_1m , Y1n+mFi$R-d�]>\�YFY1n+m<fV\=S�\!g5YXm ) Y<d�R>f�S*\!TV]�Q5U5R-d�]!j$� g1\!c1\!_1`>g1j-� d�]!U?\!g5Y5}1j
g1\tm5fVhtb5T PostScript:

#!/bin/sh
#
# make-ps-header - ��������
���
�����������
�� � 	�
 ����
 ������
�� ��� ���� PostScript � stdout
# ��	�
���
��������
 � /usr/local/libexec/make-ps-header
#

#
# ��
�� ����� 
 ��� � ��� ��������
���� PostScript (72 
�� � � � � ). ��� ����
���
�� ��
�������
 ������ � A4 ��� �
# � ����������� ��	����������������� ��� ����� ����
�� ��� ��� � � :
#
page_width=612
page_height=792
border=72

#
# ���������������� ��� ��� ����
�
��
#
if [ $# -ne 3 ]; then

echo "Usage: ‘basename $0‘ <user> <host> <job>" 1>&2
exit 1

fi

#
# ����� ����
������ ��
�������
 ��� � ������������
�
 ��� , � ��	 
����
�� � , ���� ��� ��� ����
���� ����
 � ����
 ���
# ����	 ��� ��� � ��� ��� PostScript- ��� ��� .
#
user=$1
host=$2
job=$3
date=‘date‘

#
# ����	 ���� ��� PostScript- ��� � � stdout.
#
exec cat <<EOF
%!PS

%
% � ������
 
�������� � , � 
�� 
�� ��������� �� � ��
� 
�� 	 ������� � ��� � ��������� ��������
���� ������� � ������
 �����
%
save

%
% ������� � � 
���
���� � 
���������	 ����� � ��������� ��� ������� � ��� ���� � .
%
$border $border moveto
$page_width $border 2 mul sub 0 rlineto
0 $page_height $border 2 mul sub rlineto
currentscreen 3 -1 roll pop 100 3 1 roll setscreen
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$border 2 mul $page_width sub 0 rlineto closepath
0.8 setgray 10 setlinewidth stroke 0 setgray

%
%  ����� � � ���� ��	�
 ����� ����
�
���� � �� ��������� � ����
���� � , � ����	���� � ��� , � ��������� ��� � ������� ���
�� ��� ��� ���������
%
/Helvetica-Bold findfont 64 scalefont setfont
$page_width ($user) stringwidth pop sub 2 div $page_height 200 sub moveto
($user) show

%
% ��� ������� ������� � � ��	 ��� ��� ����
���� �
%
/Helvetica findfont 14 scalefont setfont
/y 200 def
[ (Job:) (Host:) (Date:) ] {
200 y moveto show /y y 18 sub def }
forall

/Helvetica-Bold findfont 14 scalefont setfont
/y 200 def
[ ($job) ($host) ($date) ] {

270 y moveto show /y y 18 sub def
} forall

%
% �� 
 � � 	��
%
restore
showpage
EOF

qsTVQ5T�U1` , b?\�W%S?htw;Y5f v YX_1`/]!U5R/[�Q5U5TVR>^/U1\!fVR>[/\>g5YXmkYF]!TVb1d�]>R>[>htw v YX_1`>]>U<nuR!WZT�]e[>htfV[/\!]>`�r�]!R/]ld�}5T�g?\!U5Y5w ,
c5]!R>^/h�d�g1\>c1\�_*\�d�{VT�g5TVU5Y5U5R/[/\>]!`�g1\>c1\�_1`/g5j$��d�]!U1\!g1Y5}5j , \efV\!]>TVnKg1\>Q5T�c1\>]>\!]!`efV\�S*\!g5Y1TzQ5R>_1`>fVR>[/\>]!T�_1m . �sR/]v YX_1`>]>U;Q5U5TVR>^>U?\!f�R/[/\>g5YXm DVI, Q5U5ToS�d�]>\>[!_1TVg5g5htTyU1\!g5TVTz[er�]!R-nPS?R>b1j$nuTVg5]!T , Y5fVnuTVg5T�g1g5htw3S1_1mF[>hyS*\>c5Y
g1\!c1\!_1`>g1R>w;d�]>U1\!g5Y1}5h :

#!/bin/sh
#
# psdf - �������
 � ����� ���������������
 � � DVI � PostScript
# ��	�
���
��������
 � /usr/local/libexec/psdf
#
#  ��� � ��� ��
�	 � 	���	�
�������� lpd ����� ����������
���
�� � ����������������
�������� ��� ����
 ��� lpr -d
#

orig_args="$@"

fail() {
echo "$@" 1>&2
exit 2

}

while getopts "x:y:n:h:" option; do
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case $option in
x|y) ;; # Ignore
n) login=$OPTARG ;;
h) host=$OPTARG ;;
*) echo "LPD started ‘basename $0‘ wrong." 1>&2

exit 2
;;

esac
done

[ "$login" ] || fail "No login name"
[ "$host" ] || fail "No host name"

( /usr/local/libexec/make-ps-header $login $host "DVI File"
/usr/local/bin/dvips -f ) | eval /usr/local/libexec/lprps $orig_args

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , b1\!b v YX_1`/]!U3S?R>_5WZT�gF\>g1\�_?Y5f�Y5U1R>[/\>]!`�d�Q5Y1d�R/bF\!U1{�jXnuT�g5]!R/[ , c1]!R>^/hxR>Q5U5T�S?T�_?Y5]!`lY1n+m
Q5R!_1`/f�R/[/\!]>T�_5m3Y;Y1n+m<iXR/d�]/\ . 
�g?\�_1Y5f)\!U1{�jXnuT�g5]>R>[�[�S?U5j${�Y5i v Y5_1`>]!U?\�i;\!U5{VjXnuT�g5]!R/[�[/htQ5R!_1g5m5T�]>d�m;]!R>c5g1R�]>\>b
W�T . qyT�b1d�]!R>[/htw v YX_?`>]!U<Q5U5Y5g5Y?n7\!T�] , R�S?g?\!b5R , g5TVnug1R>{�R�S?U5j${�R/w;g1\>^>R>U<\!U5{Vj$nuTVg5]!R/[ ( dVn . U1\>foS?T�_| \!b;U1\>^>R/]>\!�e] v YX_1`/]!U5h ).| \!b;j-WZTzj$Q5R-nuY5g1\�_?R/d�` , Q5U5T�S*d�]>\>[!_1TVg5g1\!m;[>htaFTydoiXTVn7\�i$R/]�mFY;S?R/d�]>\!]!R/c5g5ReQ5U5R/d�]>\ , g5R�g5TyQ5R/f�[>R>_5m5T�]�j-c1TVd�]>`
R>Q5}5Y1� ” Q5R!S*\![/Y5]!`�[/ht[>R�SFg?\!c1\!_1`>g5R/wFd�]>U1\!g5Y1}5h ” ( R>Q5}5Y5m -h) b5R-n7\!g$S*h lpr. +zdo_1Y%Q5R>_1`>fVR>[/\>]!T�_?Yki$R/]�m5]
d�^>TVU5T�c1`)S?T�U1T�[>`>m ( YX_?YFg5T�d�b5R>_1`>b5R�b5R>Q5TVT�b , T�do_1YF[>hx^>TVU5T�]>T7S?TVg5`>{VY;YFf�\tg1\!c?\�_1`/g5htTsd�]!U1\!g1Y5}5h ), R>g5YFg5TsdVnuR>{�j$]
r�]!R/{�RedoS?T�_*\!]!` , Q5R/d�b5R!_?`>b5jlb1\�W%S?htw v YX_1`/]!UF^/j>S*T�]�[/hyS*\![-\!]!`�g?\!c1\!_1`>g5j$��d�]!U1\>g5Y5}5jlS1_1mFb1\�W%S?R/{�R�f�\=S*\>g5YXm .

�k]!R>^/hxQ5R>fV[>R!_?Y5]!`�Q5R>_1`>fVR>[-\!]!T�_5m1nPR>]!bX_?��c1\>]!`e[/hyS*\!c1jlg?\!c1\!_1`>g5R/w;d�]!U?\!g5Y5}1h S1_5mFR/]=S?T�_1`>g5R/{�R�f�\=S*\>g5YXm ,
g1\=S?Re^>j/S?TV]�Y1d�Q1R!_1`/f�R>[-\!]!`�Q5U5Y5T�n , Q5U5T�S*d�]/\![!_?T�g5g5htwF[eU1\>foS?T�_1T � c5T�]eg1\!c?\�_1`/g5h)i;d�]!U1\>g5Y5} : g1\>Q5Y1dV\!]!`
[>h)iXR�S?g1R>w v YX_1`/]!U , b5R>]!R/U5htwF\>g1\�_1Y1f�Y5U5j$TV]�d�{VT�g5TVU5Y5U5R/[/\!g1g5j$��d�Y?d�]!T�nuR>w LPD g1\!c?\�_1`/g5j$��d�]!U?\!g5Y5}1j3Y
[>hyS*\>T�]�TVT PostScript- [>T�U?d�Y5� . +zdo_?YFQ5R>_1`>fVR>[/\>]!T�_?`�Q5R/d�h)_?\!TV]�fV\�S*\!g1Y5Tzb5R-n7\!g$S*R>w lpr -h, d�Y1d�]>TVn7\ LPD g5T^>j/S?T�]�{�T�g1T�U5Y5U1R>[/\>]!`�g?\!c1\!_1`>g5j$��d�]!U1\>g5Y5}5j , b?\!bFYF[/\!a [>h)iXR�S*g5R>w v YX_1`/]!U . � Q1U5R>]!Y1[>g5R-n�do_1j$c1\>T , [-\!a
[>h)iXR�S?g1R>w v YX_1`/]!UF^/j/S?T�]�c1Y5]>\!]>`e]!TVb1d�] , Q5R>_1j$c5T�g1g5htw;R>]ld�Y1d�]!TVnuh LPD, YFQ1R/d�h)_*\!]!`eg1\�Q5U1Y5g5]!TVU
d�R>R/]![>TV]>d�]>[>j$���<Y5w PostScript- b5R�S3S1_1mFg1\!c?\�_1`/g5R>wFd�]!U1\>g5Y5}5h .

+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!T PostScript- Q5U5Y5g1]!T�U%dzQ5R-do_1T�S?R>[-\!]!T�_1`>g1h�npY1g5]!T�U v T�w1d�R/n , nuR>W�g1ReY1d�Q5R!_?`>f�R/[/\>]!`
d�Y1d�]!TVnuj lprps, b5R/]!R>U?\�m;[>b5_1��c1\>T�]�[/h)iXR�S?g5R/w v YX_1`/]!U , psof, S?T�_?\>���<Y5wF]!R , c5]!RlR>Q1Y1d�\>g5R�[>hta<T . ~kR-nug5Y5]!T ,
c5]!RlQ5U5R>{VU1\>n7n7\ psof g5Tyj-c1Y5]!ht[/\>T�]�g?\!Q5TVc1\!]>\>g5g5htTsQ5R!_1`/f�R/[/\!]>T�_5m1nuY;g?\!c1\!_1`>g5htTsd�]!U1\>g5Y5}5h .

9.4.3. ��" 	��U� � �T� ��"#�% 
FreeBSD Q1R�S5S?TVUXWZY5[/\>T�]�Q1T�c1\>]!`�Q5Rkd�TV]!Y : Q5R-d�h)_1b5jkf�\=S*\>g5Y5w;g1\�j/S*\�_1TVg5g5htTyQ5U5Y5g1]!T�U5h . ~kT�c1\>]!`>��Q5Rld�T�]!Y
R>^>htc1g5R�g1\>f�ht[/\>��])S*[>TzU?\!f�g1htTyd�Y5]!jX\!}5Y1Y :

•
� \>^>R/]>\�dzQ5U5Y5g5]>T�U5R-n , Q5R!S?bX_1�ec5T�g5g1h�n�bFj/S*\!_1T�g1g5R/nujliXR/d�]!j . �shxjXd�]>\!g1\>[!_1Y1[/\!TV]!T�Q5U1Y5g5]!TVU%dsR>^/htc5g5h�n
Q5R-do_1T�S?R>[-\!]!T�_1`>g1h�npY5_1YFQ1\>U1\�_1_1T�_1`/g5h�nKY5g5]>T�U v TVw1d�R-n�g1\�R!S?g5R-nKiXR/d�]>T . �'\>]!TVn , [/hxg1\>d�]!U1\>Y5[/\>T�]!Tyd�Y1d�]!TVnuj
LPD S?_5mFR>^/TVd�Q5T�c5TVg5YXmlS?R-d�]!j$Q1\�bFQ5U5Y1g5]!T�U1jFduS?U1j-{VYXi3iXR/d�]!R>[�[kd�TV]!Y . � U?\!foS*T�_1T
~kU5Y1g5]!T�U1h , jXd�]>\>g5R>[>_1T�g1g5htT�g1\ej/S*\�_1TVg5g5h)ikiXR/d�]>\�i3R>Q1Y1d�\>g5R , b1\>b;r�]>RldoS?T�_?\>]!` .
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•
� \>^>R/]>\�dzQ5U5Y5g5]>T�U5R-n , Q5R!S?bX_1�ec5T�g5g1h�n�g5TVQ5R/d�U5ToS*d�]![>TVg5g5Reb<d�TV]!Y . ~kU1Y5g5]!TVUFY1nuTVT�]ed�T�]!TV[>R/w;Y5g5]!TVU v T�w?d ,
b5U1R/nuT ( YX_1Y<[/nuT�d�]!R ) ^/R!_1TVTz]!U1\�S?Y5}5Y1R>g5g5R/{�ReQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R>{VRtYX_1Y<Q1\!U1\!_5_1T�_1`>g5R/{�R . q)\!b1R>wFQ1U5Y5g5]!TVU
nuR>W�TV]�U1\>^>R/]>\!]!`edo_1T�S?j$���FY?n�R>^/U1\!fVR/n :

• �egFnuR!WZTV]�Q5R/g5Y1n7\!]>`eQ5U1R>]!R/b5R!_ LPD Y3S*\!W�TsQ5R�S1S?T�UXWZY5[-\!]!`eR>c5TVU5ToS*Y;fV\�S*\!g5Y1w<d�j/S*\!_1T�g1g5h)iki$R-d�]!R/[ . �
r�]!R-n�do_?j-c?\!T , R>g;U1\>^>R/]>\!TV]�Q5U5R-d�]!Reb1\!b<R>^>htc1g5htw3iXR/d�]�dsd�Y1d�]!T�nuR>w LPD.

* _5mFg?\>d�]>U5R>w5b1Y;]>\!b1R>{�R
Q5U5Y5g1]!T�U1\ldo_?ToS?j$w5]!Ty]!R/w;WZTsQ1U5R>}5T�S?j$U5T , b5R>]!R/U1\�m;R/Q5Y1dV\!g1\t[lU1\>foS?T�_1T
~kU5Y5g5]>T�U5h , j$d�]>\!g1R>[!_?T�g5g5htTzg1\�j/S*\!_1T�g1g5h)iki$R-d�]>\!i .

• �egFnuR!WZTV]�Q5R!S5S?T�U5W�Y1[/\!]>`�Q5R>_1j$c5T�g5Y1TsQ5R/]!R>b?\)S*\>g5g5h)i3Q5Red�T�]!Y . � r�]!R-n�do_?j-c?\!T , [>h ” Q5R!S?bX_1�ec1\!TV]!T ”
Q5U5Y5g1]!T�U<bFR�S*g5R/nujkY5fzi$R-d�]!R/[�[ld�T�]>Y , S?T�_?\�m;rV]!R>]�i$R-d�]eR>]![/T�]>d�]>[>T�g1g5h�nKfV\�Q5R�S5S*T�UXWZb5j3R/c5T�U5T�S?T�wFfV\=S�\!g5Y5w
YFYXi3Q5R-d�h)_1b1j3g1\�Q5U1Y5g5]!TVU . � U1\>foS?T�_1T
~kU5Y5g5]>T�U5h�dsY5g5]>T�U v TVw1d�\/nuYkS1_5mFQ1R!_1j$c5TVg5YXmFQ5R/]!R>b?\)S*\>g5g5h)i3Q5Rkd�T�]>YFQ5U5T�S*d�]/\![!_?T�g;UXm$SZd�R/[>T�]>R>[�Q5R
jXd�]>\>g5R>[/b5T�]>\>b5YXi;Q5U5Y1g5]!T�U1R>[ .

9.4.3.1. ��A��KL@1J?A�� , ZB>5@ =:KLCEI �#JLKMK ��JSK:=�Z Q�= �#J?KMK�� � �GC:>5@G= �
'sY1d�]!T�n7\ed�Q5j-_1Y5g5{�\ LPD Y?nuT�T�]e[/d�]!U5R>TVg5g5j$� Q5R�S5S*T�UXWZb5jeS1_5m<Q5R/d�h)_1b5YFf�\=S*\>g5Y5w;g?\)S?U5j${VY5TziXR-d�]!h , g?\
b5R>]!R/U5h)i3]!R!WZTyU1\!^/R>]>\>T�]�d�Y1d�]>TVn7\ LPD ( YX_?Y<d�R/[/nuT�d�]!Y1n7\!mFd LPD).

� ]>ReQ5R/f�[/R!_5m5TV]tj$d�]>\!g1R>[>Y1]!`�Q5U1Y5g5]!TVU<g1\
R�S?g5R-nPiXR/d�]>TzY<doS?T�_*\!]!`lT�{VRtS?R-d�]!j$Q5g5h�n duS?U5j${VYXi3iXR/d�]>R>[ . �eg1\�]>\!b5W�TyU1\>^>R>]/\!T�]ed�Q5U5Y1g5]!T�U?\>nuY , Y1nuT��e�FY1nuY
d�T�]>T�[>htTsY5g5]!TVU v T�w?d�h�Y<Q5R>g5Y?n7\!���<Y1nuYFQ1U5R>]!R/b5R!_ LPD.
* _5m;R>^/TVd�Q1T�c5TVg5YXm;]>\>b5R>{VR�U5R!S*\�j/S*\!_1T�g5g1R>w;Q5TVc1\!]>Y , d�g?\!c1\!_?\�jXd�]>\>g5R>[/Y5]!TsQ5U5Y5g5]>T�U%g1\�R!S?g5R/nPiXR-d�]!T , �?�������B��*"?(1���&�'�

, dsQ5R/nuR/�F`>��Q5U5R/}5ToS?j$U5h , R/Q5Y1dV\!g5g5R/w;[�U?\!foS*T�_1Ty~kU5R/d�]>\�m;g?\>d�]>U5R>w5b?\�Q5U5Y1g5]!T�U?\ . �yhtQ5R>_1g5Y5]>T
_1��^/htTzg5TVR>^!iXR!S?Y1nuhtT7S*R>Q5R>_1g5Y5]!T�_1`>g1htTzg1\/d�]!U5R/w5b5Y , b1\!b<R>Q5Y1dV\!g5R�[eU1\>foS?T�_1T� \>d�aFY5U5TVg5g1\!m;g1\>d�]!U5R>w1b1\�Q5U1Y5g5]!TVU1\ . �kTzfV\>^>j/S?`/]!TzQ5U1R>]!T�d�]!Y5U1R>[/\>]!`�Q1U5Y5g5]!TVUFY<j-^/ToS?Y1]!`/d�m , R>^>T�d�Q5TVc5Y5[-\!T�])_?Y
R>g;f�\=S*\>g5g5htTz[/R>f�nuR!WZg5R/d�]!YFd�Y1d�]!T�nuh LPD. q)\>bXWZTsQ5U1R>[>TVU5`>]>T , c5]!R #*�=./�V#��>(1670��?����� Y1nuTVT�]lQ5U1\>[>R
Y1d�Q5R>_1`>fVR>[-\!]!`�d�_1j-W�^/j LPD g1\ ,/�=��#���(?(1� � �?�����%� ( d�n . U1\>foS?T�_
�e{�U1\>g5Y5c5TVg5Y5TzQ1U5Y5TVn7\efV\�S*\!g1Y5wFd�j/S*\!_1T�g1g5h)i3iXR/d�]>R>[ ).
+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!TzQ5U1Y5g5]!TVU%dyd�TV]!T�[/h�nKY5g5]!TVU v T�w1d�R/n , d�R>[-nuTVd�]!Y1nuhtw<dsd�Y1d�]!TVnuR/w LPD, j-Q1R/n+m5g5j$]!h�n�[
R>^/d�j-W<S*T�g5Y5Y3[/htaFT �?�=���<� � B��*"?(1���&�'� ^>j/S?TV]�d�\/nKQ5U5Y5g5]>T�U , \�[�b?\!c5T�d�]![/T " �F��(*�)B��*"?(1���&�'� ^>j/S?TV]�[>h�d�]!j$Q1\!]!`
Y1n+m , b5R/]!R>U1R>Tz[/h�d�b5R/g v Y5{Vj-U1Y5U5R>[-\�_1YlS?_5m;Q5U5Y5g1]!T�U1\ . 'yn . S*R>b5jXnuT�g1]>\!}5Y1� , Q5R-d�]>\>[!_5m5T�nuj$��dsQ5U5Y5g5]>T�U5R-n
Y / Y5_1Y<d�T�]!TV[>h�n�Y5g1]!T�U v TVw1d�R-n�Q5U5Y1g5]!T�U?\ .

�����������
	����
: ���*
	�e���=���V���
	� 2¤��¢¤��¢ Hewlett Packard Laserjet, �!�l�����92����-������������������¢V�o�0�!�?¢���� text ¡V�o�-¢¥����¥�!�>�?�����!³V¢2�V���l��� ���
7�O0!����� 03����¢��V¡/���62��/�¥������¢I��>�µ�*��
/� LF �s���;�*
/¢¤���/�¥����¢*
	������¥��� CRLF, ���!�s³��!� , ��±=¢��������!´ hpif

��¢s������������¡������ 0 .

�'\!]!T�n , g1\�S?U5j${�Y5iliXR-d�]>\!i , S?_5mFb5R/]!R>U5h)i3[/h i$R/]!Y5]!TyR>^/TVd�Q5T�c5Y1]!`tS?R-d�]!j$Q<b;Q5U5Y5g1]!T�U5j , d�R/foS*\>w5]!Tzf�\!Q5Y?d�`�[eYXiv \!wX_?\!i /etc/printcap d�Rldo_1T�S?j$���<Y1nuYFb5R-nuQ5R>g1T�g5]>\/nuY :

1.
* \>w5]!TyfV\>Q5Y1d�Y;_1��^/R>TzQ1R�S1iXR�S?m5�FT�TzY1n+m .

* _5m<Q5U5R/d�]!R>]>h , R�S?g1\>b5R , Y1nuT�TV]ed�nuh�d�_<f�\=S*\>[/\!]>`�]>\!b1R>T�WZTyY1n+mFY
Q?d�T�[!S?R>g1Y1nuh , b1\>bFYFg?\tiXR/d�]!TzQ5U1Y5g5]!TVU1\ .

2. �l\!U1\>b5]!TVU5Y1d�]>Y5b5j lp R-d�]>\>[>`>]>T�Q5jXd�]!R/w , j$b1\>fV\![�r�]!Rem5[>g5R (:lp=:).

3. 'sR/foS*\>w5]!Tsb1\!]>\!_1R>{yd�Q5j-_1Y1g5{V\eY;j$b1\�WZY5]>TsTV{�RenuT�d�]!R/g1\�iXR>W<S*T�g5Y5Ts[�i5\>U1\!b5]>T�U5Y1d�]!Y5b5T sd. 'sY1d�]!TVn7\ LPD
^/j/S?T�]ld�R!iXU1\>gXm5]!`�f�\=S*\>g5YXm;[lg5TVn , Q5U5T�W%S?Tyc5T�n�R>g1Y;^>j/S?j$]�Q1R/do_?\>g5h g1\�i$R-d�]�Q1U5Y5g5]!TVU1\ .
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4.
� b1\�WZY5]>TsY1n+m<iXR/d�]/\�Q5U5Y1g5]!T�U?\�[eb1\!c5T�d�]![/TzfVg1\!c5TVg5YXm;i5\>U1\!b5]>T�U5Y1d�]!Y5b5Y rm.

5.
� b1\�WZY5]>TsY1n+m%Q5U5Y5g1]!T�U1\eg1\ �?�=���%�sB���"1(?�%� ��� [eb1\!c5T�d�]![/TsfVg1\!c1T�g5YXm3i5\>U1\!b5]>T�U5Y1d�]!Y5b5Y rp.

�sR/]�YF[-d�T . �kTzg5j-WZg5RlQ5T�U1T�c5Y1d�_5m5]!` v YX_1`/]!U5hxQ5U5TVR>^/U1\!fVR>[/\>g5YXm , U1\!f�nuT�U5h�d�]!U1\>g5Y5}5h�Y;[>R/R>^>�<T�g5Y5c1T�{�R
^>R!_?`>aFTz[ v \!w5_1T /etc/printcap.
� \>dVd�nuR>]>U5Y1n�Q5U1Y1nuT�U . �3\tiXR/d�]!T rose TVd�]>`tS?[-\�Q5U5Y1g5]!T�U?\ , bamboo Y rattan. ��h�Q5R/f�[>R>_1Y1nKQ5R>_1`>fVR>[-\!]!T�_5m1n
i$R-d�]>\ orchid Q1T�c1\>]>\!]!`lg1\�r�]!Y<Q5U5Y5g5]>T�U5h . �yR>] v \>wX_ /etc/printcap S1_5m;iXR-d�]>\ orchid ( Y5fsU1\!f�S?T�_*\
�sb5_1��c5TVg5Y5Ty[>hyS*\>c5Y;g1\>c1\�_?`>g5h)i3d�]!U?\!g5Y5} ). ��g5T�n�j-WZTzT�d�]!`lfV\>Q5Y1d�`tS1_5mFQ5U1Y5g5]!TVU1\ teak; nuhxS?R>^-\![>Y5_1YlS?[>T
fV\!Q1Y1d�YkS?_5mFQ5U5Y1g5]!T�U1R>[lg1\tiXR/d�]!T rose:

#
# /etc/printcap ����������	�
�� orchid - ���� �������
�� ( ����������
 
 ��� ) ��� ��
�
���� � 
�� rose
#

#
# teak - ������������
 � � � ����
�
���� ; ��
 ��� ����� � ����
 
�� ����	 ����� 	�
 ����
�
���� orchid:
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/ifhp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

#
# rattan ��� ����� � ����
 � rose; ����	 ������
� ��� ����
 ������ � rattan 
�� ����	�
 rose:
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:lp=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

#
# bamboo 
�� ��� ��� ���� � ����
 � rose:
#
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\

:lp=:rm=rose:rp=bamboo:sd=/var/spool/lpd/bamboo:

�'\!]!T�npS?R/d�]>\!]>R>c5g5Re]!R!_?`>b5Rld�R>f�S*\!]>`�b1\>]>\�_1R/{�YFd�Q5j-_1Y5g5{�\�g1\ orchid:

# mkdir -p /var/spool/lpd/rattan /var/spool/lpd/bamboo
# chmod 770 /var/spool/lpd/rattan /var/spool/lpd/bamboo
# chown daemon:daemon /var/spool/lpd/rattan /var/spool/lpd/bamboo

qsTVQ5T�U1`eQ5R>_1`>fVR>[-\!]!T�_1YkiXR/d�]/\ orchid nuR>{Vj-]�Q5T�c1\>]>\!]>`eg1\�Q5U5Y5g1]!T�U5h rattan Y bamboo. +zd�_1Y , g?\!Q5U5Y?nuT�U ,
Q5R!_1`/f�R/[/\!]>T�_1`tg1\ orchid [>htQ5R>_1g5Y5]eb5R/n7\>g$S?j
% lpr -P bamboo -d sushi-review.dvi

d�Y1d�]!TVn7\ LPD g1\ orchid ^>j/S?T�]�b5R>Q5Y1U5R>[-\!]!`�f�\=S*\>g5Y5Ts[�b1\>]>\�_1R/{sd�Q5j-_1Y5g5{�\ /var/spool/lpd/bamboo Y
j-c1]!T�] , c5]!RlQ5T�c?\!]>\>T�]>d�mFfV\�S*\!g5Y1T DVI.

| \!b;]!R>_1`>b1R�g1\�i$R-d�]!T rose Q1R!m5[>Y1]>domFnuT�d�]!Rl[�b1\>]>\�_?R>{�Tyd�Q5j-_1Y1g5{V\
Q5U5Y5g5]>T�U1\ bamboo, S?[>T)d�Y1d�]!TVnuh LPD Q5TVU5ToS*\�S?j$] v \>wX_Fg1\�i$R-d�] rose.

	 \>wX_<^/j/S?T�]�W<S�\!]!`e[�R>c1T�U5T�S?YFg1\ rose
Q5R>b1\ , g1\!b1R>g5TV} , g5Ty^>j/S?T�]eg1\!Q1T�c1\>]>\!g . �eg;^>j/S?TV]�Q5U5TVR>^/U1\!fVR>[/\>geY1f v R/U1n7\!]>\ DVI [ PostScript ( Q5R-d�b5R>_1`>b5j
bamboo m5[>_5m5T�]/dom PostScript- Q5U5Y5g1]!T�U5R-n ) g?\�iXR/d�]!T rose.
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9.4.3.2. ��A��KL@1J?A�� > �KL@1J?A �JLDE>1=���WQ � P�RLC��#Z
�:JLK EPWR:CL@ CEFG=�Q�=:KMK�� �SR:CY>5J @ 
�3\>d�]>R�Q5U5Y%Q5R>b1j-Q1b5Tsd�T�]!TV[>R>wFb1\!U5]>h S1_5mFQ1U5Y5g5]!TVU1\lnuR!WZg5R�Q1U5Y5R>^/U5TVd�]!Y3S*[>Tz[/T�U1d�Y5Y : rVnuj-_1Y1U5j$���Fj$� d�Q5j-_1TVU
( ^/R!_1TVTuS?R>U1R>{V\!m3[>T�U?d�YXm ) YX_1Y<Q5U5R/d�]!RlQ5R>fV[>R!_1m5���Fj$��Q1U5Y5g5Y1n7\>]!`lg1\�Q1U5Y5g5]!TVU3S*\>g5g5htTy]>\!b , b1\!b<TVdo_?YF^>h
Y1d�Q5R>_1`>fVR>[-\�_?d�mlQ5R-do_1T�S?R>[-\!]!T�_1`>g1htw3YX_1YFQ?\!U1\!_5_1T�_?`>g5htw;Q1R>U5] ( ^/R!_1TVTuS?T�a<T�[-\�m;[>TVU1d�Y5m ). � r�]>R/n�U1\>foS?T�_1T
R>Q5Y1dV\!g5R , b1\!bFY1d�Q5R>_1`>fVR>[-\!]!`�^/R!_1TVT7S?TVa �V[>j$��[/T�U1d�Y5� . (3d�Q5R!_1`/f�R/[/\!g1Y5T7^>R>_1T�TuS*R>U5R/{�R>wF[>T�U?d�Y5Y;R/Q5Y1dV\!g5Re[
Q5U5ToS*hyS?j$�FTVn�U1\!f�S?T�_1Ty~kU5Y5g5]>T�U5h , j$d�]>\!g1R>[!_?T�g5g5htTzg1\�j/S*\!_1T�g1g5h)iki$R-d�]>\!i .
	 R/U1n7\!] v \!wX_*\ /etc/printcap Q1R>f�[/R!_5m5TV]tj$b1\!fVht[/\!]>` , b1\!b1R>w;Q5R-do_1T�S?R>[-\!]!T�_1`>g1htw3YX_1YFQ?\!U1\!_5_1T�_?`>g5htw
Y5g5]!TVU v T�w1dsY1d�Q5R!_1`/f�R/[/\!]>` , Y ( Q5U5Y;Y1d�Q5R!_?`>f�R/[/\>g5Y5Y3Q5R-do_1T�S?R>[-\!]!T�_1`>g5R/{�RtY5g1]!T�U v TVw1d�\ ), b1\!b5j$��j$d�]>\!g1R>[>Y1]!`
d�b5R/U5R/d�]!` , Y1d�Q5R!_?`>f�R/[/\>]!`t_1Y<j-Q1U1\![>_1T�g5Y1TzQ5R/]!R>b5R-n , U1\!f�nuT�U;R/]>d�]>j-Q1R>[tS?_5mF]>\>^>j-_5m5}5Y5w , Q5U5TVR>^>U?\!f�R/[/\>g5Y5T
d�Y1nu[/R!_1R/[�g5R>[/R>w;d�]!U5R>b1YFY3S*U5j${�Y5TyQ1\!U?\>nuT�]>U5h . �kR�g1T�]kd�Q5R-d�R>^-\)j$b1\!fV\>]!`�Q1R�S?bX_?��c5TVg5Y5TybFQ5U5Y1g5]!T�U1j ,
Q5U5R/d�_1j$aFY5[-\!�e�FTVnuj TCP/IP YX_1Y;S?U5j${�R/wFd�TV]!T�[/R>w;Q5R/U5] .
* _5m;Q5R/d�h)_1b5Y;S*\!g5g1h)ikg?\�Q5R!S?bX_1�ec5T�g5g1htw<b%d�T�]>YFQ5U5Y1g5]!T�U , g1\�S?R�U1\>f�U1\>^>R/]>\!]!`�Q1U5R>{VU1\>n7nujk[>f�\!Y1nuR!S?T�w?d�]![/YXm ,
b5R>]!R/U5j$��nuR>{Vj$]�[>htfVht[/\!]>`�]!T�b?d�]!R/[>htw v YX_?`>]!U3Y v Y5_1`>]!U1hxQ5U5T�R/^>U1\>f�R/[/\!g1Y5w . �yR/]�R�S?Y1g;Y5fzQ1U5Y1nuT�U1R>[ : d�b5U1Y5Q5]
netprint Q5U1Y5g5Y1n7\>T�]l[/d�T�S*\!g1g5htTsd�Red�]/\!g$S*\>U5]!g5R/{�Re[!iXR�S?g1R>{�R�Q5R>]!R/b1\�Y<Q5R/d�h)_?\!TV]�YXi;g1\�Q5U5Y5g1]!T�U ,
Q5R�S?b5_1��c5TVg5g5htw<b<d�TV]!Y . ��h�j$b1\!fVht[/\>TVnPY1n+m;iXR/d�]>\�Q1U5Y5g5]!TVU1\e[�b1\>c5TVd�]![>TyQ5T�U5[/R>{VR�\!U5{VjXnuT�g5]>\ , \�g1R/nuT�U
Q5R>U5]/\ , b<b5R>]!R/U5R/nujkg1\�S?R�Q1R�S?bX_?��c1\>]!`/d�m - [eb1\!c5T�d�]![/Tz[/]!R>U5R/{�R�\>U5{�jXnuTVg5]>\eb5R/n7\>g$S?h netprint.

� c1]!Y5]!T , c5]!R
Q5R�S5S*T�UXWZY5[-\!T�]/dom;]!R>_1`>b5ReR�S?g1R/d�]>R>U5R/g5g5T�Tz[>fV\>Y1nuR�S*T�w1d�]![>Y5T ( d���' FreeBSD g?\�Q5U1Y5g5]!TVU ); nug5R/{�Y5T)d�TV]!T�[/htT
Q5U5Y5g5]>T�U5h�Q1R�S5S?TVUXWZY5[/\>��]�S?[>jXd�]>R>U5R/g5g5T�Ts[>f�\!Y1nuR!S?T�w1d�]![>Y1T , YF[/h�nuR!WZT�]>TsfV\!iXR>]!TV]!`�TV{�R�Y?d�Q5R>_1`>fVR>[/\>]!` ( S1_5m
Q5R!_1j$c5TVg5YXmFd�R/d�]>R!m5g5YXm;Q1U5Y5g5]!TVU1\ , j$c5T�]>\eYF] . Q .).

#!/usr/bin/perl
#
# netprint - ������	�
���� ������������
������� ����� 
�
������ , ��� ���� � ����
�
�������� 	 ��
��
# ��	�
���
��������
 � /usr/local/libexec/netprint
#
$#ARGV eq 1 || die "Usage: $0 <printer-hostname> <port-number>";

$printer_host = $ARGV[0];
$printer_port = $ARGV[1];

require ’sys/socket.ph’;

($ignore, $ignore, $protocol) = getprotobyname(’tcp’);
($ignore, $ignore, $ignore, $ignore, $address)

= gethostbyname($printer_host);

$sockaddr = pack(’S n a4 x8’, &AF_INET, $printer_port, $address);

socket(PRINTER, &PF_INET, &SOCK_STREAM, $protocol)
|| die "Can’t create TCP/IP stream socket: $!";

connect(PRINTER, $sockaddr) || die "Can’t contact $printer_host: $!";
while (<STDIN>) { print PRINTER; }
exit 0;

�'\!]!T�n�nuR!WZg5RlY1d�Q1R!_1`/f�R>[-\!]!`trV]!R>]ld�}5TVg1\!U1Y5wF[eU1\!f�_1Y5c5g5h)i v Y5_1`>]!U?\�i . ~kj$d�]!`�j3g?\>d�T�d�]!`kd�]>U5R>c5g1htwFQ5U5Y1g5]!T�U
Diablo 750-N, Q5R�S*bX_1��c1T�g5g5htw<b<d�T�]!Y . ~kU5Y5g5]>T�UFQ1U5Y5g5Y1n7\>T�]�S*\!g1g5htTzg1\eQ5TVc1\!]!`ec5T�U1T�fyQ5R>U5] 5100. (3n+m;iXR/d�]/\
S1_5mFQ5U1Y5g5]!TVU1\ - scrivener. �yR>]e]!T�b1d�]!R>[/htw v YX_1`/]!U3S?_5mFr�]>R>{�ReQ5U5Y5g1]!T�U1\ :
#!/bin/sh
#

264



�µ#��! !�
9.
�%� �5�!��

# diablo-if-net - � ����	�
�� ����� �������
 � ���� � ����
�
������ Diablo ‘scrivener’,
# ������	 �� ������� � ������ ������
 5100. ��	�
 ��
��������
 � /usr/local/libexec/diablo-if-net
#
exec /usr/libexec/lpr/lpf "$@" | /usr/local/libexec/netprint scrivener 5100

9.4.4. � �L�U���9 	�" �  �"  !���T����� ���������9 �� � �  ��T�#"!�U�
� rV]!R/n�U1\!f�S?T�_1TyQ5U5T�S*d�]/\![!_?T�g1\�Y5g v R>U?n7\!}5YXm;R/^�R>{VU1\!g1Y5c5T�g1Y5Y3S?R-d�]!j$Q1\�bFQ5U1Y5g5]!TVU5j . 'sY1d�]>TVn7\ LPD
Q5R>fV[>R!_1m5T�]tj$Q5U1\>[!_5m5]!`e]!TVn , b5]!RlnuR!WZT�]lR>^/U1\!�%\!]!`-domkbFQ5U1Y5g5]!TVU5j , b1\!bF_1R>b?\�_1`/g5R , ]>\>bFY;j/S*\!_1T�g1g5R , dVnuR>{�j$]�_1Y
R>g5Y;Q1T�c1\>]>\!]!`lg5T�d�b5R>_1`>b5R�b5R>Q5Y1w , g1\/d�b5R>_1`>b1R�^>R>_1`>a<Y1nuY;nuR>{Vj-]e^>ht]!`eYXi;fV\�S*\!g5Y5m;YFg1\/d�b5R>_1`>b5RenuR>{�j$]
U1\!fVU1\>d�]>\!]!`-dom3R>c1T�U5T�S?YFQ5TVc1\!]>Y .

9.4.4.1.
� N6AL=:K� �MJLK MJ�F C
�  �MJB>5@BIG=FGCER �D

'sY1d�]!T�n7\ LPD Q1R>f�[/R!_5m5TV]�Q5R>_1`>fVR>[/\>]!T�_1m1n _?T�{�b1ReQ5TVc1\!]/\!]!`eg5TVd�b5R!_1`/b5R�b5R/Q5Y5w v \!wX_?\ . ~kR!_1`/f�R/[/\!]>T�_1Y;nuR/{�j$]
Q5T�c1\>]>\!]>`�fV\�S*\!g1YXmFdzQ1R/nuR>�<`>��b5R/n7\>g$S?h lpr -#5 ( g1\>Q5U5Y1nuTVU ) YFQ5R>_1j$c1\!]>`�QXm5]!`eb5R>Q1Y5wFb1\!W%S?R>{VR v \!w5_?\t[
fV\=S�\!g5Y5Y . ��R/U5R>a<R�r�]!RlYX_1Y<g5T�] - U5TVa<\>]!`e[-\>n .

+zdo_1Y<[>h�d�c5Y5]>\>T�]!T , c5]!Rknug5R/{�R>c1Y1do_1TVg5g5htTsb5R>Q5Y1YF]!R>_1`>b5ReY5f�g?\!aFY1[/\!�e]�[/\>aFY;Q5U1Y5g5]!TVU5h , nuR>W�TV]!TyR>]!bX_?��c5Y5]>`
R>Q5}5Y1� -# b5R-n7\!g$S*h lpr(1), S*R>^/\>[>Y5[)i5\>U1\!b5]>T�U5Y1d�]!Y5b5j sc [ v \>wX_ /etc/printcap.

| R>{oS�\�Q5R>_1`>fVR>[/\>]!T�_?Y
Q5R>aF_1��]efV\=S�\!g5YXmFdzR>Q5}1Y5T�w -#, R>g5Y<j-[/Y$S1m5] :
lpr: multiple copies are not allowed

� c5]!Y1]!T , c5]!RlTVd�_1Y;[>hxg?\>d�]>U5R>YX_?YFj/S*\�_?T�g5g5htw;S?R/d�]!j$Q;bFQ1U5Y5g5]!TVU5j ( d�n . U1\>foS?T�_
~kU5Y5g5]!TVU5h , jXd�]>\!g5R/[!_1TVg5g5htT�g?\�j/S*\!_1T�g5g1h)iliXR-d�]>\!i ), g5T�R/^!iXR�S*Y1nuR�fV\�S*\!]>`�i5\!U1\>b5]!TVU5Y1d�]>Y5b5j sc ]>\>bXWZTsY<[v \!wX_?\!i /etc/printcap j/S*\�_?T�g5g5h)ikiXR/d�]!R>[ , Y5g1\!c1TsQ5R>_1`>fVR>[-\!]!T�_1Y3[/d�TzU1\>[>g5R�dVnuR>{Vj-]eQ5R/d�h)_?\!]>`�fV\�S*\!g1YXm;d
g5TVd�b5R!_1`/b5Y1nuY;b1R>Q5YXm1nuY%d7S*U5j${�YXi3iXR/d�]!R>[ .
� \>dVd�nuR>]>U5Y1n�Q5U1Y1nuT�U . �yR>] v \>wX_ /etc/printcap S1_5m3iXR/d�]>\ rose. ~kU5Y5g5]!TVU rattan [/Q5R!_1g1Tzg1\�S?T�WZT�g ,
Q5R>rV]!R/nuj3nuhxU1\>f�U5TVaFY1nKQ5TVc1\!]/\!]!`eg1\tg5TV{�R�g1TVd�b1R!_1`/b5R�b5R/Q5Y5w , g5R�_?\!fVT�U5g5htwFQ5U5Y5g5]>T�U bamboo g5T�d�b5R>_1`>b1R�^>R>_1T�T
Y5f�g5R/aFTVg , Q5R/r�]!R-nujknuh�R>]!bX_?��c5Y1n�S1_5mFg1T�{�ReQ5T�c?\!]!`eg5TVd�b5R!_1`/b5YXi3b5R>Q1Y5w , S*R>^/\>[>Y5[)i5\>U1\!b5]>T�U5Y1d�]!Y5b5j sc:

#
# /etc/printcap ����������	�
�� rose - ��� � ��� ��� � 
 ��������
� 
���	 �������� ���������� ��
�� bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

qsTVQ5T�U1`eg1\/n�]>\>bXWZTsg5j-WZg5R�S?R>^-\![>Y1]!`ti5\!U1\>b5]!TVU5Y1d�]>Y5b5j sc [ v \!wX_1T /etc/printcap g1\�iXR/d�]>T orchid ( YFU1\>f
j/W nuh�T�{�RlnuT�gXm5T�n , S*\>[/\>w5]!T�R/]!bX_1�ec5Y1n�Q1T�c1\>]!`eg1TVd�b1R!_1`/b5YXi3b5R>Q5Y1wkS1_5mFQ1U5Y5g5]!TVU1\ teak):
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#
# /etc/printcap ����������	�
�� orchid - � 
 � � � ����
�� ��������
� 
���	 �������� ���������� ��
��
# �����������
�� � ����� 
�
������ teak ��
�� ����������
�
�� � ������
�
 ����� bamboo
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sd=/var/spool/lpd/teak:mx#0:sc:\
:if=/usr/local/libexec/ifhp:\
:vf=/usr/local/libexec/vfhp:\
:of=/usr/local/libexec/ofhp:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:lp=:rm=rose:rp=rattan:sd=/var/spool/lpd/rattan:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:lp=:rm=rose:rp=bamboo:sd=/var/spool/lpd/bamboo:sc:

' Q5R/nuR/�F`>��i5\!U1\>b5]!T�U1Y1d�]!Y1b5Y sc nuh�Q5U5ToS*R>]![/U1\!�%\!TVnKY?d�Q5R>_1`>fVR>[/\>g5Y5T7b5R-n7\!g$S*h lpr -#, g5R�rV]!Reg1TynuTVa<\!TV]
Q5R!_1`/f�R/[/\!]>T�_5m1nPQ5U5R-d�]!Re[>htQ5R>_1g5Y5]>`�b5R-n7\!g$S?j lpr(1) g5T�d�b5R>_1`>b5ReU1\!fsYX_1Y<Q5U5R/d�]!RlQ5R/d�_?\!]!`eR�S?Y1g;YF]!R/]�WZT v \!wX_
g5TVd�b5R!_1`/b5R�U1\>fs[eR�S?g1R/nKfV\�S*\!g1Y5YFdo_?ToS?j$���<Y1n�R/^>U1\>f�R/n :

% lpr forsale.sign forsale.sign forsale.sign forsale.sign forsale.sign

+zd�]!`knug5R/{�Red�Q5R/d�R>^/R>[tQ5U5T�S?R>]>[>U1\>]!Y5]!`l]>\!b1R>Tzg1T�b5R/U5U5T�b1]!g5R>TyY1d�Q5R!_1`/f�R/[/\!g1Y5T ( [/bX_1�ec1\�m;TV{�R�Y1{�g5R/U5Y5U5R/[/\!g1Y5T ),
b5R>]!R/U5htTz[/h�nuR!WZT�]>TsU1\>f�U1\>^>R/]>\!]!`ed�\>nuR-d�]!R>m5]!T�_?`>g5R .

9.4.4.2.
� N6AL=:K� �MJLK MJSQUC:>1@1Z?R:=�F�RMA��K?@1JLAL=��

�sh�nuR>WZT�]!Tyj$Q5U1\![>_5m5]!`e]!TVn , b5]!RlYFg1\�b1\!b5Y1TsQ5U1Y5g5]!TVU5h�nuR>W�TV]�Q5TVc1\!]>\>]!` , dzQ5R-nuR>�<`>��nuT�iX\>g5Y5f�n7\�{VU5j$Q5Q
UNIX Y;i5\>U1\!b5]>T�U5Y1d�]!Y5b5Y rg [ v \!wX_1T /etc/printcap. ~kU5R-d�]!ReQ5R/nuT�d�]!Y1]!TsQ1R!_1`/f�R>[-\!]!T�_1T�w , b5R>]!R/U5h�n
g5T�R/^!iXR�S?Y?nuR�Q5U5T�S?R/d�]>\![/Y5]!`tS*R/d�]>j-Q<b;Q5U5Y1g5]!T�U1j , [�R/Q5U5T�S?T�_1TVg5g5j$� {�U5j$Q5Q5j , a fV\>]!TVnKj$b1\!W�Y1]!TsrV]!j3{�U1j-Q1Q5j3[
b1\!c5T�d�]![/TzfVg1\!c5TVg5YXm3i5\!U?\!b5]!TVU5Y1d�]!Y5b5Y rg.

~kR!_1`/f�R>[-\!]!T�_1Y , g5Ty[!iXR�S?m5�FY5T�[er�]!j3{VU5j$Q5Q5j ( [>bX_1�ec1\�m root) ^>j/S?j$]�Q1R!_1j$c1\>]!`�j$[>T�S?R/n+_?T�g5Y5T lpr: Not a

member of the restricted group Q5U5Y%Q5R/Q5ht]!b5TsQ5T�c1\>]>\!]>`eg1\�b5R>g1]!U5R!_?Y5U5j$TVnuhtw<Q5U5Y5g5]>T�U .| \!b;Y<[edo_?j-c?\!Tsdzi5\!U1\>b5]!TVU5Y1d�]>Y5b5R>w sc ( Q1R�S*\>[>Y5]!`�[>hyS*\>c5jkg5TVd�b5R!_1`/b5YXikb5R>Q1Y5w ), Q5U5Y<g5T�R/^!iXR�S?Y?nuR/d�]>Y , g1\=S*R
j-b?\!f�ht[-\!]!`�iX\>U1\!b1]!T�U5Y?d�]!Y5b1j rg YFg1\�j>S�\�_1TVg5g5h)ikiXR/d�]/\�i , Y1nuT��e�FYXikS*R/d�]>j-Q<bF[-\!aFY?nKQ5U5Y5g5]>T�U1\/n ( dVn . U1\>foS?T�_~kU5Y5g5]!TVU5h , jXd�]>\!g5R/[!_1TVg5g5htT�g?\�j/S*\!_1T�g5g1h)iliXR-d�]>\!i ).

�3\!Q5U5Y?nuT�U , S�\![/\>w5]!TsU1\!fVU5T�a<Y1nK[/d�TVn�R/^>U1\>�<\!]>`/domkbFQ1U5Y5g5]!TVU5j rattan, g5Rl]!R!_?`>b5ReQ5R!_1`/f�R/[/\!]>T�_1Y3{VU5j$Q5Q5h
artists dVnuR>{�j$]eY1d�Q5R>_1`>fVR>[-\!]!`tQ5U1Y5g5]!TVU bamboo. �yR/]�f�g1\>b5R/nuhtwFj/WZT v \!wX_ /etc/printcap S?_5m;iXR/d�]>\
rose:

#
# /etc/printcap ����������	�
�� rose - � ������
 ������
 ��� ��������� � ���� bamboo
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
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:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

* \![/\>w5]!T�g1Ts^/j>S*TVn�nuT�g5m5]!`�S*U5j${�R>w<U1\>dVd�n7\>]!U5Y5[-\!TVnuhtw v \!wX_ /etc/printcap (S1_1m;iXR/d�]/\ orchid).
| R>g5TVc5g5R ,

[�U5TVf�j-_1`>]/\!]!T , _1��^/R>w;Q1R!_1`/f�R>[-\!]!T�_1` orchid nuR!WZTV]�Q5TVc1\!]>\>]!`�g?\ bamboo. �yR>f�nuR!WZg5R , g?\�iXR/d�]!T orchid
j-c1T�]!g5h)i;f�\!Q5Y?d�T�wFYF]>\>bFg5T�nug5R>{VR , Y;[/hxiXR>]!Y1]!T , c5]>R>^>h�[/d�TsR>g5YFY1nuT�_1YFS?R-d�]!j$Q;b<Q5U5Y5g5]>T�U5j . (l_?YFg5TV] .

, �!�µ�.-��������
: � 
103����������¢V�����7��£)¢¥�z¡/�?���7�!�
7���2�/�V�7���9� 4 �������!³V¢�������0�49�o������� .

9.4.4.3. �9CEKL@BALC
���)AL=?X � JLALCEISR:C:> � � =BJ
��� �SX1=BQ�=LK��D
+zdo_1Y<bFQ5U1Y5g5]!TVU5j3R>^/U1\!�%\!T�]/dom3g5TVd�b5R!_?`>b5ReQ5R!_1`/f�R/[/\!]>T�_1TVw , [/\/n , [/R>f�nuR!WZg5R , Q1R>g1\�S?R>^/Y5]!`/d�m;jXd�]>\>g5R>[/Y5]!`
R>{�U?\!g5Y5c1T�g5Y5Tsg1\�n7\>b1d�Y?n7\�_1`/g5htwFU1\>fVnuTVU v \!wX_?R>[ , b1R>]!R/U5htTzQ5R>_1`>fVR>[/\>]!T�_?Y;nuR>{�j$]eQ5R/d�h)_?\!]!`l\!g;Q1T�c1\>]!` . �
b5R>g5TVc5g5R-nKY5]!R>{VT , U1\!f�nuT�U v \>wX_1R>[/R>w;d�Y1d�]!T�nuh , [�b1R>]!R/U5R>w;g?\�iXR�S1m5]/dom;b1\>]>\�_1R/{�YFd�Q5j-_1Y5g5{�\ , R/{�U1\>g5Y5c5TVg , YFg?\=S?R
{V\!U?\!g5]!Y1U5R>[-\!]!` , c5]!R�[lg5T�n�R/d�]>\!g5TV]>domFnuT�d�]!R�S1_5m<fV\=S�\!g5Y5w3S?U5j${�YXi;Q1R!_1`>fVR>[-\!]!T�_1T�w .

'sY1d�]!T�n7\ LPD R/{�U1\>g5Y5c5Y1]!`ln7\>b1d�Y?n7\�_1`/g5R)S?R/Q5jXd�]!Y1nuhtw%U1\>fVnuT�U v \!wX_?\�[�f�\=S*\>g5Y5YFdsQ5R/nuR/�F`/�
iX\>U1\!b1]!T�U5Y?d�]!Y5b1Y mx.

� \>fVnuT�U<fV\�S*\!TV]>dom;[e^!_1R/b1\�i , U1\>fVnuT�U<b5R>]>R>U5h)i , BUFSIZ, d�R/d�]/\![!_1m5T�] 1024 ^-\!w5]>\ . +zd�_1Y
fV\=S�\!]!`er�]!R/w3i5\!U1\>b5]!T�U1Y1d�]!Y1b5TsfVg1\!c1T�g5Y5Tyg5R>_1` , U1\>fVnuTVU v \!w5_?\tR>{VU1\!g1Y5c5Y5[-\!]!`-dom3g5Ts^/j/S?T�] ; R!S?g1\!b1R , TVd�_1Y
iX\>U1\!b1]!T�U5Y?d�]!Y5b?\ mx [/R>R>^/�FT7g5TyfV\�S*\!g?\ , ]!Rl^>j/S?T�]�Y1d�Q5R>_1`>fVR>[-\!]!`-dom;d�]>\>g$S*\>U5]!g5R/TzR>{VU1\!g1Y5c5T�g1Y5T - 1000 ^!_1R/b5R>[ .

, �!�µ�.-��������
: � 49�������!³V¢����V¢s�����!�?¢��O0>¢¥��� 03���s§ � �$§�� ���§¤1§�¨�©!© , �t¨�«t�J�V¡- 7¢��1�e���.2��*¢��o�92¥���-������0 .

'sY1d�]!T�n7\ LPD g1TsR/]!b1\�WZTV]>domFQ1T�c1\>]>\!]!` v \!wX_<^>R!_?`>aFTyn7\!b1d�Y1n7\�_?`>g5R)S*R>Q5jXd�]>Y1nuR>{VRtS1_5m<Q5U5Y5g5]>T�U1\eU1\!f�nuT�U1\ .
�ynuT�d�]!Rer�]!R/{�R , R>g1\�Q5R/d�]>\![/Y5]�[lR>c5TVU5ToS*`�c1\/d�]!` v \!wX_?\)S?Ref�\=S*\>g5g5R>{VR�Q5U5T�S?T�_*\ , Y<R>g1\�^>j/S?T�]�g1\!Q5TVc1\!]/\!g1\ .
�ld�]>\!_1`>g5R/T�g5Ty^>j/S?TV]�g1\!Q1T�c1\>]>\!g5R . ~kU1\>[>YX_1`/g5R/d�]!`t]>\>b5R>{VR�Q5R/[>ToS*T�g5YXm;g5Ty^>T�d�d�Q5R>U5g?\ .
* \![/\>w5]!T�jXd�]>\!g5R/[>Y1nKR/{�U1\>g5Y5c5TVg5YXmkS1_1mFQ5U5Y5g1]!T�U5R/[eY1fsg1\>aFYXi3Q5U1Y1nuT�U5R/[ , rattan Y bamboo. ~kR/d�b1R!_1`/b5j
PostScript-

v \>wX_1h r�]!Y5i3i$j/S?R>WZg5Y5b5R/[�R>^/htc5g5R�^/ht[/\>��]�[/TVd�`-n7\t^>R>_1`>a<Y1nuY , nuh�R>{�U?\!g5Y5c1Y1nKYXi;U1\>fVnuT�UFQXm5]!`>�
nuT�{V\>^/\>w5]>\>nuY . ��h�g5Ty^>j/S?T�nKR>{�U?\!g5Y5c1Y5[/\>]!`�Y1d�Q5R!_?`>f�R/[/\>g5Y5T7R>^/htc5g5R/{�R�]!TVb1d�]!R/[>R/{�R�d�]!U5R>c1g5R>{VR�Q5U5Y1g5]!T�U?\ :
#
# /etc/printcap ����������	�
�� rose
#

#
# ����� � ������
 ������
 ��� 
�� ��� � ����� ��� ����
 ��� :
#
rattan|line|diablo|lp|Diablo 630 Line Printer:\

:sh:mx#0:sd=/var/spool/lpd/rattan:\
:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:

#
# ����� ��������� ����� - 
�� � ������� ����
�� ��� � ����� � 
 :
#
bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\

:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000:\
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:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:

�eQXm5]!`�]/\!b5Y , R>{VU1\!g5Y1c5T�g5Y5m;Q5U5Y1nuTVgXm5��]>d�m<]!R>_1`>b1RtS1_5mF_1R>b1\!_1`>g1h)ilQ5R>_1`>fVR>[/\>]!T�_?T�w . +zd�_1YF[/h�g1\/d�]!U5R/YX_1Y
j>S�\�_1TVg5g5htwkS?R-d�]!j$Q<bFQ5U5Y1g5]!T�U?\>n , S?_5mFj/S*\�_?T�g5g5h)i3Q5R>_1`>fVR>[-\!]!T�_1T�w3rV]!YFR/{�U1\!g1Y5c5T�g1YXm;g5TzS?T�w1d�]![>j$�e] . �3\�S?R
fV\=S�\!]!`�iX\>U1\!b1]!T�U5Y?d�]!Y5b1j mx YF[ v \>wX_?\!i /etc/printcap j/S*\�_1TVg5g5h)ikiXR/d�]!R>[ . ;yR>_1T�T�S?T�]>\!_1`>g1j-�Y5g v R>U?n7\!}5Y5��Q5Rlj>S�\�_1TVg5g5R>wFQ5T�c1\>]!Y<dVn . [lU1\!f�S?T�_1Ty~kU5Y5g5]>T�U5h , j$d�]>\!g1R>[!_?T�g5g5htTzg1\�j/S*\!_1T�g1g5h)iki$R-d�]>\!i .

+zd�]!`lT��<TzR!S?Y5gFd�Q5T�}5Y?\�_1Y5fVY5U5R/[/\!g1g5htw;d�Q5R-d�R/^�R>{VU1\!g5Y1c5Y5]!`eU1\!f�nuT�U;f�\=S*\>g5Y5w;Q5TVc1\!]>Y<d�j/S*\!_1T�g1g5h)i3Q5U5Y5g5]>T�U5R/[ ;
d�n . U1\>foS?T�_ �e{VU1\!g5Y1c5T�g5Y1TzQ5TVc1\!]!Y<fV\�S*\!g5Y1wFdzj/S*\!_1T�g1g5h)iki$R-d�]!R/[ .

9.4.4.4.
� N6AL=:K� �MJLK MJ�R?J��E=B@ �X1=BQU=:K �DW>)Z Q�= �#J?KEK � � �GC:>1@ CEI

'sY1d�]!T�n7\ed�Q5j-_1Y5g5{�\ LPD R/^>T�d�Q5TVc5Y5[/\>T�]tg5T�d�b5R>_1`>b1R�d�Q5R-d�R/^>R>[�R>{�U?\!g5Y5c1Y5]!`�Q1R/d�h)_?b5jkfV\=S�\!g5Y5w<dzj/S*\!_1T�g5g1h)i
i$R-d�]!R/[ :
�e{�U1\>g5Y5c5TVg5YXm3iXR/d�]!R>[

�yh�nuR!WZT�]!Tyj$Q5U1\>[!_5m5]!`e]!TVn , dzb?\!b5YXi3j/S*\!_1T�g5g1h)i3i$R-d�]!R/[t_1R>b?\�_1`/g1\�m;d�Y?d�]!T�n7\ LPD Q5U5Y5g5Y?n7\!T�]efV\>Q5U5R/d�h ,
d�Q5R-nuR>�<`>� v \>wX_1R/[ /etc/hosts.equiv Y /etc/hosts.lpd. 'sY1d�]!TVn7\ LPD Q5U5R>[/T�UXm5TV] , Q5R-d�]!j$Q1\>T�]�_1Y
[!iXR�S?m5�FY5w;f�\!Q5U1R/d�dziXR/d�]/\ , j$b1\>fV\!g1g5R>{VRt[eR!S?g5R/nKY1fsrV]!YXi v \!wX_?R>[ . +sdo_1Y<g5T�] , d�Y1d�]!TVn7\ LPD R/]![>TVU5{V\>T�]
fV\>Q5U5R/d .
	 R>U1n7\>]�r�]>YXi v \!wX_?R>[�Q5U1R/d�]>R>w : Q5RlR�S?g5R-nujkY1nuT�g5YFiXR/d�]/\�[ed�]!U5R/b5T . � c5]!Y5]>T , c5]!R v \!wX_
/etc/hosts.equiv ]>\>bXWZTsY1d�Q5R!_?`>f�j$TV]>dom;Q5U1R>]!R/b5R!_1R-n ruserok(3) YF[>_1YXm5T�]eg1\�Q1U5R>{VU1\>n7nuh rsh(1) Y
rcp(1), ]>\>bFc5]>R , ^/j>S*`>]!Ts[>g5Y1n7\>]!T�_?`>g5h .

�3\!Q5U1Y1nuT�U , [>R>] v \!wX_ /etc/hosts.lpd S1_5m;iXR-d�]>\ rose:

orchid
violet
madrigal.fishbaum.de� ]!RlR>f�g?\!c1\>T�] , c5]>R�iXR/d�] rose ^>j/S?TV]�Q5U1Y5g5Y1n7\>]!`ef�\!Q5U1R/d�h�d�iXR/d�]>R>[ orchid, violet Y
madrigal.fishbaum.de. +zdo_?Y;_1�e^>R>w;S?U5j${�R/w3iXR/d�]�Q5R>Q1ht]>\!TV]>domFR/^>U1\>]!Y5]!`-dom;b%d�Y1d�]!TVnuT LPD i$R-d�]>\
rose, T�{VR�fV\�S*\!g1Y5Tz^/j>S*T�]�R/]![>TVU5{�g5j$]!R .

�e{�U1\>g5Y5c5TVg5YXm;U1\>fVnuT�U?\
�yh�nuR!WZT�]!Tyj$Q5U1\>[!_5m5]!`e]!TVn , d�b5R>_1`>b1Red�[/R>^/R�S?g5R/{�R�nuT�d�]>\�S?R!_5WZg5ReR/d�]>\![-\!]!`-dom3[ v \>wX_1R>[/R>w;d�Y1d�]!T�nuT , [
b5R>]>R>U5R/w;g1\�iXR!S?Y5]>d�m;b1\!]>\!_1R>{yd�Q5j-_1Y1g5{V\ . 'sR>f�S*\!w5]>T v \!w5_<dzY?n+TVg5TVn minfree [�b1\>]>\�_1R/{�Tyd�Q5j-_1Y5g1{V\)S?_5m
_1R>b?\�_1`/g5R>{VRtQ5U5Y5g5]>T�U1\ . �)d�]>\>[>`/]!Tz[er�]!R/] v \>wX_Fc5Y1d�_1R , f�\=S*\>���<T�T , d�b5R!_?`>b5Re^!_1R/b5R>[)S*Y1d�b1\ ( Q5R 512
^/\>w5]!R>[ ) S?R>_5WZg5R�^/ht]!`ed�[>R/^>R�S*g5h�nuY , c5]!R/^>h�j/S*\!_1T�g5g1R>T�f�\=S*\>g5Y5Tz^/h)_1R�Q1U5Y5gXm5]!R .� ]!RlQ5R>fV[>R!_1m5T�]t{V\>U1\!g1]!Y5U5R/[/\!]>` , c5]!Rlj/S*\�_?T�g5g5htTsQ5R!_?`>f�R/[/\>]!T�_1Y3g1Tsf�\!Q5R!_?gXm5]�[/\>aFj v \!w5_1R>[/j-��d�Y1d�]!TVnuj .
��R!WZg5Re]>\!b5W�TyY1d�Q5R!_1`/f�R/[/\!]>`tr�]!R/]enuT�i5\>g5Y5fVnKS1_5mFQ5U1ToS?R-d�]>\>[!_1TVg5YXm;R>Q1U5ToS?T�_1T�g1g5R>{VR�Q5U5TVY1nuj$�FT�d�]![-\
_1R>b?\�_1`/g5h�nKQ5R!_?`>f�R/[/\>]!T�_5m1n : R>g5Y%d�nuR/{�j$]�d�]/\![>Y1]!`�f�\=S*\>g5YXm;[lR>c5TVU5ToS?`eT��<T7S?R>_1{�ReQ5R/d�_1Tz]!R/{�R , b1\!b
d�[/R>^>R!S?g5R/{�R�nuTVd�]>\�g?\tS?Y?d�b5T)d�]>\>g5T�]lnuT�g5`/aFT , c5TVn�j-b?\!fV\>g5R�[ v \>wX_1T minfree.

�3\!Q5U1Y1nuT�U , S*\![-\!w5]!T�S?R>^-\![/Y1n v \!wX_ minfree S1_1mFQ5U5Y5g1]!T�U1\ bamboo. �3\!wXS?TVn�[ v \!wX_?T /etc/printcap
b1\!]/\�_1R/{sd�Q1j/_?Y5g5{V\tS1_5mFrV]!R>{VR�Q5U1Y5g5]!TVU1\ ; [>R/]�fV\>Q5Y1d�`tS1_5m<Q5U5Y5g5]>T�U1\ bamboo:
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bamboo|ps|PS|S|panasonic|Panasonic KX-P4455 PostScript v51.4:\
:sh:sd=/var/spool/lpd/bamboo:sc:rg=artists:mx#5000:\
:lp=/dev/ttyd5:ms#-parenb cs8 clocal crtscts:rw:mx#5000:\
:if=/usr/local/libexec/psif:\
:df=/usr/local/libexec/psdf:| \!]>\!_1R>{sd�Q5j-_1Y5g1{V\�f�\=S*\>T�]>d�m3i5\!U1\>b5]!T�U1Y1d�]!Y1b5R>w sd.

� b1\!W�T�n , c5]>Re[ v \!wX_1R/[>R/w;d�Y1d�]!TVnuTzS?R!_1W�g1R�^>ht]>`
]!U5Y%nuT�{V\>^/\>w5]>\ ( c5]!Rld�R-d�]>\>[!_5m5TV] 6144 ^!_1R/b5R>[tS?Y1d�b?\ ) d�[>R/^>R!S?g5R>{VR�nuTVd�]>\ , c1]!R>^/h�d�Y1d�]!TVn7\ LPD
Q5U5Y5g1Y1n7\�_?\ej/S*\�_?T�g5g5htTsfV\�S*\!g5Y5m :

# echo 6144 > /var/spool/lpd/bamboo/minfree

�e{�U1\>g5Y5c5TVg5YXm;Q5R>_1`>fVR>[/\>]!T�_?T�w
�yh�nuR!WZT�]!Tyj$Q5U1\>[!_5m5]!`e]!TVn , b1\!b1Y5Tsj/S*\!_1T�g1g5htTzQ5R>_1`>fVR>[-\!]!T�_1Y;d�nuR>{Vj$]�Q5TVc1\!]>\>]!`�g?\�_1R/b1\�_?`>g5htT
Q5U5Y5g1]!T�U5h , fV\�S*\![-\�mki5\!U1\>b5]!T�U1Y1d�]!Y1b5j rs [ v \>wX_1T /etc/printcap.

| R>{�S*\)i5\!U?\!b5]!TVU5Y1d�]!Y5b1\ rs j$b1\>fV\!g?\
[�f�\!Q5Y1d�YkS1_5mF_1R>b1\!_1`>g1R�Q5R!S?bX_1�ec5T�g5g1R>{�ReQ5U5Y5g1]!T�U1\ , d�Y1d�]!T�n7\ LPD ^/j/S?T�]eQ5U5Y5g5Y?n7\!]!`lfV\�S*\!g5Y5mFd
j/S*\�_1TVg5g5h)iliXR/d�]>R>[ , �V�¤#*" Q5R!_1`/f�R/[/\!]>T�_1` , Q5R-d�h)_?\>���<Y5w3fV\�S*\!g5Y1T , ]>\!b5W�TsY1nuT�TV]�j$c5TV]!g5j$��f�\!Q5Y?d�`�d7]>TVnKWZT
Y1nuT�g1TVn�g1\�_1R/b1\�_1`/g5R/npiXR/d�]!T . � Q5U5R>]>Y5[>g5R-n�do_1j$c1\>T , d�Y1d�]!T�n7\ LPD R>]![/T�U5{�\!TV]�fV\�S*\!g5Y1T .� ]>\e[>R>f�nuR!WZg5R-d�]!`�R-d�R/^>T�g1g5RtQ5R!_?T�f�g?\�[kd�U5T�S?T , {�S?TyTVd�]>` , g1\>Q5U5Y1nuTVU , g5T�d�b5R>_1`>b1R�R>]=S*T�_1R/[ , d�R/[/nuT�d�]!g5R
Y1d�Q1R!_1`/f�j$���<YXi;d�T�]>` , Y<g5T�b5R/]!R>U1htTzQ5R>_1`>fVR>[/\>]!T�_?Y;nuR>{�j$]eQ5T�U5T�iXR�S?Y5]!`eY5fyR>]=S?T�_?\�[eR>]=S*T�_ . +zdo_1Y;S*\!]>`eY1n
j$c5T�]!g1htTsf�\!Q5Y1d�Y;[ed�Y1d�]>TVn7\�i , R>g5YFdVnuR>{Vj-]eY1d�Q1R!_1`/f�R>[-\!]!`tQ1U5Y5g5]!TVU5h�Y5f)d�Y?d�]!T�n�[ed�[>R>Y5ikR/]=S?T�_?\�i . +zd�_1YF[/h
iXR>]!T�_1Y;^>h�Q5R>fV[>R!_?Y5]!`�Y1n�Y1d�Q5R>_1`>fVR>[-\!]!` �%��#��>./� Q5U5Y5g1]!T�U5h , g5Rlg5TzR-d�]>\!_1`>g5htTsU5TVd�j$U1d�h�[-\!a<T�{�R
b5R/nuQ1`>��]>T�U1\ , nuR!WZg5R�S*\!]>`�Y1n ”

v R/U1n7\�_1`/g5htT ” j$c5TV]!g5htTyfV\!Q1Y1d�Y , ^/T�fsg1\!c1\!_1`>g1R>{�R�b1\!]>\!_1R>{�\tY<d
^>T�d�Q5R>_1T�fVg5h�nKg1\!c?\�_1`/g5h�nKb5R/n7\>g$S?g5h�n�Y5g5]!TVU5Q5U5TV]>\!]!R/U5R/n�[>U5R!S?T /usr/bin/false.

9.4.5.  	�"#�  !���T� ��� ��� �����9 �� � �  ��T�#"!�U�
(k]>\!b , [/\>nKg?\=S?Re^>U1\>]!`tS?TVg5`>{VY;fV\�U1\>d�Q5T�c?\!]!b5Y . 
�Q1R>c5T�nujlg1T�] ? ;yj$n7\>{V\�YFc5TVU5g5YX_?\ld�]>R!m5]tS*T�g5TV{ . 
�TVd�]>`eTV�FTzY
fV\!]>U1\!]!hxg?\�Q5R!S5S?TVUXWZb5j3[�U1\>^>R/]!R/d�Q5R/d�R>^>g1R/n d�R/d�]!R!m5g5Y1Y — Q1U5Y5g5]!TVU5h�Y?nuT���]knug5R>W�T�d�]![/RtS?[/YXWZj$�FYXi5dom
c1\>d�]!T�w<YFd�bX_?R>g5g5h�bFQ5R>_1R/nub1\/n . �yhxQ5U5R-\!g1\!_1Y5f�Y1U5R>[-\�_1Y;d�R/d�]>R!m5g5Y5TsQ5U5Y5g5]>T�U5R/[ , R/^��µT�nuh Y1d�Q5R>_1`>fVR>[-\!g5YXm3Y
fV\!]>U1\!]!hxg?\�YXi;rVb1d�Q5_1jX\!]>\>}5Y5� , YFQ5R>_1j$c5YX_1Y<R>Q5U5T�S?T�_?T�g5g5j$� d�]!R/Y1nuR/d�]!`ld�]!U1\>g5Y5}5h ( YX_1Y v j$]>\ , nuT�]>U1\�Y5_1Y
c5T�{VR�j${�R!S?g5R ). qyT�Q5TVU5` , b1\!b3WZTyg1\!c?\!]!`eU5TV\!_1`>g5Rej$c5Y5]!ht[-\!]!`eU1\>d�Q5T�c1\>]!b5Y ?

(k]>\!b , QX_1R!i5\!m;g5R>[/R/d�]>`�d�R-d�]!R/Y5]�[e]!R/n , c1]!Rld�Y1d�]>TVn7\�d�Q5j-_1Y5g5{�\ LPD [�rV]!R/n�g1Tyd�YX_1`>g1R�Q5R-nuR!WZT�] . � c5TV]ld�YX_1`>g1R
fV\![/Y1d�Y1]�R>]e]!Y5Q1\eY1d�Q1R!_1`/f�j$TVnuR/{�R�Q5U1Y5g5]!TVU1\ , v R>U1n7\>]!R>[�U?\>d�Q1T�c1\>]!R>b;Y  !�5�%" � ]!U1T�^>R/[/\>g5Y5w3bFR/QX_?\>]!T
Y1d�Q5R>_1`>fVR>[-\!g5YXmkQ5U5Y1g5]!T�U1R>[ .
* _5m;U5TV\!_1Y5f�\!}5Y5YFj-c1T�]>\eg1\=S*R�Y5f�nuT�g5Y5]>`e]!TVb1d�]>R>[>htw v YX_1`/]!U;Q5U5Y1g5]!T�U?\ ( c5]!R/^>hxj$c5Y5]>ht[/\!]>`�R>^/htc5g5htT
]!T�b1d�]!R>[/htTzf�\=S*\>g5YXm ) Y v YX_1`/]!U5hxQ5U1T�R>^/U1\!fVR>[-\!g5YXm ( c5]!R>^/hxj$c5Y5]!ht[-\!]!`�S?U5j${�Y1T v R>U?n7\!]!h v \>wX_1R>[ ), S1_1m
Q5R�S*d�c5T�]/\�d�]>U1\!g5Y1}FYX_1Y<fV\>Q5U5R/dV\�b5R>_1Y5c5T�d�]![-\�g1\>Q5T�c?\!]>\>g5g5h)i;d�]!U?\!g5Y5}<jkQ5U5Y5g5]>T�U1\ . �kTzQ5R>_1j$c5Y5]>d�mFR>^/R>w5]>Y1d�`
Y1d�Q5R>_1`>fVR>[-\!g5Y5T�nPQ5U5R/d�]!R>{VR�[>h)iXR!S?g5R>{VR v YX_1`/]!U1\ , Q5R/d�b5R!_?`>b5jlR>g<g5TsnuR!WZTV]e[/htQ5R!_1g5m5]!`�j$c5TV] . 'yn . U?\!foS*T�_	 Y5_1`>]!U1h .

�e^>htc5g5R�TVd�]>`�S?[-\�d�Q5R/d�R>^/\)[/htQ5R!_?g5T�g5Y5m;j-c1T�]>\ :
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•
�%�&��"1����" �5�V��.>"?0;,��5���

- ^/R!_1TVTzU1\/d�Q5U1R/d�]>U1\!g5TVg5g5htwFd�Q5R/d�R>^ , [/R>f�nuR!WZg5R , Q1R>]!R-nuj , c1]!ReR/g;Q5U5R/�FT . | R>{�S*\
b5]>R - ]!R�Q5TVc1\!]/\!T�]efV\�S*\!g5Y1T , v YX_1`/]!U;U5TV{�Y1d�]!U5Y5U1j-TV]eQ1R!_1`/f�R>[-\!]!T�_5m , iXR/d�]�YFb5R>_1Y5c5T�d�]![/Red�]!U1\!g1Y5}F[ej-c1T�]!g5R-nv \>wX_1T . | \!W%S?htw<nuT�dom5} , d�TVnuTVd�]!U , {�R�S�YX_1Y<U1\!fs[�_1�e^>R>w;W�T�_?\!T�nuhtwFQ5TVU5Y5R!S%[>U1TVnuT�g1Y , [>h�d�R>^>Y1U1\!TV]!T
j$c5TV]!g5htT v \!wX_1h�S?_5mFU1\>f�_1Y5c1g5h)i3Q5U5Y5g5]>T�U5R/[ , d�jXn7nuY5U5j$T�]!Tyg1\>Q5T�c1\>]>\!g5g1htTzb1\!W<S*h�n�Q5R!_?`>f�R/[/\>]!T�_1T�n
d�]!U1\!g1Y5}5h�Y<[>h�d�]/\![!_1m5T�]!Tyd�jXn7nuh�fV\�Y1d�Q1R!_1`/f�R>[-\!g5Y1T . �'\!]>TVn�[/h R/c5Y5�%\!T�]>Tz[/d�TzU5TV{�Y1d�]!U1\>}5Y5R>g1g5htT v \>wX_1h ,
g1\>c5Y5g1\!mFdzc1Y1d�]!R/{�R�_1Y1d�]/\�g5R/[>htw;R/]!c5TV]!g5htwFQ1T�U5Y5R!S .

•
�<�����%��2*(1(1670<,��5��� Y?d�Q5R>_1`>fVj-TV]>dom;U1T�WZT , [>T�U1R!m5]!g5R , Q5R>]!R-nuj , c5]!Rldo_1R>WZg5T�Ty[�U5T�\�_1Y1fV\!}1Y5Y .

� ]!R/]enuT�]>R�S
]!U1T�^>j$TV]�R>] v YX_1`>]>U5R>[e[>h�d�]/\![!_1m5]!`�Q5R>_1`>fVR>[-\!]!T�_5m1nKd�jXn7nuh�fV\�U1\>d�Q5T�c?\!]!b5Y%d�U1\>f�jkQ5R-do_1TsY1d�Q5R>_1`>fVR>[-\!g5YXm
Q5U1Y5g5]!TVU5R>[ . | \!b;Y<Q5U5R/[>T�U1b1\)S?Y?d�b5R/[>h)ikb5[>R/] , r�]!R/]ej$c5TV]�[/htQ5R!_1g5m5T�]>d�m;g5TVnuT�S1_1T�g1g5R . �sh�nuR>WZT�]!Tyg5TzS*\![-\!]!`
Q5R>_1`>fVR>[-\!]!T�_5m1nPQ5T�c1\>]>\!]>` , T�do_1Y<^/\�_*\!g1d7g?\�YXi;d�c5T�]!j;d�]>\�_%R>]!U1Y5}1\!]>T�_1`/g5h�n , \�]/\!bXWZTyQ5U5ToS*R/d�]/\![>Y1]!`�Y1n
d�Q5R/d�R>^�Q5U1R>[>TVU5Y5]!`eYFY5f�nuT�g5Y1]!`ld�[>R/Y ” b5[>R/]!hxQ5T�c?\!]!Y ”. �kR�r�]!R/]lnuTV]!R�S�]!U5TV^>j$T�]eQ5R�S5S*T�UXWZb5Y<^/\!fVh S*\!g5g1h)i
S1_1mFR>]>d�_1T�WZY5[-\!g5Y5m;Q5R!_1`/f�R/[/\!]>T�_1TVw3YFb5[/R>] .

'sY1d�]!T�n7\ed�Q5j-_1Y5g5{�\ LPD _?T�{�b1R�Q5R!S5S?T�U5W�Y1[/\!TV]�R>^-\�nuTV]!R�S*\ : Q1R/d�b1R!_1`/b5jk[>h ( [�^>R>_1`>a<Y5g1d�]![>Tzd�_1j$c1\!TV[ )
S?R!_5WZg5hxQ1U5ToS?R-d�]>\>[>Y5]>` v YX_1`/]!U5h , [/\>nKQ1U5Y$S?TV]>domFQ1U5ToS?R-d�]>\>[>Y5]>`�YFb1R�SFS?_5mFj$c5T�]>\ . �kR�T�d�]!`eY
Q5R!_1R>WZY5]!T�_?`>g5htwFnuR-nuT�g5] : nuT�]!R!S?h�j$c5T�]/\�nuR>{Vj$]�^>ht]>`ed�b1R!_1`/b5R�j${�R!S?g5R�{VY5^>b1Y1nuY . �3\>Q5U5Y1nuTVU , nuR!WZg5R
[>ht^>U?\!]!`�Q1T�U5Y5R!S?Y5c5T�d�b5Y1wFYX_1Y<Q5R/d�]!R!m5g1g5htwFj$c5TV] . ��R>W�g1Re[/ht^>U1\>]!` , b1\>b5j$��Y1nuTVg5g5RlY5g v R>U?n7\!}5Y5�
U5T�{VY1d�]!U1Y5U5R>[-\!]!` : Y1nuTVg1\eQ5R!_1`/f�R/[/\!]>T�_1TVw , Y?nuT�g1\�i$R-d�]!R/[ , ]!Y1Q5h�fV\�S*\!g1Y5w , b5R>_1Y5c5T�d�]![/R�g1\>Q5T�c1\>]>\!g1g5h)ikd�]!U1\>g5Y5} ,
b5[/\�S?U1\!]>g5htTsnuTV]!U5h�Y1d�Q5R!_?`>f�R/[/\>g5g5R>w3^/jXn7\!{�Y , Q5U5R�S*R!_5WZY5]!T�_1`>g1R/d�]>`�Q5TVc1\!]!Y<fV\=S�\!g5Y5w , YF] . S .

� ]!R�S?T�_?\>T�]>d�m
Q5j$]!TVn�Y1fVnuT�g1T�g5YXm v YX_1`>]>U5R>[e]>\!b , c5]!R/^>hxR>g1YFd�R>i$U?\!gXmX_1Y<d�R>R/]![>TV]>d�]![/j$���Fj$��Y5g v R>U?n7\!}5Y5� .

9.4.5.1. ��A:C:>5@ =?P�> M>1@1J��
=�Z��MJ @G= E>GRLC����1X1C�I =:K�MPWRMA �KL@1J?A:=
��d�R/d�]>\![/T FreeBSD Q5R/d�]>\![>_5m5T�]>d�m3S?[/TzQ5U5R/{�U1\/n7nuh , b5R>]>R>U5htTynuR!WZg5Rkd�U1\>f�jkY1d�Q1R!_1`/f�R>[-\!]!`yS?_5mFR>U1{V\!g1Y5fV\>}5Y5Y
Q5U5R/d�]!R>w<d�Y1d�]!TVnuh�Q5T�U5Y1R�S?Y5c1TVd�b1R>{�R�j-c1T�]>\ . � T�c1`eY$S*T�]lR�]!TVb1d�]!R/[>R-n v Y5_1`>]!U1T lpf, R/Q5Y1dV\!g5g5R-nK[�U1\>foS?T�_1T
lpf: ]!T�b1d�]!R>[/htw v YX_?`>]!U , YFReQ5U5R>{VU1\>n7nuT pac(8), R/^>TVd�Q5T�c1Y5[/\>���FTVw;d�^/R>U;Y%d�jXn7nuY5U5R/[/\!g1Y5Tzf�\!Q5Y1d�T�w;Y1fsj$c5TV]!g5h)iv \!wX_1R/[�Q5U5Y1g5]!T�U1R>[ .| \!b;j-WZTzj$Q5R-nuY5g1\�_?R/d�`e[�U1\>foS?T�_1T , Q5R/d�[!m5�FTVg5g5R-n v Y5_1`>]!U?\>n (

	 YX_1`>]>U5h ), d�Y1d�]>TVn7\ LPD Q5U5Y<fV\>Q5jXd�b5T
]!T�b1d�]!R>[/R>{VR v YX_1`/]!U1\�Y v YX_1`/]!U5R>[eQ5U5TVR>^>U?\!f�R/[/\>g5Y5wkQ5T�U1ToS*\>T�]�Y?n�Y1n+mFj$c5TV]!g5R>{VR v \>wX_?\�[eb5R/n7\>g$S?g5R/wFd�]>U5R>b5T .	 Y5_1`>]!U1h�nuR>{Vj-]eY1d�Q1R!_1`/f�R>[-\!]!`�d�R>R/]![>TV]>d�]![/j$���FY1wF\!U5{VjXnuT�g5] , c5]!R/^>hxR>Q5U1ToS?T�_1Y5]!` , b5j/S*\�fV\!Q1Y1d�ht[-\!]!`
j-c1T�]!g5j$� Y5g v R/U1n7\!}5Y1� . (3n+mFrV]!R>{VR v \>wX_?\t^/T�U5TV]>domFY1fsfVg1\!c5TVg5YXm3i5\!U1\>b5]!TVU5Y1d�]>Y5b5Y af [ v \>wX_1T
/etc/printcap Y , T�do_1Y<g5Tzf�\=S*\>g5g5R�b?\!bF\>^/d�R>_1��]>g5R>T , Y5g5]!TVU5Q5U5TV]!Y5U5j$T�]/dom<R/]!g5R-d�Y5]!T�_1`>g1R�b1\>]>\�_1R/{V\�d�Q5j-_1Y5g5{�\ .
'sY1d�]!T�n7\ LPD f�\!Q5jXd�b1\!TV] lpf ds\!U5{Vj$nuTVg5]>\/nuYFaFY1U5Y5g5h�Y;S1_1Y5g1h�d�]!U?\!g5Y5}1h ( b1R>]!R/U5htTz^/T�U5j$]>d�mFY5f
iX\>U1\!b1]!T�U5Y?d�]!Y5b pw Y pl). ~kU5R>{VU1\>n7n7\ lpf Y1d�Q5R!_1`/f�j$T�]�r�]!Y%\!U5{Vj$nuTVg5]!h S?_5mFR>Q1U5ToS?T�_1T�g1YXm;b5R!_?Y5c5TVd�]![/\
^>jXn7\!{VY , b5R>]>R>U1\!m;^>j/S?T�]eY1d�Q1R!_1`/f�R>[-\!g1\ . ~kR-do_1TzQ5R/d�h)_1b5Y v \>wX_?\tg?\�Q5U1Y5g5]!TVU<R/g1\t[>g1R/d�Y1]�fV\>Q5Y1d�`�[�j$c5TV]!g5htwv \!wX_ .

� ]!YFf�\!Q5Y1d�Y;Y1nuTV��]kdo_1T�S?j$���FY1wF[>YXS :

2.00 rose:andy
3.00 rose:kelly
3.00 orchid:mary
5.00 orchid:mary
2.00 orchid:zhang

'z_1ToS?j$TV]�Y1d�Q5R!_1`/f�R/[/\!]>`tR>]=S?T�_1`>g1htwFj$c5T�]>g5htw v \>wX_3S1_5m<b1\�W%S?R/{�R�Q5U1Y5g5]!TVU1\ , Q1R/d�b1R!_1`/b5jkQ5U5R>{VU1\>n7n7\ lpf g5T
U5TV\!_1Y5f�j$TV]�nuT�i5\!g1Y5fVn�^>_1R>b1Y5U5R>[-\!g5Y5m v \>wX_1R/[ , Y3S*[/\trVb5f�T�nuQX_5m5U1\ lpf nuR>{Vj-]eQ5R>[/U5ToS*Y5]!`�f�\!Q5Y?d�Y3S*U5j${7S?U5j${�\ ,
TVdo_?YFfV\>Q5Y1d�ht[/\!�e]tR�S?g1R>[>U1TVnuT�g1g5R�[eR�S?Y5g<YF]!R/]�WZT v \!wX_ . ~kU1R/d�]>R>wFd�Q5R/d�R/^�[/hyS?T�_1Y1]!`�R/]=S?T�_?`>g5htw<j-c1T�]!g5htwv \!wX_3S?_5mFb1\!W<S*R>{�R�Q5U5Y5g5]>T�U1\ - Y1d�Q5R>_1`>fVR>[-\!]!`)i5\!U?\!b5]!TVU5Y1d�]!Y5b5j af=acct [ v \>wX_1T /etc/printcap. qyR>{�S*\
b1\�W%S?htw3j$c5TV]!g5htw v \>wX_;R>b1\!WZT�]>d�mk[tb?\!]>\!_1R>{VTzd�Q5j-_1Y1g5{V\�d�R>R/]![>TV]>d�]![/j$���FTV{�RtQ5U1Y5g5]!TVU1\tY;^/j>S*T�]tg1\>f�[/\>g acct.

270



�µ#��! !�
9.
�%� �5�!��

| R>{oS�\t[>hx^/j>S*T�]!Ty{�R/]!R>[/h�[/h�d�]>\>[>Y5]>`�Q5R>_1`>fVR>[/\>]!T�_1m1nPd�c5T�]efV\�U1\>d�Q5T�c1\>]!b5Y , fV\!Q1j$d�]!Y5]!TyQ5U5R/{�U1\/n7nuj pac(8).
~kU5R/d�]!R�Q5TVU5T�wXS?Y5]!Ty[�b1\>]>\�_?R>{sd�Q5j-_1Y5g5{�\�Q5U1Y5g5]!TVU1\ , j-c1T�]!g5j$� Y5g v R/U1n7\!}1Y5��b5R/]!R>U5R/{�Re[>h iXR>]!Y1]!TsR/^>U1\>^>R/]>\!]!` ,
YF[>[/ToS?Y1]!Tzb5R-n7\!g$S*j pac. �yh�Q1R!_1j$c5Y5]>TsY5]>R>{�R/[>htTzd�jXn7nuh�[tS?R>_5_?\>U1\�i , b1\>b;Q5R/b1\!f�\!g5R�g1YXWZT :
Login pages/feet runs price

orchid:kelly 5.00 1 $ 0.10
orchid:mary 31.00 3 $ 0.62
orchid:zhang 9.00 1 $ 0.18
rose:andy 2.00 1 $ 0.04
rose:kelly 177.00 104 $ 3.54
rose:mary 87.00 32 $ 1.74
rose:root 26.00 12 $ 0.52

total 337.00 154 $ 6.74

| R/n7\!gXS*\ pac(8) Q5U1Y5g5Y1n7\>T�]ed�_1ToS*j-�e�FY5T)\!U1{�jXnuT�g5]>h :

-P ��� ���	��
��

~kR�b1\>b5R/nuj �)������� � � &�Q5R!S*d�c5Y1]!ht[/\>]!`�Y5]>R>{�R/[>htTzd�jXn7nuh .
� ]>\eR>Q5}1YXm;U1\!^/R>]>\>T�] , ]>R!_1`/b5R�T�do_1Y;[lb1\>c5TVd�]![>T

f�g1\>c5T�g1YXm3i5\!U1\>b5]!T�U1Y1d�]!Y1b5Y af [ v \!wX_?T /etc/printcap j-b?\!fV\>g5R�\>^/d�R>_1��]>g5R>T�Y?n+m .

-c

'sR>U5]>Y5U5R>[-\!]!`�R>]!c5TV]eQ1Red�jXn7nuT , \�g1TsQ5ReY1nuT�g1YFQ5R>_1`>fVR>[/\>]!T�_1mk[k\�_ v \>[>Y5]>g5R/nPQ5R/UXm$S?b5T .
-m

(k{�g5R/U5Y5U5R/[/\>]!`tY1n+mFiXR-d�]>\�[�j$c5T�]>g5h)i v \!wX_*\�i . ~kU5Y;j$b1\!f�\!g5Y1Y;r�]!R/wFR/Q5}5Y5Y , Q5R!_?`>f�R/[/\>]!T�_1` smith g?\
iXR/d�]>T alpha d�c5Y1]>\!TV]>domF]>TVn�WZT , c5]!RlYFQ5R>_1`>fVR>[-\!]!T�_1` smith g1\�i$R-d�]!T gamma. �e^>htc1g5R�r�]>YFQ5R>_1`>fVR>[/\>]!T�_?Y
d�c5Y1]>\!�e]>domFU?\!f�g1h�nuY .

-p � � � ��� � � ���

�yhtc5Y1do_1m5]!`ed�j$n7nuh�Y5fzU?\>d�c1T�]>\ �%��������0�)� ��S?R>_5_?\>U5R>[�f�\�d�]!U1\!g1Y5}5j3YX_1Y<fV\ v j-] , [/nuT�d�]!ReY1d�Q5R>_1`>fVR>[-\!g5YXm
f�g1\>c5T�g1YXm3i5\!U1\>b5]!T�U1Y1d�]!Y1b5Y pc [ v \!wX_?T /etc/printcap, Y5_1Y3S?[/j-ik}1T�g5]!R/[ ( b1\>b;Q5U5Y5g5m5]!ReQ1R
jXnuR!_1c1\>g5Y5� ). ��R>WZg5R�f�\=S*\>[/\!]>` �%�*�0�����0�%� �lb?\!bFc1Y1do_1RldzQ5_?\![-\!���<T�w3f�\!QXm5]!R/w .

-r

(kfVnuTVg5Y5]!`eQ5R>UXm$S*R>b<d�R>U5]>Y5U5R>[/b5Y .

-s

'sR>f�S*\!]!`eY5]!R/{�R>[/htw3j$c5T�]!g1htw v \>wX_FY;R/c5Y1d�]>Y5]!`lj-c1T�]!g5htw v \!w5_ .

� ��� ...

�yhyS*\!]!`ej$c5T�]!g1j-� Y5g v R/U1n7\!}1Y5��]>R!_1`/b5RtS1_1mFQ5R!_?`>f�R/[/\>]!T�_1TVw3dzf�\=S*\>g5g5h�nuY ��� ������� � .

��d�]>\!gXS*\!U5]>g5R/n�R/]!c5TV]!T , b5R>]!R/U5htw<d�R>f�S*\!TV]�b5R/n7\>g$S*\ pac(8), [>hyS*\>T�]>d�m;b5R!_?Y5c5TVd�]![>Rld�]!U?\!g5Y5} , g1\!Q1T�c1\>]>\!g5g1R>T
b1\�W%S?h�n�Y1fzQ5R>_1`>fVR>[/\>]!T�_?T�w;dsU1\!f�_1Y5c5g5h)ikiXR/d�]!R>[ . +zd�_1Y3S1_1mF[/\/d7iXR/d�]>hxg5TsY?nuT���]lf�g?\!c5TVg5YXm ( Q5R/d�b5R!_1`/b5j
Q5R!_1`/f�R/[/\!]>T�_1Y;nuR/{�j$]�U1\>^>R/]>\!]!`�g1\t_1�e^>R-nKiXR/d�]>T ), [/htQ5R!_?g5Y5]!Tyb5R/n7\>g$S?j pac -m S1_5m<Q5R!_1j$c5TVg5YXmFd�_1ToS?j$�e�FYXi
Y5]!R>{VR>[ :
Login pages/feet runs price
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andy 2.00 1 $ 0.04
kelly 182.00 105 $ 3.64
mary 118.00 35 $ 2.36
root 26.00 12 $ 0.52
zhang 9.00 1 $ 0.18

total 337.00 154 $ 6.74

* _5m;Q5R!_?j-c1T�g5YXm%d�jXn7n�[tS*R!_5_?\>U1\�i3Q5U1R>{�U?\>n7n7\ pac(8) Y?d�Q5R>_1`>fVj-TV]�fVg1\!c5TVg5Y5TziX\>U1\!b1]!T�U5Y?d�]!Y5b1Y pc [ v \!w5_1T
/etc/printcap ( Q1R�jXnuR!_1c?\!g5Y5� - 200, Y5_1Y 2 }5T�g1]>\�f�\�d�]!U1\!g1Y5}5j ).

� b1\�WZY5]>Ts[lb1\!c1TVd�]>[>TzfVg1\!c1T�g5YXm;rV]!R>w
iX\>U1\!b1]!T�U5Y?d�]!Y5b1Y , [ld�R>]>h)ieS*R!_5mXi;}5TVg5]>\ , d�]!R/Y1nuR/d�]!`ld�]!U1\>g5Y5}5h�Y5_1Y v j$]>\ , Y1doiXR!S1m;Y5fyb5R>]!R/U5R>wF[>h iXR>]!Y1]!T
^>U1\>]!`tS?TVg5`>{VY;fV\�U1\>d�Q5T�c?\!]!b5Y .

� ]!Ref�g1\>c5T�g5Y1TynuR>W�g1R�Q5TVU5T�R/Q5U5ToS*T�_1Y5]>`eQ5U1YF[>htfVR>[>Tzb5R/n7\>g$S?h pac(8) d
Q5R/nuR/�F`>��R>Q5}5Y1Y -p. �kR�Q5U5Y;Y?d�Q5R>_1`>fVR>[/\>g5Y5YkR>Q1}5Y5Y -p d�]!R>Y?nuR/d�]>`�g1\=S*R�j$b1\!fVht[/\>]!`t[)S?R>_5_?\!U?\�i , \tg5Tz[ld�R/]!h)i
S?R!_5mXi3}5TVg5]>\ . �3\!Q1U5Y1nuT�U , b5R/n7\>g$S*\
# pac -p1.50

Q5U5Y5[/R�S?Y5]eb;]!R-nuj , c5]!Rkd�]!U?\!g5Y5}?\�^/j>S*T�]�d�]!R>Y5]>`eR!S?Y5gkS?R>_5_?\>UFQXm5]!`!S?TVd�m5]�}5TVg5]!R/[ . (3d�Q1R!_1`/f�j-m3r�]!j3R/Q5}5Y5� ,
nuR!WZg5R v \>b5]!Y5c1TVd�b1YFg1\>c5Y5g1\>]!`�{VU5TVd�]!Y3S?TVg5`>{VY;_1R/Q1\!]>R>w .

�3\!b5R/g5T�} , Q1U5YF[/htQ5R!_1g1T�g5Y5YFb5R/n7\>g$S?h pac -s Y5]!R/{�R/[/\�m3Y5g v R>U1n7\>}5YXm;^>j/S?TV]�d�R>iXU1\!g5TVg1\�[eY5]!R/{�R>[/R/nKj$c5TV]!g5R/nv \!wX_1T , Y1n+m<b1R>]!R/U5R>{VR�d�]!U1R>Y5]>d�mFb1\>bFY1n+mFj$c5TV]!g5R/{�R v \>wX_?\tQ1U5Y5g5]!TVU1\kdzd�j v3v Y5b?d�R/n _sum. �'\!]!T�nKj$c5T�]!g1htwv \!wX_FQ1U5Y5g5]!TVU1\eR>c5Y5�%\!TV]>dom .
| R/{oS*\�b5R/n7\>g$S*\ pac(8) [>htQ5R>_1gXm5T�]/dom;Q5R/[>]!R/U5g5R , R/g1\�Q1T�U5TVc5Y5]!ht[-\!T�]eY5]!R/{�R>[/htwv \!wX_3S?_5mFQ5R>_1j$c5T�g5Y5m;g1\!c1\!_1`>g1h)i3d�jXn7n , \�f�\!]!T�nPS?R/^/\![>_5m5T�]tY5g v R>U1n7\>}5Y5��Y1fsR/^>htc5g5R/{�R�j$c5TV]!g5R/{�R v \>wX_?\ .

9.4.5.2. �9=:F �
C:VWK:CWR:CLQU> � M@ =B@ �)FGC��  �MJG>1@BIGCWKL=:RLJ��E=B@ =:KMK ��� >5@?AL=:K  � ?
* _5m;[>htQ5R>_1g5TVg5YXm3iXR>]!`eR>]=S�\�_1TVg5g5R�]>R>c5g5R/{�Rej-c1T�]>\eg1\=S*R�jXnuT�]!`lR>Q1U5ToS?T�_5m5]!` , d�b5R>_1`>b5R�^>jXn7\!{VY;Y1d�Q1R!_1`/f�R>[-\!g5R
S1_5mFQ5TVc1\!]>YFfV\�S*\!g1YXm .

� ]!R - R/d�g5R>[/g1\�m3Q5U1R>^!_?TVn7\�j$c5TV]>\eY1d�Q5R>_1`>fVR>[-\!g5YXmkQ5U5Y1g5]!T�U1R>[ .
* _5m;R>^/htc5g5h)i3]!T�b?d�]!R/[>h)i3fV\�S*\!g5Y1w;U5T�a<Y5]!`lr�]!j3Q1U5R>^>_1TVnujkg5T)do_1R>WZg5R : g1\=S*Red�c1Y5]>\!]>` , d�b5R!_1`/b5R�d�]!U5R>b<[!iXR�S*Y5]
[�fV\�S*\!g1Y5T , Y%d�U1\>[>g5Y1[/\!]>`�dzb5R>_1Y5c5T�d�]![/R/n�d�]!U5R>b<g1\ld�]!U1\>g5Y5}5j , b5R/]!R>U1htTsQ5R!S5S?TVUXWZY5[/\>T�]�Q5U1Y5g5]!TVU . �kT
fV\!^/ht[/\>w5]!T�j$c5Y5]>ht[/\!]>`ed�Y?nu[>R!_?hxfV\!^/R!m3[ v \!wX_?\!i , b5R>]!R/U5htTzQ5U1Y5[>R!S1m5]�b<Q5T�U5TVQ5T�c?\!]!b5Tyd�]!U1R>bFQ1R>[>TVUXi , \�]/\!bXWZT
S1_1Y5g5g1htTz_1R/{�Y5c1TVd�b1Y5Tsd�]!U5R>b1Y , b5R/]!R>U1htTzQ5TVU5T�g5R-dom5]>d�mFg1\�g5TVd�b5R!_1`/b5R v Y1f�Y5c5T�d�b5YXi .

qsTVb1d�]>R>[>htw v YX_1`/]!U lpf ( Q5U5T�S*d�]>\>[!_1TVg5g5htw;[eU1\!f�S?T�_?T lpf: ]!TVb1d�]>R>[>htw v YX_1`>]>U ) j$c5Y5]!ht[-\!T�]�r�]!Y%[>TV�FY;Q5U1Y
[>htQ5R>_1g5T�g1Y5Y;j$c5T�]/\ . +zd�_1Y%[>hxQ5Y5a<T�]!Ty]!TVb1d�]!R/[>htw v YX_1`>]>U , b5R>]>R>U5htw;S?R!_5WZTVg;R/d�j-�<TVd�]![!_5m5]>`�j$c5T�] , nuR!WZTV]
Y1nuT�]!`kd�nuh�d�_<Q5U1R/d�nuR/]!U5TV]!`�Y1d�iXR�S?g5htw<b5R�S%Q5U5R>{VU1\>n7nuh lpf.

�kR�b1\>b;R>^/U1\!^-\!]!ht[-\!]!` v \>wX_1h�S?U5j${VYXi v R>U1n7\>]!R>[ ?
�kj , S1_5mFQ5U1T�R>^/U1\!fVR>[-\!g5YXmkY5f DVI [ v R>U?n7\!] LaserJet YX_?YFY5f DVI [ PostScript, nuR!WZg5Rl[ v Y5_1`>]!U1T
\!g1\!_1Y5f�Y1U5R>[-\!]!`yS?Y?\!{�g1R/d�]>Y5c5TVd�b5Y5TyU5T�fVj-_1`>]>\>]!hxb5R-n7\!g$S?h dvilj Y5_1Y dvips, c1]!R>^/hxR>Q5U5T�S?T�_?Y5]!` , d�b5R!_?`>b5R
d�]!U1\>g5Y5}<^>h)_1ReQ5U5T�R/^>U1\>f�R/[/\!g1R . ��R!WZT�]eR>b1\>fV\>]!`/d�mk[/R>f�nuR!WZg5h�nKQ5U5Y?n+TVg5Y5]!`krV]!R>]eQ5U5Y5T�n�Y3S1_1m3S?U5j${�Y5iv R>U1n7\>]!R>[ v \>wX_1R/[�YFQ5U1R>{�U?\>n7n�Q5U1T�R>^/U1\!fVR>[-\!g5YXm .

�kR�r�]>Y<nuT�]>R�S?h�g1TVd�R/[>TVU5aFTVg5g5h Y5f - fV\�]!R>{VR , c5]>ReQ5U1Y5g5]!TVU%nuR/{ v \!b1]!Y5c5T�d�b5Y<YFg5Tsg1\!Q5TVc1\!]/\!]!`e[/d�Tsr�]!Y
d�]!U1\>g5Y5}5h . �3\!Q5U1Y1nuT�U , R/gFnuR>{yfV\/n+m5]!`�^/jXn7\!{�j , [lg5TVn nuR>{zf�\!b5R/g5c5Y5]>`/dom;]>R>g5TVUFYX_1Y<R>g%nuR>{z[/R>R/^>�FT[>f�R/U5[/\>]!`/d�m — Y3Q1R!_1`/f�R>[-\!]!T�_1��[-d�TzU?\![>g1R�Q5U5Y5aF_1R/d�`�^/hxQX_?\!]>Y5]!` .
qy\>bFc5]>R�WZTzS?T�_?\>]!` ?
+zd�]!`l]!R>_1`>b5ReR�S?Y1g (?�!�=� � (1670 d�Q5R/d�R>^ �%� �X(1� ��� j$c5T�]>\ . | j$Q5Y5]>TzQ5U5Y1g5]!T�U , b5R/]!R>U5htw<nuR!WZT�]kd�R/R>^>�%\!]!` ,
d�b5R>_1`>b5R�^>jXn7\!{VY;R>g<Y1d�Q5R>_1`>fVR>[-\�_ , YFQ1R�S?bX_?��c5Y5]>TsTV{�R�c1T�U5TVfsQ5R-do_1T�S?R>[-\!]!T�_1`>g1h)w3Q1R>U5]eYX_1YFQ1Red�TV]!Y .
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~kU1\!b5]>Y5c5TVd�b5YF[-d�T PostScript- Q5U1Y5g5]!TVU5hxQ5R�S1S?T�UXWZY5[-\!�e]�]>\>b5j$��[/R>fVnuR>WZg5R/d�]!` . * U5j${VY5TsnuR!S?T�_1Y - ]>R!WZT
( d�T�]!TV[>htT�_*\!f�TVU5g5htTsQ5U5Y5g5]>T�U5h Imagen, g1\>Q5U5Y1nuTVU ). (kfVnuT�g1Y5]!T v YX_1`/]!U5h�S1_5m<r�]!YXi;Q1U5Y5g5]!TVU5R>[l]>\>b , c5]!R/^>h
Q5R!_1j$c1\>]!`�b1R!_1Y5c1TVd�]>[>R�Y?d�Q5R>_1`>fVR>[/\>g5g5h)ikd�]!U1\>g5Y5}<Q5R/d�_1TzQ5TVc1\!]>YFb1\!W<S*R>{�RefV\�S*\!g5Y5m , Y;Q5jXd�]!`lR>g1Y;fV\>Q5Y1d�ht[-\!�e]
j-c1T�]!g5j$� Y5g v R/U1n7\!}5Y1� �%�o#��/.>� g1\�R-d�g5R/[>T�rV]!R>{VR�f�g?\!c5TVg5YXm . �kTyg1\=S*R�g5Y%d�c5Y5]/\!]!`ed�]!U5R/b5Y , g1YF[>htQ1R!_1gXm5]>`
c5U5T�[-\!]!j$��R>aFY1^>b1\/nuY;R>^/U1\!^/R>]!b5j v \!w5_?\ .| R>g5TVc5g5R , [-d�TV{oS*\enuR!WZg5R�Q1R/d�]>j-Q1Y5]!`l[>T�_?Y5b5R�S*j-a<g5R�Y<g5Ts^/U1\!]>`tS?TVg5T�{zf�\�U1\/d�Q5TVc1\!]>b5Y .

9.5.
�
���FL � ��O�L �eE � I
� �ZD I �3G��<DFL��

� rV]!R/n�U1\!f�S?T�_1TyR>Q1Y1d�\>g5R , b1\>b;Y1d�Q5R!_1`/f�R/[/\!]>`�g1\>d�]!U5R/T�g5g5htTsQ5U5Y5g1]!T�U5h�[ ��' FreeBSD. �yR>]�d�[>R!S?b1\�b1R/n7\!gXS
Q5R!_1`/f�R/[/\!]>T�_1`-d�b5R/{�R)j$U5R>[/gXm :

lpr(1)

~kT�c1\>]!`�f�\=S*\>g5Y5w
lpq(1)

~kU5R>[/T�U5b?\tR>c5TVU5ToS*T�w;Q5U1Y5g5]!TVU5R>[
lprm(1)

� S*\!_1T�g1Y5Tsf�\=S*\>g5Y5w;Y1fzR>c1T�U5T�S?T�w<Q5U5Y5g5]>T�U5R/[
+zd�]!`l]>\>bXWZTy\�S*nuY5g5Y1d�]!U1\>]!Y5[>g?\�mFb5R-n7\!g$S�\ , lpc(8), R>Q5Y1dV\!g5g1j-��[�U1\>foS?T�_1T 
)S�nuY5g5Y1d�]!U5Y5U5R/[/\>g5Y5T)d�Q5j-_1TVU1\ LPD,
Y1d�Q5R>_1`>fVj$TVn7\�mlS1_1mFj$Q5U1\![>_1T�g1YXm;Q5U5Y5g1]!T�U1\/nuY<Y<YXi3R>c5TVU5ToS?m1nuY .

�yd�Tz]!U1Y<b5R-n7\!g$S*h , lpr(1), lprm(1) Y lpq(1), Q5R�S5S*T�UXWZY5[-\!��]eR>Q5}1Y5� -P � ��� - ��� � �	��
���� , Q5R>fV[>R!_1m5���Fj$��j$b1\>fV\>]!` ,
d�b1\>b5Y1n�Q5U1Y5g5]!TVU5R/n / R>c5TVU5ToS*`>� Y5fzj$b1\>fV\!g1g5h)il[ v \!wX_?T /etc/printcap U1\!^/R>]>\>]!` . � ]!RlQ5R>fV[>R!_1m5T�]tQ5R-d�h)_?\>]!` ,
j>S�\�_5m5]!`eYFQ5U1R>[>TVUXm5]!`efV\=S�\!g5YXm;g?\�U1\>f�g5h)i3Q5U5Y1g5]!T�U?\�i . +zd�_1YF[/h�g5TzY?d�Q5R>_1`>fVj-TV]!TzR/Q5}5Y5� -P, rV]!Y<b1R/n7\!gXS?h
Y1d�Q5R>_1`>fVj$��]�Q5U1Y5g5]!TVU , j$b1\>fV\>g5g5htw3[lb1\!c5T�d�]![/TzfVg1\!c5TVg5YXm;Q5TVU5TVnuTVg5g5R/w<d�U1ToS?h PRINTER. �3\>b5R>g5TV} , TVd�_1Y
Q5T�U5T�nuT�g5g?\�mFd�U1ToS?h PRINTER g5TsfV\�S*\!g1\ , r�]>YFb5R-n7\!g$S?hxQ1RejXnuR!_?c1\!g5Y1��g1\>Q5U1\![>_5m5��]/dom;g1\eQ5U5Y5g1]!T�U%Q5R�Y?nuT�g5Y
lp.
* \�_1TVT�]!T�U?nuY5g ���%�!(?�=�¥�*�%(1670<B���"1(1���&� R>fVg1\!c1\>T�]tQ5U1Y5g5]!TVU , j$b1\>fV\>g5g5htw;Q5TVU5TVnuTVg5g5R>w<d�U5T�S?h PRINTER YX_1Y
Q5U5Y5g5]>T�UFQ1ReY1nuTVg5Y lp, T�do_1Y<Q5T�U1TVnuT�g1g1\�m<d�U5ToS*h PRINTER g5Tsf�\=S*\>g1\ .

9.5.1.
� ���)���  �� �U" 	����! 

* _5m;Q5T�c?\!]!Y v \!wX_1R/[ , [/htQ5R!_1g1Y5]!Tzb1R/n7\!gXS?j :

% lpr ����� - � ��� ��� ...

� ]>\�b5R-n7\!g$S�\�Q5TVc1\!]>\>T�]eb1\�W%S?htw<Y5fsQ1T�U5TVc5Y1do_?T�g5g5h)i v \>wX_1R>[eg1\�d�]>\!gXS*\!U5]>g5htwFQ5U1Y5g5]!TVU . +zd�_1Y v \>wX_1hxg5Tj-b?\!fV\>g5h , b5R-n7\!g$S*\ lpr(1) c5Y5]>\>T�]tS�\!g5g5htTzS1_5m<Q5T�c1\>]!Y<d�Red�]>\!g$S�\!U5]!g1R>{�Re[!iXR�S*g5R>{VRtQ5R>]!R/b1\ . �3\>Q5U5Y1nuTVU ,
do_1T�S?j$���<\!m;b5R/n7\>g$S*\�Q5T�c1\>]>\!TV]�g5TVb5R>]>R>U5htTs[/\�WZg5htTyd�Y1d�]!TVnug1htT v \>wX_1h :

% lpr /etc/host.conf /etc/hosts.equiv

* _5m;[>ht^/R>U1\tb1R>g5b5U1T�]!g5R/{�ReQ5U5Y5g5]>T�U1\ , [>[/ToS?Y1]!T :
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% lpr -P ����� - ��� ���	��
���� ����� - � � � ��� ...

'z_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�Q5TVc1\!]/\!T�]eQ5R�S*U5R>^/g5htwk_1Y1d�]!Y5g5{)]!TVb5j$�FT�{VR�b1\>]>\�_?R>{V\�g1\�Q1U5Y5g5]!TVU5T rattan:

% ls -l | lpr -P rattan

~kR/d�b1R!_1`/b5j�S?_5mFb5R-n7\!g$S?h lpr(1)
v \>wX_1hxg5Tsj-b?\!fV\>g5h , b5R-n7\!g$S*\ lpr c5Y1]>\!TV]tS*\>g5g5htTzS1_5mFQ5TVc1\!]>YFY5fd�]>\>g$S*\!U1]!g5R>{VR�[>i$R!S?g5R/{�RtQ5R/]!R>b1\ , b5R/]!R>U5htw%d�R!S?T�UXWZY5]eU5T�fVj-_1`>]>\>]�[>htQ1R!_1g5TVg5YXm;b5R-n7\!g$S?h ls -l.| R/n7\!gXS*\ lpr(1) nuR!WZT�]e]>\!b5W�TyQ5U5Y1g5Y1n7\!]>`lnug5R>WZTVd�]>[>R�R/Q5}5Y5w;S1_5mFj$Q5U?\![!_?T�g5YXm v R/U1n7\!]>Y5U5R>[-\!g5Y1TVn ,

Q5U5Y1nuTVg5T�g5Y5mFQ5U5TVR>^>U?\!f�R/[/\>g5Y5w , Q5TVc1\!]!Y<g5TVd�b5R!_?`>b5YXi3b5R/Q5Y5w<YF] .S .
* R>Q5R>_1g5Y5]>T�_1`/g5j$��Y5g v R/U1n7\!}1Y5��dVn . [

U1\!f�S?T�_1T �eQ5}5Y5Y<Q5T�c?\!]!Y .

9.5.2. � ������"�� ��� ����� ���9 ��
~kU5Y;Q5TVc1\!]!Y%dzQ1R/nuR>�<`>��b5R/n7\>g$S?h lpr(1), S*\!g1g5htT , b1R>]!R/U5htTzg1\�S?R�g?\!Q5TVc1\!]>\>]!` , Q1R/nuT��%\!�e]>dom;[-nuTVd�]>Ts[eQ1\!b5TV] ,
b5R>]!R/U5htw;g1\>f�ht[-\!��] ” f�\=S*\>g5Y5T�nKQ5T�c1\>]!Y ”, Y<Q5R/d�h)_?\!�e]>domFd�Y1d�]>TVnuT)d�Q5j-_1Y5g1{V\ LPD.

| \�W%S?htwFQ5U5Y5g5]>T�U%Y1nuT�TV]
R>c5TVU5ToS?`efV\�S*\!g5Y1w , YF[-\!aFTsfV\�S*\!g5Y1T�W%S?T�]e[�rV]!R>w<R>c5TVU5ToS?Y<[/nuT�d�]!Tyd7S?U1j-{VY1nuYF[-\!aFY?nuY;fV\�S*\!g5Y5m1nuYFY
fV\=S�\!g5YXm1nuY3S?U5j${�YXi3Q5R>_1`>fVR>[-\!]!T�_1T�w . ~kU1Y5g5]!TVUFQ5TVc1\!]>\>T�]�rV]!Y%fV\=S�\!g5YXm3Q5ReQ5U5Y5g5}1Y5Q5j;Q5TVU5[>h�nKQ1U5Y5a;_?R , Q5TVU5[>h�n
[>htQ5R>_1g5T�g1R .
* _5m;Q5R!_?j-c1T�g5YXm<R>c5TVU5ToS?Y<d�]>\>g$S*\!U1]!g5R>{VR�Q5U1Y5g5]!TVU1\ , [>[>T�S?Y5]!Tsb5R/n7\>g$S?j lpq(1). �k]!R>^/hxj-b?\!fV\>]!`�b5R/g5b5U5TV]!g5htw
Q5U5Y5g5]>T�U , Y1d�Q5R>_1`>fVj$w5]!TzR/Q5}5Y5� -P. �3\!Q1U5Y1nuT�U , b5R-n7\!g$S*\
% lpq -P bamboo

Q5R>b1\>f�ht[-\!T�])R/c5T�U5T�S?`yS1_5m;Q1U5Y5g5]!TVU1\�Q1R�Y1nuT�g1Y bamboo. �sR/]tQ5U5Y1nuTVU;U5TVf�j-_1`>]/\!]!R/[�[>htQ5R>_1g5TVg5YXmkb5R/n7\>g$S?h lpq:

bamboo is ready and printing
Rank Owner Job Files Total Size
active kelly 9 /etc/host.conf, /etc/hosts.equiv 88 bytes
2nd kelly 10 (standard input) 1635 bytes
3rd mary 11 ... 78519 bytes

~kR>b1\>fV\!g1R , c5]!Rl[�R/c5T�U5T�S?Y bamboo TVd�]!`l]!U5YFf�\=S*\>g5YXm . ~kTVU5[>R/T�fV\�S*\!g1Y5T , Q5R-do_?\>g5g5R/T�Q5R!_?`>f�R/[/\>]!T�_1T�n kelly,
Q5R!_1j$c5Y5_1R ” g5R-nuT�U;f�\=S*\>g5YXm ” 9.

| \!W%S?R>TsfV\=S�\!g5Y5T�S1_5mFQ1U5Y5g5]!TVU1\eQ5R!_1j$c1\>T�]�j$g5Y1b1\�_1`/g5htw;g5R-nuT�U<fV\=S�\!g5YXm . �
^>R!_?`>aFY1g1d�]![/Tzdo_?j-c?\!T�[eg5R/nuTVU;fV\�S*\!g1YXmFnuR!WZg5RlY5{�g1R>U5Y5U1R>[/\>]!` , g1R�R>g;Q1R>]!U5TV^>j$T�]/dom , T�do_1Y<g1\=S?Re^>j/S?TV]
R>]>nuTVg5Y5]!`lfV\�S*\!g5Y1T ; Q5R�S?U1R>^>g1T�T�R/^�r�]>R/n�dVn . [�U1\>foS?T�_1T � S*\!_1T�g5Y1Tsf�\=S*\>g5Y5w .

�'\=S*\>g5Y5T�g1R/nuT�U 9 d�R/d�]>R>Y5]eY5f�S*[>j-i v \!wX_1R/[ ; g5TVd�b5R!_1`/b5R v \>wX_1R>[ , j-b?\!fV\>g5g5h)i3[�b1R/n7\!gXS?g5R>w<d�]!U5R/b5T lpr(1),
d�c5Y5]/\!��]/domFc1\/d�]!`/��R!S?g5R/{�R�f�\=S*\>g5YXm .

� ]!RlfV\�S*\!g1Y5T7m5[!_1m5T�]>d�mF]!T�b1j-�<Y1n�\!b1]!Y5[>g1h�n ( R/^>U1\>]!Y5]!Ts[>g5Y?n7\!g5Y5Tyg1\
do_1R/[>R active [ed�]!R!_?^>}5T ”Rank”), ] . T . Q5U5Y1g5]!T�UFS?R>_5WZT�gFd�T�w5c1\/dzQ1T�c1\>]>\!]!`er�]!RlfV\�S*\!g1Y5T . �y]!R>U1R>Tzf�\=S*\>g5Y5T
d�R/d�]!R>Y1]�Y5fzS*\!g5g1h)i , Q5T�U5T�S*\![-\!T�nuh)ik[eb1\!c1TVd�]>[>Tsd�]>\!gXS*\!U5]>g5R>{VR�[!iXR�S*g5R>{VR�Q5R>]>R>b1\�b5R/n7\>g$S?T lpr(1). qyU5TV]!`>T
fV\=S�\!g5Y5TsQ5R/d�_?\!g1R�Q5R!_?`>f�R/[/\>]!T�_1T�n mary; R/g5R�g1\/nug5R>{VR�^/R!_1`/aFT�Q5ReR>^ �µTVnuj . ~kR!_?g5R>T�Y?n+m v \!wX_*\ , b5R/]!R>U1htw
Q5T�c1\>]>\!TV]>dom , do_1Y5a<b5R/nKS1_1Y5g5g1R>TyY;g5TyQ5R/nuTV�<\!TV]>dom , Q1R>r�]>R/nujkb5R/n7\>g$S*\ lpq(1) Q5U1R/d�]>R�[>hyS�\!T�]e]!U5Y<]!R>c5b1Y .

'y\>n7\�m;Q1T�U5[-\�mFd�]>U5R>b1\�U5T�fVj-_1`>]>\>]!R>[eb5R/n7\>g$S?h lpq(1) ]!R!WZTzQ1R!_1TVf�g1\ : R/g1\�{VR>[>R/U5Y5]�Re]!R/n , c5]!Rkd�TVw5c1\>d7S?T�_*\!T�]
Q5U5Y5g5]>T�U ( YX_1Y , Q5R�b1U1\!w5g1T�w<nuTVU5T , c5]!RlR>gkS*T�_?\>T�]�Q1Renug5TVg5Y5��d�Y1d�]!TVnuh LPD).| R/n7\!gXS*\ lpq(1) ]/\!bXWZTyQ5R�S5S*T�UXWZY5[-\!T�]�R>Q5}5Y1� -l S1_5mF{VT�g5TVU1\!}5Y1YFQ5R!S?U5R>^/g5R>{VRyS1_1Y5g1g5R>{VR�_1Y1d�]!Y5g5{�\ . �yR/]
Q5U5Y1nuTVUFU5TVf�j-_1`>]/\!]!R/[�[>htQ1R!_1g5TVg5YXm;b5R-n7\!g$S*h lpq -l:

waiting for bamboo to become ready (offline ?)
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kelly: 1st [job 009rose]
/etc/host.conf 73 bytes
/etc/hosts.equiv 15 bytes

kelly: 2nd [job 010rose]
(standard input) 1635 bytes

mary: 3rd [job 011rose]
/home/orchid/mary/research/venus/alpha-regio/mapping 78519 bytes

9.5.3.  � ���
" �9 �" �����)���  ��
+zdo_1Y<[>hxQ5TVU5ToS*j$n7\!_1YFQ1T�c1\>]>\!]!`efV\�S*\!g5Y1T , nuR>W�g1R�j/S*\�_?Y5]!`lT�{�ReY5fyR>c5T�U1ToS?Y;f�\=S*\>g5Y5wFdsQ5R-nuR>�F`/��b5R-n7\!g$S*h
lprm(1). �3\/d�]!RlnuR!WZg5R�Y?d�Q5R>_1`>fVR>[/\>]!` lprm(1) S1_5m<j>S�\�_1TVg5YXmF\!b1]!Y5[>g1R>{�RefV\�S*\!g5Y5m , g5Rec?\>d�]>`�fV\�S*\!g1YXm;YX_1Y
S*\�WZTz[-d�TsfV\=S�\!g5Y5Ts[/d�TzU1\>[>g5RlnuR!WZT�]e^>ht]!`eg1\!Q5TVc1\!]/\!g5R .
* _5m;j/S*\�_1TVg5YXmFf�\=S*\>g5YXm;d�Rkd�]/\!g$S*\>U5]!g5R/{�ReQ5U5Y5g5]>T�U1\ld�g1\>c1\�_*\tY1d�Q1R!_1`/f�j$w5]!Tsb5R/n7\>g$S?j lpq(1) S1_1mFQ5R>Y?d�b1\
g5R/nuTVU1\�f�\=S*\>g5YXm . �'\>]!TVnK[/[>T�S?Y5]!Tyb5R/n7\>g$S?j :

% lprm � � ��
�� - � � � ����� �

* _5m;j/S*\�_1TVg5YXmFf�\=S*\>g5YXm;dsj-b?\!fV\>g5g5R/{�R�Q5U1Y5g5]!TVU1\ , fV\=S�\!w5]!TsR>Q5}1Y5� -P option. 'z_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�j/S*\!_5m5T�]
fV\=S�\!g5Y5Tsg5R/nuTVU 10 Y5fsR/c5T�U1ToS?Y;f�\=S*\>g5Y5w;Q1U5Y5g5]!TVU1\ bamboo:

% lprm -P bamboo 10

* _5m;b5R/n7\>g$S?h lprm(1) TVd�]!`�UXm$SZd�R/b5U1\!�<T�g5Y1w :

lprm -
� S*\!_5m5T�]e[/d�TzfV\�S*\!g1YXm ( d�Red�]>\!g$S�\!U5]!g1R>{�ReQ5U5Y5g1]!T�U1\ ), Q1U5Y5g1\�S1_1T�W \>�FY5TyQ5R!_?`>f�R/[/\>]!T�_1� , b5R>]!R/U5htw
[>htQ5R>_1g5YX_<b5R/n7\>g$S?j .

lprm �	���*���#�	�	��� �,���
� S*\!_5m5T�]e[/d�TzfV\�S*\!g1YXm (S?_5mFd�]>\>g$S*\>U5]!g5R/{�R�Q1U5Y5g5]!TVU1\ ), Q5U1Y5g1\=S?_1T�W \!�<Y5Tzj$b1\>fV\>g5g5R/nuj �	���������	�	��� �!��� .
'sj$Q5T�U5Q1R!_1`/f�R>[-\!]!T�_1`�nuR!WZTV]�j/S*\�_1m5]!`�f�\=S*\>g5YXmkS?U5j${VYXi;Q5R!_?`>f�R/[/\>]!T�_1TVw ; R/^>htc5g1htw;Q5R!_?`>f�R/[/\>]!T�_1`�nuR>WZT�]
j/S*\�_5m5]>`�]!R>_1`>b5Rld�R/^/d�]>[>T�g1g5htTzf�\=S*\>g5YXm .

lprm

+zdo_?YF[�b1R/n7\!gXS?g5R>w%d�]!U1R>b5Tsg5Tsj$b1\>fV\>g5hxg5R/nuTVU;fV\�S*\!g1YXm , Y1n+mFQ5R>_1`>fVR>[-\!]!T�_5m , YX_1Y<j-b?\!fV\>g1\tR/Q5}5YXm -,
b5R/n7\>g$S*\ lprm(1) j/S*\�_1m5T�]�]>T�b5j$�FTVTs\>b5]!Y5[/g5R>TsfV\=S�\!g5Y5Tsg1\ld�]>\>g$S*\!U1]!g5R/n�Q5U5Y5g5]>T�U5T , TVd�_1YFR/g5R
Q5U5Y5g?\=S1_1T�WZY5]�[-\>n . 'sj$Q5TVU5Q5R!_?`>f�R/[/\>]!T�_1`�nuR>WZT�]lj>S�\�_5m5]!`�_1��^/R>Ts\>b5]!Y5[/g5R>TsfV\�S*\!g5Y1T .

* R>^/\>[>`/]!T7R>Q5}1Y5� -P S?_5m;_1�e^>R>{VR�Y5fsQ5T�U1T�c5Y1d�_1T�g1g5h)i;[>hta<Tsd�R/b5U1\>�FT�g1Y5w , c5]!R/^>hxU1\>^>R/]>\!]!`ld7_1�e^>h�n
g5T�R/^!iXR�S?Y?nuh�nKQ5U5Y5g5]>T�U5R-n�[/nuT�d�]!Rkd�]>\>g$S*\>U5]!g5R/{�R . �3\>Q5U5Y1nuTVU , d�_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�j/S*\!_5m5T�]�[-d�TsfV\=S�\!g5YXm
]!T�b5j$�<T�{�ReQ5R!_?`>f�R/[/\>]!T�_5m3Y5fyR>c1T�U5T�S?Y;Q5U5Y1g5]!T�U?\�Q5RlY1nuTVg5Y rattan:

% lprm -P rattan -
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, �!�µ�.-��������
: ���*
	���V�p����¡�������¢¥��¢)�J��¢¤��¢V���>´0�V��¢ �$¢ , �2�>�?���o�-� lprm(1) ��� 2V�*��
	���t�����F�o�$�!
10!����2��o�-������0��!��
	���2�0�

7�;�¥��� , �s�2�V�!�/��� 4G�0�����y¡>�B
	�e�����*
/����� , �-��£y¢u¢2�*
	�s�!����£)¢y����������¢V�7�����¤������¢��F���+�1�o�54���7!7�;�¥�!�/� . �	
/¢¤�>��°z 7�O0���;�*
/¢¤�?�>������¢*
	������¥���s�2�/�?���o�e�-¢V�7����¤�=���>�o��¢¤� �¤�!� :
% lpr -P rattan myfile
% rlogin orchid
% lpq -P rattan
Rank Owner Job Files Total Size
active seeyan 12 ... 49123 bytes
2nd kelly 13 myfile 12 bytes
% lprm -P rattan 13
rose: Permission denied
% logout
% lprm -P rattan 13
dfA013rose dequeued
cfA013rose dequeued

9.5.4. ��" �#��������� � �
& 	�� & � �#"!�#��� : �
� �3 � �T" 	����! | R/n7\!gXS*\ lpr(1) Q5R�S1S?T�UXWZY5[-\!TV]�g5TVd�b5R!_?`>b5ReR>Q5}5Y1w , j$Q5U1\![>_5m5���<YXi v R>U1n7\>]!Y5U5R/[/\>g5Y5TVnP]!TVb1d�]/\ ,
Q5U5T�R/^>U1\>f�R/[/\!g1Y5TVn {�U1\ v Y5b5Y;YkS*U5j${�YXi v R>U?n7\!]!R/[ v \!wX_1R/[ , [>hyS�\!c5T�w3g1TVd�b1R!_1`/b5YXikb5R>Q5Y1w , R>^/U1\!^/R>]!b1R>wkfV\�S*\!g5Y5m
Y3S?U . � r�]!R-n�U1\!f�S?T�_?TzR>Q1Y1d�\>g5hxr�]!Y<R>Q5}1Y5Y .

9.5.4.1.
� R �   �YCEA �
=G@��A:CEIG=:K EP  REA?JBC:HEAL=?X1C�I =:K�MP

'z_1ToS?j$�e�FY5TsR>Q5}5Y1YFb5R-n7\!g$S?h lpr(1) j$Q5U1\>[!_5m5�e] v R/U1n7\!]!Y1U5R>[-\!g5Y5T�n v \!wX_1R/[�[lfV\=S�\!g5Y5Y . (3d�Q5R>_1`>fVj-w1]!T�r�]>Y
R>Q5}5Y1Y , TVd�_1YFf�\=S*\>g5Y5Tyd�R�S*T�UXWZY5]eg5TsQ1U5R/d�]!R>w;]>T�b1d�]eYX_?YFTVd�_1YF[/h iXR>]!Y5]>Tyd v R>U1n7\!]>Y5U5R>[-\!]!`�Q5U5R/d�]!R>wF]!T�b1d�]ld
Q5R/nuR/�F`>��j$]!YX_1Y5]>h pr(1).

�3\!Q5U5Y?nuT�U , d�_1ToS*j-�e�<\!m;b5R/n7\>g$S*\�Q1T�c1\>]>\!TV] v \!w5_ DVI ( Y5fyd�Y1d�]!TVnuh�[>TVU1d�]!b1Y TEX) Q5ReY1nuT�g1Y
fish-report.dvi g1\�Q1U5Y5g5]!TVU5T bamboo:

% lpr -P bamboo -d fish-report.dvi

� ]!YFR/Q5}5Y5Y<Q5U5Y1nuTVgXm5��]>d�m;S1_1mFb1\�W%S?R/{�R v \>wX_?\�[�fV\�S*\!g1Y5Y , ]>\>bFc5]>Reg5T�_1`>f�mFd�nuT�a<Y5[/\>]!` ( g1\>Q5U5Y1nuTVU )
v \>wX_1h

DVI Y ditroff [eR!S?g5R/nKf�\=S*\>g5Y5Y . �)nuT�d�]!Rer�]!R/{�RlQ5R/d�h)_?\!w5]>TzR�S*g5R>]!Y1Q5g5htT v \>wX_1hxR/]=S?T�_?`>g5h�nuY<fV\=S�\!g5YXm1nuY ,
Y1d�Q5R>_1`>fVj-meS?_5mFb1\!W<S*R>{�RefV\�S*\!g5Y5mFd�R>R/]![>TV]>d�]>[>j$���<Y5TzR/Q5}5Y5Y;Q1U5T�R/^>U1\>f�R>[-\!g5Y5m .

, �!�µ�.-��������
: /7��¢ �¥���C�/��±���� , �����>�?¢ -p � -T, �=��¢¥¡V��°A�F����
	�!³���0t��¥�������>�*
/¢������:7z��
103±�¢*
/¢V�*�G45�k����������¢V���s².�
	�¤�=���/�����¢��V¡/���62��/�¥�����60 . �*�!�����!�?¢V� , �/��±���0 -d �=��¢¤¡V��¢¥�y²���
7�¤�=���t����¢���¡>���.2��>��������0 DVI. �M�V�1����¡���¢�¢ �V� . �y���62¤�$¢'
-¢

� ��
	�¤�=���P����¢��V¡/���62��/�¥������0 .

-c

~kT�c1\>]!` v \>wX_1R/[ cifplot.
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-d

~kT�c1\>]!` v \>wX_1R/[ DVI.

-f

~kT�c1\>]!`�]>T�b1d�]!R>[/h)i v \>wX_1R/[�g1\tm5fVhtb5T FORTRAN.

-g

~kT�c1\>]!`�{VU1\ v Y1b5R>[ .
-i � � �����

'�S?[>Y1g5j$]!`�U5TVf�j-_1`/]>\!]e[>Q5U1\>[>R�g?\ (����!�#� d�]!R>_1^>}5R/[ ; TVd�_1Y (����!�#�Zg5Tsj$b1\>fV\>g5R , doS?[>Y5{s[>htQ5R>_1gXm5TV]>domFg?\ 8
d�]!R>_1^>}1R>[ . � ]/\�R/Q5}5YXm;U1\>^>R/]>\!TV]�]!R!_?`>b5RldzR/Q5U5ToS*T�_1TVg5g5h�nuY v Y5_1`>]!U?\>nuY;Q5U5TVR>^/U1\!fVR>[/\>g5YXm .

, ���µ�.-��������
: ��¢y���>�?¢� 7��´V��¢t������¡�¢*
5�P�?¢¤£z�/� -i ��³��;�'
��>� .

-l

~kT�c1\>]!`�]>T�b1d�]!R>[/h)ieS�\!g5g5h)i3^/j-b1[/\�_?`>g5R , [>bX_1�ec1\�m;j$Q5U?\![!_1mX�e�FY5Tyd�Y1nu[/R!_1h .

-n

~kT�c1\>]!`tS�\!g5g5h)i ditroff (device independent troff).

-p
	 R>U1n7\>]!Y5U5R/[/\!]>`�R>^/htc5g5htw;]!TVb1d�]lQ5TVU5ToS�Q5T�c1\>]!`>� j$]!YX_1Y1]!R>w pr(1). ~kR�S?U1R>^>g1T�T�d�n . pr(1).

-T � ��� � � ��� ���

(3d�Q5R>_1`>fVR>[-\!]!`tj$b1\>fV\!g1g5htw �#�$�����#�	��� �F[eb5R!_?R>g5]!Y1]!j-_1T pr(1) [/nuTVd�]!R�Y?nuT�g5Y v \!wX_?\ . � ]>\�R/Q5}5YXm
j$c5Y5]!ht[-\!T�]/dom;]!R>_1`>b5ReQ5U5Y<Y1d�Q5R>_1`>fVR>[-\!g5Y5Y3[-nuTVd�]!TydzR>Q5}1Y5T�w -p.

-t

~kT�c1\>]!`tS�\!g5g5h)i troff.

-v

~kT�c1\>]!`�U?\>d�]>U5R>[/h)i�S*\>g5g5h)i .

�sR/]�Q5U5Y?nuT�U : d�_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�Q5TVc1\!]/\!T�]eb5U1\/d�Y5[/R�d v R/U1n7\!]!Y1U5R>[-\!g5g5j$��[/T�U1d�Y5� d�Q5U1\>[>R/c5g5R>{VR
U5j$b5R>[/R�S*d�]![/\tQ1R�b5R-n7\!g$S?T ls(1) g1\ld�]/\!g$S*\>U5]!g5htw<Q5U5Y5g1]!T�U :

% zcat /usr/share/man/man1/ls.1.gz | troff -t -man | lpr -t

| R/n7\!gXS*\ zcat(1) U1\>d�Q1\!b1R>[>ht[-\!TV]tY1doiXR�S*g5htw;b5R!S�d�]>U1\!g5Y1}5h�d�Q1U1\![/R>c5g5R/{�RtU5j$b5R/[>R!S*d�]![-\ ls(1) YFQ5TVU5ToS�\!T�]�T�{�R
b5R/n7\>g$S?T troff(1), b5R>]>R>U1\!m v R>U1n7\>]!Y5U5j$T�]�T�{�RlY;[/hyS*\!TV]�U5TVf�j-_1`>]/\!]�[ v R>U1n7\>]!T GNU troff, Q1T�U5T�S*\![-\!TVnuhtw
b5R/n7\>g$S?T lpr(1), Q5R-d�h)_?\>���<T�w;f�\=S*\>g5Y5Tzd�Q5j-_1T�U5j LPD. ~kR/d�b5R!_?`>b5jknuh�Y1d�Q5R!_1`/f�R/[/\�_?Y3R>Q5}5Y1� -t b1R/n7\!gXS?h
lpr(1), d�Q5j-_1T�U<Q5U5YFQ1T�c1\>]!YFf�\=S*\>g5YXm;^>j/S?TV]�Q5U1T�R>^/U1\!fVR>[/ht[/\!]>`yU1T�f�j-_1`/]>\!] GNU troff [ v R/U1n7\!] , Q5R>gXm5]>g5htw
d�]>\>g$S*\!U1]!g5R/nujkQ5U1Y5g5]!TVU5j .
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9.5.4.2.
� R �  �C:HEA:=BHMCL@BF�X1=BQU=:K �D

'z_1ToS?j$�e�FY5TsR>Q5}5Y1YFb5R-n7\!g$S?h lpr(1) ]!U1T�^>j$�e]eR/]�d�Y1d�]!TVnuh LPD d�Q5T�}5Y?\�_1`/g5R>w3R/^>U1\>^>R>]>b5Y3fV\�S*\!g5Y5m :

-# ���	���	-
�yhyS*\![-\!]!`�j$b1\>fV\>g5g5R>Tzb5R!_1Y1c5TVd�]![>R ���	���	-Fb1\!W%S?R>{VR v \!w5_?\t[�f�\=S*\>g5Y5Y<[/nuTVd�]!R�R!S?g5R/w . 
)S�nuY5g5Y1d�]>U1\!]!R/U
nuR!WZT�]eR>]!b5_1��c5Y1]!`erV]!j3R>Q1}5Y5��S1_5mFjXnuT�g1`>aFTVg5YXm;Y5fVg5R/dV\�Q5U1Y5g5]!TVU1\�Y<Q5R>R/�FU5TVg5YXm;Y1d�Q5R!_?`>f�R/[/\>g5YXm
b1d�TVU5R>b?d�\ . 'yn . U1\!f�S?T�_ �e{�U1\>g5Y5c5TVg5Y5Tyb5R!_1Y1c5TVd�]![/\�b5R>Q5Y1w .

� do_1T�S?j$���FT�n�Q5U5Y?nuT�U5T)g1\ed�]>\>g$S*\!U1]!g5htwFQ1U5Y5g5]!TVU<Q1T�c1\>]>\!TV]>dom;]!U1Y<b5R/Q5Y5Y v \!wX_?\ parser.c, \efV\>]!TVn -
]!U5Y<b5R>Q5Y1Y parser.h:

% lpr -#3 parser.c parser.h

-m

~kR/d�h)_?\!]!`�Q5R>c5]>j3Q5R/d�_1Tzf�\![>TVU5aFTVg5YXm;f�\=S*\>g5YXm;Q5TVc1\!]!Y . ~kU5YFj$b1\>fV\!g1Y5Y;r�]>R>wFR/Q5}5Y5Y , d�Y1d�]!TVn7\ LPD ^/j/S?T�]
Q5R/d�h)_?\!]>`�Q5R/c5]!jkg1\e[/\!a<T�Y1n+mFQ1R/do_?Tsf�\![>TVU5aFTVg5YXm3R>^/U1\!^/R>]!b1Y3[/\!a<T�{VR�fV\�S*\!g5Y5m . �xd�R>R/^>�<T�g5Y5Y3^/j/S?T�]
d�b1\>fV\>g5R , [/htQ5R!_1g1T�g5Rt_?YFfV\�S*\!g1Y5TzjXd�Q1T�aFg1R�YX_1Y<Q5Rei$R!S?jk^>h)_?\�R>aFY5^/b1\ , Y ( c?\>d�]>R ) - [lc5TVn�R>g1\ed�R/d�]!R!mX_*\ .

-s

�kTzb5R/Q5Y5U5R/[/\>]!` v \!w5_1hx[�b1\>]>\�_?R>{sd�Q5j-_1Y5g5{�\ , \ld�S*T�_?\>]!`�]>\/n�g1\�g1YXiFd�Y1nu[/R!_1Y1c5TVd�b5Y5Tsd�[!m5fVY .� ]!j3R>Q1}5Y5� Y1nuT�TV]ed�nuh�d�_<Y1d�Q5R!_?`>f�R/[/\>]!`tQ5U5Y%Q5T�c?\!]!Y<^>R!_?`>aFY5ilf�\=S*\>g5Y5w . �eg1\�r�b5R/g5R/nuY5]lnuTVd�]!Re[
b1\!]/\�_1R/{�Tsd�Q5j-_1Y5g5{�\ ( [/\>aFT�f�\=S*\>g5Y5TsnuR>WZT�]�f�\!gXm5]>`�[/d�Tsd�[>R>^/R�S?g1R>T�nuTVd�]!Rl[ v \!w5_1R>[/R>w;d�Y?d�]!T�nuT , [eb5R>]!R/U5R>w
g1\�iXR!S?Y5]>d�m;b1\!]>\!_1R>{yd�Q5j-_1Y1g5{V\ ). �eg1\�]>\!b5W�Tsr�b5R/g5R/nuY1]�[>U1TVn+m , Q1R/d�b1R!_1`/b5jld�Y1d�]>TVnuT LPD g5TyQ5U5Y$S*T�]>d�m
b5R>Q1Y5U5R>[-\!]!`�b1\�W%S?htw<^/\!w1]�fV\�S*\!g5Y5m;[�b1\>]>\�_1R/{sd�Q5j-_1Y5g5{�\ .
+zd�]>` , R!S?g1\>b5R , YFg1ToS?R-d�]>\>]!R>b : Q5R-d�b5R>_1`>b5j3d�Y1d�]!T�n7\ LPD ^>j/S?T�]ld�d�h)_?\!]!`-dom;g1\�Y1doiXR!S?g5htT v \>wX_1h
g5T�Q1R/d�U1ToS*d�]![>TVg5g5R , [/h�g5Tyd�nuR!WZTV]!TsY1fVnuT�g5m5]!`eY5_1YFj/S*\!_5m5]!`lYXi , Q5R>b1\�R>g5Y<g5Tz^/j/S?j$]�U1\/d�Q5TVc1\!]>\>g5h .

, ���µ�.-��������
: ���*
	�e���P��¢�³�������¢¥��¢/���z�o�-��
/¢������A´�����������¢V� , �����¥��¢V�?� LPD ¡��o�$¢¥�t���>�o�o£z�-¢���� , ��������
	��������³�¢ ,

�V���/���!���/�¥�����u²)��´
5�%�K
��/�o�!
	����� 45� 7���¥���F���z�o�-��
/¢������A´ , ��� �¥�!�>�1�C�/��±���0 -s � �V�������/�������*¢��¥�!�t�!��
	���2�l�

��/����
	����/� �o������
�� 4 ¢I���o�!
7���54 � , ������¢s�+�o�-��
/¢������>� . �B� , �������2��¢y��������e����
/¢ 2��� .

-r
� S*\!_5m5]!` v \!wX_1hx[lfV\�S*\!g1Y5Y;Q5R-do_1Tsb5R>Q5Y1U5R>[-\!g5YXm3[lb1\!]/\�_1R/{sd�Q1j/_?Y5g5{V\�YX_1Y<Q5R/d�_1TzQ5TVc1\!]>Y , TVd�_1YFj$b1\>fV\>g1\
R>Q5}1YXm -s. ;yj/S?`>]!Ts[>g5Y?n7\!]!T�_1`>g5hxQ1U5YFY1d�Q5R!_?`>f�R/[/\>g5Y5Y3r�]>R>wFR/Q5}5Y5Y !

9.5.4.3.
� R �   KL=��E= ��� K�� �)>5@BAL=:K� �� ]!YFR/Q5}5Y5Y<b5R/n7\>g$S?h lpr(1) Y5fVnuTVgXm5��]l]!TVb1d�] , b5R>]!R/U5htwFR/^>htc5g1R�[>hyS*\>T�]>d�m;g1\eg1\!c1\!_1`>g1R>w;d�]>U1\!g5Y1}5Tsf�\=S*\>g5YXm .

+zdo_1Y<[>hyS*\>c1\�g?\!c1\!_1`>g5h)i3d�]>U1\!g5Y1}3S1_5m<}5T�_1TV[>R/{�R�Q5U1Y5g5]!TVU1\�R/]!bX_1�ec5T�g?\ , rV]!YFR/Q5}5Y5Y<g5T�S*T�w1d�]![>j$��] .
(kg v R>U1n7\>}5Y5��Q5R�g1\/d�]!U1R>w5b5Tyg1\>c1\�_1`/g5h)i3d�]!U1\>g5Y5}%d�n . [eU1\!f�S?T�_?Ts�3\!c?\�_1`/g5htTzd�]>U1\!g5Y1}5h .
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-C � � �	�%�
�'\>nuTVg5Y5]!`eY1n+m;iXR/d�]>\�g?\�g1\>c1\�_?`>g5R/w;d�]!U1\>g5Y5}5T � � ���%�*��� . �e^/htc5g5R�g1\eg5TVwF[>hyS�\!T�]/dom;Y1n+m;iXR-d�]>\ , d
b5R>]>R>U5R/{�R�^/h)_1R�Q5R-do_?\>g5R�f�\=S*\>g5Y5T .

-J ��� �	�%�
�'\>nuTVg5Y5]!`eY1n+mFf�\=S*\>g5YXm;g1\eg1\!c?\�_1`/g5R>w;d�]!U1\!g1Y5}5T ��� �	�%�*�%� . (3n+mFfV\�S*\!g1YXm;R>^/htc5g5R�d�R>[>Q?\=S*\>T�]�dsY1nuT�g5T�n
Q5T�U1[>R>{VR v \!w5_?\�[efV\=S�\!g5Y5YFYX_1YFY?nuT�T�]lf�g?\!c5TVg5Y5T stdin, T�do_1YFQ5T�c1\>]>\!TV]>dom%d�]>\>g$S*\!U1]!g5htwF[>iXR�S?g5R/w3Q5R>]>R>b .

-h

�kTz[/hyS*\![-\!]!`�g?\!c1\!_1`>g5R/w;d�]!U?\!g5Y5}1h .

, ���µ�.-��������
: / ��¢V�2�V�!�/���:7��>�54 �����.2���±���0 7 �¥���C�>��±���03�7�V£y¢¥�F��¢+�$¢�´;�¤�=���>������� , ³��!�0�/����¢¤�-¢*
10>¢¥��� 0.���������V¡;�/�

4 ¢���¢V����±����.���!³V�!
	�����:7C�¥�=�������>± . �M�V�1����¡���¢�¢I�V� . �y���62¤�$¢'
-¢ ����³��!
	�����*¢J�¥�=�������!±/� .

9.5.5.
� �$  ��9 !�����  �U�������9 �" � �9 ��U�#"������| \!bF\�S*nuY5g5Y1d�]!U1\>]!R>U<Q5U5Y5g5]>T�U5R/[ , [/h S?R!_1W�g1hxYXi;jXd�]>\>g5R>[/Y5]!` , g1\/d�]!U1R>Y5]!`lYFQ1U5R>]!T�d�]!Y1U5R>[-\!]!` . '�Q5R/nuR/�F`/�

b5R/n7\>g$S?h lpc(8) [>h�nuR!WZT�]>Ts[/fV\!Y?nuR�S?TVw1d�]![/R>[-\!]!`�dsQ5U5Y5g1]!T�U1\/nuY<Y;S?U5j${�Y?nuY<d�Q1R/d�R/^/\/nuY . ' Q5R/nuR/�F`/� lpc(8) [>hnuR!WZT�]!T :
• �'\>Q5jXd�b1\>]!`�Y<R/d�]/\!g1\>[!_1Y5[-\!]!`�Q5U5Y5g5]>T�U5h
• �ybX_1�ec1\!]>`�YFR/]!bX_1�ec1\!]>`eYXi;R/c5T�U1ToS?Y
• (kf�nuT�gXm5]!`eQ5R>U5m$S?R>b;f�\=S*\>g5Y5w<[�b1\!W<S*R>w;R/c5T�U5T�S?Y .

�3\!c5g5T�n�dzf�\>nuTVc1\!g5Y5m;Q5R�]!TVU1nuY5g5R>_1R>{VY5Y : TVd�_1YFQ1U5Y5g5]!TVU �����%��(?�� �#���( , R>gFg5Ts^/j/S?T�]�Q1T�c1\>]>\!]!`lg5Y5c1T�{�ReY5f)d�[>R/T�w
R>c5TVU5ToS?Y . ~kR!_1`/f�R/[/\!]>T�_1Y3nuR>{Vj$]�Q5U5R!S?R!_1WZ\>]!`�Q1R/d�h)_*\!]!`efV\=S�\!g5YXm , b1R>]!R/U5htTz^/j>S*j-]�W<S�\!]!`l[�R/c5T�U5T�S?Y , Q1R>b1\
Q5U5Y5g5]>T�UFg1Ts^/j>S*T�] 4>��B?, ����( YX_1Y<Q5R>b1\�R>c5TVU5ToS*`�g5Ts^>j/S?T�]eR>c5Y1�FT�g?\ .
+zdo_1Y<R>c5TVU5ToS*` �=�<.=#����5��(*� , g5Y<R�S?Y1gFQ5R>_1`>fVR>[/\>]!T�_?` ( b5U5R-nuT root) g5T)nuR!WZT�]eQ5R/d�h)_?\!]!`efV\�S*\!g5Y5m;g1\�Q5U1Y5g5]!TVU .
�sR  �.�#����5��(1(?, � R>c1T�U5T�S?`enuR>W�g1R�Q5R-d�h)_?\>]!`�f�\=S*\>g5YXm . ~kU5Y5g1]!T�U;S1_5mFR/]!bX_1�ec5T�g5g1R>wFR/c5T�U1ToS?YFnuR>WZT�]�^/ht]!`4!��B?, ����(

; Q5U5YFrV]!R/n�R>g;^/j>S*T�]�Q1U5R�S?R>_5W \!]!`eQ5T�c?\!]>\>]!`�g1\!iXR�S1m5�<Y5TVd�m;[�R>c1T�U5T�S?Y;fV\�S*\!g1YXm , Q5R>b?\�R>c1T�U5T�S?`�g5T
d�]>\>g5T�]eQ5jXd�]!R/w .

� R/^>�<TVn�do_?j-c?\!T , S1_5mFY1d�Q5R!_?`>f�R/[/\>g5YXmkb5R/n7\>g$S?h lpc(8) g5T�R/^!iXR�S?Y?nuR�Y1nuT�]>`eQ5U1Y5[>YX_?T�{�Y1Y root. �e^/htc5g5htT
Q5R!_1`/f�R/[/\!]>T�_1Y;nuR/{�j$]�Y1d�Q5R!_?`>f�R/[/\>]!`tb5R/n7\>g$S?j lpc(8) ]!R!_1`/b5RtS1_1mFQ5R!_?j-c1T�g5YXm%d�R/d�]!R!m5g1YXm;Q5U5Y5g1]!T�U1\eY
Q5T�U5TVfV\>Q5jXd�b1\tf�\![/Y1d�a<T�{�R�Q5U5Y5g5]>T�U1\ .
* \�_1TVT�Q5U5T�S*d�]>\>[!_1TVg1\�d�[>R!S?b1\�b1R/n7\!gXS lpc(8). ;yR>_1`>a<Y5g1d�]>[>R�b5R-n7\!g$S�Q5U5Y5g1Y1n7\!TV]e\!U1{�jXnuT�g5] ����� - ��������� �/� � ,
fV\=S�\!���<Y5w , dzb1\!b1Y1n�Q5U5Y1g5]!T�U1R/n�U?\!^>R/]>\!]>` . ��R!WZg5ReY1d�Q1R!_1`/f�R>[-\!]!`tfVg1\!c1T�g5Y5T all [-nuTVd�]>R ��� ����� - �)������� � � � ,
R>f�g?\!c1\>���FTVT�[/d�TzQ5U1Y5g5]!TVU5h , Q5TVU5T�c1Y1do_1TVg5g5htTy[ v \>wX_1T /etc/printcap.

abort ����� - ��� ���	��
����

'sgXm5]!`e]!T�b5j$�<T�Tzf�\=S*\>g5Y5T�YFR/d�]/\!g5R/[>Y5]!`�Q5U5Y5g5]>T�U . ~kR!_1`/f�R>[-\!]!T�_1Y3nuR>{�j$]�Q1U5R�S?R>_5W \!]!`�Q5R/d�h)_?\!]!`�fV\=S�\!g5YXm ,
TVd�_1YFR/c5T�U5T�S?`�[/bX_1��c1T�g1\ .
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clean ����� - ��� ���	��
����
� S*\!_1Y5]!`kd�]/\!U5htT v \!wX_1hxY1fsb1\>]>\�_?R>{V\�d�Q5j-_1Y5g1{V\eQ5U5Y5g5]>T�U1\ . (kg5R/{oS*\ v \>wX_1h , d�R/d�]/\![!_1m5���FY1TzfV\�S*\!g1Y5T , g5T
j/S*\�_5m5�e]>dom<b1\!b;Q1R!_1R>W�TVg5Red�Y1d�]>TVnuR>w LPD, R/d�R>^/T�g5g5R�TVdo_?YF[�iXR!S?TzQ5TVc1\!]>YF^>h)_?YFR>a<Y5^>b1Y;Y;[>htQ1R!_1gXmX_?R/d�`
nug5R>{VRe\�S*nuY5g5Y1d�]!U1\>]!Y5[>g1h)ikS?T�w1d�]![>Y1w .

� ]>\�b5R/n7\>g$S*\�g1\�iXR�S*Y5] v \>wX_1h , g5TyQ5U5Y5g1\�S1_1T�WZ\>�FY5Tyb1\>]>\�_1R/{�j
d�Q5j-_1Y1g5{V\ , YFj/S*\!_5m5T�]�Y5i .

disable ����� - ��� ���	��
����

�e]!bX_1�ec5Y5]!`lQ5R-d�]>\>g5R>[/b5jkg5R>[/h)ilf�\=S*\>g5Y5w;[lR>c5TVU5ToS*` . +zd�_1Y<Q1U5Y5g5]!TVUFU1\>^>R/]>\!T�] , R>g;Q1U5R�S?R>_5WZY5]�Q1T�c1\>]>\!]!`
fV\�S*\!g5Y5m , R/d�]>\!�e�FY5T�dom;[�R/c5T�U1ToS?Y . 'sj$Q5TVU5Q5R>_1`>fVR>[/\>]!T�_?` (root) [/d�T�{oS�\�nuR!WZT�]eQ5R/d�h)_?\!]>`�fV\�S*\!g1YXm , S*\!W�T
[�R/]!bX_1�ec5T�g5g1j-� R/c5T�U5T�S?` .� ]>\eb5R/n7\>g$S*\tQ5R>_1T�fVg1\�Q1U5YF]!T�d�]!Y1U5R>[-\!g5Y5Y<[>g5R/[>`�jXd�]>\!g5R/[!_1TVg5g5R/{�R�Q5U1Y5g5]!TVU1\�Y5_1Y v YX_?`>]!U1\ : R/]!bX_1�ec1\!T�n
R>c5TVU5ToS*`�YFQ1R/d�h)_*\!TVnKf�\=S*\>g5YXm;b1\>b root.

* U5j${�Y1TzQ5R>_1`>fVR>[/\>]!T�_?Y3g5TydVnuR>{Vj-]�Q5R/d�h)_?\!]!`efV\�S*\!g5Y5m , Q5R>b?\�[>h
g5TyfV\!b1R>g5c5Y1]!Tz]!T�d�]!Y1U5R>[-\!g5Y5TsYFg5Ty[>b5_1��c5Y1]!TsR/c5T�U1ToS?`eQ5R>[/]!R>U5g1R�b5R-n7\!g$S?R/w enable.

down ����� - ��� ���	��
���� � ������� 
 � ��


�e]!bX_1�ec5Y5]!`lQ5U5Y1g5]!T�U . 
�g1\�_1R/{�Y5c1g1\�Q5R-do_1T�S?R>[-\!]!T�_1`>g1R/d�]>Y3b5R/n7\>g$S disable Y stop.
� b1\!f�\!g5g5R/T

���������*���0���;[/hyS*\!TV]>dom;b1\>b<d�R/d�]>R!m5g5Y5TsQ5U5Y5g1]!T�U1\eQ5U5Y<Q5U5R/[>T�U1b5TzQ5R>_1`>fVR>[-\!]!T�_1TVnPR>c1T�U5T�S?YFQ5U1Y5g5]!TVU1\ed
Q5R/nuR/�F`/� lpq(1) YX_?YFfV\>Q5U5R-d�TzTV{�Rld�R/d�]!R!m5g1YXm;b5R/n7\>g$S?R/w lpc status.

enable ����� - ��� ���	��
����

�ybX_1��c1Y5]!`lR>c5TVU5ToS?`�S1_5mFQ1U5Y5g5]!TVU1\ . ~kR!_1`/f�R/[/\!]>T�_1Y3nuR>{Vj$]�Q5R-d�h)_?\>]!`�f�\=S*\!g1YXm , g5ReQ5U5Y5g5]>T�U%g5Tz^/j>S*T�]�Y5i
Q5T�c?\!]>\>]!` , Q1R>b1\�g5Ts^/j/S?T�]�f�\!Q5j$�<T�g .

help ����� - � �	����� ���

�yhyS*\!]!`ld�Q5U?\![>R/c5g5j$��Y5g v R>U1n7\>}5Y5� Q5R�b5R-n7\!g$S*T ����� - �������	��
,+ . +zd�_1Y � ��� - �����*�	�	
,+ g5Tsj$b1\>fV\>g5R , [>hyS�\!T�]
d�[/R�S?b5jlQ5RlY1nuT��e�FY1n7d�mFb5R-n7\!g$S*\/n .

restart ����� - ��� ���	��
����

~kT�U5TVfV\>Q5jXd�]!Y5]>`�Q5U5Y1g5]!T�U . �e^>htc1g5htTzQ5R>_1`>fVR>[-\!]!T�_1Y;nuR>{Vj-]eY1d�Q1R!_1`/f�R>[-\!]!`trV]!j3b5R/n7\>g$S?j , T�do_1Y<[
U5T�fVj-_1`>]>\>]!Tzg1T�b5YXi;c1U5T�fV[>htc1\>w5g5h)i3R>^-d�]!R>m5]!T�_1`-d�]![ed�Y1d�]!TVn7\ LPD fV\>[>Y1d�_?\ , g1R�R>g1YFg5T)nuR>{Vj-]�fV\!Q1j$d�]!Y5]!`
Q5U5Y5g1]!T�U , R/d�]>\!g5R/[!_1TVg5g5htw;b1R/n7\!gXS*\>nuY stop Y5_1Y down.

| R-n7\!g$S*\ restart r�b5[/Y5[/\!_1T�g5]>g1\
Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R-d�]!Y3b5R-n7\!g$S abort Y start.

start ����� - ��� ���	��
����

�'\!Q1j$d�]!Y5]!`eQ5U5Y5g1]!T�U . ~kU5Y5g1]!T�U<^>j/S?T�]�Q5T�c1\>]>\!]>`ef�\=S*\>g5YXm , g1\�iXR!S1m5�FY5T�dom;[eT�{�ReR>c5TVU5ToS*Y .

stop ����� - ��� ���	��
����

�ld�]>\>g5R>[/Y5]!`�Q1U5Y5g5]!TVU . ~kU5Y5g5]!TVUFf�\!b5R/g5c5Y5]�Q1T�c1\>]!`e]>T�b5j$�FTV{�RefV\=S�\!g5YXm;Y<^>R!_?`>aFTzg5Y5c5TV{�R�Y1fsR/c5T�U5T�S?YQ5T�c?\!]>\>]!`�g5Ty^>j/S?TV] . �eR>]�mFQ1U5Y5g5]!TVU<Y<R/d�]>\!g5R/[!_1TVg , Q5R!_?`>f�R/[/\>]!T�_1Y;nuR/{�j$]�Q1R/d�h)_*\!]!`efV\=S�\!g5YXm3[/R
[>bX_?��c5TVg5g5j$��R/c5T�U1ToS?` .

topq ����� - ��� ���	��
���� � � � �� ��
 - � � � - ����� - � � � � � � �.� ��
�� �

~kT�U5TVj$Q5R>UXm$S*R>c5Y5]>`�R>c5TVU5ToS*`tS1_5m<j-b?\!fV\>g5g5R/{�R�Q5U1Y5g5]!TVU1\ , Q5R/nuTV�<\�m;j$b1\>fV\!g1g5htT�Q5Rlg5R/nuTVU5j �#�	
��	���!� YX_1Y
fV\�S*\!g5Y5m;j-b?\!fV\>g5g5R/{�RtQ5RlY1nuT�g1Y �	���*���#�	�	��� �,�	�Z[�g1\>c1\�_1ReR>c5TVU5ToS*Y .

* _5mFrV]!R>wFb5R/n7\!gXS?h�g5T�_1`>f�m
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Y1d�Q1R!_1`/f�R>[-\!]!` all [lb1\>c5TVd�]![>T � � ����� - ��������� �/� � .

up ����� - ��� ���	��
����

�ybX_1��c1Y5]!`lQ5U5Y5g5]>T�U ; b5R-n7\!g$S�\�Q5R�S?T�w1d�]![>Y1��Q5U1R>]!Y5[/R>Q5R>_1R!WZg1\�b5R/n7\>g$S?T down.
� b5[>Y5[-\�_1TVg5]!g1\

Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R-d�]!Y3b5R-n7\!g$S start Y enable.
� ]!YX_?Y5]>\ lpc(8) Q1U5Y5g5Y1n7\>T�]�Q1T�U5TVc5Y1do_?T�g5g5htTy[>hta<Tzb5R-n7\!g$S*hx[eb5R-n7\!g$S*g5R>wFd�]!U5R/b5T . +sdo_1Y%b5R/n7\>g$S*\�g5T
j-b?\!fV\>g1\ , j$]!Y5_1Y5]>\ lpc(8) [>iXR�S?Y5]�[lY5g5]>T�U1\>b5]!Y5[/g5htwFU5T�WZY1n , [eb5R>]!R/U5R/n nuR!WZg5R�[/[>R!S?Y5]!`eb5R/n7\>g$S?h , Q5R/b1\�g1T
^>j/S?T�]�[>[>T�S?T�g?\�b5R-n7\!g$S*\ exit, quit YX_1Y�d�Y1nu[/R!_Fb1R>g5}1\ v \!wX_*\ .

9.6.
�
� �tG �FD �;E3G<I���� �)GeE � � EZDFG �;L � 	 � ��	 � �<D 	

+zdo_1Y<[>hxQ5U1R>c5Y5]/\�_1Y<[/d�Tsr�]!RlU5j$b5R/[>R�S�d�]![/R , bFrV]!R/nuj;nuR-nuT�g5]!j3[/h�f�g?\!T�]!TsQ5U1\>b5]!Y5c5T�d�b5Y<[/d�T , c5]>Reg1\�S?R�fVg1\!]>`�R
d�Y1d�]!TVnuT)d�Q5j-_1Y1g5{V\ LPD, [!iXR!S1m5�FTVw3[ld�R/d�]/\![ ��' FreeBSD. �yh , [>R/fVnuR!WZg5R , j-W�TyR/d�R>fVg1\�_1Y;nug1R>{�Y1TsY5fyT�T
g5ToS?R-d�]>\>]!b5R/[ , c5]!R , TVd�]!TVd�]![>TVg5g5R , Q5U5Y5[/R�S?Y1]�bF[/R>Q5U1R/d�j : ”

| \!b5Y5TsT��<Tsd�Y?d�]!T�nuh�d�Q1j/_?Y5g5{V\ed�j$�FT�d�]![/j$��] ( Y
U1\!^/R>]>\>��]�d ��' FreeBSD)”?

LPRng

'sY1d�]>TVn7\ LPRng, Y1n+m<b5R>]!R/U5R>wFR>f�g?\!c1\>T�] ”LPR: the Next Generation” (LPR: do_1T�S?j$���FTVTsQ1R>b5R>_1T�g5Y1T ) - rV]!R
Q5R!_?g5R/d�]!`>��Q5T�U5TVQ5Y1dV\!g5g1\!mFd�Y1d�]!TVn7\ PLP. ~3\!]!U1Y5b<~3\>j-r�_ (Patrick Powell) Y * W \>d�]>Y5gF��TVw1d�R/g (Justin
Mason) ( R/d�g5R>[/g5R>w;d�Q5T�}5Y?\�_1Y1d�] , f�\!g5Y?n7\!���<Y5w1d�m;Q5R�S5S*T�UXWZb5R/w PLP) R>^ �µToS*Y5g5YX_1YFj$d�YX_1YXm;S1_5m<d�R>foS�\!g5YXm
d�Y1d�]!TVnuh LPRng. �ld�g5R>[/g5R>w;dV\!w5]eQ5Rld�Y1d�]>TVnuT LPRng - http://www.lprng.org/.

CUPS

'sY1d�]>TVn7\ CUPS ( d�R>b5U?\!�FTVg5Y5TsR>] Common UNIX Printing System) Q5U5T�S?R/d�]>\![>_5m5T�]�Q1T�U5TVg5R/d�Y1nuhtw
nuT�i5\!g1Y5fVn�Q1T�c1\>]!Y3S1_1m;R>Q5TVU1\!}5Y1R>g5g5h)i;d�Y1d�]!T�n , R-d�g5R/[/\!g1g5h)ilg?\ UNIX. �eg?\�^>h)_*\�U1\>f�U1\>^>R>]/\!g1\
b5R/nuQ?\!g5Y5TVw Easy Software Products [eb1\>c5TVd�]![>Tyd�]>\>g$S*\>U5]!g5R/{�RenuT�i5\!g5Y5f�n7\�Q5TVc1\!]>Y3S1_5m<[/d�T�i
Q5U5R/Y5f�[/R�S?Y5]>T�_1TVw;YFQ5R>_1`>fVR>[-\!]!T�_1T�w UNIX.

'sY1d�]>TVn7\ CUPS Y1d�Q1R!_1`/f�j$T�]�Q1U5R>]!R/b5R!_ Internet Printing Protocol (IPP) S1_5m<j-Q1U1\![>_1T�g5Y5m;fV\=S�\!g5YXm1nuYFYR>c5TVU5ToS?m1nuY . ~kU5R/]!R>b5R>_1h Line Printer Daemon (LPD), Server Message Block (SMB) Y AppSocket
( Y1f�[>T�d�]!g1htw;]>\!b5W�Tyb1\>b JetDirect) ]>\>bXWZTsQ1R�S5S?TVUXWZY5[/\>��]>d�m , g5RldsnuT�g1`>aFY?nuYF[>R/fVnuR>W�g1R/d�]!m1nuY . 'sY1d�]!TVn7\
CUPS S?R/^/\>[!_5m5TV]�Q5R>Y?d�bFd�T�]!TV[>h)i3Q5U5Y5g1]!T�U5R/[eY<R>Q5}1Y5Y;Q5TVc1\!]!Y<g1\eR/d�g1R>[>T PostScript Printer Description
(PPD), S?_5mFQ5R!S5S?T�U5W�b1YFQ5U1\>b5]!Y5c1TVd�b1R>wFQ1T�c1\>]!YF[ UNIX.

�ld�g5R/[>g5R/w;d�\>w5]�Q5Rld�Y1d�]!TVnuT CUPS - http://www.cups.org/.

9.7. � � � � � �	� I
� �ZDFL�N�� ���
~kR/do_?T�[>htQ5R>_1g5TVg5YXmFQ5U1R/d�]>R>{�R�]!TVd�]!Y5U5R/[/\!g1YXm<d�Q1R/nuR>�<`>��b5R/n7\>g$S?h lptest(1) [/h�nuR!WZT�]!TyQ5R>_1j$c5Y5]!`lR�S?Y1g;Y5f
do_1T�S?j$���FY5ikU1T�f�j-_1`/]>\!]>R>[�[-nuTVd�]!R�b5R/U5U5TVb5]!g5R/wFU1\/d�Q5TVc1\!]!b1Y :
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�yd�TzU1\>^>R/]>\!TV] , Q5R-do_1TsR>Q5U5T�S?T�_?T�g5g5R/w;fV\�S?T�U5W�b1Y ; Y5_1YFg5Ty[>hyS�\!T�]/dom;U1\/d�Q5TVc1\!]>\>g5g1\!m3d�]!U1\>g5Y5}1\ .
~kU5Y5g5]>T�UFg?\!Q5TVc1\!]>\!_F[/d�T , c1]!Reg1j/WZg5R , g5R�R/gFg1\�g5T�b1R>]!R/U5R>Ts[>U5T�n+m;fV\=S*j$nuht[-\�_?d�m;YFg5Y1c5T�{VR�g5TzS?T�_*\�_ .	 \!b5]!Y1c5TVd�b5Y , nuR/{�_1ReQ5R>]>U5T�^/R>[/\>]!`/d�m3g1\�W \!]>`�b5g5R/Q5b5j PRINT REMAINING YX_1Y FORM FEED g1\
Q5U5Y5g1]!T�U5T , c5]>R>^>hxU1T�f�j-_1`/]>\!]>h�^>h)_1YF[>hyS*\>g5h .

+zdo_?YFr�]>ReQ5U1R>Y5fVR>a;_?R , [>TVU5R!m5]>g5R , Q5U1Y5g5]!TVU;W%S*\�_ , g5TV]�_1Y<[�fV\�S*\!g1Y5Y;T��<T�S�\!g5g5h)i , Q5U1T�W%S?Tyc5TVn�c1]!Re^/hx]!R
g5YF^/h)_1R�Q1T�c1\>]>\!]!` . * _5m;U5TVaFTVg5YXmFrV]!R>w<Q5U5R>^>_1TVnuh�nuR>WZg5R�Q5R-d�h)_?\>]!`�[e]!T�b1d�]!R>[/R/n v Y5_1`>]!U1Tzg1\eQ5U5Y5g1]!T�U
d�Y1nu[/R!_ FORM FEED ( Y5_1Y;_1�e^>j$� g5T�R/^!iXR�S?Y?nuj-��Q5R/d�_1ToS?R/[/\>]!T�_1`/g5R/d�]!`�d�Y1nu[>R>_1R>[ ). � ]!R/{�RlR>^>htc1g5R
S?R/d�]>\!]>R>c5g5R , c5]!R/^>hxQ5U1Y5g5]!TVU<g5T�nuToS1_?T�g5g5ReU1\>d�Q5T�c?\!]>\!_;_1��^/R>w<R/d�]/\!���<Y5w1d�m3[eT�{VR�[>g1j-]>U5T�g5g1TVn�^/j v TVU5T
]!T�b?d�] . qy\>bXWZT)Q5R!_1TVf�g5R�j-^/ToS?Y1]!`/d�m , c5]!Rlb1\�W%S?R/TzfV\�S*\!g1Y5TzQ5TVc1\!]>YFfV\>b1\!g1c5Y5[/\>T�]>d�m3Q5R!_1g1R>w<d�]!U1\>g5Y5}5TVw ,
c5]!R/^>h�do_?ToS?j$���<T�TyfV\�S*\!g5Y1T�g5Tyg1\!c5Y1g1\�_1R-d�`�{�S?T - ]!Rkdzd�T�U5T�S?Y5g5h�Q1R/do_?ToS?g5TVw<d�]!U1\!g1Y5}5h�Q5U1ToS?hyS?j$�<T�{�R
fV\�S*\!g5Y5m .

'z_1ToS*j-�e�FY5w<Y5fVnuTVg5T�g1g5htw<d�b5U5Y5Q5]lb5R-n7\!g$S?g1R>{�R�Y5g5]!TVU5Q5U5TV]>\!]!R/U1\ /usr/local/libexec/if-simple
[>hyS*\>T�]�d�Y1nu[>R>_FQ5U5R/{�R/g1\�d�]!U1\!g1Y5}5h�Q5R-do_1TsQ5R/d�h)_1b5Y<fV\=S�\!g5YXm3g1\eQ5U5Y1g5]!T�U :

#!/bin/sh
#
# if-simple - ����� 	�
���� 
�����	�
������ � ���� �
���� ��������
������� lpd
# ��	�
���
�� �����
 � /usr/local/libexec/if-simple
#
# � ����	�
�� ����� ������� 
 stdin � stdout. ����
������ ������
 � 	 � ��� � � ����
�
������ ����
 ��� .
# ������ ��
 	�� � ����� ����� ����
�� 	�
 ����
 � � � (\f) ����	 ��� ������� 
�� ��������
 ��� .
/bin/cat && printf "\f" && exit 0
exit 2

~kU5Y5g5]!TVUFQ5TVc1\!]/\!T�] ” _1TVd�T�g5b5R/w ”.

�yhxQ5R!_1j$c1\>T�]!Tsg1\e^>jXn7\!{VTsdo_?ToS?j$���<T�T :
!"#$%&’()*+,-./01234

"#$%&’()*+,-./012345
#$%&’()*+,-./0123456

�yh�d�]>\!_1YFR/c5T�U5T�S?g5R/w3WZT�U5]![/R>w � � �z��.>���s#��V����(?.>" , [>htfV[/\!g1g5R>{VR�U1\!f�_1Y5c5g1h�nuYFY5g5]>T�U5Q5U1T�]>\>}5YXm1nuY%]!R>{VR ,
b1\!b1Y5Tsd�Y1nu[>R>_1h�S?R!_1W�g1h�R>^/R>f�g?\!c1\>]!`�g5R/[>j$��d�]>U5R>b5j . �eQ5T�U1\>}5Y5R/g5g5htTsd�Y1d�]!T�nuh UNIX- d�]!YX_5m
Y1d�Q1R!_1`/f�j$��]�R!S?Y5g%d�Y1nu[/R!_ : ASCII- b5R�S 10, Q5TVU5T�[/R�S<d�]!U5R>b1Y (line feed - LF). MS-DOS, OS/2® Y;S?U5j${�Y1T
Y1d�Q1R!_1`/f�j$��]�Q?\!U5j;d�Y1nu[>R>_1R>[ , ASCII- b5R!S 10

"
ASCII- b5R�S 13 ( [>R>fV[>U1\>]tb1\!U1T�]!b5Y , carriage return Y5_1Y CR).

��g5R/{�Y5TsQ5U5Y5g5]>T�U5h�Y1d�Q5R>_1`>fVj$��]�d�R>{�_*\!aFTVg5Y5T MS-DOS S1_1mFQ5U5T�S*d�]>\>[!_1TVg5YXmFg1R>[>h)i3d�]>U5R>b .

~kU5Y;Q5TVc1\!]>YFY5f FreeBSD [�]!TVb1d�]!T)Y1d�Q5R!_?`>f�j$TV]>dom;]!R>_1`>b1Red�Y?nu[>R!_<Q5T�U5TV[>R!S*\�d�]>U5R>b5Y . ~kU5Y5g5]>T�U , [/d�]>U5T�]!Y1[
d�Y1nu[/R!_FQ1T�U5TV[>R�S�\�d�]!U1R>b5Y , Q5T�U1T�iXR�S?Y1]�g1\edo_1T�S?j$���Fj$� d�]!U1R>b5j , g5RlR/d�]>\![>_5m5T�]�]>jkW�Ty{�R/U5Y5fVR>g5]>\!_1`>g1j-�
Q5R>fVY5}5Y5� g1\ed�]!U5R/b5TzS1_5m<d�_1ToS?j$�e�FT�{VR�Q5TVc1\!]/\!TVnuR/{�R�d�Y1nu[>R>_?\ . �sR/]�fV\>c5TVn�g1j/WZTVg<d�Y?nu[>R!_<[>R>fV[>U1\>]>\
b1\!U1T�]!b5Y : c1]!R>^/hxQ5T�U5TVg5TVd�]!Y�do_1T�S?j$���FY1w;Q5T�c?\!]>\>TVnuhtw<d�Y1nu[>R>_Fg1\�_1T�[/htw;b5U1\>wF^/j$n7\>{�Y .

�yR>]�c5]>R ��' FreeBSD iXR>c5TV]�R/]�Q5U5Y1g5]!T�U?\ :
~kU5Y5g5]>T�UFQ1R!_1j$c1\>T�] CR ~kU5Y5g5]!TVU<Q1T�c1\>]>\!TV] CR

~kU5Y5g5]>T�UFQ1R!_1j$c1\>T�] LF ~kU5Y5g5]!TVU<Q1T�c1\>]>\!TV] CR + LF

�yR>]�g5T�d�b5R>_1`>b1Red�Q1R/d�R/^>R/[tr�]!R/{�RtS*R>^>Y1]!`/d�m :
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• (3d�Q5R!_?`>f�R/[/\>]!`tQ5T�U1T�bX_1�ec1\!]>T�_1Y<b5R>g v Y1{�j$U1\!}1Y5Y;Q5U5Y1g5]!T�U?\�YX_?YFQ1\>g5T�_1`ej$Q5U1\![>_1T�g1YXm , c5]!R/^>hxY5f�nuT�g5Y5]>`
TV{�ReY5g5]!TVU5Q5U5TV]>\!}5Y1� rV]!YXiFd�Y1nu[>R>_1R>[ . ~kR>Y5�<Y5]!Tzb?\!bFrV]!RedoS?T�_*\!]!`l[�U5j$b5R/[>R�S�d�]![/T�Q5Red�[>R/TVnujkQ5U5Y5g1]!T�U5j .

, �!�'� -��������
: ���*
	���V�Y2��54 �o�o£y��¢¥��¢+�?�o�54��V¢J�/��¢����!±���������*¢I�����¥��¢V�µ� , �����>�*¢ FreeBSD, �B��£)¢¤�F�!�?¢¥��� ���A�M�*
¦�« ®-«�ª �=¨ �)© � 	V®-©V® � �§ � �t����������¢V�7��
10+���V���
7� 2��>��������0����!���/´.������¢�������¢¥���!±�������>�µ�*��
��/� CR � LF, �����!�/���O0�������O0!���t� �¤����7/�/��¢����!±���������:70�����¥��¢��*� 7 . �1����¢V�P�7��£����:���V���
	� 2��>�������J���B����� 2y����¢ � �¥�����'
-¢�����M7��-��
/¢�¢��¢��¢����!´ .

• �µ\>d�]/\![>Y1]!`)S?U1\>w5[>TVU;Q5R-do_1T�S?R>[-\!]!T�_1`>g5R/{�RtQ5R/U5]>\ FreeBSD \![>]>R/n7\!]>Y5c5TVd�b5Y;Q5U1T�R>^/U1\!fVR>[/ht[/\!]>` LF [
CR+LF.

| R>g1T�c5g5R , r�]!RlQ5R�S*R>w$S?TV] �<��#��>./� S1_5m<Q5U5Y5g5]>T�U5R/[ , Q5R!S?bX_1�ec5T�g1g5h)i;bFQ5R-do_1T�S?R>[-\!]!T�_1`>g1h�n
Q1R>U5]>\/n .

* _5mF[/bX_1�ec5T�g5Y5mFr�]!R/w;[>R/fVnuR>W�g1R/d�]>Y;Y1d�Q1R!_1`/f�j$w5]!TziX\>U1\!b5]>T�U5Y1d�]!Y5b5j ms# YFjXd�]>\>g5R>[/Y5]!T
U1T�WZY1n onlcr S1_5m<Q5U5Y5g5]>T�U1\e[ v \>wX_1T /etc/printcap.

• ~kR-do_?\>]!` ,/B����> �#X2�� �<"?0F./�=� g?\�Q5U1Y5g5]!TVU , f�\>d�]/\![!_1m5���FY1w;T�{VR�[>U1TVnuT�g1g5R�R>^/U1\!^-\!]!ht[-\!]!`�d�Y1nu[>R>_1h LF
Q1R - S?U5j${�R-nuj .

� Q5U1\![>_5m5���<Y5Tyb5R�S?h , b5R>]!R/U5htTsnuR>WZT�]�Q1R�S5S?TVUXWZY5[/\>]!`�[-\!a Q5U5Y5g5]>T�U , Q1R>Y5�<Y5]!Ty[
U1j-b1R>[>R!S*d�]>[>Tzd�[>R>TV{�R�Q1U5Y5g5]!TVU1\ . | R>{�S*\tg1\>w$S?T�]>Tyd�R>R>]>[>T�]/d�]![/j-�e�FY5wFj-Q1U1\![!_1m5���FY1w;b5R�S , Y5f�nuT�g5Y5]>T
]>T�b1d�]!R>[/htw v YX_1`/]!UkS1_1mFQ5R/d�h)_1b5Y%d�g1\>c1\�_?\�r�]!R/{�R�b1R�S*\ , \�f�\!]!T�n - f�\=S*\>g5YXm;Q5TVc1\!]!Y .

�yR/]�Q5U5Y1nuTVU;]!TVb1d�]!R/[>R/{�R v YX_?`>]!U1\tS1_5m;Q5U1Y5g5]!TVU5R>[ , Q5R>g1Y1n7\!�e�FYXi3j$Q5U1\![>_5m5���<Y5T�Q5R-do_1T�S?R>[-\!]!T�_1`>g1R/d�]>Y
m5fVhtb1\ Hewlett-Packard PCL.

� ]>R>] v Y5_1`>]!U<fV\/d�]>\>[!_5m5TV]�Q5U5Y5g1]!T�U%R>^/U1\!^-\!]!ht[/\>]!`td�Y1nu[/R!_1h LF b1\>b LF Y
CR; f�\!]!T�n�R>g<Q5R/d�h)_?\!TV]�fV\=S�\!g5Y5T ; g?\!b5R/g5T�} , R>g;Q5R-d�h)_?\>T�]�d�Y1nu[>R>_FQ5U5R/{�R/g1\�d�]!U1\!g1Y5}5h S1_1mF[>hyS*\>c5Y
Q1R/do_?ToS?g5TVwFd�]>U1\!g5Y1}5h�fV\�S*\!g1YXm . �egkS?R>_5WZT�g<U1\!^/R>]>\>]!`�Q5U1\>b5]!Y5c1TVd�b1Y%d�R�[/d�TVnuY;Q5U1Y5g5]!TVU1\>nuY Hewlett
Packard.

#!/bin/sh
#
# hpif - ������	�
���� 
�����	�
���� ��� ����� ��
������������ 
 ������ lpd ����� ����� 
�
������ � 
�� ������� HP-PCL
# ��	�
���
��������
 � /usr/local/libexec/hpif
#
# ������	�
�� ����� ��������
 stdin � stdout. ����
�� ��������� 
 ��	 � ��� ��� ����
�
�����������
���� .
# � ����������
 � 
 ��� ��
�
������ � ��������� 
�� ����
�� LF ����� CR+LF. ������ ��
 	�
 ����
 � ��� ��� ����� 
�����
 ��� .
printf "\033&k2G" && cat && printf "\033&l0H" && exit 0
exit 2

�yR/]�Q5U5Y1nuTVU v \>wX_?\ /etc/printcap dzi$R-d�]>\ orchid.
| g5TVnuj3c1T�U5TVfsQ5TVU5[>htwFQ1\!U1\!_5_1T�_1`>g5htwFQ5R>U5]

Q1R�S?bX_?��c5TVgFR�S*Y5g;Q5U5Y1g5]!T�U , Hewlett Packard LaserJet 3Si, Q1R�Y1nuTVg5Y teak.
* _5m;g5TV{�R�[eb1\!c1TVd�]>[>T

]>T�b1d�]!R>[/R>{�R v YX_1`>]>U1\�Y?d�Q5R>_1`>fVj-TV]>dom3Q5U1ToS*d�]>\![>_1T�g5g1htwF[>hta<Tsd�b5U5Y5Q5] :
#
# /etc/printcap �������� 	�
�� orchid
#
teak|hp|laserjet|Hewlett Packard LaserJet 3Si:\

:lp=/dev/lpt0:sh:sd=/var/spool/lpd/teak:mx#0:\
:if=/usr/local/libexec/hpif:
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's]!U5R>b1YFg1\>Q5T�c1\>]>\!g1hxR�S?g1\�Q5R>[/T�UXieS?U5j${VR>w .

~kU5Y5g5]>T�UF]/\!bFY<g5TzQ1T�U5TVaFT�_%g1\�d�_1ToS*j-�e�Fj$� d�]!U5R/b5j . �)d�Tyd�]!U1R>b5Y<]!T�b1d�]>\e^>h)_1Y;g1\>Q5T�c?\!]>\>g5h�R�S*g1\�Q5R/[>TVUXi
S?U5j${�R/w , g1\�R�S?g1R>wFd�]!U5R>b1T .� ]>\eQ5U5R>^>_1TVn7\ ” R/^>U1\>]!g1\ ” r v3v T�b1]!jl_1TVd�T�g5b5Y , R>Q5Y1dV\!g5g1R/nujk[>hta<T , Y<[/d�]>U5T�c1\>T�]>d�m;g1\>nug1R>{�ReU5T�WZT .| \!b5Y?n - ]!ReR>^/U1\!fVR/n , d�Y1nu[/R!_1h LF, b5R>]>R>U5htT ��' FreeBSD Y1d�Q5R!_?`>f�j$TV])S1_5mFf�\![/T�U5a<T�g5YXmFd�]!U5R/b ,
R>^/U1\!^-\!]!ht[-\�_1Y1d�`)b1\!b%d�Y1nu[/R!_1h CR Y<[>htfVht[/\�_?Y;Q5T�U1T�[>R!SFQ5R>fVY5}5Y5Y<Q5T�c1\>]!YFg?\t_1TV[>htwFb1U1\!w;^/jXn7\!{�Y , g5R�g1T
Q5T�U1T�iXR�S<g?\�do_?ToS?j$���<j$� d�]!U5R>b1j .

(3d�Q5R>_1`>fVj$w5]!T�Q5TVU5T�b5_1��c1\>]!T�_?Y<b5R/g v Y5{Vj-U?\!}5Y5YFQ5U5Y5g5]>T�U1\eYX_1Y<Q1\!g5T�_1`�j$Q5U?\![!_?T�g5YXmkS?_5mFR>^/TVd�Q5T�c5TVg5YXmdo_1T�S?j$���<T�w;Y5g1]!T�U5Q1U5T�]>\>}5Y5Y�d�Y1nu[/R!_1R/[ LF Y CR:

��A��K?@1JLAWR:C��#Z��E=BJ @ ��A��KL@1J?A RLJ��E=B@ =BJ @
CR CR

LF CR + LF

~kU5Y5g5]!TVUF]!TVUXm5T�]kd�Y?nu[>R!_?h .

~kR�iXR�S*jlQ1T�c1\>]!YFQ5U1Y5g5]!TVUFg5TyQ5T�c?\!]>\>T�]�g1TVd�b1R!_1`/b5R�d�Y?nu[>R!_?R>[�[lb1\�W%S?R/wFd�]>U5R>b5T . ~kU5R/^!_1T�n7\�d�Re[>U5T�nuT�g5T�n
nuR!WZT�]ld�]>\>g5R>[/Y5]!`-dom;[/d�T�iXj-WZT , ]>\>bFc5]>Re]!TVUXm5T�]/domF[-d�Tz^/R!_1`/aFTzd�Y1nu[>R>_1R>[ .
~kU5R>^>_1TVn7\�d�R/d�]!R>Y1]�[�]>R/n , c1]!ReQ1U5Y5g5]!TVUFg5T)d�Q1U1\![>_5m5T�]>d�mFdz]>R>w<d�b5R>U1R/d�]!`/� , dzb5R>]>R>U5R/w;b5R/nuQ1`>��]>T�U
Q5R/d�h)_?\!TV])S*\>g5g5htTzQ1ReQ5R-do_1T�S?R>[-\!]!T�_1`>g1R>wl_1Y5g5Y1Y ( r�]>\�Q5U5R/^!_1T�n7\�g5TzS?R!_1W�g?\�[>R/f�g5Y1b1\!]!`�g1\�Q1U5Y5g5]!TVU1\�i ,
Q5R�S*bX_1��c1T�g5g5h)i;b<Q1\!U?\�_5_1T�_1`>g1h�nKQ5R>U5]/\>n ). +zd�]!`�S?[-\�d�Q1R/d�R/^/\tU1T�aFY1]!`�Q5U1R>^!_?TVnuj :

• +sdo_1Y<Q5U5Y5g5]>T�U%Q5R�S5S*T�UXWZY5[-\!T�]�j-Q1U1\![>_1T�g5Y1TzQ5R/]!R>b5R-n XON/XOFF, f�\>d�]>\![/Y5]!` FreeBSD Y1d�Q5R!_1`/f�R/[/\!]>`
TV{�R , j$b1\!f�\![�U5T�WZY1n ixon [�i5\>U1\!b5]>T�U5Y1d�]!Y5b5T ms#.

• +sdo_1Y<Q5U5Y5g5]>T�U%Q5R�S5S*T�UXWZY5[-\!T�]�j-Q1U1\![>_1T�g5Y1Tzg5T�d�j$�FY1n�Q5R>]!R/b5R/n (carrier flow control), j-b?\�WZY5]!TyU5T�WZY1n
crtscts [eiX\>U1\!b1]!T�U5Y?d�]!Y5b1T ms#.

� ^>T�S?Y5]!T�d�` , c5]!Rlb1\!^/T�_1` , d�R>T�S?Y5gXm5�e�FY5w;Q1U5Y5g5]!TVU%dsb5R-nuQ5`>�e]!T�U5R-n ,
Q1U1\![/YX_1`>g1R�U1\>d�Q1\�m5g3S1_5mFj$Q5U1\>[!_1TVg5YXm;g5T�d�j$�FY?n�Q5R>]>R>b5R-n .

�3\!Q5TVc1\!]>\>g;nujXd�R>U .

~kU5Y5g5]>T�UFg?\!Q5TVc1\!]>\!_Fg5TVc5]!RlQ5R!iXR!WZTVTzg1\edo_1j$c1\>w5g5htwFnujXd�R/U , \�g5Ts]>U5T�^/j-T�nuhtw;]!TVb1d�] .� ]!R , R>^>htc1g5R , - T��<TzR�S*Y5g<d�Y1nuQ5]!R-n�g5T�Q1U1\![/YX_1`>g1h)ikQ?\!U1\/nuT�]!U5R/[�[/fV\!Y?nuR�S?TVw1d�]![/YXm;dzQ1R/do_?ToS?R/[/\!]>T�_1`/g5h�n
Q5U5Y5g1]!T�U5R-n . ~kTVU5T�Q5U1R>[>TVU5`>]>Tzd�b5R/U5R/d�]!`�[/fV\>Y1nuR�S?TVw1d�]>[>YXm;[�iX\>U1\!b1]!T�U5Y1d�]!Y5b5T br Y<j$d�]>\!g1R>[>b1jlc1T�]!g5R-d�]!Y<[
i5\!U1\>b5]!T�U1Y1d�]!Y1b5T ms#; Q5U5R/[>TVU5`>]!T , c5]!RlQ5U5Y5g1]!T�U<Y1d�Q5R>_1`>fVj$T�]�]!TsWZTsjXd�]>\!g5R/[>b5Y , b5R>]>R>U5htTsfV\=S�\!g5hx[ v \!wX_1T
/etc/printcap.

�kY5c5T�{VR�g5TsQ5U5R/Y5f�R/a;_1R .
+zdo_?YFg5Y5c1T�{�Reg5TyQ5U5R>Y1f�R>aF_1R , Q1U5R>^>_1TVn7\ , [>T�U1R!m5]!g5R , d�[>m5fV\!g?\�d FreeBSD, \eg5TsdsR>^/R>U5j/S?R/[/\!g1Y5TVn .

* R>^-\![>`/]!T
i5\!U1\>b5]!T�U1Y1d�]!Y1b5jkWZj-U1g1\�_1`/g5R>{VR v \!w5_?\ (lf) [ v \!wX_ /etc/printcap S1_5m<Q5U5Y5g5]>T�U1\ , U1\!^/R>]!jkdsb5R>]!R/U5h�n
R>]�_*\�WZY5[/\>T�]!T . �3\!Q5U1Y1nuT�U , [>R>]�fV\!Q1Y1d�`�S1_5mFQ5U1Y5g5]!TVU1\ rattan d�i5\!U1\>b5]!T�U1Y1d�]!Y1b5R>w lf:

rattan|line|diablo|lp|Diablo 630 Line Printer:\
:sh:sd=/var/spool/lpd/rattan:\
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:lp=/dev/lpt0:\
:if=/usr/local/libexec/if-simple:\
:lf=/var/log/rattan.log

�'\!]>TVn�Q5R/Q5ht]>\>w5]!TVd�`�g1\>Q5T�c?\!]>\>]!`ed�g5R>[-\ . ~kR>Y1�FY5]!Ts[�WZj$U5g1\!_1`>g5R-n v \!wX_1T ( [eg1\!a<TVn�Q1U5Y1nuT�U1T -
/var/log/rattan.log) [/R>f�nuR!WZg5htTsd�R>R/^>�FTVg5YXm3R>^�R>aFY1^>b1\!i . �3\�R/d�g1R>[>TzQ5R!_1j$c5TVg5g5h)iFd�R>R>^/�FTVg5Y5w
Q5R>Q1ht]>\!w5]>TVd�`eU5T�a<Y5]!`lQ5U5R/^!_1T�nuj .

+zdo_?YF[>hxg1Tsf�\=S*\�S?Y5]!TziX\>U1\!b1]!T�U5Y?d�]!Y5b1j lf, d�Y1d�]!TVn7\ LPD Y1d�Q5R!_?`>f�j$TV]�Q5Rlj$nuR>_1c1\>g5Y5� /dev/console.
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Linux

� ��������,>./�<,��*"����� !��# " �5�>���%" �X(1�t� � (1�� �"$# Jim Mock.
�%�&�' ��=(?���5��#��/(1��B!���V�V�����%�! !"-#

Brian N. Handy, Rich
Murphey.

�%�&�'�� �����(*� �*,/�V��./"10�254!67.
: 8 #���.-����0 @ �=.>, �5�!�� . �%�&�'�� ���� (?� �*,-����.>"10�254!67.�"��'���=��.>�%"����� !��(1"*� :� ��#�� �*"?0e:����! ��X,/. .

10.1. C DFE3G<H<IKJML�N%O�LpD
FreeBSD Q1U5ToS?R-d�]>\>[!_5m5TV])S?[/R>Y5c5g1j-� d�R/[/nuTVd�]!Y1nuR-d�]!`ldzg5T�d�b5R>_1`>b1Y1nuYkS?U5j${VY1nuY UNIX– Q5R!S?R>^/g5h�nuYR>Q5TVU1\!}5Y1R>g5g5h�nuY<d�Y1d�]!TVn7\/nuY , [/bX_1��c?\�m Linux. �sR/fVnuR>W�g1R , [>h�d�Q5U1\>aFY5[-\!T�]>Tzd�TV^!m , f�\!c5T�n FreeBSD g5j-WZg5R
j$nuTV]!`lU1\!^/R>]>\>]!`�dsQ5U5YX_1R>WZT�g5YXm1nuY , g1\>Q5Y1d�\>g5g5h�nuYkS?_5m Linux? �e]![>TV]�g1\�r�]!R/]�[/R>Q5U5R-duS?R-d�]>\>]!R>c1g5R�Q5U1R/d�] :
nug5R>{VY5Tzb5R-nuQ1\!g1Y5YFY<U1\!fVU1\!^/R>]!c5Y1b5Y;Q5U5R/Y5f�[/R�S1m5]�Q5U5R>{VU1\>n7nug1R>TzR/^>T�d�Q5TVc5T�g5Y1Tz]!R>_1`>b5R�S1_5m Linux, ]>\!b<b1\!b<r�]>\
R>Q5TVU1\!}5Y1R>g5g1\!m;d�Y1d�]!TVn7\eR>c5TVg5`�^/h�d�]!U1R�fV\>[>R/T�[/\!_?\)R>{VU5R/nug1j-��Q5R>Q1j/_1m5U5g5R/d�]!`�[eb5R/nuQ1`>��]>T�U5g5R-n�nuY5U5T .
~kR!_1`/f�R>[-\!]!T�_5m1n W�T FreeBSD Q5U5YXiXR!S?Y5]>d�mFR>^/U1\!�%\!]!`-dom3b;r�]>Y1n�b5R-nuQ1\!g1YXm1n�YFU?\!f�U?\!^>R/]!c5Y5b?\>nKdzQ1U5R/d�`>^/\/nuY
[>htQ5jXd�]>Y5]!`�[/T�U1d�Y5Y<d�[>R/YXilQ1U5R>{VU1\>n7n�d�Q5T�}1Y1\�_1`/g5RtS?_5m FreeBSD. ~kU5R>^>_1TVn7\t[l]!R-n , c5]!Rl^>R>_1`>a<Y5g1d�]>[>R
Q5U5R>Y1f�[>R!S?Y5]!T�_1T�wFQ5U5R>{VU1\>n7nug1R>{�ReR>^/TVd�Q1T�c5TVg5YXm3g5TyR/d�R/f�g1\>��] , g1\>d�b5R!_1`/b5R�^>hxj$[/T�_1Y5c1YX_?dom;Y5i;U5htg5R>b%d�^/ht]>\ ,
[>htQ5jXd�b?\!w3R>g1YF]>\>bXWZT FreeBSD– [>TVU1d�Y1Y , Y;Q5U1R�S?R>_5W \!��]eU1\!fVU1\!^-\!]!ht[-\!]!`t]>R!_1`/b5R�Q5R!S Linux. �k]!R�WZTzS?T�_*\!]!`
Q5R!_1`/f�R/[/\!]>T�_5m1n FreeBSD? ��r�]!R/w<d�Y5]!jX\!}5Y1YFg1\�Q5R/nuR/�F`�Q1U5YXiXR�S?Y1]tS?[/R>Y5c5g?\�m;d�R/[/nuTVd�]!Y1nuR-d�]!` FreeBSD d
Linux.

�sb1U1\!]!}1T , rV]>\ed�R>[-nuTVd�]>Y1nuR/d�]!`�Q5R/f�[/R!_5m5TV]�Q5R!_?`>f�R/[/\>]!T�_5m1n FreeBSD U1\!^/R>]>\>]!`�d 90% Q5U1YX_1R!WZTVg5Y5w3S?_5m Linux
^>T�fsb1\!b1YXi - _1Y1^>R�nuR!S?Y v Y5b1\>}5Y5w;Q1R/do_?ToS?g5Y5i . 'sU5ToS?Y<r�]!Y5i;Q5U5YX_1R>WZT�g5Y5w : StarOffice, Linux– [/T�U1d�YXm Netscape,
Adobe® Acrobat®, RealPlayer®, VMware™, Oracle, WordPerfect®, Doom, Quake, Y<nug1R>{�Y1T�S?U1j-{VY5T . +zd�]!`
d�[>T�S?T�g1YXm , c5]!Rl[�g1T�b5R/]!R>U5h)i;d�Y5]!jX\!}5Y5mXi;r�]!Y Linux– Q5U5R>{VU1\>n7nuh�Q5R/b1\!fVht[/\�_?Y3^>R!_?T�Tz[/h�d�R/b5j$�
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`�Q5U5Y<U1\!^/R>]!TsQ5R�S FreeBSD, c5T�n�Q5R!S Linux.| R>g5TVc5g5R , d�j$�FTVd�]![>j$TV]�g5T�b1R>]!R/U5htTsR-d�R/^>T�g1g5R/d�]!Y Linux, b1R>]!R/U5htTzg5TyQ5R!S5S?T�U5W�Y1[/\!�e]>dom;[lQ5R>_1g5R>w<nuT�U5TyQ5R�S
FreeBSD. �3\>Q5U5Y1nuTVU , g5Ts^>j/S?j$]�U?\!^>R/]>\!]>`�Q5U5YX_?R!WZT�g5Y5m Linux, Y?d�Q5R>_1`>fVj-�e�FY5T v \!wX_?R>[>j$��d�Y1d�]>TVnuj /proc
( U5T�\�_1Y1fV\!}1YXm3b5R>]!R/U5R>w<R>]�_?Y5c1\!TV]>dom;R/] v \>wX_1R>[/R>w;d�Y1d�]!T�nuh /proc [ ��' FreeBSD) YX_1Y<d�Q5T�}1Y v Y5c5g5htTy[>htfVR>[/h
i386, ]>\>b5Y5Tyb1\!b;Q1T�U5TVbX_1��c1T�g5Y5T)[e[>Y5U5]>j$\!_1`>g1htw;U5T�WZY1n 8086.

~kU5Y;c5]!TVg5Y5Y%r�]!R/wF{�_?\![/h�[/h�j$f�g1\>T�]!T :
•
| \>b;[>bX_?��c5Y5]>`�S?[/R>Y5c1g5j$��d�R/[/nuT�d�]!Y1nuR-d�]!`ld Linux [�[-\!aFTVwFd�Y?d�]!T�nuT .

•
| \>b;jXd�]>\>g5R>[/Y5]!`)S?R/Q5R!_?g5Y5]!T�_1`>g5htT)d�R/[/nuT�d�]!g5ReY1d�Q1R!_1`/f�j$TVnuhtT (shared) ^>Y5^>_1Y5R>]>T�b5Y Linux.

•
| \>b;jXd�]>\>g5R>[/Y5]!`�Q5U1YX_1R!WZTVg5YXm Linux [ld�Y1d�]!T�nuj FreeBSD.

•
* TV]>\�_1YFU5TV\!_1Y5fV\>}5Y5YFd�R>[-nuTVd�]>Y1nuR/d�]!Y<d Linux [ ��' FreeBSD.

~kT�U5T�S<Q5U5R/c5]!T�g1Y5TVn r�]!R/w;{�_?\>[>hx[-\>nKQ5R/]!U5T�^/j$T�]>d�m :

•
� f�g1\>]!`�b1\>bFjXd�]/\!g1\>[!_1Y5[-\!]!`tS?R>Q5R>_1g5Y5]>T�_1`/g5R>T�Q1U5R>{VU1\>n7nug5R/TsR/^>T�d�Q5TVc5T�g5Y1Tzd�]!R/U5R>g1g5YXi;U1\>f�U1\>^>R>]>c5Y5b5R/[
( �'_ . 4).
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10.2. � �)GeE �;L��FH�E
* [>R>Y1c5g1\�m;d�R>[/nuT�d�]!Y?nuR/d�]>`ed Linux g5Ts[>bX_1�ec5T�g?\�Q5RejXnuR!_1c1\>g5Y5� . ~kU5R-d�]!TVw5aFY5w<d�Q5R-d�R>^�[>bX_1�ec5T�g1YXmFr�]>R>wv j-g1b5}5Y5R/g1\�_1`/g5R/d�]!Y3fV\>bX_1�ec1\!TV]>domF[efV\>{�U5j$f�b1T KLD– R/^��µTVb5]>\ linux (”Kernel LoaDable object”). �yh�nuR>WZT�]!T
fV\!{VU5j$f�Y5]>`�r�]>R>]enuR!S?j-_1` , Q5U5R/d�]!R�g?\!^>U?\![ linux [�b1R/n7\!gXS?g5R>w<d�]!U5R/b5T .
+zdo_1Y<[>h iXR>]>Y5]!T , c5]!R/^>h�d�R/[/nuT�d�]!Y1nuR-d�]!`kd Linux ^>h)_?\�[>bX_?��c5TVg1\�Q5R-d�]!R>m5g5g5R , g5T�R/^!iXR�S*Y1nuR)S?R/^/\![/Y5]!`�[
/etc/rc.conf do_?ToS?j$���<j$� d�]!U5R>b1j :

linux_enable="YES"

* _5m;Q5U5R/[>T�U1b5Y;]!R/{�R , fV\!{VU5j-WZT�g3_1Y%nuR�S?j-_1` , nuR!WZT�]e^>ht]!`lY1d�Q5R!_1`/f�R/[/\!g?\)b5R/n7\>g$S*\ kldstat(8):

% kldstat
Id Refs Address Size Name
1 2 0xc0100000 16bdb8 kernel
7 1 0xc24db000 d000 linux.ko

+zdo_1Y<Q5R�b?\!b5R/w - _?Y5^>R�Q1U5Y5c5Y5g1Ty[/hxg5Tsi$R/]!Y5]!TyYX_1Y<g5T)nuR!WZT�]!TyfV\>{�U5j$fVY5]!` KLD, [>h�nuR!WZTV]!Tyd�]>\!]>Y5c5TVd�b5Y
[>bX_1�ec5Y5]!`eQ5R�S1S?T�UXWZb5j Linux [�m$S?U5R , S?R/^/\![/Y5[tR>Q1}5Y5� options COMPAT_LINUX [ v \>wX_;b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ .
�'\!]!T�n�d�R/^>T�U1Y5]!TyY;jXd�]>\>g5R>[/Y5]!Tyg5R>[/R>T7m$S?U1R , d�_1ToS?j-mFR/Q5Y1dV\!g5Y5��[e�µ_ . 8.

10.2.1.  ���#���T� ����� �T"#� ��� � �W �$ & � �
 ���  ��!�#"%� Linux
� d�]/\!g5R/[>Y5]!`e[/d�Tz]!U5TV^>j$TVnuhtTy^>Y1^!_1Y5R/]!T�b1YFnuR!WZg5R�S?[>jXn+mFQ5j$]�m1nuY : _?Y5^>ReY1d�Q5R>_1`>fVj-m;Q5R>U5] linux_base, _1Y5^/Rj$d�]>\!g1R>[>Y1[�YXi;[>U1j-c1g5j$� .

10.2.1.1.
� >5@ =:K:CEI?F =S> RLC ��C � � 	 RLC�A?@ = linux_base� ]!R>]lnuT�]!R!S<m5[!_1m5T�]>d�m<d�\/nuh�nKQ5U5R/d�]!h�n , Y%nuh�U5TVb5R/nuTVg$S?j$TVn�[/R/d�Q1R!_1`/f�R>[-\!]!`-domlY1nuT�g5g1ReY1n . ~kU5R>}1TVd�d

\!g1\!_1R>{VY5c5T�g3jXd�]>\!g5R/[>b5Tz_1��^/R>{VR)S?U5j${�R/{�ReQ5R>U5]/\�Y5fyb5R!_1_1T�b5}1Y5YFQ5R/U5]!R/[ (/usr/ports/). ~kU5R-d�]!Re[>htQ5R>_1g5Y5]>T
do_1T�S?j$���FY1Tzb5R-n7\!g$S?h :

# cd /usr/ports/emulators/linux_base
# make install distclean

qsTVQ5T�U1`e[/h�nuR!WZT�]!TyU1\>^>R>]/\!]!`ld�Q5U5Y5_1R!WZT�g1YXm1nuY;S?_5m Linux. �kTVb5R>]>R>U5htTsQ5U5R>{VU1\>n7nuh , [>R/fVnuR!WZg5R , ^>j/S?j$]
d�R>R/^>�%\!]!`tRlg5TVd�R>R/]![>TV]>d�]![/Y5Y;Q5R!S?[>TVU1d�Y1w;g5T�b1R>]!R/U5h)i;d�Y1d�]!TVnug5h)i;^/Y5^!_?Y5R>]!TVb . ��S?g1\>b5R�R/^>htc5g1R�r�]!Rlg5T
[>htf�ht[-\!TV]tb1\!b5Y5i - _1Y5^/R�g5TVj>S*R>^/d�]![ .

, �!�µ�.-��������
: /	� 2��B��£���� ���!
	�!³��V¢C��¢��V�2�
7���;�O7��¥¢V����!´����/����� emulators/linux_base, �������=�¥¢¥���¥�=� ��°z /�O7���62*
	�!³����A� ��¢������0X�p���62����:7s�7���¥�=����¡V�����!�*�/� Linux. /'�<�?�
>£.���F��¥�������>�������)���>��� , ������¡;�
-¢¥¢u¡�
	�.2V�2�

�������=�¥¢¥���¥�=� ��°z /�!´��=��¢¥¡;�>��������0X�p������
��V£y¢����!´ Linux, �2�V�!�/���*¢�¡��o�/������¥�������/�'
/¢���� .

10.2.1.2.
� >5@ =:K:CEI?F =SH�EH�� ECL@ J?F I?A?Z
��K?Z 	

+zdo_1Y<j3[/\/d7g5Tyj$d�]>\!g1R>[!_?T�g1\tb1R!_5_1TVb5}5YXm<Q5R>U5]>R>[ , nuR!WZg5R�jXd�]>\!g5R/[>Y5]>`�]!U5TV^>j$TVnuhtTs^>Y5^>_1Y5R>]>T�b5Y<[>U5j$c5g5j$� . �)\>n
Q5R>g1\�S?R>^>m5]>dom;d�R>[/nuT�d�]!g1R�Y1d�Q5R!_1`/f�j$TVnuhtTs^>Y5^>_1Y5R/]!T�b5Y3S1_5m Linux, b5R>]>R>U5htTsg5j-W�g1h�Q5U5R/{�U1\/n7n7\>n , Y
runtime– b5R/nuQ5R/g5R>[/�FY5b . �)\>nK]>\>bXWZTsQ1R>]!U5TV^>j$T�]/dom<d�R>foS�\!]!` ” ]!T�g1T�[>R/w;b5R/U5g5T�[/R>w;b?\!]>\!_1R>{ ”, /compat/linux,
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{oS?Ts^>j/S?j$]�U1\/d�Q5R>_1R!WZTVg5h Linux– ^>Y5^>_1Y5R>]>T�b5Y . +zd�_1Y Linux– Q5U5R>{VU1\>n7nuT7g1j/WZg5RlfV\>{�U5j$fVY5]!`�b1\>b5j$� – _?Y5^>R
d�R>[-nuTVd�]!g5R�Y?d�Q5R>_1`>fVj-T�nuj$��^>Y1^!_1Y5R/]!T�b1j , FreeBSD d�Q1T�U5[-\�^>j/S?TV]�Q5ht]>\>]!`/d�mFg1\>w5]!YFTVTs[er�]!R-nPS?TVU5T�[/T . q)\!b , TVd�_1Y
Q5U5R>{VU1\>n7n7\�fV\>{�U5j-W \!TV] , g1\>Q5U5Y1nuTVU , /lib/libc.so, FreeBSD Q1R>Q5ht]>\>T�]>d�m;R>]!b1U5ht]!`
/compat/linux/lib/libc.so, Y<TVd�_1YF]>\>b5R>{VR v \!w5_?\�g5T)d�j$�<TVd�]>[>j$T�] , ^/j/S?T�]�Q1ht]>\!]!`-domFR/]!b5U5ht]>`
/lib/libc.so.

� \>foS?T�_5m5TVnuhtTy^>Y5^>_1Y5R/]!T�b5Y3S?R!_5WZg5h�g1\�iXR�S*Y5]!`/d�m;[�]!TVg5T�[/R/npS?TVU5T�[/T , \eg5Ts[eb1\>]>\�_?R>{V\!i ,
[>hyS*\>[/\!T�nuh)ilf�\!{VU5j$f�c5Y5b1R/n Linux ld.so.

�e^>htc5g5R�[/\>nKQ1U5Y$S?TV]>domFS?R>^-\![!_1m5]!`�d�R/[/nuT�d�]!g5ReY1d�Q1R!_1`/f�j$TVnuhtT�^/Y5^!_?Y5R>]!TVb5Y , R/]�b5R/]!R>U5h)i3f�\![>Y?dom5]
Linux– Q5U5R>{VU1\>n7nuh , ]!R>_1`>b1R�Q5U5Y<g5TVd�b5R!_?`>b5YXi3Q5TVU5[>h)i3jXd�]/\!g5R/[>b1\!ilQ5U1YX_1R!WZTVg5Y5w Linux g1\e[/\!a<jld�Y1d�]>TVnuj
FreeBSD. ~kRlnuT�U5TyU1\!^/R>]!h , jl[-\>dz[ed�Y?d�]!T�nuTsg1\>b5R>Q1Y5]>dom;S?R/d�]>\!]!R/c5g5htw;g?\!^>R/UFd�R/[/nuT�d�]!g5ReY1d�Q1R!_1`/f�j$TVnuh)i
^>Y5^>_1Y5R>]>T�b Linux S1_5mFf�\!Q5jXd�b?\tg5R>[/h)i Linux- Q5U5R/{�U1\/n7nP^>T�f�S?R>Q1R!_1g5Y1]!T�_1`/g5h)ilS?T�w?d�]![/Y5w .

10.2.1.3. �9=:F�ZG>5@ =:K:CEI�:@ �9Q�CERLC
�UK M@1J ���GK�� JS>1CEI�� JB>5@BKLC�M>BRLC����1X5ZGJ�����J)H MH
� MC:@1J?F�
�k]!R , T�do_1Y<Q5U5Y<j$d�]>\!g1R>[!_?T�g5g5R-n linux_base Q5R/U5]!Ty[/\>aFTzQ1U5YX_1R>W�TVg5Y5Ty[/d�TzU1\>[>g5R�d�R>R/^>�<\>T�]tR/^�R>]/d�j$]>d�]>[>Y5Y
g5T�R/^!iXR�S?Y?nuR>w3^>Y1^!_1Y5R/]!T�b1Y ?

| \>b;j$f�g1\>]!` , b1\>b1\�m;Y?nuT�g5g5Rlg5j-WZg1\�^/Y5^!_?Y5R>]!TVb1\�YF{oS?TyT�Ty[>f�m5]!` ? � Q1U5Y5g5}5Y1Q5T ,
TVd�]>`tS?[-\�d�Q1R/d�R/^/\ . �y\/nKg5T�R/^!iXR�S*Y1nuR�Y1nuTV]!`eQ1U5Y5[>Y5_1T�{VY5YFQ5R>_1`>fVR>[-\!]!T�_1m root S1_5mFYXi;R-d�j$�FT�d�]![>_1T�g1YXm .

+zdo_1Y<j3[/\/d7TVd�]!`�S*R/d�]>j-Q<bFn7\!a<Y5g5T , g1\�b5R>]!R/U5R>wFj$d�]>\!g1R>[!_?T�g Linux, j$f�g1\>w5]!T , b?\!b5Y5Ty^>Y1^!_1Y5R/]!T�b1Y;Y1d�Q1R!_1`/f�j$T�]
Linux– Q5U5YX_1R>WZT�g5Y5T , YFQ5U5R-d�]!Rld�b5R/Q5Y5U5j$w5]>TsY5fyg1\ld�[/R>��n7\>aFY5g5j .

� \>d�dVnuR>]!U1Y1n�do_?ToS?j$���<Y5wFQ1U5Y1nuT�U :

* R>Q5jXd�]>Y1n , [>h�d�b1\!c?\�_1Y;Q1R FTP Linux– [>TVU1d�Y5� Doom Y<jXd�]>\>g5R>[/YX_1Y;TVTzg1\ Linux– n7\!aFY1g5T . �yh�nuR!WZT�]>T
j-fVg1\!]>` , b1\>b5Y5Tyd�R>[-nuTVd�]!g5R�Y?d�Q5R>_1`>fVj-T�nuhtTz^/Y5^!_1Y1R>]!TVb5Y;g5j-WZg5h Doom, dsQ5R-nuR>�F`/��b5R-n7\!g$S*h ldd linuxdoom:

% ldd linuxdoom
libXt.so.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.so.3.1.0
libX11.so.3 (DLL Jump 3.1) => /usr/X11/lib/libX11.so.3.1.0
libc.so.4 (DLL Jump 4.5pl26) => /lib/libc.so.4.6.29

�y\/nKQ5R>]>U5T�^/j-�e]>dom<[/d�T v \!wX_?h , Q5T�U1T�c5Y1d�_1T�g1g5htTs[eQ5R/d�_1ToS*g5TVn�d�]!R!_1^/}5T . 'sb5R>Q5Y1U5j$w5]!TyYXi3[�S?TVU5T�[/R
/compat/linux g1\e[/\>aFT�w;d�Y1d�]>TVnuT , \�]>\>bXWZTyd�R>f�S*\!w5]>Tsd�Y?nu[>R!_?Y5c5TVd�b5Y5Tyd�d�h)_?b5YFg1\�r�]!Y v \!wX_?h�dzY1nuTVg1\>nuY<Y5f
Q5T�U5[/R>{VR�d�]!R>_1^>}?\ , d�R>R>]>[>T�]/d�]![/T�g5g5R . � Y1]!R>{VT , jk[-\>d�[ld�Y1d�]!TVnuT FreeBSD S?R!_5WZg5h�^>ht]!`ldo_1T�S?j$���FY1T v \>wX_1h :

/compat/linux/usr/X11/lib/libXt.so.3.1.0
/compat/linux/usr/X11/lib/libXt.so.3 -> libXt.so.3.1.0
/compat/linux/usr/X11/lib/libX11.so.3.1.0
/compat/linux/usr/X11/lib/libX11.so.3 -> libX11.so.3.1.0
/compat/linux/lib/libc.so.4.6.29
/compat/linux/lib/libc.so.4 -> libc.so.4.6.29

, �!�'�.-!�=���!�
: �z³�������¢ , ³V�!��¢��*
	�z���¥��� �o£y¢7¢2�¥���J���/���?¢2�¥�����+���V����
	� 2¤��¢V�?�O0e¡���¡�
	�����¢V��� Linux �

���;�V�=��¢¥���¤�=�¤��°z /�!����¢V���*�/�5�C�¥�!��
>¡>±V�e��¢ 2¤�!
	�¥�����!�/� ldd �������>�����A� ���>�?¢V���/�p��¢V����� , �¥�!�A��¢J��¡60 2�����¢'
7�����2�/���!���>�������u²y�!´�
 , ���o�62��������A´��y�����'
-¢ �B��¢V� �¥�!�
>¡/±�¢ , �z�����u�C�����¥��¢V�5� . �A£y¢I�¤�! 7¢��¥�=�¤��°z /�!´�²)��´�
e����
!£y¢�����V���/´���� . �X¢��2�/�?¢��o�>��¢¥��� 0 , �V�7�����2� , ����¢y���������/�V�2�>���>���>�������I�*�/���*¢��¥����� ���V����
	� 2¤��¢V�5��°K¡��V¡
	���V��¢V�¥� , ¢2�*
	�y¢�¢��¢V���60+���>��¢¥¢ . �A��¢¤�1�?�>�! +��°��¥¢V����!°p¡���¡�
	�����¢��;�l�7��£����y�o�-�!
7����� , ¢��*
	����� 2¤�-��
	�C���!�µ���
7�!³V¢2�V�¤��° �2���B
5�¥�F���
���/� ��° .

� ����� , ¢2�*
	��������s�I��;�¤��¢V�?¢z¢��¥���I�*
/¢¤�>��°z /�V¢7¡���¡�
	�����¢V��� :
/compat/linux/lib/libc.so.4.6.27
/compat/linux/lib/libc.so.4 -> libc.so.4.6.27

�e���!���=¢ - 
	��¡;�������
���£)¢����V¢+�=��¢¤¡V��¢¥�s¡���¡�
	�����¢V�¤�y¡���
/¢�¢y��� 2¤�B��¢�´e�¥¢V������ , � �o�G03���l��¢ 2¤�!
	�¥�������!� �2�>�?���o�1� ldd:

libc.so.4 (DLL Jump 4.5pl26) -> libc.so.4.6.29
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���'
7���¥¢V������F��¢V�����G45�0���2
	�!³V�!°A��� 0;�y���;�*
/¢¤�7��¢V´�±��V²e��¢ , �2�>���!���/�¥����� /lib/libc.so.4.6.29 ��¢*��¡.0 2¥����¢*
	���� ,���!�s�o���y�����G49�����µ�*� , �V�2�>��¢�¢y����¢.45� , ¡V�o�-¢¥�F���/���?��
	����e����¡;�V���������/�C��¢V����� 4G�)��¤���!��¢V���¢V´��¥¢V����V¢V´ . �A¢V�A��¢�*¢��¢�¢ , �V�p�B��£)¢¤��¢�2��!�?¢�������� libc.so:

/compat/linux/lib/libc.so.4.6.29
/compat/linux/lib/libc.so.4 -> libc.so.4.6.29

, �!�'�.-!�=���!�
: ���!�A�*��
	�!³V¢2�V����¢I���V�B
5���e�¥��£.��� � � ���Vª�����
 0 Linux– ����� 49���!�µ� . Runtime– �2�/�µ�������/�V /�!� FreeBSD

���!�7�;�¥�!�.0!��¢*
	����k���V�/¡=¢V��¢¤����������
	�����¢9���/�?¢V���t��¢V���>´s¡���¡
7��V��¢V� , �e�¥�!�A��¢C�o�o£.������¡��¥�!�/�%¡=¢2�V���>�2���V����� 0 .

10.2.2.  ���#���T� ����� � ���
 	��9& � � �9���
� � Linux ELF
* _5m ELF-

v \!w5_1R>[tY5g1R>{oS�\�]!U5TV^>j$T�]/dom<doS?T�_?\>]!`�]/\!bFg?\!f�ht[-\!T�nuhtw ”branding” ( n7\!U5b5Y1U5R>[-\!]!`eT�{�R ). +zd�_1Y
Q5R>Q5ht]/\!]!`-dom;fV\>Q5jXd�]!Y1]!`eg1TVn7\!U1b5Y5U5R/[/\!g1g5htw ELF-

v \!w5_ , [>h�Q5R>_1j$c5Y5]!T)do_?ToS?j$���<T�Tyd�R>R/^>�<T�g5Y5TzR>^�R/aFY5^/b5T :
% ./ ����� -linux-elf- ����� ������� ���
ELF binary type not known
Abort

�k]!R>^/hxQ5R/nuR/c5`tm$S?U5j FreeBSD R/]�_1Y5c5Y1]!` ELF-
v \>wX_ FreeBSD R>]�S?[>R/Y5c5g5R/{�R v \>wX_?\ Linux, Y1d�Q1R!_1`/f�j$T�]>d�m

j-]>YX_1Y5]>\ brandelf(1):

% brandelf -t Linux ����� -linux-elf- ����� ������� ���
� g?\>d�]>R!m5�FTVTz[/U5TVn+mFg?\!^>R/U3Y5g1d�]!U5jXnuT�g5]/\�_1`/g5h)iFd�U5T�S*d�]>[ GNU (GNU toolchain) Q1R/nuT��%\!TV]�g5TVR>^!iXR!S?Y1nuj$�
n7\!U5b5Y1U5R>[/R>c5g5j$��Y5g v R>U?n7\!}5Y5��[tS?[/R>Y5c1g5htT ELF-

v \>wX_1h�\>[>]!R-n7\!]!Y5c1TVd�b1Y , Q5R>rV]!R/nujkg5TVR>^>i$R!S?Y1nuR-d�]!`�[er�]!R-n
S?T�w1d�]![>Y1YF[>R/f�g5Y1b1\!TV]�[/d��zU5T�W�T .

10.2.3. � � � �  �� 	��  ������� �9 �" �U�����U� � �T� �����  ��  �$Y" � � �%��� ���
+zdo_1Y DNS g5TyU1\!^/R>]>\>T�]tYX_?Y<[/hxQ5R!_1j$c1\>T�]!Tsr�]!Rkd�R/R>^/�FT�g1Y5T :
resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

]!Re[-\>nKg5j-WZg5Rld�R>f�S*\!]>` ( Y5fVnuTVg5Y5]!` ) v \>wX_ /compat/linux/etc/host.conf, d�R�S*T�UXW \!�<Y5w :

order hosts, bind
multi on

qy\>b5Y1n R>^>U?\!f�R-n , [>h�j$b1\>f�ht[/\>T�]!T , ]!Red�g1\!c1\!_?\�Q1U5R>Y5fV[>R!S?Y5]>d�m;Q5R>Y1d�b;[ v \!wX_1T /etc/hosts, \e]!R>_1`>b5RefV\>]!TVn
fV\!Q1U1\!a<Y5[/\>T�]>d�m DNS.

| R>{oS�\ v \!w5_ /compat/linux/etc/host.conf R>]>d�j-]/d�]![/j-TV] , Linux– Q1U5YX_1R>W�TVg5YXm
g1\�iXR�S?m5] v \!wX_ /etc/host.conf S1_5m FreeBSD Y%d�R>R/^>�%\!��]tRlg5T�d�R>[-nuTVd�]!Y1nuR/n�d�Y5g5]>\>b1d�Y?d�T . +zdo_1Y<[>hxg5T
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g1\>d�]!U1\!Y1[/\�_?Y;d�T�U1[>T�U<Y1nuT�g%d�Q5R-nuR>�<`>� v \>wX_?\ /etc/resolv.conf, j$^>TVU5Y5]!T bind Y5f v \!wX_*\
/compat/linux/etc/host.conf.

10.3. � �)GeE �;L��FH�E Mathematica®��� (?�� �"-#��o#X2
Mathematica 4.X Murray Stokely.

����� ����"1(*��(?������� � �=�%�=0
Bojan Bistrovic.

�kYXWZTzR>Q1Y1d�\>g5R , b1\>bFjXd�]/\!g5R/[>Y5]!` Linux– [>TVU1d�Y5�xQ?\!b5TV]>\ Mathematica 4.X g1\ed�Y1d�]>TVnuj FreeBSD.

Linux– [>T�U?d�YXm Mathematica R>]�_?Y5c5g5RlU1\!^/R>]>\>T�]tQ5R!S FreeBSD, R�S?g?\!b5Re[>htQ5R>_1gXm5TVnuhtT v \!wX_?h , Q5R/d�]>\![>_5m5TVnuhtT
Wolfram, S?R>_5WZg5h�^>ht]>`en7\!U1b5Y5U5R/[/\!g1hxj-]>YX_1Y5]!R/w brandelf(1), c5]!R/^>h FreeBSD f�g1\!_?\�Rlg5TVR>^!iXR!S?Y1nuR/d�]!Y
Y1d�Q5R>_1`>fVR>[-\!g5YXm Linux ABI S1_1mFYXi;[>htQ1R!_1g5TVg5YXm .

Linux– [>T�U?d�Y5�xQ1\>b5T�]/\ Mathematica YX_?Y Mathematica for Students nuR!WZg5RlfV\>b1\!f�\!]!`�g1T�Q5R-d�U5T�S*d�]![/T�g5g1R�[
b5R/nuQ1\>g5Y5Y Wolfram Q5Rk\=S?U5T�d�j http://www.wolfram.com/.

10.3.1.
� �9� �� �U� ����� � ���
 	�� & � � � ���
��� Linux

* [>R>Y1c5g5htT v \>wX_1h Linux g?\�iXR�S1m5]/dom;[lb1\!]>\!_1R>{VT Unix g1\�b5R-nuQ1\!b1] -S?Y?d�b5T)duS?Y?d�]!U5Y1^>j$]!Y5[/R/n Mathematica R>]
Wolfram. 'sb5R/Q5Y5U5j$w5]!Tyr�]>R>]�b?\!]>\!_1R>{ ( [-nuTVd�]>Tyd�R�[/d�TVnuY;Q1R�S?b1\>]>\�_?R>{V\/nuY ) g?\�[/\>a WZTVd�]!b5Y5w;S?Y1d�b , c5]>R>^>h
Q5U5R/n7\>U5b5Y5U1R>[/\>]!` ( j$]!YX_1Y5]>R>w brandelf(1)) S?[/R>Y5c1g5htT v \>wX_1h Linux Q1T�U5T�S%Y5g1d�]>\�_1_5m5}5Y5TVw :

# mount /cdrom
# cp -rp /cdrom/Unix/ /localdir/
# brandelf -t Linux /localdir/Files/SystemFiles/Kernel/Binaries/Linux/*
# brandelf -t Linux /localdir/Files/SystemFiles/FrontEnd/Binaries/Linux/*
# brandelf -t Linux /localdir/Files/SystemFiles/Installation/Binaries/Linux/*
# brandelf -t Linux /localdir/Files/SystemFiles/Graphics/Binaries/Linux/*
# brandelf -t Linux /localdir/Files/SystemFiles/Converters/Binaries/Linux/*
# brandelf -t Linux /localdir/Files/SystemFiles/LicenseManager/Binaries/Linux/mathlm
# cd /localdir/Installers/Linux/
# ./MathInstaller

�shx]/\!bXWZT)nuR!WZT�]!TyjXd�]>\>g5R>[/Y5]!`ln7\!U5b5j ELF Linux Q1R�jXnuR!_1c?\!g5Y5��S1_5m<[/d�T�i3g5TVn7\>U5b5Y5U5R/[/\>g5g5h)ieS?[>R/Y5c5g5h)iv \!wX_1R/[�d�Q1R/nuR>�<`>��b5R/n7\>g$S?h :

# sysctl kern.fallback_elf_brand=3

FreeBSD ^/j/S?T�]�d�c5Y5]>\>]!` , c5]!Rl[/d�Tsg5TVn7\>U5b5Y5U1R>[/\>g5g5htTuS*[>R>Y1c5g5htT ELF-
v \!wX_1hxY?d�Q5R>_1`>fVj-�e] Linux ABI, Y;[/h

d�nuR!WZTV]!Tsf�\!Q5jXd�]!Y5]!` MathInstaller Q5UXm1nuRkd CDROM.

10.3.2. ��� � 	 	�" �9 �" �U�9�U� �
� � �U�9��" � 	 Mathematica

~kU5T�W%S?Tsc5TVn�f�\!Q5jXd�b1\!]!` Mathematica, [/\>nKg1T�R>^>iXR�S?Y1nuR�Q5R!_1j$c5Y1]!`�R/]�b5R-nuQ1\!g5Y1Y Wolfram Q?\!U5R>_1` ,
d�R>R/]![>TV]>d�]>[>j$���<Y5w ” Y$S?TVg5]!Y v Y5b?\!]!R/U5j3n7\!aFY1g5h ”.

~kR/do_?T�]!R>{VR , b?\!bF[/hxjXd�]>\>g5R>[/YX_1Y;g5TVR>^>i$R!S?Y1nuhtT�^/Y5^!_?Y5R>]!TVb5YFYFU1\>d�Q?\!b5R/[/\�_?Y v \!wX_1h Mathematica, Q1R!_1j$c5Y5]>T
” YXS?T�g5]>Y v Y5b1\>]!R>U%n7\!aFY1g5h ”, fV\>Q5jXd�]!Y5[eQ5U5R/{�U1\/n7nuj mathinfo [eY5g1d�]>\�_5_1m5}5Y5R>g1g5R/n�b?\!]>\!_1R>{VT .
(eS?T�g5]>Y v Y5b1\>]!R>UFn7\>aFY5g1h�fV\>[>Y1d�Y5]�R>] MAC- \�S?U5T�d�\t[-\!aFTVw;Q5TVU5[>R/w Ethernet- b1\!U5]>h .
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# cd /localdir/Files/SystemFiles/Installation/Binaries/Linux
# mathinfo
disco.example.com 7115-70839-20412

~kU5Y;U5TV{�Y1d�]!U1\!}1Y5YFQ5Rlr�_?T�b5]!U1R>g5g5R/w;Q5R/c5]!T , Q5R�]>T�_1T v R>g5j3YX_?YFQ5R v \!b1d�jl[/h�d�R>R/^>�%\!T�]>T ” Y$S?TVg5]!Y v Y5b?\!]!R/U
n7\!aFY1g5h ”, \�[lR>]![/T�]�Q1R!_1j$c1\>T�]!TsQ1\!U5R>_1` , d�R/d�]!R!m5�<Y5w;Y5fyg5TVd�b5R!_?`>b5YXik{�U1j-Q1QFc5Y1d�T�_ . �y[>ToS*Y5]!TzrV]!R>]lQ1\>U5R!_1`�Q5U5Y
Q5T�U5[/R/nKf�\!Q5jXd�b1T Mathematica, b1\!bFY3S1_5mF_1��^/R>wkS?U1j-{VR>w<QX_?\!] v R>U1nuh .

10.3.3. � ���U����� ���������  �"  ��T� "�� � "%�!��� Mathematica �T� ��"#�% 
Mathematica Y1d�Q5R!_?`>f�j$TV]�d�Q5TV}5Y1\!_1`>g5htTsaFU5Y v ]!h S1_5m<R>]!R/^>U1\!W�TVg5YXm3g5TVb5R>]!R/U5h)i;d�Y1nu[/R!_1R/[ , b5R/]!R>U1htT
R>]>d�j-]/d�]![/j-�e]�[ld�]>\>g$S*\!U1]!g5h)i;aFU1Y v ]>\�i ( d�Y1nu[/R!_1hxY1g5]!T�{VU1\�_?R>[ , d�jXn7n , {�U1T�c5T�d�b5Y5w%\�_ v \>[>Y5]tY;S?U5j${�Y1T ).
~kU5R>]!R/b5R!_ X ]!U5T�^/j$T�] , c1]!R>^/hxr�]!Y<aFU5Y v ]>h�^>h)_1Y<jXd�]>\>g5R>[>_1T�g5h #*�=.-��#��>(?� . � ]!RlR>f�g?\!c1\>T�] , c5]>Re[/h�S?R!_5WZg5h
d�b5R/Q5Y5U5R/[/\!]>`�r�]!Y<aFU5Y v ]!h�dsb5R/nuQ1\>b5] - S?Y1d�b1\�YX_?Y;iXR/d�]>\ , g1\�b5R>]>R>U5R-nKj$d�]>\!g1R>[!_?T�g1\ Mathematica, g?\�[-\!aFj
n7\!aFY1g5j . �e^>htc5g1R�r�]!Y%aFU1Y v ]!h�g1\!iXR�S1m5]>d�m;[�b1\>]>\�_?R>{�T /cdrom/Unix/Files/SystemFiles/Fonts
b5R/nuQ1\>b5] - S?Y1d�b1\�YX_?YF[�b?\!]>\!_1R>{VT /usr/local/mathematica/SystemFiles/Fonts g1\�S?Y1d�b5T . 'sR/^/d�]>[>T�g1g5Rv \!wX_1h�d�R�a<U5Y v ]>\/nuYFg1\!i$R!S1m5]>d�m;[�Q5R!S?b1\!]/\�_1R/{V\�i Type1 Y X. ��]>R/n , b?\!bFY5ikY?d�Q5R>_1`>fVR>[/\>]!` , c5Y1]>\!w5]>Tsg5Y5W�T .
��R!WZg5ReQ5U5R/d�]!Red�b5R>Q1Y5U5R>[-\!]!`�YXi;[�R!S?Y5gFY1fyd�j-�<TVd�]![>j$���<YXi3b1\!]/\�_1R/{�R>[ta<U5Y v ]!R/[�[lb1\!]/\�_1R/{�T
/usr/X11R6/lib/X11/fonts. � rV]!R/n do_1j$c1\>TzQ5U5YXS���]>d�mFR>]>U5ToS*\>b5]!Y5U1R>[/\>]!` v \>wX_ fonts.dir, S?R>^-\![>Y1[�[
g5T�{VR�g1\>f�[/\>g5YXm3aFU1Y v ]!R>[eYFY5f�nuT�g5Y1[ec5Y?do_1ReaFU5Y v ]>R>[�[eQ5T�U1[>R>w<d�]!U5R/b5T . ��R!WZg5Re]>\!bXWZTyfV\>Q5jXd�]!Y5]>`
Q5U5R>{VU1\>n7nuj mkfontdir(1), g1\�iXR�S?m1d�`�[e]!R/n�b?\!]>\!_1R>{VT , b5j/S*\�[>h�d�b5R>Q5Y1U5R>[-\�_1Y3a<U5Y v ]!h .

+zd�]!`k\�_?`>]!TVU5g1\!]>Y5[>g5htw<d�Q5R-d�R>^ : d�b5R>Q5Y1U5R>[-\!]!`�b?\!]>\!_1R>{VY;[ /usr/X11R6/lib/X11/fonts:

# cd /usr/X11R6/lib/X11/fonts
# mkdir X
# mkdir MathType1
# cd /cdrom/Unix/Files/SystemFiles/Fonts
# cp X/* /usr/X11R6/lib/X11/fonts/X
# cp Type1/* /usr/X11R6/lib/X11/fonts/MathType1
# cd /usr/X11R6/lib/X11/fonts/X
# mkfontdir
# cd ../MathType1
# mkfontdir

qsTVQ5T�U1`�S?R/^/\>[>`>]>T�b1\!]/\�_1R/{�YFdzg5R>[/h�nuYFaFU1Y v ]>\>nuYF[eQ5j$]!`ebFa<U5Y v ]>\/n :

# xset fp+ /usr/X11R6/lib/X11/fonts/X
# xset fp+ /usr/X11R6/lib/X11/fonts/MathType1
# xset fp rehash

+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!Tsd�T�U5[/T�U XFree86, ]!RenuR>W�g1ReQ5U1R/d�]>R�Q5U5R/Q5Y1dV\!]!`er�]!Y%b1\!]/\�_1R/{�Y;[ v \!wX_1T XF86Config.

+zdo_1Y<g1\�[-\!a<TVnKb5R-nuQ5`>�e]!T�U5T (?��� b1\!]/\�_1R/{V\ /usr/X11R6/lib/X11/fonts/Type1, fV\>nuTVg5Y5]!T MathType1 g1\
Type1 [eQ5U5T�S?hyS?j$�FT�n�Q5U5Y1nuTVU5T .
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10.4. � �)GeE �;L��FH�E Maple™
���������������! �"$#

Aaron Kaplan. �
#�� ���=�=�¥��(1�����%"

: Robert Getschmann.

Maple™ - b5R/n7nuTVU5c5T�d�b1\!mFn7\!]!T�n7\!]!Y5c1TVd�b?\�mFQ5U1R>{�U?\>n7n7\ , \!g1\!_1R>{VY5c5g1\!m Mathematica.
� ]!ReQ1U5R>{VU1\>n7nug5R/T

R>^>T�d�Q5TVc5T�g1Y5T�g1\�S?R�b5j$Q5Y1]!`ej http://www.maplesoft.com/, \�Q5R/]!R/n�fV\!U1T�{�Y?d�]!U5Y1U5R>[-\!]!`-dom3]>\>nKS1_5mFQ5R>_1j$c5T�g1YXmv \!wX_?\y_?Y5}5T�g1f�Y5Y .
* _5m3jXd�]>\>g5R>[/b5Y3r�]!ReQ5U5R/{�U1\/n7nug5R>{VR�R>^/TVd�Q1T�c5TVg5YXm3[ ��' FreeBSD Y?d�Q5R>_1`>fVj-TV]>dom;d�_1ToS?j$�e�<\�m

Q5R/d�_1ToS?R/[/\>]!T�_1`/g5R/d�]!`tQ5U5R-d�]!h)i;a%\!{VR>[ .
1. �yhtQ5R>_1g5Y5]!T)d�b1U5Y5Q5]lb5R/n7\>g$S?g5R/{�R�Y1g5]!T�U1Q5U5T�]/\!]!R/U1\ INSTALL Y1f�S?Y?d�]!U5Y1^>j$]!Y5[-\ . �yht^>TVU5Y5]!TsR>Q5}1Y5�

”RedHat”, b5R>{�S*\�^/j/S?T�]�Q1U5ToS1_?R!WZT�g5RlQ5U5R/{�U1\/n7nuR>w;jXd�]>\!g5R/[>b5Y . �e^>htc5g5R�j$d�]>\!g1R>[>b?\t[>htQ5R>_1gXm5TV]>dom;[
b?\!]>\!_1R>{ /usr/local/maple.

2. +zd�_1Y%[>hxr�]>R>{�ReT�� �zg5T)d�S?T�_?\�_?Y , b5j$Q5Y5]>Tz_1Y1}5T�g5fVY5� g1\ Maple [�b5R-nuQ1\!g1Y5Y Maple Waterloo Software
(http://register.maplesoft.com/) Y<d�b1R>Q5Y5U1j-w1]!TsTVTz[ v \!wX_ /usr/local/maple/license/license.dat.

3.
� d�]>\>g5R>[/Y5]!TzS?Y1d�Q1T�]!c5TVU;_1Y1}5T�g5fVY5w FLEXlm, [/htQ5R!_?g5Y5[�d�b5U5Y5Q5]ljXd�]>\>g5R>[/b5Y INSTALL_LIC, [!iXR!S1m5�FY5wF[
d�R/d�]>\![ Maple.

� b1\!W�Y1]!T)R/d�g1R>[>g1R>T7Y1n+m;iXR-d�]>\�[/\!a<T�wFn7\>aFY5g1h S1_5m<d�T�U5[/T�U1\t_1Y5}5TVg5f�Y5w .

4. (3d�Q5U1\![/`>]!T v \!wX_ /usr/local/maple/bin/maple.system.type dzQ1R/nuR>�<`>��d�_1ToS*j-�e�FTV{�R�Q?\!]!c1\ :
----- snip ------------------

*** maple.system.type.orig Sun Jul 8 16:35:33 2001
--- maple.system.type Sun Jul 8 16:35:51 2001
***************
*** 72,77 ****
--- 72,78 ----

# the IBM RS/6000 AIX case
MAPLE_BIN="bin.IBM_RISC_UNIX"
;;

+ "FreeBSD"|\
"Linux")

# the Linux/x86 case
# We have two Linux implementations, one for Red Hat and

----- snip end of patch -----
� c5]!Y5]>T , c5]!RlQ5R/d�_1T "FreeBSD"|\ g5TzS?R!_5WZg5Re^>ht]!`eg5Y5b1\>b5YXi;Q5U1R>^>T�_1R>[ .� ]>R>]�Q?\!]!c<fV\>d�]>\![>_5m5T�] Maple U1\>d�Q5R>fVg1\![-\!]!` ”FreeBSD” b1\>b;]!Y5Q Linux- d�Y1d�]!T�nuh . 'sb5U5Y5Q5]lb5R-n7\!g$S?g1R>{�R
Y1g5]!T�U1Q5U5T�]/\!]!R/U1\ bin/maple [/htf�ht[/\>T�]�d�b5U5Y5Q5] bin/maple.system.type, b5R/]!R>U1htw , [ed�[>R/��R>c1T�U5T�S?` ,
[/htf�ht[-\!T�] uname -a S1_1mFQ5R!_?j-c1T�g5YXm;Y?nuT�g5Y%R>Q5TVU1\!}1Y5R>g5g1R>w;d�Y?d�]!T�nuh . � fV\>[>Y1d�Y1nuR/d�]!Y;R/]�Y1nuTVg5Y ��' R/g
R/Q5U5T�S?T�_5m5TV] , b?\!b5Y5T�S?[>R/Y5c5g5htTynuR�S?j-_1Y<Y1d�Q1R!_1`/f�R>[-\!]!` .

5. �'\>Q5jXd�]!Y1]!Tyd�T�U5[/T�U3_?Y5}5T�g1f�Y5w .

'z_?ToS?j$���<Y5w<d�b5U5Y5Q1] , jXd�]>\!g5R/[!_1TVg5g5htw3[ v \!wX_ /usr/local/etc/rc.d/lmgrd.sh, R>^/TVd�Q5T�c5Y1[/\!TV]
j/S?R/^>g5htw<d�Q5R-d�R>^�fV\!Q1j$d�b1\ lmgrd:

----- snip ------------

#! /bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/X11R6/bin
PATH=${PATH}:/usr/local/maple/bin:/usr/local/maple/FLEXlm/UNIX/LINUX
export PATH

LICENSE_FILE=/usr/local/maple/license/license.dat
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LOG=/var/log/lmgrd.log

case "$1" in
start)
lmgrd -c ${LICENSE_FILE} 2>> ${LOG} 1>&2
echo -n " lmgrd"
;;
stop)
lmgrd -c ${LICENSE_FILE} -x lmdown 2>> ${LOG} 1>&2
;;
*)
echo "Usage: ‘basename $0‘ {start|stop}" 1>&2
exit 64
;;
esac

exit 0
----- snip ------------

6. �yhtQ5R>_1g5Y5]!Ty]!T�d�]!R/[>htwFf�\!Q5jXd�b Maple:

% cd /usr/local/maple/bin
% ./xmaple

~kU1R>{�U?\>n7n7\)S*R!_5WZg1\�fV\!Q1j$d�]!Y5]!`-dom;Y<U1\!^/R>]>\>]!` . �kTyfV\>^>j/S?`>]>T�g1\!Q5Y?d�\!]>`�[ Maplesoft Y<d�R/R>^/�FY5]!` , c5]!R
iXR/]!T�_1Y<^>hx[/Y$S?T�]>`�[>TVU1d�Y1� d�Q5T�}5Y?\�_1`/g5RtS1_1m FreeBSD!

10.4.1. �  �9 	�� & " � �U� ���
"!$ &

•
� \>^>R/]>\!]!`lduS?Y?d�Q5TV]!c5T�U1R/nK_1Y1}5T�g5fVY5w FLEXlm nuR>W�TV]�^/ht]!`�g5TVQ5U5R-d�]!R . * R>Q5R>_1g5Y5]>T�_1`/g5j$�xS?R/b5jXnuT�g5]>\>}5Y5�
Q5Reg5TVnuj;nuR>WZg5R�g1\>w5]!Y%g1\�dV\!w5]>T http://www.globetrotter.com/.

• lmgrd R>c1T�g5`e]!U5T�^/R>[-\!]!T�_1T�g3b v \!wX_1jl_1Y1}5T�g5fVY5YFY<[>hyS*\>T�])S�\>nuQFQ?\>n+m5]!Y<Q5U5Y%[>h)m5[!_?T�g5Y5Y;_1��^/h)ikQ1U5R>^>_1TVn .
~kU1\>[>YX_?`>g5htw v \>wX_;_1Y5}1T�g5fVY5Y3S?R>_5WZT�g<Y1nuT�]!`kdo_?ToS?j$���<Y5wF[/Y$S :

# =======================================================
# License File for UNIX Installations ("Pointer File")
# =======================================================
SERVER chillig ANY
#USE_SERVER
VENDOR maplelmg

FEATURE Maple maplelmg 2000.0831 permanent 1 XXXXXXXXXXXX \
PLATFORMS=i86_r ISSUER="Waterloo Maple Inc." \
ISSUED=11-may-2000 NOTICE=" Technische Universitat Wien" \
SN=XXXXXXXXX

, �!�'�.-!�=���!�
: �?¢V���!´���� ´.���/�?¢V�F����
5°�³92¥��¡��V�=� ���!�A�*��
/����� ’X’. chillig – �>�:0�7���¤��� .

� T�S*\!b1]!Y5U5R/[/\!g1Y5T v \>wX_?\t_?Y5}5T�g1f�Y5w<[>R>f�nuR!WZg5R , TVdo_?YF]!R>_1`>b5R�g5Ts]>U5R>{�\!]!`kd�]!U1R>b5j ”FEATURE” ( b5R/]!R>U1\!m
f�\!�FY1�FT�g?\)_1Y5}5TVg5f�Y1R>g5g5h�n�bX_1��c1R/n ).
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10.5. � �)GeE �;L��FH�E MATLAB®
� ]!R>]�S?R>b5jXnuTVg5]�R/Q5Y1d�ht[-\!TV]�Q5U5R/}5TVdVd�jXd�]>\>g5R>[/b5Y Linux- [/T�U1d�Y5Y MATLAB®

����
��
��� 6.5 g1\ed�Y1d�]!TVnuj FreeBSD.� ]>\�Q5U1R>{�U?\>n7n7\eU1\!^/R>]>\>T�]t[>Q1R!_1g5Tsg5R>U?n7\�_1`/g5R , f�\�Y1d�bX_1�ec5T�g5Y1TVn Java Virtual Machine™ ( dVn .

� \!f�S . 10.5.3).

Linux- [>TVU1d�Y5� MATLAB nuR!WZg5ReQ5U5Y5R/^>U5T�d�]!YFg5T�Q5R-d�U5T�S*d�]>[>T�g1g5R�[lb5R/nuQ?\!g5Y5Y The MathWorks g1\ed�\>w5]!T
http://www.mathworks.com. �kTsfV\>^>j/S?`>]>T�Q5R!_?j-c1Y5]!` v \!wX_;_?Y5}5T�g1f�Y5Y<YX_1YFY1g1d�]!U1j-b1}5Y5Y%Q5R�TV{�Red�R>f�S*\!g5Y1� . ~kR
i$R!S?jeS?T�_*\)S*\>w5]!Tyf�g1\>]!`�Q5U1R>Y5fV[>R�S*Y5]!T�_?� , c5]>R�iXR>]>T�_1Y<^>hxj$[>Y$S*T�]!`e[>T�U1d�Y5� YXiF~ ��d�Q5TV}5Y1\�_?`>g5R�S1_5m FreeBSD.

10.5.1. � ��� � " ��� 	T���#���T������ MATLAB
* _5m;jXd�]>\>g5R>[/b5Y MATLAB [>htQ1R!_1g5Y1]!Tyd�_1ToS*j-�e�FY5Tsa<\>{�Y :

1. �)d�]/\![>`/]!TzY1g1d�]>\!_5_5m5}5Y1R>g5g5htw CD Y<dVnuR>g5]!Y1U5j$w5]!T)T�{VR . 's]>\>g5`>]!TyQ5R>_1`>fVR>[/\>]!T�_?TVn root, b1\>bFU5TVb5R/nuTVg$S?j$T�]d�b5U5Y5Q1]ejXd�]/\!g5R/[>b5Y .
* _1mFfV\>Q5jXd�b1\�d�b5U5Y5Q1]>\�jXd�]>\!g5R/[>b5YFg1\!^/T�U5Y5]>T :

# /compat/linux/bin/sh /cdrom/install

���
�������
	����
: �5�!�o��V���V¢¤��� 0�49���V²��!³V¢2�V���!´�����¥���!
�
 0!�!�>� . ���'
7�����P����
!��³V��¢¥��¢I���;�V¡- 7¢���60:�:��¢V�*� 2V�7��£����;�¥���

�V�=�����?���u�7�;���!
-¢�´ , ����¡=¢V������¢ setenv HOME ~USER, 4 �$¢ USER – ����
	� 2��/�¥����¢*
	� , ���0�!�?¢����e�����!�>���G45�k�V�A����
	��¢�������/�?���o�$� su(1).

2. ~kU1Y;fV\>Q5U5R/d�Tzb5R/U5g5TV[>R>{VR�b1\>]>\�_1R/{V\ MATLAB, g1\!^/T�U5Y1]!T : /compat/linux/usr/local/matlab.

���
�������
	����
:
� �!�V¡/���������;�¥������������¡;�/�9�;�¥����
	����M7e�2�>�?���o�F� 7���$¢u��¥�������/���;� , �V�A����
	������¢y�z�2�/�?���o�B���>�

������¢V������¢¤�����!�>��¢I�*
/¢¤�/��°z +��° �2�>�*���o�>� : set MATLAB=/compat/linux/usr/local/matlab

3. �e]!U1ToS*\>b5]!Y5U5j$w5]>T v \>wX_;_1Y1}5T�g5fVY5YF[ld�R/R>]![/T�]>d�]![>Y5Y<dzY5g?d�]!U5j$b5}1YXm1nuY , [�Q5R>_1j$c5T�g5g1R>w3_1Y1}5T�g5fVY5Y MATLAB.

���
�������
	����
: ¯?�!�V�y²)��´�
;�B��£����e���V�M4G�V�!�/������!2���������¢�¢K�y���/�7�- /��°=
5°A¡;� 45�t��¢V�!�¥�!�>��� 45�;��¢ �$�����!�>���F�

���2�/���!���>�������7¢.45�l� $MATLAB/license.dat �?�)�!� 45� , ���!�C����¥����
�
10!�!�/�t���>�����������z¢.45�0���=��¢ �$�������!���/�¥����� .

4. �'\>[>TVU5aFY5]>TzQ5U5R/}5TVdVd�jXd�]/\!g5R/[>b5Y .

� rV]!R>]lnuR/nuTVg5]e[-\!a%\tjXd�]>\>g5R>[/b1\ MATLAB fV\>[>TVU5aFTVg1\ . 'z_1T�S?j$���<Y5Tsa%\!{VY;Q5R>fV[>R>_5m5��] ” d�[!m5f�\!]!` ” r�]!j
Q5U5R>{VU1\>n7nuj3ds[/\>aFT�w;d�Y1d�]>TVnuR>w FreeBSD.

10.5.2.
� � � 	 ��� � !���U"#� 	�"���� �  � " � �� ��

1. 'sR/foS*\>w5]!Tsd�Y1nu[>R>_1Y5c5T�d�b5Y1TydVd�h)_1b5Y;S1_5mFd�b5U5Y5Q5]>R>[�S?Y1d�Q1T�]!c5TVU1\�_1Y5}5TVg5f�Y5w :
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# ln -s $MATLAB/etc/lmboot /usr/local/etc/lmboot_TMW
# ln -s $MATLAB/etc/lmdown /usr/local/etc/lmdown_TMW

2. 'sR/foS*\>w5]!T v \>wX_Ff�\!Q5jXd�b?\ /usr/local/etc/rc.d/flexlm.sh. ~kU5ToS�d�]>\>[!_1TVg5g5htw;g5Y5W�TyQ5U5Y?nuT�U –
Y1fVnuT�g1T�g5g1\!mF[>TVU1d�Y5m;[!iXR�S1m5�<T�{VR�[tS?Y?d�]!U5Y1^>j$]!Y5[ v \!wX_*\ $MATLAB/etc/rc.lm.glnx86. (kfVnuTVg5T�g5h
nuT�d�]!R/g1\�iXR>W<S*T�g5YXm v \>wX_1R/[�Y3S?Y?d�Q5TV]!c5T�U<_1Y5}1T�g5fVY5wFf�\!Q5jXd�b?\!T�]/dom;Q5R!S<rVnuj-_5m5]!R/U5R/n Linux.

#!/bin/sh
case "$1" in

start)
if [ -f /usr/local/etc/lmboot_TMW ]; then

/compat/linux/bin/sh /usr/local/etc/lmboot_TMW -u username && echo ’MATLAB_lmgrd’
fi
;;

stop)
if [ -f /usr/local/etc/lmdown_TMW ]; then

/compat/linux/bin/sh /usr/local/etc/lmdown_TMW > /dev/null 2>&1
fi

;;
*)

echo "Usage: $0 {start|stop}"
exit 1
;;
esac

exit 0

�?���y�
�
: ¯?�!���s²)��´�
 ���o�?�/�¤�-¢*
/�����z�V�A����
	�O0>¢V�µ�A� :

# chmod +x /usr/local/etc/rc.d/flexlm.sh

/'�Z�����¥£y¢ ����
!£.���Y2����?¢�������� username �!�?¢���¢V� ����
	� 2��/�¥����¢*
10F�z�¥����¢�´������¥��¢��*¢ ( ���:��¢ root).

3. �'\>Q5jXd�]!Y1]!T�S*Y1d�Q5TV]!c5TVU;_1Y5}1T�g5fVY5w%dzQ5R/nuR/�F`/��b5R-n7\!g$S?h :

# /usr/local/etc/rc.d/flexlm.sh start

10.5.3. � � � ��� � Java Runtime Environment

(kfVnuT�g1Y5]!T)d�d�h)_?b5j Java Runtime Environment (JRE) ]>\>b , c5]>R>^>hxR/gFd�d�h)_?\�_*\>d�`eg1\�[/T�U1d�Y5� , U?\!^>R/]>\!�e�Fj$��[
FreeBSD:

# cd $MATLAB/sys/java/jre/glnx86/
# unlink jre; ln -s ./jre1.1.8 ./jre

10.5.4. �W� � � ���9 �" �����  �T�#� ��� � 	 ����� MATLAB

1. ~kR-nuTVd�]>Y5]!T)do_1T�S?j$���FY1w<d�b1U5Y5Q5]lfV\>Q5jXd�b1\t[ v \!wX_ /usr/local/bin/matlab:

#!/bin/sh
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/compat/linux/bin/sh /compat/linux/usr/local/matlab/bin/matlab "$@"

2. �'\>]!TVn�[>htQ5R>_1g5Y5]!Tsb5R/n7\>g$S?j chmod +x /usr/local/bin/matlab.

�����������
	����
: /2��!������!�7���¥���0�V�t��¢V����� emulators/linux_base, �����e���A����
	��¢������ �¥�!�G45�F�V�V���>�������7�G4 ���s¡>�*������?�-����� ������¡- u¢�����0:�V¡0������¡/���O7 . � �!�V¡/� �.2¥¡�¢¤£)����� �¤�!�G45� , ���=��¢¤�-�!�¥���!�o��´V��¢�²)��´�


/compat/linux/usr/local/matlab/bin/matlab ���.2V�?¢�������¢I�¥�=���>�¥�������-� :
if [ ‘expr "$lscmd" : ’.*->.*’‘ -ne 0 ]; then

( �z��¢������� 13.0.1 �¤�!�0�¥�=���>�o� 410) ���C�*
/¢¤�>��°s  ��° �¥�=���>�¥� :
if test -L $newbase; then

10.5.5. �W� � � ���9 �" �����  �T�#� �%���#���T� ���� MATLAB

'z_1ToS?j$�e�FY5T�S?T�w1d�]![>Y5mFg5T�R/^!iXR�S*Y1nuh�S1_5mFU1T�aFTVg5YXmFQ1U5R>^>_1TVnuh�dzg5T�b5R/U5U5TVb5]!g5h�n fV\![/T�U5a<T�g5Y1TVnKU1\>^>R>]>h
MATLAB.

1. 'sR/foS*\>w5]!T v \>wX_ $MATLAB/toolbox/local/finish.m YFQ1R/nuTVd�]!Y5]!T)[eg5T�{VR�R�S*g5j3d�]!U5R/b5j :

! $MATLAB/bin/finish.sh

, �!�'� -��������
: $MATLAB - 
	����¢V���!
 .

���
�������
	����
: /F�!�/�F£)¢y�������!
��G4 ¢/���O7���G0!���80�²)�!´�
5� finishsav.m � finishdlg.m, �2�V�!�/���*¢t��� 2V�*��
10X°A�

�*�67!�����O0!���y����¡;�/³V¢�¢)�����;�¥�=������¤�=���l��¢���¢¤�;�V�:7�V���/� . ���*
	���V� ���V����
	� 2¤��¢¥��¢J
5° ¡��/´.�.2/����7 , ���¥���!��¤��¢����¢ � �¥�����'
-¢���o��° ���)��¢I�¥�=���/�¤�C�V���.2 �����;�*
/¢y�2�>�*���o�1� save.

2. 'sR/foS*\>w5]!T v \>wX_ $MATLAB/bin/finish.sh, b1R>]!R/U5htwF^/j>S*T�]ed�R�S?TVUXW \!]!`edo_1T�S?j$���FY1w<d�b1U5Y5Q5] :
#!/usr/compat/linux/bin/sh
(sleep 5; killall -1 matlab_helper) &
exit 0

3. '�S?T�_?\!w1]!TsrV]!R>] v \!wX_<[>htQ5R>_1gXm5TVnuh�n :

# chmod +x $MATLAB/bin/finish.sh

10.5.6. � ���U����� ���������  �" MATLAB

� rV]!R>]lnuR/nuTVg5]e[-d�Ts{�R>]>R>[>RtS1_5mF[/htQ5R!_1g1T�g5YXm;b1R/n7\!gXS?h matlab YFg1\>c1\�_?\�Y1d�Q1R!_1`/f�R>[-\!g5Y5mlrV]!R>w<Q5U5R>{VU1\>n7nuh .
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10.6. � �)GeE �;L��FH�E Oracle®
���������������! �"$#

Marcel Moolenaar.

10.6.1. 	 ��" � " �  �"
�kYXWZTzR>Q1Y1d�\>g;Q5U5R/}5TVdVd�jXd�]>\>g5R>[/b5Y Oracle 8.0.5 Y Oracle 8.0.5.1 Enterprise Edition S1_5m Linux g1\�d�Y1d�]>TVnuj
FreeBSD.

10.6.2.  ���#���T� ����� Linux– �U��" �W&
� S?R-d�]!R/[>T�U1`>]!T�d�` , c1]!ReQ1R>U5]!h emulators/linux_base Y devel/linux_devtools jXd�]>\!g5R/[!_1TVg5hxg1\�[/\!a<T�w
d�Y1d�]!TVnuT . +zd�_1YFj3[-\>d7[/R>f�g1Y5b5g5j$]�]>U5j/S?g5R/d�]!Y<dsr�]>Y1nuYFQ5R/U5]>\/nuY , [>R-d�Q5R>_1`>fVj$w5]!TVd�`�Q1\>b5T�]>\/nuY;YX_1Y%^>R>_1T�T
U1\!g5g1Y1nuYFYXi;[/T�U1d�YXm1nuY;Y5fyb5R>_5_1T�b1}5Y5YFQ1R>U5]!R/[ .
+zdo_1Y<[>h iXR>]>Y5]!TyY1d�Q5R>_1`>fVR>[-\!]!`�Y1g5]!T�_1_1T�b5]>j$\!_1`>g1htw<\!{VT�g5] (intelligent agent), Q5U5Y$S*T�]>d�mF]>\!b5W�TyjXd�]>\>g5R>[/Y5]!`
Q1\!b5TV] TCL R/] Red Hat: tcl-8.0.3-20.i386.rpm.

� g1Y5[>TVU1d�\!_1`>g1\!m3b5R/n7\>g$S*\)S?_5mFjXd�]>\>g5R>[/b5Y;Q1\>b5T�]>R>[ed
Q5R/nuR/�F`>��R v Y5}1Y1\�_1`/g5R>{VRtQ5R>U1]>\ RPM (archivers/rpm):

# rpm -i --ignoreos --root /compat/linux --dbpath /var/lib/rpm � ���
 �

� d�]/\!g5R/[>b1\trV]!R>{VR �	� �	�)�*�%S?R!_5WZg1\�Q5U5R/w5]!Y%^>T�fsb1\!b1YXi - _1Y1^>R�R/aFY5^/R>b .

10.6.3. �W� � � ���9 �" �U��" �& Oracle

~kU5T�W%S?Tsc5TVn�[/h�d�nuR>WZT�]!Tsj$d�]>\!g1R>[>Y1]!` Oracle, g5TVR>^!iXR!S?Y1nuR�g?\>d�]>U5R>Y5]>`ed�R/R>]![/T�]>d�]![>j$�e�Fj$��d�U5ToS?j . � rV]!R/n
S?R>b5jXnuTVg5]!TyR>Q5Y1dV\!g5R , c5]!R ��B*� �1"*��#��>(?� g5j-W�g1Red�S*T�_?\>]!` , c1]!R>^/h�fV\>Q5jXd�]!Y5]>` Oracle S1_5m Linux Q5R!S FreeBSD –
r�]!Reg5TsQ1T�U5T�d�b1\>fzR v Y1}5Y1\�_?`>g5R/{�R�U5j$b5R/[>R!S*d�]![-\)Q5Rlj$d�]>\!g1R>[>b1T Oracle.

10.6.3.1. <9=?>5@?ALCED�FG=�PLQ!AL=| \!b;R/Q5Y1d�\>g5R�[eU5j$b5R>[/R�S*d�]![>TsQ5R�jXd�]/\!g5R/[>b5T Oracle, g1T�R>^>iXR�S?Y1nuR�j$d�]>\!g1R>[>Y1]!`en7\>b1d�Y1n7\!_1`>g1htw;U1\!f�nuT�U
d�R>[-nuTVd�]!g5R�Y?d�Q5R>_1`>fVj-T�nuR>w (shared) Q?\>n+m5]!Y . �kTzY1d�Q5R!_1`/f�j$w5]!T SHMMAX Q5R!S FreeBSD. SHMMAX Q5U1R/d�]>R
[>htc5Y1d�_5m5T�]/dom , Y1d�iXR�S1m;Y5f SHMMAXPGS Y PGSIZE. 'z_1T�S?R>[-\!]!T�_1`>g1R , g5j-W�g1Ref�\=S*\>[/\!]>` SHMMAXPGS. �'\
Y5g v R>U?n7\!}5Y5TVw;R�Q1U5R>c5Y5i;R>Q5}5Y5mXikR/^>U1\>]!Y5]!T�d�`ebFR v Y1}5Y1\�_?`>g5R-nujeU5j$b5R/[>R!S*d�]![/j . ~kU1Y1nuT�U;g?\>d�]>U5R>TVb :

options SHMMAXPGS=10000
options SHMMNI=100
options SHMSEG=10
options SEMMNS=200
options SEMMNI=70
options SEMMSL=61

� d�]/\!g5R/[>Y5]!Tsr�]!Y%R>Q1}5Y5Y;[efV\![/Y1d�Y?nuR/d�]>YFR>]�]!R>{VR , b1\>bFY;S1_5mFc5TV{�Re[>hx^>j/S?TV]!TzY1d�Q5R!_?`>f�R/[/\>]!` Oracle.

�kTzfV\>^>j/S?`/]!TuS?R/^/\![/Y5]!`�d�_1ToS*j-�e�FY5T)d�]>U5R>b5Y<[ v \>wX_Fb5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ :
options SYSVSHM # 	 ��� ����	�
 
�� ��	���� ��������� ����� ������ 
� SysV
options SYSVSEM # 	���������� ��� SysV
options SYSVMSG # ����� ����� ����	 	 
���� ����� � ��� ��� ��	�
 ����� SysV
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10.6.3.2.
� �MJ @BK:=?PX1=:R�M> � Oracle

'sR>foS�\!w5]!Tyd�Q5TV}5Y1\!_1`>g5j$��j-c1T�]!g5j$� fV\>Q5Y1d�` oracle, b1\!bFY;_1�e^>j$��S*U5j${�j$��j$c5TV]!g5j$� fV\!Q1Y1d�` . +7S?Y5g1d�]![>TVg5g5R>T
R>]�_1Y1c5Y5Ty[�]!R-n , c5]!R�S1_5m oracle g1T�R>^>iXR�S?Y1nuR�j-b?\!fV\>]!`�b5R-n7\!g$S*g5htwFY5g1]!T�U5Q1U5T�]>\>]!R>U Linux.

* R/^/\>[>`>]>T
/compat/linux/bin/bash [ /etc/shells YFjXd�]>\!g5R/[>Y5]>T7S1_5m oracle b5R/n7\>g$S?g5htw;Y1g5]!T�U1Q5U5T�]/\!]!R/U
/compat/linux/bin/bash.

10.6.3.3. � JLA?J
� J?KEK ��J >GA?JGQ �| U5R/nuTyd�]>\>g$S*\!U1]!g5h)i;Q5TVU5TVnuTVg5g5h)iFd�U1ToS?h Oracle, ]>\>b5YXi3b1\>b ORACLE_HOME Y ORACLE_SID, [-\>nKg5j-WZg5R�^/j/S?T�]
j$d�]>\!g1R>[>Y1]!`�do_?ToS?j$���<Y5TyQ5T�U5T�nuT�g5g1htTyd�U5ToS?h :

� JLA?J���J?KEKL=?P � KL=��MJ?K�:J
LD_LIBRARY_PATH $ORACLE_HOME/lib

CLASSPATH $ORACLE_HOME/jdbc/lib/classes111.zip

PATH /compat/linux/bin /compat/linux/sbin

/compat/linux/usr/bin /compat/linux/usr/sbin /bin /sbin

/usr/bin /usr/sbin /usr/local/bin $ORACLE_HOME/bin

� T�_?\!]>T�_1`/g5R�jXd�]/\!g1\>[!_1Y5[-\!]!`�[/d�TsQ5T�U1TVnuT�g1g5htTyd�U5ToS*hx[ v \>wX_1T .profile. �yR>]�U5TV\!_1`>g5htwFQ5U5Y1nuTVU :

ORACLE_BASE=/oracle; export ORACLE_BASE
ORACLE_HOME=/oracle; export ORACLE_HOME
LD_LIBRARY_PATH=$ORACLE_HOME/lib
export LD_LIBRARY_PATH
ORACLE_SID=ORCL; export ORACLE_SID
ORACLE_TERM=386x; export ORACLE_TERM
CLASSPATH=$ORACLE_HOME/jdbc/lib/classes111.zip
export CLASSPATH
PATH=/compat/linux/bin:/compat/linux/sbin:/compat/linux/usr/bin
PATH=$PATH:/compat/linux/usr/sbin:/bin:/sbin:/usr/bin:/usr/sbin
PATH=$PATH:/usr/local/bin:$ORACLE_HOME/bin
export PATH

10.6.4.  ���#���T� ����� Oracle

(kf - fV\tg5TV^>R>_1`>a<R>w3g5T�d�R>[-nuTVd�]!Y1nuR/d�]!Y<d Linux– rVnuj-_5m5]!R/U5R/n , [-\>nKg5j-WZg5R�^/j/S?T�]ld�R>f�S*\!]>`�Q5R�S*b1\!]>\!_1R>{ .oracle
[�b1\>]>\�_1R/{�T /var/tmp Q5U1T�W%S?T , c5TVn nuR!WZg5R�^/j/S?T�]eg1\!c1\>]!`�jXd�]>\!g5R/[>b5j .

� Y5^/Red�S*T�_?\>w5]!TzTVTs[>_?\=S*T�_1`/}5TVnQ5R!_1`/f�R/[/\!]>T�_5m oracle, _1Y5^/R�Q5R-d�]>\>[>`>]>TzQ5U1\>[/\tg?\�f�\!Q5Y1d�`)S1_5m<[/d�T�i . +zdo_1Y<[>hx[-d�TsdoS?T�_*\�_1Y<Q5U1\![/YX_1`/g5R , ]!R
j$d�]>\!g1R>[>b?\ Oracle S*R!_5WZg1\eQ5U5R/w5]!YF^/T�fsQ5U5R>^>_1TVn . +zdo_1Y<b1\!b1Y5T - _1Y5^>Re]!U5j/S?g5R-d�]!Y<[/d�T�WZTs[/R>fVg5Y5bX_1Y , Q5U5R/[>T�U1`>]!T
T��FTsU1\!fs[/d�Tzb5R/g v Y5{�j$U1\>}5Y5R/g5g5htT v \>wX_1hxY / YX_1Y<}5T�_?R/d�]>g5R/d�]!`tS?Y?d�]!U5Y1^>j$]!Y5[-\ Oracle. ~kR/d�_1TzR/b5R>g1c1\!g5Y5m
j$d�]>\!g1R>[>b1Y Oracle Q1U5Y1nuT�g1Y5]!T)Q1\!]>c5Y , R/Q5Y1dV\!g5g5htTs[ed�_1ToS?j$�e�FYXikS?[/j-ikQ1R�S?U1\>foS?T�_?\�i .

��S?g1\�Y1fsc1\/d�]!Re[>R/f�g5Y5b?\!���<YXikQ5U5R>^>_1TVn — g5TVQ5U1\>[>YX_1`/g5R�jXd�]>\!g5R/[!_1TVg5g5htwF\�S*\!Q1]!T�U TCP- Q5U1R>]!R/b5R!_?\ . �
U5T�fVj/_?`>]>\>]!T , g1T�[>R/fVnuR>W�g1R�fV\>Q5jXd�]!Y5]>`eQ5U1R>}5T�d�d�hxQ1U5R/d�_1j$aFY5[-\!g5YXm TCP. �yR>]eU5T�a<T�g5Y5TsQ5U5R/^!_1T�nuh :

# cd $ORACLE_HOME/network/lib
# make -f ins_network.mk ntcontab.o
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# cd $ORACLE_HOME/lib
# ar r libnetwork.a ntcontab.o
# cd $ORACLE_HOME/network/lib
# make -f ins_network.mk install

�kTzfV\>^>j/S?`/]!T�Q5R/[>]!R/U5g5R�f�\!Q5jXd�]!Y5]!` root.sh!

10.6.4.1. �9X � J?KLJ?K�:J root.sh

~kU5Y;jXd�]>\>g5R>[/b5T Oracle g5TVR>^!iXR!S?Y1nuR�[/htQ5R!_?g5Y5]!`eg5T�b5R/]!R>U1htT7S?TVw1d�]![/YXmFR/]�Y1nuTVg5YFQ5R>_1`>fVR>[-\!]!T�_5m root. �eg5Y
fV\!Q1Y1d�\>g5hx[ed�b5U5Y5Q5]>Tsb5R-n7\!g$S*g5R>{VR�Y5g5]>T�U5Q5U1T�]>\>]!R>U1\ root.sh, b5R>]>R>U5htw<g1\�iXR�S*Y5]>dom;[eb1\!]/\�_1R/{�T orainst.
~kT�U5T�S<fV\>Q5jXd�b5R-n , Q5U5Y1nuTVg5Y5]!T)b<g5TVnuj3do_?ToS?j$���<Y5wFQ?\!]!c ( Y1d�Q5U1\![>_5m5T�]enuTVd�]>R>g1\!i$R>W%S?T�g5Y1Tzj$]!YX_1Y1]!h chown),
_1Y5^>RefV\>Q5jXd�b1\>w5]!TzTV{�Re[�b5R-n7\!g$S?g1R/nKY5g5]>T�U5Q5U1T�]>\>]!R>U5T Linux.

*** orainst/root.sh.orig Tue Oct 6 21:57:33 1998
--- orainst/root.sh Mon Dec 28 15:58:53 1998
***************
*** 31,37 ****
# This is the default value for CHOWN
# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
! CHOWN=/bin/chown
#
# Define variables to be used in this script
--- 31,37 ----
# This is the default value for CHOWN
# It will redefined later in this script for those ports
# which have it conditionally defined in ss_install.h
! CHOWN=/usr/sbin/chown
#
# Define variables to be used in this script

+zdo_1Y<[>hxjXd�]/\!g1\>[!_1Y5[-\!TV]!T Oracle g5T)d�b5R-nuQ1\!b5] – S?Y1d�b1\ , nuR>WZg5ReY1fVnuT�g1Y5]!`lY1doiXR�S*g5htw v \!w5_ root.sh. �eg
g1\!fVht[/\!TV]>dom rthd.sh YFg?\�iXR�S?Y1]>dom;[eb1\!]>\!_1R>{VT orainst.

10.6.4.2. �9X � J?KLJ?K�:J genclntsh

'sb5U5Y5Q5] genclntsh Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mF]!R/{�R , c5]!R>^/h�d�R/foS*\>]!`�ToS*Y5g5j$� d�R>[-nuTVd�]>g5R�Y1d�Q5R!_?`>f�j$T�nuj-��bX_1Y5TVg5]>d�b5j$�
^>Y5^>_1Y5R>]>T�b5j , b5R/]!R>U1\!m;Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5m<d�R>f�S*\!g5Y5mkS?TVnuR/g1d�]!U?\!}5Y5w . ~kU5Y1nuTVg5Y5]!T)do_1T�S?j$���<Y5wFQ1\>]!c , c5]!R>^/h
fV\!b1R/n7nuT�g1]!Y5U5R/[/\!]>`�R>Q5U1ToS?T�_1T�g5Y1TsQ5TVU5TVnuTVg5g5R/w PATH:

*** bin/genclntsh.orig Wed Sep 30 07:37:19 1998
--- bin/genclntsh Tue Dec 22 15:36:49 1998
***************
*** 32,38 ****
#
# Explicit path to ensure that we’re using the correct commands
#PATH=/usr/bin:/usr/ccs/bin export PATH
! PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin export PATH
#
# each product MUST provide a $PRODUCT/admin/shrept.lst
--- 32,38 ----
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#
# Explicit path to ensure that we’re using the correct commands
#PATH=/usr/bin:/usr/ccs/bin export PATH
! #PATH=/usr/local/bin:/bin:/usr/bin:/usr/X11R6/bin export PATH
#
# each product MUST provide a $PRODUCT/admin/shrept.lst

10.6.5.
� � � 	 ��� Oracle

qsTVQ5T�U1` , T�do_1YF[>h�[-d�TsdoS?T�_*\�_1Y;Q1U1\![/YX_1`>g1R , ]!RknuR!WZT�]!TyY1d�Q5R!_1`/f�R/[/\!]>` Oracle ]>\!bFW�T , b1\>bFYF[ld�Y1d�]!TVnuT Linux.

10.7. � �)GeE �;L��FH�E SAP® R/3®
���������������! �"$#

Holger Kipp. � � �?�=��(?, �� !� ����" �xB��'��� � ���V4!�� !��#Z SGML Valentino Vaschetto.

(kg1d�]>\!_5_5m5}5Y1Y<d�Y?d�]!T�n SAP g1\�^/\>f�T FreeBSD g5Ty^>j/S?j$]�Q5R!S5S?TVUXWZY5[/\>]!`/d�mFdo_1j-WZ^>R/w;Q5R�S1S?T�UXWZb5Y SAP — R/g5Y
Q5U5ToS*R/d�]/\![!_1m5��]�Q5R!S5S?TVUXWZb5j3]!R!_?`>b5Reg1\�d�T�U5]!Y v Y5}5Y5U5R/[/\>g5g5h)i3QX_?\>] v R>U1n7\!i .

10.7.1. � ��" �W !� �
���� �"� ]!R>]�S?R>b5jXnuTVg5]�R/Q5Y1d�ht[-\!TV]�[>R/fVnuR!WZg5htw<d�Q5R-d�R>^�j$d�]>\!g1R>[>b1YFd�Y1d�]!TVnuh SAP R/3 d ������� Oracle Database g1\
n7\!aFY1g5Tzd ��' FreeBSD, [>bX_?��c1\!mkjXd�]>\!g5R/[>b5j FreeBSD Y Oracle. ;yj>S*j-]�R>Q5Y1dV\!g5h S?[/T�U1\>f�g5htT�b1R>g v Y5{Vj$U1\!}5Y1Y :

• SAP R/3 4.6B (IDES) d Oracle 8.0.5 g1\ FreeBSD 4.3-STABLE

• SAP R/3 4.6C d Oracle 8.1.7 g1\ FreeBSD 4.5-STABLE

��R>]!mF[�rV]!R/nPS*R>b5jXnuT�g1]!Tynuh�Q5ht]>\!T�n7domFQ1R�S?U5R/^>g5R�R>Q5Y1dV\!]!`e[/d�Tz[/\!WZg5htTza%\!{�Y , R>g;g5TyfV\/nuT�gXm5TV]�U5j$b5R/[>R!S*d�]![-\
Q5R�jXd�]/\!g5R/[>b5T Oracle Y SAP R/3.

~kRed�Q1T�}5Y v Y1c5TVd�b5Y1n�[/R>Q5U5R-d�\/n SAP Y Oracle R>^/U1\!]>Y5]!TVd�`�bkS*R>b5jXnuT�g1]>\!}5Y1Y , Q5R-d�]>\>[!_5m5T�nuR>w;[ld�R-d�]>\>[>T
SAP R/3 Linux edition, \�]>\>bXWZTsb;S?U5j${�Y1n�Y?d�]!R/c5g5Y5b1\/n�Y5g v R/U1n7\!}1Y5Y;R>^ Oracle Y SAP OSS.

10.7.2. � ��� �L��� $�$ �U�!" � �!" ���U" 	�" �9 �"
* _5m;jXd�]>\>g5R>[/b5Y SAP ^/h)_1Y;Y1d�Q5R!_?`>f�R/[/\>g5h�d�_1ToS*j-�e�FY5TzS?Y1d�b5Y CD-ROM:

10.7.2.1. SAP R/3 4.6B, Oracle 8.0.5

� �
P <9C���J?A � R E>1=:K MJ
KERNEL 51009113 SAP Kernel Oracle / Installation /

AIX, Linux, Solaris

RDBMS 51007558 Oracle / RDBMS 8.0.5.X / Linux

EXPORT1 51010208 IDES / DB-Export /
* Y1d�b 1 Y5f 6

EXPORT2 51010209 IDES / DB-Export /
* Y1d�b 2 Y5f 6
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� �
P <9C���J?A � R E>1=:K MJ
EXPORT3 51010210 IDES / DB-Export /

* Y1d�b 3 Y5f 6

EXPORT4 51010211 IDES / DB-Export /
* Y1d�b 4 Y5f 6

EXPORT5 51010212 IDES / DB-Export /
* Y1d�b 5 Y5f 6

EXPORT6 51010213 IDES / DB-Export /
* Y1d�b 6 Y5f 6

| U5R/nuTs]!R>{VR , nuh�Y?d�Q5R>_1`>fVR>[/\!_1Y CD Oracle 8 Server ( �eQ1ht]!g1\�m;[/T�U1d�YXm 8.0.5 S1_5m Linux, m$S?U5Rl[>TVU1d�Y5Y 2.0.33),
b5R>]!R/U5htw;g5TyR>^>m5fV\>]!T�_1`/g5R�Q5R/g1\=S*R>^>Y1]>dom , Y FreeBSD 4.3-STABLE ( R>g1\�[>hta;_*\�[/d�T�{VR�c5T�U1T�fyg5TVd�b5R!_1`/b5RtS*g5T�w
Q5R/d�_1T 4.3 RELEASE).

10.7.2.2. SAP R/3 4.6C SR2, Oracle 8.1.7

� �
P <9C���J?A � R E>1=:K MJ
KERNEL 51014004 SAP Kernel Oracle / SAP Kernel

Version 4.6D / DEC, Linux

RDBMS 51012930 Oracle 8.1.7/ RDBMS / Linux

EXPORT1 51013953 Release 4.6C SR2 / Export /
* Y1d�b 1

Y5f 4

EXPORT1 51013953 Release 4.6C SR2 / Export /
* Y1d�b 2

Y5f 4

EXPORT1 51013953 Release 4.6C SR2 / Export /
* Y1d�b 3

bp 4

EXPORT1 51013953 Release 4.6C SR2 / Export /
* Y1d�b 4

Y5f 4

LANG1 51013954 Release 4.6C SR2 / Language / DE,
EN, FR /

* Y1d�b 1 Y5f 3

� f�\![/Y1d�Y1nuR-d�]!YFR>]�m5fVhtb5R>[ , b5R/]!R>U5htTsg5T�R/^!iXR�S*Y1nuR�jXd�]>\>g5R>[/Y5]!` , nuR/{�j$]�Q1R>]!U5TV^>R/[/\!]>`/domlS?R/Q5R!_?g5Y5]!T�_1`>g5htT CD.
�?S?TVd�`enuh�Y?d�Q5R>_1`>fVR>[/\!_1Yk]!R!_?`>b5Reg5TVnuTV}5b5Y5w%Y<\>g5{�_1Y1w1d�b5Y1w3m5f�htb5Y , Q5R/r�]!R-n+jkQ5R/]!U5TV^>R>[-\�_?d�m3]!R!_1`/b5R�Q1T�U5[/htw
m5f�htb5R/[>R>w CD. �e^/U1\!]!Y1]!Tz[/g5Y1n7\!g1Y5T , c5]>R�g5R-nuT�U1\t[-d�T�i EXPORT CD Y$S?TVg5]!Y5c5g1h . �)d�T�]!U1Y;m5f�htb1R>[>h)i CD ]!R>W�T
Y1nuT��e]eR!S?Y5g;g5R-nuT�U ( rV]!R�R/]�_1Y5c1\>T�]>d�mFR>]eg5jXnuT�U1\>}5Y5Y CD [�[>TVU1d�Y1Y 4.6B IDES). �3\�nuR-nuT�g5]eg1\!Q1Y1d�\>g5YXm;r�]>R>{�R
U1\!f�S?T�_?\ (20.03.2002) j$d�]>\!g1R>[!_?T�g5g5R/Tz~ ��U1\>^>R>]/\�_1R�g?\ FreeBSD 4.5-STABLE.

10.7.3. � �  �$Y" 	����  �� �U� SAP

~kU5R>c5Y1]>\!w5]>Tsdo_?ToS?j$���<Y5TzS?R>b5jXnuTVg5]!h�Q5TVU5ToS�jXd�]>\>g5R>[/b5R>w SAP R/3 — R/g5Y;Q5U1Y5{�R!S1m5]>dom<[�iXR�S*TzjXd�]>\>g5R>[/b5Y :

10.7.3.1. SAP R/3 4.6B, Oracle 8.0.5

<9C���J?A < =BXBI =:K�:J
0171356 SAP Software on Linux: Essential Comments

0201147 INST: 4.6C R/3 Inst. on UNIX - Oracle

0373203 Update / Migration Oracle 8.0.5 --> 8.0.6/8.1.6 LINUX
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<9C���J?A < =BXBI =:K�:J
0072984 Release of Digital UNIX 4.0B for Oracle

0130581 R3SETUP step DIPGNTAB terminates

0144978 Your system has not been installed correctly

0162266 Questions and tips for R3SETUP on Windows NT / W2K

10.7.3.2. SAP R/3 4.6C, Oracle 8.1.7

<9C���J?A < =BXBI =:K�:J
0015023 Initializing table TCPDB (RSXP0004) (EBCDIC)

0045619 R/3 with several languages or typefaces

0171356 SAP Software on Linux: Essential Comments

0195603 RedHat 6.1 Enterprise version: Known problems

0212876 The new archiving tool SAPCAR

0300900 Linux: Released DELL Hardware

0377187 RedHat 6.2: important remarks

0387074 INST: R/3 4.6C SR2 Installation on UNIX

0387077 INST: R/3 4.6C SR2 Inst. on UNIX - Oracle

0387078 SAP Software on UNIX: OS Dependencies 4.6C SR2

10.7.4. � ��" �!�������9 �� � ��� �U�9�U��� �U�
$ 	 � �!" ���U" 	�" �9 ��
'z_1ToS?j$�e�FT�{VR�R/^>R>U1j>S*R>[/\>g5YXmeS?R/d�]>\!]>R>c5g5R�S1_5mFjXd�]>\!g5R/[>b5Y SAP R/3 System.

* _5mFQ5U5R/Y5f�[/R�S*d�]![>TVg5g5R>{VR
Y1d�Q5R>_1`>fVR>[-\!g5YXmkg5TVR>^!iXR!S?Y1n7\t^/R!_1TVTz]!R/c5g1\�m<R>}5TVg5b1\�Q?\!U1\/nuT�]!U5R/[ :

�9C�� RLCEKLJ?KL@ 4.6B 4.6C

~kU5R>}5T�d�d�R>U 2 x 800MHz Pentium III 2 x 800MHz Pentium III

~3\>n+m5]!` 1GB ECC 2GB ECC

�e^��µT�npS?Y1d�b1R>[ 50-60GB (IDES) 50-60GB (IDES)

* _5m;Q5U5R/Y5f�[/R�S*d�]![>TVg5g5R>{VR�Y1d�Q5R!_1`/f�R/[/\!g1YXmlU1T�b5R-nuT�g$S?j$�e]>domFQ1U5R>}5T�d�d�R>U5h Xeon d�^/R!_1`/aFY1nKb1T�aFT�n ,
[>h�d�R/b5R/d�b5R>U1R/d�]>g5R>weS?R-d�]!j$QFb;S?Y1d�b1\>n (SCSI, \!Q1Q1\!U1\>]!g5htw RAID- b1R>g5]!U1R!_5_1TVU ), USV Y ECC-RAM. ;yR!_1`/aFR>w
R>^��ATVn S?Y1d�b5R>[/R>{�R�Q5U5R/d�]!U1\>g1d�]![-\�d�[!m5fV\>gFdsfV\!U?\!g5TVTzd�b5R/g v Y5{Vj-U1Y5U5R>[-\!g5g1R>w;d�Y?d�]!T�nuR>w IDES, b1R>]!R/U1\�mFd�R>foS�\!T�]
27 �A^/\!w1] v \!wX_?R>[�^-\!f�h S*\>g5g5h)i;[�i$R!S?jkjXd�]>\>g5R>[/b5Y .

� ]!R/{�ReQ5U5R/d�]!U1\>g1d�]![-\�]>\>bXWZT�S*R/d�]/\!]!R/c5g5RtS?_5m;Y1doiXR!S?g5h)i
Q5U5R>Y1f�[>R!S*d�]>[>T�g1g5h)ikd�Y1d�]>TVn�Y<Q5U5Y5bX_*\=S?g5h)ikS�\!g5g5h)i .

10.7.4.1. SAP R/3 4.6B, Oracle 8.0.5

;sh)_?R�Y1d�Q5R!_1`/f�R/[/\!g1R�do_1T�S?j$���FTVTsd�]>\!g$S�\!U5]!g1R>TyR>^>R/U5j/S?R>[-\!g5Y1T : S?[/j-i$Q1U5R>}5T�d�d�R>U5g1\!mkn7\>]!T�U1Y5g1d�b?\�mFQX_*\!]>\ld
S?[>jXn+m;Q5U5R/}5TVdVd�R/U1\>nuY Pentium III 800 MHz, SCSI- b5R>g1]!U5R!_1_1T�U5R-n Adaptec® 29160 Ultra160 ( S1_5m<U1\!^/R>]!hxd
40/80 �A^/\!w1]�d�]!U1Y1nuT�U5R-n DLT YFQ1U5Y5[>R!S?R/n CDROM), Mylex® AcceleRAID™ (2 b1\>g1\�_?\ , firmware 6.00-1-00 d
32 ��^-\!w5] RAM).

|
RAID- b5R/g5]!U5R>_5_1TVU5j Mylex Q5R!S?bX_1�ec5T�g1h S?[/\tS?Y1d�b1\�Q5R 17 �µ^/\>w5] ( f�TVU5b1\�_?Y5U5R>[-\!g5h ) Y
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c5T�]!htU1T�S?Y?d�b1\�Q5R 36 �µ^-\!w5] (RAID j-U1R>[>g5m 5).

10.7.4.2. SAP R/3 4.6C, Oracle 8.1.7
* _5m;r�]!R/wFjXd�]/\!g5R/[>b5Y;^/h)_FY1d�Q5R!_1`/f�R/[/\!g Dell™ PowerEdge™ 2500: S?[>j-iXQ5U5R/}5TVdVd�R/U5g1\�m3QX_*\!]>\ed7S?[/jXn+m
Q5U5R>}1TVd�d�R>U1\/nuY Pentium III 1000 MHz (256

| ^-\!w5]�b1T�a ), 2 �A^/\>w5]>\ PC133 ECC SDRAM, PERC/3 DC PCI
RAID- b5R>g5]>U5R!_5_?T�UFd�R 128 ��^/\>w5]>\/nuY;YFQ5U1Y5[>R!S?R/n EIDE DVD-ROM.

|
RAID- b5R>g1]!U5R!_1_1T�U5j3Q1R�S?bX_?��c5TVg5h S?[-\

S?Y1d�b?\�Q5R 18 �A^/\!w1] ( f�T�U1b1\�_1Y1U5R>[-\!g5h ) Y<c5T�]>htU5T�S*Y1d�b1\eQ5R 36 �A^/\!w1] (RAID j$U5R>[/gXm 5).

10.7.5.  ���#���T� ����� FreeBSD

'sg1\!c1\!_?\tg1\�S?R�jXd�]>\!g5R/[>Y5]>` FreeBSD. +sd�]!`lg5TVd�b5R!_?`>b5Rld�Q5R-d�R>^/R>[td�S*T�_?\>]!`�rV]!R (FreeBSD 4.3 ^>h)_*\�jXd�]>\>g5R>[>_1T�g?\
Q5R FTP, FreeBSD 4.5 - g5TVQ5R/d�U5ToS*d�]![>TVg5g5Rld RELEASE CD); Q5R!S?U5R/^>g5TVTzd�n .

� \!f�S . 2.13.

10.7.5.1. �9C �3RLC�KLCEI?FG=SQ E>GFGCEI
* _5m;Q5U5R-d�]!R/]!h S?Y1d�b5YFQ1U5YFjXd�]/\!g5R/[>b5T SAP R/3 46B Y SAP R/3 46C SR2 Y1d�Q1R!_1`/f�R>[-\�_1Y?d�`tR�S*Y5g1\!b1R>[>R .
(kfVnuT�g1YX_1Y1d�`�]!R>_1`>b5ReY1nuT�g?\�jXd�]>U5R>w1d�]![ , Q5R/d�b5R!_1`/b5jlj$d�]>\!g1R>[>b?\�[>htQ5R>_1gXmX_?\/d�`�g?\�U1\>f�g5R/TzR>^/R>U5j/S?R/[/\>g5Y5T
(/dev/da Y /dev/amr, d�R>R>]>[>T�]/d�]![/T�g5g5R , ]>\!b<c5]!RlQ5U5YFY?d�Q5R>_1`>fVR>[/\>g5Y5Y AMI MegaRAID® ^/j>S*j-]
fV\=S*T�w1d�]![>R/[/\!g1h jXd�]>U5R>w1d�]![/\ /dev/amr0s1a [-nuTVd�]!R /dev/da0s1a):

� =:D�� CEIG=BP�> E>5@1J��
= �U=?X ��J?A ( I�H�� CEFG=�R:C 1
�9HM=LDM@1Z )

��=BX � J?A ( �?H:=:D:@ ) � ��C�K?@ �ALC�I =:K:=SI

/dev/da0s1a 1.016.303 1 /

/dev/da0s1b 6 swap

/dev/da0s1e 2.032.623 2 /var

/dev/da0s1f 8.205.339 8 /usr

/dev/da1s1e 45.734.361 45 /compat/linux/oracle

/dev/da1s1f 2.032.623 2 /compat/linux/sapmnt

/dev/da1s1g 2.032.623 2 /compat/linux/usr/sap

| R>g v Y5{Vj$U5Y5U5j$TVnPY<Y5g5Y5}5Y?\�_1Y5fVY5U5j$TVn�fV\!U?\!g5TVT7S?[-\t_1R/{�Y5c5T�d�b5Y5ieS*Y1d�b1\ld�Q1R/nuR>�<`>� ~ � RAID Mylex Y5_1Y
PERC/3. ~kU5R>{VU1\>n7nuh�b5R>g v Y1{�j$U5Y5U5R/[/\>g5YXm3nuR!WZg5RlfV\!Q1j$d�]!Y5]!`e[�iXR!S?Tzf�\!{�U1j-fVb5Y BIOS.

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!RlY1d�Q1R!_1`/f�R>[-\!g5g?\�mkb5R/nuQ5R/g5R>[/b1\yS?Y?d�b5R/[�g5T�nug5R>{�ReR>]�_?Y5c1\!TV]>dom<R>]�U1T�b5R-nuT�g$S?R/[/\>g5g5R>w
SAP, Q5R-d�b5R>_1`>b1j SAP U5TVb5R/nuTVg$S?j$T�]lnuR>g5]!Y1U5R>[-\!]!`eQ5R�S?b?\!]>\!_1R>{VY Oracle ( YFg1T�b5R/]!R>U5htT�S?U5j${�Y1T ) R>]=S?T�_1`>g1R —
nuh�U5T�a<YX_1Y<Q5U5R/d�]!Red�R>f�S*\!]!`eQ5R�S*b1\!]>\!_1R>{VY .

10.7.5.2. make world  K:CEIGCLJSPLQ�A:C
�'\!{VU5j$f�Y5]!TsQ5R/d�_1ToS*g5Y5TzY?doiXR�S?g1htTsb5R!S?hx[>TV]!b5Y -STABLE. ~kTVU5TVd�R>foS�\!w5]!Tyd�Y1d�]!TVnuj3Y<[/\>aFT
d�Q5TV}5Y1\�_?Y5f�Y5U1R>[/\>g5g5R/T7m$S?U5ReQ5R/d�_1Tzg5TVR>^>i$R!S?Y1nuh)i3Y5f�nuT�g5TVg5Y5wF[ v \!wX_?Tzb5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ . � g5TV{�Reg1\=S?R
[>bX_1�ec5Y5]!`lQ1\>U1\>nuTV]!U5h m$S?U1\ , ]!U1T�^>j$T�nuhtT7S1_5m SAP R/3 Y Oracle.
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10.7.6.  ���#���T� ����� �U�U" �W& Linux

10.7.6.1.
� >5@ =:K:CEI?F =SH:=?X1C�I C�DW> E>5@1J�� � Linux

'sg1\!c1\!_?\tg5TVR>^>i$R!S?Y1nuR�jXd�]>\!g5R/[>Y5]>`�Q5R/U5] linux_base ( R>]�Y1nuT�g5Y<Q5R!_?`>f�R/[/\>]!T�_5m root):

# cd /usr/ports/emulators/linux_base
# make install distclean

10.7.6.2.
� >5@ =:K:CEI?F =S>GALJ Q � AL=?XGAL=?H:C:@BF� Linux

'sU5ToS*\�U1\!fVU1\!^/R>]!b1Y Linux g5TVR>^>i$R!S?Y1n7\ , TVdo_?Y;[>hxiXR/]!Y5]!TyjXd�]>\>g5R>[/Y5]!` Oracle [ ��' FreeBSD, b1\!b;R/Q5Y1dV\!g5Re[� \!f�S . 10.6:

# cd /usr/ports/devel/linux_devtools
# make install distclean

'sU5ToS*\�U1\!fVU1\!^/R>]!b1Y Linux ^/h)_?\�jXd�]/\!g5R/[!_1TVg1\t]!R>_1`>b5R�S1_5m SAP R/3 46B IDES. �eg1\�g5Tyg5j-WZg1\ , T�do_1Y � ��
� ��

Oracle g5TyQ5TVU5T�b5R-nuQ5R>g1R>[>ht[-\!TV]>dom3[ed�Y1d�]>TVnuT FreeBSD. (3nuTVg5g5Re]>\!b<YFQ5U5R/Y1doiXR!S?Y5] , T�do_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!T
tar- \>UXiXY5[ (tarball) Oracle d Linux- d�Y1d�]!T�nuh .

10.7.6.3.
� >5@ =:K:CEI?F = KLJGC:H �BCLQ  � � � RL=:F J @ C�I RPM

* _5m;fV\>Q5jXd�b1\�Q5U5R>{VU1\>n7nuh R3SETUP g5TVR>^>i$R!S?Y1n7\tQ1R�S5S?TVUXWZb1\�nuR!S?j-_1T�w PAM. � iXR�S*TzQ5TVU5[>R/w;jXd�]>\>g5R>[/b5Y SAP
g1\ ��' FreeBSD 4.3-STABLE nuh�Q5R/Q5ht]>\!_1Y1d�`ejXd�]>\>g5R>[/Y5]!` PAM d�Re[/d�T�nuYFg5TVR>^>i$R!S?Y1nuh�nuY;Q?\!b5TV]>\>nuY<Y , [
b5R>g5}1Tzb5R/g5}5R>[ , Q5U5Y1g5j/S?Y5]!T�_1`>g5RejXd�]>\>g5R>[/YX_1Y;Q1\>b5T�] PAM, c5]>ReY%d�U1\>^>R>]/\�_1R . * _1m SAP R/3 4.6C SR2 nuh�d�U1\>f�j
Q5U5Y5g5j/S?Y1]!T�_1`/g5Rlj$d�]>\!g1R>[>Y5_1Y PAM RPM, c5]!Rl]!R!WZT)d�U1\>^>R>]/\�_1R , ]/\!bFc1]!R�Q5R>iXR!WZT , c1]!ReQ?\!b5TV]!h , R>]eb5R>]!R/U5h)i
S?T�bX_*\!U5Y5U1R>[/\>g1\tf�\![>Y?d�Y1nuR-d�]!` , g5Tsg1j/WZg5h :

# rpm -i --ignoreos --nodeps --root /compat/linux --dbpath /var/lib/rpm \
pam-0.68-7.i386.rpm

�k]!R>^/h Oracle 8.0.5 nuR/{zfV\>Q5jXd�]!Y1]!`eY1g5]!T�_1_1T�b5]>j$\!_1`>g1R>{�Rl\!{VT�g5]>\ , g1\>n�]>\!bXWZTsQ5U5Y5aF_1R/d�`�jXd�]>\>g5R>[/Y5]!`eQ1\!b5TV]
RedHat Tcl tcl-8.0.5-30.i386.rpm ( Y1g1\!c5TsQ5T�U1T�b5R-nuQ5R>g5R/[>b1\�[�iXR�S?Tsj$d�]>\!g1R>[>b1Y Oracle g5Ts[>htQ5R>_1g5Y5]/dom ).
+zd�]!`lY3S*U5j${�Y5TsQ5U5R>^>_1TVnuh�d�Q5TVU5T�b5R-nuQ5R>g1R>[>b1R>w Oracle, g5Rer�]!RlQ5U5R/^!_1T�n7\ Oracle g1\ Linux, g5T)d�[>m5fV\>g5g1\�m;d
R/d�R/^>TVg5g5R/d�]�m1nuY FreeBSD.

10.7.6.4. � CERLC
�UK M@1J ���GK�� J > CEI J @ �
��R!WZT�]e]>\!b5W�TyY1nuTV]!`ldVnuh�do_FS?R>^-\![>Y1]!` linprocfs [ /etc/fstab; Q1R�S?U5R/^>g5TVTzR/^�r�]!R-n�d�n . g1\ed�]!U1\>g5Y5}5T
d�Q5U1\>[>R/c5g5Y5b1\ the linprocfs(5). +��<TynuR>WZg5R�jXd�]/\!g5R/[>Y5]!`eQ1\!U?\>nuT�]>U kern.fallback_elf_brand=3 [ v \!wX_1T
/etc/sysctl.conf.
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10.7.7. �W� � � ���9 �" �U��" �& SAP R/3

10.7.7.1. �!CMX5QU=:K�:J�KLJGC:H �BCLQ  � � � �Y=LD�� CEI����)> E>5@ J�� Y@ C �:JLF �
CEK?@ �A:CEIG=LK�EP
* _5m;Q5U5R-d�]!R/wFjXd�]>\>g5R>[/b5YlS?R-d�]>\>]!R>c5g1Red�R/foS*\>]!`ed�_1ToS*j-�e�FY5T v \!w5_1R>[/htTzd�Y1d�]!TVnuh :

@ C���FG= ��CEKL@ �ALCEIG=:K EP AL=?X ��J?AYI �?H:=:DM@ = �
/compat/linux/oracle 45 GB

/compat/linux/sapmnt 2 GB

/compat/linux/usr/sap 2 GB

qy\>bXWZTsg1T�R>^>iXR�S?Y1nuRed�R>f�S*\!]>`�g5T�d�b5R>_1`>b5Red�d�h)_?R>b . � Q1U5R>]!Y1[>g5R-n�do_1j$c1\!T , Y5g1d�]>\�_1_5m5]!R>U SAP ^/j/S?T�]e[>hyS*\>[/\!]>`
d�R>R/^>�<T�g5YXm3R/^�R>a<Y5^>b?\�i , Q5R/d�b5R!_?`>b5jlR>g;Q1U5R>[/T�UXm5TV]ed�R/foS*\>g5g5htTzdVd�h)_1b5Y :

# ln -s /compat/linux/oracle /oracle
# ln -s /compat/linux/sapmnt /sapmnt
# ln -s /compat/linux/usr/sap /usr/sap

�sR/fVnuR>W�g1htTsd�R/R>^/�FT�g1YXm3R>^�R/aFY5^/b1\�i3[�iXR!S?TzjXd�]/\!g5R/[>b5Y ( [tS�\!g5g5R-n�do_1j$c1\>T , S1_1mFjXd�]>\>g5R>[/b5Y System PRD Y
SAP R/3 4.6C SR2):

INFO 2002-03-19 16:45:36 R3LINKS_IND_IND SyLinkCreate:200
Checking existence of symbolic link /usr/sap/PRD/SYS/exe/dbg to
/sapmnt/PRD/exe. Creating if it does not exist...

WARNING 2002-03-19 16:45:36 R3LINKS_IND_IND SyLinkCreate:400
Link /usr/sap/PRD/SYS/exe/dbg exists but it points to file
/compat/linux/sapmnt/PRD/exe instead of /sapmnt/PRD/exe. The
program cannot go on as long as this link exists at this
location. Move the link to another location.

ERROR 2002-03-19 16:45:36 R3LINKS_IND_IND Ins_SetupLinks:0
can not setup link ’/usr/sap/PRD/SYS/exe/dbg’ with content
’/sapmnt/PRD/exe’

10.7.7.2. �!CMX5QU=:K�:J�R:C����1X1CEIG=B@1J �#JLD� FG=G@G= � CENOCEI
* _5mFd�Y1d�]!TVnuh SAP R/3 g5TVR>^!iXR!S?Y1nuh�S?[-\�Q5R>_1`>fVR>[/\>]!T�_1mkYF]!U5Y%{�U5j$Q5Q5h . (3nuT�g1\eQ5R!_?`>f�R/[/\>]!T�_1TVwkfV\![/Y1dom5]eR>]
Y$S?T�g1]!Y v Y5b1\>]!R>U?\�d�Y?d�]!T�nuh SAP (SID), b5R/]!R>U1htwFd�R-d�]!R/Y5]�Y5fy]!U5T�i;^>j$b5[ . �kT�b5R/]!R>U5htTsY5fyr�]!YXi
Y$S?T�g1]!Y v Y5b1\>]!R>U1R>[�f�\!U5TVf�TVU5[>Y5U1R>[/\>g5h SAP ( g1\!Q5U1Y1nuT�U , SAP Y NIX. ~kR>_1g5htwFd�Q5Y1d�R/b<dVn . [�S*R>b5jXnuT�g1]>\!}5Y1Y
SAP).

* _1m;j$d�]>\!g1R>[>b1Y IDES nuhxY1d�Q5R!_?`>f�R/[/\!_1Y IDS, \)S1_1m;j$d�]>\!g1R>[>b1Y 4.6C SR2 - PRD, Q5R/d�b5R!_1`/b5j�rV]>\�d�Y1d�]>TVn7\
Q5U5ToS*g1\!fVg1\!c1\!_?\>d�`yS1_5mFQ1U5R/nuhtaF_1T�g5g1R>{�ReY1d�Q1R!_1`/f�R>[-\!g5Y5m . ~kR/r�]!R-nujkg1\>n�Q5R/g1\=S*R>^>Y5_1Y1d�`edo_1T�S?j$���FY1Ts{VU5j$Q5Q5h
( Y$S*T�g5]!Y v Y5b1\!]>R>U5hx{VU5j$Q5Q<nuR/{�j$]�R/]�_1Y5c1\>]!`/d�m , nuh�Q5U5R-d�]!Rlj$b1\!f�\�_1Y3g?\!aFY<f�g1\>c5T�g1YXm , Y1d�Q5R!_1`/f�R/[/\!g1g5htT7Q5U5Y
j$d�]>\!g1R>[>b1T ):
:QUJ?KL@  � �FG=B@ CEAN6ALZ?RMR��  �
P N6A?ZLRMR � CER E>1=:K MJ
100 dba 
)S�nuY5g5Y1d�]!U1\!]>R>U%^/\!fVh�S*\!g1g5h)i
101 sapsys 'sY1d�]!TVn7\ SAP
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:QUJ?KL@  � �FG=B@ CEAN6ALZ?RMR��  �
P N6A?ZLRMR � CER E>1=:K MJ
102 oper �eQ5TVU1\!]!R/U;^/\>f�h�S*\>g5g5h)i
* _5mFd�]>\>g$S*\>U5]!g5R/wFjXd�]>\>g5R>[/b5Y Oracle Y1d�Q1R!_1`/f�j$T�]>d�m;]!R!_?`>b5Re{�U5j$Q5Q1\ dba. � b1\>c5TVd�]![>Ts{�U5j$Q5Q1h operY1d�Q5R>_1`>fVj$T�]>d�m;]>\tWZTy{�U5j$Q5Q1\ dba ( Q5R�S?U1R>^>g1T�T�R/^�r�]>R/n�dVn . [�S?R/b5jXnuT�g5]/\!}5Y5Y Oracle Y SAP).

�3\>nK]>\>bXWZTsg5j-WZg5h�d�_1ToS*j-�e�FY5TsQ5R!_?`>f�R/[/\>]!T�_1Y :

:QUJ?KL@  � �FG=B@ CEA
RLC����1X1CEIG=B@1J � P

 ��P
RLC
���5X CEIG=G@ J � P

C:H ���D I MQ
 ��J?K�

N6ALZ?RMR:= QUCER:C��UK M@1J ���GK � J
N6A?ZLRMR �

CER�E>1=:K MJ

1000 idsadm/prdadm sidadm sapsys oper 
)S�nuY5g5Y1d�]!U1\!]>R>U
SAP

1002 oraids/oraprd orasid dba oper 
tS*nuY5g5Y?d�]!U1\>]!R>U
Oracle

* R>^/\>[!_1TVg5Y5T7Q5R>_1`>fVR>[-\!]!T�_1T�w3dsQ5R/nuR/�F`>� adduser(8) ]!U1T�^>j$TV]�do_1T�S?j$���<YXi;Q1\!U?\>nuT�]>U5R>[)S?_5m ” 
tS*nuY5g5Y?d�]!U1\>]!R>U?\
SAP” ( R>^>U?\!]!Y5]>Tz[>g1Y1n7\!g5Y1Tzg1\�b5R/n7\>g$S?g5htw<Y5g5]!TVU5Q5U5TV]>\!]!R/U<Y<g1\!c?\�_1`/g5htw3b1\!]/\�_1R/{ ):
Name: sidadm
Password: ******
Fullname: SAP Administrator SID
Uid: 1000
Gid: 101 (sapsys)
Class:
Groups: sapsys dba
HOME: /home/sidadm
Shell: bash (/compat/linux/bin/bash)

\)S1_5m ” 
tS*nuY5g5Y?d�]!U1\>]!R>U?\ Oracle”:

Name: orasid
Password: ******
Fullname: Oracle Administrator SID
Uid: 1002
Gid: 100 (dba)
Class:
Groups: dba
HOME: /oracle/sid
Shell: bash (/compat/linux/bin/bash)

* _5m;g5T�{VR�]>\>bXWZTsg?\=S?Rej-b?\!fV\>]!`�{VU5j$Q5Q5j oper, TVd�_1YF[/hxY1d�Q1R!_1`/f�j$T�]!TsR>^/Tz{�U1j-Q1Q5h , dba Y oper.

10.7.7.3. �!CMX5QU=:K�:J�FG=B@ = � CMNOCEI� ]!YFb1\>]>\�_?R>{�YFR>^>htc1g5R�d�R/foS*\>��]>d�mF[�R/]=S?T�_1`>g5h)i v \>wX_1R>[/h)ikd�Y1d�]>TVn7\�i . �yQ5U5R/c5TVn , [/d�TzfV\>[>Y1d�Y5]�R/]�[/\>aFYXi
]!U5T�^/R>[-\!g5Y5w . ��h�U5TVaFYX_1Y%d�R/foS*\>[/\!]>`�YXi3b1\!b<R>^/htc5g5htT�b1\>]>\�_?R>{�Y , Q5R/d�b5R!_1`/b5jk[�_1�e^>R-n�do_1j$c1\>TzR>g1YFg1\!i$R!S1m5]>d�m
g1\�R!S?g5R/n�n7\/d�d�Y5[>T RAID 5:

'sg1\!c1\!_?\�nuh�jXd�]>\!g5R/[>Y1nK[>_?\=S*T�_1`/}5T�[�Y<Q5U1\>[/\)S?_5mFUXm$S*\�b1\!]/\�_1R/{�R>[ ( R/]�Y1nuT�g1Y<Q5R>_1`>fVR>[-\!]!T�_5m root):

# chmod 775 /oracle
# chmod 777 /sapmnt
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# chown root:dba /oracle
# chown sidadm:sapsys /compat/linux/usr/sap
# chmod 775 /compat/linux/usr/sap

�'\!]!T�n , nuh�d�R>foS�\=S?Y1nKb?\!]>\!_1R>{VY;R>]eY1nuT�g5Y%Q5R>_1`>fVR>[/\>]!T�_1m orasid. �)d�TzR/g5YF^/j/S?j$]�U1\!f�nuT��<T�g5hx[lb1\!]/\�_1R/{�T
/oracle/SID:

# su - orasid
# cd /oracle/SID
# mkdir mirrlogA mirrlogB origlogA origlogB
# mkdir sapdata1 sapdata2 sapdata3 sapdata4 sapdata5 sapdata6
# mkdir saparch sapreorg
# exit

* _5m;jXd�]>\>g5R>[/b5Y Oracle 8.1.7 Q5R>]!U1T�^>j$TV]>domFg1TVd�b1R!_1`/b5R)S?R/Q5R!_1g1Y5]!T�_?`>g5h)i3b1\>]>\�_1R/{�R/[ :
# su - orasid
# cd /oracle
# mkdir 805_32
# mkdir client stage
# mkdir client/80x_32
# mkdir stage/817_32
# cd /oracle/SID
# mkdir 817_32

, �!�µ�.-���� � � : �*���������G4 client/80x_32 �����!£y¢��	�!�*¢¤��
u���/³���t��������¢��>�:0 . ��¢!2����?¢��O0X´���¢ x ³��������/�������z�?�o�54��!�
���!�µ�������/� .

�3\�]!U5TV]!`>T�n�a<\>{�Tynuh�d�R/foS*\>TVnKb1\>]>\�_1R/{�Y;R/]�Y1nuTVg5YFQ1R!_1`/f�R>[-\!]!T�_5m sidadm:

# su - sidadm
# cd /usr/sap
# mkdir SID
# mkdir trans
# exit

10.7.7.4.
� =:R E> �I �W=:D��#J /etc/services

* _5mFd�Y1d�]!TVnuh SAP R/3 g5TVR>^!iXR!S?Y1nKUXm$S�fV\!Q1Y1d�TVw;[ v \>wX_1T /etc/services, b5R/]!R>U1htTzg5Ty^>j/S?j$]�Q5U?\![>Y5_1`>g5R
d�R>f�S*\!g1h�Q1U5Y<jXd�]>\!g5R/[>b5TzQ5R�S FreeBSD. ~kR>WZ\!_1j$w1d�]/\ , S?R/^/\![/`>]!Tsdo_1T�S?j$���FY1Tsf�\!Q5Y1d�Y ( Q1R>]!U5TV^>j$��]/dom , Q5R
b5U1\!w1g5T�wFnuTVU5T , fV\>Q5Y1d�Y , d�R>R/]![>TV]>d�]>[>j$���<Y5Tzg5R-nuT�U5j3rVb5f�T�nuQX_5m5U1\ — [tS*\>g5g5R/n do_1j$c1\>T , 00. �kTsQ5R>[/U5ToS*Y5]
S?R>^-\![>Y1]!`�[/d�Tzf�\!Q5Y1d�Y , R/] 00 S?R 99, S1_5m dp, gw, sp Y ms). +zd�_1YF[/h�d�R/^>Y5U1\>T�]!T�d�`�Y?d�Q5R>_1`>fVR>[/\>]!` SAProuter YX_?Y
[/\>nKg1T�R>^>iXR�S?Y1n S?R-d�]!j$Q<b SAP OSS, Q5R/]!U5T�^/j$T�]>d�mF]>\!b5W�TyfV\>Q5Y1d�`)S1_5m 99, Q5R/d�b5R!_?`>b5jlQ5R>U1] 3299 R/^>htc5g5R
Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mFQ5U1R>}5T�d�d�\ SAProuter [e}5T�_1T�[/R>w;d�Y1d�]!T�nuT :
sapdp00 3200/tcp # SAP Dispatcher. 3200 + Instance-Number
sapgw00 3300/tcp # SAP Gateway. 3300 + Instance-Number
sapsp00 3400/tcp # 3400 + Instance-Number
sapms00 3500/tcp # 3500 + Instance-Number
sapmsSID 3600/tcp # SAP Message Server. 3600 + Instance-Number
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sapgw00s 4800/tcp # SAP Secure Gateway 4800 + Instance-Number

10.7.7.5. < JBC:H �BCLQ  � � J � CEFG= � 
'sY1d�]!T�nuT SAP g5j-WZg5h , Q5Rlb5U1\>w5g5T�w<nuT�U5T , S?[/T�_1R/b1\�_1Y , g5Ts[>iXR�S1m5�<Y5Tz[ld�]>\>g$S*\!U1]!g5j$��jXd�]>\!g5R/[>b5j RedHat. SAP
Q5U5ToS?_?\!{�\!T�]�g5T�R/^!iXR�S?Y?nuhtTzQ1\>b5T�]!h RPM S1_5m;f�\!{�U1j-fVb5Y<d�Red�[>R>TV{�R FTP- d�T�U5[/T�U1\ ( b5R/]!R>U1htwkS?R/d�]!j$Q5T�g<]!R!_?`>b5R
S1_5mFbX_?Y5T�g5]>R>[ed�S?R-d�]!j$Q5R-nKb OSS). 'yn . d�Q5Y1d�R>b;g5TVR>^>i$R!S?Y1nuh)ikQ1\!b1T�]!R/[ RPM [lfV\/nuT�]!b5T 0171356.

��R!WZg5Re]>\!bXWZTyQ5U5R-d�]!Rld�R>f�S*\!]>`ed�R/R>]![/T�]>d�]![>j$�e�FY5Tyd�d�h)_?b5Y ( g1\!Q5U1Y1nuT�U , d de_DE Y en_US), g5Rlnuh�g5T
U5T�b5R-nuT�g$S*j-T�n�r�]>RtS1_5m<Q5U5R>Y1f�[>R!S*d�]>[>T�g1g5R>w;d�Y1d�]!T�nuh ( iXR>]�m;rV]!ReY<d�U1\>^>R>]/\�_1R)S?_5m<d�Y?d�]!T�nuh IDES ^>TVf�R�[-dom5b5YXi
Q5U5R>^>_1TVn ). �kT�R/^!iXR�S?Y?nuh d�_1ToS*j-�e�FY5Ts_1R/b1\�_1Y :

de_DE.ISO-8859-1
en_US.ISO-8859-1

'sR>foS�\!w5]!Tyd�d�h)_1b5Y<d�_1ToS*j-�e�FY1n�R>^>U?\!f�R-n :

# cd /compat/linux/usr/share/locale
# ln -s de_DE de_DE.ISO-8859-1
# ln -s en_US en_US.ISO-8859-1

+zdo_1Y<YXi;g5Ty^>j/S?TV] , [�iXR!S?TzjXd�]/\!g5R/[>b5Y;[/R>fVg5Y5b5g5TV]�UXm$S�Q5U5R>^>_1TVn . +sdo_1Y%YXi;Q5U5R-d�]!ReQ5U5R/Y5{�g5R/U5Y5U5R/[/\>]!`
( jXd�]/\!g5R/[>Y5[ STATUS S1_5m%d�R>R/]![>TV]>d�]>[>j$���<YXi3a<\!{VR>[�U?\![>g1h�n OK [ v \>wX_1T CENTRDB.R3S), g5T�_1`/f�m;^/j>S*T�]
fV\!U1T�{�Y?d�]!U5Y1U5R>[-\!]!`-dom3[ed�Y1d�]!T�nuT SAP ^>TVf7S?R/Q5R!_1g1Y5]!T�_?`>g5h)i3jXd�YX_?Y5w .

10.7.7.6. <9=?>5@?ALCED�FG=�PLQ!AL=
'sY1d�]!T�n7\>n SAP R/3 g1\=S*Renug5R/{�R�U1TVd�j$U1d�R>[ . ~kR>r�]>R/nuj3nuh S?R/^/\![/YX_1Y;d�_1ToS?j$�e�FY5TyQ1\!U?\>nuT�]>U5h�[ v \>wX_
b5R>g v Y1{�j$U1\!}1Y5Y3m$S?U1\ :
# ����� ��� ��������
������ � ������ 
�� (SAP � Oracle):
options MAXDSIZ="(1024*1024*1024)"
options DFLDSIZ="(1024*1024*1024)"
# ���������� ��� ����� ��� � � � System V.
options SYSVSHM # 	 ��� ����	�
 
�� ��	���� ��������� ����� ������ 
� � 	�
�� ��� SYSV
options SHMMAXPGS=262144 #������	 . ����� ������	�
 ��� 	�
�����
 ��� 	 ��� ����	�
 
�� ��	���� ��������� �����
#options SHMMAXPGS=393216 #use this for the 46C inst.parameters
options SHMMNI=256 # ������	 . ��� � ������	�
 ��� � ����
 
�� ��������
������ � 	�� � ����	�
�
�� ��	�������������������
options SHMSEG=100 # ������	 . ��� � ������	�
 ��� 	 �������
�
���� ��� � � . ��������
���
�� ����������	 	
options SYSVMSG # � ��������� � 	�� �� ����
 � � � 	�
 ����� SYSV
options MSGSEG=32767 #������	 . ��� � ������	�
 ��� 	 �������
�
���� 	 � �� ����
 � � � 	���	�
������
options MSGSSZ=32 # ����� ����� 	��������
 
�� 	�� �� ����
 � � . � ����� ��� � ��
� 	�
�� ����
�� � 2
options MSGMNB=65535 #������	 . 	�� � ������� � 
�� ����������� � 	�� � � ����
 ���
options MSGTQL=2046 #������	 . ��� � ������	�
 ��� 	�� �� ����
 � � � 	 ��	�
������
options SYSVSEM # 	���������� ��� � 	�
������ SYSV
options SEMMNU=256 # ����� ������	�
 ��� 	�
���� ��
��� UNDO 	 ���������������
options SEMMNS=1024 # ����� ������	�
 ��� 	 � ������������� � 	���	�
 �����
options SEMMNI=520 # ����� ������	�
 ��� � ����
�
�� � ������
�� ����� 	���������� �����
options SEMUME=100 # ����� ������	�
 ��� � � � ��� � UNDO
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��Y5g5Y1n7\!_1`>g1htTzf�g?\!c5TVg5YXmFj$b1\>fV\!g1h�[�S?R/b5jXnuT�g5]>\>}5Y5Y , Q5R/d�]>\![>_5m5TVnuR/w;[/nuTVd�]!T)d SAP. ~kR/d�b5R!_1`/b5jlR>Q5Y1dV\!g5Y5m
S1_5m Linux g5T�] , S?R>Q1R!_1g5Y1]!T�_1`/g5j$��Y5g v R>U1n7\>}5Y5� d�n . [lU1\!f�S?T�_?T HP-UX (32-bit). ~kR-d�b5R>_1`>b5je[ld�Y1d�]>TVnuT , g1\
b5R>]!R/U5j$��jXd�]/\!g1\>[!_1Y5[-\�_?\/d�`t[/T�U1d�YXm 4.6C SR2, R/Q5T�U1\>]!Y5[/g5R>w3Q1\/n+m5]!Y%^>R!_?`>aFT , d�TV{VnuT�g1]!h�d�R/[/nuT�d�]!g5R
Y1d�Q5R>_1`>fVj$TVnuR>w;nuR>WZg5RldoS?T�_*\!]!`e^>R!_?`>aFTzb1\!b;S1_5m SAP, ]>\!b<Y3S1_5m Oracle, Q5R>rV]!R/nujkfV\�S*\!w1]!Tz^/R!_1`/aFT�T
b5R!_1Y1c5TVd�]![>Rld�]!U1\>g5Y5}%d�R>[-nuTVd�]!g5R�Y?d�Q5R>_1`>fVj-T�nuR>w .

, �!�µ�.-���� � � : �A� ���¥��� �o�-�!������>´z��¤������>�V��¢ FreeBSD 4.5 ��� i386, 2����-��´V��¢�2����!³V¢�� ��0 MAXDSIZ � DFLDSIZ ��¢u¡ ���-¢¥¢
1 �V¡��!´���� . / ����V���>����/�%���!��³V�V¢z� � 4 �������?�-��������
2�80.�¥�=����� ���*¢ ��� ��¡/� ������V�-¢ ORA-27102: out of memory � Linux

Error: 12: Cannot allocate memory.

10.7.8.  ���#���T� ����� SAP R/3

10.7.8.1. �9C:Q�NOC:@ CEI?FG=SQ E>GFGCEI CDROM SAP

� iXR!S?TzjXd�]/\!g5R/[>b5Y;Q1U5Y$S?TV]>dom�nuR>g5]!Y1U5R>[-\!]!`eYkS?TVnuR/g5]!Y5U1R>[/\>]!`enug1R>{�R�S?Y1d�b5R>[ CDROM. ~kU5YFg?\�_1Y5c1Y5Y
S?R/d�]>\!]!R/c5g5R/{�R�b5R>_1Y5c5T�d�]![-\�Q5U1Y5[>R!S?R>[ CDROM, nuR!WZg5RedVnuR>g5]>Y5U5R>[-\!]!`eYXi;[/d�T . ��h W�TyU5TVaFYX_1Y%d�b5R/Q5Y5U5R/[/\>]!`
d�R�S*T�UXWZY1nuR/T7S?Y1d�b5R>[ CDROM [ed�R>R/]![>TV]>d�]![/j$���FY1Tzb1\>]>\�_1R/{�Y :

/oracle/SID/sapreorg/ ����� _cd

{oS?T � ��� _cd - R�S*g5R�Y5f)do_?ToS?j$���<YXi KERNEL, RDBMS, EXPORT1, EXPORT2, EXPORT3, EXPORT4, EXPORT5 Y
EXPORT6 S1_1mFjXd�]>\>g5R>[/b5Y 4.6B/IDES, Y KERNEL, RDBMS, DISK1, DISK2, DISK3, DISK4 Y LANG S1_1mFjXd�]>\>g5R>[/b5Y
4.6C SR2. �)d�TyY1nuT�g1\ v \!wX_?R>[�g1\ld�nuR/g5]!Y5U1R>[/\>g5g5h)ieS?Y1d�b1\�ikS?R>_5WZg5hx^>ht]>`e[e[>T�U5i$g1TVnKU5TV{�Y1d�]!U5T , [�Q5U1R>]!Y5[/g5R/n
do_1j$c1\>T , Y1d�Q5R!_?`>f�j$w5]>TzQ5U5Y%nuR>g5]>Y5U5R>[-\!g5Y1Y;R>Q5}1Y5� -g. ~kR/r�]!R-nujkY1d�Q5R>_1`>fVj$w5]!Tsd�_1ToS*j-�e�FY5Tyb5R-n7\!g$S?h :

# mount_cd9660 -g /dev/cd0a /mnt
# cp -R /mnt/* /oracle/SID/sapreorg/ ����� _cd
# umount /mnt

10.7.8.2.
� =:R?ZB>GF)>GF?A �R?@G=SZG>5@ =:K:CEI?F 

'sg1\!c1\!_?\tg1\�S?R�Q1R�S?{VR>]!R/[>Y5]!`eb1\!]/\�_1R/{ install:

# cd /oracle/SID/sapreorg
# mkdir install
# cd install

�'\!]!T�nKfV\>Q5jXd�b1\>T�]>d�mFd�b5U5Y1Q5]ejXd�]>\!g5R/[>b5Y , b5R>]!R/U5htw<d�b5R>Q1Y5U5j$T�]eQ5R>c5]>YF[/d�Tzg5TVR>^!iXR!S?Y1nuhtT v \>wX_1hx[lb1\!]>\!_1R>{
install:

# /oracle/SID/sapreorg/KERNEL/UNIX/INSTTOOL.SH

* Y1d�]!U1Y5^>j$]!Y5[ IDES (4.6B) [/bX_1�ec1\!TV]�Q5R!_?g5R/d�]!`>� g1\>d�]!U5R/T�g5g5j$��S?TVnuR/g1d�]!U?\!}5Y5R/g5g5j$� d�Y1d�]!TVnuj SAP R/3,
Q5R>rV]!R/nujkR>g<[>bX_?��c1\>T�]�a<TVd�]>`�S?Y?d�b5R/[ EXPORT CD, \�g5Ty]!U5Y . � r�]!R/]enuR/nuTVg5]�a%\!^>_1R>g;jXd�]>\!g5R/[>b5Y
CENTRDB.R3S Q5U1ToS?g1\>f�g1\>c5T�g3S1_5mFjXd�]/\!g5R/[>b5YFd�]>\!gXS*\!U5]>g5R>{VR�}5TVg5]!U1\!_1`>g5R/{�R�rVb5f�T�nuQX_5m5U1\ (R/3 YF^/\>f�h
S*\!g5g1h)i ), \�g1T�S1_1m;j$d�]>\!g1R>[>b1Y;}5T�g1]!U1\�_?`>g5R/{�R�rVb5f�T�nuQX_5m5U1\ IDES, Q5R/r�]!R-nujlg1T�R>^>iXR�S?Y1nuRed�b5R/Q5Y5U5R/[/\!]>`
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d�R>R/]![>TV]>d�]>[>j$���<Y5w v \!w5_ CENTRDB.R3S Y1fsb1\>]>\�_?R>{V\ EXPORT1, Y5g1\!c1Tsb5R-n7\!g$S�\ R3SETUP fV\>Q5U5R/d�Y5]�]>R!_1`/b5R
]!U5Y3S*Y1d�b1\ EXPORT CDs.

;sR>_1T�Tsg5R>[/htw;U5T�_1Y5f SAP 4.6C SR2 [>b5_1��c1\>T�]ec5T�]!htU1T�S?Y?d�b1\ EXPORT CD. � \!{VY;jXd�]>\>g5R>[/b5Y;R/Q5U5ToS*T�_5m5TV]v \!wX_FQ?\!U1\/nuT�]!U5R/[ CENTRAL.R3S. � R>]�_1Y1c5Y5TyR>]�Q1U5T�WZg5YXi;U1T�_1Y5fVR>[ , ^>R!_?`>aFTzg5T�]lR>]=S*T�_1`/g5h)i3a<\!^>_1R>g1R>[
j$d�]>\!g1R>[>b1YkS1_5m;}5TVg5]!U1\!_1`>g1R>{�Rer�b5fVTVnuQX_1m5U1\edz^/\>f�R>w3S*\!g5g1h)ikY5_1YF^/T�fzg1T�T . SAP Y1d�Q5R!_1`/f�j$T�]�R>]=S?T�_1`>g1htw
a<\!^>_1R>glS?_5mFjXd�]>\>g5R>[/b5Y;^-\!f�h S*\>g5g5h)i .

* _1m;Q5T�U5TVfV\>Q5jXd�b1\tjXd�]>\!g5R/[>b5Y;[�S*\!_1`>g5TVw5aFT�n , R�S?g?\!b5R , S?R/d�]>\!]>R>c5g5R
Q5T�U5TVfV\>Q5jXd�]!Y5]>`�Y1d�i$R!S?g5htw v \!wX_ .

� iXR!S?TzjXd�]/\!g5R/[>b5Y;Y<Q5R/d�_1Tzg1T�T SAP ]!U5TV^>j$T�] , c5]!R/^>h�b5R-n7\!g$S�\ hostname [>R/f�[>U?\!�<\!_?\)]!R>_1`>b5ReY1n+m
b5R/nuQ5`/��]!TVU1\ , g5Tsj$]!R/c5g��Vg5g5R>TsY1nuT�g1TVnKS*R/nuT�g?\ . ~kR>rV]!R/nuje_1Y5^/R�f�\=S*\>w5]!TyY1n+m;iXR/d�]>\�[ld�R>R/]![>TV]>d�]>[>Y5YFdsr�]>Y1n
]!U5T�^/R>[-\!g5Y5T�n , _1Y5^/R�g1\/d�]!U5R/w5]!TyQ1d�TV[�S?R/g5Y1n�dsQ5R/nuR/�F`/��b5R-n7\!g$S?h alias hostname=’hostname -s’ S1_5m
Q5R!_1`/f�R/[/\!]>T�_1TVw orasid Y sidadm ( Y3S1_5mFQ5R>_1`>fVR>[-\!]!T�_5m root, Q5U5Rlb5U1\>w5g5T�w<nuT�U5T , [�iXR!S?Tza%\!{�R/[�Q5R
j$d�]>\!g1R>[>b1T , [>htQ1R!_1gXm5T�nuh)i3R>]�Y?nuT�g5Y root). ��R>WZg5R�]>\>bXWZTsY1fVnuT�g1Y5]!` v \!wX_1h .profile Y .login S1_5mFR/^>R>Y5i
Q5R!_1`/f�R/[/\!]>T�_1TVw , b5R>]!R/U5htT)d�R>f�S*\!�e]>dom;[�iXR�S?Tsj$d�]>\!g1R>[>b1Y SAP.

10.7.8.3.
� =:R?ZB>GF R3SETUP 4.6B

~kU5R>[/T�U5`/]!T , c5]>ReQ5TVU5TVnuTVg5g1\!mFd�U5T�S?h LD_LIBRARY_PATH jXd�]/\!g5R/[!_1TVg1\tQ5U1\>[>YX_?`>g5R :
# export LD_LIBRARY_PATH=/oracle/IDS/lib:/sapmnt/IDS/exe:/oracle/805_32/lib

�shtQ1R!_1g5Y1]!Tsb1R/n7\!gXS?j R3SETUP R/]�Y1nuTVg5YFQ5R>_1`>fVR>[-\!]!T�_5m root Y5fyb1\!]>\!_1R>{�\�jXd�]/\!g5R/[>b5Y :

# cd /oracle/IDS/sapreorg/install
# ./R3SETUP -f CENTRDB.R3S

'sb5U5Y5Q5]efV\>]!TVn�f�\=S*\>T�]�U5m$S%[>R/Q5U5R-d�R>[ ( d�]>\!g$S�\!U5]!g1htTzR>]>[>T�]>h S*\!g1hx[ld�b5R>^/b1\�i , \�f�\!]!T�n�Q5U5T�S*d�]>\>[!_1TVg5h
U5TV\!_1`>g5htTsR>]![/T�]!h ):

�%CERMA:C:> ��@ =:KLQU=:A?@?KLCLJ)XGKL=��MJ?K�:J � @BI J @
Enter SAP System ID [C11] IDSEnter

Enter SAP Instance Number [00] Enter

Enter SAPMOUNT Directory [/sapmnt] Enter

Enter name of SAP central host [troubadix.domain.de] Enter

Enter name of SAP db host [troubadix] Enter

Select character set [1] (WE8DEC) Enter

Enter Oracle server version (1) Oracle
8.0.5, (2) Oracle 8.0.6, (3) Oracle
8.1.5, (4) Oracle 8.1.6

1Enter

Extract Oracle Client archive [1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/IDS/sapreorg/KERNEL

Enter path to RDBMS CD [/sapcd] /oracle/IDS/sapreorg/RDBMS

Enter path to EXPORT1 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT1

Directory to copy EXPORT1 CD [/oracle/IDS/sapreorg/CD4_DIR] Enter

Enter path to EXPORT2 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT2

Directory to copy EXPORT2 CD [/oracle/IDS/sapreorg/CD5_DIR] Enter
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�%CERMA:C:> ��@ =:KLQU=:A?@?KLCLJ)XGKL=��MJ?K�:J � @BI J @
Enter path to EXPORT3 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT3

Directory to copy EXPORT3 CD [/oracle/IDS/sapreorg/CD6_DIR] Enter

Enter path to EXPORT4 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT4

Directory to copy EXPORT4 CD [/oracle/IDS/sapreorg/CD7_DIR] Enter

Enter path to EXPORT5 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT5

Directory to copy EXPORT5 CD [/oracle/IDS/sapreorg/CD8_DIR] Enter

Enter path to EXPORT6 CD [/sapcd] /oracle/IDS/sapreorg/EXPORT6

Directory to copy EXPORT6 CD [/oracle/IDS/sapreorg/CD9_DIR] Enter

Enter amount of RAM for SAP + DB 850Enter (in Megabytes)

Service Entry Message Server [3600] Enter

Enter Group-ID of sapsys [101] Enter

Enter Group-ID of oper [102] Enter

Enter Group-ID of dba [100] Enter

Enter User-ID of sidadm [1000] Enter

Enter User-ID of orasid [1002] Enter

Number of parallel procs [2] Enter

+zdo_1Y<[>hxg5T)d�b1R>Q5Y5U1R>[/\!_1YlS?Y1d�b5YF[lU1\>f�g5htTsb1\!]>\!_1R>{VY , Y5g?d�]>\!_5_5m5]!R/U SAP g5T)d�nuR>WZT�]�g?\!w5]!Y<g5T�R/^!iXR�S*Y1nuhtT CD
( Y$S*T�g5]!Y v Y5}5Y5U5j$T�nuhtT v \>wX_1R/n LABEL.ASC g1\tS?Y1d�b1T ) YFQ5R/Q5U5R-d�Y5]�f�\!]!T�n�[/d�]>\![/Y5]!`eY<d�nuR/g5]!Y5U1R>[/\>]!` CD, Y
Q5R�S?]>[>T�UXS?Y5]!`eYX_1Y%[>[>T�d�]!YF]!R>c5b1jlTV{�RknuR>g5]>Y5U5R>[-\!g5Y5m .
	 \>wX_ CENTRDB.R3S nuR!WZT�]ld�R!S?T�UXW \>]!`�R/aFY5^/b5Y . � g1\>aFTVn�d�_1j$c1\!T , R>g<d�g5R/[/\�f�\!Q5U1R/d�Y5_ EXPORT4 CD, g5R
j-b?\!fV\!_;b5R>U1U5T�b5]>g5htwFbX_?��c (6_LOCATION, fV\>]!TVn 7_LOCATION Y;] .S .), ]>\>bFc5]>R , nuR!WZg5ReQ5U5R-d�]!ReQ5U5R�S*R!_5W \!]>`
[>[>R!S?Y5]!`�b5R>U5U1T�b5]!g1htTsfVg1\!c5TVg5YXm .

�'\�Y1d�bX_1�ec5T�g5Y1TVn�g5T�d�b5R>_1`>b1YXi3j-Q1R/n+m5g5j$]!h)i;g5Y5W�TyQ5U5R/^!_1T�n , [/d�T7S?R>_5WZg5R�Y$S*]!Y<g1R>U1n7\!_1`>g5R�S?RenuR-nuT�g5]/\ ,
b5R>{�S*\�Q5U1Y$S?T�]/domFjXd�]/\!g1\>[!_1Y5[-\!]!`�Q5U5R>{VU1\>n7nug1R>TzR/^>T�d�Q5TVc5T�g5Y1T7S1_5m<U1\!^/R>]!hxds^/\!fVR>wlS*\>g5g5h)i Oracle.

10.7.8.4.
� =:R?ZB>GF R3SETUP 4.6C SR2

~kU5R>[/T�U5`/]!T , c5]>ReQ5TVU5TVnuTVg5g1\!mFd�U5T�S?h LD_LIBRARY_PATH jXd�]/\!g5R/[!_1TVg1\tQ5U1\>[>YX_?`>g5R . � ]!R�fVg1\!c1T�g5Y5TyR>]!_1Y5c1\>T�]>d�m
R>]�Y?d�Q5R>_1`>fVR>[/\>g5g5R/{�R)Q5U5Y<j$d�]>\!g1R>[>b1Tz[>TVU1d�Y1Y 4.6B d Oracle 8.0.5:

# export LD_LIBRARY_PATH=/sapmnt/PRD/exe:/oracle/PRD/817_32/lib

�shtQ1R!_1g5Y1]!Tsb1R/n7\!gXS?j R3SETUP R/]�Y1nuTVg5YFQ5R>_1`>fVR>[-\!]!T�_5m root Y5fyb1\!]>\!_1R>{�\�jXd�]/\!g5R/[>b5Y :

# cd /oracle/PRD/sapreorg/install
# ./R3SETUP -f CENTRAL.R3S

'sb5U5Y5Q5]efV\>]!TVn�f�\=S*\/d�]�U5m$S%[>R/Q5U5R-d�R>[ ( d�]>\!g$S�\!U5]!g1htTzf�g?\!c5TVg5YXm3S*\>g5hx[ed�b5R>^/b1\�i , \efV\!]>TVn�Y$S*j-]eU5TV\!_1`>g1htT
R>]![/T�]!h ):

�%CERMA:C:> ��@ =:KLQU=:A?@?KLCLJ)XGKL=��MJ?K�:J � @BI J @
Enter SAP System ID [C11] PRDEnter

Enter SAP Instance Number [00] Enter

311



�µ#��! !�
10. @  ��=" �X(?��2%���� �F�����<" �3�����W��� Linux

�%CERMA:C:> ��@ =:KLQU=:A?@?KLCLJ)XGKL=��MJ?K�:J � @BI J @
Enter SAPMOUNT Directory [/sapmnt] Enter

Enter name of SAP central host [majestix] Enter

Enter Database System ID [PRD] PRDEnter

Enter name of SAP db host [majestix] Enter

Select character set [1] (WE8DEC) Enter

Enter Oracle server version (2) Oracle
8.1.7

2Enter

Extract Oracle Client archive [1] (Yes, extract) Enter

Enter path to KERNEL CD [/sapcd] /oracle/PRD/sapreorg/KERNEL

Enter amount of RAM for SAP + DB 2044 1800Enter (in Megabytes)

Service Entry Message Server [3600] Enter

Enter Group-ID of sapsys [100] Enter

Enter Group-ID of oper [101] Enter

Enter Group-ID of dba [102] Enter

Enter User-ID of oraprd [1002] Enter

Enter User-ID of prdadm [1000] Enter

LDAP support 3Enter (no support)

Installation step completed [1] (continue) Enter

Choose installation service [1] (DB inst,file) Enter

~kR>b1\�d�R>f�S*\!g5Y1TzQ5R>_1`>fVR>[/\>]!T�_?T�wlS*\>T�]ed�R>R/^>�FTVg5Y5T�R/^�R>a<Y5^>b1TzQ5U5Y<jXd�]>\>g5R>[/b5Tzg1\ed�]>\�S?YXmXi
OSUSERDBSID_IND_ORA ( d�R/foS*\>g5Y5T�Q1R!_1`/f�R>[-\!]!T�_5m orasid) Y OSUSERSIDADM_IND_ORA ( d�R>f�S*\!g5Y1T
Q5R!_1`/f�R/[/\!]>T�_5m sidadm).

�'\tY1d�bX_1��c1T�g5Y5T�n�g5TVb5R>]>R>U5h)i3j$Q5R/n+m5g1j-]>h)ieS�\�_1TVTzQ5U5R/^!_1T�n , [/d�T7S?R>_5WZg5R�Y$S*]!YFg5R/U1n7\�_?`>g5R�S?RenuR-nuT�g5]>\ , b5R/{oS*\
Q5U5Y$S?TV]>dom<j$d�]>\!g?\![!_?Y5[/\>]!`�Q5U5R/{�U1\/n7nug5R>TsR>^/TVd�Q1T�c5TVg5Y5T7S?_5mFU1\>^>R>]>h�d�^/\>f�R/wlS*\!g5g1h)i Oracle.

10.7.9.  ���#���T� ����� Oracle 8.0.5

�eQ5Y1d�\>g5YXm;[/R>fVnuR>WZg5h)ilQ1U5R>^>_1TVn�d Linux Y � ��
� ��
���� Oracle dVn . [ed�R>R/]![>TV]>d�]![/j$���FY5i v \>wX_?\!i SAP Notes Y
Oracle Readme. ;yR!_1`/aFY5g1d�]![>R , TVdo_?YFg5Ty[/d�TzQ5U5R/^!_1T�nuh , d�[>m5fV\>g5hxdzg5T�d�R/[/nuTVd�]!Y1nuh�nuY<^>Y5^>_1Y5R>]>T�b1\/nuY .

~kR�S?U5R/^>g5TVT�R>^�j$d�]>\!g1R>[>b1T Oracle d�n . [l{�_*\![>T � d�]>\!g1R>[>b?\ Oracle.

10.7.9.1.
� >5@ =:K:CEI?F = Oracle 8.0.5 >SR:C���C � � 	 orainst

+zdo_1Y<g1\=S*R�Y1d�Q5R!_1`/f�R/[/\!]>` Oracle 8.0.5, S?_5m;jXd�Q5TVaFg5R/wFQ5TVU5T�b5R-nuQ5R>g1R>[>b1Y3Q5R>g1\�S?R>^/Y5]>d�m;g5TVd�b5R!_1`/b5R
S?R>Q5R>_1g5Y5]>T�_1`/g5h)i3^>Y5^>_1Y5R>]>T�b , Q1R/d�b1R!_1`/b5j Oracle 8.0.5 ^/h)_<d�b5R-nuQ5R>g1R>[/\>g;d�Rld�]>\>U5R>w;[/T�U1d�Y5T�w glibc (RedHat
6.0), g5R�j-WZT RedHat 6.1 Y1d�Q1R!_1`/f�j$T�]�g1R>[>j$��^>Y5^>_1Y5R>]>T�b5j glibc. q)\!b<c5]!R , S1_5mFjXd�Q5T�a<g5R>w;Q1T�U5TVb5R/nuQ5R/g5R>[/b5Y
g5j-W�g1R�jXd�]>\>g5R>[/Y5]!`ldo_1T�S?j$���FY1T�S?R/Q5R!_?g5Y5]!T�_1`>g5htTsQ1\!b1T�]!h :

compat-libs-5.2-2.i386.rpm

compat-glibc-5.2-2.0.7.2.i386.rpm

compat-egcs-5.2-1.0.3a.1.i386.rpm
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compat-egcs-c++-5.2-1.0.3a.1.i386.rpm

compat-binutils-5.2-2.9.1.0.23.1.i386.rpm
* R>Q5R>_1g5Y5]!T�_1`>g1j-��Y5g v R/U1n7\!}5Y1��d�n . [ v \>wX_?\�i SAP Notes YX_?Y Oracle Readme. +zdo_?YFjXd�]>\>g5R>[/Y5]!`er�]!Y<Q1\!b5TV]!h
g5TsQ1U5ToS*d�]>\![>_5m5T�]/dom;[>R/fVnuR>W�g1h�n ( g1\enuR/nuTVg5]ejXd�]>\!g5R/[>b5Y3j3g?\>d�g1Ts^/h)_1R�[/U5TVnuTVg5Y , c5]!R/^>h�rV]!R�Q1U5R>[/T�U5Y5]>` ),
nuR!WZg5R�Y?d�Q5R>_1`>fVR>[/\>]!`tY1d�i$R!S?g5htT�S?[>R/Y5c5g5htTynuR�S?j-_1Y;Y5_1YFQ5TVU5T�b1R/nuQ5R/g5R>[-\!g5g5htT7S?[>R/Y5c5g5htTynuR�S?j-_1Y%d�Y1d�i$R!S?g5R/w
d�Y1d�]!TVnuh RedHat.
* _5m;b5R/nuQ1YX_5m5}5Y5Y<Y5g5]!T�_5_1TVb5]!jX\�_1`/g5R>{VRe\>{�T�g1]>\tS*R!_5WZT�gF^>ht]!`ljXd�]>\>g5R>[>_1T�g3Q1\>b5T�] RedHat Tcl. +zdo_1Y<[>hxg5T
nuR!WZT�]!Tyg1\>w5]!YFQ?\!b5TV] tcl-8.0.3-20.i386.rpm, Q5R!S?R>w$S*T�]�Y<^>R!_?T�Tzg1R>[>htw , [>U5R!S?T tcl-8.0.5-30.i386.rpmS1_5m RedHat 6.1.

�'\�Y1d�bX_1�ec5T�g5Y1TVn�Q5TVU5T�b1R/nuQ5R/g5R>[/b5Y , jXd�]/\!g5R/[>b1\t[/htQ5R!_?gXm5T�]>d�m;Q5U5R-d�]!R :
# su - oraids
# export TERM=xterm
# export ORACLE_TERM=xterm
# export ORACLE_HOME=/oracle/IDS
# cd $ORACLE_HOME/orainst_sap
# ./orainst

�3\�WZY1n7\!w1]!Tzg1\e[/d�T�ikr�b5U?\!g1\!ikb5_?\![/Y5aFj Enter, Q1R>b1\�Q5U5R>{VU1\>n7nug1R>TyR>^>T�d�Q5TVc5T�g1Y5T�g5Ty^>j/S?TV]�jXd�]>\>g5R>[>_1T�g5R ,
j-^/U1\![�]!R!_1`/b5R�Q1R/nuT�]>b5j3[>ht^/R>U1\�d Oracle On-Line Text Viewer, Q1R/d�b1R!_1`/b5jerV]!R>{VR�b5R-nuQ5R>g1T�g5]>\tS1_5m Linux d�TVw5c1\/d
g5T�] . Oracle f�\!]!T�n�fV\!iXR>c5TV]�Q5T�U1T�b5R-nuQ5R>g5R/[/\>]!`�nuR�S*j/_?Y<d�Q1R/nuR>�<`>� i386-glibc20-linux-gcc [/nuT�d�]!RY1nuT��e�FYXi5dom gcc, egcs YX_1Y i386-redhat-linux-gcc.

(kf - fV\tg5T�iX[/\!]>b5Y;[>U1TVnuT�g1Y<nuh�U5TVaFYX_?YFY1d�Q5R!_1`/f�R/[/\!]>`yS?[>R/Y5c5g5htTynuR�S?j-_1Y<Y5fs[/T�U1d�Y5Y Oracle 8.0.5
PreProduction Q5R/d�_1Ts]>R>{�R , b1\!bFQ5T�U5[-\�m;Q5R/Q5ht]!b1\�fV\/d�]>\>[>Y5]!`eU1\!^/R>]>\>]!`�[/T�U1d�Y5��d RDBMS CD Q5U5R/[/\�_?YX_?\>d�` , —
Q5R>Q5ht]>b5YFg1\>w5]!Y<YFfV\>{�U5j$fVY5]!`�]>U5T�^/j-T�nuhtTzQ1\>b5T�]>h RPM g1\/n�Q5R>b?\!fV\!_1Y1d�`�g1\>d�]!R!m5�<Y1n�b5R/a<n7\>U5R/n .

10.7.9.2.
� >5@ =:K:CEI?F = Oracle 8.0.5 Pre-production Release Q � P Linux ( PLQ!ALC 2.0.33)� ]!j3jXd�]>\>g5R>[/b5je[/htQ5R!_?g5Y5]!`eR>c5TVg5`�_1TV{�b5R . ��R/g5]!Y5U5j$T�n CD, fV\>Q5jXd�b1\>TVnKY5g1d�]>\�_1_5m5]!R>U . �'\>]!TVn�R/g;fV\>Q5U1\>aFY5[-\!T�]

nuTVd�]>R>g1\!i$R>W%S?T�g5Y1Tzg1\>c1\�_1`/g5R>{VRtb1\!]/\�_1R/{V\ Oracle YFb5R/Q5Y5U5j$T�]e]!j/S*\)S*[>R>Y5c1g5htTsnuR!S?j-_1Y . ��h , R�S?g?\!b5R , g5T
j>S�\�_5mX_1YFR/d�]/\!]!b5Y<Q5U5T�W�g1YXi;Q5R>Q1ht]!R>b<j$d�]>\!g1R>[>Y1]!` RDBMS.

� b1R>g5TVc5g5R/n�Y5]!R>{VT , ^-\!fVj�S�\!g5g5h)i Oracle j/S*\�_1R-d�`efV\!Q1j$d�]!Y5]!`e^>TVfzQ5U5R/^!_1T�n .

10.7.10.  ���#���T� ����� tar- �9���  ���� Oracle 8.1.7 � �
� Linux

'sR>foS�\!w5]!T tar- \>UXiXY5[ oracle81732.tgz b1\!]/\�_1R/{V\tjXd�]/\!g5R/[>b5Y;g?\ Linux- d�Y1d�]>TVnuT�Y<U1\!f�\!UXiXY5[/Y5U5j$w5]!TsT�{�Re[
b1\!]>\!_1R>{ /oracle/SID/817_32/.

10.7.11. � ��� �)��� � " �  �" 	 ���#���U������ SAP R/3

'sg1\!c1\!_?\tQ5U1R>[>TVU5`>]>Tzg1\/d�]!U5R/w5b5j;d�U5ToS?h�S?_5mFQ5R>_1`>fVR>[/\>]!T�_?T�w idsamd (sidadm) Y oraids (orasid).
� g5Y5i

R>^>R/YXieS?R!_5WZg5h�]!T�Q5TVU5`�^/ht]!` v \!wX_1h .profile, .login Y .cshrc, Y1d�Q5R>_1`>fVj$���FY1T hostname. +zd�_1YFY1n+m
i$R-d�]>\�[ed�Y1d�]!T�nuTsQ1R!_1g5R-d�]!`/��j$]!R/c5g5T�g1R , g?\=S?R�f�\>nuTVg5Y5]!` hostname b5R/n7\>g$S?R>w hostname -s [/R�[/d�T�i3]!U5T�iv \!wX_?\!i .
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10.7.11.1.
� =LN6ALZGXGFG=�H:=?X ��QU=:KEK � �

~kR>]!R-nKb5R/n7\>g$S?j R3SETUP nuR!WZg5R�_?Y5^>ReQ5T�U5TVfV\>Q5jXd�]!Y5]>` , _1Y1^>R�Q1U5R�S?R>_5WZY5]!` ( [efV\>[>Y1d�Y1nuR/d�]!Y;R>]e]!R>{VR , ^/h)_?\)_1Y
fV\![/T�U5a<T�g1\�T�TzU?\!^>R/]>\ ). R3SETUP fV\>]!TVn�d�R>f�S*\!TV]�]>\!^>_1Y5c5g1htTzQ5U5R-d�]!U?\!g1d�]![/\�YFfV\>{�U5j-W \!TV])S*\>g5g5htT (S1_5m 46B
IDES - d�S?Y1d�b1R>[�R/] EXPORT1 S?R EXPORT6, S1_1m 46C - d7S?Y1d�b1R>[�R/] DISK1 S?R DISK4) [e^/\!fVjeS*\!g5g1h)i3d
Q5R/nuR/�F`>��j$]!YX_1Y5]>h R3load.

~kR/do_?T�fV\>[>T�U1aFT�g1YXm;fV\>{�U5j$f�b1Y;^/\>f�h�S*\>g5g5h)i ( rV]!RenuR>WZT�]�f�\!gXm5]>`eg5T�d�b5R>_1`>b1R�c1\>d�R>[ ), ^>j/S?TV]�fV\>Q5U5R/aFT�g1R
g5TVd�b5R!_1`/b5R�Q1\>U5R!_?T�w .

* _1m;]!TVd�]!R>[/h)i;j$d�]>\!g1R>[>R/b;nuR!WZg5ReY1d�Q5R>_1`>fVR>[/\>]!`tiXR>U1R>aFR�Y5f�[/TVd�]>g5htTsd�]>\!g$S�\!U5]!g1htT
Q1\!U5R>_1Y ( g5R�T�do_1Y<fV\>�FY5]>\�[/\!W�g?\ - Y1d�Q5R>_1`>fVj$w5]!T7S*U5j${�Y5T !):

�%CERMA:C:> � @BI JG@
Enter Password for sapr3 sapEnter

Confirum Password for sapr3 sapEnter

Enter Password for sys change_on_installEnter

Confirm Password for sys change_on_installEnter

Enter Password for system managerEnter

Confirm Password for system managerEnter

��h�d�]>R!_1b5g1j/_?Y1d�`ldzg5T�d�b5R>_1`>b1Y1nuY;Q5U5R/^!_1T�n7\>nuYFd dipgntab Q5U5Y%j$d�]>\!g1R>[>b1T 4.6B.

10.7.11.2. �
ALC ��JG>1> RMA:C:> �#Z � �IG=:K EP
�'\!Q5jXd�]!Y5]!TyQ5U5R/}5TVdVd�Q5U5R-do_1j$a<Y5[/\>g5YXm (Oracle Listener) R>]eY1nuT�g5Y<Q5R!_?`>f�R/[/\>]!T�_5m orasid do_1T�S?j$���FY?n
R>^>U?\!f�R-n :

% umask 0; lsnrctl start

� Q1U5R>]!Y1[>g5R-n�do_1j$c1\>T , [/h�nuR!WZT�]>TsQ5R>_1j$c5Y5]!`ld�R/R>^>�<T�g5Y1T�R>^eR>aFY5^/b5T ORA-12546, Q5R-d�b5R>_1`>b1jej;d�R>b5TV]!R>[e^>j/S?j$]
g5T�Q5U?\![>Y5_1`>g5htTzQ5U1\![-\)S?R-d�]!j$Q1\ . 'yn . SAP Note 072984.

10.7.11.3.
� HEK:CEI �#J?K�:JS@ =?H��  � MNLS

+zdo_1Y<[>hxQX_*\!g5Y5U1j-TV]!TyY1d�Q5R>_1`>fVR>[-\!]!`�[ld�Y1d�]!TVnuT SAP m5fVhtb5Y , S?_5mFb5R/]!R>U5h)i3g5TyQ5R!S1iXR�S?Y5]eb5R�S*Y5U5R>[/b1\ Latin-1,
Q5U5Y$S?TV]>dom<Y5fVnuTVg5Y5]!`l]>\!^>_1Y5}5h Multi National Language Support.

� ]>\eQ5U5R>}1ToS?j$U1\�R>Q5Y1dV\!g1\�[ SAP OSS Notes
15023 Y 45619. +sdo_1YFW�Tyg5TV] , nuR>W�TV]!TyQ5U5R>Q1j$d�]!Y5]!`lr�]>R>]�[/R>Q5U1R/d�[�iXR�S?Tsj$d�]>\!g1R>[>b1Y SAP.

, �!�µ�.-���� � � : ������������� ��¢��o�o£ ���t��V�>�$¢��o£e��� MNLS, ����¢s�������� ��¢���¡67���� �!� �k����/�¥¢V� ����
u����¡����!±�� TCPDB �

��� �!±��V����� 2��>��>������
7¢¥¢ , ¢������ �¤����¢� 7¢ ��¢u¡/� ���0�¤�-¢��/���� . � �>������ ����¢���
��o��° ����²��/���?��±��!°=�V� . � SAP Note 0015023
� 0045619.
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10.7.12. � � �: �U�%� �
" 	 ���#���U������ 

10.7.12.1.
� =:RMA:C:> �  ��J?KLX MC�KMKLCENOCWF � 	 �E= SAP R/3

�sh�S*R!_5WZg5h�f�\!Q5U1R/d�Y1]!`�[-\!a�_1Y1}5T�g5fVY5R>g1g5htwFbX_?��c SAP R/3.
� ]!Rlg5T�R/^!iXR�S*Y1nuR , Q5R-d�b5R>_1`>b5jl[>U1TVnuT�g1g1\�m

_1Y5}5TVg5f�YXm , Y1d�Q1R!_1`/f�R>[-\!g5g?\�mk[�iXR�S?TsjXd�]>\>g5R>[/b5Y , S?T�w?d�]![/Y5]!T�_?`>g1\e]!R!_?`>b5Rec5T�]!htU1Tsg5T�S?T�_?Y . 'sg1\>c1\�_*\tQ5R!_?j-c1Y5]!T
bX_1��c<R>^/R>U5j/S?R/[/\!g1YXm . �'\!U5TV{�Y1d�]!U5Y5U1j-w1]!TVd�`�b1\>bFQ5R>_1`>fVR>[/\>]!T�_?` idsadm Y<[>htfVR>[>Y1]!T�b5R-n7\!g$S?j saplicense:

# /sapmnt/IDS/exe/saplicense -get

~kU5Y;[>htfVR>[/T�b5R/n7\>g$S?h saplicense ^>TVfzQ1\>U1\>nuTV]!U5R/[�^>j/S?TV]�[>hyS�\!gFd�Q5Y1d�R/b;R>Q1}5Y5w . ~kR-do_1TsQ5R!_?j-c1T�g5YXm
_1Y5}5TVg5f�Y5R/g5g5R/{�R�bX_?��c1\ , T�{VRenuR>W�g1R�jXd�]>\>g5R>[/Y5]!`ldzQ5R-nuR>�<`>��b1R/n7\!gXS?h :

# /sapmnt/IDS/exe/saplicense -install

�'\!]!T�nK[/\/d�Q5R/Q5U5R/d�m5]�[/[>TVd�]!YFd�_1ToS?j$�e�FY5Tsf�g1\>c5T�g5Y5m :

SAP SYSTEM ID = SID, 3 � ��� � � ���
CUSTOMER KEY = ����� � ��������� � ���.�� � � , 11 ����� � � �����
INSTALLATION NO = ��� ����� ����� � , 10 ��� ���
EXPIRATION DATE = yyyymmdd, ��� � � � � - "99991231"
LICENSE KEY = � ����
 � � ����� � � ����� � , 24 ����� � � ���

10.7.12.2. �%C:X5Q�=LK�MJ R:C����1X1CEIG=B@1J �#JLD
'sR>foS�\!w5]!TsQ5R!_?`>f�R/[/\>]!T�_5m3[ebX_1Y5TVg5]!T 000 ( g5TVb5R>]>R>U5htTsfV\=S�\!c5Y;R/^!m5f�\!]!T�_1`>g5R�g1\=S?R�[>htQ5R>_1gXm5]!`�Y1fsbX_?Y5T�g5]/\ 000,
R>]�Y?nuT�g5Y<Q5R!_1`/f�R/[/\!]>T�_5m , R>]!_1Y5c1\>���FTV{�R-dom;R>] sap* Y ddic). � b1\!c5T�d�]![/TzY1nuTVg5YFQ1R!_1`/f�R>[-\!]!T�_5m;nuh�R>^/htc5g5R
[>ht^>Y1U1\!T�n wartung ( YX_1Y service, Q5Re\>g5{�_1Y1w1d�b5Y ). qyU5TV^>j$��]/domFQ5U1R v YX_1Y sap_new Y sap_all.

* _5m
S?R>Q5R>_1g5Y5]>T�_1`/g5R>w;f�\!�<Y5]!hxg1\�S?R�Y5f�nuT�g5Y1]!`kQ1\!U5R>_1YFd�]>\!g$S�\!U5]!g1h)i;Q5R!_1`/f�R/[/\!]>T�_1TVwlg?\�[-d�T�i3bX_?Y5T�g5]/\�i ( [�]!R-n
c5Y1do_?T , Q5R>_1`>fVR>[-\!]!T�_1T�w sap* Y ddic).

10.7.12.3. � CEK � �N Z?A��ALCEIG=:K MJS> E>5@1J�� � R?J?ALJ Q�=��  , REALC � �� P , ALJGV� �
CEI AL=?H:C:@ �  @ . R .

� b5_1Y5T�g1]!T 000, R/]�Y1nuTVg5YFQ1R!_1`/f�R>[-\!]!T�_5m , R>]�_?Y5c1\!�e�FTV{�R/d�m;R>] ddic Y sap*, [/htQ5R!_?g5Y5]!T , b1\!b%nuY5g5Y1nujXn ,
do_1T�S?j$���FTVT :
� =BQU=��E= � A:=LK:X1=:F � EP
'sb5R>g v Y1{�j$U5Y5U5j$w5]>Tsd�Y?d�]!T�nuj3Q5T�U5T�S*\!c1Y , g1\>Q5U5Y1nuTVU ,
b1\!b Stand-Alone Transport Domain Entity

STMS

'sR>foS�\!w5]!T / �e]>U5ToS*\>b5]!Y5U1j-w1]!TsQ1U5R v YX_?`tS1_5m%d�Y1d�]!TVnuh RZ10

'sb5R>g v Y1{�j$U5Y5U5j$w5]>TzU5T�W�Y?nuh�U1\>^>R>]>h�Y<r�b5fVTVnuQX_1m5U5h RZ04

� ]!YFY;S?U5j${�Y5Tya<\>{�Y , b1R>]!R/U5htTsg?\=S?Re[>htQ5R>_1g5Y5]!`eQ5R/d�_1TzjXd�]>\!g5R/[>b5Y , Q5R�S?U1R>^>g1R�R>Q5Y?d�\!g1hx[�U5j$b5R/[>R�S�d�]![-\�ikQ5R
j$d�]>\!g1R>[>b1T SAP.

10.7.12.4. �UJ Q�=LF @ �A:CEIG=LK�MJ initsid.sap (initIDS.sap)
	 \>wX_ /oracle/IDS/dbs/initIDS.sap d�R!S?T�U5W�Y1]�Q5U5R v YX_1`�U1T�f�TVU5[>g1R>{�Reb5R>Q1Y5U5R>[-\!g5Y5m SAP. �*S?TVd�`�g1\�S?R
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fV\=S�\!]!`eU1\!f�nuT�U;Y1d�Q5R!_?`>f�j$T�nuR>w3_1TVg5]!h , ]!Y5Q<d�W \!]!YXm<YF] .S . �k]!R>^/h�nuR!WZg5Re^>h)_1ReY1d�Q5R>_1`>fVR>[-\!]!` sapdba /
brbackup, nuh�Y5fVnuTVg5YX_1Y%do_1T�S?j$���FY1TsfVg1\!c5TVg5YXm :

compress = hardware
archive_function = copy_delete_save
cpio_flags = "-ov --format=newc --block-size=128 --quiet"
cpio_in_flags = "-iuv --block-size=128 --quiet"
tape_size = 38000M
tape_address = /dev/nsa0
tape_address_rew = /dev/sa0

�e^��'m1d�g5T�g5Y5m :

compress: nuh�Y1d�Q5R!_1`/f�R/[/\�_?Yk_1T�g5]>j HP DLT1, b5R/]!R>U1\!m;Q5R�S1S?T�UXWZY5[-\!TV]�\!Q5Q?\!U1\>]!g5R>TydoW \!]>Y5T .
archive_function: rV]!R>]eQ1\!U?\>nuT�]>UFfV\�S*\!TV]�d�]/\!g$S*\>U5]!g5R/TsQ1R>[>T�S?T�g1Y5TuS1_5m%d�R!iXU1\>g5T�g1YXmF\!UXiXY5[/g5h)ikWZj-U1g1\�_1R/[
Oracle: g5R/[>htTzW�j$U5g?\�_1`/g5htT v \>wX_1h�d�R>iXU1\!gXm5�e]>dom;g?\t_1TVg5]!j , j-WZTyd�R!iXU1\>g5T�g5g1htT v \!wX_?h W�j$U5g?\�_?\
d�R!iXU1\>gXm5��]/dom;T��<TzU1\>f , \efV\>]!TVn�j>S�\�_5m5�e]>dom .

� ]!RlQ5U5T�S?R>]>[>U1\>�<\!TV]�nug5R/{�R>c1Y1do_1TVg5g5htTsQ5U5R>^>_1TVnuh , TVdo_?Y
Q5R>]!U1T�^>j$TV]>dom;[/R/d�d�]>\!g1R>[>Y1]!`�^/\>f�j�S*\!g1g5h)i , \�R!S?g1\�Y5fs\>UXiXY5[>g5h)ik_1TVg5]eR/b1\�WZTV]>domFd�^>R>w1g5R>w .

cpio_flags: Q5R�jXnuR>_1c1\!g1Y5��Y?d�Q5R>_1`>fVj-TV]>dom -B, c5]!Rlj$d�]>\!g?\![!_?Y5[/\>T�]tU1\>fVnuT�U<^!_1R/b1\ 5120 ^-\!w5] . * _5m3_1T�g1] DLT
b5R/nuQ1\>g5YXm HP U5T�b5R-nuT�g$S*j-TV]�U1\>fVnuTVUF^!_?R>b1\tg1TynuTVg5`>a<T 32

| ^/\!w1] , Q5R>rV]!R/nuj3nuh�Y?d�Q5R>_1`>fVR>[/\!_1Y3f�g?\!c5TVg5Y5T
--block-size=128 S1_5mFf�\=S*\>g5YXm;U1\>fVnuTVU1\�^>_1R>b1\ 64

| ^-\!w5]>\ . �eQ5}5YXm --format=newc g5T�R/^!iXR�S?Y?n7\ ,
Q5R/d�b5R!_1`/b5jlj3g1\>dzTVd�]>`eY5gXS?T�b1d�g5htT7S*TVd�b1U5Y5Q5]!R/U5h (inodes) dsg5R-nuT�U1\/nuYF^>R>_1`>a<T 65535. ~kR-do_1T�S?gXmXm;R>Q1}5YXm ,
--quiet g5TVR>^>i$R!S?Y1n7\tQ1R>]!R-nuj , c5]!RlY5g1\>c5Tzb5R-n7\!g$S�\ brbackup [>hyS*\>T�]ld�R>R/^>�<T�g5Y5TzR>^�R/aFY5^/b5T , b?\!b;]!R>_1`>b1R
b5R/n7\>g$S*\ cpio [/hyS*\>d�]�b5R>_1Y5c5T�d�]![/Red�R>iXU1\!g5TVg5g5h)i3^!_?R>b5R/[ .
cpio_in_flags:

v _?\!{VY , g5T�R/^!iXR�S*Y1nuhtT7S1_1m;fV\!{VU5j$f�b5Y;S*\!g1g5h)i;d�_1TVg5]!h .
	 R/U1n7\!]�U1\>d�Q5R>fVg1\!TV]>dom

\![>]>R/n7\!]>Y5c5TVd�b5Y .

tape_size: R>^/htc5g5R�rV]!R>]eQ1\!U?\>nuT�]>U;fV\�S*\!TV]�U5T�\�_1`/g5j$� �Vnub1R/d�]>`�_1TVg5]!h . (kfyd�R>R/^>U1\!WZT�g5Y5wFg1\=S?T�WZg5R/d�]!Y ( nuh
Y1d�Q5R>_1`>fVj$TVn�\!Q1Q1\!U1\>]!g5R/TzdoW \!]>Y5T ), fV\�S*\!g5Ref�g1\>c5T�g1Y5Tzg5T�d�b5R>_1`>b1RenuT�g1`>aFT v \!b5]>Y5c5TVd�b5R>{VR .
tape_address: jXd�]!U5R/w1d�]>[>R�^/T�fsQ5T�U5T�nuR>]!b1Y3S1_5m<Y1d�Q5R>_1`>fVR>[-\!g5YXmk[lb5R/n7\>g$S?T cpio.

tape_address_rew: jXd�]!U5R>w?d�]![/RedsQ5T�U5T�nuR>]!b1R>wkS1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5mk[eb5R/n7\>g$S?T cpio.

10.7.12.5. �
ALC:H��#J
��� FGCEK � �N ZLA �ALCEIG=:K EPR:C:> �#JSZG>1@ =:KLCEI?F�
'z_1ToS?j$�e�FY5TsQ1\!U1\/nuT�]!U1h SAP g1\�S?R�g?\>d�]>U5R>Y5]>`�Q5R-do_1TyjXd�]>\>g5R>[/b5Y ( Q1U5Y1nuT�U1h S1_5m IDES 46B, 1 �µ^/\>w5]�Q1\/n+m5]!Y ):

� �
P � K:=
�MJLK MJ
ztta/roll_extension 250000000

abap/heap_area_dia 300000000

abap/heap_area_nondia 400000000

em/initial_size_MB 256

em/blocksize_kB 1024

ipc/shm_psize_40 70000000

SAP Note 0013026:

� �
P � K:=
�MJLK MJ
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� �
P � K:=
�MJLK MJ
ztta/dynpro_area 2500000

SAP Note 0157246:

� �
P � K:=
�MJLK MJ
rdisp/ROLL_MAXFS 16000

rdisp/PG_MAXFS 30000

, �!�µ�.-���� � � : �A� �s�����.2�� � ���:7e��� ��¢y���!�����?¢¥�=��� 7��I�����¥��¢V�?¢ � 1 �V¡��!´��t���!�:0!����� �V£ �� ��¡����!�o�o£ ����
)��� �!�*¢�� ��
���/¢¤�>��°z 7¢�¢ ���V�����
 2 �/�¥� � ��¢z���!�:0!��� :
Mem: 547M Active, 305M Inact, 109M Wired, 40M Cache, 112M Buf, 3492K Free

10.7.13. � ��� ���
"%$�& � � � �)" 	T���#���T������ 

10.7.13.1. �9J?A?JBX1=:R?ZB>GF R3SETUP R:C:> �#JSZG>5@?AL=:K?JLK EPRMA:C:H��#J
���
R3SETUP R-d�]>\>g1\![>_1Y5[/\>T�]>d�mlQ1U5YF[/h)m5[!_1TVg5Y5Y;R/aFY5^/b5Y . +zd�_1YF[/hxQ5U5R/dVnuR>]!U1T�_1YFd�R>R/]![>TV]>d�]![/j$���FY1T�WZj$U5g1\�_?`>g5htTv \!wX_1hxY<Y1d�Q1U1\![/YX_1Y;R/aFY5^/b5j , Q5U5Y$S?TV]>dom%fV\>Q5jXd�b1\>]!` R3SETUP d�g5R/[/\ , R>^>htc1g5R�[>ht^/Y5U1\!m REPEAT b?\!b;R/Q5}5Y5�
S1_5mFQ5R-do_1T�S?g5TV{�R�a%\!{V\ , g1\�b5R>]!R/U5R/nKb1R/n7\!gXS*\ R3SETUP [>hyS�\�_?\�d�R>R/^>�FTVg5Y5T�R/^�R/aFY5^/b5T .
* _5m;Q5T�U1T�fV\>Q5jXd�b1\�b5R/n7\>g$S?h R3SETUP Q5U5R-d�]!RefV\>Q5jXd�]!Y5]>TsT �ydsd�R>R/]![>TV]>d�]>[>j$���<Y1n v \!wX_?R/n R3S:

# ./R3SETUP -f CENTRDB.R3S

S1_5m 4.6B YX_1Y%d v \!w5_1R/n
# ./R3SETUP -f CENTRAL.R3S

S1_5m 4.6C, g5T�f�\![/Y1d�Y1nuReR>]e]!R>{VR , Q5U5R/Y5f�R/a;_?\t_1YFR/aFY5^/b1\tQ5U5Y<U1\!^/R>]!Tyd v \>wX_1R-n CENTRAL.R3S YX_1Y
DATABASE.R3S.

, �!�µ�.-���� � � : �*� ��¢V� �����/���:7��¥����� ��0 7����/�?� �o�$� R3SETUP ����¢¤�1����/�14 ��¢¥� , ³����
2����o�! 7¢���� ������¡�������°A������>±=¢2���V�P���!�
��¢�����¢V����¡=�62V���-� � ���M7 , ������� SAP ( ����V� ����
��¥� �¥��� ���54 �z�o£y¢y�V�A�������¢���� ). ����������� 2�� �!� �o��� ��� ��¡/� � � , ������� �!�?¢V� ,
2����o��¥������
 ��¢�����¢V��¡��.2����$� � ���:7 ��¢y����!��³��V���80 , ��� ���-¢¥��� 03���o��³��o��°�2����o��V�o����
K��¢V���¥¢V�z¡=�62V�%�-��� ���:7 � SAP ������/¢
���V���������/¢�� ��0	��� ��¡ �>�	�s���e��>�¥���>� ��G4 �
2����o��V�o� R3SETUP.

�*¢�2���¡��o� 
¤��¢7���!�¤£)¢K����/�¥�92����o��¥������
)����>±=¢2���y��������!� � �!�¥��� ��0 Oracle ( �o���y�����
 2 �>������¢���
 orasid �y��>� �- �
�°� �/�?���o�1� umask 0; lsnrctl start), ¢2� � � ���z����£)¢u¡>� � ���¥��� ��/� �/¢�� ( ���!��� �!�?¢V� , �.2 - 2�� ��¢ ��¡�7��V� �>� �>´��¢V��¢ 2��149�o�62V���C�����¥��¢V�µ� ).
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10.7.13.2. OSUSERSIDADM_IND_ORA I �GCLQUJ R3SETUP
+zdo_1Y R3SETUP [>hyS*\>T�]�d�R>R>^/�FTVg5YXm3R>^eR>aFY1^>b1\!ilg1\�r�]!R-n�r�]/\!Q5T , R>]>U5ToS*\>b5]!Y5U1j-w1]!TsY?d�Q5R>_1`>fVj-T�nuhtw;Q5U5Y<r�]!R-nv \!wX_Fa%\!^>_1R>g1\ R3SETUP (CENTRDB.R3S (4.6B), _1Y1^>R CENTRAL.R3S YX_1Y DATABASE.R3S (4.6C)). �3\>w$S?Y5]>T
U1\!f�S?T�_ [OSUSERSIDADM_IND_ORA] Y5_1YFQ5R/Y5�FY1]!TsT�S?Y5g1d�]![>TVg5g5j$� fV\!Q1Y1d�` STATUS=ERROR YFR>]>U5ToS*\>b5]!Y5U1j-w1]!T
do_1T�S?j$���FY1Tzf�g?\!c5TVg5YXm :

HOME=/home/sidadm ( � ���� ���	�
�� )
STATUS=OK ( � �� 	�
���
��	 ERROR)

�'\!]!T�nKg1\=S*Red�g1R>[/\�Q5T�U1T�fV\>Q5jXd�]!Y1]!` R3SETUP.

10.7.13.3. OSUSERDBSID_IND_ORA I �GCLQUJ R3SETUP
�sR/fVnuR>W�g1R , b5R-n7\!g$S*\ R3SETUP ]>\!bXWZTy[>hyS*\/d�]�d�R>R/^>�FTVg5YXm3R>^eR>a<Y5^>b5Tzg1\�rV]!R>w<d�]>\�S?Y5Y . �eaFY5^/b1\�f�S?TVd�`
\!g1\!_1R>{VY5c5g1\t[/R>fVg5Y5b1\>���FTVw;g1\ed�]>\�S?Y5Y OSUSERSIDADM_IND_ORA. ~kU5R-d�]!R�R>]!U5T�S*\!b1]!Y5U5j$w5]!T
Y1d�Q5R>_1`>fVj$TVnuhtw v \>wX_Fa<\>^!_1R/g1\ R3SETUP (CENTRDB.R3S (4.6B), _1Y5^/R CENTRAL.R3S Y5_1Y DATABASE.R3S
(4.6C)). �3\!w$S*Y5]!TyU1\!f�S?T�_ [OSUSERDBSID_IND_ORA] YX_1Y%Q5R>Y1�FY5]!TsToS?Y1g1d�]![/T�g5g1j-� fV\>Q5Y1d�` STATUS=ERROR Y
R>]!U5T�S*\!b1]!Y5U5j$w5]!T)do_?ToS?j$���<T�Tyf�g1\>c5T�g1Y5Tz[er�]!R-n�U1\!f�S?T�_?T :
STATUS=OK

�'\!]!T�nKQ5T�U1T�fV\>Q5jXd�]!Y1]!T R3SETUP.

10.7.13.4. oraview.vrf FILE NOT FOUND I �BCLQUJ�ZG>5@ =:K:CEI?F  Oracle

�shxg1Tyd�gXmX_1YF[/ht^>R/U;d Oracle On-Line Text Viewer Q5T�U5T�S%g1\>c1\�_?R/nKjXd�]>\>g5R>[/b5Y . �eg;Q1R/nuT�c1T�g3S?_5mFjXd�]>\>g5R>[/b5Y ,
i$R/]�m;r�]>R>]�Q1U5R�S?j$b5]eYFg5TzS?R-d�]!j$Q5TVg<d�TVw5c1\/duS1_5m Linux. 'sg5Y?nuY5]!TyQ5R/nuTV]!b5j;dsr�]!R/{�R�Q1U5R�S?j$b5]/\�[lnuT�g5�j$d�]>\!g1R>[>b1Y Oracle Y<Q5T�U1T�fV\>Q5jXd�]!Y1]!TsjXd�]>\!g5R/[>b5j .

10.7.13.5. TEXTENV_INVALID I �GC:QTJ R3SETUP, RFC �� �X1=:R?ZG>BF = SAPgui

+zdo_1Y<[>R/f�g5Y5b?\!T�]�r�]>\eR>a<Y5^>b1\ , g5Tzg?\!w$S?TVg1\eg5j-W�g?\�m3_1R/b1\�_1` . SAP Note 0171356 Q5TVU5T�c1Y1do_5m5TV]�g5TVR>^>i$R!S?Y1nuhtT
Q1\!b5TV]!h RPM, b5R/]!R>U1htTsg1\�S?R�jXd�]>\!g5R/[>Y5]>` ( g?\!Q5U5Y?nuT�U , saplocales-1.0-3, saposcheck-1.0-1 S1_5m RedHat
6.1). +zdo_?YFY5{Vg5R>U5Y1U5R>[-\!]!`�[-d�TsR>aFY1^>b5Y;Y%nuT�gXm5]>` STATUS d�R>R/]![>TV]>d�]![/j$���FY5ika%\!{VR>[�d ERROR g1\ OK ( [ v \!wX_1T
CENTRDB.R3S) b1\�W%S?htw<U1\!f , b5R>{�S*\ R3SETUP d�R>R>^/�<\>T�]tR>^eR>a<Y5^>b5TsYFQ5U1R/d�]>R�Q5TVU5T�f�\!Q5jXd�b<\!]!` R3SETUP,
d�Y1d�]!TVn7\ SAP g5Ty^>j/S?TV]�Q5U1\>[>YX_?`>g5R�d�b5R>g v Y5{�j$U5Y5U1R>[/\>g1\ , Y<[>hxfV\>]!TVn�g5TsdVnuR!WZT�]!TyQ5R!S?bX_1�ec5Y5]!`-domFb%d�Y1d�]!TVnuTtd
Q5R/nuR/�F`>� SAPgui, iXR>]!m;fV\!Q1j$d�]!Y5]!`kd�Y?d�]!T�nuj3YFQ5R>_1j$c5Y5]>d�m . ~kR>Q5ht]>b1\�Q5R!S?bX_1�ec5T�g1YXm%dzQ5R/nuR/�F`>� d�]>\>U5R>w
Linux- [>TVU1d�Y5Y SAPgui Q5U5Y1[>ToS*T�]�b<[>hyS*\>c5Tsd�_1ToS*j-�e�FYXiFd�R>R/^>�FTVg5Y5w :

Sat May 5 14:23:14 2001
*** ERROR => no valid userarea given [trgmsgo. 0401]
Sat May 5 14:23:22 2001
*** ERROR => ERROR NR 24 occured [trgmsgi. 0410]
*** ERROR => Error when generating text environment. [trgmsgi. 0435]
*** ERROR => function failed [trgmsgi. 0447]
*** ERROR => no socket operation allowed [trxio.c 3363]
Speicherzugriffsfehler

318



�µ#��! !�
10. @  ��=" �X(?��2%���� �F�����<" �3�����W��� Linux

� ]!Red�[!m5fV\>g5Redz]!TVn , c5]!Rkd�Y1d�]!TVn7\ SAP R/3 g1TynuR>W�TV]�b5R/U5U5TVb5]!g5Rlg1\!fVg1\!c1Y5]!`�_?R>b1\!_1`�Y<dV\>n7\�g5Ts^/h)_?\
g1\=S1_?T�W \!�<Y1nKR>^/U1\!fVR/nKd�b5R/g v Y5{Vj-U1Y5U5R>[-\!g1\ ( g5TziX[/\!]/\!T�]�fV\!Q1Y1d�TVw;[�g5TVb5R>]>R>U5h)i;]>\>^!_1Y1}1\�i3^/\>f�h S*\>g5g5h)i ).
�k]!R>^/h�nuR!WZg5R�^/h)_1R�Q1R�S?bX_?��c5Y5]>`/dom<b SAP, S*R>^/\>[>`/]!Tzdo_?ToS?j$���<Y5Tzf�\!Q5Y?d�YF[ v \!wX_ DEFAULT.PFL ( d�n . Note
0043288):

abap/set_etct_env_at_new_mode = 0
install/collate/active = 0
rscp/TCP0B = TCP0B

~kT�U5TVfV\!Q1j$d�]!Y5]!Tyd�Y1d�]!TVnuj SAP. qyT�Q5TVU5`l[>h�nuR!WZTV]!TsQ1R�S?bX_?��c5Y5]>`/dom<b<d�Y?d�]!T�nuT , iXR/]�m<d�Q1T�}5Y v Y5c1TVd�b1Y5T7S1_1m
d�]!U1\>g5hxm5fVhtb5R>[/htT�jXd�]>\>g5R>[/b5YFnuR>{Vj$]�U1\>^>R>]/\!]!`�g1Ts]>\>b , b1\>bFQ5U1ToS?Q5R>_?\!{�\�_1R-d�` . ~kR-do_1TsY1d�Q5U?\![!_?T�g5YXm;g?\>d�]>U5R>TVb
d�]!U1\>g5h ( YkS?R/^/\![>_1T�g1YXm;d�R>R/]![>TV]>d�]>[>j$���<YXik_1R>b1\!_1T�w ) rV]!YFf�\!Q5Y1d�YFnuR!WZg5Rlj/S*\�_?Y5]!`�Y1f v \>wX_?\ DEFAULT.PFL YQ5T�U5TVfV\>Q5jXd�]!Y5]>`ed�Y?d�]!T�nuj SAP.

10.7.13.6. ORA-00001� ]>\�R/aFY5^/b1\�[/R>f�g1Y5b1\!TV]�]!R>_1`>b5Rld Oracle 8.1.7 g1\ FreeBSD 4.5. ~kU5Y5c1Y5g1\�[l]!R-n , c5]!Rld�T�U1[>T�U Oracle g5T)nuR!WZT�]
Q5U1\![/YX_1`/g5R�Q5U5R/Y5g5Y5}1Y1\�_1Y1f�Y5U5R/[/\>]!`/d�mkY%\![-\!U5Y5w1g5R�fV\>[>TVU5a<\>T�]�U1\>^>R/]!j , R/d�]/\![!_1m$m;g1TsR-d�[>R/^>R>W<S*T�g5g5h�nuY3[
d�Y1d�]!TVnuT)d�T�n7\ v R>U1hxYFd�R/[/nuTVd�]!g5ReY1d�Q5R>_1`>fVj$TVnuj$��Q1\/n+m5]!` . ~kU5YFdo_?ToS?j$���<T�w<Q5R>Q5ht]>b5Tsf�\!Q5jXd�]!Y5]!`ld�T�U1[>T�UF^/\!fVh
S*\!g5g1h)ik[/hyS*\!TV]>dom;R/aFY5^/b1\ ORA-00001.

�3\!w$S?Y1]!TzR-d�]>\>[>aFY1TVdomFd�TVn7\ v R>U5h Y<d�T�{�nuT�g5]!h�Q1\>n+m5]!Y%dzQ1R/nuR>�<`>��b5R/n7\>g$S?h ipcs -a YFj/S*\!_1Y5]!T)d�Q5R-nuR>�<`>�
ipcrm.

10.7.13.7. ORA-00445 ( �YCEK:CEI��3D�REALC ��JG>1> PMON K?J X =LRLZ��WJ?K )� ]>\�R/aFY5^/b1\�Q5U1R>Y5fVR>a;_*\�d Oracle 8.1.7. �eg1\�[>hyS*\>T�]>d�m , TVd�_1YFd�TVU5[>TVUF^/h)_FfV\>Q5j$�FT�g<dzQ5R-nuR>�<`>��R/^>htc5g5R/{�R
d�b5U5Y1Q5]>\ startsap ( g1\!Q1U5Y1nuT�U , startsap_majestix_00) R>]eY1nuT�g5Y<Q5R!_?`>f�R/[/\>]!T�_5m prdadm.

�sR/fVnuR>W�g1htwFd�Q5R-d�R/^�R>^>i$R!S*\ – fV\!Q1j$d�b1\!]>`ed�TVU5[>TVU;^/\>f�h S*\>g5g5h)i;R>]�Y1nuT�g5Y%Q5R>_1`>fVR>[/\>]!T�_1m oraprd dsQ5R/nuR/�F`>�
svrmgrl:

% svrmgrl
SVRMGR> connect internal;
SVRMGR> startup;
SVRMGR> exit

10.7.13.8. ORA-12546 ( X =LRLZG>GFG=:DM@1JSREALC ��JG>1>�RMA:C:> �#Z � �IG=:K EP > RMA:=:I ����GK � ��YRMA:=:I =��  )

�'\!Q5jXd�b1\!w5]>TzQ5U5R/}5TVdVd�Q5U1R/do_?j-a<Y5[/\>g5YXm Oracle R>]eY1nuT�g5Y<Q5R!_?`>f�R/[/\>]!T�_5m oraids d�_1ToS*j-�e�FY1nuY<b5R/n7\>g$S*\/nuY :

# umask 0; lsnrctl start

� Q1U5R>]!Y1[>g5R-n�do_1j$c1\>T , [/h�nuR!WZT�]>TsQ5R>_1j$c5Y5]!`ld�R/R>^>�<T�g5Y1T�R>^eR>aFY5^/b5T ORA-12546, Q5R-d�b5R>_1`>b1jld�R>b5TV]!h�g5Ty^>j/S?j$]
Y1nuT�]!`lg5j-WZg5h)i;Q5U1\>[tS?R-d�]!j$Q1\ . 'yn . SAP Note 0072984.
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10.7.13.9. ORA-27102 ( KLJ �?IG=B@ =BJ @�RL=���PL@� )� ]>\�R/aFY5^/b1\�Q5U1R>Y5fVR>a;_*\tQ5U5Y<Q5R>Q5ht]>b5TsY?d�Q5R>_1`>fVR>[/\>]!`�fVg1\!c5TVg5YXm MAXDSIZ Y DFLDSIZ ^/R!_1`/aFT 1 �µ^-\!w5]>\
(1024x1024x1024).

| U5R/nuTs]!R>{VR , nuh�Q5R!_1j$c5Y5_1Y Linux Error 12: Cannot allocate memory.

10.7.13.10. [DIPGNTAB_IND_IND] I �BCLQUJ R3SETUP
� R/^>�<TVn�do_?j-c?\!T , d�n . SAP Note 0130581 ( Q5U1T�b5U1\>�<\>T�]>d�m;U1\!^/R>]>\ R3SETUP g1\�a<\>{�T DIPGNTAB). ��iXR�S?T
j$d�]>\!g1R>[>b1Y IDES- [/T�U1d�Y5Y3Q5R�b?\!b5Y1n - ]!RlQ5U5Y5c1Y5g1\>n�Q5U5R>}1TVd�dsjXd�]>\>g5R>[/b5Y3Y1d�Q5R!_1`/f�R/[/\�_;[-nuTVd�]!R�Q5U?\![>Y5_1`>g5R/{�R
Y1nuT�g5Y%d�Y1d�]!TVnuh SAP, ”IDS”, Q5jXd�]>j-� d�]>U5R>b5j , "".

� ]!Reb<g5T�^/R!_1`/aFY1nKQ1U5R>^>_1TVn7\/nKQ5U5Y3S*R/d�]>j-Q1Tsb;b?\!]>\!_1R>{�\>n ,
Q5R/d�b5R!_1`/b5jlQ5j$]!YF{VT�g5TVU5Y5U5j$��]/dom;S*Y5g1\>nuY1c5TVd�b5YFg1\�^/\>f�T SID ( [tS*\>g5g5R/n�d�_1j$c1\!T , IDS). ~kR/r�]!R-nujk[/nuTVd�]!RR>^>U?\!�FTVg5YXm3b :

/usr/sap/IDS/SYS/...
/usr/sap/IDS/DVMGS00

Y1d�Q5R>_1`>fVj$��]>d�mFdo_1T�S?j$���FY1TsQ5j$]!Y :

/usr/sap//SYS/...
/usr/sap/D00

�k]!R>^/hxQ5U5R�S*R!_5WZY5]!`ejXd�]>\>g5R>[/b5jlnuh d�R/foS*\!_1Y;d�d�h)_1b5j3Y3S*R>Q5R>_1g5Y5]!T�_1`>g1htw;b1\!]/\�_1R/{ :
# pwd
/compat/linux/usr/sap
# ls -l
total 4
drwxr-xr-x 3 idsadm sapsys 512 May 5 11:20 D00
drwxr-x--x 5 idsadm sapsys 512 May 5 11:35 IDS
lrwxr-xr-x 1 root sapsys 7 May 5 11:35 SYS -> IDS/SYS
drwxrwxr-x 2 idsadm sapsys 512 May 5 13:00 tmp
drwxrwxr-x 11 idsadm sapsys 512 May 4 14:20 trans

��h�]>\>bXWZTzg1\>a;_1Y;S?R>b5jXnuTVg5]!h SAP Notes (0029227 Y 0008401), R>Q1Y1d�ht[-\!���<Y5T�rV]!ReQ1R>[>T�S?T�g1Y5T . ��h�g5T
d�]!R>_1b5g5j-_1Y1d�`edsQ5R�S*R>^>g1h�nuY;Q5U5R/^!_1T�n7\>nuY;Q5U1YFjXd�]>\>g5R>[/b5T SAP 4.6C.

10.7.13.11. [RFCRSWBOINI_IND_IND] I �GCLQUJ R3SETUP
� iXR!S?TzjXd�]/\!g5R/[>b5Y SAP 4.6C, rV]>\eR>aFY1^>b1\t[/R>fVg5Y5bX_?\�[�U5TVf�j-_1`/]>\!]!T�S?U5j${�R/wFR/aFY5^/b5Y , Q5U5R/Y5f�R/aFT�S?aFTVw;U1\!g1T�TzQ1R
i$R!S?jkjXd�]>\>g5R>[/b5Y . � S*\>g5g5R/n�d�_1j$c1\!TsQ5U5Y$S*T�]>d�m<Q5U5R-d�nuR/]!U5T�]>`ed�R/R>]![/T�]>d�]![>j$���<Y5T�WZj$U5g1\!_1`>g1htT v \!w5_1hxY
j$d�]!U1\>g5Y5]!`lY1doiXR!S?g5j$��Q5U1R>^!_?TVnuj .

+zdo_1Y<Q5R/d�_1TzQ1U5R/dVnuR>]!U1\�WZj$U5g1\�_?`>g5h)i v \!w5_1R>[�[/h)m5[!_1TVg1\t]!R>_1`>b1R�r�]/\�R/aFY5^/b1\ ( Q5U5R>[/T�U5`/]!T SAP Notes), nuR!WZg5R
Q5R/nuTVgXm5]!` STATUS d�R>R>]>[>T�]/d�]![/j-�e�FTV{�R�a%\!{V\ed ERROR g1\ OK ( [ v \>wX_1T CENTRDB.R3S) Y;Q5T�U1T�fV\>Q5jXd�]!Y1]!`
R3SETUP. ~kR-do_1TsjXd�]>\>g5R>[/b5Y;g1\�S?R�[/htQ5R!_1g1Y5]!`�R/]!c5TV] RSWBOINS Y5fy]!U1\!g1fV\!b1}5Y5Y SE38.

* R/Q5R!_?g5Y5]!T�_1`>g5j$�
Y5g v R>U?n7\!}5Y5��Red�]>\=S?Y5mXi RFCRSWBOINI Y RFCRADDBDIF dVn . [ SAP Note 0162266.

10.7.13.12. [RFCRADDBDIF_IND_IND] I �GCLQUJ R3SETUP
�?S?TVd�`�Q5U1Y1nuT�gXm5�e]>dom%]!TsW�TyR>{VU1\!g1Y5c5T�g1YXm : Q1U5R>[/T�U5`/]!TzQ5j$]!T�n�Q5U5R-d�nuR/]!U1\tWZj$U5g1\!_1`>g1h)i v \>wX_1R/[ , c5]!Rlr�]>\
R>aFY1^>b1\tg1Ts[/htf�[/\>g1\tb1\>b5Y1nuY - ]!ReQ5U5ToS*hyS?j$�FY1nuY%Q5U5R/^!_1T�n7\>nuY .
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+zdo_1Y<Q5R�S*]![>TVUXW%S*\!TV]>dom , c1]!ReQ1U5Y1nuT�g1Y1nKS?R/b5jXnuT�g5] SAP Note 0162266, Q5U1R/d�]>ReQ5R-nuT�gXm5w1]!T STATUS
d�R>R/]![>TV]>d�]>[>j$���<T�{�R�a<\!{�\�d ERROR g?\ OK ( [ v \>wX_1T CENTRDB.R3S) YFQ5TVU5T�f�\!Q5jXd�]>Y5]!T R3SETUP. ~kR/do_?T
j$d�]>\!g1R>[>b1Y;g1\=S*R�[>htQ1R!_1g5Y1]!`�R/]!c5T�] RADDBDIF Y1fs]!U?\!g5f�\!b5}5Y1Y SE38.

10.7.13.13. sigaction sig31: File size limit exceeded� ]!Red�R>R>^/�FTVg5Y5T�R/^�R>a<Y5^>b1Tz[>hyS�\!T�]/dom;[�iXR!S?Tzf�\!Q5jXd�b?\�Q5U5R/}5TVdVd�R/[ SAP disp+work. +sdo_1Y SAP fV\!Q1j$d�b1\!TV]>dom
d�b5U5Y1Q5]!R/n startsap, f�\!Q5jXd�b1\!�e]>domFR/]=S?T�_1`>g5htTsQ5R�S*Q5U5R>}1TVd�d�h , [>htQ5R>_1gXm5�e�FY5Ts{�UXm5fVg5j$��U1\>^>R>]>jlQ1R�fV\>Q5jXd�b5j
[/d�T�i3R/d�]/\�_1`/g5h)ilQ1U5R>}5T�d�d�R>[ SAP. ��U5T�fVj/_?`>]>\>]!T , d�\>n�d�b5U5Y5Q1]eg5TsQ5R!_?j-c1Y5]�j$[>T�S?R/n+_?T�g5YXm , T�do_1Y<c5]!R - ]!RlQ5R/w$S?T�]
g5Ts]/\!b .

�k]!R>^/hxQ5U5R>[/T�U5Y1]!` , g5R/U1n7\�_?`>g5R�_1YFf�\!Q5jXd�]>YX_1Y1d�`�Q5U5R/}5TVdVd�h SAP, Q5R/dVnuR>]!U1Y5]!Tyg1\�d�R/d�]>R!m5g5Y5TsQ5U5R/}5TVdVd�R>[ld
Q5R/nuR/�F`>��b5R/n7\>g$S?h ps ax | grep SID, b1R>]!R/U1\�m;[/hyS*\>d�]�d�Q5Y?d�R>b<[/d�T�ikQ5U5R>}1TVd�d�R>[ Oracle Y SAP. +zdo_1Y
Q5R!iXR!WZT , c5]!Rlg5T�b5R/]!R>U1h)ikQ1U5R>}5T�d�d�R>[�g1T�iX[/\>]>\!TV]�YX_1Y<[>h�g5TynuR!WZT�]!TyQ5R!S?bX_1�ec5Y5]!`-domFb%d�Y1d�]!TVnuT SAP,
Q5U5R/dVnuR>]!U1Y5]!T)d�R>R/]![>TV]>d�]>[>j$���<Y5T�WZj$U5g1\!_1`>g5htT v \!wX_?h , b5R>]>R>U5htTyn+R>WZg5R�g1\>w5]!Y<[eb1\>]>\�_?R>{�T
/usr/sap/SID/DVEBMGSnr/work/. �3\=S*R�Q5U5R-d�n7\!]>U5Y5[/\>]!` v \>wX_1h dev_ms Y dev_disp.

'sY5{�g1\!_ 31 [>hyS*\>T�]>d�m , TVd�_1YFR/^��µT�npQ?\>n+m5]!Y , d�R>[-nuTVd�]!g5R�Y?d�Q5R>_1`>fVj-T�nuR>w Oracle Y SAP, Q5U5T�[/R/d�i$R!S?Y5]�f�\=S*\>g5g5htw
[ v \!w5_1Tzb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ , YFR>]eg5T�{VRenuR>W�g1R�Y5fV^/\![/Y5]!`-dom , j$b1\!f�\![�^/R!_1`/aFT�Tzf�g1\>c5T�g5Y1T :
# � ����� ��� � ��
�������
 ��� ���� � ����������� � 	�
 ����
�
 ��� 	���	�
���� 46C:
options SHMMAXPGS=393216
# ����
�� ��� � ��
�������
 ��� , ����	�
���
���� 
���� ���� 46B:
#options SHMMAXPGS=262144

10.7.13.14. �%H:CED RMA  X1=:R?ZG>BF1J saposcol
+zd�]!`lUXm$S�Q5U5R>^>_1TVn�dsQ5U5R/{�U1\/n7nuR>w saposcol ( [>T�U?d�Y5Y 4.6D). 'sY1d�]!T�n7\ SAP Y?d�Q5R>_1`>fVj-TV] saposcol S1_5m<d�^>R/U1\S*\!g5g1h)ikReQ5U5R/Y5f�[/R�S?Y5]>T�_1`/g5R/d�]!YFd�Y?d�]!T�nuh .

� ]>\eQ5U5R/{�U1\/n7n7\�g5Tyg5j-W�g?\)S1_5m<Y1d�Q5R>_1`>fVR>[-\!g5YXm;d�Y1d�]!T�nuh SAP, ]>\!b
c5]!RlQ5U5R>^>_1TVnuj3nuR>W�g1R�R>]>g5TVd�]!YFb<g5TVd�T�U5`/T�f�g1h�n . ;yR!_1TVTsd�]/\!U5htTy[>T�U?d�Y5Y (4.6B) U1\>^>R/]>\!�e] , g5Rkd�R>^/Y5U1\>��]�g5Ty[/d�T
S*\!g5g1htT ( nug5R>{VY5Tz[/htf�R>[/h Q5U5R/d�]!Rl[>R>fV[>U1\>�<\>��] 0, g?\!Q5U5Y?nuT�U , S?_5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5mkQ1U5R>}5T�d�d�R>U1\ ).

10.8. � L �;L�� � I%G�� � � ��� � �S������� � I��
+zdo_1Y<[>hxY5g1]!T�U5T�d�j$T�]>TVd�` , b1\>b;R>^/TVd�Q5T�c5Y1[/\!TV]>domlS?[/R>Y5c1g1\�mFd�R>[/nuT�d�]!Y?n+R-d�]!`ld Linux, rV]!R>]eU1\!f�S?T�_3S?_5mF[/\/d .
;sR>_1`>a<Y5g1d�]![>R�n7\>]!T�U1Y1\�_?\�[>f�m5]!R�Y5fyr�_?T�b5]!U1R>g5g5R/{�ReQ5Y1d�`-n7\ , \�S?U5T�d�R>[-\!g5g5R/{�Rt[�'sQ5Y1d�R>bFU?\>d�d�h)_1b5Y ,
Q5R/d�[!m5� �Vg5g5htw;g1T v R>U?n7\�_1`/g5h�nP^>TVd�ToS*\/nKR FreeBSD (http://lists.FreeBSD.org/mailman/listinfo/freebsd-chat) by
Terry Lambert <tlambert@primenet.com> (ID Q5Y1d�`-n7\ :
<199906020108.SAA07001@usr09.primenet.com>).

10.8.1. � � � ����"����#� 	 �������!" �U� ?

FreeBSD Q1R�S5S?TVUXWZY5[/\>T�]�\>^/d�]!U1\!b1}5Y5� , g?\!f�ht[-\!T�nuj-� ” fV\>{�U5j$f�c1Y5b;[>htQ1R!_1gXm5T�nuh)i3bX_?\>dVd�R/[ ”. 	 \!b5]!Y1c5TVd�b5Y , R/g
m5[!_5m5TV]>dom;Q5TVU5[>R/wFd�]/\=S?Y5TVw<d�Y1d�]!T�nug5R>{VRe[/htf�R/[/\ execve(2).

�3\�d�\/nuR/npS?T�_1T , FreeBSD Y1nuTVT�]kd�Q5Y?d�R>bFfV\!{VU5j$f�c5Y1b5R>[�[-nuTVd�]!ReR!S?g5R/{�R , f�\![/T�U5a%\!���<Y5w1d�mkf�\!{VU5j$f�c5Y5b1R/n #! S?_5m
fV\!Q1j$d�b1\)_1�e^>h)i;b5R-n7\!g$S*g5h)i3Y5g5]!TVU5Q5U5TV]>\!]!R/U5R>[lY<d�b5U5Y5Q1]!R>[ .
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(3d�]!R/U5Y5c5T�d�b5YFd�_1R!WZYX_?R/d�` , c5]!ReToS?Y1g1d�]![/T�g5g1htw<f�\!{�U1j-fVc5Y5b;[ UNIX d�Y1d�]!T�n7\�i;Q5U1R>[>TVUXmX_ ” n7\>{�Y5c5T�d�b5R/Tzc5Y?do_1R ”
( c1\>�FTs[/d�TV{�R�Q1T�U5[/htT 4 YX_?Y 8 ^/\!w1] v \!wX_*\ ), c1]!R>^/hxR>Q5U5T�S?T�_?Y5]!` , Y5f�[/TVd�]!T�g3_?Y v R>U?n7\!]tS*[>R>Y1c5g5R>{VR v \!w5_?\
d�Y1d�]!TVnuT , YFT�do_1Y3S*\ , ]>R�[>htfV[/\!_Fd�R>R/]![>TV]>d�]>[>j$���<Y5wFf�\!{�U1j-fVc5Y5b .

+zdo_1Y v \!wX_<g5TsR/Q5R>fVg1\![-\�_?d�mkd�Y1d�]>TVnuR>w<b1\!b;S?[>R/Y5c5g5htw , d�Y1d�]!TVnug1htwF[>htfVR>[ execve(2) [>R/f�[>U?\!�<\!_3R>aFY1^>b5j , Y
]!T�b5j$�<Y5wFb5R-n7\!g$S*g5htwFY5g1]!T�U5Q1U5T�]>\>]!R>U<g1\!c1Y5g1\�_%[>htQ5R>_1gXm5]!` v \!wX_<b1\!bFd�b5U5Y5Q1] .
~kR�jXnuR!_1c?\!g5Y5� d�b5U1Y5Q5]l[>htQ5R>_1gXmX_?d�m ” ]>T�b5j$�FY?n�b5R/n7\>g$S?g5h�n�Y5g5]!TVU5Q5U5TV]>\!]!R/U5R/n ”.

~kR>foS*g5T�T , sh(1) ^>h)_<nuR!S?Y v Y5}1Y5U5R>[-\!g , ]>\>b , c1]!R>^/hxQ5U5R>[/T�UXm5]>`�Q5TVU5[>htT�S?[/\ed�Y1nu[/R!_?\�[ v \!w5_1T , Y<TVdo_?Y;R>g5Y
R>b1\>f�ht[/\!_1Y1d�` :\n, ]!R v \>wX_F[/htQ5R!_1g5mX_?dom;b1\>bFd�}1T�g1\>U5Y5w3S?_5m csh(1) ( j$]![>TVUXW%S*\!TV]>dom , c5]!R SCO ^>h)_1Y<Q5T�U1[>h�nuY ,
b5]!Rkd�S?T�_?\�_FrV]!j;nuR�S*Y v Y5b1\>}5Y5� ).

FreeBSD d�T�w5c?\>d�[/ToS?TV]�d�TV^!m;Q5R -S?U1j-{VR/nuj : Q5U5R>^/T�{�\!T�]�Q5Red�Q5Y1d�b1j3fV\!{VU5j$f�c5Y1b5R>[ , [>bX_?��c1\>���FT�nujed�Q5T�}5Y?\�_1`/g5htw
fV\!{VU5j$f�c5Y1b #!, b5R>]>R>U5htw<[>htf�ht[-\!TV]tg5j-W�g1htwFY5g5]>T�U5Q5U1T�]>\>]!R>U , j$b1\!f�\!g5g1htw3Q5R/d�_1TsrV]!YXiFd�Y1nu[>R>_1R>[)S*R
do_1T�S?j$���FTV{�ReQ5U5R>^/T�_?\ , YX_1Y /bin/sh, T�do_1Y<g5Tyg1\!a<T�_FQ5R!S1iXR�S1m5�<T�{VR .
* _5m3Q5R�S5S*T�UXWZb5Y Linux ABI FreeBSD Y5�FTV]en7\>{�Y5c5T�d�b5R/T�c5Y1d�_1R , d�R>R/]![>TV]>d�]>[>j$���<T�TuS?[/R>Y5c1g5R/nuj v \!wX_?j ELF ( g1\
r�]!R/w<d�]/\=S?Y5Y<g5TzU?\!f�_?Y5c1\!�e]>dom FreeBSD, Solaris, Linux Y5_1Y;_1�e^/\!mkS?U5j${V\!m ��' Q5R�S5S*T�UXWZY5[-\!���%\�m v R/U1n7\!]
ELF).
* \�_1TVT , ELF- fV\>{�U5j$fVc5Y5b;R/Q5U5ToS*T�_5m5TV] ” n7\!U5b1j ” (brand) S?[/R>Y5c1g5R>{VR v \!wX_*\ ELF ( d�Q1T�}5Y1\!_1`>g1htw;b5R/n7nuTVg5]>\>U5Y5wF[
ELF-

v \!wX_?T , R>]>d�j$]>d�]![/j$���FY1wF[tS*[>R>Y1c5g5h)i v \!wX_*\�i ELF SVR4/Solaris).

'sR>R>]>[>T�]/d�]![/T�g5g5R , Linux Q5U1R>{�U?\>n7nuh S?R>_5WZg5h�^/ht]!` ” n7\>U5b5Y5U1R>[/\>g5h ” S1_5m Linux ( g1\!Q1U5Y1nuT�U , dzQ1R/nuR>�<`>�
j-]>YX_1Y5]!h brandelf(1)):

# brandelf -t Linux file

| R>{oS�\tr�]!Rkd�S*T�_?\>g5R , f�\!{�U1j-fVc5Y5b ELF [>h)m5[/Y5]�n7\>U5b5j Linux [ v \>wX_1T .| R>{oS�\ ELF- fV\>{�U5j$fVc5Y5b;g1\!iXR�S?Y5] ” n7\>U5b5j ” Linux, R>gFfV\>nuTVgXm5T�]ld�R/R>]![/T�]>d�]![>j$���<Y5w;j$b1\>fV\!]>T�_1`e[ed�]>U5j$b5]!j$U5T
proc. �yd�Tsd�Y1d�]!T�nug5htTy[>htf�R/[>h Y5g$S*T�b1d�Y5U5j$��]>d�m<c5TVU5T�fyr�]>R>]�j$b1\>fV\>]!T�_1` ( [e]!U1\=S*Y5}5Y5R/g5g5R>w UNIX d�Y1d�]>TVnuTyr�]!R
n7\>d�d�Y5[ed�]!U5j$b5]!j$U sysent[], d�R�S*T�UXW \!�<Y5wFd�Y1d�]!T�nug5htTy[>htf�R/[>h ).

| U1R/nuTz]>R>{�R , Q5U5R/}5TVdVdzQ1R/nuT�c?\!T�]/domkS1_5m
d�Q5TV}5Y1\�_?`>g5R/w3R>^>U?\!^>R/]!b5Y;[/T�b5]>R>U1\tR/^>U1\>^>R/]!c5Y5b5R/[�d�Y1{�g1\!_1R>[ , \�]>\>bXWZTsUXm$S�\)S?U5j${�Y5i ( g5TV^>R>_1`>a<YXi )
Y1d�Q5U?\![!_?T�g5Y5w , b5R>]>R>U5htTsR/d�j$�<TVd�]>[!_5m5�e]>domFd�Q5T�}5Y?\�_1`/g5h�n�nuR�S*j/_?TVnKm$S?U1\tS1_5mFQ1R�S5S?TVUXWZb5Y Linux.

�sTVb5]!R/UFd�Y1d�]!TVnug1h)iF[>htfVR>[>R/[ Linux d�R�S?TVUXWZY5] , d�U5ToS*YFQ5U5R/c5T�{VR , d�Q5Y1d�R/bFf�\!Q5Y1d�T�w sysent[], \=S?U5T�d�\�b5R>]!R/U5h)i
g1\�iXR�S?m5]>dom;[lnuR�S?j-_1Tsm$S?U1\ .
~kU5Y;[>htQ1R!_1g5TVg5Y5Y%d�Y1d�]!TVnug5R/{�Re[>htf�R/[/\tY1f7S?[/R>Y5c5g1R>{�R v \!wX_?\ Linux, b1R�S<R/^>U1\>^>R>]>c5Y5b1\tU?\!f�h�nuTVg5R>[/ht[/\>T�]
j-b?\!fV\>]!T�_?`�g1\ v j-g1b5}5Y5� d�Y1d�]!TVnug1R>{�Re[>htfVR>[/\)Y1fyd�]!U5j$b5]!j$U5h proc, Y;Q5R!_?j-c?\!T�]e]!R>c1b5YF[>i$R!S*\�d�Y1d�]!T�nug5h)i
[>htf�R/[>R/[ Linux, \�g5T FreeBSD.

~l_1�edzb5Re[-d�T�nuj , [ Linux– U5T�W�Y?nuTuS?Y5g1\/nuY5c5T�d�b5Y ” Y5fVnuTVgXm5T�]/domFb5R/U5T�g1` ” v \!w5_1R>[/R>w;d�Y?d�]!T�nuh�Q5U5Y<Q5R>Y1d�b5Tv \!wX_1R/[ ; v \!b5]!Y1c5TVd�b5YF]>\>b3WZT , b?\!b;Y<Q1\!U1\/nuT�]!U union Q5U5Y%nuR>g5]!Y1U5R>[-\!g5Y5Y v \!wX_1R/[>h)i3d�Y1d�]!TVn ( g1TzQ5j$]>\>]!`ld
unionfs!). 'sQ5TVU5[/\ , v \!w5_FY5�FTV]>dom<[�b1\>]>\�_1R/{�T /compat/linux/ � ��� � � � ��
 _ � � � � ��
 _ �����ZYF]!R>_1`>b5RefV\>]!TVn , [
do_1j$c1\>Tzg5TVj>S�\!c5Y , [ / � ��� � � � ��
 _ � � � � ��
 _ ����� .

� ]!Rl{V\>U1\!g5]>Y5U5j$T�] , c5]!RlQ5U5R>{VU1\>n7nuh , b1R>]!R/U5h�n�]!U5TV^>j$��]/dom3S?U1j-{VY5T
Q5U5R>{VU1\>n7nuh , d�nuR>{Vj$]�U1\>^>R>]/\!]!` ( g1\!Q1U5Y1nuT�U , [>T�d�`�g?\!^>R/U;Y5g1d�]!U5jXnuT�g1]>\�_1`/g5h)iFd�U1ToS*d�]![ Linux d�nuR!WZTV]eU1\>^>R/]>\!]!`
[ed�U1ToS?TyQ5R�S1S?T�UXWZb5Y Linux ABI).

� ]>Re]>\>bXWZT7S*\>T�]e[>R>f�nuR!WZg5R-d�]!` Linux Q5U1R>{�U?\>n7n7\>nK[/htQ5R!_?gXm5]!` FreeBSD
b5R/n7\>g$S?h , T�do_1Y<g5Tzg1\>w$S?TV]>dom<d�R>R/]![>TV]>d�]![/j$���FY5i Linux b5R/n7\>g$S . �3\>Q5U5Y1nuTVU , nuR>W�g1Red�b1R>Q5Y5U1R>[/\>]!` FreeBSD
uname(1) [tS?TVU5T�[/R�b1\>]>\�_?R>{�R/[ /compat/linux, Y Linux- Q5U5R>{VU1\>n7nuh�g5T)d�nuR/{�j$]�U1\>f�R/^>U1\>]!`/d�m , c1]!ReR/g5Y
U1\!^/R>]>\>��]�g5Ty[ Linux.
	 \>b5]!Y5c1TVd�b1Y , Y1nuTVT�]>d�m;m$S?U5R Linux [�m$S?U1T FreeBSD; U1\>f�_1Y1c5g5htTz^-\!fVR>[>htT v j$g5b1}5Y5Y , U5T�\�_1Y1f�j$���<Y5T�[/d�TzjXdo_?j-{VY
m$S?U1\ , Y$S?T�g1]!Y5c5g5h�b1\!bF[�fV\>Q5Y1d�mXik]/\!^!_?Y5}5h�d�Y1d�]!T�nug5h)i;[>htfVR>[/R>[ FreeBSD, ]>\!b<YF[efV\!Q1Y1domXi3]>\>^!_1Y5}1h
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10. @  ��=" �X(?��2%���� �F�����<" �3�����W��� Linux

d�Y1d�]!TVnug5h)i;[/htf�R/[>R>[ Linux: R/Q5T�U?\!}5Y5Y<d v \>wX_1R>[/R>w;d�Y1d�]!T�nuR>w , [>Y5U1]!jX\�_1`/g1\�m3Q1\/n+m5]!` , d�U5ToS�d�]![-\tS?R-d�]>\>[>b5Y
d�Y5{Vg1\�_1R/[ , System V IPC . . . +uS?Y5g1d�]![>TVg5g5R/TsR/]�_1Y5c5Y1Ts[e]!R/n , c1]!R FreeBSD- Q5U5R>{VU1\>n7nuhxQ1R!_1j$c1\>��]"1(1���&� �z��0*��(?6�� v j$g5b5}5Y1Y FreeBSD, \ Linux- Q5U1R>{�U?\>n7nuh Q5R!_?j-c?\!��] "?(1���&� �z��0*��(16�� v j$g5b5}5Y5Y Linux ( [
^>R!_?`>aFY1g1d�]![/T�^>R>_1T�Tyd�]>\>U5h)i ��' TVd�]!`e]>R!_1`/b5R�YXiFd�R>^-d�]![/T�g5g5htTzY5g5]!TVU v T�w1d�g5htT v j-g1b5}5Y5Y :

v j$g5b5}1Y5Y;^>TVU5j$]>dom
Y5fyd�]>\!]>Y5c5TVd�b5R>{VR�{�_1R>^-\�_1`/g5R>{VR�n7\>d�d�Y5[/\�d�]!U5j$b5]>j-U sysent[], \�g5TyY5f)n7\>dVd�Y5[-\ , Q5R!_?j-c1T�g5g5R/{�R
U1\!fVh�nuT�g5R/[/\!g1Y5TVn S?Y5g?\>nuY5c5T�d�b5Y<Q5U5R/Y5g5Y5}5Y?\�_1Y5fVY5U5R/[/\!g1g5R>{VR�j$b1\!f�\!]!T�_5m;[ed�]!U5j$b5]!j$U5T proc Q5U5R/}5TVdVd�\ ,
[>htQ5R>_1gXm5���<T�{VR�[>htfVR>[ ).| \!b1\!mlWZTyU5TV\!_1Y5f�\!}5YXm ABI S1_5m FreeBSD ” U1R�S?g1\!m ”?

� ]!Rlg5TyY1nuT�TV]�f�g?\!c5TVg5YXm . +uS*Y5g1d�]>[>T�g1g5R>TyU1\!f�_1Y5c5Y1T ( g1\
S*\!g5g1htwFnuR/nuTVg5] , [�^>j/S?j$�<TVnK[/d�TsnuR>W�TV]�Y , [>T�U1R!m5]!g5R , Y5fVnuTVg5Y5]>d�m ), Q5R!W \�_?j-w , [�]!R-n , c5]!R v j$g5b5}5Y1Y
d�Y1d�]!TVnug5h)i3[/htf�R>[/R>[ FreeBSD fV\>aFY5]!hx[�m$S?U5R , \tS1_5m Linux R>g5YFnuR/{�j$]�^/ht]!`�_1Y1^>R�d�]>\!]!Y1c5TVd�b5Y<d�b5R/nuQ5R/g5R>[-\!g5h
[�m$S?U5R , _1Y5^/R�Q5R>_1j$c1\!]>`/dom;c1T�U5TVfynuR!S?j-_1`�m$S?U?\ .
* \ , g5RknuR!WZg5R�_1YFg1\>f�[-\!]!`�rV]!RlrVnuj-_5m5}5Y5TVw ? �kTV] . � ]!RlU5T�\�_1Y5f�\!}5Y5m ABI, \�g5TyrVnuj-_5m5}5YXm .

| \>b;]>\>b5R>[/R>w ,
rVnuj-_5m5]!R/U ( YX_1YFd�Y1nuj-_5m5]!R>U ) R/]>d�j$]>d�]![>j$TV] .
� ]/\!b5R-n�do_1j$c1\>T , Q1R>c5T�nujeWZTyY5g5R/{oS*\�{�R>[/R>UXm5]�R>^ ” r�nuj/_1m5}5Y5Y Linux”? �k]!R/^>h ” g1\/d�R>_1Y5]!` ” FreeBSD!	 \>b5]!Y5c1TVd�b1Y , Q5U1Y5c5Y5g1\e[�]>R/n , c5]>Reg1\enuR/nuTVg5]�Q5TVU5[>R/w;U5T�\�_1Y5f�\!}5Y1YFg5Tyd�j$�FT�d�]![/R>[/\!_1R�d�_1R>[-\ , b5R/]!R>U5R/Tz^/h
]!R>c5g1T�TyR>Q5Y1d�ht[/\!_1Rtr�]!R/]eQ1U5R>}5T�d�d . �kT�_1`/f�m3^>h)_?Red�b?\!fV\>]!` , c5]>R FreeBSD fV\>Q5jXd�b1\>T�]�Q1U5YX_1R>W�TVg5YXm Linux ( ^/T�f
Q5T�U5TVb5R/nuQ1YX_5m5}5Y5Y<YX_1Y<fV\!{VU5j$f�b5Y<d�R>R/]![>TV]>d�]>[>j$���<T�{�RenuR�S?j-_5m;m$S*U1\�rV]!Reg1T�[>R/fVnuR>W�g1R ). �kReg1\=S*R�^>h)_?R�b1\!b - ]!R
R>Q5Y1dV\!]!` , c5]!RlfV\>{�U5j-W \!TV]>dom — R>]>d��tS*\�Y ” rVnuj-_5m5]>R>U Linux”.
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III.
� �������	� 
��	�  � � � 
 ����� � � ��� ��� 
 ���

�ld�]>\>[>aFY1TVdom3{�_?\![/h � j$b5R>[/R�S*d�]![/\tR>iX[/\!]>ht[/\!�e]t[/d�Ts\>d�Q5T�b1]!h�\=S�nuY5g5Y1d�]!U5Y5U5R/[/\>g5YXm FreeBSD d�Y1d�]!TVnuh .| \�W%S*\�m3{�_?\![-\�g1\>c5Y5g1\>T�]>d�mFdzR/Q5Y1d�\>g5YXm;]!R/{�R , c5]!Re[>h�dVnuR!WZT�]!TyY5f�j$c5Y1]!`�[lU5T�fVj-_1`>]>\>]!TzQ1U5R>c5]>T�g5YXm<r�]!R/w
{�_?\>[>h .� ]!YF{�_?\![/h�d�QX_?\>g5Y5U5R/[/\>g5h ]>\>n , c5]!Rl[>h�nuR!WZTV]!TsQ1U5R>c5Y1]>\!]!`lYXi3b5R/{oS*\�[-\>nKg5j-WZg5Rlj$f�g1\>]!`�b1\>b5j$� - _1Y5^/R
Y5g v R>U?n7\!}5Y5� . �)\>nKg5Tyg5j-WZg5Rlc5Y5]>\>]!`eY5ik[eR>Q5U1ToS?T�_1T�g5g1R/n�Q5R/UXm$S?b5T , YFg5Tyg5j-WZg5R�Q1U5R>c5Y1]>\!]!`lYXi;[-d�TzQ1T�U5T�S
]!TVn , b1\!b;g?\!c1\>]!`�Q5R>_1`>fVR>[-\!]!`-dom FreeBSD.



� � ����
11. � ��� �����
	 �� � �������	� ������� ��

�%��B1"*����#
Chern Lee.

� ��(?�= !6� !�!�����¤2p(*�;,��5� � (1"1.-�
,
(*��B1"*����(?(1� �

Mike Smith.
"p(*�

tuning(7),
(*��B1"*����(?(1� �

Matt Dillon.
�%�&���V ����)(?�+��,/�V��.>"?0k254!67.

: 8 (*� ����0 � �¤#��>(?"1. , @ ��(1"*�A�%��B$#*"1( , � ��#��&��"10k:t�'�! ��X,/. .
11.1. � ��� � �	� I
�
��S?Y5g;Y5fy[/\!WZg5h)i;\>d�Q1T�b5]!R/[ FreeBSD r�]!Rlg1\/d�]!U5R/w5b1\ed�Y1d�]!TVnuh . ~kU?\![>Y5_1`>g1\!m3g1\>d�]!U5R>w1b1\�d�Y1d�]!T�nuh�Q5R-nuR!WZT�]
Y5f�^/T�W \!]!`e{�R>_1R>[/g5R>w3^/R!_1Y;Q1U5YFQ5R-do_1T�S?j$���<YXi3R>^>g1R>[!_?T�g5YXmXi .

� ]>\e{�_?\>[/\tR/Q5Y1d�ht[-\!TV]�^>R>_1`>a<j-��c1\>d�]!`eQ1U5R>}5T�d�dV\
g1\>d�]!U5R>w1b5Y FreeBSD, [>bX_?��c1\!m;g5T�b5R/]!R>U1htTsQ1\>U1\>nuTV]!U5h , b1R>]!R/U5htTsnuR>W�g1RejXd�]/\!g5R/[>Y5]!`tS1_5mFR/Q5]!Y1nuY5f�\!}5Y1Y
d�Y1d�]!TVnuh FreeBSD.

~kR/do_?T�Q5U5R/c5]!T�g1YXm<rV]!R>w;{�_?\![/hx[>hxj$f�g?\!T�]>T :
•
| \>b;r v3v TVb5]!Y5[/g5R�U1\>^>R>]/\!]!`ld v \!w5_1R>[/h�nuYFd�Y1d�]!TVn7\/nuYFY<U1\!f�S?T�_?\/nuY;Q5R!S?b1\!c1b5Y .

• �ld�g5R>[/h�g?\>d�]>U5R>w5b1Y rc.conf Y<d�Y?d�]!T�nuh�fV\>Q5jXd�b1\�Q5U5YX_1R>WZT�g5Y5w /usr/local/etc/rc.d.

•
| \>b;g1\>d�]!U5R/Y5]!`�Y<Q5U5R/]!TVd�]!Y5U5R/[/\!]>`ed�TV]!T�[/j$��b1\>U5]!j .

•
| \>b;g1\>d�]!U5R/Y5]!`�[/Y5U5]!jX\!_1`>g5htTziXR/d�]>hxg1\ed�T�]!TV[>h)i3jXd�]!U1R>w1d�]![/\!i .

•
| \>b;Y1d�Q1R!_1`/f�R>[-\!]!`tU?\!f�_?Y5c5g5htT v \!wX_?hxb5R>g v Y1{�j$U1\!}1Y5Y3[ /etc.

•
| \>b;R>Q5]>Y1nuY5f�Y1U5R>[-\!]!` FreeBSD, Y1d�Q5R!_?`>f�j-m;Q5TVU5TVnuTVg5g5htT sysctl.

•
| \>b;j$[>T�_?Y5c5Y5]!`ld�b5R/U5R/d�]!`�U?\!^>R/]!h�S?Y1d�b5R>[eYFY5f�nuT�g5Y1]!`eR/{�U1\>g5Y5c5TVg5YXm , g1\>bX_?\�S?ht[/\>TVnuhtT7m$S?U1R/n .

~kT�U5T�S<Q5U5R/c5]!T�g1Y5TVn r�]!R/w;{�_?\>[>hx[-\>n�do_?ToS?j$T�] :
• ~kR/gXm5]!`�R-d�g5R/[>h UNIX Y FreeBSD ( �'_ . 3).

• �efVg1\!b5R-nuY5]!`-domFd�R-d�g5R/[/\/nuY3b5R>g v Y1{�j$U1\!}1Y5Y / b5R/nuQ5Y5_5m5}5Y5YFm$S?U1\ ( �'_ . 8).

11.2.
� E���E � � �;L
��H�L � � I � 	<D IPDFL���E � I
�

11.2.1. ����� �)" � & � !�����

11.2.1.1.
� >GK:CEI�� R:C:>5@BA:CLJ?K�MPYAL=?X5QUJ � CEI

�sRe[>U5T�n+m;U1\!f�nuT�]!b1YFW��Vd�]!b5R/{�RtS*Y1d�b1\edzQ1R/nuR>�<`>� disklabel(8) Y5_1Y sysinstall(8), [/\!W�g1R�Q5R/nug1Y5]!` , c5]!R
d�b5R/U5R/d�]!`�c5]>T�g5YXm<YFfV\>Q5Y1d�YkS*\!g1g5h)i;jXnuT�g5`/a<\!TV]>dom;R/]�[>g1T�aFg1YXi3bF[>g1j-]>U5T�g5g1Y1n�]!U1T�b1\/nPS?Y1d�b1\ . 'y\/nuhtT
n7\�_1TVg5`>b5Y1TzY<dV\>nuhtTsc1\>d�]!ReY?d�Q5R>_1`>fVj-T�nuhtT v \!w5_1R>[/htTzd�Y1d�]!TVnuh ( b5R/U5g5TV[>j$��Y<U1\!f�S?T�_FQ1R�S?b1\>c5b5Y ) S?R>_5WZg5h
^>ht]!`eU1\>d�Q5R!_1R>WZT�g5hx[eg1\!c1\!_1T7S*Y1d�b1\ , [�]>Re[/U5TVn+mFb?\!bFdV\>nuhtTz^/R!_1`/aFY5T , ]>\!b5Y1T , b?\!b /usr, [lb5R/g5}5T . 'y\>nuh�n
R>Q5]!Y?n7\�_1`/g5h�n�d�c1Y5]>\!TV]>dom%do_1T�S?j$���FY1wFQ5R/UXm$S?R>bFU1\>d�Q5R!_1R>WZT�g5YXm v \>wX_1R>[/h)ikd�Y1d�]>TVn : root, swap, /var, /usr.
� \!f�nuT�U v \>wX_1R/[>R>w3d�Y1d�]!T�nuh /var R/Q5U5ToS*T�_5m5TV]>dom;Q5U1ToS?g1\>f�g1\>c5T�g1Y5TVn�n7\>aFY5g1h . /var Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5m
i$U?\!g5TVg5YXm;Q5R/c5]!R>[/h)ikm5�FY5b5R/[ , R/c5T�U5T�S?T�w<Q5T�c?\!]!Y<Y;_1R/{ v \!w5_1R>[ . � \!fVnuTVUFQ5R/c5]!R/[>h)ilm5�FY5b5R/[�YF_1R>{ v \!wX_1R/[
nuR!WZT�]eU1\>d�]!YFg5TVR>{VU1\!g5Y1c5T�g5g1R�[ef�\![/Y1d�Y1nuR-d�]!YFR>]�b1R!_1Y5c1TVd�]>[/\�Q1R!_1`/f�R>[-\!]!T�_1T�w3d�Y1d�]!T�nuh�Y<R>]�]!R/{�R , b1\!b;S?R!_1{VR
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11.

�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
i$U?\!gXm5]>d�m3_1R>{ - v \>wX_1h . ;yR!_1`/aFY5g?d�]![/jlQ1R!_1`/f�R>[-\!]!T�_1T�w3g1Y5b5R>{�S*\�g1TzQ5R/]!U5T�^/j$T�]>d�mF{�Y5{�\!^-\!w5] , g1ReQ5R-nug5Y5]!T , c5]!R
/var/tmp S?R>_5WZT�g<^>ht]!`�S?R/d�]>\!]!R/c5g5Re^>R!_?`>aFY?npS1_5mFQ1\>b5T�]>R>[ .
� U?\!foS*T�_1T /usr d�R!S?T�UXWZY5]e^>R>_1`>a<Y5g1d�]>[>R v \>wX_1R>[ , g1T�R>^>iXR�S?Y1nuh)ilS1_1mFQ5R�S1S?T�UXWZb5Y%d�Y1d�]!TVnuh , ports(7) ( Q5R>U1]!h ,
U5T�b5R-nuT�g$S*j-TV]>dom ) YFY?doiXR�S?g1htTz]!TVb1d�]!h ( R/Q5}5Y5R/g1\�_?`>g5R ). �e^/\trV]!YFb?\!]>\!_1R>{�\�R>Q1}5Y5R>g?\�_1`/g5h Q5U5YFjXd�]>\!g5R/[>b5T . * _5m
r�]!R/{�R�U?\!foS*T�_?\�U5T�b5R-nuT�g$S*j-TV]>dom<b1\!bFnuY1g5Y1nujXn 2 {�Y5{�\!^/\>w5]>\ .
~kU5Y;jXd�]>\>g5R>[/b5TzU?\!fVnuTVU1\�U?\!foS*T�_1R/[ , g5TyfV\>^>j/S?`>]>T�Q5U5Y5g5m5]!`e[/R�[/g5Y1n7\!g5Y1TsU5R-d�]�U?\!fVnuTVU1\e]!U5T�^/j$TVnuR>{VR�d�Y?d�]!T�nuT
S?Y1d�b1R>[>R/{�R�Q1U5R/d�]!U1\!g?d�]![-\ . ~kT�U1T�Q5R>_1g5T�g1Y5TzR!S?g5R>{VR�U1\>foS?T�_?\)S�\�WZTzQ5U1YFg1\!_1Y5c5Y5Y%d�[>R/^>R!S?g5R>{VR�nuTVd�]>\�g?\)S?U5j${VR/n
nuR!WZT�]e[>htf�[-\!]!`�fV\!]>U5j/S?g5T�g1YXm .

, �!�µ�.-���� � � : � ��G4��V¢y�����
 2 �/�¥����¢ � � ��¡����!�o�o£ ���� , ³����l���62V�?¢V�����.2¤�-¢����/� , ����¢¤���-�54 �V¢��A�A´ sysinstall(8)’ �/�Z����� ���5³V� � �>° , ����G4 �$�t�?¢�� 
 ��¢y��V�17��V� 05 7¢.4 �)��� 03���62¤�-¢����/� /var � /. �z 7����¢���
���k���-� � �!�o��´���¢s���.2��*¢������62¤�-¢����/� � ��¢£y��/¢V´���¢y�?¢2�¥��� .

11.2.1.2. �U=?X5QUJ � RLCLQ!FG=���F�| \!b;Q5U?\![>Y5_1R , U1\>fVnuTVUFU1\>foS?T�_?\�Q5R!S?b1\>c5b5YkS?R>_5WZT�g<^>ht]!`eU1\![/T�g;j/S?[/R>T�g5g1R/nujlU1\!f�nuT�U5j3R/Q5T�U1\>]!Y5[/g5R>w3Q1\/n+m5]!Y .
�3\!Q5U5Y?nuT�U , T�do_1Y<g1\�n7\>aFY5g1TsjXd�]/\!g5R/[!_1TVg5R 128 nuT�{V\>^/\>w5]�Q1\/n+m5]!Y , U?\!foS*T�_<Q1R�S?b1\>c5b5YkS*R!_5WZT�g<^>ht]!`
256 nuTV{V\>^/\!w1] . 'sY1d�]>TVnuh�dynuT�g5`/aFY1n�b5R!_1Y1c5TVd�]![>R-nKQ1\>n+m5]!Y%nuR>{Vj-]eU1\!^/R>]>\>]!`t_1j$c5a<Tyds^>R>_1`>a<Y1nPR>^ � �VnuR-n
U1\!f�S?T�_?\�Q5R�S*b1\!c5b1Y . �kTzU1T�b5R-nuT�g$S?j$TV]>domFjXd�]>\!g1\>[!_1Y1[/\!]>`�U1\!f�nuT�U;U?\!foS?T�_?\�Q1R�S?b1\>c5b5Y%nuT�g5`/aFT 256 nuTV{V\!^-\!w5] ,
g5T�R/^!iXR�S?Y?nuR�]>\!b5W�TyQ5U5Y1gXm5]!`l[>R�[/g5Y1n7\>g5Y5Tz[/R>f�nuR!WZg5R>Tzg1\!U1\>�FY5[-\!g5Y1T�R>^ �µTVn7\�j$d�]>\!g1R>[!_?T�g5g5R/w3g1\�n7\>aFY5g1TQ1\>n+m5]!Y . 
t_?{�R>U1Y5]>nuh�b5rVaFY5U1R>[/\>g5YXm VM g1\>d�]!U5R/T�g5h�g?\�n7\!b?d�Y1n7\!_1`>g5R/Tz^/h�d�]!U5R!S?T�w?d�]![/Y5T , b1R>{oS�\�U1\>fVnuT�U
U1\!f�S?T�_?\�Q5R�S*b1\!c5b1Y;U1\![/T�g;b?\!bFnuY5g1Y1nujXn�j/S?[>R/T�g5g1R/nujkU1\!f�nuT�U5jkQ1\/n+m5]!Y . �µ\!g5YXWZTVg5g5htwFU?\!fVnuTVU;U1\>foS?T�_?\
Q5R�S?b?\!c5b5Y<nuR!WZT�]eQ5U5Y5[/TVd�]>YFbFg1T�r v3v TVb5]!Y5[/g5R>wFU1\!^/R>]!TsQ5R/d�]!U1\!g1Y5c5g5R/{�R�d�b1\!g5Y1U5R>[-\!g5YXm VM YF[/htf�[-\!]!`
Q5U5R>^>_1TVnuhxQ1U5YFj$[>T�_1Y5c5TVg5Y5Y<R>^�� �Vn7\tQ1\/n+m5]!Y .

�3\�^>R>_1`>a<YXi3d�Y1d�]!TVn7\!i3dsg5T�d�b5R>_1`>b5Y?nuY SCSI S?Y?d�b1\/nuY ( Y5_1Y;g5T�d�b5R>_1`>b5Y?nuY IDE S?Y1d�b1\>nuY , g1\�iXR�S?m5�FY1nuY1d�m;g1\
U1\!fVg5h)i3b5R>g5]>U5R!_5_?T�U1\!i ), U5T�b1R/nuT�gXS?j$T�]>d�m<d�R/foS*\>[/\!]>`�U1\!f�S?T�_<Q5R�S?b?\!c5b5Y<g1\�b?\�W%S?R/nKS?Y1d�b1T ( S?R�c5TV]!htU���i
S?Y1d�b1R>[ ). � \!f�S?T�_?h�Q5R�S*b1\!c5b1YkS?R!_1W�g1h�^>ht]!`eQ5U5Y1nuTVU5g5RlR�S?g1R>{�ReU1\!f�nuT�U1\ . � S?U5Reg5Tsg?\!bX_?\�S?ht[/\>T�]
R>{�U?\!g5Y5c1T�g5Y5wFg1\�U1\>fVnuTVUFU1\>foS?T�_?\�Q5R!S?b1\>c5b5Y , g1R�[>g1j-]>U5T�g5g1Y5Tyd�]!U5j$b5]!j$U5h�Q5R>fV[>R!_1m5��]�Y1nuTV]!`lR>^>�<Y5w;U1\>fVnuTVU
U1\!f�S?T�_1R/[�Q5R!S?b1\!c1b5Y , U1\>[>g5htwFg1\!Y5^/R!_1`/aFT�nuj , jXnug5R>W�TVg5g5R-nuj3g1\�c5TV]!htU5T . �yhyS?T�_?T�g5Y5TsQ5R�S�U1\!f�S?T�_?hxQ5R�S?b?\!c5b5Y
Q5U5Y1nuTVU5g5RlR�S?Y5g?\!b5R/[>R>{VR�nuTVd�]>\�Q1R>f�[/R!_1Y1]!`tm$S?U5j3R/Q5]!Y1n7\!_1`>g1R�U1\/d�Q5R>_1R!WZY5]!`eU1\!f�S?T�_?hxQ5R�S?b?\!c5b5Y .

� d�]/\!g5R/[>b1\
U1\!f�nuT�U1\�Q5R�S?b?\!c5b5YF^>R!_?`>aFTz]!U5T�^/j$TVnuR>{VR�g5R/U1n7\�_?`>g1\ , S*\�WZTyTVdo_?YFr�]>R>]�R/^��µT�npg1TsY1d�Q5R!_?`>f�j$TV]>dom . ��rV]!YXi
j$d�_1R>[/YXmXi3nuR!WZT�]e^>ht]!`lQ5U5R/�FTz[/R/dVd�]>\>g5R>[/Y5]!`/d�mlQ1R/do_?Tsf�\![>Y?d�\!g1YXm3Q5U5R>{VU1\>n7nuh�Q5T�U5T�S<]!T�n , b1\>b;[>R/f�g5Y5b1g5T�]
g5T�R/^!iXR�S?Y?nuR/d�]>`�Q5T�U1T�fV\>{�U5j$fVb5Y .

11.2.1.3.
� =��MJ�� K?ZBVWK�� A:=BX1QTJ � � ?

�kT�b5R/]!R>U5htTsQ5R!_?`>f�R/[/\>]!T�_1Y;d�c5Y5]>\>��] , c5]!Re_1j$c5aFTsY1d�Q1R!_1`/f�R>[-\!]!`�R�S?Y5gF^>R!_?`>aFR/w3U1\!f�S?T�_ , g5ReT�d�]!`eg5TVd�b5R!_?`>b5R
Q5U5Y5c5Y1g , Q5Reb5R>]>R>U5h�n�rV]!R>{VR�_1j$c5a<Tsg1T7S?T�_?\!]!` . �yR - Q5T�U1[>h)i , j3b?\�W%S?R>{VR�U1\>foS?T�_?\�d�[>R>Y;iX\>U1\!b1]!T�U5Y?d�]!Y5b1Y , Y
R>]=S?T�_5mXmFYXi , nuR>WZg5R�[/htQ5R!_1g1Y5]!`kd�R>R/]![>TV]>d�]>[>j$���<Y5T�g1\/d�]!U5R/w5b5Y . �3\!Q5U5Y?nuT�U , b1R>U5g5TV[/\!m;Y v \!wX_?R>[/\!m;d�Y1d�]!TVn7\eY
/usr [�R/d�g5R>[/g5R/nPQ5U1ToS?g1\>f�g1\>c5T�g1h�S1_5mFc5]>T�g5YXm , ^>TVfz^>R>_1`>a<R>{VRtR>^��ATVn7\tf�\!Q5Y1d�Y . � ]!R�WZTs[/U5TVn+m<nug1R!WZTVd�]![>R
R>Q5TVU1\!}5Y1w;c5]!TVg5YXmFY<fV\!Q1Y1d�Y<[>htQ5R>_1gXm5T�]/dom;[ /var Y /var/tmp.

~kU5Y;Q5U1\>[>YX_?`>g5R-nKU1\!f�nuT��FTVg5Y5Y<Y;[>ht^/R>U5TsU1\!f�nuT�U1\�U1\!f�S?T�_1R/[�d�Y?d�]!T�nuh ,
v U1\!{�nuT�g5]/\!}5YXm;[l^>R>_1T�Tsn7\�_1TVg5`>b5Y5i

U1\!f�S?T�_?\!i , b5j/S*\�c1\/d�]!RlfV\>Q5Y1d�ht[/\!�e]>domkS�\!g5g5htT , g5TzQ1T�U5TVg5TVd���]>d�mFg1\eR/d�]/\�_1`/g5htT�U1\>foS?T�_1h .
� \>fVnuTV�FT�g1Y5TsdV\>nuh)i

c1\>d�]!R�Y1d�Q5R!_?`>f�j$T�nuh)ikU?\!foS*T�_1R/[�^!_1Y5W�Tyb;g1\>c1\�_?j�S*Y1d�b1\ej$[>T�_1Y5c5Y5]ld�b5R/U5R/d�]!`�[/[>R�S�\ / [>ht[>R!S*\)]>\/n , {oS?TyR>g1\
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�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
g5j-W�g?\�^>R>_1`>a<T�[/d�T�{VR . �eR>]�m;Q5U1R>Y5fV[>R�S*Y5]!T�_?`>g5R-d�]!`e[/\�WZg1\�Y3S1_5m<^>R!_1`/aFYXieS?Y1d�b5R>[ , Q5TVU5ToS?[/YXWZT�g5Y1TsYXi3^>_1YXWZT
bFb5R/g5}5jeS?Y1d�b1\�g1TzQ5R/[!_1TVc���]ef�g1\>c5Y5]!T�_1`>g5R/{�R�jXnuTVg5`>a<T�g5YXm;^/h�d�]!U1R�S?TVw1d�]![/YXmFQ5Rld�U1\>[>g5TVg5Y5� dzQ5TVU5TVnuTV�FTVg5Y5TVn
^!_1YXWZTsbFb5R/g5}5jlS?Y1d�b1\ /var. ( , g1\!b5R/g5T�} , U1\!f�S?T�_1h�d�j$�FTVd�]![>j$�e]�YFY1fsd�R/R>^/U1\�WZT�g1Y5w;^>TVf�R/Q1\>d�g5R/d�]!Y . �3\�_1Y1c5Y5T
n7\�_1TVg5`>b5R/{�R�\>b5b5j$U1\>]!g5R>{VR�b5R/U5g5T�[/R>{VR�U1\!f�S?T�_*\ , S?R-d�]!j$Q5g1R>{�Re]!R!_?`>b5R�S1_5m;c5]!TVg5YXm;S�\ ��]ef�g1\>c5Y5]!T�_1`>g1htTza<\>g1d�h
g1\ " [>h)WZY5[-\!g5Y1T " Q1R/do_?Tsb5U?\�i5\�d�Y1d�]!T�nuh .

11.3. � � �;L�� ��� � �;E��)G<DFLKJKHFI
�ld�g5R/[>g5htT�g?\>d�]>U5R>w5b1Y<d�Y?d�]!T�nuh�U1\>d�Q5R!_*\!{V\>��]>d�m;[ /etc/rc.conf.

� ]!R>] v \!wX_%[/nuT��%\!TV]�aFY5U1R>b5Y5w<d�Q5TVb5]!Ub5R>g v Y1{�j$U1\!}1Y5R>g5g1R>w3Y5g v R/U1n7\!}1Y5Y , Y1d�Q5R!_?`>f�j$T�nuR>w3Q5U5Y<fV\>{�U5j$f�b1Tsd�Y?d�]!T�n+h . (3n+mFr�]>R>{�R v \!wX_*\�Q5UXm1nuR
R>]!U1\!W \!T�]�T�{�Reg1\!fVg1\!c1T�g5Y5T , r�]>R v \>wX_Fg1\/d�]!U5R/w5b5YkS?_5m v \!w5_1R>[ rc*.


)S*nuY5g1Y1d�]!U?\!]!R/U;S?R>_5WZT�gFdoS?T�_*\!]!`lfV\>Q5Y1d�YF[ rc.conf c5]!R/^>hxQ5TVU5T�R/Q5U5ToS*T�_1Y5]>`ld�]!U5R>b1YFQ5Rej$nuR>_1c1\>g5Y5� Y5f
/etc/defaults/rc.conf.

	 \>wX_1hxQ5RljXnuR!_1c?\!g5Y5��g5T�_?`>f�m<b5R>Q5Y1U5R>[-\!]!`�[ /etc - R>g5Y<[/nuTV�<\!�e]�fVg1\!c5TVg5YXm;Q5R
j$nuR>_1c1\>g5Y5� , \�g5TyQ5U5Y1nuTVU5h�fVg1\!c5TVg5Y5w . �yd�Tsd�Q5T�}5Y v Y5c5g5htTzS1_5m3S�\!g5g5R/wFd�Y?d�]!T�nuh�Y5fVnuTVg5T�g1YXm3S?R>_5WZg5h�^>ht]>`
d�S?T�_?\!g5hx[ v \!wX_?T rc.conf.

'sj-�<TVd�]![>j$T�]�g5TVd�b5R!_1`/b5RenuTV]!R�S*R>[tS?_5mFR>]�S?T�_1TVg5YXmFR/^>�<T�w3b5R/g v Y5{�j$U1\>}5Y5YkS?_5mF{�U1j-Q1Q5h�d�Y?d�]!T�n�R>]eb5R>g5b1U5T�]!g1R>w
S1_5m3S*\>g5g5R/wFd�Y1d�]!TVnuh�[�}5T�_5mXi;jXnuT�g5`/aFT�g1YXm;R>^ �µTVn7\�U1\!^/R>]!hx\=S�nuY5g5Y1d�]!U1\!]>R>U1\ . � T�b1R/nuT�gXS?j$TVnuhtw<nuTV]!R�S -
Q5U5R>Q1Y1d�\>]!`�R/^>�Fj$��b5R>g v Y1{�j$U1\!}1Y5��[lR>]=S?T�_1`>g1htw v \!wX_ , g1\!Q1U5Y1nuT�U , [ /etc/rc.conf.site, YF[/bX_1��c1Y5]!`lT�{�R
g1\!fV[/\!g1Y5T�[ /etc/rc.conf, b5R/]!R>U5htwF[/nuT��%\!TV]�]!R>_1`>b5Rld�Q5TV}5Y v Y5c1g5j$�xS1_5m;S*\!g5g1R>w<d�Y1d�]>TVnuh�Y5g v R>U1n7\>}5Y5� .

~kR/d�b1R!_1`/b5j rc.conf c5Y5]/\!T�]/dom sh(1), TVd�]>`�]!U5Y1[>Y1\!_1`>g5htw<d�Q5R-d�R>^ld�S?T�_?\!]>`�r�]>R . �3\>Q5U5Y1nuTVU :

• rc.conf:

. rc.conf.site
hostname="node15.example.com"
network_interfaces="fxp0 lo0"
ifconfig_fxp0="inet 10.1.1.1"

• rc.conf.site:

defaultrouter="10.1.1.254"
saver="daemon"
blanktime="100"

	 \>wX_ rc.conf.site nuR!WZT�]e^>ht]!`eU1\>d�Q5U5R-d�]!U1\>g���g<g1\�[-d�Tyd�Y1d�]!TVnuh , Y?d�Q5R>_1`>fVj/m rsync YX_1YFQ1R�S?R/^>g5j$��TVw
Q5U5R>{VU1\>n7nuj , [e]!Rl[>U5T�n+m , b1\!b rc.conf S*R!_5WZT�g<R/d�]>\!]!`-dom;]!R>_1`>b1R�g1\�R�S?g5R/wFn7\!a<Y5g5T .
�e^>g5R/[!_1TVg5Y5Tzd�Y1d�]!T�nuh�dsQ5R/nuR/�F`>� sysinstall(8) Y5_1Y make world g1TsQ5R/[!_1TVb5j$]�fV\ld�R/^>R/w3Q5T�U5TVfV\>Q5Y1d�` rc.conf.
�yd�m;Y5g v R/U1n7\!}5Y5m;[erV]!R/n v \>wX_1Tzd�R!iXU1\>g5Y5]>d�m .

327



�A#��! !�
11.

�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
11.4.

� E��)GFD<LPJKHeE �ZDpI ��L�� �	� IKJ
�e^>htc5g5R , jXd�]>\>g5R>[>_1T�g5g1htTzQ5U5Y5_1R!WZT�g1YXmFY1nuTV��]ed�[>R/Y;b5R>g v Y5{�j$U1\>}5Y5R>g1g5htT v \!wX_?h , d�Rld�[>R/Y1n�d�R/^/d�]![>TVg5g5h�n
d�Y5g5]/\!b1d�Y1d�R-n . �)\�WZg5R�iXU1\>g5Y5]!`er�]!Y v \!w5_1hxR>]=S*T�_1`/g5R�R/] v \!wX_?R>[�R/d�g5R>[/g5R>w;d�Y1d�]>TVnuh , c5]!R>^/hxYXiFnuR!WZg5Re^>h)_1R
_1T�{Vb5Re\�S*nuY5g5Y1d�]!U5Y5U1R>[/\>]!`edsQ5R-nuR>�F`/��d�U5ToS*d�]![�j$Q5U?\![!_?T�g5YXm;Q?\!b5TV]>\>nuY .

�e^>htc5g5R�r�]!Y v \!wX_?h�jXd�]>\!g1\>[!_1Y1[/\!�e]>dom;[ /usr/local/etc. �xd�_1j$c1\!T , TVdo_?Y;Q5U5YX_?R!WZT�g5Y1� g1j/WZg5Re^>R>_1`>a<R>T
b5R!_1Y1c5TVd�]![>Reb5R>g v Y1{�j$U1\!}1Y5R>g5g1h)i v \>wX_1R>[ , S1_5mFY5iliXU1\>g5T�g1YXmF^>j/S?TV]�d�R/foS*\>g;Q5R�S*b1\!]>\!_1R>{ .
�e^>htc5g5R , [/nuT�d�]!T)d�jXd�]/\!g5R/[>b5R/w;Q5R>U1]!R>[eYFQ1\>b5T�]!R/[ , jXd�]>\>g1\![>_1Y5[-\!��]/dom;Y;Q5U1Y1nuT�U5h�b5R>g v Y5{�j$U1\>}5Y5R>g1g5h)iv \!wX_1R/[ . �e^>htc1g5R�R>g1Y;Y1nuT��e]�U1\/d�a<Y5U5T�g1Y5T .default. +zd�_1YFg5Tyd�j$�FT�d�]![/j$T�]�b5R/g v Y5{Vj-U?\!}5Y5R/g5g5h)i v \!wX_1R/[)S1_5m
r�]!R/{�R�Q1U5YX_1R>W�TVg5YXm , R/g5YF^/j/S?j$]�d�R/foS*\>g5hxQ5j$] �Vn b5R>Q1Y5U5R>[-\!g5Y5m .default v \!w5_1R>[ .
�3\!Q5U5Y?nuT�U , /usr/local/etc/apache:

-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf
-rw-r--r-- 1 root wheel 2184 May 20 1998 access.conf.default
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf
-rw-r--r-- 1 root wheel 9555 May 20 1998 httpd.conf.default
-rw-r--r-- 1 root wheel 12205 May 20 1998 magic
-rw-r--r-- 1 root wheel 12205 May 20 1998 magic.default
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types
-rw-r--r-- 1 root wheel 2700 May 20 1998 mime.types.default
-rw-r--r-- 1 root wheel 7980 May 20 1998 srm.conf
-rw-r--r-- 1 root wheel 7933 May 20 1998 srm.conf.default

� \!f�nuT�U5h v \>wX_1R/[�Q5R>b?\!f�ht[-\!�e] , c5]!Rl]!R!_?`>b5R v \!wX_ srm.conf ^>h)_%Y5fVnuTVg���g . ~kU5YFd�_1ToS*j-�e�FT�n�R>^/g5R>[>_1T�g5Y1Y
Apache rV]!R>] v \!wX_<j/WZTyg5Tz^/j/S?T�]eQ5T�U5TVfV\>Q5Y1d�\>g .

11.5.
� E � 	S�3H � �<D��FI �tL��

���������������! �"$#
Tom Rhodes.

��g5R>{VY5TzQ1R!_1`/f�R>[-\!]!T�_1Y3Q5U5T�S?Q5R/c5Y5]>\>��]lj$d�]>\!g?\![!_?Y5[/\>]!`tQ5U5R/{�U1\/n7nuh�d�]!R/U5R>g1g5YXi3Q5U5R/Y5f�[/R�S?Y5]>T�_1TVwF[ FreeBSD
Y5fsg?\!^>R/U1\)Q5R/U5]!R>[ . � Q5R!S?R>^/g5h)ikd�_1j$c1\�mXi;nuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-dom;d�b5R/g v Y5{Vj-U1Y5U5R>[-\!]!`�Q5U5R>{VU1\>n7nuhx]/\!b , c5]!R>^/h
R>g5Y;f�\!Q5jXd�b1\�_1Y?d�`tQ5U5Y<Y5g5Y5}1Y1\�_1Y1fV\!}1Y5YFd�Y?d�]!T�nuh . 'sT�U1[>Y1d�h , ]/\!b5Y5Tsb1\!b mail/postfix Y5_1Y www/apache13, —
r�]!R�_1Y5aF`�S?[-\�Q5U5Y?nuT�U1\lnug5R!WZT�d�]![-\�Q5U5R/{�U1\/n7nug5h)i3Q1\!b1T�]!R/[ , b5R/]!R>U5htTynuR!WZg5RlfV\>Q5jXd�b1\>]!`�Q5U5Y
Y5g5Y5}5Y?\�_1Y5f�\!}5Y1Y<d�Y?d�]!T�nuh . ��r�]!R-n�U1\>foS?T�_1TzR/Q5Y1d�ht[-\!TV]>dom;Q5U1R>}5T�S?j$U1\ , Q5U1ToS?g1\>f�g1\>c5T�g1g1\�mlS1_5m<fV\!Q1j$d�b1\
Q5U5R>{VU1\>n7n�d�]!R>U1R>g5g5Y5i;U1\!fVU1\!^/R>]!c5Y1b5R>[ .
;sR>_1`>a<Y5g1d�]![>R�[>iXR�S1m5�<YXil[ FreeBSD d�T�U1[>Y1d�R>[ , ]>\>b5YXi;b1\>b cron(8), fV\>Q5jXd�b1\>T�]>d�mFdzQ1R/nuR>�<`>� d�]>\>U5]!R>[/h)i
d�b5U5Y1Q5]!R>[ld�Y1d�]!TVnuh .

� ]!Y�d�b5U5Y1Q5]!h�nuR/{�j$]�U1\>f�_1Y1c1\!]!`-dom;[efV\![/Y1d�Y?nuR/d�]!YFR>]�[/T�U1d�Y5Y FreeBSD YX_1Y<T�T
Q5U5R>Y1f�[>R!S?Y5]!T�_5m ; R�S?g1\>b5R�[-\�WZg5TVT�[/d�T�{�Rej$c5Y5]!ht[-\!]!` , c5]!RlYXi3g1\!c1\!_1`>g1j-��b5R>g v Y5{�j$U1\>}5Y5��nuR>WZg5R�f�\=S*\>]!`ed
Q5R/nuR/�F`>��Q5U5R-d�]!h)i;d�]/\!U5]!R/[>h)i;d�b1U5Y5Q5]!R/[ .
* R�Q5R>m5[!_1TVg5YXm rcNG Q5U5YX_?R!WZT�g5Y5m3S?R!_1W�g1hx^>h)_1Y<Q5R/nuTV�<\!]>`�Q5U5R-d�]!R/wFd�]/\!U5]!R/[>htw%d�b5U5Y1Q5]�[eb1\!]>\!_1R>{
/usr/local/etc/rc.d, b5R>]!R/U5htwFf�\!]!T�nKc5Y5]>\!_?dom%d�b5U5Y1Q5]>\>nuY%Y5g5Y1}5Y1\�_?Y5fV\>}5Y5Y<d�Y1d�]>TVnuh .

� ]>Y<d�b1U5Y5Q5]!h
fV\!]>TVn�[/htQ5R!_1g5mX_1Y1d�`�[�iXR�S?TyQ5R-do_1T�S?j$���FY5i3d�]>\=S*Y5wFf�\!Q5jXd�b?\�d�Y1d�]!TVnuh .

��R>]!m<nug5R>{VR�U1\>f�U1\>^>R/]!c5Y5b5R/[�Q5R/]!U1\!]>YX_1YFc?\>d�hxg?\�Q5R/Q5ht]!b5Y%[>g5T�S?U5Y5]>`ed�]/\!U5htw%d�]!YX_?`eb5R/g v Y5{Vj-U1Y5U5R>[-\!g5Y5mk[
g5R>[/j-� d�Y1d�]!TVnuj , R/d�]/\ ��]/dom v \!b1]!R/n , c5]>R�S1_1mFg5T�b1R>]!R/U5h)i3j-]>YX_1Y5]kd�]!R/U5R>g1g5YXi3Q5U5R/Y5f�[/R�S?Y5]>T�_1TVwFQ5R - Q5U1T�WZg5TVnuj
g5T�R/^!iXR�S?Y?nPd�b5U5Y5Q1] , Q1R/nuT�� ��g5g1htw;[ej$b1\>fV\>g5g5htw3[>hta<Tzb1\>]>\�_?R>{ . �kTVf�g1\>c5Y5]!T�_1`>g1htTzU1\>f�_1Y5c1YXmF[ed�b5U5Y5Q1]>\�i
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fV\![/Y1dom5]�R>]�]>R>{�R , Y1d�Q5R!_1`/f�j$T�]/domk_1Y rcNG.

* Re[>T�U?d�Y5Y FreeBSD 5.1 Y1d�Q1R!_1`/f�R>[-\�_1Y?d�`�d�b1U5Y5Q5]!h�[ld�]>\!U5R-n�d�]!Y5_1T ,
YFQ5R/c5]!YF[/R�[/d�T�i;do_?j-c?\�mXi;d�b5U1Y5Q5]!h�[�g5R/[>R/n�d�]!YX_1TzS?R>_5WZg5h�Q5R!S?R>w5]>Y;]>\!bFWZTziXR>U1R>aFR .
��R>]!mFb1\�W%S?htw<d�b5U5Y1Q5]�S*R!_5WZT�g%d�R/R>]![/T�]>d�]![>R/[/\!]>`tg5T�b5R/]!R>U1h�n�nuY5g5Y1n7\!_1`>g1h�n�]!U5TV^>R>[-\!g5Y5m1n , [�^>R>_1`>a<Y5g1d�]![>T
do_1j$c1\>T�[�rV]!Y<]>U5T�^/R>[/\>g5YXm3g5TyfV\>[>Y1d�m5]�R>]e[>T�U?d�Y5Y FreeBSD.

| \!W<S*htwFd�b5U1Y5Q5]tS*R!_5WZT�g<Y1nuT�]>`e[eb5R>g5}1T
U1\>d�aFY5U5TVg5Y5T .sh YFb1\!W<S*htw<d�b1U5Y5Q5]�S?R!_1W�TVg;^>ht]>`�[>htQ1R!_1gXm5T�nuh�n . ~kR/d�_1ToS*g5T�T�]>U5T�^/R>[/\>g5Y5TynuR!WZT�]e^>ht]!`
[>htQ5R>_1g5T�g1R�Q5j$]!TVn jXd�]>\>g5R>[/b5Y3b5R/n7\>g$S?R/w chmod j-g1Y5b1\�_?`>g5h)i3Q5U1\>[tS?R-d�]!j$Q1\ 755. q)\!bXWZT , b1\>bFnuY5g5Y?nuj$n ,
S?R!_5WZg1\�^>ht]!`eR>Q5}1YXm start S1_5mFf�\!Q5jXd�b1\tQ5U5Y5_1R!WZT�g1YXmFYFR/Q5}5YXm stop S1_5mFTV{�ReR/d�]/\!g5R/[>b5Y .

~kU5R/d�]!T�w5a<Y5wFd�]>\!U5]>R>[>htw<d�b5U5Y1Q5] , Q5R!W \�_?j-w , ^>j/S?T�]�Q5R!iXR!Wg1\edo_1T�S?j$���<Y5w :

#!/bin/sh
echo -n ’ utility’

case "$1" in
start)

/usr/local/bin/utility
;;

stop)
kill -9 ‘cat /var/run/utility.pid‘
;;

*)
echo "Usage: ‘basename $0‘ {start|stop}" >&2
exit 64
;;

esac

exit 0

� ]!R>]ld�b5U5Y1Q5]eQ1R�S5S?TVUXWZY5[/\>T�]�R/Q5}5Y5Y stop Y start S1_5mFQ1U5YX_1R>W�TVg5YXm , b5R>]!R/U5R>Tynuh�foS*TVd�`eg1\!fVht[/\>TVnPQ5U5R-d�]!R —
utility.

* _1m;r�]!R/{�RlQ5U5YX_1R>WZT�g5YXm;f�\!]!T�n�nuR!WZg5RlQ5R-nuTVd�]>Y5]!`kdo_1T�S?j$���Fj$� d�]!U1R>b5jk[ v \>wX_ /etc/rc.conf:

utility_enable="YES"


�nuR>W�g1R�fV\>Q5jXd�b1\>]!`�TV{�ReYF[>U1j-c1g5j$� , dzQ5R/nuR/�F`>��b5R/n7\>g$S?h :

# /usr/local/etc/rc.d/utility.sh start

��R>]!mFYFg5Ts[/d�TzQ5U5R/{�U1\/n7nuh�d�]>R>U5R/g5g5YXi3Q5U5R/Y5f�[/R�S?Y1]!T�_1TVwF]!U1T�^>j$�e]tS?R/^/\![>_1T�g1YXm;d�]!U5R/b5YF[ v \!wX_ rc.conf,
Q5U1\!b1]!Y5c5T�d�b5Y<b1\�W%S?htw;S?T�g5`eR>c5TVU5ToS*g5R>w;g1R>[>htwFQ5R>U5]lnuT�gXm5TV]>dom<]>\!b , c5]!R/^>hxQ5R�S1S?T�UXWZY5[-\!]!`eQ5R�S*R>^>g1j-�
b5R>g v Y1{�j$U1\!}1Y5� . ~kR/Y5�FY5]>Ts[eU5T�fVj/_?`>]>\>]>\�i , [>hyS�\![/\>TVnuh)ilQ5R/d�_1TsjXd�]>\!g5R/[>b5Y3^/R!_1TVT7S?TV]>\�_?`>g5j$� Y5g v R>U?n7\!}5Y5�
Q5R�b5R/g5b5U5TV]!g5R-nuj3Q5U5YX_1R>WZT�g5Y5� . �kTVb5R>]!R/U5htTzQ1U5R>{VU1\>n7nuh�d�]!R>U5R/g5g5YXi;Q1U5R>Y5fV[>R�S*Y5]!T�_?T�w;^/j>S*j-]�[>bX_1�ec1\!]>`
d�]>\>U5]!R>[/htTsd�b5U5Y5Q5]>h , Q5R/f�[>R>_5m5���<Y5TzY?d�Q5R>_1`>fVR>[/\>]!`tQ5U5Y5_1R!WZT�g1Y5Tyd rcNG; g5Rer�]!Rknuh�TV�FTzR/^/d�j>S*Y1nK[
do_1T�S?j$���FT�n�U1\>foS?T�_1T .

11.5.1. ����� �  ��" � �U�!" ��� � �  �� 	��9 ���������  �" �%�  ��
��� " �9 ��
qsTVQ5T�U1` , b1R>{oS�\ FreeBSD [/bX_1�ec1\!TV] rcNG, b5R>g v Y5{�j$U5Y5U1R>[/\>g5Y5T�f�\!Q5jXd�b1\tQ5U5Y5_1R!WZT�g1Y5w<d�]>\�_1Rl^>R>_1T�T
R>Q5]!Y?n7\�_1`/g5h�n ;

v \>b5]!Y5c1TVd�b1Y , R>g1R�d�]>\!_1Rl^>R!_?T�T�]!�%\!]!T�_1`>g1h�n . ' Q5R-nuR>�F`/��bX_?��c5TV[>h)i;do_1R/[ , U1\/d�dVnuR>]!U5TVg5g5h)i;[
U1\!f�S?T�_1T rcNG, Q5U5Y5_1R!WZT�g1YXmF]!TVQ5T�U5`knuR!WZg5Reg1\>d�]!U5R/Y5]!`tS?_5mFfV\>Q5jXd�b1\�Q5R/d�_1T7S*U5j${�YXi;fV\�S*\!g1g5h)i;d�T�U1[>Y1d�R>[ ,
g1\!Q5U1Y1nuT�U , DNS; nuR>WZg5ReU?\!f�U1T�aFY1]!`�Q5TVU5ToS�\!c5jeS?R/Q5R!_1g1Y5]!T�_?`>g5h)i v _?\>{�R/[tc5T�U5TVf rc.conf [-nuTVd�]!R�WZTVd�]!b5R/{�R
fV\=S�\!g5YXm v _*\!{�R/[�[ed�]>\!U1]!R>[/h)i3d�b5U5Y5Q1]>\�i , Y<] . S . ~kU1R/d�]>R>wFd�b5U5Y5Q5]knuR!WZTV]�Y1nuTV]!`ld�_1ToS*j-�e�FY5w<[>Y$S :
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#!/bin/sh
#
# PROVIDE: utility
# REQUIRE: DAEMON
# BEFORE: LOGIN
# KEYWORD: FreeBSD shutdown

#
# �����������

�
��� � ������� � � � � ����� ��� � ���	� � � ����
���� ���

# ��� ������ � �������  �	�
�
��� /etc/rc.conf

#

utility_enable=${utility_enable-"NO"}
utility_flags=${utility_flags-""}
utility_pidfile=${utility_pidfile-"/var/run/utility.pid"}

. /etc/rc.subr

name="utility"
rcvar=‘set_rcvar‘
command="/usr/local/sbin/utility"

load_rc_config $name

pidfile="${utility_pidfile}"

start_cmd="echo \"Starting ${name}.\"; /usr/bin/nice -5 ${command} ${utility_flags} ${command_args}"

run_rc_command "$1"

� ]!R>]ld�b5U5Y1Q5]e^/j/S?T�]�{�\!U1\>g5]!Y5U1R>[/\>]!` , c1]!Rej$b1\>fV\>g5g5R>TzQ5U5YX_1R>WZT�g5Y5T utility ^/j/S?T�]�f�\!Q5j$�<T�g5ReQ5T�U5T�S�d�T�U5[/Y1d�R-n
login, g1ReQ5R-do_1Tyd�TVU5[>Y1dV\ daemon. �eg<]>\!bXWZTyQ5U5T�S?R/d�]>\![>_5m5T�]�nuTV]!R�S<S1_5m<d�R>f�S*\!g5Y5m;YFR>]/do_1T�W�Y1[/\!g1YXm v \!wX_*\
Y$S?T�g1]!Y v Y5b1\>]!R>U?\�Q5U5R/}5TVdVd�\ , PID.� ]!R>]eg5R>[/htwFnuT�]!R!S%]>\>bXWZTsQ1R>f�[/R!_5m5TV]t_1TV{�b5ReU1\!^/R>]>\>]!`�dy\!U5{Vj$nuTVg5]>\/nuYFb5R-n7\!g$S?g1R>wFd�]!U5R>b1Y , [>b5_1��c1\>]!`
d�]>\>g$S*\!U1]!g5htT v j-g1b5}5Y5Y;Y1f v \>wX_?\ /etc/rc.subr, R>^/TVd�Q1T�c5Y5[-\!TV]�d�R>[-nuTVd�]!Y1nuR/d�]!`edsj$]!YX_1Y1]!R>w rcorder(8) Y
j-Q1U5R>�%\!T�]�b5R>g v Y1{�j$U5Y5U5R/[/\>g5Y5TzdzQ5R/nuR/�F`>� v \!wX_*\ rc.conf. ~kRed�j-]>Y , r�]>R>]ed�}5T�g?\!U5Y5w<nuR!WZg5R�S*\�WZT
Q5R/nuT�d�]!Y5]>`e[eb1\!]>\!_1R>{ /etc/rc.d.

� ]!R , R!S?g1\!b1R , Q5R/]!T�g1}5Y1\�_?`>g5RlnuR!WZT�]ld�^>Y1]!`eds]!R!_?b5jkj-]>YX_1Y5]!j
mergemaster(8) Q5U5Y<R>^>g1R>[!_?T�g5YXmXikQ5U5R/{�U1\/n7nug5R>{VR�R>^/TVd�Q5T�c5TVg5YXm .

11.5.2. � ���U����� ���������  �" ��"�� �� !��� � ���
� ����� 	 ��������"�� �� !�����
* U5j${�Y5Tyd�T�U1[>Y1d�h , ]>\!b1Y5Tsb?\!bkS*\>TVnuR/g5h�d�TVU5[>TVU1\ POP3, IMAP, YF] . Q . nuR>{Vj$]�^>ht]>`�fV\>Q5j$�FTVg5h�d�Q5R-nuR>�<`>�
inetd(8).

* _5m;rV]!R>{VReg5TVR>^>i$R!S?Y1nuR�jXd�]>\!g5R/[>Y5]>`�d�TVU5[>Y1d�g5j$��j$]!Y5_1Y5]!j3Y5fyg1\>^>R>U?\tQ5R>U1]!R>[eY3S?R/^/\![/Y5]!`
d�R>R/]![>TV]>d�]>[>j$���<j-� d�]!U1R>c5b5jkb5R/g v Y5{Vj-U?\!}5Y5YF[ v \>wX_ /etc/inetd.conf YX_?YFU1\/d�b5R-n7nuT�g5]!Y1U5R>[-\!]!`
Q5R�S1iXR!S1m5�Fj$��d�]!U5R/b5jkb5R>g v Y1{�j$U1\!}1Y5Y;Y5fyj-W�TsY1nuT��e�FYXi5d�m .

� \>^>R>]>\ed7S�\!TVnuR/g5R/n inetd Y<T�{VR
b5R>g v Y1{�j$U5Y5U5R/[/\>g5Y5T�Q5R!S?U5R/^>g5R�R/Q5Y1dV\!g5R�[lU1\>foS?T�_1T inetd.

� g1T�b5R/]!R>U5h)iFd�_1j$c1\�mXikY1d�Q5R!_1`/f�R/[/\!g1Y5TuS1_5m<fV\!Q1j$d�b1\�d�Y1d�]!T�nug5h)i<d�_1j-W�^�S*\!T�nuR>g1\ cron(8) nuR>WZT�]�R/b1\!f�\!]!`-dom
^>R!_?T�T�Q5U1Y5TVn+_1T�nuh�n .

� ]>R>]�Q1R�S1iXR�S%Y1nuT�TV]eg5T�d�b5R>_1`>b1R�Q5U5TVY1nuj$�FTVd�]![ , Q5R/d�b5R!_1`/b5j�S*\!T�nuR>g cron f�\!Q5jXd�b1\!TV]�r�]!Y
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Q5U5R>}1TVd�d�hxR>]eY1nuT�g5Y<[!_?\�S?T�_?`>}1\ v \>wX_?\ crontab.

� ]>ReQ5R/f�[/R!_5m5TV]tR>^>htc1g5h�n�Q5R>_1`>fVR>[/\>]!T�_1m1npf�\!Q5jXd�b1\!]!`�Y
Q5R�S5S*T�UXWZY5[-\!]!`eg5T�b5R/]!R>U1htTzQ5U5Y5_1R!WZT�g1YXm .
� ]!YX_?Y5]>\ cron Q5R�S1S?T�UXWZY5[-\!TV]�j$g5Y5b1\!_1`>g5j$��[>R>f�nuR!WZg5R-d�]!` , @reboot, — r�]>RefVg1\!c5TVg5Y5TynuR!WZg5RlY1d�Q5R>_1`>fVR>[-\!]!`
[/nuTVd�]!Red�Q5T�}1Y v Y5b1\>}5Y5YF[/U5TVnuTVg5Y . � U1T�f�j-_1`/]>\!]>T , fV\�S*\!g1Y5Tz^/j>S*T�]�[/htQ5R!_1g1T�g5ReQ5U5YFf�\!Q5jXd�b5T cron(8), R>^/htc5g5R —
[�iXR�S?TsY5g5Y5}1Y1\�_1Y1fV\!}1Y5Y<d�Y1d�]!T�nuh .

11.6.
� E��)GFD<LPJKHeE 	lG<I���I%G� cron

���������������! �"$#
Tom Rhodes.

��S?g1\�Y1fsg1\>Y5^>R>_1T�TzQ5R!_1TVf�g5h)i3j$]!YX_?Y5] FreeBSD rV]!R cron(8).
� ]>YX_1Y5]>\ cron U1\!^/R>]>\>T�]�[ v R>g5R/[>R-npU1T�WZY1nuTyY

Q5R/d�]!R!m5g5g1R�Q5U5R/[>TVUXm5T�] v \>wX_ /etc/crontab.
� ]!Y5_1Y5]>\ cron Q5U1R>[>TVUXm5T�]e]>\!b5W�Tyb1\>]>\�_1R/{ /var/cron/tabs [

Q5R>Y1d�b5Tzg1R>[>htw v \!wX_1R/[ crontab.
	 \!wX_1h crontab d�R�S*T�UXW \!]�Y5g v R>U?n7\!}5Y5��R>^eR>Q5U5T�S?T�_?T�g5g5h)i v j$g5b1}5YXmXi ,

b5R>]!R/U5htT cron [/htQ5R!_?gXm5T�]e[�j$b1\!f�\!g5g1R>T�[/U5TVn+m .
� ]!YX_?Y5]>\ cron Y1d�Q1R!_1`/f�j$T�])S*[/\�U?\!f�g1h)ik]>Y5Q1\eb5R>g v Y1{�j$U1\!}1Y5R>g5g1h)i v \>wX_1R>[ , d�Y1d�]!TVnug5htw<Y
Q5R!_1`/f�R/[/\!]>T�_1`-d�b5Y5w . �)d�TzU1\>f�_1Y5c1Y5TynuT�W%S?j3r�]!Y?nuY;S?[/jXn+m v R>U1n7\>]>\>nuY;f�\!bX_1�ec1\!TV]>dom<[�aFT�d�]!R-n�Q5R>_1T . �
d�Y1d�]!TVnug5R-n v \!w5_1Tza<TVd�]>R>TzQ1R!_5mFrV]!R�Y?n+m<Q5R>_1`>fVR>[/\>]!T�_1m , dsQ5U1\>[/\>nuYFb5R>]!R/U5R>{VR�^>j/S?TV]�f�\!Q5j$�FTVg1\tb5R-n7\!g$S�\ . � ]!R
Q5R>fV[>R!_1m5T�]tfV\>Q5jXd�b1\>]!`�b1R/n7\!gXS?hxY5f)d�Y1d�]!TVnug5R/{�R crontab R/]�_1�e^>R>{VR�Q5R>_1`>fVR>[-\!]!T�_5m . � Q1R!_1`/f�R>[-\!]!T�_1`/d�b5R/nv \!wX_1TsaFT�d�]!R/TzQ5R>_1Tzj$b1\>f�ht[/\>T�]�f�\!Q5jXd�b1\!T�nuj-��b5R/n7\>g$S?j , Y;[-d�Tzb1R/n7\!gXS?h�fV\>Q5jXd�b1\>��]>d�m;R>]eQ5R!_1`/f�R/[/\!]>T�_5m ,
b5R>]!R/U5htwFd�R>foS�\�_ crontab; rV]!Rl[/\�WZg5RtS1_5mF^/T�f�R/Q1\>d�g5R/d�]!Y .

, �!�µ�.-���� � � : � ����
 2��/�¥����¢���
��V� �V¢ crontab �� 2V�����10X°A� ���o� �!�����>�����
���� � �����
 2 �/�¥����¢��10X�p���/� � �>��>������
U2����-��³��z¡�¢ 2��� �!�����/¢.4��!´C�¤����¢V������ 
 2 �>������¢��10 (root). � �/�?� �o�?� � 2 crontab �����
 2 �>������¢��1032����o��V�o��°A��� 0��y��� �!����/¢.4���0X� � �¥��� 4 ����� 
 2 �>������¢��10 .

� ����
 2��/�¥����¢���
 root � ��£)¢¥� ���V�����
 2 �/�¥����
I� �V¡��¥�=�¥¢�� ���A´ crontab, �o����� �1°A¡��/´z�?�o�54 �/´������
 2 �/�¥����¢���
 . �	��¡��o�$¢¤�
�V��� �!³V����
2� 0 �V�/�����¥��¢�� �� 4 � crontab /etc/crontab. � ���V� ����
V�¤�C�¤�! 7¢2�¥�=� ��¢¥�0���;�¤��¢V� ��� ´ crontab, �V¡/�A³��� ��¢�=��¢¥¡���¢¥��� 0:� � 2 �$��������
y�����
 2 �>������¢���
��V� �!´ crontab ��� 0 root.

* \![/\>w5]!T�f�\!{�_5m5g5TVn�[ v \!w5_ /etc/crontab ( d�Y?d�]!T�nug5htw crontab):

# /etc/crontab - root’s crontab for FreeBSD
#
# $FreeBSD: src/etc/crontab,v 1.32 2002/11/22 16:13:39 tom Exp $
# ➊

#
SHELL=/bin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin ➋

HOME=/var/log
#
#
#minute hour mday month wday who command ➌

#
#
*/5 * * * * root /usr/libexec/atrun ➍
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| \>b;YF[e^>R>_1`>a<Y5g1d�]>[>T v \>wX_1R>[eg1\>d�]!U5R/w5b5Y FreeBSD, d�Y?nu[>R!_?h ”#” R>fVg1\!c?\!��]�b5R/n7nuTVg5]>\!U1Y5Y .| R-n7nuT�g5]/\!U5Y5Y<g5j-WZg5h S1_5m<g1\!Q5R-nuY5g1\>g5YXm;R�]>R/n , c1]!ReR/f�g1\>c1\!TV]�d�]!U1R>b1\�YFfV\>c5TVn�R>g1\yS*R>^/\>[!_1TVg1\ .| R-n7nuT�g5]/\!U5Y5YFg5TynuR/{�j$]�g1\!iXR�S?Y5]>`/dom3g1\�]!R>w;W�Tyd�]!U1R>b5T , c5]!RlY;b5R/n7\>g$S*\ , YX_1YFR/g5Y;^/j>S*j-]�[>R/d�Q5U5Y5g5m5]!h b1\!b
c?\>d�]>`�b5R-n7\!g$S?h ; U1\/d�Q5R>_?\!{�\!w5]>T�YXi;g1\�g5R>[/R>wFd�]!U5R>b1T . ~kjXd�]!htT)d�]>U5R>b5Y<Y5{�g1R>U5Y5U1j-�e]>dom .

➋ 'sg?\!c1\!_?\)S?R>_5WZg5hx^>ht]>`ef�\=S*\>g5h Q5T�U5T�nuT�g5g1htTyR/b5U5j-WZT�g5Y5m . ��g1\!bFU1\![/g5R (=) Y?d�Q5R>_1`>fVj-TV]>domkS?_5mFfV\�S*\!g1YXm
Q1T�U5T�nuT�g5g5h)i;R/b5U5j-WZT�g5Y5m , [erV]!R/n�Q5U5Y1nuTVU5T SHELL, PATH, Y HOME. +zd�_1Y<Q1T�U5T�nuT�g5g1\!mkS1_5mFR/^>R>_1R>c5b1Y3g5T
f�\=S*\>g1\ , cron Y?d�Q5R>_1`>fVj-TV]�R>^/R!_1R/c5b5jlQ5Rlj$nuR>_1c1\>g5Y5� , sh. +zdo_1Y%g5TsfV\=S�\!g1\�Q5T�U5T�nuT�g5g?\�m PATH, fVg1\!c5TVg5Y5TyQ5R
jXnuR>_1c1\!g1Y5��g1TsjXd�]/\!g1\>[!_1Y5[-\!TV]>dom3Y;Q5j$]!Y%b v \>wX_?\/n S*R!_5WZg5h�^/ht]!`�Q1R!_1g5h�nuY . +zdo_?YFg5TyfV\�S*\!g1\
Q1T�U5T�nuT�g5g1\!m HOME, cron ^/j>S*T�]�Y1d�Q5R!_?`>f�R/[/\>]!`)S?R-n7\!aFg1Y5w;b1\>]>\�_1R/{sd�R>R>]>[>T�]/d�]![/j-�e�FTV{�R�Q5R>_1`>fVR>[-\!]!T�_5m .

➌ �xd�]!U5R/b5Ts[-d�TV{�R�d�TVnu`�Q1R!_1TVw . (li3f�g1\>c5T�g1YXm minute, hour, mday, month, wday, who ( b1]!R ), Y command.
�'g1\!c5TVg5Y5TsQ5R!_1TVwFQ5R/c5]!Y<R>c5TV[>Y$S?g1R . minute r�]!Rl[>U1TVn+m;[knuY5g5j$]>\�i , b1R>{oS�\�^>j/S?TV]�f�\!Q5j$�FTVg1\tb5R-n7\!g$S�\ . hour
R/f�g1\>c1\!TV]�]!ReWZTydV\>nuR>T7S1_5mFc1\/d�R/[ . mday R>fVg1\!c?\!T�]tS?T�g5`knuTVd�m5}1\ . month, rV]!Rl]!R�WZT)d�\/nuR>T , c5]>Rec1\/d�Y
nuY1g5j$]>\ , g5RtS1_1m<nuTVd�m5}5T�[ . ~3\!U1\/nuT�]!U wday r�]!R�S?T�g1`eg5T�S?T�_?Y . �)d�Tsr�]!Y<Q5R!_5m;S?R!_5WZg5hx^/ht]!`l[�c5Y1d�_1R>[/R/nv R/U1n7\!]>T , [/U5TVn+mF[�S?[/\�S?}1\>]!Y5c5TV]!htU5T�iXc1\/d�R/[>R/nPY1d�c5Y1d�_1T�g5Y1Y . ~kR!_?T who Y1nuTVT�]ld�Q5TV}5Y1\�_?`>g5R/Tzf�g?\!c5TVg5Y5T , Y
Q1U5Y1d�j$]>d�]![>j$TV]e]!R>_1`>b1R�[ v \>wX_1T /etc/crontab.

� ]!RlQ5R!_?TzR>Q1U5ToS?T�_5m5T�]eQ5R!_?`>f�R/[/\>]!T�_5m , dzQ5U1\>[/\>nuY
b1R>]!R/U5R>{VRtS?R>_5WZg1\�^/ht]!`�f�\!Q5j$�FTVg1\tb5R-n7\!g$S�\ . | R/{oS*\tQ1R!_1`/f�R>[-\!]!T�_1`�jXd�]>\>g1\![>_1Y5[-\!T�]�d�R>^-d�]![/T�g5g5htw v \!wX_
crontab, R/g;g5Tyj$b1\!fVht[/\!TV]tr�]!R/]�Q1\>U1\>nuTV]!U . ~kR-do_1T�S?g5Y5wFQ1\!U1\/nuT�]!U command. �egFj$b1\>f�ht[-\!T�]tb1R/n7\!gXS?j ,
b1R>]!R/U1\�mkS?R>_5WZg1\�^/ht]!`lfV\!Q1j-�<T�g1\ .

➍ ~kR-do_1T�S?gXmXmFd�]!U5R>b?\�R>Q1U5ToS?T�_5m5T�]eQ1\!U?\>nuT�]>U5h , R>Q1Y1d�\>g5g5htTz[/htaFT . �?S?TVd�`�f�\=S*\>g5R�fVg1\!c5TVg5Y5T */5, Y
g1TVd�b1R!_1`/b5Red�Y1nu[>R>_1R>[ *.

� ]>Y%d�Y1nu[>R>_1h * R>fVg1\!c?\!��] ” Q1T�U5[/htw - Q1R/do_?ToS?g5Y1w ”, Y<nuR/{�j$]�^/ht]!`
Y1g5]!T�U1Q5U5T�]>Y5U5R>[-\!g5h�b1\!b ./� � �V670 . q)\>b5Y1n�R/^>U1\>f�R-n , S?_5mFr�]>R>wFd�]!U5R>b1Y<d�R/R>]![/T�]>d�]![>j$�e�<\�m;b1R/n7\!gXS*\ atrun
[/htf�ht[-\!T�]/dom3Q5R�S�Q5R!_?`>f�R/[/\>]!T�_1T�n root b1\�W%S?htTyQXm5]!`lnuY5g5j$]eg1T�fV\>[>Y1d�Y1nuR�R/])S?gXm<YX_1Y<nuT�dom5}1\ . �'\S*R>Q5R>_1g5Y5]!T�_1`>g1R>w;Y5g v R>U1n7\>}5Y5T�wFQ5Reb1R/n7\!gXS?T atrun R>^/U1\!�%\!w5]>TVd�`�b<d�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ atrun(8).| R-n7\!g$S*h�nuR>{�j$]eQ5U5Y5g5Y?n7\!]!`e_1��^/R>Tsb5R!_1Y1c5TVd�]![>ReQ1\!U1\/nuT�]!U1R>[ ; R�S*g1\!b5R�b5R/n7\>g$S?h , d�R/d�]>R!m5�FY1T�Y5f
g1TVd�b1R!_1`/b5YXi;d�]!U1R>b , S?R!_5WZg5hx^/ht]!`lR>^��AToS?Y5g1T�g5hxd�Y?nu[>R!_?R/n ”\”.

� ]!R>] v R>U1n7\>]�R�S?Y1g1\!b5R/[)S1_5m<b1\�W%S?R/{�R v \>wX_?\ crontab, f�\�Y1d�bX_1�ec5T�g5Y1TVn�R!S?g5R/wkS?T�]/\�_1Y . � TVd�]!R>TyQ5R>_1T , {�S?T
j-b?\!fV\>g5R�Y1n+m<Q5R!_1`/f�R/[/\!]>T�_5m , Q5U1Y1d�j$]>d�]![>j$T�]e]!R!_?`>b5Re[ v \!w5_1T /etc/crontab.

� ]!R�Q1R!_1TzS?R!_1W�g1R�^>ht]>`
Y1d�bX_?��c5TVg5ReY1f crontab v \!wX_?R>[�Q5R>_1`>fVR>[-\!]!T�_1T�w .

11.6.1.  ���#���T� ����� crontab

�?���)�
�
: /µ� ��¢+� ���!£ �������V�����
 2 �/�¥����
s����/±�¢¤�>���o� , �>� �;�¥��� �o��°�2¤�-¢2��
 , ���10t��¥��� ��/��� �/�����¥��¢V� ��G4 � crontab. � ����¤���

���V���� 
 2¤��´���¢ �V���/´ �1°A¡��>�µ�A´)��¢V�2�¥���/���A´l��¢¤�-�!�¥���/� : ��������V��� cron �62����V¢¥� �)���>� , ³����t²)��´� �.2V�?¢�� ���� 0 �/�V���.2 �
����³���¢¥� ���V�����
 2 �/�¥����
 ��¡���>���/¢�� �o��° �¥¢V����!° . �7¡/����������¢2��
)� �¥���/´e³V���¥��� FAQ
(http://www.FreeBSD.org/doc/ru_RU.KOI8-R/books/faq/admin.html#ROOT-NOT-FOUND-CRON-ERRORS) 2���-���
���¢V´ ��¢V´ ����²��/���?��±��V¢V´ .

* _5m;jXd�]>\>g5R>[/b5Y;{�R/]!R>[/R>{VR crontab Q1R!_1`/f�R>[-\!]!T�_5m , d�g?\!c1\!_?\�d�R/foS*\>w5]!Ts[e[-\!aFT�np_1��^/Y1nuR/n�U1ToS*\>b5]!R>U1T v \>wX_
d�R>R/]![>TV]>d�]>[>j$���<T�{�R v R>U1n7\>]>\ , \efV\>]!TVn�[/R/d�Q5R!_1`/f�j$w5]!T�d�`tj$]!YX_?Y5]!R>w crontab. �e^>htc5g1R�R>g1\�fV\>Q5jXd�b1\>T�]>d�m;]>\!b :

% crontab crontab-file

� rV]!R/n�Q5U5Y1nuTVU5T , crontab-file rV]!ReY?n+m v \!wX_*\ crontab, b1R>]!R/U5htw;]!R>_1`>b5Rec5]!Rl^>h)_�d�R>f�S*\!g .
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'sj-�<TVd�]![>j$T�]�]>\!bXWZTyQ1\!U?\>nuT�]>U3S1_5m<Q5U5R/dVnuR>]!U?\�jXd�]>\>g5R>[>_1T�g1g5h)i v \!wX_1R/[ crontab: f�\=S*\>w5]!T crontab
Q1\!U1\/nuT�]!U -l.
* _5m;Q5R!_?`>f�R/[/\>]!T�_1TVw , d�R-d�]>\>[!_5m5�e�FYXi crontab [/U5j$c5g5j$� , ^>T�fs[>U5T�nuT�g5g1R>{�R v \!wX_*\ , d�j$�FT�d�]![/j$T�]�Q?\!U1\/nuT�]!U
crontab -e. �eg?\�[>htfVR>[/T�]tU5T�S*\!b5]>R>U<dzQ5jXd�]!h�n v \!wX_1R-n .

| R>{�S*\ v \>wX_F^>j/S?TV]�d�R>iXU1\!g5TVg , crontab
\![>]>R/n7\!]>Y5c5TVd�b5Y;jXd�]/\!g5R/[>Y5]�TV{�R .
+zdo_1Y<Q5R>f�S?g5TVTz[>h�fV\�iXR/]!Y5]!TsQ5R!_1g1R/d�]>`>��j/S*\!_1Y5]!`kd�[/R>w crontab, Y1d�Q5R!_?`>f�j$w5]>T crontab d�Q?\!U1\/nuT�]!U5R-n -r.

11.7.
�
���;L�� ��O�L���E � I
� rc � FreeBSD 5.X

���������������! �"$#
Tom Rhodes.

� FreeBSD g5T�S*\![/g5R�^/h)_?\tY5g1]!T�{VU5Y5U5R/[/\!g?\�Y5f NetBSD d�Y1d�]!TVn7\ rc.d, Y1d�Q5R>_1`>fVj$TVn7\�mlS1_1m<d�]>\>U5]>\ld�Y1d�]!TVnuh .
��g5R>{VY5TzY1f v \>wX_1R>[�[�b1\>]>\�_1R/{�T /etc/rc.d Q5U1ToS?g1\>f�g1\>c5T�g1h�S1_5mFR-d�g5R/[>g5h)i3d�TVU5[>Y1d�R>[ , R/g5Y<nuR/{�j$]
j-Q1U1\![>_5m5]!`/d�m3Q1\!U1\/nuT�]!U?\>nuY start, stop, Y restart. �3\!Q1U5Y1nuT�U , sshd(8) nuR!WZT�]l^>ht]!`eQ5T�U1T�fV\>Q5j$�FTVg
do_1T�S?j$���FTVw;b5R-n7\!g$S?R/w :

# /etc/rc.d/sshd restart

� ]>\�Q5U1R>}5T�S?j$U1\�Q5R>iXR!W \)S1_1m3S?U5j${�Y5i3d�T�U5[/Y1d�R/[ . | R/g5T�c5g1R , d�TVU5[>Y?d�hxR>^/htc5g5R�f�\!Q5jXd�b1\!�e]>domF\>[>]!R-n7\!]!Y5c1TVd�b1Y ,
b1\!b;j$b1\>fV\>g5R�[ rc.conf(5). �3\>Q5U5Y1nuTVU , [>bX_?��c5TVg5Y5TzS*\!T�nuR>g1\ Network Address Translation Q5U5Y<fV\>Q5jXd�b5T
[>htQ5R>_1gXm5T�]/dom;Q5U5R-d�]!h�nKS?R>^-\![!_?T�g5Y5T�nKdo_1T�S?j$���FTVw<d�]!U5R>b1YF[ /etc/rc.conf:

natd_enable="YES"

+zdo_1Y natd_enable="NO" j-WZTsQ5U1Y1d�j$]>d�]![>j$T�] , Q5U5R-d�]!ReY5fVnuTVg5Y5]!T NO g1\ YES. 'sb1U5Y5Q5]!h rc \![/]!R/n7\>]!Y5c5T�d�b5Y
fV\!{VU5j$f�m5]�[-d�T�S?U5j${�Y5TyfV\>[>Y1d�Y1nuhtTsd�T�U5[/Y1d�h , b1\!b;R/Q5Y1dV\!g5Reg5YXWZT .
~kR/d�b1R!_1`/b5jld�Y1d�]>TVn7\ rc.d [�R/d�g5R>[/g5R/nPQ5U1ToS?g1\>f�g1\>c5T�g?\)S1_5m<fV\!Q1j$d�b1\ / R>]>bX_1��c1T�g5YXmFd�T�U5[/Y1d�R/[�[>Re[>U5T�n+m
fV\!Q1j$d�b1\ / R>]>bX_1��c1T�g5YXmFd�Y1d�]>TVnuh , d�]>\!g$S�\!U5]!g1htTsQ1\>U1\>nuTV]!U5h start, stop Y restart ^>j/S?j$]�U?\!^>R/]>\!]>`�]!R!_?`>b5R
TVdo_?YFjXd�]>\>g5R>[>_1T�g?\�d�R/R>]![/T�]>d�]![>j$���%\�m3Q5TVU5TVnuTVg5g1\�m<[ /etc/rc.conf. �3\>Q5U5Y1nuTVU , b1R/n7\!gXS*\�[/htaFT sshd
restart ^/j>S*T�]�U?\!^>R/]>\!]>`�]!R!_?`>b5ReTVdo_?YFQ5TVU5TVnuTVg5g1\�m sshd_enable [ v \!wX_?T /etc/rc.conf jXd�]>\>g5R>[>_1T�g?\s[
YES.

* _5m;[>htQ5R>_1g5TVg5YXmFd�b1U5Y5Q5]!R/[eg1T�fV\>[>Y1d�Y1nuR�R/]�jXd�]>\>g5R>[/R>b3[ /etc/rc.conf, Q?\!U1\/nuT�]!U5h start, stop YX_?Y
restart g5TVR>^>i$R!S?Y1nuR�f�\=S*\>[/\>]!`�dsQ5U5T v Y1b1d�R-n ”force”. �3\!Q5U5Y?nuT�U , S?_5mFQ5TVU5T�f�\!Q5jXd�b?\ sshd g1T�fV\>[>Y1d�Y1nuR�R/]
j$d�]>\!g1R>[>R/b3[ /etc/rc.conf, [>htQ5R>_1g5Y5]>Tsdo_?ToS?j$���<j$��b5R-n7\!g$S*j :

# /etc/rc.d/sshd forcerestart

~kU5R>[/T�U5Y5]>`�d�R-d�]!R>m5g5Y5TzQ1T�U5T�nuT�g5g5R/wF[ v \!wX_1T /etc/rc.conf _?T�{�b1R : fV\!Q1j$d�]!Y5]!T)d�R/R>]![/T�]>d�]![>j$�e�FY5w%d�b5U5Y1Q5]�Y5f
rc.d d�Q1\>U1\>nuTV]!U5R/n rcvar. ~kU5R>[/T�U5b1\�Q5T�U5T�nuT�g5g1R>w3S?_5m sshd [/htQ5R!_1g5m5T�]>d�mFdo_1T�S?j$���FTVwFb5R-n7\!g$S*R>w :

# /etc/rc.d/sshd rcvar
# sshd
$sshd_enable=YES

, �!�µ�.-���� � � : /5���/���O0��¥�=��/��� (# sshd) �¥���k���A� ���%���>�?���o�1� sshd, � ��¢s� ���� ��� 
 root.
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�k]!R>^/hxR>Q5U5T�S?T�_?Y5]!` , fV\!Q1j-�<T�g3_?Y<d�TVU5[>Y?d , d�j$�<TVd�]>[>j$T�]�Q?\!U1\/nuT�]!U status. �3\!Q5U5Y?nuT�U3S?_5mFQ5U5R/[>TVU5b5Y;]!R/{�R ,
fV\!Q1j-�<T�g3_?Y sshd, [>htQ1R!_1g5Y1]!T :
# /etc/rc.d/sshd status
sshd is running as pid 433.

�sR/fVnuR>W�g?\t]>\!b5W�TyQ5TVU5T�{VU5j$f�b1\ (reload) d�T�U5[/Y1d�\ . 'sb5U5Y1Q5] , f�\!Q5j$�FTVg5g5htwFdsr�]>Y1n�Q1\>U1\>nuTV]!U5R/n , Q5R>Q1ht]>\!TV]>dom
R>]!Q5U?\![>Y1]!`ed�T�U5[/Y1d�j3d�Y1{�g1\!_ , [>htfVht[/\>���FY1w3Q5T�U5TVfV\>{�U5j$f�b1j v \>wX_1R/[�g1\>d�]!U5R>w1b5Y . ��^/R!_1`/aFY5g1d�]![>Tsdo_1j$c1\>T�[�rV]!R
R>f�g?\!c1\>T�]�R/]!Q5U1\>[>b5jkd�TVU5[>Y1d�j3d�Y5{Vg1\�_?\ SIGHUP.

's]!U5j$b5]!j$U1\ rcNG Y1d�Q5R!_1`/f�j$T�]/dom;g5Ty]!R!_?`>b5R�S1_5m<d�T�]!TV[>h)i;d�TVU5[>TVU5R>[ , R/g1\�R/]![>TVc1\!TV]�]>\>bXWZTsf�\�^>R>_1`>a<j$��c1\>d�]!`
Y5g5Y5}5Y?\�_1Y5f�\!}5Y1Y<d�Y?d�]!T�nuh .

� \/d�d�nuR/]!U5Y1n , bFQ5U5Y?nuT�U5j ,
v \>wX_ bgfsck. �yR�[/U5TVn+m<[>htQ5R>_1g5T�g1YXm;r�]!R/]ed�b5U5Y5Q5]

[>ht[>R!S?Y5]�d�_1ToS*j-�e�FTVTsd�R/R>^/�FT�g1Y5T :
Starting background file system checks in 60 seconds.

'z_1ToS?R/[/\>]!T�_1`/g5R , rV]!R>] v \!wX_<Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5m v R>g1R>[>R/w3Q5U5R/[>T�U1b5Y v \!wX_?R>[>h)i3d�Y?d�]!T�n , b5R/]!R>U1\!m
[>htQ5R>_1gXm5T�]/dom;]!R>_1`>b5Re[�Q5U1R>}5T�d�d�TsY5g5Y5}1Y1\�_1Y1fV\!}1Y5Y<d�Y1d�]!T�nuh .
	 j$g5b1}5Y5R>g1Y5U5R>[-\!g5Y1Tznug5R>{VYXiFd�TVU5[>Y?d�R>[ed�Y1d�]!TVnuh�f�\![/Y1d�Y5]eR>]�b1R>U5U5TVb5]!g5R/wFU1\>^>R/]!h�S?U5j${�Y5iFd�T�U1[>Y1d�R>[ .
�3\!Q5U5Y?nuT�U , NIS YkS*U5j${�Y5TyR/d�g5R>[-\!g5g5htTzg1\ RPC d�T�U1[>Y1d�h�nuR>{�j$]eg5Tsf�\!Q5jXd�]!Y5]!`-dom , Q5R/b1\�g1TzfV\>{�U5j$fVY5]>dom rpcbind
(portmapper).

* _5mFU1\>f�U5TVaFT�g1YXm;r�]!R/wFQ5U1R>^!_?TVnuh , [eg1\!c1\!_1Tzb?\�W%S?R>{VR�d�b1U5Y5Q5]>\l[eb5R/n7nuTVg5]>\!U1Y5YF[/bX_1��c?\!��]/dom
Y5g v R>U?n7\!}5YXm;RefV\>[>Y1d�Y1nuR/d�]�mXi3Y3S?U5j${VY5TsnuTV]>\=S*\>g5g5htT . ~kU5R/{�U1\>n7n7\ rcorder(8) S1_5mFU?\!f�^/R>U1\�r�]!YXi
b5R/n7nuTVg5]>\!U1Y5T�[e[>R�[/U5TVn+m%d�]>\>U5]>\�d�Y1d�]>TVnuhxS?_5mFR>Q1U5ToS?T�_1T�g1YXm;Q5R>U5m$S?b1\ , [eb5R>]>R>U5R-nPS?R!_1W�g1hx[>htf�ht[-\!]!`-dom
d�Y1d�]!TVnug5htT)d�TVU5[>Y?d�hx[ed�R>R/]![>TV]>d�]![/Y5Y<dzfV\>[>Y1d�Y1nuR/d�]�m1nuY . � g1\>c1\�_1Reb1\�W%S?R/{�R�d�]>\!U1]!R>[/R>{�R v \!wX_?\tS?R!_1W�g1h
^>ht]!`e[>bX_1�ec5T�g1h�do_1T�S?j$���<Y5Tsd�]!U5R>b1Y :

• PROVIDE: �µ\=S*\>T�]�Y1n+m�d�TVU5[>Y1dV\ , Q5U1ToS?R-d�]>\>[!_5m5T�nuR>{�R�r�]!Y1n v \!wX_?R/n .

• REQUIRE: 'sQ1Y1d�R/b<d�TVU5[>Y?d�R>[ , g5T�R/^!iXR�S*Y1nuh)ilrV]!R/nuj;d�T�U5[/Y1d�j .
� ]!R/] v \>wX_F^>j/S?TV]�fV\>Q5j$�FTVg B?�=�¥#�� j$b1\>fV\>g5g5h)i

d�T�U5[/Y1d�R/[ .
• BEFORE: 'sQ5Y1d�R/bFd�TVU5[>Y?d�R>[ , fV\>[>Y1d�m5�FYXikR>]er�]!R/{�Red�T�U5[/Y1d�\ . � ]!R>] v \!wX_<^>j/S?T�]�fV\!Q1j-�<T�g ��� j$b1\!f�\!g5g5h)i
d�T�U5[/Y1d�R/[ .

• KEYWORD: FreeBSD YX_1Y NetBSD. (3d�Q1R!_1`/f�j$T�]>d�mlS1_5m v j$g5b5}1Y5w , fV\>[>Y1d�m5�FYXi3R/]�[>TVU1d�Y1Y *BSD.

(3d�Q5R>_1`>fVj/m3rV]!R>]lnuT�]!R!S , \�S*nuY5g5Y1d�]!U1\>]!R>U%nuR!WZT�]�_1T�{Vb5R�b5R/g5]!U5R>_1Y5U5R/[/\>]!`ed�Y?d�]!T�nug5htTyd�T�U5[/Y1d�hx^/T�f
Y1d�Q5R>_1`>fVR>[-\!g5YXm ” j$U5R>[/g5T�w;f�\!Q5jXd�b1\ ”, b1\>bF[�g1T�b5R/]!R>U5h)ilS?U1j-{VYXi;R>Q1T�U1\>}5Y5R>g1g5h)ikd�Y1d�]>TVn7\�i UNIX.
* R>Q5R>_1g5Y5]!T�_1`>g1j-��Y5g v R/U1n7\!}5Y1��Red�Y1d�]>TVnuT rc.d FreeBSD 5.X nuR!WZg5Rlg1\!w5]>YFg1\ed�]!U1\>g5Y5}1\!iFd�Q5U?\![>R/c5g5Y5b?\
rc(8) Y and rc.subr(8).

11.8.
� E��)GFD<LPJKHeE HeEZD;G � �eG������� I �3G��<D � �<J �tL��

���������������! �"$#
Marc Fonvieille.

� g?\!aFY;S?g5Y%nuh�g5TyQ5U5ToS�d�]>\>[!_5m5T�n�d�T�^/Tzb5R-nuQ5`>�e]!T�U?\�^/T�fsd�T�]!TV[>R/{�R�Q5R!S?bX_1�ec5T�g1YXm .
* R>^-\![>_1T�g5Y1T7YFg1\/d�]!U5R/w5b1\

d�T�]>T�[>R/w;b1\>U5]!h�rV]!R�R/^>htc5g1\!m;fV\�S*\!c1\t_1��^/R>{�Rl\=S*nuY1g5Y1d�]>U1\!]!R/U1\ FreeBSD.
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11.8.1. ���3 !��� �U� ���T� � ��� " �1� ����� ����"!�U�
� Q1T�U5[/j-� R>c1T�U5T�S?`�R/Q5U5ToS*T�_1Y5]>Ts]!Y1QFY1d�Q5R!_1`/f�j$TVnuR/w;b1\>U5]!h (PCI Y5_1Y ISA), nuR�S?T�_1`�b1\>U5]!h�Y<Y1d�Q1R!_1`/f�j$TVnuhtw;[
g5T�w<c5Y5Q . FreeBSD Q5R!S5S?T�U5W�Y1[/\!TV]enug5R/{�Y5T PCI Y ISA b1\!U1]!h . �e^/U1\!]!Y1]!TVd�`�bY'sQ1Y1d�b5j3Q1R�S5S?TVUXWZY5[/\>TVnuR/{�R
R>^>R/U5j/S?R>[-\!g5Y5ml[-\!aFTV{�R�U1T�_1Y5f�\�c5]>R>^>hxj$fVg1\!]!` , Q5R!S5S?T�U5W�Y1[/\!TV]>dom3_1Y<b1\!U1]>\ .| \!b;]!R>_1`>b1R�[>hxj$^/ToS?YX_?Y1d�` , c5]!Rlb1\!U5]/\�Q5R!S5S?TVUXWZY5[/\>T�]>d�m , Q5R>]!U1T�^>j$TV]>dom;R/Q5U5ToS*T�_1Y5]>`eQ5R!S1iXR�S1m5�<Y5wkS?U?\!w5[/T�U . �v \!wX_1T /usr/src/sys/i386/conf/LINT g?\�iXR�S?Y1]>domFd�Q5Y1d�R/b3S?U?\!w5[/T�U5R/[�d�TV]!T�[/h)ikY1g5]!T�U v T�w1d�R>[ed
Y5g v R>U?n7\!}5Y5TVw;R�Q1R�S5S?TVUXWZY5[/\>TVnuh)i3c5Y5Q?d�T�]/\�i / b?\!U5]>\!i . +zdo_1Y<[>h�d�R/nug5TV[/\>T�]!T�d�`�[e]!R/n , b1\!b5R/wkS?U1\>w5[>TVU
Q5R�S?R/w$S?TV] , Q5U5R/c5]!Y5]>T)d�]!U1\>g5Y5}5j;d�Q5U1\![/R>c5g1Y5b1\tb;S?U1\!w1[>T�U1j . 's]!U?\!g5Y5}?\ed�Q5U1\![/R>c5g1Y5b1\�d�R�S?TVUXWZY5]�^/R!_1`/aFT
Y5g v R>U?n7\!}5Y5YFR�Q5R!S5S?T�U5W�Y1[/\!T�nuR/nKR/^>R>U1j>S*R>[/\>g5Y5YkY3S�\�WZTsReQ5U5R/^!_1T�n7\�i , b5R>]!R/U5htT)nuR>{�j$]�[/R>fVg5Y5b5g5j$]!` .
+zdo_1Y<[/\>a<\tb1\>U5]>\eaFY5U1R>b5ReU1\>d�Q5U5R/d�]!U1\>g5T�g1\ , [/\/n�d�b5R/U5T�Ts[/d�TV{�Reg5TzQ5R/]!U5T�^/j$T�]>d�m3S?R!_?{�R�Y?d�b1\>]!`tS?U?\!w5[/T�U .* U1\!w5[/T�U5h S1_1mFaFY5U1R>b5ReU1\>d�Q5U5R/d�]!U1\>g5T�g5g1h)ikb?\!U5]eQ5U5ToS�d�]>\>[!_1TVg5h�[�m$S*U5T GENERIC, ]>\>bFc5]>Re[-\!a<\�b1\!U5]/\
S?R!_5WZg1\�R>Q5U1ToS?T�_1Y5]!`-dom;Q5U5Y%fV\>{�U5j$fVb5T , Q5U1Y1nuT�U5g1Re]>\>b :

dc0: <82c169 PNIC 10/100BaseTX> port 0xa000-0xa0ff mem 0xd3800000-0xd38
000ff irq 15 at device 11.0 on pci0
dc0: Ethernet address: 00:a0:cc:da:da:da
miibus0: <MII bus> on dc0
ukphy0: <Generic IEEE 802.3u media interface> on miibus0
ukphy0: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto
dc1: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem 0xd3000000-0xd30
000ff irq 11 at device 12.0 on pci0
dc1: Ethernet address: 00:a0:cc:da:da:db
miibus1: <MII bus> on dc1
ukphy1: <Generic IEEE 802.3u media interface> on miibus1
ukphy1: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

� rV]!R/n�Q5U5Y1nuTVU5TsS?[>Tsb1\!U5]>h�Y1d�Q1R!_1`/f�j$��]�Y?nuT����<Y5w1d�m<[ed�Y1d�]>TVnuTzS?U1\!w1[>T�U dc(4).
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5m3d�T�]!TV[>R/w;b1\!U1]!h�Q5R/]!U5T�^/j$T�]>d�m;fV\!{VU5j$f�Y5]>`�Q5R!S1iXR�S1m5�<Y5wkS?U1\>w5[>TVU .

� ]!RknuR!WZg5Rld�S?T�_?\!]!`
S?[>jXn+mFd�Q1R/d�R/^/\/nuY . 'y\>nuhtw<Q5U5R/d�]!R>w<d�Q5R-d�R>^�r�]!RlfV\>{�U5j$f�b?\�nuR�S?j-_5m;m$S*U1\)S1_1m<d�TV]!T�[/R>w;b1\>U5]!h�dsQ5R-nuR>�F`/�
kldload(8). �kT�S1_5mFb?\�W%S?R>w%d�TV]!T�[/R>w;b1\>U5]!h�T�d�]!`lnuR�S?j-_1` ( g?\!Q5U5Y?nuT�U ISA b1\>U5]!h�Y<b1\!U5]>h , Y1d�Q5R!_1`/f�j$���<Y5T
S?U1\!w1[>T�U ed(4)). � b1\>c5TVd�]![>Ty\�_1`/]!T�U5g?\!]!Y5[/h , [>h�nuR>W�TV]!T)d�]>\>]!Y5c5T�d�b5Y;S?R>^-\![>Y1]!`�Q5R!S5S?T�U5W�b1j;d�T�]>T�[>R/w;b1\>U5]!h�[
m$S?U5R . ~kU5R>[/T�U5`/]!T /usr/src/sys/i386/conf/LINT Y<d�]>U1\!g5Y1}5j;d�Q5U?\![>R/c5g5Y5b?\)S?U1\>w5[>TVU1\ , c5]>R>^>hxj$fVg1\!]!` , c5]!R
S?R>^-\![>Y1]!`�[ v \>wX_Fb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ . �'\)S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Y5g v R/U1n7\!}5Y1T�w;RlQ5T�U1TVd�^/R>U5b1T7m$S?U1\
R>^>U?\!�<\>w5]!T�d�`tb<�µ_ . 8. +zd�_1YF[-\!a<\�b1\!U5]/\�^/h)_?\�R/^>g1\>U5j-W�TVg1\)m$S?U1R/n (GENERIC) [>Re[>U5T�n+m;fV\!{VU5j$f�b5Y , d�R/^>Y5U1\>]!`
g5R>[/R>T7m$S?U1R�g5TyQ5R>]>U5T�^/j-TV]>dom .

11.8.2. �����������
����� ��" �#" ���
� ���9���!&| \!b;]!R>_1`>b1RtS1_5m%d�T�]>T�[>R/w;b1\>U5]!h�f�\!{�U1j/WZTVg;Q5R�S?i$R!S1m5�FY1wkS?U1\>w5[>TVU , T�TyQ5R>]!U1T�^>j$TV]>dom;g1\/d�]!U1R>Y5]!` . | \>b;YFnug5R/{�R>T
S?U5j${�R/T , d�T�]!TV[/\�m3b1\>U5]>\lnuR!WZT�]e^>ht]!`eg1\>d�]!U5R/T�g1\�[>R�[/U5TVn+m;jXd�]/\!g5R/[>b5YFdsQ5R-nuR>�F`/� sysinstall.
* _5m;[>ht[/R�S*\tY1g v R>U1n7\>}5Y5Y;Rlg1\/d�]!U5R/w5b5Tyd�T�]>T�[>h)i3Y5g1]!T�U v TVw1d�R/[ed�Y1d�]!T�nuh , [>[/ToS?Y1]!Tsd�_1ToS?j$�e�Fj$��b1R/n7\!gXS?j :

% ifconfig
dc0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 192.168.1.3 netmask 0xffffff00 broadcast 192.168.1.255
ether 00:a0:cc:da:da:da
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active
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dc1: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 10.0.0.1 netmask 0xffffff00 broadcast 10.0.0.255
ether 00:a0:cc:da:da:db
media: Ethernet 10baseT/UTP
status: no carrier

lp0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 1500
lo0: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384

inet 127.0.0.1 netmask 0xff000000
tun0: flags=8010<POINTOPOINT,MULTICAST> mtu 1500

, �!�µ�.-���� � � : �1�������*¢y��¢V������ FreeBSD � �G4 ��������=��¢¥¡��/�¥����
�2��!�o����o� ifconfig(8) �y���!�����?¢¥�=��/� -a, 2��s¡����/¢�¢����?��V¡����A� �>� �;�¥��� �V¢V�%���������!�2������� ifconfig(8) ��¡>���> 7��´���¢2��
)�J�¥�=��� � �>±�¢I�V������� �>³�� �>��� . ��³�������¢������¥£y¢ , ³����F�¥�=��/��� ,
�V������ 05 ��V¢2�80<� IPv6 (inet6 �s� . � .) ��¡/��� ��� �.2 �¥���G4 �3��� �!�?¢V��� .

� rV]!R/n�Q5U5Y1nuTVU5T)^>h)_1Y;Q1R>b1\>fV\!g1h d�_1ToS*j-�e�FY5TyjXd�]!U1R>w1d�]![/\ :
• dc0: Q5T�U1[>htw Ethernet Y1g5]!T�U v T�w1d
• dc1: [>]!R/U5R>w Ethernet Y5g5]!TVU v T�w1d
• lp0: Y5g5]!TVU v T�w?dzQ1\>U1\�_1_1T�_1`/g5R>{VR�Q5R/U5]>\
• lo0: jXd�]!U5R/w1d�]>[>R loopback

• tun0: ]!j$g5g5T�_1`>g5R/TzjXd�]>U5R>w1d�]![>R , Y1d�Q1R!_1`/f�j$TVnuR/T ppp
* _5m;Q5U5Y1d�[>R/T�g5YXm;Y?nuT�g5Y�d�TV]!T�[/R>w;b1\>U5]!T FreeBSD Y?d�Q5R>_1`>fVj-TV]�Y1n+m3S*U1\!w5[/T�U1\�YFQ5R/UXm$S?b5R/[>htw;g1R/nuT�U , [
b5R>]!R/U5R/nKb?\!U5]>\eR>^/g1\!U1j/WZY5[-\!TV]>domkQ5U5Y<Y5g5Y5}5Y?\�_1Y5f�\!}5Y1YFjXd�]!U1R>w1d�]![ . �3\!Q5U5Y?nuT�U , sis2 rV]!Rl]!U5T�]>`!m<d�T�]!TV[/\�m
b1\!U5]/\ , Y1d�Q5R!_?`>f�j$�e�<\�mlS?U?\!w5[/T�U sis(4).

� rV]!R/n�Q5U5Y1nuTVU5T , j$d�]!U5R/w1d�]![/R dc0 [/bX_1�ec5T�g5ReYFU1\>^>R/]>\!TV] . | _1��c5TV[>htTsQ5U5Y5fVg1\!b5Y<]>\!b1R>[>h :

1. UP R>f�g?\!c1\>T�] , c5]!Rlb1\>U5]>\�g?\>d�]>U5R>TVg1\�Y<{�R>]>R>[/\ .
2.
� b1\>U5]!h�T�d�]!`lY5g5]!TVU5g5TV] (inet) \=S*U5TVd ( [�S*\!g5g1R/n�d�_1j$c1\!T 192.168.1.3).

3.
� d�]>\>g5R>[>_1T�g?\�n7\>d�b1\�Q1R�S*d�T�]!Y (netmask; 0xffffff00, ]!ReWZT , c1]!ReY 255.255.255.0).

4. � Y5U5R/b5R>[/T��%\!]!T�_1`>g5htw<\=S?U5T�d ( [tS*\>g5g5R-n�do_1j$c1\>T , 192.168.1.255).

5. �'g1\!c5TVg5Y5T MAC \=S?U1TVd�\�b1\!U1]!h (ether) 00:a0:cc:da:da:da

6. �yht^/R>U v Y5fVY5c5T�d�b5R/wFd�U5T�S?h�Q5TVU5ToS�\!c5YkS�\!g5g5h)i3[lU5T�WZY1nuT)\![/]!R>[/ht^>R/U1\ (media: Ethernet autoselect

(100baseTX <full-duplex>)). ��h�[>YXS?Y1n , c5]>R dc1 ^/h)_?\tg1\/d�]!U5R/T�g1\tS1_5mFU?\!^>R/]!h�d 10baseT/UTP. �'\
^/R!_1TVTzQ5R!S?U5R/^>g5R/w3Y5g v R>U?n7\!}5Y5TVw;R�S?R/d�]!j$Q5g5h)ilS?U1\>w5[>TVU5jk]!Y5Q1\!iFd�U5T�S?h�R>^/U1\!�%\!w5]>TVd�`tb%d�]!U?\!g5Y5}1T
d�Q5U1\>[>R>c1g5Y5b1\ .

7. 's]/\!]!jXdyd�R>T�S?Y5g5TVg5YXm (status) active, ] . T . g5T�d�j$�<\!m;R>^/g1\!U5j-WZT�g?\ . * _5m dc1, nuh�[>Y$S*Y1n status: no

carrier.
� ]>R�g5R/U1n7\�_1`/g5R , b1R>{oS�\ Ethernet b1\!^/T�_1`eg5TyQ5R�S?b5_1��c5TVgFb<b1\!U5]>T .

+zdo_1Y ifconfig(8) Q5R>b?\!f�ht[-\!TV]tQ5U5Y1nuTVU5g5Rkdo_1T�S?j$���FTVT :
dc0: flags=8843<BROADCAST,SIMPLEX,MULTICAST> mtu 1500

ether 00:a0:cc:da:da:da

336



�A#��! !�
11.

�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
r�]!ReR>f�g?\!c1\>T�] , c1]!Reb?\!U5]>\�g5Ty^>h)_?\�g1\>d�]!U5R>TVg1\ .
* _5m;g1\>d�]!U5R/w5b5YFb?\!U5]!h�[/\>nKQ1R>]!U5TV^>j$��]/domFQ5U1Y5[>YX_?T�{�Y1Y;Q5R!_?`>f�R/[/\>]!T�_5m root. �3\/d�]!U5R/w5b1\ed�T�]>T�[>R/w;b1\>U5]!h
nuR!WZT�]e^>ht]!`e[>htQ5R>_1g5T�g?\�Y5fsb5R/n7\>g$S?g5R/w<d�]>U5R>b5Y%d�Q5R-nuR>�<`>� ifconfig(8), g5R�[-\>nKQ5R/]!U5T�^/j$T�]>d�mkS?T�_?\>]!`lr�]!R
Q5R/d�_1Tzb1\!W%S?R>w;Q1T�U5TVfV\!{VU5j$f�b5Y<d�Y1d�]!TVnuh . ~kR�S1iXR�S?m5�FT�TsnuTVd�]>R�S1_1mFg1\>d�]!U5R>w1b5Y<d�T�]!TV[>h)i3b1\!U1]�r�]>R v \>wX_
/etc/rc.conf.

�e]!b5U5R/w5]!T /etc/rc.conf [e]!T�b1d�]!R>[/R/nKU5T�S*\!b1]!R>U5T . �)\>nKQ5R/]!U5TV^>j$T�]>d�mkS?R>^-\![/Y5]!`�d�]!U5R>b1jlS1_5mFb1\!W%S?R>wFd�T�]!TV[>R/w
b1\!U5]>h , Y1nuT��e�FTVw1domF[kd�Y?d�]!T�nuT , g1\>Q5U5Y1nuTVU , [eg1\!a<TVn�d�_1j$c1\!T , ^>h)_1R�S?R>^-\![!_?T�g5RyS?[/Tyd�]!U5R/b5Y :

ifconfig_dc0="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig_dc1="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

�'\>nuTVg5Y5]!T dc0, dc1, Y;]>\>b3S*\!_1T�Tyg1\ed�R>R/]![>TV]>d�]>[>j$���<Y5TzY1nuTVg1\e[/\!a<YXikb1\!U5] , Q5R!S*d�]>\>[>`/]!Tsd�R>R>]>[>T�]/d�]![/j-�e�FY5T
\=S?U5T�d�\ . �e^>U1\>]!Y5]!T�d�`�b%d�]!U?\!g5Y5}?\>n�d�Q5U1\![/R>c5g1Y5b1\�d�T�]!TV[>R>wFb1\!U5]>h�Y ifconfig(8), f�\�Q5R!S?U5R/^>g5R/w3Y5g v R>U?n7\!}5Y5TVw;R
S?R/d�]!j$Q5g5h)i3R>Q5}1YXmXi;YFbFd�]!U1\>g5Y5}5T)d�Q5U?\![>R/c5g5Y5b?\ rc.conf(5) f�\)S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Y5g v R/U1n7\!}1Y5T�w;Rkd�Y1g5]>\!b?d�Y1d�T
/etc/rc.conf.

+zdo_1Y<[>hxg1\/d�]!U1R>YX_1Y%d�TV]!T�[/j-� b1\>U5]!jk[eQ1U5R>}5T�d�d�TzjXd�]>\>g5R>[/b5Y;d�Y?d�]!T�nuh , g5TVb5R>]!R/U5htTsd�]!U5R/b5Y , b?\>d�\>���<Y5TVd�md�T�]>T�[>R/w;b1\>U5]!h , nuR/{�j$]�j-WZTsQ1U5Y1d�j$]>d�]![>R/[/\>]!` . �yg5Y1n7\>]!T�_1`/g5RlQ5U5R>[/T�U5`/]!T /etc/rc.conf Q5TVU5ToS<S?R>^-\![!_?T�g5Y5T�n
b1\!b5Y5i - _1Y5^/R�d�]>U5R>b .

�e]!U5ToS�\!b5]!Y1U5j$w5]!Ty]>\!bXWZT v \!wX_ /etc/hosts S1_1m3S?R>^-\![>_1T�g5Y5mkY?nuT�g%Y IP \=S?U1TVd�R/[�U1\>f�_1Y5c1g5h)i;b5R/nuQ1`>��]>T�U5R/[
d�T�]>Y , T�do_1Y;Y5i;T��FTs]>\>n g5T�] . �'\)S*R>Q5R>_1g5Y5]!T�_1`>g1R>w;Y5g v R>U1n7\>}5Y5T�wFR>^>U?\!�<\>w5]!T�d�`tb man.hosts.5; YFb
/usr/share/examples/etc/hosts.

11.8.3. � " ���% �U�������9 �"  �U" � " �  �" � �U� � �
"!$| \!b;]!R>_1`>b1R�[>hx[/g5TVd�T�]!Tsg5T�R/^!iXR�S*Y1nuhtTzY5f�nuT�g5TVg5YXmF[ /etc/rc.conf, Q1T�U5TV{�U5j$f�Y1]!Tsb1R/nuQ5`/��]!TVU . (kfVnuTVg5T�g1YXm
g1\>d�]!U5R>TVb;Y5g5]>T�U v TVw1d�R/[�^>j/S?j$]eQ5U5Y1nuTVg5T�g5h , b5U5R-nuTz]!R/{�Rl^>j/S?T�]�Q5U5R>[/T�U5TVg1\�Q5U?\![>Y5_1`>g5R-d�]!`�g1\>d�]!U5R>TVb .| \!b;]!R>_1`>b1Red�Y?d�]!T�n7\�Q5TVU5T�f�\!{VU5j$f�Y5]>d�m , Q5U5R/[>TVU5`>]!Tsd�T�]>T�[>htTyY5g5]>T�U v T�w?d�h .

11.8.3.1. ��A:CEI J?AEF = Ethernet FG=:A?@��
* _5m;Q5U5R/[>T�U1b5Y;Q5U1\>[>YX_?`>g5R-d�]!Y;g?\>d�]>U5R>w5b1Y<d�TV]!T�[/R>w;b?\!U5]!h , Q5R>Q1U5R>^/j-w1]!Tz[/h)Q1R!_1g5Y1]!` ping S1_5m<dV\>nuR>{VR
Y5g5]!TVU v T�w1dV\ , \�fV\>]!TVnPS?_5m3S?U5j${VR>wFn7\>aFY5g5h�[�_1R/b1\�_1`/g5R>w;d�T�]!Y .

'sg1\!c1\!_?\tQ5U1R>[>TVU5`>]>T�_1R/b1\�_1`/g5htw;Y5g1]!T�U v TVw1d :
% ping -c5 192.168.1.3
PING 192.168.1.3 (192.168.1.3): 56 data bytes
64 bytes from 192.168.1.3: icmp_seq=0 ttl=64 time=0.082 ms
64 bytes from 192.168.1.3: icmp_seq=1 ttl=64 time=0.074 ms
64 bytes from 192.168.1.3: icmp_seq=2 ttl=64 time=0.076 ms
64 bytes from 192.168.1.3: icmp_seq=3 ttl=64 time=0.108 ms
64 bytes from 192.168.1.3: icmp_seq=4 ttl=64 time=0.076 ms

--- 192.168.1.3 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.074/0.083/0.108/0.013 ms

�'\!]!T�nKQ5U5R/[>T�U1`>]!T�S?U5j${�j$� n7\!aFY1g5j3[�_1R/b1\�_?`>g5R/w;d�T�]>Y :

337



�A#��! !�
11.

�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
% ping -c5 192.168.1.2
PING 192.168.1.2 (192.168.1.2): 56 data bytes
64 bytes from 192.168.1.2: icmp_seq=0 ttl=64 time=0.726 ms
64 bytes from 192.168.1.2: icmp_seq=1 ttl=64 time=0.766 ms
64 bytes from 192.168.1.2: icmp_seq=2 ttl=64 time=0.700 ms
64 bytes from 192.168.1.2: icmp_seq=3 ttl=64 time=0.747 ms
64 bytes from 192.168.1.2: icmp_seq=4 ttl=64 time=0.704 ms

--- 192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.025 ms

�sh�nuR>WZT�]!Ty]>\!b5W�TyY1d�Q5R!_1`/f�R/[/\!]>`�Y1n+m<n7\>aFY5g5hx[-nuTVd�]!R 192.168.1.2, TVd�_1YFg1\/d�]!U1R>T�g v \!wX_ /etc/hosts.

11.8.3.2. �TJ � J?K MJ RMALCMH��#J��
� T�a<T�g5Y5TyQ5U5R/^!_1T�n�ds\>Q5Q1\>U1\!]!g1h�nKYFQ5U5R/{�U1\/n7nug5h�n�R/^>TVd�Q5T�c1T�g5Y5T�nK[/d�T�{oS�\�[>htfVht[/\>T�]�do_?R!WZg5R/d�]!Y , b5R/]!R>U1htT
nuR!WZg5R�jXnuTVg5`>a<Y5]!` , Q5U5R>[/T�U5Y1[ed�g?\!c1\!_?\�d�\/nuhtTsQ1U5R/d�]!htTz[-\!U5Y1\>g5]!h . ~kR!S?bX_1�ec5T�gF_1Y<d�T�]!TV[>R>wFb1\!^/T�_1` ?
~kU1\![/YX_1`>g1Rt_1YFg?\>d�]>U5R>TVg5h�d�TV]!T�[/htTsd�TVU5[>Y?d�h ? ~kU?\![>Y5_1`>g5R�_1YFg1\/d�]!U1R>T�gF^>U1\>g$S*n7\!j$rVU ? ~kR�S1S?T�UXWZY5[-\!TV]>domk_1Y
Y1d�Q5R>_1`>fVj$TVn7\�m3b1\>U5]>\e[ FreeBSD? �)d�TV{oS*\�Q5U5R>[/T�UXm5w1]!TsY1g v R>U1n7\>}5Y5��R>^�R/^>R/U5j/S?R>[-\!g5Y5YkQ5TVU5ToS�R>]!Q1U1\![/b5R>w
d�R>R/^>�<T�g5YXm3R/^�R>a<Y5^>b1T . �e^>g1R>[>Y1]!T FreeBSD S?ReQ1R/do_?ToS?g5TVw;[>TVU1d�Y1Y STABLE. ~kU5R-d�nuR/]!U5Y5]!T)\!U5i$Y1[>hxd�Q5Y?d�b5R/[
U1\>dVd�h)_1b5Y , YX_1Y<Q5R>Y5�<Y5]!TyY5g v R/U1n7\!}5Y1��[lY5g5]!TVU5g5T�] .
+zdo_1Y<b1\!U1]>\�U?\!^>R/]>\!TV] , g5ReQ5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`�g5Y5fVb1\ , nuR>WZT�]�Q1R/nuR>c1`�c5]!TVg5Y5T)d�]!U?\!g5Y5}1h�d�Q5U?\![>R/c5g5Y5b?\
tuning(7). ~kU5R/[>T�U1`>]!Ts]>\!bXWZTyg1\>d�]!U5R/w5b5YFd�T�]!Y , Q5R/d�b5R!_?`>b5jkg5TVQ5U1\![/YX_1`/g5htT�g1\/d�]!U5R/w5b5Y%nuR>{�j$]ld�]>\>]!`�Q5U1Y5c5Y5g5R/w
g5Y5f�b1R>wFd�b5R>U5R-d�]!Y%d�R/ToS?Y5g1T�g5YXm .

�kT�b5R/]!R>U5htTsQ5R!_?`>f�R/[/\>]!T�_1Y3[-d�]!U1T�c1\>��]>d�mFdzg5T�d�b5R>_1`>b1Y1nuY device timeouts, c5]!R�g1R>U1n7\!_1`>g5R�S1_5mFg1T�b5R/]!R>U5h)i
d�T�]>T�[>h)i3b1\>U5] . +zdo_1Y<r�]!RlQ5U5R!S?R!_1WZ\>T�]>d�m;YFg1\�S?R>T�S*\!TV] , j$^>ToS*Y5]!TVd�` , c1]!RejXd�]!U5R>w?d�]![/R�g5Tyb5R>g v _1Y5b5]!j$TV]eduS*U5j${�Y1n
j$d�]!U5R/w1d�]![/R/n . �yg5Y?n7\!]!T�_1`>g5ReQ5U5R/[>T�U1`>]!TsQ5R�S?b5_1��c5TVg5Y5Tyb1\!^/T�_5m . �yR/fVnuR!WZg5R�]>\!bXWZT , c5]!Rl[/\/nKQ5U5R-d�]!Reg1\=S?R
j$d�]>\!g1R>[>Y1]!`)S?U5j${Vj-� b1\>U5]!j .

�sU1TVn+mFR/]�[>U5T�nuT�g5Y , Q5R>_1`>fVR>[/\>]!T�_?Y3[>Y$S1m5]eg5TVd�b5R!_?`>b5R�R/aFY5^/R>b watchdog timeout. ~kT�U5[/R>T , c5]>Re]!U1T�^>j$TV]>dom
d�S?T�_?\!]!` , r�]>R�Q5U5R/[>TVU5Y5]!`kd�TV]!T�[/R>w;b1\>^>T�_1` . ��g5R/{�Y5Tsb1\!U1]!h�]!U5TV^>j$��]eQ5R�S1S?T�UXWZb5Y Bus Mastering do_1R/]!R/n PCI. �3\
g5T�b5R/]!R>U1h)i3d�]>\!U1h)iFn7\!]!TVU5Y5g1d�b5YXi;QX_?\>]>\�i , ]>R!_1`/b5R�R!S?Y5g PCI do_?R>]�Y?nuT�T�]l]>\>b5j$��Q5R!S5S?T�U5W�b1j ( R/^>htc5g5Redo_1R/] 0).
's[>T�U1`>]!T�d�`�d�S?R>b1j$nuTVg5]>\>}5Y5T�w<g1\�d�T�]!TV[>j$� b1\!U5]>jlY%n7\!]!TVU5Y5g1d�b5j$� QX_?\!]>j , c1]!R>^/hxR>Q5U5T�S?T�_?Y5]!` , nuR!WZT�]�_1YFrV]!R
^>ht]!`eQ5U5R>^>_1TVnuR/w .

'sR>R>^/�FTVg5Y5T No route to host Q5R!m5[>_5m5��]>d�m , TVd�_1Y<d�Y1d�]!T�n7\�g1Ts[ld�R/d�]!R!m5g1Y5YkS?R-d�]>\>[>Y5]!`eQ1\!b1T�]!h�bFiXR/d�]>j
g1\!fVg1\!c5TVg5YXm .

� ]>RenuR!WZTV]edo_?j-c1Y5]!`/d�m , TVd�_1YFg1TzR>Q1U5ToS?T�_1T�g%n7\!U5a<U5j$]�Q5RejXnuR!_1c1\>g5Y5� , YX_1Y<b1\!^/T�_1`�g5T
Q5R�S?b5_1��c5TVg . ~kU1R>[>TVU5`>]>T�[>ht[/R�SFb5R-n7\!g$S?h netstat -rn YFj$^/ToS?Y5]>TVd�` , c5]!Rlb<d�R>R>]>[>T�]/d�]![/j-�e�FT�nujeiXR-d�]!jkTVd�]!`
U1\!^/R>]>\>���FY1w;n7\!U5a<U5j$] . +zd�_1Y%r�]!Reg5Ts]/\!b , Q1U5R>c5]>Y5]!T)�'_ . 24.

'sR>R>^/�FTVg5YXm ping: sendto: Permission denied f�\!c1\/d�]!j$� Q5R!m5[>_5m5��]>d�m;Q5U5Y<g5T�Q5U?\![>Y5_1`>g5Reg1\>d�]!U5R/T�g5g5R-n
^>U1\>g$S*n7\!j$rVU5T . +zd�_1Y ipfw [>bX_1�ec5T�gF[�m$S?U1T , g5RlQ5U1\>[>YX_?\�g5TsR/Q5U5T�S?T�_1TVg5h , Q5U?\![>Y5_1R�Q5RejXnuR!_1c1\>g5Y5� ^!_1R/b5Y5U5j$TV]
[>TVd�`�]!U1\ v Y5b , S*\�WZTzf�\!Q5U1R/d�h ping! ~kU5R/c5]!Y5]>T � \!f�S . 14.9 ds^>R>_1T�TsQ5R�S?U1R>^>g1R>w3Y5g v R/U1n7\!}1Y5T�w .

(kg5R>{�S*\tb1\>U5]!h�g5T�S?R/d�]>\!]>R>c5g1\ , YX_1Y<g5YXWZT)d�U5T�S?g5T�{VR . ��r�]>YXi<do_?j-c?\�mXil_1j$c5aFTy[/d�T�{�R�Y5fVnuTVg5Y5]!`kU5T�W�Y?n�[>ht^/R>U1\
]!Y5Q1\eQ5R�S*bX_1��c1T�g5YXm%d autoselect g1\�Q1U1\![/YX_1`>g1htw;]!Y5Q . �e^>htc5g5Rer�]!ReU1\!^/R>]>\>T�])S?_5mF^>R>_1`>a<Y5g1d�]![/\
R>^>R/U5j/S?R>[-\!g5Y5m , g5Rlg5T)nuR!WZT�]eU5T�a<Y5]!`eQ5U5R>^>_1TVnuj3[/R�[/d�T�i;do_?j-c?\�mXi . ~kU5R>[/T�U5`/]!T�TV�FTyU1\!fsg1\>d�]!U5R>w1b5Y<d�T�]!Y<Y
Q5U5R>c1]!Y5]!T)d�]!U?\!g5Y5}1j3U5j$b5R>[/R�S*d�]![/\ tuning(7).
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11.9.

� E��)GFD<LPJKHeE �FIPD;G 	lE � � ����� � �FD����FDFL��
�ec5T�g5`ec1\>d�]!R FreeBSD Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFU1\!f�nuT��<T�g5YXmFdV\!w5]>R>[ , b5R/{oS*\�R�S?Y1g<d�TVU5[>TVU;U1\>^>R>]/\!T�]�[ed�TV]!YFb?\!b
g5TVd�b5R!_1`/b5R�d�T�U5[/T�U5R/[ . � ]!R�S?R/d�]!Y5{�\!T�]/dom;Q5U5Y?d�[>R/T�g5Y1TVn�g5T�d�b5R>_1`>b1YXi;d�T�]>T�[>h)i;\=S*U5TVd�R>[�R!S?g5R/nujkY5g1]!T�U v TVw1d�j .
� d�T�]!TV[>R>{VR�Y5g5]>T�U v TVw1d�\e[/d�T�{oS�\tTVd�]!`eR!S?Y5g ” g1\/d�]!R>m5�FY5w ” \=S?U5T�d , iXR>]!mFR>gFnuR>WZT�]�Y?nuT�]!`e_1��^/R>Tsb5R!_1Y1c5TVd�]![>R
” d�Y5g5R/g5Y1nuR>[ ” (alias).

� ]!Y�d�Y5g1R>g5Y1nuh�R>^>htc1g5R)S?R/^/\![>_5m5��]/dom;Q5j$] ��n�Q5R/nuTV�FTVg5YXmFd�R/R>]![/T�]>d�]![>j$�e�FYXi3fV\>Q5Y1d�T�wF[
/etc/rc.conf.

'sY5g5R>g1Y1nPS1_5m<Y5g5]!TVU v T�w1dV\ fxp0 [/ht{�_5m$S?Y1]edo_?ToS?j$���<Y1n�R/^>U1\>f�R/n :

ifconfig_fxp0_alias0="inet xxx.xxx.xxx.xxx netmask xxx.xxx.xxx.xxx"

�'\>nuTV]!`>]!T , c5]!RlfV\>Q5Y1d�YFd�Y5g1R>g5Y1nuR/[tS?R>_5WZg5h�g1\>c5Y5g1\>]!`/d�mFd alias0 YFYXS?]!YFS*\�_1TVTz[eR>Q5U5T�S?T�_?T�g5g5R-n�Q5R/UXm$S?b5T
( g1\>Q5U5Y1nuTVU , _alias1, _alias2, Y<] . S .).

| R>g v Y1{�j$U1\!}1Y5R>g5g1htw3Q5U5R>}1TVd�dzR/d�]>\!g5R/[>Y5]/dom;g1\�Q5T�U5[/R/nKQ5RlQ5R/UXm$S?b5jR>]>d�j-]/d�]![/j-�e�FT�n�c5Y1d�_1T .
�eQ5U5ToS*T�_1TVg5Y5Tsn7\/d�b5Y<Q5R�S�d�T�]>Y3S1_5m%d�Y5g5R/g5Y1n7\�R>c5TVg5`�[-\�WZg5R , g1Reb%d�c1\/d�]!`/� , ]>\>b;WZTzQ5U1R/d�]>R . * _1m;b1\�W%S?R/{�R
Y5g5]!TVU v T�w1dV\)S?R>_5WZT�g<^>ht]!`eR�S?Y5g%\=S?U1TVdzdsY1d�]!Y5g5g5R/w<n7\/d�b5R/w;Q5R�S�d�T�]>Y .

� �e^>R>wlS?U1j-{VR>w%\=S?U5T�d�[ld�T�]>Y3S?R>_5WZT�g
Y1nuT�]!`kn7\>d�b5jkQ5R�S�d�T�]>Y , d�R/d�]>R!m5�Fj$��Y5fs[-d�T�ilT�S?Y5g5Y5c1T�b ( c5]!Re[>htU1\!W \!T�]/dom;b1\>b 255.255.255.255 Y5_1YFb1\>b
0xffffffff).

�3\!Q5U5Y?nuT�U , U?\>d�dVnuR>]!U1Y1n�do_?j-c?\!w , b5R/{oS*\�Y5g5]!TVU v T�w?d fxp0 Q1R�S?bX_?��c��VgFb3S*[>jXn�d�TV]�m1n , bFd�T�]!Y 10.1.1.0 d
n7\>d�b1R>w;Q5R!S*d�TV]!Y 255.255.255.0 YFb%d�T�]>Y 202.0.75.16 dsn7\/d�b5R/w 255.255.255.240. ��hxiXR>]!Y?n , c5]!R/^>h
d�Y1d�]!TVn7\e^>h)_?\�[>Y$S?g?\�Q5R IP, g1\!c1Y5g1\�mFd 10.1.1.1 Q5R 10.1.1.5 Y%d 202.0.75.17 Q5R 202.0.75.20.

| \>b;^>h)_?R
d�b1\>fV\!g1R�[>hta<T , ]!R>_1`>b1R�Q5TVU5[>htwF\�S?U5T�d�[lfV\=S�\!g5g5R-n S?Y1\!Q?\!f�R/g5T ( [tS*\>g5g5R-n�do_1j$c1\>T , 10.0.1.1 Y 202.0.75.17)
S?R!_5WZTVg;Y1nuT�]>`lU1TV\�_?`>g5j$��n7\/d�b5j3d�T�]!Y ; [-d�TzR-d�]>\!_1`>g1htT ( d 10.1.1.2 Q5R 10.1.1.5 Y%d 202.0.75.18 Q5R
202.0.75.20) S?R!_5WZg5h�^>ht]!`ld�b5R/g v Y5{�j$U5Y1U5R>[-\!g5hxdzn7\/d�b5R/w<d�T�]!Y 255.255.255.255.
* _5m;r�]!R/{�R�S?R!_5WZg5h�^>ht]!`e[>g5T�d�T�g1h�do_1T�S?j$���FY1Tsf�\!Q5Y1d�Y :

ifconfig_fxp0="inet 10.1.1.1 netmask 255.255.255.0"
ifconfig_fxp0_alias0="inet 10.1.1.2 netmask 255.255.255.255"
ifconfig_fxp0_alias1="inet 10.1.1.3 netmask 255.255.255.255"
ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.255.255"
ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.255.255"
ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255.255.240"
ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255.255.255"
ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255.255.255"
ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255.255.255"

11.10.
� E J ��� �;E��)G<DFLKJPH<I

11.10.1. � ���#���
� � /etc
�sR FreeBSD R>Q5U5T�S?T�_���g;UXm$S<S?Y5U5TVb5]!R/U5Y5w , Q1U5ToS?g?\!f�g?\!c5TVg5g5h)ilS1_5m;iXU1\>g5T�g1YXmFb5R/g v Y5{�j$U1\>}5Y5R/g5g5h)i v \!wX_1R/[ .� ]!R :
/etc �ld�g5R/[>g5htT v \>wX_1hxb5R/g v Y5{Vj-U?\!}5Y5Y<d�Y1d�]!TVnuh . qyj$]lU1\!f�nuT��FTVg5h

d�Y1d�]!TVnug5R – f�\![>Y?d�Y1nuhtT�S*\!g5g1htT .
/etc/defaults �yTVU1d�Y5Y%d�Y1d�]!TVnug1h)i;b5R>g v Y1{�j$U1\!}1Y5R>g5g1h)i v \>wX_1R>[�Q5R�jXnuR!_?c1\!g5Y1� .
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/etc/mail
* R/Q5R!_?g5Y5]!T�_1`>g5htTsb5R>g v Y5{�j$U1\>}5Y5R>g1g5htT v \!w5_1h sendmail(8) R/d�]/\�_1`/g5htT
b5R>g v Y1{�j$U1\!}1Y5R>g5g1htT v \!wX_?h MTA.

/etc/ppp �3\/d�]!U1R>w5b1\)S1_5m user- Y kernel-ppp Q5U5R/{�U1\/n7n .

/etc/namedb �ld�g5R>[/g5R>TsnuTVd�]>ReU1\/d�Q5R>_1R!WZTVg5YXmlS*\!g1g5h)i named(8). �e^>htc1g5R
named.conf Y v \!wX_1hxfVR>g;U?\>d�Q1R!_1R>W�TVg5hxfoS*TVd�` .

/usr/local/etc
| R/g v Y5{�j$U1\>}5Y5R/g5g5htT v \>wX_1hxjXd�]>\>g5R>[>_1T�g1g5h)ilQ1U5YX_1R>W�TVg5Y5w . ��R>{Vj$]
d�R�S*T�UXW \!]>`�Q5R!S?b1\!]/\�_1R/{�Y;Q5U1YX_1R!WZTVg5Y5w .

/usr/local/etc/rc.d 'sb5U1Y5Q5]!h�f�\!Q5jXd�b1\ / R/d�]>\!g5R/[>b5Y3jXd�]>\!g5R/[!_1TVg5g5h)ikQ5U5YX_?R!WZT�g5Y1w .

/var/db 
�[>]!R-n7\!]!Y1c5TVd�b5YF{VT�g5TVU5Y5U5j$TVnuhtT)d�Y?d�]!T�nug5R - d�Q5TV}5Y v Y5c1g5htT v \>wX_1hx^/\>fS*\!g5g1h)i , ]>\!b5Y1Tsb1\>b;^/\>fV\tS*\!g5g1h)ikQ?\!b5TV]!R>[ , Y<]>\!b;S*\�_?T�T

11.10.2. � $Y" �U� �T�%���#���

11.10.2.1. /etc/resolv.conf

/etc/resolv.conf R>Q5U1ToS?T�_5m5T�] , b1\!b<U5TVd�R!_1[/T�U (resolver) FreeBSD Q5R!_?j-c?\!T�]tS?R/d�]!j$QFbW'sY1d�]!TVnuT * R-nuT�g5g5h)i
(3n ��g (DNS).

�ld�g5R/[>g5htT�f�\!Q5Y?d�Y resolv.conf:

nameserver IP \�S?U5TVdyd�TVU5[>TVU1\tY1n �Vg . 'sTVU5[>TVU1\�R/Q5U1\!a<Y5[/\>��]>d�m;[�Q5R/UXm$S?b5TsR>Q5Y?d�\!g1YXm .
��\!b1d�Y1n7\�_?`>g5R/T�b5R!_?Y5c5TVd�]![>Rl\=S?U1TVd�R/[ - ]!U5Y .

search 'sQ1Y1d�R/bkS?R/nuTVg5R>[�S1_5mFQ1R>Y1d�b1\�dsQ5R/nuR/�F`/� hostname lookup. �e^/htc5g5R
R>Q5U5T�S?T�_1m5T�]>d�m3S?R/nuTVg5R/n , [�b5R/]!R>U5R-nKg1\�iXR!S?Y5]>d�mFb5R/nuQ1`>��]>T�U .

domain
* R-nuT�g , [�b5R/]!R>U5R-nKg1\�iXR!S?Y5]>d�mFb5R/nuQ1`>��]>T�U .

qsY1Q5Y5c5g5htw%[>YXS resolv.conf:

search example.com
nameserver 147.11.1.11
nameserver 147.11.100.30

, �!�µ�.-���� � � : �)��±���� search � domain ��¢���
 280 �;�������
 2��/�¥����
J� �/���?¢2�¥���� .

+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!T DHCP, dhclient(8) R/^>htc5g1R�Q5T�U1T�fV\>Q5Y1d�ht[/\!TV] resolv.conf Y5g v R>U1n7\>}5Y5T�w , Q5R!_1j$c5TVg5g5R/w
R>]ed�T�U5[/T�U5R/[ DHCP.

11.10.2.2. /etc/hosts

/etc/hosts - Q5U5R-d�]>\!mF]!T�b?d�]!R/[/\�m;^-\!f�\yS*\!g1g5h)i , g1\!Q5R-nuY5g1\>���<\!mFd�]>\>U5htw�(kg5]>T�U5g5TV] . �eg1\tU1\>^>R>]/\!T�]
d�R>[-nuTVd�]!g5R�d DNS Y NIS, d�R/Q5R/d�]>\![>_5mXmeS?R/nuTVg5g5htTyY1nuT�g1\ IP \=S?U5T�d�j . �e]=S*T�_1`/g5htTzb5R-nuQ5`>�e]!T�U1h , d�R>T�S?Y5g��Vg5g5htTyd
Q5R/nuR/�F`>��_1R>b?\�_1`/g5R>w;d�T�]!Y%nuR>{�j$]e^>ht]!`efV\!Q1Y1d�\>g5hx]!j$]�[-nuTVd�]>R named(8) d�T�U5[/T�U1\�dz}5T�_1`>� j$Q5U5R/�FT�g1YXm .

| U5R-nuT
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]!R>{VR , /etc/hosts Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5mFf�\!Q5Y?d�Y IP \�S?U5TVd�R>[�Y%d�R/R>]![/T�]>d�]![>j$���<YXikY1nKS?R-nuT�g5R/[ , Y5fV^/\![>_5mXm3R>]
[>g5TVaFg5TV{�R�]!U?\ v Y5b1\ , Y1d�Q5R!_1`/f�j$TVnuR/{�R)S?_5mFfV\>Q5U5R-d�R>[�b DNS d�TVU5[>TVU1\>n .

# $FreeBSD$
#
# Host Database
# This file should contain the addresses and aliases
# for local hosts that share this file.
# In the presence of the domain name service or NIS, this file may
# not be consulted at all; see /etc/nsswitch.conf for the resolution order.
#
#
::1 localhost localhost.my.domain myname.my.domain
127.0.0.1 localhost localhost.my.domain myname.my.domain

#
# Imaginary network.
#10.0.0.2 myname.my.domain myname
#10.0.0.3 myfriend.my.domain myfriend
#
# According to RFC 1918, you can use the following IP networks for
# private nets which will never be connected to the Internet:
#
# 10.0.0.0 - 10.255.255.255
# 172.16.0.0 - 172.31.255.255
# 192.168.0.0 - 192.168.255.255
#
# In case you want to be able to connect to the Internet, you need
# real official assigned numbers. PLEASE PLEASE PLEASE do not try
# to invent your own network numbers but instead get one from your
# network provider (if any) or from the Internet Registry (ftp to
# rs.internic.net, directory ‘/templates’).
#

	 R/U1n7\!] /etc/hosts:

[IP ��� ����	 � ��
�
�����
���
�� ] [ � ������� ���� � 
������ ] [alias1] [alias2] ...

�3\!Q5U5Y?nuT�U :

10.0.0.1 myRealHostname.example.com myRealHostname foobar1 foobar2

�'\)S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Y5g v R/U1n7\!}1Y5T�w;R/^>U1\>�<\>w5]!TVd�`�b hosts(5).

11.10.3. �����������
����� �
� � � � ���
���

11.10.3.1. syslog.conf

syslog.conf is m5[>_5m5T�]/dom v \!w5_1R/nKb5R/g v Y5{Vj-U?\!}5Y5Y3S1_5m syslogd(8). � g���n�j$b1\!fVht[/\>��]>d�m , ]>Y5Q5h�d�R>R>^/�FTVg5Y5w
{�T�g1T�U5Y5U1j-T�nuhtT syslog, YF_1R>{ v \!wX_1h , [eb5R>]>R>U5htTsR>g5Y<fV\!Q1Y1d�ht[-\!��]/dom .
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# $FreeBSD$
#
# Spaces ARE valid field separators in this file. However,
# other *nix-like systems still insist on using tabs as field
# separators. If you are sharing this file between systems, you
# may want to use only tabs as field separators here.
# Consult the syslog.conf(5) manual page.
*.err;kern.debug;auth.notice;mail.crit /dev/console
*.notice;kern.debug;lpr.info;mail.crit;news.err /var/log/messages
security.* /var/log/security
mail.info /var/log/maillog
lpr.info /var/log/lpd-errs
cron.* /var/log/cron
*.err root
*.notice;news.err root
*.alert root
*.emerg *
# uncomment this to log all writes to /dev/console to /var/log/console.log
#console.info /var/log/console.log
# uncomment this to enable logging of all log messages to /var/log/all.log
#*.* /var/log/all.log
# uncomment this to enable logging to a remote log host named loghost
#*.* @loghost
# uncomment these if you’re running inn
# news.crit /var/log/news/news.crit
# news.err /var/log/news/news.err
# news.notice /var/log/news/news.notice
!startslip
*.* /var/log/slip.log
!ppp
*.* /var/log/ppp.log

�'\�^/R!_1TVT�Q5R!_?g5R>w<Y5g v R>U?n7\!}5Y5TVw;R>^/U1\!]>Y5]!TVd�`�b syslog.conf(5).

11.10.3.2. newsyslog.conf

newsyslog.conf - b5R>g v Y1{�j$U1\!}1Y5R>g5g1htw v \!wX_ newsyslog(8), Q1U5R>{VU1\>n7nuh , R/^>htc5g5Reb5R>g1]!U5R!_?Y5U5j$TVnuR/w cron(8).
newsyslog(8) R>Q1U5ToS?T�_5m5T�] , b5R>{�S*\t_?R>{ - v \!w5_1h g5j-W<S�\!��]/domF[k\!UXiXY5[/Y5U5R/[/\!g1Y5Y3Y;Q5TVU5T�{VU5j$Q5Q5Y5U5R/[>b5T . logfile
Q5T�U5T�nuT��%\!T�]/dom;[ logfile.0, logfile.0 Q5TVU5TVnuTV�<\>T�]>d�m;[ logfile.1, Y<]>\!bkS�\�_1TVT . * U5j${�R/TzY1nuTVg5R>[-\!g5Y1T
Q5R!_1j$c5Y1]>domFQ1U5Y<\>UXiXY5[>Y5U1R>[/\>g5Y5Y;dzQ5R/nuR/�F`>� gzip(1): logfile.0.gz, logfile.1.gz, Y;] . S .

newsyslog.conf Q5R>b?\!f�ht[-\!TV] , b1\!b1Y5Tz_?R>{ v \>wX_1h�S?R>_5WZg5h�^/ht]!`�Q5U1R>Y5g1d�Q5T�b1]!Y5U5R/[/\!g1h , d�b5R>_1`>b5R�YXikS?R!_1W�g1R
^>ht]!`ld�R!iXU1\>g5T�g1R , YFb1R>{oS�\�R>g1YkS?R!_1W�g1h�^>ht]!`eQ5T�U1TVd�nuR/]!U5TVg5h .

� R>{ v \!wX_?h�nuR>{�j$]�^/ht]!`lQ5T�U5TV{�U5j$Q5Q1Y5U5R>[-\!g5h
Y / Y5_1YFf�\>\!U5i$Y1[>Y5U5R/[/\>g5h , b5R>{�S*\�R>g1Y3_1Y5^/RtS?R-d�]!Y5{Vg5j$]�R/Q5U5ToS*T�_ �Vg5g5R>{VR�U1\>fVnuTVU1\ , _?Y5^>ReQ5U5Y3S*R/d�]>YXWZT�g5Y5Y
R>Q5U5T�S?T�_���g5g5h)ilS*\>]!h / [>U5T�nuT�g5Y .

# configuration file for newsyslog
# $FreeBSD$
#
# filename [owner:group] mode count size when [ZB] [/pid_file] [sig_num]
/var/log/cron 600 3 100 * Z
/var/log/amd.log 644 7 100 * Z
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/var/log/kerberos.log 644 7 100 * Z
/var/log/lpd-errs 644 7 100 * Z
/var/log/maillog 644 7 * @T00 Z
/var/log/sendmail.st 644 10 * 168 B
/var/log/messages 644 5 100 * Z
/var/log/all.log 600 7 * @T00 Z
/var/log/slip.log 600 3 100 * Z
/var/log/ppp.log 600 3 100 * Z
/var/log/security 600 10 100 * Z
/var/log/wtmp 644 3 * @01T05 B
/var/log/daily.log 640 7 * @T00 Z
/var/log/weekly.log 640 5 1 $W6D0 Z
/var/log/monthly.log 640 12 * $M1D0 Z
/var/log/console.log 640 5 100 * Z

�'\)S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Y5g v R/U1n7\!}1Y5T�w;R/^>U1\>�<\>w5]!TVd�`�b newsyslog(8).

11.10.4. sysctl.conf

sysctl.conf R/c5T�g5`eQ5R!iXR>W g1\ rc.conf. ��g1\>c5T�g1YXm;jXd�]>\>g1\![>_1Y5[/\>��]>d�m;[�[/Y$S?T variable=value.
� b1\!f�\!g5g5htT

f�g1\>c5T�g5Y5m;j$d�]>\!g?\![!_?Y5[/\>��]>d�m;Q5R/d�_1TzQ5TVU5T�[/R�S*\�d�Y1d�]!TVnuh�[enug5R/{�R>Q1R!_1`/f�R>[-\!]!T�_1`/d�b5Y5wkU5T�W�Y?n . ��S?g1\>b5R�g5Ts[/d�T
Q5T�U5T�nuT�g5g1htTynuR/{�j$]�^/ht]!`�jXd�]/\!g5R/[!_1TVg5h [erV]!R/n�U1T�WZY1nuT .
~kU5Y1nuT�U sysctl.conf g?\>d�]>U5R>TVg5g5R>w3S1_5mF[/htbX_1��c1T�g5YXm;g1R>]!Y5U1R>[/\>g5YXm v \>]>\�_1`/g5h)i3R>a<Y5^>R/b3YFU1\>f�U5TVaFT�g1YXm
Linux- Q5U5R/{�U1\/n7n7\>npR>Q5U5T�S?T�_1m5]!` , c1]!ReR/g5YFf�\!Q5jXd�b1\!�e]>dom;Q5R!S FreeBSD:

kern.logsigexit=0 # Do not log fatal signal exits (e.g. sig 11)
compat.linux.osname=FreeBSD
compat.linux.osrelease=4.3-STABLE

11.11.
� E��)G<DFLKJPHeE � �;L � L�� � � sysctl

sysctl(8) - rV]!R�Y5g1]!T�U v TVw1d , Q5R>fV[>R!_1m5���FY1w;[/\/nK[>g5R-d�Y5]!`eY5fVnuTVg5T�g1YXmF[�U?\!^>R/]>\!�e�Fj$��d�Y1d�]>TVnuj FreeBSD.
� ]!YY5fVnuTVg5T�g5Y5m<nuR>{Vj-]eb1\>dV\!]!`-dom;nug5R/{�YXi;R/Q5}5Y5w%d�]!TVb1\ TCP/IP YF[/Y5U5]!jX\!_1`>g5R/w;Q1\/n+m5]!YFY%nuR>{�j$]eR>^!_?T�{�c1Y5]!`

R>Q5ht]!g1R/nuj3\=S*nuY1g5Y1d�]>U1\!]!R/U5jkWZY5f�g1` . ;yR>_1T�TsQXm5]!YF]>h�dom5c<d�Y1d�]>TVnug5h)i;Q5TVU5TVnuTVg5g5h)iFnuR>{Vj$]�^>ht]>`�Q5U5R/c5Y5]>\>g5h�Y
fV\!Q1Y1d�\>g5h�d�Q5R-nuR>�<`>� sysctl(8).

~kRed�[/R>TVw;d�j$]!Y , sysctl(8) [>htQ5R>_1gXm5T�]tS?[>T v j-g1b5}5Y5Y : c5]>T�g5Y5TyYFY1fVnuT�g1T�g5Y5Tyg1\/d�]!U5R/T�b%d�Y1d�]!TVnuh .
* _5m;Q5U5R-d�nuR>]>U1\�[-d�T�ilS?R-d�]!j$Q5g1h)ikS1_5mFc5]>T�g5YXm<Q5T�U5T�nuT�g5g1h)i ::

% sysctl -a

�k]!R>^/hxQ5U5R>c1Y5]>\!]>`�R>Q1U5ToS?T�_ ��g1g5j$��Q5TVU5TVnuTVg5g5j$� , g1\!Q1U5Y1nuT�U , kern.maxproc, [/[>T�S?Y5]!T :
% sysctl kern.maxproc
kern.maxproc: 1044

* _5m;Q5U5Y1d�[>R/T�g5YXm;fVg1\!c1T�g5YXm<Q5T�U5T�nuT�g5g1R>w , Y?d�Q5R>_1`>fVj-w1]!Tz[/htU1\�WZT�g1Y5Tz[>YXS*\ �0� � �)� ���	�	��� = �#�	��(�������� :
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# sysctl kern.maxfiles=5000
kern.maxfiles: 2088 -> 5000

(kfVnuT�g5m5TVnuhtTsdsQ5R-nuR>�F`/� sysctl Q5TVU5TVnuTVg5g5htTyR>^>htc1g5R�Q5U5Y1g5Y1n7\!�e]efVg1\!c1T�g5YXm3_?Y5^>Rld�]!U5R/b5R>[/R>{VR , _1Y5^/R�}5T�_1R>{VR ,
_1Y5^>Re^>j-_1TV[>R>{VRt]!Y5Q1\ . ~kTVU5TVnuTVg5g5htTz^/j-_1T�[/R>{�R�]!Y5Q1\lnuR>{Vj-]eQ5U5Y5g1Y1n7\!]!`�S?[/\�f�g1\>c5T�g1YXm (1 ( Y1d�]!Y5g1\ ) Y 0 ( _1R!WZ` )).
+zdo_1Y<[>h iXR>]>Y5]!Tyj$d�]>\!g?\![!_?Y5[/\>]!`�g5TVb5R>]!R/U5htTzQ1T�U5T�nuT�g5g5htTt\>[>]!R-n7\!]!Y5c1TVd�b1Y;Q5U5Y<b1\�W%S?R/w;fV\>{�U5j$f�b1T
b5R/nuQ5`/��]!TVU1\ , S?R>^-\![>`/]!T�YXi;[ v \!wX_ /etc/sysctl.conf. �'\tS?R>Q5R>_1g5Y5]>T�_1`/g5R>w;Y1g v R>U1n7\>}5Y5TVw;R>^/U1\!�%\!w5]!T�d�`tb
d�]!U1\>g5Y5}5T)d�Q1U1\![/R>c5g5Y1b1\ sysctl.conf(5) Y<b � \!f�S . 11.10.4.

11.11.1. ��"!�U"!$Y" � �9&�" sysctl(8) �#��������� ���
� 	�� " �  �����������������! �"$#
Tom Rhodes.

� g1T�b5R/]!R>U5h)iFd�_1j$c1\�mXilWZT�_?\>]!T�_?`>g5RlY5fVnuTVg5Y5]!`lQ5TVU5TVnuTVg5g5htT sysctl(8) ]>R!_1`/b5RtS1_1mFc5]!TVg5YXm . ��R>]!mFr�]!Reg5T
U5T�b5R-nuT�g$S*j-TV]>dom , Y5g5R>{�S*\)S*U5j${�R>{VRed�Q5R/d�R>^/\�U5T�a<Y5]!`�Q1U5R>^>_1TVnujkg5T�] .
�3\!Q5U5Y?nuT�U , g?\�g5TVb5R>]!R/U5h)iFnuR�S*T�_5mXik_1rVQ5]!R>Q1R>[tS*Y1\!Q1\>f�R/g;Q1\>n+m5]!Y<jXd�]!U5R/w1d�]>[/\ cardbus(4) g5TyR>Q5U5T�S?T�_1m5T�]>d�mFY
[>hyS*\>T�]>d�m;Q5U5Y5^>_1Y5f�Y1]!T�_1`/g5R�]/\!b1\!mFR>a<Y5^>b1\ :
cbb0: Could not map register memory
device_probe_and_attach: cbb0 attach returned 12

'sY5]!jX\!}5Y1Y , Q5R>i$R>WZY5Tzg1\er�]>j , ]>U5T�^/j-�e]eY1fVnuT�g1T�g5YXm<g5T�b5R/]!R>U1h)ikfVg1\!c1T�g5Y5w sysctl(8), nuR�S*Y v Y5b1\>}5YXm;b5R/]!R>U5h)i
fV\!Q1U5T��<T�g1\ . * _5mFU1\>f�U5TVaFT�g1YXm;r�]!R/wFd�Y1]!jX\!}5Y5Y<Q5R!_?`>f�R/[/\>]!T�_1`enuR!WZT�]eQ5R/nuTVd�]!Y5]!` sysctl(8) ”OID” [ v \>wX_
/boot/loader.conf. ��g1\>c5T�g5Y5mFQ5R�jXnuR>_1c1\!g1Y5��iXU1\>gXm5]>d�m;[ v \>wX_1T /boot/defaults/loader.conf.
� T�a<T�g5Y5TyQ5U5R/^!_1T�nuh , Q5U5Y1[>ToS*T�g5g5R/w;[>hta<T , Q5R/]!U5TV^>j$T�]�Q1R/nuT��<T�g5Y5m<d�]!U1R>b5Y
hw.pci.allow_unsupported_io_range=1 [�[/htaFT�j$Q5R-n+m5g5j$]!htw v \>wX_ . qyT�Q1T�U5` cardbus(4) ^>j/S?TV]�U1\>^>R>]/\!]!`
g5R>U1n7\!_1`>g1R .

11.12. � �3G<I ��I�O�E � I � ��I �3HeL �
11.12.1. ��"!�U"!$Y" � �9&�" Sysctl

11.12.1.1. vfs.vmiodirenable

��g1\!c1T�g5Y5T�nKQ5T�U1TVnuT�g1g5R>w vfs.vmiodirenable nuR!WZT�]e^>ht]!`ejXd�]>\>g5R>[>_1T�g5Re[ 0 ( [/htbX_1��c1T�g5R ) YX_1Y 1
( [/bX_1��c1T�g5R ); Q5RejXnuR>_1c1\!g1Y5� 1.

� ]>\�Q1T�U5T�nuT�g5g1\!mFR>]>[>T�c?\!T�]�fV\�nuTV]!R�S�b5r�a<Y5U5R/[/\!g1YXm;b1\!]/\�_1R/{�R>[ . � \!fVnuTVU
^>R!_?`>aFY1g1d�]![-\tb1\>]>\�_1R/{�R/[tg5T�[/T�_1Y5b . �eg5YFnuR/{�j$]�Q1R/nuTVd�]!Y5]!`-domF[eR�S?g1R/n v U1\>{VnuT�g1]!T ( R>^/htc5g5R 1K), Y%nuR>{�j$]
fV\!g1Y1n7\!]!`eT�� �snuT�g1`>aFT)nuTVd�]>\ ( R/^>htc5g5R 512 ^-\!w5] ) [�b1r�aFTy^>j v TVU1\ . ~kU5YFR>]!bX_?��c5TVg5Y5Y%r�]!R/w;Q5T�U1TVnuT�g1g5R>w ( Q5U1Yj$d�]>\!g1R>[>b1T�f�g1\>c5T�g1YXm 0) ^>j v T�U3Q1U5R>b5rVaFY5U1j-TV]�]!R>_1`>b1R�fV\�S*\!g1g5R>T�c1Y1do_1Rlb1\>]>\�_1R/{�R/[)S*\�WZTsTVdo_?YFj3[/\/d�nug5R/{�R
Q1\>n+m5]!Y . ~kU5Y;[/bX_1�ec5T�g5Y1Y ( Q1U5YFjXd�]/\!g5R/[>b5Tsf�g1\>c5T�g5Y5m 1) r�]>\eQ5T�U1TVnuT�g1g1\�m sysctl Q5R/f�[>R>_1Y5]�Y?d�Q5R>_1`>fVR>[/\>]!`
d�]!U1\>g5Y5c5g1R>Tzb1r�aFY1U5R>[-\!g5Y5T VM, S?T�_?\!mkS?R/d�]!j$Q5g5h�nPS?_5mFb5rVaFY5U5R/[/\>g5YXm;b1\>]>\�_1R/{�R/[�[>T�d�`�R/^�� ��nKQ1\>n+m5]!Y .
��S?g1\!b1R , nuY5g5Y?n7\�_1`/g5htwFR/^�� ��nKQ1\>n+m5]!Y , Y1d�Q1R!_1`/f�j$TVnuR/wlS1_5mFb5rVaFY5U1R>[/\>g5YXm;b1\>]>\�_?R>{�R/[�d�]/\�_<U?\![>TVg3R>^ � �Vnuj
d�]!U1\>g5Y5}5h ( R/^>htc5g5R 4 K) [-nuTVd�]!R 512 ^-\!w5] . ��h�U5T�b1R/nuT�gXS?j$TVn�R-d�]>\>[!_5m5]!`er�]!j3R/Q5}5Y5��[>bX_?��c5TVg5g5R>w , TVd�_1YF[-\!a
b5R/nuQ5`/��]!TVUFY1d�Q5R!_?gXm5T�]eQ5U5R>{VU1\>n7nuh , n7\!g5Y5Q1j/_?Y5U5j$���<Y5TsfVg1\!c1Y5]!T�_?`>g5h�n�b1R!_1Y5c5T�d�]![/R/n v \>wX_1R>[ . ~kU5Y1nuTVU5R/n
]>\!b5Y5i;Q5U5R>{VU1\>n7n�nuR/{�j$]�^/ht]!`�b1r�aFY1U5j$���FY1TsQ5U1R>b1d�Y - d�T�U5[/T�U5h , ^/R!_1`/aFY5TsQ5R>c5]>R>[>htTsd�T�U1[>T�U1hxY<d�TVU5[>TVU5h
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g5R>[/R/d�]>T�w . �e^/htc5g5R�[/bX_1�ec5T�g5Y1TsrV]!R>w;R/Q5}5Y5Y<g5TyQ5R>g5Y5WZ\>T�]�Q1U5R>Y5fV[>R!S?Y5]!T�_1`>g5R-d�]!Y , R�S?g1\>b5R�_?j-c1aFT
Q5R>rVb1d�Q5TVU5Y1nuTVg5]!Y5U5R/[/\>]!` , c1]!R>^/hxj-fVg1\!]>`�R>Q1]!Y1n7\�_?`>g5R/Tzf�g?\!c5TVg5Y5T7S?_5mF[/\>aFT�w<n7\!aFY1g5h .

11.12.1.2. vfs.write_behind

~kT�U5T�nuT�g5g1\!m sysctl vfs.write_behind Q5Rej$nuR>_1c1\>g5Y5� j$d�]>\!g1R>[!_?T�g1\t[ 1 ( [>b5_1��c5TVg5R ). �eg1\�j$b1\>f�ht[-\!T�]
d�Y1d�]!TVnuTy[>htQ5R>_1gXm5]!`efV\>Q5Y1d�`eg1\�g1R/d�Y1]!T�_1`lQ5RebX_?\>d�]!T�U?\>n , c5]>ReR/^>htc5g5R�S?T�_?\>T�]>d�mkS1_5mF^/R!_1`/aFYXi v \!w5_1R>[ . (eS?T�m
[�]!R-n , c5]!R/^>hxY5fV^>T�WZ\>]!`�f�\!Q5R>_1g5TVg5YXm;b5rVa<\�g1T�Q5R>_1g5h�nuYF^/j v T�U1\>nuY , b5R>{�S*\�rV]!Reg1Tsj$[>T�_1Y5c5Y1[/\!TV]
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>` . ��S?g1\>b5R , rV]!RlnuR>WZT�]�f�\!^>_1R>b5Y1U5R>[-\!]!`tQ5U1R>}5T�d�d�hxY<[�g5TVb5R>]>R>U5h)iFd�_1j$c1\�mXi3[/\/n�nuR!WZT�]
Q5R>g1\�S?R>^/Y5]!`-dom3R>]!b5_1��c5Y1]!`erV]!R>]eQ1\!U?\>nuT�]>U .

11.12.1.3. vfs.hirunningspace

~kT�U5T�nuT�g5g1\!m sysctl vfs.hirunningspace R>Q5U1ToS?T�_5m5T�]ec5Y1do_?Ref�\!Q5U5R-d�R/[�fV\>Q5Y1d�YFg1\)S?Y?d�b , b1R>]!R/U5htTsnuR/{�j$]
^>ht]!`eQ5R/d�]>\![>_1T�g5hx[eR>c5TVU5ToS*` . ��g?\!c5TVg5Y5TzQ1R�jXnuR!_1c?\!g5Y5� R>^/htc5g5R�Q5R!S1iXR�S?Y1] , g5Reg1\�b1R/nuQ5`/��]!TVU1\�iFdz^>R!_?`>aFY?n
b5R!_1Y1c5TVd�]![>R-npS?Y1d�b1R>[�[/h�nuR!WZT�]>Tsj$[>T�_1Y5c5Y1]!`eTV{�R�S?R�c5TV]!htU5T�i;YX_1YFQ5m5]!Y �F� �o� � ��0?� .

� c5]>Y5]!T , c5]!Rlj$d�]>\!g1R>[>b?\
do_1Y5a<b5R/nK^/R!_1`/aFR/{�R�fVg1\!c5TVg5YXm ( Q5U5TV[>hta<\>���<T�{�R�U1\!f�nuT�U;^/j v TVU1\tf�\!Q5Y1d�Y ) nuR!WZT�]lQ5U5Y5[/TVd�]!YFb;R/c5T�g1`
f�g1\>c5Y5]!T�_1`>g5R-nujkQ1\=S?TVg5Y5� R>^/�FT�w3Q1U5R>Y5fV[>R!S?Y5]!T�_1`>g5R-d�]!Y . �kT7S?T�_?\!w1]!TsrV]!Rlf�g1\>c5T�g5Y5TsQ5U5R/Y5f�[/R!_1`/g5R�^>R>_1`>a<Y1n !
;sR>_1`>a<Y5T�fVg1\!c5TVg5YXm<nuR/{�j$]�Q1U5Y5[>T�d�]!Y<b;fV\�S?T�U5W�b?\>n�c5]>T�g5YXm , [>htQ5R>_1gXm5T�n+R/{�R�[e]!ReW�Ty[>U1TVn+m
+zd�]!`knug5R/{�RtS*U5j${�YXi;Q5TVU5TVnuTVg5g5h)i sysctl, R>]!g1R/dom5�<YXi5dom;b<b5r�a<Y5U5R>[-\!g5Y1��[�^/j v T�U;YFd�]!U1\>g5Y5c5g5R-nuj
b5r�a<Y5U5R>[-\!g5Y1� VM. ��h�g5TsU5T�b1R/nuT�gXS?j$TVn�Y5f�nuT�gXm5]>`erV]!Y<fVg1\!c1T�g5YXm . �3\!c5Y5g?\�m FreeBSD 4.3, d�Y?d�]!T�n7\ VM
S?T�_?\>T�]eR>]�_1Y1c5g5j$��U?\!^>R/]!jlQ5Rl\>[>]!R-n7\!]!Y1c5TVd�b5R>wFdV\>nuR/g1\>d�]!U5R>w1b5T .

11.12.1.4. vm.swap_idle_enabled

~kT�U5T�nuT�g5g1\!m sysctl vm.swap_idle_enabled Q5R!_?T�f�g?\�[�^/R!_1`/aFYXi3nug5R/{�R>Q1R!_1`/f�R>[-\!]!T�_1`/d�b5YXikd�Y1d�]!TVn7\!i , {�S?T
TVd�]>`enug5R/{�R�Q1R!_1`/f�R>[-\!]!T�_1T�w , [!iXR�S1m5�<YXikYF[>h)iXR!S1m5�FYXi3Y5fyd�Y1d�]!TVnuh , Y<nug5R>W�T�d�]![/ReR>WZY$S*\!�e�FYXi3Q5U1R>}5T�d�d�R/[ .
qy\>b5Y5T)d�Y1d�]!TVnuh�R>^>htc1g5R�{VT�g5TVU5Y5U5j$��]e^>R>_1`>a<R>T�b5R>_1Y5c5T�d�]![/R�f�\!Q5U5R-d�R/[�g1\�[/hyS?T�_?T�g5Y5TsQ1\>n+m5]>Y . �ybX_1�ec5T�g5Y1T
r�]!R/wFQ5TVU5TVnuTVg5g5R>wFYFg1\/d�]!U5R/w5b1\�fV\=S*T�UXWZb5Y<[>ht{�U1j-fVb5Y (swapout hysteresis, [ed�T�b5j$g$S*\!i ) jXd�]/\!g5R/[>b5R/w
Q5T�U5T�nuT�g5g1h)i vm.swap_idle_threshold1 Y vm.swap_idle_threshold2 Q5R/f�[>R>_1Y5]�R-d�[/R>^>R>W%S*\!]!`�d�]!U1\>g5Y5}5hQ1\>n+m5]!Y , fV\>gXm5]!htTsR!WZY$S*\>���FY?nuYFQ5U5R/}5TVdVd�\/nuY , ^>R>_1T�Ts^>h�d�]>U5R , c1TVn�Q5U1YFg5R/U1n7\�_1`/g5R/n�\!_1{�R/U5Y5]>nuTy[>ht{VU5j$f�b5Y .� ]!R�Q5R-nuR>{�\!T�]tS*\!T�nuR>g5jk[>ht{VU5j$f�b5Y%d�]!U?\!g5Y5} . �kTs[/bX_1�ec1\!w5]>Tzr�]>R>]eQ?\!U1\/nuT�]!U , Q5R>b1\�R>g<g1\�dV\>nuR/npS*T�_1Ty[/\/nKg5T
Q5R>g1\�S?R>^/Y5]>d�m , Q5R/d�b5R!_1`/b5jlT�{�R�S?TVw1d�]![/Y5Tz[kd�j$�<g5R/d�]!Y;fV\>bX_1�ec1\!TV]>dom;[l^>R!_?T�T�U1\>g5g5TVwF[>ht{VU5j$f�b5Tyd�]!U?\!g5Y5}<Y5f
Q1\>n+m5]!Y ; rV]!RlQ5R>[/hta<\!TV]tg1\!{VU5j$f�b5jkg1\eQ5R!S?b1\!c1b5jkY3S?Y1d�b . �xn7\�_?h)i3d�Y1d�]>TVn7\�i;r v3v T�b5]�R>]�[/bX_1�ec5T�g5Y5mFr�]!R/{�R
Q1\!U1\/nuT�]!U?\�Q5U5T�S*d�b?\!f�j$T�n , g5Rl[�^>R>_1`>a<YXi3d�Y1d�]!TVn7\!i;g1\!{VU5j-W�TVg5g5R/w;g1\�Q5R!S?b1\>c5b5R>wFr�]!R/]�Q1\>U1\>nuTV]!UFQ5R/f�[/R!_5m5TV]
d�Y1d�]!TVnuT VM Q5U5R>�<Tzf�\!{�U1j/W \>]!`�YF[/ht{�U5j-W \!]>`�Q5U5R/}5TVdVd�hxY5fyQ1\/n+m5]!Y .

11.12.1.5. hw.ata.wc

�sR FreeBSD 4.3 b5rVaFY5U5R/[/\>g5Y5Tzf�\!Q5Y?d�Y;g1\ IDE S?Y1d�b1YF^>h)_?R�R>]>bX_1��c1T�g5R . � ]!RlQ5R>g5Y5WZ\!_1R�Q5U1R>Y5fV[>R�S*Y5]!T�_?`>g5R-d�]!`
IDE S?Y?d�b5R/[�[�]>TVd�]/\�i , g5Re^>h)_1Reg5T�R/^!iXR�S*Y1nuR)S1_5mF_1j$c5aFTVw<d�R>iXU1\!g5g1R/d�]>YlS*\!g5g1h)i . ~kU1R>^!_?TVn7\�d�R/d�]!R>Y5]�[e]!R-n ,
c5]!R IDE S?Y?d�b5Y<g5T�Q5U?\![>Y5_1`>g5R�j-b?\!f�ht[-\!�e]�[>U5T�n+m;fV\>[>T�U1aFT�g1YXm;fV\>Q5Y1d�YFg1\tS*Y1d�b . ~kU5YF[/bX_1��c1T�g5g5R-n
b5r�a<Y5U5R>[-\!g5Y1Y IDE S*Y1d�b5Y%nuR>{Vj-]�g5Ts]>R!_1`/b5R�f�\!Q5Y1dV\!]!`�S*\!g1g5htTz[lg5T�Q1U1\![/YX_1`>g1R/nPQ5R>U5m$S?b5T – Q5U5Y<^>R>_1`>a<R>w
g1\!{VU5j$f�b5Tsg1\)S?Y?d�bFg1T�b5R/]!R>U5htTs^!_1R/b5Y<nuR/{�j$]�f�\=S?TVUXW \!]!`-domkS?Rl^>T�d�b5R/g5T�c5g1R/d�]>Y . 's^>R>w , YX_1Y<R>]!bX_?��c5TVg5Y5T
Q5Y5]>\>g5YXm<nuR/{�j$]enuR/{�j$]�d�]/\!]!`lQ5U5Y5c1Y5g5R>w%d�TVU5` �Vf�g5h)i3Q5R/[>U5T�W<S*T�g5Y5wF[ v \>wX_1R>[/R>w3d�Y?d�]!T�nuT . ~kR/r�]!R-nuj�S?_5m
^>T�fVR>Q1\/d�g5R-d�]!Y;d�Y1d�]>TVnuh�fVg1\!c5TVg5Y5TyQ5R�jXnuR>_1c1\!g1Y5��rV]!R>{VR�Q1\>U1\>nuTV]!U1\�^>h)_1ReY5fVnuTVg5T�g5R . | d�R>WZ\!_1T�g1Y5� ,
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U5T�fVj/_?`>]>\>]!R/nKrV]!R>{VRed�]/\�_1Rld�]!R>_1`efVg1\!c1Y5]!T�_?`>g1\!m;Q5R>]!TVUXmFQ5U1R>Y5fV[>R�S*Y5]!T�_?`>g5R-d�]!Y , c5]>ReQ5R-do_1Ts[>h)iXR�S�\tU5T�_?Y5fV\
f�g1\>c5T�g5Y1Tzr�]>R>{�ReQ1\!U?\>nuT�]>U1\�^/h)_1R�[/R>f�[/U1\!�<T�g5Rt[lQ5TVU5[>R/g1\!c1\!_1`>g1R>T�d�R-d�]!R>m5g5Y5T . �y\/n�do_1T�S?j$T�]eQ5U5R>[/T�U5Y1]!`
f�g1\>c5T�g5Y1TzQ5TVU5TVnuTVg5g5R>w sysctl hw.ata.wc g?\�[/\>aFTVwFn7\!a<Y5g5T . +zdo_1Y%b5rVaFY5U5R/[/\>g5Y5T�[/h)b5_1��c5TVg5R - [/h�nuR!WZT�]!T
[>bX_1�ec5Y5]!`lT�{VR , jXd�]>\!g5R/[>Y5[�f�g1\>c5T�g5Y1TzQ5TVU5TVnuTVg5g5R>wFm$S?U1\ , U1\![/g5R>T 1.

� ]!R�S?R!_5WZg5Re^>ht]!`kd�S*T�_?\>g5R�Q5U1YFQ5R-nuR>�FY
fV\!{VU5j$f�c5Y1b1\tQ5U5Y%fV\>{�U5j$fVb5T . +zd�_1YF[/h�d�S*T�_?\>T�]!Tsr�]!RlQ5R>f�WZT - Y5fVnuTVg5T�g5Y5mFg5Ty^>j/S?j$]�Y1nuTV]!`ld�YX_1h .

�'\�^/R!_1TVT�Q5R�S*U5R>^/g5R>w;Y1g v R>U1n7\>}5Y5TVw;R>^/U1\!�%\!w5]!T�d�`�b ata(4).

11.12.1.6. SCSI_DELAY (kern.cam.scsi_delay)

~3\!U1\/nuT�]!U;g?\>d�]>U5R>w5b1Y;m$S?U1\ SCSI_DELAY nuR>WZT�]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�mlS1_5mFjXnuT�g1`>aFTVg5YXm;[/U5TVnuTVg5YFf�\!{�U1j-fVb5Yd�Y1d�]!TVnuh . ��g1\!c1T�g5Y5TsQ5R�jXnuR>_1c1\!g1Y5��[/T�_1Y1b5R�Y%nuR!WZT�]ld�R/d�]>\![>_5m5]!`e^>R!_1TVT 15 d�T�b5j$g$S%[eQ5U1R>}5T�d�d�TsfV\>{�U5j$f�b1Y .� nuT�g1`>aFTVg5Y5TsT�{�R�S?R 5 d�T�b1j-gXS%R>^/htc5g5ReU1\!^/R>]>\>T�] ( R/d�R/^>TVg5g5R�dsd�R>[/U5TVnuTVg5g5h�nuY;S?Y1d�b?\>nuY ). � g5R>[/h)il[/T�U1d�YXmXi
FreeBSD (5.0 Y<[>hta<T ) S*R!_5WZT�g<Y1d�Q1R!_1`/f�R>[-\!]!`-domkQ1\!U?\>nuT�]>U kern.cam.scsi_delay, g1\>d�]!U1\!Y1[/\!T�nuhtw;[>R
[>U5T�n+m;fV\!{VU5j$f�b5Y .

� ]!R>]eQ1\!U?\>nuT�]>UFYFQ?\!U1\/nuT�]!U<g1\>d�]!U5R>w1b5Y;m$S?U?\�Q5U5Y1g5Y1n7\!�e]efVg1\!c5TVg5YXm;[ �3"$#X#*"?�V��.>,/(?�=� � , \(?� [ ����.>,/(?�=� � .

11.12.2. Soft Updates

~kU5R>{VU1\>n7n7\ tunefs(8) Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFg1\>d�]!U5R/w5b5Y v \>wX_1R>[/R>w;d�Y1d�]!T�nuh .
� ]>\eQ5U5R/{�U1\/n7n7\�nuR!WZTV]�Q5U5Y1g5Y1n7\!]>`

^>R!_?`>aFR/T7b5R!_?Y5c5TVd�]![>ReQ1\!U?\>nuT�]>U5R>[ , g5Renuh�U1\>dVd�nuR>]>U5Y1nK_1Y1aF`lR�S?Y5gFY5fsg5Y5i - [/bX_1��c1T�g5Y5TyYF[/htbX_1�ec5T�g5Y1T Soft
Updates, c5]!RknuR!WZT�]e^>ht]!`�S?R/d�]!Y5{Vg5j$]!Red�_1ToS?j$�e�FY1n�R/^>U1\>f�R-n :

# tunefs -n enable /filesystem
# tunefs -n disable /filesystem

�kT�_1`/f�m3Y5fVnuTVgXm5]!` v \!wX_?R>[>j$� d�Y1d�]!TVnuj;dzQ5R/nuR/�F`>� tunefs(8) b5R>{�S*\�R/g1\�d�nuR/g5]!Y5U1R>[/\>g1\ . 'y\/nuR>TsQ5R�S1iXR!S1m5�FTVT
[>U5T�n+mkS1_5mF[/bX_1��c1T�g5YXm "Soft Updates" - Q5T�U5T�S�nuR/g5]!Y5U5R/[/\>g5Y5TVn�U1\!f�S?T�_1R/[ , [�R!S?g5R/Q5R!_1`/f�R/[/\!]>T�_1`-d�b5R-n U5T�W�Y?nuT .

, �!�µ�.-���� � � : �*�!³�������0.� FreeBSD 4.5, � �V£ ��l�V���5°z³�����
 Soft Updates � �e�V��¢V�:0.� � 2¤�-��� ��0�²)��´���>� �>´����;�¤��¢V�µ� ,
���V���� 
 2¤�O0 newfs(8) �y�������!�?¢¥�=��>� -U.

Soft Updates d�j$�FTVd�]![>TVg5g5R�j$[/T�_1Y5c1Y5[/\>��]ed�b5R>U1R/d�]>`�d�R/foS*\>g5YXm;YFj/S*\!_1T�g1YXm v \!wX_?R>[�Q5j$] ��n�Y1d�Q5R!_?`>f�R/[/\>g5YXm
b5r�a<Y5U5R>[-\!g5Y5m . ��h�U5TVb5R/nuTVg$S?j$TVn�Y?d�Q5R>_1`>fVR>[/\>]!` Soft Updates g1\�[-d�T�ik[-\!a<YXi v \!wX_1R/[>h)i3d�Y1d�]!TVn7\!i . ��S?g1\!b1R�j
Soft Updates T�d�]!`eYFR/^>U1\>]!g5htTsd�]!R>U1R>g5h : [>R - Q5TVU5[>h)i , Soft Updates {V\>U1\!g1]!Y5U5j$T�]e}5T�_?R/d�]>g5R/d�]!` v \>wX_1R>[/R>w
d�Y1d�]!TVnuh�[ldo_1j$c1\>Tsd�^>R!m , g5RenuR>W�TV]�g1\>^!_1��S*\!]>`/dom;f�\=S?TVUXWZb1\�[eg5TVd�b5R!_1`/b5Red�T�b5j$g$S ( YX_?Y3S*\!W�T)nuY5g5j$]!j !) Q1T�U5T�S
fV\!Q1Y1d�`/��g1\�W�T�d�]!b1Y5w;S*Y1d�b . +zdo_1Y�d�Y?d�]!T�n7\�f�\![>Y?d�g5TV] - [/h�nuR!WZT�]!TyQ5R/]!T�UXm5]>`e^/R!_1`/aFT , c1TVn , T�do_1Y<^>hx[>hxg1T
[>bX_1�ec5YX_1Y Soft Updates. �yR - [>]!R/U5h)i , Soft Updates fV\�S?T�U5W�Y1[/\!TV]�R/d�[>R/^>R!W%S?TVg5Y5T�^>_1R>b1R>[ v \>wX_1R>[/R>w3d�Y?d�]!T�nuh .
+zdo_1Y<[/\>a<\ v \>wX_1R>[-\�m;d�Y?d�]!T�n7\�f�\!Q5R>_1g5T�g?\ , [>htQ1R!_1g5TVg5Y5Tsf�g1\>c5Y5]!T�_1`>g5R/{�R�R/^>g5R/[!_1TVg5YXm , g1\>Q5U5Y1nuTVU . make
installworld, nuR!WZTV]�[>htfV[/\>]!`�Q5TVU5T�Q5R>_1g5TVg5Y5T .
11.12.2.1. � CER:C��UK M@1J ��� K:=?P �K �YCEA �
= � EPC Soft Updates

+zd�]!`�S?[-\�]!U1\�S?Y5}5Y1R>g5g5h)iFd�Q5R/d�R>^-\)fV\!Q1Y1d�Y%nuT�]>\�S*\!g5g1h)i v \>wX_1R/[>h)i3d�Y1d�]!TVn�g?\tS?Y?d�b . ( ~kU5Y1nuTVU<nuT�]/\=S*\>g5g5h)i :
Y5g$S?TVb1d�g5htTzS?T�d�b5U5Y1Q5]!R>U1h�YFb1\>]>\�_?R>{�Y .)
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�A#��! !�
11.

�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
(3d�]!R/U5Y5c5T�d�b5Y , Q5R>[/ToS?TVg5Y5TzQ1R�jXnuR!_1c?\!g5Y5� fV\>bX_1�ec1\!TV]>dom;[kd�Y5g5i$U1R>g5g5R-nKR>^>g1R>[!_?T�g5Y5Y;nuTV]>\=S�\!g5g5h)i . +zdo_1Y
b1\!]>\!_1R>{7^/h)_3Y5fVnuTVg5T�g , d�Y1d�]!TVn7\)W%S?TV] , Q5R>b?\)Y5fVnuTVg5T�g5Y1Tzg5T�^/j/S?T�] v Y5fVY5c5T�d�b5YkfV\>Q5Y1dV\!g5Rtg1\)S?Y1d�b . 'sR�S?TVUXWZY1nuR>Tv \!wX_1R/[�Q5U5R>iXR�S?Y5]�c5T�U5TVfsb1r�a Y;fV\>Q5Y1d�ht[-\!TV]>dom;g1\tS?Y1d�b<\>d�Y5gXiXU5R/g5g5R . ~kU1T�Y1nuj$�FT�d�]![/R�r�]>R>{�Rld�Q5R-d�R/^/\t[eT�{�R
g1\=S?T�WZg5R/d�]!Y . ~kU5Y%d�^/R>T�[/R�[>U1TVn+mFR/^>g5R/[!_1TVg5YXm;nuT�]>\�S*\!g1g5htTzR-d�]>\!�e]>dom<[�g5R/U1n7\�_1`/g5R/n�d�R/d�]!R!m5g5Y1Y .

	 \!wX_<_1Y5^/R
d�R>f�S*\!TV]>dom;}1T�_1Y5b1R/n , _1Y1^>R�[/R>R/^>�FTzg5Tyd�R>f�S*\!TV]>dom . +zd�_1Y<^>_1R>b1YkS*\!g1g5h)i3g5Ts^/h)_1Y;f�\!Q5Y1dV\!g5hx[ v \!wX_<Y5fs^/j v T�U1\
[>R�[/U5TVn+mFd�^>R>m , fsck(8) dVnuR!WZT�]eR>Q5U1ToS?T�_1Y5]!`lr�]!RlY;[/R/d�d�]>\!g1R>[>Y1]!` v \!w5_1R>[/j-��d�Y1d�]!TVnuj , jXd�]>\!g5R/[>Y5[tS1_1Y5g5jv \!wX_?\�[ 0.

| U5R/nuTs]!R>{VR , U5T�\�_1Y1fV\!}1YXm;r�]!R/{�Rld�Q5R-d�R>^-\)Q5U5R-d�]>\eYFQ5R/gXm5]!g1\ . �kToS?R-d�]>\>]!R>bF[�]!R-n , c5]!RlR>^/g5R>[>_1T�g1Y5T
nuT�]>\�S*\!g5g1h)ikf�\!g5Y?n7\!T�]lnug5R>{VR�[/U5TVnuTVg5Y .

| R-n7\!g$S*\ rm -r, g1\!Q1U5Y1nuT�U , Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R�j/S*\!_5m5T�]�[/d�T v \!wX_?h
[�b1\>]>\�_1R/{�T , Y;b1\!W<S*R>TzY1fVnuT�g1T�g5Y5T)[eb1\!]>\!_1R>{VT ( j>S�\�_1TVg5Y5T v \>wX_?\ ) ^>j/S?TV]�d�Y1gXiXU5R>g5g1R�fV\>Q5Y1dV\!g5Reg1\)S?Y?d�b . 's�tS*\
[>bX_1�ec1\!�e]>dom<R>^>g1R>[!_?T�g5YXm;dV\>nuR>{VR�b1\>]>\�_1R/{V\ , ]>\!^>_1Y5}5h�Y1g$S?T�b?d�g5h)ikS?T�d�b5U1Y5Q5]!R>U1R>[ , Y;[>R/fVnuR!WZg5Re^!_1R/b5R>[ ,
fV\!g5m5]!h)i v \!wX_1R-n . qyTzWZT)d�R/{�_?\>aFT�g1YXm;U1\!^/R>]>\>��]�Q1U5YFU1\/d�Q1\>b5R>[/b5T�^>R>_1`>a<YXikY5T�U1\>UXiXY5w (tar -x).
* U5j${�R>w3[-\!U5Y?\!g5]er�]!Rl\>d�Y1gXiXU5R>g5g1R>TzR/^>g5R/[!_1TVg5Y5TznuTV]>\=S�\!g5g5h)i .

� ]>ReQ5R/[>ToS*T�g5Y5TsQ5R�jXnuR>_1c1\!g1Y5�xS1_1m
Linux/ext2fs Y *BSD ufs dzQ?\!U1\/nuT�]!U5R-n mount -o async. �)d�TzR>^/g5R>[>_1T�g1YXm;nuT�]>\�S*\!g5g1h)i;Q5U5R/d�]!R
Q5U5R>Q1j$d�b1\!�e]>dom;c1T�U5TVfsb5rVa ^/j v T�U1\ , b?\!bFY%d�R!S?T�UXWZY1nuR/T v \>wX_1R>[ . ~kU5T�Y1nuj$�<TVd�]>[>R�rV]!R>wFU5TV\!_1Y5fV\>}5Y5Y;[l]!R-n , c5]!R
g5T�]tg5TVR>^>i$R!S?Y1nuR-d�]!YlW%S*\!]>`�b1\�W%S?htw3U?\!f , Q5R/b1\tnuT�]/\=S*\>g5g5htT�^/j>S*j-]tf�\!Q5Y1dV\!g5h�g1\yS*Y1d�b , Q1R>r�]>R/nuj�[-d�T�R/Q5T�U?\!}5Y5Y
d�^>R>_1`>a<Y1nKR>^ �µTVnuR-nKR>^/g5R>[>_1T�g5Y5m3nuTV]>\=S�\!g5g5h)i3^/j>S*j-]eQ5U5R/Y1doiXR�S*Y5]!`�{VR>U1\>foS?R�^>h�d�]>U5T�Tsc5TVn Q5U5Y<d�Y5gXiXU5R/g5g5R/n
R>^>g1R>[!_?T�g5Y5Y .

| U5R/nuTs]!R>{VR , U5T�\�_1Y5f�\!}5Y5m;[/d�TsT��<TzQ5U5R-d�]>\eYFQ1R>gXm5]!g?\ , Q5R/r�]!R-nujkU5Y1d�b<Q5R!m5[>_1T�g1YXm;R>a<Y5^>R/b;[�b5R!S?T
g5T�[/T�_1Y5b . �kToS?R-d�]>\>]!R>bF[�]!R-n , c5]!Rlg5T�]eg5Y5b1\>b5YXi;{�\!U1\>g5]!Y5w;Y?d�Q5U1\>[>g5R-d�]!Y v \!wX_1R/[>R/w;d�Y1d�]!TVnuh . +zdo_1Y<[>Re[>U5T�n+m
[>R�[/U5TVn+m;R/^>g5R/[!_1TVg5YXm3^>R>_1`>a<R>{VRtR>^��ATVn7\�nuTV]>\=S*\>g5g5h)i;Q5U1R>Y5fVR>w$S?TV]ed�^>R>w ( g1\>Q5U5Y1nuTVU , R>]>bX_1��c1T�g5Y5TyQ5Y5]/\!g5YXm ,
YX_1YFg?\�W \!]!Y1Tzb5g5R/Q5b5Y reset),

v \>wX_1R/[/\�m;d�Y1d�]!T�n7\�R-d�]>\>g5T�]>d�mF[�g1T�Q5U5T�S*d�b?\!f�j$T�nuR/n�d�R-d�]!R>m5g5Y5Y . �kT�]
[>R>f�nuR!WZg5R-d�]!Y;R/Q5U5T�S?T�_1Y1]!`ed�R/d�]>R!m5g5Y5T v \!wX_?R>[>R/w;d�Y1d�]!TVnuh�Q5R/d�_1Tz]>\>b5R>{VRed�^>R!m ; ^!_?R>b5YkS�\!g5g5h)i v \>wX_?\�nuR/{�j$]^>ht]!`ej/WZTyfV\>Q5Y1d�\>g5h g1\�S?Y1d�b , \�R/^>g5R/[!_1TVg5YXm3]>\>^!_1Y5}1hxY5g$S?TVb1d�g5h)ikS?T�d�b5U1Y5Q5]!R/U5R>[eg5T�] . �kT�[/R>fVnuR>WZg5R
U5TV\!_1Y5f�R/[/\>]!` fsck, b5R>]>R>U1\!mFnuR>{�_*\�^/hxY1d�Q5U?\![>Y1]!`�Q5R>_1j$c5Y5[/aFY5w1d�m3i5\!R/d ( Q5R-d�b5R>_1`>b1jeg5TVR>^>i$R!S?Y1nuR/w
Y5g v R>U?n7\!}5Y5YFg5T�]eg1\tS*Y1d�b5T ). +sdo_1Y v \!wX_1R/[/\!m3d�Y1d�]>TVn7\e^>h)_?\�j-g1Y5c5]!R>W�TVg1\�[/R�[/U5TVn+m;[/R/d�d�]>\!g1R>[!_?T�g5YXm ,
ToS?Y5g?d�]![/T�g5g5htw%d�Q5R-d�R/^�[>R-d�d�]/\!g5R/[!_1TVg5YXm — fV\!Q1j$d�]!Y5]!` newfs(8) Y<[>R/d�Q5R!_?`>f�R/[/\>]!`/d�meU5TVf�T�U1[>g5R/w;b5R>Q1Y5T�w .

�e^>htc5g5R/T�U5TVaFT�g1Y5TsrV]!R>w<Q5U5R/^!_1T�nuh�d�R/d�]!R!mX_?R�[eU1TV\�_?Y5fV\>}5Y5Y B!�*�=�<�=./�o#*"!�*�� !��(?"1"<B��*� � #�� �;(1�=0F� � #��!���<" (dirty
region logging), Y5fV[>TVd�]!g5R-n�b1\!b � ,o��(?��#*"!�*�� !��(?"?� , iXR>]�mFrV]!R>]e]!T�U?nuY5g<Y?d�Q5R>_1`>fVR>[/\!_?domkg5TVQ5U1\![/YX_1`/g5R�Y;Q5R/U5R>w
]>\!bXWZTyQ5U5Y1nuTVgXmX_?d�mFb3S?U1j-{VY1n v R/U1n7\>nKQ5U1R>]!R/b5R!_1Y1U5R>[-\!g5YXm3]!U?\!g5f�\!b5}5Y1w . �e^>g1R>[!_?T�g5Y5TsnuT�]>\�S*\!g5g1h)ikb?\!bFY
Q5U5T�W%S?TyQ5U5R/Y1doiXR!S?Y5]�d�Y5gXiXU5R>g1g5R , g1R�[lR>]=S?T�_1`>g1j-��R>^>_?\>d�]!`tS?Y?d�b1\ . ~kR>f�WZTsR>g5Y;Q1T�U5T�nuT��<\>��]>d�mF]!j/S*\ , {oS?TS?R!_5WZg5hx^/ht]!` . ~kR/d�b1R!_1`/b5jeR/^!_?\/d�]!`eQ5U5R/]!R>b5R>_1Y5U5R/[/\>g5YXm3r�]!Reg5T�^/R!_1`/a<\�m , Q1R/do_?ToS?R/[/\!]>T�_1`/g1\�mkR>^>_?\>d�]!`)S?Y1d�b1\ ,
{�R!_?R>[>b?\>npWZTVd�]>b5R>{VRtS?Y1d�b1\eg5TzQ5U1YXiXR�S?Y5]/domFQ5TVU5TVnuTV�<\>]!`/d�mFg1\�^/R!_1`/aFY5TzU1\>dVd�]!R>m5g5YXmkS*\!W�Ty[>Re[>U5T�n+m
f�g1\>c5Y5]!T�_1`>g5h)i3R/^>g5R/[!_1TVg5Y5w , Q5R/r�]!R-nujk]>\!b5R/w<d�Q5R/d�R>^�^/h�d�]!U5TVT , c5T�n�d�Y1gXiXU5R>g5g1htTsR/^>g5R/[!_1TVg5YXm .

| U5R-nuTz]!R/{�R ,
do_1R>W�g1R/d�]>`�U5T�\�_1Y5f�\!}5Y1YkS?R>[/R!_1`/g5RtR>{VU1\!g1Y5c5T�g?\ , Q5R/r�]!R-nujkU5Y1d�b<[>g5T�d�TVg5YXm;R>a<Y5^>R/b;g5T�[/T�_1Y1b . �kToS*R/d�]/\!]!R/b;[
]!R/n , c5]!R�[-d�TyR>^/g5R>[>_1T�g5Y5m3nuTV]>\=S�\!g5g5h)i3f�\!Q5Y1d�ht[/\>��]>d�mkS?[/\!W<S*h ( R�S*Y5g;U1\>fs[eR>^!_*\>d�]>`�Q5U5R/]!R>b5R>_1Y5U5R/[/\>g5YXm3Y
R�S?Y5gFU1\!f�R/b5R>g1c1\!]!T�_1`>g1R ), Q5R/r�]!R-nujkQ5U5Y;R/^>htc5g5R/w3U1\!^/R>]!TzQ5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`�nuR!WZT�]�Q5R>g5Y1f�Y5]!`-dom . '�S*U5j${�R>w
d�]!R/U5R>g5h , [edo_?j-c?\!Tsd�^>R>m;[/d�Tsg5T�f�\!b5R/g5c5TVg5g5htT7S*T�w1d�]![>YXm%dznuT�]>\�S*\!g1g5h�nuY<nuR/{�j$]�^/ht]!`�^/h�d�]!U5RlR>]/nuT�g5TVg5h , YX_1Y
fV\![/T�U5a<T�g5h Q5R-do_1TsfV\>{�U5j$f�b1Y<d�Y?d�]!T�nuh , Q5R/r�]!R-nujkd�Y1d�]>TVn7\eQ5R/d�_1Tsd�^/R!m;f�\!{�U1j/W \>T�]>d�m;^>h�d�]>U5T�T .
Kirk McKusick, U1\!fVU1\!^/R>]!c5Y1b Berkeley FFS, U5T�a<YX_<rV]!j3Q5U5R/^!_1T�nuj3d�Q5R-nuR>�F`/� Soft Updates: [/d�T
g5T�f�\![>TVU5aFTVg5g5htT�R/^>g5R/[!_1TVg5YXm;nuT�]/\=S*\>g5g5h)i;g1\!i$R!S1m5]>d�m;[�Q1\/n+m5]!YFY<fV\!Q1Y1d�ht[-\!��]/dom;g1\�S?Y1d�bF[�j$Q5R/UXm$S?R/c5T�g5g1R/n
[>Y$S?T (” j$Q5R/UXm$S?R>c1T�g5g5R/T�R>^/g5R>[>_1T�g1YXm;nuT�]>\�S*\!g5g1h)i ”). ~kU5Y<f�g1\>c5Y5]!T�_1`>g5h)i3R/^>g5R/[!_1TVg5YXmXi3nuT�]>\�S*\!g5g1h)ik^/R!_1TVT
Q5R>f�S?g5Y5TsR>^>g1R>[!_?T�g5YXm ” Q5U5Y?d�R>T�S?Y5gXm5�e]>dom ” bFQ5U5T�S?hyS?j$�FY?n , TVd�_1YFR/g5Y;[/d�TzTV�FTyg1\�iXR�S?m5]>dom;[eQ1\>n+m5]!Y<YFTV�FTyg5T
fV\!Q1Y1d�\>g5h g1\)S?Y?d�b . ~kR/r�]!R-nujk[/d�TsR>Q5TVU1\!}1Y5Y , d�b1\!WZTVn , g1\�S<b1\>]>\�_1R/{�R-n , R/^>htc5g1R�[>htQ5R>_1gXm5�e]>dom;[eQ1\>n+m5]!Y<Q5T�U1ToS
fV\!Q1Y1d�`/��R>^/g5R>[>_1T�g1YXm3g1\)S?Y?d�b ( ^!_?R>b5YkS�\!g5g5h)i;d�R>U5]!Y1U5j$��]>d�m<[ed�R>R/]![>TV]>d�]![/Y5YFdsYXi3Q5R!_?R!WZT�g5Y1TVn , ]>\>b;c5]!RlR>g1Y
g5Ts^/j/S?j$]�fV\>Q5Y1d�\>g5hxg1\tS?Y1d�b;S?RknuT�]>\�S*\!g5g1h)i . ~kU5Y;b5U1\!iXTsR/Q5T�U1\>}5Y5R>g1g5R>w;d�Y1d�]!T�nuh�[>htQ1R!_1gXm5TV]>dom ” R>]!b1\>] ”:
d�c5Y5]/\!T�]/dom , c1]!R�[-d�TyR>Q5TVU1\!}5Y1Y , g5Tsf�\!Q5Y?d�\!g1g5htTzg1\tS?Y1d�b , g5Y1b5R>{�S*\�g5TyQ5U5R/Y1doiXR!S?YX_1Y .

	 \>wX_1R>[-\�m;d�Y?d�]!T�n7\
g1\�iXR�S*Y5]>dom;[e]!R/n d�R/d�]!R!m5g1Y5Y , [lb5R>]>R>U5R-nKR>g1\�^>h)_?\�fV\ 30–60 d�T�b5j$g$S<S?Red�^>R>m . (3d�Q5R>_1`>fVj$TVnuhtw;\�_?{�R>U1Y5]>n
{V\!U?\!g5]!Y1U5j$T�] , c1]!Re[-d�TsY1d�Q5R>_1`>fVj$TVnuhtTzU1TVd�j$U1d�h�n7\!U5b1Y5U5R>[-\!g5h�d�R>R>]>[>T�]/d�]![/j-�e�FY1nKR/^>U1\>f�R-np[kd�[/R>YXikR>^>_?\>d�]�mXi :
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�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
^!_1R/b5Y;YFY1g$S?T�b?d�g5htTzS?TVd�b5U5Y5Q1]!R>U5h . ~kR/d�_1Tzd�^/R!mFnuR/{�j$]�R-d�]>\>]!`/d�m;]!R!_1`/b5R�R/aFY5^/b5Y , [>hyS*T�_1TVg5YXmFU5T�d�j$U1d�R>[ , R/g5Y
Q5R/nuTVc1\!�e]>domFb?\!b ” Y1d�Q5R!_1`/f�j$TVnuhtT ”, i$R/]�mFg1\ed�\/nuR/npS?T�_1T ” d�[>R/^>R�S*g5h ”. fsck(8) U?\!f�^/Y5U1\>T�]>d�m;[ed�Y1]!jX\!}5Y5Y<Y
R/d�[/R>^/R!W%S*\!TV])^>R!_?T�Tzg1TzY1d�Q5R!_1`/f�j$TVnuhtTsU5TVd�j$U1d�h . ~kR-do_1Tyd�^>R>mFd�Y1d�]!TVn7\lnuR!WZTV]�^>ht]>`�^>TVf�R/Q1\>d�g5R�d�nuR/g5]!Y5U1R>[/\>g1\
d�R>Q1}5Y5T�w mount -f.

* _5mFR/d�[>R/^>R!W%S?TVg5YXmkU5TVd�j$U1d�R/[ , b5R>]>R>U5htT)nuR>{Vj-]�g5TsY?d�Q5R>_1`>fVR>[/\>]!`/d�m , [tS*\!_1`>g5TVw5aFT�n
Q5R>]!U1T�^>j$TV]>dom;f�\!Q5jXd�]>Y5]!` fsck(8).

� ]/\�Y$S*T�m;_1T�WZY5]�[lR/d�g5R>[/T background (
�z��(?�� !��2

) fsck: [>Re[>U5T�n+m;fV\>Q5jXd�b1\
d�Y1d�]!TVnuh�f�\!Q5Y?d�ht[/\>T�]>d�m;]!R!_?`>b5R ��(1" �3�=. v \>wX_1R>[/R>w3d�Y?d�]!T�nuh . �)d�T)d�Y1d�]!TVnuh�nuR>{�j$]e^>ht]!`ld�nuR>g5]>Y5U5R>[-\!g5hx[
” {VUXm5f�g1R/n ” d�R-d�]!R>m5g5Y5Y , Y%d�Y1d�]!TVn7\efV\>{�U5j-W \!TV]>dom;[lnug5R>{VR>Q5R>_1`>fVR>[-\!]!T�_1`/d�b5Y5wkU5T�WZY1n . �'\!]>TVn ,

v R/g5R>[/htT fsck

d�]>\>[!m5]>d�m;[�R>c1T�U5T�S?`tS1_1mF[/d�T�i;d�Y1d�]!TVn , {oS?Tyr�]>Re]!U1T�^>j$TV]>dom , c5]>R>^>hxR-d�[/R>^>R!S?Y5]!`�g5T�Y1d�Q5R!_?`>f�j$T�nuhtTzU5T�d�j$U1d�h .
(
	 \!w5_1R>[/htTzd�Y1d�]!TVnuh , {oS?Tyg5TzY?d�Q5R>_1`>fVj-�e]>dom Soft Updates, [-d�TsT��FTy]!U5TV^>j$��]efV\>Q5jXd�b1\ fsck [eR>^/htc5g5R/n
U5T�WZY1nuT ).
~kU5T�Y1nuj$�<TVd�]>[>R�rV]!R>{VRld�Q5R/d�R>^/\)[e]!R/n , c5]!RlR>^/g5R>[>_1T�g5Y5m3nuTV]>\=S�\!g5g5h)i;Q5U1R>Y1d�i$R!S1m5]�Q5R/c5]!Y<]>\!bFW�Ty^>h�d�]!U5R , b1\!b
Q5U5Y<\/d�Y5g5i$U1R>g5g5h)i3R/^>g5R/[!_1TVg5YXmXi ( ] . T . ^>h�d�]!U5TVT , c5T�n�Q5U5Y � ,��*(*��#*"����= >��(1"?" , b1R>{oS�\�nuT�]>\�S*\!g1g5htT
fV\!Q1Y1d�ht[-\!��]/domkS?[-\�W%S?h ). �kT�S?R/d�]>\!]>R>b;[ldo_1R>W�g1R/d�]>YFb5R!S*\ ( Q5R�S*U1\!fVj$nuTV[/\>���FY?np^/R!_1`/aFY5w3U1Y1d�b<Q5R!m5[>_1T�g5Y5m
R>aFY1^>R>b3[eR>^>_?\>d�]!Y , {�S?Ts[/T�U5R>m5]!g5R-d�]!`�Q1R>]!TVU5Y3S*\>g5g5h)i;Q5R>_1`>fVR>[-\!]!T�_5m3R/d�R/^>T�g1g5Rt[>h�d�R>b1\ ) YF[e^>R>_1T�Ts[>h�d�R/b5YXi
]!U5T�^/R>[-\!g5YXmXikbFR/^��µT�nujeQ?\>n+m5]!Y .

| ]!R-nujkW�TynuR>{Vj-]e[>R/f�g5Y5b1g5j-]>`�g5TVb5R>]!R/U5htTsd�]!U1\>g5g5htTyg1\�Q1T�U5[/htw;[>fV{�_5m$S
d�Y5]!jX\>}5Y5Y . ~kR-do_1Tyd�^/R!mFd�R-d�]!R>m5g5Y5T v \!wX_1R/[>R/wkd�Y1d�]>TVnuh�g1TVd�b1R!_1`>b1R�^>R>_1T�T ” d�]>\>U5R>T ”. ��d�Y5]!jX\!}1Y5Y , b1R>{oS�\
d�]>\>g$S*\!U1]!g5htw<d�Q5R/d�R>^�d�Y5gXiXU5R/g5Y5fV\>}5Y5Y;R-d�]>\>[>Y5]eg5TVd�b5R!_?`>b5R v \>wX_1R/[�g5j-_1T�[/R>wkS?_1Y5g5h�Q1R/do_?Tz[>htQ1R!_1g5TVg5YXm fsck,
[ v \!w5_1R>[/R>w;d�Y?d�]!T�nuTyd Soft Updates YXi3g5TsR-d�]>\>g5T�]/dom;[>R/[/d�T , Q5R-d�b5R>_1`>b5jkg5Y%nuT�]>\�S*\!g1g5htT , g5Y%d�R!S?T�UXWZY1nuR/Tv \!wX_1R/[�g5Ty^>h)_1YFfV\!Q1Y1d�\>g5hxg1\)S*Y1d�b .

* Y1d�b1R>[>R/T�Q5U5R-d�]!U?\!g1d�]![>Reg5Tz^>j/S?TV]�R-d�[>R/^>R>W<S*T�g5RtQ5R/b1\�R/^>g5R/[!_1TVg5YXm3g5T
^>j/S?j$]�fV\>Q5Y1dV\!g5hxg1\tS?Y1d�b , c5]>RlnuR>W�TV]�f�\!gXm5]!`eg5T�b1R>]!R/U5R>Ts[>U5T�n+mFQ5R/d�_1Tz[/htQ5R!_1g1T�g5YXm rm.

� ]!RlnuR>WZT�]�Q1R>[!_?T�c5`
Q5U5R>^>_1TVnuhxQ1U5YFjXd�]/\!g5R/[>b5Ts^>R!_?`>aFR/{�Rtb5R>_1Y5c5T�d�]![-\ v \>wX_1R>[�g1\ v \>wX_1R>[/j$��d�Y1d�]!TVnuj , {�S?Tyg5TziX[-\!]>\>T�]�nuT�d�]>\tS1_5mQ5R/nuTV�FT�g1YXm;[/d�T�i v \!wX_?R>[)S?[-\�W%S?h .

11.13.
� O � �	� �	� I
� L � D<E � I �
� � IKJ , �;E H ��E � � ��E ��� ����� ��DFL �

11.13.1. � �L�U���9 	�" �  �� �U� � � ��� & / � �U� �%" ����&

11.13.1.1. kern.maxfiles

��g1\!c1T�g5Y5T kern.maxfiles nuR>WZT�]�^/ht]!`�j$[/T�_1Y5c1T�g5ReYX_1YFjXnuTVg5`>a<T�g5Re[�fV\>[>Y1d�Y1nuR/d�]!Y;R/]�Q5R/]!U5T�^/g5R/d�]!T�wF[/\!a<T�w
d�Y1d�]!TVnuh .

� ]>\�Q1T�U5T�nuT�g5g1\!m;R>Q5U1ToS?T�_5m5T�]ln7\!b1d�Y1n7\�_1`/g5R>Tsc5Y1d�_1RtS?T�d�b5U5Y1Q5]!R>U1R>[ v \>wX_1R/[ . | R>{�S*\t]>\>^!_1Y1}1\
S?TVd�b5U5Y5Q5]>R>U5R/[ v \!w5_1R>[�Q1R!_1g1\ , [�R/c5T�U1ToS?Y%d�Y1d�]!TVnug5h)iFd�R>R/^>�FTVg5Y5w3Q5R>m5[>Y5]>d�mFd�R/R>^>�<T�g5Y1T file: table is

full.
� ]!Red�R>R>^/�FTVg5Y5TznuR>W�TV]�^/ht]!`eQ1U5R>c5Y1]>\!g5RldzQ1R/nuR>�<`>��b1R/n7\!gXS?h dmesg.| \�W%S?htw;R/]!b5U5ht]!htw v \!wX_ , d�R/b5T�]eYX_1YF^/j v T�U;Y1d�Q5R!_?`>f�j$TV])S?TVd�b5U5Y5Q1]!R>U v \>wX_?\ . ��Y5U1R>b5R-n7\>d�a<]>\!^/g5R/nuj

d�T�U1[>T�U1jknuR>WZT�]�Q1R>g1\�S?R>^/Y5]!`/d�m;nug5R>{VR�]!h�d�m5c3S?T�d�b5U5Y1Q5]!R>U1R>[ v \>wX_1R/[ , [�f�\![>Y?d�Y1nuR-d�]!Y<R>]�b5R>_1Y5c5T�d�]![-\
Q5U5R>{VU1\>n7n , R�S?g5R/[>U5T�nuT�g5g1R�[>htQ1R!_1gXm5T�nuh)i3g1\�d�T�U5[/T�U5T .
's]>\!g$S�\!U5]!g1R>TzfVg1\!c1T�g5Y5T kern.maxfile R/Q5U5T�S?T�_5m5TV]>dom<Q5T�U5T�nuT�g5g1R>w MAXUSERS [l[/\>aFTVn v \>wX_1T
b5R>g v Y1{�j$U1\!}1Y5Y3m$S?U1\ . ��g1\>c5T�g1Y5T kern.maxfiles j$[>T�_?Y5c5Y5[-\!T�]/dom3Q5U5R/Q5R>U5}1Y5R>g1\!_1`>g1R�f�g1\>c5T�g1Y5� MAXUSERS.
~kU5Y;b5R-nuQ5YX_1Y5U1R>[/\>g5Y5Y3m$S*U1\ , g5j-W�g1R�jXd�]>\>g5R>[/Y5]!`er�]!j3Q5TVU5TVnuTVg5g5j$� d�R>{�_?\>d�g5R�Q5R/]!U5T�^/g5R/d�]�m1n�[-\!aFTVw;d�Y1d�]!TVnuh .
(3doiXR�S1m3Y5fyf�g?\!c5TVg5YXmFrV]!R>w;Q1T�U5T�nuT�g5g5R/w , m$S*U5R�jXd�]/\!g1\>[!_1Y5[-\!TV]tf�g1\>c5T�g5YXm<^>R!_?`>aFY1g1d�]![-\tQ5U5T�S?R>Q1U5ToS?T�_ ��g1g5h)i
Q5T�U5T�nuT�g5g1h)i .

* \�WZTzT�do_1Y<Q5U5ToS*Q5R!_?\>{V\>T�]>d�m , c5]!Rlb;b5R/nuQ1`>��]>T�U5j3g5Ty^>j/S?j$]eR�S?g5R/[>U5T�nuT�g5g1R�Q5R�S�d�R>T�S?Y5gXm5]>`/dom 256
Q5R!_1`/f�R/[/\!]>T�_1TVw , ]!U5T�^/j$TVnuhtTyU5TVd�j-U?d�h�nuR>{Vj$]�^>ht]>`�]>\>b5Y1nuY<W�T , b1\!b<jkb5U5j$Q5g5R-n7\>d�a<]>\!^/g5R>{VR�d�TVU5[>TVU1\ .
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�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
, �!�µ�.-���� � � : �*�!³�������0.� FreeBSD 4.5, ��¥��� ��/���o�92����!³V¢�� ��0 MAXUSERS � 0 �+²)�!´�/¢y������² �14 �����!±���� 0��1���)�V�?¡=¢V��¢¤����� 7����G05 7¢¥¢�2����!³V¢�� �V¢y��y��� ���1³V� � �!° , ������/�¥��� ���¢���� �V¡��5¢V�?¢ �/��¢V�������!����>´e�����:0!���/���;�¤��¢V�µ� .

11.13.1.2. kern.ipc.somaxconn

~kT�U5T�nuT�g5g1\!m sysctl kern.ipc.somaxconn R>{VU1\!g5Y1c5Y5[/\>T�]�U?\!fVnuTVUFR/c5T�U5T�S?YkS1_1mFQ5U5Y5T�n7\�g1R>[>h)i TCP
d�R>T�S?Y5g5TVg5Y5w . ��g1\!c1T�g5Y5TsQ5Rlj$nuR>_1c1\>g5Y5� 128 do_1Y5a<b5R/n�n7\!_1RtS?_5mFg1\�S?T�WZg5R/wFR>^/U1\!^/R>]!b1Y3g5R>[/h)ikd�R>ToS*Y5g5T�g1Y5w
S1_5mFg1\>{�U5j-WZT�g1g5R>{VR web d�T�U5[/T�U1\ . * _5mF]>\>b5R>{VRed�TVU5[>TVU1\tU5TVb5R/nuTVg$S?j$T�]/domFj$[>T�_1Y5c5Y1]!`�rV]!RefVg1\!c1T�g5Y5T�S?R 1024 YX_1Y
[>htaFT . * \!T�nuR>gFd�T�U5[/Y1d�\enuR!WZT�]ld�\>nKR/{�U1\>g5Y5c5Y1[/\!]>`�R>c1T�U5T�S?`�Q5U5Y5T�n7\�g1R>[>h)i;d�R>ToS*Y5g5T�g1Y5w ( g1\!Q1U5Y1nuT�U ,
sendmail(8), YX_1Y Apache), g5R�R/^>htc5g5R�[ v \>wX_1Tzg?\>d�]>U5R>w5b1YkS*\!T�nuR>g1\�TVd�]!`tS?Y1U5T�b5]>Y5[/\�S1_5mFg?\>d�]>U5R>w5b1Y3S1_1Y1g5h
R>c5TVU5ToS?Y . ;yR!_1TVT7S1_1Y1g5g1\�m<R>c5TVU5ToS?`e]>\!b5W�TyQ5R-nuR>{V\>T�]tY5fV^>T�WZ\>]!`e\>]>\!b Denial of Service (DoS).

11.13.2. �W" �#" ��&�" � �L�����  	�" �  ��
�eQ5}5YXm3m$S?U?\ NMBCLUSTERS R>^/j$d�_?\![>_1Y5[-\!T�])b5R>_1Y5c5T�d�]![/R Mbuf, S?R/d�]!j$Q5g5h)i;g1\en7\!aFY1g5T . �3\ed�TVU5[>TVU5Tsd
^>R!_?`>aFY?np]>U1\ v Y5b1R/n�Y%n7\�_1TVg5`>b5Y?n Mbuf Q5U1R>Y5fV[>R�S*Y5]!T�_?`>g5R-d�]!`�^/j/S?T�]eQ5R>g5Y5W�TVg5g5R/w .

| \�W%S?htw;b5_?\>d�]!T�U
Q5U5ToS�d�]>\>[!_1TVgkS?[>jXn+mFb1YX_1R>^-\!w5]/\>nuY;Q1\/n+m5]!Y , Q5R>rV]!R/nujkf�g?\!c5TVg5Y5T 1024 R/f�g1\>c1\!TV] 2 nuTV{V\>^/\!w1]>\tQ1\/n+m5]!Y;m$S?U?\ ,
fV\!U1T�f�TVU5[>Y1U5R>[-\!g5g5R/weS1_5m<d�T�]!TV[>h)i3^>j v T�U1R>[ . * _5m<R>Q5U5T�S?T�_?T�g5YXm;R/Q5]!Y1n7\!_1`>g5R/{�Ref�g1\>c5T�g5Y5m;g5T�R/^!iXR�S?Y?nuR
Q5U5R>[/TVd�]!Y;Q5U5R-d�]!htTy[>htc1Y1do_1TVg5YXm . +sdo_1Y<j3[/\>dz[>TV^�d�TVU5[>TVU , b5R>]>R>U5htw%nuR!WZT�]eR>^/d�_1j-WZY5[/\>]!` 1000
R�S?g5R/[>U5T�nuT�g5g1h)ikd�R>ToS*Y5g5T�g1Y5w , Y<b1\�W%S?R/Tsd�R>ToS*Y5g5T�g1Y5T ” d �AToS*\>T�] ” 16 K ^>j v TVU1\tQ5U5Y1TVn7\�Y 16 K ^/j v T�U1\
R>]!Q5U?\![>b1Y , [/\/nKQ5R>]>U5T�^/j-TV]>dom 32 MB Q1\>n+m5]>YFQ5R!S%^>j v TVU5h . ��R/U5R>a<T�TzQ1U1\![/YX_1R — jXnug5R!WZT�g1Y5TsrV]!R>{VR�fVg1\!c5TVg5YXm
g1\ 2, 2x32 MB / 2 KB = 64 MB / 2 kB = 32768. ��hxU5T�b5R-nuT�g$S*j-T�n�f�g?\!c5TVg5YXmFnuT�W%S?j 4096 Y 32768 S1_5m<n7\>aFY5g<d
^>R!_?`>aFY?npR/^��µT�nuR/nKQ1\/n+m5]!Y . �kTzj$b1\!fVht[/\>w5]!TzQ1U5R>Y5fV[>R>_1`>g5Rt^/R!_1`/aFR>Tzf�g1\>c5T�g5Y1TzQ1\>U1\>nuTV]!U1\ , r�]!RlnuR!WZT�]
Q5U5Y5[/TVd�]>YFbFQ?\=S?TVg5Y5��d�Y1d�]>TVnuh�Q1U5YFf�\!{�U1j-fVb5T . (3d�Q5R!_?`>f�j$w5]>T netstat(1) -m S1_5m<R>Q5U5T�S?T�_?T�g5YXm;b1R!_1Y5c1TVd�]>[/\
Y1d�Q5R>_1`>fVj$TVnuh)i3d�T�]>T�[>h)i;b5_?\>d�]!T�U5R/[ .
* _5m;g1\>d�]!U5R/w5b5YF[eQ5U5R/}5TVdVd�Tzf�\!{VU5j$f�b5Y;Y?d�Q5R>_1`>fVj-w1]!Ts[ loader Q5TVU5TVnuTVg5g5j$� kern.ipc.nmbclusters. qyR!_1`/b5Re[
d�]>\>U5h)i3[>T�U?d�YXmXi FreeBSD Q5R>]>U5T�^/j-TV]>dom;Q1T�U5T�d�R>^/U1\!]>`�m$S?U5R (config(8)) d�Y1fVnuT�g1T�g5g5h�n Q1\!U?\>nuT�]>U5R/n
NMBCLUSTERS.
* _5m;g1\!{VU5j-WZT�g5g5h)i;d�T�U5[/T�U5R/[ , Y5g5]>T�g1d�Y5[>g5RlY1d�Q5R!_1`/f�j$���<YXi;d�Y1d�]!TVnug5htw<[>htfVR>[ sendfile(2), nuR!WZT�]
Q5R>]!U1T�^>R/[/\>]!`/d�mlj$[>T�_1Y5c5TVg5YXmF^/j v T�U5R/[ sendfile(2) dzQ5R-nuR>�<`>��Q?\!U1\/nuT�]!U1\�b5R>g v Y5{�j$U1\>}5Y5Y3m$S?U?\ NSFBUFS, YX_?Y
Y5fVnuTVg5T�g5Y5mFf�g1\>c5T�g1YXm;Q5j$]!TVn jXd�]>\>g5R>[/b5Y;Q5TVU5TVnuTVg5g5R>wF[ /boot/loader.conf ( R>^/U1\!]>Y5]!TVd�`�b loader(8) f�\
Q5R�S?U1R>^>g1R/d�]!m1nuY ). �e^/�FY5w;Q1U5Y5f�g?\!bF]>R>{�R , c5]!RlQ1\>U1\>nuTV]!U;]!U5TV^>j$T�]/domFY5f�nuT�g5Y1]!` — d�R/d�]>R!m5g5Y5TsQ5U5R/}5TVdVd�R>[
sfbufa. ~kTVU5TVnuTVg5g1\!m sysctl kern.ipc.nsfbufs jXd�]>\>g5R>[>_1T�g?\t]!R!_?`>b5R�S1_5mFc5]>T�g5YXm .

� ]!R/]�Q1\>U1\>nuTV]!U
j-[/T�_1Y1c5Y5[/\>T�]>d�m3[/nuTVd�]!T)d kern.maxusers, i$R/]�m<nuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-dom3j$[>T�_1Y5c5Y5]>`�T�{VR�R/]=S?T�_?`>g5R .

�?���)�
�
: �y�o£y¢7¢2���������/�o¢¤����>�?¢V³V¢����o������¢¥¡����>� �!�o��°z ��!´ , ����2��/� sendfile(2) ��� ��¢¥¡����>� �!�o��°z 7¢V�8� �/��¢¥��¢y� �V£y¢¥�����2�������
u¡����>� �!��/�¥� � ��¢ sendfile(2), ��/�o�	��¢I�¥��� ��¢¥�7� �;�¥����� ���A�%�����¥�������/³���=¢)� �����!³�¢��¥�=� � struct sf_buf.

11.13.2.1. net.inet.ip.portrange.*

~kT�U5T�nuT�g5g5htT sysctl net.inet.ip.portrange.* b5R>g5]>U5R!_1Y1U5j$��]tS*Y1\!Q1\>f�R/g5hxg5R/nuTVU5R>[eQ5R>U1]!R>[ ,
\![>]>R/n7\!]>Y5c5TVd�b5Y;Q5U1Y5[!m5fVht[/\!T�nuh)ilb TCP Y UDP d�R/b5T�]/\>n . +zd�]!`e]>U5Y;S*Y1\!Q1\>f�R/g1\ : g5YXWZg5Y5wFS?Y1\>Q1\!fVR>g , S?Y?\!Q1\>f�R>g
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Q5R�jXnuR!_?c1\!g5Y1��Y<[>T�U5i$g1Y5wkS?Y1\>Q1\!fVR>g . ;yR>_1`>a<Y5g1d�]>[>R�d�T�]!TV[>h)i;Q5U5R/{�U1\/n7nKY1d�Q5R>_1`>fVj$��]tS*Y1\!Q1\>f�R/g3Q5R
j$nuR>_1c1\>g5Y5� , b5R>g5]>U5R!_1Y1U5j$TVnuhtw net.inet.ip.portrange.first Y net.inet.ip.portrange.last,
j$d�]>\!g1R>[!_?T�g5g5h�nuY<d�R>R/]![>TV]>d�]>[>T�g1g5R�[ 1024 Y 5000.

* Y1\>Q1\!fVR>g5h Q5R/U5]!R>[eQ5U5Y5[>m5f�b5Y<Y1d�Q1R!_1`/f�j$��]>d�m;Y1doiXR!S1m5�FYXi
d�R>T�S?Y5g5TVg5Y5w;Y<Q5U5Y<g5T�b5R/]!R>U1h)i;j$d�_1R>[/YXmXikQ5R>U5]>R>[enuR>WZT�]�g1TziX[/\>]!Y5]!` . � ]!Rlc1\!�<Tz[/d�T�{VR�Q5U5R/Y1doiXR�S*Y5]�g1\ed�YX_?`>g5R
fV\!{VU5j-WZT�g5g5R-nKQ5U5R/b1d�YFd�T�U5[/T�U5T . * Y1\>Q1\!fVR>g3Q5R/U5]!R>[eg5T)d�]>\>g5R>[/Y5]>dom;Q5U1R>^!_?TVnuR>wFQ5U5YFU?\!^>R/]!Tsd�T�U5[/T�U5R/[ , b5R/]!R>U1htT
R>^>U?\!^/\>]!ht[/\>��])[lR/d�g1R>[>g1R/nP[!iXR�S?m5�FY5Tzd�R>T�S?Y5g5TVg5YXm , YX_?Y%dzg5T�^/R!_1`/aFY1nKb5R>_1Y5c5T�d�]![/R/nKY1d�i$R!S1m5�FY5i
d�R>T�S?Y5g5TVg5Y5w , g1\!Q5U1Y1nuT�U mail relay.

* _5mFd�Y5]!jX\!}1Y5w , b5R/{oS*\�[>R/fVnuR!WZTVg3g5ToS?R-d�]>\>]!R>b<Q5R>U1]!R>[ , U5T�b5R-nuT�g$S*j-TV]>dom
g5TVnug5R/{�Rej-[/T�_1Y1c5Y5]!` net.inet.ip.portrange.last. ��R!WZT�]eQ5R�S?R/w5]!Y<f�g1\>c5T�g5Y1T 10000, 20000, YX_1Y 30000.� c5]!Y1]!T)]>\!bXWZTy[>R/fVnuR!WZg5R/T�[!_?YXm5g5Y5Ty^>U1\>g$S*n7\>j-rVU1\tQ5U1YFY5f�nuT�g5TVg5Y5Y3S*Y1\!Q1\>f�R/g1\tQ5R/U5]!R>[ . �kT�b5R/]!R>U1htTsnuR>{Vj$]
^!_1R/b5Y5U5R/[/\!]>`t^>R!_?`>aFY1T7S?Y1\>Q1\!fVR>g5h Q5R/U5]!R/[ ( R>^>htc1g5R�dsg5T�^/R!_1`/aFY1nuY;g1R/nuT�U?\>nuY ) YF[/htg5j-W<S�\!��]eY1d�Q1R!_1`/f�R>[-\!]!`
^>R!_?T�T�[/h�d�R>b1Y5T7S?Y?\!Q1\>f�R>g1h�S1_5mFY1d�iXR�S1m5�<YXi;d�R>T�S?Y5g5TVg5Y5w . ~kR�r�]!R/w;Q5U5Y1c5Y5g5T)U5TVb5R/nuTVg$S?j$T�]>d�mFg1\/d�]!U5R/Y5]!`
f�g1\>c5T�g5Y1T net.inet.ip.portrange.first.

11.13.2.2. TCP Bandwidth Delay Product

TCP Bandwidth Delay Product Limiting Q1R!iXR!WZTzg?\ TCP/Vegas [ NetBSD. �eg5RenuR>WZT�]�^/ht]!`l[>bX_1�ec5T�g1R
j$d�]>\!g1R>[>b1R>w3Q5TVU5TVnuTVg5g5R>w sysctl net.inet.tcp.inflight_enable [ 1. 'sY?d�]!T�n7\�Q5R/Q5ht]>\>T�]>d�mF[>htc5Y?do_1Y5]>`fV\=S*T�UXWZb5jkQ1\>b5T�]!R/[tS1_1mFb1\�W%S?R/{�R�d�R>T�S?Y5g5TVg5YXmFY<R>{�U?\!g5Y5c1Y5]!`�R/^��µT�npS*\!g1g5h)i3[�R>c1T�U5T�S?Y<d�T�]!Y;S?R�fVg1\!c5TVg5YXm ,
]!U5T�^/j$TVnuR>{VR)S1_5m<Q5R�S5S*T�UXW \!g1YXmFR>Q1]!Y1n7\�_?`>g5R/w;Q5U5R/Q5jXd�b5g5R/wFd�Q1R/d�R/^>g5R-d�]!Y .� ]>\�[/R>fVnuR>WZg5R/d�]!`�Q5R>_1T�fVg1\tQ5U1Y<Q5TVU5ToS�\!c5T�S*\!g5g1h)ikc1T�U5TVfynuR!S?TVnuh , Gigabit Ethernet, YX_?Y3S*\!W�Tsc5T�U1T�f
[>h�d�R/b5R/d�b5R>U1R/d�]>g5htT WAN d�R>T�S?Y5g5TVg5YXm ( YX_1YF_1��^/htT7S?U5j${VY5Tyd�R>T�S?Y5g5TVg5YXmFds^>R!_?`>aFR/w3fV\�S?T�UXWZb5R/w;Q5TVU5ToS*\>c5Y ),
R/d�R/^>TVg5g5R�T�do_1Y;[/hx]>\!b5W�TyY1d�Q5R!_1`/f�j$T�]>TzY5f�nuT�g5TVg5Y5TyU1\!f�nuT�U1\eR>b5g?\�YX_1Y<g1\>d�]!U5R/YX_1Y;^/R!_1`/aFR>TzR>b5g5ReQ5T�U1ToS*\>c5Y .
+zdo_1Y<[>hx[/bX_1��c1YX_1YFrV]!R>]lQ1\>U1\>nuTV]!U , j$^>T�S?Y5]!T�d�`e]>\!bXWZT , c5]!RlQ5T�U1TVnuT�g1g1\�m net.inet.tcp.inflight_debug
j$d�]>\!g1R>[!_?T�g1\t[ 0 ( R>]�_?\�S?b1\�[>htbX_1�ec5T�g?\ ), \tS1_5mFY?d�Q5R>_1`>fVR>[/\>g5YXm3[�U1TV\�_?`>g5h)i;nuR!WZTV]�Q5R/g1\=S?R/^>Y5]>`/dom3jXd�]/\!g5R/[>b1\Q5T�U5T�nuT�g5g1R>w net.inet.tcp.inflight_min bFfVg1\!c1T�g5Y5� b1\>bFnuY5g5Y1nujXn 6144. �kRej-c1]!Y5]!T , c5]!RljXd�]>\>g5R>[/b1\
^>R!_?`>aFR/{�RtfVg1\!c5TVg5YXm;rV]!R>w<Q5T�U5T�nuT�g5g1R>w<nuR>WZT�] v \>b5]!Y5c1TVd�b1YFR>]>bX_1��c1Y5]!`lR>{�U?\!g5Y5c1T�g5Y5Ts[ef�\![/Y1d�Y1nuR-d�]!YFR>]�[/Y$S*\
d�R>T�S?Y5g5TVg5YXm . �e{VU1\!g1Y5c5T�g1Y5TzjXnuT�g1`>a<\>T�]�b1R!_1Y5c1TVd�]>[>RtS�\!g5g5h)i;g?\�R>Q1U5ToS?T�_1T�g5g1R/n�n7\!U1aFU5j$]!TyYFj$Q5U1\>[!_5m5TV]
R>c5TVU5ToS?`/��Q1\>b5T�]>R>[ , b1\!b;Y<jXnuT�g5`/a<\!TV]�R>^/�FTVT�b5R!_?Y5c5TVd�]![>R�S*\!g1g5h)i;[�R>c1T�U5T�S?Y3_1R/b1\�_1`/g5R>{VR�Y5g5]>T�U v TVw1d�\�iXR/d�]/\ .
'�nuT�g5`/aFY1n�b1R!_1Y5c1TVd�]>[>R/n�Q1\!b5TV]!R>[e[�R/c5T�U5T�S?YkS?[/jXd�]!R/U5R>g5g1Y5TzY5g1]!T�U1\>b5]!Y5[/g5htT)d�R>T�S?Y5g5TVg5YXm , R-d�R/^>T�g1g5Rtg1\
nuToS1_1TVg5g5h)i3_1Y1g5YXmXi , nuR/{�j$]�Q5U5R>iXR�S?Y5]>`�^>h�d�]!U5TVT . �kR�Y?nuT�w5]!T)[/[>Y$S?j , c1]!R�rV]>\ v j$g5b1}5YXmFU1\>^>R/]>\!TV]t]!R!_1`/b5R�Q1U5Y
Q5T�U5T�S*\!c1T7S*\>g5g5h)i ( Q1T�U5T�S*\!c1\tS*\!g1g5h)i / d�]!R>U1R>g1\ed�T�U1[>T�U?\ ). �eg?\�g5TyU1\!^/R>]>\>T�]�Q1U5YFQ5R>_1j$c5T�g1Y5YkS*\>g5g5h)i
( f�\!{�U1j-fVb5T ).
(kfVnuT�g1T�g5Y5Tsf�g1\>c5T�g1YXmFQ5TVU5TVnuTVg5g5R>w net.inet.tcp.inflight_stab (?� U5TVb5R/nuTVg$S?j$T�]>d�m .

� ]!R/]�Q1\>U1\>nuTV]!UFQ1R
j$nuR>_1c1\>g5Y5��U?\![>TVg 20, c5]!RlR>fVg1\!c1\>T�]yS?R/^/\>[!_1TVg5Y5T 2 Q1\!b5TV]!R>[eb;[>htc1Y1do_1TVg5Y5� fV\�S?T�UXWZb5Y<Q5T�U1ToS*\>c5Y .* R>Q5R>_1g5Y5]!T�_1`>g1R>T�R/b5g5R�]>U5T�^/j-TV]>dom;S1_5m<d�]>\!^/YX_1Y5f�\!}5Y5Y<\�_1{VR>U5Y5]/n7\�YFj-_1j$c5a<T�g5Y5mFR>]![/T�]!g1R>w;U5T�\!b5}1Y5YFg1\
Y5fVnuTVg5T�g5Y1TsjXdo_?R>[>Y1w , g5Rl]>\!bXWZTyQ5U5Y5[/R�S?Y1]�b;^/R!_1`/aFTVnujk[/U5TVnuTVg5Y ping g?\�nuToS?_1T�g5g1h)iFd�R>T�S?Y5g5TVg5YXmXi ( fV\=S*T�UXWZb1\
[/d�TzWZTs{VR>U1\>foS?R�nuTVg5`>a<T , c1TVn�^/T�fs\!_1{�R/U5Y5]>n7\ inflight). �yh�nuR!WZTV]!TsQ1R>Q5U5R/^>R/[/\!]>`tj$nuTVg5`>a<Y5]!`lr�]!R/]�Q1\>U1\>nuTV]!U
S?R 15, 10 Y5_1Y 5; \�]>\!bXWZTyjXnuT�g5`/aFY5]!` net.inet.tcp.inflight_min ( g1\!Q1U5Y1nuT�U , S?R 3500) S1_5m<Q5R!_1j$c5TVg5YXm
W�T�_?\!T�nuR>{VR�r v3v TVb5]>\ . � nuT�g1`>aFTVg5Y5Tyf�g1\>c5T�g1Y5w;r�]>YXi;Q1\!U?\>nuT�]>U5R>[ln+R>WZT�]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�ml]>R!_1`/b5R�b1\>b
b5U1\!w1gXmXmFnuT�U1\ .

11.14. � ��� ��I �
�	� I
� L%N � ��� E �;L
� H�E��KHFI
�sg1TzfV\>[>Y1d�Y1nuR/d�]!Y;R/]�]!R/{�R , c5]!Rl[>hxQX_?\>g5Y5U5R/[/\!_1Y , Y5g5R/{oS*\ed�Y1d�]!TVn7\e[>T�S?T�]ld�T�^>m;g5T�R>WZY$S*\!g1g5R . +sdo_1Y<[/\>n
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Q5R>]!U1T�^>R/[/\!_?domlS?R/Q5R!_1g1Y5]!T�_?`>g5htw;R/^��µT�nKQ5R�S*b1\!c5b1Y , T�{VRtS?R/[>R>_1`>g5R�Q5U5R/d�]!RtS?R/^/\>[>Y5]!` . +zd�]>`e]!U1Y<d�Q1R/d�R/^/\
j-[/T�_1Y1c5T�g5Y5m;R>^��ATVn7\tQ5R!S?b1\>c5b5Y : S?R/^/\![/Y5]!`�g1R>[>htw;W�T�d�]!b1Y5w3S?Y?d�b , [/bX_1�ec5Y5]!`lQ5R�S*b1\!c5b1jlQ1R NFS, YX_1Y%d�R>f�S*\!]>`v \!wX_FQ1R�S?b1\>c5b5Y;g?\ed�j-�<TVd�]![>j$���<TVnKU1\>foS?T�_1T .

11.14.1. ��� �����	���� �U� �U�����
$ � " ���!���
$ � !����"
� j-c1aFY5wFd�Q5R/d�R>^)S*R>^/\>[>Y5]>`�Q5R�S*b1\!c5b1j , b5R>g5TVc5g5R , Y1d�Q5R>_1`>fVR>[-\!]!`tTV�FTyR�S?Y5g;W�T�d�]!b1Y5w;S*Y1d�b . �yh�nuR!WZT�]!T)d�S*T�_?\>]!`
r�]!Re[�_1�e^>R/wFnuR/nuTVg5] . +sdo_1Y<]>\!b5R/w<d�Q5R/d�R>^�Q5R!S1iXR�S?Y1] , Q5U5R/c5]!Y5]!T)TV�FTzU?\!fyY5g v R>U?n7\!}5Y5��Q5R�Q1U5R/d�]!U1\!g?d�]![/j
Q5R�S?b?\!c5b5YF[�U1\>foS?T�_1T � \!foS . 11.2

� j$b5R/[>R�S�d�]![-\ , {oS*TsU1\/d�d�b1\!fVht[/\!TV]>dom3Reg1\!YX_?j-c1aFTVn d�Q5R-d�R>^/T�R>U5{�\!g5Y1fV\!}1Y5Y
U1\!f�S?T�_?\�Q5R�S*b1\!c5b1Y .

11.14.2. ��� �����	�����	�"���" � NFS

~kR�S?b1\>c5b1\tc1T�U5TVf NFS U5T�b1R/nuT�gXS?j$T�]>d�mF]!R!_?`>b5Re[�]!R-n�do_1j$c1\>T , T�do_1Y;[kd�Y?d�]!T�nuTsR/]>d�j$]>d�]![>j$T�]�WZTVd�]>b5Y5wFS?Y1d�b .
~kR�S?b1\>c5b1\tc1T�U5TVf NFS nuToS1_?T�g5g1\eY;g5TVr v3v TVb5]!Y5[/g1\�[e[>T�U?d�YXmXi FreeBSD S?R 4.X. �eg1\)S?R/[>R>_1`>g5R�^>h�d�]>U1\�Y
r v3v T�b1]!Y5[>g?\t[ 4.0-RELEASE YF[/htaFT . �kR)S*\!W�Ty[�g1R>[>h)i3[/T�U1d�YXmXi FreeBSD, Q5R!S?b1\>c5b1\�c1T�U5TVf NFS
R>{�U?\!g5Y5c1T�g1\�d�b5R>U1R/d�]>`>��d�T�]!TV[>R/{�R�Q1R�S?bX_?��c5TVg5YXmFY<bF]!R-nujeWZTzS?R>Q1R!_1g5Y1]!T�_1`/g5R�g?\!{�U1j/W \>T�] NFS d�TVU5[>TVU .

11.14.3. � � ��� & �U� �W����	��� 
�sh�nuR>WZT�]!T)d�R/foS*\>]!` v \>wX_FR>Q1U5ToS?T�_1T�g1g5R>{VR�U1\!f�nuT�U1\eY;Y1d�Q5R!_?`>f�R/[/\>]!`�T�{VR�b1\>b v \!w5_FQ5R�S*b1\!c5b1Y . ��g1\!a<TVn
Q5U5Y1nuTVU5Ts^/j/S?T�]eY1d�Q5R>_1`>fVR>[-\!g v \!wX_ /usr/swap0 U1\>fVnuTVU5R/n 64MB.

| R>g5TVc5g5R , [>h�nuR!WZTV]!TsY?d�Q5R>_1`>fVR>[/\>]!`
_1��^/R>TzY?n+m .

� 

�
� ��


11-1.
� ���

� � � � ��� ����� � ��� � � ��	 � � � FreeBSD 4.X

1.
� ^>T�S?Y5]!T�d�` , c5]!Rem$S?U5Ty[>bX_1�ec5T�g;S?U1\>w5[>TVU vnode. �eg (?� [>b5_1��c5TVg;[lQ5R/d�_1ToS?g1YXi3[>T�U?d�YXmXi GENERIC.
pseudo-device vn 1 #Vnode driver (turns a file into a device)

2. 'sR/foS*\>w5]!Tsj$d�]!U5R/w1d�]![/R vn:
# cd /dev
# sh MAKEDEV vn0

3. 'sR/foS*\>w5]!T v \!wX_FQ1R�S?b1\>c5b5Y (/usr/swap0):
# dd if=/dev/zero of=/usr/swap0 bs=1024k count=64

4.
� d�]>\>g5R>[/Y5]!TyQ5R�S?i$R!S1m5�FY1T�Q5U1\>[/\�g?\ (/usr/swap0):
# chmod 0600 /usr/swap0

5. �ybX_?��c5Y5]>T v \>wX_FQ5R!S?b1\>c5b5Y;[ /etc/rc.conf:
swapfile="/usr/swap0" # Set to name of swapfile if aux swapfile desired.

6. ~kTVU5T�{VU5j$f�Y5]>Tsb5R-nuQ5`>�e]!T�U , YX_1YFS1_5m;[/bX_1��c1T�g5YXm<Q5R�S?b?\!c5b5Y<Q5UXm1nuRkd�TVw5c1\>dz[>htQ5R>_1g5Y5]!T :
# vnconfig -e /dev/vn0b /usr/swap0 swap
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11-2.
� ���

� � � � ��� ����� � ��� � � ��	 � � � FreeBSD 5.X

1.
� ^>T�S?Y5]!T�d�` , c5]!Rl[ v \!w5_1Tzg1\/d�]!U1R>w5b5YFm$S?U1\eQ5U5Y1d�j$]>d�]![/j$T�]tS*U1\!w5[/T�U;[/Y5U5]!jX\�_?`>g5R/{�R)S?Y?d�b1\ (md(4)). �eg<TVd�]!`
[�m$S?U5T GENERIC.
device md # Memory "disks"

2. 'sR/foS*\>w5]!T v \!wX_FQ1R�S?b1\>c5b5Y (/usr/swap0):
# dd if=/dev/zero of=/usr/swap0 bs=1024k count=64

3.
� d�]>\>g5R>[/Y5]!TyQ5R�S?i$R!S1m5�FY1T�Q5U1\>[/\�g?\ (/usr/swap0):
# chmod 0600 /usr/swap0

4. �ybX_?��c5Y5]>T v \>wX_FQ5R!S?b1\>c5b5Y;[ /etc/rc.conf:
swapfile="/usr/swap0" # Set to name of swapfile if aux swapfile desired.

5. ~kTVU5T�{VU5j$f�Y5]>Tsb5R-nuQ5`>�e]!T�U<YX_1Y;S1_5mF[/bX_1��c1T�g5YXm<Q5R�S?b?\!c5b5YFQ5UXm1nuRkd�T�w1c1\>dz[>[>T�S?Y5]!T :
# mdconfig -a -t vnode -f /usr/swap0 -u 0 && swapon /dev/md0

11.15. � �ZDFE�� � � � I
� � I%GeE � I
��� I D �)� 	%D�tE ��I
�%��B1"*����#

Hiten Pandya, Tom Rhodes.

�ec5T�g5`e[/\!W�g1R�Y1d�Q1R!_1`/f�R>[-\!]!`e\!Q5Q1\>U1\!]>g5htTzU5T�d�j$U1d�hxr v3v T�b1]!Y5[>g1R . * R�]!R/{�R , b1\!bFQ5R!m5[/YX_?dom ACPI, j$Q5U1\>[!_1TVg5Y5T
Q5R>]!U1T�^!_?T�g5Y5T�n�Q5Y5]/\!g5YXm<YF]!T�nuQ5T�U1\>]!j$U5g5h�nuY<i5\!U1\>b5]!T�U1Y1d�]!Y1b1\>nuY%d�Y1d�]!TVnuh�^/h)_1R�R/c5T�g1`edo_?R!WZg5R>w3S1_5m
R>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh�fV\�S*\!c5TVw . 
�Q1Q1\!U1\>]!g5R/TzR>^/TVd�Q5T�c5TVg5Y5Tsb5R>g5]>U5R!_1Y1U5R>[-\�_1R-d�`�R�S*g5Y1n�Y5fs[>Y$S*R>[
[/d�]>U5R>TVg5g5R>{VR�Y5g5]>T�U v TVw1d�\ BIOS, ]>\!b5Y?n�b1\!b : Plug and Play BIOS (PNPBIOS), Advanced Power Management
(APM) YF]>\>b3S*\!_1T�T . � Q5U?\![!_?T�g5Y5TyQ5Y5]/\!g5Y5T�n�YFU1TVd�j$U1dV\>nuY;rV]!RlR�S?Y5gFY5fsb5_1��c5TV[>h)i;b5R-nuQ5R>g1T�g5]!R/[ed�R>[>U1TVnuT�g1g5R>wR>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh . �3\!Q5U1Y1nuT�U , [/\>n�nuR>WZT�]�Q1R>]!U5TV^>R/[/\!]>`/dom , c5]>R>^>h�R>Q5TVU1\!}5Y1R>g5g1\!m;d�Y1d�]!TVn7\ldo_1T�S?YX_?\�fV\
]!TVnuQ5TVU1\!]>j-U1g5h�nuY<R/{�U1\>g5Y5c5TVg5YXm1nuY;Y<[>R/fVnuR!WZg5R , Q5U5T�S?j$Q5U5T�W%S*\!_?\eQ5U5YFg1T�R!WZY$S*\>g5g5R-nKU5R/d�]!Ts]>TVnuQ5TVU1\!]!j$U5h .

� rV]!R/n�U1\!f�S?T�_1T � j$b5R/[>R�S�d�]![-\ FreeBSD, nuh�Q5U5ToS*R/d�]/\![>Y?n�Y1d�c1T�U5Q5ht[-\!�e�Fj$��Y5g v R>U1n7\>}5Y5��R ACPI. � b1R>g5}5T
U1\!f�S?T�_?\�TVd�]!`edVd�h)_1b5Y;S1_5m3S�\�_1`/g5T�w5a<T�{VR�c5]!TVg5YXm .

� c5]!Y5]>T , c1]!R ACPI TVd�]!`�]!R>_1`>b1R�[ FreeBSD 5.X YF[>hta<Tz[
b1\!c5T�d�]![/Tsd�]>\!g$S�\!U5]!g1R>{�RlnuR�S?j-_5m3m$S*U1\ . � FreeBSD 4.9 ACPI nuR>WZg5R�[/bX_1��c1Y5]!`�S?R>^-\![!_?T�g5Y5T�n�d�]!U1R>b5Y device
acpica b v \!wX_1jkg1\/d�]!U1R>w5b5YFm$S?U1\�YFT�{VR�Q5TVU5TVd�^>R/U5b5R>w .

11.15.1. ��� � �#� ���!" ACPI?

Advanced Configuration and Power Interface (ACPI) r�]!Rkd�]/\!g$S*\>U5] , g?\!Q5Y1dV\!g5g1htw;R>^ �µToS?Y1g5T�g5Y1TVnPQ5R/d�]>\![/�FY5b1R>[�[
}5T�_5mXi3Q5U1ToS?R-d�]>\>[!_1TVg5YXmFd�]/\!g$S*\>U5]!g5R/{�ReY5g5]!TVU v T�w1dV\tS?_5m<\!Q1Q1\!U1\>]!g5h)i3U5T�d�j$U1d�R/[�YFj$Q5U?\![!_?T�g5YXm;Q1Y5]>\!g1Y5TVn
( R/]>d���S*\�Y<g1\!fV[/\!g1Y5T ). � ]!R�bX_?��c5TV[>R>w<r�_1T�nuT�g5] Operating System-directed configuration and Power Management,
] . T .: R>g<Q5U5T�S?R/d�]>\![>_5m5T�]�R/Q5T�U?\!}5Y5R/g5g5R/wFd�Y1d�]!TVnuT (OS) ^/R!_1`/aFT�b1R>g5]!U1R!_5mFY<^>R>_1T�T�j$g5Y1[>T�U?d�\�_?T�g . 'sR/[>U5T�nuT�g5g1htT
d�Y1d�]!TVnuh�[/hta;_1YFfV\eQ5U5ToS*T�_1hxR/{�U1\>g5Y5c5TVg5Y5w<d�j$�FTVd�]![>j$�e�FYXi Plug and Play Y5g5]!TVU v T�w?d�R>[ ( ]/\!b5YXi3b1\>b APM,
Y1d�Q5R>_1`>fVR>[-\![>a<Y5w1d�ml[ FreeBSD 4.X), S?ReQ5R!m5[>_1T�g1YXm ACPI. ACPI r�]>ReQ5U5m1nuR>wFg?\>do_?ToS?g5Y1b APM (Advanced
Power Management).
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'sU5ToS*d�]![/\ Advanced Power Management (APM) j$Q5U1\![>_5m5��]er�g5TVU5{�R/Q5R>]>U5T�^>_1T�g5Y1TVn�d�Y?d�]!T�nuh�[ef�\![/Y1d�Y1nuR-d�]!YFR>]
g1\!{VU5j$f�b5Y . APM BIOS Q5U1ToS?R-d�]>\>[!_5m5TV]>domFQ1R/d�]/\![>�<Y5b5R-nPd�Y1d�]>TVnuh�Y<d�Q5TV}5Y v Y5c5TVg3S1_1m3S*\!g1g5R>wF\>Q5Q1\>U1\!]!g1R>w
QX_?\!] v R>U1nuh .

* U?\!w5[/T�U APM [ OS R>^/TVd�Q1T�c5Y5[-\!TV]yS?R/d�]!j$QFb APM Software Interface, b5R>]!R/U5htwFQ1R>f�[/R!_5m5TV]
j-Q1U1\![>_5m5]!`�j$U5R/[>gXm1nuYFQ5R>]!U1T�^!_?T�g5YXm;Q1Y5]>\!g1YXm .

� APM Y?nuT�T�]/domFc5TV]!htU5T)R/d�g5R>[/g5h)ikQ5U5R>^>_1TVnuh . �sR - Q1T�U5[/h)i , j$Q5U1\>[!_1TVg5Y5TzrVg5T�U1{�R>Q1R>]!U5TV^!_1TVg5Y5T�n
R/d�j$�<TVd�]>[!_5m5TV]>dom;c5TVU5T�fsfV\>[>Y1d�Y1nuhtw;R>]eQ5R/d�]>\![/�FY5b?\ BIOS, Y OS g1Y5c5T�{VR�g5Tyf�g?\!T�]eg5TVn . ��S?Y5g;Q1U5Y1nuT�U : b5R>{�S*\
Q5R!_1`/f�R/[/\!]>T�_1`tjXd�]/\!g1\>[!_1Y5[-\!TV]t[>U5T�n+mFR!WZY$S*\>g5YXmkS1_1m;WZTVd�]>b5R>{VRtS?Y1d�b1\e[ APM BIOS, YFrV]!Re[/U5TVn+m;Y?d�]!TVb1\!TV] ,
BIOS R-d�]>\>g1\![>_1Y5[-\!T�])WZT�d�]!b5Y1w3S?Y1d�bF^/T�fsd�R>{�_?\>d�R>[/\>g5YXm3d OS. �yR - [>]!R/U5h)i , \!_1{�R/U5Y5]>n APM [/d�]>U5R>TVg;[ BIOS, Y
[/d�T�S?T�w?d�]![/YXmFQ5U5R/Y1doiXR!S1m5]�[>g1Tzb5R/g5]!U5R>_5m OS.

� ]>R�R>fVg1\!c?\!T�] , c5]!RlQ5R!_?`>f�R/[/\>]!T�_1Y;nuR/{�j$]�U5TVaFY5]>`eQ5U1R>^!_?TVnuh�d
APM BIOS ]>R!_1`/b5R�Q5j$]!T�n�Q5TVU5T�Q1U5R>a<Y5[>b5YFT�{�R ROM; r�]!ReR>c5TVg5`�R/Q1\>d�g1\�m3Q5U5R/}5ToS*j-U?\ , YFT�do_1Y<R>g1\�fV\>[>T�U1aFY5]>d�m
g5T�j/S*\>c5g5R , d�Y1d�]>TVn7\lnuR!WZT�]eR>b1\>fV\!]>`/dom;[eg5T�[/R/dVd�]>\>g5R>[/Y1nuR/nKd�R-d�]!R>m5g5Y5Y . � - ]!U5TV]!`>YXi , U5T�\�_1Y1fV\!}1YXm;]!T�iXg5R>_1R>{VY5Y
APM f�\![/Y1d�Y5]eR>]�Q1R/d�]/\![>�<Y5b1\ , c5]!ReR>f�g?\!c1\>T�])S?j$^>_1Y5U5R/[/\!g1Y5T�jXd�YX_?Y5wFY<TVdo_?YF[ BIOS R!S?g5R>{VR�Y5fyQ5R/d�]>\![/�FY5b1R>[
^>j/S?T�]�g1\!w$S*T�g1\�YFY1d�Q5U1\![>_1T�g?\�R>a<Y5^>b?\ , T�T)nuR>{�_1Y;g5TyY1d�Q5U1\![/Y5]!`�S?U5j${�Y5TyQ5R/d�]>\![/�FY5b1Y . �3\!b5R/g5T�} , R>^ �µTVn APM
BIOS g1ToS?R-d�]>\>]!R>c5g1R�[>T�_1Y5bkS?_5mFU5T�\�_1Y5f�\!}5Y1YFdo_1R>WZg5R>w;Q1R!_1Y5]>Y5b5Y%j-Q1U1\![>_1T�g5Y5m;Q5Y5]>\>g5Y5TVn , YX_1Y<]>\!b5R/w
Q5R!_1Y1]!Y5b5Y , b5R>]>R>U1\!mFnuR!WZT�]�i$R/U5R>a<R�\=S�\!Q5]!Y1U5R>[-\!]!`-dom3bFQ5R/]!U5TV^>g5R-d�]�m1n�b1R/nuQ5`>�e]!T�U?\ .
Plug and Play BIOS (PNPBIOS) ^/h)_Fg5T�j/S?R/^>TVg;[>Rlnug5R>{VYXi;d�Y5]!jX\>}5YXmXi . PNPBIOS rV]!R 16- ^/Y5]!g1\!m3]!T�iXg5R>_1R>{VYXm ,
Q5R>rV]!R/nuj OS ]>U5T�^/R>[/\!_1R/d�`tY1d�Q1R!_1`/f�R>[-\!]!` 16- ^>Y5]>g5j$��rVnuj-_5m5}5Y1��S?_5m ” [>f�\!Y1nuR!S?T�w?d�]![/YXm ” dsnuTV]!R�S*\/nuY
PNPBIOS.

FreeBSD S*U1\!w5[/T�U APM S*R>b5jXnuT�g1]!Y5U5R/[/\!gF[ed�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ apm(4).

11.15.3. �����������
����� ACPI

loader(8) f�\!{�U1j/W \>T�])S?U?\!w5[/T�U acpi.ko Q5RljXnuR!_1c?\!g5Y5� , T�{VR (*� g1\=S?Re[/d�]!U1\!Y1[/\!]>`�[�m$S?U1R . ~kU5Y1c5Y5g1\e[�]!R-n , c5]!R
dznuR�S*j/_1m1nuYFQ5U5R/�FTyU1\!^/R>]>\>]!` , g?\!Q5U5Y?nuT�UFQ1T�U5TVbX_1��c1Y5]!`/d�mFg1\�S?U5j${�R/w acpi.ko ^>T�fsQ5T�U1TVd�^/R>U5b1Y3m$S?U1\ .
~kU5T�Y1nuj$�<TVd�]>[>R�[lj$Q5U5R>�<T�g5Y1Y;]!TVd�]!Y5U5R/[/\>g5YXm .

* U5j${�\�m;Q5U5Y1c5Y5g1\e[�]!R-n , c5]!RlfV\>Q5jXd�b ACPI Q5R/d�_1Tyd�]>\!U1]>\
d�Y1d�]!TVnuh�g1TsR/c5T�g5`eQ5R!_?T�f�TVg;YFQ1U5YFg5TVb5R>]>R>U5h)i3jXdo_1R/[>YXmXi;nuR>W�TV]�Q5U1Y5[>R!S?Y5]!`ebFb5U1\!iXj . +sdo_1Y<[>h�d�R-nug5T�[-\!TV]!TVd�` ,
R>]!bX_?��c5Y5]>T ACPI d�R>[-d�TVn .

* U1\!w5[/T�U3g5TzS?R>_5WZT�gFYFg5TynuR>WZT�]�^/ht]!`l[>ht{�U1j/WZTVg , Q5R/d�b5R!_?`>b5jkd�Y1d�]!TVnug?\�mFa<Y5g1\
Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mFU1\>f�_1Y1c5g5h)i3[>f�\!Y1nuR!S?T�w1d�]![>Y1w;R>^/R>U5j/S?R/[/\!g1YXm . ACPI nuR!WZT�]e^>ht]!`l[>htbX_?��c5TVgFdzQ1R/nuR>�<`>�
j-]>YX_1Y5]!h acpiconf(8).

	 \!b5]!Y1c5TVd�b5YF^/R!_1`/aFY5g1d�]![>R�[>fV\>Y1nuR�S*T�w1d�]![>Y5w<d ACPI nuR!WZTV]�^>ht]>`�[>htQ1R!_1g5TVg5R�c1T�U5TVf
acpiconf(8). � R-d�g5R/[>g5R-nKr�]!ReR>fVg1\!c1\>T�] , c5]!RlTVdo_?Y;[e[/ht[>R!S?T dmesg(8) TVd�]!`lc5]!R - ]!ReR>^ ACPI, R/g<d�b1R>U5TVTz[/d�T�{VR
U1\!^/R>]>\>T�] .

, �!�µ�.-���� � � : ACPI � APM ��¢y� �G4 ���C� ���¤�! u¢2�¥�=���/�¥����
 �z� ���>£ �����;�������
 2��/�¥����
�� 0;���.2 �$¢���
��� . �*��£z�?�A´ � 2�� �O7����¢V���¥¢¥�!2��549�o�62V�¥� , ¢2����� ��¡����!�o�o£ ��� 2¥�149�o�o£y¢�� ��� ´z�1���!´!�¥¢V�7�?�o�54 � 4 � .

� Q1U5R/d�]!T�w5a<T�w v R>U1nuT , ACPI nuR!WZTV]�Y1d�Q5R!_1`/f�R/[/\!]>`/domeS1_5m<Q5T�U5TV[>R!S*\�d�Y?d�]!T�nuh�[ed�QXm5�FY1wFU5T�W�Y?n�dzQ1R/nuR>�<`>�
acpiconf(8), d v _?\>{�R-n -s YFQ1\!U1\/nuT�]!U1R/n 1-5. ;yR!_?`>aFY1g1d�]![/jkQ5R!_1`/f�R/[/\!]>T�_1TVwlg1j/WZTVgF]!R>_1`>b5ReQ1\!U?\>nuT�]>U 1.
~3\!U1\/nuT�]!U 5 d�S?T�_?\!TV] ” n+m5{�b5R/T ” fV\>[>TVU5aFTVg5Y5TzU?\!^>R/]!h , ]>\>b3WZTsb1\>bFY :

# halt -p

* R/d�]>j-Q1g5hxY3S?U1j-{VY5TzQ?\!U1\/nuT�]!U5h . �e^>U1\>]!Y5]!T�d�`eb<d�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ acpiconf(8) f�\tS*R>Q5R>_1g5Y5]!T�_1`>g1R>w
Y5g v R>U?n7\!}5Y5TVw .
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�
���;L�� ��O�L���E � I	��I L<G ��E ��HeE FreeBSD ACPI

�%��B1"*����#
Nate Lawson.

����"<B?� �;���<"
Peter Schultz, Tom Rhodes.

ACPI r�]!R v j$g$S*\>nuTVg5]>\!_1`>g5R�g5R>[/htwFd�Q5R-d�R/^�R>^/g1\!U5j-WZT�g1YXm;jXd�]!U5R/w1d�]>[ , j$Q5U1\>[!_1TVg5YXm;rVg5T�U5{VR>Q5R/]!U5TV^!_1TVg5Y5TVnKY
Q5U5ToS*R/d�]/\![!_?T�g5YXmFd�]>\!gXS*\!U5]>Y5f�Y5U1R>[/\>g5g5R/{�R)S?R-d�]!j$Q1\�bFU1\>f�_1Y1c5g5R/nujkR/^>R>U1j>S*R>[/\>g5Y5� , U1\>g5T�Tsj$Q5U1\![>_5m5[>a<TVnujXdom
BIOS. ;yh)_FS?R/d�]!Y5{�g1j-]eR>Q5U1ToS?T�_1T�g5g1htwFQ5U5R/{�U5T�d�dz[�Q5U5Y?d�Q5R-d�R>^>_1T�g1Y5Y ACPI bFU1\!^/R>]!Tyd�R�[-d�T�nuY<d�Y?d�]!T�n7\>nuY , g5R
[/d�TsT��<Tz[/d�]!U5TVc1\!�e]>domFR/aFY5^/b5Y;[e^/\!w1]!b5R�S*T ACPI Machine Language (AML) g5T�b5R/]!R>U1h)i3n7\>]!T�U1Y5g1d�b1YXi;QX_?\>] ,
g5T�f�\![>TVU5aFTVg5g5htT�j$c1\/d�]!b1YFb5R!S*\�[eQ5R�S*d�Y1d�]>TVn7\�i3m$S*U1\ FreeBSD YFR/aFY5^/b5Y;[eY5g5]!TVU5Q5U5TV]>\!]!R/U5T Intel ACPI-CA.� ]!R>]eU1\!f�S?T�_FQ1U5ToS?g?\!f�g?\!c5TVg3S1_5m;]>R>{�R , c5]!R/^>h�j$Q5U1R/d�]>Y5]!`�[-\!a<Tsd�R!S?T�w?d�]![>Y1TzU1\>f�U1\>^>R>]>c5Y5b1\/n FreeBSD ACPI [
R>Q5U5T�S?T�_?T�g5Y5YFQ5U5Y5c5Y1g<g1\>^!_1��S*\!T�nuh)i3[/\>nuYFQ5U5R>^>_1TVn , [>htQ5R>_1g5T�g1Y5Y;R>]!_?\=S?b5Y<YF[/htU1\!^/R>]!b5TzU5T�a<T�g5YXm . 'sQ1\>d�Y5^>R
fV\�Q1R/nuR>�<`�YFg?\=S?TVTVn7dom , c5]!Rlnuh�d�nuR>W�T�n�Q5R-nuR>c5`e[�U5TVaFT�g5Y1YFQ5U5R/^!_1T�n�[/\>aFTVw;d�Y1d�]!TVnuh .

11.16.1. � � �%��� �������!� �
���)�
	��T�3�  �� � ���9$Y���3 � 
, �!�µ�.-���� � � : �*¢V��¢¤� ���=�������V� �/´/� � �V¡- 7¢�� ��0 ��¡ ��� ��¡/�o¢+��¡�¢¤� �V��¢���
 , ³����)���¥��y������/¢¤� �O050k�¥¢V�����0 BIOS, � , ¢2� � ������¥����� ��� , ������/¢¤� �O0503�¥¢V�����0 firmware ���¥�=���¢�� ��G4 �k�������=������/¢V��� .

qsTyY5fy[/\/d , b5]>R�WZT�_?\>T�]ld�R/d�]>\![/Y5]!`ld�R>R/^>�<T�g5Y5TzR�Q5U5R/^!_1T�nuTzQ5U5m1n+Rkd�TVw5c1\/d , nuR/{�j$]�[/R/d�Q1R!_1`/f�R>[-\!]!`-domk\=S?U5T�d�R-n
freebsd-acpi@FreeBSD.org (mailto:freebsd-acpi@FreeBSD.org), R>]!Q5U?\![>Y1[�g1\eg5T�{VRedo_?ToS?j$���<j$��Y5g v R>U1n7\>}5Y5� :

• �eQ5Y?d�\!g1Y5Tzg5TVQ5U1\>[>YX_1`/g5R>{VR�Q5R/[>ToS*T�g5YXm , [/bX_1�ec1\�mF]>Y5Q<d�Y1d�]!T�nuh , nuR�S*T�_1`eYF[/d�T , c1]!ReQ1U5Y5[>R!S?Y5]ebFQ5R>m5[!_1TVg5Y5�
R/aFY5^/b5Y .

| U5R-nuTs]!R/{�R , d�R>R/^>�<Y5]!T�g1\/d�]!R>_1`>b1R�]!R/c5g5R , g1\>d�b5R!_1`/b5R�[/R>fVnuR>WZg5R , b5R/{oS*\�Q5R!m5[/YX_?\>d�`�R>a<Y5^>b?\ , TVd�_1Y
U1\>g5T�Ts[>hxTVTsg5Ty[>YXS?T�_1Y .

• �yht[>R!S dmesg(8) Q5R-do_1T ”boot -v”, [/bX_1�ec1\�mF[-d�Tyd�R>R/^>�<T�g5YXm , Q5R>m5[>Y5[/aFY5T�dom;Q5U5Y<Y5f�j$c5TVg5Y5Y<R>aFY1^>b5Y .

• �yht[>R!S dmesg(8) Q5R-do_1T ”boot -v” ds[>htbX_?��c5TVg5g5h�n ACPI, T�do_1Y;TV{�ReR>]!bX_?��c5TVg5Y5T)Q5R/nuR/{V\>T�]�U5TVaFY5]>`
Q5U1R>^!_?TVnuj .

• �yht[>R!S sysctl hw.acpi.
� ]>R�]>\>bXWZTziXR>U1R>aFY1wFd�Q5R-d�R/^�Q5R!_?j-c1T�g5YXm%d�Q5Y1d�b1\�[/R>f�nuR!WZg5R/d�]!T�w<d�Y1d�]!TVnuh .

• URL {�S?TsnuR>WZg5Reg?\!w5]!Y<[/\>a ACPI Source Language (ASL).
�%� R>]!Q5U?\![!_1m5w5]!T ASL g5T�Q1R/d�U1ToS*d�]![>TVg5g5R�[

d�Q5Y1d�R/b;U1\/d�d�h)_?b5Y , Q5R-d�b5R>_1`>b1jlR/gFnuR!WZTV]�^>ht]>`�R>c1T�g5`e^>R!_?`>aFY?n .
| R>Q5YXm ASL nuR!WZT�]e^>ht]!`kd�R/foS*\>g1\

b5R-n7\!g$S*R>w :

# acpidump -t -d > name-system.asl

( �'\>nuTVg5Y5]!Ts[/\>aFY1nP_1R/{�Y5g1R/n name Y<Q5U5R>Y1f�[>R!S?Y5]!T�_1TVn / nuR�S*T�_1`/� system. ~kU5Y1nuTVU : njl-FooCo6000.asl)

;sR>_1`>a<Y5g1d�]![>R�U?\!f�U?\!^>R/]!c5Y5b1R>[�c5Y1]>\!�e]S'sQ5Y1d�R>b<U1\>dVd�h)_1b5Y , Q5R/d�[!m5� ��g5g5htwFR>^/d�j-W<S*T�g5Y5� FreeBSD-CURRENT
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current), g5R�S1_5mFj$[/T�U5TVg5g5R/d�]!Y , c1]!ReQ1U5R>^>_1TVnujkj$[>Y$S?m5] ,
R>]!Q5U?\![>`/]!TzTVTz[ freebsd-acpi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi). ;sj/S?`/]!Tz]>T�U5Q5T�_1Y5[/h , [/d�Tsnuh
fV\!g5m5]!hxQ5R!_?g5htwFU1\>^>R/c5Y5wkS?TVg5`�{�S?T - ]!ReT��FT . +zd�_1YF[-\!aFTsd�R>R/^>�<T�g5Y5Tzg5Tsf�\>nuTV]!YX_1Y%d�U1\>f�j , nuh�[/R>fVnuR>WZg5R
Q5R>Q5U1R/d�Y?nK[/\>dzR>]!Q1U1\![/Y5]!` PR ( d�R>R/^>�FTVg5Y5T�ReQ5U5R/^!_1T�nuT ) c1T�U5TVf send-pr(1). ~kU5YF[>[>R!S?T PR, [/bX_1�ec1\!w5]>Ts]!jkWZT
Y5g v R>U?n7\!}5Y5� , c5]!RlfV\>Q5U5R>a<T�g1\)[/htaFT . � ]>ReQ5R-nuR!WZT�]�g1\>nKR/]>do_1T�S?Y5]!`eQ5U5R/^!_1T�nujlYFU5T�a<Y5]!`�TVT . �kTzR>]!Q5U?\![!_1m5w5]!T
PR ^>TVfzQ5U1ToS?[-\!U5Y5]>T�_1`/g5R>w;R/]!Q5U1\>[>b5YFQ5Y1d�`-n7\�[ freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi), Q5R-d�b5R>_1`>b5jknuh�Y1d�Q5R!_?`>f�j$T�n PR [�b1\>c5TVd�]![>T
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�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
g1\!Q5R-nuY5g1\>g5Y5w;Rld�j$�FT�d�]![/j-�e�FYXi3Q5U1R>^!_?TVn7\�i , \�g5Tyb1\!bFnuT�i5\!g5Y5f�n�d�R/R>^>�<T�g5Y1w3R>^�R/aFY5^/b1\�i . �yT�U1R!m5]!g5R , R
[/\!a<T�w3Q5U1R>^!_?TVnuTyb5]!R - ]!Rej/WZT)d�R/R>^>�%\�_3U1\>g5T�T .

11.16.2. � � �  �" � ��" �)" �9 ��
ACPI Q5U5ToS�d�]>\>[!_1TVgF[>Re[/d�T�i3d�R>[/U5TVnuTVg5g5h)i3b5R-nuQ5`>�e]!T�U1\!i , d�R/R>]![/T�]>d�]![>j$���<YXi;\!UXiXY5]>T�b5]!j$U1\/n ia32 (x86), ia64
(Itanium) Y amd64 (AMD). ~kR!_?g5htw;d�]>\>g$S*\>U5]t[>bX_?��c1\>T�]�nug5R>WZTVd�]>[>R�[/R>fVnuR>WZg5R/d�]!T�w , [�]>R/nPc5Y1d�_1Tzj$Q5U1\>[!_1TVg5Y5T
Q5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`>� CPU, j-U1R>[>g1TVnKQ5Y5]/\!g5YXm , ]!TVnuQ5TVU1\!]>j-U1R>w , U1\!f�_1Y5c5g5h�nuY%d�Y1d�]!TVn7\/nuY<\>b5b5jXnuj-_5m5]!R>U1R>[ ,
[/d�]>U5R>TVg5g5h�nuYFb1R>g5]!U1R!_5_1TVU1\>nuYFYFR>Q1U5R/d�R/nKaFY1g5h . � ^>R>_1`>a<Y5g1d�]![>Tzd�Y1d�]>TVn d�]>\!g$S�\!U5]eU5TV\!_1Y5f�R/[/\>g3g5T
Q5R!_1g1R/d�]>`>� . �3\!Q5U5Y?nuT�U , g1\/d�]!R>_1`>g1htTsd�Y?d�]!T�nuh�R>^/htc5g5R�U1TV\�_?Y5f�j$��]�]!R!_1`/b5R�R/Q5U5R-d�aFY1g5h , \�Q5R>U5]/\!]!Y5[/g5htT
b5R/nuQ5`/��]!TVU5h�b5U1R/nuTz]>R>{�RknuR>{Vj$]�Q5R�S1S?T�UXWZY5[-\!]!`ej$Q5U1\![>_1T�g1Y5TzR>i-_*\�W%S?T�g1Y5TVnKY<r�g5TVU5{�R/Q5R>]!U1T�^!_?T�g5Y5T�n . �eg5Y
]>\!bXWZTyQ5R�S1S?T�UXWZY5[-\!�e]�Q5U5Y5R-d�]>\>g5R>[/b5jkYFQ5R-do_1T�S?j$���<Y5w;fV\>Q5jXd�bFd�Y1d�]>TVnuh�U?\!f�_?Y5c5g5R/{�R�j$U5R/[>gXmFd�_1R!WZg5R-d�]!Y .

ACPI- d�R>[/nuT�d�]!Y?nuhtTsd�Y?d�]!T�nuh�d�R-d�]!R>m5]�Y5fsU1\!f�_1Y5c5g5h)i;b1R/nuQ5R/g5T�g5]>R>[ . ~kU1R>Y5fV[>R�S*Y5]!T�_?Y BIOS YFc5Y1Q1d�TV]!R>[
Q5U5ToS*R/d�]/\![!_1m5��]�U1\>f�_1Y1c5g5htTsW�T�d�]!b1Ref�\=S*\>g5g5htTz]/\!^!_?Y5}5h , ( g1\!Q5U1Y1nuT�U , FADT), b5R>]!R/U5htTzR/Q5U5T�S?T�_5m5�e]v j-g1b5}5Y5Y;[/U5R�S*Tzb1\>U5]!h APIC ( Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5m SMP), U5TV{�Y1d�]!U5h�g?\>d�]>U5R>w5b1YFYFQ1U5R/d�]!htTzfVg1\!c5TVg5YXm
Q1\!U1\/nuT�]!U1R>[ . | U1R/nuTz]>R>{�R , Q5U5T�S?R/d�]>\![>_5m5T�]>d�mF]>\>^!_1Y5}?\�^/\>w5]!b5R!S*\ (Differentiated System Description Table,
DSDT), R>Q5U5T�S?T�_1m5���<\!mkS?U5TV[>R>Q1R�S?R/^>g5R/T7Q5U5R/d�]!U1\>g1d�]![/R�Y1nuTVgFjXd�]!U1R>w1d�]![eY<nuT�]!R!S?R>[ .
* U1\!w5[/T�U ACPI S*R!_5WZT�g<Q5U5R/c5TVd�]!`�f�\=S*\>g5g5htTz]/\!^!_?Y5}5h , U5T�\�_1Y1f�R>[-\!]!`�Y5g5]!TVU5Q5U5TV]>\!]!R/U;S?_5mF^/\>w5]!b5R!S*\ ,
nuR�S?Y v Y1}5Y5U5R/[/\!]>`)S?U1\>w5[>TVU1\�jXd�]>U5R>w1d�]![�YFm$S?U5R�S1_5m;Q5U1Y5TVn7\eY5g v R/U1n7\!}5Y1YFR>]�Q5R�S*d�Y1d�]>TVnuh ACPI.

* _5m
FreeBSD Intel Q5U5T�S?R/d�]>\![/YX_?\�Y1g5]!T�U1Q5U5T�]/\!]!R/U (ACPI-CA), ]!R/]�WZTzc1]!R�S?_5m Linux Y NetBSD. (3d�i$R!S?g5htw;b1R�S
ACPI-CA g1\!iXR�S?Y5]/domF[eb1\!]>\!_1R>{VT src/sys/contrib/dev/acpica.

| R!S;S1_5mFQ1U5Y1d�Q1R/d�R/^!_1TVg5YXm ACPI-CA b
U1\!^/R>]!Ts[ FreeBSD, g1\�iXR�S*Y5]>dom<[ src/sys/dev/acpica/Osd. �3\>b5R>g1T�} , S?U?\!w5[/T�U1\ , U1TV\�_?Y5f�j$���<Y5TyU1\!f�_1Y5c5g5htT
ACPI j$d�]!U5R/w1d�]![-\ , g?\�iXR�S1m5]/dom;[ src/sys/dev/acpica.

11.16.3. �������#� �#������" 	�� � �  �" � � � �U� � �
"!$ &
* _5m;Q5U1\>[>YX_1`/g5R>wFU1\!^/R>]!h ACPI [-d�TzTVTsc?\>d�]>YkS?R!_1W�g1h�U1\!^/R>]>\>]!`�Q5U?\![>Y5_1`>g5R . �yR>]�g1T�b5R/]!R>U5htTsc1\>d�]!R
[/d�]>U5T�c1\>���<Y5TVd�mkQ1U5R>^>_1TVnuh , [eQ5R>UXm$S*b5T�c1\/d�]!R/]!hxQ5R!m5[>_1T�g1YXm , Y;g5T�b1R>]!R/U5htT�R>^>iXR�S?g5htT7Q1j-]>YFYX_1YFY1d�Q5U?\![!_?T�g5YXm .

11.16.3.1. �
A EC:>5@ =:K:CEI?F = / IGC:X1C:HEK:CEI �#J?K�:J3A:=BHMCL@ �
ACPI Q5R�S5S*T�UXWZY5[-\!T�]e]!U5Y%d�R/d�]!R!m5g1YXm;Q5U5Y5R-d�]>\>g5R>[/b5Y;[ RAM (STR), S1-S3, Y<R�S?g5Rld�R-d�]!R>m5g5Y5TzQ1U5Y5R/d�]>\!g1R>[>b1Y
g1\)S?Y?d�b (STD), g?\!f�ht[-\!T�nuR>T S4. S5 r�]!R ” n+m5{�b5R/Ts[/htbX_1��c1T�g5Y5T ” YFrV]!Reg1R>U1n7\!_1`>g5R/Tzd�R-d�]!R>m5g5Y5Tyd�Y1d�]!TVnuh , b5R>{�S*\
R>g1\�Q5R�S?b5_1��c5TVg1\�b%d�TV]!Y , g1R�g5Ts[>bX_1�ec5T�g?\ . S4 nuR>WZT�]�^/ht]!`�U1TV\�_?Y5f�R/[/\!glS*[>jXn+m;U1\!f�_1Y5c5g1h�nuYFQ5j$]�m1nuY . S4BIOS
r�]!R BIOS- Q5R�S1S?T�UXWZY5[-\!T�n7\�m;Q5U5Y1R/d�]/\!g5R/[>b1\tg?\)S?Y1d�b . S4OS U5T�\�_1Y5fVj$T�]>d�m;Q5R!_1g1R/d�]>`>��R/Q5T�U?\!}5Y5R/g5g5R/w
d�Y1d�]!TVnuR/w .

�3\!c5g5Y1]!TsdsQ5U5R/[>T�U1b5Y;Q5TVU5TVnuTVg5g5h)i sysctl hw.acpi, R/]!g5R-dom5�FY5iXd�m;bFQ5U1Y5R/d�]>\!g5R/[>b5T (suspend). �yR>]
U5T�fVj/_?`>]>\>])S1_5m Thinkpad:

hw.acpi.supported_sleep_state: S3 S4 S5
hw.acpi.s4bios: 0

� ]!R�R/f�g1\>c1\!TV] , c5]!Rknuh�nuR>W�T�n�Y1d�Q5R!_1`/f�R/[/\!]>` acpiconf -s S1_1mF]!TVd�]!Y5U5R/[/\>g5YXm S3, S4OS, Y S5. +sdo_1Y s4bios
^>h)_FT�S?Y5g5Y5}1T�w (1), r�]!RlR>fVg1\!c1\>T�]tQ5R!S5S?TVUXWZb5j S4BIOS [/nuT�d�]!R S4OS.

~kU5Y;]!T�d�]!Y5U1R>[/\>g5Y5Y<Q5U5Y5R-d�]>\>g5R>[/b5Y / [>R>fVR>^/g5R>[>_1T�g5Y5meU1\>^>R>]>h , g1\!c5g1Y5]!T)d S1, T�do_1Y<r�]!R/]�U5T�W�Y?n
Q5R�S5S*T�UXWZY5[-\!T�]/dom .

� ]!Rld�R-d�]!R>m5g5Y5Tsd�b5R>U1T�Ty[/d�TV{�R�Q1R�S5S?TVUXWZY5[/\>T�]>d�m , Q5R/d�b5R!_?`>b5jlg5Ty]!U5T�^/j$T�]ed�_1Y5a<b5R/n
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�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
d�T�U1`>T�fVg5R>w3Q1R�S5S?TVUXWZb5YFd�R�d�]!R/U5R>g1h�S?U1\!w1[>T�U?\ . �kY5b5]!Reg5TzU1TV\�_?Y5f�R/[/\�_ S2, b5R/]!R>U5htwFQ5R!iXR!W g1\ S1. 'z_1ToS?j$�e�FY5w
U5T�WZY1nPS?_5mF]!T�d�]!Y5U1R>[/\>g5YXmFrV]!R S3.

� ]>Reg1\>Y5^>R>_1T�Tz{�_1j$^>R/b5R>T STR d�R/d�]!R!m5g5Y1T , R>g1R�]!U5TV^>j$T�]ld�j$�FT�d�]![/T�g5g1R>w
Q5R�S5S*T�UXWZb5Y%d�Red�]!R>U1R>g5h�S?U?\!w5[/T�U1\ , c5]!R/^>hxQ5U1\>[>YX_?`>g5R�U1T�Y5g5Y1}5Y1\�_?Y5f�Y5U1R>[/\>]!`�R/^>R>U1j>S*R>[/\>g5Y5T . +sdo_1Y<jl[-\>d
[>R>fVg5Y5bX_?Y;Q5U5R/^!_1T�nuhxQ5U5YF[/h)iXR�S?TsY5fsrV]!R>{VRed�R/d�]>R!m5g5YXm , R>]!Q5U?\![>`/]!T�Q5Y1d�`/nuRl[�U1\/d�d�h)_1b5j freebsd-acpi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi), g5Reg5TzW%S?Y1]!T , c1]!ReQ1U5R>^>_1TVn7\�^>j/S?T�]eR>^>m5fV\!]>T�_1`/g5R
U5T�a<T�g1\ , Q5R/d�b5R!_?`>b5jkd�j$�FT�d�]![/j$T�]�nug5R>WZTVd�]>[>RtS*U1\!w5[/T�U5R/[ / R>^>R/U5j/S?R>[-\!g5Y5m , g5j-W%S*\>���FY5iXd�m;[tS*\!_1`>g1T�w5a<TVn
]!TVd�]!Y5U5R/[/\!g1Y5Y;YFU?\!f�U?\!^>R/]!b5T .
* _5m;Y5f�R>_5m5}5Y5Y<Q5U5R/^!_1T�nuhxj>S�\�_1Y5]>TsY5fsm$S?U1\ed�]!R>_1`>b1RtS?U1\>w5[>TVU5R>[ , d�b5R>_1`>b5R�[>R>f�nuR!WZg5R . +zdo_1Y%r�]>R�U1\>^>R>]/\!T�] , [>h
nuR!WZT�]!Ty[>h)m1d�g5Y5]!` , b1\>b5R>wkS*U1\!w5[/T�U;[/htf�ht[-\!T�]tQ1U5R>^>_1TVnuj3Q5j$]!T�n�fV\>{�U5j$f�b1YkS?U1\>w5[>TVU5R>[)S*Re]!T�i3Q5R>U , Q5R>b?\�R>Q5m5]!`
g5TsQ1U5R>Y5fVR>w$S*T�]�d�^>R>w . �e^>htc5g1R�^>Y5g?\!U5g5htT�S?U1\>w5[>TVU1\ , ]>\>b5Y5Tsb1\!b nvidia.ko, S?U1\!w1[>T�U?\yS?Y1d�QX_1T�m X11 Y USB
[>htf�ht[-\!�e]�^>R>_1`>a<Y5g1d�]>[>RtQ5U5R/^!_1T�n , \�S?U1\!w1[>T�U?\ Ethernet Y5g5]!TVU v T�w?d�R>[eb1\!b<Q5U1\>[>YX_1R�U1\!^/R>]>\>��]�R/]�_1Y5c1g5R .
+zdo_1Y<[>h�nuR>W�TV]!Tyg5R>U1n7\!_1`>g1R�fV\>{�U5j$fVY5]!` / [>ht{VU5j$f�Y5]>`)S?U1\>w5[>TVU1\ , \>[>]!R-n7\!]!Y5fVY5U5j$w5]!Tsr�]!R/]�Q5U1R>}5T�d�d , Q5R/nuT�d�]!Y5[
d�R>R/]![>TV]>d�]>[>j$���<Y5Tzb5R-n7\!g$S*hx[ /etc/rc.suspend Y /etc/rc.resume.

� ]>Ref�\!b5R-n7nuT�g5]!Y1U5R>[-\!g5g5htTsQ5U5Y1nuTVU5h
[>ht{�U1j-fVb5Y;Y<fV\!{VU5j$f�b5Y3S?U1\!w1[>T�U1R>[ . ~kR/Q5U5R/^>j$w5]!T�jXd�]>\!g5R/[>Y5]>`�Q1\>U1\>nuT�]>U hw.acpi.reset_video [eg5j-_1` (0),
TVdo_?YF[/\>a S?Y1d�QX_1TVwFg5Ty[>bX_?��c1\>T�]>d�mFQ5R/d�_1Tz[/R>fVR>^>g1R>[!_?T�g5YXmkU1\>^>R>]>h . ~kR>Q5U5R/^>j$w5]!Tsj$d�]>\!g1R>[>Y1]!`�^>R>_1`>a<Y5TzY5_1Y
nuT�g5`/aFY5Tsf�g1\>c5T�g5Y5m3S1_5m hw.acpi.sleep_delay, c1]!R>^/hxQ5U5R>[/T�U5Y1]!` , Q1R/nuR!WZTV]�_1Y<r�]!R .
* U5j${�R>w;d�Q5R/d�R>^ , b5R>]!R/U5htw<nuR>WZg5R�Q5R/Q5U5R/^>R>[-\!]!` , rV]!RlfV\!Q1j$d�b;Q5R-do_1T�S?g5T�{VRtS?Y?d�]!U5Y1^>j$]!Y5[-\ Linux dzQ5R!S5S?TVUXWZb5R>w
ACPI Y;Q5U5R/]!TVd�]!Y5U5R/[/\!]>`�Q5R�S1S?T�UXWZb5jkR-d�]>\>g5R>[/b5Y / [>R>fVR>^/g5R>[>_1T�g5Y5m�U1\!^/R>]!h g1\�]!R/nPWZTsR>^>R/U5j/S?R>[-\!g5Y1Y . +sdo_1Y<R>g1\
U1\!^/R>]>\>T�]�g1\ Linux, Q1U5R>^>_1TVn7\ed�b5R/U5T�Ts[/d�TV{�R�[�S?U1\>w5[>TVU1\�i FreeBSD Y;Q5R/Y1d�b;S?U1\!w1[>T�U?\ , [>htfVht[/\!�e�FTV{�R
Q5U5R>^>_1TVnuj , Q1R/nuR!WZTV]�U1\!fVU5T�a<Y5]!`kd�Y5]>j$\>}5Y5� . (3nuT�w5]!Ty[>[/Y$S?j , c5]>ReU1\>f�U1\>^>R/]!c5Y5b5Y ACPI R>^/htc5g5R�g1T
Q5R�S5S*T�UXWZY5[-\!��]tS?U5j${�Y5T�S?U1\>w5[>TVU5h ( fV[>j$b , ATA, Y;] . Q .), ]>\>b;c5]!Rl[/d�T�U5TVf�j-_1`>]/\!]!hxU1\>^>R/]!h Q5R�Q5R/Y1d�b1jlQ1U5R>^>_1TVnuh
[>R>f�nuR!WZg5R�g1T�R>^>iXR�S?Y1nuR�R>]!Q5U?\![>Y1]!`�[kd�Q5Y?d�R>bFU1\>dVd�h)_1b5Y freebsd-current
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current) YFc1T�_1R/[>T�b1j , Q1R�S5S?TVUXWZY5[/\>���<TVnujeS?U1\>w5[>TVU . +zd�_1YF[/h
U5T�a<Y5]!TVd�`�f�\!gXm5]!`-dom;R/]�_?\=S*b5R>w , Q5R/nuT�d�]!Y5]>T)d�R>R/]![>TV]>d�]![/j$���FY1w;b5R�S (printf(3)) [�[/htf�ht[/\>���<Y5w3Q5U5R/^!_1T�nuj
S?U1\!w1[>T�U3S1_5mFR/^>g1\>U5j-W�TVg5YXm;nuTVd�]>\ , {oS?TyQ5U5TVU5ht[/\>T�]>d�m v j$g5b5}5YXm;[/R/d�d�]>\!g1R>[!_?T�g5YXm .

�3\!b5R/g5T�} , Q1R>Q5U5R/^>j$w5]!TsR>]!b5_1��c5Y1]!` ACPI YF[>b5_1��c5Y1]!` APM. +zdo_1Y%Q5U5Y1R/d�]/\!g5R/[>b1\ / [/R>f�R/^>g5R/[!_1TVg5Y5T+U1\!^/R>]>\>T�]�d
APM, [/\>nK[/R>f�nuR!WZg5R�_?j-c1aFTzQ1R�S?R/w$S?T�] APM, R/d�R>^/T�g5g5R�g1\�d�]>\!U5R-n�R>^/R>U5j/S?R/[/\>g5Y5Y (S*R 2000). �ybX_?��c5TVg5Y5T
b5R>U5U1T�b5]!g1R>wFQ1R�S5S?TVUXWZb5Y ACPI Q1R/d�]/\![>�<Y5b1\/nuY;R>^/R>U5j/S?R/[/\!g1YXml]>U5T�^/j-TV]�[/U5TVnuTVg5YFY;[/T�U5R>m5]!g5Re[ld�]>\!U5R-n
R>^>R/U5j/S?R>[-\!g5Y1YlQ1R�S5S?TVUXWZb1\ ACPI [ BIOS ^>h)_*\�g5TVb5R>U5U1T�b5]!g?\ .

11.16.3.2. � M>1@1J��
=�C:>5@G=LK:=:I � �IG=BJ @ > P ( I?A?J
� J?KEKLC���  RLCM>5@ C:PEKEKLC )

;sR>_1`>a<Y5g1d�]![>R�d�Y1d�]>TVn�R-d�]>\>g1\![>_1Y5[/\>��]>d�m3[eU5TVf�j-_1`/]>\!]!TsQ5R>]>T�U5Y<Q5U5T�U1ht[/\!g1Y5w;YX_1Y ” aF]!R/U1n7\ ” Q1U5T�U5ht[-\!g5Y1w . �
c5Y5Q1d�T�]>\!i3d�j$�FTVd�]![>j$TV]enug5R/{�R�Q1U5R>^>_1TVn , d�[!m5f�\!g5g5h)i3ds]!TVn , b?\!b BIOS g?\>d�]>U1\!Y5[-\!TV]tQ5U5T�U1ht[/\!g1YXmFQ5TVU5ToS
fV\!{VU5j$f�b5R/w , Q5U1\>[>YX_?`>g5R-d�]!`/��]>\>^!_1Y5}1h APIC (MADT), Y%n7\!U5a<U5j$]!Y5f�\!}5Y5Y System Control Interrupt (SCI).

” � ]!R/U1n ” Q5U5TVU5ht[/\>g5Y5wFnuR>WZT�]�^/ht]!`lR>^>g?\!U5j-WZT�g3Q5RlQ5R/]!T�UXm5g1g5h�n�Q5U5TVU5ht[/\>g5YXm1nKQ5j$]!T�n�Q5U1R>[>TVU5b5Y;[/ht[>R!S*\
d�]!U5R/b5Y<d acpi0 b5R/n7\>g$S?h vmstat -i. +zd�_1Y<d�c5T�]>c5Y5b%j-[/T�_1Y1c5Y5[/\>T�]>d�m3^>R!_?T�T , c1TVn�g5T�d�b5R>_1`>b1R�U1\!fs[ld�T�b5j$g$S*j ,
r�]!R ” a<]!R>U?n ” Q5U5TVU5ht[/\>g5Y5w . +zd�_1Y�d�Y1d�]!TVn7\�R/d�]/\!g1\>[!_1Y5[-\!TV]>dom , Q5R/Q5U5R/^>j$w5]!Ts[>R>w1]!Y;[ DDB (CTRL+ALT+ESC
g1\�b5R/g1d�R>_1Y ) YF[/[>TVd�]!Y show interrupts.

�3\!Y5^/R!_1TVT7g1\=S?T�WZg5htwFd�Q1R/d�R/^�Y5fV^/\![/Y5]!`-domkR>]�Q5U1R>^!_?TVnuh�d�Q1U5T�U5ht[-\!g5Y5m1nuY , r�]!ReR>]!b5_1��c5TVg5Y5TyQ5R�S1S?T�UXWZb5Y APIC
d�Q5R-nuR>�F`/��Q1\>U1\>nuTV]!U1\ loader.conf hint.apic.0.disabled="1".

11.16.3.3. � =LK��F =
~3\!g5Y5b?\ , d�[>m5fV\>g5g1\�m;d ACPI, do_?j-c?\!T�]/dom3S?R/[>R>_1`>g5RtU1ToS?b5RlYFY?nuT�T�]eg1\!Y1^>R!_?`>aFY1w3Q5U5Y5R/U5Y5]!TV]eY1d�Q5U1\>[!_1TVg5YXm .
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~kT�U5[/htw;a<\>{zr�]>R�Y5fVR!_5m5}5Y5m3S?T�w?d�]![/Y5w , Q1U5Y5[>R!S1m5�FY5ilb<Q1\!g5Y1b5T ( TVd�_1Y;r�]>Re[/R>fVnuR>WZg5R ) YFQ5R>_1j$c5T�g5Y1TzR>]!_?\=S?b1Y .
'z_1ToS?j$w5]>TsY5g?d�]!U5j$b5}1Y5Y<Q1R�[>b5_1��c5TVg5Y5� options DDB Y<g1\>d�]!U5R/w5b5TzQ1R/do_?ToS?R/[/\!]>T�_1`/g5R>w3b5R/g1d�R>_1Y ( d�nuR/]!U5Y5]!T� \!f�S . 20.6.5.3) YX_1Y%g1\>d�]!U5R>w1b5TzU1\>foS?T�_?\ dump(8). �yh�nuR>W�TV]!TyQ5R!_1j$c5Y1]!`�R/]�_?\=S*R>c5g5j$� Y5g v R/U1n7\!}5Y1� DDB d
Q5R/nuR/�F`>� tr. +zdo_?YF[>hxf�\!Q5Y?d�ht[/\>T�]!TsR>]�_*\=S?b5jk[/U5j$c5g5j$� , j$^/ToS?Y5]>TVd�` , c5]!RlQ5T�U1T�Q5Y1dV\�_1Y<b1\!b<nuY5g5Y1nujXn�Q5m5]!` (5)
d�]!U5R/b<d�g5Y5f�jkY<QXm5]!` (5) d�]!U1R>b<d�[>TVUXiXj .

�'\!]!T�nKQ5R>Q1U5R>^/j-w1]!TzY5fVR!_1Y1U5R>[-\!]!`�Q1U5R>^>_1TVnuj , f�\!{�U1j-fVY5[>a<Y1d�`edz[/htbX_1��c5TVg5g5h�n ACPI. +zdo_?Y<rV]!R�U1\>^>R/]>\!TV] , [>h
nuR!WZT�]!TyY5fVR!_1Y5U1R>[/\>]!`�Q5R!S*d�Y?d�]!T�nuj ACPI, Y1d�Q1R!_1`/f�j-m;U1\!f�_1Y5c5g1htTzQ1\>U1\>nuTV]!U5h debug.acpi.disable.
�e^>U1\>]!Y5]!T�d�`�b<d�]!U1\>g5Y5}5T)d�Q1U1\![/R>c5g5Y1b1\ acpi(4) fV\�Q5U5Y1nuTVU1\>nuY .

11.16.3.4. � M>1@1J��
=WI?F � 	 �E=GJG@ >1P RLC:> �#J REA EC:>5@G=LK:CEI?F� ��  X =LI JLA � J?K�MP�A:=BHMCL@ �
�sR - Q1T�U5[/h)i , Q5R/Q5U5R/^>j$w5]!T�jXd�]>\!g5R/[>Y5]>`�[ loader.conf(5) Q1\!U1\/nuT�]!U hw.acpi.disable_on_poweroff="0".

� ]!R
Q5U5ToS*R>]![/U1\!�%\!T�]�R>]!bX_?��c5TVg5Y5TyU1\!f�_1Y5c5g5h)i;d�R>^>ht]>Y5wF[ ACPI [>R�[/U5TVn+m<fV\![/T�U5a<T�g5Y5mkU?\!^>R/]!h . � g5TVb5R>]>R>U5h)i
d�Y1d�]!TVn7\!ikrV]!R>]lQ1\>U1\>nuTV]!U;g5TVR>^!iXR!S?Y1nuR�jXd�]>\!g5R/[>Y5]>`�[ 1 ( Q5Rej$nuR>_1c1\>g5Y5� ) Q5Rl]!TVn�W�TyQ5U5Y1c5Y5g1\/n . �e^>htc5g1R�r�]!R
U5T�a%\!T�]�Q5U5R>^>_1TVnuj , T�do_1Y%d�Y1d�]!TVn7\eg5TVR!WZY$S*\>g5g5R�[/bX_1�ec1\!TV]>dom;Q5R-do_1TyQ5U5Y1R/d�]>\>g5R>[/b5Y3YX_1Y<R>]!b5_1��c5TVg5YXm%Q5Y5]>\>g5YXm .

11.16.3.5. � A?Z?N�MJRMA:C:H��#J�� �
+zdo_1Y<[>hxg1\>^!_1��S*\!TV]!T7S*U5j${�Y5TyQ5U5R/^!_1T�nuh�d ACPI ( U1\>^>R>]/\�d�[/g5T�a<g5Y1n�R/^>R>U1j>S*R>[/\>g5Y5T�n , Q1U5R>^>_1TVnuh�d
R>^>g?\!U5j-WZT�g5Y1TVnKjXd�]!U1R>w1d�]![ , Y<] .S .), R>]>Q5U1\![/`>]!TsR>Q5Y?d�\!g1Y5TzQ5U1R>^!_?TVnuhx[ed�Q5Y1d�R>bFU?\>d�d�h)_1b5Y ; R�S*g1\!b5R , g5T�b1R>]!R/U5htT
Y5fsrV]!YXi;Q5U1R>^!_?TVn�nuR>{Vj$]�R>]>g5R/d�Y5]!`/d�m;bFg5TVfV\>[>T�U1aFT�g1g5h�nKc1\>d�]�m1n�Q5R!S*d�Y?d�]!T�nuh ACPI, Q5R/r�]!R-nujknuR>WZT�]
Q5R>]!U1T�^>R/[/\>]!`/d�ml[/U5TVn+mFg?\�YXi;U5T�\�_1Y1fV\!}1Y5� . ;yj/S?`/]!Ts]>T�U5Q5T�_1Y5[/h , YFQ5R!S?{�R/]!R>[/`>]!T�d�`�b<]!TVd�]!Y5U5R/[/\!g1Y5�
Y1d�Q5U?\![!_?T�g5Y5w , b5R>]>R>U5htTynuh�nuR!WZTVn�[/\>nK[/h�do_?\>]!` .

11.16.4. ASL, acpidump,  IASL

�3\!Y5^/R!_1TVT�c1\>d�]!R�[-d�]!U1T�c1\>T�]>d�m;Q5U5R>^>_1TVn7\ , d�[>m5fV\>g5g1\�m;dsQ5U5T�S?R/d�]>\![!_?T�g5Y5T�nKQ5R/d�]>\![/�FY5b?\>nuY BIOS
g5T�b5R/U5U5TVb5]!g5R/{�R ( YX_1Y<Q5R!_?g5R/d�]!`>��R>aFY1^>R>c1g5R>{VR !) ^/\!w1]!b5R�S�\ . � ]!RlR>^/htc5g5R�Q5U1R!m5[!_1m5T�]>d�m;Q5R!m5[>_1T�g5Y1TVn
b5R>g1d�R!_1`/g5h)i3d�R>R/^>�<T�g5Y5wkm$S*U1\ , Q5R�S?R/^>g5h)ikr�]>R/nuj :

ACPI-1287: *** Error: Method execution failed [\\_SB_.PCI0.LPC0.FIGD._STA] \\
(Node 0xc3f6d160), AE_NOT_FOUND

�'\!c1\/d�]!j$��[>h�nuR!WZTV]!TsU?\!f�U1T�aFY1]!`�rV]!Y<Q1U5R>^>_1TVnuhxQ5j$]!T�n�R>^/g5R>[>_1T�g1YXm BIOS S*R�Q5R-do_1T�S?g5T�w<U5T�[/Y5f�Y1Y .
;sR>_1`>a<Y5g1d�]![>R�b1R>g1d�R!_1`/g5h)ikd�R>R/^>�FTVg5Y5w3^/T�f�[/U5ToS*g5h , g5ReTVdo_?Y<d�j$�<TVd�]>[>j$��]tS*U5j${�Y5TsQ5U5R>^>_1TVnuh , ]>\!b5Y1Tsb1\>bFg5T
U1\!^/R>]>\>���FY1w;d�]>\>]!jXdz^-\!]>\>U5T�Y , [>R>f�nuR!WZg5R�d�j$�FTVd�]![>j$�e]�Q5U5R/^!_1T�nuhx[ AML. ;)\!w1]!b5R�S , Y5f�[/TVd�]!g5htw;b1\>b AML,
b5R/nuQ5Y5_1Y5U5j$T�]/domFY5fyY1d�i$R!S?g5R/{�R�]!TVb1d�]/\�g1\�m5f�htb1T ASL. AML g1\�iXR�S*Y5]>dom;[e]>\!^>_1Y5}5T , Y5fV[>TVd�]!g5R/wFb1\>b DSDT.* _5m;Q5R!_?j-c1T�g5YXm<b5R>Q5Y1Y ASL, Y?d�Q5R>_1`>fVj-w1]!T acpidump(8). �yh�nuR!WZT�]!TyY1d�Q5R!_1`/f�R/[/\!]>`tR>^/\�Q1\!U?\>nuT�]>U1\ -t
( Q5R/b1\!fVht[/\>]!`�d�R!S?T�UXWZY1nuR/TzQ5R-d�]!R>m5g5g5h)i;]>\>^!_1Y1} ) Y -d (S*Y5fV\/d�d�T�nu^!_1Y1U5R>[-\!]!` AML [ ASL). �e^>U1\>]!Y5]!T�d�`eb
U1\!f�S?T�_1j �e]!Q1U1\![/b1\�R/]�_?\=S*R>c5g5R/w3Y5g v R/U1n7\!}5Y1YFfV\�Q5U5Y1nuTVU5R/n d�Y5g5]/\!b1d�Y1d�\ .
~kU5R/d�]!T�w5a%\�m3Q5TVU5[/\!m;Q5U5R>[/T�U5b?\ , b5R/]!R>U1j-��[>h�nuR>W�TV]!TyQ5U5R>[/TVd�]!Y , r�]>ReQ5TVU5T�b1R/nuQ5YX_1m5}5YXm ASL S1_5mFQ1R>Y1d�b1\
R>aFY1^>R>b . ~kU5ToS?j$Q5U1T�W%S?T�g1YXm;R>^/htc5g5RenuR/{�j$]�^/ht]!`eQ1U5R>Y5{Vg5R>U1Y5U5R>[-\!g5h , g5RlR>a<Y5^>b5Y3R/^>htc5g1R�g5TsQ5R>fV[>R!_1m5��] ACPI
U1\!^/R>]>\>]!`�Q5U1\>[>YX_?`>g5R . * _5mFQ5TVU5T�b5R-nuQ5YX_5m5}1Y5Y ASL, [>htQ5R>_1g5Y5]!T)do_?ToS?j$���<j$��b5R-n7\!g$S*j :

# iasl your.asl
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11.16.5. � ��� ��� � �
" �9 �" ASL

��S�\�_1`/g5T�w;Q1T�U1d�Q5T�b5]>Y5[>T , g1\>a<\�f�\=S*\>c1\�d�R/d�]>R>Y5]e[�]!R-n , c5]!R/^>hxR>^/TVd�Q5T�c5Y1]!`�Q5R!S5S?TVUXWZb5j ACPI Q5U1\>b5]!Y5c1TVd�b1Y
S1_5mFb1\!W%S?R>wFd�Y1d�]>TVnuh�^/T�fz[-nuT�a%\!]!T�_1`/d�]![/\�Q5R!_1`/f�R/[/\!]>T�_5m . ��S?g1\>b5R , g?\)S*\>g5g5htw<nuR-nuT�g5]lnuh�[/d�TzTV�FT
U1\!fVU1\!^-\!]!ht[-\!TVnpR>^>iXR�S?g5htTzQ5j$]!Y;S?_5mFR>a<Y5^>R/b , b5R/]!R>U5htTsc1\>d�]!RtS*T�_?\!�e]�Q5R-d�]>\>[>�<Y5b5Y BIOS. (kg1]!T�U5Q1U5T�]>\>]!R>U
Microsoft (acpi.sys Y acpiec.sys) g5TsfV\>g5Y1n7\!TV]>dom<Q5U5R>[/T�U5b1R>w;c5TV]!b5R-d�]!Y%d�R>^>_1�tS*T�g5YXmFd�]>\!gXS*\!U5]>R>[ , Q1R>r�]>R/nuj
nug5R>{VY5TzQ5R-d�]>\>[>�<Y5b5Y BIOS, Q5U1R>[>TVUXm5���<Y5T ACPI ]!R!_?`>b5ReQ5R�S Windows, g5Y5b5R/{oS*\�g5TyY1d�Q5U?\![!_1m5��] ASL. ��h
g1\=S?TVTVn7d�m;Q5U5R�S*R!_5W \!]>`�R>^/g1\!U1j/WZTVg5Y5TzY3S?R>b5jXnuTVg5]>\!}1Y5� g5TVd�]>\!g$S�\!U5]!g1h)ikQ1R>[>T�S?T�g1Y5w , Q5R/f�[>R>_5m5TVnuh)i
Y5g5]!TVU5Q5U5TV]>\!]!R/U5R/n Microsoft, YF[/R/d�Q5U5R>Y1f�[>R!S?Y5]!`�YXi , c5]!R>^/h FreeBSD nuR>{�_*\�U1\>^>R>]/\!]!`e^>T�fsg5T�R/^!iXR�S*Y1nuR/d�]!Y
Y1d�Q5U?\![!_?T�g5YXm ASL Q5R!_?`>f�R/[/\>]!T�_5m1nuY . � b?\!c5T�d�]![/TzR>^>iXR�S?g5R/{�RtQ5j$]!YFS1_5m<R>^>g?\!U5j-WZT�g5Y5mkg1T�Q5U1\>[>YX_?`>g5R/{�R
Q5R>[/ToS?TVg5YXm , [>h�nuR!WZT�]!TyY1d�Q5U1\![/Y5]!` ASL [>U5j$c5g1j-� . +zd�_1YFY?d�Q5U1\>[!_1TVg5YXm;^/j>S*j-]eU1\!^/R>]>\>]!` , Q1R!W \�_1j$w1d�]>\
R>]!Q5U?\![>`/]!T diff(1) nuT�W<S*j;d�]>\>U5h�n�YFg1R>[>h�n ASL, c5]!R/^>h�nuh�nuR>{�_?YFU5T�\�_1Y5fVR>[-\!]!`tR/^!iXR�S?g1R>w3Q5j$]!`�S1_5m
g5T�Q5U?\![>Y5_1`>g5R/{�RtQ5R/[>T�S?T�g5Y5m ACPI-CA, c1]!R>^/hxY1d�Q5U?\![!_?T�g5Y5Ts[>U5j$c5g1j-� ^>R>_1`>a<T�g5Ts]!U5T�^/R>[-\�_1R-d�` .
�sR/]�d�Q1Y1d�R/bFg1\>Y5^>R>_1T�T�c?\>d�]>R�[/d�]!U5TVc1\!�e�FYXi5dom;Q1U5R>^>_1TVn , YXi3Q5U5Y5c5Y1g<YFd�Q5R/d�R>^>hxY?d�Q5U1\>[!_1TVg5YXm :

11.16.5.1. OS X =LI�E>  ��CM>5@ 
�kT�b5R/]!R>U5htT AML Q5U5ToS*Q5R!_?\>{V\>��] , c1]!RlnuY1U<d�R-d�]!R/Y5]�Y1fzU1\>f�_1Y5c1g5h)i;[>TVU1d�Y5w Windows. �yh�nuR!WZTV]!Tsg?\>d�]>U5R>Y5]>`
FreeBSD, c5]>R>^>h�R>g1\�d�R>R/^>�<\!_?\)_1�e^>R/T7S?U5j${VR>TzY?n+m OS YFQ5R-d�nuR>]>U5T�]!` , Y1d�Q1U1\![/Y5]t_1Y<r�]!RlY1nuT��e�Fj$�ed�mQ5U5R>^>_1TVnuj . ~kU1R/d�]>R>wFd�Q5R/d�R>^�j$b1\>fV\!g1YXmlS?U5j${�R/{�R�Y?nuT�g5Y%d�Y1d�]!TVnuh�rV]!R�jXd�]>\!g5R/[>b1\�Q5T�U5T�nuT�g5g1R>w
/boot/loader.conf hw.acpi.osname="Windows 2001" YX_1Y<[tS?U5j${VR>TzQ1R�S?R/^>g5R/T�f�g1\>c5T�g1Y5T , Y1nuTV���<T�TVd�mF[
ASL.

11.16.5.2.
� @ >1Z @ >5@?I MJ IGC:XGI?AL=B@ =)XGKL=��MJ?K�EP

�kT�b5R/]!R>U5htTynuT�]!R!S?h�g5Ts[>R/f�[>U?\!�<\>��]tfVg1\!c5TVg5Y5Tsm5[>g5R , b1\!b<]!R>{VR�]!U1T�^>j$T�]ld�]>\>g$S*\>U5] . �eR>]�m ACPI-CA g1T
R>^>U?\!^/\>]!ht[/\>T�])r�]>j;d�Y5]!jX\>}5Y5� , [ FreeBSD d�j$�FT�d�]![/j$T�]�R/^!iXR�S?g1R>w3Q5j$]!` , Q5R>fV[>R>_5m5���<T�w;TVw;m5[>g1R�[>R/f�[>U?\!�<\>]!`
f�g1\>c5T�g5Y1T . �yh�nuR!WZTV]!Ts]/\!bXWZTzS?R>^-\![>Y1]!`tm5[>g1htTzR>Q1T�U1\>]!R>U5h Return ( [>R/f�[/U1\!] ) ]>\>n , {oS?Ts]!U5T�^/j$T�]>d�m , TVd�_1Y
f�g1\>T�]!T , c5]!Rlf�g1\>c5T�g1Y5T7S?R>_5WZg5Rl^>ht]!`e[>R>fV[>U1\>�FTVg5R . * _5m;Q5U5Y1g5j/S?Y5]!T�_1`>g5R/{�Reb5R/nuQ5Y5_1Y5U5R/[/\!g1YXm ASL b1R/n7\!gXS?R>w
iasl, Y1d�Q5R>_1`>fVj$w5]!T v _*\!{ -f.

11.16.5.3. �9J?A?JBX1=:R E> � AML RLCZ��
C�� �E=LK� 	
~kR/do_?T�g1\>d�]!U5R/w5b5Y your.asl S1_1mFb5R/nuQ1YX_5m5}5Y5Y<fV\>Q5jXd�]!Y5]>T :
# iasl your.asl

�sh�nuR>WZT�]!TzS?R>^-\![/Y5]!` v _?\>{ -f S?_5mFd�R/foS*\>g5YXm AML S*\!W�TsQ5U5Y<g1\�_1Y1c5Y5YFR/aFY5^/R>b3b5R-nuQ5YX_5m5}1Y5Y . ~kR-nug5Y5]!T , c5]!R
g5T�b5R/]!R>U1htTzR>a<Y5^>b1Y ( g?\!Q5U5Y?nuT�U , R/]>d�j$]>d�]![>j$���<Y5TyR>Q5TVU1\!]!R/U5h Return), \![>]>R/n7\!]>Y5c5TVd�b5YFR/^!iXR�S?m5]>dom
Y5g5]!TVU5Q5U5TV]>\!]!R/U5R/n .
	 \>wX_ DSDT.aml Y1d�Q5R!_1`/f�j$T�]/dom iasl Q5RejXnuR!_1c1\>g5Y5� . �yh�nuR!WZT�]!TyfV\>{�U5j$fVY5]!`�TV{�Re[/nuTVd�]!R�R/aFY5^/R>c5g1R>w;b5R/Q5Y5Y
BIOS ( b5R/]!R>U1\!m3R/d�]/\!T�]/domF[eQ5R/d�]!R!m5g5g1R>w;Q1\/n+m5]!Y ) Q5j$]!T�n�U5ToS�\!b5]!Y1U5R>[-\!g5YXm /boot/loader.conf:

acpi_dsdt_load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

� ^>T�S?Y5]!T�d�` , c5]!Rkd�b5R/Q5Y5U5R/[/\!_1Y DSDT.aml [�b1\>]>\�_1R/{ /boot.
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11.

�%�!��������0?./�t"%�=B1�%" �;"$4>� �1"$2
11.16.6. ��� � 	 	�" �9 �" �%� �
��� �
	��U�
�  �� � �
�9$Y���3 � ACPI

�sR/fVnuR>W�g1R/d�]>Y;R>]�_*\=S?b5Y;S?U1\>w5[>TVU1\ ACPI R/c5T�g5`e{�Y5^/b5Y5T . �eg5Y;Q5R/f�[/R!_5m5�e]�[/\/nKj-b?\!f�ht[-\!]!`�g1\!^/R>U;Q5R!S*d�Y?d�]!T�n , \
]>\!bXWZTyj$U5R>[/T�g5`�R/]�_?\�S?b5Y . ~kR!S*d�Y?d�]!T�nuh , b5R>]>R>U5htTs[>h iXR>]!Y1]!TsR/]�_?\!W�Y1[/\!]>` , j$b1\>f�ht[/\>��]>d�m3b1\!b ” do_1R/Y ”, Y
Q5R�S?U?\!foS*T�_5m5�e]>dom;g1\eb5R-nuQ5R>g5TVg5]!h ACPI-CA (ACPI_ALL_COMPONENTS) YFQ5R!S5S?TVUXWZb5jkR>^>R/U5j/S?R>[-\!g5Y5m ACPI
(ACPI_ALL_DRIVERS).

� U5R>[/T�g5`eR>]�_?\�S?b5Y;[-\!U5`/Y5U5j$T�]>d�m;R>] ACPI_LV_ERROR ( ]!R!_1`/b5Red�R>R/^>�<\>]!`tR>^
R>aFY1^>b1\!i ) S?R ACPI_LV_VERBOSE ( [-d�Tsd�R>R/^>�FTVg5YXm ).

� U5R>[/T�g5`eR>]�_*\=S?b5Y<Q5U5T�S*d�]>\>[!_5m5TV]�d�R/^>R/w;^>Y5]>R>[>j$�
n7\>d�b1j , Q5R>rV]!R/nujk[>R/fVnuR>W�g?\�R�S*g5R>[/U5TVnuTVg5g1\�m3jXd�]/\!g5R/[>b1\tg1TVd�b5R>_1`>b1YXi3Q1\!U1\/nuT�]!U1R>[ , U1\!f�S?T�_1TVg5g5h)i3Q5U5R/^>T�_?\>nuY .
�3\�Q5U1\>b5]!Y5b1T , Q1U5YFY1d�Q5R!_?`>f�R/[/\>g5Y5YeS1_5mFQ1R!_1j$c5TVg5YXmFR/]�_?\=S*R>c5g5R/w;Y5g v R/U1n7\!}1Y5Y;Q5R/d�_1ToS*R>[/\>]!T�_?`>g5R/wlb1R>g1d�R!_1Y ,
do_1Y5a<b5R/nK^/R!_1`/aFR/T�b5R!_?Y5c5TVd�]![>ReY5g v R/U1n7\!}5Y1YFnuR!WZT�]lQ5TVU5T�Q5R>_1g5Y5]>`�^>j v TVU;b5R>g?d�R!_?Y . ~kR!_1g1htwFd�Q5Y?d�R>b
R>]=S?T�_1`>g1h)i3d�_1R>TV[�Y<j-U1R>[>g1T�w;nuR!WZg5Rlg1\>w5]!YFg?\�d�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ acpi(4).

�sht[/R�SFR/]�_?\=S*R>c5g5R/w;Y5g v R/U1n7\!}1Y5YFQ5RejXnuR!_1c1\>g5Y5��g5Ts[/bX_1�ec5T�g .
* _5m;T�{VR�[>b5_1��c5TVg5YXm3S*R>^/\>[>`/]!T�Q1\>U1\>nuTV]!U

options ACPI_DEBUG b v \!w5_1jkg1\>d�]!U5R>w1b5Y;m$S?U?\ , T�do_1Y ACPI [/d�]!U5R/T�gF[�m$S?U5R . �yh�nuR!WZT�]>T�S?R/^/\>[>Y5]!`
Q1\!U1\/nuT�]!U ACPI_DEBUG=1 [ v \!wX_ /etc/make.conf S1_5m<{�_1R/^/\�_?`>g5R/{�Rt[>b5_1��c5TVg5YXmFrV]!R>{VR�Q1\>U1\>nuTV]!U1\ . +zdo_?Y
[>hxY1d�Q5R!_1`/f�j$T�]>TsnuR�S*j/_?` acpi.ko , T�{VRenuR>W�g1ReQ5TVU5TVd�R>^/U1\!]!`�Y5g$S?Y5[/Y$S?jX\�_?`>g5R :
# cd /sys/modules/acpi/acpi
&& make clean && make
ACPI_DEBUG=1

� d�]/\!g5R/[>Y5]!T acpi.ko [ /boot/kernel Y3S?R/^/\>[>`>]>T7Q5U5ToS*Q5R>c5Y1]>\!T�nuhtw<j$U5R/[>T�g1`�Y<d�_1R>w;b loader.conf.
� ]!R>]

Q5U5Y1nuTVUF[>b5_1��c1\>T�]eR>]�_?\�S?R>c1g5htTsd�R>R>^/�FTVg5YXmlS1_5mF[-d�T�ikb1R/nuQ5R/g5T�g5]>R>[ ACPI-CA YF[-d�T�ieS*U1\!w5[/T�U5R/[
R>^>R/U5j/S?R>[-\!g5Y5m ACPI (CPU, LID Y<] . S .). ;yj/S?j$]�[>ht[/R�S?Y1]!`/d�mk]>R!_1`/b5Red�R>R>^/�FTVg5YXm3R>^eR>aFY1^>b1\!i , g1\>Y1nuT�g1`>aFY1w
j-U1R>[>TVg5`�R/]�_?\=S*b5Y .

debug.acpi.layer="ACPI_ALL_COMPONENTS ACPI_ALL_DRIVERS"
debug.acpi.level="ACPI_LV_ERROR"

+zdo_1Y<]!U5TV^>j$TVn7\!m;Y5g v R>U?n7\!}5YXm<Q5R!_1j$c1\>T�]>d�m;[�U5TVf�j-_1`/]>\!]!TsR>Q5U1ToS?T�_1T�g5g1R>{�Rld�R/^>ht]!YXm ( d�b?\�WZTVn , Q5U1Y5R/d�]>\!g5R/[>b1\
YF[>R-d�d�]>\!g5R/[!_1TVg5Y5T ), [>h�nuR>W�TV]!Tyg5TsY1fVnuT�g5m5]!` loader.conf Y<Y1d�Q5R>_1`>fVR>[-\!]!`yS1_1mFj$b1\!f�\!g5YXmFd�_1R!m;Y<j$U5R>[/gXm
sysctl Q1R/do_?TzfV\>{�U5j$fVb5Y;YFQ1R�S?{VR>]!R/[>b5Y;d�Y1d�]!T�nuh�b;R/Q5U5T�S?T�_1TVg5g5R-nuj;d�R>^/ht]!Y5� . (3nuT�g1\�Q5T�U1TVnuT�g1g5h)i sysctl ]!T
W�T , c5]!RlYFY?nuT�g1\eQ1\!U?\>nuT�]>U5R>[eg1\>d�]!U5R>w1b5Y;[ loader.conf.

11.16.7. �Y��& � �� 
* \�_1`/g5T�w5a<j$��Y5g v R/U1n7\!}5Y1��R ACPI nuR!WZg5Rlg1\!w5]>YFQ5Rldo_1T�S?j$���FY?n�d�d�h)_1b1\>n :

• 'sQ5Y?d�R>bFU1\>dVd�h)_1b5Y FreeBSD ACPI (http://lists.FreeBSD.org/mailman/listinfo/freebsd-acpi)

• 
�UXiXY5[>h�d�Q5Y1d�b?\�U1\/d�d�h)_1b5Y ACPI http://lists.freebsd.org/pipermail/freebsd-acpi/

• 's]>\>U5htTs\>UXiXY5[>h�d�Q5Y1d�b1\�U?\>d�d�h)_1b5Y ACPI http://home.jp.FreeBSD.org/mail-list/acpi-jp/

• 'sQ5TV}5Y v Y5b?\!}5YXm ACPI 2.0 http://acpi.info/spec.htm

• 's]!U?\!g5Y5}1h�d�Q5U?\![>R/c5g5Y5b?\ FreeBSD: acpi(4), acpi_thermal(4), acpidump(8), iasl(8), acpidb(8)

•
� TVd�j$U1dzQ5RlR>]�_?\�S?b5T DSDT (http://www.cpqlinux.com/acpi-howto.html#fix_broken_dsdt). ( (3d�Q1R!_1`/f�j$T�]t[b1\>c5TVd�]![>TsQ5U5Y1nuTVU1\ Compaq, g5R�R/^>htc5g5ReQ5R!_?T�f�TVg .)
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12. � ��� �M
 � � ����� � � � ���

FreeBSD
�%�&���V ����)(?�+��,/�V��.>"?0l254!67.

: 8 (*� ����0��'� �* !�!�<�� .

12.1. � � IY��E � I
�
~kU5R>}5T�d�d7[/bX_1�ec5T�g5Y5mFb5R/nuQ1`>��]>T�U1\eYFf�\!{�U1j-fVb5Y;R/Q5T�U1\>}5Y5R/g5g5R>w;d�Y1d�]>TVnuh�g?\!f�ht[-\!TV]>dom ” Q5U5R/}5TVdVd�R/n
Q5T�U5[/R>g1\>c1\�_?`>g5R/wlf�\!{VU5j$f�b5Y ”, Y5_1YFQ5U1R/d�]>R ” f�\!{VU5j$f�b5R/w ”. ~kU5R>}5T�d�dzfV\!{VU5j$f�b5Y FreeBSD Q1U5ToS?R-d�]>\>[!_5m5TV]�^>R>_1`>a<Y5T
[>R>f�nuR!WZg5R-d�]!Y;Q1R�{�Y1^>b5R/w;g1\>d�]!U5R/w5b5Tz]>R>{�R , c5]!RlQ5U5R/Y1doiXR!S?Y5]�Q1U5YFf�\!Q5jXd�b1Tsd�Y1d�]!TVnuh , Q5R>fV[>R>_5mXm3[/\>nK[/ht^>Y5U?\!]!`Y5fsU?\!f�_?Y5c5g5h)i3R>Q1T�U1\>}5Y5R>g1g5h)i;d�Y1d�]!TVn , j$d�]>\!g1R>[!_?T�g5g5h)ikg1\eR�S?g1R/nKYF]!R-nKWZTsb1R/nuQ5`/��]!TVU5T , Y5_1Y3S*\!WZTsY5f
U1\!f�_1Y5c5g5h)i3[/T�U1d�Y5wF]!R/w3WZTydV\>nuR/w;R>Q5TVU1\!}1Y5R>g5g1R>wFd�Y1d�]!T�nuh�YX_1Y<jXd�]>\>g5R>[>_1T�g5g1R>{�R�m$S?U1\ .� ]>\�{�_?\![-\�Q5R!S?U5R>^/g5R�R/Q5Y1d�ht[-\!TV]�Q1\!U?\>nuT�]>U5h , b5R/]!R>U5htTs[>h�nuR>W�TV]!TyY5fVnuTVg5Y5]!`�S1_5mFg?\>d�]>U5R>w5b1YFQ5U5R/}5TVdVd�\
fV\!{VU5j$f�b5Y FreeBSD. ~kR!S<r�]!Y?n�Q5R!S?U1\!fVjXnuT�[/\>T�]>d�m3[/d�T , c5]!RlQ5U5R/Y1doiXR!S?Y5])S?Rlg1\>c1\�_?\�U1\!^/R>]!h m$S?U?\ FreeBSD,
R>^>g?\!U5j-WZT�g5Y5mkjXd�]!U5R>w?d�]![lYFf�\!Q5jXd�b?\ init(8). +zd�_1Y%[>hxg5T)d�R/[/d�T�nPj-[/T�U5TVg5h , ]!Rlr�]>ReQ5U1R>Y1d�i$R!S?Y5] , b1R>{oS�\
[>ht[>R!S?Y1nuhtw;]>T�b1d�]enuT�g5m5T�]l}5[>TV]�d�m5U1b5R - ^>T�_1R>{VR�g1\�d�T�U5htw .

~kR/do_?T�c5]!TVg5YXm<rV]!R>w<{�_?\>[>h [>h�^>j/S?T�]>Tzf�g?\!]!` :
• (kfsb1\!b5Y5ikc?\>d�]>T�w<d�R/d�]!R>Y5]ld�Y1d�]!TVn7\eg1\>c1\�_1`/g5R>w3f�\!{VU5j$f�b5Y FreeBSD, Y;b?\!bFrV]!YFc?\>d�]>YF[>f�\!Y1nuR!S?T�w?d�]![/j-�e] .
• ~3\>U1\>nuTV]!U5h , b5R/]!R>U5htTs[>hxnuR!WZTV]!TsQ1T�U5T�S*\!]!`�b5R/nuQ5R/g5T�g1]>\>n�g?\!c1\�_?`>g5R/wlf�\!{VU5j$f�b5Y FreeBSD S1_5m;j$Q5U?\![!_?T�g5YXm
rV]!Y1n�Q5U1R>}5T�d�d�R-n .

• �ld�g5R>[/h�U?\!^>R/]!h device.hints(5)

� ����� ��� �	�	

x86: ¯1���34 �/�!�¥� �>� ���V� �¥��¢¥������>±=¢��2��2��54 �o�62�� � FreeBSD ����� 
����s���10.�����¥��¢V� ��� �;����/�¥¢��!� 7�����¢V�¥�������

Intel x86.

12.2. � DFL�N � ��� E O�E � D 	kO;HFI
�sb5_1��c5TVg5Y5Tyb5R/nuQ1`>��]>T�U1\�YFfV\>Q5jXd�b;R/Q5T�U?\!}5Y5R/g5g5R/wFd�Y1d�]!TVnuh�Q5U5Y5[/R�S1m5]ebFY5g5]>T�U5T�d�g5R/w3S?YX_?TVn7nuT . ~kR
R>Q5U5T�S?T�_?T�g5Y5��S?RefV\!Q1j$d�b1\�R/Q5T�U?\!}5Y5R/g5g5R/w;d�Y1d�]!TVnuh�b1R/nuQ5`/��]!TVUFg5TyjXnuT�T�]eg5Y5c5TV{�R . � ]!R/n�c1Y1do_1TyYFg1TsfVg1\!TV] ,
b1\!b;f�\!Q5jXd�b1\!]!`eQ5U5R/{�U1\/n7nuh�d7S?Y?d�b1\ . q)\!b%c5]!R�b1R/nuQ5`/��]!TVU<g5TynuR!WZT�]efV\!Q1j$d�]!Y5]!`lQ5U5R/{�U1\/n7nuj3d7S?Y?d�b1\e^>TVf
R>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh , g5RlQ5U5R>{VU1\>n7nuhxR/Q5T�U?\!}5Y5R/g5g5R/wFd�Y1d�]!TVnuh�g1\�iXR�S1m5]/dom;g1\tS?Y1d�b1T , g1R�b1\>bFfV\>Q5jXd�]!Y1]!`
R>Q5TVU1\!}5Y1R>g5g5j$� d�Y1d�]!TVnuj ?� ]>\�Q5U1R>^!_?TVn7\�Y?nuT�T�]lQ1\>U1\�_5_?T�_1YFdsR�S*g5R>w;Q1U5R>^>_1TVnuR/w;Y5fyb5g5Y5{VY ���*"?.�#����5��(?"-2 � �¥�*�=(?� � �t( �*��,�4!��(?�

. �µTVU5R>w
Q5U5R>[-\�_1Y5_?dom3[l^>R!_?R>]!R , YF[>ht]/\!�FY5_<d�\/n�d�T�^>m , j-i$[-\!]!Y1[�fV\�[>R>_1R/d�h�Y<Q5R>]!m5g5j$[ . ��r�Q1R!iXjkg1\!c1\!_?\
b5R/nuQ5`/��]!TVU5Y5f�\!}5Y5Y<]!T�U?nuY5g (*���5��#��>(*��234!� � �*,=4!./� Q1U5Y1nuT�g5mX_?domFb%nuT�i5\!g1Y5fVnuj , Y1d�Q5R!_1`/f�j$TVnuR-nujeS1_5mFf�\!{�U1j-fVb5Y
R>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh , YFf�\!]!T�n�^>h)_<d�R>b5U?\!�FTVgkS?ReQ5U5R/d�]!R ” f�\!{VU5j$f�b5Y ”.

�3\�R>^/R>U5j/S?R/[/\>g5Y5Y3\!UXiXY5]>T�b5]!j$U5h x86 f�\�f�\!{�U1j-fVb5jkR>Q5TVU1\!}1Y5R>g5g1R>w;d�Y?d�]!T�nuh�R>]>[>T�c?\!T�] BIOS (Basic Input/Output
System).

* _5mFrV]!R>{VR BIOS Y5�FTV]�g1\�WZTVd�]>b5R/nPS*Y1d�b5T MBR (Master Boot Record), b5R/]!R>U?\�mkS?R!_1W�g?\
U1\>d�Q5R!_?\>{V\>]!`/d�ml[lR>Q5U1ToS?T�_1T�g5g1R/n�nuTVd�]!Tyg1\tS*Y1d�b5T . BIOS nuR!WZT�]efV\>{�U5j$f�Y1]!`�Y<fV\!Q1j$d�]!Y5]!` MBR, Y
Q5U5ToS*Q5R!_?\>{V\>T�]>d�m , c5]!R MBR nuR>WZT�]�[/f�m5]!`eg1\�d�T�^>m;R/d�]/\�_1`/g5j$��U1\>^>R>]>j , d�[!m5fV\>g5g5j$��dzfV\>{�U5j$f�b1R>w;R/Q5T�U1\>}5Y5R/g5g5R>w
d�Y1d�]!TVnuR/w .
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+zdo_1Y<g1\�[-\!a<TVnpS?Y1d�b5Tyj$d�]>\!g1R>[!_?T�g1\t]>R!_1`/b5R�R!S?g1\�R/Q5T�U?\!}5Y5R/g5g1\!mFd�Y1d�]!TVn7\ , ]!Rld�]>\!gXS*\!U5]>g5R>w MBR ^>j/S?T�]
S?R/d�]>\!]!R/c5g5R . qy\>b1\�m MBR [/htQ5R!_?gXm5T�]�Q1R>Y1d�bFg1\tS?Y1d�b1TsQ5TVU5[>R/{�R�f�\!{VU5j$f�R>c1g5R>{VR�do_?\>w1d�\ , Q1R/do_?Tsc5TV{�R�f�\!Q5jXd�b1\!TV]�d
r�]!R/{�Red�_?\!w?d�\�b1R�S<f�\!{�U1j-fVb5Y;R-d�]>\>[>aFTVw1dom3c1\/d�]!Y<R>Q5TVU1\!}1Y5R>g5g1R>wFd�Y1d�]!T�nuh .

+zdo_1Y<g1\�[-\!a<YXilS?Y1d�b?\�i3jXd�]>\>g5R>[>_1T�g5R�g5TVd�b5R!_1`/b5R�R/Q5T�U?\!}5Y5R/g5g5h)i;d�Y?d�]!T�n , ]!R�[/h�nuR!WZTV]!TsjXd�]>\!g5R/[>Y5]>`)S?U5j${�j$�
MBR, ]!j , c5]!RknuR!WZT�]e[>hyS*\>]!`�d�Q5Y1d�R/bFU1\>f�_1Y1c5g5h)i3R>Q5TVU1\!}1Y5R>g5g1h)i3d�Y1d�]>TVn�Y<Q5R>fV[>R!_?Y5]�[/\/nK[>ht^/U1\!]!`eR�S?g1jlY1f
g5YXikS1_5m;f�\!{VU5j$f�b5Y . FreeBSD Q5R-d�]>\>[!_5m5TV]>domFdsR�S*g5R>w;Y1fs]>\>b5R>w MBR, b5R>]!R/U5j$� nuR>WZg5R�jXd�]/\!g5R/[>Y5]!` ; S*U5j${�Y5T
Q5U5R>Y1f�[>R!S?Y5]!T�_1Y;R/Q5T�U1\>}5Y5R/g5g5h)i;d�Y1d�]!TVn�]>\!bXWZTyQ5U5T�S?R/d�]>\![>_5m5��]ld�[>R/Y MBR.

�ld�]>\>[>a<\!m1dom3c1\/d�]!`ld�Y1d�]!TVnuh�g?\!c1\!_1`>g5R/w;fV\>{�U5j$fVb5Y FreeBSD U1\!f�S?T�_5m5TV]>dom<g1\�]!U1Y<rV]>\!Q1\ . ~kT�U5[/htw;r�]/\!Q
fV\!Q1j$d�b1\!TV]>dom;Y1f MBR, YFR/gFfVg1\!TV])S?R/d�]>\!]>R>c5g5R�S1_5mFQ1T�U5TV[>R�S�\�b5R-nuQ5`>�e]!T�U1\�[�R-d�R>^/R>Tzd�R/d�]!R!m5g5Y1TzYFf�\!{VU5j$f�b5Y
[>]!R/U5R>{VR�r�]>\>Q1\ . �s]>R>U5R/w;r�]>\>Q<nuR>W�TV]tS?T�_?\!]>`eg5T�d�b5R>_1`>b1R�^>R>_1`>a<TuS?RlfV\!Q1j$d�b1\t]!U5TV]!`>TV{�Rlr�]>\>Q1\ . qsU1T�]!Y5w%r�]/\!Q
fV\!b?\!g5c5Y1[/\!TV]tU1\!^/R>]!jkQ5RefV\>{�U5j$f�b1TzR>Q1T�U1\>}5Y5R>g1g5R>wFd�Y1d�]>TVnuh .

� \!^>R/]>\tU1\>foS?T�_1T�g1\�g1\er�]!Y<]!U5YFrV]>\!Q?\ , Q5R/]!R/nuj3c1]!R
d�]>\>g$S*\!U1]!h�~ | R>{VU1\!g1Y5c5Y5[-\!��]�U1\!f�nuT�U5hxQ5U1R>{�U?\>n7n , b5R/]!R>U1htTynuR>{Vj$]�^>ht]>`�fV\>Q5j$�FTVg5hxg1\�Q1T�U5[/R/nKYF[/]!R>U1R/n
r�]>\>Q1\�i . ~kR-do_1T�S?R>[-\!]!T�_1`>g5R/Tu[>htQ5R>_1g5T�g1Y5TzU1\>^>R/]�Q5R>fV[>R>_5m5T�] FreeBSD Q5R>_1j$c5Y5]!`e^>R!_?T�Tz{VY5^>b1Y5wFf�\!{�U1j-fVc5Y5b .

�'\!]!T�n�d�]>\>U5]!j$T�]em$S?U5R , b5R/]!R>U5R/Tzg1\>c5Y5g1\>T�]eR>Q5R/f�g1\>[/\!]>`tj$d�]!U5R/w1d�]![-\�Y<[>htQ5R!_?gXm5T�]�Y5i;Y5g5Y5}5Y?\�_1Y5f�\!}5Y1� . ~kR-do_1T
fV\![/T�U5a<T�g5Y5mkQ1U5R>}5T�d�dV\�d�[/R>TVw;fV\>{�U5j$f�b1Y , m$S?U5ReQ5T�U1ToS*\>T�]�j$Q5U?\![!_?T�g5Y5TsQ5R!_1`/f�R/[/\!]>T�_1`-d�b5R-nuj�Q5U5R/}5TVdVd�j3d�Y?nuT�g5T�n
init(8), b5R/]!R>U5htwF[>htQ5R>_1gXm5T�]eQ5U5R/[>T�U1b5jeS?Y1d�b1R>[�g?\�[>R/fVnuR>W�g1R/d�]>`�Y1d�Q1R!_1`/f�R>[-\!g5Y5m . �µ\!]!T�n init(8) fV\!Q1j$d�b1\!TV]
Q5R!_1`/f�R/[/\!]>T�_1`-d�b5Y5wkQ5U1R>}5T�d�dsg1\>d�]!U5R>w1b5Y;U5T�d�j$U1d�R/[ , b1R>]!R/U5htwFnuR>g1]!Y5U5j$T�] v \!wX_?R>[>htTsd�Y1d�]!TVnuh , [>htQ5R>_1gXm5T�]
g1\>d�]!U5R>w1b5j3d�T�]>T�[>h)i;\�S*\!Q5]>T�U5R/[tS1_5m<U1\!^/R>]!hx[ld�T�]>YFYF[/R>R/^>�FT7R-d�j$�FT�d�]![>_5m5T�]�fV\!Q1j$d�b;[/d�T�i3Q5U5R/}5TVdVd�R/[ , R>^/htc5g5R
[>htQ5R>_1gXm5TVnuh)i3[ld�Y1d�]!TVnuT FreeBSD Q5U5YFf�\!{VU5j$f�b5T .

12.3. MBR I � �FD ��� J , ��GeLPDFLKJ IMG<D �eG<IKJ��tGlE ��� O�E � D 	kO;HFI

12.3.1. MBR, /boot/boot0

MBR S?_5m FreeBSD g1\�iXR!S?Y5]>d�m;[ /boot/boot0.
� ]!R ./��B?"-2 MBR, ]>\!b;b?\!bFg?\>d�]>R!m5�<\!m MBR S?R!_5WZg1\

U1\>d�Q5R!_?\>{V\>]!`/d�ml[kd�Q5TV}5Y1\!_1`>g5R-n�nuTVd�]!T�S*Y1d�b1\ , [>g1TzR>^>_?\>d�]!Y FreeBSD.

boot0 R/c5T�g5`�Q5U5R/d�] , ]>\>b;b1\>b;Q5U5R/{�U1\/n7n7\�[ MBR nuR>W�TV]�Y1nuTV]!`eU?\!fVnuTVU , g5TsQ5U5TV[>hta<\>���<Y5w 512 ^/\!w1] . +zdo_1Y<[>h
j$d�]>\!g1R>[>Y5_1Y MBR FreeBSD YFg5T�d�b5R>_1`>b5R�R>Q5TVU1\!}5Y1R>g5g5h)i;d�Y1d�]!T�n�g1\�[/\!a WZTVd�]>b5Y5wFS?Y1d�b , ]!Re[/R�[/U5TVn+m
fV\!{VU5j$f�b5YF[>hxj$[>Y$S*Y5]!Tyg5T�c5]>ReQ5R>iXR!WZT�T�g?\ed�_1ToS?j$�e�FT�T :
� 


�
� ��


12-1. � ��
 � � � ��� ��
 � � � boot0

F1 DOS
F2 FreeBSD
F3 Linux
F4 ??
F5 Drive 1

Default: F2

(kf�[>T�d�]!g1R , c5]!R�S?U5j${VY5TsR/Q5T�U?\!}5Y5R/g5g5htTzd�Y1d�]>TVnuh , [lc1\>d�]!g5R-d�]!Y , Windows 95, fV\!Q1Y1d�ht[-\!��]�Q5R>[/T�UXi
d�j$�FT�d�]![/j-�e�FTVw MBR d�[>R/��d�R>^/d�]![>TVg5g5j$� . +sdo_1Y%]>\!b%do_1j$c5Y5_1R/d�`�[e[-\!a<TVn�do_?j-c?\!T , YX_?Y;WZTs[/h iXR>]!Y5]>T
fV\>nuTVg5Y5]!`ld�j$�FT�d�]![/j$���Fj$� MBR g1\ MBR R/] FreeBSD, ]!R�[/R/d�Q5R!_1`/f�j$w5]!T�d�`�d�_1ToS*j-�e�FTVwFb5R-n7\!g$S?R/w :

# fdisk -B -b /boot/boot0 device
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�?S?TVd�` device m5[!_5m5TV]>dom<j$d�]!U5R/w1d�]![/R/n , dsb5R/]!R>U5R/{�R�[/hxfV\>{�U5j-W \!TV]!TVd�` , ]>\!b1Y1n , b1\>b ad0 [edo_?j-c?\!TzQ1T�U5[/R>{�R
S?Y1d�b?\ IDE, ad2 [kdo_1j$c1\>TzQ5TVU5[>R/{�R)S?Y?d�b1\ IDE g1\e[>]>R>U5R-nKb5R>g5]>U5R!_5_?T�U5T IDE, da0 S1_5m<Q5T�U5[/R>{VR)S?Y1d�b1\ SCSI Y
]>\!b;S*\�_1TVT .
��S?g1\!b1R�TVd�_1YF[/hxY1d�Q5R>_1`>fVj$T�]!T Linux YFQ1U5ToS?Q1R>c5Y5]/\!T�]>T , c1]!R>^/hxQ5U5R>}1TVd�dsfV\>{�U5j$fVb5Y;j$Q5U1\>[!_5mX_?d�m;c5T�U1T�f LILO,
[>h�nuR!WZTV]!TsR/]!U5T�S*\!b5]>Y5U5R>[-\!]!` v \!wX_ /etc/lilo.conf S1_5m FreeBSD YX_?YF[>ht^/U1\!]>` Leave The Master Boot

Record Untouched [�Q5U1R>}5T�d�d�TsjXd�]>\>g5R>[/b5Y FreeBSD. +zdo_?YF[>hxjXd�]>\!g5R/[>YX_?YFnuT�g5T�S1WZT�U<fV\!{VU5j$f�b5Y FreeBSD, ]>R
[>h�nuR!WZTV]!Tyd�g5R>[-\tfV\>{�U5j$fVY5]!` Linux YFY5f�nuT�g5Y1]!`eb1R>g v Y5{Vj$U1\!}5Y1R>g5g5htw v \!wX_ /etc/lilo.conf S1_5m LILO,
S?R>^-\![>Y1[�do_1T�S?j$���FY1wFQ1\>U1\>nuTV]!U :

other=/dev/hdXY
table=/dev/hdb
loader=/boot/chain.b
label=FreeBSD

b5R>]!R/U5htw;Q5R/f�[/R!_1Y5]�fV\!{VU5j-W \!]!` FreeBSD Y Linux Q5R-d�U5T�S*d�]>[>R/n LILO. ��g1\>aFT�n�Q5U5Y1nuTVU5T)nuh�Y1d�Q1R!_1`/f�j$TVn XY
S1_5mFR/^>R>fVg1\!c1T�g5YXm3g5R-nuT�U1\tS?Y1d�b1\�Y<U1\!f�S?T�_?\ . +zd�_1YF[/hxY1d�Q5R>_1`>fVj$T�]!T7S*Y1d�b SCSI, ]!Rl[/\/n�nuR!WZT�]eQ5R>]!U1T�^>R/[/\>]!`/d�m
fV\>nuTVg5Y5]!` /dev/hdXY g1\ec5]!R - ]!Re]!Y5Q1\ /dev/sdXY , {�S?T)d�g5R/[/\tY1d�Q5R!_?`>f�j$TV]>dom;R/^>R>fVg1\!c1T�g5Y5T XY . 's]!U5R>b?\
loader=/boot/chain.b nuR>WZT�]�^/ht]!`�R/Q5j$�FT�g?\ , TVd�_1Y;R>^/T�R>Q1T�U1\>}5Y5R>g1g5htTzd�Y?d�]!T�nuhxU1\>d�Q5R!_?\>{V\>��]>d�mkg?\�R�S*g5R/n
YF]!R-nKWZT�S?Y?d�b5T . �yh�nuR!WZT�]>Ts]!TVQ5T�U1`�fV\>Q5jXd�]!Y1]!` /sbin/lilo -v S1_5m<]!R>{VR , c5]!R/^>h�[-\!aFY3Y1fVnuT�g1T�g5YXm%^>h)_1Y
[>R/d�Q5U5Y5g5m5]!h�d�Y1d�]!TVnuR/w , c1]!R�S*R!_5WZg5Re^>ht]!`eQ5R�S?]>[>T�U5W<S*T�g5Rkd�R/R>^>�<T�g5Y5m1n+Y3g?\�r�b1U1\!g5T .

12.3.2. �W� � � �U"�� ��& � , /boot/boot1,  ��� � � ���#�
�U�
� , /boot/boot2| R>g5}5TVQ5]!jX\�_?`>g5R�Q1T�U5[/htw;YF[/]!R>U5R/w;r�]/\!Q5h�f�\!{VU5j$f�b5Y3m5[>_5m5��]/domFc1\/d�]�m1nuY<R�S?g1R>w;Y<]!R>wFW�TyQ5U5R/{�U1\/n7nuh , [�]!R/w
W�T)d�\/nuR>w;R/^!_?\/d�]!Y3S?Y1d�b?\ . (kf - fV\�R>{�U?\!g5Y5c1T�g5Y5wFg1\�R/^��µT�n S?Y1d�b1R>[>R/{�R�Q1U5R/d�]!U1\!g?d�]![-\�R>g1YF^>h)_?Y;U1\!f�S?T�_?T�g5hxg1\
S?[>T , g5R�[/hx[/d�T�{oS�\)S?R>_5WZg5h�jXd�]>\>g1\![>_1Y5[-\!]!`tYXi;[-nuTVd�]!T .
�eg5Y;U1\/d�Q5R>_?\!{�\!��]/dom;[�f�\!{VU5j$f�R>c1g5R/nKd�TVb5]!R/U5Tsf�\!{VU5j$f�R>c1g5R>{VR�do_?\>w1d�\ , ]!ReT�d�]!`e]>\>n , {oS?T boot0 YX_?Y;_1�e^/\�m
S?U5j${V\!m;Q5U5R>{VU1\>n7n7\�Y5f MBR R>WZY$S*\!TV]�g1\>w5]!Y<Q5U5R>{VU1\>n7nuj , b1R>]!R/U5j$� d�_1ToS?j$TV]�fV\>Q5jXd�]!Y5]>`�S1_1mFQ5U5R!S?R!_5WZTVg5Y5T
Q5U5R>}1TVd�dV\�f�\!{�U1j-fVb5Y .

	 \!w5_1h�[�b?\!]>\!_1R>{VT /boot m5[!_5m5�e]>dom<b5R>Q5Y5m1nuYFU5T�\�_1`/g5h)i v \>wX_1R/[ , b5R/]!R>U5htTsiXU1\!g5m5]>dom
[>g5T v \!wX_1R/[>R/w;d�Y1d�]!TVnuh FreeBSD.

boot1 R/c5T�g1`�Q5U5R-d�] , ]>\!b<b1\!b<R>g;]!R>WZTynuR>W�TV]�Y1nuTV]!`lU1\!f�nuT�U , g5TyQ5U5TV[>hta%\!���<Y5w 512 ^/\>w5] , Y<f�g1\>T�]
S?R/d�]>\!]!R/c5g5ReR �;���<.-�z��"?��./� FreeBSD, i$U?\!gXm5�<T�w;Y5g v R>U1n7\>}5Y5��Rkdo_*\!w1d�T , S1_1m;]!R>{VR , c5]!R/^>h�g?\!w5]!Y<Y
fV\!Q1j$d�]!Y5]!` boot2.

boot2 jXd�]!U5R>TVg;g5T�d�b5R>_1`>b5Re^>R>_1T�Tzd�_1R!WZg5R , YFjXnuTVT�]�U?\!^>R/]>\!]>`ed v \>wX_1R/[>R>w;d�Y1d�]>TVnuR>w FreeBSD [eR>^ � �VnuT ,
S?R/d�]>\!]!R/c5g5R-npS1_5mFg1\!iXR!W%S?T�g1YXm;[�g5TVw v \>wX_1R>[ , Y<nuR>W�TV]�Q5U1ToS?R-d�]>\>[!_5m5]!`eQ5U5R/d�]!R>wFY5g5]!TVU v T�w1d�S1_5m<[>ht^>R/U1\tY
Q5T�U5T�S*\!c1Y;j$Q5U1\![>_1T�g1YXm3m$S?U5j3YX_?YFfV\>{�U5j$fVc5Y5b5j .

qy\>bFb1\>b;fV\>{�U5j$fVc5Y5b3jXd�]!U1R>T�gF{�R>U?\!foS*R�^>R>_1T�Tzd�_1R!WZg5R , YkS*\>T�]�j/S?R/^>g5htwFY;Q5U5R/d�]!R>w<d�Q5R-d�R>^�g1\>d�]!U5R>w1b5Y;Q5U5R/}5TVdVd�\
fV\!{VU5j$f�b5Y , boot2 R/^>htc5g1R�fV\>Q5jXd�b1\>T�]�TV{�R , R�S?g?\!b5R�U?\!g5`/aFTzTV{�RefV\=S�\!c5TVw;^>h)_Ff�\!Q5jXd�b;g5T�Q1R/d�U1ToS*d�]![>TVg5g5RedV\>nuR/{�Rm$S?U1\ .
� 


�
� ��


12-2. � ��
 � � � ��� ��
 � � � boot2

>> FreeBSD/i386 BOOT
Default: 0:ad(0,a)/kernel
boot:
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+zdo_1Y<[/\/nKb5R>{�S*\ - _1Y5^/R�Q5R>g?\=S?R/^>Y5]>d�m;fV\/nuT�g5Y5]>`�jXd�]>\>g5R>[>_1T�g1g5htT boot1 Y boot2, ]>ReY1d�Q5R!_?`>f�j$w5]>Tzj$]!YX_1Y1]!j
disklabel(8):

# disklabel -B diskslice

�?S?TVd�` diskslice m5[!_5m5�e]>dom;S?Y1d�b1R/nKY<d�_?\!w?d�R/n , dsb5R/]!R>U5h)i3[/hxfV\!{VU5j-W \!T�]>TVd�` , ]>\!b1Y5T , b?\!b ad0s1 [ld�_1j$c1\!T
Q5T�U5[/R>{VR�do_?\>w1d�\�g1\�Q1T�U5[/R/npS?Y1d�b5T IDE.

�5� � � � Dangerously Dedicated: �������e��� ���V���� 
 2¤��¢¥��¢7����� 
���� �>�:0t� ���V�o� , �)��� �!�*¢��o� , ad0, �z���>�?���o�-¢
disklabel(8) ��� � � 2¤�$�o� �V��¢+� ���V�y�s��¢¤£ �>�?¢ ���!�V���1°T2��!����G4 � ���V���� 
 2 �>��� � ��0 , ¡�¢ 2I���/��´;���/� . ¯?��� , �V� �/��¢�¢z�2��¢64 � , ���/����¢
����� , ³����l���7���������¢9�¤�-¢��/����
 , ���!�)³����y�1�¥��£z�?� ����/�¥¢V� 
¤��¢y���!�����?¢¥�=���P� �/�?� �o�?� disklabel(8), ����¢ £s�-¢ , ³V¢V������£y����

Return.

12.3.3. � ��"#�! �� ���#��� , /boot/loader
~kT�U5T�S*\!c1\�j-Q1U1\![>_1T�g5Y5m;fV\!{VU5j$f�c5Y1b5jlm5[!_5m5TV]>domFQ1R/do_?ToS?g5Y?n , ]!U5TV]!`>Y1n r�]>\>Q5R/n�[eQ5U5R/}5TVdVd�Tzg?\!c1\!_1`>g5R/w3fV\>{�U5j$f�b1Y ,
\�d�\/nKfV\>{�U5j$f�c1Y5bFg1\!iXR�S?Y5]/dom;[ v \>wX_1R/[>R>w;d�Y1d�]>TVnuT , R>^/htc5g5R�b1\>b /boot/loader.

�'\!{VU5j$f�c5Y5b;m5[!_5m5TV]�d�R/^>R>wFj>S*R>^>g1htw;[�Y1d�Q5R!_?`>f�R/[/\>g5Y5Y3Y5g1d�]!U5jXnuT�g1]�S1_1mFg1\>d�]!U5R/w5b5Y;Q5U1YFQ5R-nuR>�FY<Q5U5R-d�]!R/{�R
g1\!^/R>U1\tb1R/n7\!gXS , j$Q5U1\>[!_5m5T�nuR>{�R�^>R!_?T�TsnuR/�Fg5h�nKY1g5]!T�U1Q5U5T�]/\!]!R/U5R/n ds^>R>_1T�Tsdo_1R>W�g1h�n�g1\!^/R>U5R-nPb5R/n7\>g$S .

12.3.3.1. ��A:C ��JB>1>�AL=?H:CL@ � X1=LN6ALZGX � �FG=
�sR�[>U5T�n+m;Y5g5Y5}5Y?\�_1Y5f�\!}5Y1YFfV\>{�U5j$fVc5Y5b;Q5ht]/\!T�]/dom;Q5U5R/Y5f�[/TVd�]!Y;Q5R/Y1d�b;b1R>g1d�R!_1Y , S*Y1d�b5R/[�Y;R/Q5U5ToS*T�_1Y5]>` , dsb1\!b1R>{�R
S?Y1d�b?\�R>g<^>h)_Ff�\!Q5j$�<T�g . 'sR/R>]![/T�]>d�]![>j$�e�FY1nKR/^>U1\>f�R/nPR/g;fV\�S*\ ��]ef�g1\>c5T�g1YXm;Q5T�U1TVnuT�g1g5h)i;YFf�\!Q5jXd�b?\!T�]
Y5g5]!TVU5Q5U5TV]>\!]!R/U , b1R>]!R/U5R/nuj3nuR>{Vj$]�Q5TVU5ToS*\>[/\>]!`/d�mkQ1R!_1`/f�R>[-\!]!T�_1`/d�b5Y5T�b1R/n7\!g$S*hxb1\!b<Y5fsd�b5U5Y5Q5]/\ , ]/\!bFY<[
Y5g5]!TVU1\!b5]>Y5[>g5R-n�U5T�W�Y?nuT .
�'\!]!T�nKfV\>{�U5j$f�c1Y5bFc5Y1]>\!TV] v \!w5_ /boot/loader.rc, b5R/]!R>U1htwFQ5Rej$nuR>_1c1\>g5Y5� Y1d�Q5R>_1`>fVj$T�] v \>wX_
/boot/defaults/loader.conf, jXd�]>\!g1\>[!_1Y1[/\!�e�FY5w3Q1R�S1iXR�S?m5�FY5Tsf�g1\>c5T�g5Y5m;Q5RejXnuR>_1c1\!g1Y5�xS1_1m
Q5T�U5T�nuT�g5g1h)i;YFc5Y5]/\!T�] v \!wX_ /boot/loader.conf S1_5mFY1fVnuT�g1T�g5YXm<[�r�]>YXi;Q5T�U1TVnuT�g1g5h)i . �'\>]!TVn�dzr�]!Y?nuY
Q5T�U5T�nuT�g5g1h�nuYFU1\>^>R>]/\!T�] loader.rc, f�\!{VU5j-WZ\>���<Y5w;[>ht^/U1\!g1g5htTznuR�S*j/_?YFY;m$S?U1R .
( g1\!b5R/g5T�} , Q5R�jXnuR>_1c1\!g1Y5��f�\!{VU5j$f�c5Y5bF[>hyS?TVUXWZY5[/\>T�] 10- d�T�b5j$g$S?g1j-��Q1\!j$fVj , R>WZY$S*\�m;g?\�W \!]!Y5mFbX_?\>[>Y5a<Y , Y
fV\!{VU5j-W \!T�]�m$S?U5R , TVdo_?YFr�]>R>{�Reg5TyQ5U5R>Y1f�R>aF_1R . +zd�_1YFR>WZY$S*\!g1Y5Tz^/h)_1R�Q5U1T�U5[-\!g5R , Q5R!_?`>f�R/[/\>]!T�_1��[>hyS*\>T�]>d�m
Q5U5Y5{�_?\!a<T�g5Y5T , b5R/]!R>U5R/Tz[/R/d�Q1U5Y5g5Y1n7\>T�]�Q1U5R/d�]!R>w<g1\!^/R>U3b5R-n7\!g$S , [lQ5R-nuR>�F`/��b5R/]!R>U1h)ikQ1R!_1`/f�R>[-\!]!T�_1`�nuR!WZTV]Y5fVnuTVg5Y5]!`lf�g1\>c5T�g1YXm;Q5T�U1TVnuT�g1g5h)i , [>ht{VU5j$f�Y5]>`�[/d�TsnuR!S?j-_1Y , f�\!{�U1j-fVY5]!`lnuR�S?j-_1Y;Y<R>b5R/g5c1\>]!T�_1`/g5R�Q5U1R�S?R>_5WZY5]!`
Q5U5R>}1TVd�dzfV\>{�U5j$f�b1Y;YX_1Y<Q5T�U5TVfV\>{�U5j$f�Y1]!`en7\>aFY5g5j .

12.3.3.2. �%>5@BA:CLJ?KEK ��J�FGC��
=LKLQ � X1=LN6ALZGX � �FG=
* \�_1TVTzdo_1T�S?j$��]lg1\!Y1^>R!_?T�T�c1\/d�]!ReY1d�Q1R!_1`/f�j$TVnuhtTsb5R/n7\>g$S?h�f�\!{�U1j-fVc5Y5b1\ . ~kR!_1g5R/T�R>Q1Y1d�\>g5Y5Tz[-d�T�ikY?nuT����<YXi5dom
b5R/n7\>g$S%nuR!WZg5Rlg1\>w5]!YFg?\�d�]>U1\!g5Y1}5Tyd�Q5U1\>[>b5Y;Reb5R/n7\>g$S?T loader(8).

autoboot �	����&$�	
,+
~kU5R�S*R!_5W \!TV]�fV\>{�U5j$fVb5j�m$S*U1\ , T�do_1Y<g5Ty^>j/S?T�]eQ5U5TVU5[/\>g;[�]!TVc5T�g1Y5Tsj$b1\>fV\!g1g5R>{VR�[ed�T�b5j$g$S*\!i3Q5U5R/nuT�WZj-]>b1\
[>U5T�nuT�g5Y . �egF[/ht[>R�S*Y5]�d�c1T�]!c5Y1b , YFQ1R�jXnuR!_1c?\!g5Y5� [>hyS*T�UXWZY5[-\!T�]/dom;Y5g5]>T�U5[-\�_F[ 10 d�T�b5j$g$S .
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boot [- �	��� ��� �%����+ ] [ ����� �#
)� � ]

~kU5R�S*R!_5WZY5]!`eQ5U5R/}5TVdVd�fV\>{�U5j$fVb5Y;j$b1\!f�\!g5g1R>{�R�m$S?U1\ , TVdo_?YFR>g1R�^>h)_1R�j-b?\!fV\>g5R , Y%dzj$b1\>fV\>g5g5h�nuY
Q1\!U?\>nuT�]>U1\>nuY , TVdo_?YFR>g1YF^>h)_?Y;j$b1\!f�\!g5h .

boot-conf

~kR>[/]!R>U5g1R�Q5U5R/[>TVd�]!Y;]!R/]�WZT)d�\>nuhtw<Q5U5R/}5TVdVdz\![/]!R/n7\>]!Y5c5T�d�b5R/w;g1\/d�]!U5R/w5b5Y%nuR�S?j-_1TVw;g1\eR/d�g1R>[>T
Q5T�U1TVnuT�g1g5h)i , c5]!Re^>h)_%Q5U5R>Y1f�[>T�S?T�gFQ5U5YFf�\!{VU5j$f�b5T . � ]>ReY1nuTVT�]kd�nuh�d�_ , TVd�_1Y3S*R�r�]>R>{�Re[>h�[/htQ5R!_?g5YX_1Y
b5R/n7\>g$S?j unload, Y5f�nuT�g5YX_?YFg5TVb5R>]!R/U5htTzQ1T�U5T�nuT�g5g5htT , g1\>Q5U5Y1nuTVU , g1\>Y5^>R>_1T�Tzc1\>d�]!RlnuTVgXm5TVnuj$� kernel.

help [ � ����� ]

�yht[>R�S<d�R>R/^>�FTVg5Y5w;Q1R�S*d�b1\!fVb5Y;Y5f v \!wX_*\ /boot/loader.help. +zd�_1YF[eb1\!c1TVd�]>[>Tz]>TVnuh�j$b1\>fV\>g5R�do_?R>[>R
index, ]!Re[/ht[>R!S?Y5]>d�mFd�Q5Y1d�R>b;Y?nuT����<YXi5domF]>TVn .

include � ��� .���-!�#� . . .

�yhtQ5R!_1g1Y5]!` v \>wX_<dsj$b1\!f�\!g5g5h�nKY?nuT�g5T�n .
	 \!wX_�d�c5Y1]!ht[/\>T�]>d�m3Y<T�{VRed�R!S?T�U5W�Y?nuR>TyY5g5]!TVU5Q5U5TV]!Y5U5j$T�]/dom

d�]!U1R>c5b1\�fV\ed�]!U5R/c5b5R/w . �ea<Y5^>b1\�Q5U5Y5[/R�S?Y5]ebFg5T�nuToS1_?T�g5g5R-nuj3Q5U5TVb5U1\!�<T�g5Y1��[/h)Q1R!_1g5TVg5YXm;b5R-n7\!g$S*h
include.

load [-t � ��� ] � ��� .#�0-!�#�
�'\!{VU5j-W \!T�]�m$S?U5R , nuR�S?j-_1`�m$S?U1\�Y5_1Y v \>wX_<j$b1\>fV\!g1g5R>{VRt]!Y5Q1\ldzj$b1\>fV\!g1g5h�nKY1nuT�g1TVn . �)d�Ts\!U1{�jXnuT�g5]>h
Q5R/d�_1TzY?nuT�g5Y v \!wX_?\�Q5T�U1ToS*\>��]>d�mF[ v \>wX_ .

ls [-l] [ �*�)��� � &�� ]

�yht[>R�S*Y5]�d�Q1Y1d�R/b v \!wX_?R>[�Q5Rlj$b1\!f�\!g5g1R/nujkn7\!U5a<U5j$]!j3YX_1Y<[�b5R/U5g5T�[/R/nKb1\>]>\�_?R>{�T , TVd�_1YFn7\!U1aFU5j$]�g1Ts^/h)_
j$b1\!f�\!g . +zd�_1Y%j-b?\!fV\>g3Q1\!U?\>nuT�]>U -l, ^>j/S?j$]e[>ht[>R!S?Y5]!`-dom3YFU?\!fVnuTVU5h v \!w5_1R>[ .

lsdev [-v]

�yht[>R�S*Y5]>domFd�Q5Y1d�R>b;[-d�T�i3jXd�]>U5R>w1d�]![ , dzb5R/]!R>U1h)i3nuR/{�j$]�^/ht]!`�f�\!{�U1j/WZTVg5h�nuR�S?j-_1Y . +zd�_1YFj$b1\>fV\!g
Q1\!U?\>nuT�]>U -v, [>ht[/R�S?Y1]>domkS?R/Q5R!_?g5Y5]!T�_1`>g1\!m3Y5g v R>U?n7\!}5YXm .

lsmod [-v]

�yht[>R�S*Y5]�d�Q1Y1d�R/b;fV\>{�U5j-WZT�g5g1h)i3nuR!S?j-_1T�w . +zd�_1YFj$b1\>fV\!gFQ1\!U1\/nuT�]!U -v, ]!Rl[>ht[>R!S?Y5]>d�mlS?R>Q5R>_1g5Y5]>T�_1`/g1\�m
Y5g v R/U1n7\!}5Y5m .

more ���#� .#��-��#�
�yht[>R�SFj$b1\>fV\>g5g5R>{VR v \!w5_?\�dzQ1\!j$f�R/w;Q5U5Y<[>ht[/R�S?T�b?\�W%S?R>w%d�]!U1R>b5Y LINES.

reboot

�yhtQ5R!_1g1Y5]!`�g1TVnuToS?_1T�g5g1j-� Q5TVU5T�f�\!{VU5j$f�b5jkn7\!a<Y5g5h .

set �0� � ��� ���	�	� �
set �0� � ��� ���	�	� � = ���	�#(����0���

�'\=S�\!T�]�f�g1\>c5T�g5Y5m;Q5T�U5T�nuT�g5g1h)i;R>b5U5j-WZT�g1YXmFfV\>{�U5j$fVc5Y5b1\ .
unload

� S*\!_1T�g1Y5TsY1fzQ1\/n+m5]!Y<[-d�T�ilf�\!{�U1j/WZTVg5g5h)i;nuR�S?j-_1TVw .
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12.3.3.3. ��A� � J?A�� E>GRLC����1X1C�I =:K�MP�X =?N.A?ZGX � �FG=
�sR/]�g5T�d�b5R>_1`>b5ReQ5U5Y1nuTVU5R>[eQ5U1\>b5]!Y5c5T�d�b5R/{�ReY1d�Q5R>_1`>fVR>[-\!g5YXm3f�\!{�U1j-fVc5Y5b1\ :
• �k]!R/^>hxQ5U1R/d�]>R�fV\>{�U5j$fVY5]!`�[-\!a<T7m$S?U5RlR>^/htc5g5h�nKR>^/U1\!fVR/n , g5Re[eR!S?g5R>Q1R!_1`/f�R>[-\!]!T�_1`/d�b5R/n U5T�WZY1nuT :
boot -s

•
* _5m;[/ht{�U5j$fVb5Y;R>^/htc5g5h)ikm$S?U1\�Y<nuR!S?j-_1T�w , \�Q5R/]!R/n�Q5U5R/d�]!R�f�\!{�U1j-fVY5]!`e[/\!a<Tzd�]/\!U5R/T ( YX_1YkS*U5j${�R>T ) m$S*U5R :
unload
load kernel.old

�yh�nuR!WZTV]!TsY?d�Q5R>_1`>fVR>[/\>]!` kernel.GENERIC S?_5mFR>^/R>fVg1\!c5TVg5YXm;d�]/\!g$S*\>U5]!g5R/{�R�m$S?U1\ , Q5R/d�]>\![>_5m5TVnuR/{�R�g1\
jXd�]/\!g5R/[>R>c1g5R/n S?Y1d�b5T , YX_1Y kernel.old S1_1mFR>^/U1\!�<T�g5YXm3b<U1\!g5TVTzjXd�]/\!g5R/[!_1TVg5g5R/nujlm$S?U1j ( Q5R-do_1Ts]!R>{VR , b1\>b ,
g1\>Q5U5Y1nuTVU , [/hxR>^/g5R>[/YX_1Y3YX_1Y<R>]!b1R>g v Y5{Vj$U5Y5U5R/[/\�_?Y3g5R>[/R>T7m$S?U1R ).

, �!�'�.-!�=� � � : � �1032��549�o�62V� ���¥� � �O7 ��¡>� ³����:7k� �V�>���/¢V´/�+�?�o�54��!�0��1��/� ���V���� 
 2¤��´���¢7���!���V¢y���/�?� �o�?� :

unload
set kernel="kernel.old"
boot-conf

•
* _5m;f�\!{VU5j$f�b5YFd�b5U5Y5Q1]>\�b5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\ ( \![/]!R/n7\>]!Y5fVY5U5R>[-\!g5g1htwkd�b5U5Y5Q1] , b5R/]!R>U1htw;[>htQ5R>_1gXm5TV]�]!R , c5]!R
[/hxR>^>htc1g5R)S?T�_?\!TV]!Ts[eb5R>g v Y5{�j$U1\>]!R>U5Tzm$S?U1\�[>R�[/U5TVn+m<fV\!{VU5j$f�b5Y ):

load -t userconfig_script /boot/kernel.conf

12.4. ��O�E I � L
���<J �)G�FI
� � � ��DFL � ��L �;D ��� � O�E � D 	kO;HFI
| \!b;]!R>_1`>b1R�m$S?U5ReR>b1\!WZT�]>d�m;fV\!{VU5j-WZT�g5g5h�n�Q5U5YFQ1R/nuR>�<Y;fV\>{�U5j$fVc5Y5b1\ ( R/^>htc5g5htw;d�Q5R/d�R>^ ) YX_1Y boot2 ( nuY1g5j-m
fV\!{VU5j$f�c5Y1b ), R/g5R�Q5U1R>[>TVUXm5T�] v _?\!{VY3fV\>{�U5j$f�b1Y , TVd�_1YFR/g5YFT�d�]!` , Y3S?TVw1d�]>[>j$T�]ld�R>R/]![>TV]>d�]>[>j$���<Y1nKR>^/U1\!fVR/n .

12.4.1. � �
� �: ��� �L� 	 ���� � �����
�sR/]�g1\>Y5^>R>_1T�Tsc1\>d�]!R�Y1d�Q5R!_?`>f�j$T�nuhtT v _?\>{�Y;f�\!{�U1j-fVb5Y :

-a

[>Re[>U5T�n+m;Y5g5Y5}5Y?\�_1Y5f�\!}5Y1Y;m$S?U1\�fV\>Q5U1\!a<Y5[/\>]!`�jXd�]>U5R>w1d�]![>R�S1_5mFTV{�RlnuR>g5]!Y1U5R>[-\!g5YXm;[lb1\>c5TVd�]![>Tsb5R>U5g1T�[>R/wv \!wX_?R>[>R/w3d�Y1d�]!TVnuh .

-C

fV\>{�U5j$f�b?\�dzb1R/nuQ1\>b5] - S?Y1d�b?\ .
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-c

fV\>Q5jXd�]!Y5]>` UserConfig S1_5mFb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\�[/R�[/U5TVn+m;f�\!{�U1j-fVb5Y
-s

Q5R/d�_1Tzf�\!{VU5j$f�b5Y;Q1T�U5TVw5]!Y%[�R�S*g5R>Q5R>_1`>fVR>[-\!]!T�_1`/d�b5Y5wkU5T�WZY1n
-v

[>Re[>U5T�n+m;fV\!Q1j$d�b1\tm$S*U1\�[/ht[>R�S*Y5]!`�^/R!_1TVT�Q5R!S?U5R>^/g5j$��Y5g v R>U1n7\>}5Y5�
, �!�µ�.-���� � � : ���¥��
 �s�1�o�54���¢7² �-�54�� 2��149�o�62V��� , �V¡/�������V��¢���
)�I�¤�=����� �!±�¢I�V�����!���/³�� �!�o�t�� boot(8) ��� 03���M0�����¢�� ��0����?��V¡���/´ ����²��/���?��±������� � �!� .

12.5.
� I �3G� 	��)G<DFLKJY�tG��

� ��.-��� B����V���=���%�> �"-# Tom Rhodes.

, �!�µ�.-���� � � : ¯?���s²s� ����±���03��� ���¤�����¥�=� ��¢¥�s������
V� �l� � FreeBSD 5.0 ��������/¢¤�>��°z ��O7l�¥¢V�����0 7 , �� ��¢y� ¡ ���/¢�¢)��� � � �O7 .

�sRe[>U5T�n+m;g1\!c?\�_1`/g5R>{VR�fV\>Q5jXd�b1\ed�Y1d�]!TVnuh�f�\!{VU5j$f�c5Y5b loader(8) Q5U1R>Y5fV[>R�S*Y5]�c5]!TVg5Y5T v \!w5_?\ device.hints(5). �
r�]!R-n v \!wX_?T�iXU1\!g1Y5]>dom;g1T�R>^>iXR�S?Y1n7\!mkS1_5m;f�\!{�U1j-fVb5Y;m$S*U1\�Y5g v R>U1n7\>}5YXm , fV\�S*\![-\!T�n7\�mk[e[/Y$S?TzQ1T�U5T�nuT�g5g5h)i ,
b5R>]!R/U5j$��Y5g1R>{oS�\�g1\>f�ht[/\>��]tiXY5g1]>\>nuY;S1_5mFjXd�]>U5R>w1d�]![ (”device hints”).

� ]!Y ” i$Y1g5]!h�jXd�]>U5R>w1d�]![ ”
Y1d�Q5R>_1`>fVj$��]>d�mkS?U1\!w1[>T�U?\>nuY;jXd�]>U5R>w1d�]![�S1_5mFYXi3b5R/g v Y5{Vj-U?\!}5Y5Y .

��Y5g5]>h S1_5mFjXd�]!U5R>w?d�]![knuR>{Vj-]e^>ht]!`e]>\!b5W�TyfV\�S*\!g1hx[�Q5U5Y1{�_?\>aFT�g1Y5YFg1\>c1\�_?`>g5R/{�RtfV\>{�U5j$fVc5Y5b1\S's]>\=S?Y1Y 3.
~kT�U5T�nuT�g5g5htTynuR>{Vj-]e^>ht]!`�S?R>^-\![>_1T�g5h Q5U1YFQ5R-nuR>�FYFb5R/n7\>g$S?h set, j/S*\!_1T�g5hxQ1R/d�U1ToS*d�]![>R-n unset Y
Q5U5R/dVnuR>]!U1T�g5h�b1R/n7\!gXS?R>w show. � rV]!R>]lnuR/nuT�g1]lnuR/{�j$]�^>ht]>`e]>\>bXWZTzQ5TVU5T�R/Q5U5T�S?T�_1TVg5h�Q5TVU5TVnuTVg5g5htT , fV\�S*\!g1g5htT
[ v \!w5_1T /boot/device.hints. �eY5g5]!h�S1_5mFjXd�]!U5R>w?d�]![ , [>[>T�S���g1g5htTz[eg1\!c1\!_1`>g1R/nKfV\>{�U5j$fVc5Y5b5T , g5T
d�R!iXU1\>gXm5��]/dom , Y<Q5U5Y<d�_1ToS*j-�e�FTVw;Q5T�U1T�fV\>{�U5j$fVb5Tz^/j>S*j-]ej$]!T�UXm5g1h .

~kR/do_?T�fV\>{�U5j$f�b1Y<d�Y?d�]!T�nuh S1_5mF[/hyS*\!c1Y;f�g1\>c5T�g1Y5w;[/d�T�i3Q5TVU5TVnuTVg5g5h)iFnuR!WZg5Rl[>R-d�Q5R>_1`>fVR>[-\!]!`-domeb1R/n7\!gXS?R>w
kenv(1).

'sY5g5]>\>b1d�Y5c1TVd�b1YF[ v \>wX_1T /boot/device.hints [�b1\!W%S?R>wFd�]!U5R/b5TsR/Q5U5T�S?T�_5m5TV]>dom<Q5R�R!S?g5R>wFQ5T�U5T�nuT�g5g1R>w , [
b1\!c5T�d�]![/TsnuTV]!b5Y%g1\!c1\!_?\tb5R-n7nuT�g5]/\!U5YXm<Y1d�Q5R>_1`>fVj$T�]>d�mFd�]>\>g$S*\!U1]!g5htw�d�Y1nu[/R!_ ”#”. 's]!U1R>b5Y%d�]!U5R>m5]>dom
do_1T�S?j$���FY?n�R>^/U1\!fVR/n :

hint.driver.unit.keyword="value"

'sY5g5]>\>b1d�Y1d�S1_5m<g1\!c1\!_1`>g1R>{�Rtf�\!{VU5j$f�c5Y5b?\)'s]>\�S?Y5Y 3 ]>\!b1R>[ :
set hint.driver.unit.keyword=value

driver R/Q5U5T�S?T�_5m5TV]�Y1n+mFS?U1\!w1[>T�U?\tjXd�]!U5R/w1d�]>[/\ , unit d�R/R>]![/T�]>d�]![>j$T�]�Q5R>UXm$S*b5R>[/R/nujlg5R/nuTVU5j;nuR�S?j-_5m
j$d�]!U5R/w1d�]![-\ , \ keyword m5[>_5m5T�]/domFbX_?��c5TV[>h�n�d�_1R>[/R/nPiXY5g5]>\ . � b1\>c5TVd�]![>TsbX_1��c1T�[>h)i;d�_1R>[lnuR>{�j$]
Q5U5Y1nuTVgXm5]!`/d�m<do_?ToS?j$���<Y5TyR>Q5}5Y1Y :
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• at: fV\�S*\ �V]�aFY5g1j , bFb5R/]!R>U5R/w;Q5R!S?bX_1�ec5T�g5RejXd�]!U5R/w1d�]>[>R .
• port: fV\�S*\ �V]�g1\!c?\�_1`/g5htwF\=S*U5TVdzY1d�Q5R>_1`>fVj$TVnuR>{VR)S?Y1\>Q1\!fVR>g1\�[>[>R!S*\ / [>ht[/R�S*\ (I/O).

• irq: fV\�S*\ �V]�Y1d�Q1R!_1`/f�j$TVnuhtw;g1R/nuT�U<fV\>Q5U5R/dV\tg1\eQ5U5TVU5ht[/\>g5Y5T .
• drq: fV\�S*\ �V]�g5R/nuTVUFb1\>g1\�_*\ DMA.

• maddr: fV\=S�\ ��] v Y5f�Y5c1TVd�b1Y5w<\�S?U5TVdzQ1\>n+m5]>Y , f�\!g5Y1n7\>TVnuhtw;jXd�]!U5R>w?d�]![/R/n .

• flags: j$d�]>\!g?\![!_?Y5[/\>T�]tU1\>f�_1Y5c1g5htTz^/Y5]!R>[/htT v _?\>{�YkS?_5mFjXd�]!U1R>w1d�]![/\ .
• disabled: T�do_1Y<jXd�]>\>g5R>[>_1T�g5R�[�f�g?\!c5TVg5Y5T ”1”, ]!Rej$d�]!U5R/w1d�]![/R�g5TyY1d�Q5R!_1`/f�j$T�]/dom .
* U1\!w5[/T�U5h jXd�]>U5R>w1d�]![knuR>{�j$]eQ5R�S5S*T�UXWZY5[-\!]!` ( Y3S�\�WZTz]!U1T�^>R/[/\>]!` ) S?U5j${�Y5TsiXY5g5]!h , foS?T�d�`�g1TsQ5TVU5T�c1Y1do_1TVg5g5htT ,Q5R>rV]!R/nujkU5TVb5R/nuTVg$S?j$T�]>d�mFQ5U5R-d�n7\>]!U5Y5[-\!]!`ld�Q5U1\>[>R/c5g5htTzd�]!U1\!g1Y5}5h�Q5Rlr�]>Y1nPS?U1\>w5[>TVU1\>n .

* _1m;Q5R!_1j$c5TVg5YXm
S?R>Q5R>_1g5Y5]>T�_1`/g5R>w;Y1g v R>U1n7\>}5Y5Y;R/^>U1\>]!Y5]!T�d�`eb<d�]>U1\!g5Y1}1\>n�d�Q5U1\>[>b5Y;Q1R device.hints(5), kenv(1), loader.conf(5) Y
loader(8).

12.6. Init: I � I � I�E �xI�O�E � I � 	
�ZDFE�� � � � I � �ZDFL � �S�
�tE�� I
~kR/do_?T�]!R>{VR , b?\!b;m$S*U5R�f�\![>TVU5aFY1]�fV\>{�U5j$f�b1j , R/g5R�Q1T�U5T�S*\!TV]�j$Q5U1\>[!_1TVg5Y5T�Q5R>_1`>fVR>[-\!]!T�_1`/d�b5R/nujeQ5U5R>}1TVd�d�j init(8),
b5R>]!R/U5htw;U1\/d�Q5R>_1R!WZTVg;[ v \>wX_1T /sbin/init YX_1Y<[ v \>wX_1T , n7\>U5aFU1j-]ebFb5R/]!R>U1R/nujkj$b1\!f�\!g;[eQ5T�U5T�nuT�g5g1R>w
init_path ������������ ����� .

12.6.1. � ��� � " ��� � ���#�
$Y���! 	�" �����3� �U"��U" ��� �L��	 ���� 
~kU5R>}5T�d�d�\>[>]!R-n7\!]!Y1c5TVd�b5R>w;Q1T�U5TVfV\!{VU5j$f�b5YFQ5U5R>[/T�UXm5TV]�}5T�_1R/d�]!g5R-d�]!`eY1nuT��e�FYXi5dom v \!wX_1R/[>h)i3d�Y1d�]!TVn . +zdo_1Y<r�]!R
g5Ts]/\!b , Y<j$]!YX_1Y5]/\ fsck(8) g5T)nuR!WZT�]eY1d�Q1U1\![/Y5]!`�Q1R!_1R>W�TVg5Y5T , ]!R init(8) Q1T�U5TV[>R�S*Y5]ed�Y1d�]!T�nuj3[
R�S?g5R/Q5R!_?`>f�R/[/\>]!T�_1`-d�b5Y1wlU1T�WZY1nPS1_1mF]!R>{VR , c1]!R>^/h�d�Y1d�]!TVnug5htw�\=S�nuY5g5Y1d�]!U1\!]>R>U<dV\>nKU1\>f�R/^>U1\!_?dom;d
[>R>fVg5Y5b1\>���<Y1nuY;Q5U5R/^!_1T�n7\>nuY .

12.6.2. � � �U�
�U����� �������U� " �������� �� �U" �  �$
� rV]!R>]eU5T�WZY1n nuR!WZg5ReQ5T�U5TVw5]!Y%[>R�[/U5TVn+m<Q5U5R>}1TVd�dV\�\>[>]!R-n7\!]!Y5c1TVd�b1R>w;Q5TVU5T�f�\!{VU5j$f�b5Y , Q1U5YFU5j$c5g1R>wFf�\!{VU5j$f�b5Tyd
Q1\!U1\/nuT�]!U1R/n -s YX_?YFfV\�S*\!g1Y5TVnKQ5TVU5TVnuTVg5g5R/w boot_single S1_5mFQ5U1R>{�U?\>n7nuh loader.� ]!R>]eU5T�WZY1n�nuR>WZT�]�^/ht]!`l]>\!bXWZTy[>htfV[/\!g3f�\!Q5jXd�b5R/nKQ5U1R>{�U?\>n7nuh shutdown(8) ^>TVfzQ1\>U1\>nuTV]!U5R/[�Q5TVU5T�f�\!{�U1j-fVb5Y
(-r) YX_1Y%R/d�]/\!g5R/[/\ (-h) Y5f)nug5R/{�R>Q1R!_1`/f�R>[-\!]!T�_1`/d�b5R>{VRsU1T�WZY1n7\ .
+zdo_1Y<U5T�WZY1nKS?R/d�]!j$Q1\�b%d�Y1d�]!TVnug1R>wFb1R>g1d�R!_1Y console jXd�]>\>g5R>[>_1T�gF[ v \!w5_1T /etc/ttys [ insecure, ]!R
d�Y1d�]!TVn7\e[>ht[/ToS?TV]�fV\>Q5U5R/d�g1\�[/[>R!SFQ1\!U5R>_5m;Q5R>_1`>fVR>[/\>]!T�_1m root Q1T�U5T�S%Q5TVU5T�iXR�S*R/nK[�R!S?g5R/Q5R!_1`/f�R/[/\!]>T�_1`-d�b5Y5w
U5T�WZY1n .

� 

�
� ��


12-3. �
� � ��� ����� �� � � ��������� ��� � /etc/ttys

# name getty type status comments
#
# ��	 � ����� 
�	������ ��� ��������
�������� "insecure", 
�� init ��������
 ��������� ��� ����
� �����������
# ����������������
������ root ����� ������� ��� ��� � � �
�������������������
�������	 � ��� ������� � .
console none unknown off insecure
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, �!�µ�.-���� � � : �7¡ � 2����!³V¢�� �V¢y� ���� ��� ���o��� insecure � 2�����³���¢¥� , ³����k�V�8�V³��V����¢¥��¢�² �.2��!³V¢2�V���>´z�����¥�������y� ���� ��� �
��¢ 2¥�> ��>  	�� ��� � , �!7���������¢ , ³�����¡/� ������
V� �)����� , ������2�����¢¥�t���������
������
 2��/�¥����¢��10 root, � � 4 �����������
 2��/�¥����
�� 0
��� ��>�����
 2��/�¥����¢���
��V� �!� ��¢¤£ �>� �>� , �� �¤��� ��¢�2����!³���� , ³����k�V��7���������¢�����¡ �V������
J�y������ ����
�° ��¢¥¡�¢ 2 �>���������A�
�V��;� ��¡��/� . �A��� �!� �V¡/���62 �/� , ¢2�������V��7���������¢�����¡�����
2� 0 2��! ��>  	�� ��;�¥��� , ���o�62V�A����´���¢ insecure, � ��¢ secure.

12.6.3.
� �U� �1�
�U����� ���������#" �������� �� ��" �  �$

+zdo_1Y init(8) R/Q5U5ToS*T�_1Y5] , c5]!Rl[/\>aFY v \>wX_1R>[/htTzd�Y?d�]!T�nuh�g1\�iXR!S1m5]>dom;[eQ5R!_?g5R/n�Q1R>UXm$S?b1T , YX_?YFQ5R-do_1Ty]!R>{VR , b1\>b
Q5R!_1`/f�R/[/\!]>T�_1`t[/htw$S?T�]eY5fyR�S?g5R/Q5R!_?`>f�R/[/\>]!T�_1`-d�b5R/{�RyU5T�WZY1n7\ , d�Y1d�]!T�n7\�Q1T�U5TVw$S?T�]e[enug5R/{�R/Q5R!_1`/f�R/[/\!]>T�_1`-d�b5Y5w
U5T�WZY1n , U1\!^/R>]>\t[lb5R/]!R>U5R-nKg1\!c1Y5g1\!TV]>domFdsg1\/d�]!U5R/w5b5Y<U5TVd�j-U?d�R>[ed�Y1d�]!TVnuh .

12.6.3.1. <9=?>5@?ALCED�FG=�A?JB>5Z?A:>1CEI (rc)

'sY1d�]!T�n7\�g?\>d�]>U5R>w5b1Y;U5TVd�j$U1d�R/[ed�c1Y5]!ht[/\>T�]eg1\>d�]!U5R>w1b5Y , Q5U1Y1nuT�gXm5T�nuhtTsQ5RljXnuR!_1c?\!g5Y5� , Y5f v \!wX_*\
/etc/defaults/rc.conf, \�g1\/d�]!U5R/w5b5Y , d�Q5TV}5Y v Y5c5g1htT�S1_1mFb5R>g1b5U5T�]>g5R>w%d�Y1d�]!TVnuh , Y1f /etc/rc.conf, Q1R/do_?T
c5T�{VR�R/d�j$�FTVd�]![!_1m5T�]>d�mFnuR>g5]!Y1U5R>[-\!g5Y5T v \!wX_?R>[>h)i3d�Y?d�]!T�n , Q5TVU5T�c5Y1d�_1T�g1g5h)i;[ v \>wX_1T /etc/fstab, f�\!Q5jXd�b
d�T�]>T�[>h)i;d�_1j-W�^ , U1\>f�_1Y5c1g5h)i;d�Y1d�]!TVnug5h)i;S*\!T�nuR>g5R/[�Y , g1\>b5R>g5TV} , [/htQ5R!_1g1T�g5Y5Tyd�b5U1Y5Q5]!R/[ef�\!Q5jXd�b?\
S?R>Q5R>_1g5Y5]>T�_1`/g5R�jXd�]/\!g5R/[!_1TVg5g5h)ikQ1\!b5TV]!R>[ .
's]!U1\!g1Y5}1\�d�Q5U1\>[>R>c1g5Y5b1\�Q5R rc(8) m5[>_5m5T�]/dom;iXR>U1R>aFY?nKY1d�]!R/c5g5Y5b1R/n�Y5g v R>U1n7\>}5Y5Y;Rld�Y1d�]!TVnuT)g1\/d�]!U5R/w5b5Y
U5TVd�j-U?d�R>[ . ]>\!bFWZT , b1\>bFY<dV\>nuR-d�]!R>m5]!T�_1`/g5R>TzY5f�j$c5TVg5Y5T)d�b5U5Y1Q5]!R>[ .

12.7. � DFL � �S�
��L �)GlE �;L��FH<I �3I �)G���� �
�sRe[>U5T�n+m;b5R>g1]!U5R!_?Y5U5j$TVnuR/{�R�Q1U5R>}5T�d�dV\�R/d�]>\!g1R>[>b1Y;d�Y1d�]!TVnuh�c5T�U5TVfzj$]!YX_?Y5]!j shutdown(8) Q5U5R/{�U1\/n7n7\ init(8)
^>j/S?T�]�Q5ht]>\!]>`/dom<fV\!Q1j$d�]!Y5]!`kd�b1U5Y5Q5] /etc/rc.shutdown, Q5R-do_1Tsc5T�{VR�^>j/S?TV]�Q5R-d�h)_?\>]!`�[-d�T�nKQ5U5R>}1TVd�dV\>nd�Y5{Vg1\�_ TERM, \�fV\>]!TVn�Y KILL ]!T�n�Q5U5R/}5TVdVd�\/n , b1R>]!R/U5htTsTV� �sg5Tsf�\![/T�U5a<YX_1YFd�[>R>��U1\!^/R>]!j .
* _5m;[>htbX_?��c5TVg5YXm<n7\>aFY5g5h�d FreeBSD g1\�\>Q5Q1\>U1\!]!g1h)ikQ5_?\!] v R/U1n7\�i3Y%d�Y1d�]!TVn7\!i , b1R>]!R/U5htTsQ1R�S5S?TVUXWZY5[/\>��]
j-Q1U1\![>_1T�g5Y1Tzr�_?T�b5]!U1R>Q5Y5]/\!g5Y5T�n , Q5U1R/d�]>R�[>R-d�Q5R>_1`>fVj$w5]!TVd�`�b5R-n7\!g$S?R/w shutdown -p now S?_5mFg5T�nuToS1_1TVg5g5R/{�R
R>]!bX_?��c5TVg5YXmFr�_1T�b5]>U5R>Q5Y1]>\!g5Y5m . �k]!R/^>hxQ5U5R-d�]!ReQ5T�U1T�fV\>{�U5j$fVY5]!`ed�Y1d�]>TVnuj FreeBSD, [>R-d�Q5R>_1`>fVj-w1]!TVd�`tb5R/n7\>g$S?R>w
shutdown -r now.

* _5m;f�\!Q5jXd�b?\�b5R-n7\!g$S?h shutdown(8) [/\>n�g5T�R/^!iXR�S?Y?nuR�^>ht]!`eQ5R!_?`>f�R/[/\>]!T�_1T�n root Y5_1Y
cX_1T�g1R/n�{VU5j$Q5Q5h operator.

| U5R/nuTy]!R/{�R , nuR>WZg5R�]>\>bXWZTs[/R/d�Q5R!_1`/f�R/[/\!]>`/domlb5R/n7\>g$S*\/nuY halt(8) Y reboot(8),
Q5R!W \�_?j-w?d�]>\ , R>^>U?\!]!Y5]>TVd�`eb<d�R>R>]>[>T�]/d�]![/j-�e�FY1n�d�]!U1\>g5Y5}1\/n�d�Q5U?\![>b1Y;Y<d�Q5U1\![/R>c5g5R/wFd�]>U1\!g5Y1}5TzQ5Rlb5R-n7\!g$S?T
shutdown(8) S?_5mFQ5R>_1j$c5T�g5Y5m3S?R>Q1R!_1g5Y1]!T�_1`/g5R>wFY5g v R>U?n7\!}5Y5Y .

, �!�µ�.-���� � � : � �10t�������!� �/¢�� ��0 ���/¢V���=��>� ������� �V¢V�F�=��¢¥¡���¢¥��� 0 ������!³���¢y����/�-¢V�o£�� � acpi(4) �U0��1��¢ �� ���z�����-¢
2��549�o�o£)¢�� ��G4 �l� �V�>���103��� � ���V���� 
 2 �>��� � ��� FreeBSD 5.X, �z���10 FreeBSD 4.X ��¢ ��¡�7��V� �>�?�e����/�-¢V�o£��o� apm(4).
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Neil Blakey-Milner.

�%�&�'�� ����y(?�7�*,-����./"10k254�67.
: @ ��(1"?� �<��B-#*"?( .

13.1. C DFE3G<H<IKJML�N%O�LpD
FreeBSD Q1R>f�[/R!_5m5TV]tR�S?g1R>[>U1TVnuT�g1g5j$��U1\>^>R>]>jknug1R!WZTVd�]![/\�Q5R!_1`/f�R/[/\!]>T�_1TVw3g1\�R!S?g5R/n�b5R/nuQ5`/��]!TVU5T .� \!fVj$nuTVT�]>d�m , ]!R>_1`>b5ReR�S?Y1gFQ5R>_1`>fVR>[/\>]!T�_?`�nuR!WZT�]kd�Y$S*T�]!`efV\�b5_?\![/Y1\!]!j$U5R/w;YFQ5TVU5ToS�r�b5U?\!g5R-nK[�R�S*Y5g<nuR-nuT�g5]
[>U5T�nuT�g5Y 1, g5R�_1�e^>R/Tzb5R>_1Y5c5T�d�]![/R�Q5R!_?`>f�R/[/\>]!T�_1TVw;nuR!WZT�]�[>htQ5R>_1gXm5]!`eU1\!^>R/]!jlc5T�U5TVfyd�T�]!` . * _5m;Y1d�Q5R!_1`/f�R/[/\!g1YXm
d�Y1d�]!TVnuh�j3b?\�W%S?R>{VR�Q5R>_1`>fVR>[/\>]!T�_1meS*R!_5WZg1\�^>ht]!`ej-c1T�]!g1\!mFfV\>Q5Y1d�` .
~kR/do_?T�Q5U5R/c5]!T�g1YXm<rV]!R>w;{�_?\![/hx[>hx^/j>S*T�]!Tyf�g1\>]!` :
•
� \>f�_1Y1c5YXm<nuT�W<S*j3U1\!fVg5R>R/^>U1\>f�g5h�nuY3j$c5TV]!g5h�nuYFf�\!Q5Y?dom1nuYF[ld�Y1d�]!TVnuT FreeBSD.

•
| \>bkS?R>^-\![>_5m5]!`�j$c5TV]!g5htTyfV\!Q1Y1d�Y;Q1R!_1`/f�R>[-\!]!T�_1T�w .

•
| \>b;j/S*\�_5m5]>`�j$c5T�]>g5htTsf�\!Q5Y?d�Y;Q5R>_1`>fVR>[-\!]!T�_1T�w .

•
| \>b;Y5fVnuTVgXm5]!`�S*\!g1g5htTzj$c5TV]!g5h)i;fV\>Q5Y1d�T�w;Q5R>_1`>fVR>[-\!]!T�_1T�w , ]/\!b5Y5Tyb1\!bFQ5R!_1g1R>TzY?n+m<Q5R>_1`>fVR>[/\>]!T�_1m , Y5_1Y
Q5U1ToS?Q5R/c5Y5]>\>TVnuj$� R>^>R>_1R>c1b5j .

•
| \>b;jXd�]>\>g1\![>_1Y5[/\>]!`�R/{�U1\>g5Y5c5TVg5YXm;g1\�Y1d�Q5R>_1`>fVR>[-\!g5Y5TzU5TVd�j-U?d�R>[ , g1\!Q5U1Y1nuT�U<g1\�Y1d�Q5R!_?`>f�R/[/\>g5Y5T�Q1\/n+m5]!YFY
[/U5TVnuTVg5Y CPU S?_5mFj$c5T�]>g5h)i;fV\>Q5Y1d�TVw;YX_1Y<{�U5j$Q5Q<j$c5T�]!g1h)i;fV\!Q1Y1d�TVw .

•
| \>b;Y1d�Q1R!_1`/f�R>[-\!]!`t{VU5j$Q5Q5h S?_5mFj$Q5U5R/�FT�g1YXm;j$Q5U1\![>_1T�g1Y5TVnKj$c5TV]!g5h�nuY%fV\!Q1Y1dom1nuY .

~kT�U5T�S<Q5U5R/c5]!T�g1Y5TVn r�]!R/w;{�_?\>[>hx[-\>nKQ5R/]!U5T�^/j$T�]>d�m :

• ~kR/g5Y1n7\!g1Y5TzR-d�g5R/[ UNIX Y FreeBSD ( �µ_ . 3).

13.2. � ��� � �	� I
�
�sT�d�`�S?R/d�]!j$Q;b<d�Y1d�]!T�nuTsR-d�j$�FT�d�]![>_5m5T�]/dom;c5TVU5T�fyj$c5T�]!g1htTsf�\!Q5Y1d�Y , YF[-d�TsQ5U5R>}1TVd�d�hxfV\>Q5jXd�b1\>��]>d�m
Q5R!_1`/f�R/[/\!]>T�_5m1nuY , ]/\!bFc1]!Rej$Q5U?\![!_?T�g5Y5TzQ5R!_1`/f�R/[/\!]>T�_5m1nuY;Y<j$c5T�]!g1h�nuYFfV\>Q5Y1dom1nuY<[ed�Y1d�]!T�n7\�i FreeBSD Y1nuTVT�]
[/d�TVR>^ �µTVn+_1�e�FTVT�f�g1\>c5T�g1Y5T .
' b1\�W%S?R/w;j$c5T�]!g1R>w;f�\!Q5Y1d�`>��[ed�Y?d�]!T�nuT FreeBSD d�[>m5fV\!g?\tR>Q5U1ToS?T�_1T�g5g?\�m3Y$S?TVg5]!Y v Y5b?\!}5Y5R/g5g1\!m;Y5g v R>U?n7\!}5YXm .

(3n+m;Q5R!_1`/f�R/[/\!]>T�_5m
(3n+m;Q5R!_?`>f�R/[/\>]!T�_5m3[l]!R/n�[>Y$S?T , [�b?\!b5R-nKR>g5Re[>[>R!S?Y5]>d�m;[�Q5U5Y1{�_?\>aFT�g1Y5T login:. (3nuTVg1\�Q1R!_1`/f�R>[-\!]!T�_1T�w
S?R!_1W�g1h�^>ht]!`ej$g5Y5b1\!_1`>g5hx[eQ5U5T�S?T�_?\!i3R�S?g5R/{�Reb5R/nuQ5`/��]!TVU1\ ; g5T)nuR!WZT�]e^>ht]!`�S?[>j-i3Q5R>_1`>fVR>[/\>]!T�_?T�w;d
R�S?Y1g1\!b5R/[>h�nPY1nuTVg5TVn Q5R!_1`/f�R/[/\!]>T�_5m . 'sj$�FT�d�]![/j-TV]enug5R>WZTVd�]>[>R�Q5U?\![>Y5_3S1_5m<d�R>f�S*\!g5Y5m;Q5U1\![/YX_1`/g5h)ilY?nuT�g
Q5R!_?`>f�R/[/\>]!T�_1TVw , S?R>b1j$nuTVg5]!Y5U1R>[/\>g5g5h)i3[ passwd(5); [>hxb?\!b;Q5U?\![>Y5_1R�^/j>S*T�]!TsY1d�Q5R>_1`>fVR>[-\!]!`�Y?nuT�g1\
Q5R!_?`>f�R/[/\>]!T�_1TVw , d�R-d�]!R>m5�FY5TsY5fs[/R/d�`/nuY;YX_?Y<nuT�g1`>aFTV{�R�b1R!_1Y5c1TVd�]>[/\�d�Y1nu[>R>_1R>[ , [/d�Tyd�Y1nu[/R!_1h�[�g5YXWZg5T�n
U5T�{VY1d�]>U5T .
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~3\!U5R>_1`

'�b1\!W<S*R>w;j$c5TV]!g5R>w<fV\>Q5Y1d�`/��d�[!m5fV\>g3Q1\!U1R!_1` . ~3\!U5R>_1`�nuR>W�TV]�^>ht]>`�Q5jXd�]>h�n , [�rV]!R/n do_1j$c1\>T7S1_5m;S?R/d�]!j$Q1\
b<d�Y1d�]!T�nuTsg1Tsg5j-WZT�g<Q1\!U1R!_1` . �e^>htc5g5R�r�]!RlR>c5TVg5`�Q5_1R!i5\�m;YXS?T�m ; jkb1\�W%S?R/w;j$c5T�]!g1R>wFf�\!Q5Y?d�Y3S*R!_5WZT�gF^>ht]!`
Q1\!U1R!_1` .

ID Q5R>_1`>fVR>[-\!]!T�_5m (User ID, UID)

The UID r�]>Reg5R-nuT�U , ]!U1\=S*Y5}5Y5R/g5g5RlR>] 0 S?R 655352, Y1d�Q5R>_1`>fVj$TVnuhtwkS1_1mFR�S?g1R>f�g?\!c5g5R/w3Y$S?TVg5]!Y v Y5b?\!}5Y5Y
Q5R!_?`>f�R/[/\>]!T�_5m3[ld�Y1d�]!TVnuT . 'y\>n7\ed�Y1d�]!TVn7\ FreeBSD S1_5mFY$S*T�g5]!Y v Y5b1\!}1Y5YFQ5R>_1`>fVR>[-\!]!T�_1T�w3Y1d�Q5R!_?`>f�j$TV] UID
— _1��^-\�m;b5R-n7\!g$S*\ FreeBSD, Q1R>f�[/R!_5m5�e�<\!mk[-\>nKj$b1\>f�ht[/\>]!`�Y1n+m<Q5R!_1`/f�R/[/\!]>T�_5m , Q5TVU5[>h�nPS*T�_1R-n
Q5U5TVR>^>U?\!f�j$TV]tT�{�Reb UID.

� ]!RlR>f�g?\!c1\>T�] , c5]>R�[>h�nuR!WZT�]!T)d�R/foS*\>]!`�g5T�d�b5R>_1`>b1R�j$c5T�]>g5h)i;fV\>Q5Y1d�TVwFd
U1\!f�_1Y5c5g1h�nuYFY1nuTVg1\>nuY<Q5R!_1`/f�R/[/\!]>T�_1TVw , g5RedsR�S*g5Y1n UID. FreeBSD ^/j>S*T�]�[/R/d�Q5U5Y5g5Y?n7\!]!`er�]!Y<j-c1T�]!g5htT
fV\>Q5Y1d�YFb1\!b<R�S?g5R/{�R�Q1R!_1`/f�R>[-\!]!T�_5m . ��\!_1R>[/T�U5R>m5]!g5R , c5]!Rl[/\/nKb5R>{�S*\ - _1Y5^/R�r�]>ReQ5R/g1\=S*R>^>Y1]>dom .

ID {VU5j$Q5Q5h (Group ID, GID)

GID rV]!Reg1R/nuT�U , ]!U1\�S?Y5}5Y5R/g5g5RlR>] 0 S?R 655352, Y1d�Q5R>_1`>fVj$TVnuhtwkS1_1mFR�S?g1R>f�g?\!c5g5R/w3Y$S?TVg5]!Y v Y5b?\!}5Y5Y
{�_?\>[>g5R/w3{�U5j$Q5Q1h , bFb1R>]!R/U5R>w;Q1U5Y5g1\�S1_1T�WZY5]eQ5R!_?`>f�R/[/\>]!T�_1` . �AU5j$Q5Q5h�rV]!RknuT�i5\!g5Y1fVnPS1_1mFb5R>g1]!U5R!_1m
S?R/d�]!j$Q1\�b<U5TVd�j$U1d�\/nKg1\�R-d�g5R/[>T GID Q5R!_?`>f�R/[/\>]!T�_5m3[-nuTVd�]>R�T�{VR UID.

� ]!RknuR!WZT�]ef�g1\>c5Y5]!T�_1`>g5R
jXnuT�g5`/aFY5]!`eU1\!f�nuT�U<g5T�b5R/]!R>U1h)i v \>wX_1R/[�g1\>d�]!U5R/w5b5Y .

| U5R/nuTs]!R>{�R , Q5R>_1`>fVR>[/\>]!T�_?`�nuR!WZT�]e^>ht]!`e[>bX_1�ec5T�g
^>R>_1T�T�c1TVn�[eR�S?g1jl{VU5j$Q5Q5j .

| _?\>dVdu_1R>{VY5g1\| _?\>dVd�h�_1R/{�Y5g5R/[�rV]!ReU?\>d�a<Y5U5TVg5Y5Tzb%nuT�i5\!g1Y5fVnujk{�U1j-Q1Q , Q5R/f�[/R!_5m5���<T�Tzd�Y1d�]>TVnuTy^>R!_?T�Tz{VY5^>b1R�j$Q5U1\>[!_5m5]!`
U1\!f�_1Y5c5g1h�nuYFQ5R>_1`>fVR>[/\>]!T�_1m1nuY .

�sU1TVn+mFY5f�nuT�g5TVg5YXmFQ?\!U5R>_5m
~kR�jXnuR!_?c1\!g5Y1� FreeBSD g5TyQ5U5Y5g5j-W%S*\>T�]�Q1R!_1`/f�R>[-\!]!T�_1T�w3Q1T�U5Y5R!S?Y5c5T�d�b5Y%nuT�gXm5]>`eQ1\>U5R!_?Y . �yh�nuR!WZT�]!T
[>bX_?��c5Y5]>`erV]!j v j$g5b5}5Y5��S1_5m;R/Q5U5T�S?T�_1TVg5g5h)i;Q5R>_1`>fVR>[-\!]!T�_1T�w , f�\>d�]/\![>Y1[�g5T�b1R>]!R/U5h)i3YX_1YF[-d�T�i
Q5R!_?`>f�R/[/\>]!T�_1TVw;nuT�gXm5]>`eQ1\>U5R!_?Y;Q5R�Q1U5R>a<TVd�]>[>Y5Y<R>Q5U5T�S?T�_?T�g5g5R/{�R�[/U5TVnuTVg5Y .

�sU1TVn+mFY1d�]!T�c1T�g5YXm;S?T�w1d�]![>Y5mFj$c5T�]!g1R>wFf�\!Q5Y?d�Y
~kR�jXnuR!_?c1\!g5Y1��[ FreeBSD [/U5TVn+m3S*T�w1d�]![>YXm<j-c1T�]!g5h)i;f�\!Q5Y?d�T�wFg5TsR/{�U1\>g5Y5c5TVg5R . +zd�_1YF[/h�d�R/foS*\>T�]!T
j$c5T�]!g1htTsf�\!Q5Y1d�Y , Q5U1R�S?R>_5WZY5]!T�_?`>g5R-d�]!`�W�Y1f�g5Y<b5R>]!R/U5h)i3R>{VU1\!g5Y1c5T�g1\ , g1\!Q1U5Y1nuT�U<[�j$c5TV]!g5htTyfV\!Q1Y1d�YkS?_5m
d�]!j/S?TVg5]!R/[�[laFb5R>_1T , [/h�nuR!WZT�]>TsR/Q5U5ToS*T�_1Y5]>`�[>U1TVn+mFY1d�]!T�c1T�g5YXm3S*T�w1d�]![>YXm<j-c1T�]!g5R/wFf�\!Q5Y1d�Y . ~kR-do_1T
g1\>d�]!j$QX_1TVg5YXmFrV]!R>{VR�[>U1TVnuT�g1Y;j$c5T�]!g?\�mFf�\!Q5Y1d�`�g5T)nuR!WZTV]�Y1d�Q5R!_1`/f�R/[/\!]>`/domeS1_5m<[!iXR�S*\�[ed�Y?d�]!T�nuj , i$R/]�m
b1\!]/\�_1R/{�Y;Y v \!wX_1hxrV]!R>wFj-c1T�]!g5R/wFf�\!Q5Y1d�YFR-d�]>\>g5j$]>dom;g5TV]!U5R/g5j$]!h�nuY .

~kR!_1g5R/T�Y1n+mFQ1R!_1`/f�R>[-\!]!T�_5m
(3n+m;Q5R!_?`>f�R/[/\>]!T�_5mkm5[>_5m5T�]>d�mFj$g5Y5b1\!_1`>g1h�nKY$S?T�g1]!Y v Y5b1\>]!R>U1R/n�j$c5TV]!g5R>w<fV\>Q5Y1d�YF[ FreeBSD, g5R
g5ToS*R/d�]/\!]!R/c5g5RtS?_5m<d�R/Q5R/d�]>\![>_1T�g1YXm;dzU5T�\�_1`/g5h�nKY1nuTVg5TVn�Q1R!_1`/f�R>[-\!]!T�_5m .

� ]>\eY5g v R>U?n7\!}5YXmFnuR>WZT�]�^/ht]!`
S?R>^-\![>_1T�g1\)[lj$c5T�]>g5j$��f�\!Q5Y1d�` .

* R/n7\!a<g5Y5w;b?\!]>\!_1R>{
* R/n7\>aFg5Y5wkb1\>]>\�_?R>{7r�]>R�Q5R!_?g5htw3Q5j$]!`�b3b1\>]>\�_?R>{�je[�d�Y1d�]!TVnuT , [tb5R>]>R>U5R-npQ1R!_1`/f�R>[-\!]!T�_1`yg1\!c5g1T�]�U1\>^>R/]>\!]!`
Q5R/d�_1Tz[>iXR�S*\t[ld�Y1d�]!TVnuj . ~kR�R>^/�FTVQ5U5Y5gXm5]>R/nuj3d�R/{�_?\>aFT�g1Y5��[/d�T7S?R-n7\!a<g5Y5Tzb?\!]>\!_1R>{VY;Q5R!_?`>f�R/[/\>]!T�_1TVw
Q5R/nuTV�<\>��]>d�m;[ /home/username YX_1Y /usr/home/username. ~kR>_1`>fVR>[/\>]!T�_?YeiXU1\>gXm5]�_?Y5c5g5htT v \!wX_?hx[
S?R/n7\>aFg5T�nKb1\!]/\�_1R/{�TzY<[�_1�e^>h)i3Q5R!S?b1\!]/\�_1R/{V\�i , d�R>foS�\![/\>TVnuh)ik[>g5j$]!U5Y;S?R/n7\>aFg5TV{�R�b?\!]>\!_1R>{�\ .
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�e^>R!_?R>c5b1\)Q1R!_1`/f�R>[-\!]!T�_5m

�e^>R>_1R>c5b?\)g5T�R/^!iXR�S?Y?n7\�Q5R>_1`>fVR>[/\>]!T�_1m1npb?\!bFd�U5ToS*d�]![>Re[>f�\!Y1nuR!S?T�w1d�]![>Y5mFdsd�Y1d�]!T�nuR>w<Q5R�jXnuR!_?c1\!g5Y1� .
'sj$�FTVd�]![>j$TV]�nug5R!WZT�d�]![/R�U1\>f�_1Y5c1g5h)i;[>Y$S*R>[�R/^>R!_?R>c5TVb , R>Q5ht]>g5htTsQ5R>_1`>fVR>[-\!]!T�_1Y3U1\!^/R>]>\>��]�d
d�R/^/d�]>[>T�g1g5h�nuY;g1\/d�]!U5R/w5b1\/nuY , b5R/]!R>U5htTynuR>{Vj-]e^>ht]!`eR>]!U?\�WZT�g5h�[ejXd�]>\>g5R>[/b1\�ikYXi;j$c5T�]>g5h)i;fV\>Q5Y1d�TVw .

'sj-�<TVd�]![>j$T�]�]!U5Y%R/d�g1R>[>g1h)il]!Y1Q1\�j$c5TV]!g5h)i;f�\!Q5Y1d�T�w : d�j$Q5TVU5Q5R>_1`>fVR>[/\>]!T�_?` , d�Y1d�]!TVnug1htTsQ5R>_1`>fVR>[-\!]!T�_1Y , Y
j-c1T�]!g5htTyfV\>Q5Y1d�Y;Q5R!_?`>f�R/[/\>]!T�_1TVw .

� c1T�]!g1\!mFfV\>Q5Y1d�`ed�j$Q5TVU5Q5R>_1`>fVR>[/\>]!T�_1m , R/^>htc5g5R�g1\!fVht[/\!T�n7\�m root,
Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mFj$Q5U1\>[!_1TVg5YXmFd�Y1d�]!T�nuR>w<^>T�fsR>{VU1\!g5Y1c5T�g5Y5m;Q5U5Y5[/YX_1T�{VY5w . 'sY1d�]!TVnug1htTyQ1R!_1`/f�R>[-\!]!T�_1Y
fV\!Q1j$d�b1\!�e]�d�TVU5[>Y?d�h . �3\>b5R>g5TV} , j$c5T�]!g1htTsf�\!Q5Y1d�YFQ5R>_1`>fVR>[-\!]!T�_1T�wkg5TVR>^!iXR!S?Y1nuhxR>^/htc5g5h�nP_1��S1m1nKS?_5mF[!iXR!S*\t[
d�Y1d�]!TVnuj , c1]!T�g5Y5mFQ5R>c1]!h , YF]/\!b3S�\�_1TVT .

13.3. � �
��G	�;E � O�E � I � � � 	
� �FD �;L�� ��O�L���E3G�� � �
� c5TV]!g1\�m<fV\!Q1Y1d�`ld�j$Q5T�U1Q5R!_1`/f�R/[/\!]>T�_5m , R>^/htc5g5R�g?\!f�ht[-\!T�n7\�m root, d�j$�FT�d�]![/j$T�]�[kd�Y1d�]!TVnuTyY5fVg1\!c1\!_1`>g1R)S1_5m
}5T�_1TVwFd�Y?d�]!T�nug5R>{VRe\=S�nuY5g5Y1d�]!U5Y5U5R/[/\>g5YXm , Y;g1T7S?R>_5WZg1\�Y1d�Q5R!_?`>f�R/[/\>]!`/domeS1_5m;Q1R>[/d�ToS?g1T�[>g1h)ilf�\=S*\>c , ]>\!b1YXi3b1\!b
Q5R!_1j$c5TVg5Y5TsYFR>]>Q5U1\![/b1\�Q1R>c5]!h , R>^>�<T�TsY1d�d�_1ToS?R/[/\>g5Y5Tzd�Y1d�]!T�nuh�YX_1Y<Q5U5R/{�U1\>n7nuY1U5R>[-\!g5Y5T .
~kU5Y5c5Y5g?\�[�]>R/n , c1]!Rld�j$Q5T�U5Q1R!_1`/f�R>[-\!]!T�_1` , [�R/]�_1Y5c1Y5TsR/]�R/^>htc5g5h)i3Q5R>_1`>fVR>[-\!]!T�_1T�w , nuR>W�TV]eU?\!^>R/]>\!]>`�^>TVf
R>{�U?\!g5Y5c1T�g5Y5wFYFg5TVQ5U1\![/YX_1`/g5R>T�Y?d�Q5R>_1`>fVR>[/\>g5Y5T�j$c5TV]!g5R/w;fV\>Q5Y1d�Y%d�j$Q5TVU5Q5R!_?`>f�R/[/\>]!T�_5m3nuR!WZTV]eQ5U1Y5[>T�d�]!Y<b
Q5R!_1g1R/nujkj$g5Y5c5]!R>WZT�g5Y5� d�Y?d�]!T�nuh .

� c1T�]!g5htT)f�\!Q5Y1d�Y;Q5R>_1`>fVR>[/\>]!T�_?T�w3g5T)d�Q5R-d�R>^/g5h j$g5Y5c5]!R>WZY5]ld�Y1d�]>TVnuj
[/do_?ToS*d�]![>Y5TsR>a<Y5^>b5Y , Q5R>rV]!R/nujkR/^>htc5g5R�_1j$c5aFTyY1d�Q1R!_1`/f�R>[-\!]!`tj$c5TV]!g5htTyfV\!Q1Y1d�Y<R>^>htc1g5h)ilQ1R!_1`/f�R>[-\!]!T�_1T�w
[>T�f�S?T , {oS?Tsr�]!Rl[>R/fVnuR!WZg5R , Q5R>b1\�[/\/nKg5TsQ1R>]!U5TV^>j$��]/domkS?R/Q5R!_1g1Y5]!T�_?`>g5htTyQ5U5Y5[/YX_1TV{�Y5Y;S1_5mFb1\>b5R>w - ]!R
R>Q5U5T�S?T�_?T�g5g5R/w;fV\�S*\!c1Y .

�shx[-d�TV{oS*\tS?R!_5WZg5h�S*[/\�W%S?h�Y;]!U5YXW%S?h�Q5U5R/[>T�U5m5]!`�b5R-n7\!g$S*h , [>htQ5R>_1gXm5TVnuhtTsQ5R�S�j$c5T�]!g1R>wFf�\!Q5Y?d�`>�
d�j$Q5T�U1Q5R!_1`/f�R/[/\!]>T�_5m , Q5R-d�b5R>_1`>b5jeS*\!WZTzR�S*Y5g;_1Y1aFg5Y5w<Q5U5R/^>T�_<YX_1YFR/]>d�j$]>d�]![>j$���<Y5w<d�Y1nu[>R>_<nuR!WZTV]�Q5U5Y1[>TVd�]!YbF^>TVf�[/R>f�[/U1\!]>g5R>wkQ5R/]!T�U5TzS*\>g5g5h)i .

qy\>b5Y1n R>^>U?\!f�R-n , Q5T�U5[/R>T , c5]!Rl[/\>nKg1T�R>^>iXR�S?Y1nuRed�S?T�_?\!]!`eQ5R/d�_1TzQ1U5R>c5]>T�g5YXm%r�]!R/w;{�_*\![>h , r�]!Rkd�R/foS*\>]!`
g5T�Q5U1Y5[>YX_?T�{�Y1U5R>[-\!g5g5j$��j$c5TV]!g5j$� fV\>Q5Y1d�`�Q5R!_1`/f�R/[/\!]>T�_5mlS1_5m<Q5R>[-d�ToS*g5T�[/g5R>{VRtY1d�Q5R>_1`>fVR>[-\!g5YXm ( TVd�_1Y;[>h�T��FT
r�]!R/{�R�g1TydoS?T�_?\!_1Y ).

� ]!Reg1T�R>^>iXR�S?Y1nuRed�S?T�_?\!]!`lg5TVfV\![/Y1d�Y?nuR�R>]e]!R>{VR , U1\>^>R/]>\!TV]!T7_1Y<[>h�g1\
nug5R>{VR>Q5R>_1`>fVR>[/\>]!T�_?`/d�b1R/n Y5_1YFR!S?g5R>Q1R!_1`/f�R>[-\!]!T�_1`/d�b5R/npb5R-nuQ5`>�e]!T�U5T . ~kR/f�WZT�[erV]!R>wF{�_?\>[>Tsnuh�R>^/d�j/S?Y1nKb1\>b
d�R>f�S*\!]>`)S?R>Q1R!_1g5Y1]!T�_1`/g5htTyj-c1T�]!g5htTyfV\>Q5Y1d�Y , YFb?\!bFnuTVgXm5]!`lj-U1R>[>TVg5`�Q5U1Y5[>YX_1TV{�Y5w%nuT�W%S?j3g5R/U1n7\�_?`>g5h�n
Q5R!_1`/f�R/[/\!]>T�_1T�npY%d�j$Q5TVU5Q5R!_?`>f�R/[/\>]!T�_1T�n .

13.4. � I �)G���� � � � 	 �
��G	��� � O�E � I �3I
'sY1d�]!T�nug5htTyQ5R!_1`/f�R/[/\!]>T�_1Y3Q5U1ToS?g1\>f�g1\>c5T�g1h�S1_5mFf�\!Q5jXd�b?\�d�TVU5[>Y?d�R>[ , ]>\!b5Y5ikb?\!b DNS, Q5R>c1]>\ , [/T�^�d�T�U5[/T�U5hxY
]>\!b;S*\�_1TVT . � ]>R�g5TVR>^!iXR!S?Y1nuR�Q5Rkd�R/R>^/U1\�WZT�g1YXm1nP^>T�fVR>Q1\/d�g5R-d�]!Y ; TVd�_1YF[-d�Tsd�T�U5[/Y1d�hxU?\!^>R/]>\!�e]�R>]
d�j$Q5T�U1Q5R!_1`/f�R/[/\!]>T�_5m , R>g1Y<nuR>{Vj$])S?T�w?d�]![/R>[/\>]!`�^/T�fsR>{�U?\!g5Y5c1T�g5Y5w .

~kU5Y1nuT�U1h�d�Y1d�]!TVnug1h)i;Q5R!_1`/f�R/[/\!]>T�_1TVw3r�]!R daemon, operator, bind (S1_1m Domain Name Service, DNS), Y
news. �'\>c1\>d�]!j$��d�Y?d�]!T�nug5htTs\�S*nuY5g5Y1d�]!U1\>]!R>U5h�d�R>f�S*\!�e] httpd S?_5m;fV\>Q5jXd�b1\)jXd�]/\!g1\>[!_1Y5[-\!T�nuh)ie[>TV^�d�TVU5[>TVU5R>[ .
nobody rV]!R�b5_?\>dVd�Y5c5T�d�b5Y1wFg5TVQ5U5Y5[/YX_1T�{VY5U5R/[/\!g1g5htw;d�Y1d�]!TVnug1htw<Q5R>_1`>fVR>[-\!]!T�_1` . qyTVn g5TynuTVg5T�T , g5T�R/^!iXR�S*Y1nuR
Q5R/nug5Y1]!` , c1]!Rec1TVn�^/R!_1`/aFTsd�T�U5[/Y1d�R/[�Y1d�Q5R!_1`/f�j$��] nobody, ]!TVn�^/R!_1`/aFT v \>wX_1R/[�YFQ5U1R>}5T�d�d�R/[�\>dVd�R/}5Y5Y5U5R/[/\>g5R
d�r�]>Y1n�Q5R>_1`>fVR>[-\!]!T�_1TVn , Y%do_1T�S?R>[-\!]!T�_1`>g5R�]!TVn�^/R!_1`/aFT�Q1U1\![eQ5R!m5[>_5m5T�]>d�m;j3r�]!R/{�R�Q1R!_1`/f�R>[-\!]!T�_5m .
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13.5. � �
��G	��� � O�E � I �3I �FL � ��O�L �eE3G�� � �<J
� c5TV]!g5htTyfV\!Q1Y1d�Y<Q5R!_1`/f�R/[/\!]>T�_1TVwl[lR/d�g5R>[/g5R/nPR/f�g1\>c1\!�e])S?R/d�]!j$QF[ld�Y1d�]!TVnujlS1_1mFR>^/htc5g5h)ik_1�tS*T�w , Y<r�]!Y
j-c1T�]!g5htTyfV\>Q5Y1d�Y;R>]=S*T�_5m5�e]eQ5R>_1`>fVR>[-\!]!T�_5m3Y;T�{VR�U1\>^>R>c1j-� d�U5T�S?j , Q5U5T�S?R>]![/U1\!�%\�m;Q5R/[>U5T�W%S?T�g5Y1T
Q5R!_1`/f�R/[/\!]>T�_1T�nPd�Y1d�]>TVnuh�YX_?Y3S*\>g5g5h)ikS?U5j${VYXi3Q5R!_1`/f�R/[/\!]>T�_1TVw , YFQ5R/f�[/R!_5mXm3Q5R!_?`>f�R/[/\>]!T�_5m1nPg1\/d�]!U?\!Y5[-\!]!`
d�[>R/��U1\>^>R/c5j$��d�U5T�S?j3^>TVfz[>_1YXm5g5YXm;g?\tS?U1j-{VYXi3Q5R!_?`>f�R/[/\>]!T�_1TVw .| \�W%S*\�m3Q5TVU1d�R/g1\ , Q5R!_1j$c1\>���%\�mlS?R/d�]!j$QFb<[/\!a<T�wFd�Y1d�]>TVnuT , S?R!_5WZg1\�Q5R!_?j-c1Y5]!`�j$g5Y1b1\�_1`/g5j$��j$c5TV]!g5j$� fV\!Q1Y1d�`
Q5R!_1`/f�R/[/\!]>T�_5m .

� ]!RlQ5R>fV[>R>_1Y5]�[-\>nK[>h)m1d�g5Y5]!`eb5]!Rlc5]!R�S?T�_*\!T�] , Q5U5T�S?R>]![/U1\!�%\�m;d�^/Y5[/\>g5Y5T�R!S?g5Y1n
Q5R!_1`/f�R/[/\!]>T�_1T�npg?\>d�]>U5R>TVbkS?U5j${�Y5i;Q5R!_1`/f�R/[/\!]>T�_1TVw , c5]!T�g1Y5T)c5j-W�R/w;Q5R/c5]!h�YF]/\!b3S�\�_1TVT .| \�W%S?htw;Q5R>_1`>fVR>[-\!]!T�_1`�nuR!WZT�]eg1\>d�]!U1\>Y5[/\>]!`ed�[>R>� d�R/^/d�]>[>T�g1g5j$��U1\>^>R>c1j-��d�U5T�S?jlS1_5mFQ1U5Y1d�Q1R/d�R/^!_1TVg5YXm
d�Y1d�]!TVnuh�Q1R�S�d�[>R/Y3g5j-W<S*h�dzQ1R/nuR>�<`>� \�_1`/]!T�U5g?\!]!Y5[/g5h)i3R>^/R!_1R/c5T�b , U5T�S*\!b5]>R>U5R/[ , Q5U1Y5[!m5fVb5Y;bX_?\>[>Y5a Y
g1\>d�]!U5R>TVb3m5f�htb?\ .

13.6.
� O � �	� �	� I
� 	 �
��G	����� O�E � I � �%J

��d�U5ToS*T UNIX d�j$�FT�d�]![/j-�e]�U1\>f�_1Y1c5g5htTzb1R/n7\!gXS?h S1_5m<U1\!^/R>]!h�dzj-c1T�]!g5h�nuY%fV\>Q5Y1d�m1nuY;Q5R!_?`>f�R/[/\>]!T�_1TVw .
�3\!Y5^/R!_1TVT�c1\>d�]!R�Y?d�Q5R>_1`>fVj-T�nuhtTzb5R-n7\!g$S*hxQ5U5Y5[/ToS?TVg5hx[e]/\!^!_?Y5}5T , g1YXWZTsg1\!iXR�S1m5]>d�m;^>R>_1T�T�S?T�]>\!_1`>g1htT
Q5U5Y1nuTVU5h�YXi;Y1d�Q5R!_?`>f�R/[/\>g5YXm .

�9C��
=:K?Q�= ��A:=G@?F C:JSC�R E>1=:K MJ
adduser(8)

� TVb5R/nuTVg$S?j$TVnuR/TsQ5U1YX_1R!WZTVg5Y5Tzb1R/n7\!gXS?g5R>w%d�]!U1R>b5Y;S1_5mkS?R/^/\![>_1T�g1YXmg5R>[/h)ikQ1R!_1`/f�R>[-\!]!T�_1T�w .

rmuser(8)
� TVb5R/nuTVg$S?j$TVnuR/TsQ1U5YX_1R>W�TVg5Y5Tsb5R/n7\>g$S?g5R/w<d�]>U5R>b5Y;S1_5m;j/S*\!_1T�g5Y5m
Q5R!_1`/f�R/[/\!]>T�_1TVw .

chpass(1) �µY1^>b5Y5wFY5g1d�]>U5jXnuT�g5]eS1_5m<Y5fVnuTVg5T�g5Y5mFY5g v R/U1n7\!}5Y1Y;[�^-\!f�T�S*\!g1g5h)i
Q5R!_1`/f�R/[/\!]>T�_1TVw .

passwd(1) ~kU5R-d�]!R/w;Y5g1d�]!U5jXnuT�g5]lb5R-n7\!g$S?g1R>wFd�]!U5R>b1Y3S1_5m<Y5fVnuTVg5T�g5Y5mFQ1\!U1R!_1TVw
Q5R!_1`/f�R/[/\!]>T�_1TVw .

pw(8) ��R>�Fg1htw;YF{�Y1^>b5Y5w<Y5g1d�]!U5jXnuT�g5]�S1_5m<Y5fVnuTVg5T�g5Y5m;_1��^/R>w;Y1g v R>U1n7\>}5Y5Y ,
d�[!m5f�\!g5g1R>w;dsj-c1T�]!g5h�nuY<fV\>Q5Y1dom1nuY<Q5R!_?`>f�R/[/\>]!T�_1TVw .

13.6.1. adduser

adduser(8) rV]!R�Q5U1R/d�]/\�m;Q5U5R/{�U1\/n7n7\tS?_5m3S?R/^/\![>_1T�g1YXm3g5R>[/h)ilQ5R>_1`>fVR>[-\!]!T�_1T�w . �eg1\ed�R/foS*\>T�]�f�\!Q5Y1d�Y;[
d�Y1d�]!TVnug5h)i v \>wX_?\!i passwd Y group. �eg1\�]>\>bXWZTsd�R>foS�\!T�]�S?R/n7\>aFg5Y1w;b1\!]/\�_1R/{7S1_5m<g5R>[/R>{�RtQ1R!_1`/f�R>[-\!]!T�_5m ,
b5R>Q5Y1U5j-m v \!wX_1hxg?\>d�]>U5R>w5b1YFQ5Rej$nuR>_1c1\>g5Y5� (”dotfiles”,

v \!wX_?hxY1n+mFb5R/]!R>U5htw<g1\!c1Y5g1\!TV]>domFdyd�Y?nu[>R!_*\ .) Y5f
/usr/share/skel YFR/Q5}5Y5R/g1\�_1`/g5R�nuR>W�TV]�R/]!Q5U1\>[!_5m5]!`eg5R>[/R/nujkQ5R>_1`>fVR>[/\>]!T�_?��Q5U5Y5[/T�]>d�]![>TVg5g5R/Tsd�R/R>^/�FT�g1Y5T .
� FreeBSD 5.0, d�b5U1Y5Q5] adduser(8) ^>h)_FQ1T�U5TVQ5Y1d�\>g<d�m5f�htb1\ Perl g?\tm5f�htb shell, U1\>^>R/]>\!�e�FY5w;[eb1\!c1TVd�]>[>T
R>^>R>_1R>c1b5Y3b pw(8), ]>\!bFc5]!RlY1d�Q5R>_1`>fVR>[-\!g5Y5Tzr�]!R/{�Red�b5U5Y5Q1]>\�[ FreeBSD 4.X g5TVnug1R>{�ReR>]�_?Y5c1\!TV]>dom
Y1d�Q5R>_1`>fVR>[-\!g5YXmk[ FreeBSD 5.X.
* _5mFd�R/foS*\>g5YXm v \!w5_?\�g1\/d�]!U1R>w5b5YFY1d�Q5R>_1`>fVj$w5]!T adduser -s -config_create. 3 * \�_?T�T , nuh�g1\>d�]!U5R/Y1n
Q1\!U1\/nuT�]!U1h adduser(8) Q5RljXnuR!_1c?\!g5Y5��Y<d�R>foS�\=S?Y1nKg?\!aFjkQ5TVU5[>j$� j$c5T�]!g1j-� fV\>Q5Y1d�`�Q5R>_1`>fVR>[/\>]!T�_1m , Q5R-d�b5R>_1`>b1j
Q5R>[-d�ToS*g5T�[/g5R>T�Y?d�Q5R>_1`>fVR>[/\>g5Y5T root g5TVQ5U5Y5T�n+_1TVnuR .
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13-1. � � � � 
�� � � � adduser � � ��� � � � ��� � � ��� ��� ����� � � � ��� � FreeBSD 4.X

# adduser -v
Use option “-silent” if you don’t want to see all warnings and questions.
Check /etc/shells
Check /etc/master.passwd
Check /etc/group
Enter your default shell: csh date no sh tcsh zsh [sh]: zsh
Your default shell is: zsh -> /usr/local/bin/zsh
Enter your default HOME partition: [/home]:
Copy dotfiles from: /usr/share/skel no [/usr/share/skel]:
Send message from file: /etc/adduser.message no
[/etc/adduser.message]: no
Do not send message
Use passwords (y/n) [y]: y

Write your changes to /etc/adduser.conf? (y/n) [n]: y

Ok, let’s go.
Don’t worry about mistakes. I will give you the chance later to correct any input.
Enter username [a-z0-9_-]: jru
Enter full name []: J. Random User
Enter shell csh date no sh tcsh zsh [zsh]:
Enter home directory (full path) [/home/jru]:
Uid [1001]:
Enter login class: default []:
Login group jru [jru]:
Login group is “jru”. Invite jru into other groups: guest no
[no]: wheel
Enter password []:
Enter password again []:

Name: jru
Password: ****
Fullname: J. Random User
Uid: 1001
Gid: 1001 (jru)
Class:
Groups: jru wheel
HOME: /home/jru
Shell: /usr/local/bin/zsh
OK? (y/n) [y]: y
Added user “jru”
Copy files from /usr/share/skel to /home/jru
Add another user? (y/n) [y]: n
Goodbye!
#

� U1T�f�j-_1`/]>\!]>Tynuh�Y1fVnuT�g1YX_1YFR/^>R>_1R>c5b1jeQ5RljXnuR!_1c?\!g5Y5��g1\ zsh (S?R/Q5R!_?g5Y5]!T�_1`>g1\!m3R>^>R>_1R>c1b1\ , g1\!i$R!S1m5�<\!m1dom3[b5R!_5_?T�b5}5Y1YFQ5R/U5]!R>[ ), Y<R>]!bX_?��c5YX_?Y<R/]!Q5U1\>[>b5jeS?R/^/\![>_5m5TVnuh�nPQ5R>_1`>fVR>[-\!]!T�_5m1nPQ5Y1d�`-n7\�dsQ5U5Y5[/T�]>d�]![>Y1TVn . �µ\!]!T�n
nuh�d�R>i$U?\!g5YX_?Y;g1\>d�]!U5R/w5b5Y , d�R>f�S*\�_1YFj-c1T�]!g5j$� fV\>Q5Y1d�`�S1_5m jru, Y<j$^>ToS*YX_1Y1d�` , c5]!R jru g?\�iXR�S?Y1]>dom;[e{�U5j$Q5Q5T
wheel ( ]!TVQ5T�U5`er�]!R/]�Q5R>_1`>fVR>[-\!]!T�_1`�nuR!WZTV]�Q5R>_1j$c5Y5]!`eQ5U5Y5[/YX_1T�{VY5Y root dzQ5R-nuR>�<`>��b1R/n7\!gXS?h su(1).)
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, �!�µ�.-���� � � : �*�!���� 
 , ���V���/���A´l���P��� ��� ����¢ , ��¢ �����V¡/���o£)��¢¥��� 0 , ” 2V�¥¢ 2¤���/³!� � ” ��� ���V���V�-¢y��������10t�����¥£y¢���¢
�V����¡/���o£y�!°A��� 0 . �A¡=¢¤� ����¢2��
 , ³����k�V� ��¢ � ���V¡����;��
)��� ��� ���V�-¢y���!���� 0 .

, �!�µ�.-���� � � : �A¢V��¢V� 
z������¥��� ���V�����
 2¤��´���¢ adduser(8) ¡=¢ 27���54 ���?¢������/� , ���¥�!����¢y����=��¢¥¡���¢¥��� 0 �.2V�?¢��O0!��
�����¥�=��/´!�����y��� ���1³V� � �!° . ������������G49���!�µ�?�s¡��o�$¢¤�92�������� � �!������
 �.2V�?¢���¢�� ��¢�����¥�=���¢V�y��y��� ���1³V� � �!° , ��/����V¡V��´���¢)���!�����?¢¥�=�
-s.

� 

�
� ��


13-2.
� ��� � � � ��� � � ��� ��� ����� � � � ��� � FreeBSD 5.X

# adduser
Username: jru
Full name: J. Random User
Uid (Leave empty for default):
Login group [jru]:
Login group is jru. Invite jru into other groups? []: wheel
Login class [default]:
Shell (sh csh tcsh zsh nologin) [sh]: zsh
Home directory [/home/jru]:
Use password-based authentication? [yes]:
Use an empty password? (yes/no) [no]:
Use a random password? (yes/no) [no]:
Enter password:
Enter password again:
Lock out the account after creation? [no]:
Username : jru
Password : ****
Full Name : J. Random User
Uid : 1001
Class :
Groups : jru wheel
Home : /home/jru
Shell : /usr/local/bin/zsh
Locked : no
OK? (yes/no): yes
adduser: INFO: Successfully added (jru) to the user database.
Add another user? (yes/no): no
Goodbye!
#

13.6.2. rmuser
* _5m;Q5R!_?g5R>{VR�j/S*\�_?T�g5YXm;Q1R!_1`/f�R>[-\!]!T�_5m3Y5f)d�Y1d�]!TVnuh�[/h�nuR!WZT�]>TsY1d�Q5R!_?`>f�R/[/\>]!` rmuser(8).

� ]>\eQ5U5R/{�U1\/n7n7\
[>htQ5R>_1gXm5T�]edo_1T�S?j$���FY1T�S?TVw1d�]>[>YXm :

1.
� S*\�_1TVg5Y5TyfV\>Q5Y1d�YFQ5R!_1`/f�R/[/\!]>T�_5m3Y5f crontab(1) ( T�do_1Y<R>g1\�Q5U5Y1d�j-]/d�]![/j-TV] ).

2.
� S*\�_5m5TV]�f�\=S*\>c5Y at(1), Q5U5Y5g1\�S1_1T�WZ\>�FY5TsQ5R!_?`>f�R/[/\>]!T�_1� .
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3.

� g5Y5c5]!R>W \!T�]l[/d�TzQ5U1R>}5T�d�d�h , Q5U5Y5g1\�S1_1T�WZ\>�FY5TsQ5R!_?`>f�R/[/\>]!T�_1� .

4.
� S*\�_5m5TV]�Q5R>_1`>fVR>[-\!]!T�_5m3Y5fz_?R>b1\!_1`>g5R/{�R v \>wX_?\�Q?\!U5R>_1T�w .

5.
� S*\�_5m5TV]tS?R-n7\!a<g5Y5wFb?\!]>\!_1R>{sQ5R!_1`/f�R/[/\!]>T�_5m ( T�do_1Y<R>g;Q1U5Y5g1\�S1_1T�WZY5]lQ5R>_1`>fVR>[/\>]!T�_?� ).

6.
� S*\�_5m5TV]�Q5U1Y5g1\=S?_1T�W \!�<j$��Q5R>_1`>fVR>[-\!]!T�_1��[!iXR!S1m5�Fj$��Q5R/c5]!j3Y5f /var/mail.

7.
� S*\�_5m5TV]�[-d�T v \>wX_1h , Q1U5Y5g1\�S1_1T�W \>�FY5TsQ5R!_1`/f�R/[/\!]>T�_1� , Y1fsb1\>]>\�_?R>{�R/[�ds[>U5T�nuT�g5g5h�nuY v \!wX_*\>nuY ,
g?\!Q5U5Y?nuT�U /tmp.

8. �3\>b5R>g5TV} , j/S*\�_1m5T�]�Y?n+mFQ5R!_?`>f�R/[/\>]!T�_5m3Y5fy[/d�T�i3{�U1j-Q1Q , b5R>]>R>U5h�n�R/g5R�Q1U5Y5g1\�S1_1T�WZY5] , [ /etc/group.

, �!�µ�.-���� � � : ��������������/¢ �¥��� 4 �)�o�$���/¢�� ��0�4 �o������� ���¤���V¢¥���80<�o��¥���>´ � �!�M0 49�o������� ���/�������-�V¢¤� ���>�?¢���¢�������
 2 �>������¢��10 , �������o�$���10>¢¥��� 0 ; ¯?��� ��¢ �V¡67��V� �!� �)���10t�o�-��/¢�� ��03�����
 2 �/�¥����¢���
2�V���O7s� � �!�����
����M7
49�o����� ,
��� 2¤�-�!�¥��¢V�µ�M7 adduser(8).

rmuser(8) g5T)nuR!WZT�]eY1d�Q5R>_1`>fVR>[-\!]!`-domeS1_5mFj/S*\!_1T�g5Y5m;j-c1T�]!g5R/wFf�\!Q5Y1d�YFd�j$Q5TVU5Q5R>_1`>fVR>[/\>]!T�_1m , Q1R/d�b1R!_1`/b5jerV]!R
Q5R>c5]>YF[/d�T�{�S*\tR>fVg1\!c?\!T�]�U1\!fVU5j$aFT�g1Y5Tsd�Y1d�]!T�nuh .

~kR�jXnuR!_1c?\!g5Y5��Y1d�Q1R!_1`/f�j$T�]>d�m;Y5g5]!TVU1\!b1]!Y5[>g1htwFU5T�W�Y?n , Q5U1R>{�U?\>n7n7\�Q5ht]/\!T�]/domFj$^>T�S?Y5]!`-dom , c1]!R�[/h�j$[>T�U1T�g5hx[
d�[>R/YXieS?T�w1d�]![>Y5mXi .

� 

�
� ��


13-3. � � � ��
 � � � � ����� ��� � � � ��� � ��� 	 � � ��� � � � � � � � � ����� � � ��� rmuser

# rmuser jru
Matching password entry:
jru:*:1001:1001::0:0:J. Random User:/home/jru:/usr/local/bin/zsh
Is this the entry you wish to remove? y
Remove user’s home directory (/home/jru)? y
Updating password file, updating databases, done.
Updating group file: trusted (removing group jru -- personal group is empty) done.
Removing user’s incoming mail file /var/mail/jru: done.
Removing files belonging to jru from /tmp: done.
Removing files belonging to jru from /var/tmp: done.
Removing files belonging to jru from /var/tmp/vi.recover: done.
#

13.6.3. chpass

chpass(1) Y5fVnuTVgXm5T�]eY5g v R/U1n7\!}5Y1��[e^/\!fVTuS*\>g5g5h)i;Q5R>_1`>fVR>[/\>]!T�_?T�w : Q1\!U5R>_1Y , R/^>R>_1R>c5b1Y , Q5T�U1d�R>g1\!_1`>g1j-�
Y5g v R>U?n7\!}5Y5� .

qsR>_1`>b1Red�Y?d�]!T�nug5htTt\=S*nuY5g1Y1d�]!U?\!]!R/U5h�d�Q1U1\![-\>nuYFd�j-Q1T�U5Q5R>_1`>fVR>[-\!]!T�_5m;nuR>{�j$]eY5fVnuTVgXm5]!`lY5g v R>U?n7\!}5Y5��Y
Q1\!U5R>_1YkS?U1j-{VYXi;Q5R>_1`>fVR>[/\>]!T�_?T�w3dzQ1R/nuR>�<`>� chpass(1).

~kU5Y;fV\>Q5jXd�b5Ts^>TVfzQ1\>U1\>nuTV]!U5R>[ ( b1U5R/nuTsR>Q5}5Y1R>g1\!_1`>g5R/{�R�Y?nuT�g5Y<Q5R!_1`/f�R/[/\!]>T�_5m ), chpass(1) [>htfVht[/\!TV]�U5T�S*\!b5]>R>U ,
d�R�S*T�UXW \!�<Y5w;Y5g v R>U1n7\>}5Y5��ReQ5R!_?`>f�R/[/\>]!T�_1T . | R>{�S*\tQ5R>_1`>fVR>[/\>]!T�_?`�[>h)iXR�S?Y1]�Y5fyU5ToS*\>b5]!R/U1\ , ^-\!f�\yS*\!g1g5h)i
Q5R!_1`/f�R/[/\!]>T�_1TVw3R>^>g1R>[!_1m5T�]>d�mkrV]!R>w<Y5g v R/U1n7\!}5Y1T�w .
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, �!�µ�.-���� � � : / FreeBSD 5.X, ������/¢y���M7����$� � 2y��¢ �$�������>���z¡��o�$¢¥� 2������� ��¢��t���!���� 
 ( ¢2�������V� ��¢
�¤����¢��������
 2��/�¥����¢���
 .

� 

�
� ��


13-4. � � � ��
 � � � � ��� � � 
 � ��� � � � chpass � � � ��
���� ��� ����� � � � ���

#Changing user database information for jru.
Login: jru
Password: *
Uid [#]: 1001
Gid [# or name]: 1001
Change [month day year]:
Expire [month day year]:
Class:
Home directory: /home/jru
Shell: /usr/local/bin/zsh
Full Name: J. Random User
Office Location:
Office Phone:
Home Phone:
Other information:

�e^>htc5g5htTsQ5R!_?`>f�R/[/\>]!T�_1Y;nuR/{�j$]�Y5f�nuT�gXm5]>`�_1Y1aF`lg5T�^/R!_1`/aFj$��c1\/d�]!`er�]!R/wFY5g v R/U1n7\!}1Y5Y , YF]>R!_1`/b5RtS1_1m<d�[/R>T�w
j-c1T�]!g5R/wFf�\!Q5Y1d�Y .

� 

�
� ��


13-5. � � � ��
 � � � � ��� � � 
 � ��� � � � chpass ����� 	 ��� �
� ��� ��� ����� � � � ���

#Changing user database information for jru.
Shell: /usr/local/bin/zsh
Full Name: J. Random User
Office Location:
Office Phone:
Home Phone:
Other information:

, �!�µ�.-���� � � : chfn(1) � chsh(1) �¤���k�2��¢64 � � � � 
K�2�V� �5� � ��� chpass(1), ���!� � ypchpass(1), ypchfn(1) � ypchsh(1).
NIS ����/�-¢V�o£ �>�¥��¢¥��� 0����¥���>�?�����!³V¢2�V��� , ���!�s³����)���o�62���� �V¢ yp ��¢���¢¤�<� �/�?� �o� �>´ ��¢ ��¡.0 2¥����¢���
��� . ������� �¤��� ��¢V����O0!���� ,
��¢+¡�¢2�V��>���/´���¢2��
 , NIS ¡V�o�-¢¥������2�V� �V�=��¢���� �� . 23.

13.6.4. passwd

passwd(1) rV]!R�R/^>htc5g1htwFd�Q5R-d�R/^�Y5f�nuT�g5TVg5YXm<d�R>^/d�]![>TVg5g5R/{�RtQ1\>U5R!_5m;Q1R!_1`/f�R>[-\!]!T�_5m , YX_1Y<Q1\!U1R!_5mkS?U1j-{VR>{VR
Q5R!_1`/f�R/[/\!]>T�_5m;d�j$Q5TVU5Q5R>_1`>fVR>[/\>]!T�_?TVn .

, �!�µ�.-���� � � : � �103����¢¤�����=�����> 7¢�� �60����!��³V��´��� 4 � �� � ��¢����¥���>� �.2 �/�¥��� �� 4 � �.2V�?¢���¢�� ��0 , ��¢���¢¤�e��¤������>�V� �/´ ��/���G4 ���������10 ��¢ �V¡67���� �!� �3�V�¥¢2�¥���/�¥������� ´ .

376



�A#��! !�
13.

�<��#��=4!�� !�����¤#*"F"%����(?�= !6�,>B!���! �#���(1"$2F, �5���%(16��;"l4!�!B1"?�¥2��3"
� 


�
� ��


13-6. � ��� ��� ��� � � � � 
�� ���

% passwd
Changing local password for jru.
Old password:
New password:
Retype new password:
passwd: updating the database...
passwd: done

� 

�
� ��


13-7. � ��� ��� ��� � � � � 
�� ��� � 
 � �
�

�
� ��� ��� ����� � � � ��� � � � ��
���� ��� ����� � � � � � �

# passwd jru
Changing local password for jru.
New password:
Retype new password:
passwd: updating the database...
passwd: done

, �!�µ�.-���� � � : �*�!� ��� chpass(1), yppasswd(1) �¥���l����¢.4 � ��� � 
K�2�V� �1��� ��� passwd(1), �����)³���� NIS ����¡�������¢¥�9�
�V¡=¢��!� �l� �/�?���o�-��� � .

13.6.5. pw

pw(8) rV]!R�j$]!YX_?Y5]>\lb5R/n7\>g$S?g5R/wFd�]!U1R>b5Y;S1_5m<d�R>foS�\!g5YXm , j/S*\!_1T�g1YXm , nuR!S?Y v Y5}5Y1U5R>[-\!g5YXm3Y<R>]!R/^>U1\!W�TVg5YXm
Q5R!_1`/f�R/[/\!]>T�_1TVw3YF{�U1j-Q1Q . �eg1\ v j-g1b5}5Y5R/g5Y5U5j$T�]eb1\!bF[>g5TVaFg5Y5w<Y5g5]!TVU v T�w?d�b<d�Y1d�]!T�nug5h�n v \>wX_?\/n
Q5R!_1`/f�R/[/\!]>T�_1TVw3YF{�U1j-Q1Q .

�
pw(8) R/c5T�g5`lnuR>�Fg1htwFg1\>^>R>U3Q?\!U1\/nuT�]!U5R/[�b5R-n7\!g$S*g5R>wFd�]!U5R/b5Y , c1]!R�S*T�_?\>T�]�rV]!R

Q5U5R>{VU1\>n7nujkQ5R!S1iXR�S1m5�<T�wkS?_5mFY1d�Q5R!_1`/f�R/[/\!g1YXml[ shell d�b5U5Y5Q5]/\�i , g5Reg5R>[/h�nKQ5R!_1`/f�R/[/\!]>T�_5m1nKR/g1\�nuR!WZTV]
Q5R>b1\>fV\>]!`/d�mk^/R!_1TVTsd�_1R!WZg5R/w , c5T�nPS?U5j${�Y1TzQ5U5T�S*d�]/\![!_?T�g5g5htTyfoS*TVd�`eb5R/n7\>g$S?h .

13.7. � � D<E � I �
� � I
� �;L�� ��O�L���E3G � � �%J
+zdo_1Y<j3[/\/d7TVd�]!`eQ1R!_1`/f�R>[-\!]!T�_1Y , nuR>W�TV]�Q5R>m5[>Y5]>`/domFnuh�d�_1`�Re[>R>f�nuR!WZg5R-d�]!Y;R/{�U1\>g5Y5c5TVg5YXm;g1\>{�U5j$fVb5YFg1\
d�Y1d�]!TVnuj . FreeBSD Q5U5T�S?R/d�]>\![>_5m5T�]l\=S*nuY5g1Y1d�]!U?\!]!R/U5j3g5TVd�b5R!_?`>b5R�d�Q5R/d�R>^/R>[tR>{VU1\!g1Y5c5T�g1YXmFR>^ �µTVn7\�fV\!g1Y1n7\!T�nuh)i
Q5R!_1`/f�R/[/\!]>T�_5m1nuY;d�Y1d�]!T�nug5h)i;U5T�d�j$U1d�R/[ . 'sj$�FT�d�]![/j$T�]tS*[/\�[/Y$S*\�R/{�U1\>g5Y5c5TVg5Y5w : S?Y1d�b5R>[/htTzb5[/R>]!hxY;S?U5j${�Y1T
R>{�U?\!g5Y5c1T�g5YXm;U1TVd�j$U1d�R>[ .
* Y1d�b5R/[>htT�b1[>R>]>hxR>{�U?\!g5Y5c1Y5[/\>��]�R/^��µT�nKQ5U5R/d�]!U1\>g1d�]![-\ , f�\!g5Y?n7\!TVnuR/{�R�Q5R>_1`>fVR>[-\!]!T�_5m1nuY , r�]>Rld�Q5R/d�R>^�^/h�d�]!U5R/w
Q5U5R>[/T�U5b1Y;R>^ �µTVn7\t^/T�fs[>htc5Y1d�_1T�g1YXmFT�{VR�b1\!W%S?htw;U1\>f . | [/R>]!hxR>^-d�j-W%S*\!�e]>dom;[ � \>foS . 16.14.
* U5j${�Y5TsR>{�U?\!g5Y5c1T�g5YXm;U1TVd�j$U1d�R>[e[>bX_1�ec1\!�e]ed�Q5R/d�R>^>h R/{�U1\>g5Y5c5TVg5YXm;Y1d�Q5R!_1`/f�R/[/\!g1YXm CPU, Q1\>n+m5]>Y<Y;S?U5j${�YXi
U5TVd�j-U?d�R>[ , b5R>]>R>U5htTynuR>{�j$]eQ5R>]!U1T�^!_1m5]!`/d�m;Q5R!_1`/f�R/[/\!]>T�_1T�n . �e{VU1\!g1Y5c5T�g1YXm;g1\!b5_?\=S?ht[-\!�e]>domFdsQ5R/nuR/�F`/�
bX_?\>dVd�R/[�j$c5T�]!g1h)i;fV\!Q1Y1d�TVw;YFR/^/d�j-W%S*\>��]>d�m;[�r�]>R/n�U1\>foS?T�_1T .| _?\>dVd�h j$c5T�]!g1h)i;fV\!Q1Y1d�TVwFR>Q1U5ToS?T�_5m5��]/domF[ /etc/login.conf. �eQ5Y1dV\!g5Y1TzQ5R>_1g5R>w<d�TVn7\>g5]!Y5b1YF[>h)iXR!S?Y5]�f�\
Q5U5ToS*T�_1h�R/^/d�j/W%S*\>TVnuR/{�RtfoS*TVd�`ln7\!]!TVU5Y1\!_?\ , R/g1\)S*T�]>\!_1`>g5ReR>Q5Y?d�\!g?\t[ld�]!U1\!g1Y5}5T)d�Q5U1\>[>R/c5g5Y5b1\ login.conf(5).
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�<��#��=4!�� !�����¤#*"F"%����(?�= !6�,>B!���! �#���(1"$2F, �5���%(16��;"l4!�!B1"?�¥2��3"
* R/d�]/\!]!R/c5g5R�d�b1\!f�\!]!` , c5]!Reb1\�W%S?R-nuj3Q5R!_1`/f�R/[/\!]>T�_1��Q1U5Y1d�[/R>TVg;bX_?\/d�d (default Q5RejXnuR>_1c1\!g1Y5� ), YFb?\�W%S?R/nuj
bX_?\>dVd�jkQ5U5Y?d�[>R/T�g;g?\!^>R/Uki5\!U1\>b5]!T�U1Y1d�]!Y1b . �l\!U1\>b5]!T�U1Y1d�]!Y1b1\�R/Q5U5T�S?T�_5m5TV]>dom<[�[>Y$S*TzQ1\>U5h ����� = � �.� � 
 � ��
 , {oS?T
� ���Kr�]!ReR>Q5U1ToS?T�_1T�g5g1htwFY$S?TVg5]!Y v Y1b1\!]!R/U , \ �#���#(��������<r�]!ReQ5U5R>Y1f�[>R>_1`>g?\�m;d�]!U1R>b1\ , R>^/U1\!^-\!]!ht[-\!TVn7\!ml[
fV\![/Y1d�Y?nuR/d�]>Y;R>]eY1nuT�g5Y . �3\>d�]!U5R/w5b1\tbX_*\>d�d�R>[�YFi5\!U1\>b5]!T�U1Y1d�]!Y1b3S?R/[>R!_?`>g5R�Q1U5R/d�]/\�YF]/\!bXWZTyR>Q5Y1dV\!g1\�[
login.conf(5).

, �!�µ�.-���� � � : � ���¥��¢��*� ��¢y³��V����¢¥� �����¤�=��/´!� ��� /etc/login.conf ��¢V��;�V��¢¤�?�¥�=�¥¢�� �� , ����� ��¡>���> 7��¢¥��� 0F�7²y�!´�!�z¡=�62V��-��� ���:7 /etc/login.conf.db. � �10.� � 2¤�-��� ��0 /etc/login.conf.db �.2 /etc/login.conf, �V�A������ ����¢
���/¢¤�>��°z +��°�� �/�?� �o�/� :
# cap_mkdb /etc/login.conf

�e{�U1\>g5Y5c5TVg5YXm;g1\�U5TVd�j-U?d�h�R/]�_1Y5c1\>��]>d�mFR>]eR>^/htc5g5h)iliX\>U1\!b1]!T�U5Y?d�]!Y5b : [/R - Q5T�U1[>h)i , S1_5mFb1\!W%S?R>{VR
R>{�U?\!g5Y5c1T�g5YXmFd�j$�FTVd�]![>j$TV] ” n+m5{�b5R/T ” ( ]!T�b5j$�<T�T ) Y ” WZTVd�]!b5R/T ” R/{�U1\>g5Y5c5TVg5Y5T . ��m5{�b5R/TzR>{VU1\!g1Y5c5T�g1Y5TsnuR>W�TV]
g1\>d�]!U1\!Y1[/\!]>`/dom3Q5R>_1`>fVR>[-\!]!T�_1TVnPYX_1Y<Q5U5YX_?R!WZT�g5Y1TVn , g1Reg5TynuR!WZT�]lQ5U5TV[>hta<\>]!`tWZTVd�]!b5R/TsR/{�U1\>g5Y5c5TVg5Y5T .
~kR/do_?ToS?g5TVTznuR!WZTV]e^/ht]!`�jXnuT�g1`>aFTVg5R�Q1R!_1`/f�R>[-\!]!T�_1TVn , g5Rlg5Y5b1R>{oS�\�g5Tyj-[/T�_1Y1c5T�g5R . �yR - [>]!R/U5h)i , ^/R!_1`/aFY5g?d�]![/R
R>{�U?\!g5Y5c1T�g5Y5wFU5TVd�j-U?d�R>[eQ5U5Y1nuTVgXm5��]/dom<bFQ5U5R>}1TVd�dV\>nKR/Q5U5ToS*T�_1TVg5g5R>{VR�Q5R>_1`>fVR>[-\!]!T�_5m , \�g5Tyb;Q5R>_1`>fVR>[/\>]!T�_?�
[>R>R/^>�<T . �e^>U1\>]!Y5]!Ts[>g5Y?n7\!g5Y5T , c5]!Rlr�]>YFU1\>f�_1Y5c1YXm;U5TV\!_1Y5fVj-�e]>dom%d�Q5TV}5Y v Y5c5T�d�b5R/w;R>^/U1\!^/R>]!b1R>wk_1Y1nuY1]!R>[ , \�g1T
U5TV\!_1Y5fV\>}5Y5TVwFd�]!U1j-b1]!j$U5hxi5\!U1\>b5]!TVU5Y1d�]>Y5bFj$c5TV]!g5h)i;fV\>Q5Y1d�T�w ( ] . T . r�]!Rlg5T (?�!���<��2 �%"10 d�Q5TV}5Y1\!_1`>g5htw<do_1j$c1\>w
iX\>U1\!b1]!T�U5Y?d�]!Y5b ).

�kYXWZTzQ5U5Y1[>ToS*T�g<d�Q5Y1d�R>b;g1\>Y5^>R>_1T�Tsc1\>d�]!R�Y?d�Q5R>_1`>fVj-T�nuh)ilR/{�U1\>g5Y5c5TVg5Y5w<g1\�U5T�d�j$U1d�h ( R-d�]>\!_1`>g1htT , [/nuT�d�]!Tyd
S?U5j${�Y1nuYFi5\!U1\>b5]!T�U1Y1d�]!Y1b1\>nuY%nuR!WZg5R�g?\!w5]!Y<[ login.conf(5)).

coredumpsize

�e{�U1\>g5Y5c5TVg5Y5Tsg1\�U1\>fVnuTVU v \!w5_?\ core, {�T�g1T�U5Y5U1j-T�nuR>{VR�Q5U5R/{�U1\/n7nuR>w , Q5R�R/c5T�[/Y$S?g5h�nKQ5U1Y5c5Y5g1\/n
Q5R�S*c5Y5gXm5�e�FT�T�domkS?U1j-{VY1n�R/{�U1\>g5Y5c5TVg5YXm1n�g1\�Y1d�Q1R!_1`/f�j$TVnuR/T7S?Y1d�b5R>[/R>T�Q1U5R/d�]!U1\!g?d�]![/R ( g1\!Q5U1Y1nuT�U ,
filesize, YX_1Y3S*Y1d�b5R/[>htTsb5[>R/]!h ). qyT�n�g5TynuT�g5TVT , R/g5R�c?\>d�]>R�Y1d�Q5R!_1`/f�j$T�]/dom;b1\>bFnuT�g5TVTyd�]!U5R/{�Y5w%nuT�]!R!Sb5R>g1]!U5R!_?Y5U5R>[-\!g5Y5mkQ1R>]!U5TV^!_1TVg5YXmlS?Y1d�b5R>[/R>{VRtQ5U5R/d�]!U1\>g1d�]![-\ : Q5R/d�b5R!_?`>b5jeQ5R!_1`/f�R/[/\!]>T�_1`tg5Tyd�R/foS*\>T�] v \!w5_1h
core dV\>nuR/d�]!R!m5]>T�_1`/g5R , Y<fV\!c?\>d�]>j-��g5Tzj/S*\!_5m5T�]eYXi , jXd�]/\!g5R/[>b1\trV]!R>{VR�Q1\>U1\>nuTV]!U1\enuR!WZT�]eQ5U5ToS*R!iXU1\!g1Y5]!`
T�{VR�R>]e[>h)iXR�S�\tfV\�Q5U5ToS*T�_1h S*Y1d�b5R/[>h)i3b5[/R>] , T�do_1YF^>R!_?`>a<\!mkQ1U5R>{VU1\>n7n7\ ( g1\>Q5U5Y1nuTVU , emacs) d�R>foS�\>d�] corev \!wX_ .

cputime

� ]!Rkn7\!b1d�Y1n7\�_1`/g5R>Tzb5R!_1Y1c5TVd�]![>Re[>U5T�nuT�g5Y CPU, Q5R/]!U5T�^>_5m5TVnuR/{�R�Q1R!_1`/f�R>[-\!]!T�_1TVn . ~kU5TV[>h�d�Y5[>a<Y5T�r�]>R[>U5T�n+m;Q5U5R/}5TVdVd�h�^/j>S*j-]�j-g1Y5c5]!R>W�TVg5hxm$S?U1R/n .

, ���µ�.-���� � � : ¯?��� � 49����� �!³V¢�� �V¢y����=��¢¥¡��10>¢V� �G4 � �®-« �A«¥¨�© CPU, � ��¢s����>±=¢������>�����V���� 
 2 �>��� � ��0 CPU, � �����/���*¢
�����V¡/���o£)��°A��� 0F� ��¢V� �����>���M7e����10 7 top(1) � ps(1). � 49����� �!³V¢�� ��0 ��� � �O7 ���t�V��¢V�:0 ����� �;�¥��� ��0 �¥��� 4 ��?����¢�� �����/� ��¢�� � 2V� �V£ ��� �y����� �V¢ � 4 ��� � �!³V¢�� ��03�����!�¥���>³V¢2��� �z¡=¢2������/¢ 2���� : � �/�µ� ��10!���/� — �V�������¢�2�������� ���¢��� ����V£y¢�� �V¢ — ����G4 �$��� �V£y¢¥� �/¢.49� � ���V�����
 2 �/�¥����
y��/³���� 100% CPU.
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filesize

� ]!Rkn7\!b1d�Y1n7\�_1`/g5htw;U1\>fVnuTVU v \!wX_*\ , b5R/]!R>U1htwFnuR!WZT�]eR>^/U1\!^/\>]!ht[/\>]!`/d�mlQ1R!_1`/f�R>[-\!]!T�_1TVn . ��R/]�_1Y5c5Y1TyR/]
S?Y1d�b5R>[/h)ikb1[>R>] , r�]!ReR>{VU1\!g5Y1c5T�g5Y1TzQ5U5Y?nuT�gXm5TV]>dom%bFR>]�S?T�_1`/g5h�n v \>wX_?\>n , \eg5Tzb1Re[-d�TVnujkg1\>^>R/U5j
Q5U5Y5g?\=S1_1T�W \!�FY5ikQ1R!_1`/f�R>[-\!]!T�_1� v \>wX_1R>[ .

maxproc

� ]!Rkn7\!b1d�Y1n7\�_1`/g5R>Tzc5Y1do_?ReQ5U1R>}5T�d�d�R/[ , b5R/]!R>U1htTsnuR>{Vj$]�^>ht]>`�fV\>Q5j$�FT�g1hxQ5R!_1`/f�R/[/\!]>T�_1T�n . � rV]!Rlc5Y1do_?R
[>bX_?��c1\>��]>d�mFYFb5R/g1d�R>_1`>g1htT�Y v R/g5R>[/htT�Q5U5R/}5TVdVd�h . ~kR�R/c5T�[/Y$S?g5h�n�Q1U5Y5c5Y5g?\>n , R/g5Y;g5T)nuR>{Vj$]�^>ht]>`
^>R>_1`>a<T , c5T�n�d�Y1d�]!TVnug1R>TyR>{�U?\!g5Y5c1T�g5Y5T , j$b1\!fVht[/\!T�nuR>T7c5TVU5T�fyQ5TVU5TVnuTVg5g5j$� sysctl(8) kern.maxproc.
(3nuT�w5]>Ts[/[>Y$S?j , c5]>RejXd�]/\!g5R/[>b1\�d�_1Y5a<b5R/nKWZT�d�]!b5Y5i;R>{�U?\!g5Y5c1T�g5Y5w%nuR!WZT�]ld�]>\>]!`�Q5R-nuT�iXR>wFU1\!^/R>]!T
Q5R!_?`>f�R/[/\>]!T�_5m : fV\>c1\>d�]!j$��Q5R>_1T�fVg5R�[>i$R!S?Y5]!`e[ed�Y1d�]!T�nuj;dzg1TVd�b1R!_1`/b5YXi3b5R>g?d�R!_?T�w;YX_?YFY1d�Q5R!_1`/f�R/[/\!]>`
b1\!g?\�_1h . �kTVb5R>]>R>U5htT�f�\=S*\>c5Y , ]>\>b5Y5Tyb1\!bFb5R/nuQ5Y5_5m5}5YXm%^>R!_?`>aFR/wkQ5U5R>{VU1\>n7nuh , ]>\!b5W�TyQ5R/U5R!W%S*\>��]
nug5R!WZT�d�]![/R�Q5U5R/}5TVdVd�R/[ ( g?\!Q5U5Y?nuT�U , make(1), cc(1) Y3S*U5j${�Y5TyQ5U5TVQ5U5R>}1TVd�d�R>U5h ).

memorylocked

� ]!Rkn7\!b1d�Y1n7\�_1`/g5htw;R/^��µT�nKQ1\>n+m5]!Y , ^!_?R>b5Y5U1R>[>b?\)b5R>]!R/U5R>{VRenuR!WZTV]�^>ht]>`�fV\>Q5U5R/aFT�g?\tQ5U5R/}5TVdVd�R/n ( d�n .
g1\!Q1U5Y1nuT�U mlock(2)). �kT�b5R/]!R>U1htTzb5U5Y1]!Y5c5T�d�b5Y%[/\!W�g1htT7S1_5m%d�Y1d�]!TVnuh�Q1U5R>{VU1\>n7nuh , ]>\>b5Y5Tyb1\!b amd(8),
^!_1R/b5Y5U5j$�e]�Q1\/n+m5]!`�]>\>b , c1]!ReQ1U5YF[/ht{�U5j$f�b1TzR>g1Y;g5T)d�R>f�S*\!�e]�d�Y?d�]!T�n+TsS?R/Q5R!_?g5Y5]!T�_1`>g5h)i3Q5U1R>^!_?TVn .

memoryuse

� ]!Ren7\>b1d�Y?n7\�_1`/g5htw3R>^ �µTVnPQ1\/n+m5]!Y , b1R>]!R/U1\�m;nuR!WZTV]�^>ht]!`efV\!g5m5]>\tQ5U5R/}5TVdVd�\/nuY . �eg3[>b5_1��c1\>T�]eR/d�g1R>[>g1j-�
YFR-d�g5R/[>g5j$��Q1\/n+m5]!`lYFY1d�Q5R!_1`/f�R/[/\!g1Y5T7Q5R�S*b1\!c5b1Y .

� ]!RlR>{VU1\!g5Y1c5T�g5Y1Tzg5T)d�g5Y1n7\>T�]e[/d�Ts[>R/Q5U5R/d�h ,
d�[>m5fV\!g1g5htTzdsY1d�Q5R>_1`>fVR>[-\!g5Y5T�nPQ1\>n+m5]!Y , g5R�S1_5mFg1\>c1\�_*\�r�]>R�Q5R�S?i$R!S1m5�FTVTzR/{�U1\>g5Y5c5TVg5Y5T .

openfiles

� ]!Rkn7\!b1d�Y1n7\�_1`/g5R>Tzb5R!_1Y1c5TVd�]![>R v \!wX_1R/[ , b5R/]!R>U1htTsnuR>{Vj$]�^>ht]!`eR>]!b1U5ht]!h�Q1U5R>}5T�d�dV\>nuY . � FreeBSD,v \!wX_?hx]>\!bXWZTyY1d�Q1R!_1`/f�j$��]>d�mkS1_5mFQ1U5ToS*d�]>\![>_1T�g1YXmFd�R/b5T�]!R/[�Y<b1\!g1\!_1R>[ IPC; g5TyjXd�]>\>g1\![>_1Y5[-\!w5]!T
do_1Y1aFb5R-n�n7\�_1TVg5`>b5R/TzfVg1\!c5TVg5Y5T . �e{�U1\>g5Y5c5TVg5Y5Tsr�]!R/{�RlQ1\!U1\/nuT�]!U?\ , jXd�]>\>g1\![>_1Y5[-\!TVnuR/T+S1_5mF[-d�TVwFd�Y1d�]!TVnuh ,
R>Q5U1ToS?T�_5m5T�]>d�m;Q5T�U1TVnuT�g1g5R>w sysctl(8) kern.maxfiles.
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sbsize

� ]!RlR>{�U?\!g5Y5c1T�g5Y5TsQ5R>]>U5T�^>_5m5TVnuR/{�R�Q5R>_1`>fVR>[-\!]!T�_1TVnPR>^ �µTVn7\�d�T�]>T�[>R/wFQ1\/n+m5]!Y , ] . T . mbufs. �eg1R�^>h)_?R
[>[/ToS?TVg5R�b1\>bFR>]>[>T�]�g1\ed�]>\!U1htT DoS \!]>\>b5Y , Q5U1YFb5R/]!R>U5h)i;d�R>foS�\![/\!_1R/d�`�nug5R!WZT�d�]![/Red�R/b5T�]>R>[ , g5RlR>^/htc5g5R
nuR!WZT�]e^>ht]!`eY1d�Q1R!_1`/f�R>[-\!g5RtY;S1_5mFR/{�U1\>g5Y5c5TVg5YXmFd�T�]!TV[>h)i;d�R/ToS?Y5g1T�g5Y5w .

stacksize

� ]!Rkn7\!b1d�Y1n7\�_1`/g5htw;U1\>fVnuTVU , S?Rlb5R>]>R>U5R/{�R�nuR>W�TV]�[/htU1\>d�]!YFd�]!TVb<Q1U5R>}5T�d�dV\ . 'y\>n�Q5Red�T�^>Tsr�]!R/]�Q1\>U1\>nuTV]!U
g5T)nuR!WZT�]eR>{�U?\!g5Y5c1Y5]!`�U?\!fVnuTVUFY1d�Q5R!_?`>f�j$T�nuR>w3Q5U5R/{�U1\/n7nuR>w;Q?\>n+m5]!Y , do_1T�S?R>[-\!]!T�_1`>g5R , T�{VR�g5TVR>^!iXR!S?Y1nuR
Y1d�Q1R!_1`/f�R>[-\!]!`t[-nuTVd�]!Tyd�S?U5j${VY1nuYFR/{�U1\>g5Y5c5TVg5YXm1nuY .

'sj-�<TVd�]![>j$��]�g5TVd�b5R!_1`/b5RtS*U5j${�YXiF\/d�Q5TVb5]!R>[ , b5R>]>R>U5htTsg5T�R/^!iXR�S?Y?nuR�j$c5Y5]!ht[-\!]!`eQ5U5YFjXd�]>\!g5R/[>b5TzR>{�U?\!g5Y5c1T�g5Y5w
U5TVd�j-U?d�R>[ . �kYXWZTzQ5U1Y5[>T�S?T�g5h�g5T�b5R/]!R>U1htTzR>^/�FY5TsQ5R�S�d�b1\>f�b5Y , d�R>[/T�]!hxY<U1\!f�_1Y5c5g5htTsb5R/n7nuTVg5]>\>U5Y5Y .

• ~kU5R/}5TVdVd�\/n , fV\!{VU5j-W \!TVnuh�nKQ1U5Y<d�]>\!U5]>Tyd�Y1d�]!T�nuh�d�b5U5Y5Q5]/\>nuY /etc/rc Q5U1Y1d�[-\!Y5[-\!T�]/dom3bX_?\/d�d daemon.

• �eR>]�m /etc/login.conf, Q5R/d�]>\![>_5m5TVnuhtw<dzd�Y?d�]!T�nuR>w , rV]!Rei$R/U5R>a<Y5w;Y1d�]!R>c1g5Y5bFQ1R�S1iXR�S?m5�FYXikf�g1\>c5T�g1Y5w3S1_1m
^/R!_1`/aFY5g1d�]![/\�R>{�U?\!g5Y5c1T�g5Y5w , ]!R!_?`>b5Re[>h , \=S�nuY5g5Y1d�]!U1\!]>R>U , nuR!WZT�]!Tyf�g?\!]!`eQ5R�S1iXR!S1m5�FY5Tsf�g1\>c5T�g1YXmkS1_5m
[-\!aFTVw;d�Y1d�]!TVnuh .

� d�]>\!g5R/[>b1\edo_1Y1aFb5R-n�do_?\>^>h)ikR>{VU1\!g5Y1c5T�g5Y1w<nuR!WZTV]�Q5R>[>_1T�c1`�f�_1R/j$Q5R>]!U1T�^!_?T�g5YXmFd�Y1d�]>TVnuR>w ,
\�j$d�]>\!g1R>[>b?\�do_1Y1aFb5R-n�d�YX_?`>g5h)i3R>{VU1\!g1Y5c5T�g1Y5wFnuR!WZTV]ld�]>\!]!`eQ5R/nuT�iXR>w;Q5U1R>Y5fV[>R�S*Y5]!T�_?`>g5R-d�]!Y .

• ~kR>_1`>fVR>[/\>]!T�_?Y X Window System (X11) [>R>f�nuR!WZg5R�S?R!_5WZg5hxQ1R!_1j$c5Y5]>`e^/R!_1`/aFT�U5T�d�j$U1d�R>[ , c5T�nPS?U5j${VY5T
Q5R>_1`>fVR>[-\!]!T�_1Y . X11 dV\>n7\�Q1Rld�T�^>TsQ5R>]>U5T�^>_5m5T�]�nug1R>{�ReU5TVd�j$U1d�R/[ , \�]>\!bXWZTyQ5U5R/[>R>}1Y5U5j$T�]�Q1R!_1`/f�R>[-\!]!T�_1T�w3g?\
R!S?g5R>[/U5TVnuTVg5g5htw;f�\!Q5jXd�b;^>R>_1`>a<T�{�Rtb1R!_1Y5c1TVd�]>[/\�Q1U5R>{VU1\>n7n .

• ~kR-nug5Y5]!T , c5]!Rknug5R>{VY5TyR>{�U?\!g5Y5c1T�g5YXm;Q1U5Y1nuT�g5m5��]>d�m<bFR/]=S?T�_1`>g5h�n�Q5U5R>}5T�d�dV\>n , \eg5Tzb<Q5R!_1`/f�R/[/\!]>T�_1�
[/R>R>^/�FT . �3\>Q5U5Y1nuTVU , jXd�]>\>g5R>[/b1\ openfiles [ 50 R/f�g1\>c1\!TV] , c5]!Rlb1\�W%S?htw<Q5U5R/}5TVdVd , fV\>Q5j$�FTVg5g5htwQ5R>_1`>fVR>[-\!]!T�_1TVn , nuR>W�TV]�R/]!b5U5ht[-\!]!`�S?R 50

v \!wX_?R>[ . q)\!b1Y1n�R>^/U1\!fVR/n , R/^>�FTVTzb5R>_1Y5c5T�d�]![/R v \>wX_1R>[ , b1R>]!R/U5htT
nuR/{�j$]�^/ht]!`�R/]!b5U5ht]!h�Q5R!_1`/f�R/[/\!]>T�_1T�n , [>htc5Y1d�_5m5T�]/domFb1\>b openfiles, Q5R/nug1R!WZT�g5g1R>Tzg?\ maxproc.

� ]!R
]>\>bXWZTsQ1U5Y1nuT�g1Y1nuReb<Q5R>]>U5T�^>_5m5TVnuR/w;Q1\>n+m5]>Y .

�'\)S*\!_1`>g1T�w5a<T�w;Y5g v R>U1n7\>}5Y5T�wFQ5R�R/{�U1\>g5Y5c5TVg5YXm1n�g1\�U5TVd�j$U1d�h , b5_?\>d�dV\>nKj$c5TV]!g5h)i;fV\>Q5Y1d�T�wFY
iX\>U1\!b1]!T�U5Y?d�]!Y5b?\>n , R/^>U1\>�<\!w1]!TVd�`�b<d�R>R>]>[>T�]/d�]![/j-�e�FY1n�d�]!U1\>g5Y5}1\/n�d�Q5U?\![>R/c5g5Y5b1\ .

13.8. � �FD��L �FE ��I%O�E�� I � �;L�� ��O�L���E;G�� � �%J
� R>b1\!_1Y5fV\>}5YXm3r�]>ReR/b5U5j-WZT�g5Y5T , g1\/d�]!U1\>Y5[/\>TVnuR/Tzd�Y1d�]!TVnug1h�n \=S�nuY5g5Y1d�]>U1\!]!R/U5R/n�YX_1YFQ1R!_1`/f�R>[-\!]!T�_1TVn S1_1m
U1\!^/R>]!h�dzU1\!f�_1Y5c5g5h�nuYFm5f�htb1\/nuY , g?\!^>R/U1\>nuY;d�Y1nu[>R>_1R>[ , d�]>\>g$S*\!U1]>\>nuY;S*\!]!h�YF[>U1TVnuT�g1Y , YF]/\!b3S�\�_1TVT . � ]!R
R>^/d�j-W<S�\!T�]/dom3[�{�_?\![/T�_1R/b1\�_1Y1fV\!}1YXm .

13.9.
� D 	
� ���

�µU5j$Q5Q1\�r�]!RlQ5U5R-d�]!Rld�Q5Y?d�R>bFQ5R!_1`/f�R/[/\!]>T�_1TVw . �µU5j$Q5Q?\�Y$S?TVg5]!Y v Y1}5Y5U5j$T�]/dom<Q5ReY1nuT�g1Y<Y GID (Group ID,
Y$S?T�g1]!Y v Y5b1\>]!R>U<{�U5j$Q5Q1h ). � FreeBSD ( Y<^>R>_1`>a<Y5g1d�]>[>TuS?U1j-{VYXi UNIX- Q1R�S?R/^>g5h)ikd�Y1d�]!TVn7\!i ) m$S?U5R�S1_5m
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R>Q5U5T�S?T�_?T�g5YXm;Q1U1\![eQ5U5R>}1TVd�dV\�Y1d�Q5R!_?`>f�j$TV])S?[/\ v \!b5]>R>U1\ : TV{�R ID Q5R!_?`>f�R/[/\>]!T�_5m3Y%d�Q5Y1d�R>b;{VU5j$Q5Q , b5R>]!R/U5h�nKR>g
Q5U5Y5g1\�S1_1T�W�Y1] . | R/{oS*\t[/h�do_?htaFY5]!Tyc5]!R - ]!ReR ”group ID” Q5R>_1`>fVR>[-\!]!T�_5m3YX_1YFQ1U5R>}5T�d�dV\ , r�]>ReR/^>htc5g5ReR>fVg1\!c1\>T�]
]!R!_1`/b5R�Q1T�U5[/j-��{�U5j$Q5Q1j3Y5fyd�Q5Y1d�b1\ .
(3nuT�g1\�{�U5j$Q5Q%d�[!m5fVht[/\>��]>d�m3d ID {�U5j$Q5Q<[ v \!wX_?T /etc/group.

� ]!Rl]!T�b1d�]!R>[/htw v \!w5_<dzc1T�]!htU5`-n+m
U1\!f�S?T�_1TVg5g5h�nuY;S?[>R/T�]!R/c5Y5TVnKQ1R!_5m1nuY . ~kT�U5[/R>TzQ1R!_1Tsr�]!RlY1n+mF{VU5j-Q1Q5h , [>]>R>U5R/Tzr�]>Ref�\!aFY v U5R>[-\!g5g5htwkQ1\>U5R!_?` ,
]!U5T�]>`>Tyr�]!R ID {VU5j$Q5Q5h , \ec5T�]>[>T�U1]!R>Tsr�]!RlU1\!f�S?T�_?T�g5g5htwFfV\!Q5m5]!h�nuY%d�Q5Y1d�R>b;cX_?T�g5R/[�{�U1j-Q1Q5h .

� ]!R/] v \>wX_<nuR!WZTV]
^>ht]!`�^/T�fVR>Q1\/d�g5R�R/]!U5T�S*\!b5]>Y5U5R>[-\!g3[/U5j$c5g5j$� ( Q5U5T�S?Q5R!_*\!{V\>T�]>d�m , b1R>g5TVc5g5R , c5]!R�[/hxg5TsdoS?T�_*\!T�]>Tsd�Y1g5]>\!b?d�Y5c5T�d�b5Y5i
R>aFY1^>R>b !). �µ\�^>R>_1T�TsQ5R!_?g5h�n�R>Q1Y1d�\>g5Y5TVn�d�Y5g5]>\>b1d�Y?d�\�R/^>U1\>]!Y5]!T�d�`eb<d�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ group(5).

+zdo_1Y<[>hxg5TsiXR>]!Y1]!TsU1ToS*\>b5]!Y5U5R/[/\>]!` /etc/group [>U5j$c5g1j-� , Y1d�Q1R!_1`/f�j$w5]!Tsb5R/n7\>g$S?j pw(8) S1_5m;S?R>^/\>[!_1TVg5YXm3Y
U5ToS*\>b5]!Y5U1R>[/\>g5YXm;{VU5j$Q5Q . �3\>Q5U5Y1nuTVU , S1_5m3S*R>^/\>[!_1TVg5YXm3{�U1j-Q1Q5h , g1\>f�ht[-\!TVnuR/w teamtwo, YFQ5U1R>[>TVU5b5Y;TVT
d�j$�FT�d�]![/R>[/\>g5YXm3[>h�nuR>WZT�]!TyY1d�Q1R!_1`/f�R>[-\!]!` :
� 


�
� ��


13-8.
� ��� � � � ��� � � �


 � ����� �
�
����� ��� ����� � � � � � pw(8)

# pw groupadd teamtwo
# pw groupshow teamtwo
teamtwo:*:1100:

�kY1do_1R 1100 r�]!R ID {VU5j$Q5Q5h teamtwo. �3\tS*\!g1g5htwFnuR/nuTVg5]l[ , teamtwo g5TV]ecX_?T�g5R/[ , YFQ1R>r�]>R/nuj3R>g?\
Q5U1\!b1]!Y5c5T�d�b5Y<^>TVd�Q5R!_?T�f�g?\ . * \![-\!w5]>T�Y5fVnuTVg5Y1n r�]!j;d�Y5]!jX\!}5Y1� , S?R/^/\>[>Y5[ jru [l{�U1j-Q1Q5j teamtwo.

� 

�
� ��


13-9.
� ��� � � � ��� � � ��� ��� ����� � � � ��� � �


 � ��� � �
�
����� ��� ����� � � � ��� pw(8)

# pw groupmod teamtwo -M jru
# pw groupshow teamtwo
teamtwo:*:1100:jru


�U5{Vj$nuTVg5]�b<Q1\!U?\>nuT�]>U5j -M r�]!RlU1\>foS?T�_1T�g5g1htwFfV\>QXm5]!h�nuY%d�Q5Y1d�R>b;Q1R!_1`/f�R>[-\!]!T�_1T�w , m5[>_5m5���<YXi5dom;cX_?T�g1\/nuY
{�U5j$Q5Q5h . (kfzQ5U5T�S?hyS?j$�FY5i;U1\!f�S?T�_1R/[�nuh�fVg1\!T�n , c5]!R v \!wX_<Q1\!U5R>_1T�wF]>\!bXWZTyj$b1\!fVht[/\!TV]t{�U5j$Q5Q1jlS1_5mFb1\!W%S?R>{VR
Q5R!_1`/f�R/[/\!]>T�_5m . ~kR!_?`>f�R/[/\>]!T�_1`�\>[>]!R-n7\!]!Y1c5TVd�b5YkS?R/^/\![>_5m5T�]/domFd�Y?d�]!T�n+R/wFb%d�Q5Y1d�b5jk{�U5j$Q5Q ; Q1R!_1`/f�R>[-\!]!T�_1`tg5T
^>j/S?T�]�Q5R>b1\>fV\>g;b1\!bFcX_1T�g<{�U5j$Q5Q1h�Q5U5Y<Y1d�Q5R>_1`>fVR>[-\!g5Y5Y pw(8) groupshow, g5Rer�]>\eY5g v R/U1n7\!}5Y5m;^>j/S?T�]
Q5R>b1\>fV\>g1\tQ5U5Y<Y1d�Q1R!_1`/f�R>[-\!g5Y1Y id(1) YX_1Y<Q5R!iXR!WZTV{�R�Y5g?d�]!U5jXnuTVg5]>\ . * U5j${�Y1nuY%do_1R/[/\>nuY , dzrV]!Y1n�Q?\!U1\/nuT�]!U5R-n
Q5U5R>{VU1\>n7n7\ pw(8) U?\!^>R/]>\!TV]�]!R!_?`>b5Rld v \!w5_1R/n /etc/group; R>g1\�g5Y5b5R/{oS*\�g5Ty^>j/S?T�]eQ5ht]>\>]!`/d�m;Q5R!_1j$c5Y1]!`
S?R>Q5R>_1g5Y5]>T�_1`/g5j$��Y5g v R/U1n7\!}1Y5��Y1f v \!w5_?\ /etc/passwd.

� 

�
� ��


13-10. � ����� ��� ����� � � � � id(1) � ��� ���
 � � � � ��� ��� �
 � � ��� � ��� �����
� �

�
�

 � ��� � �

% id jru
uid=1001(jru) gid=1001(jru) groups=1001(jru), 1100(teamtwo)

| \!b;[/h�nuR!WZT�]!Ty[>YXS?T�]!` , jru m5[!_1m5T�]>d�mFcX_1TVg5R/n�{VU5j$Q5Q jru Y teamtwo.

�'\)S*\!_1`>g1T�w5a<T�w;Y5g v R>U1n7\>}5Y5T�wFR pw(8), R>^>U?\!]!Y5]>TVd�`ebFTVTsd�]>U1\!g5Y1}5Tyd�Q5U1\>[>R>c1g5Y5b1\ , \�fV\�S?R/Q5R!_1g1Y5]!T�_?`>g5R/w
Y5g v R>U?n7\!}5Y5TVw;R v R/U1n7\!]>T v \!w5_?\ /etc/group b<d�]!U1\!g1Y5}5T)d�Q5U1\>[>R/c5g5Y5b1\ group(5).

���������
	�������

1.
| R>g1T�c5g5R , Q5R>b?\�g5TyY1d�Q1R!_1`/f�j$T�]>d�mFnug5R!WZT�d�]![/R�]!TVU1nuY5g1\!_1R>[ , g5Renuh�R-d�]>\>[>Y1nKrV]!j3]!T�nujkS1_5m%�'_ . 20.
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�A#��! !�
13.

�<��#��=4!�� !�����¤#*"F"%����(?�= !6�,>B!���! �#���(1"$2F, �5���%(16��;"l4!�!B1"?�¥2��3"
2. �yR>f�nuR!WZg5R�Y1d�Q5R!_?`>f�R/[/\>g5Y5T UID/GID [>QX_1R/]!`tS*R 4294967295, g1R�r�]>Y ID nuR>{�j$]e[>htf�[-\!]!`ed�T�U1`>T�fVg5htT

Q5U1R>^!_?TVnuh�dsQ5U5R>{VU1\>n7n7\/nuY , S?T�_?\!�e�FY1nuY<Q5U5T�S?Q5R!_?R!WZT�g5Y5m;RefVg1\!c5TVg5YXmXi ID.

3. ' Q1\>U1\>nuTV]!U5R/n -s adduser(8) g5Ty^>j/S?TV]�[>ht[/R�S?Y1]!`�Y5g v R>U1n7\>}5Y5� . ~kR/f�WZT7S?_5mFY5f�nuT�g5TVg5YXmFg1\/d�]!U1R>T�bFQ5R
jXnuR!_?c1\!g5Y1��nuh�Y1d�Q5R!_?`>f�j$T�nKQ1\!U1\/nuT�]!U -v.
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� 
 � � � ��� ��� � � �

�
��#��G�%��2 �5�!���W� ���<�=0 �9#��! �6 � 6A#��  �4�2*����"X4 �����'��(1" �16 ��B����> �� �X(1"1.-�

security(7)
./�=�<�¤�*, � (*��B1"*����#

Matthew Dillon.
�%� ���� !�=�y(*�u�*,-����.>"10k254�67.

: @ ��(1"*�A�%��B-#*"?( .

14.1. C DFE3G<HeL
� L � IY��E � I
�
� ]>\�{�_?\![-\�Q5U5T�S*d�]/\![!_1m5T�]�[/[>T�S?T�g5Y1T�[eR-d�g5R/[>g5htTzb5R>g5}1T�Q5}5Y1YF^>TVf�R/Q1\>d�g5R/d�]!Y;d�Y1d�]!TVnuh , g5T�b5R/]!R>U1htT
rVnuQ5Y5U1Y5c5TVd�b5Y5TyQ5U1\>[>YX_?\�YF^/R!_1TVT�Q5R�S*U5R>^/g5R�R/^>U1\>�<\!TV]>dom3b;R/]=S?T�_1`>g5h�n�]!TVn7\/n , b1\>dV\!�e�FY1n7d�m FreeBSD.
;sR>_1`>a%\�m3c1\/d�]!`efV\!]>U1\!{VY5[/\>TVnuh)ik]!TVn nuR!WZT�]e^>ht]!`eQ5U5Y1nuTVg5T�g1\ebF^/T�fVR>Q1\/d�g5R-d�]!Y;d�Y1d�]!T�nuh�YF^/T�fVR>Q1\/d�g5R-d�]!Y3[
Y5g5]!TVU5g5T�]l[>R/R>^/�FT . (kg5]>T�U5g5TV]�^/R!_1`/aFTzg1Tz]!R ” S?U5j-WZTVd�]>[>T�g1g5R>T ” nuTVd�]>R , {�S?Tzb1\!W%S?htw;iXR>c1T�]�^/ht]!`�[-\>npS?R/^>U5h�n
d�R/d�ToS?R-n . �'\!�<Y5]>\ed�Y1d�]!TVnuh�g5T�R/^!iXR�S?Y?n7\yS1_5m<d�R!iXU1\>g5T�g5Y5mk[-\!a<YXieS�\!g5g5h)i , Y1g5]!T�_1_1T�b5]>j$\!_1`>g1R>w
d�R>^-d�]![/T�g5g1R/d�]>Y , [>U5T�nuT�g5Y<YF[-d�T�{VR�R/d�]>\�_?`>g5R/{�R�R/]�i5\!b5TVU5R>[�YFY1n�Q1R�S?R/^>g5h)i .

FreeBSD Q1U5ToS?R-d�]>\>[!_5m5TV]�n7\>dVd�jkj$]!YX_1Y1]eY%nuT�i5\!g5Y1fVnuR>[�S1_5m;R/^>TVd�Q5T�c1T�g5YXm;}1T�_1R-d�]!g5R-d�]!Y<YF^/T�f�R/Q1\>d�g5R/d�]!Y
d�Y1d�]!TVnuh�Y%d�TV]!Y .

~kR/do_?T�Q5U5R/c5]!T�g1YXm<rV]!R>w;{�_?\![/hx[>hxj$f�g?\!T�]>T :
• �ld�g5R>[/g5htT�b5R/g5}5T�Q1}5Y5YF^/T�fVR>Q1\/d�g5R-d�]!Y;d�Y1d�]!T�nuh , d�Q5T�}5Y v Y5b5j FreeBSD.

• ��U1\>f�_1Y1c5g5h)iFnuT�i5\>g5Y5fVn7\!i3aFY v U5R/[/\>g5YXm3[ FreeBSD, ]>\!b1YXi;b1\!b DES Y MD5.

•
| \>b;g1\>d�]!U5R/Y5]!`e\>j$]!T�g5]>Y v Y5b1\>}5Y5� dzY1d�Q5R!_?`>f�R/[/\>g5Y5TVnPR!S?g5R>U?\!f�R/[>h)ilQ1\!U5R>_1T�w .

•
| \>b;g1\>d�]!U5R/Y5]!` TCP Wrappers S1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5mkd inetd.

•
| \>b;g1\>d�]!U5R/Y5]!` KerberosIV [eU5T�_1Y1fV\�i FreeBSD S?R 5.0.

•
| \>b;g1\>d�]!U5R/Y5]!` Kerberos5 [�U1T�_1Y5f�\�i FreeBSD Q5R/d�_1T 5.0.

•
| \>bFd�R/foS*\>]!`�nuT�W d�T�]!TV[>htTyr�b5U1\>g5h�dsQ5R/nuR/�F`>� IPFW.

•
| \>b;g1\>d�]!U5R/Y5]!` IPsec Y%d�R/foS*\>]!` VPN nuT�W%S?j3b5R/nuQ1`>��]>T�U1\/nuYFg1\ FreeBSD/Windows.

•
| \>b;g1\>d�]!U5R/Y5]!`�Y<Y1d�Q1R!_1`/f�R>[-\!]!` OpenSSH, U5TV\!_1Y5fV\>}5Y5� SSH [ FreeBSD.

• �k]!Re]>\!b1R>T ACL YFb?\!b;YXi;Y?d�Q5R>_1`>fVR>[/\>]!` .
•
| \>b;U1\!^/R>]>\>]!`�dyd�R/R>^>�<T�g5Y5m1nuY3^>T�fVR>Q1\/d�g5R-d�]!Y FreeBSD.

~kT�U5T�S<c5]!TVg5Y5TVn r�]!R/wF{�_?\![/h�[-\>nKQ5R/]!U5TV^>j$T�]>d�m :

• ~kR/g5Y1n7\!g1Y5TzR-d�g5R/[>g5h)ikb5R>g1}5T�Q5}1Y5w FreeBSD Y;Y5g1]!T�U5g1T�] .

14.2. � ��� � �	� I
�
;sTVf�R/Q1\>d�g5R/d�]!`�r�]>R�Q5TVU5[/\!m;YFR/d�g5R>[/g1\�m v j$g5b5}1YXmFd�Y1d�]!TVnug1R>{�Rk\=S�nuY5g5Y1d�]!U1\!]>R>U1\ . ��R>]!mF[/d�T
nug5R>{VR>Q5R>_1`>fVR>[/\>]!T�_?`/d�b1Y5T7d�Y1d�]!TVnuh BSD UNIX j-WZT)d�g1\>^!WZT�g5hxg1T�b5R/]!R>U5R/w;fV\>�FY5]>R>w , U1\>^>R/]>\tQ5Rkd�R/foS*\>g5Y5��Y
Q5R�S5S*T�UXWZb5TzS?R>Q1R!_1g5Y1]!T�_1`/g5h)i;nuT�i5\!g1Y5fVnuR/[�^>TVf�R>Q?\>d�g1R/d�]>Y , R>^/TVd�Q1T�c5Y5[-\!�e�FYXikfV\!�<Y5�FTVg5g5j$��U?\!^>R/]!j
Q5R!_1`/f�R/[/\!]>T�_1TVw , r�]!RlR�S?g?\�Y5f)d�\/nuh)i3d�T�U5`/T�fVg5h)i3fV\=S�\!cFd�Y1d�]!T�nug5R>{VRe\=S�nuY5g5Y1d�]!U1\!]>R>U1\ . | R/nuQ5`/��]!TVU5h
^>T�fVR>Q1\/d�g5h g1\/d�]!R>_1`>b1R , g1\/d�b5R>_1`>b5R�[>h�d�S*T�_?\>T�]!TyYXi;^>TVf�R/Q1\>d�g5h�nuY3YF]!U5TV^>R/[/\!g1YXm3^>T�fVR>Q1\/d�g5R-d�]!YF[/d�TV{oS*\
g1\�iXR�S?m5]>dom;[eQ5U5R>]>Y5[>R/U5T�c5Y1Y<d�j/S?R/^/d�]![>R-nKU1\!^/R>]!h Q5R>_1`>fVR>[/\>]!T�_?T�w . 'sY1d�]!TVnuh UNIX d�Q5R/d�R>^>g1h�R!S?g5R/[>U5T�nuT�g5g5R
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14. �

�¥4!�=B?�!��(1�����W�
U1\!^/R>]>\>]!`�dsR>{�U1R/nug5h�nKb5R>_1Y5c5T�d�]![/R/n�Q1U5R>}5T�d�d�R>[�Y%nug5R>{VY5TzY5fyr�]>YXi;Q5U5R/}5TVdVd�R>[ed�T�U1[>T�U1g5htT — r�]>ReR/f�g1\>c1\!TV] ,
c5]!Rkd�g5Y1nuY�nuR>{Vj$]�[>f�\!Y1nuR!S?T�w1d�]![>R/[/\>]!`�[>g1T�aFg1Y5TzQ5U1R>{�U?\>n7nuh . 'sT�{VR�S?g5mkS?TVd�b5]!R>Q1h�fV\/nuT�g5YX_?Y
nuY5g5Y - b5R/nuQ1`>��]>T�U5h�Y%nur�w5g v U5r�w1nuh , YFQ5R-d�b5R>_1`>b5jlb5R-nuQ5`>�e]!T�U5h�[�g1\>aFY3S*g5YFQ5R!S?bX_1�ec5T�g1h�b<d�T�]!Y<Y5g5]!TVU5g5T�] ,
^>T�fVR>Q1\/d�g5R-d�]!`t[-\�WZg1\�b1\!b;g1Y5b5R>{�S*\ .
�3\!YX_1j$c5a%\�m3U5T�\�_1Y5f�\!}5Y5mFd�Y1d�]!TVnuh�^/T�fVR>Q1\/d�g5R-d�]!Y;Q1U5ToS*d�]>\![/Y1n7\�[e[>Y$S*T ” Q5R-do_1R/w5g5R>w ” d�Y1d�]>TVnuh . �yR>R/^>�<T
{�R>[/R>UXm3[-d�T , c5]!Rlg5j-W�g1Red�S*T�_?\>]!` , rV]!Rld�R>f�S*\!]!`ed�]!R>_1`>b5Rldo_1R/T�[e^>T�fVR>Q1\/d�g5R-d�]!Y , d�b5R>_1`>b5R�g5T�R/^!iXR�S?Y?nuR�YFf�\!]!T�n
[>g5Y1n7\>]!T�_?`>g5Rldo_1T�S?Y5]!`lfV\�[>]!R/UXWZT�g5YXm1nuY<[ed�Y1d�]!T�nuj . �kTzQ1T�U5TVj$d�T�U$S*d�]![>j$w5]>Ts[eg1\>d�]!U5R>w1b5Tyd�Y1d�]>TVnuh
^>T�fVR>Q1\/d�g5R-d�]!Y , Y5g1\!c1TzR>g?\�d�S*T�_?\>T�]�g1T�[>R/fVnuR>W�g1R>w3R>^/g1\!U1j/WZTVg5Y5Tz[/]!R>U5W�TVg5Y5w , m5[>_5m5���<T�T�dom;R�S*g5Y1n�Y5f
g1\!Y5^/R!_1TVT�[/\!WZg5h)i;\>d�Q1T�b5]!R/[enuT�iX\>g5Y5f�n7\�^>TVf�R/Q1\>d�g5R/d�]!Y . �3\!Q1U5Y1nuT�U , g5T�]e^>R!_?`>aFR/{�R�dVnuh�do_?\e[�jXd�]/\!g5R/[>b5Tv _?\!{�\ schg (chflags(1)) g1\eb1\�W%S?htw;Y?d�Q5R>_1gXm5TVnuhtw v \!wX_%d�Y1d�]!TVnuh , Q5R/d�b5R!_1`/b5jliXR>]�m;]>\>b5Y1n�d�Q5R/d�R>^/R/nKnuR!WZg5R
[>U5T�nuT�g5g5RefV\>�FY5]!Y1]!`eY?d�Q5R>_1gXm5TVnuhtT v \!wX_?h , r�]!RlQ5R-nuT�a<\>T�]�R/^>g1\>U5j-W�TVg5Y5� v \!b5]>\�[>f�_1R/n7\�d�Y1d�]>TVnuh .

;sTVf�R/Q1\>d�g5R/d�]!`�d�Y?d�]!T�nuh�]>\!b5W�TyR>]>g5R/d�Y5]>dom<b;U1\!f�_1Y5c5g1h�n v R>U1n7\/n�\!]/\!b , Y1nuTV���<YXiFd�[/R>T�w3}1T�_1`/��[/htf�[/\>]!`
b5U1\�i;d�Y1d�]!T�nuh , YX_?Y<d�S*T�_?\>]!`ed�Y1d�]!T�nuj;g5T�S?R/d�]!j$Q5g5R>w3S?U5j${�Y1n d�Q5R-d�R>^/R/n , g5Reg5TsQ1ht]>\!�e�FYXi5dom<Q5R!_1j$c5Y1]!`tS?R-d�]!j$Q
bFj$c5T�]>g5R>w;f�\!Q5Y?d�Y root (”break root”).

� {�U1R>f�h�^>T�fVR>Q1\/d�g5R-d�]!Y;nuR/{�j$]�^/ht]!`�Q1R�S?T�_1T�g5hxg?\�g5T�d�b5R>_1`>b5R
b1\!]!TV{�R/U5Y5w :

1. �e]>b1\!fy[�R/^/do_?j/WZY5[-\!g5Y1Y (Denial of service, DoS).

2. �yf�_1R/n�Q1R!_1`/f�R>[-\!]!T�_1`/d�b5YXilj-c1T�]!g5h)i;f�\!Q5Y?d�T�w .

3. �yf�_1R/n�j$c5TV]!g5R/w;fV\>Q5Y1d�Y root c1T�U5TVf�S?R-d�]!j$Q5g1htTyd�T�U5[/Y1d�h .

4. �yf�_1R/n�j$c5TV]!g5R/w;fV\>Q5Y1d�Y root c1T�U5TVfsj$c5TV]!g5htTyfV\!Q1Y1d�Y;Q1R!_1`/f�R>[-\!]!T�_1T�w .

5. 'sR/foS*\>g5Y5T backdoor.


�]>\>b1\ ” R>]>b1\!fy[�R/^/do_?j/WZY5[-\!g5Y1Y ” R>]!^/Y5U1\!TV]�j;n7\!a<Y5g5hxg5TVR>^>i$R!S?Y1nuhtTsU5TVd�j-U?d�h . �e^>htc1g5R DoS \!]>\>b5Y
Y1d�Q5R>_1`>fVj$��]�{VU5j$^>j$��d�YX_1j , c5]>R>^>hxQ1R>Q5ht]>\>]!`/d�m;R>^/U5j$aFY5]!`ld�Y1d�]!TVnuj3YX_?Y<d�S*T�_?\>]!`eTVTzg5T�S?R/d�]!j$Q5g5R/wkS?U5j${�Y?n
d�Q5R-d�R>^/R/n , Q5U5TV[>h�d�Y5[�_1Y?nuY5]!h�TVTyd�T�U5[/Y1d�R/[�YX_1Y%d�TV]!T�[/R>{�Red�]!TVb1\ . �kTVb5R>]>R>U5htT DoS \!]/\!b5Y;Q1ht]>\!�e]>dom
Y1d�Q5R>_1`>fVR>[-\!]!`tR/aFY5^/b5Y;[ed�T�]!TV[>R-n�d�]!TVb5TzS1_5mFR/^>U5j$aFTVg5YXm;d�Y?d�]!T�nuh�R�S*g5Y1nKQ1\>b5T�]!R-n .

� ]!j3Q5U1R>^!_?TVnuj3nuR!WZg5R
U5T�a<Y5]!`�]>R!_1`/b5R�Y1d�Q5U1\>[>Y5[�m$S?U5Rkd�Y1d�]!TVnuh . 
�]>\>b5YFf�\!c1\/d�]!j$��nuR>WZg5R�Q5U5T�S?R>]>[>U1\>]!Y5]!`lQ5U1\>[>YX_1`/g5R>wFj$d�]>\!g1R>[>b1R>w
Q1\!U1\/nuT�]!U1R>[ , R/{�U1\>g5Y5c5Y1[/\!�e�FYXi3g1\>{�U5j$fVb5jkg1\�d�Y1d�]!T�nuj3[�g5TV^!_?\>{�R/Q5U5YXm5]!g5h)i3jXdo_?R>[>Y5mXi . 'x\!]>\>b1\>nuY ,
Y1d�Q5R>_1`>fVj$���FY?nuY;{�U5j$^/j-� d�YX_?j , ^>R/U5R>]!`-dom;do_?R!WZg5R . �3\>Q5U5Y1nuTVU , \>]>\!b1\ed�Y1d�Q5R!_?`>f�R/[/\>g5Y5TVnPQ1\>b5T�]>R>[ed
Q5R�S5S*T�_1`/g5h�nuYF\=S*U5TVdV\>nuY , b1R>]!R/U5j$��Q5R/c5]!Y<g5T�[/R>fVnuR>WZg5R�R/d�]>\!g1R>[>Y1]!` , nuR!WZTV]�^>h�d�]!U5RlR>]!b5_1��c5Y1]!`e[-\!a<j
d�Y1d�]!TVnuj3R/]�Y5g5]>T�U5g5TV] . �yR/fVnuR!WZg5R , R>g1\�g5TzQ1U5Y5[>T�S?T�]ebFR/]!b1\!fVj3d�Y1d�]!TVnuh , g5RldVnuR!WZT�]eQ5T�U1T�Q5R>_1g5Y5]!`ld�R/ToS?Y5g1T�g5Y5T
d�Y5g5]>T�U5g5TV] .
�sf�_1R/nKj$c5TV]!g5R/wFfV\>Q5Y1d�Y;Q5R!_?`>f�R/[/\>]!T�_5m3R/^>htc5g5Re[/d�]!U5T�c?\!T�]/dom;c1\>�FT , c1TVn DoS \!]>\>b5Y . ��g5R>{VY5Tsd�Y1d�]!T�nug5htT
\=S*nuY5g1Y1d�]!U?\!]!R/U5h�[/d�TzTV�FTzY?d�Q5R>_1`>fVj-�e]ed�]>\!g$S�\!U5]!g1htTyd�T�U5[/Y1d�h telnetd, rlogind Y ftpd g1\ed�[/R>YXi;d�TVU5[>TVU1\�i .� ]!Y<d�T�U5[/Y1d�hxQ5RljXnuR!_1c?\!g5Y5��g5TyU1\!^/R>]>\>��]�dsfV\>aFY v U5R/[/\>g5g5h�nuY;d�R/ToS?Y1g5T�g5Y5m1n . � U5T�fVj/_?`>]>\>]!TzQ5U1Y<d�U1ToS?g5T�n
b5R!_1Y1c5TVd�]![>TsQ5R!_1`/f�R/[/\!]>T�_1TVw3Q1\!U5R>_1`�R!S?g5R/{�R�YX_?YFg5T�d�b5R>_1`>b5Y5ikQ1R!_1`/f�R>[-\!]!T�_1T�w , [>iXR�S1m5�<YXil[ld�Y1d�]!TVnuj3c1T�U5TVf
[>g5TVaFg5TVTsd�R/ToS?Y1g5T�g5Y1T ( r�]!ReR>^>htc1g5htw;YFg?\!Y5^/R!_1TVTzj/S?R>^/g5htwFd�Q5R/d�R>^�[>i$R!S*\t[ld�Y1d�]!TVnuj ), ^>j/S?TV]�Q5T�U1T�iX[/\>c5T�g .
�sg1Y1n7\!]!T�_1`>g1htw<d�Y?d�]!T�nug5htw<\�S*nuY5g5Y1d�]!U1\>]!R>U;S?R!_5WZTVg<\!g?\�_1Y5fVY5U5R/[/\!]>`t_1R>{VY;j/S*\�_?T�g5g5R/{�R)S*R/d�]>j-Q?\�g1\eQ5U5T�S*nuT�]
Q5R�S?R/f�U5Y1]!T�_1`/g5h)i;\=S?U1TVd�R/[�Q5R>_1`>fVR>[/\>]!T�_?T�wlS*\!W�Ts[ld�_1j$c1\!TsjXd�Q5TVaFg5R/{�R�[>i$R!S*\ .| ]!R - ]!RenuR>WZT�]�Q1U5ToS?Q1R!_1R>W�Y1]!` , c5]>Rl\>]>\!b5j$�e�FY5w;Q1U5Y<g?\�_1Y5c1Y5Y3S?R-d�]!j$Q1\�bFj$c5TV]!g5R>wFfV\!Q1Y1d�Y<Q5R!_1`/f�R/[/\!]>T�_5m
nuR!WZT�]e[>f�_?R/n7\!]>`�j$c5T�]>g5j$��f�\!Q5Y1d�` root. ��S?g1\>b5R , U5TV\!_1`>g5R-d�]!`�]>\!b5R/[/\ , c1]!Re[�iXR>U5R/aFR�f�\!�FY1�FT�g1g5R>w;Y
Q5R�S5S*T�UXWZY5[-\!TVnuR/w;d�Y1d�]!TVnuTsS?R-d�]!j$Q;b<j$c5T�]!g1R>wFf�\!Q5Y?d�Y;Q5R>_1`>fVR>[-\!]!T�_5m3g5TsR/^!m5f�\!]!T�_1`>g5RtS*\>d�]e\!]/\!b5j$���<TVnuj
S?R/d�]!j$Q;b root.

� \>f�g5Y1}1\enuT�W%S?jlS?R/d�]!j$Q5R/nKb<R>^/htc5g5R>wFj-c1T�]!g5R/w;fV\>Q5Y1d�YFYFb root [/\!WZg1\ , Q5R-d�b5R>_1`>b5jl^>TVf
S?R/d�]!j$Q1\�b root \!]>\>b5j$���FY1w;R>^/htc5g5R�g1Tyd�Q5R/d�R>^>TVg;d�b5U1ht]!`ld�[>R/YlS?T�w1d�]![>Y5m , YF[�i$j/S?a<TVn�d�_1j$c1\!Tyd�nuR>W�TV]�_1Y1aF`
Y1d�Q5R/U5]!Y5]>` v \>wX_1hxQ5R>_1`>fVR>[/\>]!T�_1mkY5_1YF[/htf�[/\>]!`�b5U?\�i;d�Y1d�]!TVnuh . �yf�_1R/n�Q5R!_1`/f�R/[/\!]>T�_1`-d�b5YXilj$c5T�]!g1h)i;fV\!Q1Y1d�TVw
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[/d�]>U5T�c1\>T�]>d�m;R>c5TVg5`�c?\>d�]>R , Q5R-d�b5R>_1`>b1jlQ1R!_1`/f�R>[-\!]!T�_1Y3fV\>^>R/]�m5]>dom3Rl^>T�fVR>Q1\/d�g5R-d�]!Y3]/\!b , b1\!bFd�Y1d�]>TVnug5htT
\=S*nuY5g1Y1d�]!U?\!]!R/U5h .

'sY1d�]!T�nug5htT)\=S*nuY5g1Y1d�]!U?\!]!R/U5h S?R>_5WZg5h�Q5R-nug5Y5]!` , c5]!Rld�j$�FT�d�]![/j$T�]enug1R!WZTVd�]>[>R�Q1R>]!TVg5}5Y1\!_1`>g5h)i;d�Q5R/d�R>^>R/[
[>f�_?R/n7\tj$c5TV]!g5R>w<fV\>Q5Y1d�Y root. 
�]>\>b5j$���FY1w%nuR>W�TV]�j$f�g?\!]!`eQ1\!U5R>_1` root, g?\!w5]!Y<R>a<Y5^>b5jk[ld�T�U1[>Y1d�T ,
U1\!^/R>]>\>���FT�nKdzQ5U1Y5[>YX_?T�{�Y5m1nuYFYF[/f�_1R-n7\!]!`ej$c5T�]!g1j-� fV\>Q5Y1d�` root c5TVU5T�fyd�T�]>T�[>R/Tsd�R>ToS*Y5g5T�g1Y5Tydzr�]!Y?n
d�T�U1[>Y1d�R/n , YX_1Y%j$f�g1\>]!`�R/^�R>a<Y5^>b1Tz[ suid-root Q5U5R/{�U1\/n7nuT , Q1R>f�[/R!_5m5�e�FTVwF\!]>\>b5j$���<TVnujk[>f�_1R/n root d
Q5R/nuR/�F`>��[>f�_1R/n7\>g5g5R>w3j$c5TV]!g5R/wFfV\>Q5Y1d�Y;Q5R!_?`>f�R/[/\>]!T�_5m . +sdo_1Y%\!]>\>b5j$���FY1wFg1\!a<T�_<d�Q5R/d�R>^�[/f�_1R-n7\ root, T�nuj
nuR!WZT�]eg5TsQ1R>g1\�S?R>^/Y5]!`/d�m3j$d�]>\!g1R>[>b?\ backdoor. ��g5R>{VY5TzY5fyR>^/g1\!U5j-WZT�g1g5h)ilY<fV\>b5U5ht]!h)i;g1\ed�TV{�R�S*gXm5aFg5Y1w
S?T�g5`e^>U5TVaFTVw;[ld�Y1d�]>TVnuT , Q5R>fV[>R>_5m5���<Y5T�[>f�_1R/n root, ]>U5T�^/j-�e]�R/]e\!]/\!b5j$���<T�{VRed�TVU5`>TVf�g5R/w3U1\!^/R>]!hxQ1R
fV\>nuTV]>\!g1Y5� d�_1ToS*R>[ , Q1R>r�]>R/nuj3^>R>_1`>a<Y5g1d�]![>R�\>]>\!b5j$�e�FYXi;jXd�]/\!g1\>[!_1Y5[-\!�e] backdoor. Backdoor Q5U1ToS?R-d�]>\>[!_5m5TV]
\!]>\>b5j$���FT�nujkQ5U5R/d�]!R>w%d�Q5R-d�R/^�[>R-d�d�]/\!g5R/[!_1TVg5YXmlS?R/d�]!j$Q1\�b%d�Y1d�]!TVnuT)dsQ5U5Y5[/YX_1T�{VYXm1nuY root, g5Rl]>\>bXWZT�S*\>T�]
d�Y1d�]!TVnug5R-nuj;\=S*nuY1g5Y1d�]>U1\!]!R/U5j3j/S?R>^/g5htwFd�Q5R/d�R>^�R/^>g1\>U5j-W�TVg5YXm3[>]>R>UXWZT�g1YXm .

� d�]!U1\>g5T�g5Y1Ts[/R>fVnuR>WZg5R/d�]!Y
j$d�]>\!g1R>[>b1Y backdoor [>R/fVnuR>W�g1R�Q5R>[/U5ToS*Y5]�^/T�f�R/Q1\>d�g5R/d�]!Y;d�Y?d�]!T�nuh , Q5R/d�b5R!_?`>b5jkr�]>R�g5TyjXd�]!U1\>g5Y5]e^>U5TVaF` ,
Q5R>fV[>R!_?Y5[>a<j-��Q5U5R>g1Y5b5g5j$]!`e[ld�Y1d�]!T�nuj .

��T�U5h�^>T�fVR>Q1\/d�g5R-d�]!Y3[-d�TV{oS*\yS*R!_5WZg5h�^/ht]!`�U1TV\�_?Y5f�R/[/\!g1h nug1R>{�R/j$U5R>[/g5T�[/R , Y<nuR>{Vj$]�^>ht]>`
bX_?\>dVd�Y v Y1}5Y5U5R/[/\!g1h d�_1ToS*j-�e�FY1n�R>^>U?\!f�R-n :

1. �µ\!�FY1]>\ root Y%do_1j-WZT�^/g5h)i3j-c1T�]!g5h)i;f�\!Q5Y?d�T�w .

2. �µ\!�FY1]>\�U1\>^>R/]>\!�e�FYXi3Q5R!S root d�TVU5[>Y1d�R>[�Y suid/sgid Y?d�Q5R>_1gXm5TVnuh)i v \>wX_1R>[ .
3. �µ\!�FY1]>\�j$c5TV]!g5h)i;fV\>Q5Y1d�T�w;Q5R>_1`>fVR>[-\!]!T�_1T�w .

4. �µ\!�FY1]>\ v \>wX_?\�Q?\!U5R>_1T�w .

5. �µ\!�FY1]>\tm$S?U?\ , raw jXd�]!U5R/w1d�]>[eY v \!wX_1R/[>h)i3d�Y1d�]!TVn .

6. ;yh�d�]!U5R>TyR>^/g1\!U1j/WZTVg5Y5T�g5T�d�\>g5b5}5Y5R/g5Y5U5R/[/\>g5g5h)ikY5fVnuTVg5T�g5Y1wF[kd�Y1d�]!TVnuT .
7. ~3\>U1\!g1R>wXm .

��d�_1ToS*j-�e�FT�n�U1\!f�S?T�_?Tzr�]>R>wF{�_?\![/hxr�]!Y<]!TVnuh�Y5f�_?R!WZT�g5hx^/R!_1TVTzQ5R!S?U5R/^>g5R .

14.3.
� E �	I%GeE FreeBSD

���>�'���
�X� ����� ��� � ����� : / �¤���/�F� �>�¥���?¢�����¢)�µ��¡V�o�-¢¥� ���V�����
 2 �/�¥����
��
	 �X� �-�V��� 	��e��¢V�2�¥� , ����/� ������0;��� ����V£y¢�� �V¢ , �
���������������������� �y� ��²s� , ����>� �����O0 �/����¢¤�-¢��/¢�� ���*¢s���>�?���o�1� . � �10;��������/� �����/� ���V�����
 2¤��¢¥��� 0 ��¡>� ³����A´ �)� �V²y� . ¯?������!��G49����² �!³V¢2�V����¢ �������!³���¢)����-¢ 2���y��� 0)���!����7����!��³V�V¢�� , �o��� ssh, ����V� ����
��¥� �¥��� �����>�*� �o�-� ����������>����� .

� Q1R/do_?ToS?j$���<TVn�U?\!foS*T�_1Ts^>j/S?j$]�U1\/d�dVnuR>]!U5TVg5h�nuT�]>R�S?h�f�\!�<Y5]!h�d�Y1d�]!T�nuh FreeBSD, j$Q5R/n+m5g5j$]!htTs[
Q5U5ToS*hyS?j$�FTVn�U1\!f�S?T�_1Tsr�]!R/wF{�_?\![/h .

14.3.1.
� � �  ��#� 	 	�"#� �U�
� ��� �9 !�� root  � � 	 � " � �9& � 	 	�"#� � & � �����9 !��"!�

�sR - Q1T�U5[/h)i , g5Ts^>T�d�Q5R/b5R>w5]>TVd�`�Ref�\!�FY1]!Tsd�_1j-W�TV^>g5h)i3j$c5TV]!g5h)i;fV\>Q5Y1d�T�w , T�do_1Y<g5TyfV\!�<Y5�FTVg1\tj$c5TV]!g1\�m<fV\!Q1Y1d�`
root. � ^/R!_1`/aFY5g?d�]![/Tzd�Y1d�]!TVn jkj-c1T�]!g5R/wFf�\!Q5Y1d�Y root T�d�]!`eQ1\!U1R!_1` . (3d�Q5R!_?`>f�R/[/\>g5Y5T7Q1\>U5R!_5m root R>Q1\/d�g5R !�����o���

.
� ]!Rlg5TyR>f�g?\!c1\>T�] , c5]!Rl[>h�S*R!_5WZg5h�j/S*\!_1Y5]!`lQ1\>U5R!_1` . ~3\!U5R>_1`�Q5R/c5]!Y<[/d�TV{oS*\�g5T�R/^!iXR�S*Y1n S1_5m3S?R-d�]!j$Q1\

Q5R�b5R/g1d�R>_1Y . �kRer�]!ReR>fVg1\!c1\>T�] , c1]!Re[/h�S?R!_1W�g1h�d�S?T�_?\!]>`�g5TV[>R>f�nuR!WZg5h�nKY1d�Q5R!_?`>f�R/[/\>g5Y5T�Q1\>U5R!_1m;g5TzY5f
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b5R>g1d�R!_1YFYX_1YFnuR>W�TV]�^/ht]!`tS*\!WZTsd�Q1R/nuR>�<`>��b5R/n7\>g$S?h su(1). �3\!Q1U5Y1nuT�U , j$^>ToS*Y5]!TVd�` , c5]!RlQ1d�T�[�S*R>]!TVU1nuY5g1\!_1hx[v \!wX_1T /etc/ttys Q1T�U5TVc5Y1do_?T�g5h�dsQ1\>U1\>nuTV]!U5R/n insecure, c1]!R�S*T�_?\>T�]�g1T�[>R/fVnuR>W�g1h�nK[!iXR�S<g?\�g5YXi;Q1R�S root
g1\!Q5U5m1nuj-� d�Q1R/nuR>�<`>� telnet Y5_1Y rlogin. ~kU1Y;Y1d�Q1R!_1`/f�R>[-\!g5Y1YlS?U5j${�YXi;d�U5ToS*d�]![l[!iXR�S*\ , ]>\!b5Y5i;b1\!b sshd,
j-^/ToS?Y1]!TVd�`�c5]!Rl[!iXR!SFQ5R�S root g1\!Q5U5m1nuj-� R>]>bX_1��c1T�gFY<[�g5Y5i . '�S?T�_?\>w5]!Tyr�]!R , R>]>b5U5ht[ v \>wX_
/etc/ssh/sshd_config, YFj$^>T�S?Y5[>a<Y1d�` , c5]!ReQ1\!U1\/nuT�]!U PermitRootLogin j$d�]>\!g1R>[!_?T�g;[ NO. ~kU5R/[>TVU5`>]!T
b1\�W%S?htwFnuTV]!R�S%S?R-d�]!j$Q1\ — d�T�U5[/Y1d FTP YFT�nuj3Q5R�S?R/^>g5htTsc1\>d�]!R�Q1R�S?[/T�UXWZT�g1hx[>f�_?R/nuj . ~kUXm1nuR/w;[!iXR�S%Q5R�S
root S?R!_5WZTVg;^>ht]!`lU1\>f�U5TVaFT�gF]!R!_1`/b5Redsd�Y1d�]!TVnug1R>w%b5R>g1d�R!_1Y .| R>g5TVc5g5R , b?\!b<d�Y1d�]>TVnug5htw%\=S*nuY5g1Y1d�]!U?\!]!R/UF[>h�S*R!_5WZg5h�Y?nuT�]!`�S?R/d�]!j$Q root, Q5R/r�]!R-nujkQ5R>]!U1T�^>j$TV]>domFR/]!b5U5ht]>`
g5TVd�b5R!_1`/b5R ” _?\>f�T�TVb ”. �kR�j$^/ToS?Y5]>TVd�` , c5]!R�S1_5m3S*R/d�]>j-Q?\�bFg1Y1n�g5TVR>^>i$R!S?Y1n S?R/Q5R!_1g1Y5]!T�_?`>g5htw<Q1\!U5R>_1` . ��S?g1Y1n
Y5fyd�Q5R/d�R>^/R>[yS?R-d�]!j$Q1\�b root m5[!_1m5T�]>d�mkS?R>^-\![!_?T�g5Y5Tsd�R>R/]![>TV]>d�]>[>j$���<YXi3j-c1T�]!g5h)i;f�\!Q5Y?d�T�wFbF{�U1j-Q1Q5T wheel ( [v \!wX_1T /etc/group).

� ]!RlQ5R>fV[>R!_1m5T�]�Y1d�Q5R!_?`>f�R/[/\>]!` su S1_1m3S?R/d�]!j$Q1\�b root. �yh�g5Y5b5R/{oS*\�g5TzS?R!_5WZg5h�S�\![/\>]!`
]>\!b5Y?n�j$c5T�]!g1h�n�fV\>Q5Y1dom1nKS?R/d�]!j$QFb wheel g5TVQ5R/d�U5ToS*d�]![>TVg5g5R , Q5R/nuTV�<\!m;YXi3[e{VU5j$Q5Q5j wheel [ v \>wX_1TzQ?\!U5R>_1T�w .
'z_1j-W�TV^>g5htTzj-c1T�]!g5htTsfV\>Q5Y1d�Y3S?R!_5WZg5hxQ1R/nuT��%\!]!`-dom3[�{VU5j$Q5Q5j staff, \tfV\>]!TVnPS*R>^/\>[!_5m5]>`/domkb;{VU5j$Q5Q5T wheel [v \!wX_1T /etc/group. qyR>_1`>b5Re]!TycX_1T�g1h�{�U5j$Q5Q1h staff, b5R/]!R>U5h�npS*T�w1d�]![>Y5]>T�_1`/g5Reg1j/WZTVg3S?R-d�]!j$Q;b root,
S?R!_5WZg5hx^/ht]!`lQ5R/nuTV�FT�g1hx[�{�U1j-Q1Q5j wheel. ~kU5Y;U1\>^>R/]!Tsds]>\!b1Y1nuY<nuTV]!R�S*\/nuY<\>j-]>T�g5]!Y v Y5b1\!}1Y5YFb1\>b Kerberos,
[>R>f�nuR!WZg5R�]/\!bXWZTyY1d�Q5R>_1`>fVR>[-\!g5Y5T v \>wX_?\ .k5login [lb1\!]/\�_1R/{�T�Q5R>_1`>fVR>[-\!]!T�_5m root S1_5m3S*R/d�]>j-Q?\�bFj$c5TV]!g5R/w
fV\!Q1Y1d�Y root dsQ5R-nuR>�F`/� ksu(1) ^/T�fsQ5R/nuTV�FT�g1YXm;b5R>{VR - _1Y5^/R�[�{VU5j$Q5Q5j wheel.

� ]!RlU5TVaFT�g1Y5Ts[/R>f�nuR!WZg5Rt_1j$c5a<T ,
Q5R/d�b5R!_1`/b5jknuT�i5\!g5Y1fVn wheel [/d�TzTV�FTzQ1R>f�[/R!_5m5TV]�[>f�_1R/n root, TVdo_?YFf�_?R>jXnuhta;_1TVg5g5Y5bFQ5R!_1j$c5Y5_<b5R/Q5Y5� v \!wX_?\
Q1\!U5R>_1T�wFY<d�nuR/{z[/f�_1R-n7\!]!`ldo_1j-WZT�^/g5j$��j$c5T�]>g5j$��f�\!Q5Y1d�` . �eR>]�mFY?d�Q5R>_1`>fVR>[/\>g5Y5T�nuT�iX\>g5Y5f�n7\ wheel _1j$c5a<T ,
c5TVn�U?\!^>R/]>\tc5TVU5T�f root g1\>Q5UXm1nuj$� , rV]!R�g1TsR/^!m5fV\>]!T�_?`>g5R�dV\>nuhtw;^/T�fVR>Q1\/d�g5htwFd�Q5R/d�R>^ .
�kT�Q5UXm1nuR/wFd�Q1R/d�R/^�fV\>�FY5]>h�do_1j-WZT�^/g5h)i3j$c5T�]!g1h)i;fV\!Q1Y1d�TVw;YFb5R/g5T�c1g5R root rV]!ReY?d�Q5R>_1`>fVR>[/\>g5Y5T
\�_1`/]!T�U5g?\!]!Y5[/g5h)i;nuT�]!R!S?R>[�S?R/d�]!j$Q1\�Y<fV\/nuT�g1\�fV\!a<Y v U5R/[/\!g1g5h)ieQ1\>U5R!_?T�w;g1\ld�Y?nu[>R!_ ”*”. (3d�Q1R!_1`/f�j-m
b5R/n7\>g$S?j vipw(8), f�\>nuT�g1Y5]!Tyb1\�W%S?htw<fV\!a<Y v U5R/[/\!g1g5htw3Q1\!U1R!_1`�d�_1j-WZT�^>g1h)ikj$c5TV]!g5h)i;f�\!Q5Y1d�T�w;g?\�rV]!R>]
d�Y1nu[/R!_3S1_1mFfV\>Q5U5T�]/\�[!iXR!S*\�dy\!j$]!T�g1]!Y v Y5b1\>}5Y5TVwFQ5ReQ1\!U5R>_1� .

� ]>\�b1R/n7\!g$S�\�R>^/g5R>[/Y5] v \!w5_
/etc/master.passwd YF^/\>f�jeS*\>g5g5h)i3Q5R!_?`>f�R/[/\>]!T�_1TVw / Q1\!U5R>_1T�w .

'z_1j-W�TV^>g1\!m;j$c5T�]!g?\�m;fV\>Q5Y1d�`�[>U1R�S?Tsr�]!R/w :

foobar:R9DT/Fa1/LV9U:1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/bin/tcsh

* R!_5WZg1\t^/ht]!`lfV\>nuTVg5T�g?\�g1\�]>\!b5j$� :

foobar:*:1000:1000::0:0:Foo Bar:/home/foobar:/usr/local/bin/tcsh

� ]!R�Y5f�nuT�g5TVg5Y5T)Q5U5T�S?R>]>[>U1\>]!Y5]�R/^>htc5g1htw;[!iXR�S , Q5R/d�b5R!_1`/b5jkfV\>aFY v U5R/[/\!g1g5htwkQ1\!U5R>_1`�g1Y5b5R>{�S*\�g1Tyd�R>[>Q?\=S?TV]�d
”*”. ~kR/d�_1TzrV]!R>{VR�cX_?T�g5hx{VU5j$Q5Q5h staff S?R>_5WZg5h�Y1d�Q5R!_?`>f�R/[/\>]!`)S?U5j${VR>wFnuT�iX\>g5Y5f�n�\!j$]!TVg5]!Y v Y5b?\!}5Y5Y ,
g1\!Q5U1Y1nuT�U kerberos(1) Y5_1Y ssh(1) dsQ1\!U1R>w;bX_?��c5TVw : Q5j$^!_1Y5c1g5h�n�YFQ1U5Y5[/\>]!g5h�n . ~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y3]>\!b1R>w
d�Y1d�]!TVnuh�b?\!b Kerberos, Q1R>]!U5TV^>j$T�]/domFf�\!�FY1]!Y5]!`ld�T�U1[>T�U Kerberos Y;U1\>^>R/c5j$��d�]/\!g5}5Y1� . ~kU5YFY1d�Q5R>_1`>fVR>[-\!g5Y5Y
Q1\!U5hxQ1j-^>_1Y5c5g1R>{�R / Q1U5Y5[/\>]!g5R/{�R�bX_?��c5TVw<d ssh, Q5R>]>U5T�^/j-TV]>dom<fV\!�<Y5]!Y5]>`�b5R-nuQ5`>�e]!T�U ,

� b1R>]!R/U5R>{VR�Q5U5R/Y1doiXR!S?Y5]
[!iXR�S ( R>^/htc5g5R�rV]!R�U?\!^>R/c1\�m;d�]>\!g5}1YXm ).

* R/Q5R!_?g5Y5]!T�_1`>g5h)i;d�_1R>w;f�\!�<Y5]!h�nuR>W�TV]�^/ht]!`tS?R/^/\>[!_1TVg3Q5j$]!TVn
fV\!�<Y5]!hxQ1\>U5h�bX_?��c5TVwFQ5U5Y%d�R/foS*\>g5Y5Y;YXiFdzQ5R/nuR/�F`/� ssh-keygen(1). �yR>f�nuR!WZg5R/d�]!`�f�\>nuTVg5Y5]!`eQ1\!U5R>_1Y
do_1j-WZT�^/g5h)i3j-c1T�]!g5h)i;f�\!Q5Y?d�T�wFg1\ ”*” {V\!U?\!g5]!Y1U5j$T�]�]>\>bXWZT , c5]!Rl[!iXR�S%nuR>WZT�]�^/ht]!`�R-d�j$�FT�d�]![>_1T�gF]!R!_1`/b5R
c5T�U5TVfzf�\!�FY1�FT�g1g5htTsnuTV]!R�S?hxS?R/d�]!j$Q1\ , b1R>]!R/U5htTs[/hxg1\>d�]!U5R/YX_1Y .

� ]!RlQ5U5Y1g5j-W<S�\!T�]e[/d�T�i3cX_1TVg5R>[ staff
Y1d�Q5R>_1`>fVR>[-\!]!`tf�\!�FY1�FT�g1g5htT , a<Y v U5R/[/\!g1g5htTzd�R/ToS?Y1g5T�g5Y5mkS1_5mF[-d�T�i3[!iXR!S?R>[ , c1]!Ref�\!b5U1ht[/\!TV]�^>R>_1`>a<j$��^>U5TVaF` ,
Y1d�Q5R>_1`>fVj$TVnuj$��nug5R/{�Y1nuY<g1\!U1j-a<Y5]!T�_5m1nuY : Q5T�U1T�iX[/\>]�Q1\!U1R!_1TVwFd7S*U5j${�R>{VR , do_*\!^>RefV\>�FY5�<T�g5g5R/{�Rtb5R-nuQ5`>�e]!T�U?\ .
;sR>_1T�Tsg5T�Q1UXm1nuR>w%nuT�i5\!g5Y1fVnK^>TVf�R/Q1\>d�g5R/d�]!Y3Q5U5T�S?Q5R!_*\!{V\>T�] , c5]!Rl[>hx[!iXR�S*Y5]!Tsds^>R>_1T�TsfV\>�FY5�<T�g5g5R/{�R�d�T�U5[/T�U1\�g1\
nuT�g5TVTsf�\!�FY1�FT�g1g5htw . �3\>Q5U5Y1nuTVU , TVd�_1YF{�_?\![/g5htw;d�TVU5[>TVUFU1\>^>R>]/\!T�]�d�Re[-d�T�nuYFd�TVU5[>Y1dV\>nuY , U1\!^/R>c1\!m3d�]>\!g1}5YXmFg5T
S?R!_5WZg1\�U1\!^/R>]>\>]!`�g5Y%dzR!S?g5Y1n .

* _5m;Q5R!S?gXm5]!YXm<j-U1R>[>g5m;^>T�fVR>Q1\/d�g5R-d�]!YlS?ReQ5U5Y5T�n+_1TVnuR/{�Rlj$U5R>[/gXm , c5Y1d�_1R

386
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�¥4!�=B?�!��(1�����W�
fV\!Q1j-�<T�g5g1h)ikg?\�g5TVw<d�TVU5[>Y?d�R>[�g5T�R/^!iXR�S?Y?nuR�d�R/b5U1\!]>Y5]!`�S?RenuY5g1Y1nujXn7\ , [/QX_1R>]>`tS?ReR>]!bX_?��c5TVg5YXm<Y5i;[/d�T�i ,
b5U5R/nuTs]!R>{VReg1T�R>^>iXR�S?Y1nuR�Y1d�Q5R>_1`>fVR>[-\!]!`tf�\!�FY1�FT�g1g5htw;Q1\>U5R!_1T�nKiXU1\!g1Y5]!T�_?`�r�b1U1\!g1\ . | R>g5TVc5g5R , Q5U5YFg?\�_1Y5c1Y5Yv Y5f�Y5c1TVd�b1R>{�RyS*R/d�]>j-Q?\�b;U1\>^>R/c5T�w;d�]>\!g5}1Y5Y<\>]>\!b5j$�e�FY5wFnuR>WZT�]�[/f�_1R-n7\!]!`t_?��^>j$� d�Y1d�]!TVnuj3^/T�f�R/Q1\>d�g5R/d�]!Y .

� ]!R
R>Q5U5T�S?T�_?T�g5g5ReQ5U5R/^!_1T�n7\ , b5R/]!R>U5j$� [>h�S?R>_5WZg5h�j$c5Y5]>ht[/\!]>` , g5Rej-c1]!Y5]!T)]>\>bXWZTs]!R/] v \>b5] , c5]>Re^/R!_1`/aFY5g1d�]![>R
[>f�_?R/nuR>[ed�R>[/T�U5a%\!�e]>dom3j/S*\�_?T�g5g5R , c5TVU5T�f)d�TV]!` , _1��S?`/nuY , b5R/]!R>U5htTsg5TyY1nuT��e] v Y5fVY5c5T�d�b5R/{�R)S?R-d�]!j$Q1\�bF[-\!aFY?n
U1\!^/R>c5Y1n�d�]>\!g1}5YXm1n�YX_?Y<d�TVU5[>TVU1\>n .

(3d�Q5R>_1`>fVR>[/\>g5Y5T7]>\>b5R>w<d�Y1d�]!TVnuh�b?\!b Kerberos S*\!TV]�[>R/fVnuR>W�g1R/d�]>`�fV\>^!_1R/b5Y5U5R/[/\!]>`tYX_1YFY1fVnuT�g1Y5]!`lQ1\!U5R>_1`�[
R�S?g5R-n�nuTVd�]!T , c5]!Rkd�U1\>f�jkR>]!U?\!f�Y1]!`/d�m;g1\�[-d�T�ilb5R-nuQ5`>�e]!T�U?\�i , {oS?T)d�j$�<TVd�]>[>j$T�]�d�_1j-WZT�^>g?\�m;j$c5T�]>g1\�mFf�\!Q5Y?d�` .
+zdo_1Y<r�]>\ej$c5T�]>g1\�m;f�\!Q5Y1d�`�^/j>S*T�]�[/f�_1R-n7\!g1\ , [>R/fVnuR!WZg5R-d�]!`�g5TVnuT�S1_1T�g5g1ReY5f�nuT�g5Y1]!`eQ?\!U5R>_1`�g1\e[/d�T�i
b5R/nuQ5`/��]!TVU1\�i3g5T�_1`>f�m;g5ToS*R>R>}1T�g5Y5[-\!]!` . ;yT�fyr�]!R/w;[>R/fVnuR!WZg5R-d�]!YFY5fVnuT�g1T�g5Y5TyQ1\>U5R!_1TVw;g1\ N n7\!a<Y5g1\�i;nuR>W�TV]
d�]>\>]!`�Q5U1R>^!_?TVnuR>w . �yh�nuR!WZT�]>Ts]>\>bXWZTsg?\�_1R>W�Y1]!`�R/{�U1\>g5Y5c5TVg5YXm;g1\�dVnuT�g5j3Q?\!U5R>_1T�wFdsQ5R-nuR>�F`/� Kerberos: g5T
]!R!_1`/b5R�jXd�]>\!g5R/[>Y5]>`�f�g1\>c5T�g1YXm timeout [ Kerberos, g5RlY3S?R/^/\>[>Y5]!`�]!U5T�^/R>[-\!g5Y5Tsd�nuT�g1h�Q1\!U1R!_5m;Q5R>_1`>fVR>[-\!]!T�_1TVn
Q5R/d�_1TzR/Q5U5ToS*T�_1TVg5g5R>{VR�Q5TVU5Y5R!S*\�[/U5TVnuTVg5Y ( d�b1\!W�T�n , U1\!fy[enuT�dom5} ).

14.3.2.
� � �  ��#� �U� �!�!� � � �  �� �U� � root ��"�� �� !��� �� suid/sgid  !���U��� ���9"!$ & � � � ���
���

~kU5ToS?jXdVnuR>]!U5Y1]!T�_1`/g5htw<d�Y1d�]>TVnug5htw%\=S*nuY5g1Y1d�]!U?\!]!R/UFfV\>Q5jXd�b1\>T�]�]>R!_1`/b5R�]!T)d�TVU5[>Y?d�h , [lb5R>]!R/U5h)i3g5j-W%S*\!TV]>dom ,
g5YF^/R!_1`/aFT�g5Y%nuT�g5`/aFT . � c5Y1]!ht[/\>w5]!T , c5]!Rkd�T�U1[>Y1d�h�d�]!R/U5R>g5g1YXi3U1\!fVU1\!^/R>]!c5Y1b5R>[�g?\!Y5^/R!_1TVT�Q5R�S*[>T�U5W�TVg5h
R>aFY1^>b1\/n .

| Q5U5Y1nuTVU5j , U1\!^/R>]>\ed�Rld�]>\>U5h�nuYF[/T�U1d�YXm1nuY imapd Y5_1Y popper rV]!R�[-d�TzU?\![>g1R�c5]!ReU1\!f�S*\!c?\)S?R-d�]!j$Q1\
root [/d�T�nuj3nuY5U5j . �kY5b5R/{oS*\�g5Tsf�\!Q5jXd�b1\!w5]>Tsd�TVU5[>Y?d�h , b5R/]!R>U1htTz[>h�g5TzQ5U1R>[>TVU5YX_1Y;S?R/d�]>\!]>R>c5g5Re[>g5Y?n7\!]!T�_1`>g5R .
��g5R>{VY1n�d�T�U5[/Y1d�\/nKg5Tz]!U1T�^>j$TV]>domFU?\!^>R/]>\tQ5R!S root. �3\>Q5U5Y1nuTVU , S*\>TVnuR>g1h ntalk, comsat, Y finger nuR>{Vj$]�^>ht]>`
fV\!Q1j-�<T�g5hx[e]>\!b<g1\!fVht[/\>TVnuh)i B?����� �X(1"��*� � (sandboxes). ~kTVd�R/c5g5Y5}?\tr�]!Rlg5TyY$S?T�\�_1`/g5R>T�U1T�aFTVg5Y5T , Q5R/d�b5R!_?`>b5j
[>htf�ht[-\!TV]�nug5R>{VR�Q5U5R/^!_1T�n , g5RlR>g1\�Q5R�S?i$R!S?Y5]�Q1R�S�nuR!S?T�_?`�Q5R-do_1R>w1g5R>w3^/T�f�R/Q1\>d�g5R/d�]!Y : TVd�_1Y;b5]!R - ]>RldVnuR!WZT�]
[>f�_?R/n7\!]>`�d�TVU5[>Y1d , U1\>^>R>]/\!���<Y5w;[eQ5TVd�R>c5g5Y1}5T , T�nuj3Q5R>]!U1T�^>j$TV]>domF[/f�_1R-n7\!]!`�T��FTyY<dV\>nujkQ5T�d�R>c1g5Y5}5j . �kT�n
^>R!_?`>aFTzj-U1R>[>g1T�w (” do_1R/T�[ ”) Q5R>]!U1T�^>j$TV]>domFQ1U5R>w5]>Y<\!]/\!b5j$���<TVnuj , ]!T�n nuT�g1`>aFTs[>TVU5R!m5]!g1R/d�]>`�T�{VR�jXd�Q1T�i5\ .
�eaFY5^/b5Y , Q5R/f�[/R!_5m5�e�FY5T�Q1R!_1j$c1\>]!` root S?R/d�]!j$Q , g1\!iXR�S?YX_?Y v \!b5]>Y5c5TVd�b5YF[/R�[/d�T�i;d�TVU5[>Y?d�\�i , f�\!Q5jXd�b?\!TVnuh)i3Q5R!S
root, [>bX_1�ec1\�m;R-d�g5R/[>g5htTsd�Y1d�]!TVnug5htT)d�TVU5[>Y?d�h . +zd�_1Y%[>hxR>^-do_1j-WZY5[-\!T�]>Tzn7\!a<Y5g5j , g1\eb5R>]!R/U5j$��[>i$R!S1m5]
]!R!_1`/b5R�c1T�U5TVf sshd Y<g5Y5b5R/{oS*\�g5Ty[!iXR�S1m5]�c5T�U5TVf telnetd, rshd YX_1Y rlogind, R>]!bX_?��c5Y5]>TyrV]!Y<d�T�U5[/Y1d�h !

� FreeBSD d�T�U5[/Y1d�h ntalkd, comsat Y finger ]!T�Q5TVU5`lQ5R�jXnuR!_?c1\!g5Y1��U1\>^>R/]>\!�e]�[ ” Q5T�d�R/c5g5Y5}5T ”. * U5j${V\!m
Q5U5R>{VU1\>n7n7\ , b5R/]!R>U1\!mFnuR!WZT�]e^>ht]!`eb1\!gXS?Y$S*\>]!R/n�g?\�fV\>Q5jXd�b;[ ” Q5TVd�R>c5g5Y1}5T ” rV]!R named(8).
/etc/defaults/rc.conf [>bX_1�ec1\!TV]�g5TVR>^>i$R!S?Y1nuhtTuS?_5mFfV\>Q5jXd�b1\ named [ ” Q5TVd�R>c5g5Y1}5T ” \>U5{�jXnuT�g1]!h�[
fV\!b1R/n7nuT�g1]!Y5U5R/[/\!g1R>w v R>U?nuT . � f�\![>Y?d�Y1nuR-d�]!Y;R/]�]!R/{�R , jXd�]>\!g1\>[!_1Y1[/\!TV]!T7_1Y<[>h�g1R>[>j$� d�Y1d�]!TVnuj , YX_?Y
R>^>g1R>[!_1m5T�]!Tzd�]>\!U1j-� , j$c5TV]!g5htTyfV\!Q1Y1d�Y;Q1R!_1`/f�R>[-\!]!T�_1T�w , Y?d�Q5R>_1`>fVj-T�nuhtT�r�]>Y1nuY ” Q1TVd�R/c5g5Y5}?\>nuY ” nuR/{�j$]�g5Ty^>ht]>`
d�R>f�S*\!g1h . ~kU5ToS?jXdVnuR>]!U5Y1]!T�_1`/g5htw<d�Y1d�]>TVnug5htw�\=S*nuY1g5Y1d�]>U1\!]!R/U3S?R>_5WZT�g;j$f�g?\!]!`eR ” Q5T�d�R/c5g5Y5}1\!i ” S?_5m<d�TVU5[>Y?d�R>[
YFjXd�]>\>g5R>[/Y5]!`�Y5i;TVdo_?YFTVd�]!`�[/R>f�nuR!WZg5R/d�]!` .
+zd�]!`knug5R>W�T�d�]![/RtS?U1j-{VYXiFd�TVU5[>Y?d�R>[ , b5R>]>R>U5htTsR>^>htc1g5R�g5TyU1\!^/R>]>\>��]�[ ” Q5TVd�R>c5g5Y1}1\�i ”: sendmail, popper,
imapd, ftpd, Y3S?U5j${VY5T . �kT�b5R/]!R>U5h�nKY1fsrV]!YXiFd�TVU5[>Y?d�R>[�TVd�]>`e\�_?`>]!TVU5g1\!]>Y5[>h , g5RlYXi3jXd�]>\>g5R>[/b1\�nuR>W�TV]
Q5R>]!U1T�^>R/[/\>]!`�^>R>_1`>a<T�U1\>^>R>]>h , c5TVn�[/h�{�R/]!R>[/h [>htQ5R>_1g5Y5]!` (

v \>b5]!R>UFj>S*R>^/d�]![/\ ). �yh�nuR>W�TV]!TyfV\!Q1j$d�]!Y5]!`lr�]>Y
d�T�U1[>Y1d�hxQ5R�S root Y<Q5R!_?R!WZY5]!`-dom;g1\�S?U5j${�Y1TsnuT�i5\>g5Y5fVnuh�R>^>g?\!U5j-WZT�g5Y5m;[>]!R/UXWZT�g5Y5w , b5R>]!R/U5htTsnuR/{�j$]�Q1U5R>w5]>Y
c5T�U5TVfzg5Y5i .
* U5j${V\�m3^/R!_1`/a<\�m3Q5R/]!T�g1}5Y1\�_?`>g1\!m root ^>U5TVaF`�[ld�Y1d�]!TVnuTyr�]>R suid-root Y sgid Y1d�Q5R>_1gXm5T�nuhtT v \>wX_1h .
;sR>_1`>a<Y5g1d�]![>R�rV]!YXi;Y1d�Q5R!_?gXm5TVnuh)i v \!w5_1R>[ , ]>\!b5Y5i;b1\!b rlogin, jXd�]>\>g5R>[>_1T�g5hx[ /bin, /sbin, /usr/bin, Y5_1Y
/usr/sbin. �eR>]�m<g5Y5c5]!Rlg5T)nuR!WZT�]e^>ht]!`e^>TVf�R>Q?\>d�g1R�g1\ 100%, g1\!i$R!S1m5�FY1TVdom;Q1R�jXnuR!_1c?\!g5Y5� [ed�Y1d�]>TVnuT suid Y
sgid Y1d�Q5R!_?gXm5TVnuhtT v \!wX_?h�nuR>{�j$]�^/ht]!`�Q1U5Y5f�g?\!g5h S*R/d�]/\!]!R/c5g5R�^/T�fVR>Q1\/d�g5h�nuY . �kR root ^>U1T�aFY<[/d�TzT��<TR>^>g?\!U5j-WZY5[/\>��]>d�m3[�r�]>YXi;Y1d�Q1R!_1gXm5T�nuh)i v \!wX_*\�i . root ^>U5TVaF` , R/^>g1\>U5j-WZT�g5g1\!m3[ Xlib [ 1998 S?T�_*\�_?\ xterm
( b5R/]!R>U1htw;R>^/htc5g5R suid) Q1R�S?[/T�UXWZT�g1g5h�n�[>f�_1R/nuj .

� j$c5aFTyd�U1\>f�jkQ5U5Y1gXm5]!`knuT�U5h�Q5U5ToS*R/d�]>R>U5R>W�g1R/d�]>Y , c5T�n
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d�R!W \!_1T�]!`eQ5R>]>R/n . ~kU5T�S?jXd�nuR/]!U5Y5]!T�_1`>g1htw<d�Y?d�]!T�nug5htw<\�S*nuY5g5Y1d�]!U1\>]!R>U%R>{�U?\!g5Y5c1Y5]�Q5U1\>[/\�fV\!Q1j$d�b1\ suid
Y1d�Q5R>_1gXm5T�nuh)i v \>wX_1R/[ , b5R/]!R>U5htT�S?R!_1W�g1h�fV\>Q5jXd�b1\>]!`/d�m;Q5R!_1`/f�R>[-\!]!T�_5m1nuY3{�U1j-Q1Q5h staff, ]!R>_1`>b1R�r�]!R/w
{�U5j$Q5Q5R/w , \�]>\!bXWZTyfV\>Q5U5T�]>Y5]tS?R-d�]!j$Q (chmod 000) b<]!TVn�Y1d�Q5R>_1gXm5T�nuh�n v \!wX_*\>n suid, b5R>]!R/U5htTzg1Y5b5TVn g5T
Y1d�Q5R>_1`>fVj$��]>d�m . 'sT�U5[/T�U5jk^/T�fsnuR/g5Y5]!R/U1\�R/^>htc5g1R�g5Ts]!U5T�^/j$T�]>dom<Y1d�Q5R>_1gXm5T�nuhtw v \!w5_ xterm. (3d�Q5R!_?gXm5TVnuhtT sgid
Y1d�Q5R>_1gXm5T�nuhtT v \!w5_1h�nuR>{Vj-]e^>ht]!`eQ5R>c1]!YF]>\>b;WZTyR>Q1\/d�g5h . +sdo_1YFg?\!U5j$aFY1]!T�_1`ld�nuR>W�TV]�[/f�_1R-n7\!]!` sgid-kmem
Y1d�Q5R>_1gXm5T�nuhtw v \!w5_ , R>g<[>R>f�nuR!WZg5R�dVnuR!WZT�]eQ5U5R/c5TVd�]!` /dev/kmem YF]/\!b5Y1n�R>^>U?\!f�R-nPQ5R!_1j$c5Y1]!` v \>wX_
fV\!a<Y v U5R/[/\!g1g5h)ieQ1\>U5R!_?T�w , c1]!ReQ1R>]!TVg5}5Y1\!_1`>g5R�S?T�_*\!T�]�[>R>f�nuR!WZg5h�nK[>f�_1R/nP_?��^>R/wFf�\!�FY1�FT�g1g5R>w3Q1\>U5R!_?TVn
j-c1T�]!g5R/wFf�\!Q5Y1d�Y . 
�g1\�_1R/{�Y5c1g5R�g1\>U5j$aFY5]>T�_1` , Q5U5R>g1Y5b5aFY1wF[�{VU5j$Q5Q5j kmem, nuR>W�TV]�R/]>do_1T�WZY5[/\>]!`
Q5R/d�_1ToS?R/[/\>]!T�_1`/g5R/d�]!Y3bX_?\>[>Y5a , R>]!Q1U1\![>_1T�g5g1htTsc5TVU5T�fsQ1d�TV[�S?R/]!T�U?nuY5g1\�_?h , [>bX_1�ec1\�m<Q1d�TV[�S?R/]!T�U1nuY1g1\�_1h ,
Y1d�Q5R>_1`>fVj$TVnuhtT�c5TVU5T�fy^>TVf�R/Q1\>d�g5htTzd�R/ToS?Y1g5T�g5Y5m . �3\!U5j$a<Y5]!T�_?` , [>R/aFT�S?aFY5wF[�{�U1j-Q1Q5j tty nuR!WZTV]ed�S*T�_?\>]!`
[>ht[>R!SFQ5R>c1]!YFg1\�_1�e^>R>wFQ5R!_1`/f�R/[/\!]>T�_1`-d�b5Y5wk]!TVU1nuY5g1\!_ . +zdo_1Y<Q5R!_?`>f�R/[/\>]!T�_1`tU?\!^>R/]>\!TV]�dz]>T�U1nuY5g?\�_1`/g5R>w
Q5U5R>{VU1\>n7nuR/w;YX_1Y<rVnuj-_5m5]!R/U5R/n dz[/R>fVnuR>WZg5R/d�]!`>��r�nuj-_5m5}5Y5Y<bX_?\![/Y1\!]>j-U1h , [>f�_?R/nu�FY1bFnuR!WZT�]eQ5R>]>T�g5}5Y?\�_1`/g5R
d�{�TVg5T�U1Y5U5R>[-\!]!`�Q5R>]!R/b3S*\>g5g5h)i , b5R/]!R>U1htw;fV\/d�]>\>[>Y5]�]>T�U1nuY5g?\�_�Q5R!_1`/f�R/[/\!]>T�_5m3[>[/TVd�]>Y;b5R/n7\>g$S?j , Y<R>g1\t^/j/S?T�]
fV\!Q1j-�<T�g1\�dzQ5U?\![/\/nuY;r�]>R>{�ReQ5R!_?`>f�R/[/\>]!T�_5m .

14.3.3.
� � �  ��#� 	 	�"#� �9& � �����  !��"%� �U����� �������U� " �
"!�

� c5TV]!g5htTyfV\!Q1Y1d�Y<Q5R!_1`/f�R/[/\!]>T�_1TVwlR/^>htc5g1Redo_?R!WZg5T�Ts[/d�T�{�RefV\>�FY5]!Y1]!` . �yh�nuR>W�TV]!Ty[>[>T�d�]!Y3S?U1\!b1R>g5R/[/d�b1Y5T
R>{�U?\!g5Y5c1T�g5YXmeS?R-d�]!j$Q1\tb;d�_1j-WZT�^>g1h�npj$c5TV]!g5h�nKf�\!Q5Y1d�m1n , fV\>nuTVg5Y5[�Y5ilQ1\>U5R!_?Y3g1\td�Y1nu[/R!_ ”*”, g5Rt[>R/fVnuR!WZg5Rtg1T
d�nuR!WZTV]!TydoS?T�_*\!]!`e]!R�WZT)d�R/^>htc5g5h�nuYFj-c1T�]!g5h�nuY%fV\>Q5Y1d�m1nuYFQ5R>_1`>fVR>[/\>]!T�_?T�w . +zdo_?Y<T�d�]!`e]>\!b1\!mF[>R/fVnuR>W�g1R/d�]>` ,
[>hx[>R/fVnuR>W�g1R�d�nuR>W�TV]!TyfV\!�<Y5]!Y5]>`ej$c5TV]!g5htTyfV\!Q1Y1d�Y;Q1R!_1`/f�R>[-\!]!T�_1T�w;d�R>R/]![>TV]>d�]![/j$���FY?nKR>^>U?\!f�R-n . +zdo_1Y%g5TV] ,
Q5U5R/d�]!R�^/R!_1TVTz^!S?Y5]!T�_1`>g5ReR>]>d�_1T�WZY5[-\!w5]>Tzr�]>Y<j$c5TV]!g5htTyfV\!Q1Y1d�Y . (3d�Q5R>_1`>f�R/[/\>g5Y5T ssh Y Kerberos S1_5mFj$c5TV]!g5h)i
fV\!Q1Y1d�TVw;Q5R!_?`>f�R/[/\>]!T�_1TVw3^>R>_1T�TsQ5U5R>^>_1TVn7\>]!Y5c5g1R , Q5R-d�b5R>_1`>b5jk]!U1T�^>j$TV]tS?R/Q5R!_1g5Y1]!T�_1`/g5R>w<\=S*nuY5g1Y1d�]!U?\!]!Y5[/g5R>w
U1\!^/R>]!h YF]>T�iXg5Y5c5T�d�b5R/w;Q5R!S5S?T�U5W�b1Y , g5Re[/d�TzWZTsrV]!R�U5TVaFTVg5Y5T�_?j-c1aFT , c1TVn v \>wX_Fdza<Y v U5R/[/\!g1g5h�nuY3Q1\!U1R!_5m1nuY .

14.3.4.
� � �  ��#� � �9���
� �T�9�����
"!�

+uS?Y5g1d�]![>TVg5g5htw%\!^/d�R!_1�e]!g5Reg1\=S?T�WZg5htw<d�Q5R/d�R>^�rV]!Ref�\>nuTVg1\�g1\ * n7\!b1d�Y1n7\�_?`>g5Re[>R>f�nuR!WZg5R/{�R�b5R>_1Y5c5T�d�]![-\
Q1\!U5R>_1T�wFYFY1d�Q5R!_1`/f�R/[/\!g1Y5T ssh YX_1Y Kerberos S1_5m;S?R/d�]!j$Q1\�b<]>\!b5Y?n�j$c5T�]!g1h�n�fV\>Q5Y1d�m1n . ��R>]!m v \!wX_%d
aFY v U5R/[/\>g5g5h�nuY3Q1\>U5R!_5m1nuY (/etc/spwd.db) S*R/d�]>j-Q1T�gkS1_1mFc5]!TVg5YXm<]>R!_1`/b5R root, [/R>f�nuR!WZg5R , c1]!R
g1\!U5j$a<Y5]!T�_?`ed�nuR>WZT�]�Q1R!_1j$c5Y5]>`�S?R-d�]!j$Q;g?\�c5]>T�g5Y5TybFrV]!R/nuj v \>wX_1j , S*\!W�TyTVd�_1Y;g5TyQ5R!_?j-c1Y5]�Q5U?\![/\ root g1\
fV\!Q1Y1d�` .
�y\>aFYFd�b5U5Y5Q1]!h�^>TVf�R/Q1\>d�g5R/d�]!YlS?R!_1W�g1h�[/d�T�{oS�\�Q5U5R/[>TVUXm5]!`�Y%d�R-d�]>\>[!_5m5]!`�R>]!c5TV]�R/^�Y5f�nuT�g5TVg5YXmXi v \!w5_?\
Q1\!U5R>_1T�w ( R/^>U1\>]!Y5]!T�d�`�b<U1\!f�S?T�_1j3~kU5R/[>TVU5b1\t}5T�_1R/d�]!g5R-d�]!Y v \!wX_1R/[�g5YXWZTyQ5Rl]!T�b1d�]!j ).

14.3.5.
� � �  ��#� � ��U� , raw 	 �������
�!��� �  � � ���
����& ���� !���#"!$

+zdo_1Y%\!]>\>b5j$���<Y5wF[/f�_1R-n7\!T�] root, R/g<dVnuR!WZT�]ld�S?T�_?\!]!`eQ5U1\>b5]!Y5c5T�d�b5Y<[/d�T , g5RlTVd�]!`ed�Q5R/d�R>^/h�jXd�_1R!WZg5Y5]>`eTV{�R
fV\=S�\!c5j . �3\!Q1U5Y1nuT�U , [e^/R!_1`/aFY5g1d�]![>Tsd�R>[/U5TVnuTVg5g5h)ikm$S?TVUF[/d�]!U5R/T�g5R�jXd�]!U5R>w?d�]![/R�Q5TVU5T�iX[/\>]>\�Q?\!b5TV]!R>[ . �
FreeBSD R/g5R�g1\>f�ht[-\!T�]/dom bpf. �3\>U5j$aFY5]!T�_1`�R/^>htc5g5ReQ5ht]>\>T�]>d�mFfV\>Q5jXd�]!Y5]>`�Q5TVU5T�iX[/\>]�Q1\>b5T�]!R/[�g1\e[>f�_1R/n7\>g5g5R/w
n7\!aFY1g5T . �yh�g1T7S?R>_5WZg5h�Q5U5T�S?R/d�]>\![>_5m5]!`eTVnuj3]>\>b5R>w;[/R>f�nuR!WZg5R/d�]!Y , g1\�^>R>_1`>a<Y5g1d�]>[>Tzd�Y1d�]!T�n�jXd�]>U5R>w1d�]![>R bpf
g5T�S*R!_5WZg5Re^>ht]!`e[/d�]>U5R>TVg5R�[�m$S?U5R .
�kRtS*\!W�TsTVd�_1YF[/hx[>htbX_1�ec5Y5]!TyjXd�]!U1R>w1d�]![>R bpf, [/d�TsT��<TsR-d�]>\>��]>d�mFQ5U5R/^!_1T�nuh , d�[>m5fV\!g1g5htTzdsj$d�]!U5R/w1d�]![-\>nuY
/dev/mem Y /dev/kmem. �3\!U5j$aFY1]!T�_1`e[/d�TzT��<TsnuR>W�TV]�Q5Y?d�\!]>`eg1\tS?Y1d�b1R>[>htT raw j$d�]!U5R/w1d�]![-\ . +zd�]!`l]>\!bXWZT
S?U5j${V\!m;[>R>f�nuR!WZg5R-d�]!`tm$S*U1\ , f�\!{VU5j$f�b1\enuR�S?j-_1TVw , kldload(8). 
�b5]>Y5[>g5htw%g1\>U5j$aFY5]!T�_1`enuR>WZT�]�Y?d�Q5R>_1`>fVR>[/\>]!`

388



�µ#��! !�
14. �

�¥4!�=B?�!��(1�����W�
KLD nuR!S?j-_1`tS?_5m;jXd�]>\>g5R>[/b5Y;d�R/^/d�]>[>T�g1g5R>{VRtj$d�]!U5R/w1d�]![-\ bpf YX_1Y;S?U5j${�R/{�R�Q1T�U5T�i$[-\!]!ht[-\!�e�FT�{VR)j$d�]!U5R/w1d�]![-\�g1\
U1\!^/R>]>\>���FTVT7m$S?U5R . * _5mFU1T�aFTVg5YXm;rV]!YXi;Q5U5R/^!_1T�n�fV\>Q5jXd�b1\>w5]!Tzm$S?U5Reds^>R>_1`>a<Y1nKj$U5R>[/g5TVnK^/T�f�R/Q1\>d�g5R/d�]!Y , b1\>b
nuY5g5Y1nujXn 1.

� U5R/[>TVg5`�^>TVf�R/Q1\>d�g5R/d�]!Y;nuR!WZT�]l^>ht]>`�jXd�]>\>g5R>[>_1T�g;dsQ5R-nuR>�F`/� sysctl c5TVU5T�fsQ5T�U1TVnuT�g1g5j$�
kern.securelevel. ~kR/d�_1T�jXd�]/\!g5R/[>b5Y;j$U5R/[>gXm;^/T�fVR>Q1\/d�g5R-d�]!Y3[ 1 S?R/d�]!j$QFg1\efV\>Q5Y1d�`�[ raw jXd�]!U1R>w1d�]![/\�^>j/S?T�]
fV\!Q1U5T��<T�g1\tY<Q5R!_?g5R/d�]!`>��fV\!U?\!^>R/]>\!�e]�d�Q1T�}5Y1\!_1`>g1htT v _?\>{�Y chflags, ]>\>b5Y5Tyb1\!b schg.

� ^>T�S?Y5]!T�d�`l]>\!b5W�T ,
c5]!R v _?\!{ schg j$d�]>\!g1R>[!_?T�g3g1\eb5U5Y5]>Y5c5TVd�b5YF[-\�WZg5h)i3fV\>{�U5j$fVR>c5g5h)i3Y1d�Q5R!_?gXm5TVnuh)i v \!w5_?\�i , b1\!]/\�_1R/{V\�ikYv \!wX_?\!ikd�b5U5Y5Q1]!R>[ — g?\�[-d�TVn , c1]!Ref�\!Q5jXd�b1\!TV]>domkS?RejXd�]>\>g5R>[/b5Tzj$U5R/[>gXm3^>TVf�R/Q1\>d�g5R/d�]!Y .

� ]!Rl]!U5TV^>j$T�]e^>R!_?`>aFR/{�R
R>^��ATVn7\tU1\>^>R/]!h , Y;R/^>g5R/[!_1TVg5Y5Tzd�Y1d�]!T�nuh�g1\�^>R>_1T�Ts[>h�d�R/b5R/nPj$U5R>[/g5Tz^/T�fVR>Q1\/d�g5R-d�]!Y;nuR>W�TV]ed�]>\!]!`l{�R/U1\!f�S?R
do_1R>W�g1T�T . �sh�nuR>WZT�]!TyQ5R>w1]!YFg1\eb5R-nuQ5U5R/nuY?d�d�Y<fV\>Q5jXd�b1\>]!`ed�Y1d�]!T�nuj3g1\�[/h�d�R>b1R/nKj$U5R>[/g5Tz^/T�fVR>Q1\/d�g5R-d�]!Y , g1R�g5T
j$d�]>\!g?\![!_?Y5[/\>]!` v _?\>{ schg S1_5mFb?\�W%S?R>{VRed�j-�<TVd�]![>j$���<T�{VR�d�Y1d�]!TVnug1R>{�R v \!w5_?\tYFb?\!]>\!_1R>{�\ . * U5j${V\!m
[>R>f�nuR!WZg5R-d�]!`�d�R/d�]!R>Y5]e[enuR/g5]!Y5U5R/[/\>g5Y5Y / Y /usr ]!R!_?`>b5R�S1_5mFc5]>T�g5YXm . �kT�R>^>iXR�S?Y1nuRtf�\>nuTV]!Y5]!` , c5]!Rl]>\>b5Y5T
Q5U1\![/YX_?\�d�_1Y5a<b5R/nKWZT�d�]!b5Y1TsY%nuR>{�j$]eQ5R/nuTVa<\!]>`�R>^/g1\!U1j/WZTVg5Y5��[/]!R>U5W�TVg5YXm .

14.3.6. � ������"�� ��� �%" �
� ��� �T� ���! � �9���
� � :  !���T��� ���9"!$ &�" , ��� � �  �� 	���� �  �� � � &�"
� �9��� &  � . � .

�sh�nuR>WZT�]!TyfV\>�FY5�%\!]!`e]!R!_1`/b5R�m$S*U5R , v \>wX_1hxg1\/d�]!U1R>w5b5Y<YFj$Q5U1\>[!_1TVg5YXm;d�Y1d�]!TVnuR/wF]!R>_1`>b1RtS?Rl]!T�i;Q1R>U , Q1R>b1\
r�]>\�fV\!�<Y5]>\eg5Tz[-d�]!j$Q5Y1]�[lb5R>g v _?Y5b5]edzj/S?R>^-d�]![/R/nKU1\>^>R>]>h�[kd�Y?d�]!T�nuT . �3\>Q5U5Y1nuTVU , Y1d�Q5R!_1`/f�R/[/\!g1Y5T chflags
S1_5mFjXd�]/\!g5R/[>b5Y3^/Y5]>\ schg g1\�^/R!_1`/aFY5g1d�]![>R v \!wX_1R/[�[ / [>T�U1R!m5]!g5RlnuR!WZT�]e]!R!_?`>b5Reg1\![/U5ToS?Y1]!` , Q5R-d�b5R>_1`>b1j
i$R/]�m;Y<nuR>WZT�]�f�\!�<Y5]!Y5]!` v \!w5_1h , Q5U5TVQXm5]>d�]![>j$T�]eR>^/g1\!U5j-WZT�g1Y5� . ~kR-do_1T�S?g5Y5wFd�_1R>w<d�Y1d�]!TVnuh�^>T�fVR>Q1\/d�g5R-d�]!Y ,
[>R>f�nuR!WZg5R , g1\!Y5^/R!_1TVT�[/\!WZg5htw — R>^>g?\!U5j-WZT�g5Y1T . �ld�]/\�_1`/g5htTsnuTVU5h�^>TVf�R/Q1\>d�g5R/d�]!Y3Q5U1\>b5]!Y5c5T�d�b5Y%^>T�d�Q5R>_1T�fVg5h
( YX_?Y , c5]!RlT��<TziXj-WZT , nuR/{�j$])S*\>]!`e[-\>nP_1R>WZg5R>TsR>�Fj$�<T�g5Y5Ts^>TVf�R>Q?\>d�g1R/d�]>Y ) T�do_1Y;[/h�g5TsR>^>g?\!U5j-WZY5]!T
Q5R>]!TVg5}5Y1\!_1`>g1R>T�[/]!R>UXWZTVg5Y5T . ~kR!_1R/[>Y5g?\ v j-g1b5}5Y5w%d�Y1d�]!TVnuh�^/T�fVR>Q1\/d�g5R-d�]!Y;g?\!Q5U1\>[!_1TVg1\tg1\�fV\>nuT�S1_1TVg5Y5T
\!]>\>b5j$���FTV{�R , \�g5Tyg1\�TV{�RlR/d�]>\!g5R/[>b5j , S1_5mF]>R>{�R , c5]!R/^>h S�\!]!`ld�Y1d�]!TVnuTyR>^/g1\!U5j-WZT�g1YXm;[>R/fVnuR!WZg5R-d�]!`�Q5R>w1n7\>]!`g1\!U5j$a<Y5]!T�_1m;g1\enuT�d�]!TyQ5U5T�d�]!j$QX_?T�g5YXm .
� j-c1aFY5wFd�Q5R/d�R>^�R/^>g1\>U5j-WZT�g5YXm;[/]!R>U5W�TVg5YXm — R>]/do_1T�W�Y1[/\!g1Y5TzY5f�nuT�g5TVg5g5h)i , R/]>d�j$]>d�]![>j$���<YXi , YX_1Y
g5T�R>W�YXS*\!g5g1R�Q5R>m5[>Y5[/aFYXi5dom v \>wX_1R>[ . * _5m;g1\>^!_1��S?T�g5Y5m;fV\�Y1fVnuT�g5TVg5g5h�nuY v \!wX_*\>nuY3_1j$c5a<Ts[-d�TV{�R
Y1d�Q5R>_1`>fVR>[-\!]!`yS?U1j-{Vj$� ( fV\>c1\>d�]!j$��}5TVg5]!U1\!_1Y5f�R/[/\>g5g5j$� ) d�Y1d�]!TVnuj;dsR>{VU1\!g5Y1c5T�g5g1h�nPS?R/d�]!j$Q5R/n .

* R/^/\>[!_1TVg5Y5T
g1\!Q5Y?d�\!g1g5h)i3[/\>nuY<d�b5U5Y1Q5]!R>[lb;rV]!R>w;S?R>Q5R>_1g5Y5]>T�_1`/g5R�f�\!�FY1�FT�g1g5R>wFd�Y1d�]>TVnuT)dzR/{�U1\>g5Y5c5TVg5g5h�npS?R-d�]!j$Q5R-n
S?T�_?\>T�]eT�TzQ1U1\!b5]>Y5c5TVd�b5YFg1T�[>YXS?Y1nuR>w;S1_5mFQ1R>]!TVg5}5Y1\!_1`>g5h)i3[/f�_1R-nu�FY5b5R/[ , Y<r�]!R�[-\�WZg5R . ��}5T�_5mXikS*R/d�]>YXWZT�g5YXm
n7\!b1d�Y1n7\�_1`/g5R>{VR�r v3v TVb5]>\�[/\>n�nuR>WZT�]�Q1R>]!U5TV^>R/[/\!]>`/dom3Q5U1ToS?R-d�]>\>[>Y5]!`er�]!R/wFd�Y?d�]!T�nuTzS*R/d�]>j-QFb3S?U5j${VY1n
n7\!aFY1g1\>nK[kd�TV]!Y , R/^>htc5g5RldzQ1R/nuR>�<`>� NFS r�b1d�Q5R>U1]>\�]>R!_1`/b5RtS1_1mFc5]!TVg5YXmFYX_?Y<d�{VT�g5TVU5Y5U5R/[/\>[�Q1\!U1hxbX_1��c1T�w
ssh S1_5m3S*R/d�]>j-Q?\�b3S*U5j${�Y1n�n7\>aFY5g?\>nKQ5R ssh. ~kR/nuY?nuR�^>R>_1`>a<R>{VRtR>^��ATVn7\�d�T�]!TV[>R/{�R�]!U?\ v Y5b1\ , NFS ^/R!_1TVT
d�b5U5ht]>htw<nuT�]>R�S — R/g;Q5R>fV[>R>_5m5T�]�b1R>g5]!U1R!_1Y5U1R>[/\>]!` v \>wX_1R/[>htT�d�Y?d�]!T�nuh�g1\�b1\�W%S?R-n�bX_1Y5TVg5]>d�b5R/n
b5R/nuQ5`/��]!TVU5TyQ5U1\!b1]!Y5c5T�d�b5Y<g5T�f�\>nuT�]>g5R . +sdo_1Y%[/\>a d�TVU5[>TVUFdzR/{�U1\>g5Y5c5TVg5g5h�nPS*R/d�]!j$Q5R-nKQ5R�S*bX_1��c1T�gFb
bX_1Y5TVg5]>d�b1Y1n�b5R-nuQ5`>�e]!T�U?\>n�c5TVU5T�fsb5R/n7nuj$]>\>]!R>U , NFS nuTV]!R�S�r�]!RlfV\>c1\>d�]!j$��_1j$c5a<Y5wF[/ht^>R/U . ~kU5Y<d�R>T�S?Y5g5TVg5Y5Y
c5T�U5TVfzb5R/g5}5TVg5]!U1\>]!R>U , YX_1Y<c5T�U5TVfsg1TVd�b1R!_1`/b5R�n7\!U1aFU5j$]!Y5f�\!]!R/U5R>[ , NFS nuTV]!R�SZnuR!WZT�]ld�]>\>]!`ed�_1Y5a<b5R/n
g5T�^/T�f�R/Q1\>d�g5h�nPYFY1d�Q5R!_?`>f�R/[/\>g5Y5T ssh nuR>W�TV]ld�]>\!]>`�_1j$c5a<Y1n�[>ht^/R>U5R-n S*\�WZTyg5TVdVnuR>]!UXm<g1\�]!R , c5]>R ssh
R/d�]/\![!_1m5T�]�d�_1ToS?h�d�[>R/T�w3U1\>^>R/]!h .| \!b;]!R>_1`>b1R�jk[/\/d�Q5R>m5[>YX_?d�mFd�TVU5[>TVUFdzR/{�U1\>g5Y5c5TVg5g5h�npS?R-d�]!j$Q5R-n , YFb1\>b<nuY5g1Y1nujXnKS?R-d�]!j$Q;g1\ec5]!TVg5Y5Ty[
bX_1Y5TVg5]>d�b1YXiFd�Y1d�]!TVn7\!i , Q5R/]!U5T�^/j$T�]>d�m;g1\!Q5Y?d�\!]>`ed�b1U5Y5Q5]!h�S1_5mF[/htQ5R!_?g5T�g5Y5m;nuR/g5Y5]!R/U5Y5g5{�\ . ~kU1YFg1\!_1Y5c5Y5Y
S?R/d�]!j$Q1\�Q5R NFS [/h�nuR!WZTV]!Tsg?\!Q5Y1dV\!]!`ld�b5U1Y5Q5]!h�dsQ5R-nuR>�F`/��Q5U1R/d�]>h)i3d�Y1d�]>TVnug5h)i;j$]!YX_?Y5] , ]/\!b5YXi;b?\!b find(1)
Y md5(1).

� j-c1aFTz[-d�TV{�R�Q5R!S*d�c1Y5]!ht[/\>]!` md5
v \!wX_?R>[�g1\ebX_1Y1T�g5]>d�b5R/n�b5R/nuQ5`/��]!TVU5Tyb1\!b%nuY5g5Y1nujXn�R!S?Y5g;U?\!fz[

S?T�g5` , \ v \>wX_1h , b5R/g5]!U5R>_1Y5U5j$�e�FY5TyfV\>Q5jXd�b;Y5f /etc Y /usr/local/etc S*\�WZTs^>R!_?T�Tzc?\>d�]>R . ~kU5Y
R>^>g?\!U5j-WZT�g5Y1Y3U1\>d�i$R>W%S?T�g5Y1wF[ md5, b5R>g1]!U5R!_?Y5U5j$���<Y5wFb5R-nuQ5`>�e]!T�U;S?R!_1W�TVgFQ5U1R/d�Y1{�g1\!_1Y5]!`ld�Y1d�]!TVnug5R-nuj
\=S*nuY5g1Y1d�]!U?\!]!R/U5j3Q5U5R/[>T�U1Y5]!`�Y1fVnuT�g1Y5[>a<Y5TVd�m v \!wX_1h . ��R>U1R>aFY1wFd�b5U1Y5Q5]l^>T�fVR>Q1\/d�g5R-d�]!Y3Q5U1R>[>TVU5Y5]e]>\!bXWZT
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g1\�_1Y1c5Y5Tzg1TVd�R/R>]![/T�]>d�]![>j$�e�FYXi3Y1d�Q5R!_1g5m5TVnuh)i suid

v \!wX_1R/[�YFg1R>[>h)ikYX_1Y%Y5f�nuT�g5TVg5g5h)i v \!wX_?R>[�[ld�Y1d�]!TVnug1h)i
U1\!f�S?T�_?\!i / Y /usr.

~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y ssh [/nuT�d�]!R NFS, g?\!Q5Y1dV\!]!`ld�b5U1Y5Q5]!h�^>T�fVR>Q1\/d�g5R-d�]!Y3{VR>U1\>foS?Redo_1R>W�g1T�T . �y\/nKR>^>m5fV\!]>T�_1`/g5R
Q5R>]!U1T�^>j$TV]>domFd�b5R>Q5Y1U5R>[-\!]!` (scp) d�b5U5Y1Q5]!h�g1\ebX_1Y1T�g5]>d�b5Y5w%b5R/nuQ1`>��]>T�U , doS?T�_?\>]!`lY5fzg5TV[>Y$S*Y1nuh�nuY , Y;S1_5m
^>T�fVR>Q1\/d�g5R-d�]!Y3Q1R>]!U5TV^>j$T�]/dom;]>\>bXWZTyd�b5R>Q5Y1U5R>[-\!]!`�Y?d�Q5R>_1gXm5TVnuhtT v \!w5_1h ( ]/\!b5Y5Tsb1\!b find), b1R>]!R/U5htTs^/j/S?j$]
Y1d�Q5R>_1`>fVR>[-\!]!`-dom3d�b5U5Y1Q5]!R/n . ~kU5YX_1R>WZT�g5Y5T ssh g1\�bX_1Y5TVg5]>d�b5R/n b5R/nuQ5`/��]!TVU5T)nuR!WZT�]e^>ht]!`ej/WZTy[>f�_1R/n7\>g5R . �
b5R>g5TVc5g5R-nKY5]!R>{VT , ^>T�f ssh g5TyR>^>R/w5]!Y1d�`�Q5U1YFU1\>^>R>]>T�c5T�U1T�fyg5T�^/T�f�R/Q1\>d�g5htTzd�R>ToS*Y5g5T�g1YXm , g5RlT�{�Re{�R/U1\!f�S?R�do_?R!WZg5T�T
Y1d�Q5R>_1`>fVR>[-\!]!` .
��R>U1R>aFY1wFd�b5U1Y5Q5]l^>T�fVR>Q1\/d�g5R-d�]!Y3Q1U5R>[/T�U5Y5]�]>\!bXWZTyY5fVnuTVg5T�g1YXmF[ v \!wX_?\!ilg?\>d�]>U5R>w5b1Y , U1\!^/R>]>\>���<YXi3Q5U5Y
Q5R�S?b5_1��c5TVg5Y5Y<Q5R!_1`/f�R/[/\!]>T�_1TVwlY%do_1j-WZT�^/g5h)i3j$c5T�]!g1h)ikf�\!Q5Y?d�T�w : .rhosts, .shosts, .ssh/authorized_keys
YF]>\>bkS*\�_?T�T . . .

v \>wX_1h , b5R/]!R>U5htTynuR>{�_1YFg5TyQ5R/Q1\>d�]!`�[eR>^!_*\>d�]>`�Q5U5R/[>T�U1b5Y MD5.

+zdo_1Y;S1_5mFQ1R!_1`/f�R>[-\!]!T�_1T�w3[/hyS?T�_?T�g;^/R!_1`/aFR>w3R/^��µT�npS?Y1d�b5R>[/R>{�R�Q5U5R/d�]!U1\>g1d�]![-\ , Q5U5R/[>TVU5b1\�b?\�W%S?R>{VR v \>wX_?\tg1\
]>\!b5Y5i;U1\!f�S?T�_?\!iknuR>WZT�]�f�\!gXm5]>`ld�_1Y5aFb1R/n�nug5R/{�R�[/U5TVnuTVg5Y . � ]/\!b5R/n do_1j$c1\>TzjXd�]>\>g5R>[/b1\ v _?\>{�R/[
nuR>g5]!Y1U5R>[-\!g5YXmkS?_5mFfV\>Q5U5TV]>\ suid Y1d�Q1R!_1gXm5T�nuh)i v \!wX_?R>[�Y<j$d�]!U5R/w1d�]![eg1\e]>\!b5Y5ikU?\!foS*T�_?\!ikrV]!Rei$R/U5R>a%\�m3Y$S?T�m .
~kU5Y1nuT�g1Y5]!TyQ1\!U1\/nuT�]!U1h mount(8) nodev Y nosuid. ~kU5R/[>T�U5m5w5]!TzrV]!YFU?\!foS*T�_1hx[e_1��^/R/n�d�_1j$c1\!T , i$R/]�m;^>h�U1\!f
[�g5T�S?T�_1� , Q5R-d�b5R>_1`>b1jeg5TVR>^>i$R!S?Y1nuR�R/^>g1\>U5j-WZY5[/\>]!`�Q5R/Q5ht]!b5Y<[>f�_?R/n7\ , g5TVfV\>[>Y1d�Y1nuR�R/]�]!R/{�R , r v3v T�b1]!Y5[>g1hxR>g5Y
YX_1YFg1T�] .
� c5TV]�Q5U5R/}5TVdVd�R/[ (accton(8)) rV]!ReR/]!g5R-d�Y5]!T�_1`>g1R�g5T�do_1R>W�g?\�m;[>R/fVnuR>W�g1R/d�]>`�R>Q5TVU1\!}1Y5R>g5g1R>w;d�Y?d�]!T�nuh , b5R/]!R>U1\!m
nuR!WZT�]eQ5R/nuR/c5`�b1\>bFnuT�i5\>g5Y5fVn�R>^>g?\!U5j-WZT�g5Y5m3d�R/d�]!R!m5[/aFYXi5dom;[/]!R>U5W�TVg5Y5w . �eg?\�R/d�R>^/T�g5g5R�Q5R!_1TVf�g1\tS1_5m
R>^>g?\!U5j-WZT�g5Y5mkQ1j-]>Y<Q5U1R>g5Y5b1g5R>[/T�g5YXm;g?\!U5j$aFY1]!T�_5m;[kd�Y?d�]!T�nuj , TVdo_?Y v \!wX_<g5Ts^/h)_FfV\>]!U5R/g5j$]�Q5U5R/g5Y5b5g1R>[>TVg5Y5T�n .

�3\!b5R/g5T�} , d�b5U5Y5Q1]!h�^/T�f�R/Q1\>d�g5R/d�]!YlS?R>_5WZg5hxR>^/U1\!^/R>]>\>]!`t_1R/{ v \!w5_1h , b5R>]>R>U5htTsg5T�R/^!iXR�S?Y?nuR�d�R/foS*\>[/\!]>`
g1\>d�]!R!_1`/b5R�f�\!�FY1�FT�g1g5h�n�d�Q1R/d�R/^>R-n , g?\>d�b1R!_1`/b5R�r�]>Re[/R>fVnuR>WZg5R — Q5R�S?b5_1��c5TVg5Y5T syslog j/S*\�_?T�g5g5RlnuR!WZT�]
^>ht]!`eR>c5TVg5`�Q5R>_1T�fVg5h�n . �*_?R>jXnuhta;_1TVg5g5Y5b<Q5R>Q1ht]>\!TV]>dom;j$g5Y5c1]!R!WZY5]!`3do_?ToS?hx[/f�_1R-n7\ , YF_1R>{ v \!wX_1h
b5U5Y5]!Y1c5TVd�b5Y<[-\�WZg5h�S1_1m<d�Y1d�]!TVnug1R>{�Rl\=S*nuY1g5Y1d�]>U1\!]!R/U1\ , Q5ht]>\!�e�FTV{�R/d�m;R>]>d�_1ToS?Y1]!`e[/U5TVn+m<Y<nuT�]>R�S%Q1T�U5[/R>{�R
Q5U5R>g1Y5b5g5R/[>T�g1YXm . ��S?Y5gFY5fsg?\=S?T�W�g1h)i3d�Q5R/d�R>^/R>[tQ5R>_1j$c5T�g5Y5m;_1R>{ v \!wX_1R/[tm5[!_1m5T�]>d�mFQ5R�S*bX_1��c1T�g5Y5T)d�Y?d�]!T�nug5R>w
b5R>g1d�R!_1YFbFQ5R-do_1T�S?R>[-\!]!T�_1`>g5R-nuj�Q5R/U5]!j3Y<Q5R/d�]!R!m5g5g1htw<d�^/R>U3Y5g v R>U1n7\>}5Y5YFc1T�U5TVfzfV\>�FY5�<T�g5g1j-� n7\!a<Y5g5j ,
R>]>d�_1T�WZY5[-\!���<j$��b5R/g1d�R>_1Y .

14.3.7. ���9�����T�
���
�kTVnug5R/{�R�Q1\>U1\!g1R>w5Y;g1Y5b5R>{�S*\�g1TsQ5R/[>U5T�S?Y5] . | \!b;Q5U?\![>Y5_1R , d�Y1d�]!T�nug5htw<\�S*nuY5g5Y?d�]!U1\>]!R>U%nuR!WZT�]�S?R/^/\![>_5m5]!`
r�_1T�nuT�g5]!h�^>T�fVR>Q1\/d�g5R-d�]!Y3[e_1�e^>R/nKb1R!_1Y5c1TVd�]>[>T , Q5R>b1\�r�]!Rlg5Ty[!_1Y5m5T�]�g1\ej/S?R>^-d�]![/R , \�]/\!bXWZTyg5T�b5R/]!R>U1R>T
b5R!_1Y1c5TVd�]![>Rer�_1T�nuT�g5]!R/[�^/T�f�R/Q1\>d�g5R/d�]!Y ,

 �#*"$2�� �<" � g1\�j/S?R/^/d�]![>R . �k]!RtS*\!WZTz^>R>_1T�Ts[/\!W�g1R , d�Y1d�]!TVnug1htw
\=S*nuY5g1Y1d�]!U?\!]!R/U3S?R>_5WZT�gFg1TVnug5R/{�R�Y1fVnuT�g1Y5]!`lYXi — T�do_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!TzU5TVb5R/nuTVg$S*\>}5Y5Y , g?\!Q5U5Y?nuT�UF]>T , c1]!R
S*\!g5hx[er�]!R-nPS?R/b5jXnuT�g5]!T , R/g5Y<d�]>\!g5R/[!m5]>d�m;Y5f�[/TVd�]!g5h�\!]/\!b5j$���<TVnuj , b5R/]!R>U5htw<]>\!b5W�TyY1nuTVT�]tS*R/d�]>j-Q<bFrV]!R/nuj
S?R>b5jXnuTVg5]!j . prospective attacker who also has access to this document.

14.3.8.
� �#� �� DoS� ]!R>]eU1\!f�S?T�_FR>iX[/\!]>ht[/\!TV] DoS \>]>\!b1Y . DoS \>]>\!b1YFr�]>R�R>^/htc5g5ReQ1\!b5TV]!g5htT)\!]>\>b5Y . �eR>]�mFQ1U5R>]!Y1[ed�R/[>U5T�nuT�g5g1R>w

\!]>\>b5YFd�Q1R�S5S?T�_1b5R/w3Q1\!b5TV]!R>[ , b5R>]>R>U1\!m;Q5T�U5TV{�U5j-W \!TV]�d�TV]!` , n7\!_1R�c5]>RenuR!WZg5Rld�S?T�_?\!]>` , [/h nuR>WZT�]!TyR>{VU1\!g5Y1c5Y5]!`
Q5R>[/U5T�W%S?TVg5YXm , j$^>T�S?Y5[/aFY1d�` , c5]!Rl\!]>\>b1\�g5T)nuR!WZTV]�R>^/U5j$aFY5]>`�[/\>aFYFd�T�U5[/T�U1\ .

1. �e{VU1\!g1Y5c5T�g1Y5Tzb5R>_1Y5c5T�d�]![-\�Q5R/U5R!W%S*\>TVnuh)i3Q5U5R/}5TVdVd�R/[ .
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2.
� nuT�g5`/aFTVg5Y5TyQ5R/d�_1ToS*d�]![>Y1w springboard \!]>\>b (ICMP R/]![>TV] , aFY5U1R>b5R/[>T��%\!]!T�_1`>g1htw ping YF] . S .).

3.
| rVa n7\>U5aFU5j$]!Y1fV\!}1Y5Y;m$S?U?\ .

�e^>htc5g1\!m DoS \>]>\!b1\�Q5U5R>]>Y5[eQ1R>U5R>W<S�\!���<T�{VR�Q5U5R/}5TVdVd�h�d�TVU5[>TVU1\�Q1ht]>\!TV]>domFY?d�c5TVU5Q1\!]>`eU5T�d�j$U1d�h�d�T�U1[>T�U?\�Q5R
Q5U5R>}1TVd�dV\>n ,

v \>wX_1R/[>h�n S?TVd�b5U5Y5Q1]!R>U1\/n�YFQ?\>n+m5]!Y;S?R�]!T�i;Q5R>U , Q5R>b?\�n7\!a<Y5g1\�g5T ” Q1R�S?[/Y1d�g5TV] ”. � inetd
( R/^>U1\>]!Y5]!T�d�`�b inetd(8)) T�d�]!`lg5T�d�b5R>_1`>b5R�Q1\!U1\/nuT�]!U1R>[ , Q1R>f�[/R!_5m5�e�FYXikR>{VU1\!g1Y5c5Y5]!`e]>\!b1Y5Ty\>]>\!b1Y . �kTVR>^!iXR!S?Y1nuR
j-c1TVd�]>` , c5]>R�iXR>]!mFnuR!WZg5RlQ5U5ToS*R>]![/U1\!]!Y1]!`�Q1\�S?T�g1Y5Tyd�Y1d�]>TVnuh , [eR>^>�<TVn�d�_1j$c1\!Tsg5T�[/R>fVnuR>WZg5R�Q5U5T�S?R>]>[>U1\>]!Y5]!`
Q5U5T�b1U1\!�<T�g5Y5TsU1\!^/R>]!h�d�T�U5[/Y1d�\ . �yg5Y1n7\!]>T�_1`/g5ReQ1U5R>c5]>Y5]!T)d�]!U1\>g5Y5}5j;d�Q5U1\>[>R>c1g5Y5b1\tY<R>^>U?\!]!Y5]>TsR-d�R>^/R>T
[>g5Y1n7\>g5Y5Tsg1\�Q?\!U1\/nuT�]!U5h -c, -C, Y -R.

� c5]!Y5]>T , c5]!R�Q?\!U1\/nuT�]!U -C g5TsU1\!^/R>]>\>T�]�[ldo_1j$c1\>Ty\>]>\!bFd
Y1d�Q5R>_1`>fVR>[-\!g5Y5T�nPQ5R�S5S*T�_1`/g5h)i IP Q?\!b5TV]!R>[ , Q5R>rV]!R/nujkb1\>bFQ5U1\>[>YX_?R�g5T�R/^!iXR�S*Y1nuR�Y1d�Q5R!_1`/f�R/[/\!g1Y5T�b5R-nu^>Y5g1\>}5Y5Y
Q1\!U1\/nuT�]!U1R>[ . �kTVb5R>]>R>U5htT standalone d�TVU5[>Y?d�hxY1d�Q5R!_1`/f�j$��]ed�R>^-d�]![/T�g5g1htTzQ1\>U1\>nuTV]!U5h , R/{�U1\>g5Y5c5Y5[-\!�e�FY5T
Q5R>U5R>W%S?T�g5Y1TzQ5U5R/}5TVdVd�R/[ .
�

Sendmail TVd�]>`ed�R/^/d�]![>TVg5g5htw;Q1\>U1\>nuTV]!U -OMaxDaemonChildren, b5R>]!R/U1\�m;U?\!^>R/]>\!TV]�{�R/U1\!f�S?Rt_1j$c5a<T , c1TVn
Q1\!U1\/nuT�]!U sendmail, R/{�U1\>g5Y5c5Y1[/\!�e�FY5w3g?\!{�U1j-fVb5j . �)\>n�g1T�R>^>iXR�S?Y1nuR�fV\=S�\!]!`�Q?\!U1\/nuT�]!U<fV\!Q1j$d�b1\ sendmail
MaxDaemonChildren S?R/d�]>\!]>R>c5g5Re^>R>_1`>a<Y1n , c5]!R/^>hxR>^-do_1j-WZY5[-\!]!`�R>WZY$S*\!T�nuj$��g1\>{�U5j$fVb5j , g1Re]>\>b , c5]>R>^>h
b5R/nuQ5`/��]!TVU<nuR/{zR>^-do_1j-WZY5]!`e]>\!b1R>Tzb1R!_1Y5c1TVd�]>[>R�Q1U5YX_1R>W�TVg5Y5w sendmail ^/T�fsQ1\=S?TVg5YXmFd�Y1d�]!T�nuh . ��R/U5R>a<T�w
nuT�U5R/w3m5[!_5m5TV]>dom<fV\!Q1j$d�b sendmail [�U5T�WZY1nuTsR/c5T�U1ToS?Y (-ODeliveryMode=queued) YFf�\!Q5jXd�bkS*\!T�nuR>g1\
(sendmail -bd) R/]=S?T�_?`>g5ReR>]�R/c5T�U1ToS?Y (sendmail -q15m). +zd�_1Y<[/hx[/d�T�WZTziXR/]!Y5]!TyR>U5{�\!g5Y1f�R>[-\!]!`yS*R/d�]/\![>b1j
[�U5T�W�Y?nuTsU5T�\�_1`/g5R>{VR�[>U1TVnuT�g1Y , f�\!Q5jXd�b?\!w5]!TsR>c5TVU5ToS*`edznuTVg5`>a<Y1n�Y5g5]>T�U5[-\�_1R-n -q1m, g5Rlj-^/ToS?Y1]!TVd�`�[
Q5U1\![/YX_1`/g5R>w3jXd�]/\!g5R/[>b5TsQ1\!U1\/nuT�]!U?\ sendmail MaxDaemonChildren S?_5m;Q5U5T�S?R>]![/U1\!�<T�g5Y5m;R>aFY1^>R>b .

Syslogd nuR!WZT�]e^>ht]!`l\!]>\>b5R>[-\!gkg5T�Q1R/d�U1ToS*d�]![>TVg5g5R , g?\>d�]>R!m5]!T�_1`>g5ReU5T�b1R/nuT�gXS?j$T�]>d�m;Y1d�Q5R>_1`>fVR>[-\!]!`tQ1\>U1\>nuTV]!U -s
TVdo_?YFr�]>R�[>R/fVnuR>W�g1R�YFQ1\>U1\>nuTV]!U -a [�R/d�]>\�_?`>g5h)i3do_1j$c1\!mXi .

�shx]/\!bXWZTzS?R!_5WZg5h�^>ht]!`eR>c5TVg5`�R-d�]!R/U5R!WZg5h�dyd�TVU5[>Y1dV\>nuY , d�R>[>TVU5a<\>���<Y1nuY;R>^/U1\!]>g5R>TsQ5R�S?b5_1��c5TVg5Y5T , ]>\!b1Y1nuY
b1\!b tcpwrapper d reverse-identd, b1R>]!R/U5htwFnuR!WZTV]�^>ht]>`l\>]>\!b5R/[/\>g3g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R . ~kRer�]!R/wFQ5U5Y1c5Y5g5T
[>R>f�nuR!WZg5R-d�]!` tcpwrappers reverse-ident R>^/htc5g5R�g1Tyd�_1ToS?j$TV]�Y1d�Q5R!_1`/f�R/[/\!]>` .
~kU1\![/YX_1`>g1h�np^/j/S?T�]efV\!Q1U5T�]�S?R/d�]!j$Q1\�b<[>g5j$]!U5TVg5g5Y1n d�T�U1[>Y1dV\>nKY5fy[>g5TVaFg5TVwFd�TV]!YFQ1j-]>TVn d�R>R/]![>TV]>d�]![/j$���FTVw
g1\>d�]!U5R>w1b5YFnuT�W d�T�]!TV[>R>{VR�rVb5U1\!g?\�g1\e[>g5TVaFg5T�n�n7\!U5a<U5j$]!Y5f�\!]!R/U5T . (eS?T�mF[�]>R/n , c1]!R>^/hxQ5U5ToS*R>]![/U1\!]!Y1]!`
Q5T�U5TV{�U5j$fVb5j3d�T�U1[>Y1d�R>[�\>]>\!b1\/nuYFY5fs[>g5TVaFg5TVw<d�T�]!Y , \�b5U1R/nuTz]>R>{�RlfV\>�FY5]!Y1]!` root R/]�[/f�_1R-n7\�c5TVU5T�fyd�T�]>` .
�yd�T�{�S*\�g1\/d�]!U?\!Y5[-\!w5]!TsY1d�b5_1��c1\>���<Y5w<nuT�WZd�T�]!TV[>R/w;r�b5U?\!g , ] . T . ” f�\!b5U1ht]!`�[-d�T .o��� �;� Q5R>U1]!R>[ A, B, C, D, Y
M-Z”.

� ]!Y1n d�Q5R-d�R/^>R/nP[>h�nuR>WZT�]!TyfV\>b5U5ht]!`l[/d�TzQ5R/U5]!hxg5YXWZg5TV{�R�S?Y1\>Q1\!fVR>g1\ , b5U5R/nuTsm5[>g1R�j$b1\!f�\!g5g5h)i , ]/\!b5YXib1\!b named ( TVd�_1Y;[/hxQ5R�S5S*T�UXWZY5[-\!T�]>TsY5g1]!T�U5g1T�] - f�R/g5j ), ntalkd, sendmail, Y3S?U5j${VYXi;d�T�U1[>Y1d�R>[ , S*R/d�]>j-Q1g5h)i;Y5f
Y5g5]!TVU5g5T�] . +zd�_1Y<[/hxQ5R>Q1U5R>^/j-TV]!Tzg?\>d�]>U5R>Y5]>`enuT�W d�T�]!TV[>R>w<r�b5U?\!gkS?U1j-{VY1n�d�Q1R/d�R/^>R-n — [/bX_1��c?\!���<Y5w , Y5_1Y
U1\!fVU5T�a%\!���<Y5wFnuT�WZd�T�]!TV[>R/w;r�b5U?\!g , T�d�]!`l^>R>_1`>a<R>w3a%\!g1dzfV\!^/ht]!` ” fV\>b5U5ht]!` ” Q1\>U5j3d�T�U1[>Y1d�R>[ , YX_?Y3S?R/^/\![/Y5]!`
g5R>[/htw;[>g5j$]!U1Y1d�TV]!T�[/R>wFd�T�U5[/Y1d�Y<fV\!^/ht]!`�R/^>g5R/[>Y5]!`enuT�W d�TV]!T�[/R>wFrVb5U1\>g . �yh�nuR!WZT�]>TsR/]!b5U5ht]!`�S?Y1\>Q1\!fVR>g
Q5R>U5]>R>[edz^>R>_1`>a<Y1nuY;g5R-nuT�U1\/nuY3S1_5m<R>^>htc1g5h)ilQ1U5YX_1R>W�TVg5Y5w%^>TVfzj${�U5R/f�h Q5R/U5]>\>n�g5YXWZg5T�{VR�S*Y1\!Q1\>f�R/g1\ .� c5]!Y1]!T)]>\!bXWZT , c5]!R FreeBSD Q1R>f�[/R!_5m5TV]�[/\/nKb5R>g1]!U5R!_?Y5U5R>[-\!]!`tS?Y1\!Q?\!f�R/g5hxQ5R/U5]!R>[ , Y1d�Q5R!_1`/f�j$TVnuhtT7S1_5m
S?Y5g1\/nuY5c5TVd�b5R>wFQ5U5Y5[>m5f�b5Y<c5T�U5TVfsU?\!f�_?Y5c5g5htTsQ5T�U5T�nuT�g5g1htT sysctl net.inet.ip.portrange (sysctl -a |

fgrep portrange), c1]!ReQ1R>f�[/R!_5m5TV]�j$Q5U5R-d�]!Y5]>`eg1\/d�]!U1R>w5b5j3nuT�WZd�T�]!TV[>R/{�R�rVb5U1\>g1\ . �3\>Q5U5Y1nuTVU , [>h�nuR>WZT�]!T
Y1d�Q5R>_1`>fVR>[-\!]!`tR/^>htc5g5htw3S?Y1\!Q?\!f�R/g;Q5R/U5]!R>[ld�Ref�g1\>c5T�g5Y5m1nuYFR>] 4000 S?R 5000, Y;S?Y1\>Q1\!fVR>g;Q5R/U5]!R/[ed�^/R!_1`/aFY1nuY
g5R/nuTVU1\>nuY;R/] 49152 S*R 65535, \�fV\>]!TVn�f�\!^>_1R>b5Y1U5R>[-\!]!`t[-d�T7S*R 4000 Q5R/U5]>\ ( b5R/g5T�c1g5R�R-d�]>\>[>Y5[)S*R/d�]>j-Q<Y5f
Y5g5]!TVU5g5T�]lbFR/Q5U5T�S?T�_1TVg5g5h�nKQ5R/U5]>\/n .
* U5j${�R>w3U?\>d�Q1U5R/d�]!U1\!g1T�g5g5htw<]!Y5Q DoS \>]>\!b;g?\!f�ht[-\!TV]>dom springboard — d�T�U1[>T�U<\!]>\>b5j$T�]>d�m;]>\!b5Y?n�R>^/U1\!fVR/n ,
c5]!Rl{�T�g1T�U5Y5U1j-T�nuhtTzR/]![>TV]!h�Q5TVU5T�{VU5j-WZ\>��]eT�{�R , _1R/b1\�_1`/g5j$��d�T�]!`eYX_1YFb1\>b5Y5T - ]!R�S?U5j${�Y1Tsb5R-nuQ5`>�e]!T�U1h .
�3\!Y5^/R!_1TVT�U1\>d�Q5U5R-d�]!U1\>g5T�g1g1\�m;\!]/\!b1\�r�]!R/{�R�[/Y$S*\�r�]!R �<"!�*�=.>�� !� �%�!�%�¥#��>(?�V2 ICMP ping

���%�!./�
. 
�]>\>b5j$���<Y5w

Q5R�S5S*T�_1ht[-\!T�]�Q1\!b5TV]!h ping, Q5R�S*d�]>\![>_5mXm IP \=S?U1TVdzn7\>aFY5g1h , b5R/]!R>U5j$��R>gFg?\>nuT�U1T�[/\>T�]>d�m;\!]>\>b5R>[-\!]!` , Y
R>]!Q5U?\![!_1m5T�]�YXi;g?\�aFY1U5R>b5R/[>TV�<\!]>T�_1`/g5htw;\=S?U1TVd�[-\!a<T�w3_1R/b1\�_?`>g5R/w;d�T�]>Y . +zd�_1Y<[-\!a [/g5T�a<g5Y5w
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�¥4!�=B?�!��(1�����W�
n7\!U5a<U5j$]!Y5fV\>]!R>UFg5Tsg?\>d�]>U5R>TVg;g1\eR>]!^/U1\>d�ht[/\!g1Y5T�Q1\>b5T�]!R/[ ping g1\�a<Y5U5R>b1R>[>TV�<\>]!T�_1`/g5htTz\�S?U5TVdV\ , [/\>a<\ed�T�]>`
g1\!c5Y1g1\!TV]�{�TVg5T�U5Y1U5R>[-\!]!`ld�R>R/]![>TV]>d�]>[>j$���<Y5TzR/]![>TV]!hxg1\eQ5R�S5S*T�_1`/g5htwF\=S*U5TVd , c5]!RlQ5U5Y5[/R�S?Y5]eb;Q5TVU5T�{VU5j$f�b5T
i$R-d�]>\ - WZTVU5]![>h , R-d�R>^/T�g5g1R�TVd�_1Y<\>]>\!b5j$�e�FY5w;Y?d�Q5R>_1`>fVj-TV]�r�]>R>]�WZTy]!U5�eb%dynug5R!WZT�d�]![/R/nKaFY1U5R>b5R/[>TV�<\!]>T�_1`/g5h)i
\=S?U5T�d�R/[�[enug5R>WZTVd�]>[>T)d�T�]>T�wFR!S?g5R/[>U5T�nuT�g5g5R . ;yh)_1YFf�\!U5TV{�Y1d�]!U5Y5U5R/[/\>g5h�a<Y5U5R/b5R>[/T��<\>]!T�_?`>g5htTz\>]>\!b1YFd�[/htaFT
d�]>\tS?[/\�S?}1\!]>Y<nuT�{�\!^/Y5] . * U5j${�\�m3U1\>d�Q5U5R-d�]!U1\>g5T�g1g1\�m springboard \!]>\>b1\�g?\!Q5U1\>[!_1TVg1\�g?\ ICMP d�Y1d�]!TVnuj
d�R>R/^>�<T�g5YXm3R/^�R>a<Y5^>b?\�i .

| R>g1d�]!U5j$Y5U5j-m;Q1\>b5T�]>h , [>htf�ht[-\!�e�FY5T ICMP d�R/R>^/�FT�g1YXm3R>^�R/aFY5^/b1\�i , \>]>\!b5j$�e�FY5w
nuR!WZT�]eg1\!{VU5j$f�Y5]!`e[!iXR�S?m5�FT�Tsd�R>T�S?Y5g5TVg5Y5T)d�TVU5[>TVU1\tYF[/htg5j/S?Y5]!`kd�TVU5[>TVU;g1\>{�U5j$f�Y1]!`�Y1d�iXR�S1m5�<T�Tsd�R>T�S?Y5g5TVg5Y5T
ICMP R/]![>TV]>\>nuY .

� ]!R>]e]!Y5Q�\!]>\>b5YFnuR!WZTV]�]>\>bXWZTsR/^>U5j$aFY1]!`ed�T�U5[/T�U , b5R/{oS*\�]!R>]eY1d�c1T�U5Q1\>T�] mbuf, R/^>htc5g1R�TVd�_1Y
d�T�U1[>T�UFg5TynuR>WZT�]�R/{�U1\>g5Y5c5Y1]!`�c5Y?do_1RlR>]![/T�]!R/[ ICMP, b5R>{�S*\�R/g5YF{VT�g5TVU5Y5U5j$�e]>dom<d�_1Y5a<b5R/n�^/h�d�]!U1R . � m$S?U5T
FreeBSD T�d�]!`eg5R>[-\�m3R>Q1}5YXm<d�^>R>U1b5Y , ICMP_BANDLIM, b5R>]>R>U1\!m;R>{�U?\!g5Y5c1Y5[/\>T�]�r v3v T�b5]!Y1[>g5R-d�]!`�rV]!R>{VR�]!Y1Q1\
\!]>\>b . ~kR/d�_1ToS*g5Y5w;R-d�g5R/[>g5R/w3bX_?\>dVd springboard \!]/\!b;R/]!g5R/d�Y5]>d�mFbFR/Q5U5ToS*T�_1TVg5g5h�nK[>g1j-]>U5T�g5g1Y1n d�T�U5[/Y1d�\/n
inetd, ]>\!b5Y?n�b1\!b%d�TVU5[>Y1d udp echo. 
�]/\!b5j$���<Y5wFQ1U5R/d�]!R�Q5R!S5S?T�_1ht[/\>T�]�\�S?U5TVdzY1d�]>R>c5g5Y1b1\�Y%\=S?U1TVd�g?\!f�g?\!c5TVg5YXm
UDP Q1\!b1T�]!R/[ , jXd�]>\>g1\![>_1Y5[-\�m3[�YXi;b?\!c5T�d�]![/Tsd�R/R>]![/T�]>d�]![>TVg5g5R echo Q5R>U5]ld�TVU5[>TVU1\ A Y B, R>^-\tr�]!Y5iFd�T�U1[>T�U?\
Q5U5Y5g1\�S1_1T�WZ\>]�[-\!aFTVwk_1R>b?\�_1`/g5R>wFd�T�]!Y .

� ]!Y;S?[/\ed�T�U1[>T�U?\tg1\!c1Y5g1\!�e]�Q5TVU5T�^/U1\>d�ht[/\!]>`/dom3rV]!Y1n�Q?\!b5TV]!R/npS?U1j-{)d
S?U5j${�R-n . 
�]>\>b5j$���<Y5w<nuR>W�TV]�[/htf�[/\>]!`�Q1T�U5TV{�U5j$f�b1jlR/^>TVYXikd�T�U5[/T�U5R/[�Y;YXiFd�T�]!TVw , Q1U5R/d�]!R�R/]!Q5U1\>[>Y5[eg5TVd�b5R!_1`/b5R
Q1\!b5TV]!R>[e]>\!b1Y1n�d�Q1R/d�R/^>R-n . 
�g1\!_1R>{VY5c5g5htTsQ5U5R>^>_1TVnuh�d�j$�FTVd�]![>j$�e]edzQ1R>U5]!R-n chargen.

| R/nuQ1T�]!TVg5]!g5htw
d�Y1d�]!TVnug5htw%\=S*nuY1g5Y1d�]>U1\!]!R/U3S?R>_5WZT�g<R>]!bX_?��c5Y5]>`lrV]!YF]>TVd�]>R>[>htTyd�TVU5[>Y1d�h inetd.


�]>\>b5Y<dsQ5R�S1S?T�_1`/g5h�nuY;Q1\>b5T�]/\>nuY<nuR/{�j$]�]/\!bXWZTyY1d�Q5R>_1`>fVR>[-\!]!`-domeS1_5mFQ5TVU5T�Q1R!_1g5TVg5YXmFb1r�a<\en7\!U5a<U5j$]!Y5f�\!}5Y5Y
m$S?U1\ . �e^>U1\>]!Y5]!T�d�`�b<Q1\!U?\>nuT�]>U1\>n sysctl net.inet.ip.rtexpire, rtminexpire, Y rtmaxcache. 
�]>\>b1\�d
Q5R�S5S*T�_1`/g5h�nuY;Q1\>b5T�]>\/nuY , Y?d�Q5R>_1`>fVj-�e�<\!mkQ1U5R>Y5fV[>R>_1`>g5htw IP \�S?U5TVdzY1d�]>R>c5g5Y1b1\ , fV\>d�]>\![/Y5]tm$S?U1R
d�{�TVg5T�U1Y5U5R>[-\!]!`�[>U5T�nuT�g5g5htwFb5r�a<Y5U5R>[-\!g5g1htwFn7\!U5a<U5j$]�[e]>\!^>_1Y5}5Tyn7\!U5a<U5j$]!Y5fV\>}5Y5Y , b1R>]!R/U5htw<nuR>W�g1R�j$[>Y$S*T�]!`d�Q5R-nuR>�F`/� netstat -rna | fgrep W3.

� ]!Y%n7\!U5a<U5j$]!h�R/^>htc5g5R�j>S�\�_5m5�e]>domFc1T�U5TVf 1600 d�T�b5j$g$S%YX_1YFR/b5R!_?R
]!R>{VR . +zd�_1Y;m$S*U5R�R/Q5U5ToS*T�_1Y5] , c5]!Rlb5r�a<Y5U5R/[/\!g1g1\�m;n7\!U1aFU5j$]!g1\!mF]>\>^!_1Y5}?\�d�]/\�_?\edo_1Y5a<b5R/n�^>R!_?`>aFR/w , R>g5R
S?Y5g1\/nuY5c5TVd�b5YFjXnuTVg5`>a<Y5] rtexpire, g5Reg5Y5b5R/{oS*\�g5Tyd�]>\!g1T�]tS*T�_?\>]!`eTV{�RlnuT�g5`/aFTzc1TVn rtminexpire. '�rV]!Y1n
d�[!m5f�\!g5h S?[/TsQ1U5R>^>_1TVnuh :

1.
� S*U5R�g5TyR>]>U5TV\>{�Y5U5j$TV]tS?R-d�]>\>]!R>c5g1R�^>h�d�]!U5R , b5R>{�S*\)_1TV{�b5Rlg1\>{�U5j-WZT�g5g1h)w<d�T�U1[>T�UF^>j/S?T�]e[>g5TVfV\>Q5g5R
\>]>\!b1R>[/\>g .

2. �'g1\!c5TVg5Y5T rtminexpire g5T�S?R/d�]>\!]>R>c5g5Rln7\�_1R�S1_5m;Q1R�S5S?TVUXWZb5YFU?\!^>R/]!R/d�Q5R/d�R>^/g5R/d�]!Yk[ejXdo_?R>[>Y5mXi
Q1U5R�S?R>_5WZY5]!T�_1`>g5R/wF\!]/\!b5Y .

+zdo_1Y<[/\>aFYFd�T�U5[/T�U5hxQ5R!S?bX_1�ec5T�g1h�bFY5g1]!T�U5g1T�]lc5T�U5TVf�_1Y1g5Y5� T3 YX_?YF^>R>_1T�Ts^>h�d�]!U5j$� , Q1U5ToS?jXdVnuR>]!U5Y1]!T�_1`/g5R
^>j/S?T�]�Y5fVnuTVg5Y5]!`kR>^-\tf�g?\!c5TVg5YXm rtexpire Y rtminexpire dzQ1R/nuR>�<`>� sysctl(8). �kY5b5R/{oS*\�g5TsjXd�]>\!g1\>[!_1Y1[/\!w1]!T
g5YFR!S?Y5g;Y5fyr�]>YXi;Q1\!U?\>nuT�]>U5R>[e[�g5j-_1` ( T�do_1YF]!R!_1`/b5R�[/hxg5Tsi$R/]!Y5]!TyR>^/U5j$aFY5]>`ed�Y?d�]!T�nuj ).

� d�]>\!g1R>[>b?\�R>^/T�YXi
Q1\!U1\/nuT�]!U1R>[�[ef�g1\>c5T�g1Y5T 2 d�T�b1j-gXS?h S?R>_5WZg1\�Q5U1ToS?R/]![>U1\>]!Y5]!`l]>\>^!_1Y5}1jkn7\>U5aFU1j-]>Y5fV\>}5Y5YFR/]e\>]>\!b .

14.3.9. � ��� ���
"%$�& , � � � ����� � &�" � �)�%��� 	 �T�
$ � Kerberos  SSH

~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y Kerberos Y ssh g5T�R/^!iXR�S?Y?nuR�j$c5TVd�]!`�g5T�d�b5R>_1`>b1R�[>R/fVnuR>W�g1h)ilQ5U1R>^!_?TVn . Kerberos V rV]!R
R>]�_1Y1c5g5htwFQ1U5R>]!R/b5R!_%\!j$]!T�g1]!Y v Y5b1\>}5Y5Y , g5R�[l\=S*\>Q5]!Y5U1R>[/\>g5g5h)i3b;g5T�nuj3Q5U5YX_1R>WZT�g5YXmXi telnet Y rlogin T�d�]!`
g5TVd�b5R!_1`/b5R�R/aFY5^/R>b , b5R/]!R>U1htTynuR/{�j$]�d�S*T�_?\>]!`eY5ikg1T�Q5U5Y1{�R�S*g5h�nuYFb<U1\!^/R>]!Tsds^>Y1g1\!U5g1h�nuY;Q5R>]>R>b1\/nuY .

| ]!R-nuj
W�T , Q5RljXnuR!_1c1\>g5Y5� Kerberos g5Tsa<Y v U5j$T�]ld�T�d�d�Y1� , T�do_1Y<[>hxg5TyY1d�Q1R!_1`/f�j$T�]!TsQ1\!U?\>nuT�]>U -x. ssh aFY v U5j$T�]�[-d�T
Q5R�jXnuR!_?c1\!g5Y1� .

ssh U1\!^/R>]>\>T�]tR/c5T�g5`�iXR>U5R/aFR�[/R�[/d�T�i;d�Y1]!jX\!}5YXmXi , g1ReQ5TVU5TVd�h)_?\!TV]�bX_1�ec5Y%Q5R�jXnuR!_?c1\!g5Y1� .
� ]!RlR>fVg1\!c1\>T�] , c5]!R

TVdo_?YF[>hxU?\!^>R/]>\!TV]!TzdsfV\>�FY5�<T�g5g5R/w;U1\>^>R>c1T�w;d�]/\!g5}5Y1Y , bX_?��c5Y%g1\�b1R>]!R/U5R>wkS�\!��]�S?R/d�]!j$QFbFR-d�]>\!_1`>g1R>w;d�TV]!Y , Y
fV\�iXR!S?Y5]!TsQ5R ssh g?\�g5TVfV\!�<Y5�FTVg5g5htw<b5R/nuQ5`/��]!TVU , rV]!Y<b5_1��c5Y%nuR>{Vj-]e^>ht]!`eY1d�Q1R!_1`/f�R>[-\!g5h S1_1m;[>f�_?R/n7\ .
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�]>\>b5j$���FT�nuj3g5Tyj>S�\>d�]/dom;Q5R>_1j$c5Y5]!`kd�\/nuY;bX_1�ec5Y , g1ReQ5R-d�b5R>_1`>b1j ssh R/]!b5U5ht[-\!TV]�Q5R>U1]�[>Re[>U5T�n+mF[!iXR!S*\t[
d�Y1d�]!TVnuj , ]>R�TVd�_1YFg?\�g5TVfV\>�FY5�<T�g5g5R/w;n7\!a<Y5g5Ty[>f�_?R/n7\!g root, rV]!Y%bX_1��c1Y<nuR>{Vj$]�^>ht]>`�Y1d�Q5R!_1`/f�R/[/\!g1h S?_5m
S?R/d�]!j$Q1\�b;S?U5j${�Y1n�b5R/nuQ5`/��]!TVU1\>n , g1\�b1R>]!R/U5h)i3R>g5Y;S?T�w1d�]![>j$�e] .
��h�U5TVb5R/nuTVg$S?j$TVnKY1d�Q5R!_?`>f�R/[/\>]!` ssh [eb5R/nu^/Y5g1\!}1Y5YFd Kerberos S1_5m<d�_1j-WZT�^>g1h)ikj$c5TV]!g5h)i;f�\!Q5Y1d�T�w;T�do_1Y<r�]!R
[>R>f�nuR!WZg5R . ssh nuR!WZT�]e^>ht]!`kd�R/^>U1\>g;dzQ1R�S5S?TVUXWZb5R>w Kerberos.

� ]!Rlj$nuTVg5`>a%\!TV]�fV\>[>Y1d�Y1nuR/d�]!`�R>]eQ5R>]>T�g5}5Y?\�_1`/g5R
Q5R�S?[/T�UXWZTVg5g5h)i3[>f�_1R/nuj ssh bX_?��c5TVw , Y;[l]!ReWZTz[>U1TVn+mFf�\!�FY1�<\!TV]�Q1\>U5R!_1YFc5T�U5TVf Kerberos.

| _?��c5Y ssh
S?R!_5WZg5hxY?d�Q5R>_1`>fVR>[/\>]!`/d�m3]!R!_1`/b5RtS?_5mFU1\>^>R>]>h d�b5U5Y5Q1]!R>[lg1\�f�\!�<Y5�FTVg5g5h)i3b5R/nuQ1`>��]>T�U1\!i ( ]>\/n , {oS?T Kerberos
Y1d�Q5R>_1`>fVR>[-\!]!`tg5TyQ5R>_1j$c5Y5]>d�m ). ��h�]>\!bXWZTyU5T�b1R/nuT�gXS?j$TVn�YX_?YF[>htb5_1��c5Y1]!`eQ1T�U5T�S*\!c5jkbX_?��c5TVwF[lg1\>d�]!U5R>w1b1\�i
ssh, YX_1Y<Y1d�Q5R>_1`>fVR>[-\!]!`�Q?\!U1\/nuT�]!U from=IP/DOMAIN, Q5R!S5S?TVUXWZY5[/\>TVnuhtw ssh [ v \!wX_?T authorized_keys,
b5R>]!R/U5htw;Q5R/f�[/R!_5m5TV]�Y1d�Q1R!_1`/f�R>[-\!]!`tb5_1��c5Y%]!R>_1`>b5Rld�R/Q5U5ToS*T�_1TVg5g5h)i;b5R-nuQ5`>�e]!T�U5R/[ .

14.4. DES, MD5, I � I � DFL���E � I
�
�u�!���%" �X(?�sB*�&����B1"*����#<"F� � (1�� �"$#

Bill Swingle.
� b1\!W%S?R>{VR�Q5R!_?`>f�R/[/\>]!T�_5m UNIX d�Y1d�]!TVnuh�TVd�]>`�Q1\>U5R!_1` , d�[>m5fV\!g1g5htw;dzTV{�Rej-c1T�]!g5R/wFf�\!Q5Y1d�`>� . �ec5T�[/Y$S?g5R , c5]!R
r�]!Y<Q1\!U5R>_1YkS?R>_5WZg5h�^/ht]!`�Y5fV[>T�d�]!g5h�]!R!_1`/b5R�Q1R!_1`/f�R>[-\!]!T�_1��Y%d�R>R/]![>TV]>d�]>[>j$���<T�w;R/Q5T�U1\>}5Y5R/g5g5R>w;d�Y1d�]>TVnuT .* _5m;fV\>�FY5]!h�Q1\!U5R>_1T�wFR>g5Y;a<Y v U5j$��]/dom<d�Q5R/d�R>^>R-n , Y5f�[/TVd�]!g5h�n�b1\>b ” R�S?g1R/d�]>R>U5R/g5g5Y5w3iXrVa ”, ]!RlTVd�]!`�YXi
nuR!WZg5R�_?T�{�b1R�fV\>aFY v U1R>[/\>]!` , g5Rlg5T�_1`>f�m;U1\>d�aFY v U5R/[/\>]!` . * U5j${�Y1nuY%do_1R/[/\/nuY , ]!R , c5]!Rknuh�d�b1\>fV\!_1Y;c5j$]!`
U1\!g5`/aFT�^/h)_1R�R/c5T�[/Y$S?g5R , g5Reg5Tyd�R>[-d�TVnK[/T�U5g1R : R/Q5T�U1\>}5Y5R/g5g5R>w<d�Y1d�]!TVnuT ��� ��B?���*��#�� g1T�Y5fV[>TVd�]!T�g . +�w%Y5f�[/TVd�]>T�g
]!R!_1`/b5R�Q?\!U5R>_1`�[ 4!�5�%" �'�*�� !��(?(1�=0 v R>U1nuT . +uS?Y5g1d�]![>TVg5g5htw�d�Q5R-d�R/^�Q5R!_?j-c1Y5]!` ” R/^>htc5g1htw ” Q1\!U5R>_1`�rV]!R
Q5U5R/d�]!R>wFQ5T�U5TV^>R/U;[/d�T�i3[>R/fVnuR!WZg5h)ikQ1\>U5R!_1TVw .| d�R!W \!_1T�g5Y1� , T�S?Y5g1d�]![>TVg5g5htw<d�Q5R/d�R>^�a<Y v U5R/[/\!g1YXm3Q1\!U5R>_5m;Q5U5Y%Q5R>mX[>_1T�g1Y5Y UNIX ^>h)_FR-d�g5R/[/\!g3g?\ DES,
Data Encryption Standard.

� ]!Reg5Ts^/h)_1R�Q1U5R>^>_1TVnuR/wkS1_5mFQ1R!_1`/f�R>[-\!]!T�_1T�w , WZY5[/j$�FYXi;[�' � 
 , g5R�Q1R/d�b1R!_1`/b5j
Y1doiXR�S*g5htw;b5R!S DES g5T�_1`>f�m;^>h)_1Rer�b1d�Q5R>U1]!Y5U5R/[/\!]>`�Y5f
' � 
 , FreeBSD g1\!aF_?\�d�Q5R/d�R>^�R!S?g5R/[>U5T�nuT�g5g5Reg5T
g1\!U5j$a%\!]!`�f�\!b5R/g5R>[S' � 
 YFd�R!iXU1\!g1Y5]!`ed�R>[-nuTVd�]>Y1nuR/d�]!`ed�Re[-d�TVnuY3S?U5j${�Y1nuY<[/\>U5Y1\!g1]>\>nuY UNIX, {oS?Ty[/d�TzTV�FT
Y1d�Q5R>_1`>fVR>[-\�_?d�m DES.
� T�a<T�g5Y5Ty^>h)_?R�[�U?\!foS*T�_1TVg5Y5Y;^/Y5^!_1Y1R>]!TVbFaFY v U5R>[-\!g5YXm , c5]>R>^>h�Q5R!_1`/f�R/[/\!]>T�_1Y3[S' � 
 nuR>{�_?YFjXd�]>\>g1\![>_1Y5[-\!]!`
YFY1d�Q5R!_1`/f�R/[/\!]>`t^>Y5^>_1Y5R>]>T�b5Y DES, \�jkR-d�]>\!_1`>g5h)i3Q5R>_1`>fVR>[-\!]!T�_1T�w3^/h)_<nuT�]!R!S%a<Y v U5R>[-\!g5Y5m , U?\!f�U1T�aFTVg5g5htw;b
r�b1d�Q5R>U5]>j . qy\>b FreeBSD Q5U5Y5aF_?\ebFY1d�Q5R!_1`/f�R/[/\!g1Y5� MD5 [�b?\!c5T�d�]![/TsnuT�]>R�S*\eaFY v U1R>[/\>g5YXm3Q5Rej$nuR>_1c1\>g5Y5� .
MD5 d�c5Y5]/\!T�]/domF^/R!_1TVTz^>TVf�R/Q1\>d�g5h�n , c5TVn DES, Q5R/r�]!R-nuj3j$d�]>\!g1R>[>b?\ DES U5TVb5R/nuTVg$S?j$T�]>d�mF[�R-d�g5R/[>g5R-nKY5f
d�R>R/^>U1\!WZT�g5Y5w;d�R>[-nuTVd�]>Y1nuR/d�]!Y .

14.4.1. � �%��" �)" �
" �9 �� $Y" �T� �9 ��$Y� �  �� ���������  ��
* R FreeBSD 4.4 libcrypt.a ^/h)_?\�d�Y1nu[>R>_1Y5c5T�d�b5R/wFd�d�h)_1b5R/w;g1\�^/Y5^!_?Y5R>]!TVb5j , Y1d�Q1R!_1`/f�j$TVnuj$�xS?_5m
aFY v U5R/[/\>g5YXm . � FreeBSD 4.4 libcrypt.a ^/h)_?\tY5f�nuT�g5TVg1\�S1_5mFQ5U1ToS?R-d�]>\>[!_1TVg5YXm;g1\/d�]!U1\>Y5[/\>TVnuR/w
^>Y5^>_1Y5R>]>T�b5YF\>j$]!T�g5]>Y v Y5b1\>}5Y5YFQ1R�iXr�a<jlQ?\!U5R>_5m . �3\)S�\!g5g5htw%nuR/nuT�g1]�^>Y1^!_1Y5R/]!T�b?\�Q5R!S5S?T�U5W�Y1[/\!TV]tiXr�a<Y DES,
MD5 Y Blowfish. ~kR�jXnuR!_1c?\!g5Y5� FreeBSD Y1d�Q5R>_1`>fVj$T�])S1_1mFaFY v U1R>[/\>g5YXm3Q1\>U5R!_1TVw MD5.
* R>[>R>_1`>g1R)_1T�{Vb5R�R/Q5U5ToS*T�_1Y5]>`eb1\>b5R>w<nuT�]!R!S%aFY v U5R>[-\!g5YXm3Y1d�Q5R!_?`>f�j$TV]>dom;[ FreeBSD. ��S*Y5g;Y5f)d�Q5R-d�R/^>R>[trV]!R
Q5U5R>[/T�U5b?\ v \!wX_*\ /etc/master.passwd. ~3\>U5R!_1Y , fV\!a<Y v U5R/[/\!g1g5htT7[�iXr�a MD5 S1_1Y1g5g5T�T , c5T�n�]!T , c5]!R
fV\!a<Y v U5R/[/\!g1h�dsQ5R/nuR/�F`/� DES Y<g1\!c5Y1g1\!�e]>dom<dsd�Y1nu[/R!_1R/[ $1$. ~3\>U5R!_?Y , g1\!c1Y5g1\!�e�FY5T�domFdyd�Y1nu[/R!_1R/[ $2a$
fV\!a<Y v U5R/[/\!g1h�dsQ5R/nuR/�F`/� Blowfish. ~3\!U5R>_1Y , fV\>aFY v U1R>[/\>g5g5htT DES g5Tyd�R�S?TVUXW \!]�b?\!b5YXi - ]!R�R/Q5U5T�S?T�_1TVg5g5h)i
Y$S?T�g1]!Y v Y5}5Y1U5j$���FY5iFd�Y1nu[/R!_1R/[ , g5RlR>g5YFb5R>U5R/c5T , c1TVn�Q1\>U5R!_?Y MD5 YFf�\!b5R!S?Y5U5R/[/\!g1h�[ 64- d�Y?nu[>R!_?`>g5R-n
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\�_ v \>[>Y5]!T , g5T)d�R�S*T�UXW \!�<TVn�d�Y1nu[>R>_?\ $, Q5R/r�]!R-nujkR>]!g5R-d�Y5]>T�_1`/g5R�b5R/U5R>]>b1\�mFd�]!U5R>b?\ , g5Tyg1\>c5Y5g1\>���<\!m1domFdzr�]!R/{�R
d�Y1nu[/R!_?\trV]!Rkd�b5R/U5T�Ts[/d�TV{�R DES Q1\!U1R!_1` .
	 R/U1n7\!]eQ1\!U1R!_1TVw , Y1d�Q1R!_1`/f�j$TVnuh)ilS1_5m<g5R>[/h)ikQ?\!U5R>_1T�w , R/Q5U5T�S?T�_5m5TV]>dom;Q?\!U1\/nuT�]!U5R-n passwd_format [
/etc/login.conf, b5R/]!R>U5R/TsnuR>W�TV]�Q5U1Y5g5Y1n7\>]!`efVg1\!c1T�g5YXm des, md5 YX_?Y blf. �e^>U?\!]!Y5]>TVd�`ebFd�]>U1\!g5Y1}5T
d�Q5U1\>[>R/c5g5Y5b1\ login.conf(5) f�\)S?R/Q5R!_1g1Y5]!T�_?`>g5R/w;Y5g v R/U1n7\!}5Y1T�w;ReQ1\!U1\/nuT�]!U?\�i login.

14.5. � � �;LPDFE;O�L �� � �;E DFL��xI
S/Key rV]!Red�iXTVn7\ld�R�S*g5R>U1\>f�R/[>h�nuY3Q1\>U5R!_5m1nuY , R/d�g1R>[/\>g5g1\!mkg?\�R�S*g5R/d�]!R>U5R/g5g5T�nPi$rVaFT . FreeBSD Y?d�Q5R>_1`>fVj-TV]
i$rVa MD4 S1_1m<d�R/[/nuTVd�]!Y1nuR-d�]!Y , g5R�S*U5j${�Y5T)d�Y1d�]!TVnuh�Y1d�Q5R>_1`>fVj$��] MD5 Y DES-MAC. S/Key ^/h)_?\�c?\>d�]>`>�
^/\!fVR>[/R>w3d�Y1d�]!TVnuh FreeBSD g?\!c5Y5g?\�mFds[>T�U?d�Y5Y 1.1.5 Y<Y1d�Q5R>_1`>fVj$T�]>d�m;]>\!bXWZTy[>Re[/d�Ts^>R>_1`>a<TVnPc5Y1d�_1T
R>Q5TVU1\!}5Y1R>g5g5h)i3d�Y?d�]!T�n . S/Key r�]!RlfV\>U5T�{VY1d�]!U1Y5U5R>[-\!g5g?\�m3]!R>U1{�R>[-\�m;n7\!U1b1\ Bell Communications Research, Inc.

�3\!c5Y5g?\�m;d FreeBSD [/T�U1d�Y5Y 5.0, S/Key ^/h)_?\�f�\>nuTV�FT�g?\�g1\ v j-g1b5}5Y5R/g1\�_1`/g5htw;rVb5[>Y5[-\�_1TVg5] — OPIE (One-time
Passwords In Everything). OPIE Q1R�jXnuR!_1c?\!g5Y5� Y1d�Q5R!_1`/f�j$T�] MD5.

+zd�]!`l]!U5Y<U1\!f�_1Y5c5g1h)i;[>Y$S*\�Q1\!U1R!_1TVw , R�b1R>]!R/U5h)i;nuh�Q5R>{VR>[/R>U5Y1nKg1YXW�T . ~kT�U1[>htw;[/Y$S%rV]!R�[-\!a R/^>htc5g1htw
Q1\!U5R>_1` UNIX YX_1Y<Q1\!U5R>_1` Kerberos; nuh�^>j/S?T�n�g1\>f�ht[/\>]!`�TV{�R ” Q1\>U5R!_1` UNIX”. �s]>R>U5R/wF[>YXS<r�]!RlR�S*g5R>U1\>f�R/[>htwQ1\!U5R>_1` , d�{�TVg5T�U5Y1U5R>[-\!g5g5htwFQ5U5R>{VU1\>n7nuR/w S/Key key YX_1Y<Q5U5R/{�U1\/n7nuR>w OPIE opiekey(1) Y<Q5U5Y5g1Y1n7\!T�nuhtw
b5R/n7\>g$S*\>nuY keyinit Y5_1Y opiepasswd(1) YF[�Q1U5Y5{�_*\!aFTVg5Y5Y login; nuh�^/j/S?TVn�g?\!f�ht[-\!]!`�YXi ” R!S?g5R/U1\!fVR>[>h�nuY
Q1\!U5R>_5m1nuY ”. ~kR-do_1T�S?g5Y5w;[/Y$S%Q?\!U5R>_1T�w;rV]!R�f�\!�<Y5�FTVg5g5htTzQ?\!U5R>_1Y , b5R/]!R>U5htTs[>h�Q1T�U5T�S*\!TV]!TzQ5U1R>{�U?\>n7n7\>n
key/opiekey ( YFY5g5R>{�S*\�Q1U5R>{VU1\>n7n7\/n keyinit/opiepasswd), Y<b5R>]>R>U5htTsr�]!Y%Q5U5R/{�U1\/n7nuhxY1d�Q5R>_1`>fVj$��]tS?_5m
d�R>f�S*\!g1YXm;R�S?g1R>U1\>f�R>[/h)ieQ1\>U5R!_?T�w ; nuh�^>j/S?T�nKg1\!fVht[/\>]!`�TV{�R ” f�\!�FY1�FT�g1g5h�nuY;Q1\>U5R!_5m1nuY ” YX_1YFQ1U5R/d�]!R
” Q?\!U5R>_5m1nuY ”.

�'\!�<Y5�FTVg5g5htw;Q1\>U5R!_?`�g5TyY1nuT�TV]eg5Y1b1\!b5R/{�R�R/]!g5R/aFT�g1YXm;bF[-\!aFT�nujkQ1\!U5R>_1� UNIX; R>g5YFnuR/{�j$]�^/ht]!`
R�S?Y5g?\!b5R/[>h�nuY , g5Rer�]!Rlg5TyU5T�b1R/nuT�gXS?j$T�]>d�m . �'\!�<Y5�FTVg5g5htT�Q?\!U5R>_1Y S/Key Y OPIE g5TsR>{VU1\!g5Y1c5T�g5h 8- �d�Y1nu[/R!_?\/nuY , b1\>bFd�]>\>U5htT UNIX Q1\>U5R!_1Y 1, R>g1YFnuR>{Vj-]e^>ht]!`eg1\>d�]!R!_?`>b5R�S1_1Y5g5g1h�nuY , g1\/d�b5R>_1`>b5R�[>h�f�\�iXR>]!Y1]!T .
�ec5T�g5`ec1\>d�]!R�Y?d�Q5R>_1`>fVj-�e]>dom;Q?\!U5R>_1YkS1_1Y1g5R>w<[ea<TVd�]>`�YX_1Y%d�T�nu`ed�Y?nu[>R!_?R>[ . ~kRe^>R!_?`>aFTVw3c1\>d�]!Y<d�Y1d�]>TVn7\ S/Key
YX_1Y OPIE U1\>^>R/]>\!TV]�Q5R!_?g5R/d�]!`>��g5T�f�\![>Y?d�Y1nuReR>]�d�Y1d�]!T�nuh�Q1\>U5R!_?T�w UNIX.

~kR/nuY1nuReQ1\!U5R>_1T�w , TVd�]!`tS?[-\)S?U1j-{VYXi;[>YXS*\)S*\>g5g5h)i , [/\!WZg5h)ilS1_5m S/Key Y OPIE. ~kTVU5[>htw , Y1f�[>T�d�]!g1htwFb1\>b
”seed” YX_1Y ” bX_1��c ”, d�R-d�]!R/Y5]�Y5fzS?[>j-i3^>j$b5[eYFQXm5]>YF}5Y v U .

* U5j${�R/w , g1\!fVht[/\>TVnuhtw ” d�c5T�]!c1Y5b5R/n }5Y5bX_*\ ”, r�]>R
g5R/nuTVU;R>] 1 S?R 100. S/Key d�R>f�S*\!TV]�R�S?g1R>U1\>f�R>[/htwkQ1\!U5R>_1` , d�R>T�S?Y5gXmXm;bX_?��cFY<fV\>�FY5�<T�g5g5htwFQ1\!U5R>_1` , \�fV\>]!TVn
Q5U5Y1nuTVgXmXm MD4/MD5 d�]!R!_?`>b5ReU1\!f , d�b5R>_1`>b1R�j$b1\!f�\!g5Red�c5TV]!c5Y5b5R-n�}5Y5b5_?\�Y<[>hyS*\>T�]�U1T�f�j-_1`/]>\!]e[�[/Y$S?Tza<TVd�]!Y
b5R>U5R/]!b5YXi;d�_1R>[eg1\�\>g5{�_1Y1w1d�b5R-n .

� ]!Y<aFT�d�]!`ldo_1R/[�g1\e\!g5{�_1Y5w1d�b5R/n�Y<TVd�]>`�[/\>a R!S?g5R>U?\!f�R/[>htwkQ1\>U5R!_1` . 'sY1d�]!TVn7\
\!j$]!T�g1]!Y v Y5b1\>}5Y5Y ( b1\>b;Q5U1\>[>YX_?R PAM) iXU1\!g5Y1]�Q5R-do_1T�S?g5Y5w<Y1d�Q5R>_1`>fVR>[-\!g5g5htwkR!S?g5R>U?\!f�R/[>htw3Q1\>U5R!_?` , Y
Q5R!_1`/f�R/[/\!]>T�_1`�\>j-]>T�g5]!Y v Y5}5Y5]!j$TV]>dom%TVdo_?Y;iXr�a [>[>R!S?Y1nuR/{�R�Q5R>_1`>fVR>[-\!]!T�_1TVnPQ1\>U5R!_5mFd�R>[/Q1\=S*\>T�]�dsQ5U5T�S?hyS?j$�FY1n
Q1\!U5R>_1TVn . ~kR/d�b1R!_1`/b5jeY?d�Q5R>_1`>fVj-TV]>dom;R!S?g5R-d�]!R/U5R>g5g1Y5w3iXr�a , g5T�[/R>fVnuR>WZg5R�d�{VT�g5TVU5Y5U5R/[/\>]!`�do_?ToS?j$���<Y5w
R�S?g5R/U1\!fVR>[/htwlQ?\!U5R>_1`�T�do_1Y<Q5R!_1j$c5TVg;Q5U5T�S?hyS?j$�FY1w ; d�c5TV]!c5Y5b%}5Y5bX_*\�jXnuT�g5`/a<\>T�]>d�m;Q5R/d�_1Tsb?\�W%S?R>{VR�jXd�Q5TVaFg5R/{�R
[!iXR�S*\)S1_5mFQ5R!S5S?TVUXWZb5Y<d�Y5gXiXU5R>g1Y5fV\>}5Y5Y;Q5R>_1`>fVR>[-\!]!T�_5m;dzQ5U1R>{�U?\>n7nuR>w login.

| R>{oS�\�d�c5TV]!c5Y5b%}5Y5b5_?\
j$nuTVg5`>a%\!TV]>domkS?R 1, S/Key Y OPIE S?R>_5WZg5h�^/ht]!`�Q5TVU5T�Y1g5Y5}5Y1\!_1Y5fVY5U5R>[-\!g5h .

� b?\�W%S?R>w<Y5fzR/^/d�j/W%S*\>TVnuh)i3g5YXWZT)d�Y1d�]!TVn�fV\=S*T�w1d�]![>R/[/\!g1h�]>U5YFQ5U1R>{�U?\>n7nuh . ~kU5R/{�U1\/n7nuh key Y opiekey
Q5R!_1j$c1\>��]�d�c5T�]>c5Y5b%}5Y5bX_?\ , bX_1�ec<Y<fV\>�FY5�<T�g5g5htwFQ1\!U5R>_1`�Y%d�R>f�S*\!�e]�R!S?g5R>U?\!f�R/[>htwkQ1\!U1R!_1`eYX_1Y
Q5R/d�_1ToS?R/[/\>]!T�_1`/g5htw;d�Q1Y1d�R/b;R�S?g1R>U1\>f�R>[/h)ieQ1\>U5R!_?T�w . ~kU1R>{�U?\>n7nuh keyinit Y opiepasswd Y1d�Q5R!_1`/f�j$��]/domkS1_5m
Y5g5Y5}5Y?\�_1Y5f�\!}5Y1Y S/Key Y OPIE d�R/R>]![/T�]>d�]![>TVg5g5R , Y3S1_5m%d�nuT�g1h�Q1\!U1R!_1TVw , d�c5TV]!c5Y5b5R/[e}1Y5bX_?\ , YX_1Y%bX_1�ec5T�w ; R/g5Y
Q5U5Y5g5Y?n7\!��]lfV\>�FY5�<T�g5g1htw;Q1\!U1R!_1`�Y5_1Y%d�c5T�]>c5Y5bF}1Y5bX_?\ , bX_1�ec<Y<R�S?g5R/U1\!fVR>[/htwlQ?\!U5R>_1` . ~kU5R/{�U1\/n7nuh keyinfo
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Y opieinfo Q5U5R>[/T�UXm5�e]ed�R>R>]>[>T�]/d�]![/j-�e�FY5T v \!wX_?h (/etc/skeykeys YX_1Y /etc/opiekeys) YFQ5TVc1\!]>\>��]
]!T�b5j$�<Y5w<d�c5T�]!c1Y5bF}5Y1bX_?\eYFbX_1�ecF[/htf�ht[/\>���<T�{�R�Q5R!_1`/f�R/[/\!]>T�_5m .

��h�U1\/d�d�nuR/]!U5Y1n�c5T�]!htU1Ts[/Y$S*\�R/Q5T�U?\!}5Y5w . ~kT�U5[-\�m3r�]>ReY1d�Q5R!_?`>f�R/[/\>g5Y5T keyinit YX_1Y opiepasswd c1T�U5TVf
fV\!�<Y5�FTVg5g5R/Tzd�R/ToS?Y5g1T�g5Y5TzS1_5m<Q5T�U5[/R>g1\>c1\�_?`>g5R/wlg?\>d�]>U5R>w5b1Y<d�Y?d�]!T�nuh�R�S?g1R>U1\>f�R>[/h)ieQ1\>U5R!_?T�w , YX_?Y3S1_5m
Y5fVnuTVg5T�g5Y5mFQ1\!U1R!_5m;YX_?YFbX_1�ec1\ . �y]!R>U1\!m;R>Q5TVU1\!}1YXm;r�]!ReY1d�Q1R!_1`/f�R>[-\!g5Y1T�[�]!T�i3W�Ty}5T�_5mXi keyinit YX_1Y
opiepasswd c5TVU5T�fsg5T�f�\!�<Y5�FTVg5g5R>Tyd�R/ToS?Y5g1T�g5Y5T , [ed�R>c5TV]>\!g5Y1Y<d key YX_1Y opiekey c1T�U5TVfsf�\!�FY1�FT�g1g5R>T
d�R>T�S?Y5g5TVg5Y5T . qyU5T�]!`>m<rV]!R�Y1d�Q5R!_?`>f�R/[/\>g5Y5T key/opiekey S?_5mF[!iXR!S*\tc5TVU5T�fyg5T�f�\!�<Y5�FTVg5g5R>Tsd�R>T�S?Y5g5TVg5Y5T .
�kT�]![/T�U5]>\!m;r�]!RlY1d�Q5R!_1`/f�R/[/\!g1Y5T key YX_1Y opiekey S?_5mF{�TVg5T�U?\!}5Y5YFg1\!^/R>U1\tb5_1��c5TVw , b1R>]!R/U5htTynuR/{�j$]�^/ht]!`
fV\!Q1Y1d�\>g5hxYX_1Y<U1\>d�Q5T�c1\>]>\!g1h�S1_5m<d�R>ToS*Y5g5T�g1YXm;Y5f)nuTVd�]/\ , {�S?Tsf�\!�<Y5�FTVg5g5R>Tyd�R>T�S?Y5g5TVg5Y5Tsg5ToS?R-d�]!j$Q5g1R .

14.5.1.
� � �  � " � �T��� 	 ���#���U������� ���!" �W ��T" �  ��

* _5m;Q5T�U1[>R>g?\!c1\!_1`>g5R/w3g1\>d�]!U5R/w5b5Y S/Key, Y5f�nuT�g5Y5]>Ts[-\!a Q?\!U5R>_1`�YX_1Y%bX_1�ecFQ5U1YF[!iXR!S?Tzc5TVU5T�fsfV\>�FY5�<T�g5g5R/T
d�R>T�S?Y5g5TVg5Y5T ( g1\>Q5U5Y1nuTVU , dzb5R>g1d�R!_1YFb5R/nuQ5`/��]!TVU1\eYX_1YFc1T�U5TVf ssh), Y1d�Q5R!_?`>f�j$w5]>Tzb5R-n7\!g$S?j keyinit ^/T�f
Q1\!U1\/nuT�]!U1R>[�Q1U5YF[>i$R!S?T�Q5R!S�d�[>R>Y?nKY1nuT�g5T�n :

% keyinit
Adding unfurl:
Reminder - Only use this method if you are directly connected.
If you are using telnet or rlogin exit with no password and use keyinit -s.
Enter secret password:
Again secret password:

ID unfurl s/key is 99 to17757
DEFY CLUB PRO NASH LACE SOFT

* _5m OPIE, [/nuT�d�]!Rer�]!R/{�RlY1d�Q5R>_1`>fVj$T�]>d�m opiepasswd:

% opiepasswd -c
[grimreaper] ~ $ opiepasswd -f -c
Adding unfurl:
Only use this method from the console; NEVER from remote. If you are using
telnet, xterm, or a dial-in, type ^C now or exit with no password.
Then run opiepasswd without the -c parameter.
Using MD5 to compute responses.
Enter new secret pass phrase:
Again new secret pass phrase:
ID unfurl OTP key is 499 to4268
MOS MALL GOAT ARM AVID COED

� Q1U5Y5{�_*\!aFTVg5YXmXi Enter new secret pass phrase: Y5_1Y Enter secret password:, [>[>T�S?Y5]!TsQ1\!U1R!_1`�Y5_1Yv U1\!fVj . �µ\!Q5R-nug5Y5]!T , r�]!Rlg5Ty]!R>]eQ1\!U5R>_1` , dsb5R/]!R>U5h�n�[>hx^>j/S?TV]!Ty[!iXR�S?Y1]!` , R>gFY1d�Q5R>_1`>fVj$T�]>d�mkS1_5mF{VT�g5TVU1\!}5Y1Y
R�S?g5R/U1\!fVR>[/h)ieQ1\>U5R!_1TVw . 's]!U1R>b1\ ”ID” d�R!S?T�UXWZY5]eY5g v R/U1n7\!}5Y1��S1_1mF[/\>aFT�{VR�b5R/g5b5U5TV]!g5R>{VRed�_1j$c1\�m : Y1n+m
Q5R!_1`/f�R/[/\!]>T�_5m , d�c1T�]!c5Y1b<}5Y1bX_?\eY;bX_1�ec . ~kU5YF[!iXR�S?Tyd�Y1d�]!TVn7\�fV\>Q5R/nug5Y1]�r�]>Y<Q1\>U1\>nuTV]!U5hxY<R>]!Q5U?\![>Y1]�YXi3[/\/n ,
Q5R>rV]!R/nujkYXi;g5Tyg1\�S?R�f�\!Q5R-nuY5g1\!]>` . � Q5R-do_1T�S?g5T�w<d�]!U5R/b5Tyg1\�iXR�S*Y5]>dom;R!S?g5R>U?\!f�R/[>htw3Q1\>U5R!_?` , d�R/R>]![/T�]>d�]![>j$�e�FY5w
r�]!Y1n�Q1\!U1\/nuT�]!U?\>n�Y%d�T�b1U5T�]!g1R/nuj3Q1\>U5R!_1� ; T�do_1Y<[>hx[/R>w$S?TV]!Tz[kd�Y?d�]!T�nuj;d�U1\>f�j , Y1d�Q1R!_1`/f�j$w5]!Tsr�]!R/]
R�S?g5R/U1\!fVR>[/htwlQ?\!U5R>_1` .
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14.5.2. ��" ��� �  � " � �T��� 	 ���#���T� ����� ���!" �W ��T" �9 ��
* _5m;Y5g5Y5}1Y1\�_1Y1fV\!}1Y5YFYX_?YFY5f�nuT�g5TVg5YXmFf�\!�FY1�FT�g1g5R>{VR�Q1\!U1R!_5m;c5TVU5T�fyg5TVfV\!�<Y5�FTVg5g5R/Tzd�R/ToS?Y5g1T�g5Y5T , [/\/n
Q5R>]!U1T�^>j$TV]>domFd�j-�<TVd�]![>j$���<T�TsfV\!�<Y5�FTVg5g5R/Tzd�R/ToS?Y5g1T�g5Y5Tyb5j/S*\ - ]!R , {oS?Ts[>h�dVnuR!WZT�]!TyfV\>Q5jXd�]!Y1]!` key YX_1Y
opiekey; r�]!RknuR!WZTV]�^>ht]>`ed�U1ToS*d�]![>R�S?R/d�]!j$Q1\ Macintosh Y5_1Y shell g1\�b5R-nuQ5`>�e]!T�U1T , b5R/]!R>U1R/nujk[>h�S?R/[>TVUXm5T�]!T .
�y\/nKQ5R>]>U5T�^/j-TV]>dom<]>\!bXWZTsj$d�]>\!g1R>[>Y1]!`�fVg1\!c5TVg5Y5T)d�c5TV]!c5Y5b?\�}5Y1bX_?\ (100 [>R/fVnuR!WZg5R�Q5R�S?R/w$S?TV] ), Y<fV\�S*\!]!`ebX_1�ec
YX_1YFY?d�Q5R>_1`>fVR>[/\>]!`�d�{VT�g5TVU5Y5U5R/[/\>g5g5htw . �kTVU5T�fsg5T�f�\!�<Y5�FTVg5g5R>Tsd�R>T�S?Y5g5TVg5Y5T ( bFb1R/nuQ5`/��]!TVU5j , g1\�b5R>]!R/U5R/n
Q5U5R>Y1f�[>R!S?Y5]>d�m;g1\>d�]!U5R/w5b1\ ), Y1d�Q1R!_1`/f�j$w5]!Tsb5R/n7\>g$S?j keyinit -s:

% keyinit -s
Updating unfurl:
Old key: to17758
Reminder you need the 6 English words from the key command.
Enter sequence count from 1 to 9999: 100
Enter new key [default to17759]:
s/key 100 to 17759
s/key access password:
s/key access password:CURE MIKE BANE HIM RACY GORE

* _5m OPIE, Y1d�Q1R!_1`/f�j$w5]!T opiepasswd:

% opiepasswd

Updating unfurl:
You need the response from an OTP generator.
Old secret pass phrase:

otp-md5 498 to4268 ext
Response: GAME GAG WELT OUT DOWN CHAT

New secret pass phrase:
otp-md5 499 to4269
Response: LINE PAP MILK NELL BUOY TROY

ID mark OTP key is 499 gr4269
LINE PAP MILK NELL BUOY TROY

�k]!R>^/h�Q1U5Y5gXm5]!`ebX_1�ecFQ5Rej$nuR>_1c1\>g5Y5��g?\�W nuY5]!T Enter. �'\>]!TVn , Q1T�U5T�S<[>[/R�S?R-npQ?\!U5R>_5mlS?R/d�]!j$Q1\�[/[>ToS*Y5]!Tz]>T�WZT
Q1\!U1\/nuT�]!U1h�[�[-\!aFT�nKfV\>�FY5�<T�g5g5R-n�d�R/ToS?Y5g1T�g5Y5YFYX_1Y<d�U5ToS�d�]![/T�S?R-d�]!j$Q1\ S/Key:

% key 100 to17759
Reminder - Do not use this program while logged in via telnet or rlogin.
Enter secret password: <secret password>

CURE MIKE BANE HIM RACY GORE

(l_1YkS1_5m OPIE:

% opiekey 498 to4268
Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions.
Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

qsTVQ5T�U1`eQ5TVU5T�b5_1��c5Y1]!TVd�`eg1\eg5TVfV\!�<Y5�FTVg5g5R/Tzd�R/ToS?Y5g1T�g5Y5TsY<d�b5R>Q5Y1U5j$w5]!TyR�S?g5R/U1\!fVR>[/htw3Q1\!U5R>_1` ,
d�{�TVg5T�U1Y5U5R>[-\!g5g1htw;d�R>R/]![>TV]>d�]>[>j$���<T�w;Q5U1R>{�U?\>n7nuR>w .
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14.5.3. �W� � � ���9 �" � � �T� �1� � � �U����� ��� ��� �1� �U�9�U���
�| \!b;]!R>_1`>b1R�[>hxg?\>d�]>U5R>Y5]>T S/Key YX_1Y OPIE, [>Re[>U5T�n+m;[!iXR�S*\�Q5R!m5[/Y5]>dom<Q5U5Y5{�_?\!a<T�g5Y5Ts[>U5R!S?TzrV]!R>{VR :
% telnet example.com
Trying 10.0.0.1...
Connected to example.com
Escape character is ’^]’.

FreeBSD/i386 (example.com) (ttypa)

login: <username>

s/key 97 fw13894
Password:

(l_1YkS1_5m OPIE:

% telnet example.com
Trying 10.0.0.1...
Connected to example.com
Escape character is ’^]’.

FreeBSD/i386 (example.com) (ttypa)

login: <username>

otp-md5 498 gr4269 ext
Password:

| U5R/nuTs]!R>{VR , j S/Key Y OPIE TVd�]!`lQ5R!_1TVf�g1\!m;R/d�R>^>TVg5g5R-d�]!` ( g5TyQ5R>b1\>fV\>g5g1\�m3f�S?TVd�` ): TVd�_1Y;[/h�g1\�W nuTV]!T Enter [
Q5U5Y5{�_?\!a<T�g5Y5YFg1\�[/[>R!SFQ1\!U5R>_5m , [/bX_1��c1Y5]>dom<r�iXR , Y<[>h�d�nuR>WZT�]!Tyj$[>Y$S?TV]!`�]>R , c1]!Re[/[>R!S?Y5]!T . � ]>RlnuR>W�TV]�^/ht]!`
R>c5TVg5`�Q5R>_1T�fVg5R , T�do_1Y<[>hxQ5ht]/\!T�]>TVd�`l[>[/TVd�]!Y;Q1\>U5R!_1`�[>U5j$c5g5j$� , g1\!Q1U5Y1nuT�U%d�U1\/d�Q5TVc1\!]>b5Y .

� rV]!R>]lnuR/nuTVg5]e[-\>nKQ5R/]!U5TV^>j$T�]>d�mFd�{VT�g5TVU5Y5U5R/[/\!]>`�R�S*g5R>U1\>f�R/[>htwkQ1\!U1R!_1` , c5]!R>^/hx[>[/TVd�]>Y;T�{VR�[�Q1U5Y5{�_*\!aFTVg5Y5T .� ]!RtS?R>_5WZg5Rl^>ht]!`e[>htQ5R>_1g5T�g1R�g1\efV\!�<Y5�FTVg5g5R/wFd�Y1d�]!TVnuT , [eb5R>]!R/U5R>w;[/h�nuR!WZT�]>Tsf�\!Q5jXd�]>Y5]!` key YX_1Y opiekey
( T�d�]!`e[>T�U?d�Y5YkS?_5m DOS, Windows Y Mac OS). (3nK]!U5TV^>j$��]/dom<fVg1\!c1T�g5YXmFd�c5T�]>c5Y5b1\e}5Y5bX_*\�Y<bX_1��c<[�b1\>c5TVd�]![>T
Q1\!U1\/nuT�]!U1R>[�b1R/n7\!gXS?g5R>w<d�]!U5R/b5Y . �yh�nuR>WZT�]!T)d�b5R/Q5Y5U5R/[/\>]!`�YF[-d�]>\>[>Y5]>`�YXi3Q5UXm1nuRlY5fyQ5U5Y5{�_?\!a<T�g5YXm login
b5R/nuQ5`/��]!TVU1\ , g1\�b5R/]!R>U1htwF[!iXR!S?Y5]!T .
� f�\!�<Y5�FTVg5g5R>w<d�Y1d�]!TVnuT :
% key 97 fw13894
Reminder - Do not use this program while logged in via telnet or rlogin.
Enter secret password:
WELD LIP ACTS ENDS ME HAAG

* _5m OPIE:

% opiekey 498 to4268
Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions.
Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

qsTVQ5T�U1` , b1R>{oS�\�jk[/\/d�TVd�]!`�R!S?g5R/U1\!fVR>[>htw3Q?\!U5R>_1` , nuR!WZTV]!TsQ1U5R�S?R>_5WZY5]!`l[!iXR�SF[kd�Y?d�]!T�nuj :
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login: <username>

s/key 97 fw13894
Password: <return to enable echo>

s/key 97 fw13894
Password [echo on]: WELD LIP ACTS ENDS ME HAAG
Last login: Tue Mar 21 11:56:41 from 10.0.0.2 ...

14.5.4. �W� � � ���9 �" �U" ������������ �� � � �U����� ��� ��& � �U�9�U���
"%�
(kg5R>{�S*\t[>hxR/]!Q5U1\>[!_5m5TV]!TVd�`�]!j/S*\ , {�S?Tzg5TV]tS?R-d�]!j$Q1\eb;f�\!�FY1�FT�g1g5R/nujkb5R/nuQ1`>��]>T�U5j3YX_?YFfV\>�FY5�<T�g5g1R/nuj
d�R>T�S?Y5g5TVg5Y5� . � r�]!R-n�do_?j-c?\!T , nuR>WZg5R�Y1d�Q5R!_?`>f�R/[/\>]!`tb5R/n7\>g$S?h key Y opiekey S1_5m<d�R>foS�\!g5YXm;g1TVd�b1R!_1`/b5YXi
R�S?g5R/U1\!fVR>[/h)ieQ1\>U5R!_1TVw , b5R/]!R>U1htTz[>h�dVnuR!WZT�]>TsU1\/d�Q5TVc1\!]/\!]!`eYFfV\>^>U1\>]!`�dyd�R>^/R>w . �3\>Q5U5Y1nuTVU :

% key -n 5 30 zz99999
Reminder - Do not use this program while logged in via telnet or rlogin.
Enter secret password: <secret password>

26: SODA RUDE LEA LIND BUDD SILT
27: JILT SPY DUTY GLOW COWL ROT
28: THEM OW COLA RUNT BONG SCOT
29: COT MASH BARR BRIM NAN FLAG
30: CAN KNEE CAST NAME FOLK BILK

(l_1YkS1_5m OPIE:

% opiekey -n 5 30 zz99999
Using the MD5 algorithm to compute response.
Reminder: Don’t use opiekey from telnet or dial-in sessions.
Enter secret pass phrase: <secret password>

26: JOAN BORE FOSS DES NAY QUIT
27: LATE BIAS SLAY FOLK MUCH TRIG
28: SALT TIN ANTI LOON NEAL USE
29: RIO ODIN GO BYE FURY TIC
30: GREW JIVE SAN GIRD BOIL PHI

~3\!U1\/nuT�]!U -n 5 f�\!Q5U?\!aFY1[/\!TV]tQXm5]!`lQ1\!U1R!_1TVw , 30 j$b1\!fVht[/\>T�]�fVg1\!c5TVg5Y5TsQ5R/d�_1ToS?g1T�{�Rld�c5TV]!c5Y5b?\�}5Y1bX_?\ .
�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!RlQ1\!U1R!_1Y;Q1T�c1\>]>\!�e]>domF[ � � �����%(1� � Q5Rkd�U1\>[>g5TVg5Y5��dzR>^/htc5g5h�n�Y1d�Q5R!_?`>f�R/[/\>g5Y5TVnQ5R>UXm$S*b5T . +sdo_1Y<[>h S?TVw1d�]>[>Y5]!T�_1`>g1R�Q1\>U1\!g5R/Y5b , Q5TVU5T�Q1Y5aFY5]>TsU5TVf�j-_1`/]>\!]e[>U5j$c5g5j$� ; Y5g?\!c5T)d�b5R/Q5Y5U5j$w5]>TsY
Q5T�U5T�S*\!w1]!TsTV{�R lpr. �e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!Rlb1\�W%S*\!m3_1Y5g5Y5m<d�R!S?T�UXWZY5]eb1\!b%d�c5TV]!c5Y5b<}5Y5bX_*\ , ]>\>bFY
R�S?g5R/U1\!fVR>[/htwlQ?\!U5R>_1` ; [/\/n�nuR!WZT�]eQ5R>b1\>fV\>]!`/d�mkj/S?R/^>g5h�n�R>]!U5ht[-\!]!`�Q1\!U5R>_1`�Q1R/do_?TzY1d�Q5R!_1`/f�R/[/\!g1YXm .

14.5.5. � �L�U���9 	�" �  �"  !���T� ��� ��� �����9 �� UNIX® �T�9�����
"!�
S/Key nuR>WZT�]�g?\�_1R>W�Y1]!`�R/{�U1\>g5Y5c5TVg5YXm;g1\eY1d�Q1R!_1`/f�R>[-\!g5Y1T UNIX Q1\>U5R!_?T�wFg?\�R/d�g5R>[/T�Y1nuTVg5Y;iXR/d�]>\ , Y?nuT�g5Y
Q5R!_1`/f�R/[/\!]>T�_5m , Q5R/U5]>\e]!T�U1nuY1g1\�_?\eYX_1Y IP \�S?U5T�d�\�d�TVdVd�Y5Y .

� ]!Y<R/{�U1\>g5Y5c5TVg5YXmFnuR>W�g1R�g1\>w5]!YF[ v \!w5_1T
g1\>d�]!U5R>w1b5Y /etc/skey.access. 's]>U1\!g5Y1}1\ed�Q5U1\>[>R>c1g5Y5b1\ skey.access(5) d�R!S?T�U5W�Y1]tS?R/Q5R!_1g1Y5]!T�_?`>g5j$�
Y5g v R>U?n7\!}5Y5��R�Q5R>_1g5R-n v R>U1n7\>]!T v \>wX_?\e\�]>\>bXWZT�S?TV]>\�_?YFR�g1T�b5R/]!R>U5h)i3Q5U1ToS?R-d�]!R/U5R!WZg5R-d�]�mXi , b5R/]!R>U5htT
S?R!_5WZg5hx^/ht]!`lQ5U5ToS*Q5U5Y5gXm5]>h�Q5TVU5ToS<]>TVn , b1\!b;Q1R!_1R>W�Y1]!`/d�m;[�[>R/Q5U5R/dV\�ik^>TVf�R>Q?\>d�g1R/d�]>Y3g1\�rV]!R>] v \!wX_ .

+zdo_1Y v \!wX_*\ /etc/skey.access g5TV] ( r�]!Rld�Y5]>j$\>}5YXmFQ1R�jXnuR!_1c?\!g5Y5� [ed�Y1d�]>TVn7\�i FreeBSD 4.X), [/d�TVn
Q5R!_1`/f�R/[/\!]>T�_5m1nP^>j/S?TV]�U1\>f�U5TVaFT�g1R�[!iXR!S?Y5]!`ldzQ1\>U5R!_1m1nuY UNIX. +zd�_1Y v \>wX_<d�j-�<TVd�]![>j$T�] , Y1d�Q1R!_1`/f�R>[-\!g5Y1T

398



�µ#��! !�
14. �

�¥4!�=B?�!��(1�����W�
S/Key d�]>\!g1T�]�R/^!m5f�\!]!T�_1`>g5RtS1_5mF[-d�T�i , TVd�_1YF]>R!_1`/b5R�Q1\>U1\>nuTV]!U5h�g?\>d�]>U5R>w5b1Y;[ v \>wX_1T skey.access g1T
j-b?\!f�ht[-\!�e]�Y5g1\>c5T . � _1�e^>R-n�do_1j$c1\>T , Q1\>U5R!_?Y UNIX U?\!f�U1T�aFTVg5hxQ5U5Y<[!iXR�S*Tsd�b1R>g1d�R!_1Y .

�sR/]�Q5U5Y?nuT�U v \!wX_?\�g1\>d�]!U5R>w1b5Y skey.access, YX_5_1�ld�]!U1Y5U5j$���<Y5w<]>U5YFg1\>Y5^>R>_1T�TsU1\>d�Q5U5R-d�]!U1\>g5T�g1g5h)i3[>Y$S*\
Q1\!U1\/nuT�]!U1R>[�g?\>d�]>U5R>w5b1Y :

permit internet 192.168.0.0 255.255.0.0
permit user fnord
permit port ttyd0

~kT�U5[-\�m;d�]!U1R>b1\ (permit internet) U1\>f�U5TVa<\!TV]�Q5R>_1`>fVR>[/\>]!T�_1m1n , c5T�w IP \�S?U5T�d ( b5R>]>R>U5htw;Q1R�S?[/T�UXWZT�g
Q5R�S5S*T�_1b5T ) d�R>R/]![>TV]>d�]![/j$T�]�f�\=S*\>g5g5R/nujkfVg1\!c5TVg5Y5��Y<n7\>d�b5T , [!iXR�S?Y1]!`�dsY1d�Q5R>_1`>fVR>[-\!g5Y5T�nPQ1\!U5R>_1T�w UNIX.

� ]!R
S?R!_5WZg5ReU1\>dVd�n7\>]!U5Y5[-\!]!`-dom;g5Tsb1\!b%nuT�i5\!g5Y1fVn�^/T�f�R/Q1\>d�g5R/d�]!Y , \eb1\!b;g1\>Q5R/nuY1g1\!g5Y1TzQ5R>_1`>fVR>[/\>]!T�_1m1n , c5]!RlR>g5Y
U1\!^/R>]>\>��]�c5TVU5T�fyg5TV^>T�fVR>Q1\/d�g5R/T�d�R/ToS?Y5g1T�g5Y5TsY3S?R>_5WZg5h�Y1d�Q5R!_?`>f�R/[/\>]!`yS1_5m<\>j$]!T�g5]>Y v Y5b1\>}5Y5Y S/Key.

�s]>R>U1\!mFd�]!U5R/b1\ (permit user) Q5R/f�[>R>_5m5T�]�R>Q5U5T�S?T�_?T�g5g5h�n�Q5R!_1`/f�R/[/\!]>T�_5m1n , [tS�\!g5g5R-n�do_?j-c?\!T fnord, [/d�TV{oS*\
Y1d�Q5R>_1`>fVR>[-\!]!`tQ1\>U5R!_?Y UNIX. �yR>R/^>�<T�{�R/[>R>U5m , r�]!R�S?R!_1W�g1R�Y1d�Q5R!_1`/f�R/[/\!]>`/domk]!R>_1`>b5R�S1_5mF]>T�i , b5]!Rlg5TynuR!WZT�]
Y1d�Q5R>_1`>fVR>[-\!]!`tQ5U1R>{�U?\>n7nuj key, g1\>Q5U5Y1nuTVUFTVd�_1Y;R/g5YFU1\>^>R/]>\!�e]�dzQ1U5R/d�]!h)i3]!T�U1nuY1g1\�_1R/[eY5_1YFg5TVR>^/j-c?\!TVnuh .

qsU1T�]!`>m<d�]!U1R>b1\ (permit port) Q1R>f�[/R!_5m5TV]�[/d�TVnKQ5R>_1`>fVR>[-\!]!T�_5m1n , [>R>a<ToS?a<Y1n�dsR>Q5U5T�S?T�_?T�g5g5R/{�R�]>T�U1nuY5g?\�_?\
Y1d�Q5R>_1`>fVR>[-\!]!`tQ1\>U5R!_?Y UNIX; r�]>R>]�Q?\!U1\/nuT�]!U;S?R!_5WZTVg;Y1d�Q1R!_1`/f�R>[-\!]!`-domeS1_5mFQ1R�S?bX_?��c5TVg5Y5w%Q5R dial-up.

OPIE nuR>WZT�]�R/{�U1\>g5Y5c5Y1[/\!]>`�Y1d�Q1R!_1`/f�R>[-\!g5Y1T�Q1\!U1R!_1TVw UNIX g?\�R-d�g5R/[>T IP \=S*U5TVdV\�b1\>b;Y S/Key.
'sR>R>]>[>T�]/d�]![/j-�e�FY5w v \!wX_Fg?\!f�ht[-\!TV]>dom /etc/opieaccess, R/g<d�j-�<TVd�]![>j$T�]�Q5R�jXnuR!_?c1\!g5Y1��[ FreeBSD 5.0 Y
^>R!_?T�Tzd�R>[>U1TVnuT�g1g5h)i;d�Y1d�]!TVn7\!i . �e^>U1\>]!Y5]!T�d�`eb opieaccess(5) fV\�^/R!_1TVTzQ5R!S?U5R/^>g5R/w3Y5g v R>U?n7\!}5Y5TVw;R>^er�]!R-nv \!wX_1TsYFReQ5U5ToS*R/d�]>R>U5R>W�g1R/d�]!mXi , b1R>]!R/U5htTs[/h�S?R!_1W�g1h�Q5U5T�S?Q5U5Y5g5m5]!`eQ5U1YFY1d�Q5R!_1`/f�R/[/\!g1Y5Y3r�]!R/{�R v \!wX_?\ .
�sR/]�Q5U5Y?nuT�U v \!wX_?\ opieaccess:

permit 192.168.0.0 255.255.0.0

� ]>\�d�]!U5R>b?\�Q5R/f�[/R!_5m5TV]�Q5R!_?`>f�R/[/\>]!T�_5m1n , c5TVw IP \=S*U5TVd ( b5R/]!R>U1htw;Q5R�S*[>T�U5W�TVgFQ5R!S5S?T�_1b5T ) d�R/R>]![/T�]>d�]![>j$TV]
j-b?\!fV\>g5g5R-nujefVg1\!c5TVg5Y5� Y<n7\/d�b5T , [!iXR�S*Y5]!`edzQ1\!U1R!_1T�n UNIX.

+zdo_1Y<g5YFR!S?g5ReY5fsQ1U1\![/YX_F[ opieaccess g5T)d�U1\>^>R/]>\�_1R , Q5R>[/ToS?TVg5Y5TVnKQ1R�jXnuR!_1c?\!g5Y5��m5[!_1m5T�]>d�m;fV\!Q1U5T�]e[/d�T�i
g5T -OPIE [!iXR�S?R/[ .

14.6. TCP Wrappers
�%��B1"*����#

: Tom Rhodes.
| \�W%S?htw , b1]!RefVg1\!b1R/n�d inetd(8), [>R/fVnuR>W�g1R�b5R>{�S*\ - ]!Red�_1hta<\!_FR TCP Wrappers. �kR�g5T�nug5R>{VY5TyQ5R!_1g1R/d�]>`>�
Q5R>g5Y?n7\!��]eYXi;Q5R>_1T�fVg5R/d�]!`�[kd�T�]>T�[>R/wFd�U1ToS?T : ^/R!_1`/aFY5g1d�]![>R�Y1d�Q5R>_1`>fVj$��]�^/U1\!gXS*n7\!j$r�U . �eR>]�m<T�{�R
Q5U5Y1nuTVg5Y1nuR/d�]!`lR>c5TVg5`�a<Y5U5R>b?\ , T�d�]!`e[>T��<Y , dsb5R>]!R/U5h�nuYF^/U1\!gXS*n7\!j$r�U3g1TynuR>W�TV]�U1\>^>R/]>\!]!` , ]>\!b1Y5Tsb?\!b
R>]!Q5U?\![>b?\t]!T�b?d�]>\lR>^/U1\!]>g5R�[>htfVht[/\>���FTVw;d�]!R/U5R>g1T . ~kU5R/{�U1\/n7nug5R>TsR>^>T�d�Q5TVc5T�g1Y5T�j$U5R>[/gXm TCP nuR!WZT�]�S?T�_*\!]!`
r�]!ReY<nug5R/{�R>T�S?U5j${�R/T . �xd�_1ToS*j-�e�FYXi3g5T�d�b5R>_1`>b1YXi3U1\!f�S?T�_?\!i3R>^/d�j/W%S*\>��]>d�mFnug5R>{VY5Tz[/R>f�nuR!WZg5R/d�]!Y TCP
Wrappers, Y , b1R>{oS�\tr�]!Rlg5TVR>^!iXR!S?Y1nuR , S*\>��]>d�mFQ5U5Y?nuT�U5h�g?\>d�]>U5R>TVb .

~kU5R>{VU1\>n7nug5R/T�R>^/TVd�Q5T�c5TVg5Y5T TCP Wrappers U1\/d�a<Y5UXm5T�]e[>R/fVnuR!WZg5R-d�]!` inetd Q5RlQ5R�S1S?T�UXWZb5Tsb1\�W%S?R/{�R
S*\!T�nuR>g1\ . '�g5Y1n�d�]>\!g1R>[>Y1]>dom;[/R>fVnuR>WZg5h�n�Q5U5R/]!R>b1R!_1Y5U1R>[/\>g5Y5T , [/R>f�[/U1\!]ed�R>R/^>�<T�g5Y5w3[/htf�ht[-\!���<T�w;d�]!R>U5R/g5T ,
R>{�U?\!g5Y5c1T�g5Y5TsQ5R�S*bX_1��c1T�g5Y5w<[>g5j$]!U1T�g5g5TVw<d�T�]!`/��Y<] . Q . �eR>]�m<g5T�b5R/]!R>U1htTzY5fyr�]!Y5i;[>R>f�nuR!WZg5R-d�]!TVw;nuR>{�j$]e^>ht]!`
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U5TV\!_1Y5f�R/[/\>g5h ^>U1\>g$S*n7\!j$rVU5R/n , TCP Wrappers g5Ty]!R!_1`/b5R�Q1U5ToS?R-d�]>\>[!_5m5�e]tS?R/Q5R!_?g5Y5]!T�_1`>g5htwFj-U1R>[>TVg5`�f�\!�<Y5]!h ,
g5R�Y;S*\!�e]�^>R>_1`>a<T�b5R/g5]!U5R>_5mFg1\�S%d�Y1d�]!TVnuR/w , c1TVn�rV]!Re[/R>f�nuR!WZg5R�ds^>U1\>g$S*n7\!j$rVU5R/n .

~kR/d�b1R!_1`/b5jeU?\>d�dVn7\!]!U1Y5[/\>T�]>d�m;U1\>d�aFY5U5TVg5Y5TsbFg1\/d�]!U5R/w5b1\/n inetd, Q5U5ToS*Q5R!_?\>{V\>T�]>d�m , c1]!Rec1Y5]>\!]>T�_1`
R>f�g?\!b5R-nuYX_?domFdzU1\!f�S?T�_?R/nKRlg1\>d�]!U5R>w1b5T inetd.

, �!�µ�.-���� � � : � ��� 0;���� 4 �����µ�µ� , 2����o��V�o��¢V�µ��¢��.2 inetd(8), ���9����� �/�%�-¢��/¢ ��¢I� �����=�¥¢¥���¥�=� ��°A�)��¢V��� ���o� ” �-�V¢�� ����� ”,
�¤�! u¢2�¥�=� ��¢¥�y�=���o� �!±���0 ���62V�A������
��O7 �!�?¢�� ��)����� . ¯?�����z��¢V��� ��� � ���V���� 
 2¤��¢¥���80<�A�$� � ��/� ���62¤�-¢��/¢ .

14.6.1. ����	��������T��� �U�����!�U�
�����
+uS?Y5g1d�]![>TVg5g5R/Ts]!U1T�^>R/[/\>g5Y5TuS1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5m TCP Wrappers [ FreeBSD rV]!Reg?\�_1Y5c1Y5Tz[ rc.conf
Q1\!U1\/nuT�]!U1R>[�f�\!Q5jXd�b1\ inetd -Ww; r�]!Rlg1\>d�]!U5R/w5b5YFQ1R�jXnuR!_1c?\!g5Y5� .

| R>g5TVc5g5R , R!WZY$S*\>T�]>d�m;]>\!b5W�Tyg1\!_1Y5c5Y5T
Q5U1\![/YX_1`/g5R>w3g1\/d�]!U1R>w5b5Y /etc/hosts.allow, g5R syslogd(8) R>]!Q1U1\![/Y5]ed�R>R>^/�FTVg5YXm3[ed�Y1d�]!T�nug5htw%Q5U5R>]>R>b5R>_
TVdo_?YFc5]!R - ]>R�g5Ty]>\!b .

, �!�µ�.-���� � � : / �������!³���¢ �V���1�o�54��O7e��¢¥����.2���±��!´ TCP Wrappers, ���V���� 
 2 �>��� � �V¢ hosts.deny ��¢s����/�-¢V�o£ �>�¥��¢¥��� 0 .
/7��¢y�������!�?¢¥�=��� �����¤�=��/´!� �������!£ ���%¡/�?��
)��/�?¢� u¢����K� /etc/hosts.allow.

� Q1U5R/d�]!T�w5a<T�w<b5R>g v Y1{�j$U1\!}1Y5Y , Q5R>_1Y5]!Y1b1\�Q5R!S?bX_1�ec5T�g1YXm%d�[>R�S*Y5]>dom;b<U1\!fVU5T�a<T�g5Y5��YX_1Y<^!_1R/b5Y5U5R/[/\!g1Y5��[
fV\![/Y1d�Y?nuR/d�]>Y;R>]eQ1\!U1\/nuT�]!U1R>[�[ /etc/hosts.allow. �3\/d�]!U5R/w5b1\t[ FreeBSD Q1R�jXnuR!_1c?\!g5Y5� fV\>bX_1�ec1\!TV]>domF[
U1\!fVU5T�a<T�g5Y5YFQ5R�S?b5_1��c5TVg5YXmFb;_1��^/R/nujlS*\>TVnuR>g1j , f�\!Q5j$�<T�g5g5R-nujkY5f inetd. (kf�nuT�g5TVg5Y5TzrV]!R>{VR�Q5R/[>T�S?T�g5Y5mk^/j/S?T�]
R>^/d�j-W<S�\!]!`-dom3]!R!_?`>b5ReQ5R/d�_1TzU1\/d�dVnuR>]!U5TVg5YXmF^-\!fVR>[>R/wkg1\>d�]!U5R>w1b5Y .

;y\>f�R/[/\�mkg1\/d�]!U5R/w5b1\�R>^>htc1g5R�Q5U1Y5g5Y1n7\>T�] v R/U1nuj daemon : address : action, {oS?T daemon rV]!ReY?n+m
S*\!T�nuR>g1\ , b5R>]!R/U5htwFf�\!Q5jXd�b1\!TV]>dom inetd. � Q5R>_1T address nuR>W�TV]�g1\!iXR�S?Y5]>`/dom;Y?n+m;iXR/d�]/\ , IP \�S?U5TVd , YX_1Y IPv6
\=S?U5T�d , f�\!bX_?��c5TVg5g5htwF[eb5[/\�S?U1\>]!g5htTsd�b5R>^/b5Y ([ ]). ~kR!_1T action nuR!WZT�]eQ5U5Y5g1Y1n7\!]!`kfVg1\!c5TVg5YXm allow YX_1Y deny,
c5]!R>^/h�d�R/R>]![/T�]>d�]![>TVg5g5R�U?\!f�U1T�a<\>]!`�YX_?YFfV\>Q5U5TV�<\!]>`tS?R-d�]!j$Q . ~kR-nug5Y5]!T , c5]!RlQ5R/Y1d�b;Q1U1\![/YX_FQ5U5R/Y5f�[/R�S?Y1]>dom3S*R
Q5T�U5[/R>{VR�d�R/[>Q1\�S?T�g5Y5m . ~kU5YFR/^>g1\>U5j-W�TVg5Y5Y;d�R>[>Q?\=S?TVg5YXm;Q5U5Y?nuT�gXm5TV]>dom%d�R>R/]![>TV]>d�]![/j$���FTVT�Q5U1\>[>YX_?R�YFQ1R>Y1d�b
Q5U5T�U1ht[/\!TV]>dom .

'sj-�<TVd�]![>j$��]�Y3S?U5j${VY5TsQ?\!U1\/nuT�]!U5h , g5R�R/g5Y;^/j>S*j-]eR>Q5Y?d�\!g1hx[edo_1T�S?j$���<YXi;U1\!f�S?T�_*\�i . ~kU5R/d�]>\�m
b5R>g v Y1{�j$U1\!}1YXm;nuR!WZT�]l^>ht]!` , g1\>Q5U5Y1nuTVU , ]>\!b1R>w : S1_5m<U1\!fVU5T�a<T�g5YXmFd�R>T�S?Y5g5TVg5Y5wFQ1R�Q5U5R/]!R>b1R!_1j POP3 bS*\!T�nuR>g5j mail/qpopper, [ hosts.allow g5T�R/^!iXR�S*Y1nuRtS?R/^/\>[>Y5]!`edo_1T�S?j$���FY1Tsd�]>U5R>b5Y :

# This line is required for POP3 connections:
qpopper : ALL : allow

~kR/do_?TuS?R>^-\![>_1T�g5Y5m;r�]!R/wFd�]!U1R>b5Y , inetd g5T�R/^!iXR�S?Y?nuR�Q5T�U1T�fV\>Q5jXd�]!Y1]!` . � ]>RlnuR>W�g1R�[>htQ1R!_1g5Y1]!`eb1R/n7\!gXS?R>w
kill(1) YX_1Y%d�b5U1Y5Q5]!R-n /etc/rc.d/inetd dzQ1\!U?\>nuT�]>U5R/n restart.

14.6.2. ����� �  ��" � �U��� ��� � �  �� 	!�U���3 ��
�

TCP Wrappers Y1nuT��e]>domFS?R>Q1R!_1g5Y1]!T�_1`/g5htTzQ?\!U1\/nuT�]!U5h ; R/g5Y3S*\>��]�S?R>Q5R>_1g5Y5]>T�_1`/g5htTz[/R>fVnuR>WZg5R/d�]!Y
b5R>g5]>U5R!_5m;g?\=S�d�R>T�S?Y5g5TVg5YXm1nuY . (kg5R>{�S*\t^>ht[-\!TV]�Q5R!_?T�f�g1R�[>R/f�[>U?\!�<\>]!`�b5R-n7nuT�g5]>\>U5Y5w<R>Q5U5T�S?T�_?T�g5g5h�n�i$R-d�]>\/n
YX_1YFQ1U5YFQ5R!S?bX_1�ec5T�g1Y5YFb<R>Q5U5T�S?T�_?T�g5g5h�nKS*\!T�nuR>g1\/n . � S?U5j${�YXiFd�_1j$c1\�mXi;nuR!WZTV]�^>ht]>`�g5TVR>^!iXR!S?Y1nuR)S?R/^/\>[>Y5]!`
fV\!Q1Y1d�`e[�_1R/{ v \!w5_ , YX_1Y<R>]!Q1U1\![/Y5]!`�Q1Y1d�`-nuRe\=S�nuY5g5Y1d�]!U1\!]>R>U5j . ��R>Q1U5ToS?T�_1T�g1g5h)iFd�Y5]>j$\>}5YXmXi;d�TVU5[>Y?d7S?R>_5WZT�g
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Y1d�Q5R>_1`>fVR>[-\!]!`-domk]!R!_1`/b5RtS?_5m;_1R/b1\�_1`/g5h)i3d�R>T�S?Y5g5TVg5Y5w . �)d�TzrV]!Rl[>R>f�nuR!WZg5R�dsY1d�Q1R!_1`/f�R>[-\!g5Y1TVnpQ1\!U1\/nuT�]!U1R>[ c
a<\!^>_1R>g?\>nuY , d�Y1nu[>R>_?\>nuY;Q1R�S*d�]>\!g5R/[>b5YFYFQ5j$]!T�n�[>htQ5R>_1g5TVg5YXm;[>g1T�aFg1YXikb1R/n7\!gXS . 'z_1T�S?j$���FY1T�S?[-\�U1\>foS?T�_?\
Q5R/d�[!m5�FTVg5h r�]!Y?n�]!Y5Q?\>n�g1\/d�]!U1R>T�b .

14.6.2.1. �9K?J � K MJFGC���=:K?Q �
~kU5ToS?Q1R!_1R>W�Y?n�d�Y5]!jX\>}5Y5� , [�b5R/]!R>U1R>wFd�R>ToS*Y5g5T�g1Y5T�S*R!_5WZg5Re^>ht]!`efV\!Q1U5T��FTVg5R , \eR�Q1U5Y5c5Y5g1Tsg5TVR>^>i$R!S?Y1nuR
d�R>R/^>�<Y5]!`�[/htf�ht[/\>���<T�w;d�]>R>U5R/g5T . | \>b;r�]>RlnuR>W�g1Red�S*T�_?\>]!` ? 'sR/R>]![/T�]>d�]![>j$�e�Fj$��[/R>fVnuR>WZg5R/d�]!`
Q5U5ToS*R/d�]/\![!_1m5T�]�Q1\>U1\>nuTV]!U twist. ~kU1Y;Q5R>Q1ht]!b5TyQ5R�S?b5_1��c5TVg5YXmF[/htQ5R!_?gXm5T�]>d�m;b5R/n7\>g$S*\�YX_1Y<d�b5U5Y5Q1] ,
fV\=S�\!g5g5htwFr�]!Y1n�Q1\!U1\/nuT�]!U1R/n . ~kU1Y1nuT�U;S*\!g;[ v \!wX_?T hosts.allow:

# The rest of the daemons are protected.
ALL : ALL \

: severity auth.info \
: twist /bin/echo "You are not welcome to use %d from %h."

� rV]!R/n�Q5U5Y1nuTVU5Ttd�R>R/^>�<T�g5Y5T , ”You are not allowed to use daemon from hostname.” ^/j>S*T�]�[/R>fV[>U1\>�FT�g1RtR>]�[-d�T�i
S*\!T�nuR>g5R/[ , b5R/]!R>U5htTsg5Ty^>h)_1Y;Q1U5ToS?[-\!U5Y1]!T�_1`/g5R�g?\>d�]>U5R>TVg5hx[ v \>wX_1T7S*R/d�]>j-Q?\ . �e^>U?\!]!Y5]>Ts[/g5Y1n7\!g1Y5T , c1]!R
[>R>fV[>U1\>�<\>TVnuR>T7d�R>R>^/�FTVg5Y5T ����# � (?� ^>ht]!`efV\>bX_1��c1T�g5Re[eb1\>[>htc5b1Y ; Y1fsrV]!R>{VR�Q5U1\>[>YX_*\tg5T�]lY1d�bX_1��c1T�g5Y5w .

��� � �'��� � � : /�� 2�� ��£ ������¢�����.2���±���0 DoS �����!��� , � �G4 �-�349�o�������s�������¥��°z ��O7l������.2V� ��� ���t� ��V£y¢2�¥�=���
2��������� �>���������?���1°�³V¢�� �V¢ .

�sR/fVnuR>W�g1R�]>\!b5W�TyY1d�Q5R!_1`/f�R/[/\!g1Y5T�Q1\>U1\>nuTV]!U1\ spawn.
| \>b;YFQ?\!U1\/nuT�]!U twist, Q1\!U1\/nuT�]!U spawn

Q5R�S?U?\!f�jXnuTV[/\!TV]tfV\>Q5U5T�]ld�R/ToS?Y5g1T�g5YXm;Y%nuR!WZT�]eY1d�Q1R!_1`/f�R>[-\!]!`-domlS1_5m<fV\!Q1j$d�b1\tb5R-n7\!g$S�YX_1Y%d�b5U5Y1Q5]!R>[ . �
R>]�_1Y1c5Y5TyR>] twist, spawn g5TyR>]>Q5U1\![>_5m5T�]�R>]![/T�]�[/htf�ht[-\!���<T�w;d�]!R>U5R/g5T . �3\!Q5U5Y?nuT�U , d�_1ToS?j$�e�<\�m
b5R>g v Y1{�j$U1\!}1YXm :

# We do not allow connections from example.com:
ALL : .example.com \
: spawn (/bin/echo %a from %h attempted to access %d >> \
/var/log/connections.log) \

: deny

R>]!bX_?R>g5Y5]e[/d�TzQ5R/Q5ht]!b5Y%d�R>T�S?Y5g5TVg5YXmFY1f7S?R-nuT�g1\ *.example.com; Y1n+m;iXR/d�]>\ , IP \=S?U1TVd�Y;S*\!T�nuR>g
Q5U5R>]>R>b5R>_1Y5U5j$��]/domF[ v \!wX_ /var/log/connections.log.

~kR/nuY1nuReQ5U5Y5[/ToS?TVg5g5h)i3[>hta<Tsd�Y?nu[>R!_?R>[�Q5R!S*d�]/\!g5R/[>b5Y , g1\!Q5U1Y1nuT�U %a, d�j$�<TVd�]>[>j$T�]�TV�FTsg5TVd�b5R!_1`/b5Red�Y1nu[>R>_1R>[ .
�e^>U1\>]!Y5]!T�d�`�b<d�]!U1\>g5Y5}5T hosts_access(5) d�Q5U1\>[>R/c5g5R>w;d�Y1d�]>TVnuh�f�\�Q5R>_1g5h�n�d�Q5Y1d�b5R/n .

14.6.2.2. �9=:A:=
��J @BA�� –
� =?H�� CEK��

* R�r�]>R>{�RlnuR/nuTVg5]>\e[�Q5U5Y?nuT�U1\!i;Y1d�Q5R>_1`>fVR>[-\�_?d�mla%\!^!_?R>g ALL. 'sj$�FT�d�]![/j-�e]�Y;S?U5j${�Y5TsQ1\!U?\>nuT�]>U5h ,v j-g1b5}5Y5R/g1\�_1`/g5R/d�]!`tb5R/]!R>U5h)i3[�S*\�_1`/g5T�w1aFTVn�nuR>WZT�]�^/ht]!`�U?\>d�a<Y5U5TVg1\ . ALL d�R>R>]>[>T�]/d�]![/j-TV]t_1�e^>R/nujeS*\>TVnuR/g5j ,
S?R/nuTVg5jkYX_1Y IP \�S?U5T�d�j .

* U5j${�R/wlS?R/d�]!j$Q5g5htwFa%\!^>_1R>g;rV]!R PARANOID, b1R>]!R/U5htw<d�R>R>]>[>T�]/d�]![/j-TV]tiXR/d�]!j , IP \=S*U5TVd
b5R>]!R/U5R>{VR�nuR!WZTV]�^>ht]>`�Q5R!S5S?T�_*\!g .

* U1j-{VY1nuY<d�_1R>[-\>nuY , paranoid nuR>W�TV]�^/ht]!`�Y1d�Q5R!_?`>f�R/[/\>glS1_5m
R>Q5U5T�S?T�_?T�g5YXmkS*T�w1d�]![>YXm%d�iXR/d�]>\>nuY , IP \=S?U1TVd�b1R>]!R/U5h)i3g5Tyd�R>R/]![>TV]>d�]![/j$T�]�Y1nuTVg5Y;iXR-d�]>\ . �sR/]�Q5U5Y?nuT�U
Q5U5Y1nuTVg5T�g5Y5mFr�]!R/{�ReQ1\!U1\/nuT�]!U?\ :

401
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# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

� rV]!R/n�Q5U5Y1nuTVU5T)[/d�TsfV\>Q5U5R/d�h g1\�Q1R�S?bX_?��c5TVg5YXmFb sendmail R/]�iXR/d�]!R>[ , IP \=S?U1TVd�b1R>]!R/U5h)i3g5Tyd�R>R/]![>TV]>d�]![/j$T�]
Y1nuT�g5YFiXR/d�]/\ , ^/j>S*j-]�R>]!bX_?R>g5TVg5h .

� � ��� � ���o� � � �s�V� � � : � �V���� 
 2 �>��� � �V¢ PARANOID ��¢�� � 2V� �V£ �� , ¢2�������e��� �V¢������	����/�¥¢V����¢���� ��¢V�����������
��� ����¥�=��=¢��
DNS. /<����� �O7/���!��³V��0 7 ��¢ �V¡67��V� �!� �;���?¢ ������¢���
2�¤�=� �t�o�1� ��� ���¥�=�������/��� .

;sR>_1T�TsQ5R�S*U5R>^/g1\�m3Y5g v R/U1n7\!}1YXm;R�a%\!^!_?R>g1\!ilY<YXi3[>R>f�nuR!WZg5R-d�]�mXilS*\>g1\�g1\ed�]!U?\!g5Y5}1T hosts_access(5)
d�Q5U1\>[>R/c5g5R>w;d�Y1d�]>TVnuh .
* _5m;]!R>{VR , c1]!R>^/h _1��^-\�m;[>ht^/U1\!g1g1\�m3b5R/g v Y5{�j$U1\>}5YXm;f�\!U1\!^/R>]>\!_?\ , [ hosts.allow g1T�R>^>iXR�S?Y1nuR
fV\!b1R/n7nuT�g1]!Y5U5R/[/\!]>`�Q5T�U1[>j$� d�]!U5R/b5j3g1\>d�]!U5R/w5b5Y . � g?\!c1\!_1TzU1\>foS?T�_?\tR/^�r�]!R-n�g5Tyj$Q5R/nuY5g?\�_1R-d�` .

14.7. KerberosIV
���������������! �"$#

Mark Murray.
� ��" ��"?(?��#��/(1670;����.-��� B����V���=���%�> �"-#

Mark Dapoz.

Kerberos r�]!Rld�TV]!T�[-\�mkS?R/Q5R!_1g1Y5]!T�_?`>g1\!mFd�Y1d�]!TVn7\ / Q5U1R>]!R/b5R!_ , b1R>]!R/U1\�mkS?T�_?\!TV]�[/R>fVnuR>WZg5R>w;\>j-]>T�g5]!Y v Y5b1\!}1Y5�
Q5R!_1`/f�R/[/\!]>T�_1TVw3c5T�U5TVfsd�T�U5[/Y1d�hxg1\efV\>�FY5�<T�g5g1R/n�d�TVU5[>TVU5T . q)\>b5Y5Ttd�TVU5[>Y1d�h , b1\!bFj>S�\�_1TVg5g5htwF[>iXR�S , j/S*\!_1T�g5g1R>T
b5R>Q5Y1U5R>[-\!g5Y5T , fV\>�FY5�<T�g5g5R/T�b5R/Q5Y5U5R/[/\!g1Y5T v \>wX_1R>[enuT�W%S?j;d�Y?d�]!T�n7\>nuYFY;S?U5j${�Y5TyfV\�S*\!c1YFd�[/h�d�R>b1Y1nKU5Y1d�b5R/n
d�]>\>g5R>[>m5]>domkS?R/Q5jXd�]!Y?nuR�^>TVf�R/Q1\>d�g5h�nuY;YF^/R!_1TVTzb5R/g5]!U5R>_1Y5U5j$T�nuh�nuY .

~kR/do_?ToS?j$���<Y5T�Y5g?d�]!U5j$b5}1Y5Y%nuR/{�j$]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�ml[lb1\>c5TVd�]![>TsU5j$b5R>[/R�S*d�]![/\)Q5Rlg1\/d�]!U5R/w5b5TsQ5R/d�]>\![>_5m5TVnuR/{�R�d
FreeBSD Kerberos. qyT�n�g5T)nuT�g5TVT , [-\>n�nuR/{�j$]�Q5R/]!U5T�^/R>[-\!]!`-dom;d�]!U?\!g5Y5}1h�d�Q5U?\![>R/c5g5Y5b?\�Q5R>_1g5R>{VR
S?Y1d�]>U5Y5^>j$]!Y1[/\ .

14.7.1.  ���#���T� ����� KerberosIV

Kerberos r�]!ReR>Q5}1Y5R>g1\!_1`>g1htw;b5R/nuQ1R>g5TVg5] FreeBSD. ~kU5R/d�]!T�w1aFY5w%d�Q5R-d�R>^�j$d�]>\!g1R>[>b1Y;r�]!R/w;Q5U5R/{�U1\/n7nuh�r�]>R
[>ht^>R/U krb4 YX_1Y krb5 Y5f sysinstall [>Re[>U5T�n+m;Q5T�U5[/R>w;jXd�]>\!g5R/[>b5Y FreeBSD. ;yj/S?T�]ejXd�]>\>g5R>[>_1T�g ”eBones”
(KerberosIV) YX_?Y ”Heimdal” (Kerberos5) [/\!U1Y1\!g5] Kerberos. �ybX_1��c1T�g5Y5Tyr�]>YXi;U5TV\!_1Y5f�\!}5Y5wFR>^��µm1d�gXm5TV]>dom;]!T�n ,
c5]!RlR>g5Y;U?\!f�U?\!^>R/]>\!g1h�[/g5T ' � 
 /

| \!g?\=S?hxY;S?R/d�]!j$Q5g5h�[/g5TzrV]!YXiFd�]>U1\!g , Q5R/d�b5R!_1`/b5jlg1\�g1YXi;g5Tz[>_1YXm5�e]
R>{�U?\!g5Y5c1T�g5YXm;g?\�r�b?d�Q5R/U5]�b5U1Y5Q5]!R/{�U1\ v Y5c5TVd�b5R>{VR�b5R!S*\�Y5f
' � 
 .| U5R/nuTs]!R>{VR , U5T�\�_1Y1fV\!}1YXm MIT Kerberos S*R/d�]>j-Q1g1\�Y5fyb5R>_5_1T�b1}5Y5YFQ1R>U5]!R/[�[e[>Y$S?TsQ1\!b1T�]>\ security/krb5.

14.7.2. �W� � � ���9 �" �!����& � ��� � & �� ]!R�g5TVR>^>i$R!S?Y1nuRld�S?T�_?\!]!`e]!R!_?`>b5Reg1\�d�T�U5[/T�U5T Kerberos. �yR - Q5T�U5[/h)i , j-^/ToS?Y1]!TVd�`�c5]!Rlg5TsR/d�]/\�_1R-d�`ed�]>\!U1R>w;^-\!f�h
S*\!g5g1h)i Kerberos. �sR/w$S?Y5]>Ts[eb1\!]>\!_1R>{ /etc/kerberosIV YFj$^>T�S?Y5]!T�d�` , c5]!R�[lg5T�n�g1\�iXR!S1m5]>dom;]>R!_1`/b5R�rV]!Yv \!wX_1h :

# cd /etc/kerberosIV
# ls
README krb.conf krb.realms
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+zdo_1Y<Q5U5Y1d�j$]>d�]![/j$��]lT��FTsb1\!b1Y5T - ]!R v \>wX_1h ( ]>\!b1Y5Tsb?\!b principal.* YX_1Y master_key), Y1d�Q5R!_1`/f�j$w5]!T
b5R/n7\>g$S?j kdb_destroy S?_5mFj/S*\�_?T�g5YXmFd�]>\!U1R>wF^-\!fVh S�\!g5g5h)i Kerberos, Y5_1Y , T�do_1Y Kerberos g5TyfV\!Q1j-�<T�g ,
Q5U5R/d�]!R�j/S*\!_1Y5]!Tyr�]>Y v \!w5_1h .

�'\!]!T�nKR>]!U1ToS*\>b5]!Y5U5j$w5]>T v \>wX_1h krb.conf Y krb.realms, [>[/ToS1m;[-\!a<YkS*\!g1g5htT . ��rV]!R/n�Q1U5Y1nuT�U1T
j-g1Y5b1\�_?`>g5htw;YXS?T�g5]>Y v Y5b1\>]!R>U EXAMPLE.COM, d�T�U5[/T�U grunt.example.com. �e]!U5T�S*\!b5]>Y5U5j$TVn YX_1Y<d�R>f�S*\=S?Y?nv \!wX_ krb.conf:

# cat krb.conf
EXAMPLE.COM
EXAMPLE.COM grunt.example.com admin server
CS.BERKELEY.EDU okeeffe.berkeley.edu
ATHENA.MIT.EDU kerberos.mit.edu
ATHENA.MIT.EDU kerberos-1.mit.edu
ATHENA.MIT.EDU kerberos-2.mit.edu
ATHENA.MIT.EDU kerberos-3.mit.edu
LCS.MIT.EDU kerberos.lcs.mit.edu
TELECOM.MIT.EDU bitsy.mit.edu
ARC.NASA.GOV trident.arc.nasa.gov

� rV]!R/n�Q5U5Y1nuTVU5TsS?U5j${�Y5TsY$S?TVg5]!Y v Y5b?\!]!R/U5h�[>[/ToS?TVg5h�S1_5m<YX_5_1�ld�]!U1\>}5Y5Y%g1\>d�]!U5R/w5b5Y c g5TVd�b5R!_?`>b5Y1nuY;i$R-d�]>\/nuY .
' }5T�_1`/��j$Q5U1R>�FTVg5YXm;g1\/d�]!U1R>w5b5Y<[>h�nuR>W�TV]!Tyg5Ts[/bX_1�ec1\!]!`eYXi .

~kT�U5[-\�m;d�]!U1R>b1\ed�R�S*T�UXWZY5]eY$S?T�g1]!Y v Y5b1\>]!R>U , Q5R!S%b5R/]!R>U5h�nKU?\!^>R/]>\!TV]�r�]/\ed�Y?d�]!T�n7\ . �ld�]>\�_1`/g5htTsd�]!U5R/b5Y
d�[!m5fVht[/\>��]tY$S?TVg5]!Y v Y1b1\!]!R/U5h�dsY1nuT�g?\>nuY;iXR-d�]!R/[ . 'sg1\>c1\�_?\�j$b1\!fVh)[-\!TV]>dom3Y$S?TVg5]!Y v Y1b1\!]!R/U , f�\!]!T�nKiXR/d�]�Q5R�S
r�]!Y1n�Y$S?T�g1]!Y v Y5b1\>]!R>U1R/n , U?\!^>R/]>\!�e�FY5wFb1\!b ” }5TVg5]!U<U1\>d�Q5U5R/d�]!U1\>g5T�g5Y5mFbX_1�ec5T�w ”. 'z_1R>[-\ admin server d
Q5R/d�_1ToS?j$�e�FY1nKY1nuTVg5TVn�iXR/d�]/\�R>fVg1\!c?\!��] , c5]!Rlr�]!R/]�iXR/d�]�]>\>bXWZTzm5[!_1m5T�]>d�m<d�TVU5[>TVU5R/n�\�S*nuY5g5Y1d�]!U5Y5U1R>[/\>g5YXm
^/\!fVh S*\!g5g1h)i . �'\)S*\!_1`>g1T�w5a<T�w;Y5g v R>U1n7\>}5Y5T�w<R>^�rV]!YXi;]!TVU1nuY5g1\!iFR>^/U1\!]!Y1]!TVd�`�b<d�]!U1\!g1Y5}1\>n d�Q5U1\>[>R/c5g5Y5b1\�Q5R
Kerberos.

��h S?R/^/\![/YX_1Y grunt.example.com b<Y$S?TVg5]!Y v Y5b?\!]!R/U5j EXAMPLE.COM YFb5U5R-nuTs]>R>{�Rld�R/Q5R/d�]>\![/YX_1Y3[/d�TVni$R-d�]>\/nK[tS?R-nuT�g5T .example.com Y$S?T�g1]!Y v Y5b1\>]!R>U EXAMPLE.COM.
	 \>wX_ krb.realms ^/j>S*T�]�[/ht{�_5m$S*T�]!`e]>\!b :

# cat krb.realms
grunt.example.com EXAMPLE.COM
.example.com EXAMPLE.COM
.berkeley.edu CS.BERKELEY.EDU
.MIT.EDU ATHENA.MIT.EDU
.mit.edu ATHENA.MIT.EDU

| \!b;Y<[�Q5U5T�S?hyS?j$�FT�n�Q5U5Y?nuT�U5T , S?U5j${VY5TzY$S*T�g5]!Y v Y5b1\!]>R>U5h S*R>^/\>[!_1TVg5h ]!R!_1`/b5RtS?_5mFQ5U5Y?nuT�U1\ . '�}5T�_1`>�
j-Q1U5R>�<T�g5YXm;g?\>d�]>U5R>w5b1YF[>h�nuR>WZT�]!Tyg5Ty[>bX_1�ec1\!]>`�YXi .

� Q1T�U5[/R>wFd�]!U5R>b1T �=B��'���=�¤#���(1(*��2 d�Y1d�]!TVn7\ld�R/Q5R/d�]>\![>_5m5T�]/domFd�YXS?T�g5]>Y v Y5b1\>]!R>U5R-n . ��R/d�]>\�_1`/g5h)i;d�]!U1R>b1\!i
Q5R>b1\>fV\>g5R , d�R/Q5R/d�]>\![/Y5]!`eY$S?T�g1]!Y v Y5b1\>]!R>U1j3R/d�]/\�_1`/g5htTzd�Y?d�]!T�nuh�R>Q1U5ToS?T�_1T�g1g5R>{�R�Q5R�S5S*R/nuT�g?\ .
qsTVQ5T�U1`lnuh�{VR>]!R/[>hxbFd�R>f�S*\!g5Y1��^-\!f�h S*\>g5g5h)i . ~kR/]!U5T�^/j$T�]>d�m3[-d�TV{�R�_?Y5aF`efV\!Q1j$d�]!Y5]!`ld�TVU5[>TVU Kerberos ( YX_1Y
}5T�g5]>UFU1\/d�Q5U5R-d�]!U?\!g5TVg5YXm;bX_1�ec5T�w ). (3d�Q5R!_?`>f�j$w5]>T7S1_5m<r�]!R/{�R kdb_init:

# kdb_init
Realm name [default ATHENA.MIT.EDU ]: EXAMPLE.COM
You will be prompted for the database Master Password.
It is important that you NOT FORGET this password.

403



�µ#��! !�
14. �

�¥4!�=B?�!��(1�����W�
������� ��� �
	����� ������� ����� Kerberos:

qsTVQ5T�U1`lnuh S*R!_5WZg5h�d�R!iXU1\>g5Y5]!`�b5_1��c , c5]!R/^>h�d�T�U5[/T�U1\�g1\t_1R/b1\�_?`>g5h)ikb5R/nuQ5`/��]!TVU1\�iFnuR/{�_1YFT�{�Rl[>f�m5]!` .
(3d�Q5R>_1`>fVj-w1]!TuS1_5m<r�]!R/{�R�b1R/n7\!gXS?j kstash:

# kstash

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!

� ]!R>w<b5R/n7\>g$S?R>wFfV\!a<Y v U5R/[/\!g1g5htwk{�_?\>[>g5htw;Q?\!U5R>_1`ed�R!iXU1\!g1T�g3[ /etc/kerberosIV/master_key.

14.7.3.
� � � 	 ��� Kerberos

* _5m;b1\�W%S?R/wFd�Y?d�]!T�nuh , fV\>�FY5�%\!T�nuR>w Kerberos, [e^/\>f�j�S*\!g5g1h)ikS?R!_5WZg5hx^/ht]!`tS*R>^/\>[!_1TVg5h S?[>TyfV\>Q5Y1d�Y .
� ]!R

kpasswd Y rcmd. �eg5Y3S*R>^/\>[!_5m5�e]>dom3[-nuTVd�]>TydsY1nuT�g1TVn�d�Y1d�]!T�nuh .� ]!Y3S*\>TVnuR/g5h , kpasswd Y rcmd Q5R>fV[>R>_5m5��]�S?U5j${�Y1n d�Y1d�]!TVn7\/n�Y5fVnuTVgXm5]!`lQ1\!U1R!_1Y Kerberos YFfV\>Q5jXd�b1\>]!`�]>\>b5Y5T
b5R/n7\>g$S?hxb1\>b rcp(1), rlogin(1), rsh(1).

qsTVQ5T�U1`�S?R/^/\>[>Y1nPr�]>Y<f�\!Q5Y1d�Y :

# kdb_edit
Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Previous or default values are in [brackets] ,
enter return to leave the same, or new value.

Principal name: passwd
Instance: grunt

<Not found>, Create [y] ? y

Principal: passwd, Instance: grunt, kdc_key_ver: 1
New Password: <---- enter RANDOM here
Verifying password

New Password: <---- enter RANDOM here

Random password [y] ? y

Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime (*5 minutes) [ 255 ] ?

Attributes [ 0 ] ?
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Edit O.K.
Principal name: rcmd
Instance: grunt

<Not found>, Create [y] ?

Principal: rcmd, Instance: grunt, kdc_key_ver: 1
New Password: <---- enter RANDOM here
Verifying password

New Password: <---- enter RANDOM here

Random password [y] ?

Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime (*5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.
Principal name: <---- null entry here will cause an exit

14.7.4. �W� � � ���9 �" � � ���
� �U�������U�3���� ��"�� ��"��U�
qsTVQ5T�U1`eg5TVR>^>i$R!S?Y1nuR�d�R>f�S*\!]!`e[/d�TzfV\>Q5Y1d�YFd�TVU5[>Y1d�R>[ , b5R>]!R/U5htTz^/h)_1YFR/Q5U5ToS*T�_1TVg5h�S1_5mFb?\�W%S?R>{VR�b5R-nuQ5`>�e]!T�U?\ .
(3d�Q5R>_1`>fVj-T�n S1_5mFrV]!R>{VR�b5R-n7\!g$S?j ext_srvtab. ;yj>S*T�]ed�R>f�S*\!g v \>wX_ , b1R>]!R/U5htwkS?R>_5WZT�gF^/ht]!`ed�b5R>Q1Y5U5R>[-\!g3YX_?Y
Q5T�U5T�nuT��<T�g � ��4��=B?�>��(16�� ��B?�=��� � � � [lb1\!]>\!_1R>{ /etc/kerberosIV b1\!W<S*R>{�R Kerberos bX_1Y5TVg5]>\ . � ]!R>] v \!wX_
S?R!_5WZTVg;Q5U5Y1d�j$]>d�]![/R>[-\!]!`eg1\�b1\!W%S?R/n�d�T�U5[/T�U5TsYFbX_?Y5T�g5]>T , R/g;g5TVR>^!iXR!S?Y1npS1_5mFU?\!^>R/]!h Kerberos.

# ext_srvtab grunt
Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Generating ’grunt-new-srvtab’....

� ]>\�b5R-n7\!g$S�\�d�R/foS*\/d�]�[/U5TVnuTVg5g5htw v \!wX_ , b5R>]!R/U5htw3S*R!_5WZT�gF^>ht]!`�Q1T�U5TVY1nuT�g5R/[/\>g;[ srvtab, c1]!R>^/h�d�T�U1[>T�U1h
d�nuR>{�_1Y;R/^>U1\>]!Y5]!`-dom;bFg1TVnuj . (3d�Q5R!_1`/f�j$w5]!Tzb5R/n7\>g$S?j mv(1) S1_1mFQ5T�U1TVnuT��<T�g5Y5mFT�{VR�[�Y?doiXR�S?g1R>wFd�Y1d�]!T�nuT :
# mv grunt-new-srvtab srvtab

+zdo_1Y v \!wX_<Q5U5ToS*g1\!fVg1\!c5TVgkS1_5m<bX_1Y5TVg5]>d�b1R>w�d�Y1d�]!TVnuh , YFd�TV]!`eg1Ts^/T�f�R/Q1\>d�g1\ , d�b1R>Q5Y5U1j-w1]!T
client-new-srvtab g1\�d �µTVnug1htwFg5R-d�Y5]!T�_1`�Y<Q5T�U1T�g5T�d�Y5]!T v \!w5_<dzTV{�ReQ5R/nuR/�F`>� .

� ^/ToS?Y5]>TVd�` , c5]!R
Q5T�U5TVY1nuT�g1R>[/\!_1Y;TV{�R�[ srvtab [�b1\>]>\�_1R/{�T /etc/kerberosIV bX_1Y1T�g5]>\ , Y<c5]!RlU5T�WZY1nPS*R/d�]>j-Q?\�bFg1TVnuj 600:

# mv grumble-new-srvtab srvtab
# chmod 600 srvtab
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14.7.5. �����T��� �U" �9 �" �%� ��& �)� � �9& �
qsTVQ5T�U1`eg5TVR>^>i$R!S?Y1nuR)S*R>^/\>[>Y5]>`�[�^-\!f�jeS*\>g5g5h)i3Q5R>_1`>fVR>[/\>]!T�_?T�w . �yR - Q5T�U1[>h)i , d�R/foS*\�S?Y1nKfV\>Q5Y1d�`tS1_5m
Q5R!_1`/f�R/[/\!]>T�_5m jane. (3d�Q5R>_1`>fVj$w5]!Tzb1R/n7\!gXS?j kdb_edit:

# kdb_edit
Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Previous or default values are in [brackets] ,
enter return to leave the same, or new value.

Principal name: jane
Instance:

<Not found>, Create [y] ? y

Principal: jane, Instance: , kdc_key_ver: 1
New Password: <---- enter a secure password here
Verifying password

New Password: <---- re-enter the password here
Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime (*5 minutes) [ 255 ] ?

Attributes [ 0 ] ?

Edit O.K.
Principal name: <---- null entry here will cause an exit

14.7.6. � " ���% �U�������9 �" �#��"!� �� !���#"!$ &
�sR - Q1T�U5[/h)i , f�\!Q5jXd�]>Y5]!TzS*\!T�nuR>g5h Kerberos. ~kU1YFQ5U1\>[>YX_?`>g5R-nKU5ToS*\>b5]!Y5U1R>[/\>g5Y5Y v \>wX_?\ /etc/rc.conf R>g5Y
fV\!Q1j$d�]�m5]>d�m<\![/]!R/n7\>]!Y5c5T�d�b5Y;Q1U5YFQ5TVU5T�f�\!{VU5j$f�b5T . � ]!R�g1T�R>^>iXR�S?Y1nuR�]>R!_1`/b5R�g1\ld�TVU5[>TVU5T Kerberos.

| _1Y5T�g1]!h
Kerberos Q5R!_?j-c?\!]�[-d�Tzg1T�R>^>iXR�S?Y1nuhtT�S*\!g1g5htTzY5fyb1\>]>\�_1R/{V\ /etc/kerberosIV.

# kerberos &
Kerberos server starting
Sleep forever on error
Log file is /var/log/kerberos.log
Current Kerberos master key version is 1.

Master key entered. BEWARE!

Current Kerberos master key version is 1
Local realm: EXAMPLE.COM
# kadmind -n &
KADM Server KADM0.0A initializing
Please do not use ’kill -9’ to kill this job, use a
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regular kill instead

Current Kerberos master key version is 1.

Master key entered. BEWARE!

qsTVQ5T�U1`�S1_1mFQ5R!_?j-c1T�g5YXmkS*R/d�]>j-Q?\�c5TVU5T�fyd�R/foS*\>g5g5R>{VR�Q5R>_1`>fVR>[/\>]!T�_1m jane Y?d�Q5R>_1`>fVj-w1]!T kinit:

% kinit jane
MIT Project Athena (grunt.example.com)
Kerberos Initialization for "jane"
Password:

~kR>Q5U5R/^>j$w5]!TzQ5U5R/dVnuR>]!U1T�]!`lY1nuT��e�FY5T�dom3S�\!g5g5htTydzQ1R/nuR>�<`>� klist:

% klist
Ticket file: /tmp/tkt245
Principal: jane@EXAMPLE.COM

Issued Expires Principal
Apr 30 11:23:22 Apr 30 19:23:22 krbtgt.EXAMPLE.COM@EXAMPLE.COM

qsTVQ5T�U1`eQ5R/Q5U5R/^>j$w5]!T�Y1fVnuT�g1Y5]!`lQ1\!U5R>_1`�dzQ5R/nuR/�F`>� passwd(1), c5]!R>^/h j-^/ToS?Y1]!`/d�m , c5]!RtS�\!TVnuR/g kpasswd nuR!WZT�]
Q5R!_1j$c5Y1]!`�Y5g v R>U1n7\>}5Y5� Y5fz^-\!f�h�S�\!g5g5h)i Kerberos:

% passwd
realm EXAMPLE.COM
Old password for jane:

New Password for jane:

Verifying password
New Password for jane:

Password changed.

14.7.7. 	�� � � 	�" �9 �" su
Kerberos Q5R>fV[>R>_5m5T�]tg1\>f�g1\>c5Y5]!` .-� � ��� �3, Q5R!_1`/f�R/[/\!]>T�_1� , b5R>]!R/U5htw;g5j-W%S*\>T�]>d�mF[�Q5U1Y5[>YX_?T�{�Y5mXi root, d�[>R/w��� � ���� !��(?(1670 Q1\!U5R>_1` su(1). �kTVR>^>i$R!S?Y1nuRyS?R/^/\>[>Y5]!`�j-c1T�]!g5j$� fV\>Q5Y1d�` , b5R/]!R>U5R/w;U1\>f�U5TVaFT�g1R�Q5R>_1j$c1\!]!` root
S?R/d�]!j$Q;c5T�U1T�f su(1).

� ]!R�S*T�_?\>T�]>d�mFQ5j$]!TVn d�[!m5fVht[/\>g5YXm3j$c5T�]!g1R>wFf�\!Q5Y?d�Y root dzQ5R>_1`>fVR>[-\!]!T�_1`/d�b5R>wkj$c5T�]>g5R>w
fV\!Q1Y1d�`/� . 'sR/foS*\�S?Y1nK[�^-\!fVT7S*\>g5g5h)i Kerberos fV\>Q5Y1d�` jane.root dsQ5R/nuR/�F`>� kdb_edit:

# kdb_edit
Opening database...

Enter Kerberos master key:

Current Kerberos master key version is 1.

Master key entered. BEWARE!
Previous or default values are in [brackets] ,
enter return to leave the same, or new value.

Principal name: jane
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Instance: root

<Not found>, Create [y] ? y

Principal: jane, Instance: root, kdc_key_ver: 1
New Password: <---- enter a SECURE password here
Verifying password

New Password: <---- re-enter the password here

Principal’s new key version = 1
Expiration date (enter yyyy-mm-dd) [ 2000-01-01 ] ?

Max ticket lifetime (*5 minutes) [ 255 ] ? 12 <--- Keep this short!
Attributes [ 0 ] ?

Edit O.K.
Principal name: <---- null entry here will cause an exit

qsTVQ5T�U1`eQ5U1R>[>TVU5Y1nKU1\>^>R/]!R/d�Q5R/d�R>^>g1R/d�]>`tr�]!R/w;fV\>Q5Y1d�Y :

# kinit jane.root
MIT Project Athena (grunt.example.com)
Kerberos Initialization for "jane.root"
Password:

�kT�R>^>iXR�S?Y1nuRyS*R>^/\>[>Y5]>`�Q5R!_?`>f�R/[/\>]!T�_5m3b root v \!wX_1j .klogin:

# cat /root/.klogin
jane.root@EXAMPLE.COM

qsTVQ5T�U1`eQ5R/Q5U5R/^>j$w5]!Ts[>htQ5R>_1g5Y5]!` su(1):

% su
Password:

YFQ5R-d�nuR>]>U5Y5]!Tyg1\�Y?nuT����<Y5TVd�m3S*\>g5g5htT :
# klist
Ticket file: /tmp/tkt_root_245
Principal: jane.root@EXAMPLE.COM

Issued Expires Principal
May 2 20:43:12 May 3 04:43:12 krbtgt.EXAMPLE.COM@EXAMPLE.COM

14.7.8. � ���U����� ���������  �" ����	 �: �� ���
$Y�����
� Q1U5Y1nuT�U1Ty[/htaFTynuh�d�R/foS*\!_1Y3fV\>Q5Y1d�` (principal) jane d7S?R/d�]!j$Q5R/n�b root (instance). �eg1\�R-d�g5R/[/\>g1\tg1\
Q5R!_1`/f�R/[/\!]>T�_1Tzdz]>\!b1Y1nKWZTsY?nuT�g5T�n , b1\>bFYFYXS?T�g5]>Y v Y5b1\>]!R>U , c5]!R�Q1U5Y5gXm5]!R Kerberos Q1R�jXnuR!_1c?\!g5Y5� ;
<principal>.<instance> [ v R>U1nuT <username>.root Q5R/f�[>R>_5m5T�]�Y1d�Q5R>_1`>fVR>[-\!]!` su(1) S1_1m3S?R/d�]!j$Q1\�b
root, TVdo_?YFd�R/R>]![/T�]>d�]![>j$���<Y5Tzf�\!Q5Y?d�YFg?\�iXR�S1m5]/dom;[ v \>wX_1T .klogin S*R/n7\!a<g5T�{VR�b1\>]>\�_?R>{V\ root:

# cat /root/.klogin
jane.root@EXAMPLE.COM
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~kR�S?R/^>g5RtrV]!R/nuj , T�do_1Y<[ v \>wX_1T .klogin Y5fzS?R/n7\>aFg5TV{�Reb1\!]>\!_1R>{�\tQ5R>_1`>fVR>[/\>]!T�_1mkT�d�]!`ld�]!U1R>b5Y<[ v R/U1nuT :
% cat ~/.klogin
jane@EXAMPLE.COM
jack@EXAMPLE.COM

r�]!ReQ5R>fV[>R!_?Y5]t_1�e^>R/nuj;dzY$S?TVg5]!Y v Y5b?\!]!R/U5R/n EXAMPLE.COM, b5]!Rk\!j$]!TVg5]!Y v Y1}5Y5U5R/[/\�_*dom3b1\!b jane YX_?Y jack ( d
Q5R/nuR/�F`>��b5R/n7\>g$S?h kinit, dVn . [>htaFT ) Q1R!_1j$c5Y5]>`tS?R-d�]!j$QFb<j$c5T�]!g1R>wFQ1R!_1`/f�R>[-\!]!T�_5m jane YX_?Y v \!w5_?\>nKrV]!R>w
d�Y1d�]!TVnuh (grunt) c5TVU5T�f rlogin(1), rsh(1) YX_?Y rcp(1).

�3\!Q5U5Y?nuT�U , jane nuR>WZT�]�[>iXR�S?Y5]>`�[tS*U5j${�j$� d�Y1d�]>TVnuj3Y1d�Q5R!_1`/f�j-m Kerberos:

% kinit
MIT Project Athena (grunt.example.com)
Password:

% rlogin grunt
Last login: Mon May 1 21:14:47 from grumble
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994

The Regents of the University of California. All rights reserved.

FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1995

(l_1Y jack [!iXR!S?Y5]�[ej$c5T�]!g1j-� fV\>Q5Y1d�` jane’s g1\er�]!R-nKWZTsb5R-nuQ5`>�e]!T�U1T (
v \!wX_ .klogin jane g1\>d�]!U5R>TVg;b1\>b

Q5R>b1\>fV\>g5R�[>hta<T , Y<[ Kerberos g1\/d�]!U1R>T�g?\tj$c5T�]!g?\�mFf�\!Q5Y1d�` jack):

% kinit
% rlogin grunt -l jane
MIT Project Athena (grunt.example.com)
Password:

Last login: Mon May 1 21:16:55 from grumble
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994

The Regents of the University of California. All rights reserved.
FreeBSD BUILT-19950429 (GR386) #0: Sat Apr 29 17:50:09 SAT 1995

14.8. Kerberos5
���������������! �"$#

Tillman Hodgson.
� �*" ��"?(?��#��/(1670 �F�����&�*"*��#<B��'�����������! �"-#

Mark Murray.

�yd�TzU5T�_1Y5fVh FreeBSD Q5R/d�_1T FreeBSD-5.1 [>bX_?��c1\>��]�Q1R�S5S?TVUXWZb5j3]!R>_1`>b5R Kerberos5. q)\!b1Y1n�R/^>U1\>f�R/n ,
Kerberos5 r�]>ReT�S?Y5g1d�]![>TVg5g1\�m<[>bX_1�ec1\!T�n7\�m;[eQ5R/d�]>\![/b5jk[>T�U?d�YXm;Y<T�{�Reb5R>g v Y5{�j$U1\>}5YXm3Q5R!iXR>WZ\�g1\ KerberosIV
[>Renug1R>{�Y5i3\/d�Q5TVb5]>\!i .

� ]>\�Y1g v R>U1n7\>}5YXm;Q5U1Y1nuT�g5Y?n7\�]!R>_1`>b1R�b Kerberos5 Y5fsU5T�_1Y1f�R>[eQ5R/d�_1T FreeBSD-5.0.
~kR!_1`/f�R>[-\!]!T�_1Y , WZT�_?\>���<Y5TzY1d�Q5R!_?`>f�R/[/\>]!`�Q1\>b5T�] KerberosIV, nuR/{�j$]�jXd�]/\!g5R/[>Y5]!`�T�{�ReY5fyQ5R>U5]/\
security/krb4.

Kerberos r�]>R�S?R/Q5R!_?g5Y5]!T�_1`>g1\!m;d�T�]>T�[/\!mFd�Y1d�]!TVn7\ / Q5U1R>]!R/b5R!_ , Q5R>fV[>R>_5m5���%\�mkQ5R!_1`/f�R/[/\!]>T�_5m1n�\>[>]!R/U5Y5f�R/[/\>]!`/d�mc5T�U5TVfzf�\!�FY1�FT�g1g5htTsd�T�U5[/Y1d�hxg1\efV\>�FY5�<T�g5g1R/n�d�TVU5[>TVU5T . qy\>b5Y5T)d�TVU5[>Y1d�hxb1\!b;j/S*\!_1T�g1g5htwF[>i$R!S , j/S*\�_?T�g5g5R/T
b5R>Q5Y1U5R>[-\!g5Y5T , fV\>�FY5�<T�g5g5R/T�b5R/Q5Y5U5R/[/\!g1Y5T v \>wX_1R>[enuT�W%S?j;d�Y?d�]!T�n7\>nuYFY;S?U5j${�Y5TyfV\�S*\!c1YFd�[/h�d�R>b1Y1nKU5Y1d�b5R/n
d�]>\>g5R>[>m5]>domkS?R/Q5jXd�]!Y?nuR�^>TVf�R/Q1\>d�g5h�nuY;YF^/R!_1TVTzb5R/g5]!U5R>_1Y5U5j$T�nuh�nuY .
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Kerberos nuR!WZTV]�^>ht]>`�R>Q1Y1d�\>g1\�b1\>b;Q5U5R/b1d�Y%d�Y1d�]!TVn7\eY$S?TVg5]!Y v Y5b?\!}5Y5Y - Q5U1R>[>TVU5b5Y . �eg1\�]>\>bXWZTynuR>WZT�]�^/ht]!`
R>Q5Y1dV\!g1\�b1\!b<fV\!�<Y5�FTVg5g1\!mk[/g5T�a<gXmXmFd�Y?d�]!T�n7\e\>j-]>T�g5]!Y v Y5b1\!}1Y5Y . Kerberos Q5U5T�S?R/d�]>\![>_5m5T�]�]>R!_1`/b5R�R!S?g5jv j-g1b5}5Y5� — f�\!�<Y5�FTVg5g5j$� \>j$]!T�g5]>Y v Y5b1\>}5Y5��Q1R!_1`/f�R>[-\!]!T�_1T�w;d�T�]!Y . �egFg5TsQ5U5T�S?R/d�]>\![>_5m5T�] �eg;g5T
Q5U5ToS*R/d�]/\![!_1m5T�] v j$g5b5}1Y5w<\>[>]!R/U5Y5fV\>}5Y5Y ( c5]!RlU1\!fVU5T�a<T�g5R�S?T�_*\!]!`eQ5R!_1`/f�R/[/\!]>T�_5m1n ) YX_1Y v j$g5b1}5Y5w<\>j/S?Y5]>\
( b1\>b5R>w3Q1R!_1`/f�R>[-\!]!T�_1`�c5]>R�S?T�_?\!TV] ). ~kR/do_?Tz]!R/{�R , b1\!b;b5_1Y5T�g1]eYFd�T�U5[/T�U<Y1d�Q5R>_1`>fVR>[-\�_1Y Kerberos S1_5m
Y$S?T�g1]!Y v Y5b1\>}5Y5Y , R>g5Y<nuR>{�j$]efV\!a<Y v U5R/[/\!]>`t[/d�Tyd�R/ToS?Y5g1T�g5YXm;S1_5mF{�\!U1\>g5]!Y5U5R/[/\!g1YXm;d�R>^-d�]![/T�g5g1R>w
^>T�fVR>Q1\/d�g5R-d�]!Y3Y<}5T�_?R/d�]>g5R/d�]!Y3S*\>g5g5h)i .

'z_1ToS?R/[/\>]!T�_1`/g5R�b5U?\!w5g5TsU5T�b1R/nuT�gXS?j$T�]>d�mFY1d�Q1R!_1`/f�R>[-\!]!` Kerberos duS*U5j${�Y1nuY�nuT�]!R!S*\>nuY<^>TVf�R>Q?\>d�g1R/d�]!Y ,
Q5U5ToS*R/d�]/\![!_1m5���FY?nuYFd�TVU5[>Y1d�h�\![/]!R>U5Y1fV\!}1Y5Y;Y<\>j/S?Y5]>\ .
~kR/do_?ToS?j$���<Y5T�Y5g?d�]!U5j$b5}1Y5Y%nuR/{�j$]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�ml[lb1\>c5TVd�]![>TsU5j$b5R>[/R�S*d�]![/\)Q5Rlg1\/d�]!U5R/w5b5T Kerberos,
Q5R/d�]>\![>_5m5TVnuR/{�R�d FreeBSD. qyT�n�g5T)nuT�g5TVT , [-\>nKQ5R/]!U5TV^>j$T�]>d�mFR>^/U1\!]>Y5]!`/d�m;bFd�R/R>]![/T�]>d�]![>j$�e�FY1n�d�]!U1\>g5Y5}1\/n
d�Q5U1\>[>R/c5g5Y5b1\�fV\�Q1R!_1g5h�n�R>Q5Y1dV\!g5Y1TVn .

� }1T�_5mXikS?T�nuR>g1d�]!U1\>}5Y5YFjXd�]>\!g5R/[>b5Y Kerberos, ^>j/S?j$]�Q1U5Y1nuT�g1T�g5h do_1T�S?j$���FY1TzR>^/R>fVg1\!c5TVg5YXm :

• DNS S*R/nuT�g (” fVR>g1\ ”) example.org.

•
� g5Y5b1\!_1`>g5htwFY$S?T�g1]!Y v Y5b1\>]!R>U Kerberos EXAMPLE.ORG.

, �!�µ�.-���� � � : � �V�����
 2¤��´���¢7�-¢V´��¥�=� ��°z ��V¢ �!�?¢����7� �>�*¢���/�y��� � ����¥�=��/´!�o¢ Kerberos �$�o£)¢7¢�����������¡��o�$¢¤��¢
���V���� 
 2 �>������
7¢.4 �l���l���o���=��¢�� ��¢V´/��¢¥��� . ¯?���k�� 2V���������	�.2¥¡=¢¤£y����
)�����¡��-¢��8� DNS � 4 �����������!�o��¢¥�t��� 2V� ��£ ��;�¥��

�V�80 2��/� Kerberos ��V���?�o�54��!� � ���-¢������V² �!�o�����/����� � .

14.8.1. � ��� ���9 ��
Kerberos ^>h)_%d�R>f�S*\!g MIT [�b1\>c5TVd�]![>TsU5T�a<T�g5YXm<Q5U5R>^>_1TVn�ds^>TVf�R/Q1\>d�g5R/d�]!`>��d�T�]!Y . ~kU5R>]>R>b5R>_ Kerberos
Y1d�Q5R>_1`>fVj$T�]�d�]!R>w5b1j-� b5U5Y1Q5]!R>{VU1\ v Y1� , ]>\>bFc5]>RebX_?Y5T�g5]lnuR!WZT�]eY$S?TVg5]!Y v Y5}1Y5U5R>[-\!]!`-dom;g1\ed�T�U1[>T�U1T ( YFR>^/U1\!]>g5R )
c5T�U5TVfzg5TVfV\>�FY5�<T�g5g5R/Tsd�T�]!TV[>R>Tyd�R/ToS?Y5g1T�g5Y5T .
Kerberos r�]>ReY;Y?n+m%d�TV]!T�[/R>{VR�Q5U5R/]!R>b5R>_?\�\>j-]>T�g5]!Y v Y5b1\!}1Y5Y;YFR/^>�<Y5w;]!TVU1nuY5gFS1_5mFR/Q5Y1d�\>g5YXm;Q5U1R>{�U?\>n7n , {�S?T
R>g;U5T�\�_1Y1f�R>[-\!g ( g1\!Q1U5Y1nuT�U , Kerberos telnet). qsTVb5j$�<\!mF[>TVU1d�YXm;Q1U5R>]!R/b5R!_*\ 5 R/Q5Y1d�\>g1\�[ RFC 1510.
* R/d�]>j-Q1g5R�g5T�d�b5R>_1`>b5Rld�[/R>^>R!S?g5h)ikU5TV\!_1Y5f�\!}5Y5wFr�]!R/{�R�Q1U5R>]!R/b5R!_*\ , U1\>^>R>]>\>���<YXi3g1\�nug5R>WZTVd�]>[>TyR>Q5TVU1\!}5Y1R>g5g5h)i
d�Y1d�]!TVn . Massachusetts Institute of Technology (MIT), {�S?T Kerberos ^>h)_%Q5T�U5[/R>g1\>c1\�_?`>g5RtU1\>f�U1\>^>R/]>\!g ,
Q5U5R�S*R!_5W \!TV]�U1\>f�U1\>^/\!]>ht[/\!]>`�d�R>^-d�]![/T�g5g1htw;Q1\!b1T�] Kerberos. �eg;R>^/htc5g5ReY1d�Q5R>_1`>fVR>[-\�_?d�ml[�' � 
 b1\!b
b5U5Y5Q5]>R>{�U?\ v Y5c5T�d�b5Y1w;Q5U5R!S?j$b5] , Y<[�rV]!R/n�b?\!c5T�d�]![/TzQ5R/Q1\=S*\!_FQ5R!SFS?TVw1d�]![/Y5TzR/{�U1\>g5Y5c5TVg5Y5wFg?\�r�b?d�Q5R/U5] . MIT
Kerberos S?R-d�]!j$Q5TVgF[�[/Y$S?TsQ5R>U5]/\ (security/krb5). Heimdal Kerberos rV]!R�S*U5j${V\�m;U1TV\�_?Y5fV\>}5YXm;[>TVU1d�Y1Y 5,
b5R>]!R/U1\�m;U?\!f�U?\!^/\>]!ht[/\!_?\>d�`)Y1d�bX_?��c5Y5]>T�_1`/g5Re[/g5T ' � 
�S1_5mFR/^!iXR�S�\)r�b1d�Q5R>U5]>g5h)i;R>{VU1\!g5Y1c5T�g5Y1w ( Y<Q5R>rV]!R/nuj
c1\>d�]!R�[/bX_1��c?\�_?\/d�`�[lg5T�b1R/n7nuT�U1c5TVd�b5Y5TyU5TV\!_1Y5fV\>}5Y5Y UNIX). Heimdal Kerberos S*R/d�]>j-Q1T�gF[e[>Y$S*TsQ5R/U5]>\
(security/heimdal), T�{VRenuY5g1Y1n7\�_1`/g5htwFb1R/nuQX_1TVb5]�[/bX_1�ec5T�g<[�^/\>f�R/[>j$��jXd�]>\>g5R>[/b5j FreeBSD.

� }1T�_5mXi;Q5R>_1j$c5T�g1YXm;g1\!Y1^>R!_?`>aFTVw;\!j/S?Y5]>R>U5Y5Y , [�rV]!YXi;Y5g?d�]!U5j$b5}1YXmXi;Q5U5ToS*Q5R!_?\>{V\>T�]>d�m;Y1d�Q5R>_1`>fVR>[-\!g5Y5T Heimdal
[>bX_1�ec1\!T�nuR>{VR�[ FreeBSD.

14.8.2. �����������
����� Heimdal KDC
� T�g5]!U<U1\>d�Q5U5R-d�]!U1\>g5T�g1YXm;bX_1�ec5T�w (Key Distribution Center, KDC) r�]!Rl}5TVg5]!U1\!_1Y5f�R/[/\>g5g5htwFd�T�U5[/Y1d
\!j$]!T�g1]!Y v Y5b1\>}5Y5Y , Q5U5ToS*R/d�]/\![!_1m5TVnuhtw Kerberos — rV]!R�b1R/nuQ5`/��]!TVU , b5R/]!R>U1htwFQ5U5T�S?R/d�]>\![>_5m5T�]tS?R/d�]!j$QFc5TVU5T�f
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Kerberos. KDC d�c5Y5]/\!T�]/dom3S?R/[>TVUXm5TVnuh�nK[-d�TVnuY;S?U5j${�Y?nuYFb5R-nuQ5`>�e]!T�U1\/nuY<dsR>Q5U1ToS?T�_1T�g5g1h�n
Y$S?T�g1]!Y v Y5b1\>]!R>U1R/n Kerberos YFQ5R/r�]!R-nujlb<g5TVnuj3Q1U5ToS �µm5[!_5m5��]/domF[/h�d�R>b1Y5T�]!U5TV^>R/[/\!g1YXm;^>TVf�R>Q?\>d�g1R/d�]>Y .

(3nuT�w5]!Ty[>[/Y$S?j , c5]!ReiXR>]�m<U1\!^/R>]>\�d�T�U5[/T�U1\ Kerberos ]!U1T�^>j$TV]�R>c1T�g5`eg5TVnug5R/{�Re[>htc5Y1d�_1Y5]!T�_1`>g5h)i3U5T�d�j$U1d�R>[ , Y1f
d�R>R/^>U1\!WZT�g5Y5w3^/T�fVR>Q1\/d�g5R-d�]!YlS1_1mFg5T�{VR�U5TVb5R/nuTVg$S?j$T�]/domFR/]=S?T�_?`>g5htw<b5R/nuQ5`/��]!TVU , U1\>^>R>]/\!���<Y5w;]!R>_1`>b1R�[
b1\!c5T�d�]![/T KDC.

~kT�U5T�S<g1\!c?\�_1R-nKg1\>d�]!U5R>w1b5Y KDC, j$^>T�S?Y5]!T�d�`ec5]!Rl[ v \>wX_1T /etc/rc.conf d�R!S?T�U5WZ\>]>dom<Q5U1\![/YX_1`/g5htT
g1\>d�]!U5R>w1b5YkS1_5m<U1\!^/R>]!hx[eb1\!c5T�d�]![/T KDC ( [/\/nKnuR!WZT�]lQ5R>]>U5T�^/R>[/\>]!`/d�mlY1fVnuT�g1Y5]!`lQ5j$]!Y<[ld�R/R>]![/T�]>d�]![>Y5Y<d
d�R>^-d�]![/T�g5g1R>w;d�Y?d�]!T�nuR>w ):

kerberos5_server_enable="YES"
kadmind5_server_enable="YES"
kerberos_stash="YES"

, �!�µ�.-���� � � : �*�!�����?¢¥�=� kerberos_stash �¤�! 7¢2�¥�=� ��¢¥�)������
V� �l� FreeBSD 4.X.

�'\!]!T�nKQ5U5Y1d�]!j$Q5Y1n bFU5T�S*\!b5]>Y5U5R>[-\!g5Y1� v \!w5_?\�g1\/d�]!U1R>w5b5Y Kerberos, /etc/krb5.conf:

[libdefaults]
default_realm = EXAMPLE.ORG

[realms]
EXAMPLE.ORG = {

kdc = kerberos.example.org
}

[domain_realm]
.example.org = EXAMPLE.ORG

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5Tyc5]!Re[ v \>wX_1T /etc/krb5.conf Q5R�S?U?\!f�jXnuTV[/\!TV]>dom3g1\!_1Y5c5Y1Tsj KDC Q5R!_1g1R>{�R�Y1nuT�g5Y
kerberos.example.org. �y\/nKQ5R>]>U5T�^/j-TV]>dom;S?R>^-\![>Y1]!` CNAME ( d�Y5g1R>g5Y1n ) b v \>wX_1jkf�R/g5h , TVd�_1YFj KDC
S?U5j${�R/TzY1n+m .

, �!�µ�.-���� � � : � �10�¡ ��� 
 � �O7���¢¥��¢V´/�y�����!�����
��� �����¥�=���¢�� ���A�8��¢�����¢V��>� BIND DNS ��� �!�?¢V���V� ��¢y� �V£y¢¥��¡/�?��
����¢ 2¥���7��� :
[libdefaults]

default_realm = EXAMPLE.ORG

� �����/¢¤�/��°z ��!� �0�¤�=��/�o��� � , ����¡��!� �/¢�� ��� � ���u²y�!´�)2 ����� example.org:

_kerberos._udp IN SRV 01 00 88 kerberos.example.org.
_kerberos._tcp IN SRV 01 00 88 kerberos.example.org.
_kpasswd._udp IN SRV 01 00 464 kerberos.example.org.
_kerberos-adm._tcp IN SRV 01 00 749 kerberos.example.org.
_kerberos IN TXT EXAMPLE.ORG.

'sR>foS�\=S?Y1nK]>T�Q5TVU5`e^-\!fVj�S*\>g5g5h)i Kerberos.
� ]>\�^-\!fV\)S*\!g5g1h)iFd�R�S*T�UXWZY5]ebX_1��c1YF[/d�T�i3R/d�g5R>[/g5h)ili$R-d�]!R/[ ,

fV\!a<Y v U5R/[/\!g1g5h)ildsQ5R/nuR/�F`/��{�_?\>[>g5R/{�R�Q?\!U5R>_5m . �)\>nKg5Ty]!U5TV^>j$T�]>d�mFQ5R-nug5Y5]!`lr�]!R/]�Q1\>U5R!_?` , R>gFiXU1\!g5Y1]>domF[v \!wX_1T (/var/heimdal/m-key).
* _5m<d�R>foS�\!g5YXm;{�_?\![/g5R>{VRtbX_1�ec1\�f�\!Q5jXd�]!Y5]!T kstash Y<[>[>T�S?Y5]!TsQ1\!U1R!_1` .
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| \!b;]!R>_1`>b1R�^>j/S?TV]�d�R/foS*\>g;{�_*\![>g1htw;bX_1�ec , [/h�nuR!WZT�]!TyY5g5Y1}5Y1\�_?Y5f�Y5U5R/[/\>]!`�^-\!f�j�S*\>g5g5h)iFd�Q1R/nuR>�<`>�
Q5U5R>{VU1\>n7nuh kadmin dsbX_1�ec5R/n -l ( R/f�g1\>c1\!�e�FY1n ”local”).

� ]!R>]ebX_1��c�d�R/R>^/�<\!TV] kadmin R>^/U1\!�%\!]!`-dom3bv \!wX_?\/nK^/\>f�h S*\!g1g5h)i;g5T�Q1R/d�U1ToS*d�]![>TVg5g5R�[-nuTVd�]>ReY1d�Q5R!_?`>f�R/[/\>g5YXm3d�T�]>T�[>R/{�Rld�T�U1[>Y1dV\ kadmind.
� ]!R�Q1R/nuR>{�\!TV]

U5T�a<Y5]!` ” Q5U1R>^!_?TVnujkb5j$U5Y5}5h�Y;m5w5}1\ ”, b5R>{�S*\�R/^>U1\>�FTVg5Y5T�Y$S*T�]lbFT��<Tzg5T)d�R/foS*\>g5g5R/w3^/\!fVT7S*\>g5g5h)i .
| \>b;]!R!_?`>b5R

[>hxj$[>Y$S*Y5]!TyQ5U5Y5{�_?\!a<T�g5Y5T kadmin, Y1d�Q1R!_1`/f�j$w5]!Tsb5R/n7\>g$S?j init S1_5m%d�R>f�S*\!g1YXm;^/\>f�h�S*\>g5g5h)i
Y$S?T�g1]!Y v Y5b1\>]!R>U1R>[ .
�3\!b5R/g5T�} , R-d�]>\>[/\!m1d�`�[eQ5U5Y5{�_?\!a<T�g5Y5Y kadmin, d�R>f�S*\!w1]!TzQ5TVU5[>j$� fV\>Q5Y1d�`edzQ5R-nuR>�<`>��b1R/n7\!gXS?h add. �ld�]/\![>`/]!T
g5T�Y5f�nuT�g5g1h�nuYFQ1\>U1\>nuTV]!U5h�Q5RejXnuR!_1c1\>g5Y5� , [>hx[-d�TV{oS*\ed�nuR!WZTV]!TsY5f�nuT�g5Y1]!`eY5ikQ1R>f�WZT)d�Q5R-nuR>�<`>��b1R/n7\!gXS?h
modify. �e^/U1\!]>Y5]!Ty[>g5Y1n7\>g5Y5T , c5]!Rl[>hx[/d�T�{�S*\�nuR!WZTV]!T)Y1d�Q5R>_1`>fVR>[-\!]!`tb5R-n7\!g$S*j ? S1_5m<Q5U5R/dVnuR>]!U?\)S?R-d�]!j$Q5g5h)i
Q1\!U1\/nuT�]!U1R>[ .
~kU5Y1nuT�U%d�R/foS*\>g5YXm3^/\>f�h�S*\>g5g5h)i3Q5R>b?\!fV\>g;g5YXWZT :
# kstash
Master key: xxxxxxxx
Verifying password - Master key: xxxxxxxx

# kadmin -l
kadmin> init EXAMPLE.ORG
Realm max ticket life [unlimited]:
kadmin> add tillman
Max ticket life [unlimited]:
Max renewable life [unlimited]:
Attributes []:
Password: xxxxxxxx
Verifying password - Password: xxxxxxxx

qsTVQ5T�U1`eQ5U1Y5a;_1Rl[>U1TVn+m;fV\>Q5jXd�]!Y1]!`ld�T�U5[/Y1d�h KDC. �shtQ1R!_1g5Y1]!Tzb5R-n7\!g$S*h /etc/rc.d/kerberos start Y
/etc/rc.d/kadmind start S1_5mFf�\!Q5jXd�b?\�d�TVU5[>Y1d�R>[ . �kYFR�S?Y5g<Y5fyQ5R�S5S*T�UXWZY5[-\!���<YXi Kerberos S*\!T�nuR>g5R/[�g1\
r�]!R/]enuR/nuTVg5]�f�\!Q5j$�<T�g;g5Ty^>j/S?TV] , g5Rljk[/\/duS?R>_5WZg1\�^/ht]!`�[/R>fVnuR>W�g1R/d�]>`�j$^>T�S?Y5]!`-dom;[�]>R/n , c1]!R KDCv j-g1b5}5Y5R/g5Y5U5j$T�]�Q5j$]!TVn Q5R!_1j$c5TVg5YXmFd�Q5Y1d�b?\tS?R-d�]!j$Q1\tS1_5mFQ1R!_1`/f�R>[-\!]!T�_5m , b5R>]!R/U5R>{VR�[/hx]!R!_1`/b5R�c1]!R
d�\>nuR-d�]!R>m5]!T�_?`>g5R�d�R>f�S*\�_1YFY5fsb1R/n7\!gXS?g5R>w<d�]!U5R/b5Y<dV\>nuR/{�R KDC:

% k5init tillman
tillman@EXAMPLE.ORG’s Password:

% k5list
Credentials cache: FILE:/tmp/krb5cc_500
Principal: tillman@EXAMPLE.ORG

Issued Expires Principal
Aug 27 15:37:58 Aug 28 01:37:58 krbtgt/EXAMPLE.ORG@EXAMPLE.ORG

14.8.3. �W"!� ��"�� Kerberos � ��"!� �� !��� $  Heimdal
* _5m;g1\!c?\�_?\�g1\>nKQ5R/]!U5TV^>j$T�]>d�mFb5R/Q5YXm v \!w5_?\�g1\/d�]!U1R>w5b5Y Kerberos, /etc/krb5.conf. ~kU5R-d�]!Rld�b5R/Q5Y5U5j$w5]>T
T�{�Rld KDC g1\ebX_1Y1T�g5]>d�b5Y5w%b5R/nuQ1`>��]>T�UF^/T�fVR>Q1\/d�g5h�nKd�Q1R/d�R/^>R-n ( Y1d�Q5R!_1`/f�j-m;d�TV]!T�[/htTsj$]!YX_?Y5]!h , ]>\>b5Y5Tyb1\!b
scp(1), YX_1Y v Y5f�Y1c5TVd�b5Y , dsQ5R/nuR/�F`>��S?Y1d�b5T�]!h ).

�'\!]!T�nK[/\/n�Q5R>g?\=S?R/^>Y5]>d�m v \!wX_ /etc/krb5.keytab.
� ]!RlR/d�g1R>[>g1R>T7U1\>f�_1Y5c1Y5TynuT�W%S?j;d�TVU5[>TVU5R/n ,

Q5R�S5S*T�UXWZY5[-\!���<Y1n Kerberos Y<U1\!^/R>c5Y?nuYFd�]>\>g5}5YXm1nuY — g?\ed�T�U5[/T�U5T�S?R!_5WZTVgF^>ht]>` v \!w5_ keytab. � rV]!R/n
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v \!wX_1Tsg1\�iXR!S?Y5]>d�m;}5T�g5]>U1\�_1`/g5htwFb5_1��c%d�T�U1[>T�U?\ , b5R/]!R>U5htw<Q5R>fV[>R>_5m5T�] KDC Q1U5R>[/T�UXm5]!`e[/d�T7S?U5j${VY5T
Y$S?T�g1]!Y v Y5b1\>]!R>U1h . �eg3S?R>_5WZT�g<^>ht]!`eQ5R/nuTV�FT�gFg1\ed�T�U5[/T�U;^/T�fVR>Q1\/d�g5h�nKd�Q5R-d�R/^>R/n , Q1R/d�b1R!_1`/b5je^/T�fVR>Q1\/d�g5R-d�]!`
d�T�U1[>T�U?\�nuR!WZT�]l^>ht]>`�g1\>U5j$aFT�g?\ , TVd�_1YFb5_1��c%d�]>\>g5T�]eR>^>�<ToS?R-d�]!j$Q5TVg .

� ]!ReR>f�g?\!c1\>T�] , c1]!ReTV{�ReQ5T�U5T�S*\!c?\�c5TVU5T�f
g5T�f�\!aFY v U5R>[-\!g5g5htwkb1\>g1\�_ , ]>\!b1R>wFb?\!b FTP — R>c5TVg5`�QX_?R!i5\�m3Y$S?T�m .

�e^>htc5g5R�Q5T�U5TVg5R/d v \!w5_?\ keytab g1\�d�T�U5[/T�U;Q1U5R>Y5fV[>R!S?Y5]>d�mFdzQ5R-nuR>�<`>��Q1U5R>{VU1\>n7nuh kadmin.
� ]>Rej/S?R/^>g5R ,

Q5R/d�b5R!_1`/b5jl[/\>nKQ1R>]!U5TV^>j$T�]/domF]>\>bXWZTyd�R>f�S*\!]!`�fV\!Q1Y1d�`�i$R-d�]>\ (KDC c?\>d�]>` krb5.keytab) dsQ5R/nuR/�F`/� kadmin.

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!R�S?R!_1W�g1h�^>ht]!`ej-W�TyfV\>U5T�{VY1d�]>U5Y5U5R/[/\!g1h�[ld�Y1d�]!TVnuT)YFg1T�R>^>iXR�S?Y1nuR�g1\�_1Y1c5Y5TzQ1U1\![eg1\
Y1d�Q5R>_1`>fVR>[-\!g5Y5T7Y1g5]!T�U v T�w1dV\ kadmin [ v \>wX_1T kadmind.acl. �e^/U1\!]!Y1]!TVd�`�bFU?\!foS*T�_1j ”Remote administration”
[ info d�]!U?\!g5Y5}?\�i Heimdal (info heimdal) fV\tS?T�]/\�_5m1nuY<Q5Red�R/d�]/\![!_?T�g5Y5� d�Q5Y?d�b1\�S?R/d�]!j$Q1\ . +sdo_1Y<[>hxg5T
i$R/]!Y5]!Ty[>b5_1��c1\>]!`�j/S*\!_1T�g1g5htw3S?R-d�]!j$Q kadmin, nuR>WZT�]!TyQ5U5R-d�]!ReQ5R�S?b5_1��c5Y1]!`/d�mFb KDC c1T�U5TVfsf�\!�FY1�FT�g1g5R>T
d�R>T�S?Y5g5TVg5Y5T ( _1R/b1\�_?`>g5j$��b1R>g1d�R!_1` , ssh(1) YX_1Y Kerberos telnet(1)) Y<[>htQ5R>_1gXm5]!`l\=S*nuY1g5Y1d�]>U5Y5U5R/[/\!g1Y5T
_1R>b1\!_1`>g1R�dzQ1R/nuR>�<`>� kadmin -l.

~kR/do_?TuS?R>^-\![>_1T�g5Y5m v \!wX_?\ /etc/krb5.conf, [>h�nuR>WZT�]!TyY1d�Q1R!_1`/f�R>[-\!]!` kadmin dzd�T�U5[/T�U1\ Kerberos.| R/n7\!gXS*\ add --random-key Q5R/f�[/R!_1Y5]�[/\>npS*R>^/\>[>Y5]>`�fV\>Q5Y1d�`�S1_5m<d�T�U5[/T�U1\ , \�b1R/n7\!gXS*\ ext Q5R>fV[>R!_?Y5]
Q5T�U5TVg5TVd�]!YFrV]!j3fV\>Q5Y1d�`�[ed�R>^-d�]![/T�g5g5htw keytab

v \>wX_<d�TVU5[>TVU1\ . �3\>Q5U5Y1nuTVU :

# kadmin
kadmin> add --random-key host/myserver.example.org
Max ticket life [unlimited]:
Max renewable life [unlimited]:
Attributes []:
kadmin> ext host/myserver.example.org
kadmin> exit

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!Rlb5R/n7\>g$S*\ ext ( d�R>b5U1\>�FTVg5Y5TzR/] ”extract”) d�R>iXU1\!gXm5TV]�Q5R>_1j$c5T�g5g1htwFbX_1�ecF[ v \!wX_?T
/etc/krb5.keytab Q5R�jXnuR>_1c1\!g1Y5� .

+zdo_1Y<g1\ KDC g1Tsf�\!Q5j$�FTVg kadmind ( [>R>f�nuR!WZg5R�Q1Red�R/R>^/U1\�WZT�g1YXm1nP^>T�fVR>Q1\/d�g5R-d�]!Y ) YF[/hxg5T)nuR!WZT�]!TyQ5R>_1j$c5Y5]!`
S?R/d�]!j$Q;b kadmin j/S*\�_?T�g5g5R , [>R/fVnuR>W�g1R)S?R>^-\![>_1T�g5Y1T�fV\>Q5Y1d�Y;i$R-d�]>\ (host/myserver.EXAMPLE.ORG)
g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R�g1\ KDC dzQ1R/do_?ToS?j$���<Y1nKY5fV[!_1TVc5T�g5Y1TVn�TVTs[/R�[>U5T�nuT�g5g1htw v \!w5_ ( Y<Q5T�U1T�fV\>Q5Y1d�`>�
/etc/krb5.keytab g1\ KDC) Q1U5Y1nuT�U1g5Re]/\!b :

# kadmin
kadmin> ext --keytab=/tmp/example.keytab host/myserver.example.org
kadmin> exit

�'\!]!T�nK[>h�nuR>WZT�]!T)d�b5R/Q5Y5U5R/[/\>]!` keytab g1\�d�T�U5[/T�U;f�\!�FY1�FT�g1g5h�n�d�Q1R/d�R/^>R-n ( g1\>Q5U5Y1nuTVU , Y1d�Q1R!_1`/f�j-m scp Y5_1Y
S?Y1d�b1T�]!j ).

� ^>T�S?Y5]!T�d�` , c5]!RlY1d�Q1R!_1`/f�j$TVnuR/TzY1n+m keytab g5T)d�R/[>Q1\�S*\!TV]�dzY1nuTVg5TVn�Q5R�jXnuR!_?c1\!g5Y1��[/R�Y5fV^>T�W \>g5Y5T
Q5T�U5TVfV\>Q5Y1d�ht[-\!g5Y5m keytab g1\ KDC.

qsTVQ5T�U1`e[-\!a d�T�U5[/T�UFnuR>WZT�]ed�[!m5fVht[/\!]>`/dom;d KDC (S?R/^/\>[!_1TVg v \!wX_ krb5.conf) YFY$S*T�g5]!Y v Y5}5Y5U5R/[/\>]!`ed�T�^!m
(S?R/^/\>[!_1TVg v \>wX_ krb5.keytab). qyTVQ5T�U5`l[>hx{VR>]!R/[>hxb<[>bX_1�ec5T�g1Y5��g1T�b5R/]!R>U5h)i;d�T�U5[/Y1d�R/[ Kerberos. � r�]!R-n
Q5U5Y1nuTVU5Tynuh�[>bX_1�ec5Y1n�d�T�U5[/Y1d telnet, Q1R/nuTVd�]!Y5[l[ /etc/inetd.conf g5YXWZT�Q5U1Y5[>T�S?T�g5g1j-� d�]>U5R>b5j3Y
Q5T�U5TVfV\>Q5jXd�]!Y5[ld�TVU5[>Y1d inetd(8) b5R-n7\!g$S*R>w /etc/rc.d/inetd restart:

telnet stream tcp nowait root /usr/libexec/telnetd telnetd -a user

�ec5T�g5`e[/\!W�g1R�jXd�]>\>g5R>[/Y5]!`�b5_1��c -a ( ]>Y5Q<\>j-]>T�g5]!Y v Y5b1\!}1Y5Y ) [ user. �e^>U1\>]!Y5]!T�d�`ebFd�]!U?\!g5Y5}1Tyd�Q5U1\![/R>c5g1Y5b1\
telnetd(8) fV\�Q5R�S?U1R>^>g1R>w;Y5g v R>U1n7\>}5Y5T�w .
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�3\>d�]>U5R>w5b?\tbX_1Y5TVg5]>d�b5R>{VReb5R-nuQ5`>�e]!T�U?\�Q5R/c5]!YF]>U5Y5[>Y?\�_1`/g5R�Q5U1R/d�]/\ . | \>b;]!R!_?`>b5R�g?\>d�]>U5R>w5b?\ Kerberos
fV\!b1R>g5c5TVg1\ , [-\>nKQ5R/]!U5TV^>j$T�]>d�mF]!R>_1`>b5R v \!wX_%g1\>d�]!U5R>w1b5Y Kerberos, /etc/krb5.conf. ~kU1R/d�]>Red�b1R>Q5Y5U1j-w1]!TsTV{�R
^>T�fVR>Q1\/d�g5h�nKd�Q5R/d�R>^>R-nPg1\�b5_1Y5T�g1]>d�b5Y1wFb5R-nuQ5`>�e]!T�U%d KDC.

~kU5R>]!T�d�]!Y1U5j$w5]!TybX_1Y5TVg5]>d�b1Y5w<b1R/nuQ5`/��]!TVU , Q5R/Q5ht]>\>[>aFY?d�`�Y1d�Q5R!_?`>f�R/[/\>]!` kinit, klist, Y kdestroy S1_1m
Q5R!_1j$c5TVg5YXm , R/]!R>^/U1\�WZTVg5YXm;Y;j/S*\!_1T�g5Y5m<d�Q5Y?d�b1\tS?R/d�]!j$Q1\ . 'sR/ToS?Y5g1Y5]!TVd�`ed Kerberos d�T�[/T�U5R-nKY1d�Q5R>_1`>fVj-m
bX_1Y5TVg5] Kerberos, TVdo_?Y<d�R/ToS?Y1g5T�g5Y1Tzg5TyU1\!^/R>]>\>T�]�Y<Q5R!_?j-c1T�g5Y5T�S?R/d�]!j$Q1\tm5[>_5m5T�]/domFQ5U1R>^!_?TVnuR>w , r�]!Rld�b5R/U5T�T
[/d�TV{�R�Q1U5R>^>_1TVn7\ed�T�U1[>T�U?\ , \eg5TzbX_?Y5T�g5]/\eY5_1Y KDC.

~kU5Y;]!T�d�]!Y5U1R>[/\>g5Y5Y<Q5U5YX_1R>WZT�g5YXm<[>U5R!S?T telnet, Q5R/Q5U5R>^/j$w5]!TzY?d�Q5R>_1`>fVR>[/\>]!`tQ5U5R/{�U1\/n7nuj3Q5T�U1T�iX[/\>]>\�Q1\>b5T�]>R>[
( ]>\>b5j$��b1\>b tcpdump(1)), c5]!R>^/h�j$^>T�S?Y5]!`-dom , c5]!Rl[/\>a Q1\>U5R!_?`�g5TsQ5T�U5T�S*\!TV]>dom<g5T�f�\!aFY v U5R>[-\!g5g5h�n .
~kR>Q5U5R/^>j$w5]!TzY1d�Q5R>_1`>fVR>[-\!]!` telnet dsQ1\!U1\/nuT�]!U1R/n -x, c1]!R>^/hxfV\!a<Y v U5R/[/\!]>`t[>TVd�`�Q5R/]!R>b3S*\!g5g1h)i ( Q5R!S?R>^/g5R
ssh).

�ld�g5R/[>g5htT�b5_1Y5T�g1]>d�b5Y1TyQ1U5YX_1R>W�TVg5YXm Kerberos ( ]!U?\=S?Y5}1Y5R>g5g1R�g1\>f�ht[/\>���<Y5TVd�m kinit, klist, kdestroy, Y
kpasswd) g1\�iXR!S1m5]>dom;[e^/\>f�R>[/R>w3jXd�]/\!g5R/[>b5T FreeBSD. �e^/U1\!]!Y1]!Tz[/g5Y1n7\!g1Y5T , c1]!Re[ FreeBSD [/T�U1d�Y5w3S*R 5.0 R>g5Y
^>h)_1Y;Q1T�U5TVY1nuT�g5R/[/\>g5hx[ k5init, k5list, k5destroy, k5passwd, Y k5stash ( iXR>]�m;Y5i;R>^>htc1g5R�Y1d�Q5R!_1`/f�R/[/\�_?Y
_1Y5aF`eR�S?g1R>b5U1\>]!g5R ).
� \!f�_1Y5c5g5htTyg5TVR/d�g1R>[>g1htT�bX_1Y5TVg5]>d�b5Y5TyQ5U5YX_1R>WZT�g5YXm Kerberos ]>\>bXWZTsjXd�]>\!g1\>[!_1Y1[/\!�e]>dom3Q5RejXn+R>_1c1\>g5Y5� .
�?S?TVd�`�Q5U5R>m5[!_5m5TV]>dom ” nuY5g1Y1n7\�_1`/g5R/d�]!` ” ^-\!fVR>[>R/wkj$d�]>\!g1R>[>b1Y Heimdal: telnet rV]!R�T�S?Y5g1d�]![>TVg5g5R/TzQ5U5Y5_1R!WZT�g1Y5T ,
Q5R�S5S*T�UXWZY5[-\!���<T�T Kerberos.

~kR>U5] Heimdal S*R>^/\>[!_5m5TV]tg5T�b1R>]!R/U5htTsR/]>d�j$]>d�]![>j$�e�FY5TsbX_1Y5TVg5]>d�b1Y5T)Q5U5YX_1R>WZT�g5YXm : Q5R!S5S?TVUXWZY5[/\>���FY1T
Kerberos [>TVU1d�Y1Y ftp, rsh, rcp, rlogin, YFg5TVb5R>]>R>U5htT�S?U5j${�Y5TyU5T�W�TyY1d�Q5R!_1`/f�j$TVnuhtTzQ5U5R>{VU1\>n7nuh . ~kR>U5] MIT
]>\!bXWZT)d�R!S?T�UXWZY5]eQ5R!_?g5htw;Q1\>b5T�]ebX_1Y5TVg5]>d�b1YXiFQ5U5Y5_1R!WZT�g1Y5w Kerberos.

14.8.5. ��� ��� ��� �����#" �������� �" � � ��� & �T���������
���� : .k5login  .k5users
� c5TV]!g5htTyfV\!Q1Y1d�Y<Q5R!_1`/f�R/[/\!]>T�_5mk[ Kerberos ( g1\>Q5U5Y1nuTVU tillman@EXAMPLE.ORG) R/^>htc5g1R�d�[>m5fV\!g1h�d
_1R>b1\!_1`>g1h�nuY;j$c5T�]!g1h�nuYFfV\>Q5Y1d�m1nuY ( g1\!Q5U1Y1nuT�U%d7_1R/b1\�_1`/g5R>wFj-c1T�]!g5R/wFf�\!Q5Y1d�`>� 6 tillman).

| _1Y1T�g5]>d�b5Y5T
Q5U5YX_1R>WZT�g5YXm , ]>\!b5Y1Tsb1\>b telnet, R>^/htc5g5Reg5Tz]!U1T�^>j$�e]ej$b1\>fV\!g1YXm;Y1nuT�g1YFQ5R>_1`>fVR>[/\>]!T�_1mkY5_1YFj$c5TV]!g5R>w<fV\>Q5Y1d�Y .

qsT�n�g5TynuT�g5TVT , [>U5T�n+mFR>]�[/U5TVnuTVg5YF[-\>n�nuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-domlS*\!]>`tS?R-d�]!j$QFbF_1R>b?\�_1`/g5R>w3j$c5TV]!g5R>w<fV\>Q5Y1d�Y
b5R/nuj - ]!R , jkb5R/{�R�g1T�]ed�R>R/]![>TV]>d�]![/j$���FTVw;j$c5T�]>g5R>w<fV\!Q1Y1d�Y Kerberos. �3\!Q1U5Y1nuT�U , Q5R!_?`>f�R/[/\>]!T�_1�
tillman@EXAMPLE.ORG nuR!WZT�]eQ5R>]!U1T�^>R/[/\>]!`/d�meS*R/d�]>j-Q<b;_1R/b1\�_?`>g5R/w3j-c1T�]!g5R/wFf�\!Q5Y1d�Y webdevelopers.* U5j${�Y1nKj$c5TV]!g5h�n�f�\!Q5Y?dom1nK]>\>bXWZTynuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-domlS?R-d�]!j$QFb<r�]!R/w3_1R/b1\�_1`/g5R>wFj-c1T�]!g5R/wFf�\!Q5Y1d�Y .
	 \>wX_1h .k5login Y .k5users, Q1R/nuT��<T�g5g1htTz[tS*R/n7\!a<g5Y5w<b1\!]>\!_1R>{sQ5R!_?`>f�R/[/\>]!T�_5m , nuR>{Vj$]�^>ht]>`
Y1d�Q5R>_1`>fVR>[-\!g5h�Q5R�S*R>^>g1R)S?T�w?d�]![/T�g5g5R/wFb5R-nu^>Y5g?\!}5Y5Y .hosts Y .rhosts S1_5mFU5TVaFTVg5YXmFrV]!R>w<Q5U5R>^>_1TVnuh .
�3\!Q5U5Y?nuT�U ,

v \>wX_ .k5login d�Rkdo_1T�S?j$���<Y1n�d�R!S?T�U5WZ\>g5Y5T�n :

tillman@example.org
jdoe@example.org

Q5R/nuTV�FT�gF[tS?R-n7\!aFg1Y5wFb1\>]>\�_?R>{�_?R>b1\!_1`>g5R/{�RtQ5R>_1`>fVR>[-\!]!T�_5m webdevelopers, ]!ReR>^/Tzj$Q5R/n+m5g1j-]>htTsj$c5TV]!g5htT
fV\!Q1Y1d�Y;Q1R!_1j$c1\>]tS?R-d�]!j$Q;b<r�]!R/wFj$c5T�]>g5R>w<fV\!Q1Y1d�Y;^/T�fsg5T�R/^!iXR�S?Y?nuR/d�]>Y;g1\�_?Y5c5YXm;R/^>�FTV{�R�Q?\!U5R>_5m .
� T�b5R-nuT�g$S*j-TV]>dom<Q5U5R>c1Y5]>\!]>`ld�]!U1\!g1Y5}5j;d�Q1U1\![/R>c5g5Y1b1\tQ5Rer�]!Y1n b5R/n7\>g$S*\/n . �e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!Rld�]!U?\!g5Y5}?\
d�Q5U1\>[>R/c5g5Y5b1\�R ksu d�R�S?TVUXWZY5]�Y5g v R>U1n7\>}5Y5��Q1R .k5users.
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• ~kU5YFY1d�Q5R>_1`>fVR>[-\!g5Y5Y3Q1R>U5]!R/[�b1\>b Heimdal ]>\>bFY MIT Kerberos j$^>ToS*Y5]!TVd�` , c5]>Re[ PATH [/T�U1d�Y5Y Kerberos
bX_?Y5T�g5]>R>[�j$b1\>fV\>g5hxQ5T�U1ToS%Y5i;[>T�U?d�YXm1nuY;[e^/\>f�R>[/R>w;d�Y1d�]!T�nuT .

• �)d�Tz_1YFb1R/nuQ5`/��]!TVU5h�[�Q1U5ToS?T�_?\�ikS�\!g5g5R/{�R realm d�Y5gXiXU5R>g1Y5f�Y5U1R>[/\>g5h Q5R�[/U5TVnuTVg5Y ? +zdo_1Y<g5T�] ,
\>j-]>T�g5]!Y v Y5b1\!}1YXmFnuR!WZT�]lfV\>[>TVU5aFY5]>`/dom3g5TVj/S*\!c5g1R . � \>foS . 23.11 R/Q5Y1d�ht[-\!TV]tb1\!b%d�Y5gXiXU5R/g5Y5fVY5U5R>[-\!]!`�c1\>d�h�d
Y1d�Q5R!_?`>f�R/[/\>g5Y5TVn NTP.

• MIT Y Heimdal jXd�Q5TVaFg5Re[>f�\!Y1nuR!S?T�w1d�]![>j$�e] . �'\�Y?d�bX_1�ec5T�g1Y5TVn kadmin, Q5U5R/]!R>b1R!_3S1_1mFb5R>]>R>U5R/{�R�g1Td�]>\!g$S�\!U5]!Y1f�R>[-\!g .

• +zd�_1YF[/hxY5fVnuTVgXm5T�]>T hostname, Q5R>]!U1T�^>j$TV]>domF]/\!bXWZTyY5fVnuTVg5Y5]!`lj$c5T�]!g1j-� fV\>Q5Y1d�` host/ Y<R>^/g5R>[/Y5]!` keytab.� ]!Re]>\!b5W�Tyg5TVR>^!iXR!S?Y1nuRtS?_5mFd�Q5TV}5Y1\!_1`>g5h)i3f�\!Q5Y1d�T�w<[ keytab, ]>\!b5Y5ikb?\!b www/ fV\>Q5Y1d�`enuR�S*j/_1m Apache
www/mod_auth_kerb.

• �)d�TziXR/d�]>h�Q5R�S%R>^>�<Y1nKY$S?TVg5]!Y v Y1b1\!]!R/U5R/nKS?R!_5WZg5h�U1\!fVU5T�a%\!]!`-dom DNS ( Q5UXm1nuR>TsYFR/^>U1\>]!g5R>TzU1\!fVU5T�a<T�g5Y5T ),
YX_?YFb1\>bFnuY5g5Y1nujXn c5T�U5TVf /etc/hosts. �'\>Q5Y1d�Y CNAME ^>j/S?j$]�U?\!^>R/]>\!]>` , g5RlfV\>Q5Y1d�Y A Y PTR S?R!_5WZg5h
^/ht]!`�b5R/U5U5TVb5]!g5h�Y<g1\�iXR!S?Y5]!`-dom;g1\ed�[>R/TVn�nuT�d�]!T . 'sR>R/^>�<T�g5Y5T�R/^�R/aFY5^/b5Tzg5Ts[/d�T�{oS�\�Y5g5]>j-Y1]!Y5[>g1ReQ5R/gXm5]!g5R :
Kerberos5 refuses authentication because Read req failed: Key table entry not found.

• �kTVb5R>]!R/U5htTzR/Q5T�U?\!}5Y5R/g5g5htTzd�Y1d�]>TVnuh , d�Q5R/d�R>^/g5htT�U1\>^>R>]/\!]!`e[�b1\!c1TVd�]>[>Tzb5_1Y5T�g1]!R>[ KDC g5TyjXd�]>\>g1\![>_1Y5[/\>��]
Q5U?\![/\)S1_5m ksu [ setuid root.

� ]!R�R/f�g1\>c1\!TV] , c5]!R ksu g5TyU1\>^>R>]/\!T�] , c1]!R�iXR/U5R>a<Rtm5[!_5m5TV]>domFi$R/U5R>a<T�w3Y$S*T�T�w
S1_1mF^>TVf�R>Q?\>d�g1R/d�]>Y , g5R�g1T�j/S?R>^/g5R . � ]!Rlg5TyR>a<Y5^>b1\ KDC.

• ' MIT Kerberos, T�do_1Y<[>h iXR>]!Y1]!TsQ1U5R�S1_?Y5]!`�S?T�w1d�]![>Y1T�S?R-d�]!j$Q1\tS?Rlf�g1\>c5T�g5Y5m;^>R!_?`>aFTV{�R , c1TVnPS?T�dom5]!`lc1\/d�R>[
Q5RejXnuR!_1c1\>g5Y5� , Y1d�Q5R!_1`/f�j$w5]!Tsb5R/n7\>g$S?j modify_principal [ kadmin S1_5mFY1fVnuT�g1T�g5YXm maxlife S?R-d�]!j$Q1\eb
dV\>nuR>wFj-c1T�]!g5R/wFf�\!Q5Y1d�Y;YFb<j$c5T�]!g1R>wFf�\!Q5Y?d�Y krbtgt. �'\>]!TVn�[/R>f�nuR!WZg5R�Y1d�Q5R!_?`>f�R/[/\>g5Y5T kinit dQ1\>U1\>nuTV]!U5R-n -l S1_5mFf�\!Q5U1R/d�\)S?R/d�]!j$Q1\�ds^>R>_1`>a<Y1nK[>U5T�nuT�g5T�npS?T�w?d�]![/YXm .

•

, �!�µ�.-���� � � : ���������V�Y2��!�o����o��¢¥��¢y��¢V��¢87!�¥���=³��!�y�����o¢¤���/����� KDC ���103���.2���¢ ��¢�� ��0k����V¡��/¢V� , �%2�����¢V� 2¥�!�o��V���V¢¤��¢
kinit �y����¡��/³V¢V´0�¤������±���� , ���y������� ����¢ , ³V��� TGT ��;�V� �/��¢¥��� 0 ��¢V��;�V��¢¤�?�¥�=��¢�� ��e��� � 2����o��V�o¢ kinit — �$�o£y¢ � ����G4 � , �o���s���P����¢ �$¢¥��¢y���������
 ! ��¡ �?0�����¢�� �V¢y�u���>� , ³����F��¢V���¥¢V� Kerberos �V����¡��V� ��k�����V����;�¥�=��� �O0>¢¥� TGT (Ticket
Granting Ticket) �����o�o£s�1�A´ ��¢¥�!�¤���/� �.2 �>��� � ��� ´92��������� ; ��� ������� , ����£z�1� ´ TGT 2�� ����²���/�¥���t���1°�³��/� ,����!��³V¢�� ��� ���.2y���!����103�����
 2��/�¥����¢��10 . ���/¢¤���/�¥����¢ � 
��� , � �G4 �$�t�����
 2 �/�¥����¢���
y��� ��� ���9�V���/´����!���� 
 , ��� ��¢
���=���������10>¢¥��� 0 ��� KDC, �	���V�����
 2¤��¢¥��� 0����10k���� � �V²e��>�V��� TGT, � �����/���A´y�o£y¢y����!��³V¢�� kinit. ��� � ���z����/±�¢2�2��¢����� ����²���/��� ������!��³V�V¢¤��� 0;�����!���� 
����A´s¡���-¢¤�C�y������������
���� �2�����³V¢�� �V¢V� �V��¢V�?¢�� � , �������
 2 �/�¥����¢ � 0e¢2�¤��
�$¢V´��¥�=� ��°z 7¢�¢ ” �o�����¥���>��¢V��¢�� ��¢ ”. ¯?���s�o� �;�¥���/�¥¢V��¢�� �V¢ � �V�-¢V�o£ �������5°z³C��¢��2�����y���10t��¥������>���/¢�� ��0�¡�¢ 2 �/������� 4 �
� �=¢¤� ����¢�� ��0.�I��¢V���¥¢V��/� Kerberos, �o�����z�$¢�´;�¤�=�¤��°z ��!´ TGT, 2�� � �V²e��>��� � ��� ´�� �5°�³��/� ��¢V���¥¢V��� Kerberos.
/1���>��/´s����/�¥¢�� 
 � �V²e��>��� � ��0 ��¢¤�����¥������¢��t�����
 2 �>������¢��5° , ��e�� 2V�����10>¢¥�9��¢V���¥¢V�o� Kerberos ����/�¥¢V�O0!��
�����!���� 
�����¤��
s����£z� � 4 � TGT.

• +zd�_1YF[/h iXR>]!Y5]>TsjXd�]/\!g5R/[>Y5]!`e^>R>_1`>a<R>T�[/U5TVn+m3WZY5fVg5Y3S?R-d�]!j$Q1\ ( g1\!Q5U1Y1nuT�U , g1ToS?T�_1� ), Y;Y?d�Q5R>_1`>fVj-TV]!T
OpenSSH S1_1m<d�R/ToS?Y5g1T�g5YXm%d�b5R-nuQ5`>�e]!T�U5R-n , {oS*TziXU1\>g5Y5]>d�m ” ^>YX_?T�] ”, j$^/ToS?Y5]>TVd�` , c5]!RlQ1\!U?\>nuT�]>U Kerberos
TicketCleanup j$d�]>\!g1R>[!_?T�g;[ no [ v \>wX_1T sshd_config, YX_?YF^>Y5_1T�]!hx^/j/S?j$]�j$g5Y5c5]>R!WZT�g5h�Q5U5YF[/h)iXR�S?TsY5f
d�TV\!g?d�\ .

• �'\>Q5R/nug1Y5]!T , c5]!Rl[>U5T�n+m3W�Y1f�g5Y%^>YX_?T�]!R/[�iXR/d�]!R>[�^/R!_1`/aFT . +sdo_1Y<[>U5T�n+m;WZY5f�g5Y<^>YX_?T�]>\tS1_5mFj$c5TV]!g5R>w<fV\>Q5Y1d�Y
Q5R>_1`>fVR>[-\!]!T�_5m;d�R/d�]>\![>_5m5T�]�g5ToS?T�_1� , \�[/U5TVn+m3WZY5fVg5YFj$c5TV]!g5R>w<fV\>Q5Y1d�YFi$R-d�]>\ , bFb5R/]!R>U1R/nujk[>h
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Q5R!S*d�R/ToS?Y1gXm5T�]!T�d�`�S?T�[>m5]!`�c1\/d�R/[ , j$c5T�]>g1\�m;f�\!Q5Y1d�`�iXR/d�]>\�[eb5r�a<TsjXd�]/\!U5TVT�]�Y<b5r�a ^>YX_?T�]!R/[�^>j/S?TV]�U1\>^>R/]>\!]!`
g5Ty]>\>b , b1\>bFR!WZY$S�\!T�]/dom .

• ~kU5YFg1\>d�]!U5R>w1b5T v \>wX_?\ krb5.dict g1\�Q5U5T�S?R>]![/U1\!�<T�g5Y1TzY1d�Q5R!_1`/f�R/[/\!g1YXmlR/Q5U5T�S?T�_1TVg5g5h)i;QX_?R!iXYXi3Q1\!U1R!_1TVw
( d�]!U?\!g5Y5}?\�d�Q1U1\![/R>c5g5Y1b1\yS1_5m kadmind b1U1\!]!b1R�U1\/d�d�b?\!f�ht[-\!TV]tR>^�rV]!R/n ), f�\!Q5R-nug5Y5]!T , c5]!Rlr�]!RlQ5U5Y?nuT�g5Y1nuR
]!R>_1`>b1R�bFj$c5TV]!g5h�n�f�\!Q5Y?dom1n , S1_1mFb5R>]>R>U5h)ikS?TVw1d�]>[>j$T�]eQ5R!_1Y1]!Y5b1\�Q1\!U5R>_1T�w .

	 R/U1n7\!] v \!wX_*\ krb5.dict
Q5U1R/d�] : R!S?g5Rldo_1R/[>R�g1\ed�]!U1R>b5j . ��R>WZT�]�Q1R/nuR>c1`�d�R/foS*\>g5Y5Tsd�Y1nu[>R>_1Y5c5T�d�b5R/wFd�d�h)_1b5Y<g1\
/usr/share/dict/words.

14.8.7. � � �  	� �� �!� �U���U� � MIT

�ld�g5R/[>g5R/T�U1\!f�_1Y5c5Y1TsnuT�W%S?j3jXd�]>\!g5R/[>b1\/nuY MIT Y Heimdal R>]!g1R/d�Y1]>domFb<Q5U5R/{�U1\/n7nuT kadmin, b1R>]!R/U1\�m;Y1nuTVT�]
S?U5j${�R/w ( g1R�r�b1[>Y5[-\�_1TVg5]!g5htw ) g1\>^>R>U3b1R/n7\!gXS%YFY?d�Q5R>_1`>fVj-TV])S?U5j${VR>w;Q5U1R>]!R/b5R!_ . +sdo_1Y<[/\!a KDC U1\>^>R>]/\!T�]�g1\
MIT, [>h�g5TsdVnuR!WZT�]!TyY1d�Q5R!_1`/f�R/[/\!]>` kadmin S1_5mFj/S*\!_1T�g5g1R>{�Rl\=S*nuY1g5Y1d�]>U5Y5U5R/[/\!g1YXm KDC ( YFg1\>R>^>R/U5R>] , Q5R
r�]!R/w;WZTzQ5U1Y5c5Y5g5T ).
�eQ5}5Y5Y<b5R/n7\>g$S?g5R/wFd�]!U1R>b5Y<bX_1Y5TVg5]!R>[e]>\!b5W�T)nuR>{Vj$]�g5T�nug5R>{VR�R>]!_1Y5c1\>]!`/d�m3S1_5m;R!S?Y5g1\>b5R>[/h)ilf�\=S*\>c .� T�b5R-nuT�g$S*j-TV]>dom%do_1T�S?R>[-\!g5Y5TzY5g1d�]>U5j$b5}5YXm1n g1\ MIT Kerberos [/T�^�dV\!w5]>T (http://web.mit.edu/Kerberos/www/).
;sj/S?`/]!Tz[/g5Y1n7\>]!T�_1`/g5hxQ5U5Y%R>Q1U5ToS?T�_1T�g1Y5Y PATH: Q5R>U5] MIT jXd�]>\!g1\>[!_1Y1[/\!TV]>dom3Q5RljXnuR!_1c?\!g5Y5��[ /usr/local/,
YFTVd�_1Y;[ PATH [>g1\>c1\�_?T�j$b1\!f�\!g5h�d�Y1d�]!T�nug5htTyb1\!]>\!_1R>{VY , [/nuT�d�]!ReQ5U5YX_?R!WZT�g5Y1w MIT nuR>{Vj-]e^>ht]!`efV\>Q5j$�FT�g1h
d�Y1d�]!TVnug5htTyQ5U5Y5_1R!WZT�g1YXm .

, �!�µ�.-���� � � : � ��>�����/� MIT security/krb5, ����¢¤�����¤���!� �10>¢V�µ� � FreeBSD, ��¡�¢¤� ����¢2��
)³�����²)�!´�
/usr/local/share/doc/krb5/README.FreeBSD ��¥��� ��/� �-¢��t��/�����/� , ¢2�������V�W7��V������¢t����O0!��
y��>³�¢��1��� 7��V�<³�¢���¢ 2
telnetd � klogind ����G4 �-����������87���� ��������� �¥�=��� � �� . ��� ��¡ ���/¢�¢)�¥��£ �� , ���V���������/¢�� �V¢ ”incorrect permissions on
cache file” �=��¢¥¡���¢¥� �;�������
 2��/�¥��� ��0�¡�������� ��G4 �t²)��´�-� login.krb5 ���10��o����¢������V² �!�o��±���� , ³����V¡/�����������	�����¢V��¢ �$� � ��=¢µ�o� �;�¥���/�¥¢V��¢�� �V¢)��¢V��¢¤�-�!�¥��� ����
z�����������
��� .

14.8.8. � ��"#� �)���
" �9 �" � �L�U���9 	�" �9 �� , � � �T�9��	 � " � �9& � � Kerberos

14.8.8.1. Kerberos �5@ CWIG>5J ��  K  �MJBNOC| \�W%S?htwFd�T�U5[/Y1d , U?\!^>R/]>\!�e�FY5wF[ed�TV]!Y , S*R!_5WZT�gF^>ht]!`knuR�S?Y v Y5}5Y5U5R/[/\>glS1_5mFU1\>^>R/]!h�d Kerberos ( Y5_1YkS?U5j${VY1n
d�Q5R-d�R>^/R/nPfV\>�FY5�<T�g;R/]�\!]/\!bFQ1Red�TV]!Y ) YX_1Y<j/S?R/d�]!R>[/T�U5TVg5YXm;Q5R>_1`>fVR>[/\>]!T�_?T�w;nuR>{Vj$]�^>ht]!`lj$b5U1\�S?T�g5hxY5_1Y
Y1d�Q5R>_1`>fVR>[-\!g5h�Q5R>[/]!R>U1g5R . ��b1\>c5TVd�]![>TsQ5U5Y1nuTVU1\lnuR!WZT�]e^>ht]!`lQ5U5Y5[/ToS?TVg5R�Y1d�Q5R!_?`>f�R/[/\>g5Y5T Kerberos [>T�U?d�Y5w
R>^>R>_1R>c1T�blS1_5m<j>S�\�_1TVg5g5R>wFU1\!^/R>]!h ( g1\!Q1U5Y1nuT�UFc5T�U5TVf rsh Y telnet), Q5U1YFg1\!_1Y5c5Y5Y POP3 d�TVU5[>TVU1\ ,
Q5R!_1j$c1\>���<T�{�R�Q1\!U5R>_1Y;[lg5T�f�\!a<Y v U5R>[-\!g5g1R/np[>Y$S?T .

14.8.8.2. Kerberos RMA?JGQ�K:=?XGKL=��MJ?K�Q � PYCLQ!KLCER:C����1X1CEIG=B@1J ���1>GF� �3AL=?H:C��  �S>5@ =:K � �D
��nug1R>{�R/Q5R!_?`>f�R/[/\>]!T�_1`-d�b5R/w3d�U5T�S?T Kerberos nuT�g5TVTs^/T�f�R/Q1\>d�T�g .

� ]!RlQ5R/]!R/nuj , c5]>ReR/g3iXU1\!g5Y1]�^>Y5_1T�]!h�[
b1\!]>\!_1R>{VT /tmp, b5R/]!R>U1\!mkS?R/d�]!j$Q5g1\�S1_5mFc1]!T�g5Y5mF[/d�TVn . +zd�_1YFQ1R!_1`/f�R>[-\!]!T�_1`�U1\>^>R/]>\!TV]�d�g5T�d�b5R>_1`>b1Y1nuY3S?U1j-{VY1nuY
Q5R!_1`/f�R/[/\!]>T�_5m1nuY3R!S?g5R>[/U5TVnuTVg5g5R�g?\�R!S?g5R/nKb1R/nuQ5`/��]!TVU5T ( ] . T . [lnug1R>{�R/Q5R!_?`>f�R/[/\>]!T�_1`-d�b5R/wld�U5ToS*T ), [>R>f�nuR!WZg1\
b5U1\�W \ ( b5R/Q5Y5U5R/[/\>g5Y5T ) ^>YX_?T�]>\tS?U5j${�Y1n�Q5R!_1`/f�R/[/\!]>T�_1T�n .
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� T�a<Y5]!`lQ5U5R>^>_1TVnuj3nuR>W�g1RedsQ5R/nuR/�F`>��Q1\!U?\>nuT�]>U1\�b5R-n7\!g$S*g5R>wFd�]!U5R/b5Y -c Y5_1Y ( Q5U5T�S?Q5R>c1]!Y5]!T�_1`>g5R ) d
Q5R/nuR/�F`>��Q5T�U1TVnuT�g1g5R>w;R/b5U5j-WZT�g5Y5m KRB5CCNAME, g1R�r�]>R�S?T�_?\!TV]>dom;U1ToS?b5R . * _5m;Q1U5T�R!S?R!_1TVg5YXm;R/{�U1\>g5Y5c5TVg5YXm
S?R/d�]>\!]!R/c5g5Rld�R!iXU1\>gXm5]!`�^/YX_1TV]�[�S?R/n7\>aFg5T�nKb1\!]>\!_1R>{VTzQ5R>_1`>fVR>[-\!]!T�_5m3Y;Y1d�Q1R!_1`/f�R>[-\!]!`�Q5U5R/d�]!htTzR/{�U1\>g5Y5c5TVg5YXm
g1\)S?R-d�]!j$Q<b v \!w5_?\>n .

14.8.8.3.
� @ KDC X1=:I�E> M@�IG>1PW> E>5@1J
��=


�UXiXY5]!TVb5]!j$U1\ld�Y1d�]!TVnuh�]>\!b1R>[/\ , c5]!R KDC S?R!_1W�TVg;^>ht]>`en7\!b?d�Y1n7\!_1`>g5RefV\>�FY5�<T�g , Q1R/d�b1R!_1`/b5je{�_?\![/g5htw
Q1\!U5R>_1`�^-\!f�h�S�\!g5g5h)i;d�R�S?TVUXWZY5]>dom<[�g5T�n . �3\ KDC g1T�S?R>_5WZg5R�^/ht]!`�f�\!Q5j$�<T�g5Reg5Y5b1\>b5YXilS?U5j${�Y5iFd�T�U1[>Y1d�R>[�Y
R>gkS?R>_5WZT�g<^>ht]!`efV\!�<Y5�FTVg v Y5fVY5c5TVd�b5Y . �eQ?\>d�g1R/d�]>`�[>T�_1Y5b1\ , Q5R/d�b5R!_1`/b5j Kerberos iXU1\>g5Y5]e[/d�TsQ1\!U1R!_1Y
fV\!a<Y v U5R/[/\!g1g5h�nuY3R�S?g1Y1n�bX_1�ec5R/n (” {�_*\![>g1h�n ” b5_1��c5R-n ), b5R>]!R/U5htw3iXU1\>g5Y5]>d�mF[ v \>wX_1Tzg?\ KDC.

��R>U1R>aFTVw;g5R/[>R/d�]!`>��m5[!_5m5TV]>domF]>R , c5]>Reb5U?\�W \�{�_?\![/g5R>{VR�bX_1�ec1\�g1Tyd�]>\!g5TV]�]>\>b5R>w;Q1U5R>^>_1TVnuR/w , b1\>bFnuR!WZT�]
Q5R>b1\>fV\>]!`/d�m . �'_?\>[>g5htw;b5_1��c<Y1d�Q5R>_1`>fVj$T�]>d�m;]!R!_1`/b5RtS?_5mFaFY v U5R>[-\!g5YXm3^/\>f�h�S*\>g5g5h)i Kerberos YF[�b?\!c5T�d�]![/T
seed S1_5m;{VT�g5TVU1\!]>R>U1\edo_1j$c1\>w5g5h)ikc5Y1d�T�_ . ~kR/d�b5R!_?`>b5j�S?R/d�]!j$Q;b KDC fV\!�<Y5�FTVg , \>]>\!b5j$�e�FY5wFn7\!_1R�c5]>RldVnuR!WZT�]
d�S?T�_?\!]!`ldz{�_?\![/g5h�nKbX_1�ec5R/n .| U5R/nuTs]!R>{VR , T�do_1Y KDC d�]>\>g5T�]eg5ToS?R-d�]!j$Q5TVg ( [>R>f�nuR!WZg5R�Q1ReQ5U1Y5c5Y5g5T)\!]/\!b DoS YX_1Y<Q5U5R>^>_1TVnK[ld�TV]!Y ) d�TV]!T�[/htT
d�T�U1[>Y1d�hx^>j/S?T�]�g5T�[/R>fVnuR>WZg5R�Y1d�Q5R!_?`>f�R/[/\>]!` , Q5R-d�b5R>_1`>b5jk\!j$]!TVg5]!Y v Y5b?\!}5YXm<g5TynuR>WZT�]�^/ht]!`�[/htQ5R!_?g5T�g1\ .� nuT�g1`>aFY1]!`eQ1R/do_?ToS*d�]![>YXmFnuR>WZg5R�Q5U1YFg1\!_1Y5c5Y5Y<g5TVd�b5R!_?`>b5YXi KDC ( R�S?Y1g;{�_?\>[>g5htwFYFR�S*Y5gFYX_?YFg5T�d�b5R>_1`>b5R
U5T�fVT�U5[/g5h)i ) Y<dy\!b1b5j$U1\!]!g1R�U5T�\�_1Y5fVR>[-\!g5g5R/w3U5T�fVT�U5[/g5R>w<\!j$]!T�g1]!Y v Y5b1\>}5Y5TVw ( R/]�_1Y5c1g5ReQ1R�S?R/w$S?T�] PAM).

14.8.8.4. < JGQUCM>5@ =B@BF� Kerberos

Kerberos Q5R>fV[>R>_5m5T�]tQ5R>_1`>fVR>[-\!]!T�_5m1n , iXR-d�]>\/nKYFd�TVU5[>Y1dV\>nPQ5U5R/Y5f�[/R�S?Y1]!`�\!j$]!TVg5]!Y v Y1b1\!}5Y1�xS?U5j${�S?U5j${V\ . � g1TVn
g5T�]lnuT�i5\!g5Y1fVn7\�\>j$]!T�g5]>Y v Y5b1\>}5Y5Y KDC S?_5mFQ5R>_1`>fVR>[/\>]!T�_?T�w , iXR/d�]!R>[�YX_1Y<d�T�U5[/Y1d�R/[ . � ]!RlR>fVg1\!c1\>T�] , c1]!R
Q5R�S5S*T�_1`/g5htw kinit ( g?\!Q5U5Y?nuT�U ) nuR!WZT�]efV\>Q5Y1d�ht[-\!]!`e[/d�TzY1nuTVg1\�Q5R>_1`>fVR>[-\!]!T�_1T�w3Y<Q1\!U5R>_1T�w . ~kR/nuR/c5`�U5TVaFY5]!`
Q5U5R>^>_1TVnuj3nuR>W�TV] security/tripwire Y5_1Y3S?U1j-{VR>w;Y1g1d�]!U1j$nuTVg5]lQ5U5R>[/T�U5b1YF}5T�_1R/d�]!g5R/d�]!Y v \>wX_1R/[>R>w
d�Y1d�]!TVnuh .

14.8.9. ��" � 	!����&   �� � ��� $Y� �  ���� �
��� �������U"!��� " �1�  �
	 	�" �9 ��

• Kerberos FAQ (http://www.faqs.org/faqs/Kerberos-faq/general/preamble.html)

•
� \>f�U1\>^>R/]!b1\�d�Y1d�]!T�nuh�\!j$]!TVg5]!Y v Y1b1\!}5Y1Y : S?Y1\�_?R>{z[lc5TV]!htU5T�iFd�}5T�g?\�i
(http://web.mit.edu/Kerberos/www/dialogue.html)

• RFC 1510, Kerberos Network Authentication Service (V5) (http://www.ietf.org/rfc/rfc1510.txt?number=1510)

•
* R-n7\!aFg5mXm3d�]!U1\>g5Y5}1\ MIT Kerberos (http://web.mit.edu/Kerberos/www/)

•
* R-n7\!aFg5mXm3d�]!U1\>g5Y5}1\ Heimdal Kerberos (http://www.pdc.kth.se/heimdal/)
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(kg5]!T�U1TVd�b%nuT�W d�TV]!T�[/h�n�r�b1U1\!g1\/n ( ^>U1\>g$S*n7\!j$rVU , firewall) d�Red�]!R>U1R>g5h _1��S?T�w , Q5R�S*bX_1��c1T�g5g5h)i;b<Y5g5]!TVU5g5TV] ,[/d�Ts[>R/f�U1\/d�]>\>T�]tYFQ1R!m5[>Y5_1Y1d�`�S*\�WZTsQ5U5YX_1R>WZT�g5YXm;S1_5m;_1R/b1\�_?`>g5R/w;d�T�]>Y , Q5U5T�S?R/d�]>\![>_5m5���<Y5TzQ1R>[>hta<T�g5g1htw
j-U1R>[>TVg5`�^/T�f�R/Q1\>d�g5R/d�]!Y . ��r�]>R/n�U1\>foS?T�_1T)nuh�g1\=S*T�TVn7d�m;Y5f�_?R!WZY5]!`lc5]!Rl]>\!b5R/TsnuT�WZd�T�]!TV[>htTyr�b5U?\!g5h , b?\!b;YXi
Y1d�Q5R>_1`>fVR>[-\!]!` , Y<b1\!bFY1d�Q5R>_1`>fVR>[-\!]!`�[/R>f�nuR!WZg5R/d�]!Y , Q5U5T�S?R/d�]>\![>_5m5TVnuhtTzm$S?U5R-n FreeBSD S1_5mFYXi3U5T�\�_1Y1fV\!}1Y5Y .

, �!�µ�.-���� � � : �t°µ� ��³V��¥���)�>���*��°A� , ³���� �������>³��V¢s�?¢¤£/��¢¥��¢V���G4 � �V�V�������)�?¢¤£z�/�����o���=��¢�� ��¢V´C��¢¥��
�° � ” ������
 ���>������67��!��������¢V� ��¢¥���/� ” ��¢ � ���t����¢��O7l����V¡��/¢V�µ��¡�¢ 2 �/�������;�¥��� . ¯?���l� ��£)¢¥����/� �>³�
 , ��l�����67�� ����¥�=��=¢�� ��� ´�?¢¤£/��¢¥��¢V���/´ �V�V�����t����¢¤�?�¥�������10>¢¥�+¡ ���/¢�¢I�¥¢V� 
�¢ 2��o��°p�549�� 2¤�z¡=¢ 2 �>����������¥��� , ³V¢V�<¢.4 �l�������=¢ ����� �����¥�=���V¢ . �e¢ £���¢¤��¢V� �>´
�V�V�����+� �V¡=�����10>¢¥�z¢� 7¢ ��� ��������/�¥¢�� 
 ¡=¢ 2 �>����������¥���k�¥� � �!�%���;�¤��¢V�?�!� , �� ��¢s� �V£y¢¥� �;�¥��� ��/���V��
y������ �!� ��>��¢�� �V¢��¢ ���V��¢ � 
��� ����¥�=���¢�� ��G4 �k� 2����/�A ��!�o���y�¥� �u�C��¢¤��
 . ����������� ��� ��£y��¢¥��¢y���o���=��¢�� ��°z°p¡=¢ 2 �/���������¤��
 �����¥��¢V�µ� ,��;�V����� 
��¥�t�¥¢V� ����¢y�����o�-¢¤£ ��;�¥��
z�*¢ £���¢¤��¢V� � 4 � �V����� ��� , �¥�����¤�! 7¢2�¥�=�¥¢�� ��t������- u�V¢¥������¡ ������� 2����/�A ��!�o� .

14.9.1. ��� � �#� ���!" $Y" � ��"#�#" ���3� ��������� ?

+zd�]!`�S?[-\�c5TV]!b5RlU1\!f�_1Y5c1\>���FY5iXd�m;]!Y5Q1\lnuT�W d�T�]!TV[>h)i3r�b5U?\!g5R/[ , Q5R/[/d�T�S?g5T�[/g5R�Y1d�Q5R!_?`>f�j$T�nuh)ik[ld�R/[>U5T�nuT�g5g5R-n
Y5g5]!TVU5g5T�] . ~kT�U1[>htw;]!Y1Q<Q5U?\![>Y5_1`>g5TVT�g1\>f�ht[/\>]!` �F�¥�����*,/�<"X4!�!�<�¤��� ��"$#��>����� �?"?��0FB?��.-���%�= . � ]!R/]�]!Y1Q
nuT�W d�TV]!T�[/R>{�R�r�b5U1\>g1\�U?\!^>R/]>\!TV]�g1\ln7\!a<Y5g5T , Q5R�S?b5_1��c5TVg5g5R/wFbFg1TVd�b1R!_1`/b5Y1n�d�TV]�m1n�YFQ1U5Y1nuT�g5m5T�]lbFb1\!W<S*R/nuj
Q1\!b5TV]!jkg1\!^/R>U;Q1U1\![/YX_ , R/Q5U5ToS*T�_5m5�e�FY5w<Q5T�U5TVQ5U1\>[!_5m5]!`�_1YFrV]!R>]eQ1\!b1T�]�Y5_1YF^>_1R>b5Y1U5R>[/\>]!` . �y]!R/U5R>w<]!Y5Q ,
Y5f�[/TVd�]>g5htw;b1\>b B����=./��"���� �� !� � , U5T�\�_1Y1f�R>[-\!g3[l[>Y$S*T7S*\>TVnuR>g1R>[ , [/htQ5R!_1g5m5���FY5i3\>j$]!T�g5]>Y v Y5b1\>}5Y5� Y
Q5T�U5T�d�h)_1b1jlQ?\!b5TV]!R>[ , [>R/fVnuR!WZg5R�g1\en7\>aFY5g1Tsdsg5TVd�b5R!_1`/b5Y1nuYFd�T�]!TV[>h�nuYFQ1R�S?bX_?��c5TVg5YXm1nuY , {oS?TsQ5T�U1TVd�h)_?b1\
Q1\!b5TV]!R>[e[�m$S?U1TsR/]!bX_1�ec5T�g1\ .
(kg5R>{�S*\tr�]>Y3S?[-\�]!Y5Q?\enuT�WZd�T�]!TV[>h)i;rVb5U1\!g1R>[�Y1d�Q5R!_?`>f�j$�e]>domF[-nuTVd�]!T , ]>\>bFc5]>Re]!R>_1`>b1R�R>Q1U5ToS?T�_1T�g1g5R>wFn7\>aFY5g1T
( Y5fV[>T�d�]!g5R/w;b1\>b 4!� �<"?�<(?670 �?����� (bastion host)) Q5R>fV[>R!_?T�g5R�R/]!Q5U1\>[!_5m5]>`�Q1\>b5T�]!h�c5T�U5TVf v Y5_1`>]!U1j-�e�FY5w
n7\!U5a<U5j$]!Y5fV\>]!R>UF[>R�[/g5j$]!U5TVg5g5����d�T�]!` . ~kU5R>b?d�YFd�T�U5[/Y1d�hxU1\>^>R/]>\!�e]�g1\�f�\!�FY1]!g5R/n�i$R-d�]!T , c5]!RlR>^/htc5g5R�^/R!_1TVT
^>T�fVR>Q1\/d�g5R , c5TVn�R/^>htc5g1htTsnuT�i5\>g5Y5fVnuh�\!j$]!T�g1]!Y v Y5b1\>}5Y5Y .

FreeBSD Q1R/d�]/\![!_1m5T�]>d�mFd�[/d�]!U5R/T�g5g5h�n�[�m$S?U5R v YX_1`/]!U5R-nKQ1\!b5TV]!R/n ( Y5fV[>TVd�]!g5h�nKb1\>b IPFW), T�nuj3^>j/S?TV]
Q5R/d�[!m5�FTVg1\tR-d�]>\>[>a<\!m1dom3c1\/d�]!`eU1\!f�S?T�_?\ . ~kU5R/b1d�YFd�T�U5[/T�U5h�nuR/{�j$]�^>ht]>`ld�R>^>U?\!g5h g1\ FreeBSD Y1f
Q5U5R>{VU1\>n7nug1R>{�R�R>^>T�d�Q5TVc5T�g1YXmFd�]!R/U5R>g1g5YXi;U1\>f�U1\>^>R>]>c5Y5b5R/[ , g5R�Y5iFdo_1Y5a<b5R/n�nug1R>{�ReYFg5TV[>R/fVnuR!WZg5R�R>Q5Y1dV\!]!`eYXi;[
r�]!R-n�U1\!f�S?T�_?T .
14.9.1.1. � =:A � A?ZG@ EX1=B@ CEA�� > ������5@BA:=�� MJ?D�R:=LF JG@ CEI
��\!U5a<U5j$]!Y5f�\!]!R/U;r�]!Rkn7\!a<Y5g1\ , Q5T�U1TVd�h)_*\!���%\�m3Q1\>b5T�]!h�nuT�W%S?jlS?[/j$n+mFY5_1YFg5T�d�b5R>_1`>b1Y1nuYFd�TV]�m1nuY .
��\!U5a<U5j$]!Y5f�\!]!R/UFd v Y5_1`>]!U?\!}5Y5TVw;Q1\>b5T�]!R/[�f�\!Q5U5R/{�U1\/n7nuY5U5R/[/\!g3g?\�d�U?\![>g1T�g5Y5Tsb1\�W%S?R/{�ReQ1\!b5TV]>\�d�Red�Q5Y1d�b1R/n
Q5U1\![/YX_FQ5TVU5ToS�]!TVn�b1\!b<U5T�a<Y5]!` , Q5T�U5T�d�h)_?\>]!`�TV{�RlYX_1Y<g5T�] . ;sR>_1`>a<Y5g1d�]![>R�d�R>[/U5TVnuTVg5g5R>{VR�Q5U5R/{�U1\/n7nug5R>{VR
R>^>T�d�Q5TVc5T�g1YXm;n7\!U5a<U5j$]!Y5fV\>}5Y5Y<Y1nuT�TV]e[/R>fVnuR>WZg5R/d�]!Y v YX_1`/]!U1\>}5Y5Y , Y<Q5R�jXnuR!_?c1\!g5Y1��Q5TVU5TVd�h)_?\!�e]>dom;[-d�T
Q1\!b5TV]!h .

* _5m<[>bX_1�ec5T�g1YXm v YX_1`/]!U5R/[ , [/\/nKQ5R>]!U1T�^>j$TV]>domFR/Q5U5T�S?T�_1Y1]!`�g1\>^>R/U;Q5U1\>[>YX_ .
* _5m;R>Q5U1ToS?T�_1T�g5Y5mF]!R>{VR , S*R!_5WZT�g;_1YF^/ht]!`�Q5U1R>Q5j$�FTVgFQ1\>b5T�] , nuT�W d�TV]!T�[/R>wFrVb5U1\>g;Y5�FTV]�[lg1\!^/R>U5TzQ5U1\![/YX_1R ,
d�R>[/Q1\=S�\!���<T�Tzdsd�R!S?T�UXWZY1nuh�n�fV\!{VR!_1R/[>b5R/[tQ1\!b1T�]>\ . | \!b;]>R!_1`/b5Red�R/[>Q1\�S?T�g1Y5T�g1\>w$S?T�g1R , [/htQ5R!_1g5m5T�]>d�m
S?T�w1d�]![>Y1T , Q5U1Y1d�[/R>T�g1g5R>T�S*\!g5g1R/nujkQ5U1\>[>YX_1j .

* TVw1d�]![/Y5TsnuR>WZT�]�f�\!bX_?��c1\>]!`/d�m;[�R>]>^>U1\/d�ht[/\>g5Y5Y;Q?\!b5TV]>\ ,
Q5T�U5T�d�h)_1b1TzQ1\>b5T�]>\ , YX_?Y3S*\!W�Ts[�R/]!Q5U1\>[!_1TVg5Y5Y ICMP d�R/R>^>�<T�g5Y5m;[e\=S*U5TVdzY1d�]!R/c5g5Y5b?\ . � c1Y5]!ht[/\>T�]>d�mF]!R>_1`>b5R
Q5T�U5[/R>Tyd�R>[/Q1\=S*T�g5Y5T , Q5R/d�b5R!_?`>b5jlQ5U1\>[>YX_?\�Q5U5R-d�n7\!]>U5Y5[/\>��]>d�m;[eR/Q5U5T�S?T�_1TVg5g5R/nKQ1R>UXm$S?b1T . 'z_1T�S?R>[-\!]!T�_1`>g1R ,
d�Q5Y1d�R>b;Q1U1\![/YX_<nuR!WZg5Rlg1\>f�[/\>]!` ” }5TVQ5R>c5b1R>w;Q5U?\![>Y5_ ”.
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| U5Y5]!TVU5Y5wFR/]!^>R/U1\tQ1\>b5T�]>R>[�f�\![/Y1d�Y5]eR>]�Y?d�Q5R>_1`>fVj-T�nuR>{VR�Q5U5R/{�U1\/n7nug5R>{VR�R>^/TVd�Q5T�c5TVg5YXm , g5RlR>^/htc5g5R�[/h�nuR!WZT�]!T
R>Q5U5T�S?T�_1m5]!`�Q5U?\![>Y5_?\ , f�\![/Y1dom5�<Y5T�R>] IP \�S?U5T�d�\�Y?d�]!R/c5g5Y5b1\eQ1\>b5T�]>\ , IP \=S*U5TVdV\tg1\!fVg1\!c1T�g5YXm , g1R/nuT�U?\�Q5R/U5]>\
Y1d�]!R/c5g5Y5b?\�Q1\>b5T�]>\ , g5R-nuT�U1\�Q5R>U1]>\�g1\>f�g1\>c5T�g1YXm (S1_1mFQ5U5R/]!R>b5R>_1R>[ , Q5R�S1S?T�UXWZY5[-\!�e�FYXi3Q5R/U5]!h ), YX_1Y3S�\�WZTsR/]
]!Y5Q1\eQ1\!b1T�]>\ (UDP, TCP, ICMP, Y<] . S .).

14.9.1.2. ��A:CEFG> Y>5JLAMI J?A��
~kU5R>b1d�YFd�TVU5[>TVU5hxr�]>Reb5R-nuQ5`>�e]!T�U1h , {oS?TyR>^/htc5g5htTyd�Y1d�]!TVnug5htTzS*\!T�nuR>g5h (telnetd, ftpd, YF] . S .) fV\>nuTVg5T�g1h
d�Q5TV}5Y1\�_?`>g5h�nuYFd�T�U5[/T�U1\/nuY .

� ]!YFd�T�U5[/T�U5hxg?\!f�ht[-\!�e]>dom B����=./��"%��� �� !� ��� �;" , Q5R-d�b5R>_1`>b5jlR>g1Y;R>^/htc5g5R�U1\>^>R/]>\!�e]
]!R!_1`/b5Redz[!iXR�S?m5�FY1nuYFd�R>T�S?Y5g5TVg5YXm1nuY .

� ]!ReQ1R>f�[/R!_5m5TV]�fV\>Q5jXd�b1\>]!` ( g1\!Q5U1Y1nuT�U ) telnet Q5U5R/b1d�Y%d�T�U1[>T�UFg1\
nuT�W d�TV]!T�[/R/nKr�b1U1\!g5T , YkS*T�_?\>]!`e[/R>f�nuR!WZg5h�nK[!iXR!SFQ5R telnet g1\enuT�W d�TV]!T�[/R>wFrVb5U1\>g , Q5U5R>iXR!W%S?T�g1Y5TsnuT�iX\>g5Y5f�n7\
\!j$]!T�g1]!Y v Y5b1\>}5Y5Y , YFQ5R>_1j$c5T�g5Y1T�S?R-d�]!j$Q1\�bF[/g5j$]!U5T�g1g5T�w%d�T�]>Y ( \>g1\�_?R>{�Y1c5g5R , Q5U1R>b1d�Y<d�TVU5[>TVU5h�nuR>{Vj$]�^>ht]>`
Y1d�Q5R>_1`>fVR>[-\!g5h S1_5mF[/h)iXR�S*\t[/R�[/g5T�a<g5��� d�TV]!` ).
~kU5R>b1d�YFd�TVU5[>TVU5hxR>^/htc5g5Rt_?j-c1aFTyfV\!�<Y5�FTVg5h , c5T�nPS?U5j${VY5Tsd�T�U5[/T�U5h , Y<fV\!c?\>d�]>j-��Y1nuT��e]e^/R!_1TVTza<Y5U5R>b1Y5w
g1\!^/R>U;nuT�i5\>g5Y5fVnuR/[e\>j-]>T�g5]!Y v Y5b1\!}1Y5Y , [/bX_1�ec1\�mFd�Y1d�]!T�nuh ” R�S?g1R>U1\>f�R>[/h)i ” Q1\>U5R!_?T�w , ]>\>bFc5]>R�S*\!WZTzTVd�_1Y
b5]!R - ]!Rej-fVg1\!TV] , b1\>b5R>w<Q1\!U5R>_1`�[/hxY1d�Q5R>_1`>fVR>[-\�_1Y , R/g;g5T)d�nuR>W�TV]�Y1d�Q5R!_?`>f�R/[/\>]!`tT�{VRtS1_5m<Q5R!_1j$c5TVg5YXm3S*R/d�]>j-Q?\�b
d�Y1d�]!TVnuT , Q5R-d�b5R>_1`>b5jkd�U1R>b3S*T�w1d�]![>YXm;Q?\!U5R>_5m;Y1d�]>T�b1\>T�]lg5TVnuT�S1_1T�g1g5R�Q5R-do_1TyT�{VR�Q5TVU5[>R/{�R�Y1d�Q5R!_?`>f�R/[/\>g5YXm .
~kR/d�b1R!_1`/b5jeQ?\!U5R>_1`�g5TzS*\!TV]tS?R-d�]!j$Q1\�g5T�Q1R/d�U1ToS*d�]![>TVg5g5R�b<b5R/nuQ1`>��]>T�U5j , g1\eb5R>]>R>U5R-nKg1\�iXR�S*Y5]>dom
Q5U5R>b?d�Y - d�TVU5[>TVU , d�]>\>g5R>[/Y5]>dom;{VR>U1\>foS?Rldo_1R>WZg5T�Tsj$d�]>\!g1R>[>Y1]!`�[ld�Y1d�]!TVnuj backdoor.

~kU5R>b1d�YFd�TVU5[>TVU5hxR>^/htc5g5R�Y?nuT���]kd�Q1R/d�R/^)S?R/Q5R!_1g1Y5]!T�_?`>g5R/{�R�R/{�U1\>g5Y5c5TVg5YXmkS?R-d�]!j$Q1\ , ]>\!b<c5]!Re]!R!_1`/b5R
R>Q5U5T�S?T�_?T�g5g5htTziXR/d�]>h�nuR>{Vj-]�Q5R!_1j$c5Y1]!`�S*R/d�]>j-Q<bFd�TVU5[>TVU1\>n . ;sR>_1`>a<Y5g1d�]>[>R�]>\>bXWZTsQ1R>f�[/R!_5m5�e]
\=S*nuY5g1Y1d�]!U?\!]!R/U5jkj-b?\!f�ht[-\!]!` , Q5R!_1`/f�R/[/\!]>T�_1TVw3Y;b5R/nuQ1`>��]>T�U5h , b;b1R>]!R/U5h�n�R>g1Y;nuR>{�j$]eR>^>U?\!�<\>]!`/d�m . �eQ5m5]!`�WZT
S?R/d�]!j$Q5g5htTz[/R>f�nuR!WZg5R/d�]!Y;[eR/d�g1R>[>g1R/nKfV\>[>Y1d�m5]�R>]�Y1d�Q5R>_1`>fVj$TVnuR>{VR�Q5U5R/{�U1\/n7nug5R>{VR�R/^>TVd�Q5T�c1T�g5YXm .

14.9.2. ��� � �T� �������
�9"#� � " �
�U� � IPFW?

~kU5R>{VU1\>n7nug5R/T�R>^/TVd�Q5T�c5TVg5Y5T IPFW, Q5R/d�]>\![>_5m5TVnuR/Tsd FreeBSD, rV]!Red�Y1d�]>TVn7\ v YX_1`>]>U1\!}5Y1YFYFj$c5TV]>\�Q?\!b5TV]!R>[ ,
g1\�iXR�S?m5�<\�m1d�m3[�m$S?U5TyY<d�g1\!^>WZT�g5g1\!m3Q5R!_1`/f�R/[/\!]>T�_1`-d�b5R/wlj$]!Y5_1Y5]!R/w<g1\/d�]!U1R>w5b5Y , ipfw(8). �ynuT�d�]!TyR>g1Y
Q5R>fV[>R!_1m5��]�R/Q5U5ToS*T�_5m5]!`eYFQ5U1R/d�n7\>]!U5Y5[-\!]!`eQ5U1\>[>YX_?\ , Y1d�Q5R!_1`/f�j$TVnuhtT7m$S*U5R/n�Q1U5Y<n7\>U5aFU5j$]!Y1fV\!}1Y5Y .

IPFW d�R/d�]!R>Y5]eY5f7S*[>j-i;d�[!m5f�\!g5g1h)ikc?\>d�]>T�w . ��T�W d�T�]>T�[>R/w;r�b1U1\!g<R/d�j$�<TVd�]>[!_5m5TV] v YX_1`/]!U1\!}1Y5��Q?\!b5TV]!R>[ . �3\>d�]>` ,
fV\!g1Y1n7\!�e�<\�m1d�m3j-c1T�]!R-n IP Q1\!b1T�]!R/[ , R>]>d�_1T�WZY5[-\!TV]�Y1d�Q5R!_1`/f�R/[/\!g1Y5T�n7\!U5a<U5j$]!Y5f�\!]!R/U1\�g1\eR/d�g5R>[/T�Q5U1\>[>YX_
Q5R�S?R/^>g5h)ik]!T�n , c5]!RlY1d�Q5R!_1`/f�j$��]/dom;[lc1\>d�]!Y<nuT�WZd�T�]!TV[>R/{�R�rVb5U1\!g?\ . � ]!RlQ5R>fV[>R>_5m5T�]�\�S*nuY5g5Y1d�]!U1\>]!R>U5j
R>Q5U5T�S?T�_1m5]!` , g?\!Q5U5Y?nuT�U , R/^��µT�nP]!U1\ v Y1b1\ , Q1R!_1j$c5TVg5g5R>{VRen7\>U5aFU5j$]!Y1fV\!]>R>U5R-nKR>]�R/Q5U5T�S?T�_1TVg5g5R/{�R�b5R-nuQ5`>�e]!T�U?\ ,
YX_1YFR/^��µT�nKQ5T�U1TVd�h)_*\!TVnuR/{�R WWW ]>U1\ v Y5b?\ .
;z_*\!{�R!S*\!U5mk]>R/nuj , b1\>b;U5T�\�_1Y5fVR>[-\!g IPFW, [/h�nuR!WZT�]>TsY1d�Q5R!_?`>f�R/[/\>]!`tT�{VR�YFg?\�b5R-nuQ5`>�e]!T�U1\!i , g5Tzm5[>_5m5���<YXi5dom
n7\!U5a<U5j$]!Y5fV\>]!R>U?\>nuYkS1_1m v YX_1`/]!U1\!}1Y5YF[>i$R!S1m5�FY5ilY<Y1doiXR�S?m5�FYXi;d�R/ToS?Y1g5T�g5Y1w .

� ]!RlR/d�R/^>htw;d�_1j$c1\!w;^/R!_1TVT
R>^>�<T�{VR�Y1d�Q1R!_1`/f�R>[-\!g5Y5m IPFW, Y<[erV]!R>w<d�Y5]!jX\>}5Y5YFY?d�Q5R>_1`>fVj-�e]>dom;]>TsWZTsb5R/n7\>g$S?h�Y<]!T�iXg5Y5b?\ .

14.9.3. 	�� � � 	�" �9 �" IPFW � FreeBSD

~kR/d�b1R!_1`/b5jeR-d�g5R/[>g1\!mlc?\>d�]>`ld�Y1d�]!T�nuh IPFW g1\�iXR!S?Y5]>d�m;[�m$S?U1T , [/\/nKQ5R>]>U5T�^/j-TV]>dom;S?R>^-\![>Y1]!`�R�S*Y5g;YX_1Y
g5TVd�b5R!_1`/b5R�Q1\>U1\>nuTV]!U5R/[�[ v \>wX_Fg1\/d�]!U1R>w5b5YFm$S?U1\ , [ef�\![/Y1d�Y1nuR-d�]!YFR>]�]!U5TV^>j$TVnuh)i;[/R>f�nuR!WZg5R/d�]!T�w , Y
Q5T�U5T�d�R/^>U1\>]!`tm$S?U5R . �e^>U?\!]!Y5]>TVd�`ebF{�_?\![/TzR�Q1T�U5T�d�^>R/U5b5Tzm$S?U1\ ( �'_ . 8) fV\�Q5R�S?U1R>^>g1h�nKR>Q5Y1dV\!g5Y1TVn�rV]!R>w
Q5U5R>}1ToS?j$U5h .
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��� � �'��� � � : �A���!������>� IPFW ��y��� ���5³V� � �>° 0X� � 0>¢¤��� 0 deny ip from any to any. ���������V� ��¢+� �V¡=��������¢u�?�o�54��O7����������3���k�V��¢��M032¥�149�o�62V���s���10k���.2���¢ ��¢�� ��0t�����¥������� , ��� ��§�� � ��ª�©V®�	!«��¥«' � ��� 	!¦l� ��¢V���¥¢V�o�9�y��� �5°�³�¢�� ��� � �T0��1���?¢¤£/��¢¥��¢V���A� �V�V������>� ��;���/¢y��¢V��¢ 2��549�o�62V� � . �3�P����¢¤���/�14 ��¢V�;���o�62�����
 firewall_type=open �u²)��´�/¢
/etc/rc.conf ��� ����¢V����������³�����
���>�;� �V¡=�����/¢�� �����?¢¤£��¥¢¥��¢V���G4 � �V����� ��� , � 2�����¢V� , ��;���/¢u��¢2�¥���!��/�¥��� ��0e¢.4 �����¡ �V�����V��;� ��¡�����¥��� , �V�=��¢¤�$�������!��>������
y����������/�t�u²)��´�/¢ /etc/rc.firewall. � �/������ �V��¢ � 
���/´����¢¤�����¤���/��V£ ����¤��
V° � �V£y¢¥�s¡>�*��
y��¢V��� �����!³V����
����O0 ����¥�=��/´!�����?¢¤£/��¢¥��¢V���G4 � �V�V�������9� ���/�o����
���>´������������� , ���?¢2�¥���� 7��V�-��³V¢V��¢ 2 ssh. �A��/�?¢7���G4 � , ��� 2V� �V£ ���/�¤¡ �/�����%0��1���C�y���������*¢¤�=���!� � IPFIREWALL �

IPFIREWALL_DEFAULT_TO_ACCEPT. / �¤���/� � �>��³V��¢y�����!������ IPFW ��s��� ���5³V��� �!°P¡V�o�-¢¥�	� 2��*¢���¢��� ��� allow ip

from any to any, ³V���e����¢¤� �V�=�V���������t� � 2V� �V£ �o��°K¡����>� �!��/���¥� .

'sj-�<TVd�]![>j$T�]�c5T�]!htU1TsQ1\>U1\>nuTV]!U1\eg1\>d�]!U5R/w5b5Y3m$S?U?\ , R/]!g5R-dom5�FY5iXd�m3b IPFW:

options IPFIREWALL

�ybX_1��c?\!T�]e[�m$S?U1Reb5R!S;S1_5m v YX_1`>]>U1\!}5Y1Y;Q1\!b1T�]!R/[ .
options IPFIREWALL_VERBOSE

�ybX_1��c?\!T�]eQ5U5R/]!R>b5R>_1Y5U5R/[/\>g5Y5T�Q1\>b5T�]>R>[�c1T�U5TVf syslogd(8). ;yT�fyr�]!R/{�R�Q?\!U1\/nuT�]!U1\ , S*\�WZTsTVdo_?YF[>hxj$b1\!WZT�]!T
[�Q5U?\![>Y5_?\�i v YX_1`/]!U1\>}5Y5Y;Q5U1R>]!R/b5R!_1Y1U5R>[-\!]!`�Q?\!b5TV]!h , rV]!R�g5T)d�U?\!^>R/]>\!TV] .

options IPFIREWALL_VERBOSE_LIMIT=10

�e{�U1\>g5Y5c5Y1[/\!TV]tc5Y1d�_1ReQ?\!b5TV]!R>[ , Q5U5R/]!R>b5R>_1Y5U5j$T�nuh)ikb?\�W%S?h�n�Q5U?\![>Y5_1R/nKc5TVU5T�f syslogd(8). �sh�nuR!WZT�]!T
Y1d�Q1R!_1`/f�R>[-\!]!`trV]!R>]eQ1\!U?\>nuT�]>UFTVd�_1Y;iXR/]!Y5]!TyQ5U5R/]!R>b5R>_1Y5U5R/[/\>]!`�U1\>^>R>]>jknuT�W d�T�]>T�[>R/{�R�rVb5U1\>g1\ , g5Reg5T
iXR>]!Y5]>T�S?T�_?\!]>`�[>R/fVnuR>W�g1R>w DoS \!]>\>b5jkQ5j$]!TVn Q5T�U5TVQ5R!_?g5T�g5Y5m syslog.| R>{�S*\yS1_5m<R�S?g5R/{�R�Y1fsQ5U?\![>Y5_F[e}1T�Q5R/c5b5T7S*R/d�]>Y5{V\>T�]>d�mFR>Q5U1ToS?T�_1T�g5g1htw;Q1\!U?\>nuT�]>U5R/n�Q1U5ToS?T�_ ,
Q5U5R/]!R>b5R>_1Y5U5R/[/\>g5Y5TuS1_1mFr�]!R/{�ReQ5U1\![/YX_?\�[>htbX_1�ec1\!TV]>dom .

* _5m;[>bX_?��c5T�g1YXmFQ5U5R/]!R>b1R!_1Y5U1R>[/\>g5YXm , [-\>n
Q5R>]>U5T�^/j-TV]>domFd�^>U5R-d�Y5]>`ed�R/R>]![/T�]>d�]![>j$�e�FY5wFd�c5T�]>c5Y5b�d�Q5R-nuR>�F`/��j$]!YX_?Y5]!h ipfw(8):

# ipfw zero 4500

{oS?T 4500 r�]!Rlg5R-nuT�UFQ1U1\![/YX_?\ , S?_5mFb5R/]!R>U5R/{�R�[/hxiXR>]!Y1]!Ts[/R>fVR>^>g1R>[>Y1]!`tQ5U5R/]!R>b5R>_1Y5U5R/[/\>g5Y5T .

options IPFIREWALL_DEFAULT_TO_ACCEPT

(kfVnuTVgXm5T�]eQ5U1\![/YX_1R�Q1R�jXnuR!_1c?\!g5Y5� d ”deny” g1\ ”allow”.
� ]!RlQ5U5T�S?R>]![/U1\!�%\!TV]t[>R>f�nuR!WZg5R/T�^!_1R/b5Y5U5R/[/\>g5Y5T ,

TVd�_1Y;m$S?U1R�fV\>{�U5j-WZT�g1Red�Q1R�S5S?TVUXWZb5R>w IPFIREWALL, g1RenuT�W d�T�]!TV[>R>wFr�b5U1\>gFTV�FTzg1Tsg1\/d�]!U1R>T�g .
� ]!R>]Q1\!U?\>nuT�]>UF]>\>bXWZTsQ5R>_1T�fVT�g , TVdo_?Y;[>h�Y?d�Q5R>_1`>fVj-TV]!T ipfw(8) [�b1\>c5TVd�]![>T)d�U1ToS*d�]![/\�R>]�R/Q5U5T�S?T�_1TVg5g5h)i

Q5U5R/^!_1T�nKQ5RenuTVU5TsY5i;[>R>fVg5Y5b5g1R>[>TVg5YXm . qyTVn g5T)nuT�g5TVT , Y1d�Q5R!_1`/f�j$w5]!TyQ1\>U1\>nuTV]!UFdsR/d�]>R>U5R>W�g1R/d�]>`>� ,
Q5R/d�b5R!_?`>b5jlR>g<R>]!b5U1ht[/\!TV]�nuT�W d�T�]!TV[>R>wFr�b5U1\>gFY<Y5fVnuTVgXm5T�]eT�{�ReQ5R>[/ToS?TVg5Y5T .
, �!�µ�.-���� � � : �A��¢¤�?�1�>�! ��V¢t�¥¢V������ FreeBSD � ���$¢��o£)�����e�������!�?¢¥�=� IPFIREWALL_ACCT. ¯?�������������!�?¢¥�=�7��¥������¢�� ,��;�V����� 
��¥�t� �V�l�!�¤���/�?�����!³�¢��V� �e�V���1°�³V��¢¥�t� � 2V� �V£ ����¥��
u��³V¢¥��� .
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�3\>d�]>U5R>w5b?\tQ5U5R/{�U1\/n7nug5R>{VR�R>^/TVd�Q5T�c5TVg5YXm IPFW [>htQ1R!_1gXm5TV]>domFdsQ5R-nuR>�F`/��j$]!YX_1Y1]!h ipfw(8). 'sY5g5]/\!b1d�Y1dzrV]!R>w
b5R/n7\>g$S?hx[>ht{�_5m$S?Y5]eR>c5TVg5`ed�_1R!WZg5h�n , g5ReR/gFd�]/\!g5R/[>Y5]>d�m;R>]!g1R/d�Y5]>T�_1`/g5R�Q5U1R/d�]eb1\!b<]!R!_?`>b5Re[>hxQ5R/w1nuT�]!TyT�{VR
d�]!U5j$b5]>j-U1j .

� g?\>d�]>R!m5�FTVTz[/U5TVn+mFj$]!Y5_1Y5]>\eY1d�Q1R!_1`/f�j$T�]�c1T�]!htU5TyU1\>f�_1Y5c1g5h)i;b1\!]>T�{�R/U5Y5Y;b1R/n7\!gXS : S?R>^-\![!_?T�g5Y5T / j/S*\!_1T�g1Y5T
(addition/deletion), Q1U5R/dVnuR>]!U (listing), d�^>U5R-d (flushing) Y<R>c5Y1d�]!b1\ (clearing).

* R>^-\![!_?T�g5Y5T / j/S*\!_1T�g1Y5T
Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5m<d�R>foS�\!g5YXm3Q5U?\![>Y5_ , R>Q1U5ToS?T�_5m5���<YXi;b1\>b;Q1\!b1T�]!h�Q1U5Y5g5Y1n7\>��]>d�m , R/]!^>U1\/d�ht[-\!��]/dom3Y
Q5U5R>]>R>b5R>_1Y5U5j$��]/dom . ~kU5R-d�nuR/]!UFY1d�Q5R!_?`>f�j$TV]>domkS1_1m;R>Q5U5T�S?T�_?T�g5YXm%d�R�S*T�UXWZY1nuR>{VR�g1\>^>R/U1\tQ5U1\>[>YX_ ( g1\>f�ht[-\!TVnuR/{�R
T��FTs}5T�Q1R>c5b5R/w ) Y<d�c1T�]!c5Y1b5R>[eQ1\!b5TV]!R>[ ( j$c5TV] ). 's^>U5R-d�Y1d�Q5R!_1`/f�j$T�]/domkS1_5m<j>S�\�_1TVg5YXm;[/d�T�i3Q5U1\>[>YX_<}5T�Q5R/c5b5Y .
�ec5Y1d�]>b1\�Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFR>^/g5j-_1T�g5Y5m;R�S?g5R/{�R�Y5_1YFg5T�d�b5R>_1`>b1YXi;d�c5TV]!c5Y5b5R/[ .
14.9.4.1. �9X � J?KLJ?K�:JREAL=:I��� IPFW

'sY5g5]>\>b1d�Y1dsr�]>R>w v R/U1nuh�b5R-n7\!g$S?hx]/\!b5R/w :

ipfw [-N] b5R-n7\!g$S�\ [ g5R/nuTVU ] S?T�w1d�]![>Y1T [log] Q5U5R/]!R>b5R>_ \�S?U5TVdV\ [ Q1\!U?\>nuT�]>U5h ]

~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y3r�]!R/w v R/U1nuhxb5R/n7\>g$S?h�S?R-d�]!j$Q5TVgFR!S?Y5g v _*\!{ :
-N

� \!fVU5T�a<T�g5Y1Ts\=S*U5TVd�R>[�YFY1nuT�g�d�TVU5[>Y1d�R>[�Q1U5YFR/]!R>^/U1\�WZT�g1Y5Y .

�'\=S*\>[/\>TVn7\�m .>� �F��(?�=� nuR!WZT�]e^>ht]!`ld�R/b5U1\!�<T�g1\)S?Re^/R!_1TVT�b5R/U5R>]!b1R>w;j$g5Y5b?\�_1`/g5R>w v R/U1nuh . 'sj$�FT�d�]![/j-�e�FY5T.>� �;��(*��6
:

add
* R>^-\![!_?T�g5Y5T7Q1U1\![/YX_?\�b%d�Q5Y?d�b5j v YX_1`/]!U1\>}5Y5Y / j$c5T�]>\

delete
� S*\!_1T�g1Y5TsQ1U1\![/YX_?\tY5f)d�Q1Y1d�b1\ v YX_1`/]!U1\!}1Y5Y / j-c1T�]>\

~kU5ToS?hyS*j-�<Y5Tz[/T�U1d�Y5Y IPFW Y1d�Q5R!_1`/f�R/[/\�_?Y3R>]=S?T�_1`>g1htTzfV\>Q5Y1d�Y3S1_5m v YX_1`>]>U1\!}5Y1Y;YFj$c5TV]>\�Q?\!b5TV]!R>[ .
'sR>[>U1TVnuT�g1g5htTz[/T�U1d�Y5Y;j$c5Y5]!ht[-\!�e]�Q1\>b5T�]!hxS1_5mFb1\!W%S?R>{VR�Q5U1\>[>YX_?\ .
+zdo_1Y<j$b1\!f�\!g5R�fVg1\!c1T�g5Y5T (1� �F�&� , R>g5ReY1d�Q5R>_1`>fVj$T�]>d�mkS1_5m;Q5R-nuT��FTVg5YXmFQ1U1\![/YX_?\�g?\�R>Q5U1ToS?T�_1T�g5g1j-� Q5R/f�Y5}5Y1��[
}5T�Q5R/c5b5T . (kg1\!c1TzQ5U1\>[>YX_?R�Q5R-nuT��<\>T�]>d�m;[�b5R/g5T�}<}5T�Q1R>c5b5Y<dzg5R-nuT�U5R-nKg1\ 100 ^/R!_1`/aFT , c1TVn�j3Q5U1ToS?hyS?j$�<T�{�R
Q5U1\![/YX_?\ ( d���S*\eg5Tz[/bX_1��c?\!T�]/domFQ5U?\![>Y5_1R�Q5RejXnuR!_1c1\>g5Y5� d�g5R-nuT�U5R-n 65535).

' Q1\!U1\/nuT�]!U1R/n log d�R>R>]>[>T�]/d�]![/j-�e�FY5TsQ5U1\>[>YX_?\�[>ht[/R�S1m5]�Y1g v R>U1n7\>}5Y5��g1\ed�Y1d�]>TVnug5j$� b5R>g1d�R!_1` , TVdo_?Y;m$S?U5R
d�R>^/U1\!g1R�d�R/Q5}5Y5TVw IPFIREWALL_VERBOSE.

'sj-�<TVd�]![>j$���<Y5T �=��0?���� �"$2 :

reject

�e]!^>U1R/d�Y1]!`�Q1\>b5T�]�YFR>]>Q5U1\![/Y5]!`e[e\=S*U5TVdzY1d�]!R/c5g5Y5b?\ ICMP Q?\!b5TV] , d�R>R>^/�<\>���FY1w3R�g5T�S?R/d�]!YXWZY1nuR/d�]!Y;iXR-d�]>\
YX_1Y<Q5R>U5]/\ .
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allow

~kU5R>Q1j$d�]!Y5]!`eQ1\!b1T�]�b?\!bFR/^>htc5g1R . ( d�Y5g5R/g5Y1nuh : pass, permit, Y accept)

deny

�e]!^>U1R/d�Y1]!`�Q1\>b5T�] . (3d�]!R/c5g5Y5b1j3g5Ts[/hyS*\!TV]>dom ICMP d�R/R>^>�<T�g5Y1T ( b?\!bFT�do_1YF^>hxQ1\>b5T�]e[>R>R/^>�<T�g5TzS?R/d�]!Y5{
}5T�_?Y ).

count

�e^>g5R/[>Y5]>`�d�c5TV]!c5Y5b<Q1\!b1T�]>\ , g5Rlg5TsQ1U5Y1nuT�g5m5]!`eQ1R�R>]>g5R>a<T�g5Y5� bFg1TVnuj3Q5U1\>[>YX_?\ allow/deny. ~kR/Y1d�b
Q5U5R!S?R!_5WZY5]/dom<d�Redo_?ToS?j$���<T�{VR�Q5U1\>[>YX_*\t[e}1T�Q5R/c5b5T .| \�W%S?R>T ����0?���% �"*� nuR>WZT�]�^/ht]!`�f�\!Q5Y?d�\!g1R�[�[/Y$S?Ts^>R!_?T�Tzb1R>U5R/]!b5R>{VR�j$g5Y5b1\!_1`>g1R>{�R�Q5U5T v Y1b1d�\ .

��R>{Vj-]�^>ht]!`lR>Q5U1ToS?T�_1T�g5h�d�_1ToS*j-�e�FY5T B����=�<�=.>��#*6 :

all

'sR>R/]![>TV]>d�]![/j$T�]�[-d�TVn IP Q?\!b5TV]>\>n
icmp

'sR>R/]![>TV]>d�]![/j$T�] ICMP Q1\!b1T�]>\/n
tcp

'sR>R/]![>TV]>d�]![/j$T�] TCP Q1\!b1T�]>\/n
udp

'sR>R/]![>TV]>d�]![/j$T�] UDP Q?\!b5TV]>\>n
~kR!_1T �!� �����V� v R/U1nuY5U5j$T�]/domF]>\>b :

Y1d�]!R/c5g5Y5b �	
)� �	� / ���0����� [ �	����� ] }5T�_1` ��
)� �	� / �*�0� ��� [ ���)��� ] [via ����� � �. �	-�� ]

�sh�nuR>WZT�]!Tyj$b1\!f�\!]!` port ]>R!_1`/b5R�[-nuTVd�]>Tyd B������%�=.>��#�� �;" , Q5R�S5S*T�UXWZY5[-\!���<Y1nuYFQ1R>U5]!h (UDP Y TCP).

~3\!U1\/nuT�]!U via R/Q5}5Y5R/g1\�_?T�g;Y%nuR!WZT�]ld�R�S*T�UXW \!]>` IP \=S?U1TVd�Y5_1YFY1n+m;S?R/nuTVg1\t_1R/b1\�_?`>g5R/{�R IP Y5g5]>T�U v TVw1d�\ , YX_1Y
Y1n+mFY5g5]>T�U v TVw1d�\ ( g1\>Q5U5Y1nuTVU ed0), R>g;g?\>d�]>U1\!Y5[-\!TV]�Q5U1\>[>YX_1Reg1\�d�R>R/]![>TV]>d�]![/Y5Tz]>R!_1`/b5R�]!T�n�Q1\>b5T�]>\/n , b5R/]!R>U1htT
Q5U5R!iXR!S1m5]�c5TVU5T�fyr�]!R/]�Y5g1]!T�U v TVw1d . �kR/nuTVU1\tY5g5]>T�U v TVw1d�R/[enuR>{Vj$]�^>ht]!`efV\/nuT�g5TVg5h�g1\�R>Q5}5Y1R>g1\!_1`>g5j$��n7\/d�b5j .
�3\!Q5U5Y?nuT�U , ppp* ^/j/S?T�]ld�R>R/]![>TV]>d�]>[>R>[-\!]!` PPP Y5g5]>T�U v TVw1d�\/nKm$S?U1\ .
'sY5g5]>\>b1d�Y1d , Y1d�Q5R!_1`/f�j$TVnuhtw3S1_5mFj$b1\>fV\!g1YXm �	
�� �	��� / �*�0� �$� :

� ��� 
��

YX_1Y
� ��� 
�� / � � � � � - � ��� �

YX_1Y
� ��� 
�� : � � � � � - � � � ����
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�ynuT�d�]!R IP \=S?U1TVd�\�[>R/fVnuR!WZg5R�j-b?\!fV\>g5Y5Tyd�j$�FT�d�]![/j-�e�FTV{�R�Y1nuTVg5Y;iXR-d�]>\ . � � � � � - � � � � rV]!RtS?T�dom5]!Y1c5g5htw%g5R/nuTVU ,
j-b?\!f�ht[-\!�e�FY5w3b5R>_1Y5c5T�d�]![/R�^/Y5] , b1R>]!R/U5htT7S?R>_5WZg5h�^/ht]!`�jXd�]/\!g5R/[!_1TVg5hx[en7\>d�b5Ts\�S?U5T�d�\ . �3\!Q5U5Y?nuT�U ,
192.216.222.1/24 d�R/foS*\/d�]�n7\/d�b5j , d�R>R>]>[>T�]/d�]![/j-�e�Fj$��[-d�T�n�\=S?U5T�d�\/nKQ5R�S*d�T�]!Y<bX_?\/d�d�\ C ( [�S*\!g1g5R/n�d�_1j$c1\!T ,
192.216.222). A valid hostname may be specified in place of the IP address. � � � � � - � � � ����%rV]!R IP, b1R>]!R/U5htw
^>j/S?T�]�_1R>{VY5c5TVd�b5YFQ1T�U5T�nug5R!WZT�g%d�f�\=S*\>g5g5h�n�\�S?U5TVd�R/n .

| _1�ec5T�[/R>Tydo_1R>[/R any nuR>WZT�]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�m�S?_5m
R>^>R/f�g1\>c5T�g1YXm ” _?��^>R/{�R IP \�S?U5T�d�\ ”.
�kR/nuT�U?\tQ5R>U1]!R>[ej-b?\!f�ht[-\!�e]>dom;[ldo_1T�S?j$���FT�n v R>U?n7\!]!T :
���)��� [, �	�)��� [, �	����� [. . . ]]]

S1_5mFj$b1\>fV\!g1YXm3R�S?g5R/{�ReQ5R>U5]/\�YX_1Y%d�Q5Y?d�b1\eQ5R>U1]!R>[ , YX_1Y

���)��� - �	�����

S1_5mFj$b1\>fV\!g1YXmlS?Y1\!Q?\!f�R/g1\�Q1R>U5]!R/[ . �yh�nuR>W�TV]!Ty]>\!bXWZTyb5R/nu^/Y5g5Y5U1R>[/\>]!`�j$b1\!f�\!g5Y1TzR�S*g5R>{VR)S?Y1\>Q1\!fVR>g1\�d�R
d�Q5Y1d�b5R/nKQ1R>U5]!R/[ , g1R�S?Y?\!Q1\>f�R>g3[-d�TV{oS*\tS?R!_5WZTVg;j$b1\!fVht[/\!]>`/dom3Q5TVU5[>h�n .
* R/d�]>j-Q1g5htT B*�¥��� �F�����*6 :

frag

'sU1\!^-\!]!ht[-\!TV] , TVd�_1Y;Q1\>b5T�]eg5Tzm5[>_5m5T�]/domFQ5TVU5[>h�nKQ?\!b5TV]!R/nPS*T�w5]>\>{�U1\/n7nuh .

in

'sR>R/]![>TV]>d�]![/j$T�]�[>i$R!S1m5�FY?nKQ1\!b5TV]>\>n .

out

'sR>R/]![>TV]>d�]![/j$T�]�Y1d�iXR�S1m5�<Y1nKQ1\!b1T�]>\/n .

ipoptions spec

'sU1\!^-\!]!ht[-\!TV] , TVd�_1Y;fV\>{�R>_1R>[/R>b IP d�R�S*T�UXWZY5]eQ5T�U5TVc5Y1d�_1T�g5g1htwFc5TVU5T�fyfV\>QXm5]!j$� d�Q5Y1d�R>b;Q1\>U1\>nuTV]!U5R/[ ,
j$b1\!f�\!g5g5h)ik[ spec. ~kR�S5S?TVUXWZY5[/\>TVnuhtT�Q?\!U1\/nuT�]!U5h IP: ssrr (strict source route), lsrr (loose source
route), rr (record packet route), Y ts (time stamp).

* T�w1d�]![>Y1TzR>]�S?T�_1`/g5h)i3Q1\!U?\>nuT�]>U5R>[lnuR!WZT�]e^>ht]!`
Y5fVnuTVg5T�g1R�Q5j$]!T�n�j$b1\!f�\!g5Y5m;Q5U5T v Y1b1d�\ !.

established

'sU1\!^-\!]!ht[-\!TV] , TVd�_1Y;Q1\>b5T�]�m5[!_5m5TV]>domFc?\>d�]>`>��j-WZTyj$d�]>\!g1R>[!_?T�g5g5R/{�R TCP d�R/ToS?Y5g1T�g5YXm ( ] . T . TVd�_1YjXd�]>\>g5R>[>_1T�g5h ^/Y5]!h RST YX_1Y ACK). �yh�nuR>WZT�]!TyQ5R�S*gXm5]!`lQ5U5R>Y1f�[>R!S?Y5]!T�_1`>g1R/d�]>`�nuT�W d�TV]!T�[/R>{VR�r�b5U?\!g1\ ,
Q5R/nuT�d�]!Y1[�Q5U1\>[>YX_?Red established ^>_1Y5f�b1R�bFg?\!c1\!_1jk}5T�Q5R/c5b5Y .

setup

'sR>R/]![>TV]>d�]![/j$T�] , T�do_1Y<Q1\!b1T�]tm5[>_5m5T�]>d�mFQ5R/Q5ht]!b5R/wFjXd�]>\>g5R>[/b5Y TCP d�R>T�S?Y5g5TVg5YXm ( jXd�]>\>g5R>[>_1T�g3^/Y5] SYN, \
^>Y5] ACK g5TyjXd�]>\>g5R>[>_1T�g ).
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tcpflags .	�#�0�$�

'sU1\!^-\!]!ht[-\!TV] , TVd�_1Y;fV\>{�R>_1R>[/R>b TCP d�R�S?TVUXWZY5]ed�Q5Y1d�R>b;Q5TVU5T�c1Y1do_1TVg5g5h)i;c5TVU5T�fyfV\>QXm5]!j$� .��#�0���	� .
~kR�S5S*T�UXWZY5[-\!TVnuhtT v _?\!{VY : fin, syn, rst, psh, ack, Y urg.

* T�w1d�]![>Y1TzQ5U1\>[>YX_%Q5R�R/]=S?T�_1`>g5h�n v _?\!{�\>n
nuR!WZT�]e^>ht]!`eY5fVnuTVg5T�g1Rej$b1\>fV\!g1Y5TVnKQ5U1T v Y5b1dV\ !.

icmptypes � ���,+
'sU1\!^-\!]!ht[-\!TV] , TVd�_1Y;]!Y5Q%Q1\>b5T�]>\ ICMP g?\�iXR�S?Y1]>dom;[kd�Q5Y?d�b5T � ���,+ . 'sQ5Y1d�R>bFnuR>WZT�]�^/ht]!`�j$b1\>fV\>g;[�[/Y$S?T
_1��^/R>w;b1R/nu^>Y1g1\!}5Y1YkS?Y1\>Q1\!fVR>g5R/[�Y / YX_1YFR/]=S?T�_1`>g5h)i3]!Y1Q5R>[ , U1\!f�S?T�_?T�g5g5h)i3f�\!QXm5]!h�nuY . �e^>htc1g5R
Y1d�Q1R!_1`/f�j$TVnuhtTs]!Y5Q5h ICMP: 0 echo reply (ping reply), 3 destination unreachable, 5 redirect, 8 echo request
(ping request), Y 11 time exceeded ( Y?d�Q5R>_1`>fVj-TV]>domlS1_1mFR>^/R>f�g?\!c5TVg5YXm3Y1d�]>T�c5TVg5YXm TTL, b1\!b%d traceroute(8)).

14.9.4.2. ��A:C:> �
CL@BAWRMAL=:I��� IPFW

'sY5g5]>\>b1d�Y1dsr�]>R>w v R/U1nuh�b5R-n7\!g$S?hx]/\!b5R/w :

ipfw [-a] [-c] [-d] [-e] [-t] [-N] [-S] list

* _5m;r�]!R/w v R/U1nuhxb5R/n7\>g$S?h�d�j-�<TVd�]![>j$T�]ld�T�nu` v _?\>{�R>[ :
-a

~kR>b1\>f�ht[-\!]!`tfVg1\!c5TVg5YXm<d�c5T�]>c5Y5b5R/[ . � ]!R/]�Q1\>U1\>nuTV]!U — ToS*Y5g1d�]>[>T�g1g5htwFQ5j$]!`�S1_5mFQ1U5R/dVnuR>]!U1\ef�g?\!c5TVg5Y5w
d�c5TV]!c5Y5b1R>[ .

-c

~kU5R/dVnuR>]!UFQ5U1\![/YX_F[lb5R/nuQ?\!b5]!g1R>w v R/U1nuT .
-d

~kR>b1\>f�ht[-\!]!`yS?Y1g1\>nuY5c1TVd�b1Y5TsQ1U1\![/YX_?\�[�S?R>Q1R!_1g5TVg5Y5Tsb<d�]/\!]!Y5c1TVd�b1Y1n .

-e

+zdo_?YFR>Q1U5ToS?T�_1T�g<Q1\!U?\>nuT�]>U -d, Q5R/b1\!fVht[/\!]>`t]>\!bXWZTzS?Y5g1\/nuY5c5T�d�b5Y5TyQ5U1\>[>YX_*\�dsY1d�]!TVb5aFY?n�d�U5R/b5R/n
S?T�w?d�]![/YXm .

-t

�e]!R>^/U1\�W \>]!`�Q5R-do_1T�S?g5T�Ts[>U5T�n+m<d�U?\!^/\>]!ht[/\>g5Y5TuS?_5m;b1\�W%S?R/{�ReQ5U1\![/YX_?\�[�}5TVQ5R>c5b1T . � ]!R/]ed�Q1Y1d�R/b
g5TVd�R>[-nuTVd�]>Y1n�dzd�Y5g5]>\>b1d�Y?d�R/n , Q5U5Y5g1Y1n7\!T�nuh�n ipfw(8).

-N

~kR>Q5ht]/\!]!`-dom;U1\>f�U5TVaFY5]!`efV\�S*\!g5g1htTs\=S*U5TVdV\tYFY1nuTVg1\ld�T�U1[>Y1d�R>[ .
-S

�e]!R>^/U1\�W \>]!`�g1\>^>R>U , bFb5R/]!R>U5R-nujkQ5U5Y5g1\�S1_1T�W�Y1]eb1\!W%S?R>TsQ5U1\![/YX_1R . +sdo_1Y%r�]!R/] v _?\>{zg5Tsj$b1\!f�\!g ,
fV\>^!_1R/b5Y5U5R/[/\!g1g5htT7Q5U1\>[>YX_?\�g5Tz^/j/S?j$]�R>]>R>^>U?\�WZT�g5h .
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'sY5g5]>\>b1d�Y1d�S1_5m%d�^>U1R/d�\�Q5U1\![/YX_ :

ipfw flush

�yd�TzQ5U?\![>Y5_?\�[e}5T�Q5R/c5b5Ty^>j/S?j$]�j/S*\!_1T�g5h , fV\�Y?d�bX_1�ec5T�g1Y5TVn Q5U1\![/YX_?\�Q1R�jXnuR!_1c?\!g5Y5� , jXd�]>\>g1\![>_1Y5[-\!TVnuR/{�R
m$S?U5R/n ( g5R-nuT�U 65535). ;yj/S?`>]>TzR/d�]!R>U1R!WZg5hxQ5U5Y%d�^/U5R/d�TzQ5U1\>[>YX_ ; Q5U?\![>Y5_1R , R/]!^>U1\/d�ht[-\!���<T�T�Q?\!b5TV]!h�Q5ReQ5R
j$nuR>_1c1\>g5Y5��R/]!bX_1�ec5Y5]kd�Y1d�]!TVnuj3R/]ed�T�]!Y , Q5R>b?\�U1\>f�U5TVa<\!�e�FY5TsQ5U1\>[>YX_?\�g5Tz^/j>S*j-]�S?R>^-\![>_1T�g5h [e}5T�Q5R/c5b5j .

14.9.4.4.
� � E>5@BFG= > �MJ @�� �FGCEI R:=:F1JG@ CEI IPFW

'sY5g5]>\>b1d�Y1d�S1_5m<R>c5Y1d�]!b5Y<R�S?g5R/{�R�Y5_1YFg5T�d�b5R>_1`>b1YXi;d�c5TV]!c5Y5b5R/[eQ?\!b5TV]!R>[ :
ipfw zero [index]

~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y3^>TVfs\!U1{�jXnuT�g5]/\ �	��� � � ^>j/S?j$]�R/c5Y5�FTVg5hx[/d�Tsd�c5T�]!c1Y5b5Y%Q1\!b5TV]!R>[ . +zd�_1Y index j$b1\!f�\!g ,
R>Q5TVU1\!}5Y5m;R>c5Y1d�]!b5Y<Q5U5Y1nuTVgXm5T�]>d�m<]!R>_1`>b1R�b;j$b1\>fV\!g1g5R/nujkQ5U1\>[>YX_?jl}1T�Q5R/c5b5Y .

14.9.5. � �  �$Y"�� & ���3$W����� ���
� ipfw

'z_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�f�\!Q5U5TV]!Y5]e[/d�TsQ1\!b1T�]!h�dziXR/d�]>\ evil.crackers.org g?\ telnet Q5R>U1]�iXR/d�]>\
nice.people.org:

# ipfw add deny tcp from evil.crackers.org to nice.people.org 23

'z_1ToS?j$�e�FY5w<Q5U5Y1nuTVUFfV\>Q5U5TV�<\!TV]�YFQ1U5R>]!R/b5R!_?Y5U5j$T�]e[>TVd�` TCP ]!U1\ v Y1bFY5f)d�TV]!Y crackers.org ( b5_?\>dVd�\ C) b
b5R/nuQ5`/��]!TVU5j nice.people.org ( g1\t_?��^>R/w;Q5R/U5] ).
# ipfw add deny log tcp from evil.crackers.org/24 to nice.people.org

+zdo_1Y<[>h iXR>]>Y5]!TyfV\!Q1U5T�]!Y1]!`eR/U5{V\>g5Y5f�\!}5Y5� X d�T�d�d�Y5w;[l[/\!a<jld�T�]!` ( c?\>d�]>`�d�TV]!Y<b5_?\>dVd�\ C), d�_1ToS?j$�e�<\�m
b5R/n7\>g$S*\�R-d�j$�FT�d�]![/Y5]�g5TVR>^>i$R!S?Y1nuj$� v Y5_1`>]!U?\!}5Y5� :

# ipfw add deny tcp from any to my.org/28 6000 setup

* _5m;Q5U5R-d�nuR>]>U1\�f�\!Q5Y1d�T�w<j-c1T�]>\ :
# ipfw -a list

YX_1YF[eb5U1\>]!b5R>w v R>U1nuT
# ipfw -a l

�sh�nuR>WZT�]!Ty]>\!b5W�TyQ5U5R-d�nuR/]!U5T�]>`e[/U5TVn+m;Q5R-do_1T�S?g5TV{�Red�U1\!^-\!]!ht[-\!g5Y5mkQ1U1\![/YX_<dsQ5R/nuR/�F`>��b5R/n7\>g$S?h :
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# ipfw -at l

14.9.6. �W� � � ���9 �" $Y" � ��"#�#" ��� �1� ������� �U��� �  ������������3 �"!� �U� ��"#�#���
, �!�µ�.-���� � � : ���/¢¤�>��°z ��V¢)��¢V���>�*¢��o�$��±���� � 2����!³V��° ������� 
������V� �� : ��¢V���>�*¢��o�$��±���� . ����¢¤¡ �/�¥� � �60;�s�o�o£s���/�5��?¢¤£/��¢¥��¢V���/�5� �V����� �o�t���62����>³V��°A��� 0 , ���µ� ��¢s� ��£)¢V�p�������V�o�62�����
s�¥�!� , �o���J��� 2¤�-����
s�?¢¤£��¥¢¥��¢V���/´ ������� � ,
�V�=��¢V³V��°z ��!´k��� � �!� ����=��¢¥¡�����¥� 0X� .

~kU5Y;Q5TVU5[>R/g1\!c1\!_1`>g1R>w3g1\/d�]!U5R/w5b5TynuT�W d�TV]!T�[/R>{�Rer�b5U?\!g1\ , S?R�]>TVd�]>Y5U5R>[-\!g5YXm;Q1U5R>Y5fV[>R!S?Y5]!T�_1`>g5R-d�]!YFYF[>[/ToS?TVg5YXm
d�T�U1[>T�U?\t[ld�]!U5R/w , g1\/d�]!R>m5]!T�_1`/g5R�U1T�b5R-nuT�g$S?j$TV]>domFY?d�Q5R>_1`>fVR>[/\>]!`t[>TVU1d�Y1YFb5R/n7\>g$S%dsQ5U5R/]!R>b5R>_1Y5U5R/[/\>g5Y5TVnPY
[>bX_1�ec5Y5]!`lQ5U5R/]!R>b1R!_1Y5U1R>[/\>g5Y5T�[�m$S?U5T . � ]!ReQ5R>fV[>R!_?Y5]�[/\/nK^>h�d�]!U5Rl[>h)m5[>Y5]>`�Q5U5R/^!_1T�nug5htTsR/^!_?\/d�]!YFY
Y1d�Q5U?\![>Y1]!`�g1\/d�]!U1R>w5b5jk^/T�fz^/R!_1`/aFYXikjXd�YX_?Y5w .

* \!WZTzQ5R-do_1TsfV\![/T�U5a<T�g5YXm;Q1T�U5[/R>g1\>c1\�_1`/g5R>wkg1\/d�]!U1R>w5b5Y
U5T�b5R-nuT�g$S*j-TV]>dom<Y1d�Q5R>_1`>fVR>[-\!]!`tQ5U1R>]!R/b5R!_1Y1U5R>[-\!g5Y5T7S1_5m ‘deny’, Q5R-d�b5R>_1`>b1jerV]!ReQ1R>f�[/R!_5m5TV]�R>]/do_1T�W�Y1[/\!]>`
[>R>f�nuR!WZg5htTz\>]>\!b1YFYFY1fVnuT�g5m5]!`eQ1U1\![/YX_?\�nuT�WZd�T�]!TV[>R/{�R�rVb5U1\>g1\ , T�do_1Y<]!U5T�^/R>[-\!g5YXm3b<g5TVnuj3Y5f�nuT�gXm5]/dom .

, �!�µ�.-���� � � : ���������V� �;�������
 2 ��¢¥��¢y��¢�����!° � �/�?���o�1� accept �s����V���/� �����!��/�¥��� �V¢V� , ¡V�o� 
¥��¢ ���¤���/��V£ ��� ,��;�V����� 
��¥� ������� �V£y¢¥�9� � 2¤�$����
 ��� ����� � � ��¡ �5¢V�P����V���/� ����
����:7s�$� � ���M7 . �X�o�-¢¥�t������.2V�¥¢¤�$¢���l��������>�������!��/�¥� � ��¢����£z� � 4 �e�����o¢¥��� , ����67��V� 05 7¢.4 �k³V¢V��¢ 2y�?¢¤£/��¢¥��¢�� �>´ �V�V����� , �� �¤���/�5�y¡�����
 � �V¢ ��¡��5¢��A� FTP/http �z�?�o�54 � 4 �y�=���V² �!���
�¤�! u¢2�¥�=�¥¢�� ��
2����*¢ ���10!�9�����¥��¢V�5� . ¯1���)���!�¤£)¢+���¥¢����!³��V�%2��o�-¢V�o£e�¤�����!���O7e�����o¢¤���/� , ��;�V����� 
��¥��0��1�o���=��¢¥¡���¢¥��� 0��� ������ �V��
 � �>������ ����¢���
��o��°�����¡ �V���e��¢V��¢ �l��¢V� , �o���y����>�o��¥������
y�����o¢¥� . syslogd �����¥£y¢+¡��o�$¢¥� ���V�����
 2 �/�¥����

4 �/���62¤���)¡ ����
 ��¢y����¢V�?¢�� ������/±�¢2�2���/��� , ��;�V����� 
��¥� ��� ���=�����������t�2�¥¢+� �>������ ����¢���
����*¢+�$� � ���*¢ ����� ���V� , �����.2 �$¢��
/var/log � �V£y¢¥�z¡/�?��
7¡/�M�¥�=��
2����������¢�� .

�y\/nKQ5R>]>U5T�^/j-TV]>dom<[>bX_1�ec5Y5]!`knuT�W d�T�]!TV[>R>wFr�b5U1\>g;[ /etc/rc.conf.local YX_1Y /etc/rc.conf.
'sR>R>]>[>T�]/d�]![/j-�e�<\!m3d�]!U1\>g5Y5}1\ld�Q5U?\![>R/c5g5Y5b?\tU1\!f �'m1d�g5m5T�]�c5]>ReY1nuTVg5g5Rlg5T�R/^!iXR�S*Y1nuR�d�S*T�_?\>]!`�Y%d�R�S*T�UXWZY5]
Q5U5Y1nuTVU5h�{�R/]!R>[/h)i3g1\>d�]!U5R>TVb . +zd�_1YF[/hxg5TyY1d�Q5R>_1`>fVj$T�]!TsQ5U5ToS*j$d�]>\!g1R>[!_1TVg5g5j$��g?\>d�]>U5R>w5b1j , b5R/n7\>g$S*\ ipfw
list nuR!WZT�]eQ5R/nuT�d�]!Y5]>`e]!TVb5j$�FY5w<g1\!^/R>U;Q1U1\![/YX_F[ v \>wX_ , R/]!b5j/S*\�R/g<nuR>W�TV]�^/ht]!`�Q5R-nuT��<T�g;[kd�]>\>U5]!R/[>htTv \!wX_1h�d�Y1d�]>TVnuh . +sdo_1Y<[>hxg5TyY1d�Q1R!_1`/f�j$T�]!T /etc/rc.conf.local YX_1Y /etc/rc.conf S1_5mF[/bX_1�ec5T�g5Y5m
nuT�W d�TV]!T�[/R>{�R�r�b5U1\>g1\ , [/\�WZg5Rej$^>ToS*Y5]!`/d�m;[�]!R-n , c5]!RlR>gF[>bX_1�ec1\!TV]>dom<Q5R/d�_1Tzg1\/d�]!U1R>w5b5Y<Y5g5]!TVU v T�w?d�R>[ .
* \�_1TVT�g5T�R/^!iXR�S*Y1nuR�R/Q5U5ToS*T�_1Y5]>` , �X�%�t" �F��(1(?� S*T�_?\>T�]�[-\!a nuT�W d�TV]!T�[/R>w;rVb5U1\!g !

� ]!Rl[�R-d�g5R/[>g5R-nPfV\![/Y1d�Y1]�R>]
]!R>{VR , g1\/d�b5R>_1`>b1R�aFY5U1R>b5Y5w3S?R/d�]!j$QF[>h iXR/]!Y5]!TyR>]!b1U5ht]!`kd�g1\>U5j-W�Y<bF[-\!aFTVw;d�T�]>Y . �yR>]eg5TVd�b5R!_?`>b5R�R/^>�<YXi
Q5U1\![/YX_ :

• �'\>^!_1R/b5Y5U5j$w5]>T7S?R-d�]!j$QFd�g1\!U5j-WZYFb<Q5R>U1]>\>n TCP dzg1R/nuT�U?\>nuYFg1YXWZT 1024. �?S?T�d�`eU1\>d�Q5R!_1R>WZT�g1\t^/R!_1`/a<\!m
c1\/d�]!`eb5U5Y5]>Y5c5g5h)i3S?_5mF^>TVf�R/Q1\>d�g5R/d�]!Y;d�TVU5[>Y1d�R>[ , ]>\!b5Y5i;b1\!b finger, SMTP ( Q5R>c5]/\ ) Y telnet.

• �'\>^!_1R/b5Y5U5j$w5]>T  !�V��� [>iXR�S1m5�<Y5w;]!U1\ v Y5b UDP. +zd�]>`eR/c5T�g5`eg5TVnug1R>{�ReQ5R!_?T�f�g1h)i3d�T�U5[/Y1d�R/[ , U1\>^>R>]/\!���<YXi
c5TVU5T�f UDP, g1R�R>g1YFR>^/htc5g5R�Q1U5ToS*d�]>\![>_5m5��]ej${�U5R/f�jk^>TVf�R>Q?\>d�g1R/d�]>Y ( g1\>Q5U5Y1nuTVU , Sun RPC Y NFS Q5U1R>]!R/b5R!_1h ).� r�]!R/{�Rld�Q5R-d�R>^-\)TVd�]!`eY<g5ToS*R/d�]/\!]!b5Y , Q5R-d�b5R>_1`>b5jlQ5U5R/]!R>b1R!_ UDP g1TsQ5R!S5S?TVUXWZY5[/\>T�]�d�R>ToS*Y5g5T�g1YXm , Y
f�\!Q5U5TV�FTVg5Y5Tz[>iXR�S1m5�<YXilQ?\!b5]!R/[�f�\!^!_?R>b5Y5U1j-TV]�]>\>bXWZTsR/]![>TV]!h�g1\�Y1doiXR�S?m5�FY5w UDP ]!U1\ v Y1b .

� ]!RknuR!WZT�]
d�]>\!]!`eQ5U5R/^!_1T�nuR>wkS1_1mF]!T�i , b5]!RlY1d�Q5R>_1`>fVj$T�]�[/g5T�a<g5Y5Tsd�T�U5[/T�U5h , U?\!^>R/]>\!�e�FY5Tyd UDP. +zdo_?YF[>h iXR/]!Y5]!T
R/]!b5U5ht]!`�S?R-d�]!j$Q;b<r�]!Y1n d�TVU5[>Y1dV\>n , Q1R>]!U5TV^>j$T�]/dom;U1\>f�U5TVaFY5]!`e[!iXR�S1m5�<Y5TzQ?\!b5TV]!h�dzd�R>R/]![>TV]>d�]![/j$���FY5i
Q5R/U5]!R/[ . | Q5U1Y1nuT�U5j , S?_5m ntp [-\>n�nuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-domkU1\!fVU5T�a<Y5]!`lQ1\!b1T�]!h , Q5U1YXiXR�S1m5�<Y5TydzQ5R>U1]>\ 123.
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• �'\>^!_1R/b5Y5U5R/[/\>]!`t[>T�d�`�]!U?\ v Y5b%d�g1\>U5j-W�YFbFQ5R/U5]!j 6000. ~kR/U5] 6000 Y1d�Q5R!_1`/f�j$T�]/domkS1_5m;S?R/d�]!j$Q1\�b%d�T�U1[>T�U?\>n

X11, Y<nuR!WZTV]�^>ht]>`�j${�U5R/f�R/w;^>TVf�R>Q?\>d�g1R/d�]>Y ( R-d�R>^/T�g5g1R�TVd�_1Y;j3Q5R>_1`>fVR>[/\>]!T�_?T�w3TVd�]!`�Q1U5Y5[>htc1b1\�[/htQ5R!_?gXm5]!`
g1\ed�[/R>YXi3U1\>^>R>c1YXikd�]>\!g1}5YXmXi;b5R-n7\!g$S?j xhost +). X11 nuR!WZTV]�Y1d�Q5R!_1`/f�R/[/\!]>`yS?Y1\!Q?\!f�R/g;Q5R/U5]!R>[ ,
g1\>c5Y5g1\>���<Y5w1domFd 6000, [>TVUXiXg5Y5w<Q5U5ToS*T�_<R/Q5U5T�S?T�_5m5TV]>dom;b1R!_1Y5c1TVd�]>[>R/n X S*Y1d�QX_?T�T�[ , b5R/]!R>U1htTsnuR>{Vj$]�^>ht]>`
f�\!Q5j$�FTVg5hxg1\en7\!aFY1g5T . �yTVUXiXg5Y5wFQ1U5ToS?T�_ , R/Q5U5ToS*T�_1TVg5g5htw RFC 1700 (Assigned Numbers), U1\![/T�g 6063.

• ~kU5R/[>TVU5`>]!TzQ5R>U5]>h , Y1d�Q5R!_1`/f�j$TVnuhtTs[>g5j$]!U1T�g5g5Y?nuY<d�TVU5[>Y?d�\>nuY ( g1\>Q5U5Y1nuTVU , SQL d�T�U5[/T�U1\/nuY;YF] . Q .).
�yR>f�nuR!WZg5RtiXR/U5R>a<T�w;Y$S*T�T�wFm5[!_5m5TV]>dom;^>_1R>b1Y5U5R>[-\!g5Y1T�YFrV]!YXi;Q5R/U5]!R>[ , Q5R/d�b5R!_?`>b5jlR>g5Y<R>^/htc5g5R�g5TyQ5R/Q1\=S*\>��]
[�S?Y1\!Q?\!f�R/g 1-1024, j-b?\!fV\>g5g5htw;[/htaFT .

+��FTyR�S?Y1gFd�Q5Y?d�R>b;S1_5mFQ1U5R>[/T�U5b5YFg1\>d�]!U5R>TVbFnuT�W d�T�]!TV[>R>{VR�rVb5U1\!g?\)S?R-d�]!j$Q5TVgFg1\ CERT Q5Rl\=S?U5T�d�j
http://www.cert.org/tech_tips/packet_filtering.html| \!bFd�b1\!f�\!g5R�[/htaFT , [/d�Tzr�]>YFQ5U1\>[>YX_*\�[/d�T�{VRt_1Y5a<` �*,/.>�� ����=���� �� . �sh�d�\>nuY<d�nuR!WZTV]!TsU1T�aFY1]!` , b?\!b5Y5TsQ5U1\>[>YX_?\v YX_1`>]>U1\!}5Y1Y;^>j/S?j$]�Y?d�Q5R>_1`>fVR>[/\>g5h�[enuT�W d�T�]!TV[>R/n�r�b5U1\>g5T . ��h�g5T)nuR!WZTVn�g1TVd�]>Y<��( | 
 | � �

R>]![/T�]>d�]![>TVg5g5R/d�]!Y;[kdo_1j$c1\>Tz[/f�_1R-n7\t[/\>aFT�w<d�T�]>Y , S*\!WZTzTVd�_1YF[/h�do_1T�S?R>[-\�_1YFd�R>[/T�]>\/n , Q5U5ToS�d�]>\>[!_1TVg5g5h�n�[/htaFT .

14.9.7. ��� � �
��� � &�" ����� �T� �&  �
�T�% �$� �����  �� IPFW

��g5R>{VY5TzQ1R!_1`/f�R>[-\!]!T�_1YkiXR>]�m5]ef�g1\>]!` , b1\!b%d�YX_1`/g5R IPFW g1\>{�U5j-W \!TV]�d�Y1d�]!TVnuj . �e]![>TV]�[�R-d�g5R/[>g5R-nPfV\![/Y1d�Y1]�R>]
g1\!^/R>U1\tQ1U1\![/YX_FY<d�b5R>U1R/d�]>Y;Q5U5R/}5TVdVd�R>U?\ . ~kU5Y<g5T�^/R!_1`/aFR/nPg1\>^>R/U5T�Q5U1\>[>YX_FS1_5m;^>R>_1`>a<Y5g1d�]![/\tQ1U5YX_1R>W�TVg5Y5w ,
U1\!^/R>]>\>���FY5il[ Ethernet R>]![/T�] ” g5T�fVg1\!c5Y1]!T�_1`/g5R ”. * _1m;]!T�i , b1R/nujkg5j-WZT�gF^/R!_1TVTz]!R/c5g5htw<R>]![/T�] , Y
Q5U5ToS*g1\!fVg1\!c5TVg;r�]>R>]�U?\!foS*T�_ .

~kR/do_?ToS?j$���<Y5T�Y5f�nuT�U5TVg5YXm%^>h)_1Y;[/htQ5R!_?g5T�g5h�d 2.2.5-STABLE g?\ 486-66. ( �eR>]�m IPFW g5T�nug5R>{VR�Y5f�nuT�g5Y5_?domF[
Q5R/d�_1ToS?j$�e�FYXi3U5T�_1Y5fV\!i FreeBSD, d�b5R>U1R/d�]>`�R/d�]>\�_?\/d�`eQ5U5Y5^>_1Y5f�Y1]!T�_1`/g5R�]>R>w;WZT .) IPFW ^>h)_�nuR�S?Y v Y5}5Y5U5R/[/\>g
S1_5mFY5f�nuT�U5TVg5YXmF[/U5TVnuTVg5Y , f�\!]!U?\!c5TVg5g5R>{VR ip_fw_chk, d�[/ht[>R!S?R/nPg1\eb5R>g?d�R!_?`�U5T�fVj-_1`>]>\>]>\�Q5R-do_1Tyb1\!W<S*R>{�R
1000– {VRyQ?\!b5TV]>\ .
;sh)_?Y;Q5U5R/]!TVd�]!Y5U5R/[/\!g1h S?[/\�g1\!^/R>U1\tY1f 1000 Q5U?\![>Y5_ . ~kT�U1[>htw;^/h)_<d�R-d�]>\>[!_1TVgkS1_5m3S*TVnuR>g?d�]!U1\>}5Y5Y<QX_1R!iXR/{�R
g1\!^/R>U1\tQ1U1\![/YX_FQ5j$]!T�n�Q5R>[/]!R>U1T�g5YXm;Q1U1\![/YX_?\ :
# ipfw add deny tcp from any to any 55555

� ]!R>]eg1\!^/R>U3Q5U1\>[>YX_%QX_1R>i , Q5R/d�b5R!_1`/b5jl^>R!_?`>a<\!m3c1\>d�]!`�Q5U?\![>Y5_ IPFW g1Tyd�R>R>]>[>T�]/d�]![/j-TV]�Q5U5R/[>TVUXm5TVnuh�n
Q1\!b5TV]>\>n ( Y5f - f�\�g5R-nuT�U1\�Q5R>U5]/\ ). ~kR/do_?T 999– w3Y5]>T�U1\>}5Y5YFrV]!R>{VR�Q5U?\![>Y5_?\�d�_1ToS?j$TV]�Q5U1\>[>YX_?R allow ip from

any to any.

�s]>R>U5R/w;g1\!^/R>U;Q1U1\![/YX_F^>h)_<U1\!fVU1\!^/R>]>\>glS1_5mF^/h�d�]!U5TVw5aFTVwFQ5U1R>[>TVU5b5Y;b?\�W%S?R>{VR�Q5U1\>[>YX_*\ :
# ipfw add deny ip from 1.2.3.4 to 1.2.3.4

�kTsd�R/[>Q1\�S*\!�e�FY5w IP \�S?U5T�d�Y1d�]!R>c5g1Y5b1\e[�Q5U1\>[>YX_?Tz[>hta<TzQ5U1Y5[>T�S?T�]ebFR>c1T�g5`e^>h�d�]>U5R>w;Q1U5R>[/T�U5b5Tsr�]!Y5i;Q5U1\![/YX_ .| \!b;Y<Q5U5T�W%S?T , 1000– TzQ5U1\![/YX_1R allow ip from any to any.

�'\!]!U?\!]!hxg1\eQ5U5R/[>TVU5b5jkQ1\!b1T�]>\�[�Q5TVU5[>R-n�do_1j$c1\>TzQ5U5Y1^!_1Y5fVY5]!T�_1`>g5R 2.703 n7d / Q1\>b5T�] , YX_1YFQ1U5Y5^!_?Y5f�Y5]>T�_1`/g5R
2.7 nuY5b1U5R/d�T�b5j$g$S�g1\�Q1U1\![/YX_1R . qyT�R/U5T�]>Y5c5TVd�b5Y5w%Q5U5T�S?T�_�d�b5R/U5R/d�]!Y;Q5U5R/[>TVU5b5Y;R/b5R!_1R 370 Q1\!b5TV]!R>[e[ed�T�b5j$g$S?j .
~kU5ToS?Q1R!_?\>{V\�m3Q5R!S?bX_1�ec5T�g1Y5Tsc1T�U5TVf 10 Mbps Ethernet Y<U1\!f�nuT�U<Q1\!b5TV]>\�Q1U5Y5^!_?Y5f�Y5]>T�_1`/g5R 1500 ^-\!w5] , Q5R!_1j$c1\>TVn
]!R!_1`/b5R 55.5% Y1d�Q5R!_1`/f�R/[/\!g1YXm3Q5U5R>Q1j$d�b5g5R/wFd�Q5R-d�R/^>g5R-d�]!Y .

�sRe[>]!R/U5R/n�d�_1j$c1\!Tsb1\�W%S?htw<Q1\!b1T�]�^/h)_FQ5U5R/[>TVU5T�g;Q1U5Y5^!_?Y5f�Y5]>T�_1`/g5R�f�\ 1.172 n7d , YX_1Y<Q5U5Y5^>_1Y5f�Y1]!T�_1`/g5R
1.2 nuY5b1U5R/d�T�b5j$g$S�g1\�Q1U1\![/YX_1R . qyT�R/U5T�]>Y5c5TVd�b5Y5w%Q5U5T�S?T�_�d�b5R/U5R/d�]!Y;Q5U5R/[>TVU5b5Y;R/b5R!_1R 853 Q1\!b5TV]!R>[e[ed�T�b5j$g$S?j ,
c5]!R�S?T�_?\>T�]�[/R>f�nuR!WZg5h�nKQ5R>_1g5R>TsY1d�Q1R!_1`/f�R>[-\!g5Y1T�Q5U5R/Q5jXd�b5g5R/wFd�Q1R/d�R/^>g5R-d�]!Y 10 Mbps Ethernet.
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�kU5T�f�nuT�U5g5R/Tzb5R>_1Y5c5T�d�]![/R�Q5U1R>[>TVUXm5TVnuh)i3Q5U?\![>Y5_FYFYXi3[/Y$S%g5TyQ5R/f�[>R>_5m5T�]�d�R/d�]>\![/Y5]!`�b?\!U5]!Y1g5j3^!_1Y1f�b5j$� b
R>^>htc1g5h�nKjXdo_1R/[>YXm1n — r�]>YFQ5U1\>[>YX_*\�^>h)_?Y;Y1d�Q1R!_1`/f�R>[-\!g5h ]!R>_1`>b1RtS1_5m;Q1R!_1j$c5TVg5YXmFY5g v R>U1n7\>}5Y5Y;Rl[>U5T�nuT�g5Y
Q5U5R>[/T�U5b1Y . �yR>]�g1TVd�b1R!_1`/b5R�U5TVb5R/nuTVg$S*\>}5Y5w , b5R/]!R>U1htTzg5TVR>^!iXR!S?Y1nuR�j$c5T�d�]!`�S1_5m<d�R>f�S*\!g5Y5m;r v3v T�b1]!Y5[>g1R>{�R
g1\!^/R>U1\tQ1U1\![/YX_ :

• ~kR-nuTVd�]>Y5]!TyQ5U1\![/YX_1R established b1\>b<nuR!WZg5ReU1\!g1`>aFT�S1_5mFR/^>U1\>^>R/]!b5Y3^>R>_1`>a<T�w3c1\/d�]!Y TCP ]!U?\ v Y5b1\ . �kT
Q5R-nuT��%\!w5]!TsQ5T�U1ToS%g1Y1n�Q5U1\>[>YX_*\ allow tcp.

• ~kR-nuT��<\>w5]!Tsc1\>d�]!R�Y1d�Q5R!_?`>f�j$T�nuhtTzQ5U1\>[>YX_*\t^!_1Y5W�TybFg?\!c1\!_1jkg1\!^/R>U1\tc1TVn�U5T�S?b5ReY1d�Q5R>_1`>fVj$TVnuhtT ( b5R/g5T�c5g1R
WZT , � ��4�"$4 �;��(*��(?"-2<����0?���% �"$2� !�������)(?� � �¤��� ). �yh�nuR>WZT�]!TyR>Q5U1ToS?T�_1Y5]!`eg1\!Y5^/R!_1TVTzc1\/d�]!ReY1d�Q1R!_1`/f�j$TVnuhtT
Q5U?\![>Y5_?\tQ5j$]!T�n�Q5U5R/[>TVU5b5YFd�c5T�]!c1Y5b5R>[lQ1\>b5T�]!R/[�b5R-n7\!g$S?R/w ipfw -a l.

14.10. OpenSSL
�%��B1"*����#

: Tom Rhodes.

��S?g5R>wFY5fsQ1U5R>{VU1\>n7n , ]>U5T�^/j-�e�FYXi;R-d�R/^>R>{VRt[>g5Y?n7\!g5YXm;Q1R!_1`/f�R>[-\!]!T�_1T�w , m5[>_5m5T�]/dom;g1\>^>R>UFQ5U5R>{VU1\>n7n OpenSSL,
[>bX_1�ec5T�g1g5htwF[ FreeBSD. OpenSSL Q5U5T�S?R/d�]>\![>_5m5T�]�j-U1R>[>TVg5`�a<Y v U5R>[-\!g5Y5mkQ1R>[>TVUXi3R>^/htc5g5h)i3j$U5R>[/g5T�w
d�R>T�S?Y5g5TVg5YXm ; do_1T�S?R>[-\!]!T�_1`>g1R , R>gFnuR>WZT�]�^/ht]!`lY1d�Q5R>_1`>fVR>[-\!g3nug5R>{VY1nuY<d�T�]!TV[>h�nuY<Q5U5YX_1R>WZT�g5YXm1nuY<Y
d�T�U1[>Y1dV\>nuY .

OpenSSL nuR!WZT�]eY1d�Q1R!_1`/f�R>[-\!]!`-domeS1_5mFa<Y v U5R/[/\!g1YXm;d�R>T�S?Y5g5TVg5Y5w<Q5R>c5]>R>[>h)i3bX_?Y5T�g5]>R>[ , ]>U1\!g5f�\!b5}1Y5wFc5TVU5T�f
Y5g5]!TVU5g5T�] , g1\>Q5U5Y1nuTVU;S1_1m;b5U5ToS*Y5]!g5h)iFb?\!U5] , Y<nug5R/{�R>{VR)S?U5j${VR>{�R . ��g5R/{�Y5TyQ5R>U1]!h , ]>\!b1Y5Tsb?\!b
www/apache13-ssl Y mail/sylpheed-claws d�R>^/Y5U1\>��]>d�mFd OpenSSL.

, �!�µ�.-���� � � : /F¡ ��� 
 � ����¥�=�¥¢I���!��³V�V¢V�s�y� �����/¢V��±�������>�����/�J� ��¡��>����¢¥��� 0F��/��� security/openssl, ¢2�����z������
������¢V��¢��*¢�� ����0 WITH_OPENSSL_BASE ��¢+��¥��� ��/� �/¢�����0X����l� ”yes”.

�sTVU1d�Y5m OpenSSL, [>bX_1�ec1\!T�n7\�m;[ FreeBSD, Q5R!S5S?TVUXWZY5[/\>T�]�d�TV]!T�[/htTzQ5U1R>]!R/b5R!_1hx^/T�fVR>Q1\/d�g5R-d�]!Y Secure Sockets
Layer v2/v3 (SSLv2/SSLv3), Transport Layer Security v1 (TLSv1) Y<nuR!WZTV]�^>ht]>`�Y1d�Q5R!_1`/f�R/[/\!g?\)[�b1\>c5TVd�]![>T
R/d�g1R>[>g1R>w3b5U5Y1Q5]!R>{VU1\ v Y1c5TVd�b5R>w;^/Y5^!_?Y5R>]!TVb5YkS1_1mFQ5U5YX_?R!WZT�g5Y1w .

, �!�µ�.-���� � � : � ��� 0 OpenSSL ��V�>�-¢V�o£ �!�¥�V¢¤����:4 �/� ���=� IDEA, ��s��� ���5³�� � �!° ��� ���=� �5°�³V¢�� �.2 - 2���������¢��������:7
� 4 ��� � �!³V¢�� �!´ � ��¢¤� ����¢�� ���M7�� �������/� . � �10e¢.4 � ���V���� 
 2 �>��� � ��0 ��¢ ��¡�7��V� �>� � � 2����!� �/� ����
2� 0�� ���!±=¢��62��V¢V´ , � , ¢2�����
� 4 ��� � �!³V¢�� ��03��� ��¢�� �/¢V�µ� , ��¤������>������
)� make.conf ��¢V��¢V�?¢�� �o��° MAKE_IDEA.

�sR/fVnuR>W�g1R�g1\!Y1^>R!_?T�Tzc?\>d�]>R OpenSSL Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFQ5U5T�S?R/d�]>\![>_1T�g5Y5mFd�T�U1]!Y v Y5b1\>]!R>[eQ5U5R/{�U1\/n7nug5h�n
Q1\!b5TV]>\>n .

� ]!Y%d�T�U5]>Y v Y5b1\>]!h�Q5R!S?]![>TVUXW%S*\!�e] , c5]!R�S*\>g5g5htTyb5R/nuQ1\>g5Y5Y;Y5_1YFc1\/d�]!g1R>{�R�_1Y5}1\e[>TVU5g5hxY<g5T
Q5R�S5S*T�_?\>g5h . +zd�_1YFU1\/d�dVn7\!]!U5Y1[/\!T�nuhtwFd�TVU5]!Y v Y1b1\!]eg5Ts^/h)_FQ5U5R/[>TVU5T�g;R!S?g5Y1n�Y1fsg5T�d�b5R>_1`>b1YXi Certificate
Authorities (CA), R>^>htc1g5R�[/ht[>R�S*Y5]>dom3Q5U1ToS?j$Q5U5T�W%S?T�g5Y1T . Certificate Authority r�]>R�b5R-nuQ1\!g5Y5m , ]>\!b?\�m;b1\>b
VeriSign, b5R>]!R/U1\�m;Q1R�S?Q5Y?d�ht[/\>T�]�d�T�U5]>Y v Y5b1\>]!h S1_5m<Q5R�S?]>[>T�U5W<S*T�g5YXmkS�\!g5g5h)i;c?\>d�]>g5h)ik_1Y5}%YX_1YFb1R/nuQ1\>g5Y5w .� ]>\�Q5U1R>}5T�S?j$U1\�g5Ty^>T�d�QX_*\!]!g1\�YFg5Tsm5[!_1m5T�]>d�mF\!^/d�R!_1�e]!g5Reg5T�R/^!iXR�S?Y?nuR>wlS1_5m<Y1d�Q5R>_1`>fVR>[-\!g5YXm;d�T�U5]!Y v Y5b1\!]>R>[ ;
R�S?g1\>b5R�nuR>W�TV]ejXd�Q5R>b5R/Y5]!`�g1T�b5R/]!R>U5h)i;R-d�R/^>RtR/d�]!R>U1R!WZg5h)i3Q5R!_?`>f�R/[/\>]!T�_1TVw .
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14.10.1.

� " �U"��  �U� �����9 �" ��"����! ��  ������#���
* _5m;{�TVg5T�U5Y1U5R>[-\!g5YXmFd�T�U5]>Y v Y5b1\>]!R>[�S?R/d�]!j$Q5g1\�d�_1ToS*j-�e�<\!m;b5R/n7\>g$S*\ :
# openssl req -new -nodes -out req.pem -keyout cert.pem
Generating a 1024 bit RSA private key
................++++++
.......................................++++++
writing new private key to ’cert.pem’
-----
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter ’.’, the field will be left blank.
-----
Country Name (2 letter code) [AU]:US
State or Province Name (full name) [Some-State]:PA
Locality Name (eg, city) []:Pittsburgh
Organization Name (eg, company) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section) []:Systems Administrator
Common Name (eg, YOUR name) []:localhost.example.org
Email Address []:trhodes@FreeBSD.org

Please enter the following ’extra’ attributes
to be sent with your certificate request
A challenge password []:SOME PASSWORD
An optional company name []:Another Name

�s[/R�SFQ5R-do_1TyQ5U5Y1{�_?\>aFT�g1YXm ”Common Name” d�R�S*T�UXWZY5]eY1n+m3S?R-nuT�g1\ . �?S?TVd�`�[/[>R�S*Y5]>dom;Y?n+m<d�TVU5[>TVU1\yS1_5m
[>T�U1Y v Y5b1\>}5Y5Y ; Q5R/nuTV�FTVg5Y5Tz[lr�]>R�Q5R>_1Tsc1T�{�R - _?Y5^>R�b1U5R/nuTsr�]!R/{�R�Y?nuT�g5Y%Q5U5Y5[/ToS?TV]�bFd�R>f�S*\!g5Y1��^/TVd�Q1R!_1TVf�g5R/{�R
d�T�U1]!Y v Y5b1\>]>\ . * R/d�]>j-Q1g5hxY3S?U1j-{VY5TyQ1\!U1\/nuT�]!U1h , g1\!Q5U1Y1nuT�U%d�U5R/b3S?TVw1d�]![/YXm , \!_1`>]!TVU5g1\>]!Y5[>g1htTs\�_?{�R>U1Y5]>nuh
aFY v U5R/[/\>g5YXm3YF] . S . ~kR!_?g5htwFd�Q1Y1d�R/b;g1\�iXR!S?Y5]>d�m;g1\ed�]!U1\>g5Y5}5T)d�Q5U?\![>R/c5g5R/{�RtU5j$b5R/[>R�S�d�]![-\ openssl(1).
	 \>wX_ cert.pem S?R>_5WZT�g;g1\!iXR�S?Y5]>`/dom;[eb1\!]/\�_1R/{�T , Y5fsb1R>]!R/U5R>{VR�^>h)_?\�[>htQ5R>_1g5TVg1\t[>hta<T�j$Q5R-n+m5g5j$]>\�m
b5R/n7\>g$S*\ . � ]>R>]kd�T�U1]!Y v Y5b1\>]enuR>W�TV]�^/ht]!`�R/]!Q5U1\>[!_1TVg;R�S?g1R/nujkY5f)n+g1R>{�Y5i CA S1_5mFQ1R�S?Q5Y?d�Y .| R>{oS�\tQ5R�S*Q5Y1d�` CA g5Ty]!U5T�^/j$T�]>d�m , nuR!WZTV]�^>ht]>`ed�R/foS*\>gFd�\/nuR>Q5R!S?Q5Y1dV\!g5g1htw;d�T�U1]!Y v Y5b1\>] . 'sg1\>c1\�_*\�d�R/foS*\>w5]!T
bX_1��c CA:

# openssl gendsa -des3 -out \
myca.key 1024

(3d�Q5R>_1`>fVj-w1]!T�r�]>R>]lbX_1��c<Q5U5Y%d�R>f�S*\!g1Y5YFd�TVU5]!Y v Y1b1\!]>\ :
# openssl req -new -x509 -days 365 -key \
myca.key -out new.crt

� b?\!]>\!_1R>{VT7S?R>_5WZg5R�Q5R>m5[>Y5]>`/domkS*[/\�g1R>[>h)i v \>wX_?\ : Q5R�S*Q5Y1d�`ld�TVU5]!Y v Y5b?\!]>\ , myca.key Y<d�\/n�d�TVU5]!Y v Y5b?\!] ,
new.crt. �eg1Y3S?R>_5WZg5hx^>ht]!`lQ5R-nuT��FTVg5hx[�b?\!]>\!_1R>{ , S?R/d�]!j$Q5g5htw3S?_5mFc5]!TVg5YXmF]>R!_1`/b5R root, W�T�_?\!]>T�_1`/g5R
[>g5j$]!U5Y /etc. ~kU1\![-\tg1\eb1\!]>\!_1R>{ynuR!WZg5ReY5fVnuTVg5Y5]!` chmod dzQ?\!U1\/nuT�]!U1\/nuY 0600.
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14.10.2. � ���U����� ���������  �" ��"����! ��  ������#��� , � �9 �$Y"��
(k]>\!b , c5]!RknuR>{�j$]ld�S?T�_?\!]!`er�]!Y v \!wX_?h ? ��R/U5R>a<Y1nKQ5U5Y1nuTVg5T�g1Y5TVn nuR!WZT�]ld�]>\>]!`ea<Y v U5R/[/\!g1Y5Tzd�R/ToS?Y1g5T�g5Y1w3S1_5m
Sendmail MTA.

� ]!RldoS?T�_*\!T�]�g5T�g5j-WZg5h�n Y1d�Q5R>_1`>fVR>[-\!g5Y5T7Q1U5R/d�]!R>w<]!T�b1d�]!R>[/R>wF\>j$]!T�g5]>Y v Y5b1\>}5Y5Y3S?_5mF]!T�i , b1]!R
R>]!Q5U?\![!_1m5T�]�Q5R/c5]!j3c5TVU5T�fs_1R/b1\�_1`/g5htw MTA.

, �!�µ�.-���� � � : ¯?��� ��¢ �>��³ ��¢¥¢�� 2y��� 2�� ��£ ���:7 �;�������
 2��/�¥��� �!´ , ��;�V������
V�¤�	��¢V���V���/���*¢ MUA ���?�-���>��� � � ��¡>�¥� , ¢2�����
��¢�������² �>�����	��¢ ��¤������>���/¢�� ���/�����
��� . ��¡>����������¢2��
y�)��;�¥���!� �10>¢V� �/´/�y����G49�����A� �>´s���/�¤���*¢������!±���� 2��
����²��>���*��±���¢�´e��y��¤������>�V��¢I��¢V�����V² �!�o����� .

'z_1ToS?j$�e�FY5Tyd�]!U5R/b5Y3S*R!_5WZg5h�^/ht]!`�Q1R/nuT��<T�g5h�[�_1R/b1\�_1`/g5htw v \>wX_ .mc:

dnl SSL Options
define(‘confCACERT_PATH’,‘/etc/certs’)dnl
define(‘confCACERT’,‘/etc/certs/new.crt’)dnl
define(‘confSERVER_CERT’,‘/etc/certs/new.crt’)dnl
define(‘confSERVER_KEY’,‘/etc/certs/myca.key’)dnl
define(‘confTLS_SRV_OPTIONS’, ‘V’)dnl

��S?T /etc/certs/ rV]!Reb?\!]>\!_1R>{�S1_5m;_1R/b1\�_?`>g5R/{�R)iXU1\!g1T�g5YXm%d�T�U1]!Y v Y5b1\>]>\�Y<bX_1�ec5T�w . ~kR/do_?Tzg1\/d�]!U5R/w5b5Y
g5T�R/^!iXR�S?Y?nuR�d�R/^>U1\>]!`t_1R/b1\�_1`/g5htw v \>wX_ .cf.

� ]!Re_1T�{Vb5RedoS?T�_*\!]!` , g1\!^/U1\![ make install [lb1\>]>\�_1R/{�T
/etc/mail. �µ\!]!T�nK[>htQ5R>_1g5Y5]!Tyb5R-n7\!g$S?j make restart, b1R>]!R/U1\�mlS?R>_5WZg1\�f�\!Q5jXd�]!Y5]!`�S*\!T�nuR>g Sendmail.

+zdo_1Y<[/d�TzQ5U5R/w$S?TV]�g5R/U1n7\�_1`/g5R , [ v \!w5_1T /var/log/maillog g1TsQ5R>m5[!m5]>d�mFd�R/R>^>�<T�g5Y5mkR/^�R/aFY5^/b1\�ikY
fV\!Q1j$d�]!Y5]>d�mFQ5U5R/}5TVdVd Sendmail.
* _5m;Q5U5R/[>ToS*T�g5YXm;Q1U5R/d�]!R>{VR�]!T�d�]>\eQ5R�S*bX_1��c1Y5]!TVd�`eb<Q5R>c1]!R>[/R/nujkd�T�U1[>T�U1jlQ1U5R>{VU1\>n7nuR/w telnet(1):

# telnet example.com 25
Trying 192.0.34.166...
Connected to example.com.
Escape character is ’^]’.
220 example.com ESMTP Sendmail 8.12.10/8.12.10; Tue, 31 Aug 2004 03:41:22 -0400 (EDT)
ehlo example.com
250-example.com Hello example.com [192.0.34.166], pleased to meet you
250-ENHANCEDSTATUSCODES
250-PIPELINING
250-8BITMIME
250-SIZE
250-DSN
250-ETRN
250-AUTH LOGIN PLAIN
250-STARTTLS
250-DELIVERBY
250 HELP
quit
221 2.0.0 example.com closing connection
Connection closed by foreign host.

+zdo_1Y<[�[/ht[>R�S*TzQ5R>m5[>YX_?\/d�`�d�]!U5R/b1\ ”STARTTLS”, [-d�TsU1\!^/R>]>\>T�]�Q5U?\![>Y5_1`>g5R .
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14.11. VPN �
�<D �eO IPsec

�%��B1"*����#
Nik Clayton.

'sR>foS�\!g5Y5T VPN nuT�W%S?jeS?[/j$n+mFd�T�]�m1nuY , d�R/ToS?Y1g5T�g5g1h�nuYFc5TVU5T�fsY5g5]!TVU5g5T�] , dzY?d�Q5R>_1`>fVR>[/\>g5Y5T�n aF_1��fVR>[ FreeBSD.

14.11.1. � �  �� �3 �9& ��� �!�!�!& IPsec
�%��B1"*����#

Hiten M. Pandya.� ]!R>]eU1\!f�S?T�_FQ1R/do_?j/WZY5]e[/\/nKU5j$b5R>[/R�S*d�]![>R-nKQ5R�g1\/d�]!U1R>w5b5T IPsec YFTV{�R�Y?d�Q5R>_1`>fVR>[/\>g5Y5��[ld�U5T�S?T FreeBSD Y
Microsoft Windows 2000/XP, d�R>ToS*Y5gXm5TVnuh)i3^/T�f�R/Q1\>d�g5h�nKd�Q5R-d�R/^>R/n .

* _5m<g1\>d�]!U5R>w1b5Y IPsec g5TVR>^!iXR!S?Y1nuR
R>f�g?\!b5R-nuY5]!`/d�m;dzQ5U1R>}5T�d�d�R-n�d�^/R>U5b5Y;m$S?U1\ ( �µ_ . 8).

IPsec rV]!RlQ5U5R>]>R>b5R>_ , U1\>d�Q5R!_?R!WZT�g5g1htw3Q5R>[/T�UXi;do_?R!m Internet Protocol (IP). �eg;Q5R>fV[>R>_5m5T�])S*[>jXn�YX_1Y<^>R>_1T�Ti$R-d�]>\/n�d�[>m5f�ht[/\>]!`/d�m3fV\!�<Y5�FTVg5g5h�n�d�Q5R/d�R>^>R-n ( R/]>d���S*\�Y<g1\!fV[/\!g1Y5TzQ5U1R>]!R/b5R!_?\ ). ” 'sTV]!T�[/R>wFd�]!T�b ” FreeBSD
IPsec R-d�g5R/[/\>g3g1\�U1TV\�_?Y5fV\>}5Y5Y KAME (http://www.kame.net/), Q5R!S5S?T�U5W�Y1[/\!�e�FTVw;R>^-\�d�T�nuT�w1d�]![/\�Q5U5R/]!R>b5R>_1R>[ ,
IPv4 Y IPv6.

, �!�µ�.-���� � � : FreeBSD 5.X � ���$¢��o£ ��� ” �������������������V�>�$¢V�o£ �!����¢V�µ�A´ ” �¥��¢V� IPsec, � 2���¢2�¤����� ´��o��� ”Fast IPsec”,
2�� �!�B�¥�=� �>��� � ���A´ �.2 OpenBSD. � �10 �/�����!� �.2���±����l������.2V� ��� ����¢���
�����¥��� IPsec ��� 2����-¢V´��¥�=� ��¢¥��V� �>����� 49���V² �!³V¢2�V� �=¢ �V¡ �>�o�o� �>��� � �V¢ ( � �G4 �-� ����)� �;�¥����� �� ) ³V¢V��¢ 2y���� ���;�¤��¢V�5� crypto(4). ¯?��� ��/�¥��03���� ���;�¤��¢V�?� �
����� ��¢s����/�-¢V�o£ �>�¥��¢¥�)�2�¥¢87�� � 2V� �V£ ����¥��¢V´ , � �;�¥����� ���M7e� KAME �¥¢V������ IPsec. � � 03��� �5°�³V¢�� ��0 IPsec ��������!��������/´�����/�-¢V�o£����/´	��¢���¡67���� �!� �t� �V¡=��������
s�7²)��´� ����¥�=��>´>��� 0��1���9���/¢¤�/��°z ��!´����!�����?¢¥�=� :
options FAST_IPSEC # new IPsec (cannot define w/ IPSEC)

�7¡/����������¢y��� �!�?��� �V¢ , ³���� ���z�-� � ��� ´�� �/�?¢����	��¢V��� 2V� ��£ �� ���V���� 
 2 �>������
y���� �����¥��¢��1� ”Fast IPsec” ���?¢2�¥��¢I� KAME��¢������.2��!±��V¢V´ IPsec. �7¡/�������V��¢���
)�I�¤�=����� �!±�¢I�V�����!���/³�� �!�o� fast_ipsec(4) 2��7�$����
���¢�´��7¢V´ ����² �/���?�!±��V¢V´ .

IPsec d�R/d�]!R>Y5]eY5fzS?[>j-i;d�j$^>Q1U5R>]!R/b5R!_?R>[ :
• Encapsulated Security Payload (ESP), f�\!�<Y5�<\>���FTVwkS*\>g5g5htT IP Q1\>b5T�]/\�R/]�[/nuTVa<\>]!T�_1`-d�]![-\t]!U5TV]!`>TVw
d�]!R>U5R/g5hxQ5j$]!T�n�aFY v U1R>[/\>g5YXmFd�R�S?TVUXWZY1nuR>{VR�dzQ1R/nuR>�<`>� d�Y1n7nuTV]!U5Y5c5g1h)iFb5U5Y5Q1]!R>{VU1\ v Y5c1TVd�b1YXi
\!_1{�R/U5Y5]>nuR/[ ( ]>\!b5Y5ikb?\!b Blowfish,3DES).

• Authentication Header (AH), fV\>�FY5�%\!���<Y5w;f�\!{�R>_1R>[/R>b IP Q1\>b5T�]>\�R>]e[/nuT�a%\!]!T�_1`/d�]![/\�]!U5T�]>`>T�w%d�]!R/U5R>g1h�Y
Q5R!S5S?T�_1b5YFQ1j-]>TVn�[/htc5Y1do_?T�g5YXm;b1U5Y5Q5]!R/{�U1\ v Y5c5T�d�b5R/w;b5R>g1]!U5R!_?`>g5R/wFd�jXn7nuh�YFi$TVaFY5U1R>[/\>g5YXm;Q5R>_1T�w
f�\!{�R>_1R>[/b1\ IP Q1\>b5T�]>\�fV\>�FY5�<T�g5g5R/w v j$g5b5}5Y1T�w3iXT�a<Y5U5R/[/\!g1YXm .

| Q1\!b1T�]!jeS?R/^/\![>_5m5T�]/domlS?R>Q1R!_1g5Y1]!T�_1`/g5htw
f�\!{�R>_1R>[/R>b3dzi$TVaFT�n , Q5R>fV[>R>_5m5���<Y5wF\!j$]!TVg5]!Y v Y1b1\!}5Y1��Y5g v R>U1n7\>}5Y5Y;Q1\>b5T�]>\ .

ESP Y AH nuR>{�j$]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5h�[/nuT�d�]!TyYX_1Y<Q5ReR/]=S?T�_1`>g5R-d�]!Y , [�f�\![>Y?d�Y1nuR-d�]!Y;R/]�R/^/d�]>R!m5]!T�_1`/d�]![ .
IPsec nuR>WZT�]�^/ht]!`�Y?d�Q5R>_1`>fVR>[/\>g3YX_1Y;S1_5mFg5TVQ5R/d�U5ToS�d�]![/T�g5g5R/{�R�a<Y v U5R/[/\!g1YXm3]!U1\ v Y1b1\�nuT�W<S*jlS?[>jXn+m;iXR/d�]>\>nuY
(
������(*��B?� ���<(?670)��� � " �

); YX_?Y;S1_1mFQ5R/d�]!U5R/T�g5YXm ” [/Y5U5]!jX\�_?`>g5h)i3]!j$g5g5T�_1T�w ” nuT�W%S?jlS?[/jXn+m;Q5R�S*d�T�]�m1nuY ,
b5R>]!R/U5htTsnuR/{�j$]�^/ht]!`�Y?d�Q5R>_1`>fVR>[/\>g5h S1_5m;f�\!�FY1]!h�d�R/ToS?Y1g5T�g5Y1w<nuT�W%S?jlS*[>jXn+m;b5R>U1Q5R>U1\>]!Y5[/g5h�nuYFd�TV]�m1nuY
(
�%,>(?(?�¤#��/(1670)�'� � " �

). ~kR/d�_1ToS*g5Y5w;R/^>htc5g5Reg1\!fVht[/\>��]  !"��*�%,/�V#��>(1�=0��5�!���%(1�=0<�V���W� � (Virtual Private
Network, VPN). �'\tS?T�]>\!_1`>g1R>w;Y5g v R>U1n7\>}5Y5T�wFReQ5R!S*d�Y?d�]!T�nuT IPsec [ FreeBSD R/^>U1\>]!Y5]!T�d�`�b%d�]!U?\!g5Y5}1T
d�Q5U1\>[>R/c5g5Y5b1\ ipsec(4).
* _5m;[>bX_?��c5TVg5YXmFQ5R!S5S?TVUXWZb5Y IPsec [�m$S?U5T , S*R>^/\>[>`/]!Tzdo_?ToS?j$���<Y5TyQ1\!U1\/nuT�]!U1h�b v \>wX_1jlg1\>d�]!U5R>w1b5Y;m$S?U?\ :
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options IPSEC #IP security
options IPSEC_ESP #IP security (crypto; define w/ IPSEC)

+zdo_1YFWZT�_?\>]!T�_1`/g1\�Q1R�S5S?TVUXWZb1\eR>]�_?\�S?b5Y IPsec, S*R!_5WZg1\�^>ht]!`e]>\!bXWZTzS?R>^-\![>_1T�g1\td�_1ToS*j-�e�<\!m<d�]!U1R>b1\ :
options IPSEC_DEBUG #debug for IP security

14.11.2. � ��� ���
"%$W�
�kTsd�j$�<TVd�]>[>j$T�]�d�]>\!gXS*\!U5]/\ VPN. �eg1Y<nuR>{Vj$]�^>ht]>`�U5T�\�_1Y5fVR>[-\!g5hxnug5R>W�T�d�]![/R/nKU1\>f�_1Y1c5g5h)i;]!T�i$g1R!_1R/{�Y5w ,
b1\�W%S*\!m;Y5fsb1R>]!R/U5h)i3Y1nuT�TV]ed�[/R>YFd�YX_1`/g5htTzY%do_?\>^>htTsd�]!R>U1R>g5h .

� ]!R/]�U1\>foS?T�_<Q5U1ToS*d�]>\![>_5m5T�]�d�}5T�g?\!U5Y5w<Y
d�]!U1\>]!T�{VY5� U5TV\!_1Y5fV\>}5Y5Y VPN S1_5mFrV]!R>{VRed�}1T�g1\>U5YXm .

14.11.3. � � " �U� �  �� : � ��" ��"#�% , �T� �W� � � 	�" � �9& � �  ��U�#"����T"#� , ��� �!�!�#� � �  �" ��� � � � �T�
(3doiXR�S?g1htT�jXdo_1R/[>YXm;]>\>b5R>[/h :

• 'sj$�FT�d�]![/j$T�]�b1\>b<nuY5g1Y1nujXnKS?[/Tsd�TV]!Y
• �yg5j$]!U5Y<R>^/T�YXi;d�TV]!T�w<Y1d�Q1R!_1`/f�j$T�]>d�m IP

• �e^/Tzd�TV]!Y%d�R>T�S?Y5g5TVg5hxc5T�U1T�fyY5g5]!TVU5g5T�]lc5TVU5T�fsa;_1�ef , U?\!^>R/]>\!�e�FY5wFg1\ FreeBSD.

•
� a;_1�efV\�b1\�W%S?R/w;Y5f)d�T�]>T�wFT�d�]!`lb1\>bFnuY5g5Y1nujXn R�S?Y5g<Q5j$^!_1Y1c5g5htw IP \�S?U5TVd .

• �yg5j$]!U5TVg5g5Y5T IP \=S*U5TVdV\yS?[>j-i;d�TV]!T�w%nuR>{Vj-]e^>ht]!`eQ5j$^!_1Y1c5g5h�nuYFY5_1YFQ5U1Y5[/\>]!g5h�nuY , g1TsY1nuTVT�]lf�g1\>c5T�g1YXm . �3\
aF_1��fVTynuR>W�TV]�U1\>^>R/]>\!]!` NAT, T�do_1Y<r�]!Reg5T�R/^!iXR�S?Y?nuR .

• �yg5j$]!U5TVg5g5Y5T IP \=S*U5TVdV\yS?[>j-i;d�TV]!T�w (?�s�V��# � (16�B*�&���V����./���W�/�¥2 . ��R/]�mF[/T�U5R>m5]!g5R�]!TVR>U5TV]!Y5c5T�d�b5Y%[>R/fVnuR!WZg5R
Y1d�Q5R!_?`>f�R/[/\>g5Y5T7b5R-nu^>Y5g1\>}5Y5Y VPN ]!T�iXg5R>_1R>{VY5YFY NAT S1_1mFg1\>d�]!U5R/w5b5Y;]>\>b5R>w<b5R>g v Y5{�j$U1\>}5Y5Y , rV]>\b5R/g v Y5{Vj-U?\!}5YXm3^/j>S*T�]�b1R>a<n7\>U5g1\ .

+zdo_1Y;S?[>Tyd�TV]!Y , b1R>]!R/U5htTs[/hxQ5ht]>\>T�]!T�d�`ed�R>T�S?Y5g5Y5]>` , Y1d�Q5R!_?`>f�j$�e]�R�S?Y1gFY;]!R/]�WZT�S?Y1\!Q?\!f�R/g;Q5U5Y1[/\!]>g5h)i
\=S?U5T�d�R/[ ( g?\!Q5U5Y?nuT�U , R/^>TzY?d�Q5R>_1`>fVj-�e] 192.168.1.x), g1R/nuT�U?\�[�R!S?g5R/w;Y5f)d�T�]>T�wFg1T�R>^>iXR�S?Y1nuR�Y5fVnuTVg5Y5]!` .
qsR/Q5R!_?R>{�Y5mFd�T�]>Y<nuR!WZTV]�[>ht{�_5m$S?TV]!`eQ1U5Y1nuT�U1g5Re]/\!b :
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Network #1
Internal Hosts
Win9x/NT/2K

Unix
Private Net, 192.168.1.2-254

FreeBSD

fxp1 Private IP, 192.168.1.1

fxp0 Public IP, A.B.C.D

Internet

FreeBSD

fxp0 Public IP, W.X.Y.Z

fxp1 Private IP, 192.168.2.1

Internal Hosts
Win9x/NT/2K

Unix
Private Net, 192.168.2.2-254Network #2

�?S?TVd�`tS?[-\tQ5j$^!_?Y5c5g5h)i IP \=S*U5TVdV\ . * _5m;j$Q5R-nuY5g1\!g1YXmFYXi3[�S*\�_1`/g5T�w1aFTVnK^/j/S?j$]�Y1d�Q1R!_1`/f�R>[-\!]!`-dom3^>j$b5[/h . +zdo_?Y
[>hxj$[>Y$S*Y5]!Tyr�]!Y<^>j$b5[>h , f�\>nuTVg5Y5]!TyYXi;g1\ed�[>R/Y;Q5j$^!_?Y5c5g5htT IP \�S?U5T�d�\ . qy\>bXWZTsR/^>U1\>]!Y5]!Ts[>g5Y?n7\!g5Y5T , c5]!Rlj
R>^>TVYXika;_1�ef�R>[e[>g5j$]!U1T�g5g5Y1w<\=S*U5TVdsfV\>b1\!g5c1Y5[/\>T�]>d�mkg?\ .1 Y;S?Y1\>Q1\!fVR>g5hxQ5U1Y5[/\>]!g5h)i;\=S?U1TVd�R/[)S?[/j/i;d�T�]!TVw
U1\!f�_1Y5c5g5h (192.168.1.x Y 192.168.2.x d�R/R>]![/T�]>d�]![>TVg5g5R ). �)d�Tzb1R/nuQ5`/��]!TVU5hx_1R/b1\�_1`/g5h)i3d�T�]>T�w%g1\>d�]!U5R>TVg5h
g1\�Y1d�Q5R!_?`>f�R/[/\>g5Y5T�[eb1\!c5T�d�]![/TzaF_1��f�\�Q5RljXnuR!_1c1\>g5Y5��b5R/nuQ5`/��]!TVU1\lds\�S?U5TVd�R/n , R>b?\!g5c5Y1[/\!�e�FY1n7d�m;g1\ .1.

'�d�T�]>T�[>R/w;]!R/c5b5Y%f�U5TVg5YXm;fV\/nuh�d�T�_<[�]>R/n , c1]!R>^/hxb1\�W%S*\�mFd�T�]!`l[>YXS?T�_?\�b5R/nuQ1`>��]>T�U5h�Y1f�S?U1j-{VR>wFd�T�]!Y<]>\!b , b1\>b
TVdo_?YF^>hxR/g5Y;^/h)_1YFg5TVQ5R/d�U5ToS�d�]![/T�g5g5ReQ5R�S*bX_1��c1T�g5h�bF]!R/nujkWZT)d�\>nuR-nuj3n7\!U5a<U5j$]!Y5fV\>]!R>U1j — iXR>]!mFYFg5T�nug5R>{VR
nuToS1_1TVg5g5R-nuj;n7\!U5a<U5j$]!Y5fV\>]!R>U1j , Y5g5R>{�S*\�]>T�UXm5�e�FTVnuj3Q?\!b5TV]!h .� ]!R�R/f�g1\>c1\!TV] , c5]!R ( g?\!Q5U5Y?nuT�U ) b5R/nuQ1`>��]>T�U 192.168.1.20 nuR>W�TV]�f�\!Q5jXd�]>Y5]!`
ping 192.168.2.34

YFr�]>R�^>j/S?TV]�Q5U1R>f�U?\!c5g5ReU1\!^/R>]>\>]!` . | R-nuQ5`>�e]!T�U1h�d Windows S*R!_5WZg5h�[/Y$S?TV]!`�b5R-nuQ5`>�e]!T�U1h�[�S*U5j${�R>w<d�T�]>Y ,
Q5U5R/dVn7\!]!U1Y5[/\>]!`ed�T�]!TV[>htTzU1TVd�j$U1d�h , YF]/\!b3S�\�_1TVT , ]!R/c5g5R�]/\!b;WZT , b1\>b;Y3S1_1mFb5R/nuQ1`>��]>T�U5R/[�[�_?R>b1\!_1`>g5R/wFd�TV]!Y .

( [/d�Tsr�]!Rl^>TVf�R/Q1\>d�g5h�nKd�Q5R-d�R>^/R/n .
� ]!RlR>fVg1\!c?\!T�] , c1]!Re]>U1\ v Y5b%nuT�W%S?j;d�T�]�m1nuY<fV\!a<Y v U5R/[/\!g .

'sR>foS�\!g5Y5T VPN nuT�W%S?j3rV]!Y1nuYFS?[>jXn+m<d�T�]�m1nuY<r�]!Rknug5R>{VR>a%\!{�R/[>htwkQ5U5R/}5TVdVd . � ]/\!Q5h�d�R>f�S*\!g5Y5m VPN ]>\!b1R>[>h :

1. 'sR/foS*\>g5Y5T ” [/Y5U5]!jX\!_1`>g5R/{�R ” d�T�]!TV[>R/{�R�Q5R!S?bX_1�ec5T�g1YXm<nuT�W%S?jlS*[>jXn+m<d�TV]�m1nuYFc1T�U5TVfsY5g1]!T�U5g1T�] .
qyT�d�]!Y5U1R>[/\>g5Y5TyQ5R�S*bX_1��c1T�g5YXm%dzQ5R-nuR>�<`>��]/\!b5YXi3Y5g?d�]!U5jXnuTVg5]!R>[kb1\>b ping(8), c5]!R>^/hxj$^>ToS*Y5]!`/d�m , c5]!RlR>g1R
U?\!^>R/]>\!TV] .
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2. ~kU1Y1nuT�g5TVg5Y5TyQ5R!_?Y5]!Y5b5Y%^>TVf�R/Q1\>d�g5R/d�]!Y3c5]!R/^>hxj$^>T�S?Y5]!`-dom , c5]>Re]!U?\ v Y5bFnuT�W<S*jlS?[>jXn+m<d�T�]�m1nuY<Q5U5R>fVU1\!c1g5R
a<Y v U5j$T�]/domFY<U1\>d�aFY v U5R/[>ht[-\!T�]/domkTVdo_?Y;g5T�R/^!iXR�S*Y1nuR . qyTVd�]!Y5U5R/[/\!g1Y5TydsQ5R-nuR>�F`/��]>\>b5YXi3Y5g1d�]!U5jXnuT�g1]!R>[
b?\!b tcpdump(1), c1]!R>^/hxj-^/ToS?Y1]!`/d�m , c5]!Rl]!U1\ v Y5b;aFY v U5j$T�]>d�m .

3. �3\/d�]!U1R>w5b1\tS?R>Q1R!_1g5Y1]!T�_1`/g5h)i3Q5U5R/{�U1\/n7n�g1\�aF_1��f�\�i FreeBSD, c5]!R/^>hxb5R-nuQ5`>�e]!T�U5h Windows Y1fzR�S*g5R>w
d�T�]!Y<[>Y$S*T�_1Y<b5R/nuQ5`/��]!TVU5h�[�S?U5j${�R/wFc5TVU5T�f VPN.

14.11.3.1. � =LN 1: �%C:X5Q�=LK�MJ� @1JG>1@ �ALCEIG=:K MJ ” I��AL@1ZG= ���GKLCENOC ” >5JG@1J?IGCMNOC RLC:Q�F � 	 �MJ?K�EP
~kU5ToS?Q1R!_1R>W�Y?n , c5]!Rl[>hxU1\>^>R/]>\!TV]!Tzg1\�a;_1�ef�T)d�TV]!Y #1 ( dzQ5j$^!_1Y5c1g5h�n�\=S*U5TVd�R/n A.B.C.D, Q5U1Y5[/\>]!g5h�n�\�S?U5TVd�R/n
192.168.1.1) YFfV\>Q5jXd�b1\>T�]!T ping 192.168.2.1, ] . T . g?\�Q5U5Y1[/\!]>g5htw<\�S?U5TVdsn7\!a<Y5g5h�d IP \=S?U5T�d�R-n W.X.Y.Z.
�k]!RtS?R>_5WZg5R�Q1U5R>Y5fVR>w5]>Y , c5]>R>^>hxrV]!Rkd�U1\>^>R>]/\�_1R ?

1. ��_1�efzS*R!_5WZT�gFf�g1\>]!` , b?\!b3S*R/d�]>Y5c5` 192.168.2.1.
* U5j${�Y?nuY<do_?R>[/\/nuY , j3g5TV{�RtS*R!_5WZT�gF^>ht]!`kn7\!U5a<U5j$]�b

192.168.2.1.

2. ~kU1Y5[/\>]!g5htT IP \�S?U5T�d�\ , ]>\>b5Y5Tyb1\!b;S?Y1\>Q1\!fVR>g 192.168.x g5T)\=S?U5T�d�j$��]/domF[eY5g5]!TVU5g5T�] . | \!W<S*htw;Q1\!b5TV] ,
R/]!Q5U1\>[!_5m5T�nuhtwFg1\ 192.168.2.1 S*R!_5WZT�gF^>ht]!` ” fV\>[>T�U1g5j$] ” [�S?U1j-{VR>w;Q?\!b5TV] . (3doiXR!S?g5h�n�\=S*U5TVd�R/nKQ1\>b5T�]>\
S*R!_5WZT�g<^>ht]!` A.B.C.D, \e\�S?U5TVd�R/nKg1\>f�g1\>c5T�g1YXm W.X.Y.Z.

� ]!R>]eQ5U5R/}5TVdVdzg1\>f�ht[-\!T�]/dom "1(?./��B*��,=#X2 �1"?��0 .

3.
| \>b;]!R>_1`>b5Rer�]!R/]�Q1\>b5T�]�S?R/d�]!Y5{Vg5T�] W.X.Y.Z, g5T�R/^!iXR�S?Y?nuR�^>j/S?TV] ” U1\!fVY5g5b1\>Q1d�j-_1Y1U5R>[-\!]!` ” TV{�ReY
S*R/d�]/\![>Y1]!`�b 192.168.2.1.| \!b;[/h�nuR!WZT�]!Tyj$[>Y$S*T�]!` , r�]!Rl]!U5TV^>j$T�] ” ]>j-g1g5T�_5m ” nuT�W%S?jlS?[/j$n+m%d�T�]!m1nuY .

* [/\�b5R>g5}?\ ” ]!j$g5g1T�_5m ” rV]!R IP
\=S?U5T�d�\ A.B.C.D Y W.X.Y.Z. qsj$g5g1T�_1`kY1d�Q5R!_1`/f�j$T�]/domlS1_5mFQ1T�U5T�S*\!c5Y<]!U1\ v Y5b1\�dsQ5U5Y1[/\!]>g5h�nuY IP \=S*U5TVdV\>nuY
c5T�U5TVfzY5g1]!T�U5g1T�] .
� FreeBSD rV]!R>]e]!j$g5g5T�_?`ld�R>foS�\!T�]/domFdsQ5R/nuR/�F`>��j$d�]!U5R/w1d�]![-\ generic interface, YX_1Y gif.

| \!b;[/h�nuR!WZT�]!T
S?R>{�\=S*\>]!`/d�m , Y5g5]!TVU v T�w1d gif g1\�b1\�W%S?R-nKiXR/d�]>T7S?R>_5WZT�gF^/ht]!`�g?\>d�]>U5R>TVgFdzc1T�]!htU5`-n+m IP \=S?U1TVd�\/nuY ; S?[/\tS1_5m
Q5j$^!_1Y5c1g5h)i IP \=S?U5T�d�R/[�Y3S?[-\)S1_1mFQ5U5Y5[-\!]!g1h)i IP \�S?U5T�d�R>[ .
� m$S*U5ReR/^>TVYXilb1R/nuQ5`/��]!TVU5R>[ FreeBSD S*R!_5WZg1\�^>ht]!`l[/d�]!U5R>TVg1\tQ5R!S5S?TVUXWZb1\�jXd�]!U5R>w?d�]![-\ gif. �yh�nuR>W�TV]!T
d�S?T�_?\!]!`er�]!R , S?R/^/\![/Y5[�d�]!U5R>b1j :

pseudo-device gif

b v \!w5_1jeg?\>d�]>U5R>w5b1Y;m$S?U1\eg1\�R>^>TVYXi3b5R/nuQ1`>��]>T�U1\!i , d�Q5R-do_1T�S?j$���FTVwFb5R-nuQ5YX_5m5}5Y1T�w , j$d�]>\!g1R>[>b1R>w3Y
Q5T�U5TVfV\>{�U5j$f�b1R>w .

�3\>d�]>U5R>w5b?\t]!j$g5g5T�_5m<rV]!RtS?[/j-i$a%\!{VR>[>htwkQ5U1R>}5T�d�d . �yR - Q1T�U5[/h)i , g5TVR>^>i$R!S?Y1nuR�f�\=S*\>]!`ed�[>T�S?T�g5Y5m;Re[/g5T�a<g5TVn ( YX_1Y
Q5j$^!_1Y5c1g5R/n ) IP \=S?U5T�d�T)d�Q5R-nuR>�<`>� gifconfig(8). �'\!]!T�n�R�Q1U5Y5[/\>]!g5R-n IP \=S?U5T�d�TydzQ5R-nuR>�<`>� ifconfig(8).

, �!�µ�.-���� � � : / FreeBSD 5.X ²s� ����±�����������
���;�¥��
 , ����¢¤�����¥����� � 0>¢��*�O0)������������/´ gifconfig(8), ¡/� �/������¢2��¢����t�
ifconfig(8).

�3\�a;_?��f�Tyd�TV]!Y #1 S1_5mFg?\>d�]>U5R>w5b1YF]!j$g5g5T�_5mF[-\>nKQ5R/]!U5T�^/j$T�]>d�mFfV\>Q5jXd�]!Y5]>`edo_?ToS?j$���<Y5TzS?[>Tsb5R/n7\>g$S?h .

gifconfig gif0 A.B.C.D W.X.Y.Z
ifconfig gif0 inet 192.168.1.1 192.168.2.1 netmask 0xffffffff

�3\)S?U5j${VR/nKa;_?��f�TyQ5R!S?R>^/g5htT�b5R-n7\!g$S?h , g5Rld IP \=S?U5T�d�\/nuY;[�R/^>U1\>]!g5R/nKQ1R>UXm$S?b1T .
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gifconfig gif0 W.X.Y.Z A.B.C.D
ifconfig gif0 inet 192.168.2.1 192.168.1.1 netmask 0xffffffff

�'\!]!T�nK[>h�nuR>WZT�]!TyfV\>Q5jXd�]!Y5]>` :
gifconfig gif0

S1_5mFQ5U1R/d�nuR/]!U1\�g1\>d�]!U5R>w1b5Y . �3\>Q5U5Y1nuTVU , g1\�a;_1�ef�T)d�T�]>Y #1 [>hxj$[>Y$S*Y5]!T :
# gifconfig gif0
gif0: flags=8011<UP,POINTTOPOINT,MULTICAST> mtu 1280
inet 192.168.1.1 --> 192.168.2.1 netmask 0xffffffff
physical address inet A.B.C.D --> W.X.Y.Z

| \!b;[/h�nuR!WZT�]!Ty[>YXS?T�]!` , ^>h)_%d�R>f�S*\!gF]!j$g5g5T�_?`lnuT�W<S*j v Y5f�Y5c5T�d�b5Y?nuY<\=S*U5TVdV\>nuY A.B.C.D Y W.X.Y.Z, S1_5m
]!j$g5T�_5_?Y5U5R>[-\!g5Y5m;U1\!fVU5T�a<T�g;]!U?\ v Y5b%nuT�W%S?j 192.168.1.1 Y 192.168.2.1.� ]!R�]>\>bXWZT�S*R>^/\>[!_5m5TV]�fV\>Q5Y1d�`�bF]>\>^!_1Y1}5Tyn7\>U5aFU1j-]>Y5fV\>}5Y5YFg?\�R>^/T�YXi;n7\>aFY5g1\!i , [/h�nuR!WZTV]!TsQ1U5R>[/T�U5Y5]>`
fV\!Q1Y1d�`eb5R/n7\>g$S?R>w netstat -rn. �yR>]e[>ht[>R!SFr�]!R/wFb5R-n7\!g$S*hxg1\�aF_1��fVTsd�T�]!Y #1.

# netstat -rn
Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
...
192.168.2.1 192.168.1.1 UH 0 0 gif0
...

| \!b;Q5R/b1\!fVht[/\>T�]tf�g?\!c5TVg5Y5TzQ1R!_5m ”Flags”, r�]>Ren7\!U1aFU5j$]�bFiXR/d�]>j , c5]!RlR>f�g?\!c1\>T�] , c5]>Reb1\!W%S?htw;a;_?��fyf�g1\>T�] ,
b1\!bkS*R/d�]>Y5c5`�S?U5j${�R/{�R�aF_1��f�\ , g5Rlg5Tyf�g1\>T�]�b?\!b3S*R/d�]>Y5c5`�R-d�]>\!_1`>g1R>w;c1\/d�]!Y%d�R>R/]![>TV]>d�]>[>j$���<T�w;d�TV]!Y .

� ]>\
Q5U5R>^>_1TVn7\�^>j/S?TV]�^>h�d�]!U5R�U1T�aFTVg1\ .
�sTVU5R!m5]>g5R , g?\�R>^/T�YXi;n7\>aFY5g1\!i3fV\!Q1j-�<T�g;nuT�WZd�T�]!TV[>R/wFr�b1U1\!g . VPN S?R!_5WZTVgFR>^>iXR�S?Y5]>`�T�{VR . �yh�nuR!WZTV]!T
U1\!fVU5T�a<Y5]!`�[/TVd�`�]!U1\ v Y5bFnuT�W<S*jlS?[>jXn+m<d�T�]�m1nuY , YX_1Y<[>bX_1�ec5Y5]!`lQ5U1\>[>YX_?\ , fV\>�FY5�%\!���<Y5Tzb?\�W%S?htwFb1R>g5TV}
d�R>T�S?Y5g5TVg5YXm;R/]tS?U5j${VR>{�R .� ]!Red�YX_1`>g1R�j$Q5U5R/�<\!TV]�]!T�d�]!Y5U1R>[/\>g5Y5Tyg1\>d�]!U5R/w5b5Y<nuT�W d�T�]>T�[>R/{�R�rVb5U1\>g1\ , T�do_1Y<[>hxU1\>f�U5TVa<\!TV]!Tz[/TVd�`�]!U1\ v Y5bc5T�U5TVf VPN. �shx[-d�TV{oS*\enuR!WZT�]!T)�yh�[/d�T�{�S*\�nuR!WZTV]!TsjXd�YX_1Y5]!`lfV\>�FY5]>jlQ1R>f�WZT . +zdo_1Y%[>hxY?d�Q5R>_1`>fVj-TV]!Tzg?\
a;_1�efV\�i ipfw(8), b5R/n7\>g$S*\�[>U5R!S?TzrV]!R>w
ipfw add 1 allow ip from any to any via gif0

U1\!fVU5T�a<Y5]�[>T�d�`e]!U1\ v Y1b<nuT�W%S?jlS*[>jXn+m;b5R>g1}1\>nuY VPN ^>TVfz[!_?YXm5g5YXm;g1\�S?U5j${VY5TzQ5U?\![>Y5_?\�nuT�WZd�T�]!TV[>R/{�R�rVb5U1\>g1\ .
�ec5T�[/Y$S?g5R , [/\>nKQ1R>]!U5TV^>j$T�]/domFf�\!Q5jXd�]>Y5]!`�rV]!j3b5R-n7\!g$S?jkg1\eR>^/T�YXika;_1�efV\!i .� ]!R>{VRtS?R-d�]>\>]!R>c5g1RtS1_5m<[>bX_1�ec5T�g1YXm ping dsR�S*g5R>{VR�a;_1�efV\�g1\tS*U5j${�R>w . �3\ 192.168.1.1, [>h�dVnuR!WZT�]>T
fV\!Q1j$d�]!Y5]!`
ping 192.168.2.1

YFQ5R>_1j$c5Y5]!`eR>]![/T�] , YF\!g1\!_1R>{VY5c5g5Reg1\)S*U5j${�R/nKaF_1��fVT .
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��S?g1\!b1R , n7\!a<Y5g5h�[�S?U5j${�R/wFd�TV]!YFQ1R>b1\�g5ToS?R-d�]!j$Q5g1h .

� ]!RlY5f - fV\�n7\>U5aFU1j-]>Y5fV\>}5Y5Y — iXR>]!mFa;_1�ef�hxfVg1\!�e] , b1\>b
d�[!m5f�\!]!`-domlS?U5j${)duS?U1j-{VR/n , R>g5Y;g1TsfVg1\!�e] , b1\>bFd�[>m5fV\!]>`/domFdsd�TV]!`>� fV\tS?U5j${�Y1n�a;_1�ef�R/n .
* _5m;U5T�a<T�g5Y5mFr�]!R/wFQ5U1R>^!_?TVnuhx[>h�S*R!_5WZg5h S*R>^/\>[>Y5]>`�d�]>\>]!Y5c5T�d�b5Y1w<n7\!U1aFU5j$]�g?\�b1\!W%S?R/nKaF_1��fVT . | R-n7\!g$S*\
g1\�Q5TVU5[>R-nKa;_1�ef�Ty^>j/S?TV]�[>ht{�_5m$S?TV]!`�]>\>b :

route add 192.168.2.0 192.168.2.1 netmask 0xffffff00

�eg1\�{VR>[>R/U5Y5] ”
* _5mkS*R/d�]>YXWZT�g5YXmFi$R-d�]!R/[�[kd�T�]>Y 192.168.2.0, R>]>Q5U1\![>_5m5w5]!TyQ1\>b5T�]!h�i$R-d�]!j 192.168.2.1”.

�y\/nKQ5R>]>U5T�^/j-TV]>dom<fV\!Q1j$d�]!Y5]!`eQ5R!iXR>W�j$��b5R/n7\>g$S?jkg1\�S?U5j${�R-nKa;_1�ef�T , g5Redy\=S?U1TVd�\/nuY 192.168.1.x.

IP ]>U1\ v Y5b%d�iXR-d�]!R/[�[�R!S?g5R>w<d�T�]>Y<]!TVQ5T�U1`enuR!WZTV]tS?R-d�]!Y5c1`�iXR/d�]!hx[�S?U5j${�R/wFd�TV]!Y .

qsTVQ5T�U1`ld�R>foS�\!g5R)S*[>Tz]>U5T�]!Y VPN nuT�W<S*jlS?[>jXn+m<d�T�]�m1nuY , Q5R/d�b5R!_?`>b5jlr�]!R ” [>Y1U5]!jX\�_1`/g1\�m (virtual)” ” d�T�]>`
(network)”. �eg1\�TV�FTzg1TsQ5U1Y5[/\>]!g1\�m (private). �yh�nuR>WZT�]!TyQ5U5R/]!TVd�]!Y5U5R/[/\!]>`�T�TydzQ1R/nuR>�<`>� ping(8) Y
tcpdump(1). �sR/w$S?Y5]>Tzg1\ea;_1�efsY<fV\>Q5jXd�]!Y5]>T
tcpdump dst host 192.168.2.1

��S*U5j${�R>w%d�T�d�d�Y1Y;g1\er�]!R-nPW�TsiXR/d�]!Tsf�\!Q5jXd�]!Y5]!T
ping 192.168.2.1

�shxj$[/Y$S?Y5]!TyQ5U5Y?nuT�U5g5Rl]>\>b5Y5T)d�]!U5R/b5Y :

16:10:24.018080 192.168.1.1 > 192.168.2.1: icmp: echo request
16:10:24.018109 192.168.1.1 > 192.168.2.1: icmp: echo reply
16:10:25.018814 192.168.1.1 > 192.168.2.1: icmp: echo request
16:10:25.018847 192.168.1.1 > 192.168.2.1: icmp: echo reply
16:10:26.028896 192.168.1.1 > 192.168.2.1: icmp: echo request
16:10:26.029112 192.168.1.1 > 192.168.2.1: icmp: echo reply

| \!b;[/hx[>Y$S?Y1]!T , ICMP d�R/R>^/�FT�g1YXm3Q5T�U5T�d�h)_?\>��]>d�mF[>Q1T�U5T�S%Y;g1\>fV\�S<g5T�f�\!a<Y v U5R>[-\!g5g1h�nuY . +zdo_1Y<[>h
Y1d�Q5R>_1`>fVR>[-\�_1Y3d tcpdump(1) Q1\!U1\/nuT�]!U -s S?_5mFQ5R>_1j$c5T�g5Y5mF^>R>_1`>a<T�{�RtR/^��µT�n7\)S*\>g5g5h)i3Q1\>b5T�]>\ , ]!Rlj-[/Y$S?Y5]>T
^>R!_?`>aFTzY5g v R>U?n7\!}5Y5Y .| R>g5TVc5g5RtWZTyr�]!Rlg5T�Q1U5Y5TVn+_?TVnuR . � do_1T�S?j$���FT�n�U1\>foS?T�_1Tsnuh�R/^/d�j>S?Y?nKfV\!�<Y5]!j;d�R>ToS*Y5g5T�g1YXmFnuT�W%S?jlS?[/jXn+m
d�T�]!m1nuY , ]>\>bFc5]>Re[/TVd�`�]!U1\ v Y1bF^>j/S?TV]�\![/]!R/n7\>]!Y5c5T�d�b5Y<aFY v U1R>[/\>]!`/d�m .

�TJBX 	 � J :
• �3\/d�]!U5R/w5]!TsR>^/\tm$S?U1\ld ”pseudo-device gif”.

• �e]!U1ToS*\>b5]!Y5U5j$w5]>T /etc/rc.conf g1\�aF_1��fVT #1 Y3S*R>^/\>[>`/]!Tzdo_?ToS?j$���<Y5Tsd�]!U5R/b5Y ( Q5R�S�d�]>\>[!_5mXm IP \=S?U1TVd�\�{oS?T
g5TVR>^>i$R!S?Y1nuR ).
gifconfig_gif0="A.B.C.D W.X.Y.Z"
ifconfig_gif0="inet 192.168.1.1 192.168.2.1 netmask 0xffffffff"
static_routes="vpn"
route_vpn="192.168.2.0 192.168.2.1 netmask 0xffffff00"
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• �e]!U1ToS*\>b5]!Y5U5j$w5]>Tyd�b5U5Y5Q5]knuT�W d�T�]!TV[>R>{VR�rVb5U1\!g?\ (/etc/rc.firewall, YX_1Y<Q5R�S?R/^>g5htw ) g1\eR>^/T�YXiliXR/d�]/\�i3Y
S?R/^/\>[>`>]>T
ipfw add 1 allow ip from any to any via gif0

• �yhtQ5R>_1g5Y5]!T)d�R/R>]![/T�]>d�]![>j$�e�FY5T�Y1fVnuT�g1T�g5YXm%[ /etc/rc.conf g1\�aF_1��fVT #2, nuT�gXmXm<Q5R>UXm$S*R>b IP \�S?U5TVd�R>[ .

14.11.3.2. � =LN 2:
� =���M@ =�>1CLJ Q �K?JLK EP

* _5m;fV\>�FY5]!h�d�R>T�S?Y5g5TVg5YXmFnuh�^/j/S?TVn�Y?d�Q5R>_1`>fVR>[/\>]!` IPsec. IPsec Q5U5T�S?R/d�]>\![>_5m5T�]tiXR-d�]>\/n�nuT�i5\!g1Y5fVn
R>Q5U5T�S?T�_?T�g5YXm;b5_1��c1\�S1_5m<aFY v U5R/[/\>g5YXm3Y3S1_1mFQ5R/d�_1ToS*j-�e�FTV{�R�Y?d�Q5R>_1`>fVR>[/\>g5YXmkr�]!R/{�RebX_1��c?\tS1_1m
aFY v U5R/[/\>g5YXmlS*\!g1g5h)i;nuT�W%S?jlS?[/j$n+mFi$R-d�]>\/nuY .

�?S?TVd�`�^/j>S*j-]�U1\>dVd�nuR>]>U5T�g5hxS?[/\e\>d�Q1T�b5]>\�g1\>d�]!U5R/w5b5Y .

1.
� iXR/d�]!R>[�S?R!_5WZTVg;^>ht]!`kd�Q1R/d�R/^�d�R/{�_?\/d�R/[/\!g1YXmlY?d�Q5R>_1`>fVj-T�nuR>{VR�\�_1{VR>U5Y1]>n7\�a<Y v U5R>[-\!g5Y5m .

| \>b;]!R>_1`>b5R
iXR-d�]!h S*R>{�R/[>R/UXm5]>dom3R/^�r�]>R/n , nuR>W�g1Re{VR>[>R/U5Y5]!`�R>^�jXd�]>\!g5R/[!_1TVg5g5R/nKnuT�W<S*j3g5Y1nuY ” ^>T�fVR>Q1\/d�g5R-nd�R>T�S?Y5g5TVg5Y5Y ”.

2.
* R>_5WZT�g;^/ht]!`enuT�i5\!g5Y5f�n�R>Q1U5ToS?T�_1T�g1YXm , b1\>b5R>wF]!U1\ v Y1b;g5T�R/^!iXR�S?Y?nuR�aFY v U1R>[/\>]!` . | R/g5T�c1g5R , [-\>nKg5T
]>U5T�^/j-TV]>dom<aFY v U5R/[/\>]!`�[>T�d�`�Y?doiXR�S1m5�<Y5wF]>U1\ v Y5b — S*R/d�]/\!]!R/c5g5R�a<Y v U5R/[/\!]>`�]!R!_?`>b5Re]!U1\ v Y1b , Y$S?j$�FY1w
c1T�U5TVf VPN. ~kU?\![>Y5_?\ , R>Q1U5ToS?T�_5m5���<Y5Ty]!R , b?\!b5R/w;]!U1\ v Y5bFg5TVR>^>i$R!S?Y1nuR�a<Y v U5R/[/\!]>` , g1\!fVht[/\>��]>d�m
” Q5R>_1Y5]!Y1b5R>w<^>T�fVR>Q1\/d�g5R-d�]!Y ”.

;sTVf�R/Q1\>d�g5R>Tzd�R>T�S?Y5g5TVg5Y5TzY<Q5R!_?Y5]!Y5b1\e^>TVf�R/Q1\>d�g5R/d�]!Y3Q5R�S1S?T�UXWZY5[-\!�e]>dom3m$S?U1R/n , Y%nuR>{�j$]�^/ht]!`lY5fVnuTVg5T�g5h
Q5U5R>{VU1\>n7n7\/nuY;Q5R>_1`>fVR>[/\>]!T�_1m . ��S?g1\!b1R�Q5TVU5ToS<]>TVn , b?\!b;[/h�d�nuR!WZTV]!TydoS?T�_*\!]!`lr�]!R , g5TVR>^!iXR!S?Y1nuR�g1\/d�]!U1R>Y5]!`
Q5R�S5S*T�UXWZb5jkQ5U5R/]!R>b1R!_1R/[ IPsec Y Encapsulated Security Payload (ESP) [�m$S*U5T . � ]!R�S*T�_?\>T�]>d�mkS?R>^-\![!_?T�g5Y5T�nK[
g1\>d�]!U5R>w1b5jlm$S?U1\eQ1\!U1\/nuT�]!U1R>[ :
options IPSEC
options IPSEC_ESP

d�Q5R-do_1T�S?j$���FY?n�Q5T�U1T�b5R-nuQ5YX_1Y5U1R>[/\>g5Y5T�n , Q5T�U1T�jXd�]>\>g5R>[/b5R>w3Y<Q5T�U1T�fV\>{�U5j$fVb5R>w .
| \>b;Y;Q5U1T�W%S?Ty[/\>n

Q5R>]!U1T�^>j$TV]>domFdoS?T�_?\>]!`�rV]!Rkd�m$S?U?\>nuYFg?\�R>^/T�YXi3aF_1��f�\�i .

~kU5Y;g1\/d�]!U5R/w5b5TyQ1\!U?\>nuT�]>U5R>[e^>T�fVR>Q1\/d�g5R-d�]!Y (security associations) jl[-\>dzTVd�]>`tS?[-\�[/\>U5Y1\>g5]>\ . �yh�nuR>W�TV]!T
g1\>d�]!U5R>Y1]!`�YXi;[/U5j$c5g5j$�xS?_5mFR>^/T�YXikiXR/d�]!R>[ , fV\�S*\![�\!_1{�R/U5Y5]>n�aFY v U5R/[/\!g1YXm , bX_1�ec5Y3S1_1mFaFY v U1R>[/\>g5YXm3YF]/\!b
S*\�_1TVT , Y5_1YFY1d�Q5R!_?`>f�R/[/\>]!`yS*\!T�nuR>g5h , U1TV\�_?Y5f�j$���<Y5T Internet Key Exchange protocol (IKE), b5R>]>R>U5htwFdoS?T�_*\!T�]
r�]!RefV\e[/\>d .
� T�b5R-nuT�g$S*j-TV]>dom<Q5R/d�_1ToS?g1T�T . ~kR/nuY1nuReQ5U5R>c1T�{�R , r�]!R/]ed�Q5R/d�R>^�^/R!_1TVTzQ5U5R-d�] .
� ToS*\>b5]!Y5U1R>[/\>g5Y5TsY;R>]!R/^>U1\!WZT�g5Y5TzQ5R!_1Y1]!Y5b5Y%^>TVf�R>Q?\>d�g1R/d�]>Yl[/htQ5R!_?gXm5T�]>d�mFdzQ1R/nuR>�<`>� setkey(8). ~kRl\!g1\!_1R>{VY5Y ,
setkey Y?d�Q5R>_1`>fVj-TV]>domlS1_1mFg1\>d�]!U5R/w5b5YF]/\!^!_?Y5}FQ5R>_1Y5]!Y1b5YF^/T�f�R/Q1\>d�g5R/d�]!Ykm$S?U1\e]>\>b;WZT , b?\!b route(8)
Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mFg1\/d�]!U1R>w5b5YF]>\!^>_1Y5}<n7\>U5aFU1j-]>Y5fV\>}5Y5Y;m$S*U1\ . setkey ]>\>bXWZTynuR>WZT�]�R/]!R>^/U1\�W \>]!`�]!TVb5j$�FY5T
Q1\!U1\/nuT�]!U1h�^>TVf�R>Q?\>d�g1R/d�]>Y , YFQ5U5R!S?R!_1WZ\!mF\!g1\!_1R>{VY5�xS�\�_1`/aFT , rV]!Rld�R>R/]![>TV]>d�]![/j$T�] netstat -r.

'sj-�<TVd�]![>j$T�]enug5R!WZTVd�]![>R�S*\!T�nuR>g5R/[)S1_5m<j-Q1U1\![>_1T�g5Y5m;Q1\!U1\/nuT�]!U?\>nuYF^/T�fVR>Q1\/d�g5R-d�]!Y3[ FreeBSD. �*S?TVd�`�^>j/S?TV]
R>Q5Y1dV\!g5R�Y1d�Q5R>_1`>fVR>[-\!g5Y5TzR�S?g5R/{�R�Y1fsg5Y5i , racoon. racoon g?\�iXR�S?Y1]>domF[eb1\!]>T�{�R/U5Y5Y security/ b1R!_5_1TVb5}5Y5Y<Q5R>U1]!R>[
FreeBSD YFj$d�]>\!g?\![!_?Y5[/\>T�]>d�mkR/^>htc5g1h�n�d�Q5R-d�R/^>R/n .
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racoon S*R!_5WZT�g<U1\!^/R>]>\>]!`�g1\eR>^/T�YXika;_?��fV\!i . �3\�b1\!W<S*R/n�Y5fziXR/d�]>R>[�R/g;g1\/d�]!U1\>Y5[/\>T�]>d�mFd IP \�S?U5TVd�R/npS?U1j-{VR>{VR
b5R>g5}?\ VPN, Y%d�T�b1U5T�]!g1h�n�bX_1�ec5R/n ( Q5Re[/\>aFTVnujk[/ht^>R>U1j , S?R>_5WZT�g;^/ht]!`�R!S?g5Y1n�YF]!T�n�WZTzg1\eR>^/T�YXika;_?��fV\!i ).� ]!Y3S?[-\)S*\>TVnuR/g1\�Q5R!S?bX_1�ec1\!�e]>dom;S?U5j${zb;S?U5j${�j , Q1R�S?]![/T�UXW%S*\>��] , c1]!ReR/g5YFY?nuT�g5g5Rl]!T , fV\eb5R>{VR�d�TV^!m;[/hyS*\!�e]
( Y1d�Q5R!_?`>f�j-m;d�TVb5U5TV]!g5htwFb5_1��c , fV\=S�\!g5g5htw<[/\/nuY ). �µ\!]!T�nPS*\!T�nuR>g5hx{VT�g5TVU5Y5U5j$�e]�g5R/[>htwFd�T�b5U5TV]!g5htw%bX_1�ecFY
Y1d�Q5R>_1`>fVj$��]�TV{�RtS?_5mFaFY v U5R>[-\!g5YXm3]!U?\ v Y5b1\�c5T�U1T�f VPN. �eg5Y;Q1T�U5Y5R!S?Y5c5T�d�b5Y<Y5fVnuTVgXm5��]lr�]>R>]�b5_1��c , ]>\!b<c5]!R
S*\�WZTzT�do_1Y%\!]>\>b5j$���<Y5wFdo_?R/n7\!TV]�R!S?Y5gFY1fzbX_1�ec5T�w ( c5]!R�]>T�R>U1T�]!Y5c1TVd�b1Y<Q5R/c5]!Y<g5T�[/R>fVnuR>WZg5R ) r�]!Reg5T�S�\>d�]eTVnuj
do_1Y5a<b5R/n�nug1R>{�R — R>g<d�_1R/n7\!_FbX_1�ec , b5R/]!R>U1htw3S?[-\yS*\!T�nuR>g1\�j-W�T)d�nuTVg5YX_1Y<g1\)S*U5j${�R>w .

�3\>d�]>U5R>w5b1Y racoon d�R>i$U?\!gXm5�e]>dom;[ ${PREFIX}/etc/racoon.
� ]!R/] v \!w5_Fg5Ty]!U5T�^/j$T�]ed�_1Y5a<b5R/n�^/R!_1`/aFYXi

Y5fVnuTVg5T�g5Y1w .
* U5j${VY1nKb5R/nuQ1R>g5TVg5]!R/n�g1\>d�]!U5R>w1b5Y racoon, b5R/]!R>U5htw<Q5R>]>U5T�^/j-TV]>dom;Y1fVnuT�g1Y5]!` , m5[!_5m5TV]>dom

” Q1U5ToS?[-\!U5Y1]!T�_1`/g5htw;bX_?��c ”.

� g?\>d�]>U5R>w5b1TsQ5RejXnuR!_1c1\>g5Y5� racoon Y5�FTV]eTV{�R�[ v \!wX_?T ${PREFIX}/etc/racoon/psk.txt. �kT�R/^!iXR�S*Y1nuR
R>]>nuTV]!Y5]!` , c5]!RlQ5U5T�S?[/\>U5Y5]!T�_1`>g1htw;bX_1�ec (*� Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFaFY v U1R>[/\>g5YXm3]!U1\ v Y5b1\�c5T�U5TVf VPN
d�R>T�S?Y5g5TVg5Y5Tsr�]!RlQ5U5R-d�]!Rln7\!U5b5TVU , Q1R>f�[/R!_5m5�e�FY5w3j$Q5U?\![!_1m5���FY?n�bX_1�ec1\>nuY;S*\!TVnuR/g1\>npS*R>[>TVUXm5]!`�S?U5j${�S*U5j${�j .

psk.txt d�R�S?TVUXWZY5]ed�]!U5R>b1jlS1_5mFb1\!W%S?R>{VR�j/S*\�_?T�g5g5R/{�R�d�T�U5[/T�U1\ , dzb1R>]!R/U5h�n�Q5U5R/Y1doiXR!S?Y5]�d�R>ToS*Y5g5T�g1Y5T . � rV]!R/n
Q5U5Y1nuTVU5T�S*[/\�d�T�U5[/T�U1\ , b1\�W%S?htw v \!wX_ psk.txt ^/j/S?T�]�d�R�S?TVUXW \!]!`eR�S?g1jkd�]!U5R/b5j ( b?\�W%S?htw;b5R/g5T�} VPN
R>^>�%\!TV]>dom3]!R>_1`>b5Rld7S*U5j${�Y1n�b1R>g5}5R-n .

�3\�a;_?��f�T #1 rV]>\ld�]!U5R/b1\�^/j/S?T�]e[>ht{�_1m$S?T�]!`eQ5U5Y1nuTVU5g5Rl]>\!b :

W.X.Y.Z secret

qsRlTVd�]!` B?, � #*" �X(?670 IP \�S?U5T�d�j/S*\�_?T�g5g5R/wFd�]>R>U5R/g5h , Q5U5R/^>T�_<YF]!TVb1d�]!R/[/\!mFd�]!U5R/b1\ , d�T�b1U5T�]!g?\�m v U1\>fV\ .
�3\�a;_?��f�T #2 d�]!U5R/b1\�^/j>S*T�]�[/ht{�_5m$S*T�]!`eQ5U5Y1nuTVU5g5Rl]>\!b :

A.B.C.D secret

qsReTVd�]!`�Q5j$^!_?Y5c5g5htw IP \=S*U5TVd7j/S*\!_1T�g1g5R>w;d�]!R>U5R/g5h Y;]>\�W�Tyd�TVb5U5T�]>g1\�m v U1\>fV\ . ~kT�U1ToSFfV\>Q5jXd�b5R-n racoon U1T�WZY1nS?R/d�]!j$Q1\�b v \!wX_1j psk.txt S?R!_1W�TVgF^/ht]!`�jXd�]/\!g5R/[!_1TVg;[ 0600 ( ] . T . fV\!Q1Y1d�`eYFc5]!TVg5Y5Ty]!R!_?`>b5R�S1_5m root).

�sh�S*R!_5WZg5h�f�\!Q5jXd�]!Y5]!` racoon g1\�R/^>TVYXilaF_1��f�\�i . �)\>nK]>\>bXWZTsQ1R>]!U5TV^>j$T�]/dom3S?R/^/\>[>Y5]!`�Q5U1\![/YX_?\yS?_5m
[>bX_1�ec5T�g1YXm IKE ]!U1\ v Y1b1\ , Q1T�U5T�S*\!�e�FT�{VR/d�mkQ1R UDP c5TVU5T�fyQ5R/U5] ISAKMP (Internet Security Association Key
Management Protocol). �eQXm5]>`�WZT , R>g5Y;S?R!_5WZg5h�^>ht]!`eU1\>d�Q5R!_1R>WZT�g5h g1\/d�b5R>_1`>b5Re[>R/fVnuR!WZg5R�^!_1YXWZTsbFg1\>c1\�_1j
g1\!^/R>U1\tQ1U1\![/YX_ .

ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp
ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp

| \!b;]!R>_1`>b1R racoon ^>j/S?TV]�fV\>Q5j$�FTVg , [>h�nuR>W�TV]!TyQ5R>Q5U1R>^>R/[/\>]!`t[>htQ5R>_1g5Y5]>` ping dsR�S*g5R>{VR�a;_1�efV\eg1\)S*U5j${�R>w .
'sR>ToS*Y5g5T�g1Y5Tz[-d�TzTV�FTyg5Tzf�\!a<Y v U5R>[-\!g5R , g5R racoon jXd�]>\>g5R>[/Y5]�Q1\>U1\>nuTV]!U5h�^/T�fVR>Q1\/d�g5R-d�]!Y;nuT�W<S*jlS?[>jXn+m
i$R-d�]>\/nuY — r�]!RknuR!WZTV]�fV\>gXm5]!`e[>U5T�n+mFY;[>h�nuR!WZT�]!TyfV\/nuT�]!Y1]!`eg1T�^>R>_1`>a<j$��fV\�S?T�UXWZb5jkQ5TVU5ToS�g1\!c?\�_1R-nKR>]![/T�]>\
b5R/n7\>g$S?h ping.| \!b;]!R>_1`>b1R�Q1\>U1\>nuTV]!U5hx^>TVf�R/Q1\>d�g5R/d�]!Y;jXd�]>\>g5R>[>_1T�g1h , [>h�nuR!WZT�]>TsQ5U1R/d�nuR/]!U5TV]!`eY5i;Y1d�Q5R>_1`>fVj-m setkey(8).
�'\!Q5jXd�]!Y5]!T
setkey -D

g1\t_1�e^>R-n�Y5f�iXR-d�]!R/[tS1_5m<Q5U5R/dVnuR>]!U?\�Y5g v R/U1n7\!}1Y5Y;RlQ1\!U1\/nuT�]!U?\�i3^>TVf�R>Q?\>d�g1R/d�]>Y .� ]!R�R!S?g1\�d�]!R>U1R>g1\�Q5U5R>^>_1TVnuh .
* U5j${V\�mFd�]!R>U1R>g1\�r�]!Reg1\>d�]!U5R>w5b?\�Q5R>_1Y5]!Y1b5YF^/T�f�R/Q1\>d�g5R/d�]!Y .
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* _5mFd�R/foS*\>g5YXm;U1\>f�jXnug5R>wFQ5R!_1Y1]!Y5b5Y%^>TVf�R>Q?\>d�g1R/d�]>YlS*\![-\!w5]!Ts[/d�Q5R/nug5Y?n , c5]!Rlj/WZTs^>h)_1Reg1\>d�]!U5R>TVg5R . � ]!R
U1\>dVd�nuR>]>U5T�g5Y1TzR>]>g5R/d�Y5]>dom<bFR>^/T�Y1nKb1R>g5}1\/n�d�R/ToS?Y5g1T�g5YXm .| \�W%S?htw;R/]!Q5U1\>[!_5m5T�nuhtw IP Q1\!b1T�]�Y?nuT�T�]efV\>{�R!_?R>[>R/b , d�R�S*T�UXW \!�<Y5w;Y5g v R>U1n7\>}5Y5� R�Q1\>b5T�]!T . �'\>{�R!_?R>[>R/b
[>bX_1�ec1\!TV] IP \=S*U5TVdV\�Y1d�]!R>c5g1Y5b1\eY;g1\!fVg1\!c1T�g5YXm .

| \>bFnuh�j-WZTsfVg1\!T�n , Q5U5Y1[/\!]>g5htT IP \�S?U5TVdV\ , ]>\>b5Y5Tyb1\!b
192.168.x.y, g5T)nuR>{Vj-]eQ5R!m5[/Y5]!`-dom;[�Y1g5]!T�U1g5T�] . �eg5YkS*R!_5WZg5h�^/ht]!`ed�g1\!c?\�_?\�[>bX_1�ec5T�g1hx[>g5j$]!U5`�S?U5j${VR>{�R
Q1\!b5TV]>\ . � rV]!R/n�Q1\!b5TV]!TyQ5U5Y5[-\!]!g5htT IP \=S?U5T�d�\�Y1d�]!R/c5g5Y5b?\�Y<g1\!fVg1\!c5TVg5YXm;f�\>nuT�g5m5��]>d�mFQ5j$^!_1Y1c5g5h�nuY IP
\=S?U5T�d�\/nuY .

qsRlTVd�]!`�Y?doiXR�S1m5�<Y5wFQ?\!b5TV] , b5R/]!R>U5htw<[>ht{�_5m$S?Y5]eQ5U5Y1nuTVU5g5Rl]>\!b :

Src: 192.168.1.1
Dst: 192.168.2.1

<other header info>

<packet data>

^>j/S?T�]�Y5g5b1\>Q1d�j-_1Y5U1R>[/\>g;[tS*U5j${�R>wFQ1\!b5TV] , [/ht{�_5m$S?m5�FY5w;Q1U5Y1nuT�U5g1Re]>\>b :

Src: A.B.C.D
Dst: W.X.Y.Z

<other header info>

Src: 192.168.1.1
Dst: 192.168.2.1

<other header info>

<packet data>

� ]!R>w<Y5g5b1\>Q1d�j-_5m5}5Y1T�w;f�\!g5Y1n7\>T�]>d�mFjXd�]!U1R>w1d�]![>R gif.
| \!b;[/h�nuR!WZT�]!Ty[>YXS?T�]!` , ]!TVQ5T�U5`ljkQ1\!b1T�]>\eTVd�]!`

U5TV\!_1`>g5htw IP \�S?U5T�d , Y1d�i$R!S?g5htw<Q1\!b5TV]�^/h)_F[>bX_?��c5TVgF[�rV]!R>]eQ1\!b1T�]�[e[>Y$S*T�S*\>g5g5h)i , b5R/]!R>U1htTzQ5TVU5ToS*\>��]>d�m
c5T�U5TVfzY5g1]!T�U5g1T�] .| R>g5TVc5g5R , nuh�i$R/]!Y1n�f�\!a<Y v U5R>[-\!]!`t[/TVd�`�]!U1\ v Y5b<nuT�W<S*j VPN. �yh�nuR!WZT�]>Tyd v R>U1nuj-_1Y5U1R>[/\>]!`�rV]!R�g1\ldo_?R>[/\!i
]>\!b :

” +sdo_1Y<Q1\!b5TV]�R/]!Q5U1\>[!_5m5TV]>domFd A.B.C.D, Y<Q5U5ToS*g1\!fVg1\!c5TVgkS1_5m W.X.Y.Z, U1\>d�aFY v U5R/[/\>]!`�T�{VR , Y1d�Q5R!_?`>f�j-mg5T�R/^!iXR�S?Y?nuhtT�Q1\!U?\>nuT�]>U5h�^>TVf�R/Q1\>d�g5R/d�]!Y .”

” +sdo_1Y<Q1\!b5TV]�R/]!Q5U1\>[!_5m5TV]>domFd W.X.Y.Z, Y<Q5U5ToS*g1\!fVg1\!c5TVgkS1_5m A.B.C.D, U1\>d�aFY v U5R/[/\>]!`�T�{VR , Y1d�Q5R!_?`>f�j-m
g5T�R/^!iXR�S?Y?nuhtT�Q1\!U?\>nuT�]>U5h�^>TVf�R/Q1\>d�g5R/d�]!Y .”� ]!R�Q5R>iXR!WZTzg1\�WZT�_?\>TVnuR/T , g5Rlg5Tsd�R>[-d�TVnK]>R . +zd�_1YF[/h�d�S?T�_?\!TV]!Tyr�]!R , [>T�d�`�]>U1\ v Y5bFR>]�Y<b W.X.Y.Z, S*\!WZTsT�do_1Y
R>g;g5Tsm5[!_1m5T�]>d�m;c1\>d�]!`>� VPN, ^>j/S?TV]�f�\!aFY v U5R>[-\!g . ~kU1\![/YX_1`/g1\�m3Q5R>_1Y5]!Y5b?\�]>\>b5R>[-\ :
” +sdo_1Y<Q1\!b5TV]�R/]!Q5U1\>[!_5m5TV]>domFd A.B.C.D, [eg5TVn�Y1g5b1\!Q?d�j-_1Y5U5R/[/\>gkS?U5j${�R/w;Q1\>b5T�]eY<\=S*U5TVdzg1\!fVg1\!c5TVg5YXm W.X.Y.Z,
fV\!a<Y v U5R/[/\!]>`tT�{�R , Y1d�Q5R!_1`/f�j-m3g5T�R/^!iXR�S*Y1nuhtTzQ1\>U1\>nuTV]!U5h�^/T�f�R/Q1\>d�g5R/d�]!Y .”

” +sdo_1Y<Q1\!b5TV]�R/]!Q5U1\>[!_5m5TV]>domFd W.X.Y.Z, [eg5TVn�Y1g5b1\!Q?d�j-_1Y5U5R/[/\>gkS?U5j${�R/w;Q1\>b5T�]eY<\=S*U5TVdzg1\!fVg1\!c5TVg5YXm A.B.C.D,
fV\!a<Y v U5R/[/\!]>`tT�{�R , Y1d�Q5R!_1`/f�j-m3g5T�R/^!iXR�S*Y1nuhtTzQ1\>U1\>nuTV]!U5h�^/T�f�R/Q1\>d�g5R/d�]!Y .”

qsR/g5b5R/T , g5Rlg5TVR>^!iXR!S?Y1nuR>TzU1\!f�_1Y5c5Y5T .
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~kR!_1Y5]>Y5b1\�^/T�fVR>Q1\/d�g5R-d�]!Y3]>\>bXWZTsjXd�]>\!g1\>[!_1Y1[/\!TV]>dom;dsY1d�Q1R!_1`/f�R>[-\!g5Y1TVn setkey(8). � setkey(8) Q1U5ToS?jXdVnuR>]!U5TVg
m5f�htb;R/Q5U5ToS*T�_1TVg5YXmFQ5R>_1Y5]!Y1b5Y setkey(8). �yh�nuR>W�TV]!TyYX_1YF[/[>T�d�]!Y<Y5g1d�]>U5j$b5}5Y5Y<Q5Reg?\>d�]>U5R>w5b1Tsd�Rld�]>\>g$S*\>U5]!g5R/{�R
[>[>R!S*\ , YX_?YFY1d�Q5R!_1`/f�R/[/\!]>`�Q1\!U?\>nuT�]>U -f S1_5m<fV\=S�\!g5YXm v \>wX_?\ , d�R�S?TVUXW \!�<T�{�R�r�]!Y%Y5g1d�]!U5j$b5}5Y5Y .

�3\>d�]>U5R>w5b?\tg1\ea;_1�ef�T #1 ( {oS?TsTVd�]>`eQ5j$^>_1Y5c5g5htw IP \=S?U5T�d A.B.C.D) S1_5mF[/bX_1�ec5T�g5Y5mFaFY v U1R>[/\>g5YXm3[/d�T�{VR
Q5U5ToS*g1\!fVg1\!c5TVg5g5R/{�R W.X.Y.Z ]!U1\ v Y5b1\ :
spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec esp/tunnel/A.B.C.D-W.X.Y.Z/require;

~kR/nuTVd�]!Y5]!Tyr�]>YFb5R-n7\!g$S?hx[ v \!w5_ ( g?\!Q5U5Y?nuT�U , /etc/ipsec.conf) Y<fV\!Q1j$d�]!Y5]!T
# setkey -f /etc/ipsec.conf

spdadd j$b1\>f�ht[-\!T�] setkey(8) S?R>^-\![/Y5]!`tQ5U1\>[>YX_?R�bF^-\!fVT7S*\!g1g5h)i3Q5R!_1Y1]!Y5b5Y<^>T�fVR>Q1\/d�g5R-d�]!Y . �ld�]>\!_1`>g1\!m;c1\>d�]!`
d�]!U5R/b5YFj$b1\>f�ht[-\!T�]tb?\!b5Y5TyQ1\>b5T�]!hx^/j/S?j$]ed�R/R>]![/T�]>d�]![>R/[/\>]!`tQ5R!_?Y5]!Y5b5T . A.B.C.D/32 Y W.X.Y.Z/32 r�]>R IP
\=S?U5T�d�\�YFd�TV]!T�[/htTyn7\/d�b5Y , R>Q5U5T�S?T�_1m5���FY1Tyd�T�]!Y<YX_1Y;iXR-d�]!h , b<b5R>]!R/U5h�n�^/j>S*T�]�Q5U1Y1nuT�gXm5]>`/dom;S*\!g5g?\�m
Q5R!_1Y1]!Y5b1\ . � S*\!g1g5R/n�d�_1j$c1\!TynuhxiXR>]!Y1n�Q5U5Y1nuTVg5Y5]!`kYXi;b<]!U1\ v Y1b5jknuT�W%S?j3r�]!Y?nuY;S?[/jXn+m3i$R-d�]>\/nuY . ~3\>U1\>nuTV]!U
ipencap d�R>R>^/�<\>T�])m$S?U5j , c5]!Rlr�]>\�Q5R!_1Y1]!Y5b1\�S?R!_1W�g?\�Q5U5Y?nuT�gXm5]!`-dom%]!R!_1`/b5R�bFQ1\!b5TV]>\>n , Y5g5b1\>Q1d�j-_1Y5U1j-�e�FY1n
S?U5j${�Y5TsQ1\!b1T�]!h . ~3\!U1\/nuT�]!U -P out d�R>R>^/�<\>T�] , c5]>RerV]>\�Q5R>_1Y5]!Y1b1\�Q1U5Y1nuT�g5m5T�]>d�m<bFY?doiXR�S1m5�<Y1nKQ1\>b5T�]>\/n , Y
ipsec — ]!R , c5]!RlQ1\>b5T�]!h�^>j/S?j$]�fV\>aFY v U1R>[/\>g5h .

�ld�]>\>[>a<\!m1dom3c1\/d�]!`ld�]!U5R/b5YFR/Q5U5T�S?T�_5m5TV] , b1\>bFrV]!YFQ1\>b5T�]>h�^>j/S?j$]�f�\!a<Y v U5R>[-\!g5h . ;yj/S?T�]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�m
Q5U5R>]>R>b5R>_ esp, \�Q1\>U1\>nuTV]!U tunnel Q1R>b1\>f�ht[/\>T�] , c1]!ReQ?\!b5TV]�[�S�\�_1`/g5T�w5a<TVnK^/j>S*T�]�Y1g5b1\!Q?d�j-_1Y5U5R/[/\>g3[ IPsec
Q1\!b5TV] . ~kR/[>]!R/U5g5R>TzY1d�Q5R>_1`>fVR>[-\!g5Y5T A.B.C.D Y W.X.Y.Z Q5U5ToS*g1\!fVg1\!c5TVg5RtS?_5m;[>ht^/R>U1\tY?d�Q5R>_1`>fVj-T�nuh)i
Q1\!U1\/nuT�]!U1R>[�^/T�fVR>Q1\/d�g5R-d�]!Y , Y<g1\!b5R/g5T�}FQ1\!U1\/nuT�]!U require U1\!fVU5T�a%\!T�]�aFY v U5R/[/\>g5Y5T�Q1\>b5T�]>R>[ , Q5R>Q1\�S*\!�e�FYXi
Q5R�S<rV]!RlQ5U1\![/YX_1R .� ]!R�Q5U?\![>Y5_1Red�R>R>]>[>T�]/d�]![/j-TV]�]!R>_1`>b5ReY1doiXR!S1m5�FY1n�Q1\!b5TV]>\>n . �y\/n�Q5R>]>U5T�^/j-TV]>dom;Q1R!iXR!WZT�TsQ5U1\>[>YX_1R ,
d�R>R/]![>TV]>d�]>[>j$���<T�T�[>i$R!S1m5�FY?nKQ1\!b5TV]>\>n .

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec esp/tunnel/W.X.Y.Z-A.B.C.D/require;

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!Rl[/nuT�d�]!R in Y1d�Q1R!_1`/f�j$T�]>d�m out Y IP \=S*U5TVdV\tQ5T�U1TVd�]/\![!_?T�g5h .
* U5j${�R/nujkaF_1��fVj ( d�Q1j-^>_1Y5c5g1h�n IP \=S?U1TVd�R-n W.X.Y.Z) Q5R/]!U5T�^/j$��]>d�mFQ5R!iXR>W�Y1TzQ5U1\>[>YX_*\ .
spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec esp/tunnel/W.X.Y.Z-A.B.C.D/require;
spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec esp/tunnel/A.B.C.D-W.X.Y.Z/require;

�3\!b5R/g5T�} , [-\>nKQ5R/]!U5TV^>j$T�]>d�m3S?R/^/\![/Y5]!`�Q1U1\![/YX_?\tb%nuT�W d�TV]!T�[/R/nuj3r�b5U?\!g5jeS1_5m<[>bX_1�ec5T�g1YXmFQ5U5R>iXR!W%S?T�g1YXm
Q1\!b5TV]!R>[ ESP Y IPENCAP [�R/^>Tsd�]!R>U1R>g5h . �3\�R>^/T�YXiliXR/d�]/\�i3Q5R>]>U5T�^/j-TV]>dom;S?R>^-\![>Y1]!`�do_?ToS?j$���<Y5TzQ1U1\![/YX_?\ :
ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z
ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D
ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

~kR/d�b1R!_1`/b5jeQ1U1\![/YX_?\�d�Y1n7nuT�]!U1Y5c5g5h , nuR!WZg5RlY1d�Q1R!_1`/f�R>[-\!]!`tY5i;^>T�fsY5fVnuTVg5T�g5Y5mFg1\�R/^>TVYXiki$R-d�]>\!i
(3doiXR�S1m5�<Y5T�Q1\>b5T�]>h�]!T�Q1T�U5`l^>j/S?j$]�[/ht{�_5m$S?TV]!`�Q1U5Y1nuT�U1g5Re]/\!b :
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Src: A.B.C.D
Dst: W.X.Y.Z

<other header info>

Src: A.B.C.D
Dst: W.X.Y.Z

<other header info>

Src: 192.168.1.1
Dst: 192.168.2.1

<other header info>

<packet data>

Original packet,
private IP addr

Encapsuled
packet,

with real IP addr

Encrypted packet.
Contents are
completely

secure from third
party snooping

| R>{oS�\tr�]!Y<Q1\!b1T�]!h�^/j/S?j$]�Q5R>_1j$c5T�g5hxg?\�j/S*\�_?T�g5g5R-n�b5R/g5}5T VPN d�R>T�S?Y5g5TVg5YXm , R/g5YF^/j/S?j$]�U1\>d�aFY v U1R>[/\>g5h
( Y1d�Q5R!_?`>f�j-m3Q1\>U1\>nuTV]!U5h�^/T�f�R/Q1\>d�g5R/d�]!Y , R�b1R>]!R/U5h)ilS?R>{VR>[>R/U5YX_?d�m racoon). �'\>]!TVn�R>g5Y;^/j/S?j$]�Q5TVU5ToS*\>g5h
Y5g5]!TVU v T�w1d�j gif, b5R>]>R>U5htw ” U?\!f�[/T�U5g1T�] ” [/]!R>U5R/wFdo_?R>w , R-d�]>\>[>Y5[�Q?\!b5TV]eds[>g5j$]!U5TVg5g5Y1nuY%\=S?U1TVd�\/nuY , b5R/]!R>U1htw
d�nuR!WZTV]�Q5R/Q1\>d�]!`�[/R�[>g5j$]!U1T�g5g5�e��d�T�]>` .
�sh�nuR>WZT�]!TyQ5U5R/[>T�U1Y5]!`�^/T�fVR>Q1\/d�g5R-d�]!`�]>TVnKWZT ping(8), b5R/]!R>U1htwFY1d�Q5R!_1`/f�R/[/\�_*domkU1\!g5TVT . 'sg?\!c1\!_?\�[/R>w$S?Y1]!Tzg1\
a;_1�ef A.B.C.D YFf�\!Q5jXd�]>Y5]!T :
tcpdump dst host 192.168.2.1

��S*U5j${�R>w%d�T�d�d�Y1Y;g1\e]!R/nKWZTzi$R-d�]!TyfV\>Q5jXd�]!Y1]!T
ping 192.168.2.1

� rV]!R>]lnuR/nuTVg5]e[/h�S?R!_1W�g1h�j$[>Y$S?TV]!`�Q1U5Y1nuT�U1g5RerV]!R :
XXX tcpdump output

qsTVQ5T�U1` , b?\!b;[/Y$S?Y5]!T , tcpdump(1) Q5R/b1\!fVht[/\>T�] ESP Q1\!b5TV]!h . +sdo_1Y<[>hxQ5R/Q5ht]>\!TV]!TVd�`�Q5U1R/d�nuR/]!U5TV]!`eY5iFd
Q1\!U1\/nuT�]!U1R/n -s, ]!Re[>TVU5R!m5]!g1R�j$[>Y$S*Y5]!Tyg5T�c5]>Reg5TVQ5R>g5m5]!g5R>T , Q5R-d�b5R>_1`>b5jlQ5U5Y?nuT�gXm5TV]>dom%aFY v U5R/[/\>g5Y5T .
~kR>foS*U1\![>_5m5TVn . �yhx]!R>_1`>b5Rec5]!Rlg1\>d�]!U5R/YX_1Y VPN nuT�W%S?jlS?[/j$n+m;j/S*\!_1T�g1g5h�nuY<d�T�]�m1nuY .

�TJBX 	 � J
• �3\/d�]!U5R/w5]!TsR>^/\tm$S?U1\ld :
options IPSEC
options IPSEC_ESP

•
� d�]>\>g5R>[/Y5]!T security/racoon. �e]!U5T�S*\!b5]>Y5U5j$w5]!T ${PREFIX}/etc/racoon/psk.txt g1\�R>^>TVYXi3a;_1�efV\!i ,
S?R/^/\>[>Y5[tf�\!Q5Y1d�`tS1_1mFb1\�W%S?R/{�R IP \�S?U5T�d�\�j/S*\!_1T�g1g5R>{VRtiXR/d�]/\�Y<d�T�b5U1T�]!g5htw<bX_1�ec , b5R/]!R>U5htw<^>j/S?TV]�Y5f�[/TVd�]!T�g
Y1n�R>^>TVY1n .

� ^>ToS*Y5]!TVd�` , c5]>ReU5T�WZY1nPS?R-d�]!j$Q1\�b v \!w5_1j 0600.

•
* R/^/\![/`>]!T7b /etc/rc.conf g?\�b1\!W<S*R/nPiXR/d�]!Tyd�_1ToS*j-�e�FY5Tyd�]!U1R>b5Y :
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ipsec_enable="YES"
ipsec_file="/etc/ipsec.conf"

• 'sR/foS*\>w5]!T /etc/ipsec.conf g1\�b?\�W%S?R/nPiXR-d�]!Tydzg5TVR>^>i$R!S?Y1nuh�nuYFd�]!U5R/b1\>nuY spdadd. �3\�a;_1�ef�T #1 R/g
^/j>S*T�]�]>\>b5Y1n :

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P out ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P in ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;


�g1\�aF_1��fVT #2 ]>\>b5Y1n :

spdadd W.X.Y.Z/32 A.B.C.D/32 ipencap -P out ipsec
esp/tunnel/W.X.Y.Z-A.B.C.D/require;

spdadd A.B.C.D/32 W.X.Y.Z/32 ipencap -P in ipsec
esp/tunnel/A.B.C.D-W.X.Y.Z/require;

•
* R/^/\![/`>]!TuQ5U?\![>Y5_?\tbFnuT�WZd�T�]!TV[>h�nKrVb5U1\!g?\>nKR>^/T�YXieiXR/d�]>R>[)S1_1m;[>bX_1�ec5T�g1YXm IKE, ESP Y IPENCAP ]!U1\ v Y5b1\ :
ipfw add 1 allow udp from A.B.C.D to W.X.Y.Z isakmp
ipfw add 1 allow udp from W.X.Y.Z to A.B.C.D isakmp
ipfw add 1 allow esp from A.B.C.D to W.X.Y.Z
ipfw add 1 allow esp from W.X.Y.Z to A.B.C.D
ipfw add 1 allow ipencap from A.B.C.D to W.X.Y.Z
ipfw add 1 allow ipencap from W.X.Y.Z to A.B.C.D

* [>j-ilQ1U5Y5[>T�S?T�g1g5h)i;a<\>{�R>[tS?R!_5WZg5Re^>ht]!`�S?R/d�]>\!]>R>c5g5R�S1_5mFg?\>d�]>U5R>w5b1YFYF[/bX_1�ec5T�g5Y5m VPN. ��\>aFY5g5hx[
b1\�W%S?R/wFd�TV]!Y<dVnuR>{�j$]eR>^>U?\!�<\>]!`/d�m�S*U5j${sb;S?U5j${�jkQ5R IP \=S?U5T�d�\/n , YF[>T�d�`e]!U1\ v Y1b;c5T�U1T�f)d�R>T�S?Y5g5TVg5Y5Ts^>j/S?T�]
\![>]>R/n7\!]>Y5c5TVd�b5Y;g1\�S?T�WZg5RefV\>aFY v U5R/[/\>g .

14.12. OpenSSH
���������������! �"$#

Chern Lee.

OpenSSH r�]!Rlg1\!^/R>U;d�T�]!TV[>h)i;Y5g1d�]!U5jXnuT�g1]!R>[ , Y1d�Q5R>_1`>fVj$TVnuh)ilS1_5mFf�\!�<Y5�FTVg5g5R>{VR)S?R-d�]!j$Q1\�bFj/S*\�_?T�g5g5h�n
b5R/nuQ5`/��]!TVU1\>n . �eg<nuR!WZTV]�^>ht]>`�Y1d�Q5R!_1`/f�R/[/\!g3[eb1\!c1TVd�]>[>Tzg1T�Q5R-d�U5ToS�d�]![/T�g5g5R/w;fV\/nuT�g5h rlogin, rsh, rcp Y
telnet.

| U1R/nuTz]>R>{�R , _1��^/htT�S*U5j${�Y5T TCP/IP d�R>T�S?Y5g5TVg5YXm<nuR/{�j$]�^/ht]!`�^/T�fVR>Q1\/d�g5R
]!j$g5T�_5_?Y5U5R>[-\!g5h / Q5TVU5T�g1\>Q5U1\>[!_1TVg5h c5T�U5TVf SSH. OpenSSH a<Y v U5j$T�]�[/TVd�`�]!U1\ v Y5b , r v3v T�b5]!Y1[>g5R
Q5U5ToS*R>]![/U1\!�%\�m3b5U1\!W�jlS�\!g5g5h)i , Q1T�U5T�i$[-\!]�d�R>T�S?Y5g5TVg5YXm;Y3S*U5j${�Y5T)d�TV]!T�[>htTy\!]>\>b5Y .

OpenSSH Q5R�S5S*T�UXWZY5[-\!T�]/dom;Q5U5R/T�b5]>R/n OpenBSD, R/g;R/d�g5R>[-\!g3g1\ SSH v1.2.12 d�Re[-d�T�nuY;Q5R/d�_1ToS*g5Y1nuY
Y1d�Q5U?\![!_?T�g5YXm1nuYFYFR>^/g5R>[>_1T�g1YXm1nuY , d�R/[/nuT�d�]!Y1n dzQ5U1R>]!R/b5R!_?\/nuY SSH [/T�U1d�Y5w 1 Y 2. OpenSSH [>b5_1��c5TVgF[
^/\!fVR>[/j-��d�Y1d�]>TVnuj;g1\>c5Y5g1\!mFd FreeBSD 4.0.
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14.12.1. � ��"! �$ 	 � " ��� ���  !���T����� ���������9 �� OpenSSH

�e^>htc5g5R�Q5U5YFY?d�Q5R>_1`>fVR>[/\>g5Y5Y telnet(1) YX_?Y rlogin(1) S*\>g5g5htTsQ5T�U5T�d�h)_?\>��]>d�mFQ5Rkd�TV]!YF[eg5T�f�\!aFY v U5R>[-\!g5g5R/wv R>U1nuT . ~kT�U5T�iX[/\!]>c5Y5b;Q1\>b5T�]>R>[�[e_1��^/R>w;]>R>c5b5T)d�TV]!Y<nuT�W%S?j3bX_1Y5TVg5]!R-n�Y<d�TVU5[>TVU5R/n�nuR>WZT�]�Q1R!iXY5]!Y5]>`
Y5g v R>U?n7\!}5Y5��R�Q5R>_1`>fVR>[/\>]!T�_?T / Q1\!U5R>_1TuYX_1Y;S*\!g5g1htT , Q5T�U1ToS*\>[/\!T�nuhtT�c5TVU5T�fyd�R>T�S?Y5g5TVg5Y5T . * _5m;Q5U5T�S?R>]![/U1\!�<T�g5Y5m
r�]!R/{�R OpenSSH Q1U5ToS1_*\!{V\>T�]eU1\!f�_1Y5c5g5htTynuT�]!R!S?h�a<Y v U5R>[-\!g5Y5m .

14.12.2. 	�� � � 	�" �9 �" sshd
� ^>T�S?Y5]!T�d�` , c5]!R�S?R>^-\![/YX_1Y3[ v \>wX_ rc.conf do_?ToS?j$���<j$� d�]!U5R>b1j :

sshd_enable="YES"

~kU5YFdo_?ToS?j$���<T�w<fV\!{VU5j$f�b5Tyd�Y1d�]!TVnuh�fV\!Q1j-�<T�g sshd(8), S*\>TVnuR>g3S1_5m OpenSSH. �yh�nuR!WZT�]>Ts]>\>bXWZTsf�\!Q5jXd�]!Y5]!`
sshd g5T�Q1R/d�U1ToS*d�]![>TVg5g5R , g1\!^/U1\![�[eb5R/n7\>g$S?g5R/wFd�]>U5R>b5T sshd.

14.12.3. SSH � �  �" �T�
� ]!YX_?Y5]>\ ssh(1) U1\>^>R>]/\!T�]�Q5R�S?R/^>g5R rlogin(1).

# ssh user@example.com
Host key not found from the list of known hosts.
Are you sure you want to continue connecting (yes/no)? yes
Host ’example.com’ added to the list of known hosts.
user@example.com’s password: *******

�ziXR!S<Q5U5R!S?R!_5WZY5]/domF]>\>b3WZT , b1\!b;T�do_1Y<^>h�d�TVd�d�YXmF^/h)_?\�Y5g1Y5}5Y5Y5U1R>[/\>g1\�dsY1d�Q5R>_1`>fVR>[-\!g5Y5T�n rlogin YX_1Y
telnet. SSH Y1d�Q1R!_1`/f�j$T�]�d�Y1d�]>TVnuj;R/Q5R>fVg1\![-\!]!T�_1`>g5h)ilbX_1�ec5T�w;S1_5mFQ5U1R>[>TVU5b5Y;Q1R�S1_1Y1g5g5R/d�]!Y<d�T�U5[/T�U1\�Q5U5Y
Q5R�S?b5_1��c5TVg5Y5Y<bX_1Y5TVg5]>\ . ~kR!_1`/f�R/[/\!]>T�_1�xQ5U1ToS1_?\>{V\>T�]>d�m yes ]!R!_?`>b5ReQ5U5YFQ1T�U5[/R/nKQ5R!S?bX_1�ec5T�g5Y1Y .

* \�_?`>g5TVw5aFY5T
Q5R>Q5ht]>b5YF[>i$R!S*\tQ5U1ToS?[-\!UXm5�e]>domFQ1U5R>[/T�U5b5R/w;d�R>i$U?\!g5TVg5g5R>{VR�bX_1�ec1\ld�T�U1[>T�U?\ . SSH b5_1Y5T�g1]ld�R>R>^/�FY5]�[/\>n , T�do_1Y
d�R!iXU1\>g5T�g1g5htw;bX_1�ecF^/j>S*T�]�R/]�_1Y5c?\!]!`-dom;R>]e]!R!_?`>b5Rec5]!RlQ5R!_1j$c5TVg5g5R/{�R . | _?��c5Y<d�T�U5[/T�U5R/[�d�R>iXU1\!gXm5�e]>dom;[
~/.ssh/known_hosts, YX_1Y<[ ~/.ssh/known_hosts2 S1_5m SSH v2.

~kR�jXnuR!_1c?\!g5Y5� , d�TVU5[>TVU OpenSSH g1\/d�]!U1R>T�g3S1_5mFQ5U1Y5TVn7\ld�R/ToS?Y5g1T�g5Y5w SSH v1 Y SSH v2.
| _1Y1T�g5]lnuR!WZT�]

[>ht^>Y1U1\!]!`enuT�W%S?j3r�]>Y1nuY;S*[>jXn+m;Q5U5R/]!R>b5R>_?\>nuY . �yT�U1d�YXm 2 ^/T�f�R/Q1\>d�g5T�Tsd�[>R/T�{VR�Q5U5T�S?aFT�d�]![/T�g5g5Y1b1\ .| R/n7\!gXS?T ssh(1) nuR>WZg5Rej$b1\>fV\>]!`�Y1d�Q5R!_1`/f�R/[/\!g1Y5T�R>Q1U5ToS?T�_1T�g1g5R>w;[/T�U1d�Y5Y;Q5U1R>]!R/b5R!_?\ , fV\>Q5jXd�]!Y1[�T�Tyd
Q1\!U1\/nuT�]!U1R/n -1 YX_?Y -2 S1_5m<[>T�U?d�Y5Y 1 YX_1Y 2 d�R/R>]![/T�]>d�]![>TVg5g5R .

14.12.4. �W" ���
�U�����T�!" ���
�9 �U� �����9 �"| R/n7\!gXS*\ scp(1) U1\>^>R/]>\!TV]�Q5R�S*R>^>g1R rcp(1); R/g1\�b5R/Q5Y5U5j$TV] v \!w5_<d�j/S*\!_1T�g5g1R>{�Reb5R/nuQ1`>��]>T�U1\ , g5RtS*T�_?\>T�]�rV]!R
^>T�fVR>Q1\/d�g5h�nKd�Q5R/d�R>^>R-n .

# scp user@example.com:/COPYRIGHT COPYRIGHT
user@example.com’s password: *******
COPYRIGHT 100% |*****************************| 4735
00:00
#

443



�µ#��! !�
14. �

�¥4!�=B?�!��(1�����W�
~kR/d�b1R!_1`/b5je[eQ5U5T�S?hyS?j$�FT�n�Q5U5Y1nuTVU5TybX_1��c%d�TVU5[>TVU1\�j-WZTs^/h)_<d�R>iXU1\!g5TVg , [erV]!R/n�Q5U5Y1nuTVU5TsR/g;Q5U5R/[>TVUXm5T�]>d�m
Q5U5YFY?d�Q5R>_1`>fVR>[/\>g5Y5Y scp(1).

~3\!U1\/nuT�]!U5h , Q5T�U5T�S*\![-\!T�nuhtT scp(1), Q5R>iXR!WZY;g1\�Q1\!U1\/nuT�]!U1h cp(1), d v \!wX_?R/nPYX_1Y v \!wX_*\>nuY;[eb1\!c5T�d�]![/T
Q5T�U5[/R>{VR�\!U5{VjXnuT�g5]>\�YFQ5U1Y5TVnug5Y1b5R/n b5R>Q5Y1U5R>[-\!g5YXm3[/R�[>]>R>U5R-n . ~kR/d�b1R!_1`/b5j v \>wX_1h v \>wX_1hxQ5TVU5ToS*\>��]>d�mFQ5R
d�T�]>YFc5TVU5T�f SSH, R!S?Y5gFY5_1YF^/R!_1TVTs\!U1{�jXnuT�g5]>R>[�Q1U5Y5g5Y1n7\>��] v R>U1nuj user@host:<path_to_remote_file>.

14.12.5. �����������
�����
'sY1d�]!T�nug5htT v \!wX_1hxg?\>d�]>U5R>w5b1Y3S1_5m;S*\!T�nuR>g1\tY<bX_1Y5TVg5]>\ OpenSSH U1\/d�Q5R>_1R!WZT�g1h�[lb1\>]>\�_1R/{�T /etc/ssh.
	 \>wX_ ssh_config Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5mFg?\>d�]>U5R>w5b1YFbX_1Y1T�g5]>\ , \ sshd_config S?_5m3S*\>TVnuR>g?\ .| U5R/nuTs]!R>{VR , Q1\>U1\>nuTV]!U5h sshd_program ( Q1R�jXnuR!_1c?\!g5Y5� /usr/sbin/sshd), Y sshd_flags rc.conf S�\!��]
S?R>Q5R>_1g5Y5]>T�_1`/g5htTz[/R>fVnuR>WZg5R/d�]!Y;g1\/d�]!U5R/w5b5Y .

14.12.6. ssh-keygen

�ynuT�d�]!ReY1d�Q1R!_1`/f�R>[-\!g5Y5mkQ?\!U5R>_1T�w , d�Q5R-nuR>�F`/� ssh-keygen(1) Q5R>_1`>fVR>[-\!]!T�_1Y;nuR>{Vj-]l\!j$]!TVg5]!Y v Y5}1Y5U5R>[-\!]!`-dom
bX_1��c?\>nuY RSA:

% ssh-keygen -t rsa1
Initializing random number generator...
Generating p: .++ (distance 66)
Generating q: ..............................++ (distance 498)
Computing the keys...
Key generation complete.
Enter file in which to save the key (/home/user/.ssh/identity):
Enter passphrase:
Enter the same passphrase again:
Your identification has been saved in /home/user/.ssh/identity.
...

ssh-keygen(1) d�R>f�S*\>d�]�Q1\>U5jkQ5j$^!_1Y5c1g5R>{VR�Y;Q5U1Y5[/\>]!g5R>{VR�bX_?��c5TVw , Y1d�Q5R!_1`/f�j$TVnuh)ilS1_1m<\!j$]!TVg5]!Y v Y5b?\!}5Y5Y .
~kU5Y5[/\>]!g5htw;b5_1��c%d�R!iXU1\>gXm5T�]/dom;[ ~/.ssh/identity, \�Q1j-^>_1Y5c5g1htw;[ ~/.ssh/identity.pub.

* _5m
[>bX_1�ec5T�g1YXm<\!j$]!TVg5]!Y v Y1b1\!}5Y1Y;Q5RlbX_1��c?\>n�Q5j$^>_1Y5c5g5htw<bX_1�ec3S?R>_5WZT�gF^/ht]!`�Q1R/nuT��<T�g;[
~/.ssh/authorized_keys g1\�j/S*\!_1T�g5g1R/nKb5R-nuQ5`>�e]!T�U5T .� ]!R�Q5R/f�[/R!_5m5TV]�d�R/ToS?Y5g5m5]!`/d�mFdzj/S*\!_1T�g5g1h�n�b5R/nuQ1`>��]>T�U5R-n�d�Q5R-nuR>�<`>� RSA \!j$]!T�g1]!Y v Y5b1\>}5Y5Y<[/nuTVd�]!R
Q1\!U5R>_1T�w .

, �!�µ�.-���� � � : �*�!�����?¢¥�=� -t rsa1 ��� �!�¥¢¤�-¢¥�)� � � 2¤�$� � �!° RSA � �5°�³�¢�´ , ���V���� 
 2¤��¢V�µ�:7 SSH ��������/� �����/� �¥¢V������ 1.
���������V��7���������¢ �;�������
 2��/�¥����
 RSA � �5°�³��C� SSH ����V���/� �����/� ��¢������� 2, �;�������
 2 ��´V��¢)� �/�?���o�>� ssh-keygen -t

rsa.

+zdo_1Y<Q5U5Y<{�T�g1T�U1\>}5Y5YFb5_1��c5TVwF^/h)_FY1d�Q1R!_1`/f�R>[-\!g3Q1\>U5R!_?` , b1\!W<S*htwFU1\>f7S1_5m<Q5U5YFY?d�Q5R!_?`>f�R/[/\>g5Y5Y3Q5U5Y1[/\!]>g5R>{VR
bX_1��c?\�R/g;^>j/S?TV]�fV\>Q5U1\>aFY5[-\!]!`-domkj3Q5R!_1`/f�R/[/\!]>T�_5m .

DSA bX_1�ec3S1_5m SSH Q5U1R>]!R/b5R!_?\�[>TVU1d�Y5Y 2 nuR!WZT�]e^>ht]!`kd�R/foS*\>g3[e]>T�i3WZTz}5T�_5mXi;b5R-n7\!g$S?R/w ssh-keygen -t

dsa.
� ]>\�b5R-n7\!g$S�\�d�R/foS*\/d�]�Q1j-^>_1Y5c5g1htw / Q1U5Y5[/\>]!g5htw<bX_1��c1Y DSA S1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5mk]>R!_1`/b5Red SSH
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Q5U5R>]>R>b5R>_1R/nK[/T�U1d�Y5Y 2. ~kj$^>_1Y5c5g5htwFbX_1��c�d�R>iXU1\!gXm5TV]>dom;[ ~/.ssh/id_dsa.pub, \eQ5U5Y5[-\!]!g1htw;bX_1�ec<[
~/.ssh/id_dsa.

~kj-^>_1Y5c5g1htw;bX_1�ec DSA ]>\>bXWZT�S*R!_5WZT�g<^>ht]!`eQ5R/nuTV�FTVg;[eb?\!]>\!_1R>{ ~/.ssh/authorized_keys g1\�j/S*\!_1T�g1g5R/n
b5R/nuQ5`/��]!TVU5T .
� ]!YX_?Y5]!h ssh-agent(1) Y ssh-add(1) Y1d�Q5R>_1`>fVj$��]>d�m3S1_5m;j$Q5U1\>[!_1TVg5YXmFnug5R>WZTVd�]>[>R/n�fV\!�<Y5�FTVg5g5h)i3Q1\>U5R!_1T�n
Q5U5Y5[-\!]!g5h)i3bX_?��c5TVw .

��� � �'��� � � : �*�!�����?¢¥�=��� � �>�?¢����z²)��´���>�y� �G4 �������.2 � �!³V����
2� 0����10k���.2����M7��¥¢V����!´ OpenSSH, ��¤������>���/¢�� ���:7l�
�����¥��¢��*¢ , ��� 0l��¢ ��¢�� ��03�����¡��/¢V� �V¡/����������¢2��
)� �¤�=����� �!±�¢J�V������� �>³�� �!��� ssh-keygen(1).

14.12.7. SSH � 	 �T" � �  �U�������9 �"
OpenSSH Q5R�S5S*T�UXWZY5[-\!T�]�[>R>f�nuR!WZg5R-d�]!`ld�R>f�S*\!g1YXm3]!j$g5g5T�_1m;S1_5m<Q5U5R>Q1j$d�b1\�d�R>T�S?Y5g5TVg5YXm;Q5R�S?U5j${�R-nuj
Q5U5R>]>R>b5R>_1jkc5T�U5TVfzf�\!�FY1�FT�g1g5j$� d�TVd�d�Y5� .

'z_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�j$b1\>f�ht[/\>T�] ssh(1) d�R>f�S*\!]>`�]!j$g5g5T�_1`tS?_5m telnet:

% ssh -2 -N -f -L 5023:localhost:23 user@foo.example.com
%

| R/n7\!gXS*\ ssh Y1d�Q5R!_1`/f�j$T�]/domFd�Rldo_1T�S?j$���<Y1nuY<Q?\!U1\/nuT�]!U1\/nuY :

-2
� b1\>f�ht[-\!T�] ssh Y?d�Q5R>_1`>fVR>[/\>]!`�[/T�U1d�Y5� 2 Q1U5R>]!R/b5R!_*\ ( g1TsY1d�Q5R!_?`>f�j$w5]>Tzr�]>R>]�Q1\>U1\>nuTV]!U , TVdo_?Y;U1\!^/R>]>\>T�]!Tyd�R
d�]>\>U5h�nuY SSH d�TVU5[>TVU1\>nuY ).

-N

�ef�g1\>c1\!TV]tY1d�Q1R!_1`/f�R>[-\!g5Y1T7[�g5T - b5R-n7\!g$S?g1R/nPU5T�WZY1nuT , ]!R>_1`>b5RtS1_5m;]!j$g5T�_5_1Y5U5R/[/\>g5YXm . +zd�_1YFrV]!R>]�Q?\!U1\/nuT�]!U
R>Q5j$�<T�g , ssh f�\!Q5jXd�]!Y5]�R/^>htc5g1j-� d�T�d�d�Y1� .

-f
� b1\>f�ht[-\!T�] ssh fV\!Q1j$d�b1\!]>`/dom3[ v R>g5R/[>R-n U5T�WZY1nuT .

-L

�ef�g1\>c1\!TV]t_1R/b1\�_1`/g5htw3]!j$g5g5T�_1`l[ed�]>YX_1T localport:remotehost:remoteport.

user@foo.example.com
� S*\!_1T�g1g5htw<d�T�U5[/T�U SSH.

qsj$g5g1T�_1` SSH d�R>f�S*\!TV]>dom;Q5j$]!T�n�d�R/foS*\>g5YXm;Q5U1R/do_?j-a<Y5[/\>���<T�{�Red�R>b1T�]>\�g1\�R/Q5U5ToS*T�_1TVg5g5R/n�Q5R>U5]>j localhost.
�'\!]!T�nK[/d�TzQ5U5Y1gXm5]!htT)g1\t_?R>b1\!_1`>g5R-nPiXR/d�]>j / Q5R/U5]!j3d�R/ToS?Y5g1T�g5YXm<Q5T�U5TVQ5U1\>[!_5m5�e]>dom;g1\ec5TVU5T�f SSH g1\
R>Q5U5T�S?T�_?T�g5g5htwFj>S�\�_1TVg5g5htw;iXR-d�]�Y<Q5R>U5] .
� rV]!R/n�Q5U5Y1nuTVU5T , Q5R>U5] 5023 g1\ localhost Q5TVU5T�g?\!Q5U1\>[!_5m5TV]>dom;g?\�Q5R/U5] 23 g1\ localhost j/S*\�_1TVg5g5R/{�R
b5R/nuQ5`/��]!TVU1\ . ~kR/d�b1R!_1`/b5j 23 rV]!RlQ5R>U5] telnet, ^>j/S?T�]ed�R>f�S*\!g1R�fV\>�FY5�<T�g5g1R>Tzd�R>ToS*Y5g5T�g1Y5T telnet c5TVU5T�fy]!j$g5g5T�_1`
SSH.
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� ]!R>]lnuT�]!R!S�nuR!WZg5ReY1d�Q1R!_1`/f�R>[-\!]!`tS1_5m;_1�e^>R/{�R�c5Y?do_?\eg5T�^/T�fVR>Q1\/d�g5h)ikQ5U5R/]!R>b5R>_1R>[ , ]>\!b5Y5ikb?\!b SMTP, POP3,
FTP, Y<]>\!b;S*\�_?T�T .
� 


�
� ��


14-1. � ����� ��� ����� � � � � SSH � ��� ����� � � � �� � � � ��� �������
�
�
�
� ��� � ��� � � SMTP

% ssh -2 -N -f -L 5025:localhost:25 user@mailserver.example.com
user@mailserver.example.com’s password: *****
% telnet localhost 5025
Trying 127.0.0.1...
Connected to localhost.
Escape character is ’^]’.
220 mailserver.example.com ESMTP� ]!R>]lnuT�]!R!S�nuR!WZg5ReY1d�Q1R!_1`/f�R>[-\!]!`�[/nuTVd�]!T)d ssh-keygen(1) Y3S*R>Q5R>_1g5Y5]!T�_1`>g1h�nuYFQ5R>_1`>fVR>[/\>]!T�_?`/d�b1Y1nuY
j-c1T�]!g5h�nuY<fV\>Q5Y1dom1nuY;S1_5m<d�R>f�S*\!g5Y5m;^>R!_?T�T�j/S?R/^>g5R/{�R�\>[>]!R-n7\!]!Y5c1TVd�b1R>{�R SSH ]!j$g5T�_5_1Y5U1R>[/\>g5YXm .

| _1�ec5Y<nuR/{�j$]
^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5h�[/nuT�d�]!RlQ1\!U1R!_1TVw , Y;]!j$g5g1T�_1Y�nuR>{Vj-]efV\>Q5jXd�b1\>]!`/dom3R/]�R>]�S?T�_1`/g5h)i3Q5R!_?`>f�R/[/\>]!T�_1TVw .

14.12.7.1. �
AL=:F @  �:JB>GF�MJRMA  ��J?A � SSH @1Z?KLJ � � �ALC�I =:K�MP

14.12.7.1.1. � 
�� ��� ���	� � � � � � � ��� � � � � � � � � POP3

�3\�U1\>^>R>]>T�g1\�iXR!S?Y5]>d�m SSH d�T�U5[/T�U , Q1U5Y5g5Y1n7\>���<Y5w<d�R>ToS*Y5g5T�g1YXmFd�g1\>U5j-WZY . ��r�]>R>w;WZTyR v Y1d�g5R>w;d�T�]!Y
g1\�iXR�S*Y5]>dom;Q1R>c5]!R/[>htwFd�T�U5[/T�U , Q5R�S5S*T�UXWZY5[-\!���<Y5w;Q5U1R>]!R/b5R!_ POP3. 'sTV]!`�YX_?Y<d�TV]!T�[/R>Tyd�R>T�S?Y5g5TVg5Y5T)nuT�W%S?j
[/\!a<Y1npS?R-nuR/nKYFR v Y1d�R-n�nuR>{Vj-]e^>ht]!`eYX_1Y<g5Ts^/ht]!`�Q1R!_1g5R-d�]!`/�xS?R/[>TVUXm5TVnuh�nuY . ~kRer�]!R/wFQ5U1Y5c5Y5g5Ty[/\/n
Q5R>]!U1T�^>j$TV]>dom;Q5U1R>[>TVUXm5]!`eQ5R>c5]>j3c5T�U5TVfsf�\!�<Y5�FTVg5g5R>Tsd�R>T�S?Y5g5TVg5Y5T . � T�a<T�g5Y1Tyd�R-d�]!R/Y5]�[ld�R/foS*\>g5Y5Y SSH
d�R>T�S?Y5g5TVg5YXm;b<R v Y1d�g5R/nuj3d�TVU5[>TVU5j SSH YF]!j$g5T�_5_?Y5U5R>[-\!g5Y1Tsc5TVU5T�fsg5T�{VR�b<Q5R>c5]>R>[>R-nuj3d�T�U1[>T�U1j .

% ssh -2 -N -f -L 2110:mail.example.com:110 user@ssh-server.example.com
user@ssh-server.example.com’s password: ******

| R>{oS�\t]!j$g5g5T�_1`e[/bX_1�ec5T�g<YFU1\>^>R>]/\!T�] , [>h�nuR!WZTV]!Tsg?\>d�]>U5R>Y5]>`eQ5R/c5]!R/[>htw;bX_1Y1T�g5]�S1_5mFR/]!Q5U1\>[>b5Y<fV\!Q1U5R/d�R>[
POP3 g1\ localhost, Q5R/U5] 2110. 'sR>T�S?Y5g5TVg5Y5Ty^>j/S?TV]�^>TVf�R>Q?\>d�g1R�Q5T�U1T�Q5U1\>[!_1TVg5R�c5TVU5T�fy]!j$g5g5T�_1`lg1\
mail.example.com.

14.12.7.1.2. � ��� � � � � ������� � � � � � � � 
 � � ��� � � ��� ��� ��
� � � 
 ��� �
�kT�b5R/]!R>U5htTyd�TV]!T�[/htTs\=S�nuY5g5Y1d�]!U1\!]>R>U5h�jXd�]>\!g1\>[!_1Y1[/\!�e]tg1\lnuT�W d�TV]!T�[/h)ikrVb5U1\>g1\�i ( ^>U1\>g$S*n7\!j$rVU1\�i )
S?U1\!b1R>g5R/[/d�b1Y5T�Q5U1\>[>YX_*\ , v YX_1`/]!U5j-mFg5Ty]!R>_1`>b5Re[!iXR�S?m5�FY5Tzd�R>T�S?Y5g5TVg5YXm , g5RlYFY1d�iXR�S1m5�<Y5T . �)\>n nuR!WZT�]e^>ht]!`
U1\!fVU5T�a<T�gkS?R-d�]!j$Q<b;j/S*\�_1TVg5g5h�n�b1R/nuQ5`/��]!TVU1\>n�]>R!_1`/b5R�Q5ReQ5R>U1]>\>n 22 Y 80, S1_5m SSH YFQ1U5R/dVnuR>]!U1\ld�\>w5]!R/[ .
�y\/n�nuR!WZT�]eQ5R>]>U5T�^/R>[/\>]!`/d�mlS?R/d�]!j$QFb3S*U5j${�R/nuj ( [>R/fVnuR!WZg5R , g5TzR/]!g5R/d�m5�FT�nuj$d�m;bFU1\>^>R/]!T ) d�TVU5[>Y1d�j , ]>\!b5R-nuj
b1\!b Ogg Vorbis S1_5mFQ1U5R/d�_1j$aFY5[-\!g5YXm;nuj$f�htb1Y . +zd�_1YFrV]!R>]kd�TVU5[>TVU Ogg Vorbis [/hyS*\!TV]�Q5R/]!R>b;g1TydsQ5R>U1]!R>[ 22
YX_1Y 80, [>h�g5TsdVnuR!WZT�]!TyQ5R>_1j$c5Y5]!`lbFg5T�nujlS?R/d�]!j$Q .
� T�a<T�g5Y5T)d�R-d�]!R/Y5]�[kd�R/foS*\>g5Y5Y SSH d�R/ToS?Y5g1T�g5YXmFdsb5R-nuQ5`>�e]!T�U5R-n�[>g1TsnuT�W d�T�]!TV[>R>{VR�rVb5U1\!g?\�Y;Y1d�Q5R!_?`>f�R/[/\>g5Y5T
T�{�R�S1_5mF]>j-g1T�_5_1Y1U5R>[-\!g5YXmFd�T�U5[/T�U1\ Ogg Vorbis.

% ssh -2 -N -f -L 8888:music.example.com:8000 user@unfirewalled-system.example.org
user@unfirewalled-system.example.org’s password: *******
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| _1Y5T�g1]>d�b5j$� Q5U5R/{�U1\/n7nujl]>T�Q5TVU5`lnuR>WZg5R�g1\/d�]!U1R>Y5]!`lg1\ localhost Q1R>U5] 8888, b5R>]!R/U5htwF^/j/S?T�]
Q5T�U5TVg1\!Q1U1\![>_1T�g3g1\ music.example.com Q5R/U5] 8000, jXd�Q5T�a<g5R�R/^>R>wXS1mFnuT�W d�TV]!T�[/R>w;rVb5U1\>g .

14.12.8. � �
� �)�������U"!��� " �1� 	��#" �9 ��
OpenSSH (http://www.openssh.com/)

ssh(1) scp(1) ssh-keygen(1) ssh-agent(1) ssh-add(1)

sshd(8) sftp-server(8)

14.13. � � I �3H<I H�L �3G<DFL�� � ��L �)G3	
�;E � E J ��L���LKJ �;IY�tG���� � (ACL)
���������������! �"$#

Tom Rhodes.

��S*R>Q5R>_1g5T�g1Y5Tsb3S?U5j${�Y1n U1\>d�aFY5U1T�g5YXm1n v \>wX_1R/[>R>w;d�Y1d�]>TVnuh , ]/\!b5Y1n�b?\!b<d�g5Y1nub5Y (snapshots), FreeBSD 5.0 Y
^>R!_?T�T�Q5R/foS?g1Y5Ts[/T�U1d�Y5YFd�Y1d�]!T�nuh�Q5U1ToS1_?\>{V\>��]�f�\!�FY1]!j;d�Q5R-nuR>�<`>��d�Q5Y1d�b5R>[eb5R>g5]>U5R!_5m;S?R/d�]!j$Q1\ v \>wX_1R>[/R>w
d�Y1d�]!TVnuh (File System Access Control Lists, ACLs).

'sQ5Y1d�b1YFb5R/g5]!U5R>_5mkS?R/d�]!j$Q1\eU1\>d�aFY5UXm5�e]ed�]>\!g$S�\!U5]!g1j-� nuR�S*T�_1`eQ5U1\![ UNIX [/h�d�R>b1R�d�R/[/nuTVd�]!Y1nuh�n (POSIX.1e)
d�Q5R-d�R>^/R/n .

� ]>\e[>R/fVnuR!WZg5R-d�]!`�Q5R>fV[>R!_1m5T�]�\�S*nuY5g5Y1d�]!U1\>]!R>U5j3Q1R!_1j$c5Y5]>`eQ5U5TVY1nuj$�FT�d�]![/R�R>]eY1d�Q1R!_1`/f�R>[-\!g5Y5m
^>R!_?T�T�Y5g1]!T�_5_?T�b5]!jX\!_1`>g5R/w<nuR!S?T�_1Y<^>TVf�R>Q?\>d�g1R/d�]>Y .
* _5m;[>bX_?��c5TVg5YXmFQ5R!S5S?TVUXWZb5Y ACL [ v \>wX_1R>[/R>w3d�Y?d�]!T�nuT UFS, do_?ToS?j$���%\�m<d�]!U5R/b1\ :
options UFS_ACL

S?R!_5WZg1\�^>ht]!`�S?R>^-\![>_1T�g1\�[ v \!w5_Fg1\>d�]!U5R/w5b5Y;m$S*U1\ . +sdo_1Y<Q1\!U1\/nuT�]!U<g5T�S*R>^/\>[!_1TVg , Q5U5Y<Q5R>Q1ht]!b5T
nuR>g5]!Y1U5R>[-\!g5YXmFd�Y1d�]>TVn , Q1R�S5S?TVUXWZY5[/\>���<YXi ACL, Q5R>m5[>Y5]/dom;Q5U5T�S?j$Q5U5T�W<S�\!���<T�T)d�R/R>^>�<T�g5Y1T . � ]!R>]eQ1\!U?\>nuT�]>U
[>bX_1�ec5T�g<[�m$S?U1R GENERIC. ACL R/d�g1R>[>ht[-\!TV]>dom3g1\tS?R>Q5R>_1g5Y5]>T�_1`/g5h)i;\!]!U5Y1^>j$]>\�i , [-d�]!U1R>T�g1g5h)i3[ v \!w5_1R>[/j-�
d�Y1d�]!TVnuj .

* R/Q5R!_?g5Y5]!T�_1`>g5htTs\!]!U5Y1^>j$]!h�Q5R!S5S?TVUXWZY5[/\>��]>d�mFQ5R�jXnuR>_1c1\!g1Y5� d�_1ToS?j$�e�FY1n�Q1R>b5R>_1T�g5Y1TVnv \!wX_1R/[>h)i3d�Y1d�]!TVn UNIX, UFS2.

, �!�µ�.-���� � � : � �103�V���5°z³V¢�� ��0t���/���� � ����¢���
����M7y���=� ��¡V�����/�y� UFS1 �=��¢¥¡���¢¥��� 0e¡ ����
 ��¢+�������!´l��0�V��������¢�� �!°=�
UFS2. � ����.2V� ��� ����¢���
�����¥��
+� �>������ ����¢���
����:7y���=� ��¡V�����>�t� UFS2 �����¥£y¢J�¤�! 7¢2�¤�=��¢�� ��3��� �7¢ . � � �¥���!�P��� �!³������!����10k����¡����=� �I��� �;���o��� ���������=����10t�����¥������������¢¤�?��>³����V��¢ � 
��� ���V���� 
 2 �>��� � �V¢ UFS2

ACL [>b5_1��c1\>��]>d�mF[>R�[>U5T�n+m<nuR>g5]>Y5U5R>[-\!g5Y5m v _?\!{VR/n acls, b5R/]!R>U5htw3S?R>^-\![!_1m5T�]>d�mkb /etc/fstab.
� ]>R>] v _*\!{

]>\!bXWZT)nuR!WZg5Rld�S?T�_?\!]!`eQ5R/d�]!R!m5g1g5h�n�dsQ5R/nuR/�F`>� tunefs(8), Y1fVnuT�g1Y5[ v _?\>{ ACL [efV\>{�R!_?R>[>b1T v \!wX_?R>[>R/w
d�Y1d�]!TVnuh . �sR/R>^/�FT�{VR>[>R/UXm , Y1d�Q1R!_1`/f�R>[-\!g5Y1T v _?\!{�\t[ld�j$Q5T�U5^>_1R>b1T�Q5U5T�S?Q5R>c1]!Y5]!T�_1`>g5RlQ5Rlg5TVd�b5R!_?`>b5Y1n
Q5U5Y5c5Y1g1\>n :

• ~kR-d�]!R>m5g5g5htw ACL
v _?\!{sg5TynuR>WZT�]�^/ht]!`�Y1fVnuT�g1T�gFQ1j-]>TVn�Q1T�U5T�nuR>g5]!Y1U5R>[-\!g5YXmFd�Y1d�]>TVnuh (mount(8) -u), \

]!R>_1`>b1R�c5TVU5T�f umount(8) Y mount(8).
� ]!RlR>f�g?\!c1\>T�] , c5]>R ACL g1T�_1`/f�m;[>b5_1��c5Y1]!`eg?\�b5R/U5g5T�[/R>w v \>wX_1R/[>R>w

d�Y1d�]!T�nuTsQ1R/do_?TzfV\>{�U5j$fVb5Y .
� ]!Rl]>\>bXWZTsR/f�g1\>c1\!TV] , c5]!Rl[>hxg5T)nuR!WZT�]>TsY5f�nuT�g5Y1]!` v _*\!{zg?\�Y1d�Q5R!_?`>f�j$T�nuR>wv \>wX_1R>[/R>w3d�Y?d�]!T�nuT .
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•
� d�]>\>g5R>[/b1\ v _?\>{V\�[ld�j$Q5TVU5^!_1R/b5TzQ1U5Y5[>R!S?Y5]�b<Q5R/d�]!R!m5g1g5R/nuj3nuR>g1]!Y5U5R/[/\!g1Y5� v \>wX_1R/[>R>w3d�Y1d�]!T�nuh�d
[/bX_1��c1T�g5g5h�n ACL, S*\!WZTsT�do_1Y;g1T�]lfV\!Q1Y1d�Y;[ fstab YX_1Y<Q5U5Y<dVnuT�g5TyQ5R/UXm$S?b1\�j$d�]!U5R/w1d�]![ . � ]!R
Q5U1ToS?R/]![>U1\>�<\>T�]�d�_1j$c1\!w5g1R>TznuR/g5]!Y5U5R/[/\>g5Y5T v \>wX_1R/[>R>w;d�Y1d�]>TVnuh�^/T�f ACL, b5R/]!R>U1R>TsnuR>WZT�]�Q1R>[!_?T�c5`�f�\
d�R>^>R/w3Q5U5R/^!_1T�nuh�dz^/T�f�R/Q1\>d�g5R/d�]!`>� .

, �!�µ�.-���� � � : �3�P� �V£y¢V���.2V�?¢�� ����
)��/�¥¢¤�-¢�� �V¢ ACL ��� 03��� �5°�³V¢�� ��0�² �/�14 ��¡=¢ 2y�������G4 �l��¢V��¢V� �������>��>��� � ��0 , ��
�V³�������¢V� , ³����)£y¢��/����¢���
��� ���V���1°�³�����
I���!��³V��´����¢y� �������!��/�¥��� �V¢7¡=¢ 2 ACL, ����V� ����
V�¤�t�V�p� �V£y¢¥��¢)��/����¥��
y�
��¢V��� ��0!���o��° ����������±��!° , ¢2� � ����� �5°�³�����¢ ACL, 2¥����¢V�p�V�A� �5°�³�����¢���7 , 2�����¢V� �/�O0!��
s�V���1°�³�����¢u¡=¢ 2I�¤¡/����¥����� � �!��¢�� ���:7s���=� ��¡������/� . �7¡/�A³��� , ���!� ������
����l���P��� �5°�³������ ACL �u²)�!´���/���/´/�����¥��¢V�?¢ , ��� � ��¢ �����!£ ���%¡/�?��
��� ���5°z³V¢���� , ����V� ����
��¥������!��³V�!°z 7�O0�� 0 2��! ������)²)��´���>�s� ��£)¢¥�z¡/�?��
 ��¢J���/���*¢��¥���!�*�0�u���>´ , ³����k��� �!�?¢��O0>¢¥��� 0���� 
 2 �>������¢��10X� �������¥��¢��A� , ����/�¤���/� ���¢y�V���5°z³V¢�� �V¢ ACL � ��£)¢¤������?���5°z³�����
y����¢ �?�1�/�!  ��¢I��� �;��� ���������=����10�����¥���������7²)��´�/�!� , �����!�¥�	�������V���/���*¢��.2V�?¢���¢���� , ³����k��� �!��¢ �$¢¥�)����¢V����¢¤�?�V�o�62¤��¢V� �/�5����/�¥¢¤�-¢�� �!° .

	 \>wX_1R/[>htTzd�Y1d�]!T�nuh�dz[>bX_1�ec5T�g1g5h�nuY ACLs Q5R/b1\!fVht[/\>��]�fVg1\!b + Q5U5Y<Q5U5R/dVnuR>]!U1TsQ5U?\![�g?\ v \!w5_1h . �3\!Q5U1Y1nuT�U :

drwx------ 2 robert robert 512 Dec 27 11:54 private
drwxrwx---+ 2 robert robert 512 Dec 23 10:57 directory1
drwxrwx---+ 2 robert robert 512 Dec 22 10:20 directory2
drwxrwx---+ 2 robert robert 512 Dec 27 11:57 directory3
drwxr-xr-x 2 robert robert 512 Nov 10 11:54 public_html

�?S?TVd�`enuh�[/Y$S?Y1n , c5]!Rlb1\!]>\!_1R>{VY directory1, directory2, Y directory3 Y1d�Q5R!_1`/f�j$��]�Q5U5T�Y?nuj-�<TVd�]![/\ ACL.| \!]>\!_1R>{ public_html YXi;g5TsY1d�Q1R!_1`/f�j$T�] .

14.13.1. � ���U����� ���������  �" ACL

ACL
v \!w5_1R>[/R>w;d�Y?d�]!T�nuh�nuR!WZg5RlQ5U5R-d�nuR>]>U5T�]!`ldzQ1R/nuR>�<`>��j-]>YX_1Y5]!h getfacl(1). �3\!Q1U5Y1nuT�U , S1_5mFQ1U5R/dVnuR>]!U1\

g1\>d�]!U5R>TVb ACL
v \!wX_?\ test, nuR!WZT�]eY1d�Q1R!_1`/f�R>[-\!]!`-domkb5R/n7\>g$S*\ :

% getfacl test

#file:test
#owner:1001
#group:1001
user::rw-
group::r--
other::r--

* _5m;Y5fVnuTVg5T�g1YXm ACL r�]!R/{�R v \>wX_?\ , [>htf�R/[>Y5]>Tzj$]!YX_1Y1]!j setfacl(1). �yhtQ5R>_1g5Y5]>T :
% setfacl -k test

~3\!U1\/nuT�]!U -k j/S*\!_1Y5]�[-d�T�jXd�]/\!g5R/[!_1TVg5g5htT�g1\tS*\!g1g5htwFnuR/nuTVg5] ACL Y5f v \>wX_?\tYX_?Y v \!wX_?R>[>R/w3d�Y1d�]!TVnuh . ;yR>_1T�T
Q5U5ToS*Q5R>c5]>Y5]!T�_?`>g5htw%nuT�]!R!S%r�]>ReY1d�Q5R!_?`>f�R/[/\>g5Y5T7Q1\>U1\>nuTV]!U1\ -b, b5R>]!R/U5htwFR-d�]>\>[>Y5]�g5T�R/^!iXR�S?Y?nuhtTuS1_5mFU?\!^>R/]!h
ACL Q5R>_5m .

% setfacl -m u:trhodes:rwx,group:web:r--,o::--- test

� [/htaFTVQ5U5Y5[/ToS?TVg5g5R>wFb5R/n7\>g$S?TzQ?\!U1\/nuT�]!U -m Y1d�Q5R>_1`>fVR>[-\!glS1_5m<Y5fVnuTVg5T�g5Y5mFfV\>Q5Y1d�TVw ACL Q5R�jXnuR!_?c1\!g5Y1� .
~kR/d�b1R!_1`/b5jeQ1U5ToS?jXd�]>\!g5R/[!_1TVg5g5h)ikfV\>Q5Y1d�TVwFg5Ts^>h)_1R ( R/g5Y;^/h)_1YFj/S*\!_1T�g5hxQ1U5ToS?hyS*j-�<T�w<b5R/n7\>g$S?R>w ), r�]/\
b5R/n7\>g$S*\�[/R/dVd�]>\>g5R>[/Y5]tQ1\!U?\>nuT�]>U5h�Q5Rej$nuR>_1c1\>g5Y5� YFfV\�S*\>d�]�Q5U5Y1[>ToS*T�g5g5htTsQ1\!U?\>nuT�]>U5h . (3nuT�w1]!Ts[/[>Y$S*j , Q1U5Y
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S?R>^-\![!_?T�g5Y5Y3Q1R!_1`/f�R>[-\!]!T�_5m3YX_1Y<{�U5j$Q5Q5h , b5R>]!R/U5h)i;g5TV]�[ed�Y1d�]>TVnuT , g1\ stdout ^/j>S*T�]�[/ht[>T�S?T�g1\�R>aFY1^>b1\
Invalid argument.

14.14. � L�L�N � �	� I � N
�lO�L �;E����;L �)G%I FreeBSD
���������������! �"$#

Tom Rhodes.
| \!bFnug5R/{�Y5TsYF[/h�d�R>b1R>b1\>c5TVd�]![>TVg5g5htT�R/Q5T�U1\>}5Y5R/g5g5htTzd�Y1d�]!T�nuh , FreeBSD Q5j$^!_1Y1b5j$T�] ” 'sR>R>^/�FTVg5YXm
^>T�fVR>Q1\/d�g5R-d�]!Y ” ( ”Security Advisories”).

� ]!Y�d�R/R>^/�FT�g1YXm3R>^>htc1g5R�R>]>Q5U1\![>_5m5��]/domFQ5ReQ5R>c1]!Ts[ld�Q5Y?d�b5Y<U1\>dVd�h)_1b5Y ,
Q5R/d�[!m5�FTVg5g5htT�^/T�fVR>Q1\/d�g5R-d�]!Y3Y<Q5j$^!_1Y5b1j-�e]>dom<[ed�Q1Y1d�b5TyQ5U5R/^!_1T�n�]!R>_1`>b5ReQ5R/d�_1Tz[/h)iXR�S*\tY?d�Q5U1\>[!_1TVg5Y5w;b
d�R>R/]![>TV]>d�]>[>j$���<Y1nKU5T�_?Y5fV\/n . ��r�]!R-n�U1\>foS?T�_1TzU1\>f �'m1d�gXm5T�]/dom , c5]!Rl]>\>b5R>Tyd�R>R/^>�<T�g5YXm3^/T�f�R/Q1\>d�g5R/d�]!Y , b1\>bFYXi
c5Y5]>\>]!`eY<b1\!b1Y5TsnuTVU5h�Q5U5Y1g5Y1n7\!]>`�S1_1mFY1d�Q1U1\![>_1T�g5Y5mFd�Y1d�]!TVnuh .

14.14.1. � � � ��& � �
� �W �� ���!� � � " �9 �" ?

'sR>R>^/�FTVg5Y5T�^/T�f�R/Q1\>d�g5R/d�]!Y FreeBSD [>ht{�_5m$S?Y5]eQ5R�S?R/^>g5Red�R>R/^>�<T�g5Y5��g5YXWZT , [/f�m5]!R-nujkY5fyd�Q5Y1d�b1\�U1\/d�d�h)_1b5Y
freebsd-security-notifications (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications).

=============================================================================
FreeBSD-SA-XX:XX.UTIL Security Advisory

The FreeBSD Project

Topic: denial of service due to some problem➊

Category: core➋

Module: sys➌

Announced: 2003-09-23➍

Credits: Person@EMAIL-ADDRESS➎

Affects: All releases of FreeBSD➏

FreeBSD 4-STABLE prior to the correction date
Corrected: 2003-09-23 16:42:59 UTC (RELENG_4, 4.9-PRERELEASE)

2003-09-23 20:08:42 UTC (RELENG_5_1, 5.1-RELEASE-p6)
2003-09-23 20:07:06 UTC (RELENG_5_0, 5.0-RELEASE-p15)
2003-09-23 16:44:58 UTC (RELENG_4_8, 4.8-RELEASE-p8)
2003-09-23 16:47:34 UTC (RELENG_4_7, 4.7-RELEASE-p18)
2003-09-23 16:49:46 UTC (RELENG_4_6, 4.6-RELEASE-p21)
2003-09-23 16:51:24 UTC (RELENG_4_5, 4.5-RELEASE-p33)
2003-09-23 16:52:45 UTC (RELENG_4_4, 4.4-RELEASE-p43)
2003-09-23 16:54:39 UTC (RELENG_4_3, 4.3-RELEASE-p39)➐

FreeBSD only: NO➑

For general information regarding FreeBSD Security Advisories,
including descriptions of the fields above, security branches, and the
following sections, please visit
http://www.FreeBSD.org/security/.

I. Background➒

II. Problem Description(10)
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III. Impact(11)

IV. Workaround(12)

V. Solution(13)

VI. Correction details(14)

VII. References(15)

➊ ~kR>_1T Topic Q5R/b1\!fVht[/\>T�]t[�c1TVn�Y1nuTVg5g5RlfV\>bX_1��c?\!T�]/domFQ5U1R>^!_?TVn7\ . � ]>ReR/^>htc5g5R�[>[>T�S?T�g1Y5Tz[ld�R>R/^>�<T�g5Y5T
^/T�fVR>Q1\/d�g5R-d�]!Y , j$Q5R-nuY5g1\>���FTVTzj$]!YX_?Y5]!j , [eb5R>]!R/U5R>wF[>R>fVg5Y5bX_*\�R>a<Y5^>b?\ .

➋ ~kR>_1T Category R>]>g5R/d�Y5]>dom<bFfV\>]!U5R/g5j$]!R>w;c?\>d�]>Y<d�Y?d�]!T�nuh�Y<nuR>W�TV]e^/ht]!`�[/ht^>U1\>g1\tY5f core, contrib,
Y5_1Y ports.

| \>]!T�{VR>U5YXm core R>f�g?\!c1\>T�] , c5]!Rlj-m5f�[/Y1nuR/d�]!`�f�\!]!U1\>{�Y5[-\!TV]�R/d�g5R>[/g5R>w3b5R-nuQ5R>g1T�g5]
R/Q5T�U?\!}5Y5R/g5g5R/wFd�Y1d�]!TVnuh FreeBSD.

| \>]!T�{VR>U5YXm contrib R>f�g?\!c1\>T�] , c5]>Rej-m5f�[/Y1nuR/d�]!`�f�\!]!U?\!{�Y1[/\!TV]
Q1U5R>{VU1\>n7nuh , Q5U5ToS*R/d�]/\![!_?T�g5g5htTzQ5U5R>TVb5]!j FreeBSD, g1\>Q5U5Y1nuTVU sendmail. �3\!b1R>g5TV} , b1\!]>T�{�R/U5YXm portsR/f�g1\>c1\!TV] , c5]>Rej-m5f�[/Y1nuR/d�]!`�f�\!]!U1\>{�Y5[-\!TV]�Q5U5R/{�U1\/n7nug5R>TsR>^>T�d�Q5TVc5T�g5Y1T , S?R-d�]!j$Q5g1R>TzY1fzb5R>_5_1T�b1}5Y5YFQ1R>U5]!R/[ .

➌ ~kR>_1T Module j$b1\>f�ht[/\>T�]tg1\lnuTVd�]!R>Q1R!_1R>W�TVg5Y5Tsb5R/nuQ5R/g5T�g1]>\ , g?\!Q5U5Y?nuT�U sys. � r�]!R-n�Q5U5Y1nuTVU5T)nuh�[>Y$S*Y1n ,
c1]!R�f�\!]!U5R/g5j$]enuR!S?j-_1` sys, do_1T�S?R>[-\!]!T�_1`>g1R , r�]>\�j-m5f�[>Y?nuR/d�]>`�R>]>g5R/d�Y5]>dom;bFb5R/nuQ5R/g5T�g1]!j , Y1d�Q5R>_1`>fVj$TVnuR/nujl[
m$S*U5T .

➍ ~kR>_1T Announced R>]>U1\�W \!TV]tS*\>]!jkQ5j$^!_1Y1b1\!}5Y1Y<d�R/R>^/�FT�g1YXm3^>T�fVR>Q1\/d�g5R-d�]!Y , Y5_1YFTV{�Re\>g5R>g?d�Y5U5R/[/\>g5YXm .
� ]!R

R/f�g1\>c1\!TV] , c5]>Reb5R-n7\!g$S�\�R>^/TVd�Q5T�c5TVg5YXm3^>TVf�R/Q1\>d�g5R/d�]!Y3j$^>ToS*YX_?\>d�` , c5]!RlQ5U5R/^!_1T�n7\�d�j-�<TVd�]![>j$T�]�YFc5]!RlQ1\>]!c
Q1R/nuT��<T�g<[�U5TVQ5R>fVY5]!R>U1Y5wFY1d�iXR�S?g5h)i3]!TVb1d�]>R>[ FreeBSD.

➎ ~kR>_1T Credits j$Q5R-nuY5g1\!TV]�c1\/d�]!g5R/T�_1Y1}5ReY5_1YFR/U5{V\>g5Y5fV\>}5Y5� , R>^/g1\!U5j-WZY5[/aFj$��j-m5f�[/Y1nuR/d�]!`�Y
d�R>R/^>�FY1[>aFj$��Reg5T�w .

➏ ~kR>_1T Affects S*\>T�]�Y1g v R>U1n7\>}5Y5� R�U5T�_1Y5f�\�i FreeBSD, bFb5R/]!R>U5h�nKR/]!g5R-d�Y5]>d�m3S*\>g5g1\�m;j-m5fV[>Y1nuR-d�]!` . * _5m
^-\!fVR>[>R/w3d�Y1d�]!TVnuh , Q5U5R-d�nuR>]>U;[>ht[/R�S*\tb1R/n7\!gXS?h ident S1_5m v \>wX_1R>[ , fV\>]!U5R>g1j-]>h)i;j/m5fV[>Y1nuR-d�]!`/� ,
Q1R/nuR!WZTV]�R>Q1U5ToS?T�_1Y5]!`lU5TV[>Y5fVY5� . �kR-nuT�U;[/T�U1d�Y5Y;Q5R/U5]!R/[�Q5U5Y1[>ToS*T�gFQ1R/do_?TzY1nuT�g1Y<Q5R/U5]>\�[�b1\>]>\�_1R/{�T
/var/db/pkg. +zd�_1Y<d�Y1d�]!T�n7\�g1Tyd�Y5gXiXU5R>g1Y5f�Y5U1j-TV]>dom%d CVS U5T�Q5R/f�Y5]>R>U5Y5T�n FreeBSD YFg5TyQ5TVU5TVd�R>^>Y1U1\!TV]>dom
T�WZToS?g5TV[>g5R , [>h�d�R>b;a%\!g1d , c5]!RlR>g1\�fV\!]>U5R>g5j$]>\�j-m5f�[>Y?nuR/d�]>`>� .

➐ ~kR>_1T Corrected Q5R/b1\!fVht[/\!TV]yS*\!]>j , [>U5T�n+m , d�nuTV�FT�g1Y5Ts[/R�[/U5TVnuTVg5Y;YFU1T�_1Y5f , [eb5R>]!R/U5R/nKY?d�Q5U1\>[!_1TVg1\
R/aFY5^/b1\ .

➑ ~kR>_1T FreeBSD only Q5R/b1\!fVht[/\!TV] , d�j$�FT�d�]![/j$T�]t_1Y<r�]>\ej-m5f�[/Y1nuR/d�]!`�]!R>_1`>b5Re[ FreeBSD, YX_1Y<fV\>]!U1\!{VY5[/\>T�]
Y;S?U5j${�Y1Tyd�Y1d�]!T�nuh .

➒ ~kR>_1T Background S*\>T�]�Y1g v R>U1n7\>}5Y5��Y1nuT�g5g1ReRe]!R>w<j-]>YX_1Y5]!T , S1_1mFb5R>]>R>U5R/w;[>htQ5j$�<T�g5R�d�R>R/^>�FTVg5Y5T . | \!b
Q1U1\![/YX_1R�Y1g v R>U1n7\>}5YXm;Re]!R/n , fV\!c1TVn�j$]!YX_?Y5]>\eQ5U5Y1d�j-]/d�]![/j-TV]�[ FreeBSD, S?_5mFc5TV{�R�R/g1\�Y?d�Q5R>_1`>fVj-TV]>dom , Y
g1TVnug5R/{�R�Y1g v R>U1n7\>}5Y5Y<R�]!R-n , b1\>b;Q5R!m5[/YX_?\/d�`�rV]>\�j$]!Y5_1Y5]>\ .
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14. �

�¥4!�=B?�!��(1�����W�
(10) ~kR>_1T Problem Description S*\!TV]�^>R>_1T�Ts{�_1j$^>R/b5Y5TsU1\!f �'m1d�g5TVg5YXm;[/R>f�g1Y5b5aFTVw;Q5U5R/^!_1T�nuh . �eg5R�nuR>W�TV]

[/bX_1�ec1\!]!`eY5g v R/U1n7\!}5Y1��R>^�R>aFY1^>R>c1g5R/nPb5R!S?T , Y5_1YkS*\!W�TsR�]!R-n , b1\>b;j$]!YX_1Y5]/\enuR>W�TV]�^>ht]>`�Y1d�Q5R!_1`/f�R/[/\!g?\
S?_5m<d�R/foS*\>g5YXm;^/U5T�a<Y;[ed�Y1d�]!T�nuT)^>T�fVR>Q1\/d�g5R-d�]!Y .

(11) ~kR>_1T Impact R/Q5Y1d�ht[-\!TV]t]!Y5Q%[>R>f�S?T�w?d�]![/YXm , b5R>]>R>U5htw<Q5U5R>^>_1TVn7\enuR!WZT�]eR>b1\>fV\>]!`�g1\ld�Y1d�]!TVnuj .
� ]!RknuR!WZTV]

^/ht]!`�[-d�T , c5]!Rlj${�R�S*g5R , R>]l\!]>\>b5YFg?\�R>]>b1\!fs[eR/^/do_?j/WZY5[-\!g5Y1YlS?R�Q5R>_1j$c5T�g1YXmFQ5R>_1`>fVR>[/\>]!T�_1m1nuY
S*R>Q5R>_1g5Y5]!T�_1`>g1h)ikQ1U5Y5[>Y5_1T�{VY5w , Y5_1Y3S*\!WZTzQ5R>_1j$c5T�g5Y5m<\!]>\>b5j$���<Y1n�Q5U1\>[ed�j-Q5TVU5Q5R>_1`>fVR>[/\>]!T�_1m .

(12) ~kR>_1T Workaround Q5U5T�S1_?\>{V\!TV]�]!T�n , d�Y?d�]!T�nug5h�n�\=S�nuY5g5Y1d�]!U1\!]>R>U1\/n , b5R/]!R>U5htTyg5TynuR>{�j$]eR>^>g1R>[>Y1]!`
d�Y1d�]>TVnuj , R/^!iXR�S?g1R>w3Q5j$]!`lU5T�a<T�g5Y5m;Q5U5R>^>_1TVnuh . �eg%nuR!WZT�]eQ5U5Y5{VR�S?Y1]!`/d�mFQ5U5Y<g5ToS?R-d�]>\>]!b5Ts[>U5T�nuT�g5Y ,
R/]>d�j$]>d�]![>Y1YFQ5R!S?bX_1�ec5T�g5Y5mFb<d�T�]!Y<YX_1Y%Q5Ren7\/d�d�T�S?U5j${�Y5i;Q5U5Y5c5Y1g . � _1�e^>R/n�d�_1j$c1\!T , bF^/T�fVR>Q1\/d�g5R-d�]!Y
g1T�_1`/f�m;R>]>g5R/d�Y5]!`/d�mFg5T�d�T�U1`>T�fVg5R , Y<g5T�R/^!iXR�S*Y1nuRt_1Y5^/R�Q5U1Y1nuT�g5Y1]!`ej$b1\>fV\!g1g5htw;R>^>iXR�S?g5R/w3Q5j$]!` , _1Y5^/R
Y?d�Q5U1\>[>Y5]>`ed�Y?d�]!T�nuj .

(13) ~kR>_1T Solution Q5U5T�S1_?\>{V\!TV]�Y5g?d�]!U5j$b5}1Y5Y<Q1R�Y1d�Q5U1\![>_1T�g1Y5��f�\!]!U5R/g5j$]!R>w%d�Y1d�]!TVnuh .
� ]!R�Q1R>a<\>{�R/[>R>T

U1j-b1R>[>R!S*d�]>[>R , Q1U5R>]!T�d�]!Y1U5R>[-\!g5g5htw<nuT�]!R!S%[>R-d�d�]>\!g5R/[!_1TVg5YXm3^>TVf�R/Q1\>d�g5R/d�]!Y;d�Y1d�]!TVnuh .

(14) ~kR>_1T Correction Details Q5R>b1\>f�ht[-\!T�]t[/T�]![/` CVS ( Y?n+mFU5T�_?Y5fV\edz]!R/c5b1\/nuY , fV\/nuT�g5TVg5g5h�nuY<g1\
d�Y1nu[>R>_1hxQ5R!S?c5T�U1b5Y5[/\>g5YXm ). �?S?T�d�`�]/\!bXWZTyQ5R>b1\>fV\>g3g5R/nuTVUFU5TV[>Y5fVY5Y;b1\!W<S*R>{�R v \!wX_*\tY5fyb1\�W%S?R/w;[>TV]![>Y .

(15) ~kR>_1T References R>^>htc1g5R�j$Q5R/nuY1g1\!TV])S?U5j${�Y1TzY1d�]!R>c5g1Y5b5Y;Y5g v R>U1n7\>}5Y5Y .
� ]!RlnuR>{�j$]�^/ht]!`�[/T�^�d�]!U1\!g1Y5}5h ,

b1g5Y5{�Y , d�Q1Y1d�b5Y<U1\>dVd�h)_1b1Y;YF{VU5j$Q5Q5h�g5R/[>R-d�]!TVw .

���������
	�������

1. � FreeBSD d�]>\>g$S*\!U1]!g5htwFQ?\!U5R>_1`enuR>W�TV]�^/ht]!`tS?R 128 d�Y1nu[/R!_1R/[)S1_1Y5g1R>w .
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� � ����
15. � � ��� � � � � 
 � � ��� 	 � � � � ��� � �

�
� � � � � �
(MAC)

�%��B1"*����#
Tom Rhodes.

�%�&�'�� ����)(*�u�*,-����.>"10k254�67.
: @ ��(1"*�A�%��B-#*"?( .

15.1. C DFE3G<H<IKJML�N%O�LpD
FreeBSD 5.X Q1U5ToS*d�]>\![>_5m5T�]�g5R>[/htTzU1\/d�aFY1U5T�g5Y5mFd�Y1d�]!TVnuh�^/T�fVR>Q1\/d�g5R-d�]!YkR>]eQ5U5R/T�b5]>\ TrustedBSD, R/d�g5R>[-\!g5g5htT
g1\)S?R/b5jXnuT�g5]/\�i POSIX.1e.

* [-\tY5fyg1\!Y1^>R!_?T�T�[-\�WZg5h)i3g5R>[/R>[/[>ToS*T�g5Y5w3[lnuT�i5\!g1Y5fVn7\!ik^/T�fVR>Q1\/d�g5R-d�]!Y3rV]!Rld�Q5Y1d�b5Y
b5R>g5]>U5R!_5mkS*R/d�]>j-Q?\ v \>wX_1R>[/R>w3d�Y?d�]!T�nuh (Access Control Lists, ACLs) YFQ5U5Y1g5j/S?Y5]!T�_1`>g5htw<b5R>g1]!U5R!_?`tS?R-d�]!j$Q1\
Mandatory Access Control, MAC). (kg v U1\>d�]!U5j$b5]!j$U1\�Q5R>fV[>R>_5m5T�]�f�\!{VU5j-WZ\>]!`�g5R/[>htTynuR�S?j-_1Y<b5R>g5]>U5R!_5m
S?R/d�]!j$Q1\ , U1TV\�_?Y5f�j-m;g5R/[>htTzQ1R!_1Y5]>Y5b5YF^/T�fVR>Q1\/d�g5R-d�]!Y . �kTVb5R>]!R/U5htTzY1fzg5YXi;Q1U5ToS?R-d�]>\>[!_5m5�e]�f�\!�FY1]!jkbX_1��c1T�[>h)iQ5R�S*d�Y1d�]>TVn , f�\!�<Y5�<\!mkR/Q5U5T�S?T�_1TVg5g5htw%d�T�U1[>Y1d , [�]!Rl[>U5T�n+m;b1\!b;S?U5j${�Y1TzQ5U5T�S?R/d�]>\![>_5m5��]eY1d�c1T�U5Q5ht[-\!�e�Fj$�
d�Y1d�]!TVnuj3^/T�f�R/Q1\>d�g5R/d�]!Y;dynuT�]!b1\/nuYFg1\e[/d�T�i3d�j$^��AT�b5]>\!i3YFR>^ �µT�b1]>\�i .

| R>g5]>U5R!_1`eg1\!fVht[/\>T�]>d�mkQ1U5Y5g5j/S?Y5]>T�_1`/g5h�n ,
Q5R/d�b5R!_1`/b5jlQ5U5Y1nuTVg5T�g5Y1Tyb1R>g5]!U1R!_5m;Q5U1R>Y5fV[>R�S*Y5]>domF\�S*nuY5g5Y?d�]!U1\>]!R>U?\>nuYFY%d�Y1d�]!TVnuR/w , Y<g5Tsf�\![/Y1d�Y5]�R>]�U1T�aFTVg5YXm
Q5R!_1`/f�R/[/\!]>T�_1TVw , b1\!b<r�]!RlQ5U5R/Y1doiXR�S*Y5]�Q5U5Y<R>^/htc5g5R/nKb1R>g5]!U1R!_1T�S?R/d�]!j$Q1\ (Discretionary Access Control, DAC,
d�]>\>g$S*\!U1]!g5htT v \!wX_1R/[>htT�Y System V IPC Q1U1\![-\�[ FreeBSD).

�yd�m;r�]>\e{�_*\![/\ v R>b5jXd�Y1U5j$T�]>d�m;g1\�Y5g v U1\>d�]!U5j$b5]!j$U5TyQ5U5Y5g1j>S*Y5]!T�_?`>g5R/{�R�b1R>g5]!U1R!_5m3S*R/d�]>j-Q?\�YFg?\>d�]>U5R>w5b1T
Q5R�S?b5_1��c1\>TVnuh)i;nuR�S*j/_?T�w , U5TV\!_1Y5f�j$�e�FYXi3U1\>f�_1Y5c1g5htTzQ5R>_1Y5]!Y1b5Y<^/T�fVR>Q1\/d�g5R/d�]!Y .

~kR/do_?T�Q5U5R/c5]!T�g1YXm<rV]!R>w;{�_?\![/hx[>hxj$f�g?\!T�]>T :
•
| \>b5Y5TsnuR!S?j-_1Y MAC [/bX_1�ec5T�g5h�[�g1\/d�]!R>m5�FT�Ts[>U5T�n+m;[ FreeBSD, b1\>b5Y5TyQ5R!_1Y1]!Y5b5Y%dzg5Y?nuY<d�[>m5fV\>g5h .

• �k]!Rld�Q5R-d�R/^>g5h U5T�\�_1Y5fVR>[-\!]!`�Q1R!_1Y5]>Y5b5Y MAC, U1\!f�_1Y5c5Y1TynuT�W<S*j3Q5R!_1Y1]!Y5b1\/nuY<dznuTV]!b1\/nuY (label) Y<^>T�f
nuTV]!R>b .

•
| \>b;r v3v TVb5]!Y5[/g5R�g1\/d�]!U5R/Y5]!`kd�Y1d�]!TVnujlS?_5mFY1d�Q5R!_1`/f�R/[/\!g1YXmlY1g v U1\>d�]!U5j$b5]!j$U5h MAC.

•
| \>b;g1\>d�]!U5R/Y5]!`�U?\!f�_?Y5c5g5htTyQ5R!_?Y5]!Y5b5Y , Y1d�Q5R!_1`/f�j$TVnuhtTynuR�S?j-_5m1nuY MAC.

•
| \>b;U5TV\!_1Y5fVR>[/\>]!`�^/R!_1TVT�fV\>�FY5�<T�g5g5j$� d�U5T�S?j , Y1d�Q5R!_1`/f�j-m3Y5g v U1\/d�]!U5j$b5]>j-U1j MAC YFQ1U5Y5[>T�S?T�g1g5htT
Q5U1Y1nuT�U5h .

•
| \>b;Q5U5R/]!TVd�]!Y5U5R/[/\!]>`�g1\/d�]!U5R/w5b5j MAC, c5]>R>^>h�j-^/ToS?Y1]!`/d�m , c5]!R�Y1g v U1\>d�]!U5j$b5]!j$U1\e^>h)_*\�U5T�\�_1Y5fVR>[-\!g1\
Q5U?\![>Y5_1`>g5R .

~kT�U5T�S<Q5U5R/c5]!T�g1Y5TVn r�]!R/w;{�_?\>[>hx[-\>nKQ5R/]!U5T�^/j$T�]>d�m :

• ~kR/g5Y1n7\!g1Y5TzR-d�g5R/[ UNIX Y FreeBSD ( �µ_ . 3).

• �efVg1\!b5R-nuY5]!`-domFd�R-d�g5R/[/\/nuY3g1\>d�]!U5R>w1b5Y / b5R/nuQ5Y5_1Y5U5R/[/\!g1YXm3m$S?U1\ ( �µ_ . 8).

• (3nuTV]!`�g5TVb5R>]>R>U5htTyQ5R>g5m5]!YXmFRe^>T�fVR>Q1\/d�g5R-d�]!Y3Y<b1\!bFR>g1\�R>]!g5R-d�Y5]/domFb FreeBSD ( �µ_ . 14).

��� � �'��� � � : �*¢V�����!�����
����¢��;�������
 2��/�¥��� �V¢ ����²��>���*��±���� �¥���>´)4 �/�!���P� �V£y¢¥���V��2V�¥����
s�����¢V��° �����¥���������I�����¥��¢V�?¢ ,����V¡��/¢V�µ�%�������
 2 �/�¥����¢��/¢V´ , ���� ��¢�� � 2V� �V£ ����¥��
�2��!�o����o� XFree86.
� ���t¡ ���/¢�¢y���o£ �� , MAC ��¢ �����!£)¢�������V��� ��� �!�?����
�� 03���!�s���������032¥�> ����������;�¤��¢V�µ� .

�
��²e����¥�=�o����������� MAC ��� � 
A����� �!�¥�V¢¤� �!�?¢V°z +��°>� 0:�����¥��¢V�5�¡�¢ 2 �/�������;�¥��� : ¡=¢ 2y��� �>�?¢���¢�� �603�?¢¥����� �>�!2��! ����=� ����¢.4 ��� 0X� ���:7�����/�¥¢V��/� , �����¥��¢V�?� � �!��� 4 �$�	��¢I�¥��� ��¢¥�t���������¥��
�°

2��! ��> 7¢�� ��>´ .

452



�A#��! !�
15.

���*"?(1,-�V"?�%�¥#��>(?670;.>�=(1���*��#��3�������%,>B?�
(MAC)

�*¢ ��¡�7��V� �>� �������¥£y¢ ��³V¢2�¥��
 , ³����k��� �!�*¢���� , ��� �!��¢ �$¢�� ���*¢s� �¥���/´ 4 �/����¢ , �¤���l�2�¥¢.4 � � � � 
z��� �!�?¢V��� . ��¢��¢V� �/�?¢��o�>��¢¥��� 0��>��¡����!��/�¥��� �V¢ �¥���O7 �����¤�=��=¢V�u���10k��¢�����
����:792����-��³ . �X¢¥����.2���±���0;����������!�u¡=¢ 2 �/���������¤���)�=��¢¥¡���¢¥�� �/���µ³��!� � 4 �k���-� � �!��/�¥��� ��0 . � ��� , ����� ��¢y����O0 �;���������¥��
�° �o���s����¢ �¥��� ���9����� �>�%�-¢��/¢s����¡ ������¢¥� , � ��£)¢¤�
�¥�����5� �o����
�� 0�����¢ ��¡�7��V� �>� �;�¥��
V°���/�¤���/� ��/´��������>´e��¢V��¢������¥�=��>´!� �C�����¥��¢V�µ�Z¡�¢ 2 �/�������;�¥���y���103� �� 4���7)²)��´���>� ������������G4 �/� .

15.1.1. ��� � �T" � 	 �)"#� �������U� � 	#� �
� rV]!R>w<{�_?\>[>TsR!iX[/\>c5T�g3a<Y5U5R>b1Y5w<d�Q5T�b5]>UF[>R/Q5U5R-d�R>[t^/T�fVR>Q1\/d�g5R-d�]!Y , R/]!g5R-dom5�FYXi5d�m;bFY5g v U?\>d�]>U5j$b5]!j$U5T MAC.
R�S?g1\>b5R�U1\>f�U1\>^>R/]!b1\tQ5R>_1Y5]!Y1b MAC g5Ty^>j/S?TV]�f�\!]!U5R/g5j$]>\ . �kT�d�b5R>_1`>b1R�nuR�S?j-_1TVw , [/bX_1��c1T�g5g5h)i3[
Y5g v U1\/d�]!U5j$b5]>j-U1j MAC, Y1nuT��e]eR-d�R/^>htT7i5\!U?\!b5]!TVU5Y1d�]!Y5b5Y , b5R>]!R/U5htTzQ1U5ToS?g?\!f�g?\!c5TVg5h�S1_5mF]>TVd�]>Y5U5R>[-\!g5Y5m;Y
U1\!fVU1\!^/R>]!b5Y3g1R>[>h)i;nuR!S?j-_1T�w .

� ]!ReR/]!g5R-d�Y5]>d�mFb<nuR!S?j-_5m1n / Q1R!_1Y5]>Y5b1\>n mac_test(4), mac_stub(4) Y mac_none(4).
�'\)S*\!_1`>g1T�w5a<T�w;Y5g v R>U1n7\>}5Y5T�wFQ5R�rV]!Y1n nuR!S?j-_5m1n�Y<U1\!f�_1Y5c5g5h�n�Q5U5ToS*R/d�]/\![!_1m5TVnuh�nKY1nuY%nuT�i5\!g5Y1fVn7\>n ,
R>^>U?\!]!Y5]>TVd�`ebFd�R/R>]![/T�]>d�]![>j$�e�FY1n�d�]!U1\>g5Y5}1\/n�d�Q5U?\![>R/c5g5Y5b?\ .

15.2. C � � �
���� � G��<D ��I ��� ��GeLKJ � ��E ���
~kT�U5T�S<c5]!TVg5Y5TVn r�]!R/wF{�_?\![/h�g1T�R>^>iXR�S?Y1nuR�R>f�g?\!b5R-nuY5]!`/d�mFdzg1T�b5R/]!R>U5h�nuY<bX_1�ec5T�[/h�nuYF]!TVU1nuY5g1\/nuY .

� ]!R
[>R>f�nuR!WZg5R�U?\!f�U1T�aFY1]�[>R/f�g5Y1b1\!�e�FY5T�[/R>Q5U1R/d�hxY<Q5U5T�S?R>]![/U1\!]>Y5]�Q5TVU5T�{VU5j$f�b5j3n7\>]!T�U5Y?\�_?\�g5R>[/h�nuYF]!TVU1nuY5g1\/nuY
YFY5g v R/U1n7\!}1Y5T�w .

•
�=�����¥#

(compartment): �e]=S?T�_<r�]>Reg1\>^>R/U3Q5U5R>{VU1\>n7n�Y3S*\>g5g5h)i , b5R/]!R>U5htTsg5T�R/^!iXR�S*Y1nuR�R>]�S?T�_1Y1]!` , Y<{oS?T
Q5R>_1`>fVR>[-\!]!T�_1Y3Q5R!_?j-c?\!��]�m5[>g5htw;S?R/d�]!j$Q;bFR/]=S?T�_?`>g5h�n�b1R/nuQ5R/g5T�g5]/\>n�d�Y1d�]!T�nuh . �e]=S?T�_<Q5U1ToS*d�]>\![>_5m5T�]
{VU5j$Q5Q5Y5U5R/[/\>g5Y5T , g?\!Q5U5Y?nuT�UFU?\!^>R/c5j$��{VU5j$Q5Q5j , S?T�Q?\!U5]>\/nuT�g5] , Q5U5R/T�b5]eYX_1Y<]!TVnuj . '�Y?d�Q5R>_1`>fVR>[/\>g5Y5T�n
R/]=S?T�_?R>[�[/R>f�nuR!WZg1\tU5T�\�_1Y1fV\!}1YXm;Q5R!_?Y5]!Y5b5Y%d�m5[/g5R�R/Q5U5T�S?T�_1TVg5g5h�nPS*R/d�]>j-Q1R/n .

•
�*�¤#*�����%(1�����W�

(integrity):
� T�_1R-d�]!g1R/d�]>` , b1\>b;bX_1�ec5T�[-\�mFb5R/g5}5TVQ5}5YXm , rV]!Rlj-U1R>[>TVg5`)S?R/[>TVU5YXm , b5R/]!R>U5htw<nuR!WZT�]

^/ht]!`�Q5U1Y1d�[/R>T�g3S*\!g5g1h�n . ~kR/d�b5R!_?`>b5je}5T�_1R-d�]!g1R/d�]>`�S*\>g5g5h)i3Q5R/[>hta<\>T�]>d�m , r�]!R�S*\!TV]�[/R>fVnuR>WZg5R/d�]!`)S?R/[>T�U5m5]!`
S*\>g5g5h�n .

•
�F���%./�

(label): ��T�]!b1\�m5[!_1m5T�]>d�m;Y5g1d�]>U5jXnuT�g5]!R-n�^/T�f�R/Q1\>d�g5R/d�]!Y , R>g?\�nuR!WZTV]�^>ht]>`�Q5U5Y?nuT�g5TVg1\�b v \!wX_*\>n ,
b1\>]>\�_?R>{V\/nPY3S?U5j${VY1n�d�j$�<g5R/d�]�m1n�d�Y?d�]!T�nuh . +�T)nuR!WZg5RlQ5U5T�S*d�]>\>[>Y5]>`�b1\!b<aF]>\/nuQFb5R/g v Y$S?TVg5}5Y1\!_1`>g1R/d�]>Y ;
nuTV]!b1\ , Q5R/nuTV�FTVg5g1\�m;g?\ v \!w5_ , R>Q5Y?d�ht[/\>T�]�j$U5R/[>TVg5`�d�TVb5U5TV]!g5R/d�]!Y3S�\!g5g5R/{�R v \>wX_?\�YFU1\>f�U5TVaFY5]�S?R/d�]!j$Q
]!R>_1`>b1R v \!w5_?\>n , Q5R>_1`>fVR>[-\!]!T�_5m1n , U5TVd�j-U?d�\>n�Y;] .S . dz]!T�nuYFWZTsYX_1Y<nuTVg5`>a<Y1nuY%j$d�]>\!g1R>[>b?\>nuY3^>TVf�R/Q1\>d�g5R/d�]!Y .
�kTVb5R>]!R/U5htTzY1fzQ5R>_1Y5]!Y5b�nuR>{Vj$]�R>^/U1\!^-\!]!ht[-\!]!`�nuTV]!b5Y%U1\!f�_1Y5c5g5h�nuY%d�Q5R-d�R/^/\>nuY ; r�]>Re^/j>S*T�]�R/^/d�j-W%S*\>]!`/d�m;[
U1\>foS?T�_1TzQ1R!_1Y5]>Y5bFg5Y5W�T .

• multilabel ( nug5R!WZT�d�]![/T�g5g5htT)nuT�]>b5Y ): d�[>R/w1d�]![/R multilabel r�]>ReQ1\>U1\>nuTV]!U v \>wX_1R/[>R>w3d�Y1d�]!T�nuh , b5R/]!R>U5htw
nuR>W�TV]�^/ht]!`�jXd�]/\!g5R/[!_1TVg;[�R!S?g5R>Q1R!_1`/f�R>[-\!]!T�_1`/d�b5R/npU5T�W�Y?nuTydzQ5R/nuR/�F`>��j$]!YX_1Y5]>h tunefs(8), [>R�[/U5TVn+m
f�\!{�U1j-fVb5Y;c5TVU5T�f v \!wX_ fstab(5), YX_?YFQ5U5Y%d�R/foS*\>g5Y5Y;g5R/[>R/w v \!wX_?R>[>R/w;d�Y1d�]!TVnuh .

� ]!R>]eQ1\!U1\/nuT�]!U<Q5R>fV[>R>_5m5T�]
\�S*nuY5g5Y1d�]!U1\>]!R>U5j3Q1R/nuT��%\!]!`eU1\!f�_1Y5c5g1htTsnuT�]>b5Y MAC g1\�U1\>f�_1Y1c5g5htTzR/^��µTVb5]!h . U?\!f�U1T�a<\>T�]�Q1R/nuT��<T�g5Y1T
nug5R>WZTVd�]>[>T�g1g5h)i MAC nuT�]!R/bFg1\ v \!wX_?hxYFb1\>]>\�_1R/{�Y v \>wX_1R/[>R>w;d�Y1d�]>TVnuh .

� ]>R>]�Q?\!U1\/nuT�]!U<Q5U5Y1nuTVg5Y1n
]!R>_1`>b1R�bFQ1R!_1Y5]>Y5b1\>n dznuT�]>b1\>nuY .

•
� ��� ��./�

(object): �e^��µTVb5]�YX_?Y<d�Y?d�]!T�nug5htw<R/^��µTVb5]�rV]!Red�j-�<g5R/d�]!` , c5T�U5TVfsb1R>]!R/U5j$��Y5g v R/U1n7\!}1YXm;Q5U5R>i$R!S?Y5]eb��, ��� ��./�<,
.
� ]!RlnuR/{�j$]�^/ht]!`eb?\!]>\!_1R>{VY ,

v \!wX_1h , Q5R!_5m , rVb5U1\>g5h , bX_?\>[>Y1\>]!j$U5h , Q1\/n+m5]!` , n7\!{�g1Y5]!g5htT

453



�A#��! !�
15.

���*"?(1,-�V"?�%�¥#��>(?670;.>�=(1���*��#��3�������%,>B?�
(MAC)

g1\>b5R>Q1Y5]!T�_?Y , Q5U5Y1g5]!T�U1hxYX_1Y;_?��^>htT7S?U5j${�Y5TsjXd�]!U5R/w1d�]>[/\tiXU1\>g5T�g1YXm / Q5TVU5TVnuTV�FTVg5YXmkS*\>g5g5h)i . � d�j$�Fg5R-d�]!Y3rV]!R
b5R/g5]!TVw5g5T�U;S*\!g1g5h)i3YX_1YFU1TVd�j$U1dyd�Y?d�]!T�nuh ; S*R/d�]>j-Q<b � ��� ��./�<, v \>b5]!Y5c1TVd�b1YFR>fVg1\!c?\!T�]tS?R/d�]!j$QFbkS*\>g5g5h�n .

•
B?�o#*"?�<"?./�

(policy): �3\>^>R/UlQ1U1\![/YX_ , R/Q5U5ToS*T�_5m5�e�FYXi;b1\>bkS?R-d�]!Y5c1`eR/^��µTVb5]>\ . �<�o#*"?�<"?./� R>^/htc5g5R
S?R/b5jXnuT�g5]>Y5U5j$T�]eR>^>U?\!�FTVg5Y5Tyd�R>Q1U5ToS?T�_1T�g1g5h�nuYFr�_1TVnuTVg5]>\>nuY . � r�]>R>wF{�_?\![/T B1��#*"?�<"?./� ^>j/S?T�]�R>f�g?\!c1\>]!`B?�o#*"?�<"?.>, � ��4��=B*�!��(?�=���<"

; ] . T . b5R!_1_1T�b5}1Y5��Q1U1\![/YX_ , b5R/]!R>U1htTz^>j/S?j$]�b1R>g5]!U1R!_1Y5U1R>[/\>]!`�Q1R>]!R/bkS*\!g1g5h)i;Y
R/Q5U5ToS*T�_5m5]!`eb5]!Rl^>j/S?TV]�Y1nuTV]!`�S*R/d�]>j-QFbFr�]>Y1nKS*\>g5g5h�n .

•
�X,- !���� �"1���¤#��/(1�����W�

(sensitivity): �e^>htc5g5R�Y1d�Q5R>_1`>fVj$T�]>d�m;Q5U5YFR/^/d�j/W%S?TVg5Y5Y MLS.
� U5R>[/T�g5`

c5j$[-d�]![/Y5]!T�_?`>g5R-d�]!Y;rV]!Rl]!T�U1nuY1g , Y1d�Q5R!_?`>f�j$T�nuhtwkS1_5mFR/Q5Y1dV\!g5YXm;]>R>{�R , g1\>d�b5R!_?`>b5R�[-\�WZg5hxYX_?Y<d�TVb5U5TV]!g5h
S*\>g5g5htT . � [/T�_1Y5c1T�g5Y5Tyj$U5R>[/gXm3c5j$[/d�]![>Y5]>T�_1`/g5R/d�]!YFR/f�g1\>c1\!TV]�[/\!W�g1R/d�]>`)S*\!g5g1h)i .

•
����"1(?� �X(*��2 �;���<.-�

(single label): R>f�g?\!c1\>T�] , c1]!R�[-dom v \>wX_1R>[-\�m3d�Y1d�]!TVn7\eY1d�Q5R!_1`/f�j$T�]�R�S?g5j3nuTV]!b5jkS1_1m
R/Q5U5ToS*T�_1TVg5YXmkS?R-d�]!j$Q1\e[/d�T�{�R�Q5R>]!R/b1\)S�\!g5g5h)i .

| R/{oS*\ v \!wX_1R/[/\!m3d�Y1d�]!T�n7\�Y?d�Q5R>_1`>fVj-TV]�r�]>j3j$d�]>\!g1R>[>b1j , c1]!R
Q5U1R>Y1d�i$R!S?Y5]�[-d�TV{oS*\ , TVd�_1Y;g5TyjXd�]>\>g5R>[>_1T�g;Q?\!U1\/nuT�]!U multilabel, b5Rl[/d�TVn v \!w5_?\>nK^/j>S*T�]�Q1U5Y1nuT�g5m5]!`/d�m
R!S?g1\�Y<]>\tWZTyjXd�]>\>g5R>[/b1\�nuT�]>b5Y .

•
��, ��� ��./�

(subject): d�j-^ �µT�b1]�r�]!Re_1�e^/\�mF\>b5]!Y5[/g1\�mFd�j$�Fg5R-d�]!` , [>htf�ht[-\!�e�<\�mkQ5TVU5TVnuTV�FT�g1Y5TsY1g v R>U1n7\>}5Y5Y
nuT�W<S*j � ��� ��.>��� �3" ; ] . T . Q5R!_1`/f�R/[/\!]>T�_1` , Q1R!_1`/f�R>[-\!]!T�_1`/d�b5Y5w3R/^>U1\>^>R>]>c5Y5b , d�Y?d�]!T�nug5htwFQ5U1R>}5T�d�dsY;] .S . �
FreeBSD r�]>R�Q5R/c5]!YF[-d�TV{oS*\�Q5R>]!R/b , U1\>^>R>]/\!���<Y5w;[eQ5U5R>}1TVd�d�TzYX_?YFQ5U5T�S*d�]/\![!_1m5���FY1wFQ5R>_1`>fVR>[/\>]!T�_1m .

15.3. � � IY��E � I
� MAC
� d�[/R>Y5[�[/d�Tsr�]!Y%]!TVU1nuY5g5h , U1\>dVd�nuR>]>U5Y1n�b1\>b MAC Q5R/[>hta%\!T�]�^>T�fVR>Q1\/d�g5R-d�]!`�d�Y1d�]>TVnuh�[e}5T�_?R/n .

� \>f�_1Y1c5g5htT
Q5R!_1Y1]!Y5b5Y , Q5U5T�S?R/d�]>\![>_5m5TVnuhtTsY5g v U1\/d�]!U5j$b5]>j-U1R>w MAC, nuR>{�j$]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5h S1_5mFf�\!�<Y5]!h�d�T�]!Y<Yv \!wX_1R/[>h)i3d�Y1d�]!TVn , ^!_1R/b5Y5U5R/[/\>g5YXmlS?R/d�]!j$Q1\�Q1R!_1`/f�R>[-\!]!T�_1T�w3bFR>Q5U5T�S?T�_1TVg5g5h�n�Q1R>U5]>\/n�Y<d�R>b5TV]>\>n , YF]>\>b
S*\�_1TVT . �yR/fVnuR!WZg5R , g1\!YX_?j-c1aFT�TsY1d�Q1R!_1`/f�R>[-\!g5Y1T�Q5R!_?Y5]!Y5b<r�]!Rkd�R/c5T�]>\>g5Y5TsYXi;[/nuT�d�]!TsQ5j$]!TVn fV\!{VU5j$f�b5Yg5TVd�b5R!_1`/b5YXi;nuR�S*j/_?T�w;R!S?g5R>[/U5TVnuTVg5g5R , S1_5m<d�R>foS�\!g5YXmFnug1R>{�R-do_1R/w5g5R/w;fV\!�<Y5�FTVg5g5R/w;d�U5T�S?h . � nug5R/{�R/d�_1R>w1g5R>w
d�U5T�S?Tz^/T�f�R/Q1\>d�g5R/d�]!Y;g5T�d�b5R>_1`>b1R�Q5R!_?Y5]!Y5b<R>^>T�d�Q5TVc5Y5[-\!��]�b5R>g5]>U5R!_1Y1U5j$TVnuR/d�]!`�f�\!�<Y5]!h .

� ]!ReR>]�_?Y5c1\!TV]>dom<R>]
j$d�YX_1TVg5YXmFf�\!�FY1]!h , b5R/{oS*\�R>^>htc1g5R�jXd�YX_?Y5[/\>��]>d�mFr�_1T�nuT�g5]>h�d�Y1d�]!TVnuh , Y1d�Q5R>_1`>fVj$TVnuR>wF[�R>Q1U5ToS?T�_1T�g1g5h)i3}5T�_5mXi .
+uS?Y5g1d�]![>TVg5g5h�n g5ToS?R-d�]>\>]!b5R-nPm5[!_5m5TV]>dom3S*R>Q5R>_1g5Y5]!T�_1`>g?\�mF\=S�nuY5g5Y1d�]!U1\!]>Y5[>g1\!m;g1\!{VU5j$f�b1\�[ed�_1j$c1\!T
nug5R!WZTVd�]![>TVg5g5h)i;nuT�]>R>b v \>wX_1R/[>R>w;d�Y1d�]>TVnuh , jXd�]>\!g5R/[>b5Y<d�T�]>T�[>R/{�R)S?R-d�]!j$Q1\�Q5RlQ5R!_1`/f�R/[/\!]>T�_5m1n , Y<] . S .� ]!YFg5T�S?R/d�]>\!]>b5Y<nuY5g1Y1n7\�_1`/g5h�Q5Rld�U1\>[>g5TVg5Y5� duS1_?Y5]!T�_?`>g5h�n r v3v T�b1]!R/n v j$g5b5}1Y5R>g5Y1U5R>[-\!g5YXm
Y5g v U1\/d�]!U5j$b5]>j-U1h ; g?\!Q5U5Y?nuT�U , [>R>f�nuR!WZg5R/d�]!`�[/ht^>R>U?\tQ5R!_?Y5]!Y5b , g5T�R/^!iXR�S*Y1nuh)i�S?_5mFR>Q1U5ToS?T�_1T�g1g5h)i
b5R>g v Y1{�j$U1\!}1Y5w , jXnuT�g5`/a<\>T�]�Q5R/]!T�U1� Q1U5R>Y5fV[>R!S?Y5]!T�_1`>g5R-d�]!Y . �yR/fVnuR!WZg5R-d�]!`ej/S*\�_1TVg5YXm;Q5R!S5S?TVUXWZb5YFg5T
Y1d�Q5R>_1`>fVj$TVnuh)ikQ5R!_1Y1]!Y5b�nuR!WZT�]ej-[/T�_1Y1c5Y5]!`eR>^>�<j$��Q5U5R/Y5f�[/R�S?Y1]!T�_1`/g5R/d�]!`�d�Y1d�]!T�nuh , \e]>\!bXWZT�S*\!TV]�{�Y1^>b5R-d�]!`
[>ht^>R/U1\ . �eR>U5R/a<\�m;U1TV\�_?Y5fV\>}5YXm;j/S?R>[>_1T�]>[>R>U1Y5]�R>^/�FY5Tz]!U5T�^/R>[-\!g5YXm;^/T�f�R/Q1\>d�g5R/d�]!Y3YF^/j/S?T�]�r v3v T�b5]>Y5[>g5R
Y1d�Q5R>_1`>fVR>[-\!]!`tU1\>f�_1Y1c5g5htTyQ5R!_1Y1]!Y5b5Y , Q5U5T�S?R/d�]>\![>_5m5TVnuhtTsY5g v U1\/d�]!U5j$b5]>j-U1R>w .

'sY1d�]!T�n7\ , Y?d�Q5R>_1`>fVj-�e�<\!mk[/R>f�nuR!WZg5R/d�]!Y MAC, S*R!_5WZg1\�b1\!bFnuY1g5Y1nujXn�{�\!U1\>g5]!Y5U5R/[/\>]!` , c5]!ReQ5R!_?`>f�R/[/\>]!T�_1��g5T
U1\!fVU5T�a%\!T�]/domFd�\/nuR/d�]!R!m5]!T�_1`>g1R�Y5fVnuTVgXm5]!`k\!]!U1Y5^>j$]!h�^/T�fVR>Q1\/d�g5R-d�]!Y ; [/d�Tzj$]!YX_1Y1]!h�Q5R>_1`>fVR>[-\!]!T�_5m , Q5U5R>{VU1\>n7nuh
Y<d�b1U5Y5Q5]!hxS?R!_5WZg5h�U1\!^/R>]>\>]!`�dsR>{�U?\!g5Y5c1T�g5YXm1nuY;S?R/d�]!j$Q1\ , g?\�_?\>{V\!T�nuh�nuY;[>ht^/U1\!g5g1R>w;Q5R>_1Y5]!Y1b5R>w ; [/TVd�`
b5R>g5]>U5R!_1`eQ5U1\>[>YX_3S*R/d�]>j-Q?\ MAC g1\!iXR�S?Y5]/dom;[�U1j-b?\�iFd�Y?d�]!T�nug5R>{VRe\=S�nuY5g5Y1d�]!U1\!]>R>U1\ .
~kU1\![/R�[>ht^/R>U1\tQ1U1\![/YX_1`>g1h)ilQ5R>_1Y5]!Y1bF^>TVf�R/Q1\>d�g5R/d�]!Y;Q5U5Y1g1\=S1_?T�WZY5]�]>R!_1`/b5Red�Y1d�]!T�nug5R/nuj;\�S*nuY5g5Y?d�]!U1\>]!R>U1j . �
g5T�b5R/]!R>U1h)i3d�_1j$c1\�mXi;nuR>W�TV]�Q5R/]!U5TV^>R>[-\!]!`-dom3R>{VU1\!g1Y5c5T�g1Y5T7S?R-d�]!j$Q1\�c5T�U1T�f)d�T�]>` ; S1_5mFrV]!R>{VRenuR>{Vj$]
Q5U5Y5{VR�S?Y5]>`/dom mac_portacl(4), mac_ifoff(4) Y;S*\�WZT mac_biba(4). � S*U5j${�YXi;do_?j-c?\�mXi;nuR!WZT�]e^>ht]!`lg5TVR>^!iXR!S?Y1n7\
d�]!U5R/{V\!m;b5R>g v YXS?T�g5}1Y1\�_1`/g5R/d�]!`�R/^��µTVb5]!R>[�[ v \!w5_1R>[/R>w;d�Y?d�]!T�nuT . * _1m3rV]!R>{VRed�j-�<TVd�]![>j$��]eQ5R!_?Y5]!Y5b5Y
mac_bsdextended(4) Y mac_mls(4).
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�sht^/R>U3Q5R>_1Y5]!Y1b5Y%nuR>WZT�]�^/ht]!`edoS?T�_*\!gFg?\�R/d�g5R>[/T�b5R/g v Y5{�j$U1\>}5Y5YFd�T�]!Y . �yR>fVnuR>WZg5R�]!R>_1`>b5ReR>Q5U1ToS?T�_1T�g5g1h�n
Q5R!_1`/f�R/[/\!]>T�_5m1nKnuR!WZg5ReU1\!fVU5T�a<Y5]!`�S?R/d�]!j$Q;c5TVU5T�f ssh(1) bFd�T�]!Y%YX_1Y<Y5g5]!TVU5g5TV] . � ]>\>b5YXiFd�Y5]!jX\!}5Y5mXikQ1R�S?R/w$S?T�]
Q5R!_1Y1]!Y5b1\ mac_portacl(4). �kR�c5]!Rlg5TVR>^!iXR!S?Y1nuR�doS?T�_?\>]!`tS?_5m v \!w5_1R>[/h)ikd�Y1d�]!T�n ?

* R>_5WZT�g3_1Y;S?R/d�]!j$QFb
R>Q5U5T�S?T�_?T�g5g5h�n�b1\!]>\!_1R>{�\>nP^>ht]>`ef�\!Q5U5TV�FTVgkS1_5m3S*U5j${�YXi3{�U1j-Q1QFYX_1Y<R>Q5U1ToS?T�_1T�g5g1h)ikQ1R!_1`/f�R>[-\!]!T�_1T�w ? (l_1Y<nuh
S?R!_5WZg5hxR/{�U1\>g5Y5c5Y1]!`�S*R/d�]>j-QFQ5R!_1`/f�R/[/\!]>T�_1TVw3YX_1YFj$]!Y5_1Y5]lbFR>Q1U5ToS?T�_1T�g1g5h�n v \!w5_?\>nKQ5j$]!T�n�bX_?\/d�d�Y v Y5b1\>}5Y5Y
R>Q5U5T�S?T�_?T�g5g5h)i3R/^��µTVb5]!R>[ ?
��d�_1j$c1\!T v \!wX_?R>[>R/w;d�Y1d�]!TVnuh , S?R/d�]!j$Q<nuR>W�TV]ed�c5Y5]>\>]!`/d�mFb5R>g v Y$S?T�g5}1Y1\�_1`/g5h�npS1_5m<R>]=S?T�_1`>g1h)i
Q5R!_1`/f�R/[/\!]>T�_1TVw , g5Reg1T�S1_1m;[/d�T�i . �3\!Q5U5Y?nuT�U , ^/R!_1`/a<\!mkb1R/n7\!gXS*\�U1\>f�U1\>^>R/]!c5Y5b5R/[�nuR!WZTV]�^>ht]>`�U1\>f�^>Y1]>\�g1\
g5T�^/R!_1`/aFY5T�{VU5j$Q5Q5h .

� \!f�U?\!^>R/]!c5Y5b?\>nKQ5U5R/T�b5]/\ A nuR>W�TV]�^/ht]!`�g5TyU1\>f�U5TVaFT�g3S?R/d�]!j$Q;bFR/^��µTVb5]>\>n ,
g1\!Q5Y?d�\!g1g5h�nKU1\!fVU1\!^/R>]!c1Y5b1\>nuYFY5fsQ1U5R>TVb5]>\ B. ��R>]!mFY1n�nuR>W�TV]�Q5R/g1\=S*R>^>Y1]!`/d�meS*R/d�]>j-Q<bFR/^��µTVb5]>\>n ,
d�R>f�S*\!g1g5h�nKU1\!fVU1\!^/R>]!c1Y5b1\>nuYFQ5U5R>TVb5]>\ C; rV]!RlU5TV\!_1`>g5R�[/d�]>U5T�c1\>���%\�m1domFd�Y5]!jX\!}1YXm . ' Q5R-nuR>�F`/��U1\>f�_1Y1c5g5h)i
Q5R!_1Y1]!Y5b , Q5U5ToS*R/d�]/\![!_1m5TVnuh)i3Y5g v U1\/d�]!U1j-b1]!j$U5R>w MAC, Q5R!_?`>f�R/[/\>]!T�_1Y;nuR/{�j$]�^/ht]!`eU?\!foS*T�_1TVg5hxg1\�rV]!Y%]!U5Y
{�U5j$Q5Q5hxY<fV\>]!TVn�Q1R!_1j$c5Y5]>`�S?R-d�]!j$Q;b%d�R/R>]![/T�]>d�]![>j$���<Y1n�R/^!_?\/d�]�m1nK^/T�fzR/Q1\>d�g5R/d�]!Y;j$]!TVc5b5YFY1g v R>U1n7\>}5Y5Y .

qy\>b5Y1n R>^>U?\!f�R-n , b1\�W%S*\!m;Q5R!_1Y1]!Y5b1\eY1nuT�TV]ej$g5Y1b1\�_1`/g5htwFd�Q5R/d�R>^�[/fV\!Y1nuR!S?T�w?d�]![/YXmFd�R/^>�FTVw;^>TVf�R/Q1\>d�g5R/d�]!`>�
d�Y1d�]!TVnuh . �sht^/R>U3Q5R>_1Y5]!Y1b5Y;S*R!_5WZT�g<^>ht]!`eR/d�g5R>[-\!g3g1\�i$R/U5R>a<R�Q5U5R!S?jXn7\!g5g5R/w;Q5R>_1Y5]!Y5b1Ts^/T�f�R/Q1\>d�g5R/d�]!Y . �yR
nug5R>{VYXi;do_1j$c1\!mXikQ1R!_1Y5]>Y5b1\�S?R!_5WZg1\�^>ht]!`eQ5R!_?g5R/d�]!`>� Q5T�U1TVd�nuR/]!U5TVg1\�Y<U5TV\!_1Y5f�R/[/\>g1\tfV\>g5R>[/RyS1_5mF[-d�TVw
d�Y1d�]!TVnuh . ~kR>g5Y1n7\>g5Y5TsU1\!f�_1Y5c5g5h)i3Q5R>_1Y5]!Y1b , Q5U5T�S?R/d�]>\![>_5m5TVnuh)i3Y5g v U1\>d�]!U5j$b5]!j$U5R/w MAC, Q1R/nuR!WZTV]
\=S*nuY5g1Y1d�]!U?\!]!R/U1\>n�[/ht^>U1\>]!`t_1j$c5a<j$��Q5R>_1Y5]!Y1b5j3[ed�[>R>TVwFd�Y1]!jX\!}5Y5Y .

's]>\!g$S�\!U5]!g1R>T�m$S*U5R FreeBSD g5Ts[>bX_?��c1\>T�]�Q?\!U1\/nuT�]!U MAC; g1T�R>^>iXR�S?Y1nuR�S?R>^-\![/Y5]!`�d�_1ToS?j$�e�FY5w;Q?\!U1\/nuT�]!U
m$S?U1\�Q1T�U5T�S%]!T�n , b1\>bFQ5U5R/^>R/[/\!]>`tb1\!b5Y1T - _?Y5^>ReY5fzQ5U1Y1nuT�U5R/[eY5_1YFQ5U1Y1nuT�gXm5]>`eY5g v R>U1n7\>}5Y5� r�]!R/wF{�_*\![>h :

options MAC

�'\!]!T�nKg5T�R/^!iXR�S*Y1nuR�Q5TVU5TVd�R>^/U1\!]!`�YFQ5TVU5T�jXd�]/\!g5R/[>Y5]!`�m$S?U5R .
� � ��� � ���o� � � �s�V� � � : � �V� 0;���.2����!³�����¢I�¤�=����� �!±>� �V������� �>³�� �>�������103� �V�>���-¢�´ MAC � � �V¡- 7��°A� , ³V������� ��� � 4 ���s¡>�*��
���¥�=��=¢����P�U0��1�� , ��� 2V� ��£ ����¡����/���!��/���o�z�����¤�������/�����¥��¢V�µ�K�J��¢¥��� �s�1�o�54���¢z���¡ �>³�����¢���²)²y¢V���=� . /'���1°�³V¢�� �V¢ MAC
�>³�¢�� 
y��67���£)¢������V���5°z³V¢�� �V¢+¡>�����o�1�?��� ����� , �� ��¢���¡67���� �!� ��¡/�?��
)��� �>�?����¢���
����A� , ³V���V¡/������ ��;�¥��
�° ��¢
2���¡����>� �!��/�¥����
J�����¥��¢V�5� . �*¢ ��¡�7��V� �!� �3����¢¤�>��V� ���=��¢¤��
y��� 2V� �V£ ����¤��
)� � 2V�����������y����¢¤�1�?�>�! 7¢V´e������² �14 ������±���� , ���¢������.2��!±���0 MAC �o�-��/¢�� ��z� ���>£ ���)������.2V���V� ����
2� 0�� �;� ��¡��/´	�;�¥���/���£ ��;�¥��
V° .

15.4.
� ��G%HFI MAC

��T�]!b?\ MAC rV]!Rl\>]!U5Y5^/j$]�^>TVf�R/Q1\>d�g5R/d�]!Y , b5R/]!R>U5htw<nuR!WZT�]e^>ht]!`eQ5U5Y1nuTVg5T�g%b<d�j-^ �µT�b1]>\>nKY<R>^��AT�b5]>\/nP[/d�TVw
d�Y1d�]!TVnuh .

~kU5Y;jXd�]>\>g5R>[/b5TsnuTV]!b5Y%Q5R!_?`>f�R/[/\>]!T�_1`yS*R!_5WZT�g<[�]!R/c5g5R-d�]!Y<Q5R>g5Y?n7\!]!` , c5]!RlY1nuT�g5g1ReR/g1\)S?T�_?\!TV] . 
�]!U5Y5^/j-]>h ,
S?R/d�]!j$Q5g5htT7S?_5mFR>^ �µT�b1]>\ , f�\![/Y1dom5]�R/]�fV\>{�U5j-WZT�g1g5R>w;Q1R!_1Y5]>Y5b5Y , \eQ5R>_1Y5]!Y5b1YFY5g5]>T�U5Q5U1T�]!Y5U1j-�e]3d�[>R/YF\!]>U5Y5^>j$]!hd�R>[/T�U5a<T�g5g1R�U1\!f�_1Y5c5g1h�n�R>^/U1\!fVR/n .

� TVf�j-_1`>]/\!]!R-n�g5ToS*R/d�]/\!]!R/c5g5R>{VR�Q5R/g5Y1n7\!g5Y5m;g1\>d�]!U5R>TVb<nuR>W�TV]ed�]>\!]!`lYXi
g5T�Q5U?\![>Y5_1`>g1\!m3U5TV\!_1Y5fV\>}5YXm , c1]!RlnuR>WZT�]�Q1U5Y5[>T�d�]!Y<bFg5TVR!WZY$S*\>g5g5R-nuj , Y<[>R>f�nuR!WZg5Reg5T�WZT�_*\!]!T�_1`>g5R-nuj
Q5R>[/ToS?TVg5Y5��d�Y1d�]>TVnuh .

��T�]!b?\�^/T�f�R/Q1\>d�g5R/d�]!Y3g1\�R>^��AT�b5]!TsY1d�Q1R!_1`/f�j$T�]>d�m;Q5R!_?Y5]!Y5b5R/w3S1_1mFR>Q5U1ToS?T�_1T�g5Y5m;Q5U1\![/YX_;S*R/d�]>j-Q?\ . * _5m
g5T�b5R/]!R>U1h)ikQ1R!_1Y5]>Y5b<nuTV]!b1\ld�\>n7\�Q5Rkd�T�^/Tsd�R�S?TVUXWZY5]�[-d���g1T�R>^>iXR�S?Y1nuj$��S1_5mFrV]!R>{VR�Y5g v R/U1n7\!}1Y5� , [�S?U5j${�YXi
nuR�S?T�_5mXi;nuT�]!b5Y�nuR>{Vj$]�R>^/U1\!^-\!]!ht[-\!]!`-domlb1\!b<c1\>d�]!`�^/R!_1`/aFR>{VRtg1\!^/R>U1\�Q5U1\![/YX_ , Y<] .S .

455



�A#��! !�
15.

���*"?(1,-�V"?�%�¥#��>(?670;.>�=(1���*��#��3�������%,>B?�
(MAC)

�3\!Q5U5Y?nuT�U , jXd�]>\!g5R/[>b1\�nuT�]!b5Y%[ biba/low g1\ v \!wX_?TzQ5U5Y?d�[>R/Y5]�rV]!R/nuj v \>wX_1j3nuT�]!b1j , R>^/U1\!^-\!]!ht[-\!TVnuj$�
Q5R!_1Y1]!Y5b5R/w Biba d�R�f�g?\!c5TVg5Y5TVn ”low”.

�kTVd�b1R!_1`/b5R�Q5R>_1Y5]!Y5b , Q5R!S5S?T�U5W�Y1[/\!�e�FYXi;nuTV]!b5YF[ FreeBSD, Q5U5ToS*R/d�]/\![!_1m5��]�]>U5YFR/Q5U5ToS*T�_1TVg5g5htT
Q5U5ToS*j$d�]>\!g1R>[!_?T�g5g5htTynuT�]!b1Y .

� ]!Rlg5Y5fVb1\�m , [/h�d�R/b1\�m3YFU?\![>g?\�m;nuT�]!b1Y . �eR>]�m<R>g5Y;jXd�]>\!g1\>[!_1Y1[/\!�e]�b5R/g5]!U5R>_1`
U1\!f�_1Y5c5g5h�nuY%d�Q5R-d�R/^/\>nuYlS?_5mFb1\!W<S*R>w;Q5R>_1Y5]!Y1b5Y , [/h�nuR!WZTV]!Ts^/ht]!`�j$[>TVU5T�g1h , c5]!Reg5Y5f�b?\�m<nuTV]!b1\efV\=S�\>d�]
nuY5g5Y1n7\!_1`>g5htTyjXd�]>\>g5R>[/b5Y , U1\>[>g1\!mFnuT�]!b?\�R/f�g1\>c1\!TV]tR>]>nuTVg5j3YX_1Y<g5ToS?TVw1d�]![/Y5]!T�_1`>g5R-d�]!` , \�[>h�d�R/b1\�m;nuTV]!b1\
j$d�]>\!g1R>[>Y1]�n7\!b1d�Y1n7\�_?`>g5Re[>R>f�nuR!WZg5htT�g?\>d�]>U5R>w5b1YF[�Q1R!_1Y5]>Y5b1\�i Biba Y MLS.

~kU5Y;Q5U5Y?nuT�g5TVg5Y5Y%[ v \!w5_1R>[/R>w;d�Y?d�]!T�nuTsR!S?Y5g5R/c5g5R>w<nuT�]!b5Y , ]!R>_1`>b1R�R�S?g?\�nuT�]!b?\lnuR>WZT�]�^/ht]!`�Y?d�Q5R>_1`>fVR>[/\>g1\
S1_5mFR/^��µTVb5]!R>[ . � ]!Re[/htf�R/[>T�]�j$d�]>\!g1R>[>b1jeR!S?g5YXi;Y;]>T�i3WZTsQ1U1\![�S?R/d�]>j-Q?\)S1_5m<[/d�TVwFd�Y?d�]!T�nuh , YF[/Renug5R/{�YXi
do_1j$c1\!mXikrV]!R�[-d�T , c5]!Rlg5T�R/^!iXR�S*Y1nuR . qyTVn g5TynuTVg5T�T , d�j$�<TVd�]>[>j$T�]�g1TVd�b1R!_1`/b5Red�Y5]!jX\!}5Y1w , [�b1R>]!R/U5h)i3g1\�R/^��µTVb5]!h
Y<d�j$^ �µT�b5]>h v \!wX_1R/[>R/wkd�Y1d�]>TVnuh�nuR/{�j$]�^/ht]!`�jXd�]>\!g5R/[!_1TVg5hxnug5R!WZT�d�]![/T�g5g5htT)nuT�]>b5Y . � rV]!YXiFd�Y1]!jX\!}5YXmXi
g5T�R/^!iXR�S?Y?nuR�dzQ1R/nuR>�<`>� tunefs(8) jXd�]/\!g5R/[>Y5]!`�Q1\!U1\/nuT�]!U multilabel.

��d�_1j$c1\!T Biba Y MLS nuR!WZTV]�^>ht]>`ejXd�]/\!g5R/[!_1TVg1\tc5Y1d�_1R>[-\�m;nuT�]>b1\tS?_5mFj$b1\!f�\!g5Y5m;]!R>c5g1R>{�Rej$U5R>[/gXm
Y5T�U1\>UXiXY5c5T�d�b5R/{�R�b5R/g5]!U5R>_5m .

� ]!R/]ec1Y1do_1R/[>R/w3j-U1R>[>TVg5`�Y1d�Q5R!_?`>f�j$TV]>domkS1_5m<U1\!f�S?T�_1TVg5YXmFY5_1Y<d�R>U5]!Y1U5R>[/b5Y
Y5g v R>U?n7\!}5Y5YFQ5R�U1\>f�_1Y1c5g5h�n�{VU5j$Q5Q1\>n�bX_?\>dVd�Y v Y1b1\!}5Y1Y , U1\>f�U5TVa<\!�e�FTVwkS?R/d�]!j$Q;]!R!_?`>b5RebFr�]>R>wF{VU5j$Q5Q5TyYX_1Y
{�U5j$Q5Q5Tydz^/R!_1TVTz[/h�d�R>b1Y1nKj$U5R>[/g5TVn .

� ^/R!_1`/aFY5g?d�]![/Tsdo_?j-c?\!T�[ed�Y1d�]!TVnug5htw�\=S�nuY5g5Y1d�]!U1\!]>R>UFY?d�Q5R>_1`>fVj-TV]�]!R>_1`>b5ReR�S?g1jknuTV]!b5j;g?\�[/d�� v \>wX_1R>[/j$�
d�Y1d�]!TVnuj .�F�����<�=01���

,
(1� �=�%� � �sB1� �?� � �s(?�

DAC! � ��, �;��#
,
�X�%�

MAC
�=�!��� ./�=(1���*��#��e�%��#��>./���!� �3"?(1"?�����'���%� ��,

.� ]!R�j$]![/T�UXW%S?TVg5Y5Ty[/d�TsT��<Ts[/T�U5g5R , ]!R!_?`>b5R root b5R>g5]>U5R!_1Y1U5j$T�]lY;g1\>d�]!U1\>Y5[/\>T�]�Q5R>_1Y5]!Y1b5Y , ]>\>bFc5]>R
Q5R!_1`/f�R/[/\!]>T�_1Y3Q5R-nuT��%\!��]/dom;[kd�R>R/]![>TV]>d�]>[>j$���<Y5T�b1\>]!T�{VR>U5Y5Y / j$U5R/[>g5YkS*R/d�]>j-Q?\ . ��g5R/{�Y5TsQ5R!_?Y5]!Y5b5Y�nuR>{Vj$]
R>{�U?\!g5Y5c1Y5]!`�]/\!bXWZTyYFQ5R>_1`>fVR>[/\>]!T�_1m root. ;)\!fVR>[/htw3b5R>g5]>U5R!_1`lg1\�S<R>^ �µT�b5]/\>nuY;f�\!]!T�n�Q5T�U1ToS*\>T�]>d�mF{�U5j$Q5Q1T , g5R
Q5R!_1`/f�R/[/\!]>T�_1` root nuR!WZTV]�R>]/nuT�g5Y5]>`eYX_?YFY5f�nuT�g5Y5]>`�r�]>YFg1\/d�]!U5R/w5b5Y<[t_1��^/R>Ts[>U5T�n+m .

* \!g5g1\!m3Y5T�U1\>UXiXY5c5T�d�b1\!m
nuR�S?T�_1`ed�R>R>]>[>T�]/d�]![/j-TV]�]>\>b5Y1n�Q5R>_1Y5]!Y1b1\>n b1\!b Biba Y MLS.

15.4.1. �����������
����� $Y"#� �
�
~kU1\!b5]>Y5c5TVd�b5YF[-d�T�S?T�w1d�]![>Y5m;Q5Reg?\>d�]>U5R>w5b1TzQ5R>_1Y5]!Y5b1Y%dsnuT�]!b1\/nuY%nuR/{�j$]�^/ht]!`�[/htQ5R!_?g5T�g5h�dzY1d�Q1R!_1`/f�R>[-\!g5Y1TVn
j-]>YX_1Y5]l^/\>f�R>[/R>w3d�Y?d�]!T�nuh .

� ]!Y<b5R/n7\>g$S?h�R/^>TVd�Q5T�c1Y5[/\>��]tQ5U5R-d�]!R/wFY5g1]!T�U v TVw1d7S?_5mFg1\/d�]!U5R/w5b5Y;R/^��µTVb5]!R/[�YX_1Y
d�j$^��µTVb5]!R/[ , YX_1Y;S1_5mFY1fVnuT�g1T�g5YXm<YFQ5U5R/[>TVU5b5Y;g1\/d�]!U1R>T�b .

�yd�Tzg1\/d�]!U1R>w5b5Y%nuR>{Vj-]e^>ht]!`e[>htQ5R>_1g5TVg5h�d�Y1d�Q5R!_?`>f�R/[/\>g5Y5TVnPj$]!YX_?Y5] setfmac(8) Y setpmac(8).
| R-n7\!g$S�\

setfmac Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFjXd�]>\>g5R>[/b5YFnuT�]>R>b MAC g1\�d�Y1d�]>TVnug5htTyR>^ �µT�b5]>h , \�b5R-n7\!g$S�\ setpmac
Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mFjXd�]/\!g5R/[>b5Y;nuTV]!R>b%g1\�d�Y1d�]>TVnug5htT)d�j$^��AT�b5]!h . �yhtQ5R>_1g5Y5]>T :
# setfmac biba/high test

+zdo_1Y<g5TyQ5U5R>Y1f�R>wXS?T�]�R/aFY5^/R>b , ^>j/S?T�]�[>R>fV[>U1\>�FTVg5RtQ5U5Y5{�_?\!a<T�g5Y1Tsb5R-n7\!g$S*g5R>wFd�]!U5R>b1Y , b1\>b;YFQ1R/do_?Tzb5R-n7\!g$S
chmod(1) Y chown(8). � g1T�b5R/]!R>U5h)iFd�_1j$c1\�mXi3nuR!WZTV]eQ5R>m5[>Y5]>`/dom3R/aFY5^/b1\ Permission denied, YFR/g1\�R/^>htc5g1R
Q5R!m5[>_5m5T�]>d�m;Q5U5Y<j$d�]>\!g1R>[>b1TzYX_1Y<Y5fVnuTVg5T�g1Y5Y<nuTV]!b5Y%g1\�R/^��µTVb5]�dsR>{�U?\!g5Y5c1T�g5YXm1nuY . 1 'sY1d�]!TVnug5htw
\=S*nuY5g1Y1d�]!U?\!]!R/U3S1_5m<R>^!iXR!S*\tr�]>R>w;Q5U1R>^!_?TVnuh�nuR>W�TV]�Y1d�Q5R!_?`>f�R/[/\>]!`�do_1T�S?j$���<Y5Tsb1R/n7\!gXS?h :

# setfmac biba/high test
Permission denied

# setpmac biba/low setfmac biba/high test
# getfmac test
test: biba/high
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| \!b;[/Y$S?g5ReY5fsQ1U5Y1nuT�U?\�[>hta<T , b1R/n7\!gXS*\ setpmac nuR!WZTV]�^>ht]>`�Y1d�Q5R!_1`/f�R/[/\!g?\sS1_5mFY5f�nuT�g5TVg5YXmFjXd�]>\!g5R/[>R/b
Q5R!_1Y1]!Y5b5Y<Q5j$]!TVn Q5U5Y1d�[>R>TVg5YXm;Y5g1R>wFnuTV]!b5Y%[>htf�ht[-\!�e�FTVnujlQ5U5R/}5TVdVd�j .

� ]>YX_1Y5]>\ getpmac R>^/htc5g5R
Y1d�Q5R>_1`>fVj$T�]>d�mFdzd�j$�<TVd�]>[>j$���<Y1n�g1\tS*\!g5g1htw<nuR/nuTVg5]�Q1U5R>}5T�d�d�R/n , ]>\>b5Y1n�b1\>b sendmail, iXR>]�m;R/g1\�Q1U5Y5g5Y1n7\>T�]
PID [-nuTVd�]>Reb5R-n7\!g$S*h , T�T�S?T�w1d�]![>Y1Ty\>g1\�_1R/{�Y5c1g5R . +zd�_1YFQ1R!_1`/f�R>[-\!]!T�_1Y3Q5R/Q5ht]>\!�e]>dom%n7\!g5Y5Q1j/_?Y5U5R>[-\!]!`v \!wX_?\/nuY , bFb1R>]!R/U5h�n�j3g5YXi3g5TV]�S*R/d�]>j-Q?\�[ed�R>R/]![>TV]>d�]![/Y5YFdsQ5U1\>[>YX_?\/nuY;fV\>{�U5j-WZT�g5g1h)ikQ1R!_1Y5]>Y5b ,

v j$g5b1}5Y5T�w
mac_set_link ^>j/S?TV]�[/hyS*\!g5Red�R>R/^>�<T�g5Y5TsR>^�R/aFY5^/b5T Operation not permitted.

15.4.1.1. �9C
���5X CEIG=G@ J � �YZB>5@ =:KLC�IBF� � JG@ CEF
~kR!_1`/f�R>[-\!]!T�_5m1npg5T�R/^!iXR�S?Y?nuR�Y1nuT�]>`knuTV]!b5Y , c5]!R/^>hxYXi v \>wX_1hxYFQ5U1R>}5T�d�d�h�nuR/{�_1Y<Q5U1\>[>YX_1`/g5R
[>fV\>Y1nuR�S*T�w1d�]![>R/[/\!]>`�dzR/Q5U5ToS*T�_1TVg5g5R>wF[ed�Y?d�]!T�nuTsQ5R>_1Y5]!Y1b5R>w<^>T�fVR>Q1\/d�g5R-d�]!Y .

� ]>Reg1\/d�]!U?\!Y5[-\!T�]/dom;c5TVU5T�f v \!wX_
login.conf Q5j$]!T�n�Y1d�Q5R!_1`/f�R/[/\!g1YXm3bX_?\>dVd�R/[ . | \�W%S*\!mkQ1R!_1Y5]>Y5b1\ , Y1d�Q1R!_1`/f�j$���%\�m;nuT�]!b1Y , U5T�\�_1Y1f�j$T�]
j$d�]>\!g1R>[>b1jebX_*\>d�dV\�Q5R>_1`>fVR>[-\!]!T�_5m .

~kU5Y1nuT�U<fV\>Q5Y1d�Y , d�R!S?T�UXW \>�FT�wF[/d�TsQ5R!_?Y5]!Y5b5Y , Q5U5Y5[/ToS?TVg5g5htTsg5YXWZT :
default:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/local/bin:\
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5,biba/10(5-15),lomac10[2]:

~3\!U1\/nuT�]!U label Y1d�Q5R!_?`>f�j$TV]>domkS1_1mFjXd�]>\>g5R>[/b5YFnuT�]>b5Y MAC Q5R�jXnuR!_?c1\!g5Y1��S1_1mFbX_?\/d�d�\�Q5R!_?`>f�R/[/\>]!T�_5m .
~kR!_1`/f�R>[-\!]!T�_1Ykg5T)d�nuR>{Vj$]�Y5f�nuT�gXm5]!`lr�]>R�f�g?\!c5TVg5Y5T , Q5R>rV]!R/nuj3TV{�RenuR>W�g1R�Q5U5Y1f�g1\>]!`eg1TsR/Q5}5Y5R/g1\�_1`/g5h�n . �
U5TV\!_1`>g5R/w;d�Y5]>j$\>}5Y5Y%\=S*nuY5g1Y1d�]!U?\!]!R/U5j3g5Y5b5R/{oS*\�g5TyQ5R>]!U1T�^>j$TV]>dom;[/bX_1��c?\!]!`lb1\�W%S?j$� Q5R!_?Y5]!Y5b5j .� T�b5R-nuT�g$S*j-TV]>dom<Q5U5R>c1TVd�]>`�{�_*\![>jkQ5R>_1g5R-d�]!`/��Q5TVU5ToS�U5TV\!_1Y5fV\>}5Y5TVw3_1��^/R>w;Y1fsrV]!YXi;g1\/d�]!U5R/T�b .

, �!�µ�.-���� � � : � ����
 2��/�¥����¢������ �G4 ��� �.2V�?¢�� ����
I��� �>° �?¢¥�=�¤�e��;���/¢y�87����$� ; �V� ���!� �e����������!�o� ���!���-�o�1� �¥�V¢¤�
� 4 ��� � �!³V¢�� �V¢���� �¥��� �.2V�?¢���¢�� ��¢ . / ��� �!�*¢���¢s�V� ��¢y���� �����!�o¢ Biba �����.2¥���� , ³����k� ��� �!�*����
����O03±�¢������¥����;�¥��
����>±=¢2����� 5, �*���!���>�?����
����O0 15, � ��²)²)¢V�¥���!�����O03±=¢ ���;�¥������¤��
)��y��� ���5³V��� �!° 10. � ��>±=¢2����¡��o�$¢¤������¡ �V������
 �������>����¢ 10, ��>�o���*¢¤�=�o�	��¢u¡V�o�-¢¥� �.2V�?¢���¢���� , ������� �>�?¢V�z¢������e���� 
 2 �>������¢���
 ���V�����
 2¤��¢¤��� �/�?���o�>� setpmac, �������>�o��°
Biba � 4 ��� � �!³��V�7� �V�!���62 ����>� , ��¥��� ��/� �/¢�� ���A�p��� ��� 7��V�-¢ .
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�sRe[/d�T�i;do_1j$c1\!mXi3Q5R/d�_1TzY5f�nuT�g5TVg5YXm login.conf, ^/\>fV\yS�\!g5g5h)i ”login class capability” S?R!_1W�g?\�^>ht]>`
Q5T�U5T�d�R/^>U1\>g1\�d�Y?d�Q5R>_1`>fVR>[/\>g5Y5T�npb1R/n7\!gXS?h cap_mkdb YFr�]>R�^>j/S?TV]�R/]!U1\�WZTVg5R�[eb1\�W%S?R-n�Q5R/d�_1ToS*j-�e�FT�n
Q5U5Y1nuTVU5Ts{�_?\![/h .

~kR!_1TVf�g5R�R/]>nuT�]>Y5]!` , c5]!Rlb5R!_?Y5c5TVd�]![>ReQ5R!_?`>f�R/[/\>]!T�_1TVw , b5R>]>R>U5h�n�]>U5T�^/j-�e]>dom<U1\!f�_1Y5c5g5htTsbX_?\/d�d�h , [>Renug1R>{�Y5i
d�T�]!mXiFnuR!WZT�]e^>ht]!`e[>T�_?Y5b5R . �kT�R>^>iXR�S?Y1nuRt]>�<\!]>T�_1`/g5R>TsQX_?\!g1Y5U5R>[-\!g5Y5T , Q5R-d�b5R>_1`>b5jlj$Q5U1\>[!_1TVg5Y5Tz]/\!b5R/wFd�TV]!`>�
nuR!WZT�]ld�T�U1`>T�fVg5R�jXdo_?R!WZg5Y5]!`-dom .

� ^/j/S?j$�FYXi3[>TVU1d�Y5mXi FreeBSD Q5R>m5[>Y5]/dom;g5R/[>htwFd�Q5R/d�R>^�d�[!m5f�ht[-\!g5Y5mkQ1R!_1`/f�R>[-\!]!T�_1T�w;dynuT�]>b1\>nuY ; R�S*g1\!b5R , R>g
^>j/S?T�]tS?R/d�]!j$Q5T�g<]!R!_1`/b5R�c1T�U5TVfsg5TVb5R>]>R>U5R/Tz[>U1TVn+m;Q5R-do_1Ts[>h)iXR�S*\ FreeBSD 5.3.

15.4.1.2. ��JG@1J?I���J��K?@1JLA �WJ?DE> � YZB>5@ =:KLC�IBFG=�� JG@ CEF
��T�]!b1YF]>\>bXWZTynuR/{�j$]�^/ht]!`�jXd�]/\!g5R/[!_1TVg5hxg1\�d�T�]!TV[>htTsY5g5]!TVU v T�w1d�h , S1_5m<b5R>g5]>U5R!_5m<Q5R>]!R/b1\)S�\!g5g5h)i3[ld�T�]>Y . �yR
[/d�T�i;do_1j$c1\!mXikR/g5Y v j$g5b5}1Y5R>g5Y1U5j$��]e\>g1\�_?R>{�Y1c5g5R�]!R-nuj , b1\>b;Q5R!_?Y5]!Y5b5Y%Q5R�R/]!g5R/aFT�g1Y5��b<R>^ �µT�b5]/\>n .
~kR!_1`/f�R>[-\!]!T�_1Y3dz[/h�d�R/b5Y1nuY;jXd�]/\!g5R/[>b1\/nuY , g1\!Q1U5Y1nuT�U , biba, g5T)d�nuR/{�j$]�Q5R>_1j$c5Y5]!`�S?R/d�]!j$QFb%d�T�]>T�[>h�n
Y5g5]!TVU v T�w1dV\>n�dzg5Y5fVb5Y1nuY%j$d�]>\!g1R>[>b?\>nuY .
* _5m;jXd�]>\>g5R>[/b5Y MAC nuT�]!R/bFg1\ed�TV]!T�[/h)ikY1g5]!T�U v T�w1dV\�i3Q1\!U?\>nuT�]>U maclabel nuR!WZT�]e^>ht]!`eQ5T�U5T�S*\!g ifconfig.
�3\!Q5U5Y?nuT�U :

# ifconfig bge0 maclabel biba/equal

j$d�]>\!g1R>[>Y1] MAC nuT�]!b1j biba/equal g1\�Y5g1]!T�U v TVw1d bge(4). ~kU5Y<Y1d�Q5R>_1`>fVR>[-\!g5Y5Y;nuTV]!b5Y , Q5R�S?R/^>g5R/w
biba/high(low-high) [/domFnuTV]!b1\�S?R>_5WZg1\�^/ht]!`�[/f�m5]>\�[�b1\>[>htc5b5Y , Y5g1\!c1Ts^/j>S*T�]�[/hyS*\!g5Rld�R/R>^>�<T�g5Y1T�R>^
R>aFY1^>b5T .| \�W%S*\�m3Q5R>_1Y5]!Y1b1\ , Y1d�Q5R>_1`>fVj$���<\!m;nuT�]!b5Y , d�g?\!^!WZTVg1\tQ5TVU5TVnuTVg5g5R>w sysctl, b5R>]>R>U1\!mFnuR!WZT�]e^>ht]!`
Y1d�Q5R>_1`>fVR>[-\!g1\sS1_1mFR>]!b5_1��c5TVg5YXm MAC nuT�]!R/bFg1\ed�T�]>T�[>h)i3Y5g1]!T�U v TVw1d�\!i .

� d�]>\!g5R/[>b1\enuT�]!b1Y<[ equal ^>j/S?T�]
Y1nuT�]!`lQ5R!S?R>^/g5htw;r v3v TVb5] . ~kU1R/d�nuR/]!U5Y5]>Tz[>ht[/R�S<b1R/n7\!gXS?h sysctl, d�]!U1\>g5Y5}5h d�Q5U?\![>R/c5g5Y5b?\yS1_5mFQ1R!_1Y5]>Y5b ,
YX_1Y3S�\�_1`/g5T�w5a<j$��Y5g v R/U1n7\!}1Y5��Y5fyr�]>R>wF{�_?\![/hxQ5R�rV]!Y1n Q5T�U5T�nuT�g5g1h�n .

15.4.2. � � ��U�
	��9&�"  ��  $ �T��� " ��� ��" � �9&�" $Y"#�%�� ?

~kR�jXnuR!_1c?\!g5Y5� d�Y1d�]!TVn7\e^>j/S?TV]�Y1d�Q5R!_?`>f�R/[/\>]!`tQ1\!U?\>nuT�]>U singlelabel. �kRec5]!Rlr�]!RlR>fVg1\!c?\!T�]tS1_5m
\=S*nuY5g1Y1d�]!U?\!]!R/U1\ ? 'sj-�<TVd�]![>j$��]eg5TVd�b5R!_?`>b5R�U?\!f�_?Y5c5Y5w%nuT�W%S?j3Q5R>_1Y5]!Y5b?\>nuY , b?\�W%S*\�m;Y1fsb5R/]!R>U1h)ikQ1U1\![/YX_1`>g?\
d�\>n7\�Q5Red�T�^/T , g5ReY1nuT�TV]ld�[>R/YlS?R>[/R�S?hxf�\�YFQ1U5R>]!Y1[�R>]>g5R/d�Y5]!T�_1`/g5R�{VY5^>b1R/d�]>Y<nuR�S*T�_1Y<^>T�fVR>Q1\/d�g5R-d�]!Y;d�Y1d�]>TVnuh .

singlelabel ( R�S?Y1g5R>c5g?\�m;nuT�]!b?\ ) U1\!fVU5T�a%\!T�]�Y1d�Q5R>_1`>fVR>[-\!g5Y5T7]>R!_1`/b5R�R!S?g5R>w<nuT�]!b5Y , g1\>Q5U5Y1nuTVU biba/high,
S1_5mFb1\!W%S?R>{VR�R>^ �µT�b5]/\�YX_1Y%d�j$^��AT�b5]>\ . +�TyQ5U5T�Y?nuj-�<TVd�]![>Rl[enuTVg5`>a<T�w;g1\>{�U5j$f�b1Tzg1\ld�Y1d�]!TVnug1R>{�R
\=S*nuY5g1Y1d�]!U?\!]!R/U1\ , \�g5ToS*R/d�]/\!]!R/bF[en7\!_1R>wF{�Y5^/b5R/d�]!YFQ5R>_1Y5]!Y1b , Q5R!S5S?T�U5W�Y1[/\!�e�FYXi;nuTV]!b5Y . ��g5R>{VY5T
\=S*nuY5g1Y1d�]!U?\!]!R/U5h�[ed�[>R/YXi3Q5R!_1Y1]!Y5b1\!ik^/T�fVR>Q1\/d�g5R-d�]!Y;nuR/{�j$]�Q5U1ToS?Q5R/c5TVd�]!`lY1d�Q5R>_1`>fVR>[-\!g5Y5T7Q?\!U1\/nuT�]!U1\
multilabel.

' Q1\!U1\/nuT�]!U1R/n multilabel b1\�W%S?htw%d�j$^��AT�b5]�Y5_1YFR/^��µTVb5]�nuR!WZTV]�Y1nuTV]!`ld�R>^-d�]![/T�g5g5j$� nuT�]!b5j MAC, [�]>R
[>U5T�n+m;b1\!b%d�Red�]>\!gXS*\!U5]>g5h�n�Q1\>U1\>nuTV]!U5R/n singlelabel [/R>fVnuR>WZg1\t]!R>_1`>b5ReR�S?g?\�nuT�]>b1\�g?\�[/TVd�`�U1\!f�S?T�_ .
~3\!U1\/nuT�]!U5h multilabel Y singlelabel ]!U1T�^>j$�e]>domF]>R!_1`/b5RtS1_1mFQ5R!_?Y5]!Y5b , U5TV\!_1Y5f�j$�e�FYXi;nuT�]>b5Y , [>bX_1�ec1\�m
Biba, Lomac, MLS Y SEBSD.

�sRlnug5R>{VYXi;do_1j$c1\!mXi multilabel nuR>W�TV]�[/R>R>^/�FT�g1TsQ5R/]!U5TV^>R>[-\!]!`-dom . ~kU5ToS*Q5R!_1R>WZY1n�do_?ToS?j$���<j$��d�Y1]!jX\!}5Y5�
Y<nuR�S*T�_1`e^>T�fVR>Q1\/d�g5R-d�]!Y :
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• FreeBSD [>TV^ - d�T�U1[>T�U , Y?d�Q5R>_1`>fVj-�e�FY5wFY5g v U1\/d�]!U5j$b5]>j-U1j MAC YFg?\!^>R/U;U1\>f�_1Y5c1g5h)i3Q5R!_1Y1]!Y5b .

•
� ]!R-nuj3b5R/nuQ1`>��]>T�U5j3Q5R/]!U5TV^>j$T�]>d�m3_1Y5a<`�R�S*g1\�nuTV]!b1\ , biba/high, S1_5mF[-d�T�w<d�Y1d�]!TVnuh .

	 \>wX_1R>[/R>wFd�Y1d�]>TVnuT
g5Tyg5j-WZT�g;Q?\!U1\/nuT�]!U multilabel, Q5R-d�b5R>_1`>b1jeQ5RljXnuR!_1c?\!g5Y5��U1\!^/R>]>\>T�]�R!S?Y5g5R/c5g1\!mFnuT�]!b1\ .

• �kReQ5R/d�b5R!_1`/b5jlr�]!R/]�b5R-nuQ5`>�e]!T�U<^>j/S?T�]e[>TV^�d�TVU5[>TVU5R/n , Q1U5R>}5T�d�dz[>T�^ld�T�U1[>T�U?\)S?R>_5WZT�g;^/ht]!`ef�\!Q5j$�<T�gFd
biba/low S1_5mFQ1U5ToS?R/]![>U?\!�FTVg5YXm;f�\!Q5Y1d�Y . ~kR>_1Y5]!Y5b?\ Biba Y<]!R , b1\!b;R/g1\�U?\!^>R/]>\!TV] , ^>j/S?TV]�R/^/d�j-W%S*\>]!`/d�m
Q5R/f�WZT , Q5R>rV]!R/nujkQ5U5T�S?hyS?j$�FY1wFb5R-n7nuT�g5]>\>U5Y5w�do_1R>WZg5R�Y5g1]!T�U5Q1U5T�]!Y1U5R>[-\!]!` ; Q5U1R/d�]>R�Q5U5R!S?R!_1WZ\>w5]!Tsc5]!T�g1Y5T .
'sTVU5[>TVUFnuR!WZT�]eY1d�Q1R!_1`/f�R>[-\!]!`tS?Y1d�b1R>[>htwFU1\!f�S?T�_<dsjXd�]>\>g5R>[>_1T�g1g5R>w;nuTV]!b5R>w biba/low S1_5mF^/R!_1`/aFY5g1d�]![/\ ,
T�do_1Y;g1T�S1_1mF[/d�T�i;d�[/R>YXikR>Q5TVU1\!}1Y5w . � rV]!R/n�Q1U5Y1nuT�U1TsR/]>d�j$]>d�]![>j$��]lnug5R>{VY5T�S*T�]>\!_1Y , ]/\!b5Y5Tsb1\!b<R>{VU1\!g5Y1c5T�g5Y5m
g1\tS*\!g1g5htT , b1R>g v Y5{Vj$U1\!}5Y5mFd�Y1d�]!TVnuh�Y<jXd�]>\>g5R>[/b5Y;Q5R>_1`>fVR>[/\>]!T�_?T�w ; R!S?g1\>b5R , rV]!R�_?Y5aF`eQ5U5ToS*[/\!U1Y5]!T�_?`>g5htw
Q5U1Y1nuT�U .

+zdo_1Y<Y1d�Q1R!_1`/f�j$T�]>d�m3_1��^-\�m;Y5fyQ5R>_1Y5]!Y5b , g5TyQ5R�S1S?T�UXWZY5[-\!�e�FYXi;nuT�]>b5Y , Q1\>U1\>nuTV]!U multilabel g5Ty]!U5TV^>j$T�]/dom .
's�tS*\�[>bX_1�ec1\!�e]>dom<Q5R!_1Y1]!Y5b5Y seeotheruids, portacl Y partition.

�kT�R>^>iXR�S?Y1nuRt]/\!bXWZTyR>]>nuTV]!Y5]!` , c5]>R�Y1d�Q5R!_1`/f�R/[/\!g1Y5T�Q1\>U1\>nuTV]!U1\ multilabel g1\eU1\!f�S?T�_?TzYFjXd�]>\!g5R/[!_1TVg5Y5T
nuR�S?T�_1YF^/T�f�R/Q1\>d�g5R/d�]!Y , R/d�g5R>[-\!g5g1R>w3g1\ v j-g1b5}5Y5R/g1\�_1`/g5R/d�]!Y multilabel, nuR!WZT�]eQ5R>[>_1T�c1`�fV\ed�R>^/R>w
nug5R!WZTVd�]![>R�S?R>Q1R!_1g5Y1]!T�_1`/g5R>w<\=S*nuY5g1Y1d�]!U?\!]!Y5[/g5R>w<U1\!^/R>]!h , Q1R/d�b1R!_1`/b5jk[/d�T�nujl[ v \!wX_?R>[>R/w;d�Y1d�]!TVnuTzS?R>_5WZg5h^>ht]!`eQ5U5Y1d�[>R>TVg5h�nuT�]>b5Y .

� ]>Re[/bX_1��c?\!T�]eb1\!]/\�_1R/{�Y ,
v \>wX_1h , Y3S�\�WZT v \>wX_1hxjXd�]>U5R>w1d�]![ .

'z_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�jXd�]/\!g5R/[>Y5]�Q?\!U1\/nuT�]!U multilabel g1\ v \!wX_?R>[>h)i3d�Y?d�]!T�n7\�i .
� ]!RlnuR!WZT�]e^>ht]!`kd�S?T�_?\!g1R

]!R!_1`/b5R�[eR�S?g1R>Q5R>_1`>fVR>[/\>]!T�_?`/d�b1R/n U1T�WZY1nuT :
# tunefs -l enable /

� ]!R�g5Ty]!U5TV^>j$T�]/dom3S1_1m v \!wX_?R>[>R/w;d�Y1d�]!TVnuh�Q5R�S?b?\!c5b5Y .

, �!�µ�.-���� � � : �*¢V���V���/���*¢t�����
 2 �>������¢����/�¥����5���>�¥��° ���80.�y�����¡��/¢V�?��� �e��� �z��¥��� ��/���o¢7² �/�54 � multilabel ���� �/� ��¢V���/´����62¤�$¢ � . /;�$� � ��/� ���!��³V��¢ ��¡/����������¢2��
)� �X�.2 � . 15.16.

15.4.3. �����������
����� MAC �U"���"!$Y" � �9& $  sysctl

�kT�fV\>[>Y1d�Y1nuR�R/]�fV\>{�U5j$fVb5YFnuR�S*j/_?T�w , d�j$�FTVd�]![>j$TV]�g5TVd�b5R!_?`>b5Rec1\>d�]>T�w MAC, b5R>]>R>U5htTynuR>{�j$]e^>ht]!`eg1\>d�]!U5R>TVg5h�d
Y1d�Q5R>_1`>fVR>[-\!g5Y5T�nPY5g5]!TVU v T�w1dV\ sysctl.

� ]!Y<Q5T�U1TVnuT�g1g5htTsR/Q5Y1dV\!g5hxg5Y5W�TyYF[/R�[/d�T�i;do_?j-c?\�mXi3f�g1\>c5T�g1Y5T 1
R>f�g?\!c1\>T�]�[/bX_1��c1T�g5Y5T , \ 0 — R/]!bX_1�ec5T�g1Y5T :
• security.mac.enforce_fs Q5Rej$nuR>_1c1\>g5Y5� j$d�]>\!g1R>[!_?T�g1\t[ 1 Y<[>bX_1�ec1\!TV]�Q5R>_1Y5]!Y1b5Y MAC g1\ v \!wX_1R/[>h)i
d�Y1d�]!T�n7\�i .

• security.mac.enforce_kld Q5Rlj$nuR>_1c1\>g5Y5� 1 YF[/bX_1�ec1\!TV]t_1Y5g5b1R>[/\>g5Y5TsQ5R!_1Y1]!Y5b MAC [�m$S?U5T ( dVn .
kld(4)).

• security.mac.enforce_network Q5R�jXnuR>_1c1\!g1Y5� 1 YF[>b5_1��c1\>T�]ld�T�]>T�[>htTsQ5R!_?Y5]!Y5b5Y MAC.

• security.mac.enforce_pipe Q5Rlj$nuR>_1c1\>g5Y5� 1 Y;[/bX_1��c?\!T�]eQ5R!_?Y5]!Y5b5Y MAC S1_5mFb1\>g1\�_?R>[ (pipe).

• security.mac.enforce_process Q5R�jXnuR>_1c1\!g1Y5� 1 YF[>b5_1��c1\>T�]eQ5R!_1Y1]!Y5b5Y MAC S1_5mFQ5U1R>}5T�d�d�R/[ ,
Y1d�Q5R!_?`>f�j$�e�FYXi3d�U5T�S*d�]>[/\lnuT�WZQ5U5R/}5TVdVd�g5R/{�R�[/fV\!Y?nuR�S?TVw1d�]![/YXm .

• security.mac.enforce_socket Q5R�jXnuR>_1c1\!g1Y5� 1 YF[/bX_1��c?\!T�]eQ5R!_?Y5]!Y5b5Y MAC g1\�d�R>b5TV]>\�i ( d�n .
d�]!U1\!g1Y5}5j;d�Q1U1\![/R>c5g5Y1b1\ socket(2)).
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• security.mac.enforce_system Q5R�jXnuR>_1c1\!g1Y5� 1 YF[/bX_1��c?\!T�]eQ5R!_?Y5]!Y5b5Y MAC S1_5m3S?TVw1d�]>[>Y5w%d�Y1d�]!TVnuh ,
]>\>b5YXi;b1\>b;j$c5T�] (accounting) YFQ1T�U5TVfV\!{VU5j$f�b1\ .

• security.mac.enforce_vm Q5Rej$nuR>_1c1\>g5Y5� 1 YF[/bX_1�ec1\!TV]�Q5R>_1Y5]!Y5b1Y MAC S1_5m<d�Y1d�]!T�nuh�[/Y5U5]!jX\�_?`>g5R/w
Q1\/n+m5]!Y .

, �!�µ�.-���� � � : �*��£z�$�O03����������!�o� MAC ��V�>�-¢V�o£ �!�¥�V¢¤�)��¢V��¢V�?¢�� ���*¢ sysctl. � � � ��¡/�A³���3��/���o�$��°A�)�+�-¢V��¢V���
security.mac.<policyname>. � �10F����;�V� ���=�����2��¢ 7e��¢���¢V�?¢�� ���M7 MAC, ���V�����
 2¤��´���¢9� �-¢ �/��°z +��° ���/�?� �o�/� :
# sysctl -da | grep mac

� ]!RtS?R>_5WZg5Rl^>ht]!`eY5g5]!TVU5Q5U5TV]!Y5U5R/[/\!g1R�]>\>b , c5]>Re[-d�TzR-d�g5R/[>g5htTzQ5R!_1Y1]!Y5b5Y MAC [>bX_?��c5TVg5h�Q5Rej$nuR>_1c1\>g5Y5� .
+zdo_1Y%nuR�S?j-_1Y<[/d�]!U5R>TVg5hx[�m$S*U5R , d�Y1d�]!TVn7\�^>j/S?T�]efV\>^!_1R/b5Y5U5R/[/\!g?\ , Y%d�b5R/U5T�Ts[/d�T�{�Reg5T)d�nuR!WZTV]ed�[>m5fV\>]!`/d�m3d
_1R>b1\!_1`>g1R>w;d�TV]!`>� YX_1Y%dzY1g5]!T�U1g5T�] , YF] .S . ~kR>rV]!R/nujk[-d�]!U1\>Y5[/\>g5Y5TznuR!S?j-_1T�w<[�m$S?U1Reg5TsU5T�b1R/nuT�gXS?j$T�]>d�m . �kT
Q5R>]!R-nuj , c5]!Rlr�]!RlR>{VU1\!g1Y5c5Y5]�[/R>f�nuR!WZg5R/d�]!`�R/]!bX_1�ec5T�g5Y5m<b5R-n7\!g$S?R/w sysctl, \�Q1R>]!R-nuj , c1]!Re[/bX_1�ec5T�g5Y1T
Q5R!_1Y1]!Y5bF[e[>Y$S*TynuR!S?j-_1T�w;Q1R>f�[/R!_1Y1]�\=S*nuY1g5Y1d�]>U1\!]!R/U5j3Q5TVU5T�bX_?��c1\>]!`eQ1R!_1Y5]>Y5b5Y�d�Y1d�]!TVnuh�^/T�fsg5T�R/^!iXR�S?Y?nuR/d�]>Y
Q5T�U5T�d�^/R>U5b5YFYFQ5TVU5T�jXd�]/\!g5R/[>b5Y3g5R/[>R/wFd�Y1d�]!TVnuh .

15.5.
� E��)GFD<LPJKHeE � L	� 	 � �%J

| \�W%S?htwFnuR!S?j-_1` , [/bX_1�ec5T�g5g1htwF[�Y1g v U1\>d�]!U5j$b5]!j$U5j MAC, nuR!WZT�]e^>ht]!`lYX_1Y<[/d�]>U5R>TVg;[�m$S?U1R , b1\>b
j-Q1R/nuY5g1\!_1R/d�`�[>hta<T , Y5_1YFf�\!{�U1j/WZTVg;[�[/Y$S?T)nuR�S?j-_5m3m$S?U?\ . � TVb5R/nuTVg$S?j$T�]>d�m;S?R/^/\>[!_1TVg5Y5T�Y1nuTVg5Y<nuR!S?j-_5m;[v \!wX_ /boot/loader.conf, r�]!R/]lnuR!S?j-_1`�^/j>S*T�]�\>b5]!Y5[/Y5U5R>[-\!g;[ld�\/nuR/nKg1\>c1\�_1TsfV\>{�U5j$f�b1Y .

� Q1R/do_?ToS?j$���<YXi;U1\>foS?T�_?\�ik^>j/S?j$]�R/^/d�j/W%S*\>]!`/d�m3U1\!f�_1Y5c5g5htTynuR�S?j-_1Y MAC Y;YXi;[/R>f�nuR!WZg5R/d�]!Y .
� TV\�_?Y5fV\>}5YXm

r�]!YXi;[/R>f�nuR!WZg5R/d�]!T�w3[lR>Q1U5ToS?T�_1T�g1g5h)i;d�Y5]!jX\>}5YXmXi;]>\>bXWZTs^/j>S*T�]�R/^/d�j-W%S*\>]!`/d�mk[er�]!R/wF{�_?\![/T . �kT�b1R>]!R/U5htT
nuR�S?j-_1Y;Q1R�S5S?TVUXWZY5[/\>��]eY1d�Q5R>_1`>fVR>[-\!g5Y5TsnuT�]!R/b , b5R/]!R>U5htTyb5R/g5]!U5R>_1Y5U5j$��]�S?R/d�]!j$QFQ5j$]!T�n�Q5U5Y1nuTVg5T�g1YXm<Q5U?\![>Y5_
[>Y$S*\ ” r�]!ReU1\!fVU5T�a<T�g5R , \�rV]!Reg1T�] ”. �3\/d�]!U5R/w5b1\enuT�]!R/b<nuR!WZTV]�b5R/g5]!U5R>_1Y5U5R/[/\!]>`tS?R-d�]!j$Q;b v \!wX_?\/n , d�TV]!T�[/h�n
b5R/n7nuj$g5Y5b?\!}5YXm1n�YF] .S . ��Q5U5ToS*hyS?j$�FTVn�U1\!f�S?T�_1Ts^>h)_1ReQ5R>b?\!fV\>g5R�b1\>b v _?\>{ multilabel nuR!WZTV]�^>ht]>`
j$d�]>\!g1R>[!_?T�g3g1\ v \!wX_?R>[>htTsd�Y1d�]!TVnuh S?_5mF[>b5_1��c5TVg5YXmFb1R>g5]!U1R!_5m3S*R/d�]>j-Q?\�Q5R v \!wX_?\/nKYX_1Y<Q5R�U1\>foS?T�_?\>n .| R>g v Y5{Vj$U1\!}5Y5m3dzR�S?g1R>w<nuTV]!b5R/wFg5TzS?R>Q1j$d�b1\!TV]�Q5U5Y?nuT�g5TVg5Y5Tyg5TVd�b5R!_1`/b5YXi;nuT�]>R>bF[ld�Y1d�]!TVnuT , Q5R/r�]!R-nuj
Q1\!U1\/nuT�]!U tunefs g?\!f�ht[-\!TV]>dom multilabel.

15.5.1.
� � � 	 ��� MAC seeotheruids

(3n+mFnuR�S?j-_5m : mac_seeotheruids.ko

's]!U5R>b?\�[�b1R>g v Y5{Vj$U1\!}5Y1Y3m$S?U1\ : options MAC_SEEOTHERUIDS

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_seeotheruids_load="YES"

��R�S?j-_1` mac_seeotheruids(4) b5R/Q5Y5U5j$T�]eYFU1\/d�a<Y5UXm5T�]�Q5T�U5T�nuT�g5g1htT sysctl security.bsd.see_other_uids
Y security.bsd.see_other_gids. �eg;g5Ty]!U5T�^/j$T�]�jXd�]>\!g5R/[>b5Y<nuT�]!R/bFYFnuR>W�TV]eQ1U5R>fVU1\!c5g1R�U1\!^/R>]>\>]!`ed
S?U5j${�Y1nuY%nuR�S?j-_5m1nuY .

~kR/do_?T�fV\>{�U5j$f�b1Y<nuR�S*j/_1m , S1_5mFj$Q5U?\![!_?T�g5YXm;Y?n�nuR>{Vj-]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5h do_1T�S?j$���<Y5TsQ1T�U5T�nuT�g5g5htT sysctl:
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• security.mac.seeotheruids.enabled [/bX_1�ec5Y5]enuR!S?j-_1`kd�g1\/d�]!U5R/w5b1\/nuYFQ5Rej$nuR>_1c1\>g5Y5� .
� ]!Y

g1\/d�]!U1R>w5b5YFfV\!Q1U5T��%\!��]eQ5R!_?`>f�R/[/\>]!T�_5m1nPQ5U1R/d�nuR/]!UFQ1U5R>}5T�d�d�R>[�Y%d�R>b1T�]!R/[ , Q5U5Y5g?\=S1_1T�W \!�FY5ikS?U5j${�Y1n
Q5R>_1`>fVR>[-\!]!T�_5m1n .

• security.mac.seeotheruids.specificgid_enabled Q5R>fV[>R>_1Y5]�Y1d�bX_1�ec5Y5]!`lR>Q5U1ToS?T�_1T�g5g1htTs{VU5j$Q5Q5h�Y5f
rV]!R>w<Q5R!_1Y1]!Y5b5Y .

* _5m;Y1d�bX_1��c1T�g5YXm%R>Q5U1ToS?T�_1T�g5g1R>w;{VU5j$Q5Q5h , Y1d�Q5R!_1`/f�j$w5]!TsQ5T�U1TVnuT�g1g5j$� sysctl

security.mac.seeotheruids.specificgid=XXX. � Q5U5Y?nuT�U5Ty[>hta<Tzg5TVR>^!iXR!S?Y1nuR�f�\>nuT�g1Y5]!` XXX g1\
c5Y?do_1R/[>R>w ID {VU5j$Q5Q5h .

• security.mac.seeotheruids.primarygroup_enabled Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5mFY?d�bX_1�ec5T�g1YXmFR>Q1U5ToS?T�_1T�g1g5R>w
R-d�g5R/[>g5R/w3{�U5j$Q5Q5hxY1fsrV]!R>w<Q5R!_1Y1]!Y5b5Y . ~kU5YFY?d�Q5R>_1`>fVR>[/\>g5Y5Ykr�]>R>wFQ1T�U5T�nuT�g5g5R/w
security.mac.seeotheruids.specificgid_enabled nuR!WZT�]e^>ht]!`eg5Tyj$d�]>\!g1R>[!_?T�g1\ .

�kT�R>^>iXR�S?Y1nuRtR/]>nuT�]>Y5]!` , c5]!RlQ5R>_1`>fVR>[/\>]!T�_?` root g5Tzm5[>_5m5T�]/dom;Y1d�bX_1��c1T�g5Y5T�n�Y5fyr�]>R>w;Q5R>_1Y5]!Y1b5Y .
� ]>R�R�S*g5R�Y5f

d�\>nuh)i;d�j-�<TVd�]![>TVg5g5h)i3U1\!f�_1Y5c5Y1w<nuT�W%S?j MAC [/T�U1d�Y5T�w<YFR/^>htc5g5h�nuYFQ5T�U5T�nuT�g5g1h�nuY , d�j-�<TVd�]![>j$���<Y1nuYFQ1R
j$nuR>_1c1\>g5Y5� : security.bsd.seeotheruids.

15.6.
� L	� 	 � � MAC bsdextended

(3n+mFnuR�S?j-_5m : mac_bsdextended.ko

's]!U5R>b?\�b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ : options MAC_BSDEXTENDED

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_bsdextended_load="YES"

��R�S?j-_1` mac_bsdextended(4) [>bX_?��c1\>T�]�^/U1\!gXS*n7\!j$r�U v \>wX_1R/[>R>w;d�Y1d�]>TVnuh . ~kR>_1Y5]!Y5b?\�r�]>R>{�RlnuR�S?j-_5mFm5[!_5m5TV]>dom
U1\>d�aFY5U5TVg5Y5T�n�d�]>\>g$S*\!U1]!g5R>w%nuR�S?T�_1YFU?\!f�U1T�aFTVg5Y5w v \>wX_1R/[>R>w;d�Y1d�]>TVnuh , Q1R>f�[/R!_5mXm;\=S�nuY5g5Y1d�]!U1\!]>R>U5j
d�R>f�S*\![-\!]!`tg?\!^>R/U;Q5U1\>[>YX_;S1_5mFf�\!�FY1]!h v \!w5_1R>[ , j$]!Y5_1Y5]lYFb1\>]>\�_1R/{�R/[�Y5T�U?\!UXiXY5Y v \>wX_1R/[>R>w3d�Y1d�]!T�nuh�[ld�]!YX_?T
^>U1\>g$S*n7\!j$rVU1\ .
~kR!_1Y5]>Y5b1\�nuR>WZT�]�^/ht]!`ed�R>f�S*\!g1\ed�Q5R-nuR>�<`>��j$]!Y5_1Y5]!h , ugidfw(8), d�Y5g1]>\!b1d�Y1dsb5R>]!R/U5R>wFQ5R!iXR!Wg1\ed�Y5g1]>\!b1d�Y1d
ipfw(8).

* U5j${VY5TzY5g?d�]!U5jXnuTVg5]!h�nuR/{�j$]�^/ht]!`�g?\!Q5Y1dV\!g5h�dsY1d�Q5R!_1`/f�R/[/\!g1Y5TVn v j$g5b5}5Y1wF^>Y1^!_1Y5R/]!T�b1Y libugidfw(3).

~kU5Y;U1\>^>R>]>Tsdsr�]!Y1n nuR�S?j-_1T�n�g5T�R/^!iXR�S*Y1nuR�d�R/^!_1��S*\!]>`�R/d�R>^/j-��R/d�]>R>U5R>W�g1R/d�]>` ; g5T�b5R/U5U5TVb5]!g5R/TzT�{VR
Y1d�Q5R>_1`>fVR>[-\!g5Y5T�nuR>WZT�]�f�\!^>_1R>b5Y1U5R>[-\!]!`yS?R-d�]!j$Q<bFR>]�S?T�_1`/g5h�n�c1\/d�]�m1n v \!wX_1R/[>R/w;d�Y1d�]!TVnuh .

15.6.1. � �  �$Y"�� &
~kR/do_?T�fV\>{�U5j$f�b1Y<nuR�S*j/_1m mac_bsdextended(4) S1_5mFQ5U1R/d�nuR/]!U1\e]!T�b1j-�<T�w;g?\>d�]>U5R>w5b1YFQ5U1\>[>YX_%nuR!WZT�]l^>ht]!`
Y1d�Q5R>_1`>fVR>[-\!g1\td�_1ToS?j$�e�<\�m;b1R/n7\!gXS*\ :
# ugidfw list
0 slots, 0 rules

| \!b;Y%nuR!WZg5R�^/h)_1R�R>WZY$S*\!]>` , Q5U?\![>Y5_?\tg5TyR>Q5U1ToS?T�_1T�g5h .
� ]>ReR/f�g1\>c1\!TV] , c5]!R�S?R/d�]!j$QFQ5R>_1g5R-d�]!`/��R>]>b5U5ht] . * _1m

d�R>f�S*\!g1YXm;Q5U1\>[>YX_?\ , b5R>]>R>U5R/TzfV\>^!_1R/b5Y5U5j$TV])S?R/d�]!j$Q;[/d�T�i3Q5R>_1`>fVR>[/\>]!T�_1TVw , g5Reg5TsQ1R>[!_?YXm5T�]�g?\ root, Q1U5R/d�]!R
fV\!Q1j$d�]!Y5]!T)do_?ToS?j$���<j$��b5R-n7\!g$S?j :

# ugidfw add subject not uid root new object not uid root mode n
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, �!�µ�.-���� � � : / ��¢����.2��O7 FreeBSD � � 5.3, ���!�����?¢¥�=� add ��¢J�¤�! 7¢2�¤�=�¤��¢¥� . /'�?¢2�¥��� ��¢64 � ��¢ ��¡�7��V� �>� � ���V���� 
 2 �>������

set. � � �!�?¢V���-���	� ��£y¢ .

� ]!R�R/c5T�g5`eQX_1R>iX\!m;Y$S?T�m , Q5R-d�b5R>_1`>b5jl]>\>b5R>TsQ5U1\![/YX_1RefV\!Q1U5T�]!Y1]�Q5R>_1`>f�R/[/\>]!T�_5m1nKY?d�Q5R>_1`>fVR>[/\>]!`yS*\!W�Tyd�\/nuhtT
Q5U5R/d�]!htTzb1R/n7\!gXS?h , ]>\>b5Y5Tsb1\!b ls. ;sR>_1T�TsQ1\!]>U5Y5R>]>Y5c5TVd�b5Y5w%d�Q5Y1d�R>b<Q5U1\![/YX_<nuR>W�TV]�^/ht]!`�]>\>b5Y1n :

# ugidfw set 2 subject uid user1 object uid user2 mode n
# ugidfw set 3 subject uid user1 object gid user2 mode n

� ]!YFb5R-n7\!g$S*hxfV\!Q1U5T�]�m5]l[>T�d�`�YF_1��^/R>wkS*R/d�]>j-Q<Q5R!_?`>f�R/[/\>]!T�_5m user1, [>b5_1��c1\!mFQ5U5R-d�nuR/]!UFQ5R!S?b1\>]>\�_1R/{�R/[ , b
S?R/n7\>aFg5T�nujlb?\!]>\!_1R>{VjlQ1R!_1`/f�R>[-\!]!T�_5m user2.

�ynuT�d�]!R user1 nuR!WZT�]e^>ht]!`lfV\�S*\!g5R not uid user2.
� ]>Re[/bX_1��c1Y5]e]>TsR/{�U1\>g5Y5c5TVg5YXm , R�b1R>]!R/U5h)i3{�R>[/R>U5Y5_1R/d�`[>htaFT , S1_5mF[-d�T�ikQ1R!_1`/f�R>[-\!]!T�_1T�w3b1U5R/nuTyR�S?g1R>{�R .

, �!�µ�.-���� � � : �*�������
 2 �/�¥����¢��10 root �¤��� �.2V�?¢���¢�� ��0 ��¢s��/� ����0X° � .

��\!]!TVU5Y1\!_F[>hta<T7S?R>_5WZT�g3S�\!]!`eR>^>�<j$��Y$S?TV��b?\!b<nuR!S?j-_1` mac_bsdextended(4) nuR>WZT�]�^/ht]!`�Y?d�Q5R>_1`>fVR>[/\>g3[b1\!c5T�d�]![/Tsd�U5ToS*d�]![/\�fV\>�FY5]!h v \!wX_1R/[>R/wkd�Y1d�]>TVnuh . �µ\)S*\!_1`>g5TVw5aFTVw;Y5g v R/U1n7\!}5Y1T�wFR/^>U1\>�<\>w5]!TVd�`tb<d�]!U1\!g1Y5}1\>n
d�Q5U1\>[>R/c5g5Y5b1\ mac_bsdextended(4) Y ugidfw(8).

15.7.
� L	� 	 � � MAC ifoff

(3n+mFnuR�S?j-_5m : mac_ifoff.ko

's]!U5R>b?\�b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ : options MAC_IFOFF

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_ifoff_load="YES"

��R�S?j-_1` mac_ifoff(4) d�j$�FT�d�]![/j-TV]�]!R>_1`>b1RtS1_5m<R>]!bX_?��c5TVg5YXm<d�T�]!TV[>h)i3Y5g5]!TVU v T�w?d�R>[e[�U1\>^>R/]>\!�e�FT�w<d�Y1d�]!TVnuTyY
j>S*T�UXW \!g1YXm;YXi;R>]eR>]!Q1U1\![/b5Y;Q1\>b5T�]!R/[�[/R�[>U1TVn+m;g1\>c1\�_1`/g5R>w3f�\!{VU5j$f�b5Y .

� ]>Reg5Ty]!U5TV^>j$T�]ejXd�]>\>g5R>[>_1T�g5Y5mk[
d�Y1d�]!TVnuTyb1\!b1YXi - _1Y1^>R�nuTV]!R>b , g5T�]eYFfV\>[>Y1d�Y1nuR/d�]!Y;R/]tS?U5j${VYXiFnuR�S?j-_1TVw MAC.

;sR>_1`>a%\�m3c1\/d�]!`ej-Q1U1\![>_1T�g5Y5mFnuR!WZT�]e^>ht]!`e[>htQ5R>_1g5T�g?\�c5TVU5T�fyQ5T�U1TVnuT�g1g5htT sysctl.

• security.mac.ifoff.lo_enabled [>bX_?��c1\>T�] / [>htbX_?��c1\>T�]�[/TVd�`e]!U1\ v Y5bFg1\ loopback (lo(4)) Y5g5]!TVU v T�w?d�T .
• security.mac.ifoff.bpfrecv_enabled [/bX_1�ec1\!TV] / [/htbX_1�ec1\!TV]�[>T�d�`�]>U1\ v Y5b<g1\�Y1g5]!T�U v T�w1d�T Berkeley

Packet Filter (bpf(4)).

• security.mac.ifoff.other_enabled [/bX_1�ec1\!TV] / [/htbX_1�ec1\!TV]�[>T�d�`�]>U1\ v Y5b<g1\�[-d�T�ieS*U5j${�YXi
Y5g1]!T�U v TVw1d�\!i .

��S?g5R�Y1fsg1\>Y5^>R>_1T�Tzc1\>d�]!h)i3Y1d�Q5R>_1`>fVR>[-\!g5Y5w mac_ifoff(4) rV]!Rkd�T�]>T�[>R/wFnuR>g1Y5]!R>U1Y5g5{y[ed�U1ToS?T , {oS?T)d�TV]!T�[/R>w
]!U1\ v Y1b;g5TzS?R!_5WZTVgF^>ht]>`�U1\>f�U5TVaFT�gF[>R�[/U5TVn+m;f�\!{VU5j$f�b5Y .

* U5j-{VR>TsQ5U5ToS?_?\!{�\!TVnuR/T�Q5U5Y?nuT�g5TVg5Y5T)r�]!Reg1\!Q1Y1d�\>g5Y5T
d�b5U5Y1Q5]>\ , Y1d�Q1R!_1`/f�j$���<T�{�R security/aide S1_5m%\![>]>R/n7\!]>Y5c5TVd�b5R>{VR�^!_?R>b5Y5U1R>[/\>g5YXm;d�TV]!T�[/R>{VR�]!U1\ v Y5b1\ , T�do_1Y
^>j/S?j$]�R>^/g1\!U1j/WZTVg5hxg5R>[/htT�YX_1Y<Y5fVnuTVg5T�g1g5htT v \>wX_1hx[lfV\>�FY5�%\!TVnuh)ikb1\>]>\�_1R/{V\!i .
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15.8.
� L	� 	 � � MAC portacl

(3n+mFnuR�S?j-_5m : mac_portacl.ko

's]!U5R>b?\�b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ : MAC_PORTACL
~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_portacl_load="YES"

��R�S?j-_1` mac_portacl(4) Y1d�Q5R>_1`>fVj$T�]>d�meS?_5mFR>{VU1\!g1Y5c5T�g1YXmFQ5U5Y1[!m5f�b1Y (binding) bF_1R>b1\!_1`>g1h�nKQ5R>U5]/\>n TCP Y
UDP, Y1d�Q1R!_1`/f�j-m;U1\!f�_1Y5c5g1htTzQ5TVU5TVnuTVg5g5htT sysctl. ~kRed�j-]>Y mac_portacl(4) S?T�_?\!TV]�[>R/fVnuR>W�g1R>w3Q5U5Y1[!m5f�b1jlb
Q5U5Y5[/YX_1T�{VY5U5R/[/\!g1g5h�nKQ5R>U1]>\>n , ] . T . b<Q5R>U1]>\>n�dsg5R/nuTVU1\>nuY%nuT�g5`/aFT 1024 S1_5mFg5T -root Q5R>_1`>fVR>[/\>]!T�_?T�w .

~kR/do_?T�fV\>{�U5j$f�b1YFr�]>R>]enuR!S?j-_1`�[/bX_1�ec5Y5]�Q1R!_1Y5]>Y5b5j MAC g1\�[/d�T�i;d�R/b5T�]>\!i .
* R/d�]!j$Q5g5h�do_?ToS?j$���<Y5T

Q5T�U5T�nuT�g5g1htT sysctl:

• security.mac.portacl.enabled [>bX_?��c1\>T�] / R>]!b5_1��c1\>T�]eQ5R!_1Y1]!Y5b5j3}5T�_1Y5b5R-n . 2

• security.mac.portacl.port_high j$d�]>\!g1R>[>Y1]�g1\>Y5^>R>_1`>a<Y5w3g5R/nuTVUFQ5R/U5]>\ , S1_5mFb5R/]!R>U1R>{�R mac_portacl(4)
[/bX_1��c?\!T�]efV\>�FY5]!j .

• security.mac.portacl.suser_exempt, TVdo_?YFjXd�]>\>g5R>[>_1T�g?\t[�g5TVg5j-_1T�[/R>Tsf�g1\>c5T�g5Y1T , Y1d�bX_1��c?\!T�]
Q5R>_1`>fVR>[-\!]!T�_5m root Y5fzrV]!R>w<Q5R!_1Y1]!Y5b5Y .

• security.mac.portacl.rules fV\�S*\!TV])S?T�w?d�]![/j-�e�Fj$� Q5R!_1Y1]!Y5b5j mac_portacl: dVn . g5YXWZT .
* T�w1d�]![>j$���%\�m3Q5R>_1Y5]!Y5b?\ mac_portacl, j$b1\!f�\!g5g1\!m3[ security.mac.portacl.rules, rV]!Re]>T�b1d�]!R>[-\�m
d�]!U5R/b1\�[ v R>U1nuT rule[,rule,...] dz]>\!b5Y?n�b5R>_1Y5c5T�d�]![/R/nKQ5U1\>[>YX_ , b5R>]>R>U5R/Tz]!U5TV^>j$T�]/dom .

| \�W%S?R/TzQ5U?\![>Y5_1R
fV\=S�\!T�]/dom;[ v R/U1n7\!]>T : idtype:id:protocol:port. ~3\!U1\/nuT�]!U idtype nuR!WZT�]eQ5U5Y5g1Y1n7\!]!`lf�g?\!c5TVg5YXm uid
YX_1Y gid Y<Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5mFY1g5]!T�U1Q5U5T�]/\!}5Y5Y%Q1\>U1\>nuTV]!U1\ id, [eb1\!c5T�d�]![/T id Q5R>_1`>fVR>[-\!]!T�_5m3YX_1YF{VU5j$Q5Q5h
d�R>R/]![>TV]>d�]>[>T�g1g5R . ~3\>U1\>nuTV]!U protocol Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5m;R/Q5U5ToS*T�_1TVg5YXmFQ5U1Y1nuT�g5Y?nuR/d�]>Y<rV]!R>{VR�Q5U1\>[>YX_*\�b
Q5U5R>]>R>b5R>_1j TCP YX_?Y UDP, R/g<nuR!WZTV]�Q5U5Y1g5Y1n7\!]>`efVg1\!c5TVg5YXm tcp YX_1Y udp. ~kR-do_1T�S?g5Y5wFQ1\!U1\/nuT�]!U , port,
fV\=S�\!T�]�g5R/nuTVUFQ5R/U5]>\ , bFb5R/]!R>U5R-nujkU1\!fVU5T�a%\!T�]/dom;Q5U5Y1[!m5f�b?\�j$b1\!f�\!g5g5R/{�RtQ5R>_1`>fVR>[-\!]!T�_5m3YX_1YF{VU5j$Q5Q5h .

, �!�µ�.-���� � � : � ���V� ����
V�¤� ����¡��/�������!���� ������¢V������¢¥���!�o��¢¥��� 0 ��¢V��;�V��¢¤�?�¥�=��¢�� ��90��?��>� , ���10 ID �����
 2 �/�¥����¢��10 , 49�o�������
� ��/�?¢V���t��/������� � 4 ���s¡>�*��
 ���V�����
 2 �>��� ����������
V� �l³��;� ���>�V�*¢!2�����³�¢�� �60 . � . ¢ . �!�?¢����������
 2��/�¥����¢��/¢V´ , 49�o����� �
��¢�������� �>�y��/�����>����¢y� �G4 ���z¡/�?��
 ���V�����
 2 �/�¥� ��� .

~kR�jXnuR!_1c?\!g5Y5��[ UNIX- Q5R!S?R>^/g5h)i3d�Y1d�]!TVn7\!i;Q5R>U5]>h�dzg5R-nuT�U1\/nuY<nuTVg5T�Tyc5TVn 1024 nuR>{�j$]�^/ht]!`lY1d�Q5R>_1`>fVR>[-\!g5h
]!R!_1`/b5R�Q1U5Y5[>Y5_1T�{VY5U5R>[-\!g5g1h�nuY;Q5U5R/}5TVdVd�\>nuY , ] . T . ]!TVnuY , c5]!RlfV\>Q5j$�FT�g1h�R/] root. ' mac_portacl(4) S1_5m
U1\!fVU5T�a<T�g5YXm;Q1U5Y5[!m5fVb5YFg1T�Q5U5Y1[>YX_1TV{�Y5U1R>[/\>g5g5h)ikQ5U5R/}5TVdVd�R>[�bFQ5R/U5]>\>n dzg5R-nuT�U1\/nuY;g5YXWZT 1024 r�]!Y
d�]>\>g$S*\!U1]!g5htTyR>{�U?\!g5Y5c1T�g5YXm UNIX S?R!_1W�g1h�^>ht]!`eR>]>nuTVg5T�g1h .

� ]!RenuR>WZT�]l^>ht]!`e[>htQ5R>_1g5T�g1R�Q5j$]!TVn jXd�]>\>g5R>[/b5Y
Q5T�U5T�nuT�g5g1h)i sysctl(8) net.inet.ip.portrange.reservedlow Y net.inet.ip.portrange.reservedhigh
[�g5R>_1` .
�e^>U1\>]!Y5]!T�d�`�bFQ5U5Y1nuTVU1\>n g5YXWZTsY5_1YFb%d�]!U1\>g5Y5}5T)d�Q1U1\![/R>c5g5Y1b1\ mac_portacl(4) fV\tS*\�_1`/g5T�w1aFT�wFY5g v R>U?n7\!}5Y5TVw .

15.8.1. � �  �$Y"�� &
'z_1ToS?j$�e�FY5TsQ5U5Y1nuTVU5hxS?R>_5WZg5h�R-d�[>TV]!Y5]!`eR>^-d�j-W%S?T�g5Y1T�[>hta<Tzc5j$]!`e_1j$c5aFT :
# sysctl security.mac.portacl.port_high=1023
# sysctl net.inet.ip.portrange.reservedlow=0 net.inet.ip.portrange.reservedhigh=0
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'sg1\!c1\!_?\�nuh�g?\>d�]>U1\!Y5[-\!T�n mac_portacl(4) S?_5mFU1\>^>R>]>h�d�Red�]>\!gXS*\!U5]>g5h�nuYFQ5U1Y5[>YX_?T�{�Y1U5R>[-\!g5g5h�nuYFQ5R>U5]/\>nuYFY
R>]>nuTVg5h�R>^/htc5g5h)ikR>{VU1\!g5Y1c5T�g5Y1w UNIX g?\�Q5U5Y1[!m5f�b1j .

# sysctl security.mac.portacl.suser_exempt=1

~kR!_1`/f�R>[-\!]!T�_1` root S?R>_5WZT�g;^/ht]!`eY?d�bX_1�ec5T�g<Y5fyr�]!R/w;Q5R!_?Y5]!Y5b5Y , S1_5m<r�]!R/{�R�Q1T�U5T�nuT�g5g1\!m
security.mac.portacl.suser_exempt jXd�]>\>g5R>[>_1T�g1\�[�g5TVg5j-_1T�[/R>TzfVg1\!c1T�g5Y5T . ��R!S?j-_1` mac_portacl(4)
]!T�Q5TVU5`lg1\>d�]!U5R>TVg;g1\�]!ReQ1R>[>T�S?T�g1Y5T UNIX- Q5R!S?R>^/g5h)ild�Y1d�]>TVn�Q1R�jXnuR!_1c?\!g5Y5� .

# sysctl security.mac.portacl.rules=uid:80:tcp:80

� \!fVU5T�a%\!T�]�Q5R!_1`/f�R/[/\!]>T�_1��d UID 80 ( R>^>htc1g5R�r�]>ReQ5R>_1`>fVR>[-\!]!T�_1` www) Q5U5Y5[>m5f�b5jkb<Q5R>U5]>j 80. qyT�Q1T�U5`
Q5R!_1`/f�R/[/\!]>T�_1` www dVnuR!WZT�]efV\!Q1j$d�]!Y5]!`l[>TV^ed�T�U5[/T�UkS*\!WZTz^>TVfzQ5U1Y5[>YX_?T�{�Y1Y root.

# sysctl security.mac.portacl.rules=uid:1001:tcp:110,uid:1001:tcp:995

� \!fVU5T�a<Y5]�Q5R>_1`>fVR>[-\!]!T�_1��d UID 1001 Q5U5Y1[!m5f�b1jlb TCP Q5R/U5]>\>n 110 (”pop3”) Y 995 ( ”pop3s”).
� ]>ReQ5R/f�[/R!_1Y5]S*\!g5g1R/nujkQ5R!_?`>f�R/[/\>]!T�_1��fV\!Q1j$d�]!Y5]!`kd�TVU5[>TVU , Q5U1Y5g5Y1n7\>���FY1w<d�R/ToS?Y1g5T�g5Y5mFg1\�Q5R/U5]>\!i 110 Y 995.

15.9. � L ��I%G<IKH<I MAC, I ���FL � ��O
	�� �	I
� � �eG<HFI
��d�_1ToS*j-�e�FYXi;g1TVd�b1R!_1`/b5YXi3U1\!f�S?T�_*\�ik^>j/S?j$]�R/^/d�j-W%S*\>]!`/d�mkQ1R!_1Y5]>Y5b5Y MAC, Y1d�Q1R!_1`/f�j$���<Y5TsnuTV]!b5Y .

' r�]!R/{�RenuR-nuT�g5]/\�R/^/d�j-W%S?TVg5Y5Tz^/j/S?T�]ld v R>b1j$d�Y5U5R/[/\!g1Rtg1\�[/R>fVnuR>WZg5R/d�]�mXi mac_biba(4), mac_lomac(4),
mac_partition(4), Y mac_mls(4).

, �!�µ�.-���� � � : ¯?��� � � � 
s��� �!�*¢�� ����¢ ����¥�=��>´>��� , ��� � ��¢ �����!£ ��� ���V�����
 2 �>������
�� 0 ��¢V����V��¢ � �¥�=�¥¢�� ��l�z��¢�����
����:7
2��o�-�!³V� 7 . �µ¢ � 
 �.2����V£y¢�� ��03� ���/� , ³V���V¡/�����/�¤���?¢������!��/�¥����
 ����>�o�62�����
J�����������!����� , �����!�¤£)¢���� �!�*¢����p��¢������.2��!±���� ���¢2�¤���>��>��� � ��0 .

* _5m;Q5U1\>[>YX_1`/g5R>wFU1\!^/R>]!h r�]>YXi;Q5R!_?Y5]!Y5b%g5T�R/^!iXR�S*Y1nuR�[>htQ1R!_1g5Y1]!`�g5TVb5R>]>R>U5htTsQ5U5Y5{VR>]!R/[!_1TVg5YXm .

15.9.1. � �  ��1�!�#� � �
" �  �� �  !���T� ��� ��� �����9 �� �U���  ��! �� ��$Y"#�!��� $  
� v \>wX_ login.conf g5T�R/^!iXR�S*Y1nuR�[/g5TVd�]!YFdo_?ToS?j$���<Y5TyY5fVnuTVg5T�g5Y5m :

•
* R>_5WZT�g;^/ht]!`tS?R/^/\>[!_1TVg3bX_?\>dVd insecure, YX_1YFS?U5j${VR>w;Q5R!S?R>^/g5htw;bX_*\>d�d . �3\�_1Y1c5Y5Tzb5_?\>dVd�\ insecure g1T
R/^!m5fV\>]!T�_?`>g5R , R/gFQ5U1Y5[>R!S?Y5]>d�m;foS?T�d�`�[lb1\>c5TVd�]![>TsQ5U5Y1nuTVU1\ ; S?U5j${�Y1Tzb5R/g v Y5{�j$U1\>}5Y5YFnuR/{�j$]�Y?d�Q5R>_1`>fVR>[/\>]!`
S?U1j-{VR>TsY1n+mFbX_?\/d�dV\ .

•
| _?\/d�d insecure S?R>_5WZT�g<Y1d�Q5R>_1`>fVR>[-\!]!`tQ5U1Y5[>T�S?T�g5g1htTzg5YXWZT)g1\/d�]!U5R/w5b5Y;Y<R>Q5U1ToS?T�_1T�g5Y5m . �kT�b5R/]!R>U1htTzY5f
g5Y5iFnuR>{�j$]�^/ht]!`lY5fVnuTVg5T�g5h , g5Rld�]!U5R/b1\ , R/Q5U5ToS*T�_5m5�e�<\�mFnuTV]!b5j3Q5RljXnuR!_1c?\!g5Y5� , g5TVR>^!iXR!S?Y1n7\tY;S?R!_5WZg1\
^/ht]!`�R-d�]>\>[!_1TVg1\ .
insecure:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/local/bin:\
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:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5,biba/low:

~kTVU5ToS<]>TVn , b?\!bFQ1T�U5TVbX_1��c?\!]!`lQ5R!_?`>f�R/[/\>]!T�_1TVw3g1\�g1R>[>htwFbX_?\>dVd , g5TVR>^>i$R!S?Y1nuR�f�\!Q5jXd�]!Y5]!`lb5R/n7\>g$S?j
cap_mkdb(1) g1\ login.conf(5).

~kR>_1`>fVR>[/\>]!T�_?� root ]>\!bXWZTyg5T�R/^!iXR�S*Y1nuR�Q5U5Y?d�[>R/Y5]!`lbX_?\/d�d ; Y5g1\>c5T , Q1R>c5]!YF_1��^/R>w;b1R/n7\!gXS?T , [>htQ5R>_1gXm5TVnuR/w
R/] root, Q5R>]>U5T�^/j-TV]>dom<Y1d�Q5R>_1`>fVR>[-\!g5Y5T setpmac.

•
� ^>ToS*Y5]!TVd�` , c1]!Re[-d�TsU1\!f�S?T�_1h , g?\�b5R/]!R>U5h)i;^/j/S?j$]�jXd�]>\>g5R>[>_1T�g5h�nuTV]!b5Y MAC, Q5R!S5S?TVUXWZY5[/\>��]�Q1\>U1\>nuTV]!U
multilabel. �3\>nKg5TVR>^>i$R!S?Y1nuR�doS?T�_*\!]!`er�]!R , Q5R-d�b5R>_1`>b5jknug5R/{�Y5TyY5fzQ1U5Y1nuT�U1R>[lfoS?T�d�`ed�R�S?TVUXW \!]�U?\!f�_?Y5c5g5htT
nuTV]!b5YF[l}5T�_5mXi3]!TVd�]!Y5U5R/[/\!g1YXm . ~kU5R-d�nuR/]!U5Y5]!Ts[>ht[/R�S<b5R-n7\!g$S*h mount [eb1\!c1TVd�]>[>Tzg1T�R>^>iXR�S?Y1nuR/w
Q5U1ToS?R-d�]!R/U5R!WZg5R-d�]!Y .

• ~kTVU5T�bX_?��c5Y5]>Ts[-d�T�i3Q5R>_1`>fVR>[-\!]!T�_1T�w , b1R>]!R/U5htTz^/j>S*j-]�Y1d�Q5R>_1`>fVR>[-\!]!`�g5R/[>htTznuT�i5\!g5Y5f�nuh�^>TVf�R/Q1\>d�g5R/d�]!Y , g1\
rV]!R>]ebX_?\>dVd . (kg v R>U1n7\>}5YXm;Q5Rer�]!R/wFQ5U5R/}5ToS*j-U1Tzg1\!i$R!S?Y5]>d�m;[ pw(8) YX_1Y vipw(8).

15.10.
� L
� 	 � � MAC partition

(3n+mFnuR�S?j-_5m : mac_partition.ko

's]!U5R>b?\�g1\/d�]!U5R/w5b5YFm$S?U1\ : options MAC_PARTITION

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_partition_load="YES"

~kR!_1Y5]>Y5b1\ mac_partition(4) U?\>d�Q1U5ToS?T�_5m5T�]eQ5U5R/}5TVdVd�hxQ5R ” U1\>foS?T�_?\>n ” g?\�R/d�g5R>[/TzYXi MAC nuTV]!R>b .
� ]!RlnuR!WZT�]

^>ht]!`eQ5U5ToS�d�]>\>[!_1TVg5R�b1\>b;R/d�R>^/htw;]!Y5Q jail(8), iXR>]!m;]>\!b5R/Tsd�U1\![/g5T�g5Y1TzToS*[/\t_?YFQ5R!S1iXR�S?Y5] .� ]!R>]lnuR�S?j-_1`�S?R!_5WZTVgF^>ht]>`tS?R/^/\![>_1T�g3[ loader.conf(5), c5]!R/^>hxQ5R>_1Y5]!Y5b?\�^/h)_?\�f�\!{�U1j/WZTVg1\tYF[/bX_1�ec5T�g1\�Q5U5Y
fV\!{VU5j$f�b5Tyd�Y1d�]!TVnuh .

;sR>_1`>a%\�m3c1\/d�]!`eg1\>d�]!U5R>w1b5YFrV]!R>w;Q1R!_1Y5]>Y5b5Y%[>htQ5R>_1gXm5T�]/domFdsQ5R/nuR/�F`>��j$]!YX_1Y5]>h setpmac(8), b1R>]!R/U1\�m;^/j>S*T�]
R>Q5Y1dV\!g1\�g5YXWZT . * _5mkS*\!g1g5R>w<Q5R!_1Y1]!Y5b5Y<Y1nuT�TV]>domF]/\!bXWZT)do_1T�S?j$���<\!m;Q5T�U1TVnuT�g5g?\�m sysctl:

• security.mac.partition.enabled [>bX_1�ec5Y5] MAC U1\!f�S?T�_1TVg5Y5TsQ5U5R>}1TVd�d�R>[ .
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| R>{oS�\tr�]>\eQ5R>_1Y5]!Y5b?\�[/bX_1��c1T�g1\ , Q5R!_?`>f�R/[/\>]!T�_5m1nPU1\>f�U5TVaFTVg5R�Q5U5R-d�n7\>]!U5Y5[-\!]!`�]>R!_1`/b5Red�R>^/d�]![>TVg5g5htT
Q5U5R>}1TVd�d�h , g5Reg5TsU?\!f�U1T�aFTVg5R�Q5R>_1`>fVR>[-\!]!`-dom3R>Q5U1ToS?T�_1T�g5g1h�nuYFj$]!YX_1Y1]>\>nuY . �3\!Q5U5Y?nuT�U , Q5R!_1`/f�R/[/\!]>T�_1��Y1f
bX_?\>dVd�\ insecure [/htaFTzg1Ts^/j>S*T�]�U1\>f�U5TVaFTVg5R�Y1d�Q5R!_?`>f�R/[/\>g5Y5T7b5R-n7\!g$S?h top, \�]>\>bXWZTynug1R>{�Y5ieS*U5j${�YXi
b5R/n7\>g$S , b5R/]!R>U1htT7S?R>_5WZg5h�Q5R/U5R!W%S*\>]!`�Q5U1R>}5T�d�d .
* _5m;Q5U5Y1d�[>R/T�g5YXm;j$]!Y5_1Y5]>\/n nuT�]>R>b partition Y?d�Q5R>_1`>fVj-w1]!Tzj$]!YX_?Y5]!j setpmac:

# setpmac partition/13 top

| R/n7\!gXS*\ top ^>j/S?TV]tS?R/^/\>[!_1TVg1\)b<nuTV]!b5T , jXd�]>\>g5R>[>_1T�g5g1R>wlS1_5m<Q5R!_1`/f�R/[/\!]>T�_1TVw3bX_?\>dVd�\ insecure. �e^>U1\>]!Y5]!T
[>g5Y1n7\>g5Y5T , c5]!Rl[/d�TzQ5U5R/}5TVdVd�h , Q5R/U5R!W%S?TVg5g5htTsQ5R!_1`/f�R/[/\!]>T�_5m1nuY3bX_*\>d�dV\ insecure, R-d�]>\>g5j$]>dom<dsnuT�]!b1R>w
partition/13.

15.10.1. � �  �$Y"�� &
'z_1ToS?j$�e�<\�m;b1R/n7\!gXS*\�Q5R/b1\�WZTV]�[/\>aFj3nuT�]!b1j3U1\!f�S?T�_?\�Y<d�Q5Y1d�R/b;Q5U5R/}5TVdVd�R/[ :
# ps Zax

'z_1ToS?j$�e�FT�wFb5R/n7\>g$S?R>w%nuR!WZg5ReQ5U5R/dVnuR>]!U1T�]!`knuT�]!b1j3U1\!f�S?T�_?\�Q5U5R/}5TVdVd�R>[tS?U5j${�YXi;Q1R!_1`/f�R>[-\!]!T�_1T�w3YFYXi
fV\!Q1j-�<T�g5g1htTzQ5U5R/}5TVdVd�h :

# ps -ZU trhodes

, �!�µ�.-���� � � : � ����
 2��/�¥����¢������ �G4 ���e� �G4 �����������-¢¥��
y����>±=¢��2�V� root, ¢2����� ��¢�2��54 �o�o£y¢����t����������!�o�
mac_seeotheruids(4).

* T�w1d�]![>Y5]>T�_1`/g5R ” Q5U5R!S?[>Y1g5j$]>\�m ” U5T�\�_1Y1fV\!}1YXmkS?R!_1W�g?\�R>]>bX_1��c?\!]!`l[/d�Tsd�TVU5[>Y?d�hxc5TVU5T�f /etc/rc.conf YfV\!Q1j$d�b1\!]>`�YXi;c5TVU5T�f)d�b5U1Y5Q5] , b5R>]!R/U5htwFjXd�]>\!g5R/[>Y5]�Q5U1\![/YX_1`/g5htw;g1\>^>R>U;nuTV]!R>b .

, �!�µ�.-���� � � : ���/¢¤�>��°z ��V¢)����������>������V�>�$¢V�o£ �!����°A�)±=¢ ���>³��;� �-¢�� ����¢+��¥��� ��/��� �e�V�?¢2�¤���t�=��¢87��*¢¤���/�)��y��� ���1³V� � �!° .¯?��� �/��±���� , ��� �5°�³V��0 �O7 �G49��� � �>³V¢�� ��0 , �/� ���V�A�¥�!°A��� 0e¡ ���-¢¥¢y��V�1���¡���e�I�¥�=��� � �!±=� 7/�V�����!���/³�� �!�o�t� �V�>���/¢V´ .

15.11.
� L
� 	 � � � �;L � LW	<DFL�� � ����LKJ�N
�eO�L �FE����;L �)G%I MAC (MLS)

(3n+mFnuR�S?j-_5m : mac_mls.ko

's]!U5R>b?\�b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ : options MAC_MLS

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_mls_load="YES"

~kR!_1Y5]>Y5b1\ mac_mls(4) b5R/g5]!U5R>_1Y5U5j$TV]�[>f�\!Y1nuR!S?T�w?d�]![/Y5Tsd�j-^ �µT�b1]!R>[�Y<R>^ �µT�b5]>R>[�d�Y1d�]!T�nuh�Q5j$]!T�n�Q5U5Y?nuT�g5TVg5YXm
d�]!U5R/{�R/w;Q5R!_?Y5]!Y5b5Y<bFQ5R/]!R>b1j3Y5g v R>U?n7\!}5Y5Y .

��d�U5ToS*T MLS, S?_5mFb1\!W<S*R>{�Rld�j$^��AT�b5]>\�YX_1YFR/^��µTVb5]>\�[>g5j$]!U5Y<R>]=S*T�_?\ (compartment) j$d�]>\!g?\![!_?Y5[/\>T�]>d�m
” j$U5R/[>TVg5`)S?R/Q5jXd�b1\ ”. ~kR-d�b5R>_1`>b1jeb5R>_1Y5c5T�d�]![/R�j$U5R/[>g5TVwkS?R>Q1j$d�b1\�nuR>WZT�]�Q1U5T�[/hta<\!]>`�aFT�d�]!`l]!h�dom5c , S1_5m
_1��^/R>{�Red�Y1d�]!TVnug5R/{�Rk\=S*nuY1g5Y1d�]>U1\!]!R/U1\�f�\=S*\>c1\�g?\>d�]>U5R>w5b1Y;b1\�W%S?R/{�Rld�j$^��µTVb5]>\�YX_1YFR/^��µTVb5]>\�nuR>WZT�]�^/ht]!`
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do_1Y5a<b5R/n�d�_1R!WZg5R/w .
| d�c1\>d�]!`>� , d�j$�FT�d�]![/j$��] ” Q5R-d�]!R>m5g5g5htT ” nuT�]!b5Y , b5R/]!R>U5htTsj-W�Ty[>b5_1��c5TVg5h�[er�]!j

Q5R!_1Y1]!Y5b5j .� ]!Y<nuTV]!b5Y mls/low, mls/equal Y mls/high. ~kR/d�b1R!_1`/b5jerV]!Y<nuTV]!b5Y%Q5R�S*U5R>^/g5R�R>Q1Y1d�ht[-\!��]/dom;[
d�Q5U1\>[>R/c5g5Y5b5T , foS?T�d�`lnuh S*\=S*Y1n�]!R>_1`>b5Reb5U1\>]!b5R>TyR>Q1Y1d�\>g5Y5T :
• ��TV]!b1\ mls/low d�R�S?TVUXWZY5]enuY1g5Y1n7\�_?`>g5j$� g1\>d�]!U5R>w1b5j , c5]!RlQ5R>fV[>R>_5m5T�])S*R/nuY5g5Y1U5R>[-\!g5Y5Tsg1\=S%g5T�w<[/d�T�i
S?U1j-{VYXi3R>^ �µT�b5]>R>[ . �)d�T , c5]!RlQ5R-nuT�c5TVg5Red mls/low, g1\�iXR!S?Y5]>d�mFg1\�g1Y5f�b5R-n�j$U5R>[/g5TuS?R-d�]!j$Q1\eYkS?R-d�]!j$Q<bF^>R>_1T�T
[/h�d�R>b1Y1nKj$U5R>[/gXm1nK^>j/S?TV]�fV\>Q5U5TV�FT�g .

| U5R/nuTy]!R>{VR , rV]>\�nuTV]!b1\eQ5U5ToS*R>]![/U1\!]!Y1]�fV\>Q5Y1d�`�YX_1Y<Q5T�U1ToS*\>c5j
Y5g v R>U1n7\>}5Y5Y;R/^��µTVb5]>\>n�ds^>R>_1T�Tz[>h�d�R/b5Y1nKj$U5R/[>g5T�npS?R/d�]!j$Q1\ .

• ��TV]!b1\ mls/equal S*R!_5WZg1\�^>ht]!`eQ5R/nuTV�FT�g?\�g1\eR>^ �µT�b5]>h , m5[>_5m5���<Y5TVd�mFY1d�bX_1��c1T�g5Y5T�n�Y5fyQ5R!_?Y5]!Y5b5Y .

• ��TV]!b1\ mls/high rV]!Rlg1\!Y5^/R!_1`/aFY5w3[/R>f�nuR!WZg5htw;j$U5R/[>T�g1`)S?R/d�]!j$Q1\ . �e^��µTVb5]!h�d�rV]!R>w%nuT�]!b1R>wF^/j/S?j$]
S?R-nuY5g5Y5U1R>[/\>]!`�g1\�S%[-d�TVnuY3S?U5j${�Y1nuY%R>^ �µT�b1]>\>nuYFd�Y1d�]>TVnuh ; R�S?g?\!b5R , j$]!TVc5b1\eY5g v R/U1n7\!}5Y1Y;R>]eg5YXi;b
R/^��µTVb5]>\>nK^/R!_1TVT�g5Y5fVb5R>{VR�bX_*\>d�dV\�g5TV[>R/fVnuR!WZg1\ .

MLS Q5U5T�S*d�]>\>[!_5m5TV]ed�R>^>R/w :

• (kTVU1\!UXiXY5c1TVd�b1Y5Tzj$U5R/[>g5Y;^/T�fVR>Q1\/d�g5R-d�]!Y;dzg1\!^/R>U5R-nKg5TzY5TVU1\!U5i$Y1c5TVd�b5YXi;b1\>]!T�{VR>U5Y5w ;

•
	 Y5b1d�Y5U5R/[/\!g1g5htTzQ5U?\![>Y5_?\ : g5T�]lc5]!TVg5YXm<d�[>T�U5i$j , g5TV]�f�\!Q5Y1d�Y;[>g1Y5f ( d�j$^ �µT�b5]�nuR>WZT�]lY1nuT�]!`�S?R-d�]!j$Q;g1\ec5]!TVg5Y5T
R/^��µTVb5]!R>[ed�R>^-d�]![/T�g5g1R>{�Rtj$U5R/[>gXm;Y5_1YFg5Y5W�T , g5Reg5Ty[>htaFT . 
�g1\!_1R>{VY5c5g5R , d�j$^��AT�b5]lnuR!WZT�]eY1nuT�]!`�S?R-d�]!j$QFg?\
f�\!Q5Y1d�`�[eR>^��AT�b5]!h�d�[>R/T�{�R�j-U1R>[>g5mkY5_1YF[/htaFT , g5Reg1Tzg1\>R>^>R/U5R>] .);

• 'sTVb5U5T�]>g5R/d�]!` ( Q5U5T�S?R>]![/U1\!�<T�g5Y1Tzg5T�\![>]>R>U5Y5fVR>[-\!g5g5R/{�RtU1\/d�b5U1ht]!YXm3S*\>g5g5h)i );

• �ld�g5R>[-\yS1_5mFU?\!f�U?\!^>R/]!b5Y;d�Y1d�]!T�n , R!S?g5R>[/U5TVnuTVg5g5ReU1\!^/R>]>\>���FY5ikd�S*\!g1g5h�nuYFg1\�g5TVd�b5R!_1`/b5YXi3j$U5R>[/gXmXi
d�T�b5U5TV]!g5R-d�]!Y ( ^/T�fzj$]!TVc5b5Y<Y5g v R>U?n7\!}5Y5Y ).

* _5m;g1\>d�]!U5R/w5b5Y<d�Q5T�}1Y1\�_1`/g5h)i;d�TVU5[>Y1d�R>[�Y<Y5g5]!TVU v T�w?d�R>[�S?R/d�]!j$Q5g5h�d�_1ToS?j$�e�FY5TyQ5T�U1TVnuT�g1g5htT sysctl:

• security.mac.mls.enabled Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5mF[/bX_1�ec5T�g5Y5m / R/]!bX_1�ec5T�g5Y5m<Q5R>_1Y5]!Y5b1Y MLS.

• security.mac.mls.ptys_equal Q5R/nuTV]!Y5]l[/d�TzjXd�]!U1R>w1d�]![/\ pty(4) b?\!b mls/equal [/R�[/U5TVn+mFd�R>foS�\!g5YXm .

• security.mac.mls.revocation_enabled Y?d�Q5R>_1`>fVj-TV]>domkS?_5mFfV\>Q5U5TV]>\)S?R-d�]!j$Q1\�bFR/^��µTVb5]>\>nKQ1R/do_?Tz]!R/{�R ,
b1\>b;YXiFnuTV]!b1\eY5fVnuTVg5Y5]>d�m<[enuTVg5`>a<j$��d�]>R>U5R/g5j .

• security.mac.mls.max_compartments Y?d�Q5R>_1`>fVj-TV]>domkS?_5mFjXd�]>\>g5R>[/b5YFn7\>b1d�Y1n7\!_1`>g1R>{�R�b5R!_1Y1c5TVd�]![/\
j$U5R/[>g5TVw;R>]=S*T�_1R/[�g1\eR>^��AT�b5]!h ; R>^/htc5g5R�rV]!Rkn7\!b1d�Y1n7\�_1`/g5R>Tsb5R!_?Y5c5TVd�]![>ReR>]=S*T�_1R/[ , U1\!fVU5T�a<T�g5g1h)ik[ld�Y1d�]!TVnuT .

* _5m;j$Q5U1\![>_1T�g1YXmFnuT�]!b?\>nuY MLS d�j$�FT�d�]![/j$T�]�b5R-n7\!g$S�\ setfmac(8).
* _5m;Q5U5Y?d�[>R/T�g5Y5mFnuT�]!b5Y%R>^ �µT�b1]!j ,

[>htQ5R>_1g5Y5]!Tydo_1T�S?j$���<j-� b5R-n7\!g$S?j :

# setfmac mls/5 test

* _5m;Q5R!_?j-c1T�g5YXm%nuT�]!b5Y MLS
v \>wX_?\ test, [/htQ5R!_1g1Y5]!T)do_1T�S?j$���Fj$��b5R/n7\>g$S?j :

# getfmac test

�shta<TzQ5U1ToS*d�]>\![>_1T�g;b1U1\!]!b1Y5w<R/^>fVR>U3[>R/fVnuR>W�g1R/d�]>T�w;Q5R>_1Y5]!Y1b5Y MLS. 'sj$�<TVd�]>[>j$T�]lnuT�]!R!S , d�[!m5fV\>g5g5htw;d
d�R>f�S*\!g1Y5TVnKR-d�g5R/[>g5R/{�R v \!w5_?\�Q5R>_1Y5]!Y1b5YF[eb1\!]>\!_1R>{VT /etc, {�S?Ts^/j/S?T�]�R/Q5U5T�S?T�_1TVg1\�g1T�R>^>iXR�S?Y1n7\!mlS1_5m
Q5R!_1Y1]!Y5b5Y MLS Y5g v R/U1n7\!}1YXm , b5R>]>R>U1\!m;^>j/S?T�]�Q5T�U5T�S*\!g?\�b5R-n7\!g$S?T setfmac.

� ]!R/]enuT�]>R�S%^/j/S?T�]eR>Q5Y1dV\!g;Q1R/do_?T
U1\>dVd�nuR>]>U5T�g5Y5m;[/d�T�i3Q5R!_1Y1]!Y5b .
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(k]!R>{VY : R/^��µTVb5]�dsg5Y5fVb5Y1n�j$U5R/[>g5T�npS?R/d�]!j$Q1\�g5T)nuR!WZTV]�Q5U5R/c5TVd�]!`�S*\!g5g1htTzR>^ �µT�b1]>\�dz[>h�d�R/b5Y1nKj$U5R/[>g5T�n
S?R/d�]!j$Q1\ . ;)\>f�R>[-\�mkQ5R!_?Y5]!Y5b1\�S?R>_5WZg1\�jXd�]/\!g1\>[!_1Y5[-\!]!` mls/high g1\e[/d�TVn , c1]!Reg1T7S?R>_5WZg5Re^/ht]!`�Q1U5R>c5Y1]>\!g5R ,
S*\�WZTzT�do_1Y<]!j/S*\eg5T�R/^!iXR�S?Y?nuR�fV\>Q5Y1d�ht[-\!]!` . �3\�[-d�TVn , b1j>S�\�g5T�_1`>f�m;Q5Y1d�\>]!` , S?R!_5WZg1\e^>ht]>`�jXd�]>\>g5R>[>_1T�g?\�nuT�]!b?\
mls/low, S�\�WZTsT�do_1YFr�]!Rlg5T�R/^!iXR�S*Y1nuR�c5Y5]/\!]!` . �3\!b5R/g5T�} , g1\�[-d�TVn�R/d�]/\�_1`/g5R/nKjXd�]/\!g5R/[>Y5]!T mls/equal. �)d�T
Q5R!_1`/f�R/[/\!]>T�_1Y , Q1R/nuT�c1T�g5g5htTsb1\!b insecure, S?R!_5WZg5h�Y1nuT�]!`knuT�]>b5j mls/low.

15.12.
� L
� 	 � � MAC Biba

(3n+mFnuR�S?j-_5m : mac_biba.ko

's]!U5R>b?\�b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ : options MAC_BIBA

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_biba_load="YES"

��R�S?j-_1` mac_biba(4) fV\>{�U5j-W \!TV] MAC Q5R>_1Y5]!Y5b1j Biba.
� ]>\eQ5R!_?Y5]!Y5b1\eU1\>^>R>]/\!T�]t[lR/d�g5R>[/g5R/nP]>\>b;WZT , b?\!bFY

MLS, fV\�Y1d�bX_?��c5TVg5Y5TVn ]!R>{VR , c1]!ReQ1U1\![/YX_?\tQ5R/]!R>b?\�Y5g v R/U1n7\!}1Y5YFY5f�nuT�g5TVg5h�g1\�Q5U5R/]!Y5[>R/Q5R!_?R!WZg5htT . �eg5Y
Q5U5ToS*g1\!fVg1\!c5TVg5h�S1_5m<Q5U5ToS*R>]![/U1\!�<T�g5YXm;Q1T�U5T�S*\!c5YFQ5R>]!R/b1\�d�T�b5U1T�]!g5R/wFY5g v R>U1n7\>}5Y5YF[/[>TVUXi , [e]!Rl[>U5T�n+mFb1\!b
Q5R!_1Y1]!Y5b1\ MLS Q5U5T�S?R>]>[>U1\>�<\!TV]�Q5TVU5ToS*\>c5jkQ5R>]>R>b1\ed�T�b1U5T�]!g1R>wFY1g v R>U1n7\>}5Y5Y;[/g5Y5f ; ]/\!b5Y1n�R>^>U?\!f�R-n , ^>R!_?`>a<\!m
c1\>d�]!`�rV]!R>{VR�U1\>foS?T�_?\�Q5U1Y1nuT�g5Y?n7\�b<R>^>TVY1nKQ5R>_1Y5]!Y5b?\>n .

��d�U5ToS*T Biba, b?\�W%S?R/nuj;d�j$^��µTVb5]!jkYX_1Y<R>^��AT�b5]!jlQ5U5Y?d�[/\>Y5[/\>T�]>d�mFnuT�]!b?\ ” }1T�_1R-d�]!g5R-d�]!Y ”.
� ]!Y%nuTV]!b5Y%d�R/d�]!R!m5]

Y5fsY1T�U1\>UXiXY5c5TVd�b5YXi3j$U5R>[/g5T�wFY;g5T - Y5TVU1\!UXiXY5c1TVd�b1YXi3b5R/nuQ5R/g5T�g1]!R>[ . ~kU5YF[/R>f�U?\>d�]/\!g5Y5Y3j$U5R/[>gXm;R/^��µTVb5]>\tY5_1Y
d�j$^��µTVb5]>\trV]!RlQ5R>[/hta<\!TV]�T�{VR�}5T�_1R/d�]!g5R-d�]!` .
~kR�S5S?TVUXWZY5[/\>TVnuhtTznuTV]!b5Y biba/low, biba/equal, Y biba/high; R/Q5Y1dV\!g5hxg5Y5W�T :
• ��TV]!b1\ biba/low R/^>T�d�Q5TVc5Y5[/\>T�]tg1\>Y1nuT�g1`>aFj$��}5T�_1R-d�]!g1R/d�]>`eR/^��µTVb5]>\tYX_?Y<d�j$^ �µT�b5]/\ . � d�]>\>g5R>[/b1\tT�Tyg1\
R/^��µTVb5]�YX_1Y%d�j$^��AT�b5]�f�\!^>_1R>b5Y1U5j$T�]�YXikS*R/d�]>j-QFbFR>^ �µT�b1]>\>nKYX_?Y<d�j$^ �µT�b5]/\>n , Y1nuTV���FY?n�^>R>_1T�Ts[>h�d�R/b5j$�
nuTV]!b5j . qyTVn g5T)nuT�g5TVT , j3g5YXi;R-d�]>\>T�]>d�mkS?R/d�]!j$QFg1\�c5]!TVg5Y5T .

• ��TV]!b1\ biba/equal S*R!_5WZg1\�Q5R/nuTV�<\!]>`/dom;]>R!_1`/b5R�g1\�R>^ �µT�b5]>h , Y1d�bX_?��c1\>���FY1TVdom<Y5fzQ5R>_1Y5]!Y1b5Y .

• ��TV]!b1\ biba/high U?\!f�U1T�aFY1]�fV\>Q5Y1d�`�[eR/^��µTVb5]!h�dz^>R!_?T�Tzg1Y5f�b5R/wFnuT�]>b5R>w , g5Reg1TsU1\>f�U5TVaFY5]�c5]!T�g1Y5T)Y5fzrV]!YXi
R/^��µTVb5]!R>[ . � T�b1R/nuT�gXS?j$T�]>d�mFQ5R/nuTV�<\>]!`�]>\>b5j$� nuTV]!b5j3g1\�R>^ �µT�b5]>h , [!_1YXm5�e�FY5Tyg1\�}5T�_1R-d�]!g1R/d�]>`�[/d�T�w
d�Y1d�]!T�nuh .

Biba Q5U5T�S*d�]>\>[!_5m5TV]ed�R>^>R/w :

• (kTVU1\!UXiXY5c1TVd�b1Y5Tzj$U5R/[>g5Y;}1T�_1R-d�]!g5R-d�]!Y<dzg1\>^>R/U5R/nPg5TyY5T�U?\!UXiXY5c5T�d�b5Y5ikb?\!]!TV{�R>U1Y5w ;

•
	 Y5b1d�Y5U5R/[/\!g1g5htTzQ5U?\![>Y5_?\ : g5T�]lfV\>Q5Y1d�YFg1\![/T�UXi , g5T�]lc5]!TVg5YXm<d�g5Y5fVj ( R/^>U1\>]!g5R MLS). 'sj$^��AT�b5]�nuR>WZT�]�Y?nuT�]!`
S?R-d�]!j$Q;g?\�f�\!Q5Y1d�`�b;R/^��µTVb5]>\/n�d�[>R/T�{VR�j$U5R>[/gXm;YX_1Y<g5YXWZT , g5R�g5Ty[>hta<T . 
�g1\�_1R/{�Y5c1g5R , d�j-^ �µT�b1]enuR!WZTV]�Y1nuTV]!`
S?R-d�]!j$Q;g?\�c5]>T�g5Y5TybFR/^��µTVb5]>\/n�d�[>R/T�{VR�j$U5R>[/gXm;YX_1Y<[>htaFT , g5Rlg5Tzg5YXWZT ;

•
� T�_1R/d�]!g5R/d�]!` ( Q5U5T�S?R>]![/U1\!�<T�g5Y1Tzg5T�\![>]>R>U5Y5fVR>[-\!g5g5R/{�RtY5f�nuT�g5TVg5YXm3S�\!g5g5h)i );

•
� U5R>[/g5Y;}5T�_1R/d�]!g5R/d�]!Y ( [/nuT�d�]!Rej$U5R>[/g5T�wFd�T�b5U1T�]!g5R-d�]!Y MLS).

* _5m;j$Q5U1\![>_1T�g1YXm;Q5R!_?Y5]!Y5b5R/w Biba nuR>{�j$]�^/ht]!`lY1d�Q5R>_1`>fVR>[-\!g5h do_1T�S?j$���<Y5TsQ1T�U5T�nuT�g5g5htT sysctl:

• security.mac.biba.enabled nuR!WZT�]eY1d�Q1R!_1`/f�R>[-\!]!`-domlS1_5m<[>bX_1�ec5T�g1YXm / [/htbX_1�ec5T�g5Y5mFQ5R!_?Y5]!Y5b5Y Biba.

• security.mac.biba.ptys_equal nuR!WZT�]eY1d�Q1R!_1`/f�R>[-\!]!`-domeS1_5mFR/]!bX_1�ec5T�g1YXm<Q5R>_1Y5]!Y1b5Y Biba g1\
jXd�]>U5R>w1d�]![/\!i pty(4).
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• security.mac.biba.revocation_enabled [/bX_1��c1Y5]eR/]>nuT�g1jlS?R/d�]!j$Q1\�b<R>^��AT�b5]>\/n , TVdo_?Y<nuT�]>b1\
Y5f�nuT�g5TVg1\�g?\�^/R!_1TVT�[>h�d�R>b5j$� , c5TVn�j;d�j$^��µTVb5]>\ .

* _5m;[>htQ5R>_1g5TVg5YXm;g1\/d�]!U5R/T�b<Q5R!_1Y1]!Y5b5Y Biba g1\ed�Y1d�]!TVnug5h)i;R/^��µTVb5]>\!i , Q5U1Y1nuT�gXm5�e]>dom%b5R/n7\>g$S?h setfmac Y
getfmac:

# setfmac biba/low test
# getfmac test
test: biba/low

(k]!R>{VY : d�j$^��µTVb5]�dsg5Y5f�b1Y1n�j$U5R>[/g5TVnK}1T�_1R-d�]!g5R-d�]!Y<g5T)nuR!WZT�]eQ5Y1d�\>]!`l[ed�j$^ �µT�b5]edz[/h�d�R>b1Y1nKj$U5R>[/g5TVn
}5T�_1R-d�]!g1R/d�]>Y ; d�j$^��µTVb5]�ds[>h�d�R>b5Y1nKj$U5R/[>g5T�nK}5T�_?R/d�]>g5R/d�]!YFg5TynuR!WZT�]ec5Y5]>\>]!`lY5fyd�j$^��µTVb5]>\�dsg5Y5fVb5Y1n�j$U5R/[>g5T�n
}5T�_1R-d�]!g1R/d�]>Y .

15.13.
� L
� 	 � � MAC LOMAC

(3n+mFnuR�S?j-_5m : mac_lomac.ko

's]!U5R>b?\�b5R/g v Y5{�j$U1\>}5Y5Y3m$S*U1\ : options MAC_LOMAC

~3\!U1\/nuT�]!U;f�\!{VU5j$f�b5Y : mac_lomac_load="YES"

� R/]�_1Y5c1Y5TsR/]�Q5R>_1Y5]!Y1b5Y MAC Biba, Q5R!_?Y5]!Y5b1\ mac_lomac(4) U1\!fVU5T�a%\!TV])S?R/d�]!j$Q;bFR/^��µTVb5]>\/n�dz^/R!_1TVT�g5Y5fVb5Y1n
j-U1R>[>g1TVnK}5T�_1R/d�]!g5R/d�]!YF]>R!_1`/b5R�Q5R-do_1TsjXnuT�g5`/aFT�g1YXm;j$U5R>[/gXm;}5T�_?R/d�]>g5R/d�]!Y , c5]>R>^>hxg1Tsg1\>U5j$a<\>]!`�b1\>b5YXi - _?Y5^>R
Q5U1\![/YX_F}5T�_1R/d�]!g5R-d�]!Y .

MAC [>T�U?d�YXmFQ1R!_1Y5]>Y5b5YF}1T�_1R-d�]!g5R-d�]!Y Low-watermark, c5]!R>^/h�g5TsQ5T�U5T�d�TVb1\!]!`-domFd�Red�]/\!U5R/wFU5T�\�_1Y5f�\!}5Y1T�w
lomac(4), U1\>^>R/]>\!TV]�Q5R>c1]!YF]>\>b;WZT , b1\!b<Y Biba, f�\�Y1d�bX_1��c1T�g5Y5T�n�Y1d�Q5R!_?`>f�R/[/\>g5YXmkQX_?\![-\!�e�FYXi;nuT�]>R>b3S?_5m
Q5R�S5S*T�UXWZb5Y<Q5R>g5Y5W�TVg5YXm<nuTV]!b5Y%d�j$^��µTVb5]>\�c5T�U5TVfsR/]=S?T�_3S1_5mF[-d�Q5R-nuR>{�\!]!T�_1`>g5R/w3{�U1\�S*\!}1Y5Y (auxiliary grade
compartment).

� ]!R/]�[-d�Q5R-nuR>{V\>]!T�_?`>g5htw3R/]=S?T�_%Q5U5Y5g1Y1n7\!TV]e[/Y$S [auxgrade]. ~kU1YF[>b5_1��c5TVg5Y5Y<Q5R!_1Y1]!Y5b5Y
lomac dz[-d�Q5R-nuR>{�\!]!T�_1`>g5R/w3{�U1\�S*\!}1Y5T�wFnuTV]!b1\�S?R!_1W�g?\�[>ht{�_5m$S?TV]!`�Q5U1Y5^!_1Y1f�Y5]!T�_1`>g1Re]>\>b : lomac/10[2], {oS?T
g5R/nuTVU 2 rV]!R�[-d�Q5R-nuR>{�\!]!T�_1`>g1\!m3{�U1\�S*\!}5Y5m .

~kR!_1Y5]>Y5b1\ MAC LOMAC R/d�g5R>[-\!g1\)g1\e]!R/]>\�_1`/g5R>wFQ5R/nuTV]!b5Ty[/d�T�i;d�Y1d�]!TVnug5h)i;R/^��µTVb5]!R/[�nuT�]!b?\>nuY
}5T�_1R-d�]!g1R/d�]>Y , U1\>f�U5TVa<\�mFd�j$^��µTVb5]>\>nKc1Y5]>\!]>`eY5fyR>^ �µT�b1]!R>[�dz^>R>_1T�Tsg5Y5f�b5R/w<d�]!T�Q5TVg5`>� }5T�_1R/d�]!g5R/d�]!Y;Y%d
j$nuTVg5`>a<T�g5Y1TVn�nuT�]>b5Y%d�j$^��µTVb5]>\)S?_5mFQ5U5T�S?R>]>[>U1\>�FT�g1YXm;Q5R/d�_1ToS*j-�e�FTVw;fV\>Q5Y1d�YF[eR/^��µTVb5]!h�d�^/R!_1TVTz[/h�d�R>b1R>w
d�]!TVQ5T�g5`/��}1T�_1R-d�]!g5R-d�]!Y . ~3\!U1\/nuT�]!U [auxgrade] R/^/d�j/W%S*\!_?dom3[/htaFT , ]/\!b5Y1n�R>^>U?\!f�R-nPQ5R!_1Y1]!Y5b1\lnuR!WZT�]e^>ht]!`
^>R!_?T�Tzd�R>[/nuT�d�]!Y?nuR>wFY<]!U5TV^>R>[-\!]!`enuT�g5`/aFT�wFQ5T�U5[/R>g1\>c1\�_?`>g5R/w3g1\>d�]!U5R>w1b5Y , c5T�n Biba.

15.13.1. � �  �$Y"�� &| \!b;Y;S1_5m;Q5R>_1Y5]!Y5b Biba Y MLS, S1_5m<j$d�]>\!g1R>[>b1YFnuT�]!R/bFg1\ld�Y?d�]!T�nug5htTsR/^��µTVb5]!hxY%d�j$^��µTVb5]!h�nuR/{�j$]�^/ht]!`
Y1d�Q5R>_1`>fVR>[-\!g5h�j$]!YX_1Y5]>h setfmac Y setpmac:

# setfmac /usr/home/trhodes lomac/high[low]
# getfmac /usr/home/trhodes lomac/high[low]

�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5T , c5]!Rl[/d�Q5R/nuR/{V\!]>T�_1`/g1\�m3{�U?\=S*\>}5YXm;foS*TVd�` low, r�]>\e[>R/fVnuR>W�g1R/d�]>`�Q5U5T�S?R/d�]>\![>_5m5T�]>d�m
]!R!_1`/b5R�Q1R!_1Y5]>Y5b5R>w MAC LOMAC policy.
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15.14.
�
�lE ��I�O�E�� I � O�E �	I � �	� �;LKJ �kD ��� � � MAC

�kYXWZTVdo_?ToS?j$���%\�mkS?T�nuR>g1d�]!U1\>}5YXmFU5T�\�_1Y1f�j$T�]�f�\!�<Y5�FTVg5g5j$��d�U5ToS?j;dzY1d�Q1R!_1`/f�R>[-\!g5Y1TVnPU1\!f�_1Y5c5g1h)i MAC
nuR�S?j-_1TVwFdsd�R>R/]![>TV]>d�]![/T�g5g1R�g1\/d�]!U5R/T�g5g1h�nuY;Q5R!_?Y5]!Y5b1\/nuY . (3d�Q5R!_?`>f�j$w5]>Tzr�]!R/]�Q5U1Y1nuT�U%]!R!_?`>b5R�S1_5m
]!TVd�]!Y5U5R/[/\!g1YXm , R>gFg5TsQ1U5ToS?g?\!f�g?\!c5TVgkS1_5mFj/S?R/[!_1TV]![>R/U5T�g1YXm;[/d�T�ik]!U5T�^/R>[/\>g5Y5w;b<fV\>�FY5]!T . � T�\�_1Y5f�\!}5Y5mFr�]!Y5i
Q5R!_1Y1]!Y5bF^/T�fsQ5R>g5Y?n7\!g5YXm<Q5U5Y5g5}1Y5Q1\eYXi3U1\!^/R>]!hxg5TVQ5U5Y1nuTVg5Y1n7\l[�U1TV\�_?`>g5h)i3fV\�S*\!c?\�i .

~kT�U5T�S<g1\!c?\�_1R-nKQ5U5R>}1TVd�dV\�g1\/d�]!U1R>w5b5Y , g1\eb1\�W%S?j$� v \>wX_1R/[>j$��d�Y?d�]!TVnujFg5T�R/^!iXR�S?Y?nuR�jXd�]>\>g5R>[/Y5]!`�Q1\>U1\>nuTV]!U
multilabel, b5R/]!R>U1htw;j$Q5R/nuY5g?\�_?d�m;[eg1\>c1\�_?Tzr�]>R>w;{�_?\![/h . �kT�[/htQ5R!_1g1T�g5Y5Tzr�]!R/{�R�]>U5T�^/R>[/\>g5YXm;Q5U1Y5[>T�S?T�]eb
R>aFY1^>b1\/n .

15.14.1. �W� � � ���9 �" insecure � �
���������U����� ���������#" �
�
�3\!c5g5Y1]!TzQ5U1R>}5T�S?j$U5jlS?R>^-\![>_1T�g5Y1TVnKdo_1T�S?j$���<T�{�RebX_?\/d�d�\�Q5R!_?`>f�R/[/\>]!T�_5mkb v \>wX_1j /etc/login.conf:

insecure:\
:copyright=/etc/COPYRIGHT:\
:welcome=/etc/motd:\
:setenv=MAIL=/var/mail/$,BLOCKSIZE=K:\
:path=~/bin:/sbin:/bin:/usr/sbin:/usr/bin:/usr/local/sbin:/usr/local/bin
:manpath=/usr/share/man /usr/local/man:\
:nologin=/usr/sbin/nologin:\
:cputime=1h30m:\
:datasize=8M:\
:vmemoryuse=100M:\
:stacksize=2M:\
:memorylocked=4M:\
:memoryuse=8M:\
:filesize=8M:\
:coredumpsize=8M:\
:openfiles=24:\
:maxproc=32:\
:priority=0:\
:requirehome:\
:passwordtime=91d:\
:umask=022:\
:ignoretime@:\
:label=partition/13,mls/5:

Y3S?R/^/\![>_1T�g1Y5TVnKdo_?ToS?j$���<T�w%d�]!U5R/b5YFb default b5_?\>dVd�jkQ5R!_?`>f�R/[/\>]!T�_5m :

:label=mls/equal,biba/equal,partition/equal:

~kR/do_?T�fV\>[>T�U1aFT�g1YXm;r�]!Y5ikS?T�w1d�]![>Y1w , S1_1mFQ5T�U1TVd�^/R>U5b1Y;^/\>f�h S*\!g1g5h)ikS?R!_5WZg1\�^>ht]!`e[>htQ5R>_1g5TVg1\�d�_1ToS?j$�e�<\�m
b5R/n7\>g$S*\ :
# cap_mkdb /etc/login.conf

470



�A#��! !�
15.

���*"?(1,-�V"?�%�¥#��>(?670;.>�=(1���*��#��3�������%,>B?�
(MAC)

15.14.2.
� � �L��	 ����� � �U"#� ��� � � �$ & $  $Y� � 	 �
� $  

* R>^/\>[>`/]!T7b /boot/loader.conf d�_1ToS*j-�e�FY5Tyd�]!U1R>b5Y , c5]!R/^>hxg5TVR>^!iXR!S?Y1nuhtTsnuR!S?j-_1YF^/h)_1Y;f�\!{�U1j/WZTVg5hxQ5U5Y
d�]>\>U5]!T)d�Y1d�]!TVnuh :

mac_biba_load="YES"
mac_mls_load="YES"
mac_seeotheruids_load="YES"
mac_partition_load="YES"

15.14.3.  ���#���T� ����� ����" � �U����� ���������#" �
"!� � insecure

�yd�TVnKj$c5TV]!g5h�n�f�\!Q5Y?dom1n , b5U1R/nuT root YX_1Y<d�Y1d�]>TVnug5h)i;Q5R>_1`>fVR>[-\!]!T�_1T�w3]!TVQ5T�U1`eQ5R/]!U5TV^>j$T�]>d�m;Q5U5Y1d�[>R/Y5]!`�b5_?\>dVd
(login class). ~kU5YFR/]>d�j$]>d�]![>Y1YFbX_?\/d�dV\�Q5R>_1`>fVR>[/\>]!T�_?Y3g5TydVnuR>{Vj-]�Q5R!_1j$c5Y1]!`�S*R/d�]>j-Q?\�bFR/^>htc5g1h�nKb5R/n7\>g$S*\>n ,
]>\!b5Y?n�b1\!b vi(1). 'z_1ToS*j-�e�FY5w%d�b5U1Y5Q5] sh d�S*T�_?\>T�]�[-d�Tsg5T�R/^!iXR�S?Y?nuR>T :
# for x in ‘awk -F: ’($3 >= 1001) && ($3 != 65534) { print $1 }’ \
/etc/passwd‘; do pw usermod $x -L insecure; done;

~kR/do_?T�r�]!R/{�RlY5fVnuTVg5T�g1YXmFg5TVR>^!iXR!S?Y1nuR�f�\!Q5jXd�]>Y5]!`�b1R/n7\!gXS?j cap_mkdb g?\ v \!w5_1T /etc/master.passwd.

15.14.4.
� � ��"�� � " �9 �" �T���������
���� 

* R!_5WZT�gF^>ht]!`ld�R>f�S*\!g v \!wX_Fb1R>g5]!TVb1d�]/\ ; do_1T�S?j$���<Y5wFQ5U1Y1nuT�U<[>f�m5]eY5fyQ5U5Y1nuTVU1\�Q5R>_1Y5]!Y1b5Y<R/] Robert Watson,
R>gFnuR>W�TV]�^/ht]!`�Q5R-nuT��<T�gF[ /etc/policy.contexts:

# This is the default BIBA/MLS policy for this system.

.* biba/high,mls/high
/sbin/dhclient biba/high(low),mls/high(low)
/dev(/.*)? biba/equal,mls/equal
# This is not an exhaustive list of all "privileged" devices.
/dev/mdctl biba/high,mls/high
/dev/pci biba/high,mls/high
/dev/k?mem biba/high,mls/high
/dev/io biba/high,mls/high
/dev/agp.* biba/high,mls/high
(/var)?/tmp(/.*)? biba/equal,mls/equal
/tmp/\.X11-unix biba/high(equal),mls/high(equal)
/tmp/\.X11-unix/.* biba/equal,mls/equal
/proc(/.*)? biba/equal,mls/equal
/mnt.* biba/low,mls/low
(/usr)?/home biba/high(low),mls/high(low)
(/usr)?/home/.* biba/low,mls/low
/var/mail(/.*)? biba/low,mls/low
/var/spool/mqueue(/.*)? biba/low,mls/low
(/mnt)?/cdrom(/.*)? biba/high,mls/high
(/usr)?/home/(ftp|samba)(/.*)? biba/high,mls/high
/var/log/sendmail\.st biba/low,mls/low
/var/run/utmp biba/equal,mls/equal
/var/log/(lastlog|wtmp) biba/equal,mls/equal
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� ]>\�Q5R>_1Y5]!Y1b1\�R/^>T�d�Q5TVc5Y5]�^/T�fVR>Q1\/d�g5R-d�]!`tQ5j$]!T�n�Q5U5Y?nuT�g5TVg5YXm<R/{�U1\>g5Y5c5TVg5Y5w;g?\�g5Y?doiXR�S1m5�<Y5w;Y<[>R/d�iXR�S1m5�<Y5w
Q5R>]!R/b5Y;Y5g v R>U1n7\>}5Y5YF[eQ5U5Y1nuTVg5T�g1Y5Y<bFb1\!]>\!_1R>{�\>nKY<j-]>YX_1Y5]>\/n , Q1U5Y5[>T�S?T�g1g5h�n�[�_1TV[>R/w;c1\>d�]!Y v \>wX_?\ .
�egFnuR!WZT�]e^>ht]!`l[>g1TVd�TVg;[ed�Y1d�]>TVnuj;do_?ToS?j$���<Y1nuYFb1R/n7\!gXS*\>nuY :

# setfsmac -ef /etc/policy.contexts /
# setfsmac -ef /etc/policy.contexts /usr

, �!�µ�.-���� � � : �X��V���-�o�1�o�)�V� ��¢V��� �!�¥¢¤�-¢�� ��/´s²)��´���>� �>´����;�¤��¢V�µ�K� �V£y¢¥�s¡>�*��
y���.2����!³���/´���� 03���62����:7/�����¥��¢V� .

	 \>wX_ /etc/mac.conf ]!U5TV^>j$T�]ldo_1T�S?j$���FY5i;Y5fVnuTVg5T�g5Y1wF[�R-d�g5R/[>g5R-nPU1\!f�S?T�_1T :
default_labels file ?biba,?mls
default_labels ifnet ?biba,?mls
default_labels process ?biba,?mls,?partition
default_labels socket ?biba,?mls

15.14.5. � " ���% �U�������9 �" �U�������U�3���� 
* R>^/\>[>`/]!T Q1R!_1`/f�R>[-\!]!T�_5m3d7Q5R/nuR/�F`/�xb5R/n7\>g$S?h adduser Y3Q5R-nuTVd�]!Y5]!TsT�{�R�[tbX_?\>dVd insecure S1_5m3r�]!Y5ik]>TVd�]>R>[ .
� Q1U5Y1nuT�U?\�i;g5YXWZTy]!TVd�]!Y5U5R/[/\>g5Y5T root Y;R>^/htc5g5h)i3Q5R!_?`>f�R/[/\>]!T�_1TVw3^>j/S?TV]ed�nuTVaFY5[-\!]!`-dom ;

v R>U1n7\
Q5U5Y5{�_?\!a<T�g5YXm;Q1R/nuR!WZTV]�U1\>f�_1Y5c1Y5]!`lr�]!YXi;Q1R!_1`/f�R>[-\!]!T�_1T�w .

15.14.5.1.
� >GK:CEI?KLCLJ)@1JB>5@ �ALCEIG=:K MJ�� JG@ CEF

% getpmac
biba/15(15-15),mls/15(15-15),partition/15
# setpmac partition/15,mls/equal top

, �!�µ�.-���� � � : �A��/±�¢2�2� top ¡V�o�-¢¥��� � �!³V����£)¢�����¢���¢¤�l��¢�� , �o���y�µ��2¥�!�o��¥���!�F�?�o�54 �>´e����>±=¢2��� top.

15.14.5.2.
� JB>5@ �ALCEIG=:K MJ MAC seeotheruids

% ps Zax
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0:00.03 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1101 #C: R+ 0:00.01 ps Zax

~kU5R/dVnuR>]!U;Q1U5R>}5T�d�d�R>[�[-d�T�ilS?U1j-{VYXi;Q5R>_1`>fVR>[/\>]!T�_?T�wlS?R>_5WZT�g;^/ht]!`�f�\!Q5U5TV�FTVg .

15.14.5.3.
� JB>5@ �ALCEIG=:K MJ MAC partition

�e]!bX_1�ec5Y5]!T)Q5R>_1Y5]!Y5b1j MAC seeotheruids S?_5mFR/d�]>\�_?`>g5h)i3]!T�d�]!R/[ :
# sysctl security.mac.seeotheruids.enabled=0
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% ps Zax
LABEL PID TT STAT TIME COMMAND
biba/equal(low-high),mls/equal(low-high),partition/15 1122 #C: S+ 0:00.02 top
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0:00.05 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1123 #C: R+ 0:00.01 ps Zax

�yd�TzQ5R>_1`>fVR>[-\!]!T�_1YlS?R!_1W�g1h�[>Y$S*T�]!`eb1\�W%S?htw<Q5U5R>}1TVd�dz[ed�[>R>T�nKU1\!f�S?T�_?T (partition).

15.14.5.4.
� JB>5@ �ALCEIG=:K MJ�� JG@ CEF Biba  MLS

# setpmac partition/15,mls/equal,biba/high\(high-high\) top
% ps Zax
LABEL PID TT STAT TIME COMMAND
biba/high(high-high),mls/equal(low-high),partition/15 1251 #C: S+ 0:00.02 top
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0:00.06 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1157 #C: R+ 0:00.00 ps Zax

~kR!_1Y5]>Y5b1\ Biba Q5R>fV[>R>_5m5T�]tc5]>T�g5Y5T)R/^��µTVb5]!R>[ed�^>R>_1T�Ts[>h�d�R>b5Y1nuY<nuT�]!b1\/nuY .

# setpmac partition/15,mls/equal,biba/low top
% ps Zax
LABEL PID TT STAT TIME COMMAND
biba/15(15-15),mls/15(15-15),partition/15 1096 #C: S 0:00.07 -su (bash)
biba/15(15-15),mls/15(15-15),partition/15 1226 #C: R+ 0:00.01 ps Zax

~kR!_1Y5]>Y5b1\ Biba g5TzQ1R>f�[/R!_5m5TV]�c5]!TVg5Y5TyR>^ �µT�b5]>R>[�ds^>R>_1T�Tsg5Y5f�b1Y1nuY<nuTV]!b1\>nuY ; ]!TVn�g1TynuTVg5T�T , MLS U?\!f�U1T�a<\>T�]
r�]!R .
% ifconfig bge0 | grep maclabel
maclabel biba/low(low-low),mls/low(low-low)
% ping -c 1 192.0.34.166
PING 192.0.34.166 (192.0.34.166): 56 data bytes
ping: sendto: Permission denied

~kR!_1`/f�R>[-\!]!T�_1Ykg5T)nuR>{�j$]e[>htQ5R>_1g5Y5]!` ping g1\ example.com, YX_1YFg?\�_1�e^>R/wkS?R/nuTVgFQ5Rer�]!R/wFQ5U1Y5c5Y5g5T .
* _5m;jXd�]!U1\>g5T�g1YXmFr�]>R>wFR/aFY5^/b5Y , f�\!Q5jXd�]>Y5]!T)do_1T�S?j$���Fj$� b5R/n7\>g$S?j :

# sysctl security.mac.biba.trust_all_interfaces=1

�eg1\�jXd�]/\!g1\>[!_1Y5[-\!TV]�nuT�]!b5j3Y1g5]!T�U v T�w1dV\�Q5RejXnuR!_1c1\>g5Y5� [�g5TVfV\>�FY5�<T�g5g5htwFU5T�WZY1n , ]/\!bFc1]!ReQ1R!_1Y5]>Y5b1\ Biba
Q5R�jXnuR!_?c1\!g5Y1��g5Ts^>j/S?TV]�Q5U5Y?nuT�g5TVg1\ .
# ifconfig bge0 maclabel biba/equal\(low-high\),mls/equal\(low-high\)
% ping -c 1 192.0.34.166
PING 192.0.34.166 (192.0.34.166): 56 data bytes
64 bytes from 192.0.34.166: icmp_seq=0 ttl=50 time=204.455 ms
--- 192.0.34.166 ping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss
round-trip min/avg/max/stddev = 204.455/204.455/204.455/0.000 ms

� d�]/\!g5R/[>Y5[�^/R!_1TVTzb5R/U5U5TVb5]!g5j$� nuT�]!b5j , nuh�nuR!WZTVn�Y1d�Q5R>_1`>fVR>[-\!]!` ping.
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qsTVQ5T�U1`ld�R>foS�\=S?Y1n v \>wX_1h�S1_1mFQ5U5R/}5ToS?j$U5h�]!TVd�]!Y5U5R/[/\!g1YXm;c5]!TVg5YXmFY<fV\!Q1Y1d�Y :

# touch test1 test2 test3 test4 test5
# getfmac test1
test1: biba/equal,mls/equal
# setfmac biba/low test1 test2; setfmac biba/high test4 test5; \
setfmac mls/low test1 test3; setfmac mls/high test2 test4

# setfmac mls/equal,biba/equal test3 && getfmac test?
test1: biba/low,mls/low
test2: biba/low,mls/high
test3: biba/equal,mls/equal
test4: biba/high,mls/high
test5: biba/high,mls/equal
# chown testuser:testuser test?

�yd�TzrV]!Y v \>wX_1h�S?R>_5WZg5h�Q5U5Y1g1\=S1_?T�W \!]!`lQ5R>_1`>fVR>[/\>]!T�_?� testuser. qsT�d�]!h�g1\�c1]!T�g5Y1T :
% ls
test1 test2 test3 test4 test5
% ls test?
ls: test1: Permission denied
ls: test2: Permission denied
ls: test4: Permission denied
test3 test5

* R/d�]>j-QFg1\�c5]>T�g5Y5T)g5T�S?R!_1W�TVgF^/ht]!`�U1\>f�U5TVaFTVgkS1_5mFQ?\!U : (biba/low,mls/low), (biba/low,mls/high) Y
(biba/high,mls/high). qsTVQ5T�U1`eg5T�d�b5R>_1`>b1R�]!T�d�]!R/[�g1\efV\>Q5Y1d�` :
% for i in ‘echo test*‘; do echo 1 > $i; done
-su: test1: Permission denied
-su: test4: Permission denied
-su: test5: Permission denied

~kR�S?R/^>g5Rt]!T�d�]>\/n�g1\�c5]!TVg5Y5T , S?R/d�]!j$QFg1\�fV\>Q5Y1d�`�S?R!_1W�TVgF^/ht]!`�f�\!Q5U5TV�FT�g3S1_5mFQ1\>U : (biba/low,mls/high) Y
(biba/equal,mls/equal).

% cat test?
cat: test1: Permission denied
cat: test2: Permission denied
1
cat: test4: Permission denied


�]!TVQ5T�U1`eR/] root:

# cat test2
1
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15.15. � D 	 � LKJ �ZDpI � �FD :
�
���;L�� ��O�L���E � I	� MAC � � � O�E � I%GW� ���lN

� �FD ���FD<E
;sj/S?TV]ed�R>foS�\!g5R�R/]=S?T�_1`>g5R/T�iXU1\>g5YX_1Y5�<T7S1_1mF[>TV^tS*\>g5g5h)i , bFb1R>]!R/U5R/nujkQ5R!_?`>f�R/[/\>]!T�_1YlS*R!_5WZg5hxY1nuTV]!`eS?R/d�]!j$Q .� ]!R�Q5R/f�[/R!_1Y5] biba/high j$Q5U?\![!_1m5]!`tS?R-d�]!j$Q5R-nKbF[/T�^tS�\!g5g5h�n .

�3\!c5g5Y1]!Tsdyd�R/foS*\>g5YXm;b1\>]>\�_1R/{V\yS?_5m;iXU1\!g1T�g5YXm;[/T�^�S*\!g5g1h)i :

# mkdir /usr/home/cvs

qsTVQ5T�U1`eY5g1Y5}5Y1\!_1Y5f�Y1U5j$w5]!TyT�{�Reb5R/n7\>g$S?R/w cvs:

# cvs -d /usr/home/cvs init

* _5m;g1\!c?\�_?\�g5T�R/^!iXR�S?Y?nuR�[>bX_?��c5Y5]>`eQ5R>_1Y5]!Y1b5j biba, S?R>^-\![/Y5[ mac_biba_enable="YES" [
/boot/loader.conf. ~kU5ToS*Q5R!_?\>{V\>T�]>d�m , c1]!R�m$S*U5Rld�b5R/nuQ1YX_1Y5U5R/[/\>g5R�dsQ5R�S5S*T�UXWZb5R/w MAC.
* \�_1TVT�jXd�]>\>g5R>[/Y5]!T)nuT�]!b5j biba/high S1_5m<[/d�TVwFd�Y?d�]!T�nuh�Q5Rej$nuR>_1c1\>g5Y5� .

� v \>wX_ login.conf, bX_?\/d�d default, g1T�R>^>iXR�S?Y1nuR�[>g5T�d�]!Y%do_1T�S?j$���FY1TzY5f�nuT�g5TVg5YXm :

:ignoretime@:\
:umask=022:\
:label=biba/high:

| \�W%S?R>{VR�Q5R>_1`>fVR>[/\>]!T�_1mkg1T�R>^>iXR�S?Y1nuR�Q5R/nuT�d�]!Y5]>`e[ebX_?\>dVd�Q5RljXnuR!_1c?\!g5Y5� ; ]/\!b1\!mFb5R/n7\>g$S*\ :
# for x in ‘awk -F: ’($3 >= 1001) && ($3 != 65534) { print $1 }’ \
/etc/passwd‘; do pw usermod $x -L default; done;

^>h�d�]>U5R�U5TVaFY5]er�]!j3f�\=S*\>c5j .

qsTVQ5T�U1`ld�R>foS�\=S?Y1npS*U5j${�R>wFbX_?\>dVd , web, b5R/Q5Y5� bX_?\>dVd�\ default dynuT�]!b1R>w , j$d�]>\!g1R>[!_?T�g5g5R/w3[ biba/low.

'sR>foS�\!w5]!TsQ5R!_?`>f�R/[/\>]!T�_5mlS1_1mFU1\!^/R>]!h�dzR/d�g5R>[/g5h�nuY;[>TV^tS*\>g5g5h�nuY , iXU1\>gXm5�FY?nuY1domF[eU5T�Q1R>f�Y1]!R>U5Y1Y cvs.
� ]>R>{�R

Q5R!_1`/f�R/[/\!]>T�_5m3g5TVR>^!iXR!S?Y1nuR�Q5R-nuTVd�]!Y5]!`l[�g5R/[>htw;b5_?\>dVd , web.

~kR/d�b1R!_1`/b5jlnuTV]!b1\eQ5R�jXnuR>_1c1\!g1Y5� biba/high, g1\�U5T�Q1R>f�Y1]!R>U5Y1YFR>g?\�^>j/S?TV]�]!R/w;WZT . �yTV^tS*\>g5g5htT7S*R!_5WZg5h
Y1nuT�]!`l]!jkWZT)nuT�]!b5j , c5]!R>^/hxj3Q5R!_?`>f�R/[/\>]!T�_1TVw3^>h)_3S*R/d�]>j-Q<b;g5Y1n g1\�c5]>T�g5Y5T / f�\!Q5Y?d�` . �sTV^ed�T�U5[/T�UkS?R>_5WZT�g
Y1nuT�]!`�S?R-d�]!j$QFbF]!TVn�W�TzS*\>g5g5h�n , b<b5R>]!R/U5h�n�T�d�]!`�S?R/d�]!j$QFj3Q5R>_1`>f�R/[/\>]!T�_1TVw;dznuTV]!b5R>w biba/high, S1_5mFrV]!R>{VR
g5T�R/^!iXR�S?Y?nuR�Q5R>g1Y5f�Y5]>`enuT�]>b5jkS*\>g5g5h)i .

�yd�T , c1]!ReQ1R>]!U5TV^>j$T�]/dom , r�]>Rld�_1ToS?j$�e�FY5w sh(1) d�b5U1Y5Q5] , b1R>]!R/U5htw<nuR>W�TV]�^/ht]!`�f�\!Q5j$�FTVg;Y5f cron(8):

PATH=/bin:/usr/bin:/usr/local/bin; export PATH;
CVSROOT=/home/repo; export CVSROOT;
cd /home/web;
cvs -qR checkout -P htdocs;
exit;

, �!�µ�.-���� � � : /��l� ��G4��O7����!��³��O0 7��y�¥¢¥¡t²)��´�5� cvs ��¢ �V¡67��V� �!� �;��>�?¢2�¥������
7��¢.4�� Id.

� ]!R>]ld�b5U5Y1Q5]e]>T�Q5TVU5`enuR>W�TV]�^/ht]!`eQ1R/nuT��<T�g;[�S?R/n7\>aFg5Y1wFb1\>]>\�_1R/{zb1\>]>\�_?R>{zQ1R!_1`/f�R>[-\!]!T�_5m web, g5T�R/^!iXR�S?Y?nuR
]>\!bXWZTzS?R>^-\![/Y5]!`�d�_1ToS?j$�e�Fj$��f�\!Q5Y1d�` crontab(1):
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#  ������� 
���
� checkout web ����
�
 �� ��� ������
������ biba/low ����� ����� 12 ����	�� � :
0 */12 * * * web /home/web/checkout.sh

� ]>\�f�\!Q5Y1d�`�^/j>S*T�]�Y1f�[!_?T�b1\>]!` HTML d�]!U1\!g1Y5}5h�b1\!W%S?htT7S?[/T�g1\�S?}1\>]!`�c1\/d�R/[ .
��T�]!R!S%f�\!Q5jXd�b?\t[>TV^ed�TVU5[>TVU1\tQ5RljXnuR!_1c?\!g5Y5��]>\!b5W�TzS?R>_5WZT�gF^/ht]!`�Y1fVnuT�g1T�g3S?_5mFfV\>Q5jXd�b1\�Q5U5R/}5TVdVd�\�dsnuT�]!b1R>w
biba/low.

� ]>RlnuR>W�TV]�^/ht]!`edoS?T�_?\>g5R�Q1j-]>TVn�d�_1ToS?j$�e�FT�{VR�Y5f�nuT�g5TVg5YXmF[kd�b1U5Y5Q5]!T
/usr/local/etc/rc.d/apache.sh:

command="setpmac biba/low /usr/local/sbin/httpd"

�3\>d�]>U5R>w5b1Y Apache S?R!_5WZg5h�^>ht]!`eY5fVnuTVg5T�g5hxS1_5mFU1\>^>R/]!h�d�Q5R>_1Y5]!Y1b5R>w biba/low. ��r�]!R-n�do_?j-c?\!T
g5T�R/^!iXR�S?Y?nuR�j$b1\!f�\!]!`)S?_5m;iXU1\!g1T�g5YXmF_1R>{ v \!wX_1R/[�b1\>]>\�_1R/{sdynuT�]!b1R>w biba/low, Y5g?\!c5Ts^>j/S?j$]�[/R>f�[/U1\!�<T�g5h
R>aFY1^>b5Y access denied.

, �!�µ�.-���� � � : / �¥���/�p��� �!�*¢���¢ ��¢ ��¡�7��V� �!� �)�����.2¥����
s�+� �>��¢������!��¢ docroot �����������G4 /home/web/htdocs; ���� ,
Apache ��¢K�V� �V£y¢¥� ����´����e�����������G4M� ���/�¥���?¢�������� � .

�kT�R>^>iXR�S?Y1nuRt]/\!bXWZTyY5fVnuTVg5Y5]!`�S?U5j${�Y1TsQ1\>U1\>nuTV]!U5h�b1R>g v Y5{Vj$U1\!}5Y1Y , [>bX_?��c1\�m PID
v \>wX_ , Scoreboardfile,

DocumentRoot, YX_1YF_1��^/htT�S*U5j${�Y5Tsg1\>d�]!U5R>w1b5Y3S1_1mFb1\!]/\�_1R/{�R>[ , {oS?Tsg5T�R/^!iXR�S*Y1npS?R/d�]!j$QFg1\�fV\>Q5Y1d�` . ~kU5Y
Y1d�Q5R>_1`>fVR>[-\!g5Y5Y biba ^/j/S?T�]�f�\!Q5U1T��FTVgkS?R-d�]!j$QFg?\�fV\>Q5Y1d�`�[>Re[/d�Tzb1\>]>\�_1R/{�YFd�T�U5[/T�U1\ , g1\�b1R>]!R/U5h)i3g5T�]lnuT�]!b5Y
biba/low.

15.16.
� � � � � I
� � DFL�N � ��� � I � � DFE�)GFD 	�H�G 	<D<LPJ MAC

�3\�d�]/\=S?Y5Y<U1\!fVU1\!^/R>]!b1Y3g5TVd�b5R!_1`/b5R�Q1R!_1`/f�R>[-\!]!T�_1T�w;d�R>R/^>�<\!_1YkReQ1U5R>^>_1TVn7\!ilQ5U1YFR>^/htc5g5h)i3g1\/d�]!U5R/w5b1\!i .
�kT�b5R/]!R>U5htTsY5fzrV]!YXi;Q5U1R>^!_?TVn�Q5U1Y5[>T�S?T�g5hxg1YXWZT :

15.16.1. ���9��� $W" ��� multilabel �T" $Y��� "#� �
&�� � ��� � � 	�" � �U� /
~3\!U1\/nuT�]!U multilabel g5Ty[>bX_?��c1\>T�]>d�m;g1\enuR/TVn�b1R>U5g5TV[>R-n (/) U1\!f�S?T�_?T !
~kR!iXR!WZT , c5]>Reb1\!W%S?htwFQXm5]>Y$S?TVd�m5]!htwFQ1R!_1`/f�R>[-\!]!T�_1`�d�]/\�_1b5Y1[/\!TV]>domFdsr�]!R/w;Q5U5R/^!_1T�nuR>w ; g1\ed�\>nuR-npS?T�_?T , YFj3g1\>d
^>h)_?\�r�]>\�Q5U5R>^>_1TVn7\�[�Q5TVU5[>h)i3g1\/d�]!U1R>w5b1\!i .

* \�_1`/g5T�w1aFY5T�g?\!^!_1��S?T�g1YXmFfV\�r�]!R/wF]>\>bFg1\>f�ht[-\!TVnuR/w ” R>a<Y5^>b5R/w ”
Q5U5Y5[/T�_1YFnuTVgXm<b<nug5T�g5Y1� , c5]!Rlr�]!ReU5T�fVj/_?`>]>\>]�YX_1Y<g5T�b1R>U5U5TVb5]!g5R/w3S?R/b5jXnuT�g5]/\!}5Y5Y , YX_1Y%g5T�Q5U?\![>Y5_1`>g5R/w
Y5g5]!TVU5Q5U5TV]>\!}5Y1Y<rV]!R>wkS*R>b5jXnuT�g1]>\!}5Y1Y . �kTVfV\![/Y1d�Y?nuR�R>]e]!R>{VR , Q5R/c5TVnujkr�]>Rld�_1j$c5YX_1R-d�` , S1_5mFU5TVaFTVg5YXm;r�]>R>w
Q5U5R>^>_1TVnuh�nuR/{�j$]�^/ht]!`�Q1U5ToS?Q1U5Y5gXm5]!h do_1T�S?j$���<Y5Tsa%\!{VY :

1. �e]!U1ToS*\>b5]!Y5U5j$w5]>T /etc/fstab Y3j$d�]>\!g1R>[>Y1]!TuS1_5m3b5R/U5g5TV[>R>{VR)U1\!f�S?T�_?\�Q1\!U1\/nuT�]!U3]>R!_1`/b5RyS1_5m;c5]>T�g5YXm (ro).

2. ~kTVU5T�{VU5j$f�Y5]!T�d�`e[�R�S*g5R>Q5R>_1`>fVR>[-\!]!T�_1`/d�b5Y5wkU5T�WZY1n .

3. �'\>Q5jXd�]!Y1]!Tsb1R/n7\!gXS?j tunefs -l enable g?\ /.

4. ~kTVU5T�{VU5j$f�Y5]!T)d�Y?d�]!T�nuj3[�g5R/U1n7\�_1`/g5htw;U5T�WZY1n .

5. �'\>Q5jXd�]!Y1]!T mount -urw / Y;Y5f�nuT�g5Y5]>TyQ?\!U1\/nuT�]!U ro R>^>U?\!]!g5Reg1\ rw [ /etc/fstab; Q5TVU5T�{VU5j$f�Y5]>Tyd�Y1d�]!T�nuj
R/QXm5]!` .

6.
* [-\�W%S?hxQ5U5R/[>TVU5`>]!Ts[>ht[/R�S mount, c5]>R>^>hxj$^/ToS?Y5]>`/dom , c1]!ReQ?\!U1\/nuT�]!U multilabel ^/h)_<jXd�]/\!g5R/[!_1TVg3g1\
b1R>U5g5TV[>R/w v \!wX_?R>[>R/w3d�Y1d�]!TVnuT .
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15.16.2. ��" $Y� � 	 ����� 	 ���! �� � XFree86 �U�%� �
" MAC

~kR/do_?T�g1\>d�]!U5R/w5b5Y<d�Y1d�]>TVnuh�^/T�f�R/Q1\>d�g5R/d�]!Y MAC, m<^>R!_?`>aFTzg5TynuR/{�jkfV\>Q5jXd�b1\>]!` XFree86!� ]!RenuR>W�TV]e^/ht]!`�[/htf�[-\!g5R�Q1R!_1Y5]>Y5b5R>w MAC partition YX_1YFQ1j-]>TVn�g1T�Q5U1\>[>YX_?`>g5R/w3j$d�]>\!g1R>[>b1YFnuT�]!R/bFR!S?g5R>w
Y5fsQ1R!_1Y5]>Y5b MAC.

* _1mFR>]�_*\=S?b5YFQ5R>Q5U1R>^>j$w5]>Tsdo_?ToS?j$���<T�T :
1. ~kU5R-d�nuR/]!U5Y5]!T)d�R/R>^/�FT�g1Y5T�R>^eR>a<Y5^>b5T ; T�do_1YFQ5R!_1`/f�R/[/\!]>T�_1`�g?\�iXR�S?Y1]>dom;[ebX_?\>dVd�T insecure, Q5U5R/^!_1T�n7\

nuR>WZT�]�^/ht]!`l[�Q5R>_1Y5]!Y5b1T partition. ~kR>Q1U5R>^/j-w1]!T�jXd�]>\>g5R>[/Y5]!`ebX_?\>dVd�Q5R>_1`>fVR>[/\>]!T�_1mkR/^>U1\>]!g5Re[ default
Y<Q5T�U1TVd�R/^>U1\>]!`�^-\!f�jeS*\>g5g5h)i3b5R-n7\!g$S?R/w cap_mkdb. +zdo_?Y<rV]!R�g5TyU5TVaFY5]eQ5U5R>^>_1TVnuh , Q1R>Q5U5R/^>j$w5]!Tsa<\>{7S?[-\ .

2.
* [-\�W%S?hxQ5U5R/[>TVU5`>]!TsQ5R!_?Y5]!Y5b5Y%dsnuTV]!b1\/nuY .

� ^>ToS*Y5]!TVd�` , c5]>ReQ5R>_1Y5]!Y1b5YFg1\/d�]!U1R>T�g1h�Q5U1\>[>YX_1`/g5R)S1_1m
U?\>d�dVn7\!]!U1Y5[/\>TVnuR>{VR�Q5R>_1`>fVR>[/\>]!T�_1m , Q5U5YX_1R>WZT�g5YXm XFree86, YFj$d�]!U5R/w1d�]![l[ /dev.

3. +zd�_1Y%Q5U5R>^>_1TVn7\�g5TsU1T�aFTVg1\ , R>]!Q5U?\![>`/]!Tsd�R>R/^>�FTVg5Y5T�R/^�R/aFY5^/b5T�YFR/Q5Y1dV\!g5Y5Ts[/\>aFT�w<d�Y1d�]!TVnuh�[ld�Q5Y?d�R>b
U?\>d�d�h)_1b5Y TrustedBSD, g1\�iXR�S?m5�FY5w1d�m;g1\�[/T�^ld�\!w1]!T TrustedBSD (http://www.TrustedBSD.org) YX_1Y%[
'sQ1Y1d�R/bFU1\/d�d�h)_?b5Y , Q5R-d�[>m5� ��g1g5htw;[>R/Q5U5R-d�\>nPY<R>]![/T�]>\/nKQ5R!_1`/f�R/[/\!]!T�_1T�w FreeBSD
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions).

15.16.3. Error: _secure_path(3) cannot stat .login_conf

~kU5Y;Q5R/Q5ht]!b5TyQ5T�U1T�bX_1�ec5T�g1YXm<R/] root g1\�S?U5j${�R/{�R�Q5R>_1`>fVR>[-\!]!T�_5m;d�Y1d�]!TVnuh , Q1R!m5[!_1m5T�]>d�mFd�R>R/^>�<T�g5Y5TzR>^
R>aFY1^>b5T _secure_path: unable to state .login_conf.� ]!Red�R>R>^/�FTVg5Y5T�R/^>htc5g5ReQ5R>b?\!f�ht[-\!TV]>dom , b5R/{oS*\�jkQ5R!_1`/f�R/[/\!]>T�_5m3^>R>_1T�Ts[>h�d�R/b1\�m;nuTV]!b1\ , c5TVn�jlQ1R!_1`/f�R>[-\!]!T�_5m ,
b5R>]!R/U5h�n�R/g;Q5ht]>\>T�]>d�m<d�]>\>]!` . �3\!Q5U5Y?nuT�U , jkQ5R>_1`>fVR>[-\!]!T�_5m;d�Y1d�]!TVnuh joe nuT�]!b?\�Q5RejXnuR!_1c1\>g5Y5� biba/low.
~kR!_1`/f�R>[-\!]!T�_1` root, nuT�]!b?\eb1R>]!R/U5R>{VR biba/high, g5T)nuR!WZT�]eQ5U5R/dVn7\!]!U1Y5[/\>]!`tS?R-n7\!a<g5Y5w;b1\>]>\�_1R/{
Q5R!_1`/f�R/[/\!]>T�_5m joe.

� ]!Reg5Tsf�\![/Y1d�Y5]�R>]�]>R>{�R , Y1d�Q5R!_1`/f�j$T�]�_1YFQ5R>_1`>fVR>[-\!]!T�_1` root b5R-n7\!g$S?j su joe Y5_1YFg5TV] . �
r�]!R-n�d�}5TVg1\!U1Y5YFnuR�S*T�_1`l}5T�_?R/d�]>g5R/d�]!Y Biba g1TsQ5R/f�[/R!_1Y5] root Q5U5R-d�n7\!]>U5Y5[/\>]!`�R/^��µTVb5]!h�dzg5Y5f�b1Y1n�j$U5R/[>g5T�n
}5T�_1R-d�]!g1R/d�]>Y .

15.16.4. ��� ��� ��� �����#" �
� root �U"#� !

� g1R>U1n7\!_1`>g5R-nKYX_1Y;S*\�WZTyR�S?g5R/Q5R!_?`>f�R/[/\>]!T�_1`-d�b5R-n U5T�WZY1nuT root g1TsR/^>g1\>U5j-W�Y1[/\!TV]>dom .
| R-n7\!g$S*\ whoami

[>R>fV[>U1\>�<\>T�] 0 ( g5j-_1` ) Y su [/R>fV[>U1\>�<\!TV] who are you?. �k]!RknuR!WZg5Rld�S?T�_?\!]>` ?� ]!RenuR>W�TV]eQ1U5R>Y5fVR>w5]>Y , TVd�_1YFQ1R!_1Y5]>Y5b1\ldznuT�]>b1\>nuY%^>h)_?\�R>]!b5_1��c5TVg1\ , Y5_1YFc5TVU5T�f sysctl(8), YX_?Y<Q5j$]!T�n
[>ht{�U1j-fVb5YFnuR!S?j-_5m;Q5R!_?Y5]!Y5b5Y . +zd�_1YFQ1R!_1Y5]>Y5b1\e^>h)_?\�Q5R/d�]!R!m5g5g1R�YX_1Y<[>U5T�nuT�g5g5ReR>]!b5_1��c5TVg1\ , ^/\!fVjeS*\!g5g1h)i
login g5T�R/^!iXR�S?Y?nuR�Q5T�U1T�g1\/d�]!U5R/Y5]!` . * [/\!W<S*h�Q1U5R>[/T�U5`/]!T login.conf, c5]>R>^>hxj$^/ToS?Y5]>`/dom , c5]!Rl[/d�TsQ1\!U?\>nuT�]>U5h
label ^/h)_1Y;j/S*\!_1T�g5hxY<Q5T�U1TVd�R/^>TVU5Y5]!Ts^/\!fVjeS*\!g5g1h)ikb1R/n7\!gXS?R>w cap_mkdb.

���������
	�������

1. +zd�]!`eY;S?U5j${�Y1Tsd�Y1]!jX\!}5Y5Y , [�b1R>]!R/U5h)i;nuR>{�j$]e[>R>fVg5Y5b1\>]!`�U?\!f�_?Y5c5g5htTsR>aFY1^>b5Y . �3\>Q5U5Y1nuTVU ,
v \>wX_<nuR!WZTV]�g5T

g1\!iXR�S?Y5]>`/dom3[/R�[!_*\=S?TVg5Y5Y;Q5R>_1`>fVR>[-\!]!T�_5m , Q5ht]>\>���FTV{�R-dom;Y5f�nuT�g5Y5]!`knuT�]>b5j;g1\�R>^��AT�b5]!T , R>^ �µT�b1]�nuR!WZT�]eg5T
d�j-�<TVd�]![>R/[/\!]>`tYX_1Y<d�j$�FTVd�]![>R/[/\>]!`�]!R>_1`>b5R�S1_5mFc1]!T�g5Y5m . ~kR!_?Y5]!Y5b1\enuR!WZT�]eg5TsQ1R>f�[/R!_1Y1]!`�Q5U1R>}5T�d�d�j
Y5f�nuT�g5Y1]!`lnuTV]!b5j3g1\ v \!w5_ , [>R/fVnuR!WZg5Re[ed�[!m5f�Y<d�Red�[>R/w1d�]![-\>nuY v \>wX_?\ , Q1U5R>}5T�d�dV\ , YX_?YFg5R/[>R>{VRtf�g1\>c5T�g1YXm
nuTV]!b5Y . �3\!Q5U5Y?nuT�U : Q5R>_1`>fVR>[/\>]!T�_1`�dsg5Y5fVb5Y1n�j$U5R/[>g5T�npS?R>[/T�U5Y5m;Q5ht]>\!TV]>dom<Y5fVnuTVg5Y5]!`knuT�]!b1j;g1\ v \>wX_1Tyd
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[/h�d�R>b1Y1nKj$U5R>[/g5TVnpS?R/[>TVU5YXm . (l_1Y<Q5R!_1`/f�R/[/\!]>T�_1`�dsg5Y5fVb5Y1n�j$U5R/[>g5TVnpS*R>[>TVU5YXm;Q5ht]/\!T�]/domFY5f�nuT�g5Y1]!`3nuT�]!b5jv \>wX_?\�dsg5Y5fVb5Y1n�j$U5R/[>g5T�npS?R>[/T�U5YXm;g?\enuTV]!b5j3[>h�d�R>b5R/{�R�j$U5R/[>gXm .

2. �)do_1T�S*d�]>[>Y5TsR>aFY1^>b5Y;Q1T�U5T�nuT�g5g1\!m sysctl security.mac.portacl.enabled g5Ty^>j/S?TV]�U1\>^>R/]>\!]!`�[
FreeBSD 5.2.1 YX_1YF^/R!_1TVTzU1\>g5g5YXi3U5T�_1Y5f�\�i .
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� � ��� � 	 � ���� � � � � 
 � � 
�%�&���V ����)(?�+��,/�V��.>"?0l254!67.

: 8 (*� ����0��'� �* !�!�<�� .

16.1. C DFE3G<H<IKJML�N%O�LpD
� rV]!R>w<{�_?\>[>TsR>Q5Y1d�ht[/\>T�]>d�mkY?d�Q5R>_1`>fVR>[/\>g5Y5TuS*Y1d�b5R/[�[/R FreeBSD.

| g5Y1n�R/]!g5R-dom5]>d�mkS?Y1d�b1YF[lQ1\>n+m5]!Y , S?Y1d�b5Y ,
Q5R�S?b5_1��c5TVg5g5htTyQ5Red�T�]!Y , R>^/htc5g5htTsj$d�]!U5R/w1d�]![-\tiXU1\>g5T�g5Y5m SCSI/IDE YFjXd�]>U5R>w1d�]![/\ , Y1d�Q1R!_1`/f�j$���<Y5T
Y5g5]!TVU v T�w1d USB.

~kR/do_?T�c5]!TVg5YXm<rV]!R>w<{�_?\>[>h [>h�^>j/S?T�]>Tzf�g?\!]!` :
• qyT�U?nuY5g5R!_?R>{�Y1� , Y?d�Q5R>_1`>fVj-T�nuj$��[>R FreeBSD S?_5mFR>Q1Y1d�\>g5YXm;R>U1{V\!g1Y5fV\>}5Y5YlS*\>g5g5h)i;g1\ v Y5f�Y5c1TVd�b1R/npS?Y1d�b5T

( U1\!f�S?T�_?hxY<do_*\!w1d�h ).

•
| \>bkS?R>^-\![/Y5]!`)S?R/Q5R!_?g5Y5]!T�_1`>g5htTs[>Y5g1c5TVd�]!T�U5h�bF[/\>aFTVw;d�Y1d�]!TVnuT .

•
| \>b;g1\>d�]!U5R/Y5]!` FreeBSD S1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5m�S?Y?d�b5R/[>h)i3jXd�]!U5R/w1d�]>[ USB.

•
| \>b;g1\>d�]!U5R/Y5]!`�[/Y5U5]!jX\!_1`>g5htT v \!wX_?R>[>htTsd�Y1d�]!TVnuh , ]>\!b5Y1T , b1\>bkS?Y1d�b5YF[eR>Q5TVU1\!]>Y5[>g5R/w;Q1\/n+m5]!Y .

•
| \>b;Y1d�Q1R!_1`/f�R>[-\!]!`tb1[>R>]>h�S1_5mFR/{�U1\>g5Y5c5TVg5YXmFY1d�Q5R!_?`>f�R/[/\>g5YXmeS?Y1d�b1R>[>R/{�R�Q1U5R/d�]!U1\!g?d�]![-\ .

•
| \>b;fV\>aFY v U5R/[/\>]!`yS?Y1d�b5Y , c1]!R>^/hxfV\!�<Y5]!Y5]>`eYXi;R/]�[>f�_1R/n7\ .

•
| \>bFd�R/foS*\>[/\!]>`tYFfV\>Q5Y1d�ht[/\!]>` CD Y DVD [>R FreeBSD.

•
� \>f�_1Y1c5g5htTy[/\!U1Y1\!g5]>hxY1d�Q5R>_1`>fVR>[-\!g5YXmkjXd�]!U1R>w1d�]![�iXU1\>g5T�g1YXmkS1_5mFU1T�f�TVU5[>g1h)ikb1R>Q5Y5w .

•
| \>b;Y1d�Q1R!_1`/f�R>[-\!]!`tQ1U5R>{VU1\>n7nuh�U1T�f�TVU5[>g1R>{�R�b5R>Q5Y1U5R>[-\!g5YXm , Y?nuT����<Y5TVd�m3S1_5m FreeBSD.

•
| \>b;[>htQ5R>_1gXm5]!`eU5T�fVT�U5[/g5R>Tzb5R>Q5Y1U5R>[-\!g5Y5Tsg1\)S*Y1d�b5TV]!h .

• �k]!Re]>\!b1R>Tsnu{Vg5R>[/T�g5g1htTzb5R/Q5Y5Y v \>wX_1R/[>h)i3d�Y1d�]!TVn�Y<b1\!b<YXi3r v3v TVb5]!Y5[/g5R�Y1d�Q5R!_?`>f�R/[/\>]!`
~kT�U5T�S<Q5U5R/c5]!T�g1Y5TVn r�]!R/w;{�_?\>[>hx[-\>nKQ5R/]!U5T�^/j$T�]>d�m :

•
� f�g1\>]!`�b1\>bFg1\/d�]!U?\!Y5[-\!]!`�Y<jXd�]>\>g1\![>_1Y5[/\>]!`�g5R/[>R/T7m$S?U5R FreeBSD ( �µ_ . 8).

16.2.
� � �	�;E 	��)G<DFLKJY�tG��

* \�_1TVT�Q5U5Y5[/R�S?Y1]>dom<d�Q5Y1d�R>b v Y1f�Y5c5T�d�b5Y5ikjXd�]!U5R>w?d�]![�i$U?\!g5TVg5YXmFY5g v R>U1n7\>}5Y5Y , b5R/]!R>U1htTzQ5R!S5S?T�U5W�Y1[/\!�e]>dom<[>R
FreeBSD, Y<Y1nuT�g1\ejXd�]!U1R>w1d�]![ , b1R>]!R/U5htTzY1n d�R/R>]![/T�]>d�]![>j$��] .
� � � ����� � 16-1.

� �
� � ��� ���

��
���

�
� ������� � � � � �

�
�
��	 � ��� ��� ��� �������

� �R Q E>GFG= � ��PYQ M>BF C�I CENOC ZB>5@BALC�DM>1@BIG=
�sY1g5c5TVd�]!T�U1h IDE ad

~kU5Y5[>R!S?h IDE CDROM acd

�sY1g5c5TVd�]!T�U1h SCSI Y3S*Y1d�b5R/[>htTsj$d�]!U5R/w1d�]![-\ USB da

~kU5Y5[>R!S?h SCSI CDROM cd
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� �R Q E>GFG= � ��PYQ M>BF C�I CENOC ZB>5@BALC�DM>1@BIG=� \!f�_1Y5c5g5htTyg5T�d�]>\>g$S*\!U1]!g5htTyQ5U5Y5[/R�S?h CDROM mcd S1_5m Mitsumi CD-ROM, scd S1_1m Sony CD-ROM,
matcd S1_5m Matsushita/Panasonic CD-ROM a* Y1d�b5TV]!h fd

� T�g5]!R/c5g5htTsQ5U5Y5[/R�S?h SCSI sa
� T�g5]!R/c5g5htTsQ5U5Y5[/R�S?h IDE ast
	 _?r�a - S?Y1d�b5Y fla S1_1m v _1r�a - jXd�]>U5R>w1d�]![ DiskOnChip®* Y1d�b5Y RAID aacd S1_5m Adaptec AdvancedRAID, mlxd Y mlyd S1_5m

Mylex, amrd S1_1m AMI MegaRAID, idad S1_5m Compaq
Smart RAID, twed S1_1m 3ware® RAID.

~kU5Y1nuT�c?\!g5YXm : a. 5 R>b5]!m5^>UXm 2002 {VR�S*\)S?U1\!w1[>T�U matcd(4) ^/h)_Fj/S*\�_���gFY1fz[>TV]!b5Y FreeBSD 4.X YFR>]/d�j$]>d�]>[>j$T�]e[>R FreeBSD 5.0 Y 5.1. FreeBSD 5.X, 16 2003 .

16.3. � L�N�E � � � � I	� � I �3H�L��
� 4�(*���5��#��>(?670;����./��� B!���V�V�����%�! !"-# David O’Brien.

~kU5ToS?Q1R!_1R>W�Y?n , c5]!RknuhxiXR>]!Y?n�jXd�]>\>g5R>[/Y5]!`�g5R/[>htwkS*Y1d�b SCSI g1\en7\>aFY5g1j , Y1nuT��e�Fj$��[�S*\>g5g5htwFnuR-nuT�g5]
]!R!_1`/b5R�R!S?Y5gkS*Y1d�b . 'sg1\!c?\�_?\�[>htbX_1�ec5Y1n�b1R/nuQ5`/��]!TVUFYFjXd�]>\!g5R/[>Y1npS*Y1d�b<[�b5R/nuQ1`>��]>T�U<d�R>{�_?\>d�g5R
Y5g1d�]>U5j$b5}5YXm1n bFb5R-nuQ5`>�e]!T�U5j , b1R>g5]!U1R!_5_1TVU5j3YFR/]�Q5U5R/Y5f�[/R�S?Y1]!T�_5m;S?Y1d�b?\ . (kf - fV\�^>R!_?`>aFR/{�RtU1\>f�g5R/R>^/U1\!fVYXm
r�]!YXi;Q1U5R>}5T�S?j$U;YXi;U1\/d�dVnuR>]!U5TVg5Y5Ty[>h)iXR�S*Y5]�fV\�U1\>nub1YFr�]>R>{�R�S?R>b1j$nuTVg5]>\ ..
�sR/w$S?Y5]>Ts[ld�Y1d�]!TVnuj3b1\>b;Q5R>_1`>fVR>[/\>]!T�_?` root. ~kR/d�_1T�]!R/{�R , b1\!b<[>hxjXd�]>\>g5R>[/YX_1YkS*Y1d�b , Q5U5R/dVnuR>]!U1Y5]!T v \!wX_
/var/run/dmesg.boot, c5]!R>^/hxj$^>ToS*Y5]!`/d�m , c5]!Rlg5R/[>htwkS?Y?d�bF^/h)_Fg1\>w$S?T�g . ~kU5R�S*R!_5W \�m3g1\>a Q5U1Y1nuT�U , ]!R!_?`>b5R
c5]!R�S?R>^-\![!_?T�g5g5htwlS*Y1d�b<^>j/S?T�]�g1\!fVht[/\!]>`/dom da1 Y%nuhxiXR>]!Y?n�d�nuR/g5]!Y5U5R/[/\>]!`�T�{VR�[lb1\!]/\�_1R/{ /1 ( TVdo_?Y;[>h
S?R>^-\![!_1m5T�]!TuS*Y1d�b IDE, ]>RejXd�]>U5R>w1d�]![>Re^>j/S?TV]�g1\!fVht[/\>]!`/d�m wd1 [ld�Y1d�]!T�n7\�i , Q5U5T�S?aFT�d�]![/R>[-\![>a<YXi 4.0, Y ad1 [
d�Y1d�]!TVn7\!i 4.X Y 5.X).

qy\>bFb1\>b FreeBSD U1\!^/R>]>\>T�]�g?\ IBM-PC d�R>[/nuT�d�]!Y?nuh)i;b5R/nuQ5`/��]!TVU1\�i , R/g1\)S?R>_5WZg1\�Q1U5Y5g5Y1n7\>]!`l[>R�[/g5Y1n7\>g5Y5T
U1\!f�S?T�_1h PC BIOS. � r�]!R-n�fV\>bX_1��c?\!T�]/dom;R>]!_1Y5c5Y5TyR>]e]!U1\�S?Y5}5Y5R/g5g5h)i;U1\>foS?T�_1R>[ BSD.

* Y1d�b PC nuR>WZT�]�Y?nuT�]!`
S?R�c5TV]!htU5T�i;fV\!Q1Y1d�TVw;U1\!f�S?T�_?R>[ BIOS. +zd�_1YFS?Y1d�b<g1\�dV\>nuR-npS?T�_1Ty^>j/S?TV]�Y1d�Q5R!_?`>f�R/[/\>]!`/d�mlY1d�bX_1�ec5Y5]!T�_1`>g5RlQ5R!S
FreeBSD, [/h�nuR!WZT�]!T)Y1d�Q5R!_?`>f�R/[/\>]!`tU5T�WZY1n dedicated. ��Q5U5R>]>Y5[>g5R-n�do_?j-c?\!T FreeBSD ^>j/S?TV]�U1\/d�Q5R>_?\!{�\!]!`-dom3[
R�S?g5R-nKY5fyU1\!f�S?T�_1R/[ PC BIOS. �yR FreeBSD U1\>foS?T�_1h PC BIOS g1\>f�ht[-\!��]/dom �¤#���0*��� �;" , c1]!R>^/hxg5TsQ1j-]/\!]!`lYXi;d
]!U1\=S*Y5}5Y5R/g5g5h�nuYFU?\!foS*T�_?\/nuY BSD. �yhx]>\>bXWZTynuR>WZT�]!TyY1d�Q1R!_1`/f�R>[-\!]!`�d�_?\!w?d�h�YFd�S?Y1d�b5R/n , Q5U5ToS*g1\!fVg1\!c5TVg5g5h�n
Y1d�bX_?��c5Y5]>T�_1`/g5R�S?_5m FreeBSD, R�S?g1\>b5R�Y?d�Q5R>_1`>fVj-T�nuh�nK[�b5R-nuQ5`>�e]!T�U1T , g?\�b5R/]!R>U5R-n�Y1nuTVT�]>d�m
S?R>Q5R>_1g5Y5]>T�_1`/g1\�m;R/Q5T�U1\>}5Y5R/g5g1\�m;d�Y1d�]!T�n7\ . � ]!R�g5j-WZg5R�S1_5mF]>R>{�R , c5]!R/^>hxg5Ty^>h)_1R�Q5j$]>\!g5Y1}5h�dsj-]>YX_1Y5]!R/w
fdisk S*U5j${�R>wFR>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh .

��d�_1j$c1\!Tydo_?\>w1d�R/[tS?Y?d�bF^/j/S?T�])S*R>^/\>[!_1TVg3b1\!b /dev/da1s1e.
� ]!RlY5g5]>T�U5Q5U1T�]!Y5U1j-TV]>dom�do_1T�S?j$���<Y1n�R/^>U1\>f�R/n :

S?Y1d�b SCSI, jXd�]!U1R>w1d�]![>Reg5R/nuTVU 1 ( [>]>R>U5R/wlS?Y1d�b SCSI), d�_?\!w?d 1 ( U1\>foS?T�_ PC BIOS 1), YFU?\!foS*T�_ BSD e. � do_1j$c1\>T
Y1d�Q5R>_1`>fVR>[-\!g5YXmk[l[>hyS?T�_1T�g5g1R/nKU5T�W�Y?nuT�S?Y?d�bF^/j/S?T�]�S?R>^-\![!_?T�g3Q5U5R-d�]!Reb1\!b /dev/da1e.

�yd�_1ToS�d�]![/Y5TzY1d�Q5R!_?`>f�R/[/\>g5YXm 32- ^>Y1]!g5h)ik}5T�_1h)ikS?_5m;iXU1\!g1T�g5YXm;c1Y1do_?\ld�TVb5]!R/U5R>[ , bsdlabel(8) ( g1\!fVht[/\!T�nuhtw
disklabel(8) [ FreeBSD 4.X) R/{�U1\>g5Y5c5TVg 2^32-1 d�T�b5]!R/U1\>nuY<g1\)S*Y1d�b , YX_1Y 2TB [l[�^>R>_1`>a<Y5g1d�]![>Tzd�_1j$c1\!TV[ .	 R/U1n7\!] fdisk(8) Q5R/f�[>R>_5m5T�]�g1\�_1Y1c5Y5TyQ5T�U5[/R>{VR�d�TVb5]!R>U?\�d�Rld�nuTV�FT�g1Y5TVn�g1Ts^/R!_1TVT 2^32-1 Y;S1_1Y5g5j3g1Ts^/R!_1TVT
2^32-1, c5]!RlR>{VU1\!g5Y1c5Y5[/\>T�]tU1\>fVnuTVUFU1\>foS?T�_?\)S?R 2TB, \eU1\>fVnuT�U3S?Y1d�b?\tS?R 4TB [l^>R>_1`>a<Y5g1d�]>[>Tzd�_1j$c1\!TV[ .	 R/U1n7\!] sunlabel(8) R>{VU1\!g1Y5c5T�g 2^32-1 d�TVb5]!R>U?\>nuYFg?\�U1\>foS?T�_<Y 8 U1\!f�S?T�_?\/nuY , c5]>Rld�R/d�]/\![!_1m5T�] 16TB.

* _5m
S?Y1d�b1R>[�^/R!_1`/aFTV{�RtU1\>foS?T�_?\�nuR/{�j$]�^/ht]!`�Y1d�Q5R!_?`>f�R/[/\>g5h U1\!f�S?T�_1h gpt(8).
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16.3.1. � ���U����� ���������  �"�	#�! ��  ��!& sysinstall(8)

1. (3d�Q5R!_1`/f�R/[/\!g1Y5T Sysinstall

�yh�nuR>WZT�]!TyY1d�Q1R!_1`/f�R>[-\!]!`tQ1U5R/d�]!htTynuTVg5� j-]>YX_1Y5]!h /stand/sysinstall S1_5m<U1\!fV^>Y5TVg5YXm;g1\�U1\!f�S?T�_1hxY
U?\!fVnuTV]!b5Y<g5R>[/R>{�RtS?Y1d�b?\ . �yR>wXS?Y5]!Tyb1\!b<Q5R!_?`>f�R/[/\>]!T�_1` root Y5_1YF[/R/d�Q1R!_1`/f�j$w5]!T�d�`�b5R-n7\!g$S*R>w su.
�µ\!Q5jXd�]>Y5]!Tyb5R/n7\>g$S?j /stand/sysinstall YF[/R>w$S*Y5]!Tz[knuT�g1� Configure. �yg5j$]!U1Y FreeBSD
Configuration Menu, Q5U5R>_1Y1d�]/\!w5]!TyYF[/ht^>TVU5Y5]!TsQ5j$g5b5] Fdisk.

2.
� T�S*\!b1]!R>U<U1\!f�S?T�_1R/[ fdisk
� \!^>R/]>\�mFdsj$]!YX_1Y1]!R>w fdisk, nuh�nuR!WZT�n�[>ht^/U1\!]!` A S1_5m<]!R>{VR , c5]!R/^>hxY1d�Q5R!_?`>f�R/[/\>]!`tQ5R�S FreeBSD
Q1R!_1g5R-d�]!`/��[/TVd�`�S?Y1d�b .

| R/{oS*\t^/j/S?T�]efV\=S�\!g3[>R/Q5U5R-d�R�]>R/n , iXR>]>Y5]!Ts_1YF[/h ” d�R!iXU1\>g5Y5]!`ld�R/[/nuTVd�]!Y1nuR-d�]!`ld
S*U5j${�Y1nuY<[>R>f�nuR!WZg5h�nuY<R>Q5TVU1\!}5Y1R>g5g5h�nuY<d�Y1d�]!TVn7\/nuYF[�^/j/S?j$�FTVn ”, R/]![>TV]!`>]>T YES. �'\!Q1Y5aFY5]>TzY5f�nuT�g5TVg5YXm
g?\tS?Y?d�bFQ1U5YFQ5R-nuR>�<Y;b5R/n7\>g$S?h W. 
�]!TVQ5T�U5`e[>htw$S*Y5]!TyY5fsU1ToS*\>b5]!R>U?\ FDISK, g1\!WZ\>[ q. � r�]!R/]enuR/nuTVg5]
[-\>nK^/j>S*T�]�f�\=S*\>g;[>R/Q5U5R-d7R�{�_?\![/g5R>w;f�\!{VU5j$f�R>c1g5R>w3f�\!Q5Y1d�Y . q)\!b<b1\!b<[>h�S?R/^/\![>_5m5T�]>TuS?Y1d�bFbFj-WZT
U?\!^>R/]>\!�e�FTVwFd�Y1d�]!TVnuT , [/ht^>T�U1Y5]!T None.

3.
� T�S*\!b1]!R>U%nuT�]!b5YFS?Y1d�b1\
qyTVQ5T�U5`l[/\/nKg5j-WZg5R�[/htw5]!YFY1f sysinstall Y<fV\>Q5jXd�]!Y5]>`�r�]>j3j-]>YX_1Y5]!j;d�g5R>[-\ . 'z_1T�S?j$w5]!Tyj$b1\!f�\!g5YXm1nK[/htaFT , g5R
g?\�rV]!R>]eU1\!fs[>ht^>TVU5Y5]!TsQ5j$g5b5] Label. �sh�Q5T�U5TVw$S��V]!Tsb%nuT�g5� Disk Label Editor. �?S?TVd�`�[/h�d�R>f�S*\=S*Y5]!T
]>U1\=S?Y1}5Y5R>g1g5htTsU?\!foS*T�_1h BSD. �3\)S?Y1d�b5T)nuR!WZT�]e^>ht]!`�S?Re[/R/d�`/nuY3U1\>foS?T�_1R>[ , Y1nuT��e�FYXiFnuTV]!b5Y a-h.
�kTVb5R>]>R>U5htTsY5fynuTV]!R>b<U1\!f�S?T�_?R>[�Y1nuTV��]lR/d�R>^>htw;dVnuh�do_ .

� \!f�S?T�_ a Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5mFU?\!fVnuTV�FTVg5YXm
b1R>U5g5TV[>R/{�R�U1\>foS?T�_?\ (/). ~kR�r�]!R/wFQ5U1Y5c5Y5g5Ty]!R>_1`>b5Re[/\>a d�Y?d�]!T�nug5htw;S*Y1d�b ( g1\>Q5U5Y1nuTVU , ]!R/] , dsb5R>]>R>U5R/{�R
Q1U5R>Y1d�iXR�S?Y5]efV\>{�U5j$f�b?\ ), S*R!_5WZT�gFY1nuT�]!`lU1\>foS?T�_ a.

� \>foS?T�_ b Y?d�Q5R>_1`>fVj-TV]>dom;Q1R�S%U?\!foS*T�_FQ5R!S?b1\>c5b5Y , Y<[>hnuR>WZT�]!TyY1nuT�]>`lnug5R/{�R�S?Y1d�b1R>[edsU1\>foS?T�_?\>nuY;Q1R�S?b1\>c5b5Y .
� \!f�S?T�_ c Y1d�Q1R!_1`/f�j$T�]>d�mkS1_5m3S*R/d�]>j-Q?\�b5Re[/d�T�nuj

S*Y1d�b5j3[eU5T�WZY1nuT)rVb1d�bX_?��f�Y1[>g5R/{�R�Y1d�Q5R!_?`>f�R/[/\>g5YXm3YX_1Y<b5R�[-d�TVnuj3d�_?\!w1d�j FreeBSD Q1U5YFU1\>^>R/]!Tz[eU5T�WZY1nuTtd
Y?d�Q5R>_1`>fVR>[/\>g5Y5T�nPd�_?\!w?d�R>[ . �ld�]>\!_1`>g1htTzU1\>foS?T�_1hxY1nuT��e]eR/^>htc5g1R>T�Q5U5T�S?g1\>f�g1\>c5T�g5Y1T .
� ToS*\>b5]!R>U%nuT�]!b1Y;S?Y?d�b1\�Q5U5R>{VU1\>n7nuh sysinstall Y1d�Q5R!_1`/f�j$T�]�U1\!f�S?T�_ e S1_5m<g5T�b5R/U5g5TV[>R>{VR�U1\>foS?T�_?\tYFg1T�S1_1m
U?\!foS*T�_?\�Q5R�S?b?\!c5b5Y . �yg5j$]!U5YFU1ToS*\>b5]!R>U?\enuTV]!b5Y3S*Y1d�b1\ld�R/foS*\>w5]!TsR>]=S?T�_1`>g1j-� v \!wX_1R/[>j$��d�Y1d�]>TVnuj , g1\!WZ\>[
C.
| R>{oS�\t^>j/S?TV]�fV\�S*\!g;[/R>Q5U1R/d�Re]!R/n , ^>j/S?TV]t_1YFrV]!RlU1\!f�S?T�_<d v \!w5_1R>[/R>w;d�Y?d�]!T�nuR>w (FS) YX_1Y<r�]!Rl^>j/S?TV]

U?\!foS*T�_<Q1R�S?b1\>c5b5Y , [>ht^>TVU5Y5]!T FS YFg1\>^>TVU5Y5]!Ty]!R>c1b5j3nuR>g5]!Y1U5R>[-\!g5YXm ( g1\>Q5U5Y1nuTVU , /mnt). ~kU5Y3S?R/^/\>[!_1TVg5Y5Y
S*Y1d�b1\eQ5R-do_1Tsj$d�]>\!g1R>[>b1YFd�Y1d�]!TVnuh , Q5U5R/{�U1\/n7n7\ sysinstall g1Tz^>j/S?TV]e\>[>]!R-n7\!]!Y5c1TVd�b1YFd�R/foS*\>[/\!]>`�fV\>Q5Y1d�YF[v \>wX_1T /etc/fstab, Q5R/r�]!R-nujk]!R>c5b?\enuR/g5]!Y5U5R/[/\>g5YXm;g5Ty]>\!b<j-W Y<[/\!W�g?\ .
qyTVQ5T�U5`l[>h�{�R>]>R>[>h f�\!Q5Y1dV\!]!`eg5R>[/j$��nuT�]>b5j3g1\�S?Y1d�b<Y<d�R>foS�\!]!`�g?\�g5T�n v \!w5_1R>[/j-��d�Y1d�]!TVnuj . '�S?T�_?\!w1]!T
rV]!R , g1\!^/U1\![ W. ~kU5R>Y5{Vg5R>U1Y5U5j$w5]!Tyd�R>R/^>�<T�g5YXm3R/^�R>a<Y5^>b?\�ikR>] sysinstall R�g1T�[>R/fVnuR>W�g1R/d�]>YFd�nuR/g5]!Y5U5R/[/\>]!`
g1R>[>htwFU1\!f�S?T�_ . ~kR!_1g5R-d�]!`/��[/htw$S?Y5]!TyY5fyU5ToS�\!b5]!R/U1\�nuTV]!b5Y;S?Y1d�b?\�Y<Y5fsQ1U5R>{�U?\>n7nuh sysinstall.

4. �'\>[>TVU5aFTVg5Y5T
~kR-do_1T�S?g5Y5wFa<\!{zfV\!b5_1��c1\>T�]>d�m;[�U5T�S*\!b1]!Y5U5R/[/\!g1Y5Y v \!wX_*\ /etc/fstab YkS*R>^/\>[!_1TVg5Y5Y3f�\!Q5Y1d�YkS1_5m;[-\!a<T�{�R
g1R>[>R/{�R)S*Y1d�b1\ .

16.3.2. � ���U����� ���������  � 	#�! ��  �� ���
$Y����� �U�
� �������
�� 

16.3.2.1. �U=?H:C:@ =�>1CY> � =:DE>1=���
'z_1ToS?j$�e�<\�m;g?\>d�]>U5R>w5b?\�Q5R/f�[>R>_1Y5]�[-\!a<TVnujeS?Y1d�b5jkb5R>U5U1T�b5]!g1ReU1\>^>R/]>\!]!`lduS?U1j-{VY1nuYFR/Q5T�U?\!}5Y5R/g5g5h�nuY
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d�Y1d�]!TVn7\/nuY , b5R/]!R>U1htTsnuR>{Vj$]�^>ht]>`�jXd�]>\>g5R>[>_1T�g1hxg1\�[-\!aFT�nKb5R/nuQ5`/��]!TVU5T , YFg5Ts[>htfVR>[>TV]�b5R/g v _1Y5b5]/\�d
j-]>YX_1Y5]>\/nuY fdisk S?U1j-{VYXi3R>Q5TVU1\!}1Y5R>g5g1h)i3d�Y1d�]>TVn .

� ]>R>]ed�Q5R/d�R>^�U1T�b5R-nuT�g$S?j$TV]>domFY?d�Q5R>_1`>fVR>[/\>]!`yS1_5m
j$d�]>\!g1R>[>R/b3g5R>[/h)ilS?Y1d�b1R>[ . (3d�Q5R!_?`>f�j$w5]>T ����	 ��� � ��� �
 ���eU5T�WZY1n , ]!R>_1`>b1R�TVd�_1YFj3[-\>d7T�d�]!`lU5T�\�_1`>g1htTzQ5U5Y1c5Y5g5h
S?T�_?\>]!`�rV]!R !
# dd if=/dev/zero of=/dev/da1 bs=1k count=1
# fdisk -BI da1 # ��
���� ��������������� ��� 
�������������	 � .
# disklabel -B -w -r da1s1 auto # ����� ������� � � ���� .
# disklabel -e da1s1 # ��������� 
�������� � 
�� ������� ��
�� 	�� � ����
�
�� � ��� 
 ��� ����	 ��� � ���� �������� � ����� ������� .
# mkdir -p /1
# newfs /dev/da1s1e # ������
���������� � 
���
 ���� ���� � 	 � � 	���� ����
�
���� ����� ��������� .
# mount /dev/da1s1e /1 # ����
�
�� ������� ����� ����� ( � )
# vi /etc/fstab # ��� ������������ 	�� � 
 ����
�	�
 ��� � ��� � ��� ����	�� / � � � ��	�� � ��� ��� /etc/fstab.

+zdo_1YFje[-\>dujXd�]>\>g5R>[>_1T�geS?Y?d�b IDE, Q5R�S*d�]>\![/`>]!T ad [-nuTVd�]!R da. �3\�d�Y?d�]!T�n7\�ik[>T�U?d�Y5w3U1\>g5T�T 4.X Y1d�Q5R>_1`>fVj$w5]!T wd.

16.3.2.2. �9FG>GF � 	�X �I?K��3D�ALJGV� �
+zdo_1Y<[>hxg5Ty^>j/S?TV]!TyY1d�Q5R>_1`>fVR>[-\!]!`tg5R/[>htwkS*Y1d�b%d�R>[-nuTVd�]!g5Red7S?U5j${�R/wFR/Q5T�U1\>}5Y5R/g5g5R>w;d�Y1d�]>TVnuR>w , ]!Rl[>h�nuR!WZTV]!T
Y1d�Q5R>_1`>fVR>[-\!]!`tU5T�WZY1n ����	 � � � ������
�� ���tY1d�Q5R!_?`>f�R/[/\>g5YXm . �e]>nuT�]>`>]!T , c5]!Rer�]!R/]eU1T�WZY1n�nuR>W�TV]�[/[>TVd�]!Y;[
fV\!^>_1j-W%S?T�g5Y1TzR>Q1T�U1\>}5Y5R>g1g5htTzd�Y?d�]!T�nuh�R>] Microsoft; R�S?g1\>b5R�Y5g v R>U1n7\>}5Y5� R>g5Y;g1TsU1\>f�U5j$a%\!] . 
�[>R/] OS/2
b5R/nuQ1\>g5Y5Y IBM ^>j/S?TV] ” fV\>^>Y5U?\!]!`�d�T�^/T ” _1�e^>R>wFU1\!f�S?T�_ , b1R>]!R/U5htw;R>g?\�g1\>w$S?T�]eYFg5T)d�nuR>WZT�]�U?\>d�Q1R>f�g?\!]!` .
# dd if=/dev/zero of=/dev/da1 bs=1k count=1
# disklabel -Brw da1 auto
# disklabel -e da1 # create the ‘e’ partition
# newfs -d0 /dev/da1e
# mkdir -p /1
# vi /etc/fstab # add an entry for /dev/da1e
# mount /1


t_1`/]!T�U5g?\!]!Y5[/g5htw<nuTV]!R�S�fV\>bX_1��c?\!T�]/dom;[kdo_1T�S?j$���FT�n :

# dd if=/dev/zero of=/dev/da1 count=2
# disklabel /dev/da1 | disklabel -BrR da1 /dev/stdin
# newfs /dev/da1e
# mkdir -p /1
# vi /etc/fstab # add an entry for /dev/da1e
# mount /1

, �!�µ�.-���� � � : �*�!³�������0.� FreeBSD 5.1-RELEASE, ���9�V�?¢��o�C�¥���!��>´l���� 4 �����µ�?¢ disklabel(8) ��� � � �/��������������
bsdlabel(8). � bsdlabel(8) �����¤�����¤�=�¤��°A� ��¢V� �����>����¢u��¥������¢V� � �V¢ �/��±���� �����!�����?¢¥�=��� ; �s��� �>�?¢V��¢z�V� ��¢)���!�����?¢¥�=�
-r ��¢y� �V£y¢¥�	���V�����
 2 �/�¥����
2� 0�� bsdlabel(8). � �10F����!��³�¢�� �60t���/������ �V��¢ � 
���/´ ����²��/���?��±���� ��¡>����������¢2��
y�
�V���������/³���/´/�¥�=��� � �>±�¢s� � bsdlabel(8).
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16.4. RAID

16.4.1. � ��� �L��� $�$ �9& � RAID

16.4.1.1. �9C�K � �N Z?A:=�� EP�Q!AL=:D�I J?AL=�C:H��UJ Q �K � KEKLCMNOC�Q E>GFG= (CCD)� �*" ��"?(?��#��/(1670;����.-��� B��'�����������! �"-#
Christopher Shumway. � 4 �;��(?��(1"-2% �(���� Jim Brown.

~kU5Y;[>ht^/R>U5TsU5T�a<T�g5Y5mkS1_5mFR/U5{V\>g5Y5fV\>}5Y5Y3iXU1\>g5YX_1Y1�<\�dV\>nuh�nuY<[/\�WZg5h�nuY;iX\>U1\!b1]!T�U5Y?d�]!Y5b?\>nuY;m5[>_5m5��]/dom
d�b5R/U5R/d�]!` , g1\�S?T�WZg5R-d�]!`eY<d�]!R>Y1nuR-d�]!` . � ToS*b5Re[-d�Tsr�]!YFiX\>U1\!b1]!T�U5Y?d�]!Y5b1YFg1\!_1Y5c5T�d�]![/j-�e]�R!S?g5R>[/U5TVnuTVg5g5R ; R/^>htc5g5R
^>h�d�]>U5R>TsYFg1\�S���WZg5R/TzjXd�]!U1R>w1d�]![>R�i$U?\!g5TVg5YXmFd�]>R>Y5]�S?R>U5R/{�R , \�Q5U1YFjXnuT�g5`/aFT�g1Y5YFd�]>R>Y1nuR-d�]!Y%[�WZT�U1]![>j
Q5U5Y5g5R-dom5]>d�m<d�b1R>U5R-d�]!`�U?\!^>R/]!hxYX_1Y<g1\=S ��WZg5R/d�]!` .
~kU5Y;Q5U5R/T�b5]>Y5U5R>[-\!g5Y1Y;R>Q5Y?d�ht[/\>TVnuR/wlS*\�_1TVTyd�Y1d�]>TVnuh�[eb1\!c5T�d�]![/TsdV\>nuR>{VR�[-\�WZg5R>{VR v \!b1]!R>U1\�^>h)_?\�[>ht^>U?\!g1\tT �
d�]!R/Y1nuR/d�]!` , f�\!]!T�n�^>h�d�]!U5R!S?T�w1d�]![>Y1TzYFg?\=S���W�g1R/d�]>` . 'sb5R/U5R/d�]!`�Q5TVU5ToS�\!c5YkS�\!g5g5h)ikS?_5m;r�]!R/w<d�Y1d�]!T�nuh
R>{�U?\!g5Y5c1Y5[/\!_?\>d�`t]!R!_1`/b5R�Q1U5R>Q5jXd�b5g5R>w<d�Q5R-d�R>^/g5R/d�]!`>��d�T�]>Y . ( , iXR>]!m;g1\=S���WZg5R/d�]!`eR/c5T�g1`�[/\!W�g?\ , CCD- S?Y1d�b ,
R>Q5Y1d�ht[/\>TVnuhtw3g5YXWZT , R>^-do_1j-WZY5[-\�_;U1\>^>R>]>jkd7S*\!g1g5h�nuY , Q5R>_1g5htTyb5R>Q1Y5Y;b5R/]!R>U5h)i;j-WZT�iXU1\>g5YX_1Y?d�`�g?\tS?Y?d�b1\!i
CD-R, ]/\!b;R/g5Y<nuR/{�_1Y<^>ht]!`ld�_ �V{�b5R-d�]!`/��R/^>g5R/[!_1TVg5h .

~kU5Y;[>ht^/R>U5TsU5T�a<T�g5Y5mkS1_5m<n7\/d�d�R/[>R/{�R)iXU1\!g1T�g5YXm;S*\!g5g1h)ikQ1T�U5[/h�n�a<\>{�R/nPm5[>_5m5T�]/dom;R>Q1U5ToS?T�_1T�g1Y5Ts[-\!a<YXi
]!U5T�^/R>[-\!g5Y5w3b<g5TVnuj . +zdo_1Y<[�[-\!aFY5ik]>U5T�^/R>[/\>g5YXmXik{�_?\>[>g5h�nuYFm5[!_5m5�e]>domFd�b5R>U5R-d�]!`eYX_1Y<g1\=S���WZg5R/d�]!` , \�g5T
d�]!R/Y1nuR/d�]!` , ]>Re[-\!a [/ht^>R>UF^>j/S?T�]�R>]�_1Y1c1\!]!`-domFR/]�R>Q1Y1d�ht[-\!TVnuR/w;[�rV]!R/n�U?\!foS*T�_1Tyd�Y1d�]!TVnuh .

16.4.1.1.1. � � � 
��� ��� 
 � 	 ��� � � �	��
�����| U5R/nuTyd�Y1d�]!TVnug5R/{�R IDE- S?Y1d�b1\ , R-d�g5R/[>jkR>Q5Y?d�ht[/\>TVnuR/{�RyS*\!_1T�T CCD- S?Y1d�b1\eR>^>�<Y1nKR>^ � �VnuR-nKQ5U5Y1nuTVU5g5Rl[ 90
�µ^/\>w5]�d�R/d�]/\![>Y5_1Y;]!U5Y IDE-S?Y1d�b1\ Western Digital 30GB, 5400 RPM. � Y$S?T�\�_1`/g5R/n�d�_1j$c1\!Tsb1\�W%S?htw;S?Y1d�b IDE
Y1nuT�TV]ed�R/^/d�]![>TVg5g5htw;b5R/g5]!U5R>_5_1TVUFYFb?\!^>T�_1` , g1RtS1_5m%nuY5g5Y1nuY5f�\!}5Y1Y%d�]!R>Y1nuR-d�]!Y;S?R>Q5R>_1g5Y5]>T�_1`/g5htT
b5R>g5]>U5R!_5_?T�U5h IDE g5TzY?d�Q5R>_1`>fVR>[/\!_1Y1d�` . �ynuT�d�]!Rer�]!R/{�R�S?Y1d�b1YF^>h)_?Y3g1\>d�]!U5R>TVg5hxQ5U5Y<Q5R/nuR/�FY;Q1T�U5TVbX_1��c?\!]!T�_1T�w
]>\!b , c5]!Rlg1\�b?\�W%S?R/n IDE- b5R>g5]>U5R!_5_?T�U5Tsg1\�iXR�S*YX_1R/d�`�Q5ReR�S?g5R-nujk[>ToS*j-�<TVnujkYFR!S?g5R-nujl[/ToS?R-nuR/nujeS?Y1d�b5j .
* R�Q5TVU5T�f�\!{�U1j-fVb5Y BIOS d�Y?d�]!T�nuh�^>h)_?\�g1\>d�]!U5R/T�g1\�g1\�\>[>]!R-n7\!]!Y5c1TVd�b1R>T�U1\/d�Q5R/f�g1\>[/\>g5Y5T�Q5R!S?bX_1�ec5T�g1g5h)i
S?Y1d�b1R>[ . ;yR>_1T�Ts[/\�WZg5Re]!R , c1]!ReQ1U5YFQ5TVU5T�f�\!{VU5j$f�b5TsYXi;U1\>d�Q5R>fVg1\�_*\ FreeBSD:

ad0: 19574MB <WDC WD205BA> [39770/16/63] at ata0-master UDMA33
ad1: 29333MB <WDC WD307AA> [59598/16/63] at ata0-slave UDMA33
ad2: 29333MB <WDC WD307AA> [59598/16/63] at ata1-master UDMA33
ad3: 29333MB <WDC WD307AA> [59598/16/63] at ata1-slave UDMA33

, �!�µ�.-���� � � : ������� FreeBSD ��¢y����V�� 2������/�)�2��¢+� ���V� � , ����/�¥¢V� 
¤��¢y���>����¢V������;�¥��
y�������£)¢�� �603��¢���¢V� �5°�³V����¢��/¢V´ ���
� �O7 . ���s¡�����
 � ����¥�=��¢ IDE- � ���V� �/� �>�?¢�¢¤��� 0����!�¤£)¢y��¢V��¢�� �5°�³�����¢���
 ”Cable Select”. � ��¨�«+© �µ«�« � �V���� ��¢�� �60;����*¡��/�o����¢ �/�! 7¢64 � ���¥¢¤� �>� �G4 �)��¥�=��/´��¥�=� . � �103����!��³V¢�� ��0;��/� �-  �l��l�����������
���/�5�t������V£y¢�� �!° ��¢V��¢V� �5°�³V����¢ �-¢�´
�V¡/�������V��¢���
)�+���/�¤���?¢������!±����l��z��¥�=��/´��¥�=�¥�!� .

�'\!]!T�nKR>Q5U1ToS?T�_1Y5]!T , b1\>b<d�S*T�_?\>]!`�YXi;c?\>d�]>`>� v \>wX_1R/[>R>w;d�Y1d�]>TVnuh . (kfVj-c1Y5]!Tsd�Q5U1\>[>b5jkQ5R vinum(8) ( �µ_ . 17) Y
ccd(4). � g1\!a<TVnKb5R/g5b5U5TV]!g5R-n�do_1j$c1\>Tz^/h)_?\�[/ht^>U1\>g1\t]!T�i$g1R!_1R/{�YXm ccd(4).
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16.4.1.1.2. � 
 � � ����� � 
 CCD
* U1\!w5[/T�U ccd(4) Q1R>f�[/R!_5m5TV]�[/\/nK[>f�m5]!`�g5T�d�b5R>_1`>b1R�Y$S?TVg5]!Y5c5g1h)i3S?Y1d�b5R>[eYFR>^ �µToS*Y5g5Y5]!`eYXi3[eR!S?g5jl_1R/{�Y5c5T�d�b5j$�v \!wX_1R/[>j$��d�Y1d�]!T�nuj .

* _5m;Y1d�Q5R!_?`>f�R/[/\>g5YXm ccd(4) g5j-WZg5R�m$S*U5Red�Re[-d�]!U5R/T�g5g1R>w;Q5R!S5S?TVUXWZb5R>w ccd(4).
* R/^/\![/`>]!T

]>\!b5j$� d�]!U1R>b5jk[ v \!wX_Fb1R>g v Y5{Vj$U1\!}5Y1Ykm$S?U1\ , Q5T�U1TVd�]>U5R>w5]>TsY<j$d�]>\!g1R>[>Y1]!Tzg5R/[>R>T�m$S?U5R :
pseudo-device ccd 4

��d�Y1d�]>TVn7\�i 5.X [/nuT�d�]!Rer�]!R/{�R�[-\>nKg5j-WZg5RlY1d�Q1R!_1`/f�R>[-\!]!`t]/\!b5j$� d�]!U5R/b5j :

device ccd

, �!�µ�.-���� � � : /�� FreeBSD 5.X ��¢¥�	�o�o£z�?�F���o�62V�A������
)�������>³V¢2�¤�=� �y��¤�=��/´��¥�=� ccd(4) �����y���!� �?����´!��¢V�7��¤�=��/´��¥�=�¥�
ccd(4) ��¢V��¢V� 
s� ����� �!�o��¢¥��� 0.�¥�!� — ��/����¢ �V� 2�¢V�µ���10X���<��¤�=��/´��¥�=�7¡��o�/���C� � 2 �$��������
�� 0e�!�¤���/�?�����>³V¢2��� �l��
��¢ �V¡67���� �!� ���¥��� .

�sR FreeBSD 3.0 YFQ1R/do_?ToS?j$���<YXi3[>TVU1d�YXmXi3Q5R!S5S?TVUXWZb1\ ccd(4) ]>\>bXWZTynuR>W�TV]�^/ht]!`eR/^>T�d�Q5TVc5T�g1\�fV\!{VU5j$f�b5R/w
Q5R�S?{VU5j-W \!TVnuR/{�R�nuR!S?j-_5m3m$S?U1\ .
* _5m;g1\>d�]!U5R/w5b5Y ccd(4) d�g1\>c1\�_?\�[/\>nKg1j/WZg5Rl[>R-d�Q5R>_1`>fVR>[-\!]!`-domej$]!Y5_1Y5]!R/w disklabel(8) S?_5mFU1\>fVnuT�]>b5Y3S?Y?d�b5R/[ :
disklabel -r -w ad1 auto
disklabel -r -w ad2 auto
disklabel -r -w ad3 auto

~kU5Y;r�]>R/n�d�R>foS�\!��]/dom<nuTV]!b5Y3S?_5m ad1c, ad2c Y ad3c, b5R>]!R/U5htTzf�\!g5Y?n7\!��]�S?Y1d�bFQ5R>_1g5R/d�]!`>� .

, �!�µ�.-���� � � : �*�!³�������0.� FreeBSD 5.1-RELEASE, ���9�V�?¢��o�C�¥���!��>´l���� 4 �����µ�?¢ disklabel(8) ��� � � �/��������������
bsdlabel(8). � bsdlabel(8) �����¤�����¤�=�¤��°A� ��¢V� �����>����¢u��¥������¢V� � �V¢ �/��±���� �����!�����?¢¥�=��� ; �s��� �>�?¢V��¢z�V� ��¢)���!�����?¢¥�=�
-r ��¢y� �V£y¢¥�	���V�����
 2 �/�¥����
2� 0�� bsdlabel(8). � �10F����!��³�¢�� �60t���/������ �V��¢ � 
���/´ ����²��/���?��±���� ��¡>����������¢2��
y�
�V���������/³���/´/�¥�=��� � �>±�¢s� � bsdlabel(8).

'z_1ToS?j$�e�FY1n�a%\!{VR/nPm5[!_1m5T�]>d�m;Y5fVnuTVg5T�g5Y1Ts]!Y1Q1\enuTV]!b5YFS?Y1d�b1\ . * _5m<U5ToS*\>b5]!Y5U1R>[/\>g5YXmkS?Y?d�b5R/[enuR!WZg5R
Y1d�Q5R>_1`>fVR>[-\!]!`tj$]!YX_?Y5]!j disklabel(8):

disklabel -e ad1
disklabel -e ad2
disklabel -e ad3

~kU5Y;r�]>R/n�[lU5ToS�\!b5]!R/U5T , fV\=S�\![/\>TVnuR-npQ1T�U5T�nuT�g5g5R/w;R>b1U5j-W�TVg5YXm EDITOR ( R>^/htc5g5R�rV]!R vi(1)), R/]!b5U5ht[-\!T�]/dom
]!T�b5j$�%\�mFnuT�]>b1\�b?\�W%S?R>{VRtS?Y?d�b1\ .
�kTVnuR�S*Y v Y5}5Y5U1R>[/\>g5g1\!mknuTV]!b1\�S?Y1d�b?\�^/j>S*T�]�[/ht{�_5m$S?TV]!`lQ5U5Y1nuTVU5g5Rkdo_1T�S?j$���FY?n�R>^/U1\!fVR/n :

8 partitions:
# size offset fstype [fsize bsize bps/cpg]
c: 60074784 0 unused 0 0 0 # (Cyl. 0 - 59597)
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* R>^/\>[>`/]!T7g5R>[/htw;U1\>foS?T�_ e S1_5m<Y1d�Q5R>_1`>fVR>[-\!g5YXmeS?U1\>w5[>TVU5R/n ccd(4).
| \!b;Q1U1\![/YX_1R , R/g<nuR!WZTV]�^>ht]>`

d�b5R/Q5Y5U5R/[/\!g;dsU1\>foS?T�_?\ c, g5ReQ5R!_?T fstype ����# � (?� Y1nuT�]>`efVg1\!c5TVg5Y5T 4.2BSD. qsTVQ5T�U1`lnuTV]!b1\�S?Y1d�b?\)S?R>_5WZg1\
[>ht{�_1m$S?T�]!`eQ5U5Y1nuTVU5g5Rl]>\!b :

8 partitions:
# size offset fstype [fsize bsize bps/cpg]
c: 60074784 0 unused 0 0 0 # (Cyl. 0 - 59597)
e: 60074784 0 4.2BSD 0 0 0 # (Cyl. 0 - 59597)

16.4.1.1.3. � � � � � � ������� � 
 �
	��	� � � � � � � � � �
	 \>wX_FjXd�]>U5R>w1d�]![/\tS1_5m ccd0c nuR>W�TV]�TV� �yg5Tyd�j$�FTVd�]![>R/[/\>]!` , ]>\>bFc5]!R�S1_5m<T�{�Rld�R/foS*\>g5YXm;Q5U5T�S?[/\>U5Y5]!T�_1`>g1R
[>htQ5R>_1g5Y5]!Ts]>\!b1Y5Tsb1R/n7\!gXS?h :

cd /dev
sh MAKEDEV ccd0

, �!�µ�.-���� � � : /�� FreeBSD 5.0 devfs(5) ¡V�o�-¢¥���������!� �10!��
+²y�!´�/�!� �z��¥�=��/´��¥�=�y�y�o��������� 4 ¢ /dev ���¥���>�?�����!³V¢2�V��� , ���!�³����k� �;�������
 2��/�¥��� ��� MAKEDEV ��¢���¡67���� �!� ���¤��� ��¢¥� .

qsTVQ5T�U1` , b1R>{oS�\�[/d�T7S?Y?d�b5Y<U1\!f�nuT�c5TVg5h , [>h�S?R>_5WZg5h�Q5R-d�]!U1R>Y5]!` ccd(4).
* _1m;r�]!R/{�R�Y?d�Q5R>_1`>fVj-w1]!Tsj$]!Y5_1Y5]!j

ccdconfig(8) dsQ1\!U?\>nuT�]>U1\>nuY , Q5R�S?R/^>g5h�nuY<do_1T�S?j$���FY?n :

ccdconfig ccd0➊ 32➋ 0➌ /dev/ad1e➍ /dev/ad2e /dev/ad3e

(3d�Q5R>_1`>fVR>[/\>g5Y5T7Y<f�g1\>c5T�g5Y1Tzb1\!W<S*R>{�R�Q1\!U1\/nuT�]!U?\�R/Q5Y1d�ht[-\!TV]>dom3g5YXWZT :
➊ ~kTVU5[>h�n�\>U5{�jXnuTVg5]!R/n�m5[!_5m5TV]>domFb1R>g v Y5{Vj$U5Y5U5j$TVnuR/T�jXd�]!U1R>w1d�]![>R , [�g1\>aFTVn do_1j$c1\>T /dev/ccd0c. �3\>d�]!`

/dev/ m5[>_5m5T�]>d�mFg5TVR>^!m5f�\!]!T�_1`>g1R>w .

➋ �kTVU5ToS*R>[/\>g5Y5TuS?_5m v \!w5_1R>[/R>w;d�Y?d�]!T�nuh . �eg5R�R/Q5U5T�S?T�_5m5TV]�U1\>fVnuTVU;ToS?Y1g5Y5}5h�^>_1R>b?\)S*\>g5g5h)i3[�b5R>_1Y5c5T�d�]![/T
S*Y1d�b5R/[>h)i3^!_?R>b5R/[ , b1\!W<S*htw;Y5fyb5R>]!R/U5h)i3R>^/htc5g5R�Y?nuT�T�]eR>^ � �VnK[ 512 ^-\!w5] . q)\!b5Y1n�R>^>U?\!f�R-n , Q5U5Yc1T�U5T�S?R>[-\!g5Y5YF[ 32 r�]!Rl^>j/S?TV]�d�R-d�]>\>[!_5m5]!` 16384 ^/\>w5] .

➌ �eQ1}5Y5Y3S?_5m ccdconfig(8). +zdo_?YF[>h�i$R/]!Y5]!Ty[>b5_1��c5Y1]!`efVT�U5b?\�_1Y5U1R>[/\>g5Y5TuS*Y1d�b1\ , ]!RknuR!WZT�]!TyfV\�S*\!]>`�r�]>R
f�S?TVd�` . � g?\!aFTVw;b5R/g v Y5{�j$U1\>}5Y5Y;fVT�U5b?\�_1Y5U1R>[/\>g5Y5TuS?_5m ccd(4) g5TsQ5U5T�S?jXd�nuR>]>U5T�g5R , Q5R/r�]!R-nujkfoS?T�d�`�f�\=S*\>g 0
( g5R>_1` ).

➍ ~kR-do_1T�S?g5Y1n�Q1\!U1\/nuT�]!U1R/npS1_5m ccdconfig(8) m5[>_5m5T�]/domFd�Q1Y1d�R/b;jXd�]!U5R/w1d�]>[�S1_1mFR>^ �µToS?Y1g5T�g5Y5m;[en7\>dVd�Y5[ . * _5m
b?\�W%S?R>{VR�jXd�]>U5R>w1d�]![/\�g5j-WZg5R�f�\=S*\>[/\!]>`�Q5R!_?g5R>TsY1n+m .

~kR/do_?T�fV\>Q5jXd�b1\ ccdconfig(8) jXd�]>U5R>w1d�]![>R ccd(4) ^/j/S?T�]eR>]!b5R/g v Y5{Vj-U1Y5U5R>[-\!g5R . ��R!WZT�]e^>j/S?TV]�Q5R/d�]!U5R/Y5]!`v \!wX_1R/[>j$��d�Y1d�]!T�nuj . �e^>U?\!]!Y5]>TVd�`ebFd�Q1U1\![/b5TzQ5Rlb5R-n7\!g$S?T newfs(8) S1_1mF[>h)m1d�g5T�g5Y5m;]!U5T�^/j$TVnuh)i3Q1\!U?\>nuT�]>U5R>[ ,
YX_1YFQ1U5R/d�]!R�f�\!Q5jXd�]>Y5]!T :
newfs /dev/ccd0c
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16.4.1.1.4.
� � � � � 
 � � � � � � � � ��� ��� 	�� � �����

�sR/R>^/�FT�{VR>[>R/UXm , [/\/nKQ5R>]>U5T�^/j-TV]>domFnuR/g5]!Y5U1R>[/\>]!` ccd(4) Q5U5YFb?\�W%S?R>wFQ5T�U5TVfV\>{�U5j$f�b1T . * _5m;rV]!R>{VRed�g1\!c1\!_?\�[/h
S?R!_5WZg5hxR/]!b5R/g v Y5{�j$U5Y1U5R>[-\!]!`�rV]!Rlj$d�]!U5R/w1d�]![/R . �µ\!Q5Y5a<Y5]!Ts[/\!a<jk]!T�b5j$�Fj$� b5R>g v Y5{�j$U1\>}5Y5��[ v \!wX_
/etc/ccd.conf Q5U5Y<Q5R/nuR/�FY<]>\!b5R/w;b5R-n7\!g$S?h :

ccdconfig -g > /etc/ccd.conf

~kU5Y;Q5TVU5T�f�\!{�U1j-fVb5Tsd�b5U5Y5Q1] /etc/rc fV\>Q5jXd�b1\>T�]�b5R-n7\!g$S*j ccdconfig -C, T�do_1Y%d�j$�FT�d�]![/j-TV] v \!w5_
/etc/ccd.conf. ~kU5Y3r�]>R/n ccd(4) \>[>]!R-n7\!]!Y1c5TVd�b5Y3b5R>g v Y5{�j$U5Y5U1j-TV]>dom;]/\!b , c5]>R>^>h R/gFnuR>{�^/ht]!`�dVnuR>g5]!Y1U5R>[-\!g .

, �!�µ�.-���� � � : ����������� �92¥�149�o�62V��¢y�V�p�87���� ����¢y� ��� ��>�����
 2 �/�¥����¢ � 
��V���>´���¢¤£ �!� , ���k��¢V��¢ �l��¢V� , �o���y��� ������O0!��
� �������!��>��� � �V¢ ccd(4) ��l� �/�?� �o�$¢ mount(8), �¥�!���o�o£ ��s��� 03� ����² �14 ������±������*��2���!�¥�92����o��¥������
 ���/¢¤�>��°z +��°� �/�?���o�>� :
ccdconfig -C

* _5mF\![/]!R/n7\>]!Y5c5T�d�b5R/{�R�nuR/g5]!Y5U5R/[/\>g5YXm ccd(4) Q5R-nuTVd�]!Y5]!T)fV\>Q5Y1d�`�R ccd(4) [ v \>wX_ /etc/fstab, c5]>R>^>hxR/gFnuR>{
^>ht]!`ld�nuR>g1]!Y5U5R/[/\!gF[>R�[/U5TVn+m;f�\!{VU5j$f�b5YFd�Y1d�]>TVnuh :

/dev/ccd0c /media ufs rw 2 2

16.4.1.2. � J?KLJ Q�V JLA@ C���C�I Vinum

��T�g5T�S1WZT�U<]!R/nuR/[ Vinum m5[!_5m5TV]>dom;S?U1\!w1[>T�U1R/nK^!_?R>c5g5R/{�R�jXd�]!U5R>w?d�]![-\ , b5R/]!R>U1htw;U5TV\!_1Y5fVj-TV]�[/Y5U5]!jX\�_?`>g5htT
S?Y1d�b1Y . �eg;R/]=S?T�_5m5T�]�S?Y1d�b1R>[>R/TzR/^>R>U1j>S*R>[/\>g5Y5T7R/]�Y5g5]!TVU v T�w?d�\e^!_1R/c5g5R>{VR�jXd�]!U5R/w1d�]>[/\�Y<U1\!^/R>]>\>T�]�d�S*\!g1g5h�nuY
]>\!b5Y?n�R>^/U1\!fVR/n , c5]!Rl[�U1T�f�j-_1`/]>\!]>TsQ5R/[>hta%\!T�]/dom3{�Y5^/b5R/d�]!` , Q5U1R>Y5fV[>R�S*Y5]!T�_?`>g5R-d�]!`eYFg1\�S���WZg5R-d�]!`eQ5R
d�U1\>[>g5TVg5Y5��ds]!U1\�S?Y5}5Y1R>g5g5h�n�[>f�{�_5m$S?R-nKg1\)S?Y?d�b5R/[>R>TziXU1\!g5Y5_1Y5�FTsb1\!b<g1\�b1j$d�R>bkS*Y1d�b5R/[>R/{�R�Q5U1R/d�]>U1\!g1d�]![/\ .
vinum(8) U5T�\�_1Y5fVj$T�]�nuR!S?T�_1Y RAID-0, RAID-1 Y RAID-5, b1\>b;Q5RlR>]=S*T�_1`/g5R/d�]!Y , ]>\>bFYF[eb5R/nu^/Y5g1\>}5YXmXi .

�e^>U1\>]!Y5]!T�d�`�b<�'_ . 17 S?_5mFQ5R>_1j$c5T�g5Y5m;^>R!_?T�TzQ1R!_1g5R/w;Y5g v R/U1n7\!}1Y5Y;R vinum(8).

16.4.2.
� � �U�9�U��� �9& � RAID

FreeBSD Q1R�S5S?TVUXWZY5[/\>T�]�]/\!bXWZTy}5T�_1htw<UXm$S�\>Q5Q1\>U1\!]!g1h)ikb1R>g5]!U1R!_5_1TVU5R>[ RAID.
� ]>YFjXd�]!U1R>w1d�]![/\

d�\>nuR-d�]!R>m5]!T�_?`>g5R�j$Q5U?\![!_1m5��] RAID- Q1R�S*d�Y1d�]!T�nuR>w , ^/T�fsg5T�R/^!iXR�S?Y?nuR/d�]>Y3Y1nuT�]!`3d�Q5T�}5Y v Y5c5g5R/T7S1_5m FreeBSDQ5U5R>{VU1\>n7nug1R>TzR/^>T�d�Q5TVc5T�g5Y5m;j-Q1U1\![>_1T�g5Y5mFn7\>d�d�Y5[>R-n .

~kU5Y;Q5R-nuR>�FYF[/d�]>U5R>TVg5g5R>wF[l\�S*\!Q5]>T�U BIOS, R/gFd�\/n�j$Q5U1\![>_5m5T�]�^>R!_?`>aFY1g1d�]![/R/n S?Y1d�b5R>[/h)i3R>Q5TVU1\!}5Y1w .
* \�_1TVT

do_1T�S?j$T�]�b1U1\!]!b1R>TzR/Q5Y1dV\!g5Y5TsjXd�]>\>g5R>[/b5Y;Q5U5Y<Q5R/nuR/�FY;b1R>g5]!U1R!_5_1TVU1\ Promise IDE RAID. ~kR-do_1TsjXd�]>\>g5R>[/b5Y
\=S*\>Q5]!T�U?\�YFf�\!Q5jXd�b1\�d�Y?d�]!T�nuh , [>hyS�\ ��]/dom;fV\>Q5U5R-d�g1\�[>[>R!S . 'z_1T�S?j$w5]!Tyj-b?\!fV\>g5YXm1npS1_1mF[!iXR�S�\t[�g1\/d�]!U1R>w5b5j
\=S*\>Q5]!T�U?\ . �e]>d��tS*\e[>h�nuR>W�TV]!TyR>^��AToS?Y5g1Y5]!`�[-d�TsQ5R�S?b5_1��c5TVg5g5htTzS?Y1d�b5Y . ~kR-do_1Tsr�]!R/{�R�[/R FreeBSD S?Y1d�b ( Y )
^>j/S?j$]�[>ht{�_5m$S?TV]!`�b1\>bFR!S?Y5gkS?Y?d�b . 
�g1\!_1R>{VY5c5g5RlnuR>{�j$]e^>ht]!`eg1\>d�]!U5R>TVg5hxY3S?U1j-{VY5Tyj-U1R>[>g1Y RAID.
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16.4.3. ��"!�U" ���!�U�!" �  �" $Y������ ������ ATA RAID1

FreeBSD Q1R>f�[/R!_5m5TV]t[/\/nK[>htQ5R>_1gXm5]!`e{�R>U5m5c5j$��f�\>nuT�g1jl[/htaFT�S?aFTV{�R�Y5f)d�]>U5R!m3S*Y1d�b1\ . ~kU5Y;rV]!R/n�]>U5T�^/j-TV]>dom ,
c5]!R>^/hx[>hxf�\>nuT�]>YX_1YFrV]!R�S?R�Q5TVU5T�f�\!{VU5j$f�b5Y .

�sTVU5R!m5]>g5R , [ v \!wX_?T /var/log/messages YX_?YF[�[/hyS*\!c1Tzb5R-n7\!g$S?h dmesg(8) [/hxj-[/Y$S?Y5]>TsQ5U1Y1nuT�U5g1R
do_1T�S?j$���FTVT :
ad6 on monster1 suffered a hard error.
ad6: READ command timeout tag=0 serv=0 - resetting
ad6: trying fallback to PIO mode
ata3: resetting devices .. done
ad6: hard error reading fsbn 1116119 of 0-7 (ad6 bn 1116119; cn 1107 tn 4 sn 11)\\
status=59 error=40
ar0: WARNING - mirror lost

~kU5Y;Q5R-nuR>�FY atacontrol(8) Q5R>_1j$c5Y5]!TzS?R>Q1R!_1g5Y1]!T�_1`/g5j$��Y5g v R>U1n7\>}5Y5� :

# atacontrol list
ATA channel 0:

Master: no device present
Slave: acd0 <HL-DT-ST CD-ROM GCR-8520B/1.00> ATA/ATAPI rev 0

ATA channel 1:
Master: no device present
Slave: no device present

ATA channel 2:
Master: ad4 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

ATA channel 3:
Master: ad6 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

# atacontrol status ar0
ar0: ATA RAID1 subdisks: ad4 ad6 status: DEGRADED

1. 'sg1\>c1\�_*\�[/\/nKg5j-WZg5R�R/]!bX_1�ec5Y5]!`eS?Y1d�bFR/]�n7\>dVd�Y5[-\ , c5]>R>^>hxTV{�RlnuR!WZg5R�^/h)_1R�^/T�fsQ5R/d�_1ToS*d�]![>Y1wFY5fV[!_1TVc5` :
# atacontrol detach 3

2. �'\/nuT�g5Y1]!T�S*Y1d�b .

3. ~kR/[>]!R/U5g5R�Q5R!S?bX_1�ec5Y5]!TsS?Y?d�bF[eb1\!c1TVd�]>[>TzU1T�f�TVU5[>g1R>{�R :
# atacontrol attach 3
Master: ad6 <MAXTOR 6L080J4/A93.0500> ATA/ATAPI rev 5
Slave: no device present

4. ~kTVU5TVd�]!U5R>w1]!Tyn7\/d�d�Y5[ :
# atacontrol rebuild ar0
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5.
| R-n7\!g$S*\�Q5T�U1TVd�]>U5R>TVg5YXm;^>j/S?TV]�U1\>^>R/]>\!]!` , Q5R>b?\�g5TyfV\>b5R>g5c1Y5] . ��S?g1\>b5R�Y?nuT�T�]/domF[/R>fVnuR>WZg5R/d�]!`�R>]>b5U5ht]!`
S*U5j${�R>wF]!T�U1nuY1g1\�_ ( b1R/nu^>Y1g1\!}5Y1T�w3bX_?\>[>Y5a Alt+Fn) YFQ5U5R>[/T�U5Y1]!`ed�R/d�]>R!m5g5Y5T�S?T�_%Q5U5Y<Q5R/nuR/�FYFd�_1ToS?j$�e�FT�w
b1R/n7\!gXS?h :

# dmesg | tail -10
[����������� ����������
�� ]
ad6: removed from configuration
ad6: deleted from ar0 disk1
ad6: inserted into ar0 disk1 as spare

# atacontrol status ar0
ar0: ATA RAID1 subdisks: ad4 ad6 status: REBUILDING 0% completed

6.
* R>W<S*Y5]!TVd�`�f�\![>TVU5aFTVg5YXm;rV]!R>w<R>Q5TVU1\!}5Y1Y .

16.5. USB 	��)GFD<LPJ �)G��E �%D<E � �	� I �
���������������! �"$#

Marc Fonvieille.

��g5R!WZT�d�]![/Red�R/[>U5T�nuT�g5g1h)ikjXd�]!U5R>w?d�]![�i$U?\!g5TVg5YXm;Y1d�Q5R!_1`/f�j$��] Universal Serial Bus (USB): WZTVd�]>b5Y5TzS?Y1d�b1Y ,
^>U5T�_1R>b5Y USB, CD-R Q5U5Y5[/R�S?h , Y<] .S . FreeBSD Q5U5T�S?R/d�]>\![>_5m5T�]eQ5R�S1S?T�UXWZb5jkrV]!YXi;jXd�]!U1R>w1d�]![ .

16.5.1. �����������
�����
* U1\!w5[/T�U umass(4) Q5U5T�S?R/d�]>\![>_5m5T�]eQ5R�S5S*T�UXWZb5jkjXd�]!U1R>w1d�]![�iXU1\>g5T�g1YXm USB. +zd�_1Y%[>hxY1d�Q5R!_1`/f�j$T�]>T GENERIC
m$S?U5R , Y5fVnuTVgXm5]!`lc5]!R - _1Y5^/R�[�g?\>d�]>U5R>w5b?\�i3g5TyQ5R>]!U1T�^>j$TV]>dom . +sdo_1Y<[>hxY1d�Q5R!_1`/f�j$T�]>Tzg1\/d�]!U5R/T�g5g1R>T�m$S*U5R ,
j-^/ToS?Y1]!TVd�` , c5]!Rl[ v \!wX_1Tsg1\>d�]!U5R/w5b5Y;Q5U1Y1d�j$]>d�]![>j$��]kdo_?ToS?j$���<Y5T)d�]!U5R/b5Y :

device scbus
device da
device pass
device uhci
device ohci
device usb
device umass

* _5mkS?R/d�]!j$Q1\�b<jXd�]!U5R/w1d�]>[/\>n�i$U?\!g5TVg5YXm USB S?U?\!w5[/T�U umass(4) Y1d�Q5R!_1`/f�j$T�]�Q5R�S*d�Y1d�]>TVnuj SCSI, [-\!aFY
j$d�]!U5R/w1d�]![-\ USB ^/j/S?j$]�[>YXS?g5h�d�Y?d�]!T�nuTsb1\>b SCSI jXd�]!U5R>w?d�]![-\ . ��fV\>[>Y1d�Y1nuR/d�]!Y;R>]ec5Y5Q1d�T�]>\ USB g?\
n7\!]!TVU5Y5g1d�b5R>w<QX_?\!]>T , [-\>nKQ5R/]!U5T�^/j$T�]>d�mF]!R!_?`>b5ReR�S?Y5gFY5fsQ?\!U1\/nuT�]!U5R/[ device uhci YX_1Y device ohci.
��S?g1\!b1R , g1\!_1Y5c5Y5TyR>^/R>YXikr�]>YXi;Q1\!U?\>nuT�]>U5R>[eg5TsQ1R/nuT�a%\!TV] . �kTzf�\!^>j/S?`/]!Tzd�b5R/nuQ5Y5_1Y5U5R/[/\!]>`�YFjXd�]>\!g5R/[>Y5]>`�g5R/[>R>T
m$S?U5R�Q1R/do_?T7S?R/^/\![>_1T�g1YXm;b1\!b1YXi - _1Y1^>R�d�]!U5R>b .

, �!�µ�.-���� � � : ����������� ��¢ USB ��¥�=��/´��¥�=��� �¥���k� � �u�! ��!´l��� �!���V� CD-R ���� DVD, ��¢ �V¡67��V� �!� �)� �V¡=��������
)� 0��?��
SCSI CD-ROM �1����´>�¥¢V� , cd(4), � �-¢ �/��°z 7¢V´/�¥�=��>���/´ :
device cd

� ���V� ����
V�¤����¥�=��/´��¥�=���32��!� ����������� ��l���!� SCSI � �;��� , �?����´!��¢�� atapicam(4) ��¢ � ���!£)¢��	���V�����
 2 �>������
�� 0;�7²)��´�-¢
����¥�=��/´!��� .
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~kR�S5S?TVUXWZb1\ USB 2.0 b5R/g5]!U5R>_5_1TVU5R>[eQ5U5ToS*R/d�]/\![!_1m5T�]>d�m;[ FreeBSD 5.X, Y<[�[>TV]![>Y 4.X d
FreeBSD 4.10-RELEASE.

* R/^/\![/`>]!T :
device ehci

[ v \!w5_Fg1\>d�]!U5R/w5b5Y;m$S*U1\)S1_1mFQ5R�S1S?T�UXWZb5Y USB 2.0. �e^>U?\!]!Y5]>Tz[>g1Y1n7\!g5Y1T , c5]!R�S?U1\>w5[>TVU5h uhci(4) Y ohci(4) [/d�T
T��FTsg5j-WZg5h , T�do_1Y<g5T�R/^!iXR�S?Y?n7\tQ5R�S1S?T�UXWZb1\ USB 1.X.

, �!�µ�.-���� � � : / FreeBSD 4.X, ��¢ ��¡�7��V� �>� �32����o��¥������
 USB �-�V¢�� ����� (usbd(8)), ³�����¡>���������-¢¥��
 ��¢��������>����¢ USB��¥�=��>´��¥�=��� . � �10 �¥��� 4 �)����¡��!��
¤��¢ usbd_enable="YES" �u²)��´�� /etc/rc.conf �e��¢���¢ 2��54 �o�62��V��¢)� �/�µ� 
V°A��¢V� .

16.5.2. � " ���% �U�������9 �" ��� � �  �� 	������3 � | R>g v Y5{Vj$U1\!}5Y5mk{VR>]!R/[/\tb<]!TVd�]!Y5U5R/[/\>g5Y5� , Q5R�S?b5_1��c5Y1]!T)j$d�]!U5R/w1d�]![/R USB, Y<[�^/j v TVU5Tsd�Y1d�]>TVnug5h)iFd�R>R>^/�FTVg5Y5w
(dmesg(8)), S?Y1d�b3S?R>_5WZT�g<R>]!R/^>U1\>f�Y5]!`-dom3Q5U5Y?nuT�U5g5Rl]>\>b :

umass0: USB Solid state disk, rev 1.10/1.00, addr 2
GEOM: create disk da0 dp=0xc2d74850
da0 at umass-sim0 bus 0 target 0 lun 0
da0: <Generic Traveling Disk 1.11> Removable Direct Access SCSI-2 device
da0: 1.000MB/s transfers
da0: 126MB (258048 512 byte sectors: 64H 32S/T 126C)

| R>g5TVc5g5R , Q1U5R>Y5fV[>R!S?Y5]!T�_1` , Y1n+m<j$d�]!U5R/w1d�]![-\ (da0) Y;S?U5j${�Y1T�S?TV]>\�_?Y<nuR>{Vj$]�R>]!_1Y5c1\>]!`/d�m;[�fV\>[>Y1d�Y1nuR/d�]!Y;R/]
b5R>g v Y1{�j$U1\!}1Y5Y .

~kR/d�b1R!_1`/b5jejXd�]!U5R>w?d�]![/R USB [/Y$S?Y5]>d�mFb1\>b SCSI, b5R-n7\!g$S*\ camcontrol nuR!WZT�]e^>ht]!`lY1d�Q5R!_1`/f�R/[/\!g?\sS1_5m
[>ht[>R!S*\�d�Q5Y1d�b?\�jXd�]!U1R>w1d�]![�iXU1\>g5T�g1YXm USB, Q5R!S?bX_1�ec5T�g1g5h)i;b<d�Y1d�]!T�nuT :
# camcontrol devlist
<Generic Traveling Disk 1.11> at scbus0 target 0 lun 0 (da0,pass0)

+zdo_1Y<g1\)S*Y1d�b5TyTVd�]!` v \!wX_1R/[/\!mkd�Y1d�]!T�n7\ , j3[/\>duS?R!_5WZg1\�^>ht]!`l[>R/fVnuR!WZg5R-d�]!`ed�nuR>g1]!Y5U5R/[/\!]>`�T�T . � \>foS . 16.3
Q5R/nuR>W�TV]�[-\>n�d�R/foS*\>]!`�Y<R>] v R/U1n7\!]!Y1U5R>[-\!]!`�U?\!foS*T�_1hxg1\�S?Y1d�b5T USB TVd�_1YFQ5R/]!U5TV^>j$T�]>d�m .

+zdo_1Y<[>hxR/]!bX_1�ec5Y5]!T)jXd�]!U1R>w1d�]![>R (S?Y?d�b3S*R!_5WZT�g<^>ht]!`ld�g1\>c1\�_*\tU1\!f�nuR>g5]>Y5U5R>[-\!g ), [>h�S?R>_5WZg5h�j$[>YXS?T�]!`e[
^>j v T�U5Tsd�Y1d�]!TVnug5h)i%d�R>R/^>�<T�g5Y5w3c1]!R - ]!R�Q1R�S?R/^>g5R/T :
umass0: at uhub0 port 1 (addr 2) disconnected
(da0:umass-sim0:0:0:0): lost device
(da0:umass-sim0:0:0:0): removing device entry
GEOM: destroy disk da0 dp=0xc2d74850
umass0: detached

16.5.3. � �
�T� � �  ��#" ��� �U���  �� � �
�9$Y���3 ��
~kR/nuY1nuReU1\!f�S?T�_1R/[ * R>^-\![>_1T�g5Y1TuS?Y1d�b5R>[eY<��R/g5]!Y5U5R/[/\>g5Y5T�Y<U1\!f�nuR>g5]!Y1U5R>[-\!g5Y5T v \!wX_?R>[>h)i3d�Y?d�]!T�n , ]>\>bXWZT
nuR!WZT�]e^>ht]!`eQ5R!_1TVf�g5Rec5]!TVg5Y5TyU1\!f�_1Y5c5g5h)iFd�]!U1\>g5Y5}<d�Q5U1\>[>R>c1g5Y5b1\ : umass(4), camcontrol(8), Y usbdevs(8).
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16.6.
� E � IY� � I IY� �;L�� ��O�L���E � I
� L �3G<I �
�)�;HFI � �;L �3I%G�� � �<J (CD)

� ��.-��� B����V���=���%�> �"-# Mike Meyer.

16.6.1. 	 ��" � " �  �"| R/nuQ1\>b5] - S?Y1d�b1Y (CD) Y1nuT��e]eg1TVd�b1R!_1`/b5R�R-d�R>^/T�g5g1R/d�]>T�w , R/]�_1Y5c1\>���<YXi3YXi;R>]eR>^>htc1g5h)i�S*Y1d�b5R/[ . �yR - Q5TVU5[>h)i ,
g1\�g5Y5i;g5T�[/R>fVnuR>WZg5R�Q5U5R/Y5f�[/R�S?Y1]!`�f�\!Q5Y1d�` . �eg5Y%d�Q5U1R>T�b1]!Y5U5R/[/\!g1h�d�U1\>d�c5T�]>R/n�g1\�]!R , c5]!RlYXi;nuR!WZg5Rlc5Y5]>\>]!`
Q5R/d�_1ToS?R/[/\>]!T�_1`/g5Rt^>TVfzf�\=S?TVUXWZT�bFg?\�Q5TVU5TVnuTV�FT�g1Y5Ts{VR!_1R/[>b5Y;nuT�W%S?jlS?R>U1R!WZb1\>nuY .

| ]!R/nujkWZTsYXi;{�R/U1\!f�S?R
Q5U5R>�<TzQ5TVU5T�g1R/d�Y1]!`�R/]ed�Y?d�]!T�nuh�b<d�Y1d�]!T�nuT , c5TVn�g1R/d�Y1]!T�_1Y<^!_1Y1f�b5R/{�R�R/^��µT�n7\ .
�

CD Y1nuTV��]>d�m;S?R/U5R!WZb5Y , g5R�R/g5YFQ1U5ToS*d�]>\![>_5m5��]ld�R/^>R>w3Q1R/do_?ToS?R/[/\!]>T�_1`/g5R/d�]!`yS*\!g1g5h)i , c5Y5]>\>TVnuj$�
Q5R/d�_1ToS?R/[/\>]!T�_1`/g5R , Y<g5Tzm5[>_5m5��]/dom v Y5fVY5c5T�d�b5R/w3i5\!U1\>b5]!T�U1Y1d�]!Y1b5R>wkS*Y1d�b1\ . * _5mFf�\!Q5Y1d�Y CD [>R FreeBSD [>h
{�R>]>R>[>Y1]!T v \>wX_1h�S*\>g5g5h)i , b5R/]!R>U5htTs^>j/S?j$] v R/U1nuY5U5R/[/\>]!`)S?R/U5R!WZb5Y;g1\eb5R-nuQ1\!b5] -S?Y?d�b5T , \�f�\!]!T�n�fV\>Q5Y1d�ht[-\!TV]!T
S?R>U5R>WZb5Y;g1\ CD.
	 \>wX_1R/[/\�m;d�Y1d�]!T�n7\ ISO 9660 ^/h)_?\�U1\>f�U1\>^>R/]>\!g1\tdsj$c5T�]>R/n�rV]!YXi;R>]!_1Y5c5Y5w ,

| d�R>WZ\!_1T�g1Y5� , R/g1\�j$g1\/do_1T�S?R>[-\�_?\
R>{�U?\!g5Y5c1T�g5YXm v \>wX_1R/[>h)i3d�Y1d�]!TVn , b5R>]!R/U5htTz^/h)_1YF]>R>{oS�\ . | d�c?\>d�]>`>� , R>g1\tS*\!TV]enuT�i5\>g5Y5fVnKU?\>d�a<Y5U5TVg5Y5w ,
b5R>]!R/U5htTzQ1R>f�[/R!_5m5�e]�Q5U1\>[>YX_?`>g5R�f�\!Q5Y?d�\!g1g5h�nPS?Y1d�b1\>n�R>^!iXR!S?Y5]!`�rV]!YFR/{�U1\>g5Y5c5TVg5YXm;Y<Q5U5YFrV]!R/n�Q5U5R�S*R!_5W \!]>`
U1\!^/R>]>\>]!`�dyd�Y1d�]!TVn7\/nuY , b5R/]!R>U1htTzg5TyQ5R�S1S?T�UXWZY5[-\!�e]�r�]>YFU1\/d�aFY1U5T�g5Y5m .
* _5mFd�R/foS*\>g5YXm v \!w5_?\)S*\>g5g5h)i , d�R�S?TVUXW \!�FTV{�R v \>wX_1R/[>j$��d�Y1d�]!TVnuj ISO 9660, Y?d�Q5R>_1`>fVj-TV]>dom;Q1U5R>{VU1\>n7n7\
mkisofs(8), b5R/]!R>U?\�m;[>b5_1��c5TVg1\�[lQ5R/U5] sysutils/cdrtools. �eg1\�Y1nuT�TV]eR/Q5}5Y5Y , Q1R�S5S?TVUXWZY5[/\>���<Y5T
U1\!f�_1Y5c5g5htTsU1\>d�aFY5U1T�g5YXm , YFR>Q1Y1d�\>g1\�g5Y5W�T .| \!b5R/w3Y5g1d�]>U5jXnuT�g5]lY1d�Q1R!_1`/f�R>[-\!]!`tS1_5mFf�\!Q5Y1d�Y CD, f�\![>Y?d�Y5]�R/]�]!R/{�R , m5[!_5m5TV]>dom3_1Y<[/\>aFTzjXd�]!U5R>w?d�]![/RtS1_5m
fV\!Q1Y1d�Y CD jXd�]!U5R>w?d�]![/R/n ATAPI YX_1YFb?\!b5Y1n - _1Y5^/RtS?U1j-{VY1n . ' jXd�]!U5R>w?d�]![-\>nuY3S?_5mFfV\>Q5Y1d�YFd�]>\>g$S*\>U5]>\ ATAPI
Y1d�Q5R>_1`>fVj$T�]>d�m;Q5U5R>{VU1\>n7n7\ burncd, b5R>]>R>U1\!m3m5[!_5m5TV]>domFc?\>d�]>`>��b1R/nuQX_1TVb5]>\eQ5R/d�]>\![/b5YFd�Y1d�]!T�nuh . '
j$d�]!U5R/w1d�]![-\>nuY SCSI Y USB g5j-WZg5RlY1d�Q1R!_1`/f�R>[-\!]!` cdrecord Y5fzQ5R/U5]>\ sysutils/cdrtools.

burncd Q1R�S5S?TVUXWZY5[/\>T�]�g1Ts[-d�TzjXd�]!U5R>w?d�]![-\ . * _5mFR/Q5U5T�S?T�_1TVg5YXm;]!R/{�R , Q5R�S5S*T�UXWZY5[-\!T�]/dom3_1Y<j$d�]!U5R/w1d�]![/R ,
Q5R/dVnuR>]!U5Y1]!Tyd�Q5Y1d�R>b;Q5R!S5S?TVUXWZY5[/\>TVnuh)i3Q5U5Y5[/R�S?R/[ CD-R/RW (http://www.freebsd.dk/ata/).

, �!�µ�.-���� � � : ���������V� �;�������
 2 ��¢¥��¢ FreeBSD 5.X, FreeBSD 4.8-RELEASE ����s¡����/¢�¢ ��/���*¢y��¢V������ , ���l��� �����¡ �V��¢I� ATAPI- ��¡��/�o�o���/�¥��� �V¢V� ³V¢V��¢ 2y� �V�>����
 ATAPI/CAM � �V£ �� ���V�����
 2 �/�¥����
 ������ ����� cdrecord �z�?�o�54��V¢
����¥�=�o���?¢����=�����10 SCSI- ��� �!���V���/� .

+zdo_1Y;S1_5mFf�\!Q5Y?d�Y CD [-\>n�g5j-WZg1\�Q5U5R>{VU1\>n7n7\edz{VU1\ v Y1c5TVd�b5Y1nKY5g5]>T�U v TVw1d�R-n�Q5R!_?`>f�R/[/\>]!T�_5m , [/f�{�_5m5g5Y5]!Tsg1\
X-CD-Roast YX_1Y K3b. �eg1YkS?R/d�]!j$Q5g5hx[e[>Y$S?TsQ1\!b1T�]!R/[�YX_1Y<Y5fzQ5R/U5]!R/[ sysutils/xcdroast Y sysutils/k3b.
~kU5R>{VU1\>n7n7\/n X-CD-Roast Y K3b S1_5m<U1\!^/R>]!h�dsR>^/R>U5j/S?R/[/\!g1Y5TVn ATAPI ]!U1T�^>j$TV]>dom%nuR�S?j-_1` ATAPI/CAM.

16.6.2. mkisofs

~kU5R>{VU1\>n7n7\ mkisofs(8), Q5R/d�]>\![>_5m5TVn7\!m;d�Q5R/U5]!R/n sysutils/cdrtools d�R/foS*\ ��] v \>wX_1R>[/j$��d�Y1d�]!TVnuj ISO 9660,
b5R>]!R/U1\�m3m5[>_5m5T�]/dom;R>^/U1\!fVR/n S?TVU5T�[-\�b1\>]>\�_1R/{�R/[�[�Q5U1R/d�]>U1\!g1d�]![>TyY1n �Vg v \!w5_1R>[/R>w3d�Y1d�]!TVnuh UNIX. � d�\/nuR/n
Q5U5R/d�]!R/n�d�_1j$c1\!TyR>g?\tY1d�Q1R!_1`/f�j$T�]>d�m;]>\!b :

# mkisofs -o imagefile.iso /path/to/tree
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� ]>\�b5R-n7\!g$S�\�d�R/foS*\/d�] v \>wX_ imagefile.iso, d�R!S?T�UXW \>�FY5w v \>wX_1R/[>j$��d�Y?d�]!T�nuj ISO 9660, b1R>]!R/U1\�m
m5[!_5m5TV]>dom;b5R/Q5Y5TVw3S?TVU5T�[-\�b1\>]>\�_1R/{�R/[ /path/to/tree. �yR�[/U5TVn+m;U?\!^>R/]!hxR>g?\�^>j/S?TV]�Q5U5TVR>^/U1\!fVR>[>ht[-\!]!`
Y1nuT�g1\ v \!wX_?R>[�[eY1nuT�g1\ , b5R/]!R>U1htTzj/S?R>[>_1T�]>[>R>U5m5��]�R/{�U1\>g5Y5c5TVg5YXm1n v \!wX_?R>[>R/w3d�Y1d�]!TVnuh ISO 9660, Y<Y1d�b5_1��c5Y1]v \!wX_1h , b1R>]!R/U5htTsg1R/dom5]eY1nuT�g?\ , g5TVQ5R�S1iXR!S1m5�FY5T�S1_5m v \>wX_1R/[>R>w3d�Y1d�]!T�nuh ISO.
* _5m;]!R>{VR , c1]!R>^/hxR>^>R/w5]!Y;rV]!Y%R>{�U?\!g5Y5c1T�g5YXm , Y?nuT�T�]/domFg5T�d�b5R>_1`>b1R�R>Q5}1Y5w . ��c1\/d�]!g1R/d�]>Y , -R [/bX_1�ec1\!TV]
Y1d�Q5R>_1`>fVR>[-\!g5Y5T7U?\>d�a<Y5U5TVg5Y5w Rock Ridge, U1\/d�Q5U5R-d�]!U?\!g5TVg5g5h)i3[ UNIX- d�Y1d�]!TVn7\!i , d -J ^>j/S?j$]�Q5U5Y?nuT�g5TVg5h
U1\>d�aFY5U5TVg5YXm Joliet, Y1d�Q5R!_?`>f�j$T�nuhtT�[ld�Y1d�]>TVn7\�i3R/] Microsoft, \ -hfs nuR!WZT�]eY1d�Q5R>_1`>fVR>[-\!]!`-domlS1_5m<d�R>f�S*\!g5Y5mv \!wX_1R/[>h)i3d�Y1d�]!TVn HFS, Y1d�Q5R!_?`>f�j$T�nuh)il[ Mac OS.
* _5m CD, b5R/]!R>U5htTs^>j/S?j$]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�ml]>R!_1`/b5Redyd�Y1d�]!TVn7\/nuY FreeBSD, nuR!WZT�]lY1d�Q5R!_1`/f�R/[/\!]>`/domkR>Q1}5YXm -U,
R>]>nuTVgXm5���%\�m;[/d�TzR/{�U1\>g5Y5c5TVg5YXmFg1\�Y1nuT�g?\ v \>wX_1R>[ . ~kU5YFY1d�Q5R!_?`>f�R/[/\!g1Y5Y;d�R/Q5}5Y5TVw -R {VT�g5TVU5Y5U5j$T�]/domFR/^>U1\>fv \!wX_1R/[>R/wkd�Y1d�]>TVnuh , YXS?T�g5]>Y5c5g5htw%g1\!c?\�_1`/g5R/nujeS?TVU5T�[/j FreeBSD, iXR>]�m<Q5U5YFrV]!R/n d�]>\>g$S*\!U1] ISO 9660 nuR!WZT�]
g1\!U5j$a%\!]!`-dom3[eg1TVd�b1R!_1`/b5YXi3nuTVd�]/\�i .

~kR/do_?ToS?g5TVw;c1\/d�]!ReY1d�Q5R>_1`>fVj$TVnuR>w3R/Q5}5Y5TVw;m5[>_5m5T�]>d�m -b. �eg1\�Y1d�Q5R>_1`>fVj$T�]>d�mkS1_5mFj$b1\>fV\!g1YXm3fV\!{VU5j$f�R/c5g5R>{VR
R>^>U?\!fV\)S1_5m;Y1d�Q5R!_1`/f�R/[/\!g1YXm3Q5U5Y<d�R>f�S*\!g5Y1Y;fV\>{�U5j$f�R/c5g5R/{�R CD [ld�]>\>g$S*\!U1]!T ”El Torito”.

� ]!R/wFR/Q5}5Y5Y
j-b?\!f�ht[-\!TV]>dom;\!U1{�jXnuT�g5] , b5R/]!R>U5htw;m5[!_5m5TV]>dom<n7\>U5aFU1j-]>R/n�b;f�\!{�U1j-fVR>c5g1R/nujkR>^/U1\!fVjeY5fsb5R>U1gXm3S?TVU5T�[-\ ,
fV\!Q1Y1d�ht[-\!TVnuR/{�Rtg1\ CD. ~kR�jXnuR>_1c1\!g1Y5� , mkisofs(8) d�R>foS�\!T�]�R>^>U?\!f ISO [e]>\!b<g1\!fVht[/\!T�nuR/nPU5T�W�Y?nuT
” r�nuj-_5m5}5Y5Y v _1R>Q5Q1Y -S*Y1d�b1\ ”, YFQ5R/]!R/nujkR!WZY$S�\!T�]efV\>{�U5j$f�R/c5g5htw;R/^>U1\>f�U1\>fVnuT�U?\�d�]>U5R>{VR 1200, 1440 YX_1Y
2880 KB. �kT�b5R/]!R>U5htTsfV\>{�U5j$f�c1Y5b5Y , [e]!R/n c5Y1d�_1TzY<]!R>] , c5]!RlY1d�Q5R>_1`>fVj$T�]>d�m;g1\)S?Y?d�]!U5Y1^>j$]!Y5[/g5h)ikS?Y1d�b1\�i
FreeBSD, g5TyY1d�Q5R!_1`/f�j$��]�U5T�WZY1n rVnuj-_5m5}5Y5Y ; [er�]!R-n�do_?j-c?\!T7S*R!_5WZg1\eY1d�Q1R!_1`/f�R>[-\!]!`-domkR>Q5}1YXm
-no-emul-boot. q)\!b<c5]!R , TVd�_1Y /tmp/myboot d�R�S?TVUXWZY5]�f�\!{�U1j-fVR>c5g1j-��d�Y1d�]!TVnuj FreeBSD dzf�\!{VU5j$f�R>c1g5h�n
R>^>U?\!f�R-nP[ /tmp/myboot/boot/cdboot, [>h�nuR>WZT�]!T)d�R/foS*\>]!`�R/^>U1\>f v \!wX_?R>[>R/w;d�Y1d�]!TVnuh ISO 9660 [
/tmp/bootable.iso do_1T�S?j$���<Y1n�R>^/U1\!fVR/n :

# mkisofs -R -no-emul-boot -b boot/cdboot -o /tmp/bootable.iso /tmp/myboot

'�S?T�_?\>[�rV]!R , Y<Y1nuT�m<[�m$S?U5TyR>]>b5R>g v Y1{�j$U5Y5U5R/[/\>g5g5R>T7jXd�]!U5R>w?d�]![/R vn ( S1_5m FreeBSD 4.X) YX_1Y md ( Q5U5Y
Y1d�Q5R>_1`>fVR>[-\!g5Y5Y FreeBSD 5.X), [>h�nuR>WZT�]!T)d�nuR/g5]!Y5U5R/[/\>]!` v \>wX_1R>[/j$��d�Y1d�]!TVnuj , [/htQ5R!_?g5Y5[ :
# vnconfig -e vn0c /tmp/bootable.iso
# mount -t cd9660 /dev/vn0c /mnt

[edo_?j-c?\!TzY?d�Q5R>_1`>fVR>[/\>g5YXm FreeBSD 4.X, \)S?_5m FreeBSD 5.X:

# mdconfig -a -t vnode -f /tmp/bootable.iso -u 0
# mount -t cd9660 /dev/md0 /mnt

� rV]!R>]lnuR/nuTVg5]e[/h�nuR!WZT�]>TsQ5U1R>[>TVU5Y5]!` , c5]!R /mnt Y /tmp/myboot Y$S?TVg5]!Y5c1g5h .

(3nuT�T�]/dom<nug5R/{�R�S?U5j${�YXi3R/Q5}5Y5w , b5R>]>R>U5htTynuR!WZg5R�Y?d�Q5R>_1`>fVR>[/\>]!`�d�Q1U5R>{VU1\>n7nuR/w mkisofs(8) S1_5mF]!R/g5b5R/w
g1\>d�]!U5R>w1b5Y;T��yQ5R/[>ToS*T�g5YXm . � c?\>d�]>g5R/d�]!Y : nuR�S?Y v Y1b1\!}5Y1YF[�U?\!fVnuTV�FTVg5Y5Y ISO 9660 Y%d�R>f�S*\!g1Y5TuS?Y1d�b5R>[e[v R>U1n7\>]>\�i Joliet Y HFS. �e^>U1\>]!Y5]!T�d�`�b%d�Q5U?\![>R/c5g5h�n�d�]!U1\!g1Y5}1\>n�Q5R mkisofs(8) S1_1mFQ5R!_?j-c1T�g5YXm;^/R!_1TVT
Q5R�S?U1R>^>g1R>w3Y5g v R/U1n7\!}1Y5Y .

16.6.3. burncd

+zdo_1Y<[/\>aFTzjXd�]!U5R>w?d�]![/RtS1_5m<fV\!Q1Y1d�Y CD d�R>R/]![>TV]>d�]![/j$T�]�d�]>\!g$S�\!U5]!j ATAPI, ]!R�S1_5mFf�\!Q5Y?d�Y ISO- R/^>U1\>fV\)g1\
b5R/nuQ1\>b5] - S?Y1d�bF[>h�nuR>WZT�]!Ty[>R-d�Q5R>_1`>fVR>[/\>]!`/d�meb5R-n7\!g$S*R>w burncd. burncd [!iXR!S?Y5]�[l^/\>f�R>[/htwkb5R/nuQX_?T�b5]
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R>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh�Y;jXd�]>\>g5R>[>_1T�g?\�b1\>b /usr/sbin/burncd. (3d�Q5R!_1`/f�R/[/\!]>`tT��zR/c5T�g1`�Q5U5R-d�]!R , ]>\!b<b1\!b
Q1\!U1\/nuT�]!U1R>[�jkg5TVwFg5T�nug5R>{VR :
# burncd -f cddevice data imagefile.iso fixate

~kR�r�]>R>w;b5R-n7\!g$S*T v \>wX_ imagefile.iso ^/j>S*T�]ed�b5R>Q1Y5U5R>[-\!g3g1\ cddevice. ~kR�jXnuR>_1c1\!g1Y5��Y?d�Q5R>_1`>fVj-TV]>dom
j$d�]!U5R/w1d�]![/R /dev/acd0 ( Y5_1Y /dev/acd0c [ FreeBSD 4.X).

* _5mFQ1R!_1j$c5TVg5YXm;Y5g v R/U1n7\!}1Y5Y;RlQ1\!U1\/nuT�]!U?\�i ,
fV\=S�\!���<YXi;d�b5R/U5R/d�]!`�f�\!Q5Y1d�Y , [/ht^>U5R-duS?Y1d�b1\�Q1R/do_?TzfV\>Q5Y1d�YFYFf�\!Q5Y?d�`�f�[/j$b5R>[/h)i�S*\>g5g5h)i , R/^>U1\>]!Y5]!T�d�`�b
burncd(8).

16.6.4. cdrecord

+zdo_1Y<[/\>aFTzjXd�]!U5R>w?d�]![/RtS1_5m<fV\!Q1Y1d�Y CD g1Tyd�R>R>]>[>T�]/d�]![/j-TV]�d�]/\!g$S*\>U5]!j ATAPI, ]!R�S1_5m;fV\>Q5Y1d�YFb5R-nuQ1\!b5] -S?Y?d�b5R/[
[/\>nKg1j/WZg5ReQ5R!_?`>f�R/[/\>]!`/d�mkQ1U5R>{VU1\>n7nuR/w cdrecord. cdrecord g1Ts[>i$R!S?Y5]�[lb5R-nuQX_1T�b1]�Q5R-d�]>\>[>b5YFd�Y1d�]>TVnuh ; [>h
S?R!_5WZg5hxjXd�]>\!g5R/[>Y5]>`�T��yY5fsQ5R>U5]/\ sysutils/cdrtools Y5_1YFY5f)d�R/R>]![/T�]>d�]![>j$�e�FT�{VR�Q1\>b5T�]>\ . (kfVnuTVg5T�g1YXmF[
d�Y1d�]!TVnuT)nuR>{Vj-]eQ5U5Y5[/R�S?Y1]!`�b<]!R/nuj , c1]!ReR/]!b5R-nuQ5YX_1Y5U1R>[/\>g5g5htT�[/T�U1d�Y5YFrV]!R>w;Q1U5R>{VU1\>n7nuh�U?\!^>R/]>\!]>`�g5Ty^>j/S?j$] ,
YX_1Y;Q5U1Y5[>R!S?Y5]!`eb;Q5R>U1c5TuS?Y1d�b5R>[ . ~kR>rV]!R/nujl[>h�S?R>_5WZg5hxQ5U5YFR>^>g5R/[!_1TVg5Y5Y3d�Y?d�]!T�nuhx_1Y5^/R�R>^/g5R>[/Y5]!`tQ5R/U5] , _1Y1^>R ,
TVdo_?YF[>h�d�_1ToS*j-TV]!T -STABLE, R>^>g1R>[>Y1]!`�Q5R/U5]�Q5U1YFQ5R>m5[!_1TVg5Y5Y;TV{�R�g1R>[>R/w3[>TVU1d�Y5Y .

��R>]!m cdrecord Y?nuT�T�]knug5R/{�R�R/Q5}5Y5w , [�R-d�g5R/[>g5R-nKY1d�Q5R>_1`>fVR>[-\!]!`tT �sTV� �zQ1U5R>�<T , c5T�n burncd. �'\>Q5Y1d�`�R>^/U1\!f�\
ISO 9660 S*T�_?\>T�]>d�mF]>\!b1R>w;b5R-n7\!g$S*R>w :

# cdrecord dev=device imagefile.iso

qsR/g5b5Y1n nuR/nuTVg5]!R/n�Q5U5YFY?d�Q5R>_1`>fVR>[/\>g5Y5Y cdrecord m5[!_5m5TV]>dom<R>Q5U5T�S?T�_?T�g5Y5TsQ5U1\>[>YX_1`/g5R>{VR�jXd�]!U1R>w1d�]![/\ dev.
�k]!R>^/hxfV\=S�\!]!`�Q?\!U1\/nuT�]!U<Q5U1\![/YX_1`/g5R , [/R/d�Q1R!_1`/f�j$w5]!T�d�` v _?\>{�R-n -scanbus b5R-n7\!g$S*h cdrecord, [�U5TVf�j-_1`>]/\!]!T
c5T�{VRenuR!WZTV]�Q5R>_1j$c5Y5]!`-dom;Q5U5Y?nuT�U5g5Rl]>\>b5R>w<U5T�fVj/_?`>]>\>] :
# cdrecord -scanbus
Cdrecord 1.9 (i386-unknown-freebsd4.2) Copyright (C) 1995-2000 Jörg Schilling
Using libscg version ’schily-0.1’
scsibus0:
0,0,0 0) ’SEAGATE ’ ’ST39236LW ’ ’0004’ Disk
0,1,0 1) ’SEAGATE ’ ’ST39173W ’ ’5958’ Disk
0,2,0 2) *
0,3,0 3) ’iomega ’ ’jaz 1GB ’ ’J.86’ Removable Disk
0,4,0 4) ’NEC ’ ’CD-ROM DRIVE:466’ ’1.26’ Removable CD-ROM
0,5,0 5) *
0,6,0 6) *
0,7,0 7) *
scsibus1:
1,0,0 100) *
1,1,0 101) *
1,2,0 102) *
1,3,0 103) *
1,4,0 104) *
1,5,0 105) ’YAMAHA ’ ’CRW4260 ’ ’1.0q’ Removable CD-ROM
1,6,0 106) ’ARTEC ’ ’AM12S ’ ’1.06’ Scanner
1,7,0 107) *
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�?S?TVd�`�Q5U5Y1[>ToS*T�g5hxd�R/R>]![/T�]>d�]![>j$�e�FY5Tsf�g1\>c5T�g5Y5mkQ?\!U1\/nuT�]!U5R/[ dev S1_5mFY?nuT����<YXi5dom;jXd�]>U5R>w1d�]![ . �3\>w$S?Y5]!TsfoS?T�d�`
[/\!a<T�jXd�]!U1R>w1d�]![>R)S?_5m;fV\>Q5Y1d�Y CD, \t[�b1\>c5TVd�]![>TzQ1\!U1\/nuT�]!U1R>[)S1_1m dev fV\�S*\![-\!w5]!T7]>U5YFc5Y?do_?\�c5T�U5TVfzf�\!QXm5]!htT . �
g1\!a<TVn�do_?j-c?\!T CRW- jXd�]!U5R>w?d�]![/j;d�R>R/]![>TV]>d�]>[>j$��]ec5Y1do_*\ 1,5,0, ]>\>bFc5]!RlQ5U1\>[>YX_?`>g5h�nKQ1\>U1\>nuTV]!U5R-nK^>j/S?T�]
dev=1,5,0. (3nuTVT�]>d�m;^>R!_?T�T�Q5U1R/d�]>R>wFd�Q5R/d�R>^tfV\�S*\!]>`�r�]!Y<f�g1\>c5T�g5Y5m ; R>^/U1\!]>Y5]!TVd�`�b<d�Q5U1\>[>R>c1g5R>wkY5g v R/U1n7\!}1Y5Y;R
cdrecord(1) S1_5mF[/h)m1d�g5TVg5YXm;Q5R!S?U5R>^/g5R/d�]!T�w . q)\/n�WZTsg?\�iXR�S?Y1]>dom;Y5g v R>U1n7\>}5YXm;R�f�\!Q5Y?d�YFfV[>j$b5R/[>h)i�S*R>U5R>W�TVb ,
j-Q1U1\![>_1T�g5Y1YFd�b5R/U5R/d�]!`>��Y3S?U1j-{VY1n�[/T��<\/n .

16.6.5. � ���  ���������  �" � 	 � �� CD

�sh�nuR>WZT�]!Tyb5R>Q1Y5U5R>[-\!]!`lnuj$f�htb1\!_1`>g5htT CD, Y5f�[>_1T�b?\�mkS*\>g5g5htTs\>j/S?Y5Red CD [�g?\!^>R/U v \!w5_1R>[ , \�fV\>]!TVn
fV\!Q1Y1d�ht[-\�m3r�]!Y v \!wX_?hxg1\�c1Y1d�]!htw CD. ~kU5R/}5TVdVd7g5TVd�b5R!_?`>b5ReU1\!f�_1Y5c5TVgF[ed�_1j$c1\�mXi3Y1d�Q5R!_?`>f�R/[/\>g5YXmkj$d�]!U5R/w1d�]![
ATAPI Y SCSI.

� �
�

�� � � � � � SCSI

1. (3d�Q5R!_1`/f�j$w5]!T cdda2wav S1_5mFY5fV[!_1TVc5T�g1YXm3S*\>g5g5h)i;\!j/S?Y5R .
% cdda2wav -v255 -D2,0 -B -Owav

2. �yR/d�Q5R!_?`>f�j$w5]>TVd�` cdrecord S?_5mFfV\>Q5Y1d�Y v \!w5_1R>[ .wav.

% cdrecord -v dev=2,0 -dao -useinfo *.wav

�'g1\!c5TVg5Y5T , d�R/R>]![/T�]>d�]![>j$���<T�T 2,0, S?R!_5WZg5Re^>ht]!`ejXd�]>\>g5R>[>_1T�g5R�Q5U1\![/YX_1`/g5R , b1\>bFrV]!ReR/Q5Y1dV\!g5R�[� \!foS . 16.6.4.

� �
�

�� � � � � � ATAPI

1.
* U1\>w5[>TVU;jXd�]!U1R>w1d�]![ ATAPI CD S?T�_*\!T�]�b1\�W%S?j$��S?R>U5R>WZb5jeS?R/d�]!j$Q5g5R>w<b1\!b /dev/acddtnn, {oS?T d
m5[>_5m5T�]/domFg5R-nuT�U5R-nKQ5U5Y5[/R�S*\ , \ nn d�R>R/]![>TV]>d�]![/j$T�]�g5R-nuT�U5jlS*R>U5R>W�b1Y , b5R>]>R>U5htw<fV\!Q1Y1d�ht[-\!T�]/domlS?[>jXn+m
S*TVdom5]>Y5c5g5h�nuY%}5Y v U1\/nuY<dzg5j-_ �Vn�[lg1\>c1\�_1T , TVd�_1YFrV]!Reg1j/WZg5R . q)\!b5Y1n R>^/U1\!fVR/n , Q5TVU5[/\!meS*R>U5R>W�b?\�g1\
Q1T�U5[/R/npS?Y1d�b5Ty^>j/S?T�]eg5R/d�Y5]!`eY1n+m /dev/acd0t01, [>]!R/U1\�m;^/j>S*T�]�Y1nuTVg5R>[-\!]!`-dom /dev/acd0t02, ]!U5TV]!`!m
^/j/S?T�]eg5R/d�Y5]!`�Y?n+m /dev/acd0t03 Y<]>\!b;S*\�_?T�T .
� S?R/d�]!R>[/T�U5`/]!TVd�` , c5]>Rld�R>R>]>[>T�]/d�]![/j-�e�FY5w v \!wX_FY?nuT�T�]/dom<[eb1\!]/\�_1R/{�T /dev.

# cd /dev
# sh MAKEDEV acd0t99

, �!�'� -���� � � : /�� FreeBSD 5.0 devfs(5) ¡V�o�-¢¥�s�!�¤���/�?�����!³�¢��V� ��� � 2¤�-��������
 �V¡��5¢V�¥�=�K�y�����������G4 ¢ /dev ���������� � 0!��
 �!� � , �����)³���� ���V�����
 2 �/�¥����
 MAKEDEV ��¢ ��¡.0 2¥����¢���
��� .

2. (kfV[!_1TVb5Y5]!Tyb1\�W%S?j$��S?R>U5R>WZb5jkQ5U5YFQ1R/nuR>�<YFb5R-n7\!g$S*h dd(1). ~kU5YFY5fV[!_1TVc5T�g1Y5Y v \!w5_1R>[�[/h S?R>_5WZg5h
]/\!bXWZTyY1d�Q5R>_1`>fVR>[-\!]!`�d�Q5T�}1Y v Y5c5T�d�b5R/T�f�g1\>c5T�g1Y5T�S?_5mFU1\>fVnuT�U?\�^!_?R>b1\ .
# dd if=/dev/acd0t01 of=track1.cdr bs=2352
# dd if=/dev/acd0t02 of=track2.cdr bs=2352
...

3. �'\>Q5Y5a<Y5]!TyY5f�[>_1T�c��Vg5g5htT v \!wX_1hxg?\)S?Y1d�bFQ5U1Y<Q5R-nuR>�<Y;j$]!YX_1Y5]>h burncd. �yh S?R>_5WZg5hxj$b1\!f�\!]!` , c5]!R�rV]!Rv \>wX_1h�dy\!j/S?Y5R , YFc5]>R burncd S?R>_5WZg1\�f�\ v Y5b1d�Y5U5R/[/\!]>`)S?Y1d�bFQ5ReR>b5R/g5c1\!g1Y5Y;U1\>^>R>]>h .
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# burncd -f /dev/acd0 audio track1.cdr track2.cdr ... fixate

16.6.6. � ���  ���������  �" ���
$ �T� ��� - � !����� � � �)��� �9& $  
�sh�nuR>WZT�]!T)d�b5R/Q5Y5U5R/[/\>]!` CD d�S*\!g5g1h�nuYF[ v \>wX_FR/^>U1\>fV\ , b1R>]!R/U5htw v j$g5b5}5Y1R>g1\!_1`>g5R�r�b5[/Y5[/\!_1T�g5]>T�g v \>wX_1j
R>^>U?\!fV\ , d�R>f�S*\!g1g5R/nujkb5R-n7\!g$S?R/w mkisofs(8), YF[>h�nuR>WZT�]!TyY1d�Q1R!_1`/f�R>[-\!]!`�T�{�R�S1_5mFb1R>Q5Y5U1R>[/\>g5YXmk_1�e^>R>{VR CD d
S*\!g5g1h�nuY . � Q5U5Y1[>R�S*Y1nuR/n�f�S?TVd�`�Q5U1Y1nuT�U5TyQ5U5T�S?Q5R>_?\!{�\!T�]/dom , c5]!Rl[/\>a Q5U5Y1[>R�S CDROM g1\!fVht[/\>T�]>d�m acd0.
~kR�S*d�]>\![/`>]!T�g?\!f�[-\!g5Y1T�[/\>aFT�{VR�Q5U5Y1[>R�S�\ CDROM. � FreeBSD 4.X bFY?nuT�g5Y<j$d�]!U5R/w1d�]![-\)S?R>_5WZT�g<^>ht]!`
S?R>^-\![!_?T�g;d�Y?nu[>R!_ c S1_5m;j$b1\>fV\!g1YXm;g1\e]!R , c5]>Re^/T�U��V]>dom;[/TVd�`eU1\!f�S?T�_ , \�[kdo_1j$c1\>T CDROM, [/TVd�`�S?Y1d�b .

# dd if=/dev/acd0 of=file.iso bs=2048

qsTVQ5T�U1` , b1R>{oS�\�[>hxY?nuT�T�]>TsR/^>U1\>f , [>h�nuR>W�TV]!TyfV\!Q1Y1d�\>]!`�TV{�R�g?\ CD ]>\>b , b1\>bFrV]!R�R/Q5Y1d�\>g5R�[/htaFT .

16.6.7. � ���U����� ���������  �" ���
$ �T� ��� - �W !���� � �)��� �9& $  
qsTVQ5T�U1` , Q1R/do_?Tz]!R/{�R , b?\!b;[/h�d�R/foS*\!_1Y;d�]>\>g$S*\>U5]!g5htw CDROM d7S�\!g5g5h�nuY , [>h , g?\![>TVU5g5R/T , fV\!i$R/]!Y5]!T
d�nuR>g1]!Y5U5R/[/\!]>`�T�{VR�YFd�c5Y5]>\>]!`kdzg5TV{�R�S*\!g5g1htT . ~kRej$nuR>_1c1\>g5Y5� mount(8) Q5U5T�S?Q5R>_?\!{�\!T�] , c5]!R v \!wX_1R/[/\!m
d�Y1d�]!TVn7\eY1nuT�TV]�]!Y1Q ufs. +zd�_1YF[/hxQ5R>Q1ht]>\!TV]!TVd�`�[>htQ1R!_1g5Y1]!`�c5]>R - ]!Re[/U5R�S*T :
# mount /dev/cd0 /mnt

[>hxQ5R>_1j$c5Y5]!T)d�R/R>^>�<T�g5Y1T Incorrect super block, Y3S?Y?d�bFg1Tsd�nuR/g5]!Y5U1j-TV]>dom . CDROM g5Tsm5[!_5m5TV]>domv \!wX_1R/[>R/wkd�Y1d�]>TVnuR>w UFS, Q5R>rV]!R/nuj3Q1R>Q5ht]!b1Y<d�nuR/g5]!Y5U1R>[/\>]!`�TV{�Re]>\!b5Y?n�R>^/U1\!fVR/nP^>j/S?j$]�]>T�U5Q5TV]!`lg5T�j/S*\>c5j .
�y\/nKQ5U5R-d�]!Rlg5j-WZg5R�j$b1\>fV\!]>`�b5R-n7\!g$S?T mount(8), c5]>R v \>wX_1R>[-\�m;d�Y?d�]!T�n7\�Y1nuTVT�]e]!Y5Q ISO9660, YF[-d ��S?R!_5WZg5R
fV\!U?\!^>R/]>\!]>` . '�S?T�_*\!w5]!Tyr�]>R , fV\�S*\![eQ1\!U?\>nuT�]>U -t cd9660 Q5U5Y<[>htf�R/[>T mount(8).

| Q5U1Y1nuT�U5j , TVdo_?Y;[>hxiXR/]!Y5]!T
d�nuR>g1]!Y5U5R/[/\!]>`�jXd�]!U1R>w1d�]![>R CDROM, /dev/cd0, [eb?\!]>\!_1R>{ /mnt, [>h S?R>_5WZg5hx[>htQ1R!_1g5Y1]!` :
# mount -t cd9660 /dev/cd0 /mnt

�'\>nuTV]!`>]!T , c5]!RlY1n+mF[-\!a<T�{�R�j$d�]!U5R/w1d�]![-\ (/dev/cd0 [er�]!R-n�Q5U5Y?nuT�U5T ) nuR>WZT�]l^>ht]!`�S?U5j${�Y1n , [�fV\>[>Y1d�Y1nuR/d�]!Y;R/]
Y5g5]!TVU v T�w1dV\ , Y?d�Q5R>_1`>fVj-T�nuR>{VR�[ CDROM.

| U1R/nuTz]>R>{�R , Q1\!U?\>nuT�]>U -t cd9660 [-d�T�{VRt_1Y5a<`ef�\=S*\ ��]�[/htQ5R!_?g5T�g5Y1T
j-]>YX_1Y5]!h mount_cd9660(8). ~kU5Y1nuTVUF[>hta<TsnuR>W�TV]�^/ht]!`�j$Q5U5R/� �VgkS?R :
# mount_cd9660 /dev/cd0c /mnt

qy\>b5Y1n d�Q5R-d�R>^/R/n , [>R/R>^/�FT�{VR>[>R/UXm , [>h�nuR>W�TV]!TyY1d�Q5R>_1`>fVR>[-\!]!`tb5R-nuQ1\!b1] -S*Y1d�b5YF_1��^/R>{VR�Q5U5R/Y5f�[/R�S?Y1]!T�_5m .* Y1d�b5Y<dzg5TVb5R>]>R>U5h�nuY<U1\>d�aFY5U5TVg5YXm1nuY ISO 9660 nuR/{�j$] , R!S?g1\>b5R , U1\>^>R/]>\!]!`ed�Red�]!U1\>g5g5R/d�]�m1nuY .
| Q5U5Y1nuTVU5j

S?Y1d�b1Y Joliet iXU1\!g5m5]�[/d�TzY1nuTVg1\ v \>wX_1R/[�[�[/Y$S?TyQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R/d�]!T�wlS*[>j-iX^/\!w1]!R>[/h)ild�Y?nu[>R!_?R>[ Unicode.� S?U5R FreeBSD ( Q5R>b1\�T�� � ) g1TynuR>W�TV]�U1\>^>R/]>\!]!`ld Unicode, Q5R/r�]!R-nujkg5Ty\>g5{�_?Y5w1d�b1Y5Tyd�Y1nu[>R>_1hx[>ht[/R�S1m5]/dom3[
[>Y$S?Tsf�g1\>b5R>[e[>R/Q5U5R/dV\ . ( +sdo_1Y<[�U1\>^>R>]/\!T�]>Tsd FreeBSD 4.3 YX_1Y<^>R>_1T�TsQ5R>f�S?g5T�wF[>T�U?d�Y5TVw , ]!Rl[tS?U1\>w5[>TVU5T CD9660
Y1nuT�TV]>dom<nuT�i5\!g5Y5f�nPS1_5m;S?Y5g1\/nuY5c5TVd�b5R>wFfV\!{VU5j$f�b5Y<d�R>R/]![>TV]>d�]>[>j$���<T�w;]>\>^!_1Y1}5h�Q5U5TVR>^/U1\!fVR>[/\>g5YXm Unicode.
��R�S?j-_1Y3S1_5mFg5TVb5R>]>R>U5h)i3U1\/d�Q5U5R-d�]!U?\!g��Vg5g5h)i3b5R�S*Y5U5R>[/R>bFnuR/{�j$]�^/ht]!`eQ1R!_1j$c5TVg5hxY5fyQ5R>U5]/\
sysutils/cd9660_unicode.)

�sU1TVn+m;R>]�[>U5T�nuT�g5Y;[/hxnuR!WZT�]!TsQ5R!_?j-c?\!]!`�d�R>R/^>�FTVg5YXm Device not configured Q5U5Y;Q1R>Q5ht]!b1Tsd�nuR/g5]!Y5U1R>[/\>]!`
CDROM.

� ]!ReR/^>htc5g1R�R>fVg1\!c?\!T�] , c5]!RlQ5U5Y5[/R�S CDROM Q5R>_?\!{�\!TV] , c5]!Re[eg �Vn�g5TV]tS?Y?d�b1\ , YX_1YFc1]!ReQ1U5Y5[>R!S<g5T[>Y$S?TVg;g1\eaFY5g1T . ~kU5Y1[>R�S*j CDROM nuR>W�TV]eQ1R>g1\�S?R>^/Y5]!`/d�m3g5TVd�b5R!_1`/b5R�d�T�b5j$g$S , c5]!R/^>hxQ5R/gXm5]!` , c1]!ReR/g;^>h)_
fV\!b1U5ht] , ]>\>bFc5]>Re^/j>S*`>]!Ts]!T�U5Q1T�_1Y5[/h .
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(kg5R>{�S*\ SCSI CDROM nuR>W�TV]�Q5R/]!T�U5m5]!`/d�mFY5f - fV\�]!R>{VR , c1]!Rejkg5TV{�Reg5Ts^/h)_1RtS*R/d�]/\!]!R/c5g5R�[/U5TVnuTVg5Y , c5]>R>^>h
R>]![/T�]!Y5]>`eg1\ed�^/U5R/dzaFY5g5h . +zdo_1Y<j3[/\/d�Y1nuTVT�]>d�m SCSI CDROM, ]!R , Q5R!W \!_1j$w1d�]>\ , S?R>^-\![/`>]!Tzd�_1ToS*j-�e�FY5w
Q1\!U1\/nuT�]!U<[�b5R/g v Y5{Vj-U?\!}5Y5��[/\>aFT�{VRtm$S?U1\�YFQ5TVU5TVd�]!U5R/w5]!TyT�{�R .
options SCSI_DELAY=15000

� ]!R�j$b1\!W�TV]�[-\!aFTVw3aFY5g1T SCSI [/hyS?T�UXWZY5[-\!]!` 15- d�TVb5j$g$S?g5j$��Q?\!j$f�jk[>R�[>U5T�n+mFfV\>{�U5j$f�b1Y , c5]!R>^/h�S*\!]>`�[/\>aFT�nuj
Q5U5Y5[/R�S?j CDROM a%\!g1dzR>]![/T�]!Y5]>`eg1\ed�^/U5R/dzaFY5g5h .

16.6.8.
� � �9 !��� �U"#� ����� �!�!�#��� � & � �)��� �9& � �T� ���3$ �U� ��� - � !���� 

�sh�nuR>WZT�]!TyQ5U5T�S?Q5R>c1TVd�]>`ef�\!Q5Y1d�` v \>wX_?\tg5TVQ5R/d�U5ToS�d�]![/T�g5g5Reg1\ CD ^/T�fyd�R>f�S*\!g1YXm v \!wX_?R>[>R/w;d�Y1d�]!TVnuh ISO
9660. �kT�b5R/]!R>U5htTsQ5R/d�]!j$Q1\!�e]�]>\>bFQ5U1Y<d�R/foS*\>g5Y5Y;U1T�f�TVU5[>g1h)ikb1R>Q5Y5w .

� ]!Re[/htQ5R!_?gXm5T�]>d�m;{�R/U1\!f�S?R�^/h�d�]!U5TVT . c1TVn
fV\!Q1Y1d�`ld�]>\>g$S*\!U1]!g5R>{VR�b5R-nuQ1\!b1] -S*Y1d�b1\ :
# burncd -f /dev/acd1 -s 12 data archive.tar.gz fixate

* _5m;Y5f�[>_1T�c1T�g5YXm;S*\!g5g1h)i , fV\!Q1Y1d�\>g5g5h)ik]>\!b<g1\�b1R/nuQ1\>b5] -S*Y1d�b , [>h�S?R>_5WZg5h�d�c1Y5]!ht[/\>]!`tS�\!g5g5htTyY5f v \!wX_*\
g5T�Q5R-d�U5T�S*d�]>[>T�g1g5R>{VR)S?R/d�]!j$Q1\�b<jXd�]!U5R/w1d�]>[>j :

# tar xzvf /dev/acd1

�shxg1TynuR>W�TV]!T)nuR>g5]!Y1U5R>[-\!]!`er�]!R/]tS?Y1d�bFb1\>bFR/^>htc5g5htw CDROM. qy\>b5R>w<b5R/nuQ?\!b5] -S?Y1d�bFg5T)nuR!WZTV]�^>ht]>`
Q5U5R>c1Y5]>\!g<g5YF[eb1\!b1R>wkS?U1j-{VR>w;R/Q5T�U?\!}5Y5R/g5g5R/wFd�Y1d�]!TVnuT , b5U1R/nuT FreeBSD. +zd�_1YF[/h iXR>]!Y5]>TynuR/g5]!Y5U5R/[/\>]!` CD
YX_1YFR/^/nuTVgXm5]!`/d�mkS*\!g1g5h�nuY<d7S?U5j${�R/wFR>Q1T�U1\>}5Y5R>g1g5R>w;d�Y1d�]!T�nuR>w , ]!Rl[>h�S?R!_1W�g1h�Y1d�Q1R!_1`/f�R>[-\!]!` mkisofs(8) ]>\>b ,
b1\!b;rV]!Rl^>h)_1ReR>Q5Y1dV\!g5R�[>htaFT .

16.6.9. � ���U����� ���������  �" ����� ����"��U� ATAPI/CAM���������������! �"$#
Marc Fonvieille.� ]!R>]�S?U1\!w1[>T�UFQ5R>fV[>R!_1m5T�]�U1\>^>R/]>\!]!`ed ATAPI- jXd�]>U5R>w1d�]![/\/nuY ( Q1U5Y5[>R!S?h CD-ROM, CD-RW, DVD YF]>\>b3S*\!_1T�T )c5T�U5TVfzQ5R!S*d�Y?d�]!T�nuj SCSI, ]>\!b1Y1n�R>^/U1\!fVR/nKU1\/d�a<Y5UXmXm;Y1d�Q5R!_1`/f�R/[/\!g1Y5T7]>\!b1YXi;Q5U5YX_?R!WZT�g5Y1w , b1\>b

sysutils/cdrdao YX_1Y cdrecord(1).
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5mkrV]!R>{VRtS?U?\!w5[/T�U1\t[-\>nKg5TVR>^>i$R!S?Y1nuR�S?R>^-\![>Y1]!`�[ v \>wX_Fb5R/g v Y5{Vj-U?\!}5Y5Y;m$S?U1\�d�_1ToS*j-�e�FY5T
d�]!U5R/b5Y :

device atapicam
device scbus
device cd
device pass

| U5R/nuTs]!R>{VR , [ v \!wX_1Tsb5R>g v Y5{�j$U1\>}5Y5Y3m$S?U?\)S?R>_5WZg1\�^/ht]!`ld�_1ToS?j$�e�<\�mFd�]!U5R/b1\ :
device ata

b5R>]!R/U1\�m;j-WZT7S*R!_5WZg1\e]>\>n�Q5U5Y1d�j-]/d�]![/R>[/\>]!` .
~kR/do_?T�r�]!R/{�RlQ5T�U1TVd�]>U5R>w5]>TsY<j$d�]>\!g1R>[>Y1]!Tz[-\!aFTzg5R>[/R>T7m$S?U1R , [/htQ5R!_?g5Y5]!TzQ1T�U5TVfV\!{VU5j$f�b5j3n7\>aFY5g5h . � Q5U5R>}1TVd�d�T
fV\!{VU5j$f�b5YF[/\!a Q5Y5aFj$�<Y5wFQ5U1Y5[>R!S;S?R!_1W�TVgFQ5R>m5[>Y5]>`/dom;Q1U5Y1nuT�U1g5Rld�_1ToS*j-�e�FY1n�R>^>U?\!f�R-n :
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acd0: CD-RW <MATSHITA CD-RW/DVD-ROM UJDA740> at ata1-master PIO4
cd0 at ata1 bus 0 target 0 lun 0
cd0: <MATSHITA CDRW/DVD UJDA740 1.00> Removable CD-ROM SCSI-0 device
cd0: 16.000MB/s transfers
cd0: Attempt to query device size failed: NOT READY, Medium not present - tray closed

qsTVQ5T�U1`ldsg5Y1n�nuR>WZg5R�U1\>^>R/]>\!]!`ec5T�U1T�fzjXd�]!U5R>w?d�]![/R /dev/cd0, g1\>Q5U5Y1nuTVU , c5]!R/^>h�dVnuR>g5]!Y1U5R>[-\!]!` CD-ROM [
b1\!]>\!_1R>{ /mnt, Q5U5R/d�]!Rlg1\!^/T�U5Y5]>Tsdo_?ToS?j$���<j$��b5R-n7\!g$S*j :

# mount -t cd9660 /dev/cd0 /mnt

* _5m;Q5R!_?j-c1T�g5YXm SCSI- \=S*U5TVdV\tQ5Y5a<j-�<T�{VR�Q5U5Y1[>R�S�\ , [/h�nuR!WZT�]!T , U1\>^>R>]/\�m3b1\!bFQ5R!_1`/f�R/[/\!]>T�_1` root, fV\>Q5jXd�]!Y5]>`
]>\!b5j$� b5R/n7\>g$S?j :

# camcontrol devlist
<MATSHITA CDRW/DVD UJDA740 1.00> at scbus1 target 0 lun 0 (pass0,cd0)

qy\>b5Y1n R>^>U?\!f�R-n , 1,0,0 ^/j/S?T�] SCSI- \�S?U5TVd�R/npS1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5mkd cdrecord(1) Y3S*U5j${�Y1nuY<Q5U5YX_1R>WZT�g5YXm1nuY
S1_5mFU1\>^>R/]!h�d�R SCSI.
* _5m;Q5R!_?j-c1T�g5YXm;S?R>Q5R>_1g5Y5]>T�_1`/g5R>w;Y1g v R>U1n7\>}5Y5Y;R/^ ATAPI/CAM Y<d�Y1d�]!T�nuT SCSI, R>^>U?\!]!Y5]>TVd�`eb<d�]!U1\!g1Y5}1\>nd�Q5U1\>[>R/c5g5R>w;d�Y1d�]>TVnuh�Q5R atapicam(4) Y cam(4).

16.7. � L�O ��E � I
��I I ���;L�� ��O�L���E � I	� L �3G%I �
�S�3HFI � �;L �3I%G � � �%J (DVD)
���������������! �"$#

Marc Fonvieille. @ �=B1��#*(*��(1"$2<B����V���=���%�> �"-# Andy Polyakov.

16.7.1. 	 ��" � " �  �"
DVD r�]!Rkdo_?ToS?j$���<T�TsQ5R/d�_1T CD Q5R/b5R!_?T�g5Y5TyR>Q1]!Y5c5T�d�b5YXi3g5R-d�Y5]>T�_1TVw . DVD nuR>WZT�]�[-nuT��%\!]!`e^>R!_?`>aFT7S*\!g5g1h)i
c5TVnK_?��^>R/w CD Y;m5[>_5m5T�]/dom<d�R>[>U1TVnuT�g1g5h�n�d�]>\>g$S*\>U5]!R/n�U1\>d�Q5U5R/d�]!U1\>g5T�g5Y5m;[>Y$S?TVR .
* _5m;fV\>Q5Y1d�ht[-\!T�nuh)i DVD d�j$�FT�d�]![/j-TV]�QXm5]!` v Y5fVY5c5TVd�b5YXi v R>U?n7\!]!R/[�fV\>Q5Y1d�Y :

• DVD-R: ;sh)_%Q5T�U1[>h�n v R>U?n7\!]!R-nKfV\!Q1Y1d�ht[-\!TVnuh)i DVD. 's]/\!g$S*\>U5] DVD-R ^/h)_<d�R/foS*\>g DVD Forum
(http://www.dvdforum.com/forum.shtml).

� ]!R v R/U1n7\!]�S1_5mFR!S?g5R>b1U1\!]!g1R>w3fV\>Q5Y1d�Y .

• DVD-RW:
� ]!ReQ1T�U5TVfV\!Q1Y1d�ht[-\!TVn7\!ml[/T�U1d�YXm<d�]>\!g$S�\!U5]>\ DVD-R. �kR/d�Y1]!T�_1Y DVD-RW nuR/{�j$]�^/ht]!`

Q5TVU5T�f�\!Q5Y?d�\!g1hxR>b5R>_1R 1000 U1\>f .
• DVD-RAM:

� ]!Rl]>\>bXWZTsQ5TVU5T�f�\!Q5Y?d�ht[/\>TVnuhtw v R/U1n7\!] , Q5R�S5S*T�UXWZY5[-\!TVnuhtw DVD Forum. DVD-RAM nuR>W�TV]
^/ht]!`�[/Y$S?T�gFb1\!b%d �µT�nug5htw;WZTVd�]!b5Y5w;S?Y1d�b . ��S?g?\!b5R , rV]!R>]lg5R-d�Y5]!T�_1`�g1Tyd�R>[/nuT�d�]!Y?n�dz^/R!_1`/aFY5g1d�]![>R-n
Q5U1Y5[>R!S?R>[ DVD-ROM Y<Q5U5R>Y1{�U5ht[-\!]!T�_5m1nuY DVD-Video; _1Y5aF`eg5TVd�b5R!_?`>b5ReQ5Y5aFj$�<YXi DVD Q5R�S1S?T�UXWZY5[-\!�e]v R/U1n7\!] DVD-RAM.

• DVD+RW:
� ]>ReQ5TVU5T�f�\!Q5Y?d�ht[/\>TVnuhtw v R/U1n7\!] , d�R>f�S*\!g1g5htw DVD+RW Alliance (http://www.dvdrw.com/).

�kR-d�Y5]!T�_1` DVD+RW nuR!WZT�]e^>ht]!`eQ5T�U5TVfV\>Q5Y1d�\>g;R>b1R!_1R 1000 U1\!f .
• DVD+R:

� ]>R>] v R>U1n7\>] — R!S?g5R/b5U1\!]>g5R�fV\>Q5Y1d�ht[/\!T�n7\�m3[>TVU1d�Y5m v R>U1n7\>]>\ DVD+RW.

��S?g5R/d�_1R>w1g5htw;fV\>Q5Y1d�ht[/\!T�nuhtw DVD nuR!WZTV]�iXU1\!g1Y5]!`�S?R 4,700,000,000 ^/\!w1] , c5]>R�U1\>[>g5R 4.38 �A^ , YX_?Y 4485 ��^
(1 b1YX_1R>^-\!w5]�r�]!R 1024 ^/\>w5] ).
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, �!�µ�.-���� � � : �*¢ ��¡�7��V� �>� �3���62����>³V����
7² �.2��!³V¢2�V���!´ ��;������¢���
������ ������£)¢�� �V¢ . �*�!��� �!�?¢V� , DVD-Video �¤���
�>����¢¤�$¢ �-¢�� ����0�²y�!´���/�¥��03����V���-�o�1�o� , ���V���/���O0F� ��£)¢¥��¡>�*��
)��>�?¢� 7¢���� ���%2���� ���V� �¥��¢V�µ� ´ DVD �5°A¡ � 4 �² �.2��!³V¢2�V� �G4 ��²��>���*����� : DVD-R, DVD+R, DVD-RW �s� . � . ��¢V��¢ �<���*¡��/��>�����!��� ��;������¢��10F���%�����!£ ���%��¡�¢¤� ����
�� 0 ,³���� ����¥�=��/´��¥�=���32���� �;��� � DVD-Video ������ 49���A������¢���
 ( �����-¢���
����A´ ���� DVD-ROM ��� �!� ���%���>�µ� 
V°A��¢V��� )
� �>�V�?¢2�¤���>�µ�A� �-� � ��� �����������¢��/¢V� .

16.7.2. �����������
�����
* _5m;fV\>Q5Y1d�Y DVD ^>j/S?TV]�Y1d�Q5R!_1`/f�R/[/\!]>`/dom3Q5U1R>{�U?\>n7n7\ growisofs(1).

� ]/\�b5R-n7\!g$S�\�[!iXR!S?Y5]�[lg1\!^/R>U3j$]!YX_?Y5]
dvd+rw-tools (sysutils/dvd+rw-tools), b5R/]!R>U5htw<Q5R�S1S?T�UXWZY5[-\!TV]�[/d�Tz]!Y5Q1h�g5R-d�Y5]!T�_1T�w DVD.� ]!YFj$]!YX_?Y5]!h�Y?d�Q5R>_1`>fVj-�e]�Q5R!S*d�Y1d�]!TVnuj SCSI S1_5m3S?R-d�]!j$Q1\�bFjXd�]>U5R>w1d�]![/\/n , do_1T�S?R>[-\!]!T�_1`>g1R�g5T�R/^!iXR�S*Y1nuR
S?R>^-\![>Y1]!`�[�m$S*U5R�Q5R!S5S?TVUXWZb5j ATAPI/CAM. +zd�_1Y<Q1Y5aFj$�FY1w;Q5U5Y5[/R�S�Y1d�Q5R>_1`>fVj$T�] USB Y1g5]!T�U v T�w1d , r�]!R
S?R>^-\![!_?T�g5Y5Tz^>TVd�Q5R!_?T�f�g1R�YFg5TVR>^>i$R!S?Y1nuR�Q1U5R>c5T�d�]!`e^>R>_1T�TsQ5R�S?U1R>^>g1j-��Y5g v R/U1n7\!}5Y1��Q5Rlg1\>d�]!U5R/w5b5TzjXd�]!U5R>w?d�]![
USB [ � \!foS . 16.5

�y\/nK]>\!b5W�TyQ5R/]!U5T�^/j$T�]>d�m;[>bX_1�ec5Y5]!` DMA S?R/d�]!j$Q3S1_1mFjXd�]!U5R/w1d�]>[ ATAPI, r�]!RknuR!WZg5Rld�S?T�_?\!]!`�S?R>^-\![/Y5[�[
/boot/loader.conf do_1T�S?j$���<j-� d�]!U1R>b5j :

hw.ata.atapi_dma="1"

~kT�U5T�S<Y1d�Q1R!_1`/f�R>[-\!g5Y1TVn dvd+rw-tools [>h�S?R>_5WZg5h�d�[/T�U5Y1]!`/d�mFd�Rld�Q1Y1d�b5R-n�d�R/[/nuT�d�]!Y1nuR/{�ReR>^>R/U5j/S?R>[-\!g5Y5m
dvd+rw-tools (http://fy.chalmers.se/~appro/linux/DVD+RW/hcn.html) dzY5g v R/U1n7\!}5Y1T�w;Q5RljXd�]!U1R>w1d�]![/\/npS1_5m
fV\!Q1Y1d�Y DVD.

, �!�µ�.-���� � � : ������������� �o�o£)¢��
49����² �!³�¢��V� �!´ ������¢V��²)¢V´��y�����
 2 �/�¥����¢��10 , � 2.4 �10 � �V��¢ ��� K3b (sysutils/k3b),� �����/���A´l����¢ � �;�¥���!� �10>¢¥�u�1�o�o£)¢2�¤�=��¢�� ���A´������
 2��/�¥����¢��5° ������¢V��²)¢V´��y� growisofs(1) �e� �� 4 �!�<�?�o�54��!�p���� 49���!�µ�?�!�
2���� ����� .

16.7.3.
� � �9 !��� DVD � �)��� �9& $  | R/n7\!gXS*\ growisofs(1) m5[!_1m5T�]>d�mFR>^/R!_1R/c5b5R>weS1_1m mkisofs, R/g1\�[/htf�R/[>T�] mkisofs(8) S1_5m<d�R>f�S*\!g5Y5m v \!wX_1R/[>R/w

d�Y1d�]!TVnuh�Y<fV\>Q5Y5aFTV] DVD.
� ]>R�R>fVg1\!c?\!T�] , c5]!Rl[/\/nKg5TsQ1R>]!U5TV^>j$T�]/domFd�R/foS*\>[/\>]!`�R>^/U1\!fsduS*\>g5g5h�nuYFQ1T�U5T�S

g1\!c1\!_1R/nKQ1U5R>}5T�d�dV\tfV\>Q5Y1d�Y .
* _5m;fV\>Q5Y1d�Y;S*\!g1g5h)i3Y5fsb?\!]>\!_1R>{�\ /path/to/data g?\ DVD+R Y5_1Y DVD-R, Y1d�Q5R!_?`>f�j$w5]>Tsdo_?ToS?j$���<j$�
b5R/n7\>g$S?j :

# growisofs -dvd-compat -Z /dev/cd0 -J -R /path/to/data

~3\!U1\/nuT�]!U5h -J -R Q1T�U5T�S*\!�e]>dom mkisofs(8) S1_5m<d�R>f�S*\!g5Y5m v \!wX_1R/[>R/w;d�Y1d�]!TVnuh ( [tS�\!g5g5R-n�do_1j$c1\>T : v \!w5_1R>[-\�m
d�Y1d�]!TVn7\ ISO 9660 dzU1\/d�a<Y5U5T�g1YXm1nuY Joliet Y Rock Ridge), R/^>U1\>]!Y5]!T�d�`�b%d�]!U?\!g5Y5}1Tyd�Q5U1\![/R>c5g1Y5b1\ mkisofs(8) f�\
^>R!_?T�T�Q5R!S?U5R/^>g5R/w;Y5g v R/U1n7\!}5Y1T�w .

~3\!U1\/nuT�]!U -Z Y1d�Q5R!_?`>f�j$TV]>domkS1_1m;Q5T�U5[/R>wFd�TVdVd�Y5Y;f�\!Q5Y?d�Y3[�_?��^>R-n�do_1j$c1\>T : S1_5m;R!S?g5R>wFYX_1Y;g5T�d�b5R>_1`>b1YXi;d�TVdVd�Y5w .� d�]>U5R>w1d�]![>R DVD, /dev/cd0, S?R>_5WZg5Rl^>ht]!`eY5fVnuTVg5T�g5Re[ld�R>R/]![>TV]>d�]![/Y5YFdzY1nuT��e�FY1nuY1d�m<g1\/d�]!U1R>w5b1\/nuY .
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~3\!U1\/nuT�]!U -dvd-compat fV\>b5U5R/T�])S?Y?d�bFY;S?R>f�\!Q5Y?d�`�d�]>\!g5TV]eg1T�[>R/fVnuR>W�g?\ . � ]!RtS*R!_5WZg5Rlj-_1j$c5aFY5]>`
d�R>[-nuTVd�]!Y1nuR/d�]!`edsQ5U5Y1[>R�S�\>nuY DVD-ROM.

�sR/fVnuR>W�g?\t]>\!b5W�TyfV\>Q5Y1d�`�Q5U5T�S?[/\>U5Y5]!T�_1`>g1R>{�R (pre-mastered) R>^/U1\!f�\ , g1\!Q1U5Y1nuT�U , S1_5mFf�\!Q5Y?d�Y
imagefile.iso fV\>Q5jXd�]!Y1n :

# growisofs -dvd-compat -Z /dev/cd0=imagefile.iso

'sb5R>U5R-d�]!`efV\>Q5Y1d�Y3S?R!_5WZg1\�^>ht]!`eR>Q5U1ToS?T�_1T�g1\�Y<\>[>]!R-n7\!]!Y5c1TVd�b1YFjXd�]>\>g5R>[>_1T�g?\t[ed�R>R>]>[>T�]/d�]![/Y5YFdsg5R/d�Y5]!T�_?TVn�Y
Q5U5Y5[/R�S?R-n . +zdo_?YF[>h iXR/]!Y5]!Tsm5[>g5Rej$b1\!f�\!]!`ld�b5R/U5R/d�]!`�fV\>Q5Y1d�Y , Y1d�Q1R!_1`/f�j$w5]!TyQ1\!U?\>nuT�]>U -speed=. �'\
S*\�_1`/g5T�w1aFT�wFY5g v R>U?n7\!}5Y5TVw;R>^/U1\!]>Y5]!TVd�`�b%d�]!U1\>g5Y5}5T)d�Q1U1\![/R>c5g5Y1b1\ growisofs(1).

16.7.4.
� � �9 !��� DVD-Video

DVD-Video r�]!ReR/d�R/^/\!m v \>wX_1R/[/\�m3d�Y?d�]!T�n7\ , ^-\!fVY5U5j$���%\�m1dom3g1\ ISO 9660 Y<d�Q1T�}5Y v Y1b1\!}5Y5mXi micro-UDF
(M-UDF). DVD-Video ]>\>bXWZTsQ5U1ToS*d�]>\![>_5m5T�]eR>Q5U5T�S?T�_?T�g5g5j$��Y5T�U1\>UXiXY5� d�]!U5j$b5]>j-U1h S*\!g1g5h)i , Q5R/r�]!R-nuj�S?_5m
d�R>f�S*\!g1YXm DVD Q5R/]!U5T�^/j$T�]>d�m;R/d�R/^/\!mkQ1U5R>{VU1\>n7n7\ , ]>\!b1\!m;b1\!b multimedia/dvdauthor.

+zdo_1Y<j3[/\/d7j-W�TyTVd�]!`�R/^>U1\>f v \>wX_1R>[/R>w3d�Y?d�]!T�nuh DVD-Video, Q5U5R-d�]!RlfV\>Q5Y5a<Y5]!TzTV{�Reb1\!bF_1��^/R>wkS?U1j-{VR>w;R/^>U1\>f ,
Q5U5Y1nuTVU5h�g1\!i$R!S1m5]>d�m;[�Q5U5T�S?hyS?j$�FT�n�U1\>foS?T�_1T . +sdo_1Y%[>h�d�R>foS�\�_1Y DVD Y<U5T�fVj-_1`>]>\>]�g1\!iXR�S?Y5]/dom;[�b?\!]>\!_1R>{VT
/path/to/video, S1_5m<fV\!Q1Y1d�Y DVD-Video S*R!_5WZg1\�^>ht]!`lY1d�Q1R!_1`/f�R>[-\!g1\td�_1ToS*j-�e�<\!m;b5R/n7\>g$S*\ :
# growisofs -Z /dev/cd0 -dvd-video /path/to/video

~3\!U1\/nuT�]!U -dvd-video ^>j/S?TV]�Q5TVU5ToS�\!g mkisofs(8) Y;j$b1\!W�TV]ed�R>foS�\!]!` v \!wX_1R/[>j$��d�Y1d�]!T�nuj DVD-Video.
~kR/nuY1nuRer�]!R/{�R , Q1\!U1\/nuT�]!U -dvd-video Q1R�S?U1\>f�jXnuT�[-\!TV]tQ1\!U1\/nuT�]!U growisofs(1) -dvd-compat.

16.7.5. � ���U����� ���������  �" DVD+RW

� R/]�_1Y5c1Y5TsR/] CD-RW, g5R/[>htw DVD+RW g5T�R/^!iXR�S?Y?nuR�R>] v R/U1n7\!]>Y5U5R>[-\!]!`�Q5T�U5T�S%Q5TVU5[>h�n�Y1d�Q5R>_1`>fVR>[-\!g5Y5T�n .~kU5R>{VU1\>n7n7\ growisofs(1) Q1R>fV\>^>R/]!Y5]>d�m;R>^�rV]!R/n d�\>n7\�Q5U5Y<g5T�R/^!iXR�S?Y?nuR/d�]>Y , YFr�]>R ����.>� �;��(?���� !��(?(1670 d�Q5R-d�R>^ .
qsT�n�g5TynuT�g5TVT , S1_5m v R/U1n7\!]!Y1U5R>[-\!g5YXm DVD+RW [/h�nuR!WZTV]!TsY?d�Q5R>_1`>fVR>[/\>]!`tb5R-n7\!g$S?j dvd+rw-format:

# dvd+rw-format /dev/cd0

� ]!j3R>Q5TVU1\!}1Y5��g5TVR>^>i$R!S?Y1nuR�[/htQ5R!_?g5Y5]!`�_1Y5aF`lR�S*g1\�W%S?h , Q1R/nug5Y5]>T , c5]>Re]!R>_1`>b1R�g5R/[>htT�g5R-d�Y5]>T�_1Y DVD+RW
g5T�R/^!iXR�S?Y?nuR v R>U1n7\>]!Y5U5R/[/\>]!` . �'\>]!TVnKf�\!Q5Y1aFY5]!T DVD+RW ]!T�n d�Q5R/d�R>^>R-n , b5R>]!R/U5htw;R/Q5Y1d�\>g;[�Q1U5ToS?hyS*j-�<TVn
U1\!f�S?T�_1T .
+zdo_1Y<[>h�iXR>]!Y1]!Tsf�\!Q5Y?d�\!]>`�g5R>[/htTuS*\>g5g5htT ( Q5R>_1g5R/d�]!`>��g5R>[/j-� v \!wX_?R>[>j$��d�Y1d�]!T�nuj , \tg5TzS?R>Q1Y1d�\>]!`)S*\>g5g5htT ) g1\
DVD+RW, TV{�Reg5Tsg1j/WZg5ReR>c5Y1�<\!]>` , Q5U5R-d�]!RefV\>Q5Y5aFY1]!TsQ1R>[>TVUXi3Q5U5T�S?hyS?j$�FTVw;fV\>Q5Y1d�Y ( d�R>f�S*\![�g1R>[>j$�
g1\!c1\!_1`>g1j-� d�T�d�d�Y1� ) Q5U5Y1nuTVU5g5Rl]>\!b :

# growisofs -Z /dev/cd0 -J -R /path/to/newdata

	 R/U1n7\!] DVD+RW S?T�_?\!TV]�[>R/fVnuR>W�g1h�nP_1T�{Vb5RtS?R/Q5Y1dV\!]!`�S*\!g5g1htTzbFQ1U5ToS?hyS*j-�<T�w<fV\!Q1Y1d�Y . �eQ5T�U1\>}5YXmFd�R/d�]>R>Y5]
[�Q5U5Y?d�R>T�S?Y5g5TVg5Y5Y<Q5U5ToS*hyS?j$�FT�w%d�T�d�d�Y1Y;b<d�j-�<TVd�]![>j$���<T�w , r�]!Reg5Tynuj-_1`/]!Y1d�T�d�d�Y5R>g5g?\�m;fV\>Q5Y1d�` , growisofs(1)���!�6�<"!�*"1�

(grow)
v \!wX_1R/[>j$��d�Y1d�]!T�nuj ISO 9660, d�j$�<TVd�]>[>j$���<j-��g1\�g1R/d�Y1]!T�_1T .

�3\!Q5U5Y?nuT�U , S?_5m3S?R/fV\!Q1Y1d�YkS�\!g5g5h)i3b<Q5U5ToS*hyS?j$�FT�w%d�T�d�d�Y1Y;g1\ DVD+RW, Y1d�Q5R!_?`>f�j$TV]>domFd�_1ToS?j$�e�<\�m;b1R/n7\!gXS*\ :
# growisofs -M /dev/cd0 -J -R /path/to/nextdata
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~kU5Y;Q5R-do_1T�S?j$���FY5i;fV\!Q1Y1domXi mkisofs(8) g1T�R>^>iXR�S?Y1nuR�Q5T�U5T�S*\![-\!]!`e]!TsW�TsQ1\!U?\>nuT�]>U5h , c5]>ReY<Q5U5YFQ1T�U5[/R>w
fV\!Q1Y1d�Y .

, �!�µ�.-���� � � : /'�P� ��£)¢¥��¢ ���V���� 
 2 �>������
y�������!�?¢¥�=� -dvd-compat ���10t���>��³ ��¢�� �60.���/���*¢��¥���!� �;�¥���.�y��� �!� ���$��� �
DVD-ROM. / ���!��³V�V¢ DVD+RW �¥��� ��¢y��/�?¢ �7�V¢¥�7����¡��!� �/¢�� �!°p�-��� ���:7 .

+zdo_1Y<Q5R�b?\!b5R/w - _?Y5^>R�Q1U5Y5c5Y5g1Ty[-\>nKQ5R/]!U5TV^>j$T�]>d�m;R>c5Y?d�]!Y5]>`eg5R-d�Y5]>T�_1` , Y1d�Q5R>_1`>fVj$w5]!T)do_1T�S?j$���Fj$��b5R/n7\>g$S?j :

# growisofs -Z /dev/cd0=/dev/zero

16.7.6. � ���U����� ���������  �" DVD-RW

'sj-�<TVd�]![>j$T�]tS?[/\ v R>U1n7\>]>\)S?Y?d�b5R/[ DVD-RW: Q1R/do_?ToS?R/[/\!]>T�_1`/g5RyS?R>Q1R!_1gXm5T�nuhtwFY%d�R>{VU1\!g1Y5c5T�g1g5R>w
Q5T�U5TVfV\>Q5Y1d�`/� . ~kR�j$nuR>_1c1\>g5Y5� v R>U1n7\>])S?Y1d�b5R>[ DVD-RW Q5R-do_1T�S?R>[-\!]!T�_1`>g5htw .

�kR>[>htw DVD-RW nuR!WZT�]e^>ht]!`lfV\>Q5Y1dV\!g3g5TVQ5R/d�U5ToS*d�]![>TVg5g5Re^>T�fsg5T�R/^!iXR�S*Y1nuR/d�]!Y v R>U?n7\!]!Y5U1R>[/\>g5YXm , R!S?g1\!b1R
DVD-RW duS�\!g5g5h�nuY<[eQ1R/do_?ToS?R/[/\!]>T�_1`/g5R/n v R>U?n7\!]!Tsg5T�R/^!iXR�S?Y?nuR�R>c5Y?d�]!Y5]>`eQ5TVU5ToSZd�R/foS*\>g5Y5TVnKg1R>[>R/w
g1\!c1\!_1`>g1R>w;d�T�d�d�Y5Y .
* _5m;R>c5Y?d�]!b5Y DVD-RW [lQ5R/d�_1ToS*R>[/\>]!T�_?`>g5R-n v R/U1n7\!]!T , fV\>Q5jXd�]!Y1]!T :
# dvd+rw-format -blank=full /dev/cd0

, �!�µ�.-���� � � : � ��������0 �>³��;�¤�=�o� (-blank=full) 2���´!�?¢¥� �>���������V� ��G4 �l³V���¥� ���9�V���>����¥��� 1x. �µ�M�¥�=�o��° �/³����¥�=�¥�� �V£ ��l��� ������ �V��
J�y���!�����?¢¥�=��/� -blank, ¢2����� DVD-RW ¡V�o�-¢¥� 2��!� ����� �t�y��¢ £ �!�?¢ Disk-At-Once (DAO). � � 0
2���� ����� DVD-RW �y��¢¤£ �!�?¢ DAO, ���V�����
 2¤��´���¢t� �/�?� �o�/� :
# growisofs -use-the-force-luke=dao -Z /dev/cd0=imagefile.iso

�*�!�����?¢¥�=� -use-the-force-luke=dao ��¢A� ���>£y¢��t��V�=��¢¥¡ �>������
2�80 , ��;�V����� 
��¥� growisofs(1) ��/���?����¢¥��� 0
�>����¢¤�$¢ � ����
 ¡/� � ��� ���������¢���
+¡/�M�¥�=��	�/³��> 7¢�� �e��� �5°�³�����
 DAO 2���� �;��
 .

� �������!³V¢2�V��� , �!��³ ��¢����V���� 
 2 �>������
y��¢¤£ �!�8� � 49����� �!³V¢�� ��/´���¢V��¢ 2¥�!� ����
�° � �1°A¡>� � DVD-RW, �¥�����s²��>���*����¡ ���-¢¥¢
4���¡/���>´ , ³V¢V��² �/���?���t��y��� ���1³V� � �!° �y��;���/¢¤� �>������¢���
���/´92��!� ����
�° .

* _5m;fV\>Q5Y1d�Y;S*\!g1g5h)i3g1\�Q5R-do_1T�S?R>[-\!]!T�_1`>g1htw DVD-RW, Y1d�Q5R>_1`>fVj$w5]!Ty]!jkWZTsb5R-n7\!g$S*j , c1]!R�Y;S1_5m3S?U1j-{VYXiv R>U1n7\>]!R>[ DVD:

# growisofs -Z /dev/cd0 -J -R /path/to/data

+zdo_1Y<[>h iXR>]>Y5]!TzS?R>^-\![>Y1]!`)S*\>g5g5htTybFQ5U5T�S?hyS?j$�FTVw;fV\>Q5Y1d�Y , Y1d�Q5R!_?`>f�j$w5]>TzQ1\!U?\>nuT�]>U growisofs(1) -M. ��S?g1\>b5R
Q5U5Y3S*R>^/\>[!_1TVg5Y5YlS*\>g5g5h)i3g1\ DVD-RW [eQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R/nPU5T�WZY1nuT , g1\)S?Y?d�b5Ty^>j/S?TV]ed�R/foS*\>g1\tg5R/[/\!m3d�TVdVd�YXm
YF[�U1T�f�j-_1`/]>\!]>TzQ5R>_1j$c5Y5]>d�m<nuj-_1`>]!Y?d�TVdVd�Y5R/g5g5htw;S?Y1d�b .

� v R/U1n7\!]>T DVD-RW d�R>{VU1\!g1Y5c5T�g1g5R>w;Q1T�U5TVfV\!Q1Y1d�`/��g5Ty]!U5TV^>j$T�]>d�mFR>c1Y5�<\>]!`�g5R-d�Y5]!T�_1`lQ5T�U5T�S�d�R>foS�\!g5Y5T�n
g5R>[/R>w3g1\>c1\�_1`/g5R>w<d�TVdVd�Y5Y , [/\/nK[/d�TV{�Rt_?Y5aF`lg5j-WZg5R�Q5TVU5T�Q1Y1d�\>]!`�S*Y1d�b%d�Q1\!U?\>nuT�]>U5R/n -Z, Q5R�S?R/^>g5R DVD+RW.
�sR/fVnuR>W�g1R�]>\!b5W�Tyj$[>T�_1Y5c5TVg5Y5T)d�j$�FT�d�]![/j-�e�FTVw v \!wX_?R>[>R/w3d�Y1d�]!TVnuh ISO 9660, f�\!Q5Y?d�\!g1g5R>w3g1\�S?Y1d�bF]!T�nKWZT
d�Q5R-d�R>^/R/n , b1\>b3S1_5m DVD+RW dzQ?\!U1\/nuT�]!U5R-n -M. ��U5TVf�j-_1`/]>\!]!TyQ5R>_1j$c5Y5]>d�mFR�S?g1R/d�T�d�d�Y5R>g5g1htw DVD.
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* _5m;Q5T�U1T�[>R!S*\ DVD-RW [ v R/U1n7\!]�dsR>{VU1\!g1Y5c5T�g1g5R>w;Q1T�U5TVfV\!Q1Y1d�`/� , g5TVR>^!iXR!S?Y1nuR�Y1d�Q5R!_?`>f�R/[/\>]!`�do_?ToS?j$���<j$�
b5R/n7\>g$S?j :

# dvd+rw-format /dev/cd0

* _5m;Q5T�U1T�[>R!S*\�R/^>U1\>]!g5R�[eQ5R/d�_1ToS*R>[/\>]!T�_?`>g5htw v R/U1n7\!] , [>htQ5R>_1g5Y5]!T :
# dvd+rw-format -blank=full /dev/cd0

16.7.7.
� 	 �����% !��" ���� ��

� Y5aF`eg5TVd�b5R!_1`/b5R DVD-ROM YFQ1U5R>Y5{VU5ht[/\>]!T�_?T�w;Q5R!S5S?TVUXWZY5[/\>��]�nuj-_1`/]!Y1d�T�d�d�Y5R>g5g1htT DVD, [�R/d�g5R>[/g5R/nPR/g5Y
[�_1j$c5a<TVn�d�_1j$c1\!TsQ5U5R>c1]!j$]�]!R>_1`>b5ReQ5T�U1[>j$� d�TVdVd�Y5� . DVD+R, DVD-R Y DVD-RW [eQ5R/d�_1ToS?R/[/\>]!T�_1`/g5R/nv R>U1n7\>]!TsnuR/{�j$]�U1\>^>R/]>\!]!`edzg5T�d�b5R>_1`>b1Y1nuYFd�T�d�d�YXm1nuY , Y<r�]!Reg5TyR>]!g5R-d�Y5]>d�mFb v R/U1n7\!]/\>n DVD+RW Y DVD-RW
[ v R>U?n7\!]!TsR>{�U?\!g5Y5c1T�g5g5R/w;Q5TVU5T�f�\!Q5Y1d�Y .

(3d�Q5R>_1`>fVR>[/\>g5Y5T�d�_1ToS?j$�e�FT�wFb5R/n7\>g$S?h�Q5R-do_1TsQ5T�U1[>R>w ( g5TsfV\>b5U5ht]!R/w ) d�TVdVd�Y5Y;S1_5m DVD+R, DVD-R, YX_1Y
DVD-RW [�Q1R/do_?ToS?R/[/\!]>T�_1`/g5R/n v R>U?n7\!]!T , S?R>^-\![/Y5]tg1\�S?Y1d�b<g5R>[/j$��d�T�d�d�Y5� :

# growisofs -M /dev/cd0 -J -R /path/to/nextdata

(3d�Q5R>_1`>fVR>[/\>g5Y5T7rV]!R>w;b1R/n7\!gXS?g5R>w%d�]!U1R>b5Y%d DVD+RW YX_?Y DVD-RW [�U5T�WZY1nuTsR/{�U1\>g5Y5c5TVg5g5R/w;Q5T�U1T�fV\>Q5Y1d�Y
S?R>^-\![>Y1]yS*\!g5g1htT , R/^��µT�S?Y5g5Y5[eg5R>[/j$��d�T�d�d�Y5��dsQ5U5T�S?hyS?j$�FTVw . � U5T�fVj-_1`>]>\>]!TzQ1R!_1j$c5Y5]/domFR!S?g5R/d�TVdVd�Y5R/g5g5htw
S?Y1d�b . q)\!b5R/w<d�Q1R/d�R/^�Y1d�Q5R!_?`>f�j$TV]>domlS1_5m;S?R>^-\![!_?T�g5YXmlS*\>g5g5h)i;Q5R-do_1TsQ5T�U5[/R>w;f�\!Q5Y?d�Y;g1\er�]>YFg5R-d�Y5]!T�_1Y .

, �!�µ�.-���� � � : �*¢V���V���/���A´ ��¡ �5¢V� ��;������¢��10 �;�������
 2 ��¢¥��� 0F�*¢ £s�>�9��¢2�2���60X� �s���1032�����¢�� ��¢�� ��0 � ���!³V���-�9��¢2������� .
���/¢¤���/�¥����¢���
��� , ���10 �/�����!� �.2��!±���� �V¡��5¢V�?�%7!��� ��¢�� ��0.��¢2�2�����s� ���!£ ���<¡/�?��
7¡ ����
 � �!� � . � �����!³V¢2�¥�=���F��¢2�2���!´
� 4 ��� � �!³V¢��� 154 ��� 0 DVD+R, �/������� 2000 ���10 DVD-R � 127 ��� 0 DVD+R Double Layer.

16.7.8. � �
�T� � �  ��#" ��� �U���  �� � �
�9$Y���3 ��
* _5m;Q5R!_?j-c1T�g5YXm;S?R>Q5R>_1g5Y5]>T�_1`/g5R>w;Y1g v R>U1n7\>}5Y5Y;R DVD, nuR!WZg5RlfV\>Q5jXd�]!Y1]!`�b5R-n7\!g$S*j dvd+rw-mediainfo
/dev/cd0, S*Y1d�b;S?R!_5WZTVgFg1\!i$R!S?Y5]!`-dom3[lQ5U5Y5[/R�S?T .
* R>Q5R>_1g5Y5]!T�_1`>g?\�m3Y5g v R/U1n7\!}5Y5m;R dvd+rw-tools nuR!WZTV]�^>ht]>`�g1\>w$S?T�g?\�g1\ld�]!U?\!g5Y5}1Tyd�Q5U1\![/R>c5g1Y5b1\
growisofs(1), g?\e[>TV^�d�\>w5]!T dvd+rw-tools (http://fy.chalmers.se/~appro/linux/DVD+RW/) Y<[e\>UXiXY5[/\!iFd�Q1Y1d�b1\
U1\>dVd�h)_1b5Y cdwrite (http://lists.debian.org/cdwrite/).

, �!�µ�.-���� � � : /'�A� ��� dvd+rw-mediainfo ��� � 2¥�!� ����� �� ������V¡��/¢V� ��� ´ ������V��¢ � 
���¢ ��¡�7��V� �>�µ�����10	�5° ¡��G4 �
� ����¡/ 7¢�� ��0 �e�����¡��/¢V�?¢ . �1¢ 2 �¥��� 4 �3��� ���V�-��¡V�o�-¢¥�/���/�¥¢V� ��¢�� �� ��¢�� � 2V� �V£ ��l��/� �/³�
)�¥��� .

500



�A#��! !�
16. � �������=0?���� !� �!�'��(?��(1"$2

16.8. � I �3H��eG�
�%�&�� !��(*���5��#��/(1670;����.-��� B����V���=���%�> �"-#

Julio Merino.
�%�&�'��B?"?���V#

Martin Karlsson.

��U1\>g5T�g5Y1T7S*\>g5g5h)i;g1\tS?Y1d�b1T�]>\!i;Y5g5R>{�S*\�^/ht[/\>T�]tQ5R>_1T�fVg5h�n , g1\>Q5U5Y1nuTVU , b5R/{oS*\�g5T�]�S?U5j${�Y5i3d � �Vnug1h)ig5R/d�Y5]!T�_?T�wFY5_1YFb5R/{oS*\�g5T�R/^!iXR�S*Y1nuR�Q5TVU5T�g5T�d�]!Y<g5T�^/R!_1`/aFR/w3R>^�� �VnpS*\>g5g5h)i3g1\)S*U5j${�R>w<b5R/nuQ1`>��]>T�U .

� rV]!R/n�U1\!f�S?T�_1Ty^>j/S?TV]�R>Q1Y1d�\>g5R , b1\>bFY1d�Q5R!_?`>f�R/[/\>]!`yS?Y1d�b5T�]!h�[>R FreeBSD. ��R/d�g5R>[/g5R/nKU1T�c5`eQ5R>w$S ��]�Rv R>U1n7\>]!Y5U5R/[/\!g1Y5Y3YFY1d�Q5R!_?`>f�R/[/\>g5Y5YlS?Y1d�b5T�] DOS U1\>fVnuT�U1R/n 3.5 S?��w?n7\ , R!S?g1\!b1R�R>^/�FY5TsQ5U5Y5g5}1Y5Q5h
Q5U5Y1nuTVg5Y1nuh�Y3S1_5m3S?U1j-{VYXi v R>U?n7\!]!R/[�{�Y5^/b5YXikS?Y?d�b5R/[ .

16.8.1. � ��� $W���! ���������  �" � !����" �

16.8.1.1.
� >5@BA:CEDE>5@BIGC

* R/d�]>j-QFbF{�Y1^>b5Y1nKS?Y1d�b?\>n , b1\>b , [>Q1U5R>c5T�n , YFb<R/d�]>\�_1`/g5h�nKjXd�]!U1R>w1d�]![/\/n , R/d�j$�<TVd�]>[!_5m5TV]>dom;c5TVU5T�f
d�R>R/]![>TV]>d�]>[>j$���<Y5T v \>wX_1hx[�b?\!]>\!_1R>{�\ /dev. �k]!R>^/hxR>^/U1\!]!Y1]!`/d�m;b3S?Y1d�b5T�]>TsQ5U1YFY1d�Q5R!_1`/f�R/[/\!g1Y5Y3U5T�_?Y5f�R/[ 4.X
YFU1\>g5T�T , g5T�R/^!iXR�S*Y1nuR�U1\>^>R>]/\!]!`�d /dev/fdN , {�S?T N R>^/R>f�g?\!c1\>T�]tg5R-nuT�U;Q5U1Y5[>R!S*\ , R/^>htc5g5R 0, YX_1Y /dev/fdNX,
{oS?T X R>^/R>fVg1\!c1\>T�]t^/j-b1[>j .

� 5.0 Y<^>R!_?T�T�g5R/[>h)i3U5T�_1Y5fV\!i3Q5U5R/d�]!RlY1d�Q5R>_1`>fVj$w5]!T /dev/fdN .

16.8.1.1.1. � 
���� � � � � � � 
 � 4.X � 	 � 	 � � ��
�	���� � � 	 �� 
��
(3nuT���]/domF]>\>bXWZTsjXd�]!U5R>w?d�]![-\ /dev/fdN.size, {�S?T size R/^>R/f�g1\>c1\!TV]tU1\!f�nuT�U3S*Y1d�b5TV]!h�[eb5YX_1R/^/\!w1]>\�i .

� ]!Yv \!wX_1hxjXd�]!U5R>w?d�]![eY1d�Q5R>_1`>fVj$��]>d�mF[>R�[/U5TVn+m<g5Y5f�b1R>j$U5R>[/g5T�[/R>{VR v R>U1n7\>]!Y5U5R/[/\!g1YXmlS1_5mFf�\=S*\>g5YXm;U1\>fVnuT�U?\
j$d�]!U5R/w1d�]![-\ . ��Q5R-do_1T�S?j$���<YXi3Q5U5Y1nuTVU1\�i;^/j>S*T�]�Y?d�Q5R>_1`>fVR>[/\>]!`/d�mlU?\!fVnuTVU;[ 1440kB.

(kg5R>{�S*\tfV\>Q5Y1d�YF[�b?\!]>\!_1R>{VT /dev g5TVR>^!iXR!S?Y1nuR�d�R>foS�\![/\>]!`tQ5R/[>]!R/U5g5R . * _1m;r�]!R/{�R�[/htQ5R!_?g5Y5]!T)do_1T�S?j$���<T�T :
# cd /dev && ./MAKEDEV "fd*"

16.8.1.1.2. � 
���� � � � � � � 
 � 5.0 � � � � 	�� � ��� � �� � � 	 ���
��
� 5.0 devfs(5) j$Q5U1\>[!_5m5TV] v \!wX_*\>nuY;jXd�]>U5R>w1d�]![l[�b1\>]>\�_1R/{�T /dev [e\>[>]!R-n7\!]!Y1c5TVd�b5R/nKU5T�WZY1nuT , ]/\!bFc1]!R
Y1d�Q5R>_1`>fVR>[-\!g5Y5T MAKEDEV g5TVR>^>m5fV\!]>T�_1`/g5R .
qsU1T�^>j$T�nuhtwFU1\>fVnuT�U;S?Y1d�b1\�Q5TVU5ToS�\ ��]/domFj$]!YX_?Y5]!T fdformat(1) Q5U5Y<Q5R/nuR/�FY;Q1\>U1\>nuTV]!U1\ -f. ~kR!S5S?T�U5W�Y1[/\!T�nuhtT
U1\!f�nuT�U5hxQ5TVU5T�c1Y1do_1TVg5h�[ fdcontrol(8), g1R , Q5Rlg1\>aFTVnuj3nug5TVg5Y5� , _1j$c5aFTy[/d�T�{VR�U1\!^/R>]>\>T�] 1440kB.

16.8.1.2.
� CEA���=B@ �ALC�I =:K�:J

~kT�U5T�S<]!TVn , b1\!b;S?Y1d�b5T�]!R/w<nuR>W�g1R�^>j/S?TV]�[/R/d�Q1R!_1`/f�R>[-\!]!`-dom , T��zg1T�R>^>iXR�S?Y1nuR�R>] v R/U1n7\!]!Y1U5R>[-\!]!`�g?\�g5Y1f�b5R-n
j-U1R>[>g1T . �e^>htc1g5R�rV]!R�[/htQ5R!_1g5m5T�]>d�mFQ5U5R/Y5f�[/R�S?Y5]>T�_1T�n , R�S?g1\>b5R v R/U1n7\!]!Y1U5R>[-\!g5Y5T�m5[!_5m5TV]>dom;iXR/U5R>a<Y1n
d�Q5R-d�R>^/R/nPQ5U5R/[>TVU5Y5]!`e}5T�_1R-d�]!g1R/d�]>`�g5R-d�Y5]!T�_5m . ;yR>_1`>a<Y5g1d�]>[>R�{VY5^>b5Y5ieS*Y1d�b5R/[�Q5U5T�S?g1\>f�g1\>c5T�g5h�S?_5mY1d�Q5R>_1`>fVR>[-\!g5YXm3dsU1\!f�nuT�U5R-n 1440kB, R�S*g1\!b5R�[>R>f�nuR!WZg5RefV\=S�\!]!`�nuTVg5`>a<Y5wFY5_1YF^/R!_1`/aFY5w;U?\!fVnuTVU .
* _5m;g5Y5fVb5R>j$U5R/[>g5TV[>R>{VR v R>U1n7\>]!Y5U5R/[/\>g5YXmlS?Y1d�b5T�]e[/\>n�g5j-W�g1R�Y1d�Q5R!_1`/f�R/[/\!]>` fdformat(1). � b1\!c1TVd�]>[>T
Q1\!U1\/nuT�]!U?\�r�]>R>wFj$]!Y5_1Y5]!T)Q5TVU5ToS*\ ��]>d�m;Y1n+mFjXd�]>U5R>w1d�]![/\ .
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�e^>U1\>]!Y5]!Ts[>g5Y1n7\>g5Y5Tyg1\�Q1R!m5[!_?T�g5Y5Tyd�R/R>^>�<T�g5Y1w3R>^�R/aFY5^/b1\�i , ]>\>bFb1\>b;R>g5Y%nuR>{Vj-]�Q5R/nuR/c5`�R/Q5U5ToS*T�_1Y5]>` ,
i$R/U5R>a%\�m3r�]>RtS?Y1d�b5T�]/\�YX_?YFQX_1R>i5\�m .

16.8.1.2.1. � � ��� 
 � � ���	��
������� 4.X � 	 � 	 � � ��
�	���� � � 	 �� 
��
* _5m v R>U1n7\>]!Y5U5R/[/\>g5YXmlS?Y1d�b5T�]lY1d�Q1R!_1`/f�j$w5]!Tsj$d�]!U5R/w1d�]![-\ /dev/fdN.size. �yd�]>\![/`>]!Tzg5R>[/j-� 3.5-S?�ew1nuR>[/j$�
S?Y1d�b1T�]!j3[�S?Y1d�b1R>[>R!S<YF[/[>T�S?Y5]!Tsb5R/n7\>g$S?j :

# /usr/sbin/fdformat /dev/fd0.1440

16.8.1.2.2. � � ��� 
 � � ���	��
������� 5.0 � 	�� 	���� ��� ��� � � � 	 �� 
��
* _5m v R>U1n7\>]!Y5U5R/[/\>g5YXm3{�Y5^/b5YXikS?Y?d�b5R/[�Y1d�Q5R!_1`/f�j$w5]!TsjXd�]!U5R/w1d�]>[/\ /dev/fdN . �)d�]>\>[>`>]>Tzg5R/[>j$� 3.5- S?��w1nuR/[>j$�
S?Y1d�b1T�]!j3[�S?Y1d�b1R>[>R!S<YF[/[>T�S?Y5]!Tsb5R/n7\>g$S?j :

# /usr/sbin/fdformat -f 1440 /dev/fd0

16.8.2.
� " �!��� �W !�����

~kR/do_?T�g5Y5fVb5R>j$U5R/[>g5TV[>R>{VR v R>U1n7\>]!Y5U5R/[/\>g5YXmlS?Y1d�b1\�[-\>nKg5j-WZg5ReQ5R/nuT�d�]!Y5]>`lg?\�g5TV{�RenuTV]!b5jlS?Y?d�b1\ . � ]>\�nuTV]!b1\
^>j/S?T�]�Q5R>]!R-n�U1\>f�U5j$aFTVg1\ , g1ReR/g1\�^/j>S*T�]�g5j-WZg1\ld�Y1d�]!TVnuTzS1_5m<R>Q5U5T�S?T�_1TVg5YXm;U1\>fVnuTVU1\)S?Y?d�b1\eYFTV{�R
iX\>U1\!b1]!T�U5Y?d�]!Y5b .

�kR>[/\!m;nuT�]!b1\�S?Y1d�b1\�^/j/S?T�]eb1\>dV\!]!`-domlS?Y1d�b1\�[e}5T�_?R/n , Y<^>j/S?T�]ld�R�S*T�UXW \!]>`�Q5R>_1g5j$��Y5g v R>U1n7\>}5Y5� R
Q1\!U1\/nuT�]!U?\�ilS?Y1d�b5T�]!h . ��g1\>c5T�g5Y5m;{�T�R-nuT�]!U1Y5Y3S1_1m<nuT�]!b1Y;S?Y?d�b1\�Q5T�U5TVc5Y1d�_1T�g5h�[ v \!w5_1T /etc/disktab.

qsTVQ5T�U1`e[/h�nuR!WZT�]!TyfV\>Q5jXd�]!Y1]!` disklabel(8) Q5U1Y1nuT�U5g1Re]>\>b :

# /sbin/disklabel -B -r -w /dev/fd0 fd1440

, �!�µ�.-���� � � : �*�!³�������0.� FreeBSD 5.1-RELEASE, ���9�V�?¢��o�C�¥���!��>´l���� 4 �����µ�?¢ disklabel(8) ��� � � �/��������������
bsdlabel(8). � bsdlabel(8) �����¤�����¤�=�¤��°A� ��¢V� �����>����¢u��¥������¢V� � �V¢ �/��±���� �����!�����?¢¥�=��� ; �s��� �>�?¢V��¢z�V� ��¢)���!�����?¢¥�=�
-r ��¢y� �V£y¢¥�	���V�����
 2 �/�¥����
2� 0�� bsdlabel(8). � �10F����!��³�¢�� �60t���/������ �V��¢ � 
���/´ ����²��/���?��±���� ��¡>����������¢2��
y�
�V���������/³���/´/�¥�=��� � �>±�¢s� � bsdlabel(8).

16.8.3. � � ���
������� �� !���#"%$W�
qsTVQ5T�U1`e[-\!a<\)S?Y1d�b1T�]>\e{�R/]!R>[-\tbF[/h�d�R>b1R>j$U5R>[/g5T�[/R/nuj v R/U1n7\!]>Y5U5R>[-\!g5Y1� . ~kU5YFrV]!R/n�g1\�g5T �s^/j/S?T�]eQ5R/nuTV�<\!]>`/dom
g5R>[-\�m v \!wX_?R>[/\!m;d�Y1d�]!TVn7\ , b5R>]>R>U1\!m;Q5R>fV[>R!_?Y5] FreeBSD c5Y5]>\>]!`eY<fV\>Q5Y1d�ht[-\!]!`�Y5g v R>U?n7\!}5Y5��g1\�S?Y1d�b . ~kR/d�_1T
d�R>f�S*\!g1YXm;g5R>[/R>w v \>wX_1R>[/R>w;d�Y1d�]!T�nuh�nuT�]>b1\tS*Y1d�b1\ej$g5Y5c5]>R!W \!TV]>dom , ]>\>bFc5]>ReT�do_1Y<[>hxfV\!iXR>]!Y5]>T
Q5T�U5T v R>U1n7\>]!Y5U5R/[/\>]!`)S?Y1d�b , [-\>n�Q5U1Y$S���]/dom<d�R>foS�\![/\>]!`�nuTV]!b5jlS?Y1d�b1\eQ5R>[/]!R>U5g5R .
	 \>wX_1R/[>R>w;d�Y1d�]>TVnuR>w;S1_5m3S*Y1d�b5TV]!h�nuR>W�TV]ed�_1j-W�Y1]!` UFS YX_1Y FAT. �yR>R/^>�FTz{�R>[/R>UXm , FAT S1_5m3S?Y?d�b5TV]eQ5R>iXR�S?Y5]
_1j$c5aFT .
* _5m;U1\!f�nuT��<T�g5YXm<g1\)S?Y?d�b5TV]!Tsg1R>[>R/w v \!w5_1R>[/R>w3d�Y1d�]!TVnuh , [>htQ5R>_1g5Y5]!T :
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# /sbin/newfs_msdos /dev/fd0

qsTVQ5T�U1`�S?Y?d�bF{VR>]!R/[�b;U?\!^>R/]!T .

16.8.4. � ���U����� ���������  �" � !����" �
* _5m;U1\!^/R>]!h�ds{�Y1^>b5Y1npS*Y1d�b5R-n�d�nuR/g5]!Y5U1j-w1]!T)T�{�ReQ5U5Y<Q5R/nuR/�FY;j$]!YX_?Y5] mount_msdos(8) ( S1_5m 4.X YF^>R>_1T�T
U1\!g5g1YXi3U5T�_1Y1f�R>[ ) Y5_1Y mount_msdosfs(8) ( [ 5.0 Y<Q5R/d�_1ToS*j-�e�FYXi3U5T�_1Y5f�\�i ). ��R!WZg5Rl]>\!bXWZTsY1d�Q5R>_1`>fVR>[-\!]!`
Q1\!b5TV] emulators/mtools Y1fzb5R>_5_1T�b1}5Y5YFQ1R>U5]!R/[ .

16.9. � L�O ��E � I
��I I ���;L�� ��O�L���E � I	� EZD ��I�� �����MH�L � IKJ �FE�� E � � I%G �FLPJ
� �	�3G �
| g1\!Y5^/R!_1TVT�c1\/d�]!RlY1d�Q1R!_1`/f�j$TVnuh�nKg5R-d�Y5]>T�_5m1n�g?\�n7\!{Vg5Y5]!g1R>w;_?T�g5]!Ttd�_1ToS?j$TV]�R>]>g5TVd�]!Y;_1TVg5]!h�a<Y5U5Y5g1R>w 4 n7n�Y
8 n7n , \e]>\!bXWZTy]!Y5Q1\ QIC, nuY5g5Y - b1\!U1]!U5Y$S1WZY%Y DLT.

16.9.1. 4 $ $ (DDS: Digital Data Storage)
� T�g5]!h�aFY5U5Y1g5R>w 4 n7n�fV\/nuT�gXm5�e] QIC [�b1\>c5TVd�]![>Tsg1\!Y1^>R!_?T�TzQ1U5ToS?Q1R>c5]!Y1]!T�_1`/g5R>{VR�g5R-d�Y5]>T�_5m3S?_5m<d�R/foS*\>g5YXm
U5T�fVT�U5[/g5h)i3b5R>Q5Y1w .

� ]>\e]!T�gXS?T�g5}1YXmFf�g?\!c5Y5]>T�_1`/g5RejXd�YX_1YX_?\/d�`�Q1R/do_?TsQ5R/b5j$Q5b5Y;b5R-nuQ1\!g1Y5T�w Conner
v Y5U?nuh

Archive, [>T�S?j$�FTV{�R�Q1U5R>Y5fV[>R!S?Y5]!T�_5m;g1\!b1R>Q5Y5]>T�_1TVw QIC YFQ5R-do_1T�S?j$���FTV{�ReQ5U5T�b1U1\!�<T�g5YXm;Y5i;[>htQ5jXd�b?\ .
�3\!b5R/Q5Y5]!T�_1Y 4 n7n n7\�_1h�Q1R�U1\>fVnuT�U1jlY%n7\�_1ReaFjXn+m5] , g1Rejkg5YXi;g1T�]�U1T�Q5j$]>\>}5Y5YFg1R/d�Y1]!T�_5m , R>^>_?\=S*\>���<T�{�R
g1\=S?T�WZg5R/d�]!`>��Q5U5Y5[/R�S?R/[ 8 n7n .

| \>U5]!U5YXS1WZYF^>R>_1T�T7S?T�a<T�[>hxY%nuT�g5`/aFTsQ5R�U1\>fVnuTVU5j (3 x 2 x 0.5 S?�ew1nuR>[ , 76 x 51
x 12 n7n ), c1TVn 8 n7n - b1\>U5]!U5Y$S?W�Y . �3\!b1R>Q5Y5]>T�_1YkS?_5m;_1TVg5]�a<Y5U5Y5g5R/w 4 n7n , b1\!bFY 8 n7n , Y1nuT��e]ld�U1\![/g5Y5]!T�_1`>g5R
n7\�_1htw%d�U5R/bFdo_1j-WZ^>hx{VR!_1R/[>R/b , Q5R�Q1U5Y5c5Y5g1TsY1d�Q5R!_?`>f�R/[/\>g5YXm3[�R/^>R>YXi3do_?j-c?\�mXi3]!T�iXg5R>_1R>{VY5Y<d�Q5Y5U1\!_1`>g1R>{�R
d�b1\>g5Y5U5R/[/\!g1YXm (helical scan).

~kU5R>Q5jXd�b5g1\�m;d�Q5R/d�R>^>g1R/d�]>`�jk]>\!b5Y5i;g1\!b5R/Q5Y5]!T�_1T�w<g1\!c1Y5g1\!TV]>domFds}5Y v U1h ~150 kB/s, Q5Y5b1R>[/\!mlS?R/d�]!Y5{V\>T�]
~500 kB/s. �znub5R-d�]!`lg1\!b1R>Q5Y5]>T�_1TVwFg1\>c5Y5g1\>T�]>d�mFd 1.3 GB Y<nuR>W�TV]tS?R-d�]!Y1{V\!]>` 2.0 GB. 
�Q1Q1\!U1\>]!g5R/TsdoW \>]!Y5T ,
Y1nuT��e�FT�T�domFg?\�^>R>_1`>a<Y5g1d�]![>T�]/\!b5YXi;g?\!b5R/Q5Y5]!T�_1T�w , S*\ �V]�j$[>T�_1Y5c5TVg5Y5T �Vnub5R-d�]!YFQ1U5Y1nuT�U1g5Re[!S?[>R/T . ;s_1R/b5Y
nug5R>{VR>Q5U5Y1[>R�S*g5h)ie_?T�g5]!R/c5g5h)i;^/Y5^!_1Y1R>]!TVbFnuR>{Vj-]eY1nuT�]>`�S?R 6 g?\!b5R/Q5Y5]!T�_1T�w;[lR�S*g5R/n�nuR!S?j-_1Tsd
\![>]>R/n7\!]>Y5c5TVd�b5R>w<d�nuT�g1R>w3_1TVg5]!h . +znub5R/d�]!`l^>Y5^>_1Y5R>]>T�bFnuR>W�TV]�S*R/d�]>Y5{V\>]!` 240 GB.

's]>\!g$S�\!U5] DDS-3 [�g1\/d�]!R>m5�FT�Ts[>U5T�n+m;Q5R�S1S?T�UXWZY5[-\!TV]��Vnub1R/d�]>Y;_1TVg5]�[/QX_1R>]>`tS?R 12 �T; ( YX_?Y 24 �T;xdoW \!]>R>w
Y5g v R>U?n7\!}5Y5Y ).

� g?\!b5R/Q5Y5]!T�_5mXi 4 n7n , b1\>bFY<[�Q5U5Y1[>R�S�\�i 8 n7n , Y1d�Q5R!_?`>f�j$TV]>dom;]!T�iXg5R!_1R/{�YXmFd�Q5Y5U1\!_1`>g1R>{�Red�b1\>g5Y5U5R/[/\!g1YXm . �)d�T
QX_1�ed�h�Y<nuY1g5jXd�h�rV]!R>w;]>T�iXg5R!_?R>{�Y1YFR>]>g5R/d�m5]>dom;b1\>bFb 4 n7n , ]>\>bFY 8 n7n�Q5U5Y1[>R�S�\>n .

�kTsdo_?ToS?j$T�]eY1d�Q1R!_1`/f�R>[-\!]!`)_?T�g5]!h�Q5R/d�_1Tz]>R>{�R , b1\>b;R>g5Y<^>h)_1YFQ5R�S?[/T�U5{Vg5j$]!h 2000 Q5U5R>iXR�S?R/[ , YX_1Y<^>h)_1Y
Y1d�Q5R>_1`>fVR>[-\!g5h S1_5m<d�R>f�S*\!g5Y5m 100 Q1R!_1g5h)i;b1R>Q5Y5w .

16.9.2. 8 $ $ (Exabyte)
� T�g5]!h�aFY5U5Y1g5R>w 8 n7nKm5[!_1m5��]>d�m<d�\/nuh�n�U1\>d�Q5U5R-d�]!U1\>g���g1g5h�nK]!Y5Q5R-nKS1_1m;_1T�g1]!R>c5g1h)i SCSI- g1\!b1R>Q5Y5]>T�_1TVw ; R>g5Y
W�Tsm5[!_1m5��]>d�m;g1\!Y5^/R!_1TVTzj/S*\>c5g5h�n�[/ht^>R>U1R/nPQ5U5Y<[>ht^>R/U5T�]!Y1Q1\�g1R/d�Y1]!T�_1TVw3S1_1mFR>^-nuT�g1\)_?T�g5]>\/nuY . �3\>[>T�U1g5R>T ,
b1\�W%S?htwFd�T�U5[/T�U<Y1nuT�TV]�Q5U5Y1[>R�S Exabyte aFY5U1Y5g5R>w 8 n7n�Y<R>^�� �VnuR/n 2 � ; .

� ]!Y<Q5U5Y5[/R�S?hxj/S?R/^>g5h , R/g5Y
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U1\!^/R>]>\>��]�g1\�S���WZg5ReYF]!Y5i$R . | \!U1]!U5Y$S1WZY;S?T�a<T�[>hxY%n7\�_1h�Q5R�U1\>fVnuT�U1j (4.8 x 3.3 x 0.6 S?��w1nuR/[ ; 122 x 84 x 15
n7n ). ��S*g5Y1n�nuY5g1j$d�R/nP_1TVg5]laFY5U5Y1g5R>w 8 n7nKm5[!_1m5T�]>d�m<d�U1\>[>g5Y1]!T�_1`/g5Ren7\!_1R>Ts[>U5T�n+mFdo_1j-WZ^>hx{VR!_1R/[>R/b3Y;_1TVg5]
Y5f - fV\�[>h�d�R/b5R>w;d�b5R>U1R/d�]>YkS?[>Y5W�TVg5YXm;_?T�g5]!h�[�S?R>_1`�{VR!_1R/[>R>b .

'sb5R>U5R-d�]!`eQ5T�U1ToS*\>c5YkS*\>g5g5h)i;[/\>U5`>Y1U5j$T�]>d�mkR/] ~250 kB/s S*R ~500 kB/s. �e^ � �VnPiXU1\>g5Y1nuh)ikS*\>g5g5h)i
g1\!c5Y1g1\!TV]>domFd 300 � ; Y<nuR>W�TV]tS?R-d�]!Y1{V\!]>` 7 �T; . 
�Q5Q1\>U1\!]>g5R>T)doW \!]>Y5T , Y1nuTV���<T�TVd�mFQ5U1\>b5]!Y5c1TVd�b1Y<g1\�[/d�T�i
]>\!b5Y5i;Q5U5Y5[/R�S*\!i , j$[/T�_1Y5c1Y5[/\>T�]�T�nub5R/d�]!`�Q5U1Y1nuT�U5g1Re[!S?[>R/T . � ]!YFQ1U5Y5[>R!S?h�d�j-�<TVd�]![>j$��]�b1\!b<[�[>YXS?TzR/]=S?T�_?`>g5h)i
nuR�S?j-_1TVw , ]>\>bFYF[e[>Y$S*Tynug5R/{�R/Q5U5Y5[/R�S?g5h)il_1TVg5]!R>c1g5h)i;^>Y5^>_1Y5R/]!T�bFd 6 Q5U1Y5[>R!S*\>nuY;Y 120 _1T�g5]/\>nuYF[lR�S*g5R/n
R>]>d�T�b5T . � T�g5]>h�d�nuTVgXm5��]>d�m<\![/]!R/n7\>]!Y5c5T�d�b5Y%nuR�S?j-_1T�n . +znub5R-d�]!Y%^>Y5^>_1Y5R/]!T�bkS*R/d�]>Y5{V\>��]�[/T�_1Y1c5Y5g ,
Q5U5T�[/hta<\>���FY5i 840 �T; .

��R�S?T�_1` Exabyte ”Mammoth” Q5R�S5S*T�UXWZY5[-\!T�]��Vnub5R-d�]!`e_1T�g1]!h�[ 12 � ; (24 �T; d�Red�W \!]!Y5T�n ) Y%d�]!R/Y5]�Q1U5Y1nuT�U1g5R
[�S?[/R>T�^/R!_1`/aFT , c1TVn�R/^>htc5g5htw;_1T�g5]>R>c5g5htw<g1\!b1R>Q5Y5]>T�_1` .
* \!g5g5htTsg1\t_?T�g5]!j3f�\!Q5Y?d�ht[/\>��]>d�m;Q5R�]>T�iXg5R!_?R>{�Y1Y<d�Q1Y5U1\�_?`>g5R/{�R�d�b1\!g5Y1U5R>[-\!g5YXm , {VR!_1R/[>b5Y3Q5R/f�Y5}1Y5R>g5Y1U5j$��]>d�m
Q5R�S<j${�_1R/n�b<g5R/d�Y5]!T�_1� ( Q5U5Y?nuT�U5g5Re[ 6 {�U1\�S?jXd�R>[ ). � TVg5]>\eR>^>R/U1\!c1Y5[/\>T�]>d�mlg1\ 270 {�U1\�S?jXd�R>[�[>R>b1U5j${�aFQ5j-_1`/b5Y ,
b5R>]!R/U1\�mkS*T�UXWZY5]e{�R!_?R>[>b1Y . �yR�[/U5TVn+mFd�b5R!_1`>WZT�g5YXm3_?T�g5]!h�[>R/b5U5j${�aFQ5j-_1`/b5YFQ1R/do_?ToS?gXmXm;[/U1\!�%\!TV]>dom . �
U5T�fVj/_?`>]>\>]!T7S?R-d�]!Y1{V\!TV]>dom<[>h�d�R/b1\�m3QX_?R>]!g5R-d�]!`efV\>Q5Y1d�Y;S*\!g1g5h)i;dzR/c5T�g5`e^!_1Y1f�b5R�_1T�W \!�<Y1nuYkS?R/U5R!WZb1\/nuY ,
U1\>d�Q5R!_1R>WZT�g5g5h�nuYFQ5R�S<g?\!bX_1R/g5R/nKQ1Re[-d�T�w;_1T�g5]>T .

16.9.3. QIC
� T�g5]!h�Y;g1\!b1R>Q5Y5]>T�_1Y v R>U1n7\>]>\ QIC-150, g1\>[>T�U1g5R>T , m5[!_5m5�e]>domFg?\!Y5^/R!_1TVT�U1\>d�Q5U5R-d�]!U1\>g5T�g1g5h�n�]!Y5Q1R/n
g5R/d�Y5]!T�_?T�w . ~kU1Y5[>R!S?h _1T�g1] v R>U?n7\!]>\ QIC m5[>_5m5��]>d�m<d�\/nuh�nuY3S?TVa �V[>h�nuY ” d�T�U5` ��f�g1h�nuY ” g1\!b1R>Q5Y5]>T�_5m1nuY;S1_5m
U5T�fVT�U5[/g5R>{VR�b5R>Q1Y5U5R>[-\!g5Y5m . ��Y5g5jXd�R-nKm5[!_1m5T�]>d�mFd�]!R/Y1nuR/d�]!`eg1R/d�Y1]!T�_1TVw .

� T�g1]!h v R>U?n7\!]>\ QIC Q5Rld�U1\>[>g5TVg5Y5� d
_1T�g5]/\>nuYFa<Y5U5Y5g1R>w 8 n7n�YX_1Y 4 n7nKm5[>_5m5��]>d�m3S?R/U5R>{VY1nuY , Q5U1T�[>R-doiXR�S?mkY5i;Q5Red�]!R>Y1nuR-d�]!YFiXU1\!g5TVg5YXm;R!S?g5R>{VR{�Y5{�\!^/\>w5]>\t[eQXm5]!`lU1\!f . ��S?g1\>b5R�T�do_1Y<[/\/nK^>j/S?j$])S?R-d�]>\>]!R>c5g1R�Q5R!_?R>[>Y1g5h _1T�g1]!h , QIC nuR!WZT�]eR>b1\>fV\>]!`/d�m
Q5U1\![/YX_1`/g5h�nK[>ht^/R>U5R-n . QIC m5[!_1m5T�]>d�m ��� �36�� U1\>d�Q5U5R/d�]!U1\>g5T�g5g1h�nK]!Y5Q5R-n�Q5U5Y1[>R�S�\ . | \�W%S?htw<d�\!w1]�Y1nuTVT�]
Q5U5Y5[/R�S QIC b1\!b1R>w - _1Y5^/R�TVnub5R-d�]!Y . QIC Y?nuT�T�]l^>R>_1`>a<R>T7b5R>_1Y5c5T�d�]![/R�QX_?R>]!g5R-d�]!TVwFg1\ v Y5fVY5c5TVd�b5Y;Q5R>iXR!WZYXi
( Y5g1R>{oS�\yS*\�WZTyY$S?TVg5]!Y5c5g1h)i ) _1TVg5]>\!i . ~kU1Y5[>R!S?h QIC U1\!^/R>]>\>��]�[/R>[/d�T�g5Ty]!YXiXR . � ]>YFg1\>b5R>Q5Y1]!T�_1Y<{�U5R-nub5R
R/d�j$�<TVd�]>[!_5m5�e]�Q5R>Y?d�bFQ1T�U5T�S%]!T�n , b1\>b;g1\!c?\!]!`efV\!Q1Y1d�`�S*\!g5g1h)ikY;S?R/d�]>\!]!R/c5g5ReaFjXnug5h�[eQ5U5R>}1TVd�d�Tzc5]>T�g5YXm ,
fV\!Q1Y1d�Y;Y5_1YFQ5R/Y1d�b?\ . � TVg5]!h QIC Y1nuT��e]eU1\>fVnuTVU5h (6 x 4 x 0.7 S?��w1nuR/[ ; 15.2 x 10.2 x 1.7 n7n ).

'sb5R>U5R-d�]!`eR>^-nuT�g1\yS�\!g5g5h�nuYF_1T�WZY5]l[�{VU1\!g1Y5}1\�i3R/] ~150 kB/s S?R ~500 kB/s. �znub5R-d�]!`lg1\>b5R>Q5Y1]!T�_1TVw
[/\!U1`>Y5U5j$TV]>dom3R>] 40 � ; S*R 15 �T; . 
�Q5Q?\!U1\>]!g5R>TydoW \!]>Y5TsQ1U5Y1d�j$]>d�]![>j$TV]�[>Rlnug5R>{VYXi;d�R/[>U5T�nuT�g5g5h)ikg1\>b5R>Q5Y1]!T�_5mXi
QIC. ~kU5Y1[>R�S*h QIC jXd�]/\!g1\>[!_1Y5[-\!�e]>dom;nuT�g1T�Tyc1\>d�]!R ; R>g5Y<[>ht]!T�d�gXm5�e]>dom<g1\!b5R/Q5Y5]!T�_5m1nuY DAT.

�3\t_1TVg5]!jlS*\>g5g5htTzf�\!Q5Y?d�ht[/\>��]>d�m;[�[/Y$S?TzS?R>U5R>WZT�b .
* R/U5R!WZb5Y3U1\/d�Q5R>_?\!{�\!�e]>dom;[�S1_1Y5g5j3[!S?R!_?`�[/d�T�w3_?T�g5]!h .| R!_1Y5c1TVd�]>[>R)S?R/U5R!WZTVb , Y , [ld�[/R>��R/c5T�U1ToS?` , YXi3aFY5U1Y5g1\ , nuTVgXm5T�]/dom<[-nuTVd�]!TydzTVnub5R-d�]!`/��_?T�g5]!h . ;yR!_1`/aFY5g1d�]![>R ,

TVdo_?YFg5Ts[/d�Tyd�R/[>U5T�nuT�g5g5htTsg1\!b1R>Q5Y5]>T�_1Y<R>^>T�d�Q5TVc5Y5[-\!��]�R>^>U?\!]!g5j$� d�R>[-nuTVd�]!Y1nuR/d�]!`�Q1R�b5U1\>w5g5TVw<nuT�U1T�S1_1m
c5]!T�g1YXm ( R�S?g1\>b5R�f�\!c1\/d�]!j$� Y3S1_5m;U1T�WZY1n7\efV\!Q1Y1d�Y ).

	 R>U1n7\>] QIC Y1nuTVT�]�iXR/U5R>a<j-��U5T�Q1j-]/\!}5Y5� [�R/^!_?\/d�]!Y
g1\=S?T�WZg5R/d�]!Y3iXU1\!g1T�g5YXm;S*\!g5g1h)i ( nuT�i5\>g5Y5b1\�j$d�]!U5R/T�g1\�Q5U5R>�<TzY<^>R!_?T�Tzg?\=S?T�W�g?\ , c5T�n�[ed�_1j$c1\!Tsg1\!b5R/Q5Y5]!T�_1T�w ,
Q5R/d�]!U5R>TVg5g5h)i3Q5Re]!T�iXg5R>_1R>{VY5Y<d�Q5Y5U1\!_1`>g5R/{�R�d�b1\!g1Y5U5R>[-\!g5Y5m ).
� T�g5]!h�g5Tsd�_1ToS?j$TV]�^>R>_1`>a<T�Y1d�Q5R!_1`/f�R/[/\!]>`�Q5R/d�_1Tsd�R>f�S*\!g5Y5m 5,000 U5T�fVT�U5[/g5h)i3b5R>Q5Y1w .

16.9.4. DLT
	 R/U1n7\!] DLT R/^!_?\�S*\!TV]�d�\/nuR>w;[/h�d�R/b5R>w;d�b5R>U5R-d�]!`/��Q5TVU5ToS�\!c5Y;S*\!g5g1h)i3d�U5ToS*YF[/d�T�i3Q5TVU5T�c5Y?do_1TVg5g5h)i3foS?T�d�`
g1\!b5R/Q5Y5]!T�_1T�w .

� T�g5]/\�a<Y5U5Y5g5R/w 1/2" (12.5 n7n ) Q5R/nuTV�FTVg1\�[eR�S?Y5g<b1\!U1]!U5Y$S1W�dsb1\>]!j$aFb5R/w (4 x 4 x 1 S?�ew1nuR>[ ;
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100 x 100 x 25 n7n ). �zS?R>_1`�R!S?g5R>wFY5fyd�]!R>U1R>g;b1\>U5]!U5YXS1W \�U1\/d�Q5R>_1R!WZTVg1\�doS?[>Y5{�\!�e�<\�m1d�m3b5U5htaFTVc5b1\ .
��T�i5\!g1Y5fVnKg1\>b5R>Q1Y5]!T�_1mFR>]!b1U5ht[/\>T�]�rV]!j3b5U5hta<b5j , c5]!R/^>hx[/ht]>\!�<Y5]!`�b5R/g5T�}F_1T�g1]!h . �3\�r�]!R-nKb5R>g5}1TsY1nuTVT�]>d�m
R>[/\!_1`>g1R>T7R>]>[>T�U?d�]!Y5T , b5R/]!R>U1R>T�Y1d�Q5R!_?`>f�j$TV]>domkS1_1m ” fV\�iX[-\!]>\ ” _?T�g5]!h . ~kU5Y5g5Y1n7\>���%\�m;b1\>]!j$aFb1\�U1\!f�nuT��FTVg1\
[>g5j$]!U5Y<g1\!b1R>Q5Y5]>T�_5m . �)d�T7S?U5j${VY5Ts]>Y5Q5h�b?\!U5]!U1Y$S1WZT�w , Q5T�U5TVc5Y1d�_1T�g5g1htTsf�S?TVd�` ( fV\�Y?d�bX_1�ec5T�g1Y5TVn
9-S*R>U5R>W�TVc5g5h)il_1T�g1] ), Y1nuT��e]eb?\!b;Q5R!S*\!�e�FY5w , ]>\!b<YFQ5U5Y1g5Y1n7\!�e�FY5w<^/\>U1\!^-\!g5h [>g1j-]>U5Y<dV\>nuR>{VR�b1\>U5]!U5Y$S?WZ\ .
'sb5R>U5R-d�]!`eQ5T�U1ToS*\>c5YkS*\>g5g5h)i;U1\>[>g1\tQ1U5Y1nuT�U1g5R 1.5 MB/s, c5]>Re[e]!U5YFU?\!fV\�^>R>_1`>a<Tzd�b5R/U5R/d�]!YFQ5TVU5ToS�\!c5YkS�\!g5g5h)i
S1_5mFg1\>b5R>Q1Y5]!T�_?T�w 4 n7n , 8 n7n�Y5_1Y QIC. �znub5R-d�]!`lb1\!U1]!U5Y$S1WZTVwF[/\>U5`>Y1U5j$T�]>d�m;R>] 10 � ; S*R 20 � ; S1_5mFR!S?g5R/{�R
g1\!b5R/Q5Y5]!T�_5m . ~kU5Y1[>R�S*h�nuR>{�j$]eb5R/nuQ5R/g5R>[-\!]!`-domkb1\!b%nug5R>{VR!_1TVg5]!R/c5g5htTzU5R/^>R/]!Y5f�Y1U5R>[-\!g5g5htT , ]>\!bFY
nug5R>{VR!_1TVg5]!R>c1g5htT , nug1R>{�R/Q5U5Y5[/R�S?g1htT�^>Y5^>_1Y5R/]!T�b5Y;_1T�g5] , [/nuTV�<\>���FY1TzR>] 5 S?R 900 _?T�g5]lY;R>] 1 S*R 20 Q5U5Y5[/R�S?R/[ ,
c5]!R�S*\ �V] �Vnub5R-d�]!`eiXU1\!g1YX_1Y5�%\�R>] 50 �T; S?R 9 q9; .
	 R/U1n7\!] DLT Type IV Q5R�S1S?T�UXWZY5[-\!TV]�TVnub5R-d�]!`�S?R 70 �T;xd�Red�W \!]!Y5T�n .
* \!g5g5htTsg1\t_?T�g5]!j3f�\!Q5Y?d�ht[/\>��]>d�m;[�[/Y$S?TzS?R>U5R>WZT�b , Q?\!U1\!_5_1T�_?`>g5h)ikg1\!Q5U?\![!_?T�g5Y5��S?[>Y5W�TVg5YXm ( ]!R/c5g5R�]/\!bXWZT ,
b1\!b;Y;S1_5m;_?T�g5] QIC). ��S?g5R/[>U5T�nuT�g5g1R�fV\>Q5Y1d�ht[-\!�e]>domkS?[/T7S?R/U5R!WZb5Y . 'sU5R>bFW�Y1f�g5Y<{�R!_?R>[>R/b3c5]!TVg5YXm / fV\!Q1Y1d�Y
d�U1\>[>g5Y5]>T�_1`/g5R�[>T�_1Y5b ; b1\>b;]!R>_1`>b5R�_1T�g1]>\�Q5TVU5TVd�]>\!TV]tS?[/Y5{V\>]!`/d�m , R�S?g5R/[>U5T�nuT�g5g1R�Q5U5TVb5U1\>�<\!TV]>dom;]>U5T�g5Y1TynuT�W<S*j
{�R!_?R>[>b?\>nuY3Y;_?T�g5]!R/w .

16.9.5. AIT

AIT - r�]!Rlg5R/[>htw v R/U1n7\!] v Y1U1nuh Sony, b5R>]!R/U5htwFQ1R>f�[/R!_5m5TV]tiXU1\!g1Y5]!`tS*R 50 � ; ( d�R�d�WZ\>]!Y5T�n ) Y1g v R>U1n7\>}5Y5Y
g1\�R!S?g5R>w;_1T�g5]>T . � TVg5]!h�d�R�S?TVUXW \!]�nuY1b5U5R/d�iXTVnuh�Q1\/n+m5]!Y , g?\�b5R/]!R>U1h)ikU?\!fVnuTV�<\>T�]>d�m;b1\!]>\!_1R>{yd�R!S?T�UXWZY1nuR/{�R
_1T�g5]>h .

� ]!R/]�b1\>]>\�_1R/{snuR>W�TV]�^/ht]!`�^/h�d�]!U5Rld�c5Y1]>\!g<g1\!b5R/Q5Y5]!T�_1TVnKS1_5mFR>Q1U5ToS?T�_1T�g1YXmFU1\/d�Q5R>_1R!WZT�g1YXm v \!wX_?R>[
g1\t_1TVg5]!T , [/nuT�d�]!Rl]!R/{�R , c5]>R>^>h�]!U1\!]>Y5]!`lg5TVd�b5R!_1`/b5RenuY1g5j$]�g1\eQ5R>Y?d�b , b?\!b;rV]!ReQ1U5R>Y1d�iXR�S?Y5]lduS?U1j-{VY1nuYv R>U1n7\>]>\>nuY . qy\>b5R>TsQ5U5R/{�U1\/n7nug5R>TyR>^/TVd�Q1T�c5TVg5Y5T , b1\>b SAMS:Alexandria, nuR!WZT�]ej$Q5U1\![>_5m5]!`ld�R>U1R>b1\tY5_1Y^>R!_?`>aFY?npb1R!_1Y5c1TVd�]>[>R/n�_1T�g5]>R>c5g5h)i;^/Y5^!_?Y5R>]!TVb AIT, d�[!m5fVht[/\�m1d�`�g5TVQ5R/d�U5ToS*d�]![>TVg5g5Rld�Q1\/n+m5]!`>��_1T�g1]tS1_5m
[>ht[>R!S*\tYXi;d�R�S?TVUXWZY1nuR>{VR , R/Q5U5ToS*T�_1TVg5YXm;]!R/{�R , b?\!b5Y5T v \!w5_1hx^>h)_1Y<d�b5R/Q5Y5U5R/[/\!g1h�g?\�b1\>b5j$��_1TVg5]!j , [/ht^>R/U1\
g5j-W�g1R>w3_1TVg5]!h , T��yfV\!{VU5j$f�b5YFYF[>R-d�d�]>\!g5R/[!_1TVg5YXmlS*\>g5g5h)i;d�_?T�g5]!h .

;sY1^!_1Y5R/]!T�b1YFdz]/\!b5Y1nuY v j$g5b5}5YXm1nuY%d�]!R>m5]�[lU1\!w1R>g5T $20,000, [>ht[/R�S1m3YXi;Y1fsg5Y1aFY;_?��^>Y1]!T�_1`-d�b5R/{�R�U1htg5b1\ .

16.9.6. � ���U����� ���������  �" �T� ���3� �
" �U�!& �T"!� ��& � �U���
+zdo_1Y<[>hxQ5R/Q5ht]>\>T�]!T�d�`�Q1U5R>c5Y1]>\!]!`lYX_1Y<fV\>Q5Y1d�\>]!`�g1R>[>j$� , \!^-d�R!_?��]!g5R�c5Y1d�]>j-� _1TVg5]!j , [eQ5T�U5[/htw;U1\>f , ]!Rl[/\/n
r�]!Reg5Tsj/S*\/d�]>d�m . �yht[>R!S?Y1nuhtTzg?\�b5R/g1d�R>_1`�d�R>R>^/�FTVg5YXm3^>j/S?j$]�[/ht{�_5m$S?TV]!`�Q1U5Y1nuT�U1g5Re]/\!b :

sa0(ncr1:4:0): NOT READY asc:4,1
sa0(ncr1:4:0): Logical unit is in process of becoming ready

�3\t_1TVg5]!TyR>]>d�j-]/d�]![/j-TV]�Y$S*T�g5]!Y v Y5b1\!}1Y5R>g5g1htwF^!_?R>b ( ^!_1R/b3g5R/nuTVU 0). 'sRe[>U5T�nuT�gFQ1U5Y5gXm5]!Y5m<d�]>\>g$S*\>U5]>\
QIC-525 [-d�Tsg1\!b5R/Q5Y5]!T�_1Y v R/U1n7\!]/\ QIC f�\!Q5Y?d�ht[/\>��]�g?\t_1TVg5]!j3Y$S?TVg5]!Y v Y1b1\!}5Y1R>g5g5htw<^!_1R/b (Identifier Block).
�?S?TVd�`�Y1nuTVT�]>d�m3S?[-\�U5TVaFT�g1YXm :

• ~kReb5R/n7\>g$S?T mt fsf 1 _1TVg5]!R>c1g5htwFg1\>b5R>Q1Y5]!T�_?`ef�\!Q5Y1d�ht[/\>T�]tY$S?TVg5]!Y v Y1b1\!}5Y1R>g5g5htw<^!_1R/b;g1\�_1T�g1]!j .

• �yR/d�Q5R!_?`>f�j$w5]>TVd�`�b5g5R>Q1b5R>w;g?\�Q5TVU5ToS?g1T�wFQ?\!g5T�_1Y3S1_1mF[>ht^/U5R/dV\y_1T�g5]>h .

�)d�]/\![>`/]!T�_?T�g5]!j3Q1R>[>]>R>U5g5R�YFQ5Rlb5R/n7\>g$S?T dump d�^>U1R/d�`/]!T7S�\!g5g5htTsg1\t_?T�g5]!j .
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~kU5R/{�U1\/n7n7\ dump [>hyS�\>d�] DUMP: End of tape detected, \�g1\�b5R>g1d�R!_1Y<^>j/S?TV]�[>ht[/ToS?TVg5R : HARDWARE
FAILURE info:280 asc:80,96.

Q5TVU5TVnuR/]>\!w1]!Tz_?T�g5]!j3]/\!b5R/wFb5R-n7\!g$S?R/w : mt rewind.

~kR-do_1T�S?j$���FY1TzR>Q1T�U1\>}5Y5YFd�_1T�g5]>R>wF^/j/S?j$]�jXd�Q5TVaFg5h�nuY .

16.10. � L�O ��E � I
��D �lO �<D�� ����� H�L � IKJ �;E � IY�;H��eGeE �

16.10.1.
� � � �U� �   !���U����� �������U� � � !����" �!& ���
� ��� � �)���  �� ��" ��"�� � � & � ���
�9 �� $Y�
 ��

� ��� � & � ?
�3\�d�\/nuR/npS?T�_1TzS?Y1d�b1T�]!h�g1TsQ5R!S1iXR�S1m5]tS1_5m<d�R>foS�\!g5YXm;U1T�f�TVU5[>g1h)ikb1R>Q5Y5w , Q5R>]!R-nuj3c5]!R :
• �kR-d�Y5]!T�_1`�g1T�g1\�S���WZT�g , R/d�R>^>TVg5g5R�T�do_1YFU5T�c5`lY$S?TV]�Re^>R!_?`>aFY5i3d�U5R>b?\�ieiXU1\>g5T�g1YXm .

• 'sR/foS*\>g5Y5TzU1T�f�TVU5[>g1h)ikb1R>Q5Y5wFYF[>R-d�d�]>\!g5R/[!_1TVg5Y5TuS�\!g5g5h)i3Q5U1R>Y1d�i$R!S?Y5]eR>c5TVg5`enuT�S1_1T�g1g5R .
•
* Y1d�b5T�]>h�Y1nuT��e]�[/TVd�`-n7\�R/{�U1\>g5Y5c5TVg5g5j$��T�nub5R/d�]!` ( S?g5Y , b5R>{�S*\�[/TVd�`�[>Y5g5c1TVd�]>T�UFb1R>Q5Y5U1R>[/\!_?dom3g1\�S?T�dom5]!R/b
YX_?YFR>b1R!_1R�]>R>{�R�S?Y1d�b5T�] , S*\>[>g5R�Q1U5R>aF_1Y ).

�kTVd�nuR/]!UXm;g1\e[/d�TzrV]!R , T�do_1Y<jk[/\>dzg5T�]�S?U5j${�R/{�Rld�Q5R-d�R>^-\�d�S?T�_?\!]>`�U5TVf�T�U1[>g5j$��b1R>Q5Y5� [/\>aFYXieS*\>g5g5h)i , ]!R
S?Y1d�b1T�]!h�[-d�TzW�Ts_1j$c5a<T , c5T�n�g5Y5c1T�{�R .
+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!T7S?Y?d�b5TV]!h , ]!RlQ5U5R/[>TVU5`>]!T , c5]!RlR>g5Y3S?R!_5WZg5h�^>ht]!`�i$R/U5R>a<T�{VR�b1\!c1TVd�]>[/\ . * Y?d�b5TV]!h ,
b5R>]!R/U5htTz[-\�_5mX_?Y1d�`eQ5R�[-d�TVnujkR v Y1d�jk[�]>T�c5TVg5Y5YFg1TVd�b1R!_1`/b5YXik_1T�] , g5TyQ5R�S?R/w$S?j$] . (eS*TV\�_?`>g5R�Y?d�Q5R>_1`>fVR>[/\>]!`
g5R>[/htT�R>]eY5f�[/TVd�]>g5R>{VR�Q5U5R/Y5f�[/R�S?Y1]!T�_5m .

16.10.2. ��� �9� , ���9� � " � �)" �
��� � ��" ��"�� ��� 	�� ���
�9 �� �)��� �9& � �T� � !����"#� ��� ?
'y\>nuh�nK_1j$c5a<Y1n�nuTV]!R�S?R-n�d�R/foS*\>g5YXm3U5TVf�T�U1[>g5R/w;b5R>Q1Y5YFg1\tS?Y1d�b5T�]!Tym5[>_5m5T�]>d�m;Y1d�Q1R!_1`/f�R>[-\!g5Y1T�j$]!YX_1Y5]>h tar(1)
d�R>Q1}5Y5T�w -M ( nug1R>{�R/]!R/nug1htTs\!U5i$Y1[>h ), b5R>]!R/U1\�m;Q1R>f�[/R!_5m5TV]tU1\!f�nuT��%\!]!`l\!UXiXY5[/hxg1\�g5T�d�b5R>_1`>b1YXilS?Y1d�b1T�]>\!i .
* _5m;b5R>Q1Y5U5R>[-\!g5Y5m;[/d�T�i v \>wX_1R/[�[e]>T�b5j$�FT�n�b1\>]>\�_1R/{�TsY;Q5R�S*b1\!]>\!_1R>{�\�ik[>htQ5R>_1g5Y5]>Tyd�_1ToS?j$�e�FT�T ( U?\!^>R/]>\�m3b1\>b
Q5R!_1`/f�R/[/\!]>T�_1` root):

# tar Mcvf /dev/fd0 *

| R>{oS�\tQ5T�U1[/\�mkS*Y1d�b5TV]>\eR>b1\!W�TV]>dom;Q1R!_1g5R-d�]!`/��f�\!Q5R>_1g5T�g1g5R>w , Q5U5R>{VU1\>n7n7\ tar(1) [>hyS*\/d�]�f�\!Q5U5R-d�g1\
do_1T�S?j$���FY1wF]!R-n ( ]/\!b;b1\>bFU1\>^>R/]>\tj$]!YX_1Y1]!h tar(1) g5TyfV\>[>Y1d�Y5]�R>]eg5R/d�Y5]!T�_5m , R>g1\�Y1nuT�TV]�S*T�_1Rldz]!R-n7\>nuY ; f�S?TVd�`
r�]!ReR>f�g?\!c1\>T�])S?Y?d�b5TV]!j ).

Prepare volume #2 for /dev/fd0 and hit return:

� ]!Red�R>R>^/�FTVg5Y5T�^/j>S*T�]�Q1R>[>]>R>UXm5]!`-dom ( d�Re[/d�Tsj$[>T�_?Y5c5Y5[-\!���<Y1n7dom3g5R-nuT�U5R-n�]!R-n7\ ) S?Re]>T�i;Q5R/U , Q5R>b?\�[/d�T
j-b?\!fV\>g5g5htT v \>wX_1hxg5Ty^>j/S?j$]efV\>\>UXiXY5[>Y1U5R>[-\!g5h .
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16.10.3.
� � � �U� �  ��" ��"�� ���9&�" ���
�  � �T� � ��"�� � � 	 � �����
$ � �U" ���� � ?| d�R!W \!_1T�g5Y1� , tar(1) Q5U5Y%d�R/foS*\>g5Y5YFnug5R/{�R/]!R/nug5h)iF\>UXiXY5[>R/[tg5TyQ5R>fV[>R!_1m5T�]�Y1d�Q5R!_?`>f�R/[/\>]!`tR>Q5}1Y5� -z. �sh

b5R>g5TVc5g5R�W�T , nuR!WZTV]!Tyd�b5R/nuQ1U5TVdVd�Y5U5R/[/\>]!`�[-d�T v \>wX_1hxj$]!YX_?Y5]!R>w gzip(1), Q5U5R>{VU1\>n7nuR/w gzip(1) d�b5R>Q5Y1U5R>[-\!]!`�Y5i
g1\)S?Y?d�b5TV]!h , \�fV\!]>TVn�U1\/d�Q1\>b5R>[-\!]!` v \!wX_1h�d�g5R>[-\tj$]!YX_1Y1]!R>w gunzip(1)!

16.10.4. � � � ���%�����#���T� �� �� � � ��� � & "  � $W�3 �� ��" ��"�� � � & � ���
�9 �� ?
* _5m;Q5R!_?g5R>{VR�[>R-d�d�]>\!g5R/[!_1TVg5YXm3\!UXiXY5[-\�[/R/d�Q1R!_1`/f�j$w5]!T�d�`t]>\>b5R>w<b5R/n7\>g$S?R>w :

# tar Mxvf /dev/fd0

+zd�]!`�S?[-\�Q5R!S1iXR�S*\tb<[>R-d�d�]/\!g5R/[!_1TVg5Y5��]!R>_1`>b1R�g5j-WZg5h)i;[/\/n v \!wX_?R>[ . ��Q5TVU5[>R-nK[>h�nuR>W�TV]!Tyg1\!c1\>]!`edzQ5T�U1[>R>w
S?Y1d�b1T�]!h�Y<[>hyS*\>]!`�]/\!b5j$� b5R/n7\>g$S?j :

# tar Mxvf /dev/fd0 filename

~kU5R>{VU1\>n7n7\ tar(1) ^/j/S?T�]�[/hyS*\![-\!]!`�fV\!Q1U5R/dzg1\�Q5R!S*\!c1jlQ1R/do_?ToS?j$���<YXilS?Y1d�b5T�]�S?Re]>T�i;Q5R/U , Q5R>b?\�g5Tyg1\!wXS?T�]
]!U5T�^/j$TVnuhtw v \>wX_ .| \!bF\!_1`>]!TVU5g1\>]!Y5[/\ , TVd�_1YF[/hxf�g1\>T�]!T , g1\�b?\!b5R/wkS?Y1d�b5T�]!TyU1\/d�Q5R>_1R!WZT�g v \!wX_ , ]>Re[/h�nuR!WZT�]!TyQ5U5R-d�]!RlQ5R!S*\!]!`eT�T
Y3S*\>]!`�]!jkWZT)d�\/nuj-��b5R/n7\>g$S?j , c5]>ReY<[>htaFT . �'\>nuTV]!`>]>T , c5]>ReT�do_1Y<Q5T�U5[/htw v \!w5_Fg1\�S?Y1d�b1T�]!Tsm5[!_5m5TV]>dom
Q5U5R�S*R!_5WZT�g1Y5TVnKQ5U1ToS?hyS?j$�<T�{�R , ]!R tar(1) [>hyS*\/d�]�Q5U1ToS?j$Q5U5T�W%S?T�g5Y1TyRe]!R/n , c5]!R�g1TynuR>W�TV]�TV{�R�[/R/dVd�]>\>g5R>[/Y5]!` ,
i$R/]�m;[>hxrV]!R>{VReYFg5TsQ1U5R/d�YX_1Y3S*T�_?\>]!` !

16.11. � ���;L���� G � � �;L���L � IPI D �eO��FD�� �;L � L HeL � IPDFL���E � I �
qsU1TVn+m<R-d�g5R/[>g5h�nuYFQ5U5R>{VU1\>n7n7\/nuY;U5TVf�T�U1[>g5R/{�R�b5R/Q5Y5U5R/[/\>g5YXm3m5[!_1m5��]>d�m dump(8), tar(1) Y cpio(1).

16.11.1. Dump  Restore
* _5m UNIX ]!U?\=S?Y5}1Y5R>g5g1h�nuY<Q5U1R>{�U?\>n7n7\>nuYFU5T�fVT�U5[/g5R>{VR�b5R/Q5Y5U5R/[/\!g1YXmkm5[!_5m5�e]>dom dump Y restore. �eg5YU1\!^/R>]>\>��]�dsQ5U5Y5[/R�S?R-nKb1\!b<dzg1\>^>R/U5R/n S?Y1d�b5R>[/h)i3^!_1R/b5R>[ , b1R>]!R/U5htTsU1\/d�Q5R>_1R!WZTVg5h g5YXWZTsQ1R>gXm5]!Y1w v \>wX_1R>[ ,
d�[!m5fVT�w;Y<b1\!]/\�_1R/{�R>[ , d�R>f�S*\![-\!T�nuh)i v \>wX_1R>[/h�nuY;d�Y1d�]!TVn7\/nuY . ~kU5R/{�U1\/n7n7\ dump [/htQ5R!_?gXm5T�]�U1T�f�TVU5[>g1R>T
b5R>Q5Y1U5R>[-\!g5Y5Tz[/d�TVw v \!w5_1R>[/R>w;d�Y?d�]!T�nuh , U1\/d�Q5R>_?\!{�\!���<T�w1d�m3g1\�jXd�]>U5R>w1d�]![>T . �kT�[/R>fVnuR>WZg5R�[>htQ1R!_1g5Y1]!`
U5T�fVT�U5[/g5R>T�b1R>Q5Y5U1R>[/\>g5Y5Tsc1\>d�]!Y v \>wX_1R>[/R>w3d�Y?d�]!T�nuh�YX_1Y;S?T�U1T�[/\�b1\!]>\!_1R>{VR>[ , b1R>]!R/U5htTzU1\/d�Q5R>_?\!{�\!�e]>dom;^/R!_1TVT
c5TVn�[eR�S?g1R>w v \>wX_1R>[/R>w;d�Y1d�]!T�nuT . � ]!YX_?Y5]>\ dump g5TyfV\!Q1Y1d�ht[-\!T�]tg?\�_1TVg5]!j v \>wX_1hxYFb?\!]>\!_1R>{VY , R>g1\
fV\!Q1Y1d�ht[-\!T�]t^>_1R>b1YkS*\!g1g5h)i , Y5fsb5R>]!R/U5h)iFd�]>U5R!m5]>d�m v \!w5_1hxY;b1\!]/\�_1R/{�Y .

, �!�µ�.-���� � � : ���������V� �;�������
 2 ��¢¥��¢y����G49�����A�5� dump ���10k����¡ �V�=� �y���>� ��¢V�V�A� �o��������G4 �>� , ��� � �¥���/� ��¢+¡V�o�-¢¥���� ������O0!��
2� 03��¢ 2�¢V������=¢s� �/� �!��/�¥��� �V¢ /home, /usr ��� ��G4��O7y�1�o�54��O7e�����������G4 �/� , ���!�s�o��� ��� � ��¡>� ³��� 0X� �10X° ���80���>³>���!� ��� �������!��/�¥��� ��0��1�o�54 �O7y²)��´���>�V�:7������¥��¢V� ����C���!�µ� ��� �!³V¢2�V���!� ���2�V� �5�o��� � ��� �¥���t²)��´���/����¢I�����¥��¢��A� .

� Q1U5R>{VU1\>n7nuT dump Y1nuT��e]>dom%g5T�b1R>]!R/U5htTzg5TVj/S?R>^-d�]![-\ , R/d�]>\![/aFY5T�dom3R>]eT��zU?\!g5g5Y5ikS?g5T�w<[ed�R/d�]/\![>T Version 6
R>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh AT&T UNIX ( Q5U5Y?nuT�U5g5R 1975). ~3\>U1\>nuTV]!U5h , Y?d�Q5R>_1`>fVj-T�nuhtTzQ5RejXnuR!_1c1\>g5Y5� ,
Q5R�S1iXR!S1m5])S1_5m 9-S*R>U5R>W�TVc5g5h)il_1T�g1] (6250 bpi), g1Reg5T�S1_5m<d�R>[/U5TVnuTVg5g5h)i3g5R/d�Y5]!T�_1T�w%dz[/h�d�R>b1R>w3QX_1R/]!g5R-d�]!`/�
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fV\!Q1Y1d�Y;Y1g v R>U1n7\>}5Y5Y ( S?R 62,182 ftpi).
* _5m;Y1d�Q1R!_1`/f�R>[-\!g5Y5m ��nub5R/d�]!T�w<g5htg5TVaFg5YXi;g?\!b5R/Q5Y5]!T�_1T�w;g?\en7\>{�g5Y5]>g5R>w

_1T�g5]>TsrV]!YFQ1\>U1\>nuTV]!U5h�nuR/{�j$]�^/ht]!`�f�\=S*\>g5hx[�b1R/n7\!gXS?g5R>w<d�]!U5R/b5T .
~kU5Y;Q5R-nuR>�FY rdump Y rrestore [>R/fVnuR!WZg5R�U5T�fVT�U5[/g5R>Tsb5R>Q5Y1U5R>[-\!g5Y5T7S*\!g5g1h)ikQ1Rld�T�]!Y<g1\�g1\>b5R>Q1Y5]!T�_?` ,
Q5R�S?b5_1��c5TVg5g5htw<b3S?U5j${VR/nujkb5R/nuQ1`>��]>T�U5j . �e^/TzQ5U1R>{�U?\>n7nuhxY1d�Q5R!_1`/f�j$��]e[�U1\>^>R>]>T rcmd(3) Y ruserok(3) S1_5m
S?R/d�]!j$Q1\�b<g1\!b5R/Q5Y5]!T�_1� g1\�n7\>{�g5Y5]>g5R>wF_1T�g5]>Tsg1\ej/S*\�_���g5g5R-nKb5R/nuQ1`>��]>T�U5T . ~kR>rV]!R/nujlQ5R!_?`>f�R/[/\>]!T�_1` ,
[>htQ5R>_1gXm5���<Y5w;U5TVf�TVU5[>g5R/Tzb5R/Q5Y5U5R/[/\>g5Y5T , S*R!_5WZT�gF^>ht]!`lj$b1\!f�\!g3[ v \!wX_1T .rhosts g?\�j/S*\�_���g5g5R-n
b5R/nuQ5`/��]!TVU5T . 
�U5{Vj$nuTVg5]!h�S1_5m rdump Y rrestore S?R>_5WZg5h�Q5R!S1iXR�S?Y1]!`tS1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5mlg1\�S?U5j${VR/n
b5R/nuQ5`/��]!TVU5T . ~kU5YF[/htQ5R!_1g1T�g5Y5YFb5R>Q5Y1U5R>[-\!g5YXm;Q1R�b5R-n7\!g$S?T rdump g1\�b1R/nuQ5`/��]!TVU5Tyd FreeBSD g1\�g1\>b5R>Q1Y5]!T�_?`
Exabyte, Q5R�S?b5_1��c5TVg5g5htw%bFn7\!a<Y5g5T Sun Q5R�Y1nuTVg5Y komodo, Y1d�Q5R!_?`>f�j$w5]>Tz]>\>b5j$��b5R-n7\!g$S*j :

# /sbin/rdump 0dsbfu 54000 13000 126 komodo:/dev/nsa8 /dev/da0a 2>&1

;sj/S?`/]!TzR-d�]!R/U5R!WZg5h : TVd�]!`lQ5U5R>^>_1TVnuh�dsR>^/TVd�Q5T�c5TVg5Y5T�nK^>T�fVR>Q1\/d�g5R-d�]!Y3Q1U5Y<\>j-]>T�g5]!Y v Y5b1\!}1Y5YFQ5R-d�U5T�S*d�]>[>R/n
.rhosts. �yg5Y?n7\!]!T�_1`>g5ReU1\>dVd�nuR/]!U5Y5]!Ty[/\>aFj3d�Y1]!jX\!}5Y5� .

~kU5R>{VU1\>n7nuh dump Y restore nuR>W�g1ReY1d�Q5R!_?`>f�R/[/\>]!`t[�^/R!_1TVTzfV\>�FY5� ��g5g1R/nKU5T�W�Y?nuTsQ5R-d�U5T�S*d�]>[>R/n ssh.

� 
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16-1. � ����� ��� ����� � � � � dump 	 ��
 � � ssh

# /sbin/dump -0uan -f - /usr | gzip -2 | ssh -c blowfish \
targetuser@targetmachine.example.com dd of=/mybigfiles/dump-usr-l0.gz

� Y5^>R�[/R/d�Q5R!_1`/f�j$w5]!T�d�`�[-d�]!U1R>T�g1g5R>w;[ dump [>R/fVnuR!WZg5R-d�]!`/� , fV\�S*\![�Q5T�U5T�nuT�g5g1j-� R/b5U5j-WZT�g5YXm RSH:

� 

�
� ��


16-2. � ����� ��� ����� � � � � dump ��
 � 
 � ��� � � 	 ��
 � � ssh
� � � � � � � ��� RSH

# RSH=/usr/bin/ssh /sbin/dump -0uan -f targetuser@targetmachine.example.com:/dev/sa0

16.11.2. tar
� ]!YX_?Y5]>\ tar(1) ]>\!bXWZTy[>R-doiXR�S?Y1]tb5R>U5g5m1nuYFb Version 6 d�Y1d�]!T�nuh AT&T UNIX ( R/b5R!_?R 1975). tar U1\>^>R/]>\!TV]�dv \!wX_1R/[>R/wkd�Y1d�]>TVnuR>w ; tar fV\!Q1Y1d�ht[-\!T�]tg?\�_1TVg5]!j v \>wX_1hxYFb?\!]>\!_1R>{VY . tar Q5R!S5S?T�U5W�Y1[/\!TV]�g5TyQ5R!_?g5htw;g1\>^>R>U
R>Q5}5Y1w , Y1nuTV���FY5iXd�mF[ cpio(1), R!S?g1\>b5R�R>g<g5Tz]>U5T�^/j-TV]�g5TVR>^/htc5g5R>{VR�Q5TVU5T�g1\>Q5U1\>[!_1TVg5YXm;[�b1R/n7\!gXS?g5R>w<d�]!U5R/b5T ,
b5R>]!R/U5R>TsY1d�Q1R!_1`/f�j$T�]>d�m;[�j$]!YX_?Y5]!T cpio.

� ^/R!_1`/aFY5g?d�]![/Tz[>TVU1d�Y1w tar d�R/foS*\>g5Y5TzU1T�f�TVU5[>g1h)ikb1R>Q5Y5w<Q5Red�T�]!Y<g5TyQ5R�S5S*T�UXWZY5[-\!T�]/dom . �yT�U1d�YXm GNU
j-]>YX_1Y5]!h tar, b5R>]>R>U1\!m;Y1d�Q5R>_1`>fVj$T�]>d�mk[/R FreeBSD, Q5R!S5S?T�U5W�Y1[/\!TV]�j/S*\�_���g5g5htTsjXd�]!U5R/w1d�]>[/\�[l]!R-nKWZTsd�\/nuR/n
d�Y5g5]/\!b1d�Y1d�T , c5]!RlY rdump. �k]!R/^>hxd�b1R>Q5Y5U1R>[/\>]!`tS�\!g5g5htTsg1\�g?\!b5R/Q5Y5]!T�_1` Exabyte, Q1R�S?bX_?��c5TVg5g5htwFb%n7\!a<Y5g5T
Sun Q1R�Y1nuTVg5Y komodo, Y?d�Q5R>_1`>fVj-w1]!Tz]>\>b5j$��b1R/n7\!gXS?j :

# /usr/bin/tar cf komodo:/dev/nsa8 . 2>&1

��d�_1j$c1\!TsY1d�Q1R!_1`/f�R>[-\!g5Y5mk[/T�U1d�Y5w;^/T�fzQ1R�S5S?TVUXWZb5YFj/S*\!_ ��g1g5h)i3j$d�]!U5R/w1d�]![ , [>h�nuR>WZT�]!Ty[>R-d�Q5R>_1`>fVR>[/\>]!`/d�m
Q5T�U5TVg1\!Q1U1\![>_1T�g5Y1TVnK[>ht[/R�S*\�Y;b5R/n7\>g$S?R/w rsh S1_5m<Q5R/d�h)_1b5YkS*\>g5g5h)i;g1\�j/S*\�_ �Vg5g5htw3_?T�g5]!R/c5g5htw%g1\!b1R>Q5Y5]>T�_1` .
# tar cf - . | rsh hostname dd of=tape-device obs=20b

+zdo_1Y<[>hx^/TVd�Q1R>b5R/Y5]!TVd�`�Rl^>T�fVR>Q1\/d�g5R-d�]!Y;d�R>f�S*\!g5Y5m;U5T�fVT�U5[/g5h)i3b5R>Q5Y1w;Q5Rkd�T�]>Y , ]!Re[/nuTVd�]!R rsh [/\/nKg5j-W�g1R
Y1d�Q5R>_1`>fVR>[-\!]!` ssh.
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16.11.3. cpio

cpio(1) m5[>_5m5T�]>d�mFR>U1Y5{�Y5g?\�_1`/g5R>w3Q5U1R>{�U?\>n7nuR>w UNIX S1_5mFR/^/nuT�g?\ v \!wX_*\>nuY;g1\ln7\!{Vg5Y5]!g1h)i;g5R/d�Y5]!T�_1mXi . �
j-]>YX_1Y5]!T cpio Y1nuTV��]>d�mFR>Q1}5Y5Y ( b5U5R-nuTz[/d�T�{VR�Q5U5R/c5T�{VR ), Q5R>fV[>R>_5m5���<Y5Tz[/htQ5R!_1g5m5]!`�Y5f�nuT�g5TVg5Y5TyQ5R>U5m$S?b1\
do_1T�S?R>[-\!g5YXm3^-\!w5]!R/[ , Q5R!S5S?TVUXWZY5[/\>���FY1TzU1\>f�_1Y5c1g5htT v R/U1n7\!]>h�\!UXiXY5[/R>[�YF[/htQ5R!_?gXm5���<Y5TzQ5TVU5T�g?\!Q5U1\>[!_1TVg5Y5T
S*\!g5g1h)ieS*U5j${�Y1n�Q1U5R>{VU1\>n7n7\/n . ~kR/d�_1ToS?g5mXm;[>R>f�nuR!WZg5R-d�]!`)S?T�_?\!TV] cpio Q1U5T�b5U?\>d�g1h�n�[>ht^/R>U5R-n S?_5mF}5T�_1T�w
j$d�]>\!g1R>[>b1Y . cpio g5Tyf�g1\>T�]�Re]!R/n , b1\!b;U?\!^>R/]>\!]>`ed�b?\!]>\!_1R>{�\>nuY , d�Q5Y1d�R>b v \>wX_1R>[tS?R!_5WZTVg3S*\>[/\!]>`/dom3c5TVU5T�f
stdin.

cpio g5TsQ1R�S5S?TVUXWZY5[/\>T�]�d�R>f�S*\!g5Y1TzU5TVf�T�U1[>g5h)i3b5R/Q5Y5w;Q5Rkd�TV]!Y . �yh�nuR>W�TV]!Ty[>R/d�Q5R!_?`>f�R/[/\>]!`/d�m
Q5T�U5TVg1\!Q1U1\![>_1T�g5Y1TVnK[>ht[/R�S*\�Y;Q5U5R/{�U1\/n7nuR>w rsh S?_5mFQ5R-d�h)_1b5Y3S*\!g5g1h)i;g1\�j/S*\!_ ��g5g1htwFg1\>b5R>Q5Y1]!T�_1` .
# for f in directory_list; do
find $f >> backup.list
done
# cpio -v -o --format=newc < backup.list | ssh user@host "cat > backup_device"

��S?T directory_list r�]!Rkd�Q1Y1d�R/bkS?Y5U5TVb5]!R/U5Y5w , c b5R/]!R>U5h)i;�yh iXR>]!Y1]!Ttd�R>f�S*\!]>`�U5T�fVT�U5[/g5htTzb1R>Q5Y5Y , user@host
r�]!Reb5R/nu^/Y5g1\!}1YXmFQ5R>_1`>fVR>[/\>]!T�_?` / i$R-d�])b5R/]!R>U1\!m;R>Q5Y?d�ht[/\>T�]t]!R/{�Reb5]!RlfV\!g1Y1n7\!TV]>domFU1T�f�TVU5[>Y1U5R>[-\!g5Y5T�n , Y
backup_device r�]!RljXd�]!U1R>w1d�]![>Reb5j/S*\�b5R/Q5Y5Y;S?R!_5WZg5h�^>ht]!`efV\!Q1Y1d�\>g5h ( g?\!Q5U5Y?nuT�U , /dev/nsa0).

16.11.4. pax

pax(1) m5[!_5m5TV]>domFR/]![>TV]!R/n IEEE/POSIX g?\�j$]!YX_1Y1]!h tar Y cpio. ��]!T�c5TVg5Y5Ttnug5R/{�YXik_1TV]�U1\>f�_1Y5c1g5htTs[/T�U1d�Y5Y
Q5U5R>{VU1\>n7n tar Y cpio Q5R>_1j$c1\�_1Y?d�`�g5T)d�R/[/d�TVn�d�R/[/nuT�d�]!Y1nuh�nuY . q)\!bFc1]!Re[-nuTVd�]!R�]!R/{�R , c5]!R/^>hxQ5R/Q5ht]>\!]>`/dom
Q5R!_1g1R/d�]>`>��Y5iFd�]>\>g$S*\!U1]!Y5f�Y1U5R>[-\!]!` , POSIX d�R>f�S*\�_<g5R>[/j-��j-]>YX_1Y5]!j3S1_5mFU1\>^>R/]!h�ds\>UXiXY5[/\/nuY . pax Q5ht]/\!T�]/dom
c5Y5]>\>]!`eY<Q5Y1dV\!]!`eU1\!f�_1Y5c5g5htT v R>U?n7\!]!h cpio Y tar, Y , b5U5R-nuTs]>R>{�R , d�[/R>YFd�R>^/d�]![>TVg5g5htT�g1R>[>htT v R>U1n7\>]!h .
�3\!^>R/U3b5R/n7\>g$S<rV]!R>w<j-]>YX_1Y5]!h�^>R>_1`>a<T�g1\!Q1R/nuY5g1\>T�] cpio, c1TVn tar.

16.11.5. Amanda

Amanda (Advanced Maryland Network Disk Archiver) m5[>_5m5T�]>d�m;}5T�_?R>wFb5_1Y5T�g1] / d�T�U5[/T�U5g1R>wFd�Y1d�]!T�nuR>w
U5T�fVT�U5[/g5R>{VR�b5R>Q1Y5U5R>[-\!g5Y5m , \�g5TyR>]=S*T�_1`/g5R>w;Q1U5R>{VU1\>n7nuR/w . 'sT�U5[/T�U Amanda d�nuR!WZTV]�R/d�j$�FTVd�]![!_1m5]!`�U5TVf�T�U1[>g5R/T
b5R>Q5Y1U5R>[-\!g5Y5Tzg1\�T�S?Y5g1d�]![>TVg5g5htwFg?\!b5R/Q5Y5]!T�_1`�_?��^>R/{�R�b1R!_1Y5c1TVd�]>[/\�b1R/nuQ5`/��]!TVU5R>[ , g1\�b5R/]!R>U1h)i;Y1nuT�TV]>dom
bX_1Y5TVg5] Amanda Y;b1R>]!R/U5htTynuR/{�j$]ed�[!m5fVht[/\!]>`/domkQ5Rkd�TV]!Y<dsd�T�U1[>T�U1R/n Amanda. �e^>�<T�w;Q1U5R>^>_1TVnuR/wFd�Y1d�]!TVn d
^>R!_?`>aFY?npb1R!_1Y5c1TVd�]>[>R/nP^/R!_1`/aFYXieS?Y1d�b5R>[tm5[>_5m5T�]/dom;]!R , c5]!Re[>U5TVn+m , ]!U5T�^/j$TVnuR>T7S1_5m;g5TVQ5R/d�U5ToS*d�]![>TVg5g5R/w;fV\>Q5Y1d�Y
S*\!g5g1h)ikg?\t_1TVg5]!j , Q5U1T�[>hta%\!TV]t_1Y1nuY5]l[>U1TVnuT�g1Y , [>hyS*T�_1TVg5g5htw;g1\er�]>j3fV\=S�\!c5j . Amanda U5TVa<\!TV]�rV]!j3Q5U5R/^!_1T�nuj .
Amanda nuR>WZT�]�Y?d�Q5R>_1`>fVR>[/\>]!` ” Q5U5R-nuT�WZj$]!R>c1g5htw3S?Y?d�b ” S?_5mFU5TVf�T�U1[>g5R/{�R�b5R/Q5Y5U5R/[/\>g5YXm;g5T�d�b5R>_1`>b5Y5iv \!wX_1R/[>h)i3d�Y1d�]!TVn�R�S?g5R/[>U5T�nuT�g5g1R . Amanda d�R/foS*\ ��] ” g1\>^>R/U5h�\!UXiXY5[/R>[ ”: {�U5j$Q5Q?\�_1TVg5] , Y?d�Q5R>_1`>fVj-T�nuh)il[
g5T�b5R/]!R>U1htw;Q5T�U1Y5R�S�[>U5T�nuT�g5Y;S1_5m<d�R>foS�\!g5YXm3Q5R>_1g5h)i;b5R/Q5Y5w;[-d�T�i v \>wX_1R/[>h)i3d�Y1d�]!TVn , Q1T�U5TVc5Y1do_?T�g5g5h)i;[
b5R>g v Y1{�j$U1\!}1Y5R>g5g1R/n v \!wX_?Tsd�Y?d�]!T�nuh Amanda. ” 
�UXiXY5[/g5htwFg?\!^>R/U ” d�R!S?T�UXWZY5]e]>\!b5W�T)d�R/foS*\>[/\>TVnuhtw3b1\!W<S*j-�
g5R>c5`eY5g5b5U1TVnuT�g1]>\�_1`/g5htT ( YX_?YkS?Y v3v TVU5T�g5}1Y1\�_1`/g5htT ) U5T�fVT�U5[/g5htTyb5R>Q5Y1Y;[/d�T�i v \!wX_?R>[>h)i3d�Y?d�]!T�n .
�sR-d�d�]>\!g5R/[!_1TVg5Y5T�Q1R>[>U1T�W%S���g1g5R>w v \>wX_1R/[>R>w3d�Y1d�]!T�nuh�]!U1T�^>j$TV]�g1\!_1Y5c5YXmFdV\>nuR/w;Q5R/d�_1ToS*g5T�w<Q5R!_1g1R>w;b5R/Q5Y5Y<Y
Y5g5b5U5T�nuT�g5]/\�_1`/g5h)i;U5T�fVT�U5[/g5h)i3b5R>Q1Y5w .| R>g v Y5{Vj$U1\!}5Y1R>g5g5htw v \>wX_3S*\ ��]�Q1U5T�b5U?\>d�g1htw<nuT�i5\>g5Y5fVnKS1_5mFj$Q5U1\>[!_1TVg5YXm;Q5U1R>}5T�d�d�R-nKU5T�fVT�U5[/g5R>{VR
b5R>Q5Y1U5R>[-\!g5YXm3Y<R>^�� �VnuR/nK]>U1\ v Y5b?\ , {�TVg5T�U1Y5U5j$TVnuR/{�Red�Y1d�]>TVnuR>w Amanda. Amanda d�nuR>W�TV]�Y1d�Q5R!_?`>f�R/[/\>]!`
_1��^/j-��Y5fyQ5T�U5TVc5Y1d�_1T�g5g1h)i;[>htaFTsQ5U5R/{�U1\/n7nPS1_5mFf�\!Q5Y?d�YkS*\>g5g5h)i3g1\�_1T�g1]!j . Amanda Y1nuT�TV]>dom<[�[>YXS?Tsb?\!b
Q5R>U5]/\ , ]>\>bFY<Q1\!b5TV]>\ , Y<Q5R�jXnuR>_1c1\!g1Y5��R/g1\�g1TzjXd�]>\>g5R>[>_1T�g?\ .
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16.11.6. ��" �)" �
��� � �9 	�" �1�
” �kT�S?T�_*\!]!`eg5Y5c5TV{�R ” - rV]!R�g5TyQ5U5R/{�U1\/n7n7\)S1_1mFb5R/nuQ1`>��]>T�U1\ , YF[e]!R�WZTs[>U5T�n+mFr�]!Rlg1\>Y5^>R>_1T�T�a<Y5U5R/b5R
Y1d�Q5R>_1`>fVj$TVn7\�m;d�]!U1\!]>T�{�Y5mFU5T�fVT�U5[/g5R>{VR�b5R/Q5Y5U5R/[/\!g1YXm . �?S?T�d�`�g1T�]lg5Y5b1\>b5YXi3Q5T�U5[/R>g1\>c1\�_?`>g5h)ikfV\>]!U1\!] . �?S?T�d�`
g5T�]eU1\>d�Q5Y1d�\>g5YXm , b1R>]!R/U5R/nujkg5j-WZg5Red�_1ToS*R>[/\>]!` . ~kU5R-d�]!Rld�b1\!WZY5]!Tyg5T�] . +zdo_?Y<c5]>R - ]>Redo_?j-c1Y5]>dom%dz[-\!aFY?nuY
S*\!g5g1h�nuY , j-_1ht^>g1Y5]!TVd�`eYFfV\!^/j/S?`>]!TsR�g5Y5i !

+zdo_1Y<[/\>aFTz[/U5TVn+m;Y;S*\!g1g5htTzQ5U?\!b5]!Y1c5TVd�b5Y<g1Y5c5T�{VR�g5T)d�]>R!m5] , ]!R ” g5T�S?T�_*\!]!`lg5Y5c5TV{�R ” m5[!_5m5TV]>domFdV\>nuR>w
Q5R�S1iXR!S1m5�FTVw3Q5U5R>{VU1\>n7nuR/w3S1_1mF[/\>aFT�{VR�b5R-nuQ5`>�e]!T�U1\ . �kR�^/j/S?`>]!TsR/d�]>R>U5R>W�g1h , POSIX m5[!_5m5TV]>dom<[>TVd�`/n7\
Q5R!_1TVf�g5h�nKY1g1d�]!U1j$nuTVg5]!R-n , Y<c5T�U5TVfsQ1R!_1{VR�S*\t[/h�nuR!WZT�]>TsR/^>g1\>U5j-W�Y5]>` , c5]>Rejk[/\/d�T�d�]!`eg1\!^/R>U v \>wX_1R>[ ,
Q5U5ToS�d�]>\>[!_5m5�e�FYXilS1_5m<[/\>dzR>Q5U1ToS?T�_1T�g5g1j-��}5T�g1g5R/d�]!` .
” �kY1c5T�{VR�g5TzS?T�_?\>]!` ” m5[>_5m5T�]/domFQ5U?\![>Y5_1`>g5h�n�nuTV]!R�S*R/n�U5TVf�TVU5[>g5R/{�R�b1R>Q5Y5U1R>[/\>g5YXmkS1_1m /usr/obj Y;S?U5j${�Y5i
S?T�U5TV[>`/T�[�b1\>]>\�_?R>{�R/[ , b5R/]!R>U1htTsnuR>{Vj$]�^>ht]>`�[�]>R>c5g5R-d�]!Y<Q5T�U1T�{�TVg5T�U1Y5U5R>[-\!g5hx[-\!aFY?nKb5R/nuQ5`/��]!TVU5R/n .
~kU5Y1nuT�U1R/nPm5[!_1m5��]>d�m v \!wX_?h , Q5U5T�S*d�]>\>[!_5m5�e�FY5T)d�]>U1\!g5Y1}5h�r�]>R>{�R � j$b5R>[/R�S*d�]![/\t[ v R>U1n7\>]>\�i HTML Y5_1Y
PostScript. �eg5Y;{VT�g5TVU5Y5U5j$��]/domFY5fy[!iXR!S?g5h)i v \!wX_1R/[�[ v R/U1n7\!]>T SGML. 'sR/foS*\>[/\>]!`tU5T�fVT�U5[/g5htTzb1R>Q5Y5Y v \!wX_?R>[
[ v R>U?n7\!]>\!i HTML Y PostScript g5Tsg5j-W�g1R . (3d�iXR�S?g5htT v \!wX_1hx[ v R>U1n7\>]!T SGML b5R>Q5Y1U5j$��]>d�mFU5T�{Vj-_5m5U5g5R .

16.11.7. � � ����� � �U� �L��� $ $W� �U" ��"!� � �U� �1� �����  ���������  �� ��� $W��� � 	 	�� ��� ?

dump(8) � � �X./� . Elizabeth D. Zwicky Q1U5R>]!T�d�]!Y1U5R>[-\�_?\t[-d�TsQ5U5R>{VU1\>n7nuh�U5T�fVT�U5[/g5R>{VR�b5R>Q1Y5U5R>[-\!g5Y5m ,
R>^/d�j-W<S�\!TVnuhtTzfoS?T�d�` . ;sT�d�Q5U1R>Y5{VU5htaFg5h�nK[-\!U5Y?\!g5]!R-npS1_5m<d�R!iXU1\!g1T�g5YXm;[-d�T�ik[-\!a<YXi�S�\!g5g5h)i;YFR/d�R/^>TVg5g5R/d�]!T�wv \!wX_1R/[>h)i3d�Y1d�]!TVn UNIX m5[!_1m5T�]>d�m dump.

� _1Y5f�\!^/T�]�d�R>foS�\�_?\ v \>wX_1R/[>htTzd�Y1d�]!T�nuh , d�R�S?TVUXW \!�FY1Tz^>R>_1`>a<R>T
b5R!_1Y1c5TVd�]![>Reg5T�R/^>htc5g5h)ikr�_?TVnuT�g1]!R>[ ( YFg5T�b5R/]!R>U1h)i;g5Tz]>\>bFj-W g5TVR>^>htc1g5h)i ) YF]>TVd�]>Y5U5R>[-\�_?\�b1\�W%S?j$� Y5f
Q5U5R>{VU1\>n7n , [>htQ5R>_1gXmXm;U5TVf�T�U1[>g5R/Tzb5R/Q5Y5U5R/[/\!g1Y5T�YFQ1R/do_?ToS?j$���<T�Ts[>R/dVd�]>\>g5R>[>_1T�g5Y1T�r�]!Y5i v \!wX_1R/[>h)i3d�Y1d�]!TVn . �
c5Y1do_?R�g5TVR>^>htc1g5h)i3r�_1T�nuT�g5]!R/[�[>i$R!S?YX_1Y :

v \>wX_1h�d�S?htU1\>nuY ,
v \!wX_?h�duS?htU1\/nuYFY<^!_1R/b5R/nKQ5jXd�]!R>{VRenuTVd�]>\ ,v \!wX_1h�dzg5T�R/^>htc5g1h�nuY<d�Y?nu[>R!_*\>nuY;[eYXi;Y1nuT�g?\�i , g5TVc5Y5]>\>TVnuhtTsY<g5T�f�\!Q5Y?d�ht[/\>TVnuhtT v \>wX_1h , jXd�]!U5R>w?d�]![-\ ,

nuT�gXm5�e�FY5T)d�[/R>w;U1\>fVnuTVU;[>Re[>U5T�n+mFU5T�fVT�U5[/g5R>{VR�b5R/Q5Y5U5R/[/\!g1YXm ,
v \!wX_1h , d�R>f�S*\![-\!T�nuhtT7YFj/S*\�_1m5TVnuhtTy[>R�[/U5TVn+m

b5R>Q5Y1U5R>[-\!g5YXm3Y<]!R/nuj3Q5R!S?R>^/g5R>T . �eg1\�Q1U5ToS*d�]>\![/YX_?\�U5T�fVj/_?`>]>\>]!hxg1\eb5R>g v TVU5T�g5}1Y5Y LISA V [�R/b5]�m5^/U5T 1991
{�R�S�\ . ~kR/dVnuR>]!U1Y5]!T)d�d�h)_?b5jkg1\edV\!w5]>T torture-testing Backup and Archive Programs
(http://berdmann.dyndns.org/zwicky/testdump.doc.html).

16.11.8. � ��� � " � 	!�U� ��� �����#���T��� �
" �9 �� �%�  � �%�!"

16.11.8.1. � CW@ CMNOC , F =:F > �#Z�� M@ >1PYF =B@ =?>5@?ALC �Y=
�y\/nKg5j-WZg5Re[/htQ5R!_?g5Y5]!`e[/d�TV{�Rt_?Y5aF`lc5T�]>htU5Tsa%\!{�\yS1_5mF]>R>{�R , c5]!R/^>hx^>ht]>`e{VR>]!R/[>h�nKb3_1�e^>R-nuj;d�^>R/� .

�sR - Q1T�U5[/h)i , U1\/d�Q5TVc1\!]/\!w5]!TsU1\!f�nuT�]!b1jlS?Y1d�b?\)S1_5m<[/d�T�i3[/\!a<YXilS?Y1d�b5R>[ ( b;Q1U5Y1nuT�U1j , disklabel da0 | lpr),
]>\!^>_1Y5}5j v \!w5_1R>[/h)ikd�Y1d�]!T�n (/etc/fstab) YF[-d�Tsd�R>R/^>�FTVg5YXm , [>ht[/R�S?Y1nuhtTsQ5U5Y<fV\!{VU5j$f�b5T , b1\!W<S*R>{�R�Q5R�S*[/\
r�b5fVTVnuQX_5m5U?\ .
�sR - [/]!R>U1h)i , R/Q5U5ToS*T�_1Y5]>T , [-d�T�_?YFjXd�]!U1R>w1d�]![/\�Q5U5Y1d�j-]/d�]![/j-�e]eg?\�f�\!{�U1j-fVR>c5g1R>w3Y<\>[/\>U5Y5w5g5R/wlS?Y1d�b5T�]>\!i
(boot.flp Y fixit.flp). 'y\/nuh�n�Q5U5R-d�]!h�n d�Q5R-d�R>^/R/nPQ5U5R/[>TVU5b5Y3m5[>_5m5T�]>d�mFQ5TVU5T�f�\!{�U1j-fVb1\t[-\!aFTVwFn7\!a<Y5g5h�d
fV\!{VU5j$f�R/c5g5R>wlS*Y1d�b5TV]!R>w , [/d�]>\![>_1T�g1g5R>w3[�S?Y1d�b1R>[>R!S<YFQ1R/do_?ToS?j$���%\�m;Q5U1R>[>TVU5b1\�d�R>R>^/�FTVg5Y5w3Q5U5Y%fV\>{�U5j$fVb5T . +zd�_1Y
[/d�TsY1nuT��e�FY5T�domFjk[-\>d�jXd�]!U5R>w?d�]![-\�foS*TVd�`e^>j/S?j$]�Q1T�U5TVc5Y1do_?T�g5h�YF^>j/S?j$]�U1\>^>R/]!R/d�Q5R/d�R>^>g1h , Q5TVU5T�wXS?Y5]!Tyb
]!U5T�]>`>TVnuj3a%\!{Vj .

� Q1U5R>]!Y1[>g5R-n�do_1j$c1\>Tz[-\>nKg5TVR>^!iXR!S?Y1nuR�^/j>S*T�]ed�R>f�S*\!]!`tS?[>TyR/d�R>^>h�nPR/^>U1\>f�R/nKd v R>U1nuY5U1R>[/\>g5g5htT�f�\!{VU5j$f�R>c1g5htT
S?Y1d�b1T�]!h , g1\�b5R/]!R>U1h)ikQ1R/nuT��<T�g5R�m$S?U5R , nuR>{Vj-�<T�Tyd�nuR>g1]!Y5U5R/[/\!]>`�[/d�Tz[/\>aFYkS*Y1d�b5Y<YFQ5R>_1j$c5Y5]!`�S?R-d�]!j$Q;b
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[/\!a<TVnujkd�]!U1Y1nuT�U5j . �3\tr�]>YXi3S?Y1d�b5T�]/\�ilS?R!_1W�g1h�^>ht]!` : fdisk, disklabel, newfs, mount Y<b1\!b?\�m - _1Y5^>R
Y1d�Q5R>_1`>fVj$TVn7\�m3[-\>nuY;Q5U1R>{�U?\>n7n7\�U1T�f�TVU5[>g1R>{�Reb5R>Q1Y5U5R>[-\!g5Y5m .

� ]>YFQ5U5R/{�U1\/n7nuh S?R>_5WZg5hx^>ht]!`kd�b1R/nuQ5R/g5R>[-\!g5h
d�]>\>]!Y5c5T�d�b5Y . +zdo_?YF[>hxY?d�Q5R>_1`>fVj-TV]!T dump, ]>Reg1\tS?Y1d�b5T�]!TsS?R>_5WZg1\�Q1U5Y1d�j$]>d�]![>R/[/\>]!`�Y;Q1U5R>{VU1\>n7n7\ restore.

� - ]!U5TV]!`>Y5i , U1T�{�j-_5m5U1g5Red�R>foS�\![/\>w5]!TsU5T�fVT�U5[/g5htTzb5R/Q5Y5Y;g?\�_1TVg5]!T . � ��^/htTzY5f�nuT�g5TVg5YXm , b1R>]!R/U5htTz[/h�S?T�_?\!_1Y
Q5R/d�_1TzQ5R-do_1T�S?g5TV{�R�U1T�f�TVU5[>g1R>{�R�b5R>Q5Y1U5R>[-\!g5YXm , nuR/{�j$]�^/ht]!`�^/T�fV[>R>fV[>U1\>]!g5RtQ5R/]!T�UXm5g1h . �3\t_?T�g5]>\!i3[>bX_1�ec1\!w1]!T
fV\!�<Y5]!jkR>]efV\>Q5Y1d�Y .

� - c5TV]![>TVU5]!h)i , Q5U5R/[>T�U5m5w5]!TzU?\!^>R/]!jeS?Y1d�b5T�] ( _1Y1^>R boot.flp Y fixit.flp, _1Y5^>R�S?[>j-ilS?Y1d�b5T�] , b5R>]>R>U5htTy[>h
d�S?T�_?\�_1YFQ5U5YF[/htQ5R!_?g5T�g5Y1YF[>]>R>U5R/{�R�a%\!{V\ ) YF_1T�g5]ldzU1T�f�TVU5[>g1h�nuYFb5R/Q5YXm1nuY . �yToS*Y5]!TsW�j$U5g?\�_<[/htQ5R!_?gXm5TVnuh)i
S?T�w1d�]![>Y1w . ��U?\!g5Y5]>TyrV]!YFf�\!Q5Y?d�Y;[-nuTVd�]>TydsfV\>{�U5j$f�R/c5g5R/wlS?Y1d�b1T�]!R/w , U1\/d�Q5TVc1\!]!b?\>nuY;YF_1T�g5]/\>nuY . �sh�Q5U5R/d�]!R
R>^>TVf�jXnuT�TV]!TzQ1U5YF[/R/d�d�]>\!g1R>[!_?T�g5Y5YlS�\!g5g5h)i , T�do_1Y<R>b1\!WZT�]>d�m , c5]!R�f�\!Q5Y?d�Y<nuR/{�_1Y<^>hxY5fV^>T�WZ\>]!`�U?\!f�U1j-a<T�g5Y5m
[/\!a<YXikU5T�fVT�U5[/g5h)i3b5R>Q5Y1w (

| \!b5Y1nKR/^>U1\>f�R-n ? �)nuTVd�]>Reb5R-n7\!g$S*h tar xvf /dev/sa0 [>h�nuR/{�_1Y%do_1j$c1\>w5g5R
g1\!^/U1\!]!` tar cvf /dev/sa0 YF]!T�n dV\>nuh�nKQ5TVU5T�f�\!Q5Y1dV\!]!`e[/\>aFjkU5T�fVT�U5[/g5j$��b5R/Q5Y5� ).
* _5mkS?R>Q1R!_1g5Y1]!T�_1`/g5R>w<d�]!U1\!iXR>[>b1Y , b1\!W<S*htw;U1\!f)d�R/foS*\>[/\>w5]!T�f�\!{�U1j-fVR>c5g5htT7S?Y1d�b1T�]!h�YkS?[>TyU5TVf�T�U1[>g5htTsb5R>Q5Y1Y
g1\t_1TVg5]!T . ��U?\!g5Y5]>TsR!S?g5j3Y5fsb5R>Q5Y1wF[�b?\!b5R-n - ]!Rej>S�\�_1TVg5g5R/n nuTVd�]>TsY%�S+ [�]>R/nKWZTyfoS*\>g5Y5Y , {�S?Tyg1\�iXR�S*Y5]>dom;[-\!a
R v Y1d . * R/d�]/\!]!R/c5g5R�^/R!_1`/aFR/T7b5R!_1Y1c5TVd�]![>Reb5R/nuQ1\>g5Y5w<[>Re�)d�TVnuY5U5g1R/n�qyR>U5{VR>[/R/n � T�g1]!U5TzY1f�j$c5YX_1Rlr�]>Reg1\ed�[/R>T�w
aFb5j$U5T . � ]!Rlj>S�\�_1TVg5g5R>TziXU1\!g5Y5_1Y5�FT�S?R!_1W�g1R�^>ht]>` v Y5fVY5c5TVd�b5YFR/]=S?T�_1T�g5Reg1\�^/R!_1`/aFR/T7U1\>dVd�]!R>m5g5Y5TyR>]�[-\!aFY5i
b5R/nuQ5`/��]!TVU5R>[eY3S?Y?d�b5R/[>h)ikj$d�]!U5R/w1d�]![ .
� 
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#!/bin/sh
#
# create a restore floppy
#
# format the floppy
#
PATH=/bin:/sbin:/usr/sbin:/usr/bin

fdformat -q fd0
if [ $? -ne 0 ]
then
echo "Bad floppy, please use a new one"
exit 1

fi

# place boot blocks on the floppy
#
disklabel -w -B /dev/fd0c fd1440

#
# newfs the one and only partition
#
newfs -t 2 -u 18 -l 1 -c 40 -i 5120 -m 5 -o space /dev/fd0a

#
# mount the new floppy
#
mount /dev/fd0a /mnt

#
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# create required directories
#
mkdir /mnt/dev
mkdir /mnt/bin
mkdir /mnt/sbin
mkdir /mnt/etc
mkdir /mnt/root
mkdir /mnt/mnt # for the root partition
mkdir /mnt/tmp
mkdir /mnt/var

#
# populate the directories
#
if [ ! -x /sys/compile/MINI/kernel ]
then
cat << EOM

The MINI kernel does not exist, please create one.
Here is an example config file:
#
# MINI -- A kernel to get FreeBSD onto a disk.
#
machine "i386"
cpu "I486_CPU"
ident MINI
maxusers 5

options INET # needed for _tcp _icmpstat _ipstat
# _udpstat _tcpstat _udb
options FFS #Berkeley Fast File System
options FAT_CURSOR #block cursor in syscons or pccons
options SCSI_DELAY=15 #Be pessimistic about Joe SCSI device
options NCONS=2 #1 virtual consoles
options USERCONFIG #Allow user configuration with -c XXX

config kernel root on da0 swap on da0 and da1 dumps on da0

device isa0
device pci0

device fdc0 at isa? port "IO_FD1" bio irq 6 drq 2 vector fdintr
device fd0 at fdc0 drive 0

device ncr0

device scbus0

device sc0 at isa? port "IO_KBD" tty irq 1 vector scintr
device npx0 at isa? port "IO_NPX" irq 13 vector npxintr

device da0
device da1
device da2
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device sa0

pseudo-device loop # required by INET
pseudo-device gzip # Exec gzipped a.out’s
EOM
exit 1

fi

cp -f /sys/compile/MINI/kernel /mnt

gzip -c -best /sbin/init > /mnt/sbin/init
gzip -c -best /sbin/fsck > /mnt/sbin/fsck
gzip -c -best /sbin/mount > /mnt/sbin/mount
gzip -c -best /sbin/halt > /mnt/sbin/halt
gzip -c -best /sbin/restore > /mnt/sbin/restore

gzip -c -best /bin/sh > /mnt/bin/sh
gzip -c -best /bin/sync > /mnt/bin/sync

cp /root/.profile /mnt/root

cp -f /dev/MAKEDEV /mnt/dev
chmod 755 /mnt/dev/MAKEDEV

chmod 500 /mnt/sbin/init
chmod 555 /mnt/sbin/fsck /mnt/sbin/mount /mnt/sbin/halt
chmod 555 /mnt/bin/sh /mnt/bin/sync
chmod 6555 /mnt/sbin/restore

#
# create the devices nodes
#
cd /mnt/dev
./MAKEDEV std
./MAKEDEV da0
./MAKEDEV da1
./MAKEDEV da2
./MAKEDEV sa0
./MAKEDEV pty0
cd /

#
# create minimum filesystem table
#
cat > /mnt/etc/fstab <<EOM
/dev/fd0a / ufs rw 1 1
EOM

#
# create minimum passwd file
#
cat > /mnt/etc/passwd <<EOM
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root:*:0:0:Charlie &:/root:/bin/sh
EOM

cat > /mnt/etc/master.passwd <<EOM
root::0:0::0:0:Charlie &:/root:/bin/sh
EOM

chmod 600 /mnt/etc/master.passwd
chmod 644 /mnt/etc/passwd
/usr/sbin/pwd_mkdb -d/mnt/etc /mnt/etc/master.passwd

#
# umount the floppy and inform the user
#
/sbin/umount /mnt
echo "The floppy has been unmounted and is now ready."

16.11.8.2. � C:> �#J >1H:CMP
�'_?\>[>g5htw;[/R>Q5U1R/d : [>h)WZYX_1R�_1YF[-\!a<TzR>^/R>U5j/S?R/[/\>g5Y5T ? �yh�U5TV{�j-_5m5U5g1RtS?T�_?\�_1Y<U5T�fVT�U5[/g5htTzb1R>Q5Y5Y , ]>\!b<c5]!Rlg5T�]
g5j-W<S*h�^>T�d�Q5R/b5R>Y5]>`/dom3ReQ5U5R>{VU1\>n7nug1R/n�R/^>TVd�Q5T�c1T�g5Y5Y .

+zdo_1Y<R>^/R>U5j/S?R/[/\!g1Y5T7^>h)_1ReQ5R>[/U5T�W%S?TVg5R , S*R!_5WZg5h�^/ht]!`�f�\>nuTVg5T�g5h�g5T�Y1d�Q5U1\![/g5htTzb1R/nuQ5R/g5T�g5]>h .

+zdo_1Y%dzR/^>R/U5j/S?R>[-\!g5Y5T�n [-d�Ts[�Q5R/UXm$S?b5T , Q5U5R/[>TVU5`>]!Tz[/\!a<YkS?Y1d�b5T�]>h . ~kU5YFY?d�Q5R>_1`>fVR>[/\>g5Y5Y;dV\>nuR/d�]!R!m5]>T�_1`/g5R
d�R>f�S*\!g1g5R>w3f�\!{�U1j-fVR>c5g1R>wlS?Y1d�b5T�]>h , fV\>{�U5j$fVY5]!TVd�`�[eR�S?g5R/Q5R!_?`>f�R/[/\>]!T�_1`-d�b5R-n U5T�WZY1nuT ( g1\>^>U1\>[ -s [
Q5U5Y5{�_?\!a<T�g5Y5Y boot:). ~kU5R/Q5jXd�]!Y1]!Tsd�_1ToS?j$�e�FY5w%\!^>f�\!} .

+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!T7S?Y?d�b5TV]!h boot.flp Y fixit.flp, c5Y1]>\!w5]>T�S*\!_1`>a<T . �)d�]/\![>`/]!T7S*Y1d�b5TV]!j boot.flp [
Q5T�U5[/htwkS?Y1d�b5R>[/R�S<Y<fV\>{�U5j$f�Y1]!Tzb5R-nuQ5`>�e]!T�U . �3\�rVb5U1\>g;^>j/S?TV]�[>ht[/ToS?TVg5R�R>U1Y5{�Y5g?\�_1`/g5R>TznuTVg5� j$d�]>\!g1R>[>b1Y .
�sht^/T�U5Y1]!TzQ5j$g5b1] Fixit--Repair mode with CDROM or floppy. ~kR-do_1Tz[>ht[>R!S*\tQ5U1Y5{�_?\>aFTVg5YXmF[-d�]>\>[>`>]>T
fixit.flp. restore Y;S?U5j${�Y5Tyg5j-WZg5htTy[/\>nKQ1U5R>{VU1\>n7nuhxg1\!iXR�S1m5]>d�m;[ /mnt2/stand.

�sR-d�d�]>\!g5R/[>Y5]>T�Q5RlR>]=S?T�_1`>g1R/d�]>Y;b1\�W%S?j$� v \!wX_?R>[>j$��d�Y1d�]>TVnuj .

~kR>Q5U5R/^>j$w5]!Tz[>htQ5R>_1g5Y5]!`�b5R/n7\>g$S?j mount ( g1\>Q5U5Y1nuTVU , mount /dev/da0a /mnt) Q5R�R/]!g5R/aFT�g1Y5��b;b1R>U5g5TV[>R-nuj
U1\!f�S?T�_1jk[-\!aFTV{�R�Q1T�U5[/R>{�RtS?Y1d�b?\ . +zd�_1Y�nuT�]!b1\�S?Y1d�b1\�^/h)_?\�Y?d�Q5R/U5c5T�g?\ , ]!Rl[>R-d�Q5R>_1`>fVj-w1]!TVd�`tb5R/n7\>g$S?R>w
disklabel S1_1mFQ5T�U1T�U1\>f�^>Y1T�g5YXm;g?\�U1\>foS?T�_1h�Y;U1\>fVnuTV]!b5YFS?Y1d�b?\�]>\>b , c5]!R/^>hxQ5R>_1j$c5Y5[/a<\�m1d�m;nuT�]!b1\ld�R/[>Q1\!_?\�d
]!R>w , b5R>]!R/U1\�m;[-\>nuY<^>h)_?\tU?\>d�Q1T�c1\>]>\!g1\�Y<d�R!iXU1\!g1T�g1\ . * _1m;Q5R>[/]!R>U5g1R>{�Red�R>f�S*\!g1YXm v \!wX_?R>[>h)i3d�Y?d�]!T�nY1d�Q5R>_1`>fVj$w5]!Tzj$]!Y5_1Y5]!j newfs. ~kR/[>]!R/U5g5R�dVnuR>g5]!Y1U5j$w5]!T)b5R>U1g5T�[/R>w;U1\>foS?T�_3S?Y1d�b5T�]>h�[eU1T�WZY1nuTyc5]!T�g1YXm - f�\!Q5Y?d�Y
(mount -u -o rw /mnt). �yR/d�Q1R!_1`/f�j$w5]!T�d�`�[-\!aFTVw;Q5U5R/{�U1\/n7nuR>w;U1T�f�TVU5[>g1R>{�R�b5R>Q5Y1U5R>[-\!g5YXm;YFU5T�fVT�U5[/g5h�nuY
b5R>Q5Y5m1nuYFg1\�_1T�g5]/\�ikS1_5m<[>R/dVd�]>\>g5R>[>_1T�g1YXmlS*\!g5g1h)ieS?_5mFr�]>R>w v \>wX_1R/[>R>w3d�Y1d�]!T�nuh ( g1\!Q1U5Y1nuT�U . restore vrf

/dev/sa0).
� \>fVnuR>g5]>Y5U5j$w5]!T v \!wX_?R>[>j$��d�Y1d�]>TVnuj ( g1\!Q5U1Y1nuT�U , umount /mnt). ~kR/[>]!R/U5Y5]!Tsr�]!j3Q5U1R>}5T�S?j$U5jeS1_5m

b1\�W%S?R/w v \!wX_?R>[>R/w;d�Y1d�]!TVnuh , b5R>]>R>U1\!m;^>h)_?\�Q5R>[/U5T�W%S?TVg1\ .| \!b;]!R>_1`>b1R�[/\>a<\�d�Y1d�]>TVn7\efV\!U?\!^>R/]>\!TV] , d�S*T�_?\>w5]!TzU1T�f�TVU5[>g1j-� b5R/Q5Y5��g1\eg5R/[>htT�_?T�g5]!h . �k]!R�^/hxg5YF[/htf�[-\�_1R
d�^>R/w;YX_1Y<Q5R>]>T�U5��S*\!g1g5h)i , r�]!RlnuR!WZT�]kdo_?j-c1Y5]!`/d�mFd�g5R/[/\ . +z� �yR�S?Y5g<c1\>d , Q5R/]!U1\!c1T�g5g5htw<[�rV]!R>]lnuR/nuT�g1] ,
nuR!WZT�]ld�Q1\/d�]!Y<[/\>d�R>]�g1T�Q5U5Y5m5]!g5R/d�]!T�w%[�^/j/S?j$�FTVn .
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16.12. � �eG����� � � E J���L���� � �;IY�tG���� � ,
� E J���L �� � �;IY�tG���� � � �;E � ��G<I

I � L%GeL�NPDFE � �	� I
��� �
� E J��

� ���¤� �o��(1"X4!� �?" �x"%,�#*, �L�%��(1"-2% �67B?��#*(1"-# Marc Fonvieille.
| U5R/nuT�S?Y1d�b1R>[ , b5R>]!R/U5htTz[/h v Y5f�Y1c5TVd�b5YFjXd�]/\!g1\>[!_1Y5[-\!TV]!T�[�[-\!a b1R/nuQ5`/��]!TVU ; S?Y1d�b1T�]!h , b5R/nuQ1\>b5] - S?Y1d�b5Y ,
[>Y5g5c1TVd�]>T�U5h�YF]>\!b;S*\�_1TVT , FreeBSD [>R-d�Q5U1Y5g5Y1n7\>T�]�Y3S?U5j${�Y5Ty]!Y5Q1h S?Y1d�b5R>[ -

 �"����<,-��#��>(?6��z��"?��.>"
.

's�tS*\enuR>{�j$]e^>ht]!`eR>]!g5T�d�TVg5h�d�TV]!T�[/htT v \>wX_1R>[/htTzd�Y?d�]!T�nuh , ]>\!b1Y5T , b1\!b Network File System Y Coda, \e]>\!bXWZTv \!wX_1R/[>htTzd�Y1d�]>TVnuh�dsR>U5{�\!g5Y1fV\!}1Y5T�w3[eQ1\>n+m5]!Y%Y<d�R>f�S*\![-\!TVnuhtT7[ v \!w5_?\�i .

� f�\![/Y1d�Y1nuR-d�]!YFR>]�[/T�U1d�Y5Y FreeBSD, b5R/]!R>U5j$� [>hxY1d�Q5R!_?`>f�j$TV]!T , S?_5mFd�R/foS*\>g5YXm;YFU?\!^>R/]!h�d v \!wX_1R/[>h�nuY
d�Y1d�]!TVn7\/nuY , R/]!R>^/U1\�W \!T�nuh�nuY3[eR/Q5T�U?\!]!Y5[/g5j$��Q1\/n+m5]!`lYX_1Y v \>wX_1h , [/\/nKg5j-WZg5Re^/j/S?T�]eQ5R!_1`/f�R/[/\!]>`/dom
U1\!fVg5h�nuYFY5g?d�]!U5jXnuTVg5]>\>nuY .

, �!�µ�.-���� � � : � ����
 2��/�¥����¢���� FreeBSD 4.X ���10.� � 2¤�$� � ��0��=��¢¥¡V��¢��A�:7)��¤�=��/´��¥�=�u�����!£ ��� ���V�����
 2 �/�¥����

MAKEDEV(8). /�� FreeBSD 5.0 �s¡ ���-¢¥¢y�� 2¤� � �O7e�¥¢V�����0 7z��� 00� � 2¤�-� � �60e²)��´���/�A��¥�=��/´��¥�=�	���V���� 
 2¤��¢¥���80
devfs(5), �������>����0;��� ������O0>¢¥���¥���k���� 2����!³���s���103�����
 2 �/�¥����¢ �-¢�´ .

16.12.1. � � ���
������� �� !��� "!$Y� � � � ���
" ��� FreeBSD 4.X
� ]!YX_?Y5]>\ vnconfig(8) b5R/g v Y5{�j$U5Y1U5j$T�]�Y<Q5R>fV[>R!_1m5T�]�Y1d�Q5R!_?`>f�R/[/\>]!`yS?Y1d�b5R>[/htTzjXd�]!U1R>w1d�]![/\�g1\�R-d�g5R/[>T
Q1d�TV[�S?R - jXd�]>U5R>w1d�]![ vnode. vnode Q1U5ToS*d�]>\![>_5m5T�]ld�R/^>R>w v \!wX_FYFR>]![/T�c1\>T�]�f�\�U1\>^>R/]!jld v \!w5_1R/n .

� ]>R�R>fVg1\!c1\>T�] ,
c5]!R vnconfig(8) Y1d�Q1R!_1`/f�j$T�] v \>wX_1h�S1_1m<d�R/foS*\>g5YXm;Y;U1\>^>R/]!h�d v \>wX_1R/[>R>w;d�Y1d�]>TVnuR>w . ��S?g5Y1n�Y5fs[/R>f�nuR!WZg5h)i
d�Q5R-d�R>^/R>[tY1d�Q5R!_?`>f�R/[/\>g5YXmlm5[!_5m5TV]>dom<nuR/g5]!Y5U1R>[/\>g5Y5TsR>^>U?\!f�R/[yS?Y1d�b5T�]lYX_1Y<R>^>U?\!f�R/[tb5R/nuQ?\!b5] - S?Y1d�b5R>[ ,
d�^>U1R>aFTVg5g5h)ik[ v \>wX_1h .
* _5m3Y1d�Q5R>_1`>fVR>[-\!g5YXm vnconfig(8) [�b5R/g v Y5{�j$U1\>}5Y5R/g5g5R/n v \!w5_1Tum$S?U1\t[-\>nPg5j-WZg5R�[/bX_1��c1Y5]!`�Q1R�S5S?TVUXWZb5j vn(4):

pseudo-device vn

�k]!R>^/h�d�nuR>g1]!Y5U5R/[/\!]>`�Y1nuT��e�FY5w?dom<R/^>U1\>f v \!w5_1R>[/R>w;d�Y?d�]!T�nuh :

� 

�
� ��


16-4. � ����� ��� ����� � � � � vnconfig � ��� � ��� � � 
���� � � ��� � � � � � �
�
���
�
����
 � � � � � � � ��� � ��

�
�
�
� � � ���

FreeBSD 4.X

# vnconfig vn0 diskimage
# mount /dev/vn0c /mnt

* _5mFd�R/foS*\>g5YXm;g5R/[>R>{VR�R>^/U1\!f�\ v \!wX_?R>[>R/w;d�Y1d�]!TVnuh�dzQ5R-nuR>�<`>� vnconfig(8):

� 

�
� ��


16-5.
� ���

� � � � � ����� � �
�
���

��� � � � ����� � � ����� � � ��� vnconfig

# dd if=/dev/zero of=newimage bs=1k count=5k
5120+0 records in
5120+0 records out
# vnconfig -s labels -c vn0 newimage
# disklabel -r -w vn0 auto
# newfs vn0c
Warning: 2048 sector(s) in last cylinder unallocated
/dev/vn0c: 10240 sectors in 3 cylinders of 1 tracks, 4096 sectors
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5.0MB in 1 cyl groups (16 c/g, 32.00MB/g, 1280 i/g)
super-block backups (for fsck -b #) at:
32

# mount /dev/vn0c /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/vn0c 4927 1 4532 0% /mnt

16.12.2. � � ���
����&�" �� !��� "!$ & , �!� � ����� � ��"!$ &�" � � � ��� & , ��� FreeBSD 5.X

�sR FreeBSD 5.X S?_5m;b5R>g v Y5{�j$U1\>}5Y5Y;Y;Q1R�S?bX_?��c5TVg5YXmkS?Y1d�b5R>[ md(4), R>]!R/^>U1\!W \!TVnuh)il[�R/Q5T�U1\>]!Y5[/g5j$��Q1\/n+m5]!` ,
Y1d�Q5R>_1`>fVj$T�]>d�m;j-]>YX_1Y5]>\ mdconfig(8).

* _5m;U1\>^>R/]!h�d mdconfig(8) [/\>nKg1j/WZg5RlQ5R!S?{�U5j$fVY5]!`enuR!S?j-_1` md(4) YX_?YS?R>^-\![>Y1]!`�Q5R!S5S?T�U5W�b1jlrV]!YXi;jXd�]>U5R>w1d�]![l[ v \!w5_Fb5R>g v Y5{�j$U1\>}5Y5Y3m$S?U?\ :
device md

� ]!YX_?Y5]>\ mdconfig(8) Q5R�S5S*T�UXWZY5[-\!T�]�]!U5Y%]!Y5Q1\e[>Y5U1]!jX\�_1`/g5h)i�S*Y1d�b5R/[ , R/]!R>^/U1\�W \>TVnuh)ik[�Q1\/n+m5]!` : S?Y1d�b5YF[
Q1\>n+m5]!Y , b5R/]!R>U1\!m;[>hyS?T�_5m5T�]/dom;fV\>Q5U5R-d�\>nuY malloc(9) Y3S?Y?d�b5Y<[eQ1\/n+m5]!Y , Y?d�Q5R>_1`>fVj-�e�FY5Ts[�b1\>c5TVd�]![>T
j$d�]!U5R/w1d�]![�iXU1\!g5TVg5YXm v \>wX_1hxYX_?YFU1\>foS?T�_FQ5R�S*b1\!c5b1Y . ��S?g5Y?n�Y5fy[>R>f�nuR!WZg5h)i3Y1d�Q1R!_1`/f�R>[-\!g5Y1wl]/\!b5YXikS*Y1d�b5R/[
m5[!_5m5TV]>domFnuR/g5]!Y5U5R/[/\>g5Y5T v \>wX_1R/[�dzR/^>U1\>fV\/nuYlS?Y1d�b1T�]lYX_1Y CD.
* _5mFnuR>g5]>Y5U5R>[-\!g5Y5m;R>^>U?\!fV\�d�j$�FT�d�]![/j-�e�FTVw v \!wX_?R>[>R/w;d�Y1d�]!TVnuh :

� 

�
� ��


16-6. � ����� ��� ����� � � � � mdconfig � ��� � ��� � � 
���� � � ��� � ����� � � ����
 � ����� � �
�
���
�
� � � � � �� ��� � ����� � � � � � ��� � � �

FreeBSD 5.X

# mdconfig -a -t vnode -f diskimage -u 0
# mount /dev/md0 /mnt

* _5mFd�R/foS*\>g5YXm;R>^/U1\!f�\tg5R/[>R>w v \>wX_1R/[>R>w;d�Y1d�]>TVnuh�Q5U1YFQ5R-nuR>�FY mdconfig(8):

� 

�
� ��


16-7.
� ���

� � � � � ����� � �
�
���

��� � ,
�
�
����
 � � � � � � �

� � � ��� � ,
��


�
����� �

� � mdconfig

# dd if=/dev/zero of=newimage bs=1k count=5k
5120+0 records in
5120+0 records out
# mdconfig -a -t vnode -f newimage -u 0
# disklabel -r -w md0 auto
# newfs md0c
/dev/md0c: 5.0MB (10240 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 1.27MB, 81 blks, 256 inodes.
super-block backups (for fsck -b #) at:
32, 2624, 5216, 7808

# mount /dev/md0c /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0c 4846 2 4458 0% /mnt

+zdo_1Y<[�Q1\>U1\>nuTV]!U5T -u [>h�g1TzfV\�S*\�_?Y;g5R/nuTVUFjXd�]>U5R>w1d�]![/\ , ]!R mdconfig(8) S1_5mF[/ht^>R>U?\tg5T�Y?d�Q5R>_1`>fVj-T�nuR>{VR
j$d�]!U5R/w1d�]![-\�^/j>S*T�]�Y1d�Q5R!_?`>f�R/[/\>]!` v j$g5b5}5Y1� \>[>]!R-n7\!]!Y5c1TVd�b1R>T�[/hyS?T�_1TVg5YXmF[ md(4). (3n+mF[/hyS?T�_?T�g5g5R/{�R
j$d�]!U5R/w1d�]![-\�^/j>S*T�]�[/hyS*\!g5Reg1\�d�]>\!gXS*\!U5]>g5R>TyjXd�]!U5R/w1d�]>[>R�[/ht[>R!S?h [�[>YXS?T , g1\>Q5U5Y1nuTVU , md4.

* _5mFQ5R>_1j$c5T�g5Y5m
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^>R!_?T�T�Q5R>_1g5R/wFY5g v R/U1n7\!}1Y5Y;R mdconfig(8), Q1R!W \�_1j$w1d�]>\ , R/^>U1\>]!Y5]!T�d�`eb<d�R/R>]![/T�]>d�]![>j$�e�FT�w;d�]!U1\>g5Y5}5T
d�Q5U1\>[>R/c5g5R>w;d�Y1d�]>TVnuh .

, �!�µ�.-���� � � : �*�!³�������0.� FreeBSD 5.1-RELEASE, ���9�V�?¢��o�C�¥���!��>´l���� 4 �����µ�?¢ disklabel(8) ��� � � �/��������������
bsdlabel(8). � bsdlabel(8) �����¤�����¤�=�¤��°A� ��¢V� �����>����¢u��¥������¢V� � �V¢ �/��±���� �����!�����?¢¥�=��� ; �s��� �>�?¢V��¢z�V� ��¢)���!�����?¢¥�=�
-r ��¢y� �V£y¢¥�	���V�����
 2 �/�¥����
2� 0�� bsdlabel(8). � �10F����!��³�¢�� �60t���/������ �V��¢ � 
���/´ ����²��/���?��±���� ��¡>����������¢2��
y�
�V���������/³���/´/�¥�=��� � �>±�¢s� � bsdlabel(8).

� ]!YX_?Y5]>\ mdconfig(8) [>TVd�`/n7\tQ1R!_1TVf�g1\ , R�S?g?\!b5R)S?_5m<d�R/foS*\>g5YXm v \>wX_?\�d v \!wX_?R>[>R/w;d�Y1d�]!TVnuR/wF]!U1T�^>j$TV]>dom
Q5U5R>Y1f�[>T�d�]!Y<nug5R>{VRtS?TVw1d�]![/Y5w . �ynuT�d�]!T)d FreeBSD 5.0 Q5R/d�]>\![>_5m5T�]/dom;j$]!YX_1Y1]>\�Q1R�S%g?\!f�[-\!g5Y1TVn mdmfs(8),
b5R>]!R/U1\�mFd�R>f�S*\ �V])S?Y1d�b md(4) Q5U1YFQ5R-nuR>�FY mdconfig(8), U1\>fVnuTV�<\!TV]�g1\�g��Vn v \>wX_1R/[>j$��d�Y?d�]!T�nuj UFS Q5U1Y
Q5R/nuR/�FY newfs(8) Y<nuR>g1]!Y5U5j$T�]eT��yb5R/n7\>g$S?R/w mount(8). �3\!Q5U5Y?nuT�U , TVdo_?Y;[>h iXR>]>Y5]!Ttd�R/foS*\>]!`�Y<dVnuR>g5]>Y5U5R>[-\!]!`
]>\!b5R/w3WZTsR/^>U1\>f v \!w5_1R>[/R>w;d�Y?d�]!T�nuT , b?\!b;[/htaFT , Q1U5R/d�]!Reg?\!^>TVU5Y5]!Ts]>\!b1j-� b5R-n7\!g$S?j :

� 

�
� ��


16-8. � � � � 
�� � � � � � ��� � � 
���� � � � � ��� ��� � ,
�
�
����
 � � � � � � �

� � � ��� � ,
��


�
����� �

� ������ � � � � mdmfs

# dd if=/dev/zero of=newimage bs=1k count=5k
5120+0 records in
5120+0 records out
# mdmfs -F newimage -s 5m md0 /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0 4846 2 4458 0% /mnt

+zdo_1Y<[>hxY1d�Q5R!_?`>f�j$TV]!TzQ1\>U1\>nuTV]!U md ^>T�fsg5R/nuTVU1\�jXd�]!U5R>w?d�]![-\ , ]!R mdmfs(8) ^/j>S*T�]�Y1d�Q5R!_?`>f�R/[/\>]!`
\![>]>R/n7\!]>Y5c5TVd�b5j$��g5jXnuTVU1\!}5Y1� md(4) S1_5m<\>[>]!R-n7\!]!Y5c1TVd�b1R>{�R�[>ht^>R/U1\tg5TVY1d�Q1R!_1`/f�j$TVnuR/{�RtjXd�]!U1R>w1d�]![/\ . ;yR!_1TVT
Q5R!_1g1j-��Y5g v R/U1n7\!}5Y1��R mdmfs(8) nuR!WZg5Rlg1\!w1]!YFg1\ed�]!U?\!g5Y5}?\�iFd�Q1U1\![/R>c5g5R/w;d�Y1d�]!TVnuh .

16.12.3. � � ���
������� �� !��� "!$Y� � �U� $ �9�! ��� FreeBSD 4.X
* U1\!w5[/T�U md(4) m5[!_5m5TV]>dom;Q5U1R/d�]>h�n�YFr v3v T�b5]>Y5[>g5h�n�d�Q5R/d�R>^/R/nKd�R/foS*\>g5YXm v \!w5_1R>[/h)ild�Y?d�]!T�n�[�Q?\>n+m5]!Y<[>R
FreeBSD 4.X.

* _5mF[>hyS*T�_1TVg5YXm;Q1\/n+m5]!YFY1d�Q5R!_?`>f�j$TV]>dom malloc(9).

~kU5R/d�]!R�[/R>f�`-nuY5]!T v \!wX_1R/[>j$��d�Y1d�]!T�nuj , b5R/]!R>U5j$��[>hxQ5U5Y1{�R>]>R>[>YX_?YFQ5U5Y<Q5R/nuR/�FY , d�b1\!W�T�n , vnconfig(8) Y :

� 

�
� ��


16-9.
�
�
���

md
� � � � � � � ��� FreeBSD 4.X

# dd if=newimage of=/dev/md0
5120+0 records in
5120+0 records out
# mount /dev/md0c /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md0c 4927 1 4532 0% /mnt

* _5m;Q5R!_?j-c1T�g5YXm<^>R!_?T�T�Q5R>_1g5R/w;Y5g v R/U1n7\!}5Y1Y , Q5R>W \�_1j$w1d�]>\ , R>^/U1\!]>Y5]!TVd�`�b%d�]!U1\>g5Y5}1\/n�d�Q1U1\![/R>c5g5R/w;d�Y1d�]!TVnuh
Q5R md(4).
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16.12.4. � � ���
����&�" �� !��� "!$ & � �!�#� ���U� � " �9 �"!$ � �U� $ � � � ��� FreeBSD 5.X

~kU5Y;U1\>^>R>]>Tsd v \!wX_1R/[>h�nuY;d�Y1d�]!T�n7\>nuY , R>]!R/^>U1\!W \!TVnuh�nuYF[ v \!wX_<YX_1YFQ?\>n+m5]!` , Y1d�Q5R!_1`/f�j$��]/dom;R�S*g5YFY;]>TsWZT
j-]>YX_1Y5]!h : mdconfig(8) YX_?Y mdmfs(8). ��TVd�]!R�S?_5m3iXU1\!g5TVg5YXm v \>wX_1R/[>h)i3d�Y1d�]!TVn�[eQ1\>n+m5]>Y<[/hyS?T�_5m5TV]>dom;c1T�U5TVf
malloc(9).

� 

�
� ��


16-10.
�	���

� � � � � ������� �
�
���

��� � � � � ����
 � � ���
�
� � � � � � � � � ��
 � ����� � � � mdconfig

# mdconfig -a -t malloc -s 5m -u 1
# newfs -U md1
/dev/md1: 5.0MB (10240 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 1.27MB, 81 blks, 256 inodes.
with soft updates
super-block backups (for fsck -b #) at:
32, 2624, 5216, 7808

# mount /dev/md1 /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md1 4846 2 4458 0% /mnt

� 

�
� ��


16-11.
�	���

� � � � � ������� �
�
���

��� � � � � ����
 � � ���
�
� � � � � � � � � ��
 � ����� � � � mdmfs

# mdmfs -M -s 5m md2 /mnt
# df /mnt
Filesystem 1K-blocks Used Avail Capacity Mounted on
/dev/md2 4846 2 4458 0% /mnt

�ynuT�d�]!Re]!R>{VR , c1]!R>^/h�Y1d�Q1R!_1`/f�R>[-\!]!` v \>wX_1R/[>j$��d�Y?d�]!T�nuj , R>Q5Y5U?\!���<j$�edom;g?\ malloc(9), [>R>f�nuR!WZg5R
Y1d�Q5R>_1`>fVR>[-\!]!`tQ1\/n+m5]!`lU1\!f�S?T�_?\�Q5R�S*b1\!c5b1Y , S1_5m<c5T�{VR�g5j-WZg5R�Q1U5R/d�]!Ref�\>nuT�g1Y5]!` malloc g?\ swap [eb5R/n7\>g$S?g5R/w
d�]!U5R/b5TyQ5U5YF[/htf�R/[>T mdconfig(8).

� ]!YX_1Y5]/\ mdmfs(8) Q5Rej$nuR>_1c1\>g5Y5� ( ^>TVf�R>Q1}5Y5Y -M) d�R>f�S*\ �V])S?Y1d�bF[eU1\!f�S?T�_1T
Q5R�S?b?\!c5b5Y .

* _5m;[>h)m1d�g5T�g1YXmF[/d�T�ikQ5R�S*U5R>^/g5R/d�]!T�w , Q1R!W \�_1j$w1d�]>\ , R/^>U1\>]!Y5]!T�d�`eb<d�]>U1\!g5Y1}1\>n�d�Q5U1\>[>R>c1g5R>w
d�Y1d�]!TVnuh�Q1R mdconfig(8) Y mdmfs(8).

16.12.5. � �!� � � 	�" �9 �" � !����� , �!�#� �
�U� � �U"%$W� �1� � �T� $ �9� � , �!� �� !���#"!$ &
+zdo_1Y v \!wX_?R>[>htTsd�Y1d�]!TVnuh , R>]!R/^>U1\!WZ\>TVnuhtT�[eQ1\>n+m5]>`eYX_?Y v \!w5_ , ^>R>_1`>a<T�g5TyY1d�Q5R>_1`>fVj$��]>d�m , [/\/nKg5j-W�g1R
[>h�d�[/R>^/R�S?Y5]>`t[/d�TsU5TVd�j$U1d�h S?_5mFd�Y1d�]!TVnuh . ~kT�U1[>h�npS?T�_1R/nKg5j-WZg5RlU1\!f�nuR>g5]!Y1U5R>[-\!]!` v \>wX_1R/[>j$��d�Y?d�]!T�nuj ,
fV\!]>TVn�[/R/d�Q1R!_1`/f�R>[-\!]!`-dom mdconfig(8) S?_5mFR>]>bX_1��c1T�g5YXm;S?Y1d�b?\�R/]ed�Y?d�]!T�nuh�YFR-d�[>R/^>R!S?Y5]!`tU5T�d�j$U1d�h .| Q5U5Y1nuTVU5j , c5]!R/^>hxR/]!bX_1�ec5Y5]!`kYFR-d�[/R>^>R!S?Y5]!`t[-d�TsU5TVd�j-U?d�h , Y1d�Q5R!_1`/f�j$TVnuhtT /dev/md4:

# mdconfig -d -u 4

* _5m;[>hyS*\>c5Y;Y5g v R>U1n7\>}5Y5YFR/^�R>]>b5R>g v Y1{�j$U5Y5U5R/[/\>g5g5h)ikj$d�]!U5R/w1d�]![-\�i md(4) Y1d�Q5R!_?`>f�j$TV]>dom;b5R-n7\!g$S�\
mdconfig -l.

�sR FreeBSD 4.X S1_5m;R/]!bX_1�ec5T�g5Y5m<jXd�]!U1R>w1d�]![/\�Y1d�Q5R>_1`>fVj$T�]>d�m;b5R/n7\>g$S*\ vnconfig(8). �3\>Q5U5Y1nuTVU , S1_5m
R>]!bX_?��c5TVg5YXmFY<R/d�[/R>^/R!W%S?T�g1YXm3[/d�T�ilU1TVd�j$U1d�R>[ , Y1d�Q1R!_1`/f�j$TVnuh)i /dev/vn4:

# vnconfig -u vn4
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16.13.
� � �;L����	� ��� ��H�L � IKI � E J���L �� � �3I �)G����

� ��.-��� B����V���=���%�> �"-# Tom Rhodes.

�sR FreeBSD 5.0 [/nuT�d�]!T)ds]!T�iXg5R>_1R>{VY5T�w �e]�_1R>WZT�g5g5h)i;R/^>g5R/[!_1TVg5Y5w3Q5U1ToS*d�]>\![>_1T�g1\�g5R>[-\�m3[>R/fVnuR>W�g1R/d�]>` :
{�T�g1T�U1\>}5YXmFnu{�g1R>[>TVg5g5h)i3b5R/Q5Y5w v \>wX_1R/[>h)i3d�Y1d�]!TVn .

��{�g5R/[>TVg5g5htTzb1R>Q5Y5YFQ5R>fV[>R!_1m5��]�Q5R>_1`>fVR>[-\!]!T�_1��d�R/foS*\>[/\>]!`�R>^/U1\!fVh fV\=S�\!g5g5h)i v \>wX_1R>[/h)ikd�Y1d�]>TVn�Y<U1\!^/R>]>\>]!`d�g5Y1nuY%b1\>bFd v \>wX_?\/nuY .
	 \!wX_?h�nu{�g5R/[>T�g1g5h)i3b5R>Q5Y1w3S?R>_5WZg5h�d�R/foS*\>[/\!]>`/domk[�]>R>w v \>wX_1R/[>R>w;d�Y1d�]>TVnuT , g1\=S

b5R>]!R/U5R>wFQ5U5R>Y1f�[>R!S?Y5]>d�mkS?T�w?d�]![/Y5T , Y<Q5R!_?`>f�R/[/\>]!T�_1`enuR!WZT�]ld�R>f�S*\![-\!]!`tg1Ts^>R>_1T�T 20 nu{�g5R/[>T�g1g5h)i3b5R>Q5Y1wkS1_5m
b1\�W%S?R/w v \!wX_?R>[>R/w;d�Y1d�]!TVnuh . 
�b5]>Y5[>g5htTyb5R/Q5Y5YFf�\!Q5Y?d�ht[/\>��]>d�m3[ld�j-Q1T�U5^!_?R>b , ]>\>bFc5]>ReR/g5Y;R/d�]>\!�e]>dom<[ed�Y5_1T
nuT�W%S?j3R>Q1T�U1\>}5YXm1nuYFnuR/g5]!Y5U5R/[/\>g5YXm;YFU?\!fVnuR/g5]!Y5U1R>[/\>g5YXm;[eQ5U5R>}1TVd�d�Tsd�Y1d�]!T�nug5h)iFQ5TVU5T�f�\!{VU5j$f�R>b . +sdo_1Y
nu{�g5R/[>T�g1g1\�m3b5R/Q5YXmF^/R!_1`/aFT�g5Tyg5j-WZg1\ , R>g1\enuR!WZT�]e^>ht]!`ej>S�\�_1T�g?\�d�]/\!g$S*\>U5]!g5R/wFb5R-n7\!g$S*R>w rm(1).
��{�g5R/[>TVg5g5htTzb1R>Q5Y5Y<nuR>{�j$]ej>S�\�_5m5]!`-dom;[�_1��^/R/n�Q5R/UXm$S?b5T , R�S*g1\!b5Re[/d �sY1d�Q1R!_1`/f�R>[-\!g5g1R>T7Q5U5R-d�]!U?\!g1d�]![>Reg5T
nuR!WZT�]e^>ht]!`eY1d�Q5R>_1`>fVR>[-\!g5R , ]/\!bFb?\!bkS?U1j-{�\�mFnu{Vg5R>[/T�g5g1\!m;b5R>Q1YXm<nuR!WZT�]eQ5U5TV]!T�g$S*R>[/\>]!`�g?\�g5TVb5R>]!R/U5htTz^>_1R>b1Y
Y5fsR-d�[/R>^>R>W%S���g5g1h)i .

��nuR-nuT�g5]lQ5TVU5[>R/g1\!c1\!_1`>g1R>{�Rtd�R>foS�\!g5YXm;jXd�]>\!g1\>[!_1Y1[/\!TV]>dom v _?\>{ schg ( R>^>U?\!]!Y5]>TVd�`ebFd�]>U1\!g5Y1}1\>n�d�Q5U1\>[>R>c1g5R>w
d�Y1d�]!TVnuh�Q1R�b5R-n7\!g$S?T chflags(1)) S?_5mFR>^/TVd�Q5T�c5TVg5YXm;]!R/{�R , c5]!R�S*\�WZTsQ5R!_1`/f�R/[/\!]>T�_1` root g5T)d�nuR!WZTV]
Q5U5R>Y1f�[>T�d�]!YFfV\!Q1Y1d�`e[enu{�g1R>[>TVg5g5j$��b1R>Q5Y5� . ��S?g?\!b5Reb5R/n7\>g$S*\ unlink(1) S?T�_?\>T�]eY1d�bX_?��c5TVg5Y5TzS1_5m v \>wX_1R>[
nu{�g5R/[>T�g1g5h)i3b5R>Q5Y1w , Q5R/f�[>R>_5mXm3YXi;j/S*\�_1m5]!`�Q5U1YFg1\!_1Y5c5Y5Y<jXd�]>\>g5R>[>_1T�g5g5R/{�R v _*\!{V\ schg, ]>\!b<c5]!Rlg5T�]
g5T�R/^!iXR�S?Y?nuR/d�]>Y;d�g5Y1n7\>]!` v _?\!{ schg Q5T�U5T�S%j/S*\!_1T�g5Y1T v \!w5_?\�nu{Vg5R>[/T�g5g5R/w;b5R/Q5Y5Y .

��{�g5R/[>TVg5g5htTzb1R>Q5Y5Y<d�R>f�S*\!�e]>dom<Q5U5YFQ1R/nuR>�<Y;j$]!YX_1Y1]!h mount(8). �k]!R>^/h�d�R>f�S*\!]>`enu{�g1R>[>TVg5g5j$��b1R>Q5Y5� /var [v \!wX_1T /var/snapshot/snap, [>R-d�Q5R>_1`>fVj$w5]!TVd�`�]>\>b5R>w;b5R-n7\!g$S*R>w :

# mount -u -o snapshot /var/snapshot/snap /var

� b?\!c5T�d�]![/Ts\�_?`>]!TVU5g1\!]>Y5[>g5R/{�Rld�U5T�S*d�]![-\�d�R>foS�\!g5YXmFnu{Vg5R>[/T�g5g1h)ikb1R>Q5Y5wF[>h�nuR!WZTV]!TsY?d�Q5R>_1`>fVR>[/\>]!`�j$]!YX_?Y5]!j
mksnap_ffs(8):

# mksnap_ffs /var /var/snapshot/snap

~kR/do_?Tzd�R/foS*\>g5YXmFnu{�g1R>[>TVg5g5R/w;b5R>Q1Y5YFT�d�]!`eg5TVd�b5R!_1`/b5Red�Q5R/d�R>^/R>[tT��yY1d�Q5R!_1`/f�R/[/\!g1YXm :

• �kTVb5R>]!R/U5htTs\�S*nuY5g5Y?d�]!U1\>]!R>U1h�^>j/S?j$]�Y1d�Q5R!_?`>f�R/[/\>]!` v \!w5_<nu{�g5R/[>TVg5g5R>w3b1R>Q5Y5Y;S1_5mF}1T�_1TVw<d�R/foS*\>g5YXm
U5TVf�TVU5[>g5R/w;b5R/Q5Y5Y , ]/\!bFb?\!bFnu{Vg5R>[/T�g5g1\!m;b5R>Q1YXm<nuR!WZTV]�^>ht]>`�Q5TVU5T�g5T�d�T�g?\�g1\ CD YX_1Y%n7\!{Vg5Y5]!g5j$��_1T�g1]!j .

•
� ]!YX_1Y5]/\eQ1U5R>[/T�U5b1\�}5T�_1R-d�]!g1R/d�]>Y v \!w5_1R>[/R>w;d�Y?d�]!T�nuh , fsck(8), nuR!WZT�]l^>ht]>`�fV\>Q5j$�FTVg1\tg1\�S�nu{�g1R>[>TVg5g5R/w
b5R/Q5Y5TVw . ~kR!_*\!{V\!m , c5]!R v \!wX_1R/[/\!mkd�Y1d�]!T�n7\�^/h)_?\�[eQ5R>U5m$S?b5T , b5R>{�S*\�R/g1\�^/h)_?\�dVnuR>g5]!Y1U5R>[-\!g1\ , [/hx[/d�T�{oS�\
S?R>_5WZg5hxQ5R>_1j$c1\!]!`eg5R>U?n7\�_1`/g5htw ( YFg5TVY5fVnuTVg5g5htw ) U5TVf�j-_1`>]/\!] . � ]!RlY1nuTVg5g5Rl]!R , c1]!Re[/htQ5R!_?gXm5T�] v R>g5R/[>htw
Q5U1R>}5T�d�d fsck(8).

• �'\>Q5jXd�]!Y1]!`�j$]!YX_?Y5]!j dump(8) dsnu{�g5R/[>T�g5g1R>w;b5R/Q5Y5TVw . ;yj/S?T�]ld�R>f�S*\![-\!]!`-domlS*\/nuQ , d�R/R>]![/T�]>d�]![>j$�e�FY5wv \>wX_1R>[/R>w3d�Y?d�]!T�nuTzg1\enuR/nuT�g1]ed�R/foS*\>g5YXm;nu{�g1R>[>TVg5g5R/w3b5R>Q5Y1Y .
� ]!Y5_1Y5]>\ dump(8) Q5U5Y;Y?d�Q5R>_1`>fVR>[/\>g5Y5YkR>Q5}1Y5Y

-L ]!R>WZTynuR>W�TV]�U1\>^>R/]>\!]!`ldznu{Vg5R>[/T�g5g5h�nuY<b5R>Q1YXm1nuY , d�R>foS�\![/\>]!`tYXikS*\/nuQ5h , \efV\>]!TVn�j/S*\!_5m5]!`efV\�R!S?Y5g
Q5U1R!iXR�S .

• 'ynuR/g5]!Y5U5R/[/\>]!`�b5R-n7\!g$S*R>w mount(8) nu{Vg5R>[/T�g5g1j-� b5R/Q5Y5� b1\!b;f�\>nuR/U5R!WZT�g1g5htw;R>^/U1\!f v \!wX_1R/[>R/w;d�Y1d�]!TVnuh .
�k]!R/^>h�dVnuR>g5]!Y1U5R>[-\!]!`�b1R/n7\!gXS?R>w mount(8) nu{�g5R/[>TVg5g5j$��b5R/Q5Y5� /var/snapshot/snap, fV\>Q5jXd�]!Y5]>T :
# mdconfig -a -t vnode -f /var/snapshot/snap -u 4
# mount -r /dev/md4 /mnt
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qsTVQ5T�U1`e[/h�nuR!WZT�]!TyQ5U5R/w5]!Y1d�`eQ1R�Y5TVU1\!UXiXY5Y<[/\>aFT�w3f�\ v Y5b?d�Y5U5R/[/\>g5g5R>w v \>wX_1R/[>R>w3d�Y1d�]!T�nuh /var,
d�nuR>g1]!Y5U5R/[/\!g1g5R>w3[lb1\!]/\�_1R/{ /mnt. �)d �y^>j/S?T�]�[e]!R-nKWZTsdV\>nuR/n d�R/d�]!R!m5g1Y5Y , [eb1\!b5R-nKr�]!Rl^>h)_?R�[>Re[>U5T�n+m
d�R>f�S*\!g1YXmFnu{�g5R/[>TVg5g5R>w3b1R>Q5Y5Y . +uS?Y1g1d�]![/T�g5g1h�n�Y1d�bX_1��c1T�g5Y5T�n�^>j/S?TV]�]!R , c5]!Re_1��^/htTsU?\!g5TVTsd�S*T�_?\>g5g5htT
nu{�g5R/[>T�g1g5htTzb5R/Q5Y5Y<^>j/S?j$]�[>YXS?g5h�b1\>b v \!w5_1hxg5j-_1T�[/R>wkS?_1Y5g5h .

| R/{oS*\�Y1d�Q5R>_1`>fVR>[-\!g5Y5T�nu{Vg5R>[/T�g5g1R>w;b5R/Q5Y5Y
fV\!b1R>g5c5TVg5R , R/g1\�nuR>WZT�]�^/ht]!`�j/S*\!_1T�g?\�b5R-n7\!g$S?R/w :

# umount /mnt
# mdconfig -d -u 4

* _5m;Q5R!_?j-c1T�g5YXm<^>R!_?T�T�Q5R>_1g5R/w;Y5g v R/U1n7\!}5Y1YFR softupdates Y<nu{Vg5R>[/T�g5g1h)ikb1R>Q5YXmXi v \>wX_1R>[/h)ikd�Y1d�]>TVn ,
[>bX_1�ec1\�m;]>T�iXg5Y5c5T�d�b5R/wFR/Q5Y1d�\>g5Y5T , [>h�nuR>W�TV]!TyQ5R/d�T�]!Y5]>`ldV\!w5]�� \!U5a%\�_5_?\ | ��U5b1\e��\!b | j-fVY5b1\ (Marshall Kirk
McKusick) Q5Re\�S?U5T�d�j http://www.mckusick.com/.

16.14. C ��L%G<IPDFL���E � I	� � E J���L������ �3I �)G����
| [>R>]>h - rV]!ReR/Q5}5Y5R/g1\�_?`>g1\!ml[/R>fVnuR>WZg5R/d�]!`�R/Q5T�U1\>}5Y5R/g5g5R>w;d�Y1d�]>TVnuh , b5R/]!R>U?\�m;Q5R/f�[>R>_5m5T�]�R>{�U?\!g5Y5c1Y5[/\>]!`
R>^��ATVn S?Y1d�b5R>[/R>{�R�Q5U5R/d�]!U1\>g1d�]![-\�Y / YX_1Y%b5R>_1Y5c5T�d�]![/R v \!w5_1R>[)S?_5mFb5R/g5b5U5TV]!g5R>{VR�Q5R>_1`>fVR>[-\!]!T�_5m3YX_1YFc5_1T�g5R/[R>Q5U5T�S?T�_?T�g5g5R/w;{�U1j-Q1Q5h�[�U?\>nub1\!ikR!S?g5R/w v \!wX_?R>[>R/w;d�Y1d�]!TVnuh . �3\!�FTz[/d�TV{�Rer�]>\e[>R/fVnuR!WZg5R-d�]!`�Y1d�Q5R>_1`>fVj$T�]>d�m;[
d�Y1d�]!TVn7\!ikU?\!foS*T�_1TVg5YXmF[/U5TVnuTVg5Y , b5R/{oS*\�WZT�_?\>]!T�_1`/g5R�R/{�U1\>g5Y5c5Y1]!`�b5R>_1Y5c5T�d�]![/R�U5T�d�j$U1d�R/[ , b1R>]!R/U5htTsnuR>W�TV]
Y1d�Q5R>_1`>fVR>[-\!]!`tR!S?Y5gFQ1R!_1`/f�R>[-\!]!T�_1`tYX_1Y<{�U5j$Q5Q?\�Q5R>_1`>fVR>[/\>]!T�_?T�w .

� ]!RlQ5R/f�[>R>_1Y5]�g5TzS?R/Q5jXd�]!Y5]>`ed�Y1]!jX\!}5Y5Y ,
b5R>{�S*\�R!S?Y5g;Q5R>_1`>fVR>[-\!]!T�_1`�YX_1Y<{�U5j$Q5Q?\�Q5R>_1`>fVR>[/\>]!T�_?T�w3fV\>Q5R!_?gXm5��]e[/d ��S?R/d�]!j$Q5g5R/T7S?Y1d�b5R>[/R>T�Q1U5R/d�]!U1\!g?d�]![/R .

16.14.1. �����������
����� ��� � "!� �� !���#"!$ & �T�  !���T����� ���������9 �" �W !��������& � �����!�
~kT�U5T�S<]!TVn , b1\!b<Q5R>Q1ht]>\!]!`-dom;Y1d�Q5R!_?`>f�R/[/\>]!`yS?Y1d�b5R>[/htTzb5[/R>]!h , g5TVR>^>i$R!S?Y1nuR�j$^/ToS?Y5]>`/dom , c5]!Rlb5[>R/]!hx[>bX_?��c5TVg5h
[�[/\>aFT�nPm$S?U5T . � ]!R�S*T�_?\>T�]>d�m3S?R>^-\![>_1T�g5Y1TVnKdo_1T�S?j$���<T�w<d�]!U5R/b5YF[�b1R>g v Y5{Vj$U1\!}5Y1R>g5g5htw v \>wX_F[-\!aFTV{�Rtm$S*U1\ :
options QUOTA

��d�]>\!gXS*\!U5]>g5R/nKm$S*U5T GENERIC rV]!R�Q5RljXnuR!_1c?\!g5Y5��g5Ty[>bX_1�ec5T�g1R , ]>\>bFc5]>R�S1_1mFY1d�Q1R!_1`/f�R>[-\!g5Y5m�S?Y?d�b5R/[>h)i
b5[>R/]�[/\/nKg5j-W�g1Re^/j>S*T�]�g1\/d�]!U1R>Y5]!` , R>]>b5R/nuQ5Y5_1Y5U5R/[/\!]>`�YFjXd�]>\!g5R/[>Y5]>`ed�R/^/d�]>[>T�g1g5R>T7m$S*U5R . ~kR>W \�_1j$w1d�]>\ ,
R>^>U?\!]!Y5]>TVd�`ebF�'_ . 8 f�\)S?R/Q5R!_?g5Y5]!T�_1`>g5R/w;Y5g v R/U1n7\!}1Y5T�w<R�g1\/d�]!U5R/w5b5Tzm$S?U1\ .
�'\!]!T�nK[/\/n�Q5R>]>U5T�^/j-TV]>dom;[/bX_1�ec5Y5]!`lb5[>R/]!Y5U5R/[/\>g5Y5TuS?Y?d�b5R/[�[ v \>wX_1T /etc/rc.conf.

� ]!R�S?T�_?\!TV]>dom
S?R>^-\![!_?T�g5Y5Tz]>\!b5R/wFd�]>U5R>c5b1Y :

enable_quotas="YES"

* _5m;^>R>_1T�TsQ5R!_1g1R>{�R�b5R>g5]>U5R!_5m<g1\=S<f�\!Q5jXd�b5R/nKb5[/R>]!Y1U5R>[-\!g5YXm;Y?nuT�T�]/dom3S?R/Q5R!_?g5Y5]!T�_1`>g1\!m;Q5T�U1TVnuT�g1g1\�mkS1_1m
g1\>d�]!U5R>w1b5Y .

| \>b;Q5U1\>[>YX_1R , Q5U5Y<fV\!{VU5j$f�b5Ts}5T�_?R/d�]>g5R/d�]!`�b5[/R>]�b?\�W%S?R>w v \!wX_1R/[>R/w;d�Y1d�]!TVnuh�Q1U5R>[/T�UXm5TV]>dom
Q5U5R>{VU1\>n7nuR/w quotacheck(8). ~kU5Y<U1\!^/R>]!TsQ5U5R/{�U1\/n7nuh quotacheck(8) Q5U5R/[>TVUXm5T�]>d�m;]!R>c1g5R>T)d�R/R>]![/T�]>d�]![>Y5T
S*\!g5g1h)ik[�^/\!fVTuS*\>g5g5h)i3b5[>R/])S*\>g5g5h�nK[ v \>wX_1R/[>R>w3d�Y1d�]!T�nuT . � ]>R�[>T�d�`-n7\yS?R!_?{�Y5w;Q1U5R>}5T�d�d , c5]!RlR>]!U1\!W \!T�]/dom;g1\[>U5T�nuT�g5Y;f�\!{VU5j$f�b5Y%d�Y1d�]!TVnuh . +zdo_1Y<[/\/nKfV\�iXR/c5T�]>d�m;Q5U5R/Q5jXd�]!Y5]>`erV]!R>]�a%\!{ , ]!RtS?_5mFr�]>R>{�ReQ5U5T�S?g1\!fVg1\!c1T�g1\
d�Q5TV}5Y1\�_?`>g1\!mkQ1T�U5T�nuT�g5g1\!mF[ v \>wX_1T /etc/rc.conf:

check_quotas="NO"

+zdo_1Y<[>hxU1\>^>R/]>\!TV]!Tsd FreeBSD [/T�U1d�Y5w3S*R 3.2-RELEASE, ]!Reg?\>d�]>U5R>w5b?\)S?T�_?\!TV]>domFQ1U5R>�<T , Y<R>g1\ed�R/d�]!R>Y1]
]!R!_1`/b5R�Y1fzR�S*g5R>w<Q5T�U5T�nuT�g5g1R>w . �µ\=S*\>w5]!Tsd�_1ToS*j-�e�FTVTs[e[/\!a<TVn v \>wX_1T /etc/rc.conf:
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check_quotas="YES"

�3\!b5R/g5T�} , [-\>nKQ5R/]!U5TV^>j$T�]>d�mFR>]>U5ToS*\>b5]!Y5U1R>[/\>]!` v \>wX_ /etc/fstab S?_5mF[>b5_1��c5TVg5YXm3S*Y1d�b5R/[>h)i3b5[/R>]�g1\ej$U5R>[/g5Tv \!wX_1R/[>h)i3d�Y1d�]!TVn .
� ]!R�]>RlnuT�d�]!R , {oS?Ts[>h�nuR>WZT�]!Ty[>bX_?��c5Y5]>`eb5[/R>]!h�S?_5mFQ5R>_1`>fVR>[/\>]!T�_?T�w , S1_5m<{�U5j$Q5Q<YX_1Y3S?_5m

R>^>TVYXikr�]!YXi;b?\!]!TV{�R>U1Y5w3S1_1mF[/d�T�i3[/\>aFYXi v \!wX_?R>[>h)i3d�Y?d�]!T�n .
* _5m;[>bX_?��c5TVg5YXmFQ5R>_1`>fVR>[-\!]!T�_1`/d�b5YXieb1[>R>]�S1_5m v \>wX_1R/[>R>w3d�Y1d�]!T�nuh , S?R/^/\![/`>]!TzQ1\!U1\/nuT�]!U userquota [�Q5R>_1T
Q1\!U1\/nuT�]!U1R>[ v \>wX_1R/[>R>w3d�Y1d�]!T�nuh , g1\eb5R/]!R>U5R/w;[>h iXR/]!Y5]!Ty[>bX_?��c5Y5]>`eb5[/R>]!Y5U1R>[/\>g5Y5T , [ v \!w5_1T /etc/fstab.
�3\!Q5U5Y?nuT�U :

/dev/da1s2g /home ufs rw,userquota 1 2

~kR�S?R/^>g5h�npWZTsR/^>U1\>f�R-n S?_5mF[>b5_1��c5TVg5YXmFb1[>R>]>Y5U5R>[-\!g5Y5mkg?\�j$U5R>[/g5Tz{VU5j$Q5Q , [/R/d�Q5R!_1`/f�j$w5]!T�d�`tQ1\>U1\>nuTV]!U5R-n
groupquota [-nuTVd�]>R userquota. �k]!R/^>hx[>b5_1��c5Y1]!`eb1[>R>]>Y5U5R>[-\!g5Y1T�b1\!b;S1_5mFQ1R!_1`>fVR>[-\!]!T�_1T�w , ]>\>bFY;S1_5m
{�U5j$Q5Q , Y5fVnuTVg5Y5]!Ttd�]>U5R>c5b1j;do_1T�S?j$���FY?n�R>^/U1\!fVR/n :

/dev/da1s2g /home ufs rw,userquota,groupquota 1 2

~kR�jXnuR!_1c?\!g5Y5� v \!wX_?hxb5[>R/]�iXU1\!g5m5]>dom;[eb5R>U5g1T�[>R-nKb1\!]/\�_1R/{�T v \>wX_1R/[>R>w;d�Y1d�]>TVnuh�[ v \!wX_?\!i;d�Y1nuTVg1\>nuY
quota.user Y quota.group d�R>R/]![>TV]>d�]![/T�g5g1R)S1_5mFQ1R!_1`/f�R>[-\!]!T�_1`/d�b5YXilYF{�U1j-Q1Q5R>[/h)ikb1[>R>] . * _5m;Q5R!_?j-c1T�g5YXm
Q5R�S?U1R>^>g1R>w3Y5g v R/U1n7\!}1Y5Y;R>^/U1\!]>Y5]!TVd�`�b<b5R/n7\>g$S?T fstab(5). ��R/]�m<d�Q5U1\![/R>c5g?\�m;d�]!U?\!g5Y5}?\�Q5R fstab(5)
j-]>[>T�U5W<S�\!T�] , c5]!Rl[>h�nuR>W�TV]!Tyj-b?\!fV\>]!`tS*U5j${�R>TynuTVd�]!R>Q5R>_1R!WZTVg5Y5T v \>wX_1R>[edzb5[/R>]>\/nuY , rV]!R>{VRtS?T�_?\!]!`eg5T
U5T�b5R-nuT�g$S*j-TV]>dom , Q5R>]!R-nuj3c5]!RlU1\!f�_1Y5c5g1htTzj$]!YX_1Y1]!hxS1_1mFU1\!^/R>]!h�dsb5[>R/]>\>nuYFg5TynuR/{�j$]�g5R/U1n7\�_?`>g5ReU1\!^/R>]>\>]!`�[
]>\!b5R/wFd�Y1]!jX\!}5Y5Y .

�3\tr�]!R-n�r�]/\!Q5Ts[>h�S?R>_5WZg5hxQ5T�U1T�fV\>{�U5j$fVY5]!`�[-\!aFjkd�Y?d�]!T�nuj;d�g5R/[>h�nPm$S?U5R-n . 'sb5U5Y5Q1] /etc/rc \![/]!R/n7\>]!Y5c5T�d�b5Y
fV\!Q1j$d�]!Y5]ld�R>R/]![>TV]>d�]>[>j$���<Y5Tzb5R-n7\!g$S*h�S1_5m<d�R>foS�\!g5YXm;g?\!c1\!_1`>g5h)i v \!w5_1R>[)S?_5mF[/d�T�i3b5[/R>] , b5R/]!R>U1htTs[/h
d�R>f�S*\�_?Y;[ v \>wX_1T /etc/fstab, ]>\>bFc5]!Reg5T�]lg5j-W%S?h�[/U5j$c5g5j$��d�R>foS�\![/\>]!`�g5Y1b1\!b5Y5i v \>wX_1R/[�b5[>R/]�g5j-_1TV[>R/w
S1_1Y5g5h .

~kU5Y;g5R/U1n7\�_1`/g5R>wFU1\!^/R>]!Ts[/\>nKg1TsQ5R/]!U5TV^>j$T�]>d�m;[>U5j$c5g1j-��fV\>Q5jXd�b1\>]!`�Q5U1R>{�U?\>n7nuh quotacheck(8), quotaon(8)
YX_1Y quotaoff(8). ��S?g1\>b5R�[-\>nKg5j-WZg5ReiXR>]�m;^/hxQ5U5R>c1TVd�]>`ld�]!U1\!g1Y5}5h�d�Q5U1\![/R>c5g1Y5b1\tQ5Rer�]!Y?n�b5R-n7\!g$S*\/n , Q5U5R-d�]!R
c5]!R>^/hxR>fVg1\!b5R-nuY5]!`-domFd�Y5i v j-g1b5}5YXm1nuY .

16.14.2.  ���#���T� ����� �����%�| \!b3]!R>_1`>b5R�[>h g1\>d�]!U5R/YX_1Y;[-\!aFjkd�Y?d�]!T�nujlg?\�Y1d�Q5R!_1`/f�R/[/\!g1Y5Tub5[>R/] , Q5U5R>[/T�U5`/]!T , c1]!R�R/g5YkS?TVw1d�]![/Y5]!T�_1`>g5Re^>h)_1Y
fV\=S*T�w1d�]![>R/[/\!g1h . ~kU1R/d�]>h�n�d�Q5R-d�R/^>R/nKdoS?T�_?\>]!`�rV]!Rem5[!_5m5TV]>dom;fV\>Q5jXd�b;]/\!b5R/wFb5R-n7\!g$S?h :

# quota -v

�sh�S*R!_5WZg5h�j$[/Y$S?T�]>`�R�S*g5R/d�]!U5R>c1g5j$��Y5g v R/U1n7\!}1Y5� , R>]!U1\!W \!���<j$��Y1d�Q1R!_1`/f�R>[-\!g5Y1T+S?Y1d�b?\�Y<]!T�b5j$�<Y5T
R>{�U?\!g5Y5c1T�g5YXmkS?_5mFb1\!W<S*R>w v \>wX_1R>[/R>w;d�Y1d�]!T�nuh , g1\�b5R>]>R>U5R/w;[>bX_?��c5TVg5Reb5[/R>]!Y1U5R>[-\!g5Y5T .
qsTVQ5T�U1`e[/h�S?T�w1d�]![>Y1]!T�_1`/g5Rl{�R>]>R>[>h f�\=S*\>[/\!]>`�R>{VU1\!g5Y1c5T�g5Y5m;Q5U5YFQ1R/nuR>�<Y;b5R-n7\!g$S?h edquota(8).
� [-\>d7T�d�]!`lg5TVd�b5R!_?`>b5R�[-\!U5Y?\!g5]!R/[�]!R/{�R , b1\!b<Q5U5Y5[/R�S?Y5]>`�[tS*T�w1d�]![>Y5TyR>{VU1\!g1Y5c5T�g5Y5m;Q5ReR/^��µT�nuj�S*Y1d�b5R/[>R/{�R
Q5U5R/d�]!U1\>g1d�]![-\ , b1R>]!R/U5htwFnuR>{Vj$]�fV\>g5Y1n7\>]!`�Q5R>_1`>fVR>[-\!]!T�_1`tYX_1Y%{�U5j$Q5Q?\ , \�]/\!bXWZTyQ5R�b5R>_1Y5c5T�d�]![/j v \!wX_1R/[ ,
b5R>]!R/U5htT�R/g5YFnuR>{Vj$]�d�R/foS*\>]!` . �yh�nuR!WZT�]>TzR>{VU1\!g1Y5c5Y5[-\!]!`�U?\!fVnuTV�FT�g1Y5T�U5T�d�j$U1d�R/[�g1\tR-d�g5R/[>T�R/^��µT�n7\sS?Y1d�b5R>[/R>{�R
Q5U5R/d�]!U1\>g1d�]![-\ ( b5[>R/]!Y5U5R/[/\>g5Y5T�^>_1R>b5R/[ ), b1R!_1Y5c1TVd�]>[/\ v \>wX_1R/[ ( b1[>R>]>Y5U5R>[-\!g5Y1T inode) YX_1Y<YXi;b5R-nu^>Y5g1\>}5Y5Y .
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| \�W%S?R>TzY5fsrV]!YXi;R/{�U1\>g5Y5c5TVg5Y5w , [ld�[/R>��R/c5T�U1ToS?` , S?T�_1Y1]>domFg?\tS?[/Tzb1\>]!T�{VR>U5Y1Y : n+m5{Vb5Y5TyY;W��Vd�]!b5Y5T
R>{�U?\!g5Y5c1T�g5YXm .
� ��d�]!b1R>TzR/{�U1\>g5Y5c5TVg5Y5Tyg5TsnuR>WZT�]�^/ht]!`lQ5U5T�[/htaFTVg5R . | \>b;]!R!_?`>b5ReQ5R!_1`/f�R>[-\!]!T�_1`yS?R-d�]!Y5{)d�[/R>YXi3R/{�U1\>g5Y5c5TVg5Y5w ,
U5TVd�j-U?d�h�d�R/R>]![/T�]>d�]![>j$�e�FT�w v \!wX_1R/[>R/w;d�Y1d�]!TVnuh�T�nuj3^>R>_1`>a<T�[>hyS?T�_5m5]!`-dom;g5Ty^>j/S?j$] . �3\>Q5U5Y1nuTVU , TVd�_1Y
Q5R!_1`/f�R/[/\!]>T�_1`tY1nuTVT�]eWZTVd�]>b5R>TsR>{�U?\!g5Y5c1T�g5Y5Ts[ 500 ^>_1R>b5R/[�g1\ v \!wX_1R/[>R/w;d�Y1d�]!TVnuTyYF[e]!T�b5j$�<Y5w%nuR-nuT�g5]eR>g
Y1d�Q5R>_1`>fVj$T�] 490 ^!_?R>b5R/[ , ]!RlQ5R!_1`/f�R/[/\!]>T�_1`�nuR>W�TV]�Q5R>_1j$c5Y5]!`�S?R/Q5R!_1g1Y5]!T�_?`>g5ReT��FT 10 ^>_1R>b1R>[ . ~kR/Q5ht]!b1\
Q5R!_1j$c5Y1]!`�TV�FT 11 ^!_?R>b5R/[�R>b5R/g5c5Y5]/domFg5TVj/S*\!c5g1R .
'�S?U5j${�R/wFd�]!R/U5R>g1h , n+m5{�b5Y1TsR/{�U1\>g5Y5c5TVg5YXmFnuR>{Vj$]�^>ht]>`�Q5U5TV[>htaFTVg5hx[�]>T�c5TVg5Y5YFg1T�b5R/]!R>U5R/{�ReQ5T�U5Y1R�S*\t[/U5TVnuTVg5Y .� ]!R>]eQ5T�U5Y1R�S%[/U5TVnuTVg5Y;]>\>bXWZTsg?\!f�ht[-\!�e]�Q5T�U1Y5R�S?R-n�R>]/d�U5R/c5b5Y , b1R>]!R/U5htw;Q5Rlj$nuR>_1c1\>g5Y5��U?\![>TVg;R�S*g5R>w;g1ToS?T�_1T .
+zdo_1Y<Q5R!_?`>f�R/[/\>]!T�_1`tQ1U5T�[/hta<\!TV]ed�[>R �sn+m5{�b5R/TsR/{�U1\>g5Y5c5TVg5Y5Tz[e]!T�c1T�g5Y5TyQ5TVU5Y5R�S�\�[>U1TVnuT�g1Y , Q5U5TV[>hta%\!���<T�{VR
R>]>d�U5R>c5b1j , ]!RerV]!Ren+m5{Vb5R>TyR>{VU1\!g1Y5c5T�g1Y5Tsd�]>\!g5R/[>Y5]/dom3WZTVd�]!b5Y1n YFQ5R-do_1ToS*j-�e�FTVTz[>hyS*T�_1TVg5Y5TzU1TVd�j$U1d�R>[�^/j/S?T�]
fV\!Q1U5T��<T�g5R . | R>{oS�\tQ5R!_?`>f�R/[/\>]!T�_1`�[>T�U1g���]>d�m;R>^/U1\!]!g1R�bFR/]>nuT�]>b5T , nuTVg5`>a<T�w , c5TVn�n+m5{Vb5R>TyR>{VU1\!g1Y5c5T�g1Y5T , ]!R
Q5T�U5Y1R�S<R/]>d�U5R/c5b5Y<^>j/S?T�]ld�^/U5R>a<T�g .
* \�_1TVT�Q5U5Y5[/R�S?Y1]>domFQ1U5Y1nuT�U%]!R/{�R , c1]!Re[/h�nuR!WZTV]!Tsg?\!^!_?�tS*\>]!`�Q5U5Y%fV\>Q5jXd�b5T�b1R/n7\!gXS?h edquota(8).

| R>{oS�\
[>htf�ht[-\!TV]>dom3b5R-n7\!g$S*\ edquota(8), [/hxR>b1\>f�ht[/\>T�]!T�d�`�[eU5ToS�\!b5]!R/U5T , fV\=S�\!g5g5R-nKQ5T�U1TVnuT�g1g5R>w<Q5T�U5T�nuT�g5g1R>w
R>b5U5j-WZT�g1YXm EDITOR, YX_1Y<[�U5T�S*\!b5]>R>U5T vi, TVd�_1Y;Q5TVU5TVnuTVg5g1\!m EDITOR g5TyfV\=S�\!g1\ , Y<nuR!WZTV]!TsU1ToS*\>b5]!Y5U5R/[/\>]!`
b5[>R/]!h .

# edquota -u test

Quotas for user test:
/usr: blocks in use: 65, limits (soft = 50, hard = 75)
inodes in use: 7, limits (soft = 50, hard = 60)
/usr/var: blocks in use: 0, limits (soft = 50, hard = 75)
inodes in use: 0, limits (soft = 50, hard = 60)

* _5m;b1\�W%S?R/w v \!w5_1R>[/R>w;d�Y?d�]!T�nuh , g1\�b5R>]!R/U5R>w<[>bX_?��c5TVg5R�b5[/R>]!Y1U5R>[-\!g5Y5T , [>h�S?R>_5WZg5h�j$[>Y$S*T�]!`�S?[>Tyd�]!U5R/b5Y . �
R�S?g5R/wFd�]>U5R>b5TyQ5U5Y1[>ToS*T�g5hxR/{�U1\>g5Y5c5TVg5YXm;g1\e^!_1R/b5Y , \�[tS?U1j-{VR>w;g?\�b5R>_1Y5c5T�d�]![/R inode. �3\!Q5U1Y1nuT�U , c5]!R>^/h
j-[/T�_1Y1c5Y5]!`eR>{�U?\!g5Y5c1T�g5YXm;g?\tb5R!_?Y5c5TVd�]![>Re^!_1R/b5R>[tS1_5m;Q5R>_1`>fVR>[/\>]!T�_1m3dsn+m5{�b5R/{�R�R/{�U1\>g5Y5c5TVg5YXm;[ 50 Y;W���d�]!b5R/{�RR>{�U?\!g5Y5c1T�g5YXm;[ 75, g1\�n+m5{Vb5R>TyR>{VU1\!g5Y1c5T�g5Y1Tz[ 500 Y;W���d�]!b5R/TsR/{�U1\>g5Y5c5TVg5Y5Ts[ 600, Y5fVnuTVg5Y5]!T :
/usr: blocks in use: 65, limits (soft = 50, hard = 75)

g1\ :
/usr: blocks in use: 65, limits (soft = 500, hard = 600)

�kR>[>htTzR>{�U?\!g5Y5c1T�g5YXm;[-d�]!j$QXm5]e[ed�YX_1j3Q5R-do_1Ts[>h)iXR�S*\�Y5fsU1ToS*\>b5]!R>U?\ .
(kg5R>{�S*\)WZT�_?\>]!T�_?`>g5Rej$d�]>\!g1R>[>Y1]!`�R/{�U1\>g5Y5c5TVg5YXm;b5[/R>]�g1\eg5TVb5R>]!R/U5htwkS?Y?\!Q1\>f�R>g UID ( Y$S?T�g1]!Y v Y5b1\>]!R>U1R>[
Q5R!_1`/f�R/[/\!]>T�_1TVw ).

� ]!RknuR!WZg5Rld�S?T�_?\!]!`eQ5U5Y<Q5R/nuR/�FYFQ?\!U1\/nuT�]!U1\ -p [lb5R/n7\>g$S?T edquota(8). �yR - Q5T�U5[/h)i ,
j$d�]>\!g1R>[>Y1]!T�WZT�_*\!TVnuR/TzR/{�U1\>g5Y5c5TVg5Y5T7S?_5mFQ5R>_1`>fVR>[/\>]!T�_1m , \efV\>]!TVn�fV\!Q5jXd�]!Y5]!Tyb5R/n7\>g$S?j edquota -p

protouser startuid-enduid. �3\>Q5U5Y1nuTVU , TVd�_1YFQ1R!_1`/f�R>[-\!]!T�_1` test Y1nuTVT�]�WZT�_?\!T�nuhtTzR>{VU1\!g1Y5c5T�g1YXm , ]!R
S1_5m3S?j$^>_1Y5U5R/[/\!g1YXm3r�]!YXi;R/{�U1\>g5Y5c5TVg5Y5w;g?\�Q5R>_1`>fVR>[-\!]!T�_1T�w;d UID R>] 10000 S?R 19999 nuR!WZTV]�^>ht]>`
Y1d�Q5R>_1`>fVR>[-\!g1\)]>\>b1\�m;b1R/n7\!gXS*\ :
# edquota -p test 10000-19999
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* R>Q5R>_1g5Y5]!T�_1`>g1j-��Y5g v R/U1n7\!}5Y1��nuR!WZg5RlQ5R>_1j$c5Y5]!`eY5fyd�Q5U1\>[>R>c1g5R>w;d�]!U1\!g1Y5}5h�Q5Reb5R/n7\>g$S?T edquota(8).

16.14.3. � ������"�� ��� � �L��� �9 	�" �9 ��   !���T����� ���������9 �� �W !�����
* _5m;Q5U5R/[>T�U1b5Y;b5[/R>]�Y<Y1d�Q1R!_1`/f�R>[-\!g5Y5m�S?Y?d�b5R/[�[>h�nuR>WZT�]!TyY1d�Q1R!_1`/f�R>[-\!]!`�b5R/n7\>g$S?h quota(1) YX_1Y repquota(8).| R/n7\!gXS*\ quota(1) nuR!WZTV]�^>ht]>`eY1d�Q5R!_?`>f�R/[/\>g1\sS1_5m;Q5U1R>[>TVU5b5Y<b5[>R/]�R>]=S*T�_1`/g5h)i3Q5R!_1`/f�R/[/\!]>T�_1TVw , {�U5j$Q5Q , \
]>\!bXWZTyY1d�Q1R!_1`/f�R>[-\!g5Y5m�S?Y?d�b5R/[ . ~kR>_1`>fVR>[/\>]!T�_?`�nuR!WZT�]e]!R!_1`/b5R�Q1U5R>[/T�U5Y5]>`ed�R/^/d�]>[>T�g1g5j$��b5[/R>]!jkYFb1[>R>]>jl]>R>w
{�U5j$Q5Q5h , bFb5R/]!R>U5R/w;R>g<Q5U5Y5g?\=S1_1T�WZY5] . qyR!_?`>b5Rl\=S*nuY5g1Y1d�]!U?\!]!R/U%d�Y1d�]!T�nuh�nuR!WZTV]�Q5U5R/[>TVU5Y5]!`eb5[>R/]!hx[/d�T�i
Q5R!_1`/f�R/[/\!]>T�_1TVwlYF{�U5j$Q5Q .

| R/n7\!gXS?j repquota(8) nuR>WZg5R�Y1d�Q5R!_1`/f�R/[/\!]>`yS1_5m;Q5R>_1j$c5T�g5Y5mFd�jXn7n7\!U5g1R>wFd�]>\!]!Y?d�]!Y5b1Y
[/d�T�i3b5[>R/]�YFY1d�Q5R!_?`>f�R/[/\>g5YXmeS?Y1d�b1R>[tS?_5m v \!w5_1R>[/h)ikd�Y1d�]!T�n�ds[>bX_1�ec5T�g1g5h�nuYFb5[/R>]>\/nuY .
* \�_1TVT�Q5U5Y5[/ToS?TVgFQ5U1Y1nuT�U<[>ht[>R!S*\tb5R-n7\!g$S*h quota -v S?_5mFQ5R>_1`>fVR>[/\>]!T�_1m , b5R>]!R/U5htw;Y1nuTVT�]lR>{VU1\!g5Y1c5T�g5Y5m;g1\
S?[>j-i v \!wX_?R>[>h)i3d�Y?d�]!T�n7\�i .

Disk quotas for user test (uid 1002):
Filesystem blocks quota limit grace files quota limit grace

/usr 65* 50 75 5days 7 50 60
/usr/var 0 50 75 0 50 60

� rV]!R/n�Q5U5Y1nuTVU5TsS1_5m v \>wX_1R>[/R>w3d�Y?d�]!T�nuh /usr Q5R>_1`>fVR>[/\>]!T�_?`tQ5U5T�[/h�d�YX_%d�[>R/Tsn+m5{Vb5R>TsR>{�U?\!g5Y5c1T�g5Y5Ts[ 50
^!_1R/b5R>[�g?\ 15 ^!_1R/b5R>[�Y<Y1nuT�TV] 5 S?g5T�w;S?RlY1d�]!TVc5T�g1YXmFR>]/d�U5R/c5b5Y . �e]/nuT�]!`/]!TsfVg1\!bFf�[>TVfoS?R/c5b5Y *, b5R/]!R>U5htw
j-b?\!f�ht[-\!TV]tg1\�Q1U5T�[/htaFT�g1Y5TzQ5R>_1`>fVR>[-\!]!T�_1TVnKd�[/R>TV{�R�R/{�U1\>g5Y5c5TVg5YXm .| \!b;Q5U?\![>Y5_1R , v \>wX_1R>[/htTzd�Y?d�]!T�nuh , g1\�b1R>]!R/U5h)i;Q5R!_?`>f�R/[/\>]!T�_1`tg1Tsf�\!g5Y1n7\>T�])S*Y1d�b5R/[>R/{�R�Q5U1R/d�]>U1\!g1d�]![/\ , g5T
Q5R>b1\>f�ht[-\!��]/dom3[�[/ht[>R�S*Tzb5R-n7\!g$S?h quota(1), S�\�WZTzT�do_1Y<TVnuj3[>hyS*T�_1TVg1\�b5[/R>]>\�g1\�rV]!R>w v \!wX_?R>[>R/w3d�Y1d�]!TVnuT .
~kU5Y;Y1d�Q5R!_1`/f�R/[/\!g1Y5Y3Q1\!U?\>nuT�]>U1\ -v rV]!Y v \>wX_1R/[>htTzd�Y1d�]!T�nuh�[>ht[/R�S1m5]/dom , b1\>b , g1\>Q5U5Y1nuTVU ,

v \!w5_1R>[-\�m3d�Y1d�]!TVn7\
/usr/var [eQ5U5Y1nuTVU5T)[>htaFT .

16.14.4. � ���!�%& � NFS| [>R>]>hxR>Q5U5T�S?T�_1m5��]>d�mFQ5R�S�d�Y1d�]!TVnuR/w;b5[>R/]�g1\ed�TVU5[>TVU5T NFS.
* \!T�nuR>g rpc.rquotad(8) Q5U5T�S?R/d�]>\![>_5m5T�]

Y5g v R>U?n7\!}5Y5��R�b5[/R>]>\!ilS1_5mFQ5U1R>{�U?\>n7nuh quota(1) g1\�bX_1Y5TVg5]>\!i NFS, Q5R/f�[/R!_5mXm3Q5R>_1`>fVR>[/\>]!T�_1m1npg?\�rV]!YXi
n7\!aFY1g1\�i;d�nuR/]!U5TV]!`ld�[>R/��d�]/\!]!Y1d�]!Y5b5j3Rlb5[/R>]>\!i .

�sb5_1��c5Y1]!T rpc.rquotad [ v \!wX_1T /etc/inetd.conf d�_1ToS?j$�e�FY1n�R/^>U1\>f�R-n :

rquotad/1 dgram rpc/udp wait root /usr/libexec/rpc.rquotad rpc.rquotad

qsTVQ5T�U1`eQ5TVU5T�f�\!Q5jXd�]!Y5]!T inetd:

# kill -HUP ‘cat /var/run/inetd.pid‘

16.15. � I � DFL���E � I	� ��I �3HeL �� �MD<E;O ��� ��L��
��� .���� B�� �
	�� �������"-#

Lucky Green.

FreeBSD Q1U5ToS?R-d�]>\>[!_5m5TV]�Q5U5TVb5U1\/d�g5j$� [>R>f�nuR!WZg5R-d�]!`�Q1R�fV\>�FY5]>TsR/]�g5TVdV\!g5b1}5Y5R>g1Y5U5R>[-\!g5g1R>{�RyS*R/d�]>j-Q?\�b
S*\!g5g1h�n . ~kU1\![-\tg1\�S?R/d�]!j$Q;b v \>wX_?\/nKYF]!T�i$g1R!_1R/{�YXm;Q5U1Y5g5j/S?Y5]!T�_1`>g5R/{�Reb5R>g5]>U5R!_5m;S?R/d�]!j$Q1\ MAC (Mandatory
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Access Control) ( d�nuR/]!U5Y5]>T see �µ_ . 15) Q5R/nuR/{V\!�e]�Q5U5T�S?R>]>[>U1\>]!Y5]!`lg5TVdV\!g5b1}5Y5R>g1Y5U5R>[-\!g5g1htwlS?R/d�]!j$Q
Q5R/d�]!R>U5R/g5g5YXik_1Y1}Fb3S�\!g5g5h�n , Q5U5YFjXd�_1R>[/Y5Y;U1\>^>R>]>hxR>Q5TVU1\!}5Y1R>g5g5R/w;d�Y1d�]!TVnuh�YFb5R-nuQ5`>�e]!T�U1\ . ��S?g1\>b5R�Q1U1\![-\
S?R/d�]!j$Q1\ , b1R>g5]!U1R!_1Y5U1j-T�nuhtTzR/Q5T�U1\>}5Y5R/g5g5R>w<d�Y1d�]!TVnuR/w , g5TsY1nuT��e]efVg1\!c5TVg5YXm , T�do_1Y<g1\!Q?\=S*\>���FY1w;Q5R!_?j-c?\!T�]v Y5f�Y5c1TVd�b1Y5wkS?R-d�]!j$QFb<b5R/nuQ1`>��]>T�U5j3Y%nuR!WZT�]eQ5U5R/d�]!R�Q1T�U5TVg5TVd�]!Y;W��Vd�]!b5Y5wFS?Y1d�bFg1\tS?U5j${�j$� n7\!a<Y5g5jlS1_5m
b5R>Q5Y1U5R>[-\!g5YXm3Y;S*\�_1`/g5T�w1aFT�{VR�\!g?\�_1Y5f�\�[-\�WZg5h)ilS*\!g1g5h)i .

�sg1TzfV\>[>Y1d�Y1nuR/d�]!Y;R/]�]!R/{�R , b1\!b%\!]>\>b5j$���FY1w;fV\>[!_?\�S?T�_3W��Vd�]!b5Y1n�S?Y1d�b5R/n�YX_?YF[>htb5_1��c5TVg5g5h�n�b1R/nuQ5`/��]!TVU5R/n ,
]!T�iXg5R>_1R>{VYXm gbde (GEOM Based Disk Encryption - aFY v U5R>[-\!g5Y5T7S?Y1d�b?\�g1\�j-U1R>[>g1T GEOM) nuR>WZT�]�f�\!�<Y5]!Y5]!`
S*\!g5g1htT v \!w5_1R>[/R>w;d�Y?d�]!T�nuh�b5R/nuQ1`>��]>T�U1\�S*\�WZTsQ5U5R>]>Y5[eR/c5T�g1`�fV\>Y5g5]!TVU5TVd�R>[-\!g5g5R/w;\!]>\>b5j$���<T�wFd�]!R>U5R/g5h�d
S?R/d�]>\!]!R/c5g5h�nuY;U1TVd�j$U1dV\>nuY . � R/]�_1Y5c1Y5TsR/]�{�U1R/nuR>f�S?b5YXi;d�Y1d�]!T�n�aFY v U1R>[/\>g5YXm , b5R/]!R>U5htTsaFY v U1j-�e]�R/]=S?T�_?`>g5htTv \!wX_1h , gbde aFY v U5j$TV]�[�Q1U5R>fVU1\!c5g1R/nKU5T�W�Y?nuT v \>wX_1R>[/j$��d�Y1d�]!TVnuj3[l}5T�_1R/n , Q1U5YFrV]!R/nPS�\!g5g5htTy[�R/]!b5U5ht]>R/n
[>Y$S?Tsg1\)S*Y1d�b<g5Y5b5R/{oS*\eg5Tzf�\!Q5Y?d�ht[/\>��]>d�m .

16.15.1. 	�� � � 	�" �9 �" gbde � � ���"

1. ~kR>_1j$c5Y5]!TyQ5U1\>[/\tQ5R>_1`>fVR>[-\!]!T�_5m root
�3\/d�]!U1R>w5b1\ gbde ]!U5TV^>j$T�]eQ5U1\![-\)S?R-d�]!j$Q1\e\=S*nuY1g5Y1d�]>U1\!]!R/U1\�d�Y1d�]>TVnuh .

% su -
Password:

2. ~kU5R/[>TVU5`>]!Tsg5R/nuTVU;[>TVU1d�Y1YFR>Q1T�U1\>}5Y5R>g1g5R>w;d�Y1d�]!T�nuh
* _1mFU1\!^/R>]!h gbde(4) ]!U5T�^/j$T�]>d�m FreeBSD 5.0 YF[/htaFT .
# uname -r

5.0-RELEASE

3. �ybX_1�ec5Y5]!T)Q5R!S5S?TVUXWZb5j gbde(4) [lb5R>g v Y5{�j$U1\>}5Y5R>g1g5htw v \!wX_Fm$S?U1\
~kU1YFQ5R-nuR>�FYF[/\!a<T�{VRt_1��^/Y1nuR>{VR�]!TVb1d�]>R>[>R/{�R�U1ToS*\>b5]!R>U?\)S?R/^/\![/`>]!Tsdo_1T�S?j$���Fj$� d�]!U1R>b5j3[ v \!wX_
b1R>g v Y5{Vj$U1\!}5Y1Y;[/\>aFT�{VRtm$S?U1\ :
options GEOM_BDE

�yhtQ5R>_1g5Y5]>Tsb5R/g v Y5{Vj-U?\!}5Y5� , b5R-nuQ5YX_5m5}5Y1��Y<j$d�]>\!g1R>[>b1jlg1R>[>R/{�R)m$S?U?\ FreeBSD.
� ]!R>]eQ5U5R/}5TVdVdzR/Q5Y1d�\>g;[

�µ_ . 8.

~kTVU5T�f�\!{VU5j$f�Y5]!T�d�` , fV\!Q1j$d�]!Y5[eg5R>[/R>T7m$S?U1R .

16.15.2. ��� � �1�!� ������� ��� �  �� �U� ����� �T� �1� � � ���!��� �1� �W !�����
��d�_1ToS*j-�e�FT�n�Q5U5Y1nuTVU5T)Q5U5T�S?Q5R!_*\!{V\>T�]>d�m , c5]!Rl[�[-\!aFj3d�Y1d�]!T�nuj3[>h�S?R/^/\![>_5m5T�]>T�g5R>[/htw;[>Y1g5c5TVd�]!T�U , g1\
b5R>]!R/U5R/nK^/j/S?T�]eU1\>d�Q5R!_?\>{V\>]!`/d�mlT�S?Y5g1d�]![>TVg5g5htwFU?\!foS*T�_%dzfV\>aFY v U5R/[/\>g5g5h�nuYlS*\>g5g5h�nuY .

� ]>R>]�U?\!foS*T�_<^/j/S?T�]
nuR>g5]!Y1U5R>[-\!]!`-dom;[�b?\!]>\!_1R>{ /private. gbde nuR!WZT�]e]>\!bXWZTyY1d�Q1R!_1`/f�R>[-\!]!`-domlS1_5m<aFY v U5R/[/\>g5YXm /home Y
/var/mail, g1R�r�]>Re]!U1T�^>j$TV]�^>R>_1T�Tsdo_1R>W�g1R>wFQ1R/do_?ToS?R/[/\!]>T�_1`/g5R/d�]>YlS?T�w1d�]![>Y1w , c5]!Rl[>h)iXR!S?Y5]�f�\�U1\/nub5Y;rV]!R>{VR
[>[>R!S?g5R/{�R�n7\!]>T�U5Y1\!_?\ .
1. ~kR!S?bX_1�ec5Y5]!Tyg5R>[/htw3W��Vd�]!b5Y5wFS?Y1d�b

� d�]>\>g5R>[/Y5]!Tyg5R>[/htwkS?Y1d�bF[ld�Y1d�]!TVnuj , b?\!b;rV]!ReR/Q5Y1dV\!g5R�[ � \>foS . 16.3. � U1\>nub?\�i3r�]!R/{�ReQ5U5Y1nuTVU1\�U?\!foS*T�_ ,
d�R>R/]![>TV]>d�]![/j$���FY1w;g5R>[/R/nujlW��Vd�]!b5R/nujlS*Y1d�b5j , ^/j/S?T�]eg1\!fVht[/\!]>`/dom /dev/ad4s1c.

� d�]!U5R>w?d�]![-\
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/dev/ad0s1* Q5U1ToS*d�]>\![>_5m5��]ld�j$�FT�d�]![/j-�e�FY5Tyd�]>\>g$S*\>U5]!g5htTyU1\!f�S?T�_?h FreeBSD g1\>aFTVwF]!T�d�]!R/[>R>w
d�Y1d�]>TVnuh .

# ls /dev/ad*
/dev/ad0 /dev/ad0s1b /dev/ad0s1e /dev/ad4s1
/dev/ad0s1 /dev/ad0s1c /dev/ad0s1f /dev/ad4s1c
/dev/ad0s1a /dev/ad0s1d /dev/ad4

2. 'sR/foS*\>w5]!Tzb?\!]>\!_1R>{�S1_5mFU1\>fVnuTV�FT�g1YXm v \!w5_1R>[�^>_1R>b1Y5U5R>[/R>b GBDE

# mkdir /etc/gbde
	 \>wX_<^>_1R>b5Y1U5R>[/b5Y gbde d�R!S?T�U5W�Y1]�Y5g v R/U1n7\!}1Y5� , b1R>]!R/U1\�m;g5j-WZg1\ gbde S1_5m;S?R/d�]!j$Q1\�b
f�\!a<Y v U5R>[-\!g5g1R/nuj�U?\!foS*T�_1j . �kTsY1nuT�mFS?R/d�]!j$Q1\�b v \!wX_1jl^!_1R/b5Y5U5R/[>b5Y , gbde g5T)d�nuR>W�TV]�U1\/d�a<Y v U5R>[-\!]!`
S�\!g5g5htT , iXU1\!g1Y1nuhtTs[efV\>aFY v U5R/[/\>g5g5R/nPU1\>foS?T�_1T , ^/T�fsf�g1\>c5Y5]!T�_1`>g5R/{�R�U1j-c1g5R>{VR�[/nuTVa<\>]!T�_1`-d�]![-\ , c5]>R
Q1U5R>{VU1\>n7nug5Reg5TyQ5R�S5S*T�UXWZY5[-\!T�]/dom .

| \!W<S*htw;fV\>aFY v U5R/[/\>g5g5htw3U1\!f�S?T�_<Y1d�Q5R>_1`>fVj$T�]�R/]=S?T�_?`>g5htw v \!wX_
^>_1R>b1Y5U5R>[/b5Y .

3. (kg5Y1}5Y1\�_?Y5f�Y5U1j-w1]!TsU?\!foS*T�_ gbde

~kTVU5ToS�g1\!c?\�_1R-npU?\!^>R/]!h�dsU1\!f�S?T�_1R-n gbde T�{VR�g5TVR>^>i$R!S?Y1nuR�Q1U5R>Y5g1Y5}5Y1\!_1Y5f�Y1U5R>[-\!]!` . � ]>\�Y1g5Y5}5Y1\!_1Y5f�\!}5YXm
Q1U5R>Y5fV[>R!S?Y5]>d�m;]!R!_1`/b5R�R!S?Y5g<U1\!f :
# gbde init /dev/ad4s1c -i -L /etc/gbde/ad4s1c

gbde(8) fV\>Q5jXd�]!Y5]eU5ToS�\!b5]!R/U , c5]>R�Q5R/f�[>R>_1Y5]�[-\>n�f�\=S*\>]!`�[la<\>^!_1R/g5T�U1\>f�_1Y5c1g5htTzb5R/g v Y5{Vj-U?\!}5Y5R/g5g5htT
Q?\!U1\/nuT�]!U5h . ~kU5Y;U1\>^>R/]!Tsd v \!wX_?R>[>h�nuY;d�Y1d�]>TVn7\>nuY UFS1 Y UFS2 fV\=S�\!w5]!Tyf�g?\!c5TVg5Y5T sector_size U1\![/g5h�n
2048:

$FreeBSD: src/sbin/gbde/template.txt,v 1.1 2002/10/20 11:16:13 phk Exp $
#
# Sector size is the smallest unit of data which can be read or written.
# Making it too small decreases performance and decreases available space.
# Making it too large may prevent filesystems from working. 512 is the
# minimum and always safe. For UFS, use the fragment size
#
sector_size = 2048
[...]

gbde(8) S?[/\!W%S?hxfV\>Q5U5R/d�Y5]�[/[>R!SFQ1\!U5R>_5m , b5R/]!R>U5htwF^>j/S?T�]eY1d�Q1R!_1`/f�R>[-\!]!`-domeS1_5mFf�\!�<Y5]!h S*\>g5g5h)i . ~3\>U5R!_1`
[eR>^/R>YXi;do_?j-c?\�mXilS?R!_1W�TVg;[>[/R�S?Y1]!`/d�m;R�S?Y5g?\!b5R/[>htw . �yR>f�nuR!WZg5R/d�]!Y gbde Q1R�fV\>�FY5]>Ts[-\!aFY5ieS�\!g5g5h)iQ1R!_1g5R-d�]!`/��f�\![>Y?dom5]�R/]�b1\>c5TVd�]![/\�[>ht^>U?\!g5g5R/w3[/\/nuY;bX_1�ec5T�[/R>w v U?\!f�h . 1

~kReb5R/n7\>g$S?T gbde init d�R>f�S*\ �V]>dom v \!w5_F^!_1R/b5Y5U5R/[>R/blS1_5mF[-\!aFTV{�R�U?\!foS*T�_?\ gbde, b5R/]!R>U5htw<[�g1\>aFT�n
d�_1j$c1\!Ts^>j/S?TV]�Y1nuTV]!`eY?n+m /etc/gbde/ad4s1c.

� � ��� � ���o� � � �s�V� � � : �X¢ 2�¢��������*¢y���>� ���y²)��´���>�u¡����>� �!��/���/� gbde  � ���e¨��Y7!��� � ����
2� 0;���?¢2�¥��¢I�I� ���$¢V�o£ �!�µ� �
����²��o��¢V�µ�M7e���.2 �$¢����>� . � ��� 0��o�-��/¢�� �V¢u������
����)¡����/� �!��>� �>³��� 4 ��²)�!´�/�	��¢J�V� �V£y¢¥����������!� �;�¥���.0!��
�-¢ � �V²e����±����y�����!�¤��°s  �>�p���.2 �$¢��/� gbde, ¡�¢ 2��¥���G4 ��²)��´�-�7�-��£y¢ �/¢.4������>� ���A´l���� 
 2 �>������¢���
���¢J��� ��£)¢¤�����!��³�����
u�����¤������� �$� � ���A�%¡�¢ 2 �/����¢¤�-¢��
	�� ���:7 � 2����!³�����¢���
����:7z�������>´ , ³V��� ��¢y��V�>�$¢V�o£ �!����¢¥��� 0 gbde(8) �¢64 �k���62V����¡ �V�=³��!� �/� .

4. ~kR!S?bX_1�ec5Y5]!TyfV\>aFY v U5R/[/\>g5g5htw3U1\>foS?T�_Fb<d�Y1d�]!T�nuT
# gbde attach /dev/ad4s1c -l /etc/gbde/ad4s1c
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;yj/S?TV]�[>hyS�\!g;f�\!Q5U5R-d�g1\�[>[/R�SFbX_1�ec5T�[/R>w v U1\!fVh , b5R>]!R/U5j$��[/hx[>ht^>Y1U1\�_1YF[>R�[/U5TVn+mFY1g5Y5}5Y1\!_1Y5f�\!}5Y5Y
f�\!a<Y v U5R>[-\!g5g1R>{�RtU?\!foS*T�_?\ . �kR>[>R/T�fV\>�FY5� ��g5g1R>T�jXd�]>U5R>w1d�]![>Re^>j/S?TV]�[>Y$S*g5R�[eb1\!]>\!_1R>{VT /dev Q1R�S
g?\!f�[-\!g5Y1TVn /dev/device_name.bde:

# ls /dev/ad*
/dev/ad0 /dev/ad0s1b /dev/ad0s1e /dev/ad4s1
/dev/ad0s1 /dev/ad0s1c /dev/ad0s1f /dev/ad4s1c
/dev/ad0s1a /dev/ad0s1d /dev/ad4 /dev/ad4s1c.bde

5. 'sR/foS*\>w5]!T v \>wX_1R/[>j$��d�Y1d�]!T�nuj3g1\�f�\!a<Y v U5R>[-\!g5g1R/npj$d�]!U5R/w1d�]![/T| \>b;]!R>_1`>b5RefV\>�FY5� ��g5g5R/TzjXd�]>U5R>w1d�]![>Re^>j/S?TV]�Q5R�S*bX_1��c1T�g5Rlb<d�Y1d�]!T�nuT , [/h�d�nuR>W�TV]!T)d�R>f�S*\!]>`�g1\eg��Vnv \>wX_1R/[>j$��d�Y?d�]!T�nuj .
* _5mFrV]!R>{VR�Y1d�Q5R!_1`/f�j$T�]/dom;j$]!YX_1Y1]>\ newfs(8). qy\>b<b?\!b;Y5g1Y5}5Y1\!_1Y5fV\>}5YXmFg1R>[>R/wv \>wX_1R/[>R>w;d�Y1d�]>TVnuh UFS2 Q5U5R/Y1doiXR!S?Y5]�^/h�d�]!U5TVT , c1TVn�Y1g5Y5}5Y1\!_1Y5f�\!}5YXm v \>wX_1R/[>R>w;d�Y1d�]>TVnuh�d�]>\!U5R/{�Rv R/U1n7\!]/\ UFS1, ]!RlU5T�b5R-nuT�g$S*j-TV]>dom<Y1d�Q5R>_1`>fVR>[-\!]!` newfs(8) dzQ?\!U1\/nuT�]!U5R-n -O2.

, �!�'� -���� � � : /�� FreeBSD 5.1-RELEASE ��������/¢¤�>��°z ��O7k��¢����.2�� 7����!�����?¢¥�=� -O2 ���V���� 
 2¤��¢¥���80<����� ���1³V� � �!° .

# newfs -U -O2 /dev/ad4s1c.bde

, �!�'� -���� � � : �5���o��V�y� �/�?���o�1� newfs(8) �����!£y¢��t��� ���� �O0!��
�� 0 ���o�<����?���5°z³V¢�� ��>� ���.2¤�-¢��/¢ gbde, � �����/���A´
���-¢������V² �!±��!�o��¢¥���80<��l���� � �!��¢�� �!° *.bde ���!�?¢�� �z��¥�=��/´��¥�=�¥� .

6. 'ynuR/g5]!Y5U5j$w5]>Tyf�\!a<Y v U5R>[-\!g5g1htwlU?\!foS*T�_
'sR/foS*\>w5]!Ts]!R>c5b1j;nuR>g5]!Y1U5R>[-\!g5YXmkS?_5mFfV\>aFY v U1R>[/\>g5g5R/w v \>wX_1R/[>R>w;d�Y1d�]>TVnuh .

# mkdir /private

'ynuR/g5]!Y5U1j-w1]!T)fV\!�<Y5� �Vg5g5j$� v \>wX_1R/[>j$��d�Y?d�]!T�nuj .

# mount /dev/ad4s1c.bde /private

7. ~kU5R/[>TVU5`>]!T�S?R/d�]!j$Q5g5R-d�]!`efV\!a<Y v U5R/[/\!g1g5R>w v \!w5_1R>[/R>w3d�Y1d�]!TVnuh
�µ\!�FY1� ��g1g1\�m v \>wX_1R>[-\�m3d�Y1d�]!TVn7\e]!TVQ5T�U5`�S?R>_5WZg1\�^/ht]!`tS?R-d�]!j$Q5g?\�j$]!YX_1Y1]!T df(1) Y3S?R-d�]!j$Q5g1R>wkS1_1m
Y?d�Q5R>_1`>fVR>[/\>g5YXm .

% df -H
Filesystem Size Used Avail Capacity Mounted on
/dev/ad0s1a 1037M 72M 883M 8%
/devfs 1.0K 1.0K 0B 100% /dev
/dev/ad0s1f 8.1G 55K 7.5G 0% /home
/dev/ad0s1e 1037M 1.1M 953M 0% /tmp
/dev/ad0s1d 6.1G 1.9G 3.7G 35% /usr
/dev/ad4s1c.bde 150G 4.1K 138G 0% /private
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16.15.3.
� � �T�! ���������  �"  �$Y"�� �  ��T� � ��� �  �� ��������� �9& � � �9���
� ��& � �� !���#"!$

~kR/do_?T�b1\�W%S?R/wFf�\!{�U1j-fVb5YkS1_1mFb1\�W%S?R/w;fV\>�FY5� ��g5g1R>w v \>wX_1R>[/R>w3d�Y?d�]!T�nuh�Q5TVU5ToS�YXi3Y1d�Q5R>_1`>fVR>[-\!g5Y5T�n S?R!_5WZg5h
[>htQ5R>_1gXm5]!`-dom;Q5R/[>]!R/U5g5R>TzQ5R�S?b5_1��c5TVg5Y5Tyb<d�Y1d�]!T�nuT , Q5U5R>[/T�U5b?\�g1\�g1\�_1Y1c5Y5TyR>aFY5^/R>b3Y%nuR>g5]!Y1U5R>[-\!g5Y5T .
qsU1T�^>j$T�nuhtT�S1_1mFr�]!R/{�Reb5R/n7\>g$S?h�S?R>_5WZg5h�[>htQ1R!_1gXm5]>`/dom;Q1R!_1`/f�R>[-\!]!T�_1TVn root.

1. ~kR!S?bX_1�ec5T�g5Y1T gbde- U1\>foS?T�_?\)bFd�Y?d�]!T�nuT
# gbde attach /dev/ad4s1c -l /etc/gbde/ad4s1c

;yj/S?TV]�[>hyS�\!g;f�\!Q5U5R-d�g1\�[>[/R�SFbX_1�ec5T�[/R>w v U1\!fVh , [>ht^>U?\!g5g5R/w3g1\�rV]>\!Q1TsY5g1Y5}5Y1\!_1Y5fV\>}5Y5Y
f�\!a<Y v U5R>[-\!g5g1R>{�RtU?\!foS*T�_?\ gbde.

2. ~kU5R/[>TVU5b1\ v \>wX_1R>[/R>w;d�Y1d�]!T�nuh�g1\eg1\�_?Y5c5Y5TsR>aFY1^>R>b
q)\>b<b1\>b;fV\>�FY5�%\!T�n7\�m v \!wX_?R>[/\!m;d�Y1d�]!TVn7\eg5TsnuR>WZT�]�Q1R>b1\�^>ht]!`lj$b1\!f�\!g1\t[ v \!wX_?T /etc/fstab S1_5m
\>[>]!R-n7\!]!Y1c5TVd�b5R>{VR�nuR>g5]>Y5U5R>[-\!g5Y5m , ]!RlR>g1\tS?R!_5WZg5h�Q5U5R>[/T�UXm5]>`/dom3g1\eg1\�_?Y5c5Y5TsR>aFY1^>R>bFQ5R/d�U5ToS*d�]![>R-n
U1j-c1g5R>{VR�fV\>Q5jXd�b1\ fsck(8) S*ReT �snuR>g1]!Y5U5R/[/\!g1YXm .

# fsck -p -t ffs /dev/ad4s1c.bde

3. ��R/g5]!Y5U1R>[/\>g5Y5TsfV\!a<Y v U5R/[/\!g1g5R>w v \!w5_1R>[/R>w;d�Y?d�]!T�nuh
# mount /dev/ad4s1c.bde /private

qyTVQ5T�U5`lfV\>�FY5� ��g5g?\�m v \!w5_1R>[-\�m3d�Y1d�]!TVn7\�S?R/d�]!j$Q5g1\�S1_5mFU?\!^>R/]!h .

16.15.3.1.
� I @ C��
=B@  �:JB>GFGCLJ���CEKL@ �ALCEIG=:K MJ X = �  ��ALCEIG=:KMK�� ��AL=?X5QUJ � CEI

* _5mF\![/]!R/n7\>]!Y5c5T�d�b5R/{�R�Q5R!S?bX_1�ec5T�g1YXm , Q5U1R>[>TVU5b5Y;Y%nuR>g5]>Y5U5R>[-\!g5Y5m;fV\!a<Y v U5R>[-\!g5g1R>{�RtU?\!foS*T�_?\enuR!WZg5R
d�R>f�S*\!]>`�d�b5U1Y5Q5] , g5R�[/Red�R>R>^/U1\�WZTVg5YXm1nP^>TVf�R>Q?\>d�g1R/d�]>Y3[erV]!R/n�d�b5U5Y5Q1]!TsQ1\>U5R!_1mkS1_5m gbde(8) ^>ht]!`eg5TzS?R!_5WZg5R .
~kR>r�]>R/nujkU5T�b1R/nuT�gXS?j$T�]>d�m;fV\!Q1j$d�b1\!]>`�]>\>b5Y5T)d�b5U5Y1Q5]!h�[/U5j$c5g5j$� , \�Q1\!U1R!_1`efV\=S�\![/\>]!`�dsb5R>g1d�R!_1YFYX_1Y<d�TV\>g1d�\
ssh(1).

16.15.4. � �  �U�#� �L��� �  	�"T������� ��� �  ��#� , �%�  �$Y" ��� "!$Y��� � gbde

gbde(8) aFY v U5j$T�]�d�R�S?TVUXWZY1nuR>T)d�TVb5]!R>U1R>[�Q5U1YFQ5R-nuR>�FY 128- ^/Y5]!g5R/{�R AES [eU5T�WZY1nuT CBC.
| \!W<S*htw<d�TVb5]!R/U

S?Y1d�b?\�aFY v U5j$T�]>d�mFU1\!f�_1Y5c5g1h�n�bX_1�ec5R/n AES. ;yR!_1TVTzQ5R>_1g1\�m;Y1g v R>U1n7\>}5Y5� Red�Y1d�]!T�nuTsa<Y v U5R/[/\!g1YXm gbde,
[>bX_1�ec1\�mF\!_1{�R/U5Y5]>n�{�T�g1T�U1\>}5Y5Y;bX_?��c5TVw;S1_1m<d�TVb5]!R>U1R>[�Y5fybX_1�ec5T�[/R>w v U1\!fVh , [/[>R!S?Y1nuR>w3Q1R!_1`/f�R>[-\!]!T�_1TVn ,
nuR!WZg5R�g?\!w5]!Y<g1\ld�]!U1\>g5Y5}1\!i;d�Q5U1\>[>R/c5g5R>w;d�Y1d�]>TVnuh�R gbde(4).

16.15.5. 	W�
� �U�%��& ������$Y" ���! �$Y�%���% 
sysinstall(8) g5T�d�R/[/nuTVd�]!Y1n�dsjXd�]!U1R>w1d�]![/\/nuY , fV\>aFY v U1R>[/\>g5g5h�nuY gbde. �)d�Tsj$d�]!U5R/w1d�]![-\ *.bde Q5TVU5ToS�fV\>Q5jXd�b5R-n
sysinstall(8) S?R>_5WZg5h�^/ht]!`�R/]!bX_1�ec5T�g5h�R>]�d�Y1d�]>TVnuh , Y5_1Y<rV]>\�j$]!Y5_1Y5]>\k\![-\!U5Y1w5g5R�f�\![>TVU5aFY1]�U1\!^/R>]!jkg1\�r�]>\>Q5TR>^>g?\!U5j-WZT�g5Y5mkjXd�]!U5R>w?d�]![ . * _5m;R/]!bX_1�ec5T�g5Y5mFfV\>�FY5� ��g5g5R/{�R�jXd�]!U5R>w?d�]![-\ , Y1d�Q5R!_1`/f�j$TVnuR/{�R�[eg1\!a<TVn�Q1U5Y1nuT�U1T ,
[>R/d�Q5R!_?`>f�j$w5]>TVd�`t]/\!b5R/wFb5R-n7\!g$S?R/w :

# gbde detach /dev/ad4s1c

qy\>bXWZTsf�\>nuTV]!`>]!T , c5]>R , ]>\>bFb1\>b vinum(4) U?\!^>R/]>\!TV]�g5Tyc5T�U1T�fyQ5R�S*d�Y1d�]>TVnuj geom(4), ]>Re[/hxg5TynuR>WZT�]!T
Y1d�Q5R>_1`>fVR>[-\!]!`t]!R-n7\ vinum d gbde.
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1. 'sR>[/T�]!hxQ1R�[>ht^/R>U5je_1TV{�b5R/fV\!Q1R/nuY5g1\>���<YXi5dom3bX_1�ec5T�[/h)i v U1\!fynuR!WZg5R�g?\!w5]!Y<g1\�dV\!w5]>T Diceware Passphrase
(http://world.std.com/~reinhold/diceware.html).
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� � � ���	� ��
 ��������	��� � �
� 
�������
������������

Vinum
����� �! � �#" � � � �!$ � �� � � Greg Lehey. %�� � � � ��	 � � �#&���(' � � �)�!*+'

: ,.- � � � � �0/ � � � � � � �(' � � .

17.1. 13254�687940:�4<;.;0=>694.?A@B:C�D b)E)FHG>hJIKE?d�b)E8L�M D d�g)E5G/hONPE , Q/g)E5M-d(FSR(I D GTLUI#LWV9X)Q!I#MUFSY)ZBFVg5h[QUR\Y D g)E1c)F�g)E)]P^ :

• _`NPEPaFb)QW^b^ D NPFVg)c>bPE)F
• _`NPEPaFb)QW^b^dFeIPNKF�g5g5hfF
• ghF(IKQ/dSV D ViQ/c5g)Q�g D IKFSZ�g1hfFj N)]0ViQUR\Q , cPViQUG/h[QUGUQTk)ViE0l\ViE>QURSY D g)E5cPF�g)Em] , ^dQUZZg)QnE1dSX)QiNKc>fSQTM D Victg)FVd�b)QiNKc>b)Q ( E , MTQ>fo^dQiZZg)Q , E1fSG>hfVUQ>c5g)QTF
c)E1deNKQ ) IKE1d�bPQUM .p I#QUX)QUN1g)F�gPE)Fsb5X)Q!I)I#FSYmZZb)FqY D fVg)QUQTGUY D f�g5hOrlb)Q>gPViY)QiNPNPFSY)QTM RAID, G D fSQUM D ]3d(E1dSViF\^ D FreeBSD M>bmNPsec D F\Vt F�g)F(IPZuFSY0IKE1d�bPQUMUQTRSQvXPY)Q/dSViY D g?d(ViM D Vinum — IKY D kPMUFSY , Y)F D NPE5fSLws9x5E)k0XPQ!I)IKF\YmZZb)L�MUEPY)ViL D NPc/g5hOryIKE1d�b)QUM .
Vinum XPQ>fSMTQiN)])F\VvGUQUNPFSFHRSE)G/b)QvQTX)FSY)EPY)QUM D VicvIKE1d�bPQUM>hv^zXPY)Q/dSViY D g?d(ViMTQT^ , X)QTM>h�dSE)VicnXPY)QUE5f\MUQiIKE)ViFSNPc>g)Q-d(VicnE
g D IKFSZZg)Q/dSVicfIKE?d�b)QTMUQUk�XPQ!I*dSE1d(ViFo^uh�f D d�cPFSVnYPF D NKE5f DU{ E)E5^dQiIKF(NPF\k RAID-0, RAID-1 E RAID-5,

D V D b)ZBFqEmr
b)QT^dGTE5g Di{ E)k .p I D g5g)QTk5RSN D MTF�b)Y D V!b)QyY D dVdS^ D VUY)E)M D snV>d(]0X)QUVUF�g { E D NPc/g5hfF`X)YPQUGiNKF\^uh[ViY D IKE { EPQ>g5g)QTk<dSE1d(ViFo^uh[rmY D gPF�g)Em]I D g5g1hOrhE>^dFSViQiI?h|Emr0YPFSa5FVg)Em]0X)YPE5X)QW^dQUx5E Vinum.

17.2. }~@u��75@��q�|@z��79=z����4h�|�
Vinum ( X)Y)QTE5f�gPQ/d(EPV>de]B� � �P& - , d`LTI D Y)FVg)E)Fo^�g D XPFSY)MTQT^�d(NPQUR\F ) — V D bFg D f�hfM D F\^uhfkB/ � � �	\� � � 	 � �(' � �i*��� �(- � � — X)Y)FeI�d(V D MiN)])F\Ved(QTGUQTk�MUE)Y)VUL D NPc>g1hfkhIKE1d�b)QUM/hfkhIKY D k)MUF\Y , X)Y)E5f\M D g5g5hfk0Y)F\a5E)VUc9ViYPEM>hfa5F\QUX)E?d D g1g5hfF�X)Y)QTGiNPFo^uh .

p fSRSN)]5g)F\^�g D g)E)r0GUQiNKFSF�X)QiIKY)QTG>g)Q . �hYPFeIPN D R D snV>d(] ( E8Y)F D NPE5fSQTM D g5h )
deNPF(IKLwsnx5EPF`X)LwViE :� GU��Fo^uh�I#E1d�b)QTMnY D d(ViLwV , ViF\^ g)FO^dF�g)F\F , Y D d(ViLwVnE8ViY)F\GUQUM D g)E)];b0QUGT��F\^ D ^�d(E1dSViF\^zrmY D g)F�gPEm]�I D g5g5hOr . p h
f D XPY)Q/dSViQn^dQiZuF\ViF`Q/b D f D Vic-de]�M�d(EPViL Di{ E)E , b)QUR(I D ViYPFSGULwFo^uhfk0QUGU��F\^z� D kmNKQUMUQTk3d(E1dSViF\^uh|XPY)FSM/hfa D F\VfY D fo^dFSY5hIKQ/dSViLwX5g5hOryIKE1d�b)QUM . g D IKQnX)Y)E5fVg D Vic , c)ViQyM�g D d(VUQi])x5F\F`MTY)F\^�]hI D g5g D ]0X)Y)QUGUNPF\^ D d(ViQTE)V�gPFHV D b5Q-d(ViY)Q , b D b 10NPFSVeg D f D I , gPQnViFo^�g)FO^dF�g)F\FHQ/g D dSLWx8FVdSViMULwFSV . ghF�b)QTViQUY5hfFyd(E1dSViF\^uh�M>hOrmQ!IP])VnE5fHl\ViQUR\QnViLwX)E1b D XPQ/d(YPFeI*dSViMUQW^
d(Q>f(I D gPEm]5^dFSV D - LXdSViY)QUk?d(ViM , Y D dSX)Y)FeI#F(N)])s9x5EmrhrmY D g)])x5E)F�de]hI D g5g5hfFqX)Q�g)F�d�b)QUNPc>bPEP^�IKE1d�b D ^ .

17.3. ���+284.;.@z�B�8;.;540:��u25=z������78;040:��0�0=u�f=B��;5=B�f68 
_HQUMUYPF\^dF�g1g5hv^�d(E1dSViF\^ D ^�c D d(ViQlg)FSQTGirmQ!I#EP^�Q!I?g)QTMUY)Fo^dF�g5g1hfkhIKQ/dSViLwXFb)Qy^ug)QUR\EP^�I D g5g5hv^ .

p c D d(V>g)Q/dSViE ,
b)Y)LwX5g5hfk FTP E)NPE HTTP- dSFSY)MTFSY0^dQiZuF\VnQUG-deNPLWZuE)M D VicvV>h�de]5c)E8Q!I?g)QTMUY)Fo^dF�g5g1hOr3dSQUF(IKE5g)FVg)E)k , X)Q-d(ViLwX D snx8EmrX)Q�g)F�d�b)QUNPc>bPEP^ 100 Mbit/s b D g D N D ^zMUQ9M>g)F\aFg)E)k>^dE)Y , cPViQ9QTx5LwViEP^dQ9X)Y)F\M>hfa D FSV�d�b)QUYPQ/d(VUcnX)F\Y)FeI D c)EhI D g5g5hOrGUQiNKcUa5E1g1d(ViM D IKE1d�b)QUM .
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��� � 	��
� ��� Vinum

_HQUMUYPF\^dF�g1g5hfF+IKE?d�b)E>^dQURSLwV9X)FSY)F(I D M D VicfI D g5g1hfFsd(Qkd�bPQUY)Q-d(V!]P^dEhI#Q 70 MB/s; QiI?g D bPQ , lSVUE { EP�hY1hViY)LTI?g)QiIKQ/dSViEmZuEP^uh|M�d(NPL$c D F , b)QUR(I D b�IKE1d�bPLyQTGUY D x D FSV>d(]yGTQiNPcTa5QUF7c)E?deNPQeg)F�f D MUE?d(EP^uhOrhX)Y)Q { FVdVd(QUM , b D Z>I?hfkE5fsbPQUViQTY5hOr0^dQiZuFSV9X)QiNPL$c)EPVicvNPEPa5clc D dSVicnl\ViQUR\Q�f�g D c)FVg)Em] . �kg)VUFSY)FVd�g5hv^ GTLUI#FSVnM/fSRSN)]5g)LwVic�g D X)Y)QTGiNPFo^dL3dViQ>c5bPEFfSYPF�g)Em]0IKE1d�bPQUMUQTk�X)Q!I�d(E1dSViF\^uh : M D ZZg5hv^ X D Y D ^dF\ViY)QT^zMlg D a5F\^�d(NPL$c D FHGULTIKF\V�f D RSY)L$fVb D X)QiI*d(E1dSViF\^uh� D b)ViQW^zX)FSYPFeI D c)E8�hY D R\^dFVg)V D I D g5g5hOr , D EP^dF�g1g)Q9MTY)F\^�] , MyViFVc)F�g)EPFsb)QTViQUYPQURSQfIKE1d�bPE , L$c D d(ViMTLWs9x5E)FHMX)FSY)F(I D cPF , GTLUI#LWV�f D g)])V!h .

�hY)E�NPs9GUQT^�f D XPY)Q/dSFdIKE1d�b<d�g D c D N D IKQUN)ZuF�g%d(X)Q/fSE { EPQ>g)E)YPQUM D VicfRSQUNPQUM/b)E , I#QiZ>I D Vic-de]0X)QiIPrmQ!I D b5RSQUNPQUM/b D ^X)FSY)MTQUR\Q�d(FVb)ViQUY D E5fyg)FSQTGirmQ!I#EP^uhOr , E0NPE)a8c�f D ViFo^ M>hfX)QUN1g)E)VUcnQUGTY D x8F�g)E)F . j8D g5g D ]0QUXPFSY DU{ Em]5^dQiZuF\VY D dVdS^ D VUY)E)M D Vic/d(]3b D b D ViQW^ D Y5g D ] : gPFSV�gPE5b D bPQURSQldS^uh�d(N D F\F`X)Y)F\Y5hfM D Vic .
�`D dVdS^dQUVUY)EP^ ViEPX)E5c5g5hfk%f D X)Y)Q-d�g D X)FSY)F(I D cPL 10 kB E1gP�hQUYP^ DU{ E)E . _HQUMUYPF\^dF�g1g5hfF`M/h�d(Q>bPQUX)Y)QTE5fSMTQ!IKEPViF(NPc/g5hfFIKE1d�bPE5X)QiIKMUQiIP])VvRSQUNPQUM/b)E�Mlg)LWZ�gPLWs X)Q/fSE { EPs Mld(Y)F(I?g)F\^�f D 3.5 ^dEmNPNPE1d(FVb)L$gwI?h . _ D ^uhfF`G/h�d(ViY5hfF`IKE1d�b)EMUY D x D s9V>de]FdSQed�b)QUY)Q-d(VicTs 15000 QTG / ^dE5g , V D bFc)VUQldSY)FeI?gPFSFqMUY)Fo^�];g D XPQ!IPrmQ!I5XPFSY)MTQURSQld(FVb)ViQUY D b5R\QiNPQTM>b)F
(rotational latency, X)QiNKQUMUE1g D MUYPF\^dF�gPE5Q!I*g)QUR\QvQUGTQUY)QTV D ) d(Q/dSV D MTE)VvF\x5F 2 ^dEmN)NKE1d(FVb)L$gwI?h . �hY)E0NPE5g)F\k5g)QUk
d�b)QTY)Q/dSViE0X)F\Y)FeI D c)E�I D g5g5hOr�M 70 MB/s d(QTG/dSViMUFVg5g)Q�cPViF�g)EPF / f D XPE1d(cef D kK^dFSVnQ/b)QiNKQ 150 ^dE5b)Y)Q-d(FVb)L$gwI —E1d�c)FVf D snx5Fq^ D NPQ9X)QedSY D M/g)F�gPE)s d`MUY)Fo^dF�g)Fo^ X)Q/fSE { EPQ>g)E)YPQUM D g)Em] .

p g D a5F\^�d(NPL$c D F , l\���hFVb)ViE)M/g D ];d�b)QUY)Q-d(VicX)FSY)F(I D cPEhI D g1g5hOr0X D I D FSVnX)Q>c)VUE�IKQ 1 MB/s E , Q/c)FSMTEwI?g)Q , d(EmNKc>g)Qef D MTE1d(EPVvQUV9Y D fo^dFSY D X)FSY)F(I D M D Fo^dQURSQnGiNPQ/b D .
� Y D IKE { E)Q>g5g1hv^bE0Q/c)FSMTEwI?g5hv^ YPFSa5FVg)E)Fo^ lSViQTk0X)Y)QTGiNPFo^uh[])MiNP])FSV>d(]0X)Y)E5g { E)X ” GTQiNPcTa5F�a8X)E5gwIKFSNPFSk ”: MW^dFVdSViQE1d(X)QUNPc>f\QUM D g)Em]hQ!I*g)QUR\QnGUQUNPcUa8QUR\QqIKE1d�b D ^dQiZZg)QyX)Y)EK^dF�g)E)VUceg)F�d�b)QUNPc>bPQfIKE1d�b)QUMy^dF�g)cTa5F\RSQvY D f\^dF\Y D . j E1d�b)EX)Q>f\E { E)Q/g)E)Y)LwsnV9RSQUNPQUM/b)E�E5X)F\Y)FeI D snVfI D g5g1hfFsg)FVf D MUE1dSEP^dQ , V D bFc)VUQnl\���hFVb)ViE)M/g D ]0X)YPQUX)LXd�b1g D ];d(XPQ/d(QTG>g)Q-d(VicMUQ>f\Y D dSV D F\VfX)Y)EP^dF\Y5g)QyMUQld(ViQUNPc>b)Q9Y D f , d�bPQiNPc/b)QOIKE1d�b)QUMy^uh|X)Y)EK^dF�gm])F\^ .
� Q/c5g D ] { EP�hY D , Y D fSLm^dFSF\V>de] , GTLUI#FSV�g)F�d�b)QUNPc>bPQ�g)EmZuF : I#E1d�b)E>^dQUR\LWV9X)FSYPFeI D M D VUcOI D g1g5hfFHX D Y D N)NPF(NKc>g)Q , g)QnL
g D dzg)FSVld(Y)F(I*d(ViM D QTGUFVdSX)F�cPE)VicedSViY)QTRSQnY D M>gPQT^dFSY1g)QUFHY D dSX)Y)FeI#F(NPFVg)E)Fzg D RSYPL-fVb)E0X)QyM/dSF\^�IKE?d�b D ^ . g D R\Y)L$f�b D g DQ!IKE5g�IKE1d�b<g)FSE1fSGUFSZZg)QnGTLUI#FSVnGTQiNPcTa5F�cPF\^�g D IKY)LwRSQTk .
�`D M/g)QT^dF\Y5g)Q/dSVicvY D d(X)YPFeIKFSNPF�g)E)]Fg D R\Y)L$f�b)EFg D I#E1d�b)E%d(F\Y)cUFVf�g)Q�f D MTE1d(E)V9QUV�dSX)Q/dSQUG D Y D dSX)Y)F(IKF(NPFVg)Em]5XPQ�g)EP^I D g5g1hOr . p VUFSYP^dE5g D r�I D NPc>gPFSk)a8FSRSQnQUG/dSLWZ8I#F�g)Em] , GTLUI#FSVnLTIKQTG>g)QnX)Y)FeI�d(V D MUE)VicyX)Y)Q-d(ViY D g1dSViMUQnrwY D g)FVg)Em]
g D GTQUY)QW^�GTQiNPcTa5QTRSQtb)QUNPE5c)F�d(ViM D d(FVb)ViQUYPQUMed+I D g1g5hv^dE , bPQUViQTY5hfF D IKY)FVdSLWs9V>de]0XPQ�g)QW^dFSY)L , X)QiIKQUG/g)Q�dSViY D gPE {PD ^M�b5g)EPRSF . g D E)GTQiNPF\F+Q>c)F\MUEwI*g5hv^b^dFSVUQ!IKQW^ GULTIKF\VvX)Q!I#F(NPE)VUc9MTE)Y)ViL D NKc>g5hfkhIKE?d�bFg D RSYPLWXPX5h|Y D d(X)QUNPQiZuF�g1g5hOrX)Q/d(NPFeIKQTM D ViF(NPc/g)Q�d(FVb)ViQTY)QUM9Y D fo^dFSY)QW^�dH�hE5f\E5c)F�d�b)E)k0IKE1d�b ( b)QUViQTY5hfF`GTLTIKLwVvX)Q!I#QUG>g1h[Y D f(IKF(N D ^Kb5g)E)R\E ). ViQUVy^dFSViQiI%g D f�hfM D FSV>d(] '�� 	 '!� �"�
	 ��# ���$%� � �&� # � $!� �	'��� - (concatenation); FSR\QnX)YPFSEP^dLwx5F�d(ViMTQT^z])MUN)])FSV/de]ViQ , cPViQ9Q/gFg)Fsg D N D R D FSV�gPE5b D bPEmr0QUR\Y D g)E1c)F�g)EPk;g D Y D f\^dF\Y5h|X)YPEP^dF�gm])Fo^uhOrhIKE1d�bPQUM . C Q>g5b D ViF�g Di{ Em]l\���hF�bPViE)M>g D , FVd(NPEFg D RSYPL-fVb D g D IKE1d�b)QUMTQUF�XPY)Q/dSViY D g?d(ViMTQnY D d(X)Y)F(IKF(NKF�g D Y D M>gPQT^dFSY1g)Q . p d(NPL$c D F
b)Q>g { F�g)ViY Di{ E)E<g D R\Y)L$f�b)E5M9^ D NKQUk5QTGiN D d(ViE�IKE1d�b D LwMUFSNPE5c)FVg)E)F`XPY)QUE5f\MUQiIKE)ViFSNPc>g)Q-d(ViEFg)FHGTLTIKFSV�f D ^dF\V!g)Q .� Y)R D g)E5f DU{ Em];d(FVb)ViQTY)QUMeg D d { FSX)NPF�g5g1hOrhF(IKE5g)E {PD r�rmY D g)F�g)E)]0X)Q>b D f D g D g D�� E1d . 17-1.
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Disk 1 Disk 2 Disk 3 Disk 4

# NPcTViFSY5g D ViE)M/g5hv^ X)QiIPrmQ!IKQW^zGULTIKF\VvY D f(IKF(NKF�g)E)F D I#Y)FVd�g)QUR\QvX)Y)Q-d(ViY D g1d(VUM D g D b)QW^dX)Q>g)FVg)V!h|QiI?g)QTRSQ ,
d(Y D M>g)E)VUF(NPc/g)Q�g)F\GUQiNKcUa5QTRSQfY D f\^dF\Y D , E8Y D dSX)QiNKQiZuF�g)EPF`Emr0X)Q-deNPF(IKQUM D ViFSNPc>g)Qtg D Y D f�g5hOr0LXd(VUY)QUk1dSViM D r .g D X)Y)EK^dFSY , XPFSY)M D ]0RSYPLWXPX D E5f 256 d(F�bPViQUY)QTMnGTLUI#FSVvY D d(X)QUNPQiZuFVg5hxg D XPFSY)MTQT^b�hE5f\E5c)F�d�b)QW^�IKE1d�bPF , MTViQUY D ] —
g D d(NPFeIKLws9x5F\^bE5V .I . n+1- ]�R\Y)LwX)X D XPQUX D I D F\V�g D X)FSY)M/hfkhIKE1d�b5M-deNPF(I<f D X)FSY)MTQUk .

�OD b)QUFqY D dSX)QiNKQiZuF�g)EPF
g D fVhfM D F\V>de] $ � ��� -%�(� �%$'& �W- �)( (striping) EmNPE RAID-0. 1. �hF\Y)F\^dFSZBFVg)E)FqViY)F\GULwFSVvIKQUX)QUN1g)E)VUF(NPc/g5hOr�L$dSEmNPE)kIPN)]Fg D rmQiZ>IKF�gPEm];g)LWZZg)QUR\QnGiNKQ>b D I D g5g5hOr�E>^dQiZuFSV9X)Y)E)MTQ!IKE)VUceb0IKQUX)QUN1g)E)VUF(NPc/g5hv^Kg D R\Y)L$f�b D ^Kg DX)Q!I*dSE1d(VUF\^uh|MTMUQ!I D - M>hfMUQiI D , FVdeNKE5X)F\Y)FeI D M D F\^uhfk0GUNPQ>b0XPFSY)F�d(F�b D FSVnRSY D g)E { L stripe ( ViF\^�d D ^uhv^ XPQUX D I D ]3g DY D fVg5hfF+IKE?d�b)E ), f D ViQyQUGUF�d(X)FVc)E)M D FSVfGTQiNPF\F�Y D M>g)QW^dFSY5g)QTF`Y D d(X)YPFeIKFSNPF�g)EPFzg D RSY)L$f�bPE5X)Qy�hE5fSE5cPFVd�bPEP^�IKE1d�b D ^ .�`D dSX)Y)FeI#F(NPFVg)E)FqGiNPQ/b)QUMvXPQ9�hE5f\E5c)FVd�b)EP^�I#E1d�b D ^ Med(NPL$c D F striping EmNPNPsedSViY)E)Y)LwF\V>de] � E?d . 17-2.
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17.4.
� �n�b=B�f68;0=u�O6> ��J4.;.;<���

g D b)Q/g)F { , d(N D G/hv^ ^dFVdSViQT^�dSQUMTY)F\^dFVg5g5hOryIKE1d�b)QUMn])MiN)])F\V>de]5Emr�QTRSY D g)E5c)FVg5g D ];g D IKFSZ�gPQ/d(VUc . ghF�dS^dQUVUYm];g D ViQ ,
c)ViQlf D XPQ/deNKFeI?g)EPFzg)F�d�b)QUNPc>b)QnNPFSV9Q>g D QUx8LWVUEP^dQnM/hfY)Q/d(N D , E5fqM/dSF(r3b)QT^dXPQ>g)FVg)ViQUMld(F\Y)MUF\Y D QTV!b D f�IKE1d�b)QUM
g D E)GTQiNPF\F�MUF\Y)Qi])VUF�g .

� V>b D fq^dQiZuFSVyX)Y)E)MTFVdSViEFb;b D V D d(ViY)QW�hE5c)F�d�b)EP^bY)F�fSLWNPcTV D V D ^ : f D ^dFVg D QTV!b D f D MTa5F\RSQIKE1d�b D E5MTQ/dVd(V D g)QUMUNPF�g)EPFdI D g1g5hOr0^dQiZuFSVef D g)])VicegPFVd�bPQiNPc/b)QOI?g)F\k .
� Y D IKE { E)Q>g5g1hv^bX)LwViFo^ Y)FSa8F�g)E)]5X)Y)QTGiNPFo^uhxg D IKFSZZg)Q/dSViE0])MUN)])FSV>d(] � ��� '!�� ��� � ��� 	'��� (mirroring),QUGUF�d(X)FVc)E)M D snx8FSFdrmY D g)F�g)EPFHM-d(FSk5E5gP�hQUYK^ Di{ E)E5MfIKMTLTr3b)QTX)Em]mr;g D Y D fSNPE5c5g1hOr5�hE5fSE5cPFVd�bPEmr3g)Q/dSE)ViF(NP]mr . _^dQT^dF�gPV D E1fSQUGTY)FSVUF�g)Em] D GUGTY)FSMTE D ViLwY5h RAID lSViL�ViFSrXg)E5b)L�V D bmZuFsg D f�hfM D s9V RAID LWYPQUM>g)] 1 EmNPE8X)Y)Q/dSViQ
RAID-1. ��snGTQUk;f D X)Y)Q-d�g D f D X)E1d(c9MnV D b)QT^bViQT^dFqX)Y)E)MTQ!IKEPV�bFf D X)E?d(E0M9QUG D X)Q!IKVUQT^ D , cPViF�g)EPFO^dQUZuFSVX)Y)QUE1fSMUQiIKE)Vic-de]�E5fHNPsnGTQUk0XPQiNPQTMUE5g5h , V D b<c)ViQfI D g5g5hfFqQ/dSV D s9V>de]0IKQ/dSViLwX5g5h[Mld(NPL$c D FHQUV!b D f D Q!I?g)QTRSQ9E5fIKE1d�bPQUM .
� FSY5b D NPE)YPQUM D g)E)F�EK^dFSFSVvIKM D deN D G>hOr0^dFVdSV D :
• �hFVg D : ViY)F\GULwFSV>d(]0M!IKMTQUFHGUQiNKcUa5F+IKE1d�bPQUM .
• �hY)QTGiNPFo^uhxd`X)YPQUE5f\MUQ!I#E)ViF(NKc>g)Q-d(VicTs : f D XPE1d(cvXPY)QUE5f\MUQiIKE)V>d(];g D QTG D I#E1d�b D , ViY)F\GULW]5M!I#MUQUF`GUQiNKcUa5F\kX)YPQUX)LXd�b1g)QUkFdSX)Q/dSQUG/g)Q/dSViE�a5E5g1h . �hY)QTE5fSMTQ!IKE)VUF(NPc/g)Q/dSVictc)ViFVg)Em]<gPFHLm^dF�gPcUa D FSV>d(] , GUQiNKFSF`VUQURSQ , c D d(ViQLwMUFSNPE5c)EPM D F\V>de] .
# NPcTViFSY5g D ViE)M/g5hv^ Y)F\a5FVg)E)F\^ ])MiN)])F\V>de]�rmY D g)F�g)EPF ' � 	�� � �
�#" 	 *�� � & -9- (

 �
�&	 � �
�&� ), Y)F D NPE5fSQTM D g5g)QUF`M RAIDLWYPQUM>gPFSk 2, 3, 4 E 5. g D E)GUQUNPFSF�E1g)ViFSYPFVd(FVg RAID-5.
p Y)F D NPE5f Di{ EPE Vinum, lSViQyM D Y)E D g)VvQUYPR D gPE5f DU{ E)E0ViQW^ D dX)FSY)Fo^dF(ZuF�gPE)F\^ , X)Y)EFbPQUViQTY)QT^zQiIKE5g5E1fHGUNPQ>b)QTMvMedSViY D k)X)FqM>hqIKFSN)])FSV>d(]hIPN)]0rmY D g)F�g)E)]Fc)FSV>g)Q/dSViE5Q-d(V D NPc>g5hOr

n-1 GiNPQ/b)QUM . C�D b0ViYPFSGULwF\Ved(XPF { EP�hE5b Di{ Em] RAID-5, X)QUNPQiZuFVg)E)F`GUNPQ>b D c)FSV>g)Q/dSViE>^dFVgm])FSV/de]5QTVed(VUY D k)X D b
d(ViY D k)X)L .
����������	�


17-3. ������ ����� ��� ��� RAID-5
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�hQed(Y D M>gPF�g)E)s d�f\FSY5b D NPE)Y)QTM D g)E)F\^zXPY)FSEP^dLwx8FVd(VUMUQT^ RAID-5 ])MiN)])F\V>de]5R\QUY D feIKQ9^dF�g)cTa5FSFHViY)F\GUQUM D g)EPFzbQUGU��F\^dLnIKE1d�bPQUM . _sb)QUY)Q-d(Vicec)ViFVg)Em]<dSY D M/g)EP^ D dsc)ViFVg)E)Fo^ Mld(NPL$c D FHViQT^dQTMed�XPFSY)Fo^dF(ZuF�g)EPF\^ ,
D MUQTV�f D X)E1dScX)Y)QUE?dermQ!IKEPVvQUx8LWVUEP^dQy^dF(IPNPFVg5g)FSF ( X)Y)EP^dF\Y5g)QnM/c)FSVUMUFSYPQ9^dFeIKNPF�g5gPFSFyc)ViF�gPEm] ). �hY)E5QTV!b D f\F`QiI?g)QUR\QvE5f`IKE1d�b)QUM
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^ D d�dSE)MnXPY)Q!IKQUN)Z D F\VvY D GTQUV D VicvM " IKFSR\Y D IKEPY)QUM D MUa8F\^ " YPF(ZuEP^dF : f D X)Y)Q-d�hxg D c)ViFVg)E)Ftd`Q-d(V D MUa8Emr5de]yIKE1d�b)QUMX)Y)QUE1fSMUQiIP])V>d(]0QUG>htc1g5hv^zQUGTY D f\QT^ ,
D GUNPQ>bPEFd`QTV!b D f D MTa5F\RSQqIKE1d�b D XPFSY)F\M>htc)E1d(N)])snV/de]5E5f�I D g1g5hOr0Q/dSV D NPc/g5hOrGiNPQ/b)QUM�dSViY D k)X D .

17.5. �������>7v6>� Vinumj N)]0QUGTFVd(XPF�c)FVg)Em];g)F\QUGirmQiIKEP^dQUk0�hL$g5b { E)Q>g D NPc/g)Q/dSViE Vinum E1d(XPQiNPc/fSLwFSV�cPFSV!hfY)FSrmLWYPQUM>gPFSMULws|EPFSY D YmrmE)sQUGU��F�b)ViQTM :
• "
p EwIKEP^ D ]Fd�g D Y)LWZuE " d(LwxFg)Q-d(Vic — MTE)Y)ViL D NPc>g5hfk�IKE1d�b , g D f�hfM D F\^uhfk � � - � - (volume).

� QW^ D M9Q/d�gPQUM>gPQT^D g D NPQTRSE5c1g5hAIKE1d�b D ^ UNIX, rwQTV!]5EP^dF\snV>d(]5E8^dFSN1b)E)FOY D f(NPE1c)Em] . g D ViQT^ D g)FSVyQUR\Y D g)E1c)F�g)EPk0X)QnY D f\^dF\Y)L .
•
� QT^ D QUGTY D f\LwsnV>d(]hE1f 	 ��� � � ��� (plex), b D Z>I?hfk5E1fsb)QTViQUY1hOrhXPY)FeI*dSV D MUN)])FSV9X)QiN?g)QUF D IKY)F�d�g)QTF`X)YPQ/d(VUY D g1dSViMUQViQW^ D . j8D g5g5hfk0LwY)QTMUFVg)cvE)F\Y D YmrmE)E , V D bPEP^ QUGTY D f\QT^ , Y)F D NPE1fSLwFSVvE1fSG>hfVUQ>c5g)Q-d(Vic . g D GTQUY5hJ])MiNP])snV>d(]D g D NPQTR D ^dE�QUV IKFSNPc>g1hOr9I#E1d�b)QTMnMlfSF\Y5b D NKE)Y)QUM D g5gPQT^z^ D dVd(E)MTF ; d(Q!I#FSYmZuEP^dQTFzg D GUQUYPQUMfEwIKFVg)ViE5c1g)Q .

• �hQ-d�b)QUNPc>b)L Vinum Y D GTQUV D FSVvMld(Y)F(IKFqX)Q!I*dSE1d(VUF\^uh[rmY D g)F�g)E)]hI D g5g1hOr UNIX, ^ug)QTRSQiIKE1d�bPQUM>hfFsg D GTQUY5h^dQUZ�gPQnG>hONKQnG>h[YPF D NKE5fSQTM D VUc�g D G D f\F+IKE1d�b)QUM/hOr�Y D f(IKF(NPQTM UNIX. g D X)Y D b)ViE5b)F , X)QiIKQUG/g D ]�Y)F D NPE1f Di{ Em]
g)F(IKQ/dSV D VUQ>c5g)Q9RSE)G/b D ( IKE1d�b)E UNIX ^dQUR\LWVnEP^dFSVicyMUF�d(cW^ D QUR\Y D gPE5c)F�g1g)QUF�cPE1deNPQyY D feIKFSNPQUM ). p ^dFVdSViQnl\ViQUR\Q
Vinum MUMTQ!IKEPVvFSx8FHQiIKE5g0LwY)QTMUF�gPc D G-d(ViY D b { E)E : F(IKE5g5hfk0IKE1d�b)QUM/hfk0Y D f(IKF(N UNIX (drive MyViFSYK^dE5g D r Vinum)IKFSNPE)V>d(]Fg D g)FSX)YPFSY5hfM/g5hfFHQTGiN D d(ViE , g D fVhfM D Fo^uhfF $�� � ����� ' � -%� (subdisk), b)QUVUQUY5hfFqE0GULTIKLwV " dSViY)QTE)ViF(NKc>g5hv^^ D ViFSY)E D NPQW^ " IKN)]Fg D GUQUYPQUM .

• �hQiI)IKE1d�b)E , b D b0LWZuFHLwX)QW^dE5g D NKQ/d(c , Y D dSX)QiN D R D snV>d(]hM/g)LwViY)E $ ��� ��� � ��� (drive) Vinum, d(Lwx8FVd(VUMULwsnx8EmrIKE?d�b)QTM>hOr�Y D f(IKF(NKQUM UNIX. �hY)E)MUQiI>^dQiZuF\Ved(QiIKFSY)Z D Vic�gPFSQUR\Y D gPE5c)F�g1g)QUF�bPQiNPE5cPFVd(VUMUQnXPQ!I)IKE?d�b)QTM .ghF\GUQiNKcUa D ]yQTGiN D d(VicnM�g D c D NPFHX)Y)E)MTQ!I D f D Y)F�f\FSY)MTE)Y)QUM D g D XPQ!I5rmY D g)F�g)EPFHE5gK�hQUYP^ DU{ E)E0Qeb)Q>gP�hEPRSLwY Di{ E)E0E
dSQ/d(VUQi]5g)E)E Vinum; M-d(F`Q-d(V D NPc>gPQUF�X)YPQ/d(VUY D g1dSViMUQ9X)Y)E)R\Q!I?gPQfIPN)]5rwY D g)FVg)Em]hI D g5g5hOr .

_HFSk5c D d`^uh|QTX)E)a8F\^ , b D b5l\V D E)F\Y D Y)rwE)]5QUGTFVd(XPF�c)E)M D F\Vtg)FSQTGirmQ!IKEK^�Lws �hL-g1b { E)Q/g D NPc/g)Q/dSVicqIPN)] Vinum.

17.5.1. �����
	��
�����	��
g D GUQTY��[^dQUR\LWV��(Q��SViQi])VUcnE��qGUQUNPcUa8QURSQ��PQiNPE��PF��(VUM D XPQ!I)IKE����)QTM , Y D �(X)Y)F(IKF(NKF �����Or�X)Q9Y D �����v^ X)YPE)MUQiI D ^
Vinum. _HV D NPQ9G!�fVic , Y D �o^dFSY���QUV IKFSNPc!�"�Or9I#E"���)QTM��)FqQUR\Y D �PE��)E)M D snVnY D �o^dFSY#� D GUQTY D , D �eNPF(IKQUM D ViFSNPc!�)Q , EViQT^ D .

17.5.2. $%�'&�(%���*)�+,�.-/�10
Vinum YPF D NKE��SLwFSV9E��SG��fViQ!�"�)Q��SVicnX)Q2�(Y)F(I3�(VUMUQT^4�SMi]����fM D �PEm]#��ViQW^dQT^4�)F5���)QUNPc!�PEmr�� D GTQUY)QTM . _HQ!IKF\YmZuEP^dQUF
� D Z>IKQTRSQ*� D GUQTY D ])MiNP])FSV!�(]0X)QiN"�PQUk#�)QTX)E)F\k6�(QiIKFSYmZuEP^dQTRSQ9ViQT^ D . C QiNPE��PF��(VUMUQ*� D GUQTY)QUMvM9ViQT^dFq^dQiZuFSV9G!�fVic9QUVQ!I��)QTRSQOI#QnMUQ2�(cW^dE .
7 QUVi]6� D GTQUY�X)YPFeI3�SV D MUN)])FSVvI D ���"�fF`ViQW^ Dn{ FSNPE��)QW^ , QTV IKF(NKc!���fF8� D �SViE9�SQ!IKFSY)ZBEK^dQURSQ9ViQT^ D ^dQUR\LWV9G!�fVicX)Y)FeI/�(V D MiNPF����:�)FqM��(Fo^dE#� D GUQUY D ^dE .

p Q - X)F\Y)M!�Or , IPN)]6�PF �)QTViQUY��Or#� D �(VUFSk#� D GUQTY D X)QiI)IKE"� �)E8^dQTRSLwVnG��fVic��)FQUX)Y)F(IKF(NKF ��� ; MUQ - MTViQUY��Or , � D �(Vic�� D GTQUY D ^dQUZuFSVnG��fVicnXPQUViF\Ym]�� D E�� - � D QUV;� D � D I#E"��� D . j QvVUF(r0X)QTY , X)Q�� D rmQUVi]G!�[Q!I#E��6� D GUQTY0^dQiZuFSV9QUGUF5�(X)F��)E)VicvI D �"���fF+IPNP]5X)QiN��)QUR\Q D I#Y)F�� �)QUR\QvX)Y)Q2�(ViY D �"�(VUM D VUQT^ D , VUQT^ X)QUN"�)Q2�(VicTs�hL2�"� { E)Q�� D NPF�� .
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� ��� Vinum

17.5.3. �4����
���'�����
���	�#0�+,�.-/�10
Vinum XPQ!I)IKF\YmZuE)M D FSV*� D �6�PQ!��� D ViF � Di{ E)s , V D �5E5XPFSY)Fo^dF(ZuF �)EPF8� D LwY)QUM��)F1� D GUQTY)QUM :
• 
 # � $!� �	'	 * $ 	 ��� � �BE��(X)QUNPc!�\LWF\VvX)Y)Q2�(ViY D �"�SViMUQ9X)Q!I)I#E"���)QTMnX)Q2�eNPF(IKQUM D ViFSNPc!�PQ , ���mNPF\E)M D ]0Emr " M��SV;��� ".

• � ��� � ��� $ ����� -%�e� �
	���� - Y D �SGTE)M D FSVOI D �����fFHX)QnXPQ!I)IKE���� D ^ M��SQUQUVUMUFSV��(ViMTE)E6�HY D �o^dFSY)QW^4�(ViY D k)X D .�hQiI)IKE"� �)QUMOI#QiN)Z �)Q9G!�fVic9X)Qy^dF��)cUa8FSk5^dF\Y)F`IKM D ( �)VUQUG!�[QTV!NPE��PE)Vic � D GTQUY0QTV�� { F\XmNPF����)QUR\Q ), E5M2�(F`Q��)EIKQUN)Z ���[G!�fVUc9QiIKE�� D �)QUMTQURSQfY D �\^dF\Y D .

17.5.4. � �;� +��
�'������� + ��&1������ : )
�����
(%&�����10 ?

Vinum, Y D �SX)Y)Q��SViY D �m])F\^��fk6� FreeBSD MUFSY��(E)E 5.3 X)QiI)IKF\YmZuE)M D FSVOIKM D MTEwI D QTY)R D �)E�� Di{ E)E�� D GUQTY)QUM :
• _ { F\XmNPF������fF � D GTQUY�� � D E)GUQUNPFSF�R\E)G!�PE5MnE��(X)QUNPc!�\QUM D �)E)E : Q!�)E8^dQURSLwV �(Q!I#FSYmZ D VUcvNPs9GUQUF8�)QiNKE��)F��SViMUQX)QiI)IKE"� �)QUMnX)Y)QUE"�SMUQUNPc!�PQURSQnY D �o^dFSY D . �qD �)QUk9� D GTQUY5^dQUZuFSVnG��fVicnY D �(a8E)Y)F � " � D NPF\ViL " X)LwViF\^zIKQUG D MiNKF �)Em]IKQTX)QiN��)E)ViFSNPc!���OrhX)QiI)IKE"� �)QUM . �hQ!I)IKF\YmZ � D � { FSXmNKF �����Or�� D GUQTY)QUMOViY)F\GULwFSVy^dF �)cTa5Emr � D ViY D VnX)Y)Q { F�� �SQUY��PQURSQMTY)F\^dF��)E , �)Fo^ X)QiI)IKFSY)Z�� D � D GUQTY)QUM*�HX)FSYPF\^dF(ZuF��)E)F\^ ( rmQUV!]0Y D �(NKE��)E)FqMUYm]wI>NPE5XPQ!I)I D FSV!�(]0E��\^dF\Y)F �PE)s ). _IKYPLWR\QUk6�SViQUYPQ!��� , Q��)E6� D E)GTQiNPF\F1�)LwM��SViMUE)VUF(NPc����:�6�)Q�� { F��)ViY DU{ E)E6� D RSYPL2���)E0MyQ!I��)QTk0QUGUN D �SViE0ViQW^ D , XPY)E

�)QTViQUYPQUk0QiIKE��0E��`IKE"� �)QUM9X)Y)E��PEP^ D F\V�� D �(F\Gi]0M��Ss � D RSYPL2���)L , D Q2�(V D NPc!���fF`GUF �(IKFSk��(ViMTLWs9V .
•
� � �)QUM����v^�X)Y)FSEK^dLWx8F��SViMUQW^4� D GTQUY)QTM���XPFSY)Fo^dF(ZuF �)EPF\^ (RAID-0) ])MiN)])F\V!�e]0Y D �(X)YPFeIKFSNPF �)EPF " RSQTYm]��)EmrViQ��)F � " � D R\Y)L � �)E ; M!�|^dQUZuFSViF`I D ZuFqX)QiN��)Q��SVicUs LWY D M!�)])VicnF\F , M!�fGTY D MnQUX)ViEK^ D NPc����fk0Y D �\^dFSY��(ViY D k)X D
( Q!�)QUNPQ 256 kB). ghFeIKQ2�(V D V;�)E�V D �)QUk0QTY)R D �)E�� Di{ E)E — GTQiNPF\F.�eNPQUZ ���fk#�)QiI8E0QUR\Y D �PE��)F �PEm]#� D XPQ!I)IKE����)E : M��SFQ��)EhIKQUN)Z ���|G!�fVUc��(VUY)QUR\QnQ!I3�)QUR\QnY D �\^dFSY D . C Y)QW^dF`ViQTRSQ , X)Y)Q { F�� �+IKQUG D MUNPF �)E)]hXPQ!I)IKE���� D M�� D GUQUY9�X)F\Y)F\^dFSZuF �)E)Fo^ " � D rwQiIKL " ])MUN)])FSV!�(]6� D �(ViQUNPc!�)Q��)FSViYPE)MUE D NPc!�PQUk#� D I D �)FSk , �)ViQyM�� D �(ViQU])x5FSFHMUY)Fo^�] Vinum
�)FqX)QiI)IKFSY)ZBEPM D F\VvlSVUL�QUX)F\Y Di{ EPs .

j QTX)QiN"�PE)ViF(NKc!�)QTF ( ViYPE)MUE D NPc!�PQUF ) QUR\Y D �)E"�)F �)EPF8�(Q2�(ViQTE)VnM9ViQT^ , �)ViQ
� D GUQTY#�`X)F\Y)F\^dFSZuF �)E)Fo^�IKQUN)ZuF �9�SQ!IKF\YmZ D Vic�� D �8^dE��)EP^dLm^zI#M D XPQ!I)IKE���� D , E�� D �PFHQ��0GULTIKF\V��)F\QUV!NPE"�)EP^ QTV
� { FSXmNKF ���)QTRSQ .

�hY)FSEP^dLwx8F��(VUM D E9�)FeIKQ2�(V D V;�)E8Y D �SNPE������Or5^dF\ViQ!I#QUMnQTY)R D �)E�� Di{ E)E6� D GTQUY)QTMfQUX)E"� D ���[M �OD GiN . 17-1.

� ��� � � ��� 17-1. � ��� 	  �� 	 �� � ����� � � ��� � ��� 	  	�" Vinum

��� ��!�"$#�%'&(" )*%(+,+��'-/./%'0
, 1 � ! . 2 "$-/34� &(5(6/78-95 "

!�"
: 6/79; "

)�%�+,+��'-/.$�<-=7�&�%�>?%
%(+�!(%�>?%4&("$@ 1 6$&("

)�&�� 1 6(!$6(!���6

� { F\XmNPF �"���fk
(concatenated)

1 I D �)FSV C Y)LwX��"�fF8�(E��(ViFo^��rmY D �)F �)E)] ,ViYPFSGULws9x5E)F^ D �"�(EP^ D NPc!�PQUkR\E)G!�)Q2�(ViE5ELm^dFSYPF ���)QTkX)YPQUE��\MUQ!I#E)ViF(NKc!�)Q2�(ViE
��X)F\Y)F\^dFSZBF��)E)Fo^
(striped)

2 �PFSV I D p �*�(Q�� D ]X)YPQUE��\MUQ!I#E)ViF(NKc!�)Q2�(Vic ,M9ViQT^4�PE"�eNPFqM �eNPL � D FX D Y D NPNPF(NPc��)QUR\QIKQ2�(ViLwX D ��I D �����v^
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17. /��
	���\����������� '����������v$ � � �
��� � 	��
� ��� Vinum

17.6. ���y��79=8�[ 57n=��u2<@z���525=��
Vinum MTFeIKF\V � �o�!& � � 	'	 *��8'�� 	�� � � & � ��# ��� , M��PQUViQTY)QUk0QTX)E"� D ���[M2�(F`QTGU��F��)V;� Vinum MnQTV IKFSNPc!�)QTk6�(E��(ViFo^dF .g D � D NPc!� D ] �PQ!�P�hE)R\LwY Di{ E)]6�(Q!�(I D F\V!�e]0XPQiNPc��SQUM D ViFSNPF\^�X)YPE5X)QW^dQUx5E9�(E"�SViF\^��)QTk5LwViEmNKE)V;� vinum(8) E��qQ!I��)QTRSQEmNPE6�PF����PQiNPc��)Emr��)Q!�K�hE)RSLwY DU{ E)Q!�"���Orh� D kmNPQTM . C QUXPEm]#�)Q!�K�hE)RSLwY DU{ E)EhrmY D �)EPV!�e]5M � D � D NPF.� D Z>IKQTRSQIKE"���PQUMUQTRSQvY D �eI#F(N D ( X)YPE)MUQiI D ) Vinum.

p �SF.�)QTX)E)E8QUG!�PQUMiNP])snV!�(]hXPY)E5E��o^dF �)F��)E)E��(Q2�(ViQU]��)Em]0ViQW^dQUM , XPQUlSVUQT^dLX)Q��(NPF`X)F\Y)F � D X)L � � D �SQ��(VUQi]��)E)FHQUGT��F �)VUQUM Vinum MUQ2� �SV D � D MiNPEPM D F\V!�e] .

17.6.1. � ��+�� �*	�
��*� �
�*+ + (�
�� �
��C Q!�P�hE)R\LwY Di{ EPQ!�����fk0� D kmN5QTX)E"���fM D F\VfQUGU��F �)V;� Vinum.
� X)E"� D �)E)FHX)Y)Q��SViQUR\QvViQW^ D ^dQUZBF\VnG��fVicnV D �)EP^ :

drive a device /dev/da3h
volume myvol

plex org concat
sd length 512m drive a

� IKF��ScnQTX)E"���fM D s9V!�e]#�)F\V;�fY)FqQUGT��F �)V D Vinum:

• _HViYPQ!� D drive QUGT� ])MiN)])F\VqIKE"� �)QUM��fk0Y D �(IKF(N (
$ ��� ��� � ) E5F\RSQy^dF��(VUQUX)QUNPQiZuF �PE)F.� D �hE��\E��)F�� �)QT^�I#E"���)F .�hY)EPMUQ!I#LvI D �)Q��SEP^dMUQUNPc!�PQUF�EP^�] a.

�`D �eIKFSNPF �PE)F8�SEP^dMUQUNPc!���Or�EP^dF��5E8EP^dF �8L �SViY)QTk"�(ViMnI D FSVnMTQ!�o^dQiZ �)Q��SVicX)F\Y)F\^dF\x D Vic9�hE��\E��)F5���)E)F`IKE"� �)E ( � D X)Y)EP^dF\Y , X)QnY D � �"�v^4�)Q!�PViY)QiNPNPFSY D ^ , EmNKE8^dF �)])Vic9E)r�^dF5�(V D ^dE ) GUF��E��o^dF �)F��)Em]6�PQ!�P�hE)R\LwY Di{ EPE .

• _HViYPQ!� D volume QTX)E"� �fM D F\VfViQT^ . �dIKE����(ViMTF �����v^�ViY)F\GULwF\^��v^ X D Y D ^dFSViY)QW^z])MiNP])FSV!�(]0EP^�]8ViQW^ D myvol.

• _HViYPQ!� D plex QUXPY)FeIKFSN)])FSV�� D GTQUY . �dI#E��"�(VUMUF �"���fk8QTGi]�� D ViFSNPc!���fk�X D Y D ^dFSViY — ^dF\ViQ!IuQUY)R D �)E"� Di{ E)E�� D GTQUY D ,M�� D a8F\^4�eNKL2� D F concat ( � { FSX)NPF ���"�fk ).
j8D M D Vic*� D GUQUYPL9EP^�]8Mn])M��)QT^zMTEwIKF.�PFHQTGi]�� D ViF(NKc!�)Q : VinumD MUViQW^ D ViE��PF����PE6�(R\F �)F\Y)E)Y)LwFSV9EP^�]6� D GUQTY D E��qEP^dF �PE5ViQW^ D E��(Lm���hE��"� D .px, ReIKF x — �)QW^dFSY9� D GTQUY D M9ViQT^dF .p � D a5F\^ �eNPL � D F.� D GUQUY�GTLTIKFSV�� D ���fM D VUc��e] myvol.p0.

• g D �)Q!�)F { , �(VUY)Q!� D sd QUXPE"���fM D FSVnX)Q!I)I#E"��� .
t E��)EP^ D NPc!�"�v^dE8ViYPFSGUQTM D �)Em]P^dE��5F\RSQ9QUX)E"� D �)EPs�])MUN)])snV!�(]5EP^�]$ ��� ��� � � , � D �)QUViQTY)QT^zQ��5GTLUI#FSVvY D �(X)QUN D R D Vic2�e] , E5F\RSQ9Y D �o^dFSY .

C�D �0E5M �eNPL � D F.� D GUQTY D , EP^�]5L � D � �fM D Vic*�PFQTGi]�� D ViF(NKc!�)Q : EP^�]5XPQ!I)IKE���� D GULTIKFSV9X)Q��SViY)QTF �)QOI#QUG D MiNPF��)E)Fo^ .sx �0EP^dF��)E9� D GUQTY D , R(IKF x GULTIKF\V��)QW^dFSY)QW^X)QiI)IKE"� � D M�� D GTQUY)F . g D a�X)Q!I)I#E"���8X)QiNPL �)EPVnEP^�] myvol.p0.s0.p YPF �SLWNPcTV D VUFHQTGUY D GUQUV!�)E�V D �PQURSQ��)Q!�K�hE)RSLwY DU{ E)Q!�"�)QUR\Qv� D kmN D vinum(8) M!�qI D �(V�� D ^ �(NPFeI#LWs9x5F\F :
# vinum -> create config1
Configuration summary
Drives: 1 (4 configured)
Volumes: 1 (4 configured)
Plexes: 1 (8 configured)
Subdisks: 1 (16 configured)

D a State: up Device /dev/da3h Avail: 2061/2573 MB (80%)

V myvol State: up Plexes: 1 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB

g D lSVUQT^4�)Y D V;�)QW^�NPE"�SViE��)R\FqXPQ!� D � D �0�hQTYP^ D V9M!�fMTQ!I D vinum(8). ��Y D �hE��)F5���)E6�SQ!�(I D ���"�fk#� D ^dE8ViQT^X)Y)FeI/�(V D MiNPF��#� D � E"� . 17-4.
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����������	�

17-4. �  	�� � 	�� � 	 * Vinum

Subdisk

myvol.p0.s0

Plex 1
myvol.p0

0 MB

512 MB

volume

address

space

 ViQUV9E5X)Q2�eNPF(IKLwsnx5EPF`Y)E"�SL ���)E5E"�SQUGTY D Z D snVvViQW^ , �SQ!IKF\YmZ D x5EPk0Q!IKE"�0EmNPE6�PF����PQiNPc��)Q�� D GUQTY)QUM , � D Z>I��fk5E"�
�)QUViQTY��Or , M��SMUQTs|Q!�)F\Y)FeI#c , �(Q2�(ViQTE)VvE��qQ!I3�)QUR\QvEmNPE9�)F�� �)QiNPc��)EmrhX)Q!IPIKE"���PQUM . p XPFSY)MTQT^zViY)EPMUE D NPc!�)QW^zX)Y)EP^dF\Y)FViQT^ �SQ��SViQUE)V9E��`QiI��)QTRSQ�� D GUQTY D , X)YPFeI3�SV D MUNPF ���PQURSQ9Q!I��PEP^ X)QiI)IKE"� �)QT^ .

�hQ��(VUY)QUF������fk�� D ^dE0ViQiNKc!�)Q��)ViQnVUQT^4�)FHEP^dFSF\V��)E"� D �)E)rhXPY)FSEP^dLwx8F��(VUMnX)F\Y)FeIBQUG!���"���v^<IKE"���PQUM!�v^zY D �eI#F(NPQW^ .� �6�(QiIKFSYmZuE)V9FeIKE"�"�(ViMTF ���"�fk6� D GUQUY , V D �6�)ViQ �)FHQTGUF5�(X)F��)E)M D FSVfE��\G!�fViQ����)Q��SVic ; � D GUQUY9�(Q��SViQUEPVvE��qQ!I��)QTRSQX)Q!I)I#E"��� D , X)QTlSViQW^dLh^dF\ViQ!I#E�� D Y D �SX)Y)FeI#F(NPF��)Em]hIKE"� �)QUM��Or�GiNPQ��)QUM*�)E"�)F\^ �)F`QTV!NPE�� D FSV!�(]5QUVvIKE"� �)QUMTQURSQY D �(IKF(N D . p X)Q��(NPFeI#LWs9x5Emr�X D Y D R\Y D � D ry^�� Y D ���S^dQUVUY)EP^ GTQiNPFSF`E��)ViF\Y)F�� ���fF8�PQ!�P�hE)R\LwY Di{ EPE .

17.6.2. �%����(��:�,�.	 +,������� +,�.-/�10 : �'�
��'� � � ����'� +��
�
g D IKFSZ��PQ��(VUcvViQT^ D ^dQiZuF\VnG!�fVUcnX)QTM!�fa5F�� D X)YPE5X)QW^dQUx5E9�SF\Y�� D NKE)Y)QUM D �)E)] . �yN D �)E)YPLT]#�\FSY�� D NPE)YPQUM D �����fkViQT^ , M D Z �)Q��)F8� D G��fVicvQyViQT^ , �PViQUG��[X)Q!I)I#E"���)E9� D Z>IKQTRSQ*� D GUQTY D Y D �(X)QUN D R D NPE��(c*� D Y D �����Or0�hE��SE"�)F�� �)EmrIKE"��� D r , �)ViQTG!�[QTV;� D �HQ!I��PQURSQ9E�� �)Emr��)FqX)Y)E)MTF(N9�8M!�OrmQ!I#L9E�� �(ViYPQi]0GUQUNPFSF8�)F\^bQ!I��)QTRSQ�� D GTQUY D . p QTV
�)Q!�P�hEPRSLwY Di{ Em] , QUX)YPFeIKFSN)])snx D ]#�SF\Y�� D NPE)Y)QTM D �"���fk0ViQW^ :
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drive b device /dev/da4h
volume mirror

plex org concat
sd length 512m drive a

plex org concat
sd length 512m drive b

C�D �5^��|MTEwIKEP^ , �)FSV �)FSQTGirmQ!I#EP^dQ��SViE�M!�)QTMUcvQTX)E"� �fM D VUcvX)Y)E)MTQ!I a, X)Q2���)QUNPc!�)L Vinum �(QUrmY D �m])F\V��(Q2�(ViQU]��)E)FLTZuF ���)Q��P�hE)RSLwY)EPY)QUM D �����OrhQUGT��F �PViQUM . �hQ��eNKF�QUGTY D GTQUV;�)E�l\ViEmr5QTX)Y)FeI#F(NPF��)E)k#�)Q��P�hE)R\LWY Di{ Em]0GTLTIKFSVM!�fR(NP]wIKFSVic9V D � :

Drives: 2 (4 configured)
Volumes: 2 (4 configured)
Plexes: 3 (8 configured)
Subdisks: 3 (16 configured)

D a State: up Device /dev/da3h Avail: 1549/2573 MB (60%)
D b State: up Device /dev/da4h Avail: 2061/2573 MB (80%)

V myvol State: up Plexes: 1 Size: 512 MB
V mirror State: up Plexes: 2 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p1 C State: initializing Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p1.s0 State: empty PO: 0 B Size: 512 MB

� E"� . 17-5 E)N)NPs��SViY)E)YPLWF\V �SViY)L �)ViLwY)L�XPQiNPL �)F����)QUR\QnViQW^ D .
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Subdisk 1

mirror.p0.s0

Plex 1
mirror.p0

Subdisk 2

mirror.p1.s0

Plex 2
mirror.p1

0 MB

512 MB

volume

address

space

p I D ���)QW^ X)Y)EK^dFSY)F � D Z>I��fk9� D GTQUY#�SQ!IKF\YmZuE)VnM2�(F 512 MB
D IKY)F�� �)QUR\QvX)Y)Q2�(ViY D �"�SViM D ViQT^ D . C�D �0E8MX)Y)FeI3�qIKLwx5F\^ �eNPL � D F , � D Z>I��fk#� D GUQUY9�(Q��SViQUEPVvE��qQ!I��)QTRSQvXPQ!I)IKE"� � D .

17.6.3. ��� ����	 �
���  ���1	��.����
���'�����
���	�#0�+ �8-/�10
� FSY�� D NPE)YPQUM D �����fk�ViQW^ E��qX)Y)F(I��qIKLwx5F\RSQnXPY)EP^dFSY D R\QUY D �eIKQvGTQiNPF\F`QTV;� D �\QUL �(VUQUk��)EPM , �)F\^bQUG!���"���fk0ViQW^ , �)QFSRSQ9X)Y)QTE��SMTQ!IKE)VUF(NPc��)Q��SVic*�)EmZuF : � D Z>I��fk6� D X)YPQ��1� D � D X)E"�ScnM!�ONKE)M D FSV!�(]hMnIKMTF`QUXPFSY DU{ E)E5�hE��\E��)F5���)QTk
� D XPE"�(E , �)ViQyM!IKMTQUF�LwMUFSNPE��)EPM D F\V*�)F\QUGirmQiIKEP^dLws|X)Y)QTX)L �����PLWs �(XPQ��(QTG!�)Q2�(Vicva8E���� I#E"���)QTMUQTk�X)Q!I3�SE"�(VUF\^�� .� MUFSNPE��)F��)E)FHX)Y)QUE"�SMUQiIKE)ViFSNPc!�PQ��(VUE0ViY)F\GULwFSV9E��)QUR\QnX)QiIPrmQ!I D : MW^dF��SViQ��\FSY�� D NPE)Y)QTM D �)Em]yI D �"���fFY D �SX)Y)FeI#F(N)])s9V!�e] ( X)F\Y)F\^dFSZBF��)E)Fo^ ) XPQ9^ D ���(EP^ D NPc!�)QW^dL �)QiNPE"�)F��SViMUL��hE��\E��)F�� �)EmrhIKE����)QTM . _`NPFeI#LWs9x5E)kX)Y)EP^dF\Y6�)Q��P�hE)RSLwY DU{ E)E6�SQ!�(I D F\VvViQT^ �`X)F\Y)F\^dFSZuF �)E)Fo^4� D �)FSV!�fY)F(rhIKE���� D r :
drive c device /dev/da5h
drive d device /dev/da6h
volume stripe
plex org striped 512k
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sd length 128m drive a
sd length 128m drive b
sd length 128m drive c
sd length 128m drive d

C�D �0E8Y D �)F\F , �PFSV��PFSQUGUrmQ!IKEP^dQ2�(ViE�XPFSY)F\QUX)Y)F(IKF(NP])Vic9LWZuF ���)Q��P�hE)RSLwY)EPY)QUM D �����fF+X)YPE)MUQiI�� .
� GUx8E)k0MTEwI8G D � �

�)Q!�P�hEPRSLwY Di{ E)E Vinum X)Q��(NPF8�SQ!�(I D �)E)]#�)QUMTQURSQnViQT^ D GULTIKFSV9V D �PEP^ :

Drives: 4 (4 configured)
Volumes: 3 (4 configured)
Plexes: 4 (8 configured)
Subdisks: 7 (16 configured)

D a State: up Device /dev/da3h Avail: 1421/2573 MB (55%)
D b State: up Device /dev/da4h Avail: 1933/2573 MB (75%)
D c State: up Device /dev/da5h Avail: 2445/2573 MB (95%)
D d State: up Device /dev/da6h Avail: 2445/2573 MB (95%)

V myvol State: up Plexes: 1 Size: 512 MB
V mirror State: up Plexes: 2 Size: 512 MB
V striped State: up Plexes: 1 Size: 512 MB

P myvol.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p0 C State: up Subdisks: 1 Size: 512 MB
P mirror.p1 C State: initializing Subdisks: 1 Size: 512 MB
P striped.p1 State: up Subdisks: 1 Size: 512 MB

S myvol.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p0.s0 State: up PO: 0 B Size: 512 MB
S mirror.p1.s0 State: empty PO: 0 B Size: 512 MB
S striped.p0.s0 State: up PO: 0 B Size: 128 MB
S striped.p0.s1 State: up PO: 512 kB Size: 128 MB
S striped.p0.s2 State: up PO: 1024 kB Size: 128 MB
S striped.p0.s3 State: up PO: 1536 kB Size: 128 MB
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17-6.

� 	 * � ������-*���+,� ��� ��*

Plex 1
striped.p0

0 MB

512 MB

volume

address

space

striped.p0.s0

striped.p0.s1

striped.p0.s2

striped.p0.s3

ghQUMUQ2�(Q��eI D �����fkhViQT^bX)Y)FeI/�(V D MiNPF��#� D � E"� . 17-6. �yNKQUV;�)Q2�(Vic�� D a5ViY)E)rwQTM D �����OrhL2� D �(V!�)QUM9X)Q!� D � �fM D FSVY D �SX)QiNPQUZuF �)E)F8�(ViY D k)X)QTMnM D IKY)F5���)QW^zX)Y)Q2�(ViY D �"�(VUMUF.� D GUQTY D ( QUV �(MUF\V!N"�Or��5VUF\^����v^ ).

17.6.4. �:� �'���'� � -/��� 
�)��*�'�.-/�.0 � �8����
���'��� �
� �	�#0�+ �.-/�.0 ����+ ������1	��1+ + �
�hY)E#� D NPE��)E)E0IKQ��SV D VUQ!���)QTRSQ��)QiNPE"�)F��SViM D IKE"���PQUM9^dQUZ �)Q��SQ!�eI D Vic9ViQT^ , �SQ!�)F\V D s9x5E)k8X)QUM��fa5F �"�)LwsQUV;� D �SQTL �SViQUk"�)E)MUQ2�(VicfE8M!�*�SQ!�)Lws�XPY)QUE��\MUQiIKE)ViFSNPc!�)Q2�(VicnX)Q �SY D M��)F �PE)s �SQ��(V D �wI D Y)V;���v^dE5IKE"� �)QUM��v^dEY D �(IKF(N D ^dE UNIX.

� E)XPE���� D ]9�)Q��P�hE)RSLwY DU{ Em]0^dQiZuF\V9G��fVicnV D �)QUk :

volume raid10
plex org striped 512k
sd length 102480k drive a
sd length 102480k drive b
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e
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plex org striped 512k
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e
sd length 102480k drive a
sd length 102480k drive b

C�D �0M��|^dQiZuFSViF � D ^dFSViEPVic , X)Q!I)I#E"���)E5MUViQTY)QUR\Q�� D GUQUY D �S^dF\x5F �"� � D IKM D X)YPE)MUQiI D QUV!�)Q��SE)ViF(NKc!�)Q9X)Q!I)I#E"���)QTMX)FSY)MTQUR\Q . p Y)F �\LWNPcUV D ViF`I D ZuF`XPY)E6� D X)Y)Q2�(F8� D � D X)E"�Sc , X)F\Y)F��SF � D snx8F\^zRSY D �)E { ���(ViY D k)X D , �)FqMUQ�� �)E��"�)FSVOI#MULWrQUGUY D x5F��)E)k��8Q!I��)QW^dL��hE��SE��PF����PQT^dL9IKE"� �)L .
� E"� . 17-7 QTViY D Z D FSV��SViY)L �)ViLwY)L6�)QUMTQURSQfVUQT^ D .
����������	�


17-7. � �  
 �-� �  	 " � ����� � � 	 * � ��� ��-*�� +,� ��� �-*

Plex 1
striped.p0

Plex 2
striped.p1

.p0.s0

.p0.s1

.p0.s2

.p0.s3

.p0.s4

.p1.s0

.p1.s1

.p1.s2

.p1.s3

.p1.s4
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17.7.
� 254 �5@8�b4�@z���8;0=��n4<;.@B: =B�9� �87n69=��C�D �0LWZuF`G��ONPQnQTX)E"� D �)Q , Vinum

D MUViQW^ D ViE"�)F�� �)E0EP^dF��)LwFSV��SQ!�(I D M D F\^��fF.� D GTQUY��[E0XPQ!I)IKE����)E , rwQTV!]5l\ViE5EP^dF�� DE8^dQUR\LwVvG!�fVicyX)F\Y)FSQTX)Y)FeI#F(NPF���� . g D � D ^dQW^�IKF(NPF , ^�� �)FqY)F �PQT^dF �mIKQUM D NPE0G��[X)FSYPFSQUXPY)FeIKFSN)])Vic �(V D �wI D YPV;���fFEP^dF � D : QUX��fV���IKE"� �)QUM��v^ ^dF �)F(IPZuFSY)QW^ VERITAS X)Q!� D � D N , �)ViQyRSE)G��)Q��SVicnM9EP^dF �)QTM D �)E)E0QTGU��F��)ViQUM��)F�I D FSVQUx5LwViEK^dQURSQ9X)Y)F\EP^dLwx5F��SViM D , D � D X)LwV D VicnXPQiNPc��SQUM D ViFSN)]0^dQiZuFSV .
��^dF � D QUGU��F �)ViQTMn^dQUR\LwV��(Q2�(ViQU])VicnE"��NPs9G!�Or#�)F\X)Y)QUGTF(NPc����Or��(EP^dMTQiNPQTM . p X)Y)Q!�PF\^ , Y)F��)QT^dF��wIKLwF\^QURSY D �)E��PE)Vic��(]0GUL �)M D ^dE ,

{ EK�hY D ^dE8E5X)QiI��)FSY"�)E)M D �)Em]P^dE . ��^dF�� D VUQT^dQUM , � D GUQUYPQUMfE5XPQ!I)IKE����)QTM9^dQUR\LwVnG!�fVUcIKQ 64 �(EP^dMTQiNPQTMOIPNPE"�)QUk ; ^ D �"�(EP^ D NPc!� D ]hIPNPE"� D EP^dF��)E>X)Y)E)MTQ!I D — 32 �(EP^dMTQiN D .j N)]0QUGT��F �)VUQUM Vinum M9E)FSY D YmrmE)E /dev/vinum �SQ!�eI D snV��e]8� D kmN"�[L �(ViYPQUk"�SViM . �hY)EPMUFeI#F �����fk5M!�fa5FHX)Y)EP^dF\Y
�)Q!�P�hEPRSLwY Di{ E)E6�(Q��eI D �(V��(NPFeI#LWs9x5E)k6� D GTQUY0L �(VUY)QUk"�SViM :
•
� X)Y D MUN)])snx8E)F`L �SViY)QUk��(ViM D /dev/vinum/control E /dev/vinum/controld, E"�SX)QiNPc��SLwF\^��fF �(E"�SViF\^��PQUkLwViEmNKE)ViQUk vinum(8) E0I D Fo^dQ!�)QW^ Vinum �(QUQTViMUF\V!�(VUMUF �"�)Q .

• �HNPQ��)QUM��fF�E9�SEP^dMUQUNPc!���fF`L �SViY)QTk"�(ViM D IPNP]6� D Z>IKQTRSQ9E��HVUQT^dQUM . � ���)QTM!���fF`L �SViY)QTk"�(ViM D , E��(X)QUNPc!�\LWFo^��fF
Vinum’ QT^ . �HNPQ!�PQUM!�fFHL �(ViY)QTk"�(VUM D EK^dF �)LwsnV��e]5M �(QUQTViMUF\V!�(VUMUE)E���EP^dF�� D ^dE8ViQT^dQTM ; �(EP^dMTQiNPc����fF , M
�SQUQUVUMUFSV��(ViMTE)E6�HViY D I#E { E)F\k5EP^dF��)QUM D �)Em]0L �SViY)QUk��(ViM BSD, EP^dF\snVyX)Y)F\�hE"�"� r.

�OD �)EP^bQTGUY D �SQW^ ,M��fa5FSQTX)E"� D ��� D ]��)Q!�P�hEPRSLwY Di{ Em]�GULTIKFSV9M!�mNKs�� D VicnGUNPQ!�)QTM!�fF�L �SViY)QUk��(ViM D /dev/vinum/myvol,
/dev/vinum/mirror, /dev/vinum/striped, /dev/vinum/raid5 E /dev/vinum/raid10, E6�SEP^dMUQUNPc!���fFL �(VUY)QUk"�SViM D /dev/vinum/rmyvol, /dev/vinum/rmirror, /dev/vinum/rstriped, /dev/vinum/rraid5E /dev/vinum/rraid10.

•
C�D V D NPQTR /dev/vinum/drive �8� D X)E"�e]P^dE�IPN)]6� D Z>IKQUR\QnX)Y)EPMUQ!I D . p Y)F D NPc��)Q��SViE , � D Z8I D ]#� D X)E"�Sc])MUN)])FSV!�(]6�(EP^dMTQiNPc��)QUk9� ���ON��)QUk#� D �(QTQUViMTFSV!�SViMULws9x5E)k5� D kmN0I#E"���)QTMUQTRSQfL �(ViYPQUk"�SViM D .

•
C�D V D NPQTR /dev/vinum/volume �8� D X)E"�e]P^dE�IPN)]5ViQW^dQUM . p �)F\^ �(Q!I#FSYmZ D V��e]0X)QiI)IKE)Y)F��)ViQTY)E)E�IKN)]6� D Z8I#QURSQ
� D GUQTY D , M��)LwViY)E#�)QTViQUY"�Or , M �(MTQUs Q!�)F\Y)FeIKc , EP^dFSs9V!�e]>X)Q!IPIKE)Y)F��)ViQUYPE)E�IPNP]6� D Z>IKQTRSQ9E��`X)QiI)IKE"� �)QUM .

•
C�D V D NPQTRSE /dev/vinum/plex, /dev/vinum/sd E /dev/vinum/rsd, �(Q!I#FSYmZ D x8E)F`GUNPQ!�"���fF`L �(VUY)QUk"�SViM DIPNP]6� D GTQUY)QTM , GiNKQ!�����fFHE9�SEP^dMUQUNPc!���fF`L �SViY)QTk"�(ViM D IPNP]6� D Z>IKQTRSQnE"�HX)QiI)IKE"� �)QUM .

g D X)Y)EK^dFSY , IKN)]6�)Q��P�hE)RSLwY DU{ E)E , QTX)E"���fM D Fo^dQUk#� D �
drive drive1 device /dev/sd1h
drive drive2 device /dev/sd2h
drive drive3 device /dev/sd3h
drive drive4 device /dev/sd4h

volume s64 setupstate
plex org striped 64k
sd length 100m drive drive1
sd length 100m drive drive2
sd length 100m drive drive3
sd length 100m drive drive4

X)Q��(NPF`QTGUY D GUQUV!�)E vinum(8), �SQ!�(I D ���"�fk#� D GTQUY�L �(VUY)QUk"�SViMyM�� D V D NPQTRSF /dev/vinum GULTIKF\VvV D �PEP^ :

brwx------ 1 root wheel 25, 0x40000001 Apr 13 16:46 Control
brwx------ 1 root wheel 25, 0x40000002 Apr 13 16:46 control
brwx------ 1 root wheel 25, 0x40000000 Apr 13 16:46 controld
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 drive
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 plex
crwxr-xr-- 1 root wheel 91, 2 Apr 13 16:46 rs64

542



���������
17. /��
	���\����������� '����������v$ � � �
��� � 	��
� ��� Vinum

drwxr-xr-x 2 root wheel 512 Apr 13 16:46 rsd
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 rvol
brwxr-xr-- 1 root wheel 25, 2 Apr 13 16:46 s64
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 sd
drwxr-xr-x 3 root wheel 512 Apr 13 16:46 vol

/dev/vinum/drive:
total 0
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive1 -> /dev/sd1h
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive2 -> /dev/sd2h
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive3 -> /dev/sd3h
lrwxr-xr-x 1 root wheel 9 Apr 13 16:46 drive4 -> /dev/sd4h

/dev/vinum/plex:
total 0
brwxr-xr-- 1 root wheel 25, 0x10000002 Apr 13 16:46 s64.p0

/dev/vinum/rsd:
total 0
crwxr-xr-- 1 root wheel 91, 0x20000002 Apr 13 16:46 s64.p0.s0
crwxr-xr-- 1 root wheel 91, 0x20100002 Apr 13 16:46 s64.p0.s1
crwxr-xr-- 1 root wheel 91, 0x20200002 Apr 13 16:46 s64.p0.s2
crwxr-xr-- 1 root wheel 91, 0x20300002 Apr 13 16:46 s64.p0.s3

/dev/vinum/rvol:
total 0
crwxr-xr-- 1 root wheel 91, 2 Apr 13 16:46 s64

/dev/vinum/sd:
total 0
brwxr-xr-- 1 root wheel 25, 0x20000002 Apr 13 16:46 s64.p0.s0
brwxr-xr-- 1 root wheel 25, 0x20100002 Apr 13 16:46 s64.p0.s1
brwxr-xr-- 1 root wheel 25, 0x20200002 Apr 13 16:46 s64.p0.s2
brwxr-xr-- 1 root wheel 25, 0x20300002 Apr 13 16:46 s64.p0.s3

/dev/vinum/vol:
total 1
brwxr-xr-- 1 root wheel 25, 2 Apr 13 16:46 s64
drwxr-xr-x 3 root wheel 512 Apr 13 16:46 s64.plex

/dev/vinum/vol/s64.plex:
total 1
brwxr-xr-- 1 root wheel 25, 0x10000002 Apr 13 16:46 s64.p0
drwxr-xr-x 2 root wheel 512 Apr 13 16:46 s64.p0.sd

/dev/vinum/vol/s64.plex/s64.p0.sd:
total 0
brwxr-xr-- 1 root wheel 25, 0x20000002 Apr 13 16:46 s64.p0.s0
brwxr-xr-- 1 root wheel 25, 0x20100002 Apr 13 16:46 s64.p0.s1
brwxr-xr-- 1 root wheel 25, 0x20200002 Apr 13 16:46 s64.p0.s2
brwxr-xr-- 1 root wheel 25, 0x20300002 Apr 13 16:46 s64.p0.s3
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� D ^dF\ViEP^ , �PViQ , �)F5�S^dQTViYm]6� D ViQ��)ViQ � D GTQUY��[E8X)Q!I)I#E"���)E6�)FHYPF �)QW^dF �wIKLwF\V!�e]6� D � �fM D Vic�� D �)EK^ - NPEPGUQ
�(X)F { E D NKc!���v^zQTGUY D �SQT^ , XPY)E)MUQiI�� Vinum IKQUN)Z ���[G!�fVic9X)QUEK^dF �)QTM D �"� . ��^dF �)QTM D �PE)F�X)Q��SMUQUN)])FSVnQUViMU]�� D VUcX)Y)E)MTQ!I��[QTV9�hE��\E��)F�� �)Emr�L �(ViYPQUk"�SViM , E8X)Y)E8lSViQW^ QUGTF��(XPF �)E)VUcnEmr D MUViQW^ D ViE��)F5���)QTF�Y D �(X)Q�� � D M D �PE)F . ��^dF�� DX)Y)E)MTQ!IKQTMn^dQUR\LWVvIKQ��SViE)R D VicvIPNPE�����M 32 �(EP^dMTQiN D .

17.7.1. ���.�	��� +��
� � �
��*���
(���-��1-/���1	
� QW^ D �`ViQ!�"�)E9�\Y)F �PEm]6�(E"�SViF\^�� D � D NPQUR\E������AIKE���� D ^ , � D Q!I��PEP^b^ D N"�v^bE"���mNKs��)F��)E)F\^ : M9QUV!NKE��)E)FqQUVvIKE"���PQUM
UNIX, ViQW^ D Vinum �)F �(QiIKFSYmZ D VnV D GiNPE { Y D �(IKF(NKQUM . p Y)F��SLWNPcUV D ViFqX)QUVUY)FSGTQUM D NPQ��Scv^dQ!IKEK�hE { E)Y)QTM D Vic
�)F �)QTViQUY"�fF`LwViEmNPEPV;��Y D GUQTV;� �dIKE���� D ^dE , M9X)FSY)MTLws Q��)FSY)F(IKc newfs(8), �)QUViQTY D ]0Y D �)F\F`E"�SX)QiNPc��SQTM D N DX)Q��(NPFeI��PE)k6�(EK^dMUQiN>EP^dF �PE5ViQW^ D IPNP]5QUX)YPFeIKFSNPF �)E)]0EwIKF �PViEP�hE�� D ViQUY D Y D �eIKFSN D . g D X)Y)EP^dF\Y , IKE"� �)QUMTQUFL �SViY)QTk"�(ViMTQ9^dQUZBF\VnEP^dF��)QUM D Vic2�e] /dev/ad0a — X)FSY)M��fk0Y D �eIKFSN (a) X)F\Y)MUQTRSQ (0) IDE-IKE"� � D (ad) — E)NPE
/dev/da2h — MUQ2�(cW^dQUk�Y D �eIKFSN (h) ViYPFSVicTFSRSQ (2) IKE���� D SCSI (da).

� QT^ Vinum ^dQiZuFSV�� D ���fM D VUc��e] , � D X)Y)EK^dFSY ,
/dev/vinum/concat — � D �0NKFSR �PQnMUEmIKFSVic , EP^�]5ViQW^ D �PE�� D �9�)F �(Mi]�� D �)Q���EP^dF��)F\^�Y D �(IKF(N D .� G!�����)Q newfs(8) X��fV D FSV!�(]5E��)VUFSY)X)YPFSViE)YPQUM D VicyEP^�]5Y D �eIKFSN D E��(QUQTGUx D FSVfQTGvQUa8E)G!�PF`X)Y)E9�)FSMTQ!�o^dQiZ �)Q��SViEV D �)QTk0E��)VUFSY)X)YPFSV DU{ E)E :

# newfs /dev/vinum/concat
newfs: /dev/vinum/concat: can’t figure out file system partition

�����	��
�������
: ��������������������� �!�"�!#�$��"#&%('*)+��,�#�$"%.- FreeBSD /0� 5.0:

j N)]6�(Q��eI D �)Em]5� D k)NPQUM��Or �SE"�(ViFo^4� D ViQT^dF Vinum �eNPF(IKLwFSV9E"�(X)QUNPc!�\QUM D VicfQTX { E)s newfs(8) -v:

# newfs -v /dev/vinum/concat

17.8. 1 =32 �J4.;.@B��7n=z;54 @�� �8254<?�@z@ Vinum
_HV D �wI D Y)V;�PQUF (GENERIC) ]wIKYPQ FreeBSD �)FqM!�mNPs�� D F\V Vinum.

7 QTV!]5E>^dQiZ �)Q��SQUGTY D Vic��(X)F { E D NKc!�)QTF�]wIKY)Q �M!�mNPs��)F �"�)QUk0XPQ!I)IKF\YmZ �)QUk Vinum, lSViQTVnM D Y)E D �)V*�)FqY)F��)QT^dF��wIKLwFSV!�(] .
� G!���"���fk6�(XPQ��(QTG D �PViE)MUE"� Di{ E)E

Vinum — � D RSYPL2��� D ^dQiIKLWN)]�IPN)]5]wIKY D (kld). �hY)E8lSViQW^ , ])M!�PQvE"�(XPQiNPc��SQUM D Vic��)QT^ D �wIKL kldload(8) �)F\V
�)FSQTGirmQ!IKEK^dQ��(VUE : X)YPE��SV D Y)VUFHLwViEmNKE)V D vinum(8) X)Y)QTMUF\Y)E)V*� D NPE��)EPFHX)QiI)IKF\YmZ �)E Vinum Mn]wIKY)FqE5X)YPE
�)FSQTGirmQ!IKEK^dQ��(VUE�� D R\Y)L �SE)Vy^dQ!IKLWNPc D MTViQT^ D ViE��)F5���)E .

17.8.1. 6 �'���*�'�*� ���
Vinum rmY D �)E)V��)Q!�P�hEPRSLwY Di{ E)Q!���PLWs E��P�hQTYP^ Di{ EPs�� D IKE"���PQUM!�Or�Y D �eIKFSN D r�M9ViQUk5ZBFO�hQUYK^dF , �)VUQE"�(X)QUNPc!�\LwFSV!�(]0M9� D k)N D r �)Q!�K�hE)RSLwY DU{ E)E0X)YPE9�(Q��eI D �)E)E0QTGU��F��)ViQTM . p X)Y)Q!�PF\^ , M �)Emr�X)Y)EK^dF �m])s9V!�e]��)F �)QTViQUY"�fF
�mNPs��PFSM!�fF �eNPQTM D , �)FHY D �SYPFSa5F������fFHM9� D k)N D r��)Q��P�hE)RSLwY DU{ E)E . g D X)Y)EP^dF\Y , rmY D �)EP^ D ]#� D IKE"� �)FqG D � D ^dQiZuF\VM!�fR(NP]wIKFSVic9V D � :

volume myvol state up
volume bigraid state down
plex name myvol.p0 state up org concat vol myvol
plex name myvol.p1 state up org concat vol myvol
plex name myvol.p2 state init org striped 512b vol myvol
plex name bigraid.p0 state initializing org raid5 512b vol bigraid
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sd name myvol.p0.s0 drive a plex myvol.p0 state up len 1048576b driveoffset 265b plexoffset 0b
sd name myvol.p0.s1 drive b plex myvol.p0 state up len 1048576b driveoffset 265b plexoffset 1048576b
sd name myvol.p1.s0 drive c plex myvol.p1 state up len 1048576b driveoffset 265b plexoffset 0b
sd name myvol.p1.s1 drive d plex myvol.p1 state up len 1048576b driveoffset 265b plexoffset 1048576b
sd name myvol.p2.s0 drive a plex myvol.p2 state init len 524288b driveoffset 1048841b plexoffset 0b
sd name myvol.p2.s1 drive b plex myvol.p2 state init len 524288b driveoffset 1048841b plexoffset 524288b
sd name myvol.p2.s2 drive c plex myvol.p2 state init len 524288b driveoffset 1048841b plexoffset 1048576b
sd name myvol.p2.s3 drive d plex myvol.p2 state init len 524288b driveoffset 1048841b plexoffset 1572864b
sd name bigraid.p0.s0 drive a plex bigraid.p0 state initializing len 4194304b driveoff set 1573129b plexoffset 0b
sd name bigraid.p0.s1 drive b plex bigraid.p0 state initializing len 4194304b driveoff set 1573129b plexoffset 4194304b
sd name bigraid.p0.s2 drive c plex bigraid.p0 state initializing len 4194304b driveoff set 1573129b plexoffset 8388608b
sd name bigraid.p0.s3 drive d plex bigraid.p0 state initializing len 4194304b driveoff set 1573129b plexoffset 12582912b
sd name bigraid.p0.s4 drive e plex bigraid.p0 state initializing len 4194304b driveoff set 1573129b plexoffset 16777216b

p EmI��)Q , �PViQ�� D Z>I��fk0QUGT��F �PVfEP^dFSF\Vv])M!�PQvQUX)E�� D �"�)QUF+EP^�] ,
D X)Q!IPIKE"���PE0FSx8F�E�])M!�PQUF�X)QUNPQiZuF��)E)F.� D X)Y)E)MTQ!IKF ( EViQ9E�IKY)LwRSQTFH^dQiZuF\V , rmQUVi]5lSViQyE#�)FqY)F��)QT^dF��wIKLwFSV!�(] , L �(V D � D MUNPE)M D Vic2�e]hX)QiNPc��SQTM D VUF(NPFo^ ). �hQT^dEK^dQnlSVUQURSQ , IPN)]

� D Z>IKQTRSQvQTGU��F��)V D rmY D �)E)V!�(]5FSR\Q��SQ��(VUQi]��)E)F ( E5L �SV D �PQUM!� D �(Q2�(ViQU]��)Em]6� D X)Ym]P^dLws�XPQiNPc��SQUM D ViFSNPs��PFeIKQ2�(ViLwX�� D ).
Vinum �PF`rmY D �)E)VnM��)Q!�K�hE)RSLwY DU{ E)Q!�"���OryG D � D rhE��P�hQUYK^ Di{ E)s QnXPY)E)MUQiI D r : Q!� D �(Q!�(I D F\V!�e]0XPY)E9� � D �)EPY)QUM D �)E)EIKE"���PQUM!�OrhY D �eIKFSNPQUM , X)QT^dF��)F �"���Or�� D � Vinum.

 VUQvI D FSVvMTQ!�o^dQiZ �)Q��SVic Vinum XPY D MTEmNPc!�PQEwIKF �PViEP�hE { EPY)QUM D VicvIKE"���PE5X)Y)E��S^dF��)FHEK^dF �)E8L �SViY)QTk"�(ViM D .
17.8.1.1. � 0878% 1 "/7$����6�-/./"�5 "�.97$� 0/"�� �'5j N)] D MTViQT^ D ViE��)F5���)QTRSQ��SV D Y)V D Vinum X)Y)E�� D RSY)L ���)F.�(E��(ViFo^��[IKQTG D MTcUViF1�(NPFeI#LWs9x5Lws �(ViY)Q��)L�M9� D kmN
�)Q!�P�hEPRSLwY Di{ E)E6�(E��(ViFo^�� /etc/rc.conf:

start_vinum="YES" # set to YES to start vinum

�.�eNPE8MnM D a5F\k6�(E��(ViFo^dF8�)F\Vy� D kmN D /etc/rc.conf, �(Q��eI D k)ViFHFSRSQ ��V D �)EP^ �(Q!I#FSYmZuEP^��v^ .
j8D ��� D ]#�(ViY)Q�� DM!���SQTMUF\V D �)ViEPM Di{ E)s kld ^dQ!IKLWN)] Vinum X)YPE6� D RSY)L ���)F , D V D �mZuF �(V D Y)VyM��(FSr�QUGU��F �)ViQTM , LwX)QT^�]��)LwV;�Or0M

�)Q!�P�hEPRSLwY Di{ E)E Vinum.
# �PViE)M DU{ Em] Vinum X)YPQUE"�(rwQiIKE)VvIKQ9^dQ��)ViE)Y)QTM D �)Em]5� D k)NPQUM��Or �SE"�(ViFo^ , V D �6�)VUQMUQ!�o^dQiZ ��� D MTViQT^ D ViE��)F5��� D ]0X)Y)QTMUFSY"� D (fsck(8)) E8^dQ��)ViE)YPQUM D �)E)Fq� D kmNPQTM!�Or��(E"�SViF\^ � D ViQW^ D r Vinum.

�hY)E6�(V D Y)ViF �HX)QT^dQTx5cUs �)QT^ D �wI�� vinum start, Vinum �)E)V D FSVyG D � � �)Q!�K�hE)RSLwY DU{ E)E6�HQ!I��PQURSQnE��HXPY)E)MUQiIKQUM .p �PQUYP^ D NPc!�)QTk6�(EPViL Di{ E)E8M��SF`X)Y)EPMUQ!I3� �(Q!I#FSYmZ D VnEwIKF �PViE����)Lws E��P�hQTYP^ Di{ E)s Q��)Q!�K�hE)RSLwY DU{ E)E , V D �#�)ViQ �)FEP^dFSF\V�� � D �)F��)Em] , � D �)QUk8EP^dF �"�)QfIKE����5GTLTIKFSV��)E)V D Vic��(] .
p �eNPL � D F.�)Y D r D Vinum QUX)YPFeIKFSN)])FSV , � D � D ]#�)QTX)Em]])MiN)])F\V!�e]#� D E)GUQUNPFSF �(MTF(ZuFSk , MfI D NPc!�)F\k)a5Fo^zE"�(XPQiNPc��SLwFSVvF\F , D V D �)ZBFqQUG��)QUMUN)])FSVfF\F.� D Q��SV D MTa5Emr��(]hXPY)E)MUQiI D r .

17.9. Vinum ���b:	7n=�2<;0� �n= � 4�4 � �b=��n= � �0@B�f69�>� �
_HFSY)MTFSY , M2�(FHE��P�hQUYK^ Di{ E)Q������fFq� D kmNPQTM!�fF1�SE"�(ViFo^����)QTViQUYPQURSQOI#LWGUNPE)Y)QTM D ��� , rmQUViFSNPQ��ScvG!�|Q2��� D �(ViEPVicnE
�SFSY"� D NPEPY)QUM D ���)QTk��)QUY"�)FSMTQUk0� D k)NPQUMTQUk#�(E��(ViFo^dQUk . _HQ!�eI D �)E)FHV D �PQUk#�)Q��P�hE)RSLwY DU{ E)E#�PFHMTX)QiN"�PF`ViY)EPMUE D NPc!�)QX)Q��SY D M��)F �)EPs �8�SFSY"� D NPEPY)QUM D �)E)Fo^zX)Y)Q��)Emr0� D kmNKQUM!�Or��(E��(ViFo^ :

•
C QTY��)FSM D ]0� D k)NPQUM D ]��(E"�SViF\^ D IKQiNPZ�� D G!�fVUcvIKQ2�(ViLwX�� D IPN)]9�)ViF �PEm]5M�� D ^dQW^4� D � D NPFHX)Y)Q { F�� � D � D RSY)L ���)E ,V D �6�)VUQ9E��K�hY D �SViY)L �)ViLwY D Vinum I#QiN)Z � D �5l\ViQT^dL�^dQT^dF��)ViL0LWZuF`Y D GUQTV D VUc .

•
� QT^ �.�)QTY��)F\MUQUk8� D kmNPQTMUQTk �SE"�(VUF\^dQUk��(QiIKFSYmZuE)V , X)QW^dEP^dQ9XPY)Q!�)F\RSQ , �SE"�(VUF\^����fk�� D RSY)L � �PE��0E0]wI#Y)Q ,
�)QTViQUY"�fF+IKQUN)Z ���:�)E)V D Vic��(] " Y)Q!I3���v^dE " (native) LWVUEmNPE)V D ^dE9�PQT^dX)cTsnViF\Y D (BIOS IPN)]5^ D a8E�� D YmrmE)ViF��)ViLwY��
PC); QUGTF��(XPF �)E)VUcnX)QiI)IKFSY)Z��PLyEK^dE8ViQ����)Q2�(ViF\k Vinum � D � D �SViLws��)F\MUQ!�o^dQiZ �)Q .
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p I D ���)QW^ Y D �eIKFSNPF`ViF\YP^dE�� ” �)QUY��PFSMUQTk�ViQT^ ” Q!� � D � D FSVvViQW^ Vinum, �(QiIKFSY)Z D x5E)k6�)QUY��PFSMULws � D kmNPQTMULws
�(E"�SViF\^dL . ghF\XmNPQUrwQTk�EwIKF\FSk0])MUN)])FSV��e]#� D �SM D VicnV D �)QTk0ViQT^ "root", rwQTV!]0lSVUQ , Y D �SLm^dFSF\V!�e] , E6�)F\QUGi]�� D ViFSNPc!�PQ .p �SF.� D a5E0XPY)EP^dFSY"� , MTX)Y)Q!�PF\^ , GULTIKLwVvE��(X)QUNPc!�\QUM D VicfEP^dF����)QylSViQyEP^�] .

17.9.1. 6 �'���*���
�'�*� ��� Vinum +,� ,� + + � 
�-/����� ��� �8,���8� -'-/�:�'�� �� � ���j N)]0QUGTF��(XPF �)F��)Em]0lSVUQURSQ��)FSQTGirmQ!I#EP^dQ��eNKFeIKLwsnx8FSF :
• Vinum IKQUN)ZuF �5G��fVicfI#Q��(VULWXPF �0]wI#Y)LhFSx5F � D lSV D X)F8� D R\Y)L � �)E .

t FSViQiI , QUXPE"� D �����fk0M �HD �eI . 17.8.1.1,
�)F\X)Y)EP^dF��)EP^ ; � D � D ^dQT^�IKFSNPF , X D Y D ^dFSViY start_vinum 	���IKQiN)ZuF��5G!�fVUcnL �(V D �)QUMUNPF � .

� I��)EP^ E"�M D Y)E D �)ViQTMf])MiN)])F\V!�e]6�SGUQTY�� D ]wI#Y D �HX)Q!IPIKFSYmZ �)QTk Vinum, �)VUQnMUQ��\^dQUZ��PQ , �)Q , � D �5X)Y D MTEmNPQ , �PF(ZuF(N D ViF(NKc!�)Q .
�qQiNKFSF�LTIKQTG!���fk�M D Y)E D �)V — � D RSY)L � � D ^dQ!IKLWN)]�]wIKY D Vinum X)Y)E0XPQT^dQUx8E /boot/loader (

�`D �(I . 12.3.3), IPN)]
�)F\RSQ9M9� D k)N /boot/loader.conf �eNKFeIKLwFSVvIKQUG D MTE)Vic��SViY)Q!�PL
vinum_load="YES"

• Vinum IKQUN)ZuF �5G��fVic D �)ViE)MTE)Y)QTM D �yI#Q��(V D ViQ����)QnY D �)Q , X)Q�� �)QiNKc!�)LyViY)F\GULwFSV!�(]5X)Y)F(IKQ��SV D MTE)Vic9ViQT^�IKN)]
�)QTY��)F\MUQUk0� D kmNPQTMUQUk#�SE"�(VUF\^�� . �hQ9Lm^dQiN"� D �)E)s Vinum Mv]wIKY)F �)F � D �PE�� D F\VvX)QTE"���8X)Y)E)MTQ!IKQTM , �(QiIKFSYmZ D x5EmrE��K�hQUYP^ DU{ E)s�Q9ViQT^ D r Vinum, IKQ��PQT^ D �mI�� D I ^dE��)E"�SViY D VUQUY D ( EmNKE5Q!I3�)QUR\QnE�� �(V D Y)ViQUM��Or#���)Y)EPX)ViQUM ) vinum
start.

����� ��
��!����
: � ������� � ,���� / � � ����$�#�� )����+� ���+� �	� ��/�$�-
� � / ����#+�!)�$"% /0��% FreeBSD )+��,�#�$�$ 5.x $�#+�"��,�� � . � �� $ ,���+� �	� ��/�$ -�� �*) # �������� FreeBSD )���,�#�$ $ 4.x, ����$�#������ ��$	� � : � ��� / . 17.9.5.

_HViYPQ!� D
vinum.autostart="YES"

My� D kmNPF /boot/loader.conf, L � D � �fM D FSV Vinum
D MTViQT^ D ViE��)F5���)E8X)Y)Q2��� D �)E)Y)QTM D VUcvM��SF+IKE"� �)E�IKN)]9�(GTQUY DE��K�hQUYP^ DU{ E)E0Q9ViQT^ D r0MnX)Y)Q { F����(F8� D R\Y)L � �)E0]wIKY D .� GTY D x D F\^�M D a5F`M!�)EP^ D �)E)F , �)ViQ �)FSV �)F\QUGirmQiIKEP^dQ��SViE�� D � - NPEPGUQ��SX)F { E D NPc��)Q��SQUQUGTx D Vicf]wIKY)L , R(IKF

� D rmQ!IKE)V��e]#�)QTY��)FSM D ]0� D k)NPQUM D ]#�(E"�SViF\^ D . � D RSY)L ���)E�� (/boot/loader) � D kmIKFSV��)FSQTGirmQ!IKEK^dQUF�EP^�]L �(VUY)QUk"�SViM D M /etc/fstab E5X)F\Y)FeI D �(V9FSR\Qv]wIKY)L . p ^dQW^dF �)Vy^dQ!�)ViEPY)QUM D �)Em]#�PQUY��)F\MUQTk5� D kmNKQUMUQTk#�(E"�SViF\^��]wIKYPQnX)F\Y)FeI D �(V9EP^�]5L �(ViYPQUk"�SViM D �(QUQTViMUF\V!�(VUMULwsnx8F\^dL9IKY D k)MUF\Y)L9IPN)]�IKF��)Q!I#E)Y)QUM D �)E)] ( ViY D �"�eNP] { E)E5MyX D Y)LEwI#F �)ViEK�hE�� D VUQUY)QTMnL �(ViYPQUk"�SViM — major/minor device number).

17.9.2.
� ��  ���
)�� � ����� � �1+��8,��)
� -/�10 �'�� +,���'� 
 ���*	 Vinump � D �(VUQi])x5F\F`MTY)F\^�]6� D � D NPc!���fk�� D R\Y)L � �)E�� FreeBSD QTRSY D �)E��)F��5Y D �\^dF\Y)QT^zM2�(FSR\QvM 7.5 KB, E8lSViQTVnY D �\^dFSY� D �)ViE"�)F�� �)E0E"� �)FSY)X D � ( � D RSY)L ���)E��hIKQUN)ZuF �0Lm^dF\Vic9XPY)Q!�)F5�(Vich� D k)N /boot/loader �q� D kmNKQUMUQTk#�(E"�SViF\^���hQUYP^ D V D UFS E0X)F\Y)FeI D VicyF\^dL�LwX)Y D MiNPF��)E)F ). ghFSMTQ!�\^dQUZ �)QvY D �\^dF��SViE)VicyM�� D R\Y)L � �)E��PF`M!�PLWVUY)F ���PE)F

�(ViY)L �)VULWY"� Vinum, �)ViQTG!�|Q��5^dQUR ���)EPV D Vic � D �(ViY)QTk��)L Vinum E9� D ^dQ��SViQi])VUF(NPc��)QnQTX)Y)FeI#F(NPE)VUcnl(NKF\^dF �PV;�
� D R\Y)L �SQ����)QUR\QfViQT^ D . �hQTlSViQW^dL , IPNP]9�(Q��eI D �)Em]0L�� D RSY)L ���)E�� D E)N)NPs��\E)E , �)ViQ � D R\Y)L � � D X)Y)QTE"�ermQ!I#E)V��(Q
�(V D �wI D YPV;�)QUR\QnY D �eIKFSN D "a" VUY)FSGTLWs9V!�e]9�)F �)QTViQUY"�fF+IKQTX)QiN"�PE)ViF(NKc!���fFqLWrwEPx5Y)F��)Em] .
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j N)]0ViQUR\Q , �PViQUG��[V D � D ]6� D RSY)L ��� D MUQTQUGTx5F�G��ON D MUQ��\^dQUZ��)QTk , �)QTY��)F\MUQUk�VUQT^�IKQUN)ZuF �8QUViMTF � D Vic��(NPFeIKLws9x5EP^ViY)FSGTQUM D �)Em]P^ :

• G��fVicnViQUNPc!�PQ��SF\Y�� D NPE)Y)QTM D �"���v^ ( �PE0X)FSYPF\^dF(ZuF��)E)F , �)E RAID5 �)F\MUQ!�o^dQiZ ��� );

• �SQ!IKF\YmZ D Vic9Y)QUM��)QvQ!I#E��5X)QiI)IKE"� �#� D � D Z>IKQW^zE�� � D GTQUY)QTM .
� D ^dF\ViEP^ , �PViQ9MTQ!�o^dQiZ �)Q ( E�])MiN)])F\V!�e] , MUQTQUGUx8F+RSQTMUQUY)] , Q2���)QTM!�)QTk { F(NKcUs ), �)VUQUG!�:�PQUY��)F\MUQTk0ViQT^ �(Q!I#FSYmZ D N
�)F�� �)QiNPc��)Q*� D GUQTY)QUM , � D Z>I��fk9�8�)QTX)E)FSk6�)QUY��PFSMUQTk5� D k)NPQUMTQUk#�(E��(ViFo^�� .

p X)Y)Q { F�� �SF.� D RSYPL2���)E , MTX)Y)Q��)F\^ ,E"�(X)QUNPc!�\LwFSV!�(]0ViQiNPc��)QnQiI�� D E��.�)QTX)E)k ( � D lSV D X)FqX)QUE"� � D � D � D NPc!�)QTRSQ�� D RSYPL2���)E�� D E5F\RSQ��PQ!�P�hE)R\LwY Di{ EPQ!�����Or� D kmNPQTM , ]wIKY D , ^dQ!I#LTNKFSk0E8V . X . I#Q9^dQT^dF��)V D ^dQ!�)VUE)Y)QUM D �)E)]6�)QUY"�)FSMTQUk0� D k)NPQUMTQUk#�(E��(ViFo^�� ).
j N)]8QUGUF5�(X)F��)F �PEm]MUQ!�o^dQiZ �)Q2�(ViE#� D R\Y)L � �)E0XPQ!I)IKE����#� D Z>IKQUR\QnE�� � D GTQUY)QTMqIKQiNPZBF��5G��fVicnQTViQUGTY D ZuF ��MyX"�SFSM!I#Q - Y D �(IKF(N "a".p QTQUGTx5F�R\QUMUQTYm] , lSVUE5X"�SFSM!I#Q - Y D �eI#F(N"� �)FqQUGU]�� D �"� � D rmQ!IKEPVic��(] � D QiI��)Emr�E5VUF(r�ZuFq^dF5�(V D rhIKE"� �)QUM ; ViFo^4�)F^dF �)F\F , MTQnE��\GUF(Z D �)E)F`E"�(NPE)a9�)FSk8X)LwV D �PE { � , Y)F��)QT^dF��wIKLwFSV��e]9�SQ!�eI D M D VicfViQW^ D �`Q!IKE�� D �)QTMUQvL �(VUY)QUF������v^dEIKE"��� D ^dE�IKN)]6�SF\Y�� D NPE)Y)QTM D �PEm] .j N)]6�(Q��eI D �)Em]0X"�SFSM!I#Q - Y D �(IKF(NPQTM "a" �)FSQTGirmQ!I#EP^dQOIPN)]9� D Z>IKQTRSQnE"��IKE����)QTM , �(QiIKFSYmZ D x5Emr��)QTX)E)s �)QUY��PFSMUQTRSQViQT^ D , X)Y)QiIKF(N D Vic��(NPFeI#LWs9x5F\F :

1.
� X)YPFeIKFSNPE)VicyX)QiNKQiZuF �)EPF ( �S^dFSx8F �)EPF`QUV�� D � D N D L �SViY)QTk"�(ViM D ) E5Y D �\^dFSY8X)Q!IPIKE"��� D , ])MiNP])snx5F\RSQ2�e]�� D �SVicUs
�PQUY��)F\MUQTRSQvViQW^ D :
# vinum l -rv root� VT^dFSViEP^ , �)ViQyM��SF`Y D �\^dF\Y��[E9�\^dFSx5F��)Em]5M9ViFSYK^dE�� D r Vinum L � D � D ��� M9G D k)V D r . j NP]5X)QiNKL2�PF �)Em]
�PQT^dFSYPQUMnGUNPQ!�PQUM , E��(X)QUNPc!�\LWFo^��OryMyLwViEmNPEPViF disklabel, M2�(F.�PE"�eN D � D IKQnX)QiIKF(NKE)Vic�� D 512.

2.
p �fX)QUN"�)E)Vic �)QW^ D �wIKL
# disklabel -e devname

IKN)]6� D Z8I#QURSQ9E��+I#E"���)QTM , � D �)QTViQUYPQT^zGULTIKF\VvY D �(X)QUNPQiZuF �6�)QUY��PFSMUQTk0ViQT^ . devname GULTIKFSV9EmNPE8EP^dF �)Fo^I#E"��� D ( � D X)YPEP^dFSY , da0) IPNP]�IKE"� �)QUM9GUF �HV D GUNPE { � �eN D k"�(QTM , EmNPE8EP^dF �)Fo^ �eN D k"� D (ad0s1).

�8�eNPE�� D L �SViY)QUk��(ViMTF`LWZuFHF5�(VicyY D �(IKF(N "a" ( � �)QUY)F\F`M2�(FSR\Q , lSVUQ9X)YPFeI��qIKLwx D ]0E���� D Y�� DU{ Em]#�)QTY��)F\MUQUk� D kmNPQTMUQUk#�SE"�(VUF\^�� ), Q!�hI#QiN)ZuF �8G!�fVic9X)FSYPFSEP^dF��)QUM D � ( �)ViQTG!�[G!�fVUcfIKQ2�(ViLwX����v^bMnGULTIKLwx8F\^ , � D M��(]��)E)k
�(NPL � D k ; XPY)E5l\ViQT^ �SV D YPViQUM��fk#� D RSY)L � �PE��0GUQUNPcUa8F1�)F`IKQiNPZBF��5M��fGUE)Y D VicvF\RSQnXPQ9Lm^dQiN�� D �)EPs ). ghF
� D GTLUI#cUViF , �)ViQ D �)ViEPM!���fk ( � D X)Y)EP^dF\Y , �S^dQ��)ViE)YPQUM D �����fk ) Y D �eIKFSN6�)FO^dQiZuFSV9G!�fVicyX)FSYPFSEP^dF��)QUM D � , V D �6�)ViQXPFSY)F\EP^dF �)QTM D �)E)F.�PLTZ �)Q9X)Y)QTE��SMTQ!IKE)VUcnEmNPE9� D RSY)L �SEPMUa5E��(c���IKE"� � D ”Fixit”, E)NPE5MnIKM D a D R D ( IPN)]
�PQ!�P�hE)R\LwY Di{ EPE6�.�\FSY�� D NPE)YPQUM D �)E)Fo^ � � D � D N D X)FSY)F\EP^dF �PQUM D VicvY D �eIKFSN9� D MUViQTY)QT^�I#E"���)F , � D ViF\^ , X)Q��(NPFXPFSY)F�� D R\Y)L � �)E , � D XPFSY)MTQT^ ).
� D ViFo^ ,

D I#Y)F��.� D � D N D �PQUMUQTRSQfY D �eIKFSN D "a" M����)E"�(N)])FSV!�(]6� D �9�(Lm^+^ D � D � D NPc!�PQURSQ��S^dFSx8F �)E)]5Y D �(IKF(N D
Vinum E5X)Q!I3� �)E)V D ���)QTRSQnM��fa5F D IKY)F5� D X)Q!I)I#E"��� D M!�)LwViYPE5X)Y)EPMUQ!I D . _HQUMW^dF��SV;�)Q��HM!���PE"�eNPF������v^Y D �\^dF\Y)QT^blSViE9� � D �)F �)E)]0M!�)Q2�e])V!�(]0M9X)QUN)] "offset" E "size" �(VUY)Q!�)E "a" disklabel(8); �hQiNPF "fstype"I#QiN)Z �)Q9G!�fVic 4.2BSD.

� � D �PF �)Em]0XPQiNPF\k "fsize", "bsize" E "cpg" ZuFSN D ViFSNPc!�PQ�� D X)QiN��)E)Vic9M
�SQUQTViMUF\V!�(ViMTE)E6�HEP^dFSs9x5F\k"�e]8� D kmNPQTMUQUk#�SE"�(VUF\^dQUk , rmQUV!]5M9QUG2�(LWZ8I D F\^dQW^ �)Q!�PViF �"�SViFqlSViQ9E6�)F �(ViYPQURSQQTGi]�� D ViFSNPc!�)Q .C�D �5^dQiZ �)Q�� D ^dFSViE)VUc , �PQUMUQ2�(Q��eI D �����fk�Y D �eIKFSN "a" Y D �SX)QiN D R D FSV!�(]0M!�)LwViYPE0Y D �(IKF(N D Vinum.

� ViE)NPE)V D
disklabel Y D �SY)F\a D F\VvY D �eIKFSN D ^ XPFSY)F5�(F � D Vic2�e]0ViQUNPc!�)Q9M��(NPL � D F , F��eNKE0Q!IKE"�5E�� �)Emr#�)QTY)Y)F��)V;�)Q9QUX)E"� D �
� D �5EK^dFSsnx8E)k5VUE)X "vinum".

3. ��QUViQTMUQ ! _8�)Q!���(ViY)LwE)YPQUM D �����fk0X��(FSMiIKQ - Y D �eIKFSN "a" �(Q��eI D �#� D � D Z>IKQT^bE��`L �(VUY)QUk"�SViM , �(Q!I#FSYmZ D x8EmrYPFSXmNPE"�)E9�PQUY��)F\MUQTRSQfViQW^ D . C Y D k��)FHM D Z��PQvX)Y)QTMUFSYPE)VicnYPF �SLWNPcTV D V9FSx8F`Y D � , M!�fXPQiN"�)EPM��)QW^ D �wIKL
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# fsck -n /dev/devnamea

_`NPFeIKLwF\VnX)QW^��)E)Vic , �)ViQyM��SFH� D k)N"� , �(QiIKFSYmZ D x5E)F8� D R\Y)L �SQ����)Lws��)Q��P�hE)R\LWY Di{ E)s , IKQiNPZ��"�|G!�fVic9X)Q��SViY)QTF ���[M
�(QUQTViMUF\V!�(VUMUE)E6�8�)QTMUQUk��PQUY��)F\MUQTk5� D kmNKQUMUQTk��(E"�SViF\^dQTk ; ���)QTY)FSFqM��SFSRSQ , lSV D E��P�hQUYK^ Di{ Em]#�PFHGTLUI#FSV
�(QUQTViMUF\V!�(VUMUQUM D VicfVUF �)Lwx5Fo^dL�X)QiNKQiZuF �)EPs MTFSx5F\k .

p Q��SQUGTF ���)Q2�(ViE , �(NPFeI#LWF\VnQTGUY D ViE)Vic9M!�)EP^ D �)E)F8� D
�(Q!I#FSYmZuEP^dQTFH� D k)NPQUM /etc/fstab E /boot/loader.conf.

�hQ��eNKF�X)FSYPF � D RSY)L ���)E6� D � D NKc!���fk�� D RSYPL2���)E��hI#QiN)ZuF �8QUX)YPFeIKFSNPE)VicnI D �"���fF.�)QTMUQTk#�)QUY"�)FSMTQUk0� D k)NPQUMTQUk
�(E"�SViF\^�� � D Q�� �)QUMTF Vinum E�I#FSk"�SViMUQTM D VUcvM��SQUQUVUMUFSV��(ViMTE)E9�.�)EP^dE .

p � D MTFSY)a8F �)EPF�X)Y)Q { F���� D E"�)E { E D NPE�� Di{ E)E]wIKY D , X)Q��(NPF`LwX)QW^dE�� D �PEm]5M��SF(rhQUX)YPFeIKFSNPE)MUa8Emr��e]0L �(VUY)QUk"�SViM , IKQiN)Z �)Q9X)Qi])MTE)Vic2�e]6�(QTQUGTx5F �PE)F�MUEmI D :
Mounting root from ufs:/dev/vinum/root

17.9.3. �4*��	��
 �'�*+ � �*	�
�������� �'�* +,���'� 
 � �
��*���'� 
 -��1-/���1	 ( + ��&1���'� Vinum

�hQ��eNKF.�(Q��eI D �)Em]#�)QTY��)FSMTQUR\QvViQT^ D , M��fMUQ!I6�PQT^ D �mI�� vinum l -rv root GTLUI#FSVnXPY)EP^dFSY"�)Q9V D �)EP^ :

...
Subdisk root.p0.s0:
Size: 125829120 bytes (120 MB)
State: up
Plex root.p0 at offset 0 (0 B)
Drive disk0 (/dev/da0h) at offset 135680 (132 kB)

Subdisk root.p1.s0:
Size: 125829120 bytes (120 MB)
State: up
Plex root.p1 at offset 0 (0 B)
Drive disk1 (/dev/da1h) at offset 135680 (132 kB)

� �`lSVUQUk5E"�P�hQUYP^ DU{ E)E#� D ��GTQiNPF\F`M2�(FSR\QvE��)VUFSY)F5�(LwFSV �S^dF\x5F �PE)FHM 135680 G D kPVvQUV;�PQ��(EPViF(NPc��)QnY D �eI#F(N D
/dev/da0h. �hQ2�eNPF+IKF(NPF��)Em]6� D 512 X)QiNKL2�PEP^ 265 IKE"� �)QUM��OrhGUNPQ!�PQUMOIPNP]5LwViEmNPE)V!� disklabel.# � D NPQUR\E������v^zQTGUY D �SQT^ , Y D �\^dF\Y5ViQW^ D �SQ��SV D MTE)V 245760 512- G D k)V;���OryGiNPQ��)QUM . �qD �0ZuFqL �SViY)QTF � D Y)FSXmNKE�� DViQT^ D � D I#E"���)F /dev/da1h.
�`D �o^dFSV;� D Y D �eIKFSNPQUM (disklabel) GULTIKF\VnM��fR(N)]wIKF\VicnXPY)EP^dFSY"�)Q9V D � :

...
8 partitions:
# size offset fstype [fsize bsize bps/cpg]
a: 245760 281 4.2BSD 2048 16384 0 # (Cyl. 0*- 15*)
c: 71771688 0 unused 0 0 # (Cyl. 0 - 4467*)
h: 71771672 16 vinum # (Cyl. 0*- 4467*)

C�D �0LWZuF`QTVU^dF � D NPQ��Sc , Y D �\^dF\Y ("size") X"�(F\M!IKQ - Y D �eI#F(N D "a" �(QUQTViMUF\V!�(VUMULwFSV*��� D �PF �)E)s , M!���PE"�eNPF����)QW^dLY D �)F\F ; �S^dF\x5F �PE)F ("offset") Y D M!�)Q��(Lm^+^dF �\^dFSx8F �)Em]8X)Q!I)I#E"��� D M!�)LwViYPE5Y D �eIKFSN D Vinum ("h") E9�\^dFSx5F��)Em]
� D ^dQTRSQvl\ViQUR\QnY D �eIKFSN D QTV;�)Q2�(E)ViFSNPc!�PQ�� D � D N D IKE"� � D ( �eN D k"� D ). �OD �>^��|E��\GUFSR D Fo^zX)Y)QUGUNPF\^ , QUX)E"� D ���"�Or �PEmZuF
(
�`D �eI . 17.9.4.3).

� D ^dFSViEK^ V D �)ZBF , �)VUQ9Y D �eIKFSN "a" { FSNPE��)QW^ Y D �\^dFSx8F �0M��)LwViY)E8Y D �(IKF(N D "h", QUX)E����fM D snx8FSRSQM��(F�I D �"���fF Vinum � D lSViQW^�IKE"� �)F .
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� D ^dF\ViEP^ , �PViQ9M9QUX)E�� D �"�)QT^zX)YPEP^dFSY)FqM��SF+IKE����)QTMUQUF`X)Y)Q��SViY D �"�(ViMTQnQTV I D �)Q Vinum.
C QUY"�)FSMTQURSQfY D �eI#F(N D ,

�(Lwx5F5�(ViMTQUM D MUa8FSRSQ`IKQ�� D �SViY)QUk"�)E Vinum, �)F\V , X)Q�� �)QiNKc!�)LylSViQ9M!�)QTMUcfL �(V D �)QTMiNPF������fkyIKE"� � , XPY)FeI�� D � � D �)F������fkIPN)]5E"�SX)QiNKc!�SQTM D �)Em]hE"���mNKs��)E)VUF(NPc��)Q9M Vinum.

17.9.4. �4��1&��*�.	 ( � � � � -/�
�� +,�1+��
�
�.�eNPE9�)ViQ - ViQyX)QTa0NPQ*�PFHV D � , IKQUN)ZuF �8G!�fVic9X)LwVicfIPNP]5MUQ2� �(V D �)QTMiNPF��)Em]yIKQ��SViLwX D �8E��P�hQTYP^ Di{ EPE .

j8D NKFSFQUX)E"� D ���:�PF �)QTViQUY��fFHE��SMTF��SV;���fF`XPY)QUGUNPF\^����fF �(EPViL Di{ E)E8E9�SX)Q��SQUG!� Emr�L �(VUY D �)F��)Em] .

17.9.4.1. � "(> &$;�@ � � . &("$#�%(78"�6/7 , !(%�-/�'-=796 1 " !$6 > &$;/@���7/-95

�.�eNPE8X)Q�� D �)EP^ - ViQyX)Y)E��PE�� D ^ �(E"�SViF\^ D �)FO^dQiZuFSV�� D MTFSY)a8E)Vic�� D R\Y)L � �)L , � D RSY)L ���)E��5^dQUZBF\V9G��fVicnXPY)FSY)M D �
� D Z D VUE)F\^ XPY)QUGTF(N D M9ViF �PF �)E)FOX)F\Y)M!�Or 10 ( XPQnLm^dQiN"� D �)E)s ) �SF �)L �wI .

p � ^dQiZuFSViFqX)Q2�S^dQUVUY)FSVic9X)FSYPF\^dF �"���fF
� D R\Y)L � �)E"� D ( V D �)EPF8� D � vinum.autostart) X)Y)E8X)QT^dQTx5E6�PQT^ D �mI�� show E8E��\^dF��)E)VicyEmr6�(QiIKFSY)ZBEK^dQUF
�)QT^ D �wI D ^dE set E unset.

�.�eNPE8FeIKE"�"�(ViMTF ���PQUk5XPY)QUGUNPF\^dQTk0G!�ONPQnQUV!�SLWV��(ViMTE)F8� D R\Y)LWZBF����)QTRSQn^dQiIKLWN)]0]wIKY D Vinum, X)QW^dQiZuFSVvXPY)Q��SViQ
�)QT^ D �wI D load vinum.

�hY)Q { F5� �
� D R\Y)L � �)E0IKQiN)ZuF��0G!�fVic9X)Y)QiIKQiN)ZuF��6�)QW^ D �wIKQTk boot -as. � D Y D ^dFSViY"� -as � D �(V D Mi])Vf]wIKYPQ
�(X)Y)Q2�(E)VUcnQ��PQUY��)F\MUQTk5� D kmNKQUMUQTk#�(E"�SViF\^dF ( X D Y D ^dFSViY -a) E8Q��(V D �)QTMUE)Vic9X)Y)Q { F����1� D RSY)L ���)E0MQ!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)QW^ ( X D Y D ^dFSVUY -s) Y)F(ZuEP^dF . �hY)E0l\ViQT^4�PQUY��)F\M D ]5� D kmNPQTM D ] �SE"�(ViFo^ D GTLTIKFSV
�S^dQ!�PViE)Y)QTM D � D MnY)FSZuEP^dF " VUQiNPc��)QfIPNP]6�)ViF��)Em] " (read-only).

p Y)F��SLWNPcUV D ViF , I D ZBFHF��(NPE5GTLUI#FSV��\^dQ!�)ViEPY)QUM D �NPE)a5c9Q!IKE"�6� D GUQUY�E"�q^��)QTRSQ�� D GTQUY��)QTRSQfViQW^ D , YPE"��� D Y D � �(E"�mrmY)Q!�)E"� Di{ E)E�� D GTQUY)QTM*�)FSV .� ViMUF\ViQT^ � D X)Y)EPR(N D a5F �PE)F`MTMUF��SViE D IKY)F��8�)QTY��)FSMTQUk0� D kmNPQUMTQUk#�SE"�(ViFo^���^dQiZuF\VnG!�fVUcnEP^�]8NPsnGTQURSQL �SViY)QTk"�(ViM D , L � D � �fM D snx8FSR\Q�� D � D kmNPQUMTLws��(E"�SViF\^dL , XPY)E)RSQiI��)Lws�IPN)]6� D RSYPL2���)E . �hYPE#�)QUYPY)F �)V!�)QX)Q��SViY)QUF����)QTk#� D YPViFH� D kmNPQUM��Or �SE"�(VUF\^ (/etc/fstab) � � D �)F �PE)F\^zX)QyLm^dQiN"� D �)E)s|IKQiNPZ��PQnG!�fVUc��)ViQ - VUQnMUYPQ!IKF
ufs:/dev/vinum/root.

�`D �SX)Y)Q��SViY D �)F ���PQUk D NPcUViF\Y�� D ViE)MUQTk0GULTIKF\V , � D X)Y)EP^dF\Y , ufs:da0d ( Y D �eI#F(N ,
�(Q!I#FSYmZ D x8E)k#�)QTY��)F\MULws � D kmNPQUMTLws��(E"�SViF\^dL�M9lSX)QUrmL "IKQ Vinum"). �qLTIKcUViFHQ��SViQUY)QUZ ��� , ^dQ!�PViE)Y)LW]5M
� D �)F5�(ViMTF.�)QTY��)F\MUQUk8� D kmNPQTMUQTk �SE"�(VUF\^��|Y D �eIKFSN "a", �����ON D snx5EPk"�e]0M��)LwViY)cnXPY)E)MUQiI D Vinum.

p
�SFSY"� D NPEPY)QUM D ���)QW^�ViQT^dF �S^dQ��)ViE)Y)LwF\V!�e]5VUQiNPc��)Q�� D �(Vich� D k)NPQUMTQUk��(E"�SViF\^�� . �.�eNPE>M D ^zX)QUVUY)FSGTLWF\V!�e]0E"�\^dF �PE)VicFSF8�SQ!IKF\YmZuEP^dQUF , �)F\QUGirmQiIKEP^dQvGTLUI#FSVnV D �mZuFqLUI D NPE)VUcnE9�SQ!�(I D Vic�� D �PQUMUQnQ��(V D NPc����fF1� D GUQUY"�[ViQT^ D M
�)Q!�P�hEPRSLwY Di{ E)E Vinum, E�� D �)F`Q��)E5GTLTIKLwV��(QiIKFSYmZ D Vic��)F5�(E��)rwYPQ!�)E��\E)Y)QTM D �"���fFdI D �����fF .

17.9.4.2. 2 "$#�%�78"�687 7/% :�� .8%�%�-/!�%'0$!(%�� @9"(> &(;/@ � � .

�.�eNPE /boot/loader �PF8� D RSYPLTZ D FSV!�(] ,
D Q�� �)QUM��)QUk�� D RSYPL2���)E��8M��(FHFSx8F`X)Y)EPRSQ!I#F �6�8Y D GTQUViF ( M�� D � D NPFX)Y)Q { F�� � D � D RSYPL2���)E0X)QU])MiN)])F\V!�e]0QiIKE��)Q������fk5^dE"�)L �`M9X)FSY)MTQUk#�PQiNPQ����)F`l��)Y D � D ), ^dQiZ �)Q9X)QUX��fV D Vic2�e]X)Y)FSYPM D VUcnQ�� �)QUM��)QUk�� D R\Y)L � �)E��6� D Z D VUE)F\^ XPY)QUGTF(N D MylSVUQUV9^dQW^dF �)V . �hY)E0l\ViQT^4� D R\Y)L � � D GULTIKFSVnQ��(V D �)QTMiNPF�� D

� D MTViQUY)QTk6�(V D IKE)E ( �\^ .
�`D �eI . 12.3.2).

t QiZ �)Q9X)QUXPY)QUGTQUM D Vic�� D RSY)L �\E)Vic��(]6�dIKYPLWR\QUR\QnY D �eIKFSN D , � D X)Y)EK^dFSY ,
�(Q!I#FSYmZ D x8FSR\QvX)Y)F(I��qIKLwx5Lws �)QUX)EPs��)QTY��)FSMTQUk5� D kmNPQTMUQUk#�SE"�(VUF\^�� ( G!�fMTa5E)k�Y D �eIKFSN "a", �\^ . M!�fa8F ).

17.9.4.3. � � ��6�> % !$6 > &(;/@/��78-95 ,
@8"$> &$;/@ � � . ��"/+�"�687

 ViQnX)YPQUE"�(rwQiIKE)V , �)QUR(I D � D R\Y)L � �)E��6� D IKE����)F � D ViFSY)V Vinum’ QW^ .
C �(QiZ D NPF �)EPs , Vinum Q2�(V D MiN)])F\VfNPE)a8c 4 KBM�� D � D NPF �(MTQUFSR\QvY D �eIKFSN D IKQ�� D X)E"�(E��(MTQUEmrhLwX)Y D MUN)])snx8Emr�GiNPQ��)QUM . j MUF.�SV D IKEPE5X)F\Y)MUQ�� D � D NPc!�PQURSQ

� D R\Y)L � �)E"� D M �(QUMTQ!�)LwX��PQ��(VUE#�H^dF\V;�)QUk0IKE"� � D BSD (disklabel) ViYPFSGULws9V 8 KB.
�qD �6�)VUQ9X)QTX��fV;� D �(Q��eI D VicY D �(IKF(N Vinum XPQ��S^dF\x5F��)E)s 0 IKE"� � D EmNPE9�(N D k�� D , �)QTViQUY"�fk�IKQUN)ZuF �5G��fVic�� D R\Y)LWZBF������v^ , � D ViYPFSV�� D R\Y)L � �)E�� .
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17. /��
	���\����������� '����������v$ � � �
��� � 	��
� ��� Vinum

� ViQvrmLWZuF , X)QTX��fV;� D Y D �SY)F\a5E)Vic9QUX)E�� D �"�)Lws �(EPViL Di{ E)s X)Q2�(Y)F(I3�(ViMTQT^ � D RSY)L ���)E6��IKE"��� D ”Fixit” E8X)FSYPF � D X)E"�SE
� D � D NPc!�PQURSQ�� D R\Y)L � �)E�� D X)Y)E8X)QT^dQTx5E#�PQT^ D �mI�� disklabel -B ( � D �5QUXPE"� D �)QvM �`D �(I . 12.3.2) XPY)E)MUF(IKFSV��ViQT^dL , �)VUQ�� D RSYPL2���)E��#� D ViYPFSVyLWXPY D MUN)])snx8E)k#� D RSQUNPQUMTQ!� Vinum, E5ViQTV��)F �S^dQUZBF\V�� D k)ViE��(MUQTkhIKE"� � .

7 QUV!]
�(QUG2�(ViMTF ���PQ*�)Q!�K�hE)RSLwY DU{ Em] Vinum X)Y)E8lSViQW^4�)FqX)QUViF\Ym])FSV��e] , E5M��(F`I D �����fFH^dQTRSLwVnG��fVicnMTQ����(V D �)QUMUNPF ���X)Q��SY)FeI3�SViMUQW^4�(Q��eI D �)Em]0QUGT��F �PViQUM*� D Emr0X)YPFeI��qIKLwx8Emr0^dF��(V D r , Q!�PF �)c �eNPQUZ��PQnQ!�PQ!��� D ViF(NKc!�)QvE��(X)Y D MUE)VUc
�(E)ViL DU{ E)s .

p F��(cnY D �(IKF(N Vinum I#QiN)ZuF �8G!�fVic �S^dF\x5F �8X)Q��PY D k��PFSk8^dF\Y)F � D 4 KB, V D �9�)ViQUG��:� D RSY)L � �PE��)E5E
� D R\QiNPQTMUQ�� Vinum GTQiNPF\F.�)FqX)FSYPF��(F�� D NKE"�(c .

17.9.5. �:�	� ��)���� ����� FreeBSD �'�

-�� 
 4.Xp �SE"�(VUF\^ D r0XPQ!I8LwX)Y D MiNPF��)E)Fo^ FreeBSD 4.X QUV!�SLWV��(ViMTLWs9V��PF �)QTViQUY��fFq�hL ��� { E)E5]wIKY D , �)FSQTGirmQ!I#EP^��fFdIPN)]D MUVUQT^ D VUE��)F�� �)QUR\Q���� D �)E)YPQUM D �)Em]yIKE"� �)QUM Vinum’ QW^ ; �)YPQT^dFqViQUR\Q , �)QiI , QUXPY)FeIKFSN)])snx8E)k6�PQT^dFSY D L �(ViYPQUk"�SViM
�)QUY��PFSMUQTk0� D kmNKQUMUQTk#�(E"�SViF\^�� , �)FeI#Q��(V D ViQ����)QnXPY)Q!IKMTE��)LwVfIKN)]5ViQTRSQ , �PViQUG��[X)Q!�)EK^ D Vic��)Q!�"�SViY)L � { EPE8MTEwI D
/dev/vinum/root.

� Y)FSGTLwFSV!�(]5X)Y)EmNKQiZuF �)EPF�IKQTX)QiN��)E)ViFSNPc!���Or�L �(E)NPE)k .p Q - XPFSY)M��Or , M9� D kmNPF /boot/loader.conf IKQiN)ZuF��0G!�fVicn])M!�)QnL2� D � D �#�(X)E��(Q!��IKE"���PQUM , �PQUViQTY��fF Vinum GULTIKF\V
��� D �)E)Y)QTM D VUc :
vinum.drives="/dev/da0 /dev/da1"

pqD Z �)Q , �)VUQUG!�[G��ONPE0QTX)E"� D ���[M��SF`X)YPE)MUQiI�� , � D �)QTViQUY"�Or�^dQTRSLwVnM2�(ViYPFSViE)VUc��e]hI D �����fF Vinum. ghF`X)YPQUE��\QUkwIKF\V
�)E��)F\RSQnX)NPQirmQUR\Q , F5�eNPE8GULTIKFSVnQUX)E"� D �)Q � � �#"�� �`IKE����)QTM , �)Fo^4�)F\QUGirmQiIKEP^dQ . �OD �)ZBF , �)F\V��)LWZ>I��|QTX)E"� �fM D VUcnM��SF
�eN D k"���[E / EmNPE8Y D �(IKF(N�� (Vinum � � D �)EPY)LwFSVvEmr D MUViQW^ D ViE"�)F�� �)E ).

�hQ����PQiNPc��)L9XPQ!IKX)YPQURSY D ^+^��[Y D �SGUQTY D EP^dF��)E6�PQUY��)F\MUQTk5� D kmNKQUMUQTk��(E"�SViF\^�� E5QUXPY)FeIKFSNPF �PEm]#�)QT^dF\Y)QUML �SViY)QTk"�(ViM9MUQ2�(X)Y)E"�)EP^ D s9VnViQUNPc!�PQ ” �mN D � �(E"�)F�� �)E)F ” EK^dF � D , V D �PE)F8� D � /dev/ad0s1a, IPN)]9�)Emr��)FqX)Q!IPrmQiIP])VEP^dF � D ViE)X D /dev/vinum/root. ��^�]9�)QUY��PFSMUQTRSQvVUQT^ D IKQiN)Z �)Q9G!�fVic �(QTQUGUx8F �)Q Vinum QTV IKFSNPc!�)Q . j N)]0l\ViQUR\Q
�eNPLWZuE)VnXPFSY)Fo^dF ��� D ]6� D RSY)L ���)E�� D vinum.root. _HQUQTViMUF\V!�(VUMULwsnx D ]6�(VUY)Q!� D M9� D kmNPF /boot/loader.confGULTIKFSVnM!�fR(NP]wIKFSVic9V D � :

vinum.root="root"

�hY)Q { F(IKLwY D E��PE { E D NPE�� DU{ E)E5]wIKY D M��fR(N)]wI#E)VnV D � : X)FSYPFeI>QTX)Y)F(IKF(NPF��)E)Fo^4�)QUY"�)FSMTQURSQnL �SViY)QTk"�(ViM D IPNP]
� D R\Y)L � �)E5X)Y)QUMTFSYm])F\V!�e] , �)FHL �SV D �)QTMUEmN�NKE6� D �)QUk - NPE)GTQn^dQ!IKLWNPc �(QTQUViMTFSV!�SViMULwsnx8E)k0X D Y D ^dF\ViY0]wI#Y D . p �(NPL � D FX)QiNPQUZuE)ViF(NKc!�)QTRSQvQTViMUF\V D �BX)Y)E��(QTMUX D IKF �)EPE0Q�� �)QUM��)QUR\Q (major) �)QW^dFSY D L �(ViY)QTk"�(VUM D I#Y D k)MTFSY D EL �SV D �PQUMiNKF ���)QTk0� D kmNKQUMUQTk#�(E"�SViF\^�� D MUVUQUQUXPY)FeIKFSNPF �PE)F`X)YPF �)Y D x D FSV!�(] , �)ViQfI D FSV9MUQ��\^dQiZ �)Q2�(VicnX)FSY)F(I D VUcX)Y)Q!I#QiN)ZuF �PE)F`X)YPQ { F5� � D � D RSY)L � �PE0E8^dQ��)ViE)Y)QTM D �)E)F.�PQUY��)F\MUQTRSQvViQW^ D Vinum.

_`NPFeIKLwF\VnQUVT^dFSViE)VUc , MTX)Y)Q��)F\^ , �)VUQ9QTGUY D GUQUV!�)E���QUVUMUFSV D � D � D X)Y)Q��`EP^dF �PE6�)QTY��)FSMTQUk0� D kmNPQUMTQUk#�SE"�(ViFo^�� (boot
-a) �)FO^dQiZuF\VnY D �SQUGTY D VUcvEP^�]5ViQW^ D Vinum.

t QUZ �)QnMTMUF��SViE0EP^�]8L �SViY)QTk"�(ViM D , QTV!NPE��"�)QUFHQUVnL �SViY)QUk��(ViM D Vinum
( M9lSViQW^ �eNPL � D F`X)YPQUE��\QUkwIKF\V��(V D �wI D Y)V;� D ]5X)Y)Q { FeI#LWY D Y D �SGUQTY D , V D �#�)ViQh^dQiZ �)QyL � D � D Vic , � D XPY)EP^dFSY ,
ufs:da0d). ��^dF � D ZuF , X)QiIKQUG����fF ufs:vinum/root �)FO^dQUR\LWV9G!�fVic9Y D �SX)Q!��� D �"� . �dIKE��"�SViMUF������v^�M!�OrmQ!IKQW^E��Hl\ViQUk9�(E)ViL DU{ E)E5GTLTIKFSV9X)FSY)F�� D RSY)L � � D E5MTMUFeI#F �)E)FHEP^dF �PE5L �(ViYPQUk"�SViM D � D �PQUMUQ ( X)YPF\�hE��"� /dev/ MnQUVUMUFSVUF8� D
� D XPY)Q�� ”askroot” M��SFSReI D ^dQiZ �)Q9QUX)L �SViE)Vic ).

�����	��
���������

1. RAID — �SQ!�)Y D x5F��)E)F`QTVnViF\YP^dE�� D Redundant Array of Inexpensive Disks ( - � � �
� � 	��� � � ��� � � � ��� ' � � �
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17. /��
	���\����������� '����������v$ � � �
��� � 	��
� ��� Vinum

� � � � � � ��� ����� 	'��� - ); Y D �(NPE��"���fFHMTEwI�� RAID X)Y)F(IKQ��SV D MUN)])snVvY D � �"�fFq�hQTYP^��:� D x5E)V;�[QTV��SGUQUF\M . RAID-0,MTQUQUGTx5F+R\QUMUQTYm] , �)FH])MiN)])F\V!�e] RAID, X)Q2���)QUNPc!�PL��)FqQUGTF��SX)F �)EPM D F\VfY)F �\FSY)MTE)Y)QTM D �PEm] .
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18. � � ����� �
	���� ��

- I18N/L10N����� �
����	��	����� ��� � ��������
����~���

% ���� � �
� ��� � � Andrey A. Chernov. %&� ��� $ ��� �� Michael C. Wu. % ����� ��� � 	 � � & � � ' �'$ ( �i*+' : � � � ' � � 	�� �% ����� � & 	 '�� , , �
	�����%&� $!� �'	 .

18.1. 13254�6878@ � =B� 2n=�2
FreeBSD - lSViQyQ!�PF �)cvY D �(XPY)FeIKFSNPF �"���fk5X)YPQUF �PV , X)QUNPc!�\QUM D ViFSNPE�E6�)Q��)ViY)EPGUcUs9ViQUY"�:�)QUViQTY)QUR\Q�� D rmQ!IP])V!�(]0M
� D ^��Or�Y D � ���Or�� D �(V!]mr6�SMUF\V D . p l\ViQUk8R(N D MUF�Y D � � � D ���fM D F\V!�e]�QnMTQ!�o^dQiZ �)Q��SV!]mr�E��)ViF\Y�� DU{ E)Q!� D NPE�� Di{ EPE0ENPQ!� D NPE�� Di{ E)E FreeBSD, �)QTViQUY"�fFHX)Q��SMTQiN)])s9V*�)F - D �PR(NPQTRSQUMTQUYm])x8EP^�X)QiNPc��SQTM D VUF(N)]P^<IKFSN D Vic �(MTQUs�Y D GUQTViL ._HLWx8F��SViMULwFSV9^��)QUR\QnX)QiIPrmQ!IKQTMvM i18n Y)F D NPE�� Di{ E)E - � D �6� D �(E"�SViF\^��)QW^bLwY)QTM!�)F , V D �8E6� D LWYPQUM!�PF`X)Y)E)NPQiZuF �PE)k ,V D �9�)ViQ , ReIKFqlSViQyMUQ��\^dQUZ��PQ , ^��|GULTIKFo^�I D M D Vic��)E)V D ViF(NPs �����ON"�)E9� D GTQiNPF\F`LwR(NKLWGUNPF �"���fF`E"�SViQ!�"�)E��)EIKQ!�)Lm^dF��)V Di{ E)E .

�hQ��eNKF�X)Y)Q��)ViF �PEm]8l\ViQUk0RSN D M�� , M!�[GTLTIKFSViF � � D Vic :
•
C�D �0Y D �����fF�]������)E5E8Y)FSR\E)Q!� D NPc����fF1� D �(ViY)QTk��)E9�)Q!IKEPY)LwsnV!�(]5M��SQUMUYPF\^dF �"���Or�QUX)F\Y Di{ EPQ!�����Or��(E��(ViFo^ D r .

•
C�D �0L �(V D �)QUMTE)VicvY)F\RSE)Q�� D NKc!���fF8� D �SViY)QUk"�)E�IPNP]0M D a8FSk0QTGUQUNPQ!���PE .

•
C�D �#� D �SViY)QTE)VicnM D a8L �PQ!�"�SQiNPcOIKN)]5QUViNPE������Or0QTV D �)R(NPEPk"���)QTRSQf]������)QUM .

•
C�D �0l\���hF��)ViE)M��)QvE"�SX)QiNPc��SQTM D VUc X Window System �`Y D �����v^dE0]������ D ^dE .

• � IKF.� D k)ViE5IKQUXPQiN"�)EPViF(NPc��)Lws[IKQ��)Lm^dF �)V Di{ E)s X)Q �(Q!�(I D �PE)s i18n- �(QUMW^dF��(VUEP^��Or9X)YPEmNPQiZuF��)E)k .

�hFSY)F(I9�)ViF��)E)F\^�lSViQTk5RSN D M��JM D ^4�(NPFeIKLwF\V ::
•
� � D Vic�� D �0L �SV D �)QTMUE)VUcfIKQTX)QiN"�PE)ViF(NKc!���fFHX)Y)EmNPQUZuF �)Em]��(ViQTY)Q!���PEmr0Y D �\Y D GTQUV;�PE��)QUM ( � N . 4).

18.2. � �0;0=��5�

18.2.1. �%� � ��� �'�1� I18N/L10N?
�`D �\Y D GTQUV;�)E"�)E6�(Q��)Y D ViEmNPE8E��)ViF\Y�� Di{ E)Q!� D NPE�� Di{ E)s MnViF\YP^dE�� I18N, X)Q �)E"�eNKL#�(EP^dMTQiNPQTMn^dF(Z>IKL�X)F\Y)M!�v^zEX)Q��(NPFeI��PEP^ �(EK^dMUQiNKQT^zE��)VUFSY�� DU{ E)Q�� D NPE"� Di{ E)E .

p � D �SM D �)E)E L10N E"�(XPQiNPc��SLwFSV!�(]0ViQUV9ZuF`X)YPE�� { E)X>QUV
” NKQ!� D NPE�� DU{ E)E ”. _HQTMT^dF��SV;�)Q9E"�(X)QUNPc!�\LwF\^��fF I18N/L10N ^dFSViQiI�� , X)Y)QTViQ!�PQiN"�[E8X)Y)EmNPQUZuF �)Em]8X)Q!�\MUQiNP])snVX)QiNPc��SQTM D VUF(N)]P^�E"�SX)QiNPc��SQTM D VUcO]�� ���)E8X)Q��SMUQUFo^dLhM!�fGUQTY)L .
I18N X)Y)EmNPQUZuF �)Em]9� D X)E�� D �"� �`X)YPEP^dF �)F��)E)Fo^ � D GUQUY D I18N X)Q��SY)FeI3�SViMUQW^zGUE)GUNPE)QTViF � .

 ViQ9XPQ!�SMTQiN)])F\VY D �\Y D GTQUV;�)E"� D ^�X)E"� D VicyX)Y)Q2�(V;�fFq� D kmN��[E5X)F\Y)FSMTQ!IKE)VUcnQUVUQUGUY D Z D Fo^��fF`^dF �)s E9� D IKXPE"�(E#� D Y D � ���fF`]�� ���)E .t � � D �(ViQU])ViF(NPc��)QvY)F��)QT^dF��wIKLwF\^bX)Y)QUR\Y D ^+^dE��(V D ^ �eNPF(IKQUM D VicnlSViQW^dL#�(QURSN D a8F �)EPs .
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18. � �o'!�� � ����# ��( - I18N/L10N ��� $'�
�#" ������� 	���� � 	 � �� � � $ ' �

18.2.2. �%��)
�1	 � � ����� � �1+ �1- �,���#0/�'���'���10 I18N/L10N?

I18N/L10N E"�(X)QUNPc!�\LwFSV!�(]0M��(F\ReI D , �)QUR(I D M�� rmQUViE)VUFHX)YPQ��S^dQTViY)F\Vic , MTMUF5�(ViE0E)NPE5QTGUY D GUQUV D VicqI D �����fF � DQUV!NPE"�����Or0QUV D �)RSNPE)k"� �)QUR\Qv]�� ��� D r .

18.2.3. � � ���
� �8�
(���� �,����� �
 � �*�'��� � - � � �.��1� �'��� I18N?

I18N E L10N �PF`])MUN)])snV!�(]9�(XPF { EP�hE"�����v^dE�IKN)] FreeBSD. g D ViF��)Lwx5E)k>^dQT^dF��)VnL�M D �+F5�(VicyM!�fGTQUY0^dF(Z>IKL
� D ^��v^dE8Y D �SX)Y)Q2�(ViY D �)F �"���v^dE�]�� ��� D ^dE8^dEPY D , M��mNPs�� D ] , �)Q �)FqQUR\Y D �)E"�)E)M D ]"�(c : �)E)V D k"���PE)k , �PF\^dF { �)E)k ,])X)Q!�"� �)E)k , �)QUY)F\k"���PE)k , �hY D � { L ��� �)E)k , YPL �����)EPk , MUcTFSV;� D ^
���PE)k0E�I#Y .

18.3.
� ���0=8�|  2v=��n4.;.@B� �b=�794h�|@32v4.?�@z@

�hY)E0M��SF\^ �SMUQTF\^zMUFSNPE��)EPE , I18N �)F �(X)F { EP�hE���� D IPN)] FreeBSD E5])MiN)])F\V!�e] , XPQ �SLWVUE , �(QTR(N D a5F��)E)F\^ ._`NPFeIKQTM D �)E)F�l\ViQT^dL#�SQUR(N D a5F��)E)s X)QT^dQTR D F\V FreeBSD, E8^��|l\ViQ9XPY)E)MUF\V!�(VUMULwF\^ .

g D �(VUY)QUk��PE�NPQ!� D NPE�� Di{ EPE0G D �SE)Y)Lws9V!�e]#� D ViY)FSr5Q�� �)QUM����OryVUFSYP^dE�� D r : �)Q!I5]������ D , �PQ!I��SViY D ���|E#�)QiIKE)Y)QTM!� D .
��^dF � D NPQ!� D NPE�� Di{ E)k9�(ViY)QU])V!�e]8E��Hl\ViEmr#� D �(ViF\k6�eNKFeIKLwsnx8EP^bQTGUY D �SQW^ :

������	�
����� _ ����������������� . �����������������

18.3.1. � �
(�� � �'��� -/�
�� + (
� ViQUG��:� D �SViY)QUEPVic FreeBSD ( E)NPE0NPs9GULws[I#Y)LwRSLws UNIX- �(E"�SViF\^dL , X)QiI)IKF\YmZuE)M D snx5Lws I18N) � DE"�(X)QUNPc!�\QUM D �)E)F1�SX)F { EP�hE��)F5���)QTRSQv]������ D , X)QiNPc��SQTM D VUF(NPs �PLTZ �)Q9M!�O]"���PE)Vic��PQ!I��|l\ViQUR\Qv]������ D E��(ViY D ���
( �)QiI�� �(VUY D ��� �(QUQTGUx D snVfXPY)EmNPQUZBF��)E)s � D �PQUk0EP^dF����)QnIKE D NPF �)Vn]�� ��� D lSViQTk9�SViY D �"� �)LWZ �)QnE"�SX)QiNKc!�SQTM D Vic ).C ViQT^dLhZuF , MUF\G - GTY D L �\FSY�� , SMTP/POP �SFSY)MTFSY�� , MTFSG - �(F\Y)MUF\Y�� E5V . X . IKFSN D s9V��SMUQUk�M��fGUQTY0M�� D MUE��(EP^dQ2�(ViE0QTVlSViQTRSQ . j8D NPF\F�X)Q!� D � D ���[X)Y)EK^dFSY�� �PQ!IKQTMv]�� ��� D / �SViY D ��� :

��%(+ 5�@�� ./"
/
-=7�&("�! � ! �'��-8"(!'��6

en_US
# �)RSNPE)k"� �)E)k - _HQTFeIKE��PF �����fF#"3V D V;�

ru_RU
� L � ���PE)k0IKN)] � Q2� �(EPE

zh_TW
� Y D IKE { E)Q!���"�fk9�)EPV D k"� �)E)k0IPN)] �OD kPM D �)]

18.3.2. � � � � ���� ���
ghF �)QTViQUY��fF`]�� ���)E5E"�(X)QUNPc!�\LwsnV��PF8�(QTQUViMTFSV!�SViMULws9x5E)F ASCII �)QiIKE)Y)QTM!�)E , �)QUViQTY��fF`E��(X)QUNPc!�\LWs9VOIPN)]
�)Q!IKEPY)QUM D �)Em] 8 GUE)V , Y D �Sa5E)Y)F����)QTF`EmNPE>^��)QUR\QUG D k)ViQTMUQTF+X)Y)FeI/�(V D MiNPF��)E)F �(EP^dMTQiNPQTM ( XPQ!IKY)QTG!�)Q2�(ViE#�\^ . M
multibyte(3)). _HV D Y"�fFHX)YPEmNPQiZuF �PEm]6�)FHY D �SX)Q!��� D s9VvV D �PE)F8�PQ!IKE)YPQUM!�PE0E5QTa5E)GTQ!���)QnX)Y)E��)EK^ D snVyEmr#� DLWXPY D MUN)])snx8E)F8�SEP^dMUQUN"� . ghQUM��fF�X)Y)E)NPQiZuF �PEm]5QUG������)QvY D �(XPQ!� � D snV 8- GTE)V;���fF �(EP^dMTQiN"� .

p � D MTE"�(EP^dQ2�(ViE5QUVY)F D NPE�� DU{ E)E , X)QiNPc��SQTM D VUF(NPs�^dQUZuFSVnXPQUViY)F\GUQTM D VUc��e]��)QW^dX)EmN)] { Em]5X)Y)E)NPQiZuF �)E)]9��X)QiI)IKF\YmZ �)QUkY D �Sa5E)Y)F����)QTRSQvEmNKE8^��)QTRSQUG D k)V!�)QUR\QvX)Y)F(I3�(V D MiNPF��)Em]6�SEP^dMUQUNPQUM , EmNPE8ZBFHX)Y)Q��SViQyX)Y D MTEmNPc�� D ]�FSR\Q�� D �(ViYPQUk�� D .� ViQUG��[EP^dFSVicyMUQ��\^dQUZ��PQ��(VUcvMUMTQ!IKE)VUcvE5QTGUY D G D V!�fM D VUc*�(EP^dMTQiN"� �HY D �Sa5E)YPF �����v^zE)NPE>^��PQURSQTG D k)V;���v^X)Y)FeI/�(V D MiNPF��)E)F\^ ,
C QiN)NPF�� { Em]8X)QUY)VUQUM FreeBSD (http://www.FreeBSD.org/ru/ports/index.html) X)Y)F(IKQ��SV D MUN)])FSVX)Q!I)I#FSYmZ �)LhY D � ���Or�]������)QUMOIKN)]5Y D �(NPE��"���Or0X)Y)EmNKQiZuF �)EPk . _q^dQUVUY)E)ViFHIKQ!�PLw^dF��)V DU{ E)s X)Q I18N M
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�(QUQTViMUF\V!�(VUMULwsnx8F\^zX)QTY)ViL FreeBSD.p � D �(V!�)Q��SViE , XPQiNPc��SQUM D ViFSNPs �)F\QUGUrwQiIKEP^dQ*�PE)V D VUc9X)YPEmN D R D Fo^dLWs �0X)YPEmNPQiZuF �PE)s IKQ!�)Lm^dF��)V Di{ E)s �PViQUG��Y)FSa8E)Vic , � D �8X)Y D MTEmNPc��)QvFSR\Q�� D �(ViYPQUE)VicyEmNPE8L � D � D VicvXPY D MTEmNPc!�"�fF`X D Y D ^dF\ViY��
configure/Makefile/ �)QT^dXPEmN)])ViQTY)L .
_`NPFeIKLwF\VnX)QW^��)E)Vic �eNPF(IKLwsnx8E)F`MTFSx5E :

• g D GUQUY"� �SEP^dMUQUNPQUM , E"�(XPQiNPc��SLwsnx8E)F�Q!I#E��5G D k)VOIKN)]6�)QiIKE)Y)QTM D �PEm]6�(EP^dMTQiN D ( �S^ . multibyte(3)), � D X)Y)EP^dF\Y ,
ISO-8859-1, ISO-8859-15, KOI8-R, CP437.

•
�`D �(a8E)Y)F �"���fF`EmNKE>^��)QTRSQTG D kPV;���fF1�)QiIKE)Y)QTM!�)E , � D XPY)EP^dFSY , EUC, Big5.p �|^dQUZuFSViFqX)Q��\^dQUViYPFSVic D �)VUL D NPc!�"�fk6�(X)E��(Q!�6� D GTQUY)QTM��(EP^dMTQiNPQTM*� D � D kPViF IANA Registry

(http://www.iana.org/assignments/character-sets).

�����	��
�������
: � - ��#+�����+��� � � , FreeBSD )���,�#�$ � 4.5 $ )������ $�#��"����� � ��� � X11- #+� )�- ��#+�!$�-�� � '���/�$�,"�0)�' $ /0��%� �0'��"��$������0$�$ .

18.3.3. �4*���*� � �1+���� , �1- �,���#0/� � ��� �
� I18Np �SE"�(VUF\^dFf�hQUY)VUQUMvE>� D �)F\ViQUM FreeBSD M�� D �\M D �PE)F`X)YPEmNPQiZuF��)E)k , X)QiI)IKF\YmZuE)M D snx5E)r I18N, M��mNPs��)F � DD GUGTY)FSMTE D VULWY D I18N IPN)]0NPF\R �)QTk0Emr0EwI#F �)ViEK�hE�� Di{ E)E . � , VUF\^ �PFH^dF �PFSF , �)FHM2�(FHX)Y)EmNPQUZuF �)Em]8X)Q!I)I#FSYmZuE)M D snVViY)FSGTLwF\^��fk0]������ .

18.3.4. �%�
-/�
�� 
 �'� �*� �'�,� �
�'�*������ G!�����)QfIKQ��SV D ViQ����)Q9l �"�SX)QUY)VUE)Y)QUM D Vic�� � D �)F �PE)F`EP^dF��)E8NPQ!� D NPE�� Di{ E)E�MyX)F\Y)F\^dF����)QUk LANG pOD a5F\k0QUGTQiNPQ����)E . ViQ9^dQUZ��PQ �eIKF(N D VicnM9X)QiNKc!�SQTM D ViF(NPc2���)QW^ ~/.login_conf � D k)NPF`EmNKE5MnE"�)E { E D NPE�� Di{ E)Q����)QW^b� D kmNKFX)QiNPc��SQTM D VUF(NPc2���)QTkyQTGUQUNPQ!���PE (~/.profile, ~/.bashrc, ~/.cshrc). ghF\V�� D IKQUG��)Q��SViE0L �(V D � D MUNPE)M D VicQUV IKFSNPc!�"�fF`X D Y D ^dF\ViY��[NPQ�� D NKE�� DU{ E)E0V D �)E)F � D � LC_CTYPE, LC_CTIME.
� D IKQTX)QiN"�PE)ViF(NKc!�)QTk0E��P�hQTYP^ Di{ EPFSk ,X)QiZ D NKLWk��(V D , QUGUY D x D k)ViF5�(c*�0IKQ!�)Lm^dF��)V Di{ E)E FreeBSD X)Q��PLTZ �)QW^dL�M D ^�]�� ���)L .pqD ^4�eNPF(IKLwFSV9L �SV D �PQUMUEPVic��(NPFeIKLws9x5E)FHX)FSY)Fo^dF ���"�fFqQ��)Y)LWZuF �)E)]0MnM D a5Emr��)Q��P�hE)R\LWY Di{ E)Q������Or�� D kmN D r :

• LANG IPNP]9�(Fo^dFSk"�SViM D �hL2�"� { E)k POSIX setlocale(3)

• MM_CHARSET � D GUQUY��SEP^dMUQUNPQUM MIME IPN)]0X)Y)E)NPQiZuF �PE)k
 ViE6� D �(ViYPQUk��)E8M!�mNKs�� D snV��PQ!�P�hE)R\LwY Di{ EPs�QUGTQiNPQ����)E�X)QUNPc!�\QUM D ViFSN)] , �)Q!�K�hE)RSLwY Di{ E)s��)Q����)Y)F\V;���OrX)Y)EmNPQUZuF �)E)k8E6�)Q��P�hE)R\LWY Di{ E)s X11.

18.3.4.1. 	 687/%(+ � !�"�-97�&(%�� .$� : %'./" : �'@9"�� � �

_HLWx8F��SViMULwFSVfIKM D ^dFSViQiI D � D �(VUY)QUk��PE�NPQ!� D NPE�� Di{ EPE0E5QTG D QTX)E"� D ���:�)EmZuF . �hFSY)M��fk ( Y)F �)QW^dF �wI#LWFo^��fk )
� D �)NPs�� D FSV!�(]0M�� D I D �)E)E5XPFSY)Fo^dF �����Or0M��mN D � �(F`NPQUR\E�� D , IKY)LwRSQTk5^dFSVUQ!I�� D �mNKs�� D FSV!�(]5M�� D I D �)E)E0X)F\Y)F\^dF������OrQ!�)Y)LWZuF �PEm]0M9E"�)E { E D NPE�� Di{ E)Q����)QW^ � D kmNPF �(E"�SViF\^��PQUk5QTGUQUNPQ!���PE .
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18.3.4.1.1. ��������� Login Classes
 ViQUVy^dFSViQiI>X)Q��SMUQUN)])FSVnL �SV D �PQUMUEPVicvX)F\Y)F\^dF������fFOQ!�)YPLTZuF��)Em] , �)F\QUGirmQiIKEP^��fFdIPNP]5L �(V D �)QUM��)E�NPQ�� D NPE"� Di{ E)E0E
� D GTQUY D �SEP^dMUQUNPQUM MIME, Q!I��PQ!�)Y D V;�)QvIPN)]0NPs9G!�Or0QTGUQiNKQ!�)F�� , MW^dF��SViQ9VUQURSQ , �)ViQTG!�JIKQTG D MiN)])VicnL �SV D �PQUM!�PLlSViEmr0XPFSY)Fo^dF �����Or0M9E��)E { E D NPE"� Di{ E)Q!���"�fk5� D kmN�� D Z>IKQTk0QUGTQiNPQ����)E . g D �(ViYPQUk�� D � D LwY)QTM!�)F`X)QiNPc��SQTM D VUF(N)]^dQiZuFSV9G!�fVic � IKFSN D � D � D ^dEP^ X)QUNPc!�\QUM D ViF(NKF\^ ,

D g D �(VUY)QUk�� D � D LWYPQUM!�PF D I#^dE"�)E"�(VUY D ViQTY D ViY)FSGTLwFSVX)Y)E)MTEmNPFSR\E)k9�SLwX)FSY)XPQiNPc��SQUM D ViFSN)] .

18.3.4.1.1.1. 	�
������������
��
��������������������� !���!
"�#�$��%p QTVn^dE��)EK^ D NPc����fk5X)YPEP^dFSYB� D kmN D .login_conf MvIKQT^ D a6�)Fo^4� D V D NPQTRSFHX)QiNPc��SQTM D VUF(N)] , M��)QTViQUYPQT^
� D I D snV��e]0QUGTF`X)F\Y)F\^dF������fF`IPN)]6�PQ!IKE)YPQUM!�PE Latin-1:

me:\
:charset=ISO-8859-1:\
:lang=de_DE.ISO8859-1:

 ViQnX)YPEP^dFSY .login_conf, �PQUViQTY��fk#� D I D F\VvX)F\Y)F\^dF������fF`IPN)] � Y D IKE { E)Q����)QTRSQ C E)V D k����)QTRSQf]������ D M
�)Q!IKEPY)QUM��)F BIG-5.

� GTY D VUE)ViFqM!�)EP^ D �)E)F , �)ViQ � D I D F\V!�e]#� D ^��)QUR\QvGUQUNPcUa8F�X)F\Y)F\^dF������Or , X)QTViQT^dL��)VUQ��)F��)QUVUQUY)QTFX)Y)QUR\Y D ^+^��:�PF �)QTY)Y)F �PV;�)QyMUQ��SX)Y)E��PEP^ D s9VnX)F\Y)F\^dF������fFqQ!�)Y)LWZuF �PEm]�NPQ!� D NPE�� Di{ EPEhIPN)] C EPV D ] , &yX)Q��)E)E8EC QUY)F\E .

# '�(�)�*�+�(-,.!/�01)�� , 2�(1/�(#3�4�065�087�(1/!9�/ �;:#<(#)�*�+�(#,�.!/�*
= 015�01>�5140?0 = ��5���@!4
# �BA;(#3�C.1/14?,�30�C�015 �ED�.1F1,.15�9 , C;(!G1H�/B,�3�H1I�5�H#J �+#C�015 ��/�*62�.1> = H#JK<�0#30�C015!5�H#J
me:\
:lang=zh_TW.Big5:\
:lc_all=zh_TW.Big:\
:lc_collate=zh_TW.Big5:\
:lc_ctype=zh_TW.Big5:\
:lc_messages=zh_TW.Big5:\
:lc_monetary=zh_TW.Big5:\
:lc_numeric=zh_TW.Big5:\
:lc_time=zh_TW.Big5:\
:charset=big5:\
:xmodifiers="@im=xcin": #Setting the XIM Input Server

� D X)QiIKY)QTG!�)Q2�(V!]P^dE0QTGUY D x D k)ViF��Sc��5Y D �eIKFSNPL�g D �SViY)QUk"� D � D LwY)QUM��)F D I#^dE��)E"�SViY D ViQUY D E login.conf(5).

18.3.4.1.1.2. 	�
������������
��
������������L
M�ONQP���P������"
"�M����


�hY)QUMTFSY)cTViF , �)VUQ��mN D � ��NPQUR\E�� D X)QiNPc��SQTM D VUF(N)]�M /etc/login.conf � D I D FSV��)LWZ��"�fk0]�� ��� .
� GTFeIKEPViF��Sc , �)ViQlSViE9� D �SViY)QUk"�)E5X)YPE"�(LwV!�SViMULwsnV9M /etc/login.conf:

language_name:accounts_title:\
:charset=MIME_charset:\
:lang=locale_name:\
:tc=default:

���(X)QUNPc!�\LT]�� D a�X)YPFeI��qIKLwx8E)k5X)YPEP^dFSY�� Latin-1, lSVUQvIKQUN)Z �)QnM��fR(N)]wI#FSVic9V D � :

german:German Users Accounts:\
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:charset=ISO-8859-1:\
:lang=de_DE.ISO8859-1:\
:tc=default:

�  �NQ��������P�� ��� 
�1�-
�� ���MP���
������N���� ��� vipw(8)

���(X)QUNPc!�\LWkPViF vipw IPN)]0IKQUG D MiNKF �)Em]��)QTM!�Or�X)QUNPc!�\QUM D ViF(NKFSk�E5QTViY)F(I D �)VUE)Y)Lwk)ViF � D X)E"�(c9QnX)QUNPc!�\QUM D ViFSNPF ,
�)ViQUG��[Q!� D G!�ON D X)QirmQUZ D � D l\ViL :
user:password:1111:11:language:0:0:User Name:/home/user:/bin/sh

�  �NQ��������P�� ��� 
�1�-
�� ���MP���
������N���� ��� adduser(8)

���(X)QUNPc!�\LWkPViF adduser IPN)]�I#QUG D MiNPF��)Em]��)QTM!�Or�X)QiNKc!�SQTM D ViF(NPF\khE9� I#F(N D k)ViF �eNPF(IKLwsnx5F\F :
•
� �(V D �)QUMTE)ViF defaultclass = 	�
��� M /etc/adduser.conf. �hQT^��)EPViF , �PViQ9M9lSViQW^ �eNKL2� D F`M��JIKQiNPZ��"�
� D I D Vic default �mN D � �dIKN)]5M��SF(r�X)QUNPc!�\QUM D ViF(NKFSkyIKY)LwR\Emr�]�� ���)QTM .

•
j Y)LwR\QUk6�SX)Q��SQUG*� D �mNPs�� D F\V!�e]0M�� D I D �)EPE#�mN D � � D NPQUR\E�� D � D Z>I��fk8Y D � , �)QUR(I D adduser(8) X)QTX)Y)Q��SE)VvQTGnlSVUQT^ :

Enter login class: default []:

• ��x8FHQiIKE��6�SX)Q��SQUG - E"�SX)QiNKc!�SQTM D Vic*�eNPF(IKLwsnx8FSF`IPN)]6� D Z>IKQUR\QvX)QiNKc!�SQTM D ViF(N)]yIKYPLWR\QUR\Qv]�� ��� D , �)QTViQUY)QTRSQvM��rmQUVUE)ViF`IKQUG D MUEPVic :
# adduser -class 	 
� �

�  �NQ��������P�� ��� 
�1�-
�� ���MP���
������N���� ��� pw(8)

�.�eNPE0IPN)]�I#QUG D MiNPF��)Em]��)QTM!�Or�X)QiNKc!�SQTM D ViF(NPF\k�M!�[E"�SX)QiNKc!�SLwF\ViF`LwViEmNKE)ViL pw(8), � D XPL � � D kPViF`F\F �`V D �)EK^dEX D Y D ^dFSViY D ^dE :

# pw useradd����	 _ 	 ��
��
������ ����
�	 -L 	�
� �

18.3.4.1.2. ��������� P���P� P�
���P !
�� P��"�;������� 
��� �"�����;�!� ������P
�����	��
�������

: � ����� - �+����/ ��� ,���'+�0- ����/ ���+�"# % , �"� ��� - � ����� �0� �!,�� � ���+� ,�������� � ����# �!,"�!��' / ��% '�� � / � ��� � ���0� ��' $ .
� - ��#+�����+��� � � $ #��"����� � �����"��� �+����/('+�0��#�#�� �0� � $ ��� .

� ViQUG��JIKQUG D MUEPVicfNPQ�� D NPE"� Di{ E)s�E#� D GUQTY6�(EK^dMUQiNKQUM MIME, X)Y)Q��SViQnL �SV D �)QTMUE)VUF+IKMTF`X)F\Y)F\^dF������fFqQ!�)Y)LWZuF �PEm] ,X)Y)E)MTFeIKF������fF.�PEmZuF , M9E��)E { E D NPE"� Di{ E)Q!���"�fFq� D kmN"�[QUGTQiNPQ��)F � /etc/profile E / EmNPE /etc/csh.login.
j N)]X)Y)EP^dF\Y D ^���E"�(X)QUNPc!�\LwF\^ �)Fo^dF { �)EPk0]�� ��� :p

/etc/profile:

LANG=de_DE.ISO8859-1; export LANG

MM_CHARSET=ISO-8859-1; export MM_CHARSET

�yNPE0M /etc/csh.login:
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setenv LANG de_DE.ISO8859-1

setenv MM_CHARSET ISO-8859-1

C�D �0M D Y)E D �)V , M��|^dQiZuFSVUF�IKQTG D MUE)VicnL �SV D �PQUM!�PE , X)Y)E)MTFeIKF������fFqM!�fa5FHM /usr/share/skel/dot.profile
( �SQUQUVUMUFSV��(ViMTLWF\VvL �(V D �)QUM�� D ^�M /etc/profile M��fa5F ), EmNPE /usr/share/skel/dot.login ( �SQUQTViMUF\V!�(ViMTLwFSVL �SV D �PQUM!� D ^�M /etc/csh.login M!�fa5F ).j N)] X11:p
$HOME/.xinitrc:

LANG=de_DE.ISO8859-1; export LANG

�yNPE :

setenv LANG de_DE.ISO8859-1

p � D MTE"�(EP^dQ2�(ViE5QUVnM D a8FSk0QTGUQiNKQ!���)E ( �S^ . M��fa5F ).

18.3.5. �%�
-/�
�� 
 �'� �'��+,-/��� �j N)]0M��SF(r�Q!I��PQUG D k)ViQTM!�Or��PQ!IKQTM!�Or�V D GUNPE { , L2� D ZuE)ViFqX)Q!IKrwQiIP])x5E)F.�)Q!�"�SQiNPc����fF`a8Y)EP�hV;��M /etc/rc.confIPN)]5ViYPFSGULwFo^dQURSQv]�� ��� D :
font8x16= � ��	 _ �� ����� �
font8x14= � ��	 _ �� ����� �
font8x8= � ��	 _ �� ����� �

The ����� _ 	�
�������8GUF\Y)FSV��e]0E�� � D V D NPQTR D /usr/share/syscons/fonts, GTF �`L � D � D �)Em]0Y D �(a5EPY)F �)E)] .fnt.
� GUF(IKE)ViF5�(c9V D �mZuFqMnL �(V D �)QTM!�)FHX)Y D MTEmNPc����Or ��� D �PF �)E)k keymap E screenmap IKN)]5M D a5F\k0Q!I��PQUG D k)ViQTMUQUk
�)Q!IKQTMUQTk�V D GUNPE { �:�)F\Y)F � /stand/sysinstall.

p
sysinstall M!�fGTFSY)EPViF Configure, � D VUF\^ Console. �yNPEIKQUG D MUcTViF.�(NPFeIKLws9x5E)F �(ViY)Q��)E5M /etc/rc.conf:

scrnmap=screenmap_name
keymap=keymap_name
keychange="fkey_number sequence"

screenmap_name GUF\Y)FSV!�(]0E�� � D V D NPQUR D /usr/share/syscons/scrnmaps, GUF�� �SLm���hE��"� D .scm. Screenmap
�.�(QTQUViMTFSV!�SViMULws9x5EP^ a8Y)EP�hViQW^zQUG������)QnE��(X)QUNPc!�\LWF\V!�e]0M�� D �PF��(VUMUF`QTGirmQ!I3�)QUR\QfX)LwViE0IKN)]5Y D �(a5EPY)F �)E)] 8 GUEPVIKQ 9 GUE)V9M9X"�SFSMiIKQUR\Y D �hE��PF����PLWs�QUGiN D �(VUc VGA

D I D X)VUFSY D , � D XPY)EP^dFSY0IPN)]5LTI D NPF �PEm]0GUL �)M9E��Hl\ViQUk5QUGiN D �(VUEF��eNKE5E"�SX)QiNPc��SLwFSV��e] 8- GUE)V;�"�fk5a5YPEP�hV .
�.�eNPE0I D Fo^dQ!�5^��fa8E moused M!�mNPs��)F �0IKQUG D MUNPF �)EPF\^�M /etc/rc.conf �eNKFeIKLwsnx8FSk��(ViY)Q��)E :

moused_enable="YES"

X)Y)Q!�PViE)ViFqE��P�hQTYP^ Di{ EPs Q��)LwY"�(QTY)FH^��fa8E5M �eNPF(IKLwsnx5Fo^zX D Y D RSY D �hF .
�hQnLm^dQiN"� D �)E)s|IKY D k)MUF\Y syscons(4) M��qIKF(NP])FSVfIKN)]6�)LwY"�SQUY D ^��fa8E8M9V D GUNPE { F �(EP^dMTQiNPQTMOIKE D X D �\Q!� 0xd0-0xd3.
�.�eNPE8MnM D a5Fo^�]�� ���)FqE"�SX)QiNPc��SLwFSV��e]0lSVUQUVfI#E D X D �SQ�� , X)FSYPF\^dF��SViE)ViFOlSVUQUVfI#E D X D �SQ�� .

p
FreeBSD MUFSY��(E)khI#Q 5.0,IKQUG D MUcTViF.�(NPFeIKLws9x5Lws �SViY)Q!�PL�M9� D k)N6�)Q!�K�hE)RSLwY DU{ E)E�]wIKY D :
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options SC_MOUSE_CHAR=0x03

j N)] FreeBSD MUFSY��(E)k 4.4 E5M��fa5FHM!�mNPs��)E)ViF �eNKFeIKLwsnx8Lws �SViY)Q!�PLyM /etc/rc.conf:

mousechar_start=3

keymap_name GUF\Y)FSV��e]5E�� � D V D NPQTR D /usr/share/syscons/keymaps, GTF �HY D �Sa5E)Y)F��)Em] .kbd. �.�(NPE5M��:�)F
� � D FSViF8� D �)Lws V D GUNPE { LhE"�SX)QiNKc!�SQTM D Vic , � D X)L �(ViEPViF kbdmap(1) IPN)]5VUF��(VUE)Y)QUM D �)E)]5V D GUNPE { �[GTF �HX)FSY)F�� D RSY)L � �PE .

keychange QTG!�����)QnViY)FSGTLwFSV!�(]�IPN)]9�SQUX)Q2�(V D MiNPF��)Em]5�hL ��� { E)Q!� D NPc!�"�Or �mN D MUEPa�M!�fGTY D �"�)QT^dLyViE)X)LViFSYP^dE"� D N D , X)Q2���)QUNPc!�)LhX)Q2�eNPF(IKQUM D ViFSNPc!�PQ��(VUE0�hL2�"� { E)Q�� D NPc����Or �mN D MTE)a �)FO^dQUR\LwVvG!�fVicyQUXPY)FeIKFSNPF �"�[MY D � �mN D I3�)F.�mN D MUE D ViLwY�� .
� GUF(IKE)ViF5�(c9V D �mZuF , �)ViQnIPN)]8M��(FSr � D X)E��(FSk ttyv* M /etc/ttys L �(V D �)QUMUNPF �0XPQ!IPrmQ!IK])x5E)k0VUE)X5ViF\YP^dE�� D N D .
��^dFSsnx8E)F��(]0ViE)X�� �(QTQUViMTFSV!�SViMULwsnV��eNPF(IKLwsnx5EK^4�)Q!I#E)Y)QUM�� D ^ :

��%(+�%'0/"$5 7/"�# : ��� " ��� � 796(& 1 � !�" : "
ISO-8859-1 or ISO-8859-15 cons25l1

ISO-8859-2 cons25l2

ISO-8859-7 cons25l7

KOI8-R cons25r

KOI8-U cons25u

CP437 (VGA default) cons25

US-ASCII cons25w

j N)]0Y D �Sa5E)YPF �����Or��)QiIKE)Y)QTMUQ�� ,
D V D �mZuF`IPN)]8^��)QTRSQTG D kPViQUM��Or��)QiIKE)Y)QUMTQ!� , E��(X)QUNPc!�\LWkPViF`X)QTY)V FreeBSD E��

� D V D NPQUR D /usr/ports/language. ghF��)QUVUQUY��fFHX)QUY)V!�|M!�fMTQ!IP])VvE"�P�hQUYP^ DU{ E)s � D �PQ!�"�SQiNPc , rmQTV!]�IPN)]
�(E"�SViF\^��|M��fR(N)]wIK])V�� D �0X)Q��(NPFeI#QUM D ViF(NKc!���fF�X��(FSMiIKQUVUFSYP^dE�� D N"� , �(NPFeIKQTM D ViF(NPc��)QvM��JIKQiN)Z ���
� D YPF �SF\Y)MUEPY)QUM D VicqIKQ2�(V D ViQ!�"�)QUF8�)QiNPE"�)F��SViMUQ9X"�(F\M!IKQTViFSYP^dE"� D NPQTMvE�IKN)] X11 E�IPN)]8X)Q��(NPFeIKQTM D ViF(NPc����OrX"�(F\M!IKQ��)Q!�"�SQiNPF\k .

p QUV*�PFSX)QUN"���fk9�SX)E"�SQ!�0X)YPEmNPQiZuF��)E)k�IKN)]5E"�SX)QiNPc��SQTM D �PEm]�lSViEmr#�)QiIKE)Y)QTMUQ���M��)Q��"�(QUNPE :

� @���. )�&�� : %�� 6(!���6
� Y D IKE { E)Q!���"�fk6�)E)V D k"� �)E)k (BIG-5) chinese/big5con

&yX)Q!�"� �)E)k japanese/kon2-16dot EmNKE
japanese/mule-freewnnC QUY)F\k"���)EPk korean/han

18.3.6. �%�
-/�
�� 
 �'� X11
7 QUVi] X11 �)FH])MiNP])FSV!�(]6� D �SVicUs X)Y)QTF �)V D FreeBSD, ^��|M!�mNKs��)EmNKE9�(svI D �)F �)QTViQUYPLWs E��P�hQTYP^ Di{ E)s[IPNP]X)QiNPc��SQTM D VUF(NPF\k FreeBSD.

� D IKFSV D NPc��)QUk0E"�P�hQUYP^ DU{ E)F\k0QUGTY D x D k)ViF5�(c*� p FSG � D k)ViL XFree86
(http://www.xfree86.org/) E)NPE6��� D kPViLhViQUR\Q �SFSY)MTFSY D X11, �)QTViQUY"�fk0M!�|E��(X)QUNPc!�\LWF\ViF .p
~/.Xresources, M!�|^dQUZuFSViFqM!�)F5�(ViE0IKQUXPQiN"�)EPViF(NPc����fF I18N � D �(VUY)QUk��PE5X)Y)E)NPQiZuF �PE)k ( � D �SViY)QTk��)Ea5Y)EP�hVUQUM , ^dF��)s E5V . X .).
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18.3.6.1.
! 78%�# &(" � 6(!���6 34&'� � 78% 0

� �(V D �)QTMUE)ViF �(F\Y)MUF\Y Xorg (x11-servers/xorg-server) EmNPE XFree86 (x11-servers/XFree86-4-Server),
� D VUF\^ TrueType a8Y)EP�hV;�[IPN)]5E"�SX)QiNKc!�SLwFo^dQURSQv]�� ��� D . �hQ��eNKF�L �(V D �)QUM��)E#�)QTY)Y)F �PV;�)QUR\Q���� D �)F��)Em] locale ^dF �Ps ,
�(QUQTGUx8F �)Em]�E8V . I . I#QiN)Z ���[X)QU])MUE)VUc��e]#� D �(QTQUViMTFSV!�SViMULws9x5F\^ ]�� ���)F .

18.3.6.2. � 0/%(+ !$6
-
"�!�> : %�5�@�� � !���� -/� 1 0/% : %'0

�hY)QUViQ��)QiN X11 Input Method (XIM) lSViQ��)QUM��fk6�(V D �wI D Y)VfIKN)]5M��SF(r��mNPEPF �)ViQTM X11.
p �(F`XPY)EmNPQUZBF��)Em] X11IKQiN)Z ���[G��fVic � D X)E�� D �"�:� D � XIM �mNPE)F��)V;� , X)QiNPL � D snx8E)F`MTMUQ!I9� �(F\Y)MUF\Y)QUM XIM Input. _HLwx5F��SViMULwF\V

�)F�� �)QiNPc��)Q XIM �SFSY)MTFSY)QTM , IKQ2�(ViLwX��"�OrhIPN)]5Y D �(NPE"�����Orh]�� ���)QTM .

18.3.7. �%�
-/�
�� 
 �'� �8*��+ ���1,�
ghF �)QTViQUY��fFHQ!I��PQUG D k)ViQTM!�fF
�)QiIKQUM��fF�V D GUNPE { ��QUG!���"�)QvX)QiI)IKFSY)ZBEPM D s9V!�e]8X)Y)E��)VUFSY D ^dE6� DyD X)X D Y D V;�)QT^LWYPQUM!�PF . �`D �(a5EPY)F ���"�fF , EmNKE8^dLWNPcUVUE)G D k)ViQUM��fF1�)QiIKQUM��fF`V D GiNPE { �[ViY)FSGTLwsnVfI#QUX)QUN"�)E)ViFSNPc!�PQUk6� D �(VUY)QUk��PE .

t �Y)F �)QW^dF �wI#LWFo^ E"�SX)QiNPc��SQTM D �PE)F apsfilter.
C Y)QT^dFHViQUR\Q , M��|^dQiZuFSViFqX)Y)F\QUGTY D �\QUM D VicqIKQ��)Lm^dF �)V9My�hQTYP^ D V

PostScript EmNPE PDF �HX)QT^dQTx5cUs�X)Q!I)I#FSYmZuE)M D snx8Emr#�(QTQUViMTFSV!�SViMULwsnx8E)k�]������5X)Y)QTRSY D ^+^ .

18.3.8. �<�9������ �
��*���
(%�:-��1-/���1	 (
�5D kmNPQTM D ]#�SE"�(ViFo^ D FreeBSD (fast filesystem, FFS) X)QiI)IKF\YmZuE)M D FSV 8- GUEPV;���fF8�SEP^dMUQUN"� , FSFO^dQiZ �)QE"�(X)QUNPc!�\QUM D Vic*�`NPsnGTQUk0QiI��)Q2�(EP^dMTQiNPc��)QUk��)QiIKQUMTQUk�V D GiNPE { FSk ( �S^ . multibyte(3)), �)Q��)Q!IKQTM!�fF`V D GiNKE { �:�)FrwY D �m])V!�(]0My� D kmNPQTMUQUk��SE"�(ViFo^dF ; V . F . FSk9�)E��)F\RSQ��)FHE"�SMUF5�(V;�PQnQyX)QUYm]wI3�)F`Y D �(X)QUNPQiZuF��)Em]6�(EK^dMUQiNKQUMvM��)Q!IKQTMUQTkV D GUNPE { F . � �hE { E D NPc!�PQ FFS XPQ!� D �)FHXPQ!I)IKF\YmZuE)M D FSVvY D �(a8E)Y)F������fF`E)NPE>^��PQURSQ �(EP^dMTQiNPc����fF1�)QiIKQUM��fFV D GUNPE { � .

� I3� D �)Q , IPN)]6�)F��)QUVUQUY��Or0Y D �(a8E)Y)F �"���Or�EmNPE8^��PQURSQTG D k)ViQUM��Or��)QiIKE)Y)QTMUQ��0F��SVic��)F\QT�hE { E D NPc����fFX D V;�PE , M��mNPs�� D snx8E)F`E)r0X)Q!I)I#FSYmZ �)LhM FFS.
 VUQnM��SFSR\QvNPE)a8cnMTY)F\^dF������fF �)F`X)F\Y)F �PQ��(EK^��fFHY)F\a5F��)Em]5EmNKEE"�(X)Y D MiNKF �)Em]#�PQ!I D E8^��|Y)F\a5EmNKE6�)FqM!�mNKs�� D VicnEmr0MvIKFSYPFSMUQ9E"�ermQiI����Or�ViF ���(ViQTM . � GUY D x D k)ViF5�(c*��� D kPV D ^zX)Q

�(QUQTViMUF\V!�(VUMULwsnx8EP^�]�� ��� D ^4� D I D NKc!�)F\k)a5F\k0E��P�hQTYP^ Di{ EPFSk0E8X D V;� D ^dE .
�5D kmNPQTM D ]#�SE"�(ViFo^ D MS-DOS M FreeBSD ^dQiZuF\VnG!�fVUc�� D �(ViYPQUF � D IPN)]5XPQ!I)IKF\YmZ �)E5XPFSY)F��)Q!IKEPY)QUM��)E5^dF(Z>IKL
MS-DOS, �)QiIKQUM��v^dE0V D GiNPE {KD ^dE Unicode E8M!�fGUY D ���)QTk��)Q!I#QUMUQTk�V D GUNPE { F\k FreeBSD.

� GUY D x D k)ViF5�(c��
mount_msdos(8) � D X)QiIKY)QUG��)Q��SV!]P^dE .

18.4. 1�=��3�.@8�b: ?�@B: I18N �.25=��+254.� �t �)QUR\E)F`XPQUY)V;� FreeBSD G��ONPE6�SQ!�eI D ��� �HX)Q!IPIKFSYmZ �)QTk I18N. ghF �PQUViQTY��fF`E�� �)Emr�X)QW^dF �)F������SEP^dMUQUN D ^dE
-I18N M9EP^dF �)E8X)QUY)V D .  VUE5E8^��PQURSEPF+IKY)LwR\E)FHXPY)QUR\Y D ^+^��|EK^dFSsnV9M��SViY)QUF����)Lws X)Q!I)I#FSYmZ �)L I18N E9�)F
�)LWZ8I D snV��e]5M �(X)F { E D NKc!�)QTk#� D �SViY)QTk��)F .� I�� D �PQ , �)F��)QUViQTY��fF`XPY)EmNPQUZBF��)Em] , V D �)E)F � D � MySQL, ViYPFSGULws9VnL � D � D �)E)]#�)Q!IKEPY)QUM��)E0M Makefile.

 ViQQUG!���"�)QOIKFSN D F\V!�e]5XPY D M��)QUk Makefile EmNPE8X)FSYPFeI D �)FSk0X D Y D ^dFSViY)QTM configure XPY)E9�SGUQUY"�)F`E��HE"�ermQiI����OrViF �"�SViQUM .
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18.5. � =z7n4��[@32v4<?�@B: FreeBSD �b�b: �0= � �J�82�� 78@�=z�u28� �J�v�b�>;.;.� �
:�20� 7n=��

18.5.1. � � -'- ��� 
 �8�
(�� ( �'��� � ���� �'� KOI8-R)

%&� � ��� 	 �! ��#" 	 �O$ � �� � �
� ��� � � Andrey A. Chernov.
� D IKQTX)QiN��)E)ViFSNPc!�)QTk0E��P�hQTYP^ Di{ E)FSk0Q��)Q!I#E)Y)QUM��)F KOI8-R, QTGUY D x D kPViF��Sc*�9�SViY D �PE { F KOI8-R References
(Russian Net Character Set) (http://koi8.pp.ru/).

18.5.1.1. � "$-=7$&(%�� ./" : %'./" : ��@8" �,� �

�hQT^dF��SViE)ViFqM ~/.login_conf �eNKFeIKLwsnx8E)F8�SViY)Q��)E :

me:My Account:\
:charset=KOI8-R:\
:lang=ru_RU.KOI8-R:

� GUY D ViE)ViF5�(c��5M!�fa5F\E��(NKQiZuF ���PQT^dL�^ D ViF\Y)E D NPL�lSViQTk0R(N D M!�:� D �SQUQUVUMUFSV��(ViMTLWs9x5F\k0E��P�hQTYP^ Di{ EPFSk .

18.5.1.2. � "$-=7$&(%�� ./" ./%'!(-9% : �

•
j N)] FreeBSD MTFSY"�SE)khIKQ 5.0 IKQTG D MUcUVUF1�8� D kmNPL � D �SViY)QTk��)E�]wIKY D �(NPFeIKLws9x5Lws �SViY)Q��)L :
options SC_MOUSE_CHAR=0x03j N)] FreeBSD MTFSY"�SE)k 4.4 E5M!�fa8F`M2�(V D MUcUVUF.�eNPF(IKLwsnx8LWs �(VUY)Q!�)L�M /etc/rc.conf:

mousechar_start=3

• ���SX)QiNPc��SLwk)ViF`M /etc/rc.conf V D �)EPF8� D �(ViYPQUk��)E :

keymap="ru.koi8-r"
scrnmap="koi8-r2cp866"
font8x16="cp866b-8x16"
font8x14="cp866-8x14"
font8x8="cp866-8x8"

•
j N)]�� D Z>IKQUR\QvL �(ViY)QTk"�(VUM D ttyv* Mn� D k)NPF /etc/ttys, E"�SX)QiNPc��SLwk)ViF cons25r M�� D �)F5�(ViMTF�ViE)X D ViF\YP^dE�� D N D .� GUY D ViE)ViF5�(c��5M!�fa5F\E��(NKQiZuF ���PQT^dL�^ D ViF\Y)E D NPL�lSViQTk0R(N D M!�:� D X)YPEP^dFSY D ^dE9� D �(VUY)QUk��PE#�)Q!���(QiNKE .

18.5.1.3. � "$-=7$&(%�� ./" ��&'� !(796$&�"

�HQUNPcUa8E��"�SViMUQvXPY)E��)ViF\Y)QUMnIPN)] � Q����(E)E0XPQ��(V D MiNP])snV!�(]9� D X)X D Y D V;�)QTk#�)QiIKQUMTQUk#�(VUY D �)E { FSk CP866, ViY)F\GULwFSV!�(]
�(X)F { E D NKc!���fk0M��OrmQ!I��)QTk0�hEmNPcTViY�IPNP]5X)FSYPF �)QiIKE)Y)QTM!�)E0E"� KOI8-R M CP866.

�OD �)QUk>�hEmNPcUVUY0L �(V D � D MUNPE)M D FSV!�(]X)QnLm^dQiN�� D �)EPs M /usr/libexec/lpr/ru/koi2alt.
� D X)E"�ScfIPN)]0XPY)E��)ViF\Y D M /etc/printcap IKQiN)Z � DM!�fR(NP]wIKFSVic9X)Y)E)GUNPE��\E)ViF(NKc!�)Q9V D � :

lp|Russian local line printer:\
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:sh:of=/usr/libexec/lpr/ru/koi2alt:\
:lp=/dev/lpt0:sd=/var/spool/output/lpd:lf=/var/log/lpd-errs:

� GUY D ViE)ViF5�(c�� printcap(5) � D X)Q!I#Y)QUG����v^zQUX)E�� D �PE)F\^ .

18.5.1.4. MS-DOS FS
� &$;/-8-/.$��6 � 1 6(!(" � " � : %'0

_`NPFeIKLws9x5E)k8X)Y)EP^dF\Y6� D X)E"�SE5M fstab(5) M!�mNKs�� D FSVvX)QiI)IKF\YmZ �)L�Y)L � � �)Emr0EP^dF��8� D k)NPQUMvXPY)E8^dQ��)ViE)Y)QTM D �)E)E� D kmNPQTM!�Or��(E"�SViF\^ MS-DOS:

/dev/ad0s2 /dos/c msdos rw,-Wkoi2dos,-Lru_RU.KOI8-R 0 0

� D Y D ^dFSViY -L M��fGUE)Y D FSVnEP^�]5E"�SX)QiNPc��SLwF\^dQTk�NPQ�� D NPE"� Di{ E)E ,
D X D Y D ^dFSViY -W � D I D F\VvV D GUNPE { L�XPFSY)F��)Q!IKEPY)QUM��)E .�hY)E0E"�SX)QiNPc��SQTM D �PE)E�X D Y D ^dFSVUY D -W LwGTFeIKE)VUF��(c , �)ViQyY D �(IKF(N /usr �S^dQ��)ViE)Y)QTM D �0X)FSYPFeI>Y D �eI#F(NPQW^ MS-DOS,X)Q�� �)QiNPc��)LyV D GUNPE { �|XPFSY)F��)Q!IKEPY)QUM��)E0Y D �(X)QUNPQiZuF �"�JM�� D V D NPQTRSF /usr/libdata/msdosfs.

� D GUQUNPFSFX)Q!IKYPQUG!�PQUk�E��P�hQTYP^ Di{ E)FSk0QTGUY D x D k)ViF��Sc*�9�SViY D �)E { F �(X)Y D MUQ����)E�� D mount_msdos(8).

18.5.1.5. � "$-=7$&(%�� ./" X11

1.
p �fX)QUN"�)E)VUF � � D � D N D �PF -X � D �SViY)QUk"�)LyNPQ!� D NPE�� Di{ E)E .

����� � 
�������
: ��� '�����$ �+� � $"% KOI8-R -����*�+� ��� ,�� � ���"���!� #+� #+�"��,���-	$ ,�� ��$ �+��-	$ XFree86 ( ��$	� � 3.3). � �����#+����%�� $�� -��0- ���"� ) FreeBSD ) '�������#+�!)+� #�$�#+�"��-�� X Window �"� ��-���� ������$ � $�#��"����� � ���+�"#&% XFree86 4.X.� � �+��� - � ��# ��$���������'�� )�� ��� $�#��"����� � ���+�"��#+�"��,�� � )���,�#�$ $ FreeBSD, �+��� ��� / ��� � �"�*# �"���!� ��,"� � �0��-��0� .

2.
� D kwIKEPViFHM�� D V D NPQTR russian/X.language E8M!�fX)QUN"�)E)ViF �eNPF(IKLwsnx8LWs �)QW^ D �wIKL :
# make installp �fa8FSL � D � D ���"�fk0X)QUYPVnL �(V D �)QUMTE)VvX)Q2�eNPF(I��)s9s MTFSY"�SE)s KOI8-R a5YPEP�hViQUM . p XFree86 3.3 LWZuF`F��SVic
�PF �)QTViQUY��fF KOI8-R a5Y)EP�hV!� , �)QylSViE>^ D �(a8V D GTE)Y)LwsnV��e]0NPL �)a8F .
�hYPQUMUF\Y)cUVUF�Y D �(IKF(N "Files" My� D kmNPF /etc/XF86Config. _`NKFeIKLwsnx8E)F8�SViY)Q��)E�IKQUN)Z ���[G!�fVUcfIKQTG D MUNPF �"�$ � � ��yM��SF\^dE#� D X)E"�(]P^dE FontPath:

FontPath "/usr/X11R6/lib/X11/fonts/cyrillic/misc"
FontPath "/usr/X11R6/lib/X11/fonts/cyrillic/75dpi"
FontPath "/usr/X11R6/lib/X11/fonts/cyrillic/100dpi"

�8�eNPE>M!�[E"�SX)QiNKc!�SLwF\ViF`MTEwIKFSQTY)F(ZuEP^4�HM!�*�SQ!�)EK^zY D �\Y)FSa8F �)E)Fo^ , X)QT^dF��m])k)ViFO^dF��SV D ^dE��(VUY)Q!�)E0IPN)] 75 dpi E
100 dpi.

3.
j NP]6� D �SViY)QTk��)E0MTMUQ!I D � D Y)L � ���PQT^�]�� ���PF , IKQTG D MUcUVUF1�)EmZuFSXPY)E)MUF(IKF ���"�fF �SViY)Q!�PE5MnY D �eI#F(N "Keyboard"� D kmN D XF86Config.j NP] XFree86 3.X:

XkbLayout "ru"
XkbOptions "grp:caps_toggle"
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j NP] XFree86 4.X:

Option "XkbLayout" "ru"
Option "XkbOptions" "grp:caps_toggle"
� GUF(IKE)ViF5�(c , �)ViQ XkbDisable QTV;�mNPs��)F � ( � D �)QW^+^dF �)VUE)Y)QUM D � ) Mnl\ViQT^ Y D �eI#F(NPF .
�hF\Y)F �)NPs�� D ViF(NKF\^ RUS/LAT �eNPLWZuE)V CapsLock. �hY)F(Z �m]m]8�hL ��� { Em] CapsLock M2�(FHFSx5F�IKQ��SViLwX�� D M
�PQT^dGUE"� Di{ EPE Shift+CapsLock ( ViQiNKc!�)QvM9Y)F(ZuEP^dF LAT).

�8�eNPE�� D M D a8FSk#�mN D MUE D ViLwY)F�F5�(Vic �mN D MUE)a8E ” Windows”, E6�)F��)QUViQTY��fF.�PF - D NK� D MUE)V;�"�fF1�mN D MUE)a8EY D GUQTV D s9V*�)F\X)Y D MTEmNPc��)QnM9Y)F(ZuEP^dF RUS, IKQUG D MUcTViF.�(NPFeIKLws9x5Lws �SViY)Q!�PL�M9� D k)N XF86Config.j NP] XFree86 3.X:

XkbVariant "winkeys"j NP] XFree86 4.X:

Option "XkbVariant" "winkeys"

����� � 
�������
: � ) ��/(��� , ��#�#�'��0-(% ��� '���-���� �+� -���� �+� ��� ,�� � � �"�"�!��#+� #+�"��,�� - $ )���,�#�$"%.- $ XFree86, ��,"�����!$��"�

��,��&/�����,�� � / ����$�� )������ # � ���0��� �"��/�,"� � �"�0� $���� �0,�- ���0$���� . �	) ��/(��� , ��#+#�'�� -(% ��� '�� -����*�+���"��' � � ����,�� � � �"�"�!�# ���&�0� '�����$ � �0)+������� -	$ ��,�$"� ��� ����$"%.-	$ . � $���$�- �������"� � �0'�����$��+�0)+������� � ��,�$"� ��� ����$"%*/ ���� ��� )�� ��� )��"�!�
� ����' � $ � XtSetLanguageProc (NULL, NULL, NULL); ) ����� ���0� ��,"��� ,���-	-
� . � � ,����!$��"��#���' KOI8-R for X
Window (http://koi8.pp.ru/xwin.html) ����/ ����������� � $ -	$ $���#+�!, ��' � $"%.-	$ �"� � � '�����$������ $ $ ��,�$"� ��� ����$�� X11.

18.5.2. � � �'� � �
�'�*� ��� +,� �
���� �����
�*+8+,�*	 ���
���
1- �'�*	 �������4�
*�/� + �
� X)YPQUF �PV D FreeBSD-Taiwan F5�(Vic Chinese HOWTO IPN)] FreeBSD X)Q D IKYPF��(L
http://netlab.cse.yzu.edu.tw/~statue/freebsd/zh-tut/, M��PQUViQTY)QT^ E��(X)QUNPc!�\LWs9V!�e]5^��PQURSEPF`X)QTY)V;� � D �)E)V D k"� �)QT^ . g DI D ���"�fk5^dQT^dF��)V9YPFeI D �)ViQUYPQT^ FreeBSD Chinese HOWTO ])MiNP])FSV!�(] Shen Chuan-Hsing
<statue@freebsd.sinica.edu.tw>.

Chuan-Hsing Shen <statue@freebsd.sinica.edu.tw> �(Q��eI D N Chinese FreeBSD Collection (CFC)
(http://netlab.cse.yzu.edu.tw/~statue/cfc/), E"�(X)QUNPc!�\LW] FreeBSD-Taiwan zh-L10N-tut. � D �PFSV;�[E����)Y)EPX)V;�IKQ��SViLwX����[X)Q D IKYPF��(L ftp://freebsd.csie.nctu.edu.tw/pub/taiwan/CFC/.

18.5.3. � � �'� � �
�'�*� ��� +,� +,�1	���� ��� 
 �8�
( � ( ����� ��-/� � ISO 8859-1 � �
( �'��� )

Slaven Rezic <eserte@cs.tu-berlin.de> � D XPE"� D N5L �)FSG��)E��5XPQnE"�SX)QiNPc��SQTM D �PE)s umlauts M FreeBSD.� �)F\G!�)E��9� D XPE"� D �#� D �PF\^dF { �)QT^ E0IKQ��SViLwX)F �8X)Q D IKY)F5�(L http://www.de.FreeBSD.org/de/umlaute/.

18.5.4. � � �'� � �
�'�*� ��� +,� � � �*+�- ��� 
 � �'��,� 
1- ��� 
 �8�
(����
� D E��K�hQUYP^ DU{ E)FSk5X)Qv])X)Q��"���PQUk�NPQ�� D NKE�� DU{ E)E , QTGUY D ViE)ViF5�(c�� http://www.jp.FreeBSD.org/,

D � D E"�P�hQUYP^ DU{ E)F\k0Q
�)QUY)F\k"���PQUk�NPQ�� D NKE�� DU{ E)FSk6� http://www.kr.FreeBSD.org/.
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18.5.5. �%� - � +�=�*���8�
( )�+ ��� � � � �1	��1+,���*� ��� FreeBSD� V IKF(NKc!���fF8�)Q!�)VUY)E)GUcTsnViQTY�� FreeBSD X)FSYPFSMUFSNPE6� D �(VUE�IKQ��)Lm^dF �)V DU{ E)E FreeBSD � D IKY)LwRSEPF�]�� ���PE .
 ViEX)FSY)F\MUQiI��JIKQ��SViLwX����:� D Q�� �)QUM��)QT^ � D k)ViF (http://www.FreeBSD.org/ru/index.html) EmNKE5E�� � D V D NPQTR D

/usr/share/doc.
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� � � ��
���� � ��� ��

��� 
���	�

��� ����� �

� ��� � &U' � & ����� ����� 	'��� , � � � � � � 	'� ����# � $ �  � �
�&�  	 � � �5� 	 ���� �	'��� �!*+$�� � 	�� � Jim Mock. � ��� � �'	 ��#" 	 * $
�&� ' �
� 	 �i$ ��� �� Jordan Hubbard, Poul-Henning Kamp, John Polstra, Nik Clayton. %&� ��� ��� �&	 � � & �� ' ��$�( �i*+' :� 	�� � �
$�� �\����� � ��� .
19.1. 13254�6878@ � =B� 2n=�2t F(Z>IKL�Y)FSNPE�� D ^dE#� D I FreeBSD MUF(IKFSV��e]0X)Q2�(ViQU]���� D ]0Y D GUQTV D . j N)]8ViF(r , �)VUQnrmQ!�PFSVnG��fVic�� D X)F\Y)FeI��PF\^4�)Y D F ,F��(VUc��)F5���)QUNPc!�)Q9X)Y)Q2�(V;�Or0^dFSVUQ!IKQTMfIPN)]8X)Q!I)I#FSYmZ D �PEm]9�(MTQUF\k6�(E"�SViF\^���M��(QTQUViMTFSV!�SViMUEPE6�`XPQ��eNKFeI��)EK^dEY D �\Y D GTQUV;� D ^dE . �qLTIKcUViFHQ��SViQUY)QUZ ��� — XPFSY)F(I��)E)k9�)Y D k9�)F`IPN)]5M2�(F(r !  V D RSN D M D X)QW^dQiZuFSV9M D ^zYPFSa5EPVic ,rwQTViE)ViFHNPE8M!�[QUV��eNPFSZBEPM D VUc��(E��(ViFo^dL�MnX)Y)Q { F����(FqY D GTQUV;� � D I��)F\k5EmNKE5Q��SV D �PFSViF5�(cnMTFSY��"�v^zQ!I��)QW^dLhE��M!�fX)Lwx5F������Or�Y)FSNPE��SQTM .
�hQ��eNKF1�)ViF��)Em]8l\ViQUk8R(N D M!� M!��GULTIKFSVUF.� � D Vic :
•
�`D � �)E { L0^dF(Z>IKLyIKMTLm^�]0MUFSVUMi]P^dE5Y D �SY D GUQTV;�)E : FreeBSD-STABLE E FreeBSD-CURRENT.

•
C�D �0X)Q!IPIKFSYmZuE)M D Vic9M D a5L �(E"�SViF\^dL�M D �)ViL D NPc!�)QW^4�(Q2�(ViQU]��)E)E5XPY)E5X)QW^dQUx8E CVSup, CVS EmNPE CTM.

•
C�D �0X)FSYPF��(VUY D E)M D Vic9E0X)F\Y)FSL �(V D � D MiNPE)M D VicnG D �\QUMTLWs �(E"�SViF\^dL�X)QUN"�)Q2�(VicTs�X)Y)E8X)QT^dQTx5E make buildworld

( EhIKY)LwR\Emr ).
�hFSY)F(I9�)ViF��)E)F\^�lSViQTk5RSN D M��JM��JIKQiNPZ��"� :

• �hQUN"�)Q��SVicUs�� D �SViY)QUEPVic �SMUQ
	�X)Q!I3�mNPs��PF �)E)F �6�SFSViE ( � N . 24).

•
� � D Vic , � D �5L �SV D � D MiNKE)M D VicOIKQTX)QiN"�PE)ViF(NKc!�)QTF`X)Y)QTRSY D ^+^��)QUFHQUGTF��(XPF �)F��)E)F+IKYPLWR\Emr�Y D �\Y D GTQUV;�PE��)QUM ( ��N . 4).

19.2. FreeBSD-CURRENT �u25=>6>@ � FreeBSD-STABLEp Q FreeBSD EP^dFSF\V!�e]�I#MUF`MTFSV;�PE5Y D �SY D GUQUV!�)E : FreeBSD-CURRENT E FreeBSD-STABLE.
 VUQUVnY D �eI#F(NQUX)E"� �fM D FSV�� D Z8I#LWs E�� �)Emr0E8QUGU��]"���m])F\V , � D ���(E��)rwYPQ!�)E��\E)Y)QTM D VUcvM D a5L �SE"�(VUF\^dL#�`NPsnGTQUk0E��qMUF\ViQ!� . _8� D � D N DGULTIKFSVnQUG��SLWZ8I D Vic2�e]�MUF\V;� D FreeBSD-CURRENT, � D VUF\^ FreeBSD-STABLE.

19.2.1. � � � - �*� �����/���10 ��� � � � ��	 �����,��&1�.� �'� 	 �'� FreeBSD

�hQ!� D M��:�)E)V D FSViFOl\ViQUV9ViF �"�SV , XPQT^��)E)VUF , �)VUQ FreeBSD-CURRENT ])MiN)])F\V!�e] ” X)F\Y)FeIKQTM!�v^ �)Y D F\^ ” Y D GUQTV*� D I
FreeBSD. �hY)F(IKX)QUN D R D FSV��e] , �)ViQyX)QUNPc!�\QUM D ViF(NKE FreeBSD-CURRENT ViF(r �)E"�)F�� �)E5GTQiNPF\F`RSY D ^dQUV!���|E5^dQTRSLwVY)FSa D Vic9X)Y)QUGUNPF\^�� � �(E��(ViFo^dQUk9� D ^dQ2�(ViQU])ViF(NPc��)Q . �8�eNPE8M!�[])MUN)])FSViF5�(cvMTQ FreeBSD �)QUMTE����)QW^ , M D ^�NPL �)a5F
��� D � D N D IKM D Z8I3�[X)Q!IKLm^ D Vic , XPY)F(Z>IKF �)F\^bF�	qL �SV D � D MiNKE)M D Vic .
19.2.1.1. � 7/% 7/"(./%(6 FreeBSD-CURRENT?

FreeBSD-CURRENT ])MiNP])FSV!�(]0X)Q��(NPFeI��PEP^dE5Y D GUQ��)EP^dE0MTFSY"�SEm]P^dE5E"�(rmQ!I����Or�ViF��"�(VUQUM FreeBSD. _HsvI DM!�mNPs�� D s9V!�e]9�)FSQ��)Q!���PF �����fFHY D GTQUV;� , l��"�(XPFSY)EP^dF��)V D NPc!���fFqE��o^dF �)F��)Em]5E8X)Y)QT^dFSZBLwViQ������fFO^dF(r D �PE��\^�� ,
�)QUViQTY��fFH^dQTRSLwVnXPY)E"�(LwV!�SViMUQTM D Vic , D ^dQUR\LWVnE5QUV��(LwV!�(VUMUQUM D Vic9M��eNKFeIKLwsnx8F\^ QW�hE { E D NPc!�PQT^�Y)F(NKE��SFX)Y)QUR\Y D ^+^��PQURSQnQUGUF5�(X)F��)F �PEm] .

7 QTV!]8^��)QTRSE)FHE��qY D �\Y D GTQUV;�)E"�)QUM FreeBSD M!�fXPQiN"�m])s9V*�)QW^dX)EmN)] { EPs E"�
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E"�ermQ!I3���Or�ViF �"�SViQUM FreeBSD-CURRENT FSZBF(I��)F\M!�)Q , �eNPL � D snV!�(]5X)FSYPE)Q!I�� , �)QUR(I D E"�(rmQ!I����fFHViF ���(V;�
� D MTFeIKQW^dQ*�)FO^dQUR\LWVnG!�fVic9QUV;�)QW^dX)EmNPEPY)QUM D ��� .

�OD �)E)FqX)Y)QUGUNPF\^��|QTG!�����PQvY)FSa D s9V!�e]5V D �5G��*�(ViYPQ , � D �0lSVUQMUQ!�o^dQiZ �)Q , �)QnM2� 	 - V D �PE5^dQT^dF��)V , �PQUReI D M!�:� D R\Y)L �SEmNPE5E"�ermQ!I3���fFHVUF �"�SV;� FreeBSD-CURRENT, ^dQUZBF\VX)QUMUNPEm])Vic�� D ViQ , �SQ!IKF\YmZ D VvQ��)E8^dE��PL�� D ^dF(IPNPF����)QUR\QOIKF\k"�(ViMTEm]5EmNKE5Q!�PF �)c��PLTZ �)Lws �hL ��� { E)Q�� D NKc!�)Q2�(Vic !

19.2.1.2.
��% 1 ; !$; ��!(" FreeBSD-CURRENT?

FreeBSD-CURRENT X)Y)F(I�� D � � D � D F\V!�e]0ViY 	\^ Q2���)QTM!���v^ � D E��)VUFSY)F5�(QUM D ���"�v^�R\Y)LwX)X D ^ :

1.
� � D �SV;�)E��PE8X)YPQUF �PV D FreeBSD,

D �PViE)M!�PQnY D GUQUV D snx8E)F1� D I��)F��)QUVUQUY)QTk#� D �SVicUs|IKFSYPFSM D E"�ermQiI����Or�ViF ���(ViQTME0IPN)]6�PQURSQ9Y D GTQUV D M ”current” ])MiN)])F\V!�e] D G��SQiNPs9V;�)QUk��PFSQUGUrmQ!IKEP^dQ2�(VicTs .

2.
� � D �SV;�)E��PE8X)YPQUF �PV FreeBSD, �)QUViQTY��fF�])MUN)])snV��e] D �)ViE)M����v^dE5ViF5�(ViF\Y D ^dE .

� �)E5ViY D Vi])V �SMUQUF`MUY)Fo^�]6� DE��(X)Y D MiNPF��)E)FHX)Y)QUGUNPF\^zIPN)]5ViQTRSQ , �)ViQUG�� FreeBSD-CURRENT Q2�(V D M D N D �(c , � D � �)QiNPc��)Qvl\ViQnMTQ!�\^dQUZ �)Q ,
�PQUYP^ D NPc!�)Q9Y D GTQUV D snx8FSk#�(E��(ViFo^dQUk . �.�(VicyV D �mZuF`NPsvIKE , �PQUViQTY��fF`M��)Q��(])VnM D Z ���fF`X)YPFeIPNPQUZuF �)Em]0XPQE"�\^dF �PF �)Em]P^�E5QTGUx5Fo^dL�� D X)Y D MiNPF��)E)s Y D �\MUE)ViE)] FreeBSD E8X)Y)E"� �ON D s9V �SMUQTE�X D V;�PE , Y)F D NPE��\Lwsnx5EPFHl\ViEE"�\^dF �PF �)Em] .

3.
� F , �)VUQnX)Y)Q2�(ViQ9rmQUV!])V9G!�fVic9M��)LwY"�SFHM2�(FSrhE"�\^dF �PF �)E)k8EmNPE8E"�(X)QUNPc!�\LWs9VnViF��)Lwx5E)FHE"�ermQiI����fFqViF �"�SV;� IPNP]Q�� � D �)QT^dEPViF(NPc����Or { F(NKFSk ( �0X)YPEP^dFSY)L , IKN)]  �"�
	���( , �)Q��)F`IPN)]5E"�SX)QiNKc!�SQTM D �)Em] ).

�OD �PE)F`NKsfIKE>V D �)ZBFE"�)QUR(I D M��*��� D � �fM D snV�� D ^dF � D �)Em]8EmNPE5XPY)FeIKQ2�(V D MiN)])s9V*�)QiI .

19.2.1.3. � 6 1 FreeBSD-CURRENT ��� 5'0 : 5(6/78-95 ?

1. � �*�SViY��v^ �SX)Q��SQUGUQW^�X)QiNPL �)EPVic9XPY)FeIKM D Y)EPViF(NPc��)Lws�MTFSY"�SE)s , M��eNKL2� D F , F5�eNPE5M!�|L �eN��fa D NKE , �)ViQ��eIKF5�(cXPQi])MUE)N D �Sc*�)F � D ]#�)Y)LwV D ]5MUQ��\^dQUZ��PQ��(VUc , E5M�� rmQUViE)VUFHG��fVicnX)F\Y)M!�v^ M9M D a5F\^ ^dE"�)Y)QUY D k)Q��)F , L��PQURSQnQ!� DF5�(Vic . � IKF5�(c9G!�fVicyX)FSYPM!�v^zE��qViF(r , �PViQ9EK^dFSFSV9lSViQyX)Y)QTRSY D ^+^��)QUFHQUGTF��(XPF �)F��)E)F�Q�� � D � D F\VvV D �)ZBFqG!�fVUcXPFSY)M��v^ E��qViF(r , �)VUQ �SViQiN"�"�)LWN��e]9�HQUa8E)G!� D ^dE�M � 	\^ .

2. � �*�SViY��v^ �SX)Q��SQUGUQW^�X)QiNPL �)F��)Em]5E��(X)Y D MiNPF��)E)k . ��snG D ]0MUF\Y"�(Em] FreeBSD-CURRENT ])MiN)])F\V!�e]0M9Y D M��)QUk^dF\Y)F � D �8E"�(ViQ����)E��PQT^ E"�SX)Y D MiNPF��)E)k6�SLWx8F��SViMULwsnx8Emr�QUa8E)GUQ�� , V D �8E5E"�SViQ!�"�)E��)QT^bX)Qi])MUNPF �)E)]#�)QUM��Or .
3. ”
� �hE { E D NPc��)QvX)QiI)IKF\YmZuE)M D F\^dQUk ” � D �)EK^zG!�|ViQ��)E5G��ONPQ��SX)Q��SQUGTQT^ .

t �|X)YPEmN D R D Fo^zM��(FHL �(EmNPE)] , �)ViQTG!�XPQT^dQ!�PcnViFo^ , �)ViQyE���� D � D NPc!�PQvX)Y)E�� D IPNPFSZuE)V9QiI��)QTk0E��qViY)F(r ” X)YPE�� � D �����Or ” RSYPLWXPX5X)QUNPc!�\QUM D ViF(NKFSk
FreeBSD-CURRENT, �)QnL�� D ��X)YPQ��(VUQ 	��� � � � - �
	'��� D ViF(r �)E��PF����PLWs X)QiI)IKFSY)Z��PL .  ViQ��PFHX)QTViQT^dL , �)VUQ^���R D I3�)E)FqE#�(N"�fFHNPsvIKE , �PQUViQTY��fF.�)E9� D �)ViQ��)FHGTLTIKLwVnX)QW^dQUR D VicOIKY)LwR\EP^ ( F��eNKE5G!�[l\ViQyG!�ONPQ9V D � , ^��|G!�
�PF �SQ!�eI D NPE FreeBSD).

t �|X)Y)Q2�(ViQ��)FqM��(E)N D r�QUVUMUF � D Vic�� D �SQUV;�)E��(QTQUGUx8F �)EPk0MfIKF��)c �BY D GTQUV D Vic*� D I
FreeBSD! �.�eNPE8G!� �SViQi]mN>M!�fGUQTY0^dF(Z>IKL�ViFo^ , QTViMUF�� D VicnNPE6� D ^��)QUZuF��(VUMUQnMTQUX)YPQ��(QTMfQUGl��"�(XPFSY)EP^dF��)V D NPc!�)Q �)QiIKF`EmNKE5X)Y)QiIKQiNPZ D VicnY D GUQTViL � D I��(QUMTFSY)a8F �"�SViMUQTM D �)E)F\^ FreeBSD, GUQUNPcUa8E��"�(VUMUQY D �SY D GUQTV;�)E��PQUMvX)YPQURSQUNPQ��SQUM D NPQOG!��� D XPQ��eNKFeI��)F\F .

19.2.1.4.
��-��(% :�� @9%'0/"�!���6 FreeBSD-CURRENT

1. �hQiIKX)E)a8E)ViF5�(c�� D �(XPE"���)E8Y D �����ON"�PE freebsd-current
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current) E cvs-all
(http://lists.FreeBSD.org/mailman/listinfo/cvs-all).

 ViQ �)FqX)Y)Q2�(ViQnrwQTY)QUa D ]�EwIKFS] , l\ViQ&	�� � �S��� � �w- � �
� " .
�8�eNPE>M!�:�)FH])MiNP])FSViF5�(cvL � D �(V;�)E"�)QT^ �SX)E"� � D Y D � � �ON"�)E freebsd-current
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current), ViQnM�� �)F`LwMTEwIKE)ViF � D ^dF � D �)E)k , M!�*��� D � �fM D Fo^��Or
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

Q9ViF �PLWx8F\^ �(Q��SViQi]��PE)E6�(E��(ViFo^��|E5M9E)ViQUR\Fq^dQUZuFSViF �(ViQUN"���)LwVic2�e]9�SQ9^��)QUZuF��(VUMUQT^zXPY)QUGUNPF\^ , �)QTViQUY"�fFHLWZuFG��ONPE6� D kwIKF����[E5YPFSa5F���� IKYPLWR\EP^dE . ��x 	HrmLTZuF , F��eNKE5M!�[XPY)QUX)L �SViE)ViFqM D Z��"�fF8�(QTQUGTx5F �PEm] , � D � D s9x5E)F5�e]ZuE����)F��SX)Q��SQUG��)Q��SViE0M D a5F\k#�(E"�SViF\^�� .

_HXPE"�(Q��5Y D � ���ON��)E cvs-all (http://lists.FreeBSD.org/mailman/listinfo/cvs-all) X)Q��SMUQUNPE)VvM D ^�IPNP]6� D Z>IKQTRSQE"�\^dF �PF �)Em]8LWMTEwIKF\Vic �SQUQTViMUF\V!�(ViMTLwsnx5Lws � D X)E��(cnMnZuLWY"� D NPF �)QW^+^dE)ViQUM , D Q��)E0X)QTY)QUk9�(Q!I#FSYmZ D VQTV;�)Q2�e])x5Lws �e]#��I#F(NPL�E��K�hQUYP^ DU{ E)s�Q9MUQ��\^dQiZ ���Or�X)QTGUQ������Orhl\���hF �PV D r .
� VUQUG!�[XPQ!I��mNKs��)E)VUc��e]9�5lSVUEP^ E�I#Y)LwRSEP^�I#Q��(VULWX"���v^ �SX)E"��� D ^zY D � ���ON��)E , X)F\Y)FSkwI#E)ViFOX)Q������ON"�PF
http://lists.FreeBSD.org/mailman/listinfo E5x 	(N"���PE)ViF � D �SX)E"���PF , �9�)QUViQTY)QT^dLhM�� rwQTViE)ViFqX)QiI��mNPs��)E)Vic2�e] .
� ���(ViY)L � { E)E5X)QnI D NPc!�)F\k)a5EK^�IKFSk"�SViMUE)]P^ Y D �o^dFSx8F ���|V D ^zZuF .

2.
� D RSYPL2�\E)ViFHE"�ermQ!I3���fFHVUF �"�SV;���8�SFSY"� D NPc��)QUR\Q�� D k)V D FreeBSD.

p ��^dQUZBF\ViF � IKFSN D Vic9lSViQyQ!I3�)EP^ E��
�(NPFeI#LWs9x5EmrhI#MULWr#�(X)Q2�(QUGTQUM :

a. �hYPE0X)QT^dQTx5E0XPY)QUR\Y D ^+^�� cvsup � sup- � D kmNPQW^ standard-supfile, �)QUVUQUY��fk5^dQUZ �)Q�� D k)ViE8M
� D V D NPQUR\F /usr/share/examples/cvsup.

 ViQ�� D E)GTQiNPF\F`Y)F��)QT^dF��wIKLwF\^��fk>^dFSViQiI , V D �#� D �8Q!�XPQ!�SMTQiN)])F\VfM D ^ � D R\Y)L �SE)VUc�� D GUQUY5E"�ermQ!I3���Or�ViF �"�SViQUMyQ!I#E��0Y D �`X)QUN"�)Q��SVicUs ,
D � D ViFo^4� D RSY)LWZ D VUcVUQiNPc��)QnX)YPQUE��\QUa5F(IKa5EPF�E��\^dF��)F �PEm] .

t �PQURSEPF8� D X)L ��� D snV cvsup XPY)E5X)QW^dQUx8E0X)Y)QTRSY D ^+^�� cron EXPQiNPL � D snV�� D ^��fF �(MUFSZuE)F`E"�(rmQ!I����fFHViF ���(V;� D MUVUQT^ D VUE��)F�� �)E . � �o^dF �)E)VUFHX)YPEP^dFSY��"�fk8� D k)N supfileM��fa5FHE0QUV;�PQ!�P�hE)R\LwY)E)Y)Lwk)ViF cvsup IPN)]5M D a8FSRSQnQ!�)Y)LWZuF �PEm] .

b. �hYPE0X)QT^dQTx5E CTM. �.�eNPE8LhM D �`Q!�)F��)cnX)NPQirmQUFHX)Q!I3�mNPs��PF �)E)F (I#QUY)QTRSQUF`EmNPE5XPY)FeIKQ2�(V D MiN)])s9x5F\FI#Q��(VULWX5ViQiNPc��)Q��8l(NPF��)ViY)Q����)QTk5X)Q��)ViF ), ViQ CTM ^dQiZ �)QyY D ���S^ D VUY)E)M D Vic*� D �5M D Y)E D �)V . � I3� D �)QnM��)Fo^^��PQURSQ " X)Q!IKMTQ!I��"�Or � D ^��)FSk ", E0FSR\QnE"�SX)QiNPc��SQTM D �PE)F`^dQiZuF\VnX)Y)EPMUF��SViE6�8X)Qi])MUNPF �PE)s��)F\X)Y D MUEmNPc����Or� D kmNPQTM .  ViQyX)Y)E)MTF(NPQ��5ViQW^dL , �)ViQylSViQTV��(XPQ��(QTGvE"�SX)QiNPc��SLwFSV��e]0Y)F(I��)Q , �)ViQ , M��(MTQUs Q!�)F\Y)FeIKc ,LwMTF(NPE��PE)M D FSVfa D �"�HX)Qi])MUNPF �)E)]0X)FSY)EPQ!IKQTMvFSR\Q��)F\Y D GTQUV;� .
t �|Y)F �PQT^dF �wI#LWFo^zE"�(XPQiNPc��SQUM D Vic CVSupM2�(Fo^ , �)ci]6� �)QUYPQ��(VUcnX)QiI��mNPs��)F �)E)]5Y D M�� D 9600 bps E8M!�fa5F .

3. �8�eNPE>M D ^ �)LWZ��"�|E"�ermQiI����fF`VUF �"�SV;� IPN)]9�)QT^dX)E)N)] { E)E>E#� D X)L ��� D , D �)FqX)Y)Q2�(ViQvIPN)]5Q�� � D �)QT^�NKF �)Em] , ViQ
� D R\Y)LWZ D k)ViFHE"�ermQ!I3���fF`ViF��"�(V!��MUF\V;�)E FreeBSD-CURRENT

$'�
� 	 � �
� "�$ ,
D �)FHQUV I#F(NPc����fFHF\F.� D �(ViE .�hYPE��)E��)QTk0])MUN)])FSV!�(]0ViQ , �)ViQh^��)QUR\E)F.� D �(VUE5E"�(rwQiI����Or�ViF��"�(ViQTM�� D MUE��e])VvQTVfIKY)LwR\Emr�QUG!�PQUMiNKF �)E)k�R(IKF - ViQF\x5F , E5X)QTX��fV;� D �)QW^dX)EmN)] { EPE0NPE)a8c��)F��)QUVUQUY)QTk6� D �(ViE0XPY)QUR\Y D ^+^ M9lSViQW^ �eNPL � D F`R D Y D �)ViE)Y)QTM D ���)QM����SQTMUFSVnX)Y)QUGUNPF\^�� .

�hF\Y)FeIBViF\^ , � D �6�)QT^dX)E)NPE)Y)QTM D VUc FreeBSD-CURRENT, M!�PEP^ D ViFSNPc!�PQnX)Y)Q��)ViE)VUFO� D kmN Makefile M
� D V D NPQUR\F /usr/src.

p X)Y)Q { F����(F`QTG!�)QTMiNPF��)Em]�M!�[XPQ��)Y D k��)F\k8^dFSYPFHY D �+IKQUN)Z ���|X)YPQUk)ViE9�)FSYPF �L �SV D �)QTM!�)L �)QTMUQTRSQO]wIKY D E5XPFSY)F5�(ViY)QTF �)EPFHM2�(F(r �)QW^dX)Q!�)F��)ViQTM��(E��(ViFo^�� .
� ViF��)E)F �(X)E"� � D Y D �����ON"�)E

freebsd-current (http://lists.FreeBSD.org/mailman/listinfo/freebsd-current) E /usr/src/UPDATING X)Q!�\MUQiNKE)VM D ^zG��fVicnM �)LwY"�(FHM��SF(r�X)Y)Q { FeIKLwY , �)QUViQTY��fFqE��)QUR(I D G��fM D s9V*�)F\QUGirmQiIKEP^�� M9XPY)Q { F5� �SF`Y D GUQUV!� � D I
�(NPFeI#LWs9x5EP^bY)F(NPE"�SQT^ .

4. �qLTIKcTViF D �)ViE)M����v^zX)QiIKX)E"� �)E��)QW^ ! �8�eNPE8M!�[Y D GUQUV D FSVUF8� FreeBSD-CURRENT, ^��[rmQUViEP^ � � D Vic , �PViQ9M��I#Lw^ D FSViFqQ��PFSk , Q��(QTGUF����)QvF5�eNPE0L�M D �`F��(VUc��(QTQUGTY D ZuF �PEm]�X)Q9F\F`LWNPL �)a5F��)E)s EmNPE8E"�(X)Y D MiNKF �)E)s QUa8E)GUQ�� .�hQUZuF(N D �)Em] , �#�PQUViQTY��v^ X)Y)E)N D R D FSV��e]6�)QiI , M��SFSR(I D X)Y)E"�)EP^ D s9V!�e]��`GTQiNPcTa5EP^�l��)ViL �SE D �\^dQW^ !
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

19.2.2. ����&1�1� � - �/� � �'� 
 stable �'� FreeBSD

19.2.2.1. � 7/% 7/"(./%(6 FreeBSD-STABLE?

FreeBSD-STABLE ])MiN)])F\V!�e]6� D a5F\k0MUF\V;�)QTk0Y D �\Y D GTQUV;�PE , E��8�)QUViQTY)QUk�IKF(N D snV!�(]5Q�� �)QUM����fF`YPF(NPE���� .
� �\^dF �PF �)Em]0MylSVUQUk0MTFSV;�)FqX)Y)QTE"�ermQiIP])V��HY D ���)QUk6� �)QUYPQ��(VUcUs , E5X)Y)E8lSViQW^ X)Y)F(IKX)QiN D R D FSV!�(] , �)ViQ ��� D � D N D Q!�PEG!�ONPE0M��fX)QiN��)F ���JIKN)] FreeBSD-CURRENT M { F(NP]mr0ViF��SViE)Y)QTM D �PEm] .

� I�� D �)Qnl\V D MTFSV;� D&� �
� ��� �"�)(BMTFSV;�PQUkIPN)]5Y D �SY D GUQTV;�)E ,
D lSViQ � � D �)E)V , �)ViQyMvNPs9GUQUk8^dQT^dF �PVnMUYPF\^dF �PE5E"�(rwQiI����fFHViF �"�SV;� FreeBSD-STABLE ^dQTRSLwVQ!� D � D VUc��e]��)F\X)Y)EP^dF��)EP^��|IPN)]6�)F��)QUVUQUY)QTk#� D I D �)E .

 ViQ9XPY)Q��SViQ9F\x 	HQ!I�� D MUFSV!� D X)YPE5Y D �SY D GUQUV!�)F , D �)F`YPF��(LwY"�IPN)]6�)Q��)F �"���Or�X)QiNPc��SQTM D VUF(NPF\k .

19.2.2.2.
��% 1 ; !$; ��!(" FreeBSD-STABLE?

�.�eNPE8M!�:� D E��)VUFSY)F5�(QUM D ���[M9QUV!�(NPF(ZuE)M D �)EPE0X)Y)Q { F���� D Y D �SY D GUQTV;�)E FreeBSD EmNPE5rmQUViE)VUFHX)YPE��m])VicyM�� 	\^L2� D �(VUE)F , Q2�(QTGUF �"�)QvMnVUQUk8^dF\Y)F , � D � �)QiNPc��)Qvl\ViQ�� D � D FSV!�(]0M!�fX)L ��� D �eNKFeIKLwsnx8FSR\QnY)FSNPE�� D FreeBSD � ” VUQ!���)QTk ”,ViQ9M D ^ �)F\QUGUrwQiIKEP^dQvQTV!�eNKF(ZuE)M D Vic FreeBSD-STABLE.
7 QUVi]5X)Y D M!I D VUQ , �PViQ9E��(X)Y D MiNPF��)Em] , � D � D snx5EPF��e]�GTF �SQTX D � �)Q��SViE , V D �mZuF�I#F(N D snV!�(]5E5M9MUFSV!�)F
FreeBSD-STABLE, M D ^ 	�� 	 & � 	 � IPN)]5l\ViQUR\QnQUV��eNPFSZBEPM D VUc FreeBSD-STABLE.

C�D Z8I3�fk0GUsnN)NPFSVUF �)cyX)QGUF �\QUX D ���)Q2�(ViE FreeBSD QTX)E"���fM D F\V , � D �8Y)FSa8E)VicnXPY)QUGUNPF\^dL9IPN)]8ViF(r0Y)FSNPE��\QUM , �)QUViQTY��Or�Q!�9� D � D FSV��e] 1 ,
D

QUV!�(NPF(ZuE)M D �)E)FHMUF\V;�)E5Y D �SY D GUQTV;�)E�MyX)QiN��)QT^zQTGU� 	o^dF`ViQUNPc!�)Q9Y D I#E0E"�(XPY D MUNPF �)EPk0X)Y)QTGUF(NKQUMvMyGUF��SQUX D ���PQ��(VUEX)Y)E)MTQ!IKE)V��0X)QU])MiNPF��)E)s GUQiNKcUa5QTRSQ��)QUNPE��)F5�(ViM D IKQTX)QiN��)E)ViFSNPc!���Or��)F��)LWZ ���Or0E��\^dF��)F �PE)k .
7 QUVi]8^��|X)Y)E)N D R D F\^zM2�(FHL �SEmNPEm] , �)ViQTG!�[MUF\V;� D FreeBSD-STABLE M��SFSReI D �)QT^dXPEmNPE)Y)QTM D N D �ScvE5Y D GUQTV D N D ,lSViQTRSQ��PF(NPc��(]0R D Y D �PViE)Y)QTM D VUc . C Y)QW^dF`ViQTRSQ , �PF��S^dQTViYm]6� D ViQ , �)ViQyX)F\Y)FeIBM!�mNPs��)F �PE)F\^ M FreeBSD-STABLE,
�)Q!I8Y D �SY D G D V;�fM D FSV!�(]�M FreeBSD-CURRENT, R\QUY D �eIKQvGTQiNPcTa5F\F1�)QiNKE��)F��SViMUQnNPsfI#FSk5Y D GUQTV D s9V��
FreeBSD-STABLE, �)F\^ � FreeBSD-CURRENT. �hQTlSViQW^dL �PFSLTIKE)MTE)ViF(NKc!�)Q , �)ViQyM FreeBSD-STABLE E��PQUReI DQUG!� D Y)LWZuE)M D snV!�(]�QUa5EPG!�)E0E8M��SXmN"�fM D snV*�PFSX)Y)F(IKMUEmIKF ���"�fF8�(EPViL Di{ E)E , �)QTViQUY��fF8�)FHXPY)Qi])MUN)]mNPE6�SFSGi]0M
FreeBSD-CURRENT.

�hQnlSVUEP^ X)Y)E"�)E�� D ^b^�� 	��qY)F��)QT^dF��wIKLwF\^ �eNPF\X)QnQTV!�eNPFSZuE)M D Vic FreeBSD-STABLE, E , �)ViQ9Q��(QTGUF����)QvM D Z �)Q , M!�
�)F�I#QiN)Z ���[QTG!�)QTMiN)])Vic�� D �)EPF - NPE)GUQ �(F\Y)MUF\Y D , � D rwQiIP])x5EPF��e]�M D �)VUE)M!�)QTk0l ���(XmNPL D V Di{ EPE , IKQ FreeBSD-STABLEGUF �HX)Y)F(IKM D Y)E)ViFSNPc!�)QTRSQvVUx D VUF(NPc��)QUR\QnViF5�(ViE)YPQUM D �)Em]#�)QiI D M9M D a5FSk9�(Y)F(IKFHY D �SY D GUQTV;�)E .

�.�eNPE8L�M D �
�)FSVyMUQ��\^dQUZ��PQ��(VUE#� IKFSN D VicylSVUQ , ViQh^��|Y)F��)QT^dF��wIKLwF\^bY D GUQTV D VUc��8� D ^dQTk0X)Q��(NPFeI3�)EP^ Y)FSNPE��\QT^
FreeBSD E5E"�(X)QUNPc!�\QUM D Vicn^dFSr D �)E��o^zQUG��)QUMUNPF �)E)]0GUE�� D Y����Or0� D k)NPQUMOIKN)]0X)FSYPF(rmQ!I D QUV9Y)F(NPE"� D �8Y)F(NKE��SL .

19.2.2.3.
��-��(% :�� @9%'0/"�!���6 FreeBSD-STABLE

1. �hQiIKX)E)a8E)ViF5�(c�� D �(XPE"�(Q��5Y D � ���ON��)E freebsd-stable (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable). VUQ9X)Q��SMTQiNPE)VfM D ^zL � � D M D VicvQ�� D MTE"�(EK^dQ��(Vi]mryX)YPQ { F5� � D �)QT^dXPEmN)] { E)E , �)QUViQTY��fFH^dQTRSLwVnXPQi])MUEPVic��(]hM9MUF\V;�)F
FreeBSD-STABLE EmNPE0NKsnG!�OryIKYPLWR\Emr0X)Y)QTGiNPFo^ D r , ViY)F\GULwsnx8Emr0Q��SQUGTQURSQfM��)EP^ D �)Em] .

p lSViQW^ �(XPE"���)FY D � � �ON"�)E8Y D �\Y D GTQUV;�)E"�)E�V D �)ZBF`IKFSN D s9VnQUGT� ])MiNKF �)Em]0Q �(X)QTY����Or�E"�SX)Y D MUNPF �PEm]mr�EmNPE�I#QUG D MiNPF��)Em]mr ,I D M D ]0X)QiNKc!�SQTM D ViF(N)]P^�MTQ!�\^dQUZ �)Q��SVicvM!�*� � D � D Vic��(MUQTF`^��)F��)E)FOQnMTQ!�\^dQUZ ���OryVUQ!���)E)r5^dQT^dF �PV D r .
_HXPE"�(Q��5Y D � ���ON��)E cvs-all (http://lists.FreeBSD.org/mailman/listinfo/cvs-all) X)Q��SMUQUNPE)VvM D ^�IPNP]6� D Z>IKQTRSQE"�\^dF �PF �)Em]8LWMTEwIKF\Vic �SQUQTViMUF\V!�(ViMTLwsnx5Lws � D X)E��(cnMnZuLWY"� D NPF �)QW^+^dE)ViQUM , D Q��)E0X)QTY)QUk9�(Q!I#FSYmZ D VQTV;�)Q2�e])x5Lws �e]#��I#F(NPL�E��K�hQUYP^ DU{ E)s�Q9MUQ��\^dQiZ ���Or�X)QTGUQ������Orhl\���hF �PV D r .
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

� VUQUG!�[XPQ!I��mNKs��)E)VUc��e]9�5lSVUEP^ E�I#Y)LwRSEP^�I#Q��(VULWX"���v^ �SX)E"��� D ^zY D � ���ON��)E , X)F\Y)FSkwI#E)ViFOX)Q������ON"�PF
http://lists.FreeBSD.org/mailman/listinfo E5x 	(N"���PE)ViF � D �SX)E"���PF , �9�)QUViQTY)QT^dLhM�� rwQTViE)ViFqX)QiI��mNPs��)E)Vic2�e] .
� ���(ViY)L � { E)E5X)QnI D NPc!�)F\k)a5EK^�IKFSk"�SViMUE)]P^ Y D �o^dFSx8F ���|V D ^zZuF .

2. �8�eNPE>M!�[L �(V D � D MiNPE)M D F\ViF1�)QTMULws �SE"�(ViFo^dL�E0rmQUVUE)ViF , �)ViQTG!�[Q!� D Y D GTQUV D N D ^ D �"�(EP^ D NPc!�PQ��(V D GUE)NPc!�)Q , ViQ^dQUZuFSViFqX)Y)Q2�(ViQ � D RSY)L �SEPVic�� D ^��fk6�SMUF(ZuE)k����)l\X)a5QTVvMUF\V;�)E8X)Q D IKY)F��SL
(ftp://snapshots.jp.FreeBSD.org/pub/FreeBSD/snapshots/) E5L �(V D �)QTMUE)VicnFSRSQ , � D �0NPs9GUQUk�IKY)LwRSQTk0Y)F(NKE�� .
��EPGUQnM��|^dQiZuFSVUFHL �(V D �)QTMUE)Vic � D ^��fk0X)Q��(NPFeI3�)E)k5YPF(NPE�� FreeBSD-STABLE, � D RSYPL2�\E)MvF\RSQ��
�\FSY�� D NPE)YPLWs9x5Emr6� D k)VUQUM , D � D ViF\^ �(NPFeI#QUM D VicnE"�"�(ViYPL2� { Em]P^4�)E)ZBFqX)QyQUG��)QUMUNPF �)EPs|E"�ermQiI����Or�ViF �"�SViQUMM D a8FSk6�SE"�(ViFo^�� IKQ � D ^dQUk0X)Q2�eNPF(I��)F\k0MUF\Y"�(E)E FreeBSD-STABLE.

�8�eNPE>M!�[LWZuF`Y D GUQTV D F\ViF8�HX)Y)F(I��qIKLwx5EP^bY)F(NPE"�SQT^ FreeBSD E5rwQTViE)ViFqQUG��)QUMTE)VicvF\RSQ9E��HE��ermQ!I��"�OrVUF �"�SViQUM , ViQnM��|^dQiZuFSVUF`NPF\R �)Q9lSViQ � IKFSN D VUc��1�\FSY�� D NPc��)QUR\Q�� D k)V D FreeBSD.
 ViQy^dQiZ �)Q��eIKF(N D Vic9Q!I��)EK^zE��I#MULWr#�(X)Q2�(QUGTQUM :

a. �hYPE0X)QT^dQTx5E0XPY)QUR\Y D ^+^�� cvsup � sup- � D kmNPQW^ stable-supfile E��8� D V D NPQUR D
/usr/share/examples/cvsup.

 ViQ � D E)GUQUNPFSF�YPF �)QW^dF �wIKLwFo^��fk8^dFSVUQ!I , V D �6� D �0Q��0X)Q!�\MUQUN)])FSVvM D ^
� D R\Y)L �SE)Vic�� D GTQUY�E"�(rmQ!I����Or�ViF��"�(VUQUMyQ!IKE��5Y D �qX)QiN��)Q��SVicUs ,

D � D ViF\^ � D R\Y)LWZ D VicvVUQiNPc��)QXPY)QUE��\QUa8FeIKa8E)F�E��o^dF �)F��)Em] .
t �)QUR\E)F8� D X)L � � D s9V cvsup X)Y)E5XPQT^dQUx8E0X)Y)QTRSY D ^+^�� cron E8X)QiNPL � D snV

� D ^��fF �(MUFSZuE)F`E"�(rmQ!I����fFHViF ���(V;� D MUVUQT^ D VUE��)F�� �)E . � �o^dF �)E)VUFHX)YPEP^dFSY��"�fk>� D kmN supfile M!�fa8F`EQTV;�)Q��P�hE)RSLwY)EPY)Lwk)ViF cvsup IKN)]5M D a5F\RSQfQ!�PY)LWZBF��)Em] .

b. �hYPE0X)QT^dQTx5E CTM. �.�eNPE8LhM D �.�)FSV9G!�*�SViY)QUR\QnE9�)FeIKQTY)QUR\QUR\QvX)Q!I3�mNPs��PF �)Em]9� � �)ViF\Y��)F\V , ViQylSViQ�� D �Y D �`VUQUV9^dF\ViQ!I , �)QTViQUY��v^bM!�JIKQUN)Z ���|MUQ2�(X)QUNPc!�\QUM D Vic2�e] .

3. �hV D � , F5�eNPE8M D ^ �)LWZBF��5G��*�(ViY��fk0IKQ��SViLwX6�0E��ermQ!I��"�v^ ViF ���(V D ^ E6� D RSY)L � � D � D � D � D N"� �(MU]��SEhIKN)]5M D �1�)FXPY)QUGUNPF\^ D , ViQyE"�(X)QUNPc!�\Lwk)ViF cvsup EmNKE ftp.
p X)Y)QTViE)M��)QT^ �(NPL � D FHMUQ2�(X)QUNPc!�\LWkPViF��Sc CTM.

4. �hF\Y)FeIBViF\^ , � D �6�)QT^dX)E)NPE)Y)QTM D VUc FreeBSD-STABLE, M!�PEP^ D ViFSNPc!�PQnX)Y)Q��)ViE)VUFO� D kmN Makefile M�� D V D NPQTRSF
/usr/src.

p X)YPQ { F5� �(FHQUG��)QUMUNPF �)E)]hM��[X)Q �)Y D k"�)FSk5^dF\Y)FqY D �`IKQiNPZ��"�[X)Y)QUkPViE9�PFSY)F��L �SV D �)QTM!�)L �)QTMUQTRSQO]wIKY D E5XPFSY)F5�(ViY)QTF �)EPFHM2�(F(r �)QW^dX)Q!�)F��)ViQTM��(E��(ViFo^�� .
� ViF��)E)F �(X)E"� � D Y D �����ON"�)E

freebsd-stable (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable) E /usr/src/UPDATING X)Q��SMUQUNPE)VM D ^zG��fVicnM �)LwY"�(FHM��SF(r�X)Y)Q { FeIKLwY , �)QUViQTY��fFqE��)QUR(I D G��fM D s9V*�)F\QUGirmQiIKEP^�� X)Y)E8X)FSY)FSrmQ!IKF8�9�eNKFeIKLwsnx8F\^dLYPF(NPE��\L .

19.3. 1�@z; �B25=z;.@32v4.?�@B: �94.� @ � @u� �h= � ;.� ��69�>79�O6y=��
��^dFSsnV��e]5Y D �(NPE"�����fF8�SX)Q��SQUG��[E"�(X)QUNPc!�\QUM D �)Em] � �)ViF\Y��)F\V ( EmNPE0XPQ!�)ViQTMUQTRSQ ) X)Q!I3�mNPs��PF �)Em]0IPN)]5ViQTRSQ , �)ViQUG��EP^dFSVic � D ^��fF`X)Q2�eNPF(I��)E)FqMUF\Y"�(EPE0E"�ermQiI����Or�ViF ���(ViQTMnNPs9GUQTRSQvX)YPQUF �PV D FreeBSD, M�� D MTE"�(EP^dQ2�(ViE8QUVvVUQURSQ , �)Fo^M!�[E��)VUFSY)F5�(LwFSViF5�(c . � ���)QTM!�)QTk#�(F\Y)MUE"� , �)QUVUQUY��fk>^��|X)Y)F(IPN D R D Fo^ , lSViQ # �)Q!�)EK^����fk CVS, CVSup E CTM.

� �� � ������
: � � ��%5$�- ���+�"# % ) � ��-���� �"�!# �!� � � � �"� ) ��%��!� ��������'+� ����# �!� / ��,���)�� $�# � ��/���� � �"��'�#+���0) , ��,"� � � /���,"� � ,'+� ���0, ��� -�� ����#+����%��"� �����"� #+� )��+� ����- , %.) ��% �+�"#&% � � �"� ) �0����$�� )+#���� � / ��,���)+� $ ����,���'+�0-���$"��% �0$"% �"����� �+�0)+�"�"� ����#�'�$ �

��,"� �&,���-	- ( ��� ��#+�!� �"� � , '+� ���0,�� �*,�� � � �"��� � ) ��,"�!#+�!,�����#+�!)+��$�- ��� �"����� �+� )��"�"� ��% , �����,�$�- ��, �"� , ����� ��� � ��/0%��"#&%5)'����"��� ��� � � /bin $ /sbin) $ %�/�,�� . � � �"� ) �0����$�� ��������'�� ����#+�!$ / ��,���)�� $ # � ��/���� � �"��'�#+���0) , ��������'�� �"��'�#+��� ) %�/�,�� $"��$
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

��������'�� �"��'�#+��� ) �"����� �+� )��"�"� ����#�' $ � ��,"��� ,���-	- ����#+��� ��,�$ ) ��/�$�� ' ) � ����$�' �"� )�����$ � ��,"� � �0��- . ���!$ ��,"� � �0��-�� -���� �"�)+��,���$�,"�0)+���!�+# % ��� � �*$ � � ' '��0-���$"��% �0$�$�/0� ��)+��,�$ ����� � �!#+�"���"�0) �0)�#�$ # �"��-�� $"��$ �"�0,���$ / ������� � .

� ��	 ��� * ��� � CVS E CVSup E"�(X)QUNPc!�\LwsnVn^dQiIKF(NPc pull QUG��)QUMUNPF �PEm]�E"�ermQ!I3���Or�ViF �"�SViQUM . p �eNKL2� D F CVSupX)QiNPc��SQTM D VUF(NPc ( EmNPE����)Y)EPX)VnX)YPQURSY D ^+^�� cron) M!��� �fM D s9V cvsup,
D Q�� D Y D GUQTV D F\V��1� D �)EP^ - NPE)GTQ��SFSY)MTFSY)QW^

cvsupd, �)VUQUG!��M!�fX)QUN"�)E)Vic9QUG��)QUMUNPF �)EPF�M D a5Emr�� D kmNKQUM . � G��)QUMUNPF �PEm] , �)QUViQTY��fF`M��|X)QUNPL � D F\ViF , D �)ViL D NKc!���:�ViQ!���PQ��(VUcUs[I#Qy^dE��PLWV!� , E5M��[X)QiNKL2� D FSVUF`Emr0ViQTReI D E5ViQUNPc!�PQnViQTReI D , �)QUR(I D � D ^dE6� D rmQUVUE)ViF . p �|^dQUZuFSViF �NPFSR��)Q��SVicUs QURSY D �)E��PE)VicnQTG!�)QTMiNPF��)Em]��)Q����)Y)F\V;���v^dEB� D kmN D ^dE0EmNPE9� D V D NPQTR D ^dE , �)QUViQTY��fF`XPY)FeI3�SV D MUN)])snVvIPN)]M D ��E��)ViF\Y)F�� . � G!�PQUMiNKF �)Em]6�SQ!�(I D s9V!�e]#� D NPFSVUL#�(FSYPMUFSYPQT^4�(QTR(N D ���)QvVUQT^dL , �)VUQ9LhM D ��F5�(VicyE#�)ViQyM!�|rwQTViE)ViFEP^dFSVic . � ��	���� * ��� � CVS RSQTY D �(IKQvX)YPQUx5F , �)Fo^ CVSup MnViQW^ �S^��*�(NPF , �)ViQyQ!�0X)YPFeI3�SV D MUN)])FSV �(QUGTQUk�M2�(FSR\QNPE)a5c9Y D �Sa5E)YPF �)E)F CVS, X)Q��SMTQiN)])s9x5FSF.� D R\Y)L �SE)VUcnE��o^dF �)F��)Em]6�)F\X)Q��SY)FeI/�(ViMTF ���)Q �`LTI D NPF �"�)QUR\QfrmY D �)E)NPE)x D
CVS. CVSup ^dQiZuFSVvIKF(N D Vic9lSViQyRSQTY D �(IKQvGUQUNPFSFHl\���hF��)ViE)M��)Q , QiI�� D �PQ � ��	���� * ��� * CVS NPF\R �)FX)QiNPc��SQTM D VUc��e] .

CTM, �+IKY)LwRSQTk6�(ViQTY)Q!�"� , �PF8�(Y D M!�PE)M D FSVfX)Q2�eNPF(IKQUM D ViFSNPc!�)QfE��ermQ!I��"�fF�ViF ���(V;� , EP^dFSs9x5E)F5�e]0LhM D � , �+ViFo^dE , �)VUQ
� D rmQ!IK])V!�e]0M9R(N D M!�)QW^ D YmrmE)MTF�E5MTQUQUGTx5F1�PE6�)QTEP^ QUGTY D �\QT^ �)F � D � D F\V!�e]#� D a5Emr#�SFSY)MTFSY)QTM . p ^dF��(VUQnlSVUQURSQ
�)F�� �)QiNPc��)QvY D �HMvIKF �Pc�� D R(N D M!�)QTk5^ D a8E��)F CTM � D X)L � � D F\V!�e]6� �)Y)E)X)V , � D rwQiIP])x5EPk0E��\^dF��)F �PEm]5Mh� D kmN D r �^dQT^dF �PV D �SMUQTFSRSQnX)Y)FeI3�qIKLwx5FSR\Q�� D X)L ��� D ; M2�(F8� D ^dF��)F �"���fFHE"�\^dF �PF �)Em]��eZuEP^ D s9V!�e] , X)QT^dF�� D s9V!�e]X)Q��(NPFeIKQTM D ViF(NPc����v^ �)QT^dF\Y)QT^bE#�)Q!I#E)Y)LwsnV!�(]0IPNP]0X)FSY)F(I D �PE5X)Q9l(NPF��)ViY)Q����)QUk8X)Q!�PViF ( M9�hQTYP^dF`XPF � D V D Fo^��Or
�(EP^dMTQiNPQTM ASCII). �hQ��(NPF`X)QUNPL �)F �PEm]0lSViE ” IKF(NKcUV D - � D kmN"� CTM” ^dQUR\LWV9G!�fVic9X)FSYPFeI D ���[LwViEmNPE)VUF
ctm_rmail(1), �)QUVUQUY D ]0Q��(Lwx8F��(VUMUE)V D MUVUQT^ D VUE��)F�� �)QUF+IKF �)QiIKE)Y)QTM D �)E)F , X)YPQUMUF\Y��)LhE5XPY)EP^dF �PF �)E)FqE��o^dF �)F��)E)k��X)QiNPc��SQTM D VUF(NPc2���)QTk �PQUX)E)E5E"�ermQ!I3���Or�ViF �"�SViQUM .  ViQTVnX)YPQ { F5� ��R\QUY D �eIKQ9GUQiNKFSF�lo���hF �)ViEPMUF � , �)F\^ CVSup, EViY)FSGTLwFSV9^dF��)cUa8F`Y)F5�(LwY"�SQUM�� D a5F\RSQ��SFSY)MTFSY D , V D �9� D �8Q!�6�eIKF(N D �5XPQ9^dQ!IKFSNPE push,

D �)F pull.

ghF��(QW^��)F �"�)Q , F5�(VicyE8^dE��PL � � . �.�eNKE8M�� �eNPL � D k��)QnL �)E"�)ViQiZuEmNKE6� D �(Vic9M D a8FSR\Q D YmrmE)M D , ViQ CVSup QUG�� D Y)LWZuE)VE6� D RSY)L �\E)VvX)QTMUY)FSZ8I#F ���)Lws � D �SVic . CTM l\ViQUR\QfIKFSN D Vic��)FqGULTIKFSV , E5F5�eNPE8M!�[L �)E��)VUQiZuEmNPE�� D �PLWs - VUQ�� D �(VicM D a8FSR\QOIKFSYPFSM D E"�ermQ!I3���Or�ViF �"�SViQUM ( E5LhM D �1�)F\V D Y)rwEPM!�)QTk#�)QUXPE)E ), ViQnM D ^4�)LWZ �)Q9GULTIKFSV�� D � D Vic �.� D ^dQUR\Q
� D � D N D ( �`XPQ��eNKFeI��)F\RSQ ” G D �SQTMUQTRSQqIKFSNPcUV D - � D kmN D ”), X)FSYPF��(VUY)QUE)M9M���	8�HX)QT^dQTx5cUs CTM, EmNPE , E"�(X)QUNPc!�\LW]
� ��	���� * ��� � CVS, XPY)Q��SViQnLTI D NPE)VicyX)QUMTY)F(Z>I 	����)Lws�� D �(VUcnE5XPFSY)F5�(E��mrmY)Q��)E��\E)Y)QUM D Vic2�e] .

19.4.
� �525�h�f�B=�2<7n4 ”world”

�hQ��eNKF�ViQUR\Q , � D �5M�� �(E��)rwYPQ!�)E��\E)Y)QTM D NKE�M D a8F�NPQ�� D NKc!�)QTFdIKFSYPFSMUQ9E"�ermQ!I3���Or�ViF �"�SViQUM �.�PF �)QTViQUY)QTk0MUF\Y"�(EPFSk
FreeBSD (FreeBSD-STABLE, FreeBSD-CURRENT E8V D �0I D NPF\F ), ViQ9^dQUZuFSViFqE"�(XPQiNPc��SQUM D VicnlSViE8E"�ermQ!I3���fFViF �"�SV;� IPNP]5X)FSYPF��(VUY)QUF��)Em]9�SE"�(ViFo^�� .

�������.���
	���� �����������������
�����
: � ��)+� ��-���� �"� ����,��+� �!����$��!��)�� � �"� #+�!� #+� � / ����$�% ,�� �+��,�)��"� � '�����$�$ )�������� #�$�#+�"��-������

� ����� , '���' )�� � ��/ �+�"� �+���*/ � �0���!� . ������% ����,���#+�!,"� ����$�� #�$�#+�"��-�� ( �"�0'�� )���# �0� / ���+�"� �+�!$�- $ ��# �!, ��' � $�%.- ) %.)&��% �+�"# %
��,"� #+���0� ����/ ������� , )�� )+#���� / � -���� �+�"� /0��� ��#+�!$��!� � �*$ � ' � , $"��$ � �*$ � '�� -���� �+���0'������"�!��#&%5)�$�# � ��/���� � �"��'�#+�"� � , �����-���� �+� ��,�$�)��+#+�!$ ' ���0- � , ����� #�$�#+�"��- � ����,���#+�"�����+� �����&, � � �"�!��# % .

� � % ���"�"� �����"�*# / � �0�����"� ,�� �+��,�)�� ��� '�� ��$ � .  / ��, � $��"� �"��/5, ��'��0� ��)���,�$�� � ��� (fixit) / $�#�'��+� � $"��$ ����� , ���+������� �'+�0-�����'+� / $�#�' . � ���*�+� � � �!� , )+��- ��$�'�� � / � ��� ��,�$ � ��/ $"� �!#���$�-	$ �"����� �+� )��"�!��#&% , �"� , �"� #+� ������) �"� / ��,���) � , )+#���� / ��������� �"��/ � � ��� )�$��!�+# % , ����- �"� ��� -3#+���*���0�+�!� .
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

� ��� ����� ��	������  ��� ����	��"��	�� 	�����	� � �
������ �
� � ������������
: ���+�!'�$ FreeBSD-STABLE $ FreeBSD-CURRENT '���/ � �"�

��,�$�,"��/ � #�) �!����%.)&��% ���"#&%��������������	�	��������� . � ,�����,�� � ���!'�� FreeBSD ��� ��#+�!) ��� ��� �	/ $ , $ )�,���-�% � � )�,���- ����$# ����������"#&% � �*$ � '�$ .
 �"��� / � �+�!$��0�*$ � '�$�/0�!# �"����� � �"� � � �+� � $"/ ��� $ ��,�$�)+��/0%��*'�)�� ) ��/ � �"� )+� � �*/ $����&�"� #+�!$����#�'�� � � #+� � � � ����$"% .  �� )+���+� ,
����� $���- ��������$�� �0'�������)+��� �"# % '��"�"��#+�!,"� � $����#�' $�- , $*#�$�#+�"��- � ����-���� �+� �+�� , ����$��!�+# % $���$ ,�����, ����� � �"# % � ���"� �0)�� �#�$�#+�"��-
� ( $���$ ����� - ��$ � ��/�� � �"! � � �*� ).
# # ��$ )+� ����$�'���� � �"��/ � � ��� � ��,"� � � ��-
� , ) #+��� �!)+�+�"#+�!) ��� � ��- #���$�#�'�� ,���#�#�� ��' $ � � � ��$�' ��� �"# % #+� � � � ����$�� ”heads up”,) '������0,"�0- ����$�#�� )����+�"# % ��,�$�,"��/ � ��,"� � �0��-�� $ ���"�!,��� $�)+����-�� � #�$�#+�"��-�� . $ � � / � ��,"� � �0��- � ,��������+�"# % , � � � ��$�' ���+�"# %#+��� � � ����$�� ”all clear”.
# # ��$ )�� ��� �"���+�"��#�� � �"# �0� � $�)��"�!� FreeBSD-STABLE $"��$ FreeBSD-CURRENT $ ��� ��$��"���+�"��%���$�#+� '*,���#+#�� ��'�$ ,
�"� #�) %��&!���������� � # � � / ����$ � FreeBSD-STABLE (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable) $"��$
%���$�#+� ' ,���#�#�����' $ , �"� #�)&%��"!������ � � � # � � / ����$ � FreeBSD-CURRENT
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-current) #+� ���!)�� �"#+�!)������"� , ��� )�� ������,����*$�)����+�"��#�� ���������,�$"%��!�"� #+�!$ .

' � ��������(��������	��
make world: � �"��� ��#+�!) � #+�"��,"�0� /0�0' ��- ���"�"� � $�$ ,���'��0- ����/ ���+� $�#��"����� �+�0)+����$ � make world.

� ,�$
�+��� - ��,"� � ��#�'���� �"# % -	�"��� $�� )�� � ��� � ����� $ , $ $�#��"����� �+�0)+����$�� �+��� � '+�0- ����/ � ) � ��- ��� �"����$��*� ) ��� -�# �������� , �+# ��$)��3��� � �"� �������+�"� , ����� / � �0��� �"� . � �����!$ ) � )+#�� � � � #+����%��"�&���+#+�!)+� � make world �+��� ������,���)�$"������� ��#��"�!# � � , )�- �+#+�������� � ��� � ��� ��/ $�-�� $�#��"����� �+�0)+�"�!� ����$�#������ ��� � / �+#�� ��,"� �!� / ��, � .

19.4.1. � � +,�*+���)
� - ��� 
 - � �8-/�1& �1&*+,��� �*�1+������'� �:� 
 -��1-/���1	 (j N)]0QUG��)QUMUNPF �)E)]hM D a8FSk6�SE"�(ViFo^��|M!�JI#QiN)Z ���|MTQ��SX)QiNPc��SQTM D VUc��e] �eNPF(IKLwsnx8FSk5XPY)Q { F(IKLwY)QUk :

# make buildworld
# make buildkernel
# make installkernel
# reboot

p �JI#QiN)Z ��� � D R\Y)L �SE)Vic2�e]0M9Q!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^ ( � D XPY)EP^dFSY , X)Q��PQT^ D �mIKF boot -s E��X)Y)E)RSN D a8F �)Em]#� D R\Y)L � �)E�� D ). � D ViFo^ M!�fX)QUN"�)E)VUF :
# mergemaster -p
# make installworld
# mergemaster
# reboot

� ����
�	���	���)���� �"� �������� � �
������������
: � ��$�#���������% )���� � �"�!# �0� /0�0)+���"�&�����"�!# �!� %.)&� % � �"# % ��������'�� '�,����!'+�0� )�� � $ -	'+�0�/ ��% ����� � , ����� � � �"� -������ )+��- ����� �"�!� . � �3/0���� ��� )+#*! � � ��,"������#+�!� �"�!# �0� / ��� � $��*,���� / � � �5/0��% �"�����"� � �

�"� ��$ - ����$"% '�� ��/0��� � � �� � , � #+� � �����"� ��# ��$�#+� � $�,����+�"�+#��*$�#��"����� �+�0)+�"�!��#+� � #+�!)+����� ��� '+�0��� $� ��,�� � $ � %�/ ,�� .
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19.4.2. �4��*)
���
� � /usr/src/UPDATING
�hFSY)F(I8ViF\^ , � D �0IKF(N D Vic��)ViQ - NPE)GTQ , X)YPQ!�)ViEPViF /usr/src/UPDATING ( E)NPE9�SQUQUVUMUFSV��(ViMTLWs9x5E)k8� D kmN5M9M D a5FSk
�)QUX)EPE0E"�ermQiI����Or0ViF��"�(ViQTM ). p lSViQW^b� D kmNKF8�(QiIKFSY)ZBEPV!�e]5M D Z � D ]hE"�P�hQUYP^ DU{ Em]5Q9X)Y)QTGiNPFo^ D r , �.�PQUViQTY��v^dE5M��^dQiZuFSViF �(VUQiN"���PLWVUc��e] , EmNPE5L � D � D �0X)QUY)]wIKQ!� , M��)QUVUQUY)QW^zM!� IKQUN)Z ���:� D X)L ��� D VicnQTX)Y)F(IKF(NPF������fF8�)QT^ D �wI�� .
�.�eNPE8M9� D kmNPF UPDATING � D X)E"� D �)Q*�PF �)ViQ , X)YPQUViE)MTQUY)F�� D x8FSF�VUQT^dL , �)ViQyM!�:�(IKF��Sc��)EPV D F\ViF , ViQ��PLTZ �)Q
�eNPF(IKQUM D VicvL � D � D �)Em]P^zM UPDATING.

� ���*��
:
� �"����$�� UPDATING ��� �+��- ����$�� �"��/ ��$�#�' $ ����#+� ���!)�� �"#+�!) ��� � $�� #���$�#+� ' ,���#�#�����' $ , '���' �+��� $ � ��$ #+���"� )�� ��� .

� �!$ /�)�� ��# � �0)�$"% %.)&��% � �"# % / � �"������% � � $�-	$ , � ��� ) ����$�-��0$�#�'+� � ��� � � $�-	$*/�, ����/ , ��� � .

19.4.3. �4����'�
 0/��� -/� ���
 ����	��.� /etc/make.conf
�hY)Q��\^dQUViY)EPViFq� D kmN"� /usr/share/examples/etc/make.conf (/etc/defaults/make.conf M
FreeBSD 4.X) E /etc/make.conf. �hF\Y)M!�fk9�(Q!I#FSYmZuE)V��)F �)QTViQUY"�fF`X)Y)F(IKQUXPY)FeIKFSNPF �"���fFHXPQnLm^dQiN"� D �)E)s
� � D �)F �)E)] – GUQUNPcUa8E��"�SViMUQvE"�8�)E)r#� D �PQT^+^dF �PViE)Y)QTM D �PQ . � ViQUG��[MUQ2�(X)QUNPc!�\QUM D Vic��(]9EP^dE8X)Y)E8X)FSY)F5�(ViYPQUF �PE)E
�(E"�SViF\^��|E"�HE"�(rmQ!I����Or�ViF��"�(VUQUM , IKQUG D MUcTViF�Emr0My� D kmN /etc/make.conf. ��^dFSkPViFHM9MUEwI#L , �)ViQnM2�(F ,IKQUG D MiNP])F\^dQUF+M D ^dE8M /etc/make.conf, E��(X)QUNPc!�\LWF\V!�e]0V D �mZuF � D Z>I��fk0Y D �qX)Y)E6� D X)L � �)F.�)QW^ D �wI3� make, V D �
�)ViQyX)QiNPF�� �)Q�� D I D Vic��eIKF5�(c���� D �PF �)Em] , X)Q!IPrmQiIP])x5E)FHM D a5FSk9�(E"�SViF\^dF .p F\Y)Qi])V!�)Q��SViQUE)V ���)QTX)E)Y)QTM D Vic��(VUY)Q!�)E CFLAGS E NOPROFILE, Y D �(X)QUNPQiZuF �"���fF�M
/usr/share/examples/etc/make.conf ( E)NPE /etc/defaults/make.conf M FreeBSD 4.X), M9� D kmN
/etc/make.conf E5Y D ���)QW^+^dF �)VUE)Y)QUM D Vic9Emr .
�hQ��S^dQTViY)E)VUF.� D IKY)LwRSEPF`QUXPY)FeIKFSNPF �PEm] (COPTFLAGS, NOPORTDOCS E8V D �hI D NPF\F ) E5Y)F\a5E)ViF , �)LWZ ���[NPE8Q!�)E5M D ^ .

19.4.4. �:&*+ �����
� � � �
��#( � �'����� �*��;� /etcC�D V D NPQUR /etc �SQ!IKF\YmZuE)V���� D �PE)ViF(NKc!�)Lws � D �SVicnE��K�hQUYP^ DU{ E)E0Q �)Q!�K�hE)RSLwY DU{ E)E�M D a5F\k6�(E"�SViF\^�� ,
D V D �mZuF

���)Y)EPX)V;� , Y D GUQTV D s9x5E)FHM�� D � D NKF`Y D GUQUV!� �(E"�SViF\^�� . ghF��)QUVUQUY��fF�E"�Hl\ViEmr6���PY)E)X)ViQTMy^dF��m])snV��e]8QTVvMUF\Y"�(EPE6�MUFSY��(E)E FreeBSD.

ghF �)QTViQUY��fF8�)Q!�K�hE)RSLwY DU{ E)Q!�"���fF`� D k)N"�[V D �)ZBFqE"�SX)QiNPc��SLwsnV��e]0MnFSZuFeI��)F\M!�)QTk0Y D GUQUVUF8�(E��(ViFo^�� .
p

� D �SV;�)Q��SViE , � D kmN /etc/group.

_`NPL � D NPQ2�(c , �)ViQyL �SV D �PQUMUQ���� D ] � D �(Vic make installworld QUZBEmI D N D �(Lwx5F5�(ViMTQUM D �)Em]�QUXPY)FeIKFSN 	 �"���Or�EP^dF �X)QiNPc��SQTM D VUF(NPF\k�EmNPE5R\Y)LwX)X . �hYPE5QUG��)QUMUNPF �PE)E#�(Lwx5F5�(ViMTLwFSVvMTFSY)QU])V;�)Q��SVic , �PViQ9l\ViE5XPQiNPc��SQUM D ViFSNPE�EmNPE8RSY)LwX)X"�
�)F �SLwx5F��SViMULws9V .  ViQyM!�����fM D F\VfX)Y)QTGiNPFo^��[X)Y)E5QTG!�)QTMiNPF��)E)E .

p �)F��)QUVUQUY��Or#�eNKL2� D ]mr make buildworldX)Y)QUMTFSYm])F\V*� D NPE��)E)FqlSVUEmr0X)QiNKc!�SQTM D ViF(NPF\k�EmNPE8RSY)LwX)X .

_HMUF(ZuEP^zXPY)EP^dFSYPQT^bl\ViQUR\Qv])MUN)])FSV!�(]hIKQUG D MUNPF �)EPF�X)QiNKc!�SQTM D ViF(N)] smmsp. �hQUNPc!�\QUM D ViF(NKE �SViQiN����)LWNPE"�Sc �X)Y)FSY"�fM D �PE)F\^zX)YPQ { F5� � D L �(V D �)QUM��)E , �)QTReI D mtree(8) X��fV D N D �(c �(Q��eI D Vic /var/spool/clientmqueue.p �OrmQiIKQT^�])MUN)])FSV!�(]0X)Y)Q2�S^dQUVUY8� D k)N D /usr/src/etc/group E��(Y D M!�)F��)E)F8�SX)E"� � D R\Y)LwX)X5M��)F\^ �HM D a5EP^
�(QUG2�(ViMTF ���"�v^ . �.�eNPE>M��PQUMUQW^ � D kmNKF`F��SVicnR\Y)LwX)X�� , QTV!�(LwV!�SViMULws9x5E)FHM9M D a5Fo^ , ViQ ���)QTX)E)Y)Lwk)ViFqEmr . �OD �)EK^ ZuFQUGUY D �SQW^�M!�JIKQUN)Z ���|X)F\Y)FSEP^dF��)QUM��fM D VicvM��SF`R\Y)LwX)X��|M /etc/group, �)QTViQUY"�fF`EP^dF\snVyViQUVnZBF � D ^��fk GID, �)QIKY)LwRSQTF.� D �SM D �)E)F�M /usr/src/etc/group.

g D �)E�� D ]#� 4.6-RELEASE, M���^dQiZuFSVUF8� D X)L �(VUE)Vic mergemaster(8) M9Y)F(ZuEP^dF , X)Y)F(IKM D Ym])snx8F\^ XPQ��(VUY)QUF��)E)F
�(E"�SViF\^�� , � D I D M D F\^��v^�QUX { E)FSk -p.

� � D GTLTIKFSV��SY D M��)E)M D VicvVUQiNPc��)QnViFO� D k)N"� , �)QTViQUY��fF �)F\QUGirmQiIKEP^��AIPN)]
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L �SX)FSa9�)QUR\QvM!�fXPQiN"�)F��)Em] { FSNPFSk buildworld E)NPE installworld. �.�(NPE5M D a D �(V D Y D ]0MTFSY"�SEm]5LwViEmNPEPV;�
mergemaster �)FHX)Q!IPIKFSYmZuE)M D F\VnQUX { E)s -p, MUQ2�(X)QUNPc!�\LWkPViF��Sc��)QUMTQUk0MTFSY"�SE)FSk0E"��IKF\Y)FSM D E"�(rwQiI����Or�ViF��"�(ViQTMX)Y)E5XPFSY)MTQT^ � D X)L ���)F :
# cd /usr/src/usr.sbin/mergemaster
# ./mergemaster.sh -p

� ���(��"�����"�
:
# # ��$ )�� ����,����"�0$�' , -���� �+�"� �"�0$�#�'����!� �*����� � , ) �0��/ � ��� �!��- '+� ��� ,�� � %.) ��% �+�"#&% �"� � , ������� , '+� ���0, ��� )��

����,���$ - ���"� )�� )+���+�"� $"��$ ��/ ����% �+�"� :
# find / -group GID -print

)�� / ��#+� #���$�#+�0'*)+#�� � �*���"� �0) , )&�0�"/ � ��� �!��- '+� ���0,�� � %.) ��% �+�"# % � , ������� GID ( ����/ ��)+����- ��% $�- ������- $���$ ��$ #&� ��������-
������������$���- ID).

19.4.5. �%�1,� 
����
��� � ����+,� � ���#03�'���/����� �#0/- ��� 
 ,������	pqD ^ ^dQiZuFSV9X)Q!� D IKQTGUE)Vic2�e]�QUV!�)QT^dX)E)NPE)Y)QTM D VUc��(E��(ViFo^dL�M9QiI��)QUXPQiNPc��SQUM D ViFSNPc�� �)QT^<Y)F(ZuEP^dF . C Y)QW^dF`QUG������)QTRSQM!�fE)R\Y��fa D M ���PQUY)Q2�(ViE0XPY)Q { F5� � D , X)F\Y)FSL �SV D �)QTM!� D �(E"�SViF\^�� � D ViY D RSEPM D F\Vn^��)QUR\QnM D Z ���Or#�(E"�SViF\^��"�Or5� D kmNPQTM ,M��(F8�(V D �wI D YPV;���fFqM!�fX)QUN"�)EP^��fF`� D kmN"� �SE"�(ViFo^�� , GUEPGiNPE)QTViF �PE , include- � D kmN"��E8V D ��I D NPF\F . � �\^dF��)F �PE)F`Emr#� DY D GTQUV D snx5F\k#�(E"�SViF\^dF ( M*� D �(V;�)Q2�(ViE , M��)QTViQUYPQUk D �)ViE)M��)QnY D GUQTV D s9VnX)QUNPc!�\QUM D ViF(NKE ) ^dQiZuF\VnX)Y)EPMUF��SViE6�
�)FSX)YPEm])V;�)Q2�(V!]P^ .j Y)LwRSEP^4�SX)Q��SQUGUQW^�])MiN)])F\V!�e]6�PQT^dX)EmNP] { Em]9�SE"�(ViFo^��|Mh^��)QUR\QUX)QUNPc!�\QUM D ViF(NKc����PQT^.YPF(ZuEP^dF �`X)Q2�eNPF(IKLwsnx8EP^X)FSY)FSrmQ!IKQW^zMnQ!I3�)QUX)QUNPc!�\QUM D ViFSNPc�� �)E)khY)F(ZuEP^zIPN)]5M��fX)QiN"�PF �)Em]0L �SV D �)QTM!�)E . �.�eNPE8M!� rmQUVUE)ViFqX)Q��SViLwX)E)VicEP^dF ���PQ9V D � , X)YPQ��(VUQ �(NPFeIKLwk)VUFHE����(ViY)L � { Em]P^zIKQy^dQT^dF��)V D Q!�)Q���� D �PEm]0X)Q��SViY)QUF��)Em] .

p �|^dQUZBF\ViFqQUV!NPQUZuE)VicX)FSY)FSrmQ!I8M9Q!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^�IKQ � D MUF\Y)a5F��)Em] { F(NKFSk installkernel EmNPE installworld.C�D � D I#^dE��)E"�SViY D ViQUY , M!�|^dQUZBF\ViFqM!�fX)QUN"�)E)Vic :
# shutdown now

� D Y D GUQTV D s9x5FSk9�(E"�SViF\^dF , �)ViQyX)F\Y)FSMTFeIKF\VvFSFqMnQiI��)QUXPQiNPc��SQUM D ViFSNPc�� �)E)khY)FSZBEP^ .

��E)GUQvM��|^dQiZuFSVUFHM��fX)QiN"�PE)VicyX)FSY)F�� D RSY)L � �PL9E8MnX)Y)EPR(N D a5F �PE)E6� D RSYPL2���)E�� D � D I D Vicy�yN D R -s. �hQ��(NPF�lSVUQURSQ
�(E"�SViF\^ D � D RSY)L �SEPV!�e]0M9Q!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)QW^<YPF(ZuEP^dF . p X)Y)E)RSN D a5F��)E)E9�)QT^ D �wI��)QTRSQvX)YPQ { F5� �(QTY D M��IKQiN)Z ���:� D X)L �SViE)Vic :
# fsck -p
# mount -u /
# mount -a -t ufs
# swapon -a

 ViE6�)QW^ D �wI3�[M!�fX)QUN"�m])snV9X)Y)QTMUFSY"�)L�� D kmNPQTM!�Or��(E"�SViF\^ , X)QUMTViQUY"�)Q9^dQ!�PViE)Y)LwsnV / M9Y)F(ZuEP^dF �)ViF��)Em] / � D X)E"�(E ,^dQ!�)ViEPY)LwsnVyM��(FHQ��SV D NPc����fF`� D kmNPQUM��fF.�(E��(ViFo^�� UFS, XPFSY)F��)E"�eNKF �����fFqMh� D kmNPF /etc/fstab E5M!�)NPs�� D VX)Q!I�� D ���)L .
�����	��
�������

:
# # ��$ � ��#�� ) )+������� CMOS ����#+�!,"� ����� ��� - ��#+�!�"�!� )�,���-�% , � ��� ��� GMT ( �+��� $�- ���+� - �+#+��� , ��# ��$'+�0- ����/ � date(1) )���/ ��!+� ������,���)�$"������� ��)�,���-�% $ � �0� � ), ��� )���- - ���*� � �"� ���"/0� � $��!�+# % ����� ��#+�!$��!��# �0� / ��� � ���'+�0- ����/ � :
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# adjkerntz -i

� ��� � � �+#�������$�� '�� ,�,���'��!� ��� ����#+�!,"�0��' � - ��# �!�"��� � ����#+� )+� � � �"��% #�� —
� � � �+��� � � )��"�!#&� �&/ #+�!)�$�$ )�� -����*�+�"�#+������' � �"�!�+# % # ����'������0,�� - $ ��,"� � �0��- ��-	$ .

19.4.6.
� ��� � �
��� /usr/obj

�hY)E0X)F\Y)F��SViY)QUF��)E)E9� D �SViFSk��(E"�SViF\^��|Q��)E5XPQT^dFSx D s9V!�e]0M � D V D NPQTRSE , �)QTViQUY"�OF ( X)QnLm^dQiN�� D �)EPs ) � D rmQ!IK])V!�e]0M
/usr/obj. _HVUY)L �)ViLwY D X)QUMTViQUYm])F\V��(VUY)L �)ViLwY)L /usr/src.p �|^dQUZuFSViFqL ���)QTY)E)VicyM!�fX)QUN"�)F��)E)F`XPY)Q { F5� � D make buildworld E , MUQ!�o^dQiZ �)Q , E"�SG D MUE)VUc��(F\Gi]0QTV*�)F �PQUViQTY)QUkRSQiNKQUM!�PQUk�GUQUNPE , �SMi]�� D ���)QTk6�1� D MUE��(EP^dQ2�(V!]P^dE , LUI D NPE)M9lSViQTV�� D V D NKQUR .
g D �)F��)QUViQTY��Or0� D kmN D rhE�� /usr/obj ^dQUR\LwVnG!�fVUcnL �(V D �)QUMUNPF �"� �(X)F { E D NKc!���fFq�yN D R\E ( QTGUY D ViE)ViF5�(c*�
chflags(1) � D I#QUX)QUN"�)E)ViFSNPc!�PQUk0E��K�hQUYP^ DU{ E)FSk ), �)QTViQUY"�fF � � D � D N D IKQUN)Z ���|G��fVic�� �m])V;� .

# cd /usr/obj
# chflags -R noschg *
# rm -rf *

19.4.7. �%�1,� �'��	 ����� �  � 

��� �1- � ����+8(%� ��� ��-/�1(

19.4.7.1. � % �$&("�!'��786 0 � 0/%(+

ghFSXmNPQUrmQ��(QUrwY D �)E)VUcnM!�fMTQ!I , XPQiNPL � D F\^��fk0X)YPE5Y D GUQUVUF`X)Y)QTRSY D ^+^�� make(1), M9� D kmN . �.�(NPE6�PViQ - ViQyM!IKY)LwRX)QUkwI#FSV��PF`V D � , M��[GULTIKFSVUFHEP^dF\Vic �)QUX)EPs �SQUQUGTx5F��)Em]�QUG9QUa5EPG!�)F�E8X)QiN��)LWs � D Y)ViE��)L�VUQURSQ , ReI#F`Q!� DX)Y)QUE"�SQUa5N D . 7 QUV!]8lSViQh^dQiZuFSV9E6�)FHX)QT^dQ��)cnM9QUX)YPFeIKFSNPF �)EPE5X)Y)E"�)E��>X)Y)QUE��ermQ!IP])x8FSRSQ , lSViQh^dQiZuFSV9X)QT^dQ��)cIKY)LwRSEP^ , F��(NPE0M!��QUX)E)a8E)ViFHM D a8LhX)Y)QUGUNPF\^dLhM9Q!I��)QW^ E�� �(X)E"� �)QUM9Y D �����ON"�)E FreeBSD.

�hY)QUx8F�M��SFSRSQ9lSViQ � I#F(N D VicnX)YPE5X)QW^dQUx5E6�)QT^ D �wI�� script(1) �HX D Y D ^dFSViYPQT^ , M �)QUVUQUY)QW^zL2� D � D �)QvEP^�]>� D kmN D , M
�)QUViQTY��fk#�)LWZ �)Q �(QUrwY D �)E)VUcnM!�fMTQ!I .

p �JIKQUN)Z �����eIKF(N D Vicnl\ViQ �)FSX)Q2�(Y)F(I3�(ViMTF ���PQnX)F\Y)FeI8VUF\^ , � D �0XPFSY)F5�(ViY)QTE)Vic
�(E"�SViF\^dL , D X)QnQ��)Q!�"� D �)EPE0X)Y)Q { F���� D � D GUY D Vic exit.

# script /var/tmp/mw.out
Script started, output file is /var/tmp/mw.out
# make world
... compile, compile, compile ...
# exit
Script done, ...

�.�eNPE8M!�JIKFSN D F\ViFqlSViQ , 	�� �(QUrmY D �m])kPViF`M��fMUQ!I5M /tmp.
 ViQUV�� D V D NPQTRH^dQiZuF\V9G��fVicnQ��)E)x5F��0X)Y)E��eNPF(IKLwsnx8FSkX)FSY)F�� D RSY)L � �PF . ��L �)a5F �(QUrwY D �)E)VUcnFSR\QnM /var/tmp ( � D �0MnX)YPFeI��qIKLwx8F\^ X)YPEP^dFSY)F ) EmNPE5MvIKQT^ D a6�)Fo^4� D V D NPQTRSFX)QiNPc��SQTM D VUF(N)] root.
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19.4.7.2.
��% 1 ��� : 5 �,�'5�#�"�@8%'0 ��� ./% 1 �(%'!(6$!(78%'0�-/�'-=796 1 �p �JI#QiN)Z ��� � D rmQ!IKEPVic��(]0M�� D V D NPQTRSF /usr/src:

# cd /usr/src

( F5�eNPE , �PQ!�)F����)Q , M D a�E"�ermQ!I3���fk6�)QiI9�)F � D rmQiIKE)V!�(]0MfIKY)LwR\QT^b^dF5�(ViF , M��(NPL � D F8�)FSR\QnM D ^4�)LWZ �)QnXPFSY)F\k)ViE>M
�(QUQTViMUF\V!�(VUMULwsnx8E)k#� D V D NPQTR ).j N)]0X)QiN��)QUR\QnX)F\Y)F��SViY)QUF��)Em]6�SE"�(ViFo^���E"�SX)QiNKc!�SLwF\V!�e]#�)QW^ D �wI D make(1).

 V D �)QT^ D �wI D �PE)V D F\VnE����(ViY)L � { E)E8E"�� D kmN D Makefile, QTX)E"� �fM D s9x5F\RSQ , � D �hIKQUN)Z ���|G!�fVUcnX)F\Y)F��SViY)QUF����|X)YPQURSY D ^+^�� , �)QTViQUY"�fF �SQ��(V D MiNP])snV
�(E"�SViF\^dL FreeBSD, M�� D �)QW^zX)QUYm]wI3�)FHQ��)EhIKQUN)Z ���|G��fVicnX)Q2�(ViYPQUF �"�[E5V D ��I D NPFSF .� GUx5EPk5�hQUYP^ D V*�)QW^ D �wI��PQUk6�SViY)Q!�PE , �)QTViQUYPLWs M!�|GTLTIKFSV*� D GUEPY D Vic , V D �)QTM :
# make -x -DVARIABLE target

p l\ViQT^bX)Y)EP^dF\Y)F -x ])MUN)])FSV��e]5X D Y D ^dF\ViY)QW^ , �)QUViQTY��fk5M��[X)FSYPFeI D FSViFHM make(1).
� GTY D ViEPViF��Sc��9�SX)Y D MUQ!�"�)QUk

�(ViY D �)E { FqX)Y)QTRSY D ^+^�� make(1), �)QUVUQUY D ]6�(Q!I#FSYmZuE)V �(X)E"�SQ!�0MTQ!�o^dQiZ ���Or�X D Y D ^dFSVUY)QUM .
-DVARIABLE X)F\Y)FeI D FSV9X)FSY)Fo^dF ���PLWs M Makefile. �hQUMUF(IKF �PE)F Makefile QUX)YPFeIKFSN)])FSV!�(]5lSVUEP^dE8XPFSY)Fo^dF �����v^dE . ViQnViFqZuF8� D ^��fFqX)FSYPF\^dF �"���fF , �)QUViQTY��fF.� D I D snV!�(]0M /etc/make.conf, E0lSVUQ — FSx8F`QiIKE��9�SX)Q��SQUGvE)r
� D I D �)Em] .

# make -DNOPROFILE=true target

])MiN)])F\V!�e]hIKYPLWR\EP^ �SX)Q��SQUGUQW^�L2� D � D �)Em]0ViQTRSQ , �)ViQyGUE)GUNPE)QTViF �)EhIKN)]5X)Y)QW�hEmNPE)YPQUM D �)Em]#�(VUY)QUE)VUc��)F �)LWZ �)Q , E
�(QUQTViMUF\V!�(VUMULwFSV��SViY)Q��)F
NOPROFILE= true # ���17�( = <�(�:�/13;(1015 ��9������#) �(1/�0�2 = )�98<!3;(-A���) �!3(#,.15 �!9
M9� D k)NPF /etc/make.conf.

target L � D � �fM D FSVvXPY)QUR\Y D ^+^dF make(1) � D VUQ , �)VUQ9M�� rwQTViE)ViF � I#F(N D Vic . C�D Z>I��fk5� D k)N MakefileQUX)Y)F(IKF(NP])FSV��PF �)QTViQUY)QTF1�)QUNPE��)F5�(ViMTQnY D �(NPE��"���Or ”
{ F(NPF\k ”, E5M D a�M!�fGUQTY { F(NKE5QUXPY)FeIKFSN)])FSV9ViQ , �)ViQyGULTIKFSVIKF(N D Vic��(] .

ghF �)QTViQUY��fF { F(NKE , X)F\Y)F �)E��eNPF������fFqM9� D k)NPF Makefile, �)FHX)Y)F(I�� D ��� D �PF ���JIPNP]5M!���\QUM D . �hY)Q��SViQnQ��)EE"�(X)QUNPc!�\LwsnV!�(]0MnX)Y)Q { F����(FHX)Q��SViY)QUF��)Em]�IKN)]5Y D �SGUEPF �)Em]0F\RSQ�� D l\V D X�� .p GTQiNPcTa5E����(ViMTF8�eNKL2� D FSMnM D ^ �PF8�)LWZ �)Q9X)FSY)F(I D M D Vic��)E�� D �)Emr�X D Y D ^dF\ViY)QUM9M make(1), V D �6�)VUQ9M D a D �)QT^ D �wI DGULTIKFSVnM!�fR(NP]wIKFSVic9X)Y)EP^dF\Y��)QhV D � :

# make target

g D �)E�� D ]#�`MTFSY"�SE)E FreeBSD 2.2.5 ( � D � D ^dQT^�IKFSNPFqMUX)F\Y)M!�fFHlSViQ9G!�ONPQ � IKFSN D �)Q9MnMTFSV;�)F FreeBSD-CURRENT,
D

� D VUF\^ D I D X)VUE)Y)QUM D �)QfM FreeBSD-STABLE ReI#F - ViQ9^dFSZ8I#L 2.2.2 E 2.2.5)
{ F(NPc world G!�ON D Y D �eIKFSNPF � D � D I#MUF :

buildworld E installworld. g D �)E�� D ]6��MUF\Y"�(EPE FreeBSD 5.3, world E��o^dF �)F�� D V D � , �)ViQyQ!� D GUQiNKFSF1�)FY D GTQUV D FSV , X)Q2���)QUNPc!�PLnIKN)]5GUQUNPcUa8E��"�SViM D X)QUNPc!�\QUM D ViFSNPFSk�F\FHM��fX)QiN"�PF �)E)FHX)Y)FeI/�(V D MiN)])F\VnQUX D ���PQ��(VUc .C�D �0L � D � �fM D snV�� D lSVUQ�� D �SM D �)Em] , buildworld �(VUY)QUE)V9X)QiN��)Q��SVicUs �)QUMTQUF+I#FSY)F\MUQvM � D V D NPQTRSF /usr/obj,
D

installworld L �(V D � D MUNPE)M D FSVnlSViQvIKFSY)F\MUQ�� D E"�SX)QiNKc!�SLwFo^dQUk5^ D a5E��)F .
 ViQnMTF��(cW^ D X)QUNPF ���)QnXPQfIKMTLw^bX)Y)E��)E"� D ^ .

p Q - X)F\Y)M!�Or , lSVUQ9X)Q��SMTQiN)])F\VvM D ^zGUF �\QUX D ���)Q��(ViY)QTE)Vic �(E"�SViF\^dL , ��� D ] ,
�)ViQ �)QT^dX)Q��)F �PV;�|M D a5F\k�Y D GTQ!�)F\k6�(E"�SViF\^���� D VUY)Q!�)LwV;���)F`GTLUI#LWV . �hQ��SViY)QUF��)E)F ” � D ^dQiIKQ��SV D ViQ����)Q ”. �hQ9lSViQTk
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X)Y)E��)E"�)FHM��|^dQiZuFSVUF �SX)Q!�)QTk��)Q�� D XPL �SViE)Vic buildworld � D ^ D a5E��)F , Y D GTQUV D snx8FSk�M9^��PQURSQTX)QiNKc!�SQTM D ViF(NPc2���)QW^Y)F(ZuEP^dFqGUF��`QUX D ���PE0X)QiNKL2�PE)Vic � D �)EPF - NPE)GUQnX)Y)QUGUNPF\^�� . ghQ9M���	�ZuFHYPF �)QW^dF �wIKLwF\V!�e]#� D X)L ��� D Vic { F(NPc
installworld MyQ!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)QW^.Y)FSZuEP^dF .p Q - MTViQUY"�Or , l\ViQnX)Q��SMTQiN)])F\VvM D ^zE"�(X)QUNPc!�\QUM D Vicv^dQ��)ViE)Y)QTM D �)E)F`XPQ NFS IPN)]5QTG!�)QTMiNPF��)Em]0^��)QTRSEmr0^ D a8E��5M
�(FSVUE . �.�(NPE5L�M D �+F5�(VicyViY)E>^ D a8E���� , A, B E C, �)QTViQUY"�fF`M!� rmQTViE)ViFqQUG��)QUMTE)Vic , � D X)L �SViE)ViF make buildworld E
make installworld � D ^ D a5E��PF A.

7 Q��SV;� B E C IKQUN)Z ���|GULTIKLwV*� D ViFo^ �S^dQ��)ViE)YPQUM D VicnXPQ NFS � D V D NPQUR\E
/usr/src E /usr/obj �q^ D a8E���� A, E5M!� �\^dQiZuFSVUF8� D X)L �(VUE)Vic make installworld IPN)]0L �SV D �)QTM!�)EY)F �\LTNKcUV D ViQUMvXPQ��(VUY)QUF��)Em]6� D ^ D a8E�� D r B E C.
7 QUVi] { F(NKc world M���	`FSx 	`EP^dF\FSV!�(]8M�� D NPE"�)E)E , M D ^ � D �(VUQi])ViFSNPc!�)Q9Y)F �PQT^dF �mIKLwFSV!�(]6�)F`XPQiNPc��SQUM D Vic2�e]hFSs .p �fXPQiN"�)EPViF
# make buildworld

p � D �(VUQi])x5F\F`MTY)F\^�]5EK^dFSFSV��e]5MTQ!�\^dQUZ �)Q��SVic*� D I D M D Vic��)QT^ D �wIKF make X D Y D ^dFSViY -j, �)QUViQTY��fk5XPY)E)MUQiIKE)V��
� D XPL � �)L �)F�� �)QiNKc!�)Emr�QiI��)QUMTY)F\^dF����)QvY D GUQTV D s9x5EmrhX)Y)Q { F����(QTM . g D EPGUQiNPF\F�X)QUNPF ���)QnE"�SX)QiNKc!�SQTM D VicflSViQ � D^��)QUR\QUX)Y)Q { F����(QTY����Or�^ D a5E"� D r . � I�� D �)Q , V D �6� D �0X)YPQ { F5� �8�)QT^dX)E)N)] { E)E8GUQiNKcUa5F`M��(F\RSQvVUY)FSGTQUM D ViF(NKF �#�X)Q!I3�SE"�(VUF\^dFqMUMUQiI D / M!�fMTQ!I D , D �)F8�5X)Y)QUE"�SMUQiIKE)ViFSNPc!�PQ��(VUE0X)Y)Q { F����(QUY D , lSVUQy^dQUZ��PQnE"�SX)QiNPc��SQTM D VUcvE6� D^ D a5E"� D r#��QiI��)EP^bX)Y)Q { F�� �SQUY)QW^ .

g D ViE)XPE����)QTk8^ D a8E��)F ��QiI��)EP^ CPU M!� IKQUN)Z ���:� D X)L ��� D Vic :
# make -j4 buildworld

make(1) GTLTIKFSV9EP^dFSVicnIKQ 4 Q!I3�)QUMTY)F\^dF����)QvY D GUQTV D s9x5EmrhX)Y)Q { F����(QUM .  ^dX)E)Y)E"�)F�� �)E)F � D ^dFSY�� ,QUX)LwGiNKE��)QUM D ���"�fF
� D � - ViQ9M �SX)E"���PF`Y D � ���ON��)E , X)Q�� D ���fM D snV , �)VUQ9M �(Y)F(I��)F\^blSViQnI D F\V�� D E)GUQUNPcUa8FSFLWMTF(NPE"�)F �)EPF`X)Y)QTE��SMTQ!IKEPViF(NPc��)Q��SViE .

�.�eNPE8L�M D ��^��)QUR\QUX)YPQ { F5� �(QTY�� D ]�^ D a5E�� D E5M��[E"�(XPQiNPc��SLwFSViF`]wIKY)Q �1� D �(ViYPQUk�� D ^dE�IPNP] SMP, X)QTX)Y)QTGULwk)ViFE"�(X)QUNPc!�\QUM D Vic���� D �)F��)Em]8^dFSZ>IKL 6 E 10 E0XPQ��S^dQTViY)E)VUF , � D �5l\ViQ9QTViY D �SE)V!�(]#� D ���)QTY)Q��SViE0Y D GUQUV!� .

��^dFSk)ViFqMnMTEwIKL , �)VUQ9l\ViQ9M2�(FHFSx5FHl �"�SX)FSYPEP^dF �)V D NPc�� D ]0MTQ!�\^dQUZ��PQ��(VUc , E5E"�\^dF �PF �)Em]8MvIKF\Y)FSMTF`E"�(rmQ!I����OrViF �"�SViQUM9E��)QTReI D ^dQURSLwV9G!�fVic��)F �SQUMW^dF��(VUEP^�����X D Y D N)NPF(NKc!�)QTk6�(GTQUY��)QTk . �.�eNKE9�(E��(ViFo^ D �)FO^dQiZuF\VnG!�fVUcX)Q��SViY)QUF�� D �`E"�(XPQiNPc��SQUM D �)EPF\^�lSViQTRSQ9X D Y D ^dFSViY D , X)QTX)Y)QTGULwk)ViFHFSx5FqY D �HGUF��.�)F\RSQnXPFSY)F(I>ViFo^ , � D �9�(QTQUGTx D VUcfQX)Y)QUGUNPF\^ D r .

19.4.7.3. � &$6 1 5 !("��(%�-=7$&(%(6(!���6

g D MUYPF\^�]#�)QW^dX)EmN)] { EPE5MiNKEm])FSVy^��)QiZuF��SViMUQy� D �)VUQUY)QTM , �)Q � D I D �����fk>^dQT^dF �PV Pentium III � D �(ViQTViQUk 500
t � {E 128

t �
� � � �(X)Y D MiN)])F\V!�e]6�HX)Q2�(ViY)QTF �)EPF\^�IKF\Y)FSM D FreeBSD-STABLE X)Y)EK^dFSY��)Q � D 2 � D � D GUF��IKQUX)QUN"�)E)VUF(NPc����OrhrwEPViY)Q��SViFSk8E5LwG!�*�SViYm])s9x5Emr�X)Y)Q { F����`LWNPQTMUQ�� .

j FSY)F\MUQ FreeBSD-CURRENT �(ViY)QTE)V!�(]
�)F�� �)QiNPc��)QOIKQUNPcUa8F .

19.4.8. �:� �'�*	 ����� �  � 

��� ��� -/��� +,�����
��� + ���'�1� ���6��
� ViQUG��[X)QiNPL �)EPVicnX)QUN"�)Lws QUV I D �)LhQUV9M D a8FSk��)QTMUQTk6�(E"�SViF\^�� , M!�JIKQUN)Z ���|X)F\Y)F �)QW^dX)EmNPEPY)QUM D Vicn]wIKY)Q .  ViQX)Y D �PViE��)F5���)E9�)FSQTGirmQ!IKEK^dQ��(VUc , V D �6� D �0QUV I#F(NPc����fF �SViY)L �)ViLwY���MnX D ^�])ViE>^dQTRSLwVn^dF �)])Vic��(] , E5XPY)QUR\Y D ^+^��ViE)X D ps(1) E top(1) �)FHGULTIKLwVfY D GTQUV D Vic , XPQ!� D MTFSY"�SE)Eh]wIKY D E0E"�(rwQiI����OrhViF ���(ViQTM��(E"�SViF\^����)F`GTLUI#LWV*�SQUMTX D I D Vic .
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_ D ^��v^ X)YPQ��(V!�v^ E6� D IKF(Z ���v^ �(X)Q2�(QUGTQT^ � I#F(N D Vicnl\ViQv])MUN)])FSV!�(]6�)QW^dX)EmN)] { E)]5E5L �(V D �)QTM!� D ]wI#Y D � D Q�� �)QUMTF
GENERIC.

7 QUV!]0M GENERIC ^dQURSLwV9Q!� D � D VUc��e] �)FqM��SF1�)FSQTGirmQ!I#EP^��fFdIPN)]8Y D GTQUV;� M D a5F\k#�(E"�SViF\^��|L �SViY)QUk��(ViM D , M
�)F\^ EK^dFSFSV��e]5M2�(F.�PFSQUGUrmQ!IKEP^dQTFdIPN)]8X)FSY)F�� D RSY)L � �PE0M D a5FSk9�(E"�SViF\^��|QTGUY D V;�)Q9MnQ!I3�)QUX)QUNPc!�\QUM D ViFSNPc�� �)E)kY)F(ZuEP^ .

 ViQn])MUN)])FSV��e]�rmQUY)QTa5F\k0X)Y)QTMUFSY"�)QUk�� D X)Y D MUEmNKc!�)Q2�(VicvY D GUQTV;�:�)QUMTQUk#�SE"�(ViFo^�� . �hQ2�eNPF8� D R\Y)L � �)E9�]wIKY)QT^ GENERIC E8X)Y)QUMTFSY��PE0Y D GTQUViQ2�(X)Q2�(QTG!�)Q2�(ViE��(E��(ViFo^��|M!��^dQUZuFSViFqX)Q��SViY)QTE)Vic��PQUMUQTF+]wIKY)Q � D Q����PQUMUFM D a8FSR\QvQUG������)QUR\Q��)Q!�K�hE)RSLwY DU{ E)Q!�"�)QUR\Qn� D kmN D ]wIKY D .p �SQUMTY)F\^dF������Or�MUF\Y"�(Em]mr FreeBSD M D Z �)QvM!�fXPQiN"�)EPVic buildworld X)F\Y)FeI �(GUQTY��)QTk#�)QUMTQUR\QO]wIKY D .
�����	��
�������

:
# # ��$ )�� � � �!$��"� �"�!#+�!,"� $��!� #+� � #+�!)������"�!� %�/ ,"� $ � � � �"��/ � � ��� )�$"��$ �*���"� '��0��� $ � ��,����0$�$ , ��,"�!#+���$�#��"����� � �����"� KERNCONF=MYKERNEL # �0� / ��� � $�-3� � ,���� �0- :

# cd /usr/src
# make buildkernel KERNCONF=MYKERNEL
# make installkernel KERNCONF=MYKERNEL

����% FreeBSD 4.2 $ � ��� �+� # �"��,�� � )���,�#�$�% � )�� /0���� ��� ����- ����%��!� KERNCONF= ��� KERNEL=. 4.2-STABLE,
����� , � �*�������"%*/0� 2 �*��)�,��"��% 2001 � ��/ � , ����,���#��"� ������!+� KERNCONF=.

� D ^dF\VicUViF , �)ViQ , F��(NPE0M��|L �(V D �)QUMTEmNPE kern.securelevel M�� � D �)F��)E)F , X)Y)FSM��fa D snx5F\F 1, �>L �(V D �)QUMTEmNPE5�yN D R
noschg E)NPE5X)QiIKQUG����fk�� D GUE�� D Y����fk8� D kmN0]wI#Y D , VUQ9M��[GULTIKFSVUFHM����)LWZ8I#F ���[X)F\Y)FSkPViE5MQ!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^�IPNP]5ViQUR\Q , �PViQUG��[MUQ��SX)QiNKc!�SQTM D Vic��(] installkernel.

p XPY)QUViEPM!�)QW^ �eNPL � D FM!�JIKQUN)Z ���|M!�fXPQiN"�m])VUcnlSVUE6�)QW^ D �wI��[GTF �HX)Y)QUGUNPF\^ .
� GUY D ViE)ViF��Sc����(X)Y D MUQ������v^4�(VUY D �)E {PD ^ QTG init(8) IPN)]X)QiNPL �)F��)Em]0X)QiIKY)QTG!�)QTk0E��P�hQTYP^ Di{ EPE0Q kern.securelevel E chflags(1) IPNP]5X)QiNKL2�PF �)Em]0E"�P�hQUYP^ DU{ E)E8QY D �SNPE������Or0�yN D R D rh� D kmNPQUM .

�.�eNPE8M!�[X)YPQUE��\MUQ!I#E)ViF`QTG!�)QTMiNPF��)E)FdI#Q9MTFSY"�SE)E FreeBSD �)EmZuF 4.0, ViQ �)LWZ �)QnE��(X)QUNPc!�\QUM D Vic��SV D Y)LwsX)Y)Q { FeIKLwY)LhX)Q2�(ViY)QTF �)E)]0]wIKY D . � I�� D �)QvY)F��)QT^dF��wIKLwFSV!�(]5E"�SX)QiNPc��SQTM D VUc*�)QUMTLWs MUF\Y"�(E)s X)Y)QTRSY D ^+^�� config(8)
�(Q��(NPFeI#LWs9x5F\k6�)QW^ D �wI��PQUk6�SViY)Q!�PQUk .

# /usr/obj/usr/src/usr.sbin/config/configKERNELNAME

19.4.9. �%�1,���'��  �����
��� -�0 � ����+ � �,���#0/�'���'�����	�#0'- ��� 
 �������	j N)]0X)Y)QTMUFSY"�)E0Y D GUQUVUQ��(XPQ��(QTG!�)Q2�(ViEy]wIKY D M��JIKQiN)Z ����X)FSY)F�� D RSY)L �SEPVic��SE"�(ViFo^dL�E5X)F\Y)FSkPViE5MQ!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^ . _�I#F(N D k)ViFqlSViQ , �eNPF(IKLW]0L2� D � D �)Em]P^ M �`D �eI . 19.4.5.

19.4.10.
� -/��� + �����
� � +,���
(%� �'�
�-���� -��1-/���1	 + (����.��� �� 	 	

�.�eNPE8M!�:�)QW^dX)EmNPEPY)QUM D NPEhI#Q��(V D ViQ����)Q��SMUFSZBLws MUF\Y"�(E)s FreeBSD, M��)QTViQUY)QTk0EP^dF\FSV!�(]6�)QT^ D �wI D make
buildworld, ViQvIPN)]5L �SV D �)QTM!�)E6�)QUM��OrhMTFSY"�SE)k0X)YPQURSY D ^+^ M��JIKQiN)Z ����ViFSX)F\Y)cnM��fX)QiN��)E)Vic �)QT^ D �wIKL
installworld.
� D X)L �SViE)ViF
# cd /usr/src
# make installworld
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

�����	��
�������
:
# # ��$ ��,�$ )��
�"����������$�$ '��0- ����/ � make buildworld )�� ���"/ ��)�����$ �����������$"% '���' $ � - ��$ � � ����,���- ������� � ,��� ��,�$ )�� �"����������$ $ make installworld )��(/ ���� ��� ����/ �"�!� �"� � � #���-
� � ����,���- ������� � . � ��� ��� )+#���� / � �"��' / � %� #+�"�"������� � ����,���- �+�!,"� ) ; ������,�$ - ��, , ��,�$ )�� �"����������$�$ installworld ��$�'�� � / � ��� / ��� � ��� $�#��"����� �+� )��"�!��#&%

����,���- �+�!, -j.

� ���,�$�- ��, , ��# ��$ )�� )��
�"������%���$ '��0- ����/�� :
# make -DNOPROFILE buildworld

��� ,�� � �����+�"�"� ��! )��
�"����������$"% /0����*��� ��#+�"������)&��$�)+���!�+# % '+�0- ����/0�0�
# make -DNOPROFILE installworld

� ��,"� �!$�)��"�0- # ���� ��� � ��/ �+��/ �&� �"�!�+# % �"����� �!'�� ��#+�"���"� )�$��!� � $ � ��$�� �"��'�$*/ � % ��,"� � $"��$�,"�0)+����$"% , '������0,�� � ���'+�0-���$"��$�,"� )�����$ #������ �+�"����� )��
�"����������$"% '�� - ����/ � make buildworld.

19.4.11. �:&*+ �����
� � � �
��#( , + � �1&*+,��� �*�1+ +8(%� �,� �'�*	�� + ��� make installworld

�hY)E0X)F\Y)F��SViY)QUF��)E)E��(E"�SViF\^�� �)F`GTLUI#LWV9QUG��)QUMUN)])Vic��(]��)F �)QTViQUY"�fF.� D V D NPQTRSE ( M�� D �(V!�)Q��SViE , /etc, /var E /usr)
�1�)Q��P�hE)RSLwY DU{ E)Q������v^dE5� D kmN D ^dE .

_ D ^��v^ X)YPQ��(V!�v^ �(X)Q2�(QTGUQT^�QTG!�)QTMUE)VicnV D �)EPFq� D kmN"� ])MiNP])FSV!�(]#� D XPL � �0LwViEmNPEPV;� mergemaster(8), rwQTV!]5^dQiZ �)Q
� IKFSN D Vic9lSViQyE5MTY)L ���)Lws , F��eNKE5M D ^zV D �5GUQiNKcUa5F8�)Y D MUE)V!�(] .

p �)F.� D MUE��(EP^dQ2�(ViE0QTVnM��fGUY D ���)QUR\QvM D ^dE6�(XPQ��(QTG DQUGi]�� D ViFSNPc!�PQ*� IKFSN D k)VUFHY)F��SF\Y)M!�)Lws �)QUXPE)s�� D V D NKQUR D /etc � D �(NPL � D k , F��eNKE5X)Y)QTE��SQTkwI 	\V��)ViQ - VUQ
�)FSX)YPFeIKMTEwIKF �"�)QUF .
19.4.11.1. mergemaster

� � ' �
� $ ��� � � �� ��� � � Tom Rhodes.
� ViEmNKE)V D mergemaster(8) ])MiN)])F\V!�e]����)Y)EPX)ViQT^zIPN)]5QTGUQiNKQ!���)E �HQTLwY�� D , �PQUViQTY D ]0X)QW^dQiZuFSV9M D ^zMnQUXPY)FeIKFSNPF �PE)EY D ���)E { �|^dFSZ8I#L�M D a8EP^dE6�PQ!�P�hE)R\LwY Di{ EPQ!�����v^dE0� D kmN D ^dE0M�� D V D NPQUR\F /etc E6�)Q��P�hE)R\LWY Di{ E)Q������v^dE� D kmN D ^dE0E��`IKFSYPFSM D E"�ermQ!I3���Or�ViF �"�SViQUM /usr/src/etc.

 VUQn])MUN)])FSV!�(]5Y)F��)QT^dF��wIKLwF\^��v^ �SX)Q��SQUGTQT^
�(E��mrmY)Q��)E�� Di{ E)E9�(E"�SViF\^����Or#�PQ!�P�hE)R\LwY Di{ EPQ!�����Or�� D k)NPQUM��HViFo^dE , �)VUQ9Y D �\^dFSx8F ����MfIKF\Y)FSMTF`E"�(rwQiI����OrViF �"�SViQUM .
mergemaster G��ON D E��)VUFSRSYPE)Y)QUM D � D MnG D �SQTM!�fk��)QW^dXmNPF��)V �SE"�(VUF\^�� FreeBSD ^dF(Z>IKL�M��fX)L ��� D ^dE
3.3-RELEASE E 3.4-RELEASE, �)ViQnQ�� � D � D F\VvF�	 � D NPE��)E)FHMUQ9M��(FSr#�(E"�SViF\^ D r -STABLE E -CURRENT, � D �)E�� D ]
� 3.3.j N)]#� D � D N D X)Y)Q��SViQ�� D GUF\Y)E)ViF mergemaster MyX)Y)EPR(N D a5F �PE)E#�)QW^ D �wI��PQUk6�SViY)Q!�PE5E5XPQ��S^dQTViY)E)VUF , �)VUQX)Y)QUE��ermQ!IKEPV . mergemaster X)Q��SViY)QUEPVnMUYPF\^dF �"�)QUFHQ!�)Y)LWZuF �PE)F+IPNP]5X)QiNKc!�SQTM D ViF(N)] root, � D �)E�� D ]0QUV /,

D � D ViFo^
� D XPQiN"�)EPVvFSR\QnY D �(NPE��"���v^dE9�SE"�(ViFo^����v^dE��)Q!�P�hEPRSLwY Di{ E)Q!���"�v^dE5� D kmN D ^dE .

 ViE>� D kmN��:� D VUF\^ GTLUI#LWV
�(Y D M!�)E)M D Vic2�e]���ViFo^dE , �)VUQ9L �(V D �)QTMiNPF���� MvM D a5FSk#�SE"�(VUF\^dF . p l\ViQUVy^dQT^dF �PVn� D kmN�� , �)QUViQTY��fF`EK^dFSsnV9QUV!NKE��)Em] ,GULTIKLwVvM!�qI D ���[My�hQUYP^ D ViF diff(1), R(IKF.��� D � + GULTIKF\VnQ�� � D � D VicfIKQUG D MiNKF �����fF`EmNPE5E"�\^dF � 	 �����fF �(VUY)Q!�)E ,

D ��� D �
- GULTIKFSV9Q!��� D � D Vic��SViY)Q!�PE , �)QTViQUY��fFHG!�ONPE5NPE)GTQnX)QUN"�)Q��SVicUs LTI D NPF���� , NPEPGUQ�� D ^dF��)F ���:� D �)QTM!�fF . � GTY D VUE)ViF��Sc
�9�(VUY D �)E {PD ^ �SX)Y D MUQ!�"�)QUk#�SE"�(ViFo^��|X)Q��)QT^ D �wIKF diff(1) IKN)]5X)QUNPL �)F �)E)]5GUQUNPFSF�XPQiN"�)QTk0E��P�hQTYP^ Di{ E)E5Q
�(E��)V D �"�SE"�(F �)QT^ D �wI�� diff(1) E8�hQTYP^ D VUF`M!�qI D �)E0QTV!NPE��PE)k8My� D kmN D r .
� D ViFo^ mergemaster(8) M!�qI D �(V9M D ^ � D Z>I��fk5� D kmN , M��)QUVUQUY)QW^ F��SVicnE��o^dF �)F��)Em] , E8Mnl\ViQUVy^dQT^dF �PV9LhM D ��F5�(VicMUQ!�o^dQiZ �)Q2�(VicfNKE)GUQ9LUI D NPE)VUc��)QTM!�fk5� D kmN ( �)QUViQTY��fk0GTLUI#F\^ � �)E)V D Vic9MTY)F\^dF������v^ ), L �(V D �)QUMTE)VicnMTY)F\^dF������fk
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

� D kmN5M9FSR\Q��)F\E��\^dF�� 	 ���PQT^ MTEwIKF , QUGU��FeIKE��PE)VicnMTY)F\^dF������fk>� D kmN9�HL �(V D �)QUMUNPF ���"�v^ � D I D �����fk>^dQT^dF �PV , NPEPGUQX)Y)Q��\^dQUViYPFSVic9M!�qI D �)L diff(1) FSx 	HY D � .p �fGTQUY�LTI D NPF �)E)]5MUY)Fo^dF ���PQURSQ9� D kmN D L � D ZuFSV mergemaster(8) � D ViQ , �PViQy^��|rwQTViEP^ Q2�(V D MUE)VUc�� D a�ViF��)Lwx5E)k� D kmN5GTF �HE��\^dF��)F �)EPk5E5LTI D NPE)Vic9FSR\Q��)QTMULws�MTFSY"�SE)s .
j F(N D VicvlSVUQ��)FqY)F �PQT^dF �mIKLwFSV!�(] , F��(NPE5ViQUNPc!�PQnL�M D �
�)F\VX)Y)E��)E"�5M!�PQ��(EPVicnE��o^dF �)F��)Em]5M9ViF �PLWx8E)kB� D kmN .

p ��^dQUZuFSViFqX)QiNKL2�PE)VicnX)QW^dQUx8cnMvNKsnGUQTF`MTY)F\^�] , � D GTY D M ? MX)Y)E)RSN D a8F �)E)E mergemaster(8). �.�(NPE5X)QUNPc!�\QUM D ViFSNPcvM!�fGTE)Y D FSVvX)YPQUX)L ���8� D kmN D , � D XPY)Q��`X)Qi])MTE)V!�e]6� �)QUM D X)Q2�eNPFViQUR\Q , � D �0GULTIKLwV9QUGUY D GUQTV D �"�AM2�(F`Q2�(V D NPc!�"�fFH� D k)N"� .p �fGTQUY�L �(V D �)QTM!�)E#�PF\^dQ!I#EP�hE { E)YPQUM D ���)QTRSQvMTY)F\^dF����)QUR\Qn� D k)N D X)YPE)MUF(I 	SV��6� D ^dF �)FHViF �PLWx8FSR\Q9� D k)N D �)QTM!�v^ .j N)]0GUQUNPcUa8E��"�(VUM D �)Fo^dQ!IKEK�hE { E)Y)QTM D �����Or�� D kmNPQTMvlSVUQn])MUN)])FSV!�(]5X)QiIPrmQ!IP])x8EP^zM D Y)E D �PViQT^ .p �fGTQUY�M D Y)E D �)V D �`QTGU��F(IKE��)F��)E)F\^ � D kmN D XPY)E)MUF(I 	SV��5M����SQUMTL9VUF �"�SViQUMTQURSQnY)FeI D �)ViQTY D , �SQ!IKF\YmZ D x5F\RSQvVUF �"�SVQUGUQTEmr�� D kmNPQTM . � FSXPFSY)cyM!�|^dQUZBF\ViFqQUGU��FeIKE��PE)VicnE)r , XPY)Q��\^ D ViY)EPM D ]0QTG D � D kmN D � D l��)Y D �PF , E5M!�fGUEPY D ]0ViF
� D �SViE5E��HQUGTQUEmr , �)ViQyX)QiIPrmQ!IP])VvIPN)]0Q!�PQ!��� D ViF(NKc!�)QTRSQvM D Y)E D �)V D . C QTReI D � D kmN�� �(Y D M!�)E)M D s9V!�e]�� D l �)Y D �)F , ViQ
� D Z D VUE)F l M!�fGTE)Y D FSV��SQ!IKF\YmZuEP^dQUF �eNPF\M D , D � D Z D ViE)F r M��fGUE)Y D FSV��SQ!IKF\YmZuEP^dQUF �(X)Y D M D . p Q!�)Q���� D VUF(NPc��)QT^M D YPE D �)VUF`GULTIKF\Vn� D k)N , �(Q2�(ViQU])x5E)k5E��HQTGUF\Emr�� D �SViFSk , �PQUViQTY��fk5E0GTLTIKFSV9L �SV D �PQUMiNKF � .

 ViQTV9M D Y)E D �)VE"�(X)QUNPc!�\LwFSV!�(]hIPN)]8� D kmNPQUM , � D �SViY)QUk"�)E5M��)QUViQTY��Or0E��o^dF �m]mNPE��(cnXPQiNPc!�\QUM D ViFSNPF\^ .p �fGTQUY�X)QTMUViQTY��)QTRSQvX)YPQ��S^dQTViY D diff(1)- Y D � �PE { M!�qI D �(VvM D ^zY D � �)E { �|^dF(Z>IKL0� D k)N D ^dE , � D �8lSViQvIKF(N D N DLWVUEmNPE)V D mergemaster(8) IKQ9ViQUR\Q , � D �6� D X)YPQ��(E)N D M D ��Q9M!�fGUQTY)F .
�hQ��eNKF�ViQUR\Q , � D �5LwViE)NPE)V D mergemaster(8) � D �)Q!�"�)E)VnY D GUQTViL �8�SE"�(ViFo^����v^dEB� D kmN D ^dE , Q�� D M��qI D �SV*� D X)Y)Q��QUV;�)Q2�(E)VUF(NPc��)QfIKYPLWR\Emr�X D Y D ^dFSVUY)QUM . mergemaster(8) ^dQiZuF\V�� D X)Y)Q2�(E)Vic9M D �+QUV;�PQ��(EPViF(NPc��)QnXPFSY)F5�(ViY)QTF �)E)]� D kmN D X D Y)QUNPFSk5E / E)NPE9� D X)L � � D MAKEDEV(8) X)Y)E8E"�(XPQiNPc��SQUM D �)EPE FreeBSD MTFSY"�SE)k , ^dF��)cUa8Emr��)F\^ 5.0, E
� D MTFSY)a8E)V*� D X)Y)Q2�(QW^ � D LTI D NPF �)EPF`Q��SV D MTa5Emr��(]hMTY)F\^dF������Or5� D kmNPQUM .

19.4.11.2.
! #'!�%'0 : 6$!'��6 0 &(; � !(% 1 &(6 �4� 1 6� I�� D �PQvF��(NPE5M�� rwQTViE)ViFqX)Y)QTE��SMTF��SViE5QTG!�)QTMiNPF��)E)F�MTY)L ���)Lws , VUQ9M��:�)Fq^dQUZBF\ViFqX)Y)Q��SViQ�� �)QUXPE)Y)QUM D Vic9� D kmN"�E�� /usr/src/etc M /etc E0X)QiNKL2�PE)VicyY D GTQUV D snx5Lws �(E"�SViF\^dL . ghF �PQUViQTY��fF`E��qlSVUEmr5� D kmNKQUM�� � D � D N D �PLTZ �)Q

” L �SV D �)QTMUE)VUc ”.  ViQ �)LWZ��PQnX)QTViQT^dL , �)VUQ�� D V D NKQUR /usr/src/etc 	���])MUN)])FSV��e]6�)QTX)E)F\k0ViQUR\Q , �PViQvI#QiN)ZuF �
�(Q!I#FSYmZ D VUcnM D a � D V D NPQTR /etc.

C Y)QW^dF`ViQTRSQ , F��SVicy� D kmN"� , �)QTViQUY��fF`IKQUN)Z ���[X)Y)E"�SLwV!�(ViMTQUM D Vic9M /etc, �PQ
�)QUViQTY��Or��)FSV9M /usr/src/etc.

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF mergemaster(8) ( � D �0lSViQyY)F��)QT^dF��wIKLwFSV!�(] ), VUQ9M��|^dQiZuFSViFqX)F\Y)FSk)VUE��SY D �\L �
�eNPF(IKLwsnx5Fo^dLhY D �(IKF(NPL .p YPL2�"�)Lws X)YPQUx5FHM��SFSRSQ�� IKFSN D Vic9lSViQ , L �(V D �)QTMUE)Mn� D kmN"�[M��)QUM��Ok6� D V D NPQUR , D � D ViFo^ X)Y)QTk)ViE"�Sc9XPQ��)EP^ ,QUVU^dF�� D ]0Y D � �)E { L .

���.�� ���
	���� ������������� ������� ���"� � ��� � ����	���� ��� �
/etc: � � ��% , ) �"�+� ,�$ $ , ��$�'���' $ � ��) ���0- �"�!$� �+#�' $ � / ����#+�!)�$�� # �+�!$�-'����"��� ��� �0- ��� ��,"�0$���) ��/�$��"# % , )�#���� / � �������� �	��)+#+�!)+� )��"�!��#�� � % ��)���,���������- .

� ��' ����� #�'+����$�, �����"� $�- � � ��$ ��# %'����"��� ��� /etc ) '���'�� � - ��$ � ��/�� � � �+� ����#��"�!�*- ��#+��� . ����� ��#+�!$��"� ����� - ��� )�,"��/ � :
# cp -Rp /etc /etc.old

-R ����/ ���+� )�� �"����������$�� ,���' ��,�#�$�)��"��� � '+����$�,"�0)+����$�% , � -p # � � ,�����% �+� / �"� � , )&� ��/ � ��� � � � ���"� �0) $ ��� - � �"��/ � � �"�!� .
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pqD ^ �)LWZ �)Q �SQ!�(I D Vicna D GUNPQ!�"�)Lws �(VUY)L �)ViLwY)L�� D V D NPQTRSQTMOIPN)]5L �SV D �)QTM!�)E6�)QUMTQURSQ��(Q!I#FSYmZuEP^dQTRSQ /etc EIKY)LwRSEmr0� D kmNPQUM . �hQ!IPrmQiIP])x5EP^ ^dF5�(ViQW^z])MiNP])FSV!�(] /var/tmp/root, E8M�� 	o^ X)QUVUY)FSGTLWF\V!�e]0Y D �\^dF5�(ViEPVic
�)F �)QTViQUYPQUF.�PQiNPE��PF��(VUMUQnXPQ!I�� D V D NKQURSQTM .
# mkdir /var/tmp/root
# cd /usr/src/etc
# make DESTDIR=/var/tmp/root distrib-dirs distribution

 ViE6�)QW^ D �wI3�[X)Y)E)MTFeIKLwV����(Q��eI D �)E)s��PLTZ �)QTk9�SViY)L �)ViLwY�� � D V D NPQUR\QUMvE8L �SV D �PQUM!�PFH� D k)NPQUM . t �)QiZuF��SViMUQ
� D V D NPQUR\QUM , �SQ!�(I D ���"�OrhM /var/tmp/root, GTLTIKLwVvX)L �(V;�v^dE>EhIKQUN)Z ���|G��fVicnLTI D NPF ��� . �hY)QUx8F`M��SFSR\Q�� IKFSN D VUclSViQ9V D � :

# cd /var/tmp/root
# find -d . -type d | xargs rmdir 2>/dev/null

 ViE6�)QW^ D �wI3�[LUI D N)])V9M��(FHX)L �(V;�fF � D V D NPQTRSE . ( _HV D �wI D YPV;���fk5XPQUViQ��hIKE D R �)Q2�(ViE��PF����PEmr6�(QTQUGUx8F �)EPkX)FSY)F�� D XPY D MUN)])FSV!�(]0M /dev/null IPN)]5E����mNPs��)F �PEm]8X)YPFeIKLwX)Y)FSZ>IKF �)EPk5Q��PFSX)L �(V!�Or#� D V D NPQUR D r .)
� F\X)FSYPc /var/tmp/root �(QiIKFSYmZuE)V9M��SFH� D k)N"� , �)QUViQTY��fF`IKQiN)Z ���[G��fVicyX)QT^dF\x5F �"�[M��(QTQUViMTFSV!�SViMULws9x5E)F^dF��(V D M /.

� F\X)FSYPc9X)YPQUkwIKEPViF��Sc9X)Q�� D Z>IKQW^dL�Emr�lSViE)r5� D kmNPQTMvE5QTX)Y)F(IKF(NPEPViF , �)F\^ Q��)E5QTV!NPE�� D snV��e]5QTVEP^dFSs9x5Emr��e]8LyM D �H� D kmNPQTM .
� D ^dF\VicUViF , �)ViQ �)F��)QUViQTY��fF`E"�q� D kmNPQUM , �)QUViQTY��fF`G��ONPE5L �SV D �)QTMiNPF���� M�� D V D NKQUR /var/tmp/root, EP^dF\snVX)FSY)M��v^4�(EP^dMTQiNPQW^ ”.”. g D ^dQT^dF��)V � D X)E�� D �PEm]0FeIKE"�"�(ViMTF ���"�v^dE5V D �)EP^dEB� D kmN D ^dE�])MiNP]mNPE"�(cy� D kmN��
� D � D NPc!�"�Or � �)Y)E)X)VUQUM �)QT^ D �wI����Or�X)Y)Q { F����(QTY)QUMvM /var/tmp/root/ E /var/tmp/root/root/, rmQUV!]5^dQTRSLwVG!�fVic9E�IKY)LwR\E)F ( � D MUE"�SE)VfQUV9ViQUR\Q , �)QTReI D M!�[l\ViQ��PE)V D F\ViF ). � GU]�� D VUF(NPc��)QvX)QUNPc!�\LWkPViF��Sc��)QW^ D �wIKQTk ls -a,
�)ViQUG��[M!�O])MTE)VicnE)r .
�hY)QUx8F�M��SFSRSQ � IKFSN D VUcnlSVUQ9X)LwV 	o^ �(Y D M!�PF �)Em]hI#MULWr0� D kmNPQTMvX)Y)E8X)QT^dQTx5E#�PQT^ D �mI�� diff(1):

# diff /etc/shells /var/tmp/root/etc/shells

 V D �)QW^ D �wI D X)Q�� D ZuFSV9Y D ���)E { L�^dFSZ8I#L�M D a8EP^ � D k)NPQT^ /etc/shells E6�)QTM!�v^ � D kmNPQT^
/var/tmp/root/etc/shells. ���SX)QiNKc!�SLwk)VUF`lSVUQvIPNP]0QUX)Y)F(IKF(NKF �)Em]8ViQUR\Q , X)F\Y)F �)Q2�(E)VUcvNPE�� IKFSN D ���"�fFHM D ^dEE��\^dF��)F �)E)]5EmNPE����)QTX)E)Y)QTM D VUcvX)QUMTFSYmr�M D a5F\RSQ��SV D YPQURSQ9� D kmN D .

' ����� �����
	�����
��� � ��
�� �����
� ����	���� � �
(/var/tmp/root)

��� �.��	��
,

�	�� )�� ��� ��� � � ��� � ��� ��� ��� � � ��	�� � �������� �� � � � ���"��� �"� � � � :

� ��#+��� � ����,��+#+�!,"�!����$�� #�$ # �"��-�� � �����������+���"��' � � $ ����#+���!� � � �"� ) �0����$�� /etc, '�� ��� ,"�!�*-���� �+�� � �!�*���+#�'�������'���� � ,���- ����$��"� ������� - .

� � -����*�+�"� ��#�'+�0,�$��!� � ��� � ��,"� � ��#�# , #+� � ,�����%�% '�� ��$ � �"� # �0� / ����� � ��� � �0,�� $ ��- ����������� � �*���"� �0) , '+� ���0,�� � )��
����,�������# ��$ ) /etc. %��0� / ��� � �"% ��,"� � � / ��,�� �"��/ ��#+� )���-5��/�� � $�/ � � �*���0- , '���' �+��� #&/ � �0�"�!� .
1. � �
�"������$��"� ����,���#+�!,"� ����$�� #�$�#+�"��-���� � � ����� -3� � ,����+�0- . $ ��� / � )�� )+��- �"� �!,�� � ���+�"# % � � �"�0)�$��!� /etc $ /�, ���&$��'����"��� ��� $ , / �����"� � � �0��) �0- � '��"�"�"� � � � $�-�% ��� � #��"�0)+� �"��' � � ��� / ��� � .

# # ��$ )��(/ �&� ���+�"� �+��� 14 �*��)�,��"��% 1998
� ��/ � , ��� )�� - ���*� �"� #&/ � �0�"�!� # �0� / ��� � ��� :
# mkdir /var/tmp/root-19980214
# cd /usr/src/etc
# make DESTDIR=/var/tmp/root-19980214 \

distrib-dirs distribution

2.
� ��,�������#�$��"�*$���- ��������$�� $�� �+��� � � '����"��� ��� � , '���' �+��� ����$�#����"� )���� � .
� � ��/ ����%.���"� '��"�"�"� ��� /var/tmp/root-19980214 �"�!# �0� � '��0��������$"% �+����� � ��,"� � ��#�#�� .
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3. $ ��� / � )�� �����&, ����$��"� #+��- ��� �"� # �0� /���� � )+��,�#�$ � $ # � ��/��"��� � '���/ � $ ����,���#+�!,"�0$��"� #�$�#+�"��- � , )��
�"������$��"�*����� 1.
�����*/ ��#+� )���- �"�0)���� '��"�"�"� � � , '+� ���0,�� � -����*�+� ������� )��"�!��#&% /var/tmp/root-19980221 ( ��# ��$ )�� � / �+������&/ � � � - � � /�� � � �"�0)&�0����$"%.- $ ).

4.
� ������,���)�� -���� �+�"�*)�$"/ �+�!� $���- ��������$"% , '������0,�� � � ����$ # / � �0����� ��� ��,"�0��� /�� ��� ��� / � � � , )��
�"������$�) ��,�$
�"� -�� � $ '+�0- ����/ � diff(1) ,���' ��,�#�$�)��"�!� #�,���)�������$���/�) � � '��"�"���0� � �0) :
# cd /var/tmp
# diff -r root-19980214 root-19980221

$ ��' ��,���)�$"�0� , � / �+#�� # ��/ ��, � $��"# % � �0,���� /0� - ��������� � ����$��$ � , ����- - � � / � '����"��� ��� ��- $
/var/tmp/root-19980221/etc $ /etc.

� ��'*'���'�� ����$� $�� - ��������� , ��� $ �0��� ��� ����,�������#+�!$ �+�!$ $���- ��������$"% ))+��� '��"�"�"� ��� /etc.

5.
� ������,���)�� -���� �+�"� ��/ ����$��!� � ���0����#+�"��,�� � $ � /�) � � '����"��� ��� �0) /var/tmp/root-*:

# rm -rf /var/tmp/root-19980214

6.
� �0) ���0,�%.���"� �+��� � ��,"� � ��#�# )+# %.' $�� ,���� , '���� / � )+��- � � � �"� ����,������+#+�!$ $ ��- ��������$"%5)�'��"�"�"� � � /etc.

����% ��) ���0- �"�!$� �+#�'�� � � ������,����0$�$ $�- !�� '����"��� ��� �0)�-���� �"� $�#��"����� �+�0)+���!��'�� - ����/ � date(1):

# mkdir /var/tmp/root-‘date "+%Y%m%d"‘

19.4.12. �:&*+ �����
� � /dev
�����	��
�������

:
# # ��$ )�� ,�� � � �"���+�"��# FreeBSD 5.0 $"��$ � ���0��� �"� � / ��$�-	$ )���,�#�$�%.-	$ , ��� -���� �+�"� #��"�0'+�0���"� ��,"��� ��# �!$��!�

�+����� ,���� / � � . � � �!$ � )+��,�#�$"% � devfs(5) $�#��"����� � ���+�"#&% / ��% )���/ �&� ����$�% � ���"� �0)
��#+�!,"�0��#+�!) ) ,�� � $�- � , ��,"� ��,�����"� -/ ��% �"����� �+�0)+���"�&� % .
# # ��$ )�� $ #��"����� � ���+�"� DEVFS, ��� �+��� � � - ��� �"� ��� / � �0�"�!� .

p GTQiNPcTa5E����(ViMTF8�eNKL2� D FSMnLWVUEmNPE)V D mergemaster(8) QTG!� D Y)LWZBEPV , �)ViQ �)F\QUGirmQiIKEP^dQvQTG!�)QTMUE)Vic9� D kmN"�[L �SViY)QUk��(ViM ,E5X)Y)F(IPNPQUZBEPV�� I#F(N D Vicnl\ViQ D MUViQW^ D ViE"�)F�� �)E .
 ViE8L � D � D �)Em]0QTX)E"� �fM D s9V , � D �0QUG��)QUMTE)Vicn� D kmN"�[L �(ViYPQUk"�SViMMUY)L ���)Lws .j N)]0GUF��SQUX D ���PQ��(VUE�lSViQTVnX)Y)Q { F����+I#F(N D FSV!�(]0M��)F5���)QUNPc!�PQva D RSQUM .

1. _8�)QTX)E)Y)Lwk)VUF /var/tmp/root/dev/MAKEDEV M /dev:

# cp /var/tmp/root/dev/MAKEDEV /dev

�8�eNPE>M!�[E"�SX)QiNKc!�SQTM D NPE mergemaster(8) IPN)]5QTG!�)QTMiNPF��)Em] /etc, ViQyM D a ���)Y)EPX)V MAKEDEV LWZuF+I#QiN)ZuF �G��fVicnQTG!�)QTMiNPF�� , V D �6�)ViQyFSR\Q��)F �)LWZ �)QnXPY)QUMTFSYm])Vic ( LwViEmNKE)ViQUk diff(1)) E9�)QUX)EPY)QUM D VicvMTY)L ���)Lws M��eNKL2� D F
�PFSQUGUrmQ!IKEP^dQ2�(ViE .

2.
� FSXPFSY)cyM!�fMTFeIKE)VUFHViF��)Lwx5F\F8�(QiIKFSY)ZBEK^dQUFqM D a8FSR\Q�� D V D NPQUR D /dev.

 VUQUV��SX)E"�SQ!�hIKQUN)ZuF ���(Q!I#FSYmZ D VUcXPY D M D , MiN D IKFSNPc { F\M , �(V D Y)a8FSFqE5^�N D I#a5FSF �)E"�(N D � D Z>IKQUR\Q9� D kmN D , �PQ��)F�IKQiNPZBF��9�SQ!IKF\YmZ D VicE"�P�hQUYP^ DU{ E)s QnMTY)F\^dF��)E . �hY)QTx5FHM��(F\RSQvl\ViQ � IKFSN D Vic , QUViYPF � D MnX)YPE5X)QW^dQUx5E awk(1) � D �(VUcnE��P�hQTYP^ Di{ E)E :

# cd /dev
# ls -l | awk ’{print $1, $2, $3, $4, $5, $6, $NF}’ > /var/tmp/dev.out
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3. �hQTMUViQTY��)Q��SQ!�eI D k)ViFHM��SFH� D k)N"�[L �(ViY)QTk"�(VUM :
# sh MAKEDEV all

4. _HQ��eI D k)ViF`F\x 	qQ!IKE"�6�(X)E��(Q!���(QiIKFSYmZuEP^dQTRSQ�� D V D NPQUR D , � D lSViQTVnY D �`M /var/tmp/dev2.out.
� FSXPFSY)cXPY)Q��\^dQUViY)EPViFOQUG D lSViE>� D kmN D E0X)QTE)x5E)VUFq� D kmN"�[L �(ViYPQUk"�SViM , �)QUViQTY��fF`M��:� D G��ONPE6�SQ!�eI D Vic . �qD �)Emr5G��fVic

�PF�IKQUN)Z �)Q , �)QvNPEPa6�)E)k>Y D �`LTIKQ��SViQUMTFSY)EPVic��(] �PFHX)QW^dFSa D FSV .
# diff /var/tmp/dev.out /var/tmp/dev2.out

_8�PQUY)F\F`M��SFSR\Q , M��:� D ^dF\ViE)ViFqY D � �)QTR(N D �(Em]�MyEP^dF �)QTM D �)E)EhIKE����)QUM��Or#�eN D k"�(QTM , �)ViQ9Y)FSa D F\V!�e]5V D �)EP^dE
�PQT^ D �mI D ^dE , � D � :

# sh MAKEDEV sd0s1

IKN)]5X)QTMUViQTY��)QUR\Q��(Q��eI D �)Em]0L �(VUY)QUk"�SViM �eN D k"�(QTM . � Q!���PQUF.� D �SM D �)EPF.� D MUE"�SE)VvQUV9M D a5FSk#�SE"�(VUF\^���E>^dQiZuFSVQTV!NPE�� D Vic2�e]5QTVvX)Y)E)MTFeI 	����)QTRSQ .

19.4.13. �:&*+ �����
� � /stand
�����	��
�������

: � ����� ���� ����$�#�������������'�� / ��% �"�����"� � � . � � -���� �+� � � �!� � � � � ���0� ���������"�*� � � � ��� . # #&��$ )�� ,�� � ���"���+�"��#
FreeBSD 5.2 $���$ � ��� �+� �"� � /������ )���,�#�$ ��� , ���*/ ��% �"����� � �0)+���"� �0��� '��"�"���0� � /rescue ��)+��� - �"�!$����#�' $ � � �"�0)&� % � �"# %/0�*�"��' � � ��� � #+�!# ����%.��$"% , ��#+�"�"�!$ ����#�' $ '+�0-���$"��$ , ����-
� � )�� �"������$�-�� � � ���"� � ) � )�,���-�% )��
�"����������$"% '�� - ����/ �
make installworld, �"� �+��� - � '��"�"���0� � /stand � � �"� ) ��%��!� ��� � � � �"� .

pA{ F(N)]mr0X)QUN"�)QTV;�[QUG��)QUMUNPF �)E)]0M D ^ ^dQUZuFSVnXPQUViY)F\GUQTM D VUc��e]�QTG!�)QTMUE)VicfV D �mZuFO� D kmN"�[M � D V D NPQTRSF /stand.
 VUE� D kmN"�[XPY)FeI3�SV D MUN)])snV �(QTGUQUkhZ 	5�(V;�)EPF �����ON"�PE#� D M!�fX)QUN"�)EP^��fk5� D kmN /stand/sysinstall.

 ViQUVy� D kmNIKQiN)ZuF��0G!�fVic �(V D ViE��PF����PE9���PQT^dX)Q��)QUM D � , �)VUQUG!�[F\RSQ9Y D GTQUV D �PF8� D MUE��(F(N D QUVfI#Y)LwRSEmr5� D kmNPQUM��Or �SE"�(ViFo^ ( M
� D �SV;�)Q��SViE , QTV�� D NPE��)E)]9�S^dQ��)ViE)Y)QTM D ���)QUk8� D kmNPQTMUQTk �SE"�(VUF\^�� /usr).

# cd /usr/src/release/sysinstall
# make all install

19.4.14. �%�1,���'��  ��� �'�
� F\X)FSYPc9M�� � IKFSN D NPE8M���	 . �hQ��(NPF`VUQURSQ , � D �8M!�[X)YPQUMUF\Y)EmNPE , �)ViQyM���	.� D ^dF��(VUF , ^dQUZBF\ViFqX)FSY)F\RSY)L �\E)Vic �(E"�SViF\^dL .�hY)Q��SV D ]#�)QW^ D �wI D shutdown(8) IKQiNPZ�� D lSVUQ �eIKF(N D Vic :
# shutdown -r now

19.4.15.
� ���'�
 �:�1+��
�

� F\X)FSYPc9L�M D �+EP^dF\FSV!�(]8L �(XPFSa6�PQvQUG��)QUMUN 	 ��� D ]#�(E"�SViF\^ D FreeBSD. �hQ!�eI#Y D MUN)])F\^ !

�.�eNPE9�)ViQ - ViQyY D GUQUV D FSV��PFSX)Y D MUEmNKc!�)Q , ^dQUZ �)Q ��N 	SR��)Q��SVicUs X)F\Y)F��SViY)QUEPVic��PQ!���)YPFSV;�)Lws � D �SVic��SE"�(VUF\^�� .g D X)Y)EK^dFSY , F5�eNPE8M!� �(NPL � D k��PQnLTI D NKEmNPE5� D kmN /etc/magic MnX)YPQ { F5� �(FHQUG��)QUMUNPF �)E)]hE)NPE5X)F\Y)F �PQ�� D /etc, ViQ
�)QT^ D �wI D file(1) X)F\Y)F��SV D �PFSVnY D GUQTV D VUc . p V D �PQT^ �(NPL � D FHlSViQh^dQiZ �)Q9E"�(X)Y D MUEPVicnMTQUVvV D � :

# cd /usr/src/usr.bin/file
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# make all install

19.4.16.
� � �8,�.-�( ?

1. ghLWZ �)QvNPE8X)QiN��)Q��SVicUs X)FSY)F5�(ViY D E)M D Vic �(E"�SViF\^dL�X)YPE6� D Z8I#QT^ E��o^dF �)F��)E)E ?

�hY)Q��SViQUR\QvQUViMTFSV D � D l\ViQUVyMUQTX)Y)Q2�
�)FSV , V D �6� D �0lSViQ � D MUE"�SE)VvQTVvr D Y D �)ViFSY D E��o^dF �)F��)Em] . g D X)Y)EP^dF\Y , F5�eNPE8M!�ViQiNPc��)Q��PViQ9M��fX)QiN��)EmNPE CVSup, E8Q!� D � D NKQ��(c , �PViQ �H^dQT^dF��)V D X)Q��(NPFeI��PFSRSQ9FSR\Q�� D X)L ��� D G!�ONPE5E��\^dF��)F ���
�eNPF(IKLwsnx5EPFH� D k)N"� :

src/games/cribbage/instr.c

src/games/sail/pl_main.c

src/release/sysinstall/config.c

src/release/sysinstall/media.c

src/share/mk/bsd.port.mk

ViQ9XPFSY)F5�(ViY D E)M D VicvM2�(s �(E"�SViF\^dL��)F�� D �)F\^ .
p ��^dQUZuFSViFqX)Y)Q2�(ViQ9X)FSY)F\k)ViE>M��(QTQUViMTFSV!�SViMULws9x5E)k0XPQ!I�� D V D NKQUR`EM!�qI D Vic��)QW^ D �wI#L make all install, lSViQTRSQ9GULTIKFSVfIKQ��SV D ViQ����)Q . � I�� D �PQ , F��(NPE8^dF��m])FSV��e]6�)VUQ - ViQ9M D Z �)QTF ,

� D X)YPEP^dFSY , src/lib/libc/stdlib, ViQyM!�JIKQUN)Z ���|X)F\Y)F��SViY)QUEPVicnM2�(s �(E"�SViF\^dL�EmNKE5X)Q��)Y D k"�)FSk>^dFSY)FqViFqFSF
� D �SViE , �)QTViQUY"�fF � �)QT^dX)Q��)QUM D ���:�SV D ViE"�)F�� �)E .p �PQ!� { F �)Q�� { QUM , M!�fGTQUY�� D M D ^dE .

t QUZBF\VvG!�fVUc9M D ^ �)Y D MUE)V��e]0X)F\Y)F��SViY D EPM D VUc��(E��(ViFo^dL , ��� D ZuF\^ , � D Z8I3�fkMUF �PFSY ,
D E��\^dF��)F �PEm]9��� D �)E)M D Vic��)Q!�PcUs . �yNKE0M!�|^dQUZBF\ViF � D rmQTViFSVic9X)FSYPF��(VUY D E)M D Vic9ViQiNKc!�)Q9ViFHMTFSx8E , �)QTViQUY��fF^dF �m]mNPE��(c , �)Q9G��fVicnLwMTFSY)F������v^ , �)ViQyQUV��eNPFSZBF����|M2�(F`E"�\^dF �PF �)Em] .

� , �)Q!�PF ���)QnZuF , M���	Hl\ViQ�� D MTE"�(E)VnQUVnVUQURSQ , � D �6� D �(ViQ9M!� rmQUViEPViF�I#F(N D VicnQTG!�)QTMiNPF��)E)F , E8QUV!�(NPF(ZuE)M D FSVUF�NPE8M!�
FreeBSD-STABLE EmNPE FreeBSD-CURRENT.

2.
C QT^dXPEmN)] { Em]0XPY)FSY��fM D F\V!�e]9�`GUQUNPcUa8EP^ �)QiNKE��)F��SViMUQW^zQUa8E)GUQ��0X)Q��SE)R � D NPL 11 ( EmNKE9�dI#Y)LwRSEP^4�PQT^dFSYPQT^

�(E)R�� D N D ). � ViQ �eNPL �)E)NPQ��Sc ?C�D �0X)Y D MUE)NPQ , l\ViQ9R\QUMTQUY)E)VnQnX)Y)QTGiNPFo^ D r#��QTGUQTY)LTIKQUM D �)E)Fo^ . ( �hFSYPF ) X)Q��SViY)QUF��)E)F.�SE"�(VUF\^��|])MUN)])FSV��e]l\���hF �PViE)M!�"�v^4�(ViY)F5� � - ViF5�(ViQW^�IPN)]8M D a8FSR\QvQUGTQUY)LTIKQTM D �PEm]yE9� D �SViF �Pc!�)Q9M!�O])MiNP])FSVvX)YPQUGiNKF\^�� �HX D ^�])VicTs .� G!�����)QnlSViQyX)Y)QU])MiN)])F\V!�e]0M9MUEwIKF �)F\QiZuEwI D �����Or#�(GTQUFSM��)QT^dX)E)N)])ViQUY D EmNKE5X)QUNPL �)F �)E)]6�(ViY D �����OrX)Y)QUR\Y D ^+^��"�Or��SE)R � D NPQTM .
&yM!���v^zL � D � D VUF(NPFo^ � D l\ViQv])MUN)])FSV��e]5ViQ , �)ViQyX)Y)E8X)FSYPF � D X)L ���)FHX)Y)Q { FeIKLwY��|XPQ��(VUY)QUF��)Em]0Q!� D X)Y)F��)Y D x D F\V!�e]0MY D �SNPE������fFq^dQT^dF��)V;��MTY)F\^dF��)E .p l\ViQT^ �eNPL � D F`M!� ^ D NPQ��)ViQh^dQiZuFSViF � I#F(N D Vic , Y D �SMTF1�)ViQyX)QTX)Y)QUGTQUM D Vic�� D ^dF �)EPVic��PQT^dXmNPF��)ViLwsnx8E)FqM D a8FSk^ D a5E"���JIPN)]5QTX)Y)F(IKF(NPF��)Em]9�SGUQU])x5FSk��PQT^dX)Q��)F �)V!� .

3.
t QTRSLyNPE0]8LUI D NPE)VUc�� D V D NPQTR /usr/obj X)Q2�eNPFHQ!�)Q���� D �PEm] ?

�.�eNPE8QUViMTF � D Vic��PQUY)QTV;�)Q , ViQfI D .C�D V D NPQUR /usr/obj �(QiIKFSY)ZBEPV9M2�(F`QTGU��F��)V;���fFH� D kmN"� , �)QUViQTY��fF �(Q!�(I D s9V!�e]0MTQnMTY)F\^�]5� D � �:�)QW^dX)EmN)] { EPE .� G!�����)QnQ!I��)EK^ E��qX)FSY)M��Or�a D R\QUMvM9X)Y)Q { F����(F make buildworld ])MiN)])F\V!�e]0LTI D NPF �PE)FHl\ViQUR\Q�� D V D NKQUR D . plSViQW^ �eNPL � D F8�SQirmY D �PF �)E)F /usr/obj XPQ��eNKF`Q!�PQ!��� D �)Em]0EP^dF\FSVy^ D NPQ �S^��*�(N D ; M!IKQTG D MUQ!� , Q��0GULTIKF\V�� D �)EP^ D VicGUQiNKcUa5QTk�QUGT� 	\^<IKE"� �)QUMTQUR\QvX)Y)Q2�(ViY D �"�(VUM D ( � D I D ���"�fk8^dQT^dF��)VnQ��)QiNKQ 340
t � ).
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� I�� D �PQvF��(NPE5M��[ViQ!���PQ���� D F\ViF , �PViQvI#F(N D FSViF , ViQy^dQUZuFSViF � D �(V D MUE)Vic9X)Y)Q { FeIKLwY)L make buildworldX)Y)QUXPL �SViE)VicylSVUQUVna D R .  ViQnXPQ!�SMTQiNPEPVvX)Q��(NPFeI#LWs9x5E)FqX)Q2�(ViY)QTF �)E)]0M!�fX)QUN"�m])Vic��(]0RSQTY D �(IKQvG!�*�SViY)F\F , V D �6� D �GUQiNKcUa5E"�"�(ViMTQvE"�(rwQiI����Or�ViF��"�(ViQTM��)F �)LWZ �)QyGULTIKFSVnX)FSY)F��)QT^dXPEmNPE)Y)QTM D Vic . � GTQUY)QTV;�)QUk#�SViQUYPQ!�)QTk5^dFeI D NPE5l\ViQUR\QX)Q!IPrmQiI D ])MiNP])FSV!�(]5MUF\Y)Qi])V;�PQ��(VUcvX)Qi])MUNPF �PEm]#�)F �PQUViQTY��Or0X)Y)QTGiNPFo^4�.� D MUE��(EP^dQ2�(V!]P^dE , �PViQy^dQUZuFSVnXPY)E)MUF5�(ViE9�X)Y)FSY"�fM D �PE)s�X)Q2�(ViYPQUF �PEm]5X)Q �(ViY D �����v^ XPY)E��)E�� D ^ .
 VUQ�� D �(ViF��)c!�PQnM!�����fM D F\Vfa5Lm^ M �(X)E"� � D r�Y D � � �ON"�)E

FreeBSD, �)QTReI D �)ViQ - NPEPGUQvZ D NPLwFSV!�(]#� D XPY)FSY��fM D �)EPF`X)Y)Q { F���� D X)Q��SViY)QUF��)Em] , �)FqQUGTY D x D ]hM!�)EK^ D �)Em]9� D ViQ ,
�)ViQyQ!�0X��fV D FSV��e]9�SY)F � D Vic9LWRSN"� � D X)QUMTQUY)QTViF .

4.
t QTRSLwVfNPE8G!�fVicyX)Y)QiIKQiN)ZuF����[X)Y)F\Y)M D �����fF`XPY)Q { F5� � �[X)Q��SViY)QUF��)Em] ?

 ViQ�� D MUE��(E)V9QUVvViQTRSQ , � D � �)QiNKc!�)QOI D NPF��)Q�� D a5FSN5X)Y)Q { F����`XPQ��(VUY)QUF��)Em]0X)FSYPFeI>VUF\^ , � D �5M��[QUG�� D Y)LWZuEmNPEX)Y)QUGUNPF\^dL .
� � � & � - � �#&U � � ( E0lSVUQ��)F5�eNPQUZ �)QUFHE5G!�*�SViY)QTF`X)Y D MUEmNKQ ) XPY)Q { F5� � make buildworld �(VUY)QUE)V��)QUM��fF.�)QTX)E)E
�)FSQTGirmQ!IKEK^��OryE����(ViY)Lm^dF��)V D NKc!���Or6�SY)FeI3�SViM ( V D �)Emr , � D � gcc(1) E make(1)) E��(E"�SViF\^��"�fFqGTE)GiNKE)QUViF��)E .

� D ViF\^lSViE��(Y)F(I3�(ViM D E8GUE)GUNPE)QUVUF �)E0L �SV D � D MiNPEPM D s9V!�e] . ghQTM!�fFHE��"�(VUY)Lm^dF �)V D NPc!���fF �(YPFeI3�SViM D E5GUEPGiNPE)QTViF �PE#� D ViF\^E"�(X)QUNPc!�\LwsnV!�(]hIPN)]5X)F\Y)F��SViY)QTF �)Em]�� D ^dE)r��SFSGU] , E5X)QTMUViQTY��)QvL �SV D � D MiNPE)M D s9V!�e] . _HE��(ViFo^ D M { F(NPQW^ ( VUFSX)F\Y)cM!�mNPs�� D ]0QTG!�����"�fF`X)QUNPc!�\QUM D ViF(NKc����PE)F+X)Y)QTRSY D ^+^�� , V D �)E)F , � D � ls(1) EmNPE grep(1)) ViF\X)FSY)cyX)F\Y)F��SViY D EPM D F\V!�e]6�
�)QUM��v^dE6�(E"�SViF\^��"�v^dE>� D kmN D ^dE .

�.�eNPE8M!�:� D X)Q2�eNPF(I��)F\^za D R\F , E8M!�:� � D FSVUFHl\ViQ ( X)QUViQW^dL �)ViQyX)Y)Q��\^ D ViYPE)M D NPE0M!�fMTQ!I , �)QUViQTY��fk6�SQirmY D �)])FSViF ),ViQ9M��|^dQiZuFSVUF ( IKQ��SV D VUQ!���)QnGUF �\GUQUNPF ���)F ���PQ ) M��fX)QiN��)E)Vic��)QT^ D �wIKL :
... ��� 	 ������
 � � ��� 	 ����� 
 � ��� ...
# cd /usr/src
# make -DNOCLEAN all

�hY)E0lSVUQT^ Y)F��SLWNPcTV D V9X)Y)FeI3�qIKLwx5FSR\Q�� D X)L ��� D make buildworld QTV;� D V!�fM D VUc��e]��)FqGULTIKF\V .
�.�eNPE8M!�[MTEwIKE)ViF �(QTQUGTx5F �PE)F :
--------------------------------------------------------------
Building everything..
--------------------------------------------------------------

MnM!�fMTQ!IKF.�)QT^ D �wI�� make buildworld, ViQfIKFSN D VUc9V D ��IKQ2�(V D ViQ!�"�)QnGTF �SQTX D � �)Q .
�.�eNPE8lSViQTRSQ �(QUQTGUx8F �)Em]��)FqG!�ONKQ , EmNKE5M!�[M9lSViQW^4�)FqLwMUFSYPF ��� , ViQ9M��SFSReI D NPL �)a8F`QUGTF �\QUX D �(E)Vic��(FSGU] , E6� D � D VicX)Q��SViY)QUF��)E)F �8� D ^dQUR\Q*� D � D N D .

5.
C�D �5L � �)QUYPE)VicnXPY)Q { F5� �`X)Q��SViY)QUF��)Em]9�SE"�(VUF\^�� ?

•
�`D GUQTV D k)VUF`MnQiI��)QTX)QiNPc��SQTM D VUF(NPc2���)QW^<Y)FSZuEP^dF .

•
�`D �\^dF5�(ViE)VUF � D V D NPQUR\E /usr/src E /usr/obj MnQUV!IKF(NPc����Or5� D k)NPQUM��Or �(E��(ViFo^ D r , Y D �(X)QUN D R D s9x5Emr��e]�� DY D � ���OryIKE���� D r . �.�eNPE8lSViQyMUQ��\^dQUZ��PQ , ViQyY D �o^dF��(VUE)ViFqlSViE0IKE"���PE6� D Y D �����OryIKE"� �)QUM��Or �PQ!�)ViYPQiN)NPF\Y D r .

• ��x 	`NKL2�Pa5F`Y D �\^dF5�(ViEPVic9l\ViEB� D kmNPQTM!�fF1�SE"�(ViFo^���� D �)F�� �)QiNKc!�)EmryIKE���� D rhXPY)E5X)QW^dQUx8E5L �(ViYPQUk"�SViM D ccd(4)
( IKY D k)MUF\Y0QUGT��FeIKE"� 	 ���"�OrnIKE����)QTM ).

•
p ���mNPs��)E)ViFqRSF��)FSY Di{ E)s X)Y)QW�hEmNPE)YPLWs9x5F\RSQ��PQ!I D ( L �(V D �)QTMUE)M ”NOPROFILE=true” My� D kmNKF
/etc/make.conf).

pOD ^zl\ViQ ���)QTY)FSFHM��(F\RSQ*�PE��)QUR(I D �PFHX)Q�� D I#QUGUEPV!�e] .
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•
�OD �)ZBFqM /etc/make.conf L �(V D �)QUMTE)ViF.��� D �PF �)E)F CFLAGS MUQ��)ViQ - ViQ9ViE)X D -O -pipe.

� X)ViEK^dE�� DU{ Em] -O2M��fX)QiN"�)])FSV!�(]0RSQUY D �eI#Qn^dFeIPNKF ���)F\F , D Y D � �)E {KD ^dF(Z>IKL -O E -O2 QUG������)Q��)F��SLWx8F��SViMUF���� D . -pipe X)Q��SMTQiN)])F\V
�)QW^dX)EmN)])VUQUY)L�E"�SX)QiNKc!�SQTM D VicqIPN)]9�SMi]��\E0MT^dF5�(ViQ9MUY)Fo^dF �����Or5� D kmNPQTMvX)Y)QTRSY D ^+^����fF8� D � D N"� , �)ViQLm^dF �PcUa D FSVvQTGUY D x5F��)E)F1�0IKE"���PL ( � D ���PFSVnQTX)FSY D ViE)M��)QUk�X D ^�])ViE ).

• �hF\Y)FeI D k)ViFHLWVUEmNPE)ViF make(1) X D Y D ^dF\ViY -jn IPN)]#� D X)L ��� D X D Y D N)NKF(NPc��)Q*�)F5���)QUNPc!�)E)rhXPY)Q { F5� �SQUM . � G������)Ql\ViQnX)QW^dQUR D FSVnM!�)F � D MUE"�SEP^dQ��SViE0QUV9ViQUR\Q , � �)QiNPc��)QnXPY)Q { F5� �SQUY)QTMvL �SV D �PQUMiNKF �)QvM9M D a5FSk8^ D a5E"�)F .
•
�8D k)NPQUM D ]#�(E"�SViF\^ D , � D �)QUVUQUY)QTk0Y D �SX)QiN D R D FSV!�(]�� D V D NPQUR /usr/src, ^dQiZuFSV9G!�fVic �S^dQ!�PViE)Y)QTM D � D ( E)NPEX)F\Y)F\^dQ��)ViE)YPQUM D � D ) �`QTX { E)F\k noatime. �hY)E0l\ViQT^ � D XPE"�(c�� D IKE����5E"�P�hQUYP^ DU{ E)E0QyMUYPF\^dF �PE0X)Q��(NPFeI3�)FSR\QIKQ2�(ViLwX D �8� D kmN D ^zGTLTIKFSVvQTV;�mNPs��)F � D . _8�PQUY)F\F`M��SFSR\Q , M D ^zlSV D E��P�hQTYP^ Di{ E)]0E6�)F �)LWZ � D .
# mount -u -o noatime /usr/src

� ��0�	������
: � ��,�$�- ��,�� ��,�� / �"���0��� ���+�"# % , ����� /usr/src ,���#��"���0��� ���+�"#&%5��� #+� � #+�!)+�����"�0� �*����� � )+� �*#�$�#+�"��- � .# #&��$ �+��� ��� �"��' ( ��� �+#+�!� � � %.)&��% �+�"# % ����#+�!� � , #�'�� � ��- , /usr), ��� )+��- � � � �"� $�#��"����� �+�0)+�"�!� ������' �- � �"�!$�,"�0)+����$"% ���0� �*����� � )+� �*#�$�#+�"��-
� , � ��� /usr/src.

•
�8D k)NPQUM D ]#�(E"�SViF\^ D , � D �)QUVUQUY)QTk0Y D �SX)QiN D R D FSV!�(] /usr/obj, ^dQUZuFSVnG��fVic �S^dQ!�PViE)Y)QTM D � D ( EmNKEX)F\Y)F\^dQ��)ViE)YPQUM D � D ) �`X D Y D ^dFSViY)QW^ async.

 ViQyX)Y)E)MTFeI 	\V��0ViQW^dL , �)ViQyQUX)F\Y Di{ E)E#� D X)E"�SE6� D IKE"���8GULTIKLwVM��fX)QiN"�)])Vic��(] D �(E"�mrmY)Q!���PQ . j Y)LwRSEK^dE9�eNKQUM D ^dE , � D X)E"�(c9GULTIKF\V*� D MUFSYPa D VUc��e]��)Fo^dFeIPNKF ���)Q , �)QvI D �"���fF
� D X)E"� �fM D Vic��(] � D IKE"� �6�)F5���)QUNPc!�PEP^dE9�SF �)L �wI D ^dE0X)Q��(ZuF .  VUQ9X)Q��SMUQUNPE)VvQTGU��F(IKE��m])VUcnQUXPFSY DU{ E)E#� D X)E"�SE0EX)YPE)MUF(I 	SV��6� � D �)E)VUF(NPc��)QT^dLhX)Y)EPY)Q��SViL�X)Y)QTE��SMTQ!IKE)VUF(NPc��)Q��SViE .

� ��0�	������
:  �- �����"� ) )�$�/ � , ����� �+�"� ����� $"% / �&� ���+� )+��� � �*���"� �0) ��� #�$�#+�"��- � - ������� ��#+��� �� $�) �0� . % �+��� � � ���0$����$ - ��� �"# % � ��������� ������#+�0) , ����� ��,�$ ����,�� ���� , ����'���- ��� $ ��� �"�!# �0� ���+��� $"/ �����"� � �*# � ��% ��,�$ ��,"� ���"/ ����$ $�����,�%�� ����$"% �*���"� �0)+�"% #�$�#+�"��- � �0'�� � �+�"# % ) ����) �!#+#+�"���"� )�$�-��0-3#+�!# ����%.��$�$ .

# #&��$ '��"�"���0� � /usr/obj — � ��� )�#�� , ����� ��# �!�*) � ���0� � ���"� �0) �0� #�$�#+�"��- � , �����+��� ��� ��,"� � �0��- � . # # ��$ �������0� �*�#���-�� � �*���"� �0) �0� #�$�#+�"��- �*$ - � � �"# %5'���' $�� - ��� )�� � ��� ��/ ������� � , ��� ��,"�0)+��,�� �"��/ ��)��"�!#+�!��)����*$ � ,�� ����,�)���� � '+����$��
����,�� /5)�' � � ������$���- �+��� �*����� $�$ .

# mount -u -o async /usr/obj

� ��0�	������
: $ ��'*$ ,���������� , ��# ��$ '��"�"�"� � � /usr/obj ,���#��"���0��� ���+�"#&%5��� ��� #+� � #+�!)+�����"�0� �*����� � )+� �*#�$�#+�"��- � , ��� )

��,�$ - ��,�� ����- ����$��"����� � ��� $�-�% #+��� �!)+�+�"#+�!) ��� � ��� ������' $ -��0�"�!$�,"�0)+����$�% .

6.
� ViQy^��)F�I#F(N D Vic , F5�eNPE9�)ViQ - ViQyX)QUa5NPQ*�)FqV D � ?

_8�)Y)LwX)LWNPF ���)QnXPY)QUMTFSY)cTViF , �PViQUG��[MnM D a5Fo^zQ!�)Y)LWZuF �PE)E6�)FHG!�ONPQy^dFSa D snx8Emr0Q��SV D V;�PQUMvQTVnX)Y)F(I��qIKLwx5E)rX)Q��SViY)QUF��)E)k .
 ViQvI#Q��(V D ViQ����)QnXPY)Q��SViQ .

# chflags -R noschg /usr/obj/usr
# rm -rf /usr/obj/usr
# cd /usr/src
# make cleandir
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19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

# make cleandir

j8D
, �)QW^ D �wIKL make cleandir IKFSk"�SViMUEPViF(NPc��)Q �)LWZ��PQnM!�fXPQiN"�m])VUcfIKM D Z>I�� .

�hQ��eNKF�lSViQTRSQyX)QUMTViQUYPE)ViF`MTF��ScnX)Y)Q { F����.� �)QUM D , � D �)E�� D ]6� make buildworld.

�.�eNPE8L�M D �+M��SF`FSx8FHF5�(Vic9X)Y)QTGiNPFo^�� , X)Y)E)a5NPE)ViFOViF��"�(VyQUa8E)G!�PE�E5M!�qI D �)L �)QT^ D �wI�� uname -a � D9D IKYPF��
�(X)E"� � D Y D � � �ON"�)E freebsd-questions (http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions). �qLTIKcUViFqRSQTViQUM��QUViMTFSViE)VUc�� D IKY)LwRSEPFHMTQUX)Y)Q2��� Q��PQ!�P�hE)R\LwY Di{ EPE0M D a5FSk9�(E"�SViF\^�� !

19.5. ��6h�q�b� �~@��n4.;.@B��@u� �h= � ;.� ��69�>79�O6y=�� ���b:~;5�y��79=8�[ 575@ ����4.� @z;
� � ' �
� $ ��� � � �� ��� � � Mike Meyer.

�.�eNPE8L�M D ��^��)QiZuF5�(ViMTQ9^ D a8E�� , IPN)]6�)QTViQUY"�OrhM�� rmQUViE)VUFHQTV!�eNPFSZBEPM D VUcnQ!I3�)QnE8ViQnZuF`IKFSYPFSMUQnE"�ermQ!I3���OrViF �"�SViQUM , ViQ � D RSY)L � � D �)Q!I D E5XPFSY)F5�(ViY)QTF �)EPF �SE"�(ViFo^��|X)QUN"�)Q��SVicUs M!�fRSN)]wIKE)V*� D �6�PF �)LWZ � D ]0VUY D V D Y)F5�(LwY"�(QTM :IKE"���PQUMUQTRSQvXPY)Q��SViY D ���(ViM D , X)Y)QTX)L �����PQUk9�SX)Q��SQUG��)Q��SViE#�(F\ViE5E8X)Y)Q { F�� �SQUY��PQURSQnMUY)Fo^�F��)E .
�OD �5Q!�PQnE5F5�(Vic , EY)FSa8F �)E)Fo^z])MiNP])FSV!�(]0M!�qIKFSNPF �)EPFHQiI��)QUk8^ D a5E"��� , �)QTViQUY D ]0M!�fX)QUN"�m])FSVnQ����PQUM!�PQUk�QUGT� 	\^zY D GUQTV;� , M9ViQ9MTY)F\^�]

� D �0Q2�(V D NPc!�"�fF`E"�SX)QiNPc��SLwsnVnY)F �\LTNKcUV D V;�|Y D GUQUV!�[X)Q��SY)FeI3�SViMUQW^ NFS.
p l\ViQT^ Y D �eI#F(NPFHQUX)E"� �fM D FSV!�(]0EP^dF ���PQlSViQTV9^dFSVUQ!I .

19.5.1. �%� � ;�1� ��� �'�
�hFSY)M��v^�IKF(NPQW^ QUXPY)FeIKFSNPE)ViF � D GUQUY0^ D a5E�� , � D �)QUViQTY��Or�M!�fX)QUN"�m])FSV��e]0Q!I#E��5E8ViQUVnZBF � D GUQUY�GTE�� D Y����OrX)Y)QUR\Y D ^+^ , E8^��|GTLUI#F\^ � D � �fM D VicnF\RSQ 	 ��� � � � - � � ( $�� �
��� � �
	���( .

C�D Z>I D ]0^ D a8E�� D ^dQiZuFSV9EP^dFSVic
�(QUG2�(ViMTF ���PQUF�L �)E�� D NPc��)QUF+]wI#Y)Q , �)QnQ��)E0GULTIKLwV9Y D GTQUV D Vic��HQ!I��)EK^dE5E5VUF\^dE0ZuFqX)Y)QUR\Y D ^+^ D ^dE5X)QUNPc!�\QUM D ViFSN)] .
� �`lSVUQURSQ�� D GTQUY D M!�fGUF\Y)E)ViFq^ D a8E��)L , �)QTViQUY D ]0GULTIKF\Vv])MiNP]mVUc��e]>- � � �'	 � $&� � ( $'� �
��� � �
	���( .

� � D �(V D �)F\V^ D a5E"�)QUk , � D �)QTViQUYPQUk0GTLUI#LWV �(ViYPQUE)Vic2�e]�]wIKYPQ9E8M�� 	HQ!�)YPLTZuF��)E)F . p EmIKF D NPc!�)QW^4�eNPL � D F8�+IKQ��SV D ViQ����)Q
�)F � D RSYPLTZuF������v^ CPU IKN)]0M!�fX)QUN"�)F��)Em]6�)QW^ D �wI make buildworld E make buildkernel.

pOD ^zV D �mZuFX)QUViYPFSGULwF\V!�e]0M��fGUY D Vicn^ D a8E��)L , �PQUViQTY D ]0GTLUI#FSV%�"��� ����� $8IPN)]5XPY)QUMTFSY��)E5QUG!�PQUMiNKF �)E)k�XPY)QUR\Y D ^+^��)QTRSQQUGUF5�(X)F��)F �PEm]�X)Y)F(Z>IKF , �)Fo^ Q!�PQnGULTIKF\V�� D X)Lwx5F��)QvM9X)Y)QT^��fa5NPF �"�)Lws l ���(XmNPL D V Di{ EPs .
 VUQ&� �
� � 	 � G��fVic^ D a5E"� D , �PQUViQTY D ]5^dQUZBF\VnG��fVicnM��)FSY D GUQ��)F\^4�SQ��(VUQi]��)E)E�IKQ��(V D ViQ����)QfI#QiNPR\Q .  ViQh^dQiZuF\VnG!�fVUc9^ D a8E�� D IPN)]X)Q��SViY)QUF��)Em] , �PQ��)FqQUGU]�� D VUF(NPc��)Q .p �SFH^ D a5E�����MnlSVUQT^4� D GUQTY)FdIPN)]8X)Q��SViY)QUF��)Em]�I#QiN)Z ���|^dQ��)ViE)Y)QTM D Vic�� D V D NKQURSE /usr/obj E /usr/src �Q!I��)QTk0E5VUQUk0ZuFq^ D a5E"���|E5M9Q!I��PLyE8ViLhZuFHVUQ!���)L0^dQ��)ViE)YPQUM D �)Em] .

p EwIKF D NPc��)QT^4�(NPL � D FHQ!�)E8Y D �SX)QiN D R D snV!�(]
� D Y D � ���OryIKE���� D r5^ D a5E"���[X)Q��SViY)QTF �)Em] , �)Q9Q��)E5^dQTRSLwVnV D �mZuFq^dQ��)ViE)Y)QTM D Vic��(]0X)Q NFS � D l\ViQUk>^ D a8E��)F .
�.�eNPE8L�M D �+EP^dFSF\V!�e]��)F�� �)QiNKc!�)Q*� D GUQTY)QUMfIPN)]5X)Q2�(ViYPQUF �PEm] , ViQ � D V D NPQTR /usr/src IKQiN)ZuF��0G!�fVic � D ^ D a5E"�)FX)Q��SViY)QUF��)Em] ,

D X)Q NFS Q!��IKQiN)ZuF��5G!�fVUc��S^dQ��)ViE)YPQUM D �#� D Q��(V D NPc����Or .
g D �)Q��)F { , LTIKQ2�(ViQTMUF\Y)cUViF5�(cvM9ViQT^ , �)ViQh� D kmN /etc/make.conf � D M��(FSr0^ D a5E"� D r�� D GUQUY D IPN)]5X)Q2�(ViYPQUF �PEm]
�(QUQTViMUF\V!�(VUMULwFSVn^ D a5E��PF`X)Q2�(ViY)QTF �)E)] .

 ViQ9Q!� � D � D FSV , �)VUQy^ D a5E�� D X)Q��SViY)QTF �)Em]hI#QiN)Z � D �(ViYPQUE)VicyM��SF.� D �(ViEQ����PQUM!�PQURSQ*�SE"�(VUF\^��)QTRSQ�� D GUQTY D , �PQUViQTY��fF`GTLUI#LWV9L �(V D � D MUNPE)M D Vic��(] � D � D Z8I#QUk5^ D a5E��)FqE�� � D GTQUY D IPN)]X)Q��SViY)QUF��)Em] .
C YPQT^dF`VUQURSQ , L�� D Z>IKQTk5^ D a8E����[X)Q2�(ViYPQUF �PEm]�IKQUN)Z �)QnG��fVic�� D I D �)QnEP^�]5]wIKY D XPQ��(YPFeI3�SViMUQW^X)FSY)Fo^dF ���PQUk KERNCONF M9� D kmNPF /etc/make.conf,

D ^ D a8E�� D XPQ��(VUY)QUF��)Em]hIKQUN)Z � D X)F\Y)F �PE"�eNPEPVichEmr�M��(FHMX)FSY)Fo^dF ���PQUk KERNCONF, X)YPE�� 	\^bX)FSY)M��v^�IKQUN)Z �)QnG��fVicnEP^�]8F�	 �(QUG2�(ViMTF ���PQURSQv]wIKY D . t�D a5E"� D X)Q2�(ViYPQUF �PEm]

585



� �������
19. � �v$ � ��� ��	�� - ' � � � � �\� � ��� � � � '

IKQiN)Z � D rmY D �)EPVic��)Q��P�hE)R\LWY Di{ E)Q������fFq� D kmN"� ]wI#Y D � D Z>IKQUk5^ D a5E��"�|M�� D V D NKQURSF
/usr/src/sys/arch/conf, F��(NPE#� D �)F\k5GULTIKLwV��SViY)QTE)Vic��(]9�(QTQUViMTFSV!�SViMULwsnx8E)F�]wI#Y D ..

19.5.2. � -�+ ���
+ (%� -��1-/���1	 +8( � �'��	 �,�*+,�1+,�1(
� F\X)FSYPc , �PQUReI D M���	`l\ViQ��eIKF(N D �)Q , M��[RSQTViQUM��:�5X)Q2�(ViY)QTF �)EPs . �hQ2�(ViY)QTk)ViF`]wIKY)QyE5M���	`Q��)Y)LWZuF �)E)FHV D � , � D �5lSViQQUX)E"� D �)QnM �`D �eI . 19.4.7.2 � D ^ D a5E��PFHX)Q2�(ViYPQUF �PEm] , �)Q��)E��)F\RSQ��PFHL �(V D � D MiNPE)M D k)VUF . �hQ��(NPF`ViQTRSQ , � D �5X)Y)Q { F�� �X)Q��SViY)QUF��)Em]#� D MUF\Y)a5EPV!�e] , XPFSY)F\kwIKE)ViF �5VUF��(VUQUMUQTk5^ D a8E��)FqE5L �(V D �)QTMUE)ViFHViQiNPc��)Q��PViQ9XPQ��(VUY)QUF����)QUF`]wIKY)Q . �.�eNKElSV D ^ D a5E"� D ^dQ��)ViE)YPLWF\V�� D V D NKQURSE /usr/src E /usr/obj X)Q��SY)FeI3�SViMUQW^ NFS, VUQ9X)YPE5X)F\Y)F � D RSYPL2���)F�MQ!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^ M D ^zX)QTViY)FSGTLwFSV!�(]#� D I#FSk"�SViMUQTM D VUc��(F\Vic9E��S^dQ��)ViE)Y)QTM D VicvEmr . _ D ^��v^ X)Y)Q2�(V;�v^
�(X)Q2�(QUGTQT^ � I#F(N D Vicnl\ViQn])MUN)])FSV��e]0X)F\Y)F(rmQ!I>MUQ9^��PQURSQTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^ E9� D XPL � �#�)QW^ D �wI�� shutdown

now IPN)]5X)F\Y)F(rmQiI D M9Q!I��)QTX)QiNKc!�SQTM D ViF(NPc2���)EPkyYPF(ZuEP^ . �hQ2�eNPFHlSViQTRSQnM��|^dQiZuFSVUFHL �(V D �)QTMUE)Vic��)QUMTQUF+]wI#Y)QnE8M�� 	Q!�)Y)LWZuF �PE)F , D � D ViF\^ M��fX)QiN��)E)Vic��)QT^ D �wIKL mergemaster QTG!�����"�v^ QUGTY D �\QT^ . �hQ��eNKF`M!�fXPQiN"�)F��)Em]0l\ViEmrIKFSk"�SViMUEPk5X)F\Y)F � D RSYPL2�\E)ViF5�(cOIPNP]5MUQ��SMUY D x5F��)Em]��5QTG!�����PQT^dLhY)F(ZuEP^dL�Y D GUQTV;�[MUQ9^��)QUR\QUX)QUNPc!�\QUM D ViF(NKc����PQT^Y)F(ZuEP^dF �`l\ViQUk8^ D a5E"�)QUk .

�hQ��eNKF�ViQUR\Q , � D �5M��[LwGUFeI#E)ViF��ScnM��)QUYP^ D NPc!�PQUk0Y D GUQTViF`M2�(FSR\Q*� D VUF��(VUQUMUQTk8^ D a5E��)F , X)Y)QTMUF(IKE)ViFHViLhZuF � D ^dLwsX)Y)Q { FeIKLwY)L9IPN)]8L �SV D �PQUM!�PE#�)QUMTQUR\QvX)Y)QTRSY D ^+^��)QUR\QvQUGTF��(XPF �)F��)Em]#� D � D Z>IKQTk5E��HQ��(V D MUa8Emr��e]5^ D a5E��0E"�
� D GTQUY D IKN)]5X)Q2�(ViY)QTF �)E)] .

19.5.3. �%�*,�1(
� FHZuF � D ^��fFHEwIKFSE>^dQUR\LWV9E"�(XPQiNPc��SQUM D Vic2�e]hE�IPNP]�IKFSYPFSM D X)QUYPViQUM . �hFSY)M��v^ �)Y)E)ViE"�)F�� �)EP^ba D R\QT^�])MiNP])FSV!�(]^dQ!�)ViEPY)QUM D �)E)F /usr/ports �HQ!I3�)QUk0E5ViQUk5ZBFO^ D a8E���� � D M��SF(r��)QW^dX)cUs9ViFSY D r�M�� D GUQTY)FdIPN)]8X)Q��SViY)QUF��)Em] .� D ViFo^zM!��^dQUZuFSViF �)QUYPY)F �)V!�)Q�� D �(ViYPQUE)Vic /etc/make.conf IPNP]5E"�(XPQiNPc��SQUM D �)E)]hQTGUx8FSRSQ�� D V D NPQUR D �IKE"�(VUY)E)GULwViEPM!���v^dE>� D kmN D ^dE .

p � IKQUN)Z ���:� D I D VUcnX)F\Y)F\^dF����)Lws DISTDIR V D � , �)VUQUG!��Q!� D L2� D � �fM D N D � DQUGUx8FeIKQ2�(ViLwX��"�fk�� D V D NPQUR , IKQ2�(ViLwX����fk8ViQT^dL�XPQiNPc��SQUM D ViFSNPs , �)QTViQUY"�fk0QUViQTGUY D Z D FSV��e]�M9XPQiNPc��SQUM D ViFSN)] rootIPN)]5M D a5E)ryViQ��)F �>^dQ!�)VUE)Y)QUM D �)E)] NFS.
C�D Z8I D ]5^ D a8E�� D IKQiN)Z � D � D I D M D Vic WRKDIRPREFIX V D � , �)ViQTG!�[Q�� DL2� D � �fM D N D � D NPQ�� D NKc!���fk#� D V D NPQUR�XPQ��(VUY)QUF��)Em] . g D �)Q!�PF { , F��(NPE5M�� �(QTGUE)Y D FSViF5�(c��SViY)QTE)VicyE5Y D �(X)Y)Q2�(ViY D �m])VicX D �)F\V;� , ViQnIKQUN)Z ��� � D I D VUcnX)F\Y)F\^dF����)Lws PACKAGES V D � , �)VUQUG!�[Q�� D L � D � �fM D N D � D � D V D NPQTR ,

�(QUQTViMUF\V!�(VUMULwsnx8E)k DISTDIR.

�����	��
���������

1.
 ViQ��)F �SQUM2�(F\^zV D � .

t � �)FO^dQiZuF\^ XPQ!I)IKF\YmZuE)M D Vic��SV D Y"�fF`Y)FSNPE�� � FreeBSD GTF����PQ!�)F����)QOIKQUNPRSQ , rmQUV!]>^��X)QiI)IKF\YmZuE)M D F\^zEmr0^��)QTRSE)FqRSQiI�� . �hQiN��)QUF�QTX)E"� D �)E)FHViF �PLWx8FSk8X)QiNPE)VUE��)E>GUF �\QUX D ���)Q2�(ViE�QTV;�)Q2�(E)ViFSNPc!�PQ
�SV D Y��Or�Y)FSNPE��\QUM FreeBSD ^dQUZ��PQ�� D k)ViE5XPQ D IKY)F��SL http://www.FreeBSD.org/ru/security/
(http://www.FreeBSD.org/ru/security/).
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IV.
� ��������� � 	�
 � � �  � 	�� � � �

FreeBSD l\ViQnQiI�� D E��8� D E)GTQiNPF\F�a5E)YPQ!�)Q9E"�(X)QUNPc!�\LwF\^��Or�MnM��*�(Q!�PQUX)Y)QTE��SMTQ!IKEPViF(NPc����Or �SFSViF\M!�Or#�(F\Y)MUF\Y D rQUX)F\Y Di{ EPQ!�����Or��(E��(ViFo^ . � N D M!�[l\ViQUk9� D �SViE6�"�)E)RSE8QirmM D V;�fM D snV :
• �hQ2�eNPF(IKQUM D ViFSNPc!���fF1�SQUF(IKE��)F��)Em]
• PPP E PPP �)F\Y)F � Ethernet

•
 NPF��)ViY)Q����)Lws X)Q!�)VUL

•
� D X)L ���6�SFSViF\M!�Or#�(F\Y)MUF\Y)QUM

•
j Y)LwR\LWs �(F\ViFSMTLWs ViF\^ D ViE��)L5X)QUM��fa5F �"�)QUk#�(NPQiZ �)Q2�(ViE

 ViE5RSN D M��[X)Y)FeI3� D ��� D �)F����JIPN)]8X)QiNPL �)F��)Em]hIKQTX)QiN��)E)ViFSNPc!�)QTk0E��P�hQTYP^ Di{ E)E . ghFSV��)FSQTGirmQ!I#EP^dQ��SViE#�)E)V D VicyEmrMnQUXPY)FeIKFSNPF �"�)QUk0XPQ��eNKFeIKQTM D VUF(NPc��)Q��SViE , EmNPE9�)E)V D VicyEmr0M��SF`X)F\Y)FeIBViF\^ , � D �#� D � D VUcnE"�SX)QiNPc��SQTM D VUc FreeBSD M
�(FSVUE .



����� ���
20. � ��� ����� �	��� ����� ����� � ������� �~����� ��

%&� ��� ��� � 	 � � & � � ' ��$ ( �i*+' : , �
	�����%&� $ � �'	 .

20.1. 13254�6879=B��=��<@B�v4.;.@B�p
UNIX M��SFSR(I D G!�ON D X)QiI)IKFSY)Z�� D X)Q2�eNPF(IKQUM D ViFSNPc!���Or��(QTFeIKE"�)F �)EPk .

�8D �)ViE"�)F�� �)E , � D ^��fFqX)FSYPM!�fF UNIX^ D a5E"���[E"�(XPQiNPc��SQUM D NPE�XPQ��eNKFeIKQTM D VUF(NPc����fF+NPE��PE)E�IPNP]5X)QiNKc!�SQTM D ViF(NPc2���)QTRSQOMUMTQ!I D / M��fMUQiI D . t �)QUR\QUFE��\^dF��)EmNPQ2�(c��HViFSr0X)QUY , �)QUR(I D �SY)FeI��PF��(V D ViE"�SViE��)F5���)EPk ” ViF\YP^dE�� D N ” �(Q2�(ViQU]mN5E�� 10- �(EK^dMUQiNKQUM - M - �(F��)L �wIKLX)Q��(NPFeIKQTM D ViF(NPc��)QUR\QfX)Y)E��PViFSY D E6�)N D MTE D ViLwY�� .
 V D RSN D M D Y D ����� D � �fM D FSVfQ �)F �PQUViQTY��Or#�(X)Q2�(QUG D r , �)QUVUQUY��v^dE

FreeBSD E��(X)QUNPc!�\LWF\VvX)Q2�eNPF(IKQUM D ViFSNPc!���fF1�SQUF(IKE��)F��)Em] .

�hY)Q!�)EPV D Mvl\ViL�R(N D MUL , M��[L � � D FSViF :
•
C�D �0X)Q!I/�(QUF(IKE��)EPVicnViF\YP^dE�� D N"� ���(E"�SViF\^dF FreeBSD.

•
C�D �0E"�(XPQiNPc��SQUM D Vicv^dQiIKF\^zIPN)]�IKQ��SMTQ!� D � D LTI D NKF �����fF`rmQ��(V!� .

•
C�D �0Y D �\Y)FSa8E)Vic9LUI D NPF������v^ X)QUNPc!�\QUM D ViFSN)]P^�MirmQ!IKEPVicnM9M D a8L �SE"�(VUF\^dL#�HX)QT^dQTx5cUs ^dQ!IKFo^ D .

•
C�D �#� D RSY)L �SEPVic��SE"�(ViFo^dL#��X)Q2�eNPF(IKQUM D ViFSNPc!�PQUk��)Q��"�(QUNPE .

�hFSY)F(I8X)Y)Q��)ViF �PE)F\^�lSViQTk0R(N D M!�[M D ^zX)QTViY)FSGTLwFSV!�(] :

•
� � � D Vic�� D �6� D �(ViY D E)M D VicvE8L �(V D � D MUNPE)M D Vic*�)QTMUQTF+]wIKY)Q ( ��N . 8).

• �hQ��m])Vic , �PViQ9V D �)QTFHX)Y D M D IKQ��SViLwX D E8X)Y)Q { F�� � � UNIX ( ��N . 3).

•
C Y)QW^dF`l\ViQUR\QnM D ^zX)QUVUY)FSGTLWF\V!�e]0VUF(r �)E��)F5���)QTFHYPL2�PQUMUQiI3�(VUMUQ*� D X)Q��(NPFeI#QUM D ViF(NKc!�)QTF�QUGTQUY)LTIKQTM D �PE)F ( ^dQiIKF\^EmNKE8^dLWNPcUVUE)X)QUYPViQUMTLWs � D YPViL ), �)QTViQUYPLWs M!� rmQTViE)ViFqE"�(XPQiNPc��SQUM D Vic�� FreeBSD.

20.2. � �n� �A�>;.@B�
20.2.1. �4�
 	 ��+ ���*������

bps

�qE)VnM �(F �PL2�mIKL (Bits per Second) — ���PQUY)Q2�(Vic9X)FSY)F(I D �PE�I D �����Or
DTE

� FSYP^dE�� D NPc��)QUFqQUGTQUY)LTIKQTM D �PE)F (Data Terminal Equipment) — � D XPY)EP^dFSY , M D a �)QT^dXPcUsnVUFSY
DCE � GUQTY)LTIKQUM D �)E)F1�SMi]��\E (Data Communications Equipment) — M D a�^dQ!I#F\^
RS-232

_HV D �mI D Y)V EIA IKN)] D XPX D Y D V;���Or�X)Q2�eNPF(IKQUM D ViFSNPc!���Or��(QTFeIKE"�)F �)EPk
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

�hY)E0LwX)QT^dE"� D �)EPE9���PQUY)Q2�(ViE0XPFSY)F(I D �)E0I D �"���Or , Mnl\ViQUk8R(N D MUF.�PF`E"�SX)QiNPc��SLwFSV!�(]0ViFSYK^dE�� ” GTQ!I ” ( ”baud”). �qQiIQ!� � D � D FSV*�)QUNPE��)F5�(ViMTQnlSNPF �)VUY)E��)F5���)Emr0EK^dX)LWNPc��SQUM , �PQUViQTY��fFq^dQTRSLwVvG��OVUc9X)F\Y)FeI D ���:� D X)F\Y)E)Q!IBMUY)Fo^dF �)E ,
D

”bps” l\ViQ '�� ��� � ' �&	 * $uVUFSYP^dE��0IPN)]5E��(X)QUNPc!�\QUM D �)Em] ( Q!��rmQUVi]5G!�:�)F �(Q��eI D FSV��SViQiNKc!�)QvXPY)QUGUNPF\^4� D �X)Y)FeI3�qIKLwx5E)k ).

20.2.2. � ��&1� � � � � ����1(j N)]0X)Q!I/�(QUF(IKE��)F��)Em]5^dQiIKF\^ D EmNPE8ViFSYP^dE"� D N D �9�SE"�(VUF\^dF FreeBSD XPQUViY)F\GULwFSV��e]0X)Q2�eNPF(IKQUM D ViFSNPc!���fk�XPQUY)V9EX)Q!IPrmQiIP])x5E)k6� D GTF(NPcOIKN)]5X)Q2�eNPF(IKQUM D ViFSNPc!�)QTRSQfL �(VUY)QUk"�SViM D . �.�(NPE5M��[LTZuF � � D FSViFHQ D X)X D Y D V;�)QW^zQUGTF��(XPF �)F��)E)EE5ViY)F\GULwF\^��Or�� D GUFSN)]mr , ^dQiZuFSVUFHX)YPQUX)L �(VUE)VicylSViQTVnY D �eIKFSN .

20.2.2.1.
��"$#(6 : �

�.�(Vic �)F5���)QUNPc!�)QnY D �SNPE������Or0MTEwIKQTMvX)Q��(NPFeI#QUM D ViF(NKc!���Or � D GTF(NPF\k .
j M D � D E)GTQiNPF\F1� D �(ViQyE"�(XPQiNPc��SLwF\^��OrhM

� D a8FSk6�SE)ViL Di{ EPE5ViE)X D l\ViQ��PLTNKc - ^dQ!IKFo^����fk0E9�SV D �mI D Y)V!���fk (” X)Ym]P^dQUk ”) RS-232 � D GTF(NPc . j Q��)Lm^dF �)V Di{ Em]9� DQUGUQTY)LTIKQUM D �)EPF�IKQiN)Z � D QUX)E����fM D VicvViEPX8ViYPFSGULwFo^dQURSQ�� D GTF(N)] .

20.2.2.1.1. 	 ����� - N ���O��NQ��� � ��
�������P
ghLTNKcn^dQ!IKFo^����fk�� D GTF(NPcvXPY)QUX)L � � D F\V*�)F �PQUViQTY��fF �SE)R � D N"� , V D �)E)F � D � ”signal ground”, � D X)Ym]P^dLws ,

D IKY)LwRSE)F
” � D MTQUY D �)E)M D FSV ”. g D XPY)EP^dFSY , �)Q!�PV D �)V ”send data” � D QiI��)QT^ �PQ!� { F �(QTFeIKE"�m])FSV!�(]6�.�PQ!�)V D �)ViQW^ ”receive data”
� D IKYPLWR\QT^ .

�.�eNPE8M!�[E��\RSQTV D MUNPE)M D FSViF8�(QUG2�(ViMTF ���"�fk#� D GTF(NPE , ViQh^dQiZuFSViF � I#F(N D Vic��(QTG��SViMUF������fk#� D GUFSNPcOIPN)]E"�(X)QUNPc!�\QUM D �)Em]��HViFSYP^dE"� D N D ^dE .
 V D V D GiNPE {PD X)Q�� D ���fM D FSV�� D �SM D �)Em]6�(EPR � D NPQUM RS-232C E9�)QT^dF\Y D

�)Q!�)V D �)ViQTM�� D Y D �\��F\^dF DB-25.

� � > !�" : �*%'!$78"�.87 ��% !$78"�.87 � � > !(" :
SG 7 �SQUFeI#E��)F �9� 7 SG

TD 2 �SQUFeI#E��)F �9� 3 RD

RD 3 �SQUFeI#E��)F �9� 2 TD

RTS 4 �SQUFeI#E��)F �9� 5 CTS

CTS 5 �SQUFeI#E��)F �9� 4 RTS

DTR 20 �(QTFeIKE"�)F �6� 6 DSR

DCD 8 6 DSR

DSR 6 �SQUFeI#E��)F �9� 20 DTR

�����	��
�������
: %�� � /�$ ��$��"� ”Data Set Ready” (DSR) $ ”Data Carrier Detect” (DCD) )�� �"�!,�$ '�� ,�� ��#�� '��0������'����0,�� , �

���"�"��- �"��/�'+� � ��$��"� ' ”Data Terminal Ready” (DTR) ��� /�, ��� �0� #+���0,"� ��� .

20.2.2.1.2. � �M
�-� 
!���#� � �L��
����$��P RS-232C

_HV D �wI D Y)V;�"�fk5X)Q2�eNPF(IKQUM D ViFSNPc!���fk�� D GUFSNPcvX)YPQUX)L ��� D FSVnM��(F RS-232C �SE)R � D N"�:� D X)Ym]P^dLws .
�OD � , ”send data” � DQ!I��)QW^ �)Q!� { F8� D GUFSN)]#�(QTFeIKE��)])FSV!�(]9�.�PQ!�)V D �)ViQW^ ”send data” � D IKY)LwR\QT^ �)Q�� { F .  ViQUVyViE)X9� D GTF(N)]
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

X)Y)FeI3� D ��� D �)F��hIPN)]8X)Q!I3�SQUF(IKE��)F��)Em]5^dQ!I#F\^ D , D V D �mZuF`X)QiIPrmQ!IKEPVfIPN)]9�)F �)QTViQUY��Or�ViF\YP^dE�� D NPQUM .

20.2.2.2.
)�% &$7 �

�hQ��eNKFeIKQTM D VUF(NPc����fF+X)QUYPV;�|lSVUQ9L �(VUY)QUk"�SViM D , �)FSYPF � �)QUViQTY��fF+I D �����fFqX)F\Y)FeI D snV!�(]8^dF(Z>IKL��)QW^dX)cUs9ViFSYPQT^ �
FreeBSD E5ViFSYP^dE"� D NPQW^ .

 ViQTV9Y D �eIKFSN5QUXPE"���fM D FSVnViE)X����SLwx5F��SViMULws9x5Emr�X)QTY)ViQUM9E5Emr D IKY)F5� Di{ E)s�M FreeBSD.

20.2.2.2.1. ��P���� ������M���

_HLWx8F��SViMULwFSV��)F�� �)QiNPc��)QnVUE)X)QUM9X)Q��(NPFeI#QUM D ViF(NKc!���OrhX)QUYPViQUM . �hFSY)F(I8E��SR\QUViQTMiNPF��)E)Fo^ � D GTF(N)] , M D ^zX)QTViY)F\GULwFSV!�(]LWGTFeIKEPVic��(] , �)ViQ9Q!�5XPQ!IPrmQ!I#E)V*�5XPQUY)V D ^ ViF\YP^dE�� D N D E��(E"�SViF\^�� FreeBSD.

�HQUNPcUa8E��"�SViMUQvVUFSYP^dE�� D NPQTMnE"�SX)QiNPc��SLwsnV9X)QUYPV;� DB25. �hFSY"�SQ!� D NPc!���fF
�PQT^dX)cTsnViF\Y�� , M��mNPs�� D ] PC XPQ!ILWXPY D MUNPF �)EPF\^ FreeBSD, E"�(XPQiNPc��SLwsnVvXPQUY)V;� DB25 EmNKE DB9. �.�(NPE>LyM D �`F��(VUc9^dLWNPcUVUE)X)QUYPViQUM D ]X)Q��(NPFeIKQTM D ViF(NPc�� D ] � D Y)V D IPN)] PC, V D ^b^dQTRSLwVnG��fVic RJ-12 EmNPE RJ-45 X)QTY)V;� .� GUY D ViE)ViF5�(c��9�(QUXPY)QUMTQiZ>I D s9x5F\kyIKQ!�)Lm^dF��)V Di{ E)E6� D QUGTQUY)LTIKQTM D �)E)F�� D E��P�hQTYP^ Di{ EPFSk0QTGnE"�SX)QiNPc��SLwF\^��OrX)QUY)V D r . t QUZ��PQnV D �mZuFHQTX)Y)FeI#F(NPE)VUcnViE)X>E"�SX)QiNPc��SLwF\^��Or�X)QTY)ViQTMnX)QnE)r0M!�)F\a6�)Fo^dLyMTEwIKL .

20.2.2.2.2.
� NQ�1��
 ����� �M���p

FreeBSD IKQ2�(ViLwX9�6� D Z8I#QT^dLhX)Q��(NPFeI#QUM D ViF(NKc!�)QW^dL9X)QTY)ViL�^dQiZuF\VnG!�fVUc9X)QUNPL �)F �6�)FSY)F��q� D kmN5M�� D V D NPQUR\F
/dev. �.�(VicnIKM D Y D �(NPE��"���Or�ViE)X D � D kmNKQUM :
• �hQTY)V;�[MirmQiIP])x5Emr#�SQUFeI#E��)F �PE)k (dial-in) � D � �fM D snV��e] /dev/ttydN , ReIKF N lSVUQ��)QW^dFSY8X)QUY)V D � D �)E�� D ]6�

�)LWN)] .
� G!�����)Q , X)QUYPV;�[MirmQ!IK])x5Emr#�(QTFeIKE"�)F �)EPk0E"�(XPQiNPc��SLwsnV!�(]�IPN)]8ViFSYP^dE"� D NPQTM . j NP]#�)QUY)YPF �)V;�PQUk5Y D GUQTV;�l\ViEP^ X)QTY)V D ^ ViY)F\GULwFSV!�(] , �)VUQUG!�[XPQ��eNKFeIKQTM D VUF(NPc����fk�� D GTF(NPcnX)FSY)F(I D M D N9�SE)R � D N data carrier detect (DCD).

• �hQTY)V;�[E"�(rwQiIP])x5E)r��SQUF(IKE��)F��)E)k (call-out) � D ���fM D snV!�(] /dev/cuaaN .
� �PE5QUG������)QvE��(X)QUNPc!�\LWs9V!�e]9�)F+IPNP]ViF\YP^dE�� D NPQUM , D VUQiNPc��)QfIPNP]8^dQ!IKFo^dQUM . p �|^dQUZuFSViFqE"�(XPQiNPc��SQUM D VicnlSViE8X)QUY)V!�|F��(NPE5X)Q2�eNPF(IKQUM D ViFSNPc!�"�fk

� D GUFSNPcvEmNPE8ViFSYK^dE�� D N��)FHX)Q!I)I#FSYmZuE)M D FSV �(E)R�� D N DCD.

�.�eNPE8M!� �SQUFeI#E��)EmNPE8ViFSYK^dE�� D N��`XPFSY)M��v^ X)Q��(NPFeI#QUM D ViF(NKc!���v^�X)QTY)ViQT^ (COM1 M MS-DOS), E"�(XPQiNPc��SLwk)ViF
/dev/ttyd0 IPNP]�IKQ��SViLwX D �8ViFSYK^dE�� D NKL . �.�eNPE8ViFSYK^dE�� D N �(QTFeIKE"�)F �6�SQnMTViQUY��v^bX)Q��(NPFeIKQTM D ViF(NPc����v^�X)QUYPViQT^
( E��\MUF5�(V;���v^zV D �mZuF � D � COM2), E"�SX)QiNPc��SLwk)ViF /dev/ttyd1, E5V D ��I D NPFSF .

20.2.3. �%�
-/�
�� 
 �'� ���9,�
FreeBSD c � D �SViY)QUk"� D ^dE8X)QnLm^dQiN�� D �)EPs X)QiI)IKF\YmZuE)M D FSVvX)Q2�eNPF(IKQUM D ViFSNPc!�"�fF�X)QUYPV;� .

p ^dE)Y)F MS-DOS Q��)EE��SMTF��(V!���:� D � COM1, COM2, COM3, E COM4. g D I D �����fk8^dQW^dF �)V9M FreeBSD F��SVicyX)Q!I)I#FSYmZ � D � D � ” X)Y)Q��SV;�Or ”^dLTNKcUViE)XPQUY)ViQTM!�Or�� D Y)V��`X)Q��(NPFeIKQTM D ViF(NPc����v^dE0E��PViFSYP�hF\k"� D ^dE , V D �)Emr�� D � BocaBoard 1008 E 2016, V D �8EGUQiNKFSF ” Lm^����Or ” ^dLWNPcUVUE)X)QUYPViQUM��Or � D Y)V , � D X)YPEP^dFSY9� D Y)V Digiboard E Stallion Technologies.
� Fo^ �)FO^dF �)F\F ,]wIKY)QnXPQ9Lm^dQiN�� D �)EPs�QUXPY)FeIKFSN)])FSV9ViQiNKc!�)Q �(V D �wI D YPV;���fF COM XPQUY)V;� .

� ViQUG��[LWMTEwIKF\Vic , � D �0]wIKYPQnQUXPY)FeIKFSN)])FSV9X)Q��(NPFeI#QUM D ViF(NKc!���fF�XPQUY)V;� , X)Y)Q��\^dQUViYPE)ViF �(QUQTGUx8F �)Em] , M��fMUQiIKEP^��fF�MTQMUY)Fo^�]#� D R\Y)L � �)E0]wIKY D , EmNPE8E"�(X)QUNPc!�\Lwk)ViF.�PQT^ D �mIKL /sbin/dmesg IPNP]5M!�fMTQ!I D �SQUQTGUx5F��)E)kh]wIKY D FSx8FHY D � .
p

� D �SV;�)Q��SViE , QTGUY D ViE)ViFqM!�PEP^ D �)EPF.� D �(QTQUGUx8F �)E)] , � D �)E�� D snx8E)F��(]9�.�SEP^dMUQUNPQUM sio.
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

� ���(��"�����"�
: ����% ��,"� #�-�� �!,�� ��������'+�*�"� � #+��� � � ����$�� , '�� ��� ,�� ��#+��/ ��, �*�"��# � �0) � sio, $ #��"����� � �����"�*'+�0- ����/ � :

# /sbin/dmesg | grep ’sio’

g D X)Y)EK^dFSY , M �(E"�SViF\^dF��.�)FSV;�fYPcT^�]5X)Q2�eNPF(IKQUM D ViFSNPc!�"�v^dE0X)QUYPV D ^dE , XPQi])Mi])V��e]0V D �)E)F �(X)F { EP�hE����"�fF�IPNP]X)Q��(NPFeIKQTM D ViF(NPc����OrhX)QUY)VUQUM��SQUQUGTx5F��)Em] :

sio0 at 0x3f8-0x3ff irq 4 on isa
sio0: type 16550A
sio1 at 0x2f8-0x2ff irq 3 on isa
sio1: type 16550A
sio2 at 0x3e8-0x3ef irq 5 on isa
sio2: type 16550A
sio3 at 0x2e8-0x2ef irq 9 on isa
sio3: type 16550A

�.�eNPE5]wIKY)Q �)F`Y D �(XPQ!� � D FSVnM��(FHX)Q��(NPFeI#QUM D ViF(NKc!���fF�XPQUY)V;� , M D ^zMUQ!�o^dQiZ �)QvX)QTViY)F\GULwFSV!�(]#� D �SViY)QTE)Vic9]wIKY)Q
FreeBSD.

� D IKFSV D NPc��)QUk0E"�P�hQUYP^ DU{ E)F\k5X)Q�� D �SViY)QUk"�)F�]wIKY D QTGUY D x D kPViF��Sc��5R(N D MUF ��N . 8.

_HViY)Q!�PE9�(QTQUViMTFSV!�SViMULws9x5Emr�L �(ViYPQUk"�SViMnMy� D kmNPF8�)Q!�K�hE)RSLwY DU{ E)E�]wIKY D FreeBSD 4.X GULTIKLwV9M!�fR(NP]wIKFSVicX)Y)EP^dF\Y��)QyV D � :

device sio0 at isa? port IO_COM1 irq 4
device sio1 at isa? port IO_COM2 irq 3
device sio2 at isa? port IO_COM3 irq 5
device sio3 at isa? port IO_COM4 irq 9

E5X)Y)EK^dFSY��)QyV D ��IPN)] FreeBSD 5.X:

device sio

p �|^dQUZuFSViF � D �)QT^+^dF��)ViE)Y)QTM D VicnEmNKE5X)QUN"�)Q��SVicUs LTI D NPEPVic9l\ViE9�SViY)Q��)E�IPNP]5QUV!�SLwV!�(ViMTLwsnx5E)r0L �SViY)QTk"�(ViM9M
FreeBSD 4.X; M FreeBSD 5.X M D ^zX)QUViYPFSGULwF\V!�e]0QTViY)FeI D �)ViEPY)QUM D Vicy� D kmN /boot/device.hints IPN)]
� D �SViY)QUk"�)E0X)Q2�eNPF(IKQUM D ViFSNPc!���OrhX)QTY)ViQUM . � GUY D ViE)VUF��(c��9�SViY D �PE { F �(X)Y D MUQ����)E�� D sio(4) � D IKQTX)QiN��)E)ViFSNPc!�)QTkE��P�hQUYK^ Di{ E)F\k0Q�� D �(VUY)QUk��PFHX)Q2�eNPF(IKQUM D ViFSNPc!�"�Or9X)QTY)ViQUM9E8^dLWNPcTViE)X)QTY)ViQUM��Or�� D Y)V . �qLUI#cUViFqQ��SViQUY)QUZ ��� X)Y)EE"�(X)QUNPc!�\QUM D �)E)E � D �(ViYPQUF � , �)QTViQUY��fFHY D GTQUV D NPE0M9X)Y)FeI3�qIKLwx5Emr�MUF\Y"�(E)]mr FreeBSD, X)Q2���)QUNPc!�PLy�yN D RSEL �SViY)QTk"�(ViM9E9�SE��)V D �"�(E"�HE��o^dF �)EmNKE"�(cyM��)QTM!�Or�MUF\Y"�(E)]mr .

�����	��
�������
: port IO_COM1 �+��� #�$ �"� ��$�-(/ ��% port 0x3f8, IO_COM2 /0��% 0x2f8, IO_COM3 /0��% 0x3e8, $ IO_COM4/ ��% 0x2e8. ����� ����$ � ���0��� ����#+��� $ #��"����� � ����-�� � / � % # � � �!)+�+�"#+�!) ��� � $ � �"�!# �0� /0�0)+�"�"� ������� � �"�0,"���0) �"/�,���#�� .

� ��$ � ���0��� � ��#+��� $�#��"����� � ����-
� � ��,���,�� )�����$"% 4, 3, 5, $ 9.  �- �����"�*)�)�$"/�� , ����� � � � ����� � �"� # �0� /0�0)+���"� ������� � �"� ,"� �
� �&� ����� � #+� )�- ��# �!�"� $ #��"����� � �0)+���!� ��,���,���)+����$�% ��� ISA PC ( ��� - ����� �!$�"�0,"���0)�� � '���,"�"� � ��#+�!� � �0��'+�!,"�0��$�'�� ,
�"� ��)+����% � � �"% )+#���- � $����- 16550A ��� ���0�"�"� #+�0)�- ��#+�!�"� $�#��"����� �+� )��"�!� ��/ �"� $"��$ / )+� IRQ).

20.2.4. � �,�����
�,�#0�+ (%� � � 
��#( � -/�1,� 
1-/���C GUQiNKcUa5E"�"�(ViMTL9L �SViY)QUk��(ViM9]wIKY D ^dQiZ �)QyX)QiNPL �)EPVicfIKQ2�(ViLwX9�)FSY)F�� ” �(XPF { E D NPc!�"�fFH� D k)N"�[L �(ViY)QTk"�(VUM ”,Y D �SX)QiNPQUZuF �����fF`M�� D V D NKQURSF /dev.
C L �(ViY)QTk"�(VUM D ^ sio ^dQiZ �)QyX)QiNPL �)EPVicfIKQ2�(ViLwX9�)FSY)F�� /dev/ttydN
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

( L �(VUY)QUk"�SViM D MirmQ!IP])x8Emr�M!���\QUMUQTM , dial-in) E /dev/cuaaN ( L �SViY)QUk��(ViM D E"�(rwQiIP])x5E)rhM����SQTMUQUM , call-out).
FreeBSD XPY)FeIKQ2�(V D MiN)])F\VvV D �mZuFHL �(VUY)QUk"�SViM D E��)E { E D NPE"� Di{ E)E (/dev/ttyidN E /dev/cuaiaN), L �SViY)QTk"�(ViM DGiNPQ��)E)Y)QTM!�)E (/dev/ttyldN E /dev/cualaN). �hFSY)M��fF�E"�(XPQiNPc��SLwsnV!�(]�IPN)]8E��)E { E D NPE�� Di{ EPE0X D Y D ^dFSVUY)QUMX)QUY)V D X)Y)E9� D Z>IKQW^ FSR\QnQTV;�)Y��fViEPE ( V D �PEmr�� D � crtscts IPNP]8^dQ!IKFo^dQUM , E"�(XPQiNPc��SLwsnx8Emr �SE)R � D N"� RTS/CTSIPN)]5LwX)Y D MiNPF��)Em]0X)QTViQ!�PQT^ ).

� �(ViYPQUk"�SViM D GiNPQ��)E)Y)QTM!�)E�E��(X)QUNPc!�\LWs9V!�e]0IPN)]5L �(V D �)QTM!�)E0�yN D R D GiNPQ��)E)Y)QTM!�)E�� DX)QUY)V9E5X)YPFeIKQTViMUY D x5F��)Em]0E��o^dF �)F��)Em]5QTX)Y)FeI#F(NPF������Or�X D Y D ^dFSVUY)QUM9X)QiNPc��SQTM D VUF(N)]P^dE�EmNKE5X)Y)QTRSY D ^+^ D ^dE ;QUGUY D ViE)VUF��(c��6�(VUY D �)E {PD ^ �SX)Y D MUQ!�"�)E�� D termios(4), sio(4) E stty(1) �(QUQTViMUF\V!�(VUMUF �"�)Q*� D E��P�hQTYP^ Di{ E)FSk0QX D Y D ^dFSViY D r�ViFSYK^dE�� D N D , GUNPQ!�PE)Y)QUM D �)EPE�E0E��)E { E D NPE"� Di{ E)E5L �(VUY)QUk"�SViMyE6� D �(ViY)QTk��)F`VUFSYP^dE�� D N D .
20.2.4.1. � %�@=+ "�!'��6 -/�(6 �,��" :�� !�� � � " � : %'0 ;�-=7�&(% ��-97�0

�����	��
�������
: FreeBSD 5.0 )�' � � �����+� �*���"� �0) ��� #�$�#+�"��- � devfs(5), '�� ��� ,��"% ��)+��� - ���!$����#�'�$ #+� � / ���+� �*���"� �

��#+�!,"� ��#+�!) �"� - ��,�� ���+� ��� ��/ $�-��!#+�!$ . # # ��$ )�� ,�� � � �"���+�"��#�)+��,�#�$���� FreeBSD, �"��/ / ��, � $�)���� � ��� devfs ��,"�!#+���
��,"� � ��#+�!$��"� � ��� � ,���� / � � .

p � D V D NPQUR\F /dev � D rwQiIKE)V!�(] shell � �)Y)E)X)V , � D ���fM D snx5EPk"�e] MAKEDEV, �PQUViQTY��fk5LwX)Y D MiN)])F\V��(XPF { E D NPc!�"�v^dE� D kmN D ^dE0L �(ViYPQUk"�SViM . � VUQUG!�[E��(X)QUNPc!�\QUM D Vic MAKEDEV IPN)]9�SQ!�(I D �)E)]6�(X)F { E D NKc!���Or�� D kmNKQUMvL �(VUY)QUk"�SViME"�ermQ!IK])x5Emr#�(QTFeIKE"�)F �)EPkhIPN)]5XPQUY)V D COM1 ( XPQUY)V 0), � D kwI#E)ViF (cd) M�� D V D NPQUR /dev E5M��fX)QiN"�PE)ViF.�PQT^ D �mIKL
MAKEDEV ttyd0.

� Q!���PQ9V D �0ZuF , IPN)]9�SQ!�eI D �)Em]6�SX)F { E D NPc����Or0� D kmNKQUMvL �(VUY)QUk"�SViMyE"�ermQ!IK])x5Emr#�(QTFeIKE"�)F �)EPkIPN)]5X)QTY)V D COM2 ( X)QTY)V 1), E"�SX)QiNKc!�SLwk)VUF MAKEDEV ttyd1.

MAKEDEV �SQ!�eI D �(V��)FHVUQiNPc��)Q��SX)F { E D NPc����fk5� D k)N5L �(ViY)QTk"�(VUM D /dev/ttydN �)Q9V D �)ZBF /dev/cuaaN ,
/dev/cuaiaN , /dev/cualaN , /dev/ttyldN , E /dev/ttyidN .

�hQ��eNKF.�(Q��eI D �)Em]6�(XPF { E D NPc!�"�Or�� D kmNPQTMvL �(ViY)QTk"�(VUM , QTGi]�� D ViFSNPc!�)QfX)YPQUMUF\Y)cUVUF`X)Y D M D � D � D kmN"� ( Q��(QTGUF����)Q�� D� D kmN"� /dev/cua*), �PViQUG��|LwGUFeI#E)Vic��(] , �)ViQyViQiNKc!�)Q9ViFHXPQiNPc��SQUM D ViFSNPE , �)QTViQUY��v^zI D �hI#Q��(VULWX9� D lSViE>� D kmN"� ,^dQURSLwV��)E)V D Vic9E5X)E"� D VicyM��)Emr — MTQ!�\^dQUZ �)Q , M!�:�PF`rmQUVUE)ViF , �)ViQUG��|QUG��������fF�XPQiNPc��SQUM D ViFSNPE�E"�SX)QiNPc��SQTM D NKE^dQ!IKFo^�� IPN)]6�\MUQ����)QUM . �hY D M D X)QnLm^dQUN"� D �PE)s � D /dev/cua* IKQiNPZ��"�[X)Q!IKQTk)ViE :

crw-rw---- 1 uucp dialer 28, 129 Feb 15 14:38 /dev/cuaa1
crw-rw---- 1 uucp dialer 28, 161 Feb 15 14:38 /dev/cuaia1
crw-rw---- 1 uucp dialer 28, 193 Feb 15 14:38 /dev/cuala1

 ViE5X)Y D M D X)Q!�\MUQUN)])snVvXPQiNPc��SQUM D ViFSNPs uucp E8X)QiNPc��SQTM D VUF(N)]P^�E��qRSY)LwX)X"� dialer E��(X)QUNPc!�\QUM D VicvL �(VUY)QUk"�SViM DE"�ermQ!IK])x5Emr�M!���\QUMTQUM .

20.2.5. �%�
-/�
�� 
 �'� �,�.- �*� � ���'�����	�#0�+ (���� ��������
� �(VUY)QUk"�SViMUQ ttydN ( EmNPE cuaaN) l\ViQnQTG!�����PQUF�L �(VUY)QUk"�SViMUQ , �)QUViQTY)QUF`X)QUViYPFSGULwF\V!�e]0QTV;�)Y��fVicvIPN)]0X)YPEmNPQiZuF��)E)k .C QUReI D X)Y)Q { F�����QUV!�)Y��fM D FSV9L �SViY)QTk"�(ViMTQnX)YPEP^dF �m])s9V!�e]�� D �SViY)QTk��)E0MTMUQ!I D / M!�fMUQiI D ViFSYK^dE�� D N D X)QyLm^dQiN"� D �)E)s .p �|^dQUZuFSViFqX)Q��\^dQUViYPFSVicylSViE9� D �SViY)QTk��)E9�HX)QW^dQUx5cTs �)QW^ D �wI��
# stty -a -f /dev/ttyd1

�.�eNPE8M!�[E��o^dF �)EPViF � D �SViY)QUk"�)E5L �(VUY)QUk"�SViM D , Q!�)E8GULTIKLwVOIKF\k"�(VUMUQUM D VicvIKQnF\RSQ�� D �)Y"�fViEm] . �hQ2�eNPF`X)QUMTViQUY��PQURSQQUV;�)Y"�fViEm] , Q��)QnMTFSY��PFSV!�(]#�6� D �(ViY)QTk�� D ^ X)QnLm^dQUN"� D �PE)s .
j NP]0E��\^dF��)F �)E)]6� D �SViY)QTF �0X)QyLm^dQiN"� D �)E)s , M!�^dQiZuFSViFqQUV!�)Y��fVicyE5E��o^dF �)EPVic9L �SV D �)QTM!�)E ” � D � D NPc!�)QTRSQ*�SQ��(VUQi]��)Em] ” L �SViY)QUk��(ViM D . g D XPY)EP^dFSY , IPN)]5M��mNPs��)F �)E)]
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

X)QnLm^dQiN�� D �)EPs Y)FSZuEP^ D CLOCAL, 8- GUEPV;�)QUR\Q��(QTFeIKE"�)F �)E)]5E#�)Q��)ViY)QUN)]5X)F\Y)FeI D �)E XON/XOFF IKN)] ttyd5,M!�fX)QUN"�)E)ViF :
# stty -f /dev/ttyid5 clocal cs8 ixon ixoff

� �)E { E D NPE�� Di{ Em]0XPQ��eNKFeIKQTM D VUF(NPc����OryL �SViY)QUk��(ViM��)Q!�)VUY)QiNPEPY)LwFSV!�(]8� D kmNKQT^ /etc/rc.serial.
 VUQUV9� D kmNQUX)Y)F(IKF(NP])FSV�� D �(VUY)QUk��PE0X)Q��(NPFeI#QUM D ViF(NKc!���OrhL �(ViY)QTk"�(VUM9X)Q9Lm^dQiN"� D �)E)s .j N)]0X)Y)F(IKQUViMTY D x8F �)E)]0E��\^dF��)F �)E)]5X)Y)QTRSY D ^+^ D ^dE5QTV IKFSNPc!���Or�L �(V D �)QTMUQ!� , � D �(VUY)QUk)VUF ” �SQ��(VUQi]��)E)FGiNPQ��)E)Y)QTM!�)E ” L �(ViYPQUk"�SViM D . g D X)YPEP^dFSY , IKN)]5L �(V D �)QUM��)E#��� D �)F��)Em]6� �)QUY)Q2�(ViE ttyd5 M 57600 bps, M��fX)QiN"�PE)ViF :

# stty -f /dev/ttyld5 57600

� F\X)FSYPc9X)YPEmNPQiZuF��)E)F , QUV;�PY��fM D snx5F\F ttyd5 E5X��fV D snx8FSF5�e]5E��o^dF �)EPVic � �)QUYPQ��(VUcnX)QTY)V D , X)QiNPL �)EPV����PQUY)Q2�(Vic
57600 bps.

� �)Q!�)F����)Q , � IKFSN D kPViF8� D X)E��(c*� D � D NKc!���Or�� � D �)F��)E)k0E��(Q��SViQi]��PEm]5GiNKQ!�)E)Y)QTM!�)E�L �SViY)QUk��(ViMnIKQ��SViLwX��)QTk0ViQiNKc!�)QL2�PFSV;�)QTk6� D X)E"�SE root.

20.3.
� �52�� @z;04h�|�

% ���� � �
� ��� � � Sean Kelly.
� F\YP^dE�� D N"��XPY)FeIKQ2�(V D MiN)])s9VvLTIKQUG����fk0E0IKFSa8FSM!�fk9�(X)Q2�(QUGfIKQ��SViLwX D ���(E"�SViF\^dF FreeBSD, �)QUR(I D M��:�)F �SEwIKE)VUF
� D �PQ!�"�SQiNPcTs��)QW^dX)cUs9ViFSY D E6�)FqX)QiI��mNPs��)F �����9�(F\ViE .

 ViQUV9Y D �(IKF(N5QTX)E"� �fM D F\VvE"�(XPQiNPc��SQUM D �)EPF+ViFSYP^dE"� D NPQTM9M
FreeBSD.

20.3.1. �%���#03�'���/����� � � � ��� �8( � �
 	 ��+,� �*���p XPFSY)M��Or��SE"�(VUF\^ D r UNIX �)FqG!�ONPQ��)Q!�"�SQiNPF\k .
p ^dF��SViQnl\ViQUR\Q , X)QUNPc!�\QUM D ViFSNPE�MirmQ!I#EmNPE0E9� D XPL � � D NKEX)Y)QUR\Y D ^+^��:�PFSY)F��HViF\YP^dE�� D N"� , �PQUViQTY��fF`G��ONPE5X)QiI��mNPs��)F �"� �5X)Q2�eNPF(IKQUM D ViFSNPc!���v^�X)QTY)V D ^4�)QT^dXPcUsnVUFSY)QTM . ViQnQ��)F �)c9X)QirmQUZBF8� D E��(X)QUNPc!�\QUM D �)E)F`^dQiIKF\^ D E5X)YPQURSY D ^+^��)QTRSQnQTGUF5�(X)F��)F �)E)]0ViFSYP^dE"� D N D IPN)]hI#Q!�SMTQ!� D IKQLUI D NPF����)QUk9�(E"�SViF\^��|E8M!�fX)QUN"�)F��)Em]0ViQUNPc!�)Q - VUF �"�SViQUMTQUk�Y D GUQUV!� .C Q!�"�SQiNPE#�SQUMUYPF\^dF �"���Or PC X)QiI)IKFSY)ZBEPM D s9VnM��*�(Q!�PQ!� D �)F��SViMUF����)Lws|RSY D �hE��)L , �)Q9MUQ��\^dQiZ �)Q2�(VicnMirmQ!I D X)QX)Q��(NPFeIKQTM D ViF(NPc��)QT^dL9X)QUYPViL�� D �(FSR\Q!I��)])a6�)E)k�IKF �)c9M��SF`FSx8F�I#Q��(VULWX"� D X)Q��)ViE8M�� D Z8I#QUk UNIX X)Q!I#QUG!�PQUkQUX)F\Y Di{ EPQ!���)QTk#�(E"�SViF\^dF ; FreeBSD �PFHE"� �mNPs��)F �)EPF . ���SX)QiNPc��SLW]�ViFSYK^dE�� D N , X)QiI��mNPs��)F ���"�fk9�

�)FSE"�SX)QiNKc!�SLwFo^dQT^dLyX)Q��(NPFeIKQTM D ViF(NPc��)QT^dLyX)QTY)ViL , M!� ^dQiZuFSViFqMUQTk)ViE0E9� D XPL �SViE)VicyViF��"�(ViQTMULws�XPY)QUR\Y D ^+^dL ,
�)QUViQTY)Lws�QTG!�����)Q�� D X)L ��� D FSViFHMnViF��"�(ViQTMUQTk#�)Q!���(QiNKE0EmNPE8M9Q����)F xterm �SE"�(ViFo^�� X Window.j N)]#�)QUYPX)QUY D ViE)M����Or�X)QiNPc��SQTM D VUF(NPF\k , M!��^dQUZBF\ViFqX)Q!I3�SQUF(IKE��)E)VUc9^��)QiZuF5�(ViMTQnViF\YP^dE�� D NPQUM��9�(E��(ViFo^dF
FreeBSD E5X)Q��SV D MTE)VicnE)r#� D �SViQiN"��X)QiNPc��SQTM D VUF(NPF\k .

j N)]hIKQT^ D a6�)F\RSQvXPQiNPc��SQUM D ViFSN)] , L �(V D Y)FSMTa5E)k IBM PCEmNPE Macintosh ^dQUZBF\VnG��fVicnX)QiI��mNPs��)F �>M�� D �)F5�(ViMTF`ViF\YP^dE�� D N D �8GUQUNPFSF`^dQTx6�)QW^dL��)QT^dXPcUsnVUFSY)LhX)QiILWXPY D MUNPF �)EPF\^ FreeBSD.
p �|^dQiZuFSViFqX)Y)F\MUY D ViE)VicyQ!I3�)QUX)QUNPc!�\QUM D ViFSNPc�� �)E)k �)QT^dX)cTsnViF\Y8My^dQUx9�)Lws^��)QUR\QUX)QUNPc!�\QUM D ViF(NKc����PLWs �SE"�(VUF\^dL .p

FreeBSD ViYPE8MTEwI D VUFSYP^dE�� D NPQTM :
• �hY)Q2�(V;�fF (dumb) VUFSYP^dE�� D N"�
• PC, Y D GTQUV D snx5EPF�M�� D �)F5�(ViMTF`ViF\YP^dE�� D NPQUM
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

• X ViF\YP^dE�� D N"�p Q2�(V D MUa8FSk"�(]#� D �SViE5Y D �eIKFSN D QTX)E"���fM D F\V!�e]#� D Z>I��fk5MTEwI .

20.3.1.1.
)�&�%�-=7 ��6 796$& 1 � !(" : �

�hY)Q��SV;�fF`ViF\YP^dE�� D N"�|l\ViQ �SX)F { E D NPE"�SE)Y)QTM D ���)QUF`QUGUQTY)LTIKQUM D �)EPF , X)Q!�\MUQiNP])snx5F\F8�(QTFeIKE"�m])Vic��PQT^dX)cTsnViF\Y��
�)FSY)F��`X)Q2�eNPF(IKQUM D ViFSNPc!�"�fF+NPE��)EPE .

� �)E9� D ���fM D snV!�(] ” XPY)Q��SV;�v^dE ”, X)Q2���)QUNPc!�)LhEmr�M����)E"�eNKE)ViF(NKc!���OrMUQ!�o^dQiZ �)Q2�(ViF\khrwM D V D FSVvVUQiNPc��)QfIPNP]5QUViQTGUY D ZuF �)Em] , QUViX)Y D M!�PE0E5X)QUNPL �)F �)E)]0ViF �"�SV D . p � �)F8�\^dQiZuFSVUF
� D XPL �SViE)Vic�� D �)E)r �PE�� D �PEmr�X)Y)QUR\Y D ^+^ .

C QT^dX)cTsnViF\Y , �#�)QUVUQUY)QW^dLyXPQ!I3�SQUFeI#E��m])FSV��e]�ViFSYK^dE�� D N , X)Y)F(IKQ��SV D MUN)])FSVM��(FHMUQ��\^dQiZ �)Q2�(ViE�IPN)]#� D X)L ��� D ViF ���(ViQTM!�Or�Y)FeI D �)ViQTY)QUM , �)QW^�XPEmN)])ViQTY)QUM , X)Q!�PViQUM��OryX)YPQURSY D ^+^ , EPRSY5E8V D �I D NPF\F .
�.�(Vic �(QTV;�)E8MUEwIKQTMvX)Y)Q2�(V;�Or0VUFSYP^dE�� D NPQTM , E��\RSQTViQUMUNPF ���"�OrhY D �(NKE������v^dE8X)Y)QUE��\MUQiIKE)ViFSN)]P^dE , M��mNPs�� D ] DEC
VT-100 E Wyse WY-75. �hQ��)ViE�NPs9GUQTk0ViFSYK^dE�� D Nu^dQiZuF\VnY D GUQUV D Vic�� FreeBSD. ghF �)QTViQUY��fF high-endViFSYP^dE"� D N"�[I D ZuFO^dQURSLwVvQTViQUGTY D Z D VicvRSY D �hE��)L , �PQnViQUNPc!�)Q9QUV I#F(NPc!�"�fFHX)YPQURSY D ^+^����fFHX D �)F\V;��^dQTRSLwVX)QiNPL �)EPVicnX)YPFSEP^dLwx5F5�(ViMTQ9QTVvlSVUEmr0Y D �Sa5E)YPF �����Or0MTQ!�o^dQiZ �)Q��SViFSk .

�hY)Q��SV;�fF`ViF\YP^dE�� D N"�|X)QTX)LWN)])Y�����MnY D GUQ!�PFSk6�SY)FeIKF , ReI#F8�)FHViY)F\GULwFSV!�(]�IKQ��SViLwX6�8RSY D �hE��)F�� �)EP^X)Y)EmNPQUZuF �)Em]P^ , � D XPY)EP^dFSY8ViF\^ , �)QUViQTY��fF`XPY)FeIKQ2�(V D MiN)])F\V��SE"�(ViFo^ D X Window.

20.3.1.2. PC,
&("$#�%(7/"����<��6 0 ./"���6�-=7�086 796(& 1 � !�" : % 0

�.�eNPE8X)Y)Q2�(V;�fFqViFSYK^dE�� D N���^dQUR\LWV9ViQiNKc!�)Q9QUViQTGUY D Z D Vic , QTViX)Y D MiN)])VUcnE5XPQiNPL � D VicnViF��"�(V , MUQ��\^dQiZ �)Q2�(ViF\kD G��SQiNPs9V;�)QfNKsnGUQTRSQ9X)FSY"�SQ!� D NPc!�PQURSQ��PQT^dX)cTsnViF\Y D rmM D ViE)VvIPN)]5Y D GUQTV;� M9YPQiNPE0XPY)Q��SViQUR\QnViF\YP^dE�� D N D . p �SF , �)VUQM D ^zXPQUViY)F\GULwFSV��e] , l\ViQ9XPQ!IPrmQ!IK])x5E)k#� D GUFSNPcvE9� D � D ] - �)EPGULTIKcvX)YPQURSY D ^+^ D�� - & � (�� � � � �&���m- ��	 ���� .
 ViQnX)QTX)LWN)])Y�� D ]�IKQW^ D a6�)]m]#�)Q!�P�hEPRSLwY Di{ Em] . g D X)YPEP^dFSY , �PQUReI D M D a D MTViQUY D ]0X)QUNPQUMTE�� D � D �m])V D Y D GTQUViQTk#� D
�(E"�SViF\^��)QTk6�)Q��"�(QUNPE FreeBSD, M!��^dQUZuFSViFqQ!I��PQUMUYPF\^dF �"�)QvM!�fXPQiN"�m])VUcnViQUNPc!�)Q - VUF �"�SViQUMTLWs Y D GTQUViL �q^dF �)F\F^dQUx6�PQURSQnX)FSY"�SQ!� D NPc!�PQURSQ��)QT^dX)cTsnViF\Y D , X)Q!I��)NPs��)F����)QTRSQ����(E"�SViF\^dF FreeBSD.

20.3.1.3. X
786$& 1 � !(" : �

X ViFSYP^dE"� D N"� lSViQ�� D EPGUQiNKFSF8�(NPQiZ ���fk5ViE)X��(Lwx5F5�(ViMTLWs9x5Emr�ViF\YP^dE�� D NPQUM . p ^dF��(VUQ9X)QiI��mNPs��)F �PEm]6�X)Q��(NPFeIKQTM D ViF(NPc��)QT^dL9X)QUYPViL , Q!�PE0QUG������)QnXPQ!I��mNKs�� D snV!�(]6�9�SFSViE , � D X)YPEP^dFSY Ethernet.
p ^dF��(VUQnY D GUQUV!�[ViQiNPc��)Q

��ViF��"�(ViQTM!�v^dE8X)Y)EmNPQUZuF �)Em]P^dE , Q��)E5^dQUR\LwVnQUVUQUGUY D Z D VicvNPsnGTQUF X XPY)EmNPQUZBF��)E)F .t �|X)Y)F(I3�(V D MiNP])F\^ X ViF\YP^dE�� D N"�|ViQUNPc!�PQnY D IKE5X)QUN"�)QTV;�[QUX)E�� D �PEm] .
� F\^ �PFq^dF��)FSF , lSV D R(N D M D 	��qQirmM D V;�fM D FSVL �SV D �PQUM!�PL , � D �(VUY)QUk��PLyE)NPE5E"�SX)QiNKc!�SQTM D �)E)F X ViF\YP^dE�� D NPQUM .

20.3.2. �%�
-/�
�� 
 �'�
 ViQUV9Y D �(IKF(N5QTX)E"� �fM D F\V , �)VUQ��)LWZ �)Q � IKFSN D VicvIPN)]6� D �(VUY)QUk��PE9�(E��(ViFo^�� FreeBSD E8M!�mNKs��)F��)Em]5MUrwQiI D M
�(E"�SViF\^dL��)F\Y)F �qViF\YP^dE�� D N . �hY)F(IKX)QUN D R D FSV��e] , �)ViQyM!�[LWZuF`X)QiI��mNPs��)EmNPE>ViF\YP^dE�� D N8E6� D �(VUY)QUEmNKE0]wIKY)QvIPN)]M!�mNPs��)F �PEm]5X)QiI)IKFSY)Z��PE5X)Q2�eNPF(IKQUM D ViFSNPc!�)QTRSQfX)QTY)V D , �6�)QTViQUYPQT^dLhQ!�0XPQ!I��mNKs��)F�� .� GUY D ViE)ViF5�(c��5R(N D MUF ��N . 12 � D E��P�hQTYP^ Di{ E)FSk0Q9X)Y)Q { F����(F init, QTViMUF�� D s9x5Fo^ � D �PQ!�)ViYPQiNPc�� D IBM��(Fo^dEX)Y)Q { F�� � D ^dE0E9� D E��)E { E D NPE�� Di{ EPs �SE"�(ViFo^��|MUQ9MUY)Fo^�]6� D RSY)L ���)E .

� I�� D E��8� D I D � , M��fX)QiN"�)])F\^��Or init —
�)ViF �PE)Fq� D kmN D /etc/ttys E9� D XPL � �0X)Y)Q { F���� D getty � D IKQ2�(ViLwX��"�OrhVUFSYP^dE�� D N D r . �hY)Q { F�� � getty QUViMTF � D FSV
� D �PViF �)EPFHEP^dF��)E>X)QiNPc��SQTM D VUF(N)]hE6� D X)L ���5X)Y)QUR\Y D ^+^�� login.
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

�qD �)EP^�QUGUY D �SQW^ , IPN)]6� D �(ViYPQUk��)E8ViFSYK^dE�� D NKQUMnM �(E��(ViFo^dF FreeBSD �)FSQTGirmQ!I#EP^dQvM!�fXPQiN"�)EPVic��(NPFeIKLws9x5E)FIKFSk"�SViMUE)]5X)Q!I root:

1.
j QTG D MTE)Vic��SViY)Q��)L � /etc/ttys IPN)]8� D kmN D E��8� D V D NPQUR D /dev, X)Y)F(I3�(V D MiNP])snx5F\RSQ9X)Q��(NPFeIKQTM D ViF(NPc����fkXPQUY)V , F��(NPE5l\ViQUk6�SViY)Q��)E5F\x5F �)FSV .

2. g D �(ViY)QTE)Vic�� D XPL � �#�)QW^ D �wI�� /usr/libexec/getty � D lSViQW^ X)QUYPViLhE5L � D � D Vic �(QTQUViMTFSV!�SViMULwsnx8E)k0ViEPX
getty M9� D k)NPF /etc/gettytab.

3.
� � D � D Vic9ViE)X>ViFSYP^dE"� D N D X)Q9Lw^dQUN"� D �)E)s .

4. �hF\Y)F �mNKs��)E)VUc9X)QTY)VnM �(Q2�(ViQU]��)E)F ”on” ( ” M!�mNPs��)F � ”)

5.
� � D � D Vic , IKQiNPZBF��0NPE8X)QUYPVnG!�fVUc ”secure” ( ” GUF��SQUX D ���"�v^ ”)

6.
� D �(V D MUE)VUc init X)F\Y)F �PE)V D VUcy� D kmN /etc/ttys.

� X { E)Q�� D NPc��)Q , M��|^dQiZuFSVUF8� D �(ViYPQUE)Vic �(MTQUk0ViEPX getty IPNP]5E"�(XPQiNPc��SQUM D �)E)] � D a D RSF 2, IKQTG D MTE)MfQUXPE"� D �)E)F`M� D kmN /etc/gettytab.
� D QTX)E"� D �)E)Fo^zQUGTY D ViEPViF��Sc��9�SViY D �)E {PD ^ �(X)Y D MUQ����)E�� D gettytab(5) E getty(8).

20.3.2.1. � %�#�"�0 : 6$!'��6 -=7$&(%'.$�<0 /etc/ttysp � D kmNPF /etc/ttys � D rmQ!IKE)V��e]9�SX)E"�(Q��0M��SF(r�X)QTY)ViQUM �(E"�SViF\^�� FreeBSD, � D �)QTViQUY��fFHMUQ��\^dQiZuF��0MirmQ!I .g D X)Y)EK^dFSY , V D ^4� D rmQ!IKE)V��e]0X)F\Y)M D ]0MUE)Y)VUL D NPc!� D ]#�)Q��"�(QUNPc ttyv0.
p �|^dQiZuFSVUFHMTQUk)ViE9� D �PQ!�"�SQiNPc ��X)QW^dQUx5cTslSViQTk6� D X)E"�SE .

�8D kmN��(Q!I#FSYmZuE)V�� D XPE"�(E8E�IPN)]0IKY)LwRSEmr�MTE)Y)ViL D NKc!���Or��)Q��"�(QiNKFSk , XPQ��eNKFeIKQTM D VUF(NPc����Or9X)QTY)ViQTM , EX"�(F\M!IKQ - ViF\YP^dE�� D NPQUM . g D �SM D �)EPF�� D kmN D X)Q��(NPFeI#QUM D ViF(NKc!�)QTRSQfX)QTY)V D E"�8� D V D NKQUR D /dev X)Y)EPMUQ!I#E)V!�e]0GTF �X)Y)F\�hE"�"� D /dev ( � D X)Y)EP^dF\Y , L �(ViYPQUk"�SViMUQ /dev/ttyv0 GTLTIKFSV�� D XPE"� D �)Q*� D � ttyv0).
� �(V D �)QTM!� D FreeBSD X)QyLm^dQiN"� D �)E)s M!�mNKs�� D FSV9� D kmN /etc/ttys �HX)Q!I)I#FSYmZ �)QTk0X)FSYPM!�Or��)FSV!�fY)F(rX)Q��(NPFeIKQTM D ViF(NPc����Or9XPQUY)ViQTM : QUV ttyd0 IKQ ttyd3. �.�eNPE5M!�[X)QiI��mNPs�� D F\ViF`ViF\YP^dE�� D N9�0QiI��)QW^dLyE"�`lSVUEmr�X)QUY)VUQUM ,IKQUG D MiNP])Vic*� D X)E"�SE0ViFSYK^dE�� D NKQUM �)F`X)QTViY)F\GULwFSV!�(] .

�  � *��  20-1. � 	 ��� " ��� ��� � � ��� ��� � � � � �* ��� �-� 	 " " /etc/ttys
�hY)FeIKXPQiNPQUZBEK^ , M!� rmQUVUE)ViFqX)Q!I��)NPs��)EPVicvI#M D VUFSYP^dE�� D N D �9�SE"�(ViFo^dF : Wyse-50 E��(V D Y��fk 286 IBM PC �l\^dLWN)])ViQTY)QT^ VUFSYP^dE�� D N D VT-100.

t �|X)QiI��mNPs�� D Fo^ Wyse �0MTViQUYPQT^dLhX)Q��(NPFeI#QUM D ViF(NKc!�)QW^dL9X)QTY)ViL�E 286 �a5F��SViQT^dLhX)Q2�eNPF(IKQUM D ViFSNPc!�PQT^dLyX)QUY)VUL ( X)QTY)V*� D ^dLWNPcUVUE)X)QUYPViQUMTQUk#� D Y)ViF ). _HQTQUViMTFSV!�SViMULwsnx8E)F8�SViY)Q��)E5M
/etc/ttys GTLUI#LWVnM!�fR(NP]wIKFSVicyV D � :

ttyd1➊ "/usr/libexec/getty std.38400"➋ wy50➌ on➍ insecure➎

ttyd5 "/usr/libexec/getty std.19200" vt100 on insecure

➊ �hF\Y)MUQTF�X)QUNPF , � D �0X)Y D MUE)NPQ , L � D � �fM D FSVvEK^�]9�(X)F { E D NPc!�)QTRSQn� D kmN D ViFSYP^dE"� D N D , M �SQUQTViMUF\V!�(ViMTE)E6�`FSRSQEK^dF �)Fo^bM /dev.

➋
p ViQTY)QUFHX)QiNKF — lSViQ �)QT^ D �wI D , E"�(XPQiN"�m])Fo^ D ]hIPNP]5lSViQTRSQ9ViFSYP^dE"� D N D , QUG������)Q getty(8). gettyE"�)E { E D NPE��\E)Y)LwFSVyE0QUV!�)Y��fM D FSVnNPE��)E)s , L �(V D � D MiNPE)M D F\VfFSF ���)QTY)Q��SVic , X)Y)EPR(N D a D F\VnX)QUNPc!�\QUM D ViFSN)] �8MUMTQ!IKLEK^dF �)E>X)QiNKc!�SQTM D ViF(N)] ,

D � D VUF\^ M��fX)QiN"�)])FSVnXPY)QUR\Y D ^+^dL login(1).

�hYPQURSY D ^+^ D getty X)YPE��)EP^ D FSVnQiIKE�� ( QTX { E)Q�� D NPc����fk ) X D Y D ^dFSViY5M��)QW^ D �wI3�)QUk6�SViY)Q��)F , VUE)X getty .
� E)X

getty QUX)Y)F(IKF(NP])FSVvr D Y D �)VUFSY)E"�SViE��)E8ViFSYK^dE�� D NKc!�)QTk0NPE��PE)E , V D �)E)F8� D �9� � D �)F �PE)F bps E9�)FSV;�PQ��(VUc .�hYPQURSY D ^+^ D getty � �)E)V;�fM D FSVnlSViE8r D Y D �)ViFSYPE"�(ViE"�)E5E��O� D k)N D /etc/gettytab.
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

�8D kmN /etc/gettytab �(Q!I#FSYmZuE)Vy^��)QiZuF��SViMUQ � D X)E"�SFSkhIPNP]5ViFSYK^dE�� D NKQUM , � D �hIPNP]9�(V D Y��Or0V D �5E�IKN)]
�PQUM!�Or . �hQ��)ViE0MTQnM2�(F(r#�(NPL � D ]mr�� D X)E"�Sc , � D �PE�� D s9x D ]"�e]6��VUF �"�SV D std, X)Y)F(I�� D ��� D �PF � D IKN)]5Y D GUQUV!� �D X)X D Y D V;�"�v^dE5ViF\YP^dE�� D N D ^dE .

 ViE6� D X)E��(E5EPR �)QTY)E)Y)LwsnV��)FSV!�)Q��SVic . � D X)E"�Sc std F5�(VicnIPN)]6� D Z>IKQUR\Q
��� D �PF �)Em] bps QUV 110 IKQ 115200.

C Q��)F ���PQ , M!�|^dQUZuFSViF`IKQUG D MTE)Vic��SQUG��SViMUF������fF8� D XPE"�(E0M9lSViQTV9� D kmN ._HVUY D �)E {PD �SX)Y D MUQ!�"�)E�� D gettytab(5) �(QiIKFSYmZuE)VvIKQUXPQiN"�)EPViF(NPc��)Lws E"�P�hQUYP^ DU{ E)s .

�hYPE5L �(V D �)QUM��)F�ViEPX D getty M9� D k)NPF /etc/ttys LwGUF(IKE)ViF5�(cnM � D NPE��)E)E��(QTQUViMTFSV!�SViMULwsnx8FSk�� D X)E"�SEVUFSYP^dE�� D N D .
g D X)Y)EP^dF\Y , Wyse-50 �)FHE��(X)QUNPc!�\LWF\V*�)F\V;�)Q��SVicnE��(QTFeIKE��)])FSV!�(]6� D 38400 bps. 286 PC �)FqE"�(XPQiNPc��SLwFSV
�PFSV;�)Q2�(VicyE9�SQUF(IKE��m])F\V!�e]#� D 19200 bps.

➌
� Y)F\VicUFOX)QUNPF`QTX)Y)F(IKF(N)])F\VnViEPX5ViF\YP^dE�� D N D , QTG!�����PQnX)QiI��mNPs�� D Fo^dQURSQ��5lSVUQUk0NKE��)E)E tty.

j N)]0XPQUY)ViQTMMUrmQ!IP])x8Emr#�(QUF(IKE��)F��)E)k0QTG!�����PQvE"�(XPQiNPc��SLwFSV!�(]#� � D �)F �PE)F unknown EmNPE dialup, X)Q�� �)QiNKc!�)LhX)QUNPc!�\QUM D ViF(NKc^dQUZuFSVnXPQ!I��mNKs��)E)VUcyXPY D �)VUE��)F�� �)E0NKsnGUQTk0ViE)X>ViF\YP^dE�� D N D EmNKE8X)YPQURSY D ^+^dL . j N)] D XPX D Y D V;���OrVUFSYP^dE�� D NPQTM9ViEPX6�)FO^dF �m])F\V!�e] , X)QUl\ViQT^dLhM���^dQiZuFSVUFHX)QW^dF��SViE)VicyMnlSVUQ9X)QUNPF`QTX)Y)F(IKF(NPF������fk8ViE)XVUFSYP^dE�� D N D E��qG D ���AI D ���"�Or termcap(5).

g D X)Y)EP^dF\Y , Wyse-50 E"�(X)QUNPc!�\LwFSVvY)F D NPc����fk0ViEPX5ViF\YP^dE�� D N D , D 286 PC, Y D GUQTV D s9x5E)k#� Procomm,
� D �(VUY)QUF��6� D l\^dLWN)] { E)s VT-100.

➍
� F\ViMUF\Y)ViQTF`X)QUNPFHQTX)Y)F(IKF(N)])F\VOIKQUN)ZuF �0NKE5X)QTY)VnG��fVicnM��mNPs��PF � .

�HD �\^dF\x5F��)E)F �eIKF5�(c on L2� D ZuFSV9X)Y)Q { F�� �SL
init � D X)L �SViE)VicyX)Y)QTRSY D ^+^dL , L � D � D ���)Lws�MTQnMUVUQUY)QW^zX)QiNPF , getty. �.�(NPE5M��[X)QT^dF5�(ViEPViF off Mnl\ViQ9XPQiNPF ,
�PQT^ D �mI D getty �)FqGULTIKF\V*� D X)Lwx5F � D E5MUrmQ!I6� D lSViQTVnX)QTY)V��SV D �PFSV��PFSMUQ��\^dQUZBF�� .

➎ �hQ2�eNPF(I��)F\F`X)QUNPF`E"�SX)QiNKc!�SLwF\V!�e] , �)VUQUG!�[L � D � D Vic , ])MUN)])FSV��e]�NPE8X)QUY)V9GUF��SQUX D ���"�v^ . �hQW^dFSV;� D X)QTY)V DGTF �\QUX D �����v^zQ�� � D � D F\V , �)ViQyM!�JIKQTMUF\Ym])FSViFHF\^dLyIKQ2�(V D ViQ!�"�)QfIPN)]8ViQUR\Q , �)VUQUG!�[Y D �SYPFSa5EPVicnL �)F\V;�)QUk9� D X)E"�(E
root ( EmNPE5NPsnGTQUk0L �)F\V;�)QUk9� D X)E"�(E9� UID 0) MirmQ!IKEPVic��HlSViQTRSQ9X)QUY)V D . ghF\GUF �\QUX D �����fF+XPQUY)V;���)FHY D �SYPFSa D VMUrmQ!I root. g D �)FSGTF �SQTX D � �)QT^�X)QTY)ViLhX)QUNPc!�\QUM D ViF(NKEyIKQiN)Z ����MUQUkPViE6�8�)FSY)F��8�PFSX)Y)EPMUEmNPF\RSE)YPQUM D ���)LwsL �)F\V;�)Lws � D XPE"�(c , D � D ViFo^ E"�(XPQiNPc��SQUM D Vic su(1) EmNPE5XPQ!IKQTG!���fk5^dFSr D �)E��o^�IPN)]5XPQiNPL �)F��)Em]5X)YPE)MUEmNKFSRSEPk
�SLwX)FSY)XPQiNPc��SQUM D ViFSN)] .

g D �(ViQU])ViF(NKc!�)QvYPF �)QW^dF �wIKLwF\V!�e]5E��(X)QUNPc!�\QUM D Vic ”insecure” I D ZBF�IPN)]5VUFSYP^dE�� D NPQTM , � D rwQiIP])x5E)r �(]#� D
� D �)Y"�fV;�v^dE�IKMTFSYm]P^dE .

j QUMTQiNPc��)QONPF\R �)Q9E"�(X)QUNPc!�\QUM D Vic su XPQ��eNKF`MirmQiI D , F��(NPE5M D ^zX)QTViY)F\GULwsnV!�(]XPY)E)MUE)NPFSR\E)E9�SLWXPFSY)X)QUNPc!�\QUM D ViFSN)] .

20.3.2.2. � "$-=78"�0 � 796 init �$6$&(6 � ��78"�7 � /etc/ttys
�hQ��eNKF�M!�fX)QUN"�)F��)Em]6�)F\QUGUrwQiIKEP^��OrhE��\^dF��)F �PE)k5Mh� D kmNKF /etc/ttys, M D ^bX)QUViYPFSGULwF\V!�e]0QTViX)Y D MUE)Vic �(E)R�� D N
SIGHUP (hangup) X)Y)Q { F����(L init, �)ViQTG!�:� D �(V D MUE)VUcnFSR\QnX)F\Y)F �PE)V D VUc9F\RSQ9� D kmN6� D �(ViYPQUk��)E . g D X)YPEP^dFSY :

# kill -HUP 1

�����	��
�������
: init �+��� )+#���� / � ����,�)�� � $�� ����� � � ������� � )�) #�$ # �"��- � ��,"� �!�+#�#+�0) , �"� �+��� - � ��� � PID )+#���� / � 1.

�.�eNPE8M��SF`L �(V D �)QUMUNPF �PQvX)Y D MUEmNPc��)Q , M2�(F8� D GTF(NPE#� D ^dF5�(ViFqE5ViF\YP^dE�� D N"�|M!�)NPs��)F���� , XPY)Q { F5� � getty IKQiN)ZuF��G!�fVic�� D XPLWx8F �#� D � D Z8I#QT^ ViF\YP^dE�� D NPFqE5M!�[LwMTEwIKE)ViFqX)Y)EPR(N D a5F �PE)F.�)QyMirmQiIKL�� D � D Z>IKQT^zViF\YP^dE�� D NPF .
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

20.3.3. ��� �:�.+��
� �8,�1&��*�1	 - -/�1� ����+ �1+��
�1	j8D ZuF`X)YPE9� D ^dQT^zM��)EP^ D VUF(NPc��)QT^zQTV;�)QUa8F �)EPE6��I#FSV D N)]P^ , X)YPE6� D �(ViY)QTk��)F`VUFSYP^dE�� D N D M��SF�ZuFq^dQTRSLwVMUQ!���)E����PLWVUcnX)Y)QTGiNPFo^�� .
p lSViQW^ Y D �eIKFSNPF`X)YPE)MUF(IKF ���(X)E"�SQ!�6�SEP^dX)ViQW^dQUMyE5X)Y)F(IPN D R D F\V!�e]#�PF����PQiNPc��)QnY)F\a5F��)E)k .

20.3.3.1. � 64�(%�5'0 : 5(6/78-954��&�� > : "�3 6$!'��6 .8% 0 �/%�+,;
� GUF(IKE)ViF5�(c , �)ViQyViFSYK^dE�� D N>X)Q!I3�mNPs��PF �5E8FSR\QnX)E)V D �)E)FqM!�)NPs��)F��)Q . � GUF(IKE)ViF5�(c , �)ViQ9l\^dLWN)])ViQTY5ViF\YP^dE�� D N D
� D XPLWx8F �#� D �(QTQUViMTFSV!�SViMULws9x5F\^zXPQUY)ViL .
� GUF(IKE)ViF5�(c , �)ViQ � D GTF(NPcvrwQTY)QUa8QvX)QiI��mNPs��)F �8E6�5VUFSYP^dE�� D NPL�E9�6�)QW^dX)cUs9ViFSY)L#� FreeBSD.

� GUF(IKE)ViF5�(c , �)ViQX)Y D MTEmNPc��)QvM!�fGTY D �5ViE)X6� D GUFSN)] .
� GUF(IKE)ViF5�(c , �)ViQyViFSYK^dE�� D N>E FreeBSD EP^dFSs9V9QiIKE�� D �)QUM��fF�L �(V D �)QUM��)E#��� D �)F��)Em] bps E9�)FSV;�PQ��(VUE . �.�(NPE5L�M D �MUEwIKF\QnViF\YP^dE�� D N , LwGTFeIKE)VUF��(c , �)ViQ��)Q!�)VUY D �SVnE0])Y"�)Q��SVic9M��mNPs��)F ��� . �.�eNPE8lSViQyX)Y)E"�)V - VUFSYP^dE�� D N , LwGUFeI#E)ViF��Sc ,
�)ViQyGULm^ D R D E6�)F\Y��)EmN D MyX)QUYm]wI3�)F .
� GUF(IKE)ViF5�(c , �)ViQyX)Y)Q { F���� getty � D X)Lwx5F �5E5QUG2�eNPLWZuE)M D FSVfVUFSYP^dE�� D N . g D X)Y)EK^dFSY , IPNP]5X)QiNKL2�PF �)Em]��(X)E"� � D
� D XPLWx8F ���"�OrhXPY)Q { F5� �SQUM getty ��XPQT^dQUx8cUs ps, M!�fX)QUN"�)E)VUF :
# ps -axww|grep getty

p �JI#QiN)Z ���|LwMTEwIKFSVUc��(VUY)Q!�)LyIKN)]9�(QTQUViMTFSV!�SViMULws9x5FSR\QvViF\YP^dE�� D N D . g D X)Y)EP^dF\Y , F5�eNPE getty � D X)Lwx8F � D � DMUViQTY)QT^zX)Q2�eNPF(IKQUM D ViFSNPc!�PQT^�X)QUYPViL ttyd1 E8E"�(XPQiNPc��SLwFSV*� D X)E��(c std.38400 E��O� D k)N D /etc/gettytab,QUViQTGUY D �SE)V!�(]#�eNPF(IKLwsnx5F\F :
22189 d1 Is+ 0:00.03 /usr/libexec/getty std.38400 ttyd1

�.�eNPE8X)Y)Q { F���� getty �)F � D XPLWx8F � , LWGTFeIKEPViF��Sc , �)ViQyM!�|M��mNPs��)EmNPE8X)QUY)V9M /etc/ttys. ghF8� D GULTIKcUVUF`V D �mZuF
� D XPL �SViE)Vic kill -HUP 1 XPQ��eNKF`E��o^dF �)F��)Em]>� D kmN D ttys.

�.�eNPE8X)Y)Q { F���� getty � D X)Lwx5F � , �)Q�� D ViF\YP^dE�� D NPFqX)Q - X)Y)FSZ��PF\^dL �)FqQUViQTGUY D Z D FSV!�(]0X)Y)E)RSN D a8F �)EPF.�)Q9MirmQ!IKL ,EmNPE5F5�eNPE8X)Y)E)RSN D a8F �)EPF`QUVUQUGUY D Z D F\V!�e] , �)Q9MUQTk)ViE6�PFSMUQ��\^dQUZ��PQ , ViFSYK^dE�� D N>EmNPE9� D GTF(NPc , MUQ��\^dQiZ �)Q , �)FX)Q!I)I#FSYmZuE)M D snV��)MUE)VUE)Y)QUM D �)EPF8�(MU]��SE . �hQUX)Y)QTGULwk)ViF`E��\^dF��)E)VichX)QUNPF`M /etc/ttys � std.38400 � D
3wire.38400.

� D X)E"�(c 3wire X)QUrwQUZ D � D std, �)QnEPR �)QTY)E)Y)LwFSV��)MUEPViE)Y)QTM D �PE)F8�SMi]��SE .
pOD ^ ^dQiZuF\VX)QUViYPFSGUQTM D Vic��(]yLm^dF �PcUa5EPVic � �)QUYPQ��(VUc��(QTFeIKE"�)F �)E)]0EmNPE5M��mNPs��)E)VicyX)Y)QTRSY D ^+^����fk6�)Q��)ViY)QUNPcnXPFSY)F(I D �)E8X)Y)EE"�(X)QUNPc!�\QUM D �)E)E 3wire IPN)]8X)Y)FeI#QUViMTY D x8F �)Em]0XPFSY)F\X)QiN"�PF �)E)k8GULm�hFSY D .

20.3.3.2. ��1 6�-=78%<��&'�'> : "(3 6(!��'54./% 0 �/%(+ ; !("��/.$&�"(!(6 �(%�5'0 : 5(6/78-95 ” 1 ;�-9%'& ”
� GUF(IKE)ViF5�(c , �)ViQyViFSYK^dE�� D N>E FreeBSD EP^dFSs9V9QiIKE�� D �)QUM��fF�L �(V D �)QUM��)E#��� D �)F��)Em] bps E9�)FSV;�PQ��(VUE . �hY)QTMUFSYPcUViFX)Y)Q { F�� � getty, �)ViQTG!�[LwGUF(IKE)Vic2�e] , �)ViQyE"�SX)QiNPc��SLwFSV��e]0X)QiIPrmQ!IP])x8E)k0ViE)X getty . �8�eNPE>lSViQ��)FqV D � ,QUViY)F(I D �PViE)Y)Lwk)ViF /etc/ttys E#� D X)L �(ViEPViF kill -HUP 1.

20.3.3.3. � � 1 08% : � ��%�5'0 : 5 � 7/-95 +�0/" � + � ,
�("�&(% :�� %(78%�#'&�" � "�6878-85 ��&'� 0$08%�+,6

�hFSY)F��mNPs��PE)ViFqViFSYP^dE"� D N ( EmNKE5X)Y)QTRSY D ^+^dL�l\^dLWN)])ViQTY D VUFSYP^dE�� D N D ) � ”half duplex” EmNPE ”local echo” � D ”full
duplex”.
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20.4. � �h= �J: � @B���f=B� � @z;0�>;.@B:��0=~��= �J�8���
% ���� � �
� ��� � � Guy Helmer. , � $�� � 	�� � Sean Kelly.

g D �(VUY)QUk�� D �(E"�SViF\^�� FreeBSD IKN)]5X)QiI)IKFSY)Z��PE5MirmQiIP])x5Emr#�SQUFeI#E��)F �PE)k0Q!�PF �)c9X)QirmQiZ D � D X)QiI3�(QTFeIKE"�)F �)EPFViFSYP^dE"� D NPQTM�� D E"� �mNPs��PF �)E)Fo^bViQTRSQ , �)ViQyM!�[Y D GUQTV D F\ViF8�H^dQ!IKFo^ D ^dE5MW^dF��(VUQ9ViF\YP^dE�� D NPQUM .

20.4.1.
� + � � +��
� � �
+����
��1+ +��
� 	������.	 (p �PFSa6�PE)FH^dQiIKF\^��|GTQiNPF\F`LTIKQTG!���JIPNP]hIKQ!�\MUQ!� D , X)Q2���)QUNPc!�)LyNPF\R �)Qy^dQURSLwV9G!�fVic�� D �SViY)QUF���� �HX)QT^dQTx5cUsX D Y D ^dFSViYPQUM , �SQirmY D �m])F\^��Or�Mnl��)FSYPRSQ!�PF � D MUE"�SEP^dQUk�X D ^�])ViE . g D �)Emr0QTG!�����PQvF��SVic9E"�wIKE�� D ViQUY"� ,QUViQTGUY D Z D snx8E)F.�(Q2�(ViQU]��)E)FHQ����PQUM!�"�Or RS-232 �(E)R�� D NKQUM . t E)R D snx5EPF`E��wI#E�� D VUQUY��|MTX)F � D V!N)])s9V , �)Q��)Y)QW^dFViQUR\QnQ!�PE0V D �)ZBFqQ!�PF �)c9X)QiNPF�� ���[IPN)]0E��wI#E�� Di{ E)E8XPY D MTEmNPc!�PQUk�Y D GUQUV!�|^dQ!IKFo^ D .p �PLWVUY)F ���PE)Fq^dQiIKF\^���QUG!���"�)Q*�)F ��� D GiZ D s9V!�e]0l��)FSYPRSQ!�PF � D MUE"�SEP^dQUk�X D ^�])VicTs , X)QTlSViQW^dLhEmr#� D �SViY)QTk�� D ^dQUZuFSVQURSY D �)E��PE)M D Vic��(]hL �SV D �)QTM!�)QTk DIP X)FSY)F��mNPs�� D ViFSNPFSk . �.�(NPE6� D M!�)LwViYPF ���)Fo^�^dQiIKF\^dFHF��(VUc9E��mIKE�� D ViQUY�� , EmrQUG!���"�)Q��eNKQiZ �)QnLwMTEwIKFSVUcnX)Y)E9� D �)Y��fViQTk6�)Y��fa9�)F �)QUY)XPL � D .

20.4.1.1. 	 %(+ 6 1 � � ./"$#(6 : �

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF`M��)FSa9�)E)k8^dQiIKF\^ , �)F��SQT^��)F����)QyX)QUViYPFSGULwF\V!�e]0X)QiIPrmQ!IP])x8E)k#� D GUF(NKc . _HV D �wI D YPV;���fk
RS-232C � D GUFSNPcOIKQUN)ZuF �5XPQ!IKQTk)ViE , F5�eNPE8X)Q!I3�mNPs��PF ���|M2�(FHQUG!���"���fF8�SE)R � D N"� :

• Transmitted Data (TD)

• Received Data (RD)

• Request to Send (RTS)

• Clear to Send (CTS)

• Data Set Ready (DSR)

• Data Terminal Ready (DTR)

• Carrier Detect (CD)

• Signal Ground (SG)

FreeBSD VUY)FSGTLWs9V!�e]��(E)R�� D N"� RTS E CTS IPNP]6�)Q!�PViY)QiNP]5X)FSYPFeI D �)E#� D ���)QTY)Q��SV!]mr0M!�fa8F 2400 bps, �(E)R�� D N CDIPN)]5QTX)Y)FeI#F(NPF��)Em] , G��ON0NPE5QTViMUF\V�� D �(E)R�� D N>EmNPE8X)Y)QUE"�SQUa5NPQvQTV;�mNPs��)F �)EPFHNKE��)E)E , E9�(EPR � D N DTR IPNP]9�(GTY)Q�� D^dQ!IKFo^ D X)Q2�eNPF8� D MTFSY)a8F �)E)]6�(F����(E)E . ghF �)QTViQUY"�fF.� D GUF(NKE#�)FqX)Q!I)IKF\YmZuE)M D snVvM2�(F8�)FSQTGirmQ!IKEK^��fF8�(EPR � D N"� ,X)QUl\ViQT^dL , F��(NPE0M�� �(ViQUN"���)LWNPE"�Sc��`X)Y)QUGUNPF\^ D ^dE , � D XPY)EP^dFSY , F��(NPE6�(F5� �SEm]#�)F.� D MTFSY)a D FSV��e]�X)Q��(NPF�QTV!�(QTFeIKE��PF �)Em]NPE��)E)E , X)Y)E"�)E��)QTk5MUQ��\^dQUZ��PQf])MiN)])s9V!�e]8X)Y)QUGUNPF\^�� �8� D GUF(NKF\^ .C�D �0E0IKY)LwRSE)F UNIX X)QiIKQUG����fF`QTX)FSY Di{ E)Q������fF �(E"�SViF\^�� , FreeBSD E"�SX)QiNPc��SLwFSV D X)X D Y D V!���fF8�SE)R � D N"� IPNP]QUX)Y)F(IKF(NKF �)Em]0VUQURSQ , G!�ON8NPE5QTViMUF\V*� D �SMTQ!�)Q���EmNPE0NKE��)Em]5G��ON D QTV;�mNPs��)F � D E5VUY)FSGTLWF\V!�e]#� D MTFSY)a8E)VicnY D GUQTViL^dQ!IKFo^ D E9�SGUY)Q2�(E)VUcnFSR\QnM�� D � D NPc!�PQUF.�SQ��(VUQi]��)E)F . FreeBSD E��SGTFSR D FSVvQTViX)Y D MiN)])VUc��)QW^ D �wI��|^dQiIKF\^dL�E)NPEX)Y)Q��\^ D ViYPE)M D VicnQTV;�)FSV!�|Q��SV D ViL �SFHQTV9^dQ!I#F\^ D . �.�eNPE8M!�:��� D �)QW^����1� D �(ViYPQUk��)QTk BBS, lSViQy^dQiZuFSVyX)Q�� D � D Vic2�e]
�)FSLTIKQTG!���v^ .
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20.4.2. ��� �'��	��.+,� �*� ��� �,� � �8- �*� �����/����� �#0,+ ( 	 ��+,���
 � � 
1-/� 	
FreeBSD XPQ!I)IKF\YmZuE)M D FSVvE"�)ViFSYK�hFSk"� � , Q����PQUM D �����fF1� D NS8250, NS16450, NS16550, E NS16550A EIA
RS-232C (CCITT V.24).

� �(VUY)QUk"�SViM D 8250 E 16450 ��� D GiZuF ��� QiI��)Q��SEP^dMUQUNPc!�"�v^zGULm�hFSY)QW^ .
� �(VUY)QUk"�SViMUQ 16550

��� D GiZuF �)Q 16- ViE6�SEP^dMUQUNPc!���v^zGTLm�hFSY)QW^ , �)QUViQTY��fk0X)QTM!�fa D FSVnX)Y)QUE"�SMUQiIKE)ViFSNPc!�PQ��(VUc��(E"�SViF\^�� . (
� a8E)G!�PE0M

16550 IKF(N D snV��)FSMTQ!�o^dQiZ ���v^zE"�SX)QiNPc��SQTM D �PE)F 16- �SEP^dMUQUNPc!�)QTRSQOGULm�hF\Y D , X)QTlSViQW^dLyE��(X)QUNPc!�\LWkPViF 16550A F��eNKEMUQ!�o^dQiZ �)Q ). �hQ�� �)QiNPc��)LyL �SViY)QTk"�(ViM D �HQ!I��PQ��(EK^dMUQiNKc!���v^�GULm�hF\Y)QT^zX)YPFeIK� ])MUN)])snV9GUQUNPcUa8E)F�ViY)F\GUQTM D �PEm]��QUX)F\Y Di{ EPQ!���)QTk#�(E"�SViF\^dF , �)Fo^ � 16- ViE6�(EK^dMUQiNKc!���v^zGTLw�hF\Y)QT^ , XPY)FeIKXPQ!�)ViEPViF(NPc�����L �SViY)QUk��(ViM D � D 16550A.
�.�eNPE8M��SE"�(ViFo^dFf^��)QUR\Q D �PViE)M!�"�OrhXPQ��eNKFeIKQTM D VUF(NPc����OryXPQUY)ViQTMnEmNKE6� D RSY)L � � D MUFSNPE�� D , L �SViY)QTk"�(ViM D � D 16550ANPL �)a5FHX)Q!IPrmQiIP])VfIPNP]5X)Q!IPIKFSYmZ �)E��(QTFeIKE��PF �)E)k9�H^ D N"�v^4�)QUNPE��)F5�(ViMTQT^zQUa8E)GUQ�� .

20.4.3. � ���� ��� 
��.&1�'��C�D �0E���ViF\YP^dE�� D N D ^dE , init � D X)L ��� D FSVvX)YPQ { F5� � getty � D � D Z8I#QT^ � D �(ViY)QTF ���PQT^�IPNP]5MirmQ!IK])x5Emr �SMTQ!���)QTMX)Q��(NPFeIKQTM D ViF(NPc��)QT^�X)QTY)ViL . g D X)Y)EP^dF\Y , F��(NPE8^dQiIKF\^ XPQ!I��mNKs��)F��6� /dev/ttyd0, �)QW^ D �wI D ps ax ^dQUZuFSVM!�fMUF5�(ViE9�eNPF(IKLwsnx5F\F :
4850 ?? I 0:00.09 /usr/libexec/getty V19200 ttyd0

C QUReI D X)QiNKc!�SQTM D ViF(NPcqI#Q!�SM D �)EPM D F\V!�e]�� D X)QiI��mNPs��)F ���"�fk8^dQ!I#F\^ , ^dQiIKF\^ M��qI D F\V��(EPR � D N CD (Carrier Detect).
&nIKY)QnQTX)Y)F(IKF(N)])F\V , �)VUQ��)F5�(Lwx D ]0QUG�� D Y)LWZuF � D E6� D MUF\Y)a D FSVfQTV;�)Y��fViE)FOX)QTY)V D �)QT^ D �wIKQUk getty. gettyQUViX)Y D MiNP])FSVvX)YPE)R(N D a5F��)E)F login: � D L � D � D ���PQUk#���PQUY)Q2�(ViE . getty QiZuEwI D FSVnM9QUViMTFSV�� D GTQUY#�(EK^dMUQiNKQUM , E , � D �X)Y D MTEmNPQ , X)QiNPL � D FSV��)FSX)Y D MUE)NPc!���fk�� D GUQTY ( QTG!�����PQvlSViQyX)Y)QTE"�ermQiIKE)VvE�� - � D ViQTRSQ , �)ViQ ���)QTY)Q��SVic��SQUFeI#E��)F �PEm]^dQ!IKFo^ D QUViNPE�� D FSV!�(]5QUV ���)QTY)Q��SViE getty). getty XPY)QUGTLWF\VnX)QiIKQUGTY D VUc����)QTY)Q��SVicfNPE"�)E)E5IKQnViFSr0X)QUY , X)Q!� D �)FX)QiNPL �)EPVnX)Y D MUEmNKc!���fk#� D GUQTY#�(EP^dMTQiNPQTM .
�hQ��eNKF�ViQUR\Q , � D �5GTLTIKFSVvMTMUF(IKF �)Q9EP^�]5X)QUNPc!�\QUM D ViFSN)] , getty M��fX)QiN��m])FSV /usr/bin/login, �)QTViQUY D ]
� D MTFSY)a D F\VfMirmQ!I , � D XPY D a8E)M D ]yX D Y)QiNKcnX)QUNPc!�\QUM D ViF(NP]hE9� D X)L ��� D ]hQTGUQiNKQ!���)L .

20.4.4. � �
��#( +,�
-/�
,� 
 ���
�.�(VicyViY)E>� D kmN D � D �(ViY)QTk��)E��(E"�SViF\^��|M�� D V D NPQTRSF /etc, �PQUViQTY��fF`MTQ!�\^dQUZ �)QvX)QTViY)FSGTLwFSV!�(]5QUViYPFeI D �)ViE)Y)QTM D VicIPN)]5M��mNPs��PF �)Em]8LUI D NPF����)QUR\QOIKQ2�(ViLwX D X)Q9^dQiIKF\^dL�M FreeBSD. �hF\Y)M!�fk , /etc/gettytab, �(Q!I#FSYmZuE)VE��P�hQUYK^ Di{ E)s X)Q � D �SViY)QUk"�)F+I D F\^dQ�� D /usr/libexec/getty.

p ViQTY)QUk , /etc/ttys, �(QiIKFSY)ZBEPVnE��P�hQTYP^ Di{ E)s ,L2� D � �fM D s9x5Lws /sbin/init � D � D �)Emr0L �(VUY)QUk"�SViM D r tty IKQiNPZ��"�|G!�fVic�� D X)Lwx5F �"�[X)Y)Q { F�� � � getty.g D �)Q��)F { , M��|^dQiZuFSVUFHX)QW^dF��SViE)Vic �)QT^ D �wI��|E"�)E { E D NPE�� Di{ E)E8X)QUYPViQUM9M����)YPE)X)V /etc/rc.serial.p
UNIX F��SVicfI#MUF`a9�)QiN�� � D �SViY)QTk��)E5^dQiIKF\^dQTMfIPN)]8MirmQ!IP])x8Emr#�(QTFeIKE��PF �)E)k .

� I�� D XPY)FeIKXPQ!�)E)V D FSV
� D �SViY D EPM D VUcn^dQ!IKFo^��|E9�SE"�(VUF\^��|V D � , �PViQ��PFHM D Z �)Q*� D � D �PQUk9� �)QUYPQ��(VUE0X)Q!I3�SQUF(IKE��m])F\V!�e]0LTI D NPF ���"�fkX)QiNPc��SQTM D VUF(NPc . ��Q�� D NKc!���fk�E��PViFSYP�hF\k"� RS-232 �)QW^dX)cUs9ViFSY - ^dQ!I#F\^ Y D GUQTV D F\V*� D ZBF5�(V;�PQ�� D I D �"�)QUk6� �)QUYPQ��(VUE .�hY)FSEP^dLwx8F��(VUMUQvl\ViQUk9� D �SViY)QUk"�)E5M9ViQT^ , �)ViQyLUI D NPF������fk0X)QUNPc!�\QUM D ViFSNPcvM��SFSReI D �(Y D �SLhMUEmIKE)VnXPY)E)R(N D a5F��)E)F �)QMirmQ!IKL . � GTY D V;� D ]#�(ViQTY)Q!� D MyViQT^ , �)VUQ �SE"�(ViFo^ D �PF8��� D F\V , � D �)QUM D � D � D ^dQW^�IKF(NKF � �)QUY)Q2�(Vic9X)FSYPFeI D �)EhI D �����Or ,X)QUl\ViQT^dLhX)QUN"�)QUl��)Y D �����fF`XPY)QUR\Y D ^+^�� , V D �)E)F � D � Emacs, �)F � D �SViY D E)M D snV��SMUQUE8^dFSViQiI��|QUVUQUGUY D ZuF �)E)]#� Dl �)Y D �)F+IKN)]5Y D GUQUV!� �H^dF(IPNPF �"���v^dE9�SQUFeI#E��)F �PEm]P^dE .j Y)LwR D ]�a9�)QiN D � D �SViY D E)M D FSVvE��PViFSYP�hF\k"� RS-232 IPN)]8Y D GTQUV;� �HY D �SNPE����PQUk6� �)QUY)Q2�(VicTs�M�� D MTE"�(EK^dQ��(VUE5QUV
���)QTY)Q��SViE0X)QiI3�(QTFeIKE��PF �)Em]0LTI D NPF �"�)QUR\QnX)QUNPc!�\QUM D ViF(NP] . g D X)Y)EP^dF\Y , �(QTFeIKE"�)F �)EPFq^dQiIKF\^dQTMnX)Q9X)Y)QUVUQ!�)QUNPL
V.32bis (14.4

C GUE)V / � ) L �(V D �)QUMTE)V�� �)QUY)Q2�(Vic9X)QUYPV D RS-232 Y D M��)QUk 19.2
C GTE)V / � , D �(QUF(IKE��)F��)E)F8� D � �)QUYPQ��(VUE

2400 GUE)V / ��L �SV D �)QTMUE)V ���)QTY)Q��SVic RS-232 Y D M��)QUk 2400 GUE)V / � . �hQ����PQiNPc��)L getty �PF`X)Q��)EP^ D F\V��SQUQUGTx5F��)E)k^dQ!IKFo^ D Q�� �)QUYPQ��(VUE9�(QTFeIKE"�)F �)E)] , getty M!�qI D FSVvX)YPE)R(N D a5F��)E)F login: � D L �(V D �)QTMiNPF����)QUk�XPQnLm^dQiN"� D �)E)s
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���)QTY)Q��SViE0E9� �)E)V;�fM D F\V��(EK^dMUQiN�� , X)QiNKL2�PF �����fFHMnQTViMUF\ViF . �8�eNPE8X)QiNPc��SQTM D VUF(NPcfMTEwIKE)V ” ^dL �SQUY ” MW^dF��SViQX)Y)E)RSN D a8F �)Em]#�PQ9MUrwQiIKL , lSViQyQ!��� D � D FSV , �PViQ��PLTZ �)Q�� D ZuEP^ D Vic Enter IKQ9VUF(r0X)QTY , X)Q!� D �)FqX)Qi])MTE)V!�(]X)Y)E)RSN D a8F �)E)F8�)QyMirmQ!IKL . �.�(NPE9� �)QUYPQ��(VUE6�)F �(QUMTX D I D snV , getty X)QiNPL � D FSVvM2�(F , �)ViQyMUMTQ!IKE)VnX)QiNPc��SQTM D VUF(NPc , MMUEwIKF ” ^dL �SQUY D ”, X)Y)QTGULwFSVvXPFSY)F��mNPs��PE)Vic��(]6� D IKY)LwRSLws ���)QTY)Q��SVicnE8M!�qI D FSVvX)YPE)R(N D a5F��)E)F login: QTXm])Vic .  V DX)Y)Q { FeIKLwY D ^dQiZuFSV9X)Y)Q!I#QiN)Z D VUc��e]hI#QnQUVUMUY D x5F �PEm] , �)Q9QUG!���"�)QvViY)F\GULwFSV!�(]5Q!I3�)QnEmNKE�IKM D � D Z D ViEm]6�)N D MTE)a5EX)FSY)F(I>X)QU])MiNPF��)E)Fo^ �)QUYP^ D NPc!�PQvM!�fRSN)]wIP])x5F\RSQ9X)Y)E)RSN D a8F �)Em] .
� �)FSMUEmI��)Q , lSV D X)Q��(NPFeIKQTM D ViF(NPc��)Q��SVicvMUrwQiI D �)FV D �5rwQTY)QUa D , � D �8^dFSVUQ!I��q�hE��"�SE)Y)QTM D �"�)QUk#� �)QUY)Q2�(VicTs , �)QyX)Y)E9�)E�� �PQUk6� �)QUY)Q2�(ViE��(QTFeIKE��PF �)Em]0Y D GUQTV D VUc��X)QiN"�PQUl �PY D ���"�v^dE0X)Y)QTRSY D ^+^ D ^dE9�SV D �PFSVnXPY)QUx8F .p l\ViQT^bY D �(IKF(NPF`IKFSN D F\V!�e]0X)QTX��fV;� D I D Vic��SG D N D �"�SE)Y)QUM D ���PLWs[E"�P�hQUYP^ DU{ E)s�IPN)]6� D �(VUY)QUk��PE , �)QX)Y)FeI#X)Q!�)VUF �)E)FqGULTIKF\VnQTV I D �PQnL �(V D �)QUM��)F.� �)QUY)Q2�(ViE9�(QUF(IKE��)F��)Em]9�q^dQ!I#F\^dQT^zM �(QTQUViMTFSV!�SViMUEPF8���PQUY)Q2�(ViEX)Q!I��)NPs��)F��)Em] .

20.4.4.1. /etc/gettytab

/etc/gettytab lSVUQy� D kmN5M��SViEmNPF termcap(5), �(QiIKFSYmZ D x5FSk5E��P�hQUYK^ Di{ E)s X)Q�� D �SViY)QUk"�)F getty(8).�hQiZ D NPLwk"�SV D , QTGUY D ViE)ViF5�(c��9�(VUY D �)E { F �SX)Y D MUQ!�"�)E�� D gettytab(5) � D X)QiN"�PQUk0E��K�hQUYP^ DU{ E)FSk5Qy�hQTYP^ D ViFq� D kmN DE6� D �(X)E����)QW^zMUQ!�o^dQiZ �)Q2�(ViF\k getty.

20.4.4.1.1. 	 
���$��������
 � P����P�����!
�����"� �������"�"���#P
�.�eNPE8M!�:� D �hE��"�SE)Y)QTM D NKE#���)QTY)Q��SVic��SQUFeI#E��)F �PEm]5^dQ!IKFo^ D � D QUXPY)FeIKFSNPF �"�)QUk6� �)QUYPQ��(VUE , Y)FeI D �)ViEPY)QUM D Vicy� D kmN
/etc/gettytab ���PQUY)F\F`M��SFSR\Q��)FqX)QUVUY)FSGTLWF\V!�e] .

20.4.4.1.2. 	 
���$��������
 P �NQ�1�!% ��N �"� �������"�"���#PpqD ^zX)QUVUY)FSGTLWF\V!�e]6�eIKF(N D Vic � D X)E"�(cnM /etc/gettytab IPN)]5X)YPFeIKQ2�(V D MiNPF��)Em] getty E��P�hQTYP^ Di{ E)E0Q�� �)QUYPQ��(Vi]mr ,
�)QUViQTY��fF`XPY)FeIKXPQiN D R D F\V!�e]0E��(X)QUNPc!�\QUM D VicqIPN)]>^dQ!IKFo^ D . �.�(NPE>LyM D � 2400 GUE)V / �q^dQ!IKFo^ , MUQ!�o^dQiZ �)Q , X)Q!IKQTkwIKF\V
�(Lwx5F5�(ViMTLWs9x D ] � D X)E��(c D2400.

#
# Fast dialup terminals, 2400/1200/300 rotary (can start either way)
#
D2400|d2400|Fast-Dial-2400:\

:nx=D1200:tc=2400-baud:
3|D1200|Fast-Dial-1200:\

:nx=D300:tc=1200-baud:
5|D300|Fast-Dial-300:\

:nx=D2400:tc=300-baud:

�.�eNPE8L�M D �+GUQUNPFSF ���)QTY)Q��SV;�)QUk8^dQ!IKFo^ , M D ^zMUQ��\^dQiZ �)QnX)QUViYPFSGULwFSV��e]hIKQTG D MTE)Vic*� D X)E��(cnM /etc/gettytab; MTQUV
� D XPE"�(c , �)QUViQTY)Lws M��|^dQiZuFSVUFHE"�SX)QiNKc!�SQTM D VicqIPN)] 14.4

C GTE)V / �H^dQiIKF\^ D �H^ D �"�(EP^ D NPc!�PQUk6� �)QUY)Q2�(VicTsE��)ViF\YP�hFSk"� D 19.2
C GUEPV / � :

#
# Additions for a V.32bis Modem
#
um|V300|High Speed Modem at 300,8-bit:\

:nx=V19200:tc=std.300:
un|V1200|High Speed Modem at 1200,8-bit:\

:nx=V300:tc=std.1200:
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uo|V2400|High Speed Modem at 2400,8-bit:\
:nx=V1200:tc=std.2400:

up|V9600|High Speed Modem at 9600,8-bit:\
:nx=V2400:tc=std.9600:

uq|V19200|High Speed Modem at 19200,8-bit:\
:nx=V9600:tc=std.19200:

 V D � D �(ViYPQUk�� D M!�)NPs�� D FSV 8- GTE)V;���fF �(QUF(IKE��)F��)Em]5GTF �HX)Y)QUR\Y D ^+^��PQURSQ��)Q!�)VUY)QiN)]9�)FSV;�PQ��(VUE .p XPY)EP^dFSYPFqM��fa5F ���)QTY)Q��SVicvX)QTY)V D GULTIKFSVnX)FSY)F��mNPs�� D Vic2�e]5M { E��mNKF8� D �)E�� D ]9� 19.2
C GTE)V / � ( IPN)]6�SQUFeI#E��)F �PEm]X)Q V.32bis), � D ViFo^ 9600 GUEPV / � ( IPN)] V.32), 2400 GUEPV / � , 1200 GTE)V / � , 300 GUEPV / � , E5QTGUY D V;�)Q*� D 19.2

C GUEPV / � .�hFSY)F��mNPs��PF �)E)F ���PQUY)Q2�(ViF\k0M { E"�mNPFqY)F D NPE��SQTM D �)Q���XPQT^dQUx8cUs nx= (”next table”).
C�D Z>I D ]�E��`NKE��)E)kE"�(X)QUNPc!�\LwFSV tc= (”table continuation”) IPN)]5L � D � D �PEm] ” �(V D �wI D YPV;���Or ” (std) � D �(ViYPQUF �9� D � D Z>IKQUk9���)QTY)Q��SViE .

�.�eNPE8L�M D � 28.8
C GUE)V / �q^dQ!IKFo^ E / EmNPE5M�� rmQUViE)VUFHX)QUNPL �)E)VicyX)Y)F\EP^dLwx5F5�(ViMTQnQUV �eZ D VUEm]6� D ���)QTY)Q��SViE

14.4
C GTE)V / � , XPQUViY)F\GULwsnV��e]9� �)QUY)Q2�(ViE5M!�fa5F , �)F\^ 19.2

C GTE)V / � . p QTVnX)Y)EK^dFSY6� D X)E��(E0E�� gettytab IPN)]6� D � D N D
�(QUF(IKE��)F��)Em]#� D ���PQUY)Q2�(ViE 57.6

C GTE)V / � :
#
# Additions for a V.32bis or V.34 Modem
# Starting at 57.6 Kbps
#
vm|VH300|Very High Speed Modem at 300,8-bit:\

:nx=VH57600:tc=std.300:
vn|VH1200|Very High Speed Modem at 1200,8-bit:\

:nx=VH300:tc=std.1200:
vo|VH2400|Very High Speed Modem at 2400,8-bit:\

:nx=VH1200:tc=std.2400:
vp|VH9600|Very High Speed Modem at 9600,8-bit:\

:nx=VH2400:tc=std.9600:
vq|VH57600|Very High Speed Modem at 57600,8-bit:\

:nx=VH9600:tc=std.57600:

�.�eNPE8L�M D ��^dFeIPNKF �����fk CPU EmNKE9�(E)NPc!�)Q�� D RSY)LWZuF ��� D ]6�(E��(ViFo^ D GTF �`XPQ��eNKFeIKQTM D VUF(NPc����Or9X)QTY)ViQTM�� D G D �SF
16550A, � D � �)QUYPQ��(VUE 57.6

C GUE)V / �H^dQURSLwV9MUQ!���)E����PLWVUcnQUa8E)G!�PE sio ”silo”.

20.4.4.2. /etc/ttys

g D �(VUY)QUk�� D � D kmN D /etc/ttys G!�ON D QUX)E"� D � D My�hYPEP^ . 20-1. g D �SViY)QUk"� D ^dQ!I#F\^dQUM9X)QirmQUZ D , �)QnXPQUViY)F\GULwFSV��e]X)FSY)F(I D M D Vic getty Y D �(NKE������fF D Y)R\Lm^dF �)V;�[E8L � D ���fM D VUcvY D �SNPE����"�fFHViEPX��|ViF\YP^dE�� D NPQUM . � GUx8E)k5�hQUYK^ D VfIKN)]�hE��"�(EPY)QUM D ���)QTk�E5X)F\Y)F\^dF����)QTk6���)QTY)Q��SViE5V D �)QTk :

ttyd0 "/usr/libexec/getty xxx" dialup on

�hFSY)M��fk0X)L ���)V9M��(VUY)Q!�)FqM!�fa8F`l\ViQ �SX)F { E D NPc����fk5� D kmN5L �(ViYPQUk"�SViM D IPN)]5l\ViQUk9� D XPE"�(E — ttyd0 Q!��� D � D FSV ,
�)ViQ getty GTLTIKFSV*� D X)Lwx8F � D � D /dev/ttyd0.

p ViQUYPQUk0X)L ���PV , "/usr/libexec/getty xxx" (xxx GTLUI#FSV
� D ^dF\x5F��)Q*� D � D X)E"�(c9E�� gettytab IPNP]6� D � D NPc��)QUk#� �)QUY)Q2�(ViE ), l\ViQnX)YPQ { F5� � , �)QUViQTY��fk5GTLTIKFSV�� D XPLWx8F �#� DI D ���PQT^zL �(ViYPQUk"�SViMUF . � Y)FSViEPk>XPL2�"�)V , dialup, l\ViQ9VUE)X8VUFSYP^dE�� D N D X)QnLm^dQUN"� D �PE)s .

� F\ViMUF\Y)V;�fk5X D Y D ^dFSViY , on,L2� D � �fM D F\V init, �)ViQ9NPE��)Em]8M!�mNPs��)F � D . t QUZuFSVnG��fVicnX)])V;�fk8X D Y D ^dFSViY , secure, �)QnQ��hIKQUN)ZuF �E"�(X)QUNPc!�\QUM D Vic2�e]hViQiNPc��)QfIKN)]5ViF\YP^dE�� D NPQUM , �)QUVUQUY��fFq�hE��SE��PF����PE5GUF��SQTX D ���"� ( V D �)Emr�� D ���(E"�SViF\^�� D ]6�)Q��"�(QUNPc ).
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� EPX8ViF\YP^dE�� D N D X)QnLm^dQiN�� D �)EPs (dialup M9X)Y)EP^dF\Y)FOM!�fa8F ) ^dQUZuFSV�� D MTE"�(F\VicnQTVvNPE��"���Or0X)Y)F(IKX)Q!�PViF �)EPk .
dialup l\ViQnVUY D IKE { E)Q!�"���fk5ViEPX8ViF\YP^dE�� D N D X)QnLm^dQiN�� D �)EPs � D NPE��)E)]mrhIPN)]�IKQ��SMTQ!� D , �)QUViQTY��fk0X)Q��SMTQiN)])F\VX)QiNPc��SQTM D VUF(N)]P^ , ��� D ]#�)VUQ9ViEPX5ViF\YP^dE�� D N D dialup,

D MUViQW^ D ViE"�)F�� �)E#� D �(ViY D E)M D Vic��SMUQUk5ViE)X>ViFSYP^dE"� D N D .� I�� D �PQ , D MTViQUY6� D rmQ!I#E)VvGUQUNPFSF`NPFSR��)EP^ L � D � D �)E)F vt102 M�� D �)F5�(ViMTF`ViEPX D VUFSYP^dE�� D N D X)QyLw^dQUN"� D �)E)s ,X)Q�� �)QiNPc��)LyX)QiNPc��SQTM D VUF(NPE�Y D GUQTV D s9V*� D �(MUQTEmrhLUI D NPF������Or#�(E"�SViF\^ D r6�`lo^dLWN)])ViQUYPQT^zViF\YP^dE�� D N D VT102.

�hQ��eNKF�M!�)F5�(F��)Em]5E��o^dF �)F��)E)k8M /etc/ttys, M!�|^dQUZBF\ViFqQUViX)Y D MUEPVic9XPY)Q { F5� �SL init �(E)R�� D N HUP X)FSY)F��)E)V D Vic� D kmN . ���(X)QUNPc!�\LWkPViF1�)QW^ D �wIKL
# kill -HUP 1

IPN)]5QTViX)Y D M!�)E6�SE)R � D N D . �.�eNKE5M!�:� D �(VUY D E)M D F\ViF8�SE"�(ViFo^dL�MnX)F\Y)M!�fk8Y D � , ViQnMTQ!�o^dQiZ �)Q�� D rmQUVUE)ViF`XPQ!IKQUZ8I D Vic ,X)Q!� D ^dQ!IKFo^ ( � ) X)Y D MUEmNKc!�)Q*� D �(VUY)Qi])V!�(]5E9�SQUF(IKE��m])V!�(]0X)FSYPFeI>QTViX)Y D M!�)QTk6�(EPR � D N D init.

20.4.4.2.1. 	 
���$��������
 � P����P�����!
�����"� �������"�"���#Pj N)]#� D �SViY)QTk��)E9�SQUF(IKE��)F��)Em]6�q�hE��"�(EPY)QUM D ���)QTk#���)QTY)Q��SVicUs , M9� D kmNPF ttys IKQiN)Z � D G!�fVic�� D X)E"�(c ��hE��"�(EPY)QUM D ���)QTk#���)QTY)Q��SVicUs|IPN)] getty.
j N)]>^dQ!IKFo^ D , ���PQUY)Q2�(Vic9X)QUY)V D �)QTViQUY)QTRSQy�hE��"�(EPY)QUM D � D � D � � D �)F��)E)E

19.2
C GTE)V / � , �SViY)Q�� D M ttys ^dQUZBF\VnM��fR(N)]wIKF\VicnV D � :

ttyd0 "/usr/libexec/getty std.19200" dialup on

�.�eNPE����)QTY)Q��SVic9^dQiIKF\^ D �hE��"�SE)Y)QUM D � D � D IKYPLWR\QT^4��� D �PF �)E)E , X)Q!I/�(V D MUcUViF �(QTQUViMTFSV!�SViMULwsnx8FSF8� � D �)F �)EPF`M
std.speed MT^dF5�(ViQ std.19200.

� GUF(IKE)ViF5�(c , �)ViQ9M!�|E"�SX)QiNKc!�SLwF\ViF`ViEPX , QTX)E"� D �����fk0M /etc/gettytab.

20.4.4.2.2. 	 
���$��������
 �;�M� �1NQ�������"� �������������#Pp � D �(VUY)QUk��PF.��X)F\Y)F\^dF����)QTk9���PQUY)Q2�(VicTs , � D X)E"�ScvM ttys IKQUN)Z � D QUGTY D x D Vic2�e] �6�(QTQUViMTFSV!�SViMULws9x5FSk ”auto-baud”
(sic) � D X)E"�SE0M /etc/gettytab. g D XPY)EP^dFSY , F��(NPE5M��JIKQUG D MUEPViF`X)YPFeIPNPQUZuF ���)Lws M!�fa8F1� D X)E"�(cvIPN)]X)Q!I��)NPs��)F��)Em]8^dQiIKF\^ D �`XPFSY)Fo^dF ���)QTk9� �)QUY)Q2�(VicTs , �PQUViQTY D ]#� D �)E�� D FSV!�(]6� 19.2

C GTE)V / � ( � D XPE"�(cvM gettytab
� D �)E"� D F\V!�e]6� V19200), � D X)E"�ScnM ttys ^dQiZuFSV9M!�fRSN)]wIKFSVUcnV D � :

ttyd0 "/usr/libexec/getty V19200" dialup on

20.4.4.3. /etc/rc.serialj N)]0M!�*�SQ!�)Q2���)QTY)Q��SV;���Or�^dQ!IKFo^dQUM , V D �)Emr#� D � V.32, V.32bis E V.34, ViYPFSGULwF\V!�e]5E��(X)QUNPc!�\QUM D �)E)F D X)X D Y D V;�PQURSQ
�)Q!�)VUY)QiN)]0XPFSY)F(I D �)E (RTS/CTS).

p �|^dQiZuFSViF`IKQTG D MTE)Vic*�PQT^ D �mI�� stty �5� D kmNPL /etc/rc.serial IKN)]L �SV D �PQUM!�PE5�yN D R DvD XPX D Y D V;�)QTRSQ*�)Q��)ViY)QUN)]5X)F\Y)FeI D �)E0Mn]wIKY)F FreeBSD IPN)]8^dQiIKF\^����Or0XPQUY)ViQTM .
g D X)Y)EK^dFSY , IKN)]5L �(V D �)QUM��)E5�yN D R D termios crtscts � D X)Q��(NPFeI#QUM D ViF(NKc!�)QW^<X)QTY)ViL��)QW^dFSY 1 (COM2) X)YPEE��)E { E D NPE�� Di{ EPE5L �(ViYPQUk"�SViMfIPNP]5MirmQ!IK])x5FSk5E0E"�ermQiIP])x5F\k6�(MU]��SE , M /etc/rc.serial IKQiN)Z ���JG!�fVUcIKQUG D MiNKF ���:�eNKFeIKLwsnx8E)F8�SViY)Q��)E :

# Serial port initial configuration
stty -f /dev/ttyid1 crtscts
stty -f /dev/cuaia1 crtscts
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20.4.5. �%�
-/�
�� 
 �'� 	���� �1	��
�.�eNPE8X D Y D ^dFSVUY��|M D a5F\RSQn^dQiIKF\^ D ^dQURSLwV9G!�fVic �(QirmY D �)F �"�[Mnl �PFSY)R\Q!�)F�� D MTE"�(EK^dQUk�X D ^�])ViE , X)QTViY)F\GULwFSV!�(]E"�(X)QUNPc!�\QUM D VicfViF\YP^dE�� D NPc!�PLWs X)Y)QTRSY D ^+^dL ( � D X)Y)EK^dFSY , Telix X)QiI MS-DOS EmNPE tip X)QiI FreeBSD) IPN)]L �SV D �PQUM!�PE0X D Y D ^dFSVUY)QUM . �hQ!I3�SQUFeI#E��)E)ViF5�(c��5^dQ!IKFo^dL , E"�(XPQiNPc��SLW]0ViLhZuF8� �)QUY)Q2�(Vic �(QTFeIKE��PF �)Em] , �)QUViQTY)LwsE"�(X)QUNPc!�\LwFSV getty M�� D �)F5�(ViMTF.� D � D NPc��)QUk#� �)QUYPQ��(VUE , E#� D �(VUY)QUk)VUFq^dQiIKF\^�IKN)]9�(QTQUViMTFSV!�SViMUE)]6�eNPF(IKLwsnx5EK^ViY)FSGTQUM D �)Em]P^ :

• CD M��mNPs��PF �5XPQ��eNKF8�(QTFeIKE"�)F �)E)]
• DTR M��mNPs��)F �0MTQnMTY)F\^�]5Y D GUQTV;� ; �(GUYPQ�� DTR QTV;�mNPs�� D F\VvNPE"�)E)s E5X)F\Y)FSMTQ!IKEPVn^dQ!IKFo^ M�� D � D NPc!�)QTF

�SQ��(VUQi]��)E)F
• CTS �)Q!�PViY)QiNKcnX)F\Y)FeI D �����OryI D �����Or
•
C Q��)ViY)QUNPcvX)QTViQ!� D XON/XOFF QUV;�mNKs��)F��

• RTS �)Q!�PViY)QiNKcnX)Y)E"�m])V;�OrhI D �����Or
• ”

� EmrmE)k ” YPF(ZuEP^ ( GUF��1�)QiIKQUM9MUQ!�\MUY D V D )
•
 rmQ��PQT^ D �mI8QUV;�)NPs��)F��)Q

�hY)Q!�)VUE)ViF`IKQ!�)Lm^dF��)V Di{ E)s � D ^dQ!I#F\^�IPNP]5QUX)YPFeIKFSNPF �)E)]6� D �PE)F.�)QW^ D �wI3�|E / EmNPE DIP X)F\Y)F �mNKs�� D ViF(NPEViY)FSGTLwsnV!�(]6�)ViQTG!�[L �(V D �)QUMTE)Vic9lSViE9� D �SViY)QUk"�)E .

g D X)Y)EK^dFSY , IKN)]5L �(V D �)QUM��)E0M��fa5FSL � D � D �����Or9X D Y D ^dFSViY)QTM�� D M!�PFSa6�)Fo^ 14,400 ^dQiIKF\^dF U.S. Robotics®
Sportster®, ViY)F\GULwFSV!�(]5QUVUX)Y D MTE)Vicy^dQ!IKFo^dL#�eNPF(IKLwsnx5EPF.�)QW^ D �wI�� :

ATZ
AT&C1&D2&H1&I0&R2&W

p � , MUQ!�o^dQiZ �)Q , � D rmQUVUE)ViF.� D �(VUY)QUE)VUc9E0IKY)LwRSE)FqX D Y D ^dF\ViY��|^dQ!I#F\^ D , V D �)EPF8� D �5E"�SX)QiNKc!�SQTM D �)E)F1�eZ D ViEm]
V.42bis E / EmNPE MNP5.p �PFSa6�PE)k U.S. Robotics Sportster 14,400 ^dQ!I#F\^ V D �mZuF � � D GUZuF �#�)F��)QUVUQUY��v^dE DIP XPFSY)F��mNPs�� D ViFSN)]P^dE ,
�)QUViQTY��fF`VUY)FSGTLWF\V!�e]8L �SV D �PQUMUEPVic ; IPN)]�I#Y)LwRSEmr0^dQ!I#F\^dQUM9lSViE9� D �SViY)QTk��)E8^dQTRSLwVnG��fVicnE��(X)QUNPc!�\QUM D ���JM
� D �)F5�(ViMTF`X)YPEP^dFSY D :
• �hF\Y)F �mNKs�� D ViF(NPc 1: MUMTFSYmr — �)QUYP^ D NPc!�"�fk DTR

• �hF\Y)F �mNKs�� D ViF(NPc 2: N/A ( MUE"�SL D NPc����fF1�)QiI��[MUQ��SMTY D V D / �PE"�eNPQTM!�fF
�)QiI��|MTQ!�SMTY D V D )
• �hF\Y)F �mNKs�� D ViF(NPc 3: MUMTFSYmr — X)Q!I D MiNPF��)E)F1�PQ!IKQTMnMUQ��SMTY D V D
• �hF\Y)F �mNKs�� D ViF(NPc 4: M!�)E"� — GUF��`l(rmQ , offline �PQT^ D �mI��
• �hF\Y)F �mNKs�� D ViF(NPc 5: MUMTFSYmr —

D MUVUQnQUVUMUFSV
• �hF\Y)F �mNKs�� D ViF(NPc 6: MUMTFSYmr — �)QUYP^ D NPc!�"�fk#�)Q!�PViY)QiNKc��)F5�(Lwx5F\k
• �hF\Y)F �mNKs�� D ViF(NPc 7: MUMTFSYmr — � D R\Y)L �SE)VUcnL �(V D �)QUM��)E0X)Q9Lm^dQiN"� D �)E)s E�� NVRAM

• �hF\Y)F �mNKs�� D ViF(NPc 8: N/A (Smart/Dumb YPF(ZuEP^�� )C Q!I��[MTQ!�SMTY D V D IKQiN)Z ����G!�fVic9QUV;�mNKs��)F���� / XPQ!I D MiNPF����JIPN)]5L �SViY D �PF �)Em]8X)Y)QUGUNPF\^ , �PQUViQTY��fFq^dQTRSLwVMUQ!���)E����PLWVUc , F��(NPE getty QTa5E)GTQ!���)QnM!�qI D �(VvX)YPE)R(N D a5F��)E)F login: ^dQiIKF\^dL�M��)QT^ D �wI��)QW^ Y)FSZBEK^dFHE>^dQ!IKFo^MUFSY"�)FSV (echo) lSViL��)QW^ D �wI#LyE)NPE9�PQ!I8MTQ!�SMTY D V D .  V D X)Q��(NPFeIKQTM D ViF(NPc��)Q��SVicn^dQUZBF\VnX)YPE)MUF5�(ViE9�IKQUX)QUN"�)E)VUF(NPc��)QT^dLhE5GTF����S^��*�eNKF ���)QW^dLhQUGT^dF��)L �)QT^ D �wI D ^dE5^dF(Z>IKL getty E8^dQiIKF\^dQW^ .
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

20.4.5.1. � "$-=7$&(%�� ./" � � ./-/� &�%'0/"(!'!(%���-�.8% &(%�-=7$�j N)]#� D �SViY)QTk��)E8�hE"�"�(E)YPQUM D ���)QTk#���)QTY)Q��SViE0M D ^zX)QUVUY)FSGTLWF\V!�e]9� D �SViY)QUEPVic9^dQiIKF\^ �HX)QiI)IKFSY)Z��PQUk0X)Q2�(ViQU]����)QTk
���)QTY)Q��SViE0QUGW^dF � D I D �"���v^dE8^dQiIKF\^ - �)QT^dXPcUsnVUFSY6�PF � D MUE"�SEP^dQvQTV����PQUY)Q2�(ViE6�SQUF(IKE��)F��)Em] . g D M��)FSa9�)F\^�^dQ!IKFo^dF
U.S. Robotics Sportster 14,400 lSViE9�)QT^ D �wI��:� D �hE��"�SE)Y)LwsnV ���)QTY)Q��SVicnX)F\Y)FeI D �)E5^dQiIKF\^ - �)QT^dXPcUsnVUFSY6� D
���)QTY)Q��SViE , �)QTViQUY D ]0L �(V D �)QUMUNPF � D X)Y)E8M!�fX)QUN"�)F �PE)E#�)QW^ D �wI�� :

ATZ
AT&B1&W

20.4.5.2. � "$-=7$&(%�� ./" �$6(&$6 1 6$!'!(%��4-�.8% &(%�-=7$�j N)]#� D �SViY)QTk��)E5XPFSY)Fo^dF ���)QTk9� �)QUY)Q2�(ViE5M D ^zXPQUViY)F\GULwFSV��e]6� D �(ViYPQUE)Vicy^dQ!IKFo^ �HX)Q!I)I#FSYmZ �)QTk0E��\^dF��)F �PEm]
���)QTY)Q��SViE0X)F\Y)FeI D �)E�I D �����Or��)F\Y)F �qX)Q2�eNPF(IKQUM D ViFSNPc!���fk�XPQUY)V9M��(QTQUViMTFSV!�SViMUEPE#�)FSYPF � ���)QTY)Q��SVicUs �(QUF(IKE��)F��)Em] ._`NPFeIKLws9x5E)F8�)QT^ D �wI�� � D �hE��"�SE)Y)LwsnV����)QTY)Q��SVicnX)F\Y)FeI D �)E0I D ���"�Or��8�)QTY)Y)F � { E)FSk8QUa8E)GUQ���M!�)F\a6�)F\RSQn^dQiIKF\^ D
U.S. Robotics Sportster 14,400 � D ��� D �)F��)E)E , �PQUViQTY)QUFHL �SV D �PQUMiNKF �)QvXPY)E8M��fX)QiN��)F �)EPE#�)QT^ D �wI�� , �PQ�� I#F(N D snVMUQ!�o^dQiZ ���v^zE��o^dF �)F��)E)F ���)QTY)Q��SViE0X)Q2�eNPF(IKQUM D ViFSNPc!�PQURSQfXPQUY)V D IPN)]��(QUF(IKE��)F��)E)k0GTF �8�)QUY)YPF � { EPE5QUa8E)GUQ�� :

ATZ
AT&B2&W

20.4.5.3.
)�&�%'086$&'.8"�!("$-=7�&�%(6$. 1 %(+,6 1 "

�HQUNPcUa8E��"�SViMUQvM��*�(Q��)Q�� �)QUY)Q2�(V;�"�Ory^dQ!I#F\^dQUM9X)Y)F(IKQ��SV D MUN)])snV��)QT^ D �wI��JIPN)]8X)Y)Q��\^dQUViY D ViF��)Lwx5EmrX D Y D ^dFSViYPQUM9^dQiIKF\^ D MnMTEwIKF , QUV;� D �(ViE8X)Y)E"�SX)Q��SQUGUNPF ���PQT^�IPN)]9�)ViF �PEm] .
j N)]0M��)FSa9�)Emr0^dQ!IKFo^dQUM U.S. Robotics

Sportster 14,400 �)QT^ D �wI D ATI5 QTViQUGTY D Z D F\VvL �(V D �)QUM��)E , �(QUrmY D �)F������fFHMnl �PFSY)R\Q!�)F�� D MTE"�(EK^dQUk�X D ^�])ViE .
j NP]X)Y)Q��\^dQUViY D IKF\k"�(ViMTLwsnx5E)r0X D Y D ^dFSViYPQUMn^dQiIKF\^ D ( �`L �)FSViQW^ X)QUNPQiZuF �PEm] DIP X)FSY)F��mNPs�� D ViFSNPFSk ), E"�(X)QUNPc!�\Lwk)ViF

�)QT^ D �wIKL ATZ,
D � D ViFo^ ATI4.

�.�eNPE8M D a�^dQ!I#F\^�IKYPLWR\QUR\QvX)Y)QTE��SMTQ!IKE)VUF(N)] , XPY)QUMTFSY)cTViF`Y)L �)QTMUQiI3�(ViMTQ*�8^dQiIKF\^dL9IPN)] D ���)LwY D V;�)QTk0X)Y)QTMUFSY"�)EX D Y D ^dFSViYPQUM�� D �(VUY)QUk��PE5^dQ!IKFo^ D .

20.4.6. ��� �:�.+��
� �8,�1&��*�1	p QTV*�)F5���)QUNPc!�)Q9a D RSQUM , �)QUVUQUY��fF8�)LWZ��PQnM!�fXPQiN"�)EPVicfIPNP]5X)Y)QTMUFSY"�)E6� D �(ViY)QTF � .

20.4.6.1.
)�&�%'086$& � 786 -���-9796 1 ; FreeBSD

�hQ!I3�SQUFeI#E��)E)ViFq^dQ!IKFo^4�9�SE"�(VUF\^dF FreeBSD, � D RSYPL2�\E)ViF �(E"�SViF\^dL , E , F��(NPE6� D ^dQ!IKFo^dFHF5�(VicyE��wI#E�� D VUQUY�� ,X)Q��\^dQUViY)EPViF , � D R\QUY)FSN��e]hNPE8E��wIKE"� D ViQTY DTR XPY)E5X)QU])MiNPF��)E)E0XPY)E)R(N D a5F��)Em] login: � D �(E��(ViFo^��)QUk9�)Q!�"�SQiNPE
— F5�eNPE5Q!�6� D R\QUY)FSN��e] , lSVUQ9Q�� � D � D F\V , �)ViQ FreeBSD � D X)L �SViEmN D X)Y)Q { F�� � getty � D �(QTQUViMTFSV!�SViMULwsnx8F\^
�)QT^+^dL �)E�� Di{ E)Q����)QW^zX)QUY)VUL�E8^dQ!I#F\^ QUZBEmI D F\VvMirmQ!IK])x5FSR\Q*�SMTQ!��� D .
�.�eNPE8E��wIKE"� D ViQTY DTR �PF8� D RSQTY)F(N3�e] , MUQTkwIKE)VUF.� D �)Q!���(QiNKc��(E"�SViF\^�� FreeBSD E8M!�fX)QUN"�)E)ViF �)QW^ D �wIKL ps ax,
�)ViQUG��[LwMUEwIKF\Vic , X��fV D F\V!�e]5NPE FreeBSD � D X)L �(ViE)VUcnX)Y)Q { F���� getty � D �SQUQUVUMUFSV��(ViMTLWs9x5Fo^zX)QUY)VUL . p �JIKQiN)Z ���LWMTEwIKF\Vic��SViY)Q!�PE5MUYPQ!IKFHlSViEmr6�SY)FeI#E5X)Q�� D � D �����OrhX)Y)Q { F����(QTM :
114 ?? I 0:00.10 /usr/libexec/getty V19200 ttyd0
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

115 ?? I 0:00.10 /usr/libexec/getty V19200 ttyd1

�.�eNPE8M!�[MTEwIKE)ViF �)ViQ - VUQvIKYPLWR\QUF , MUY)QiIKF`l\ViQUR\Q :
114 d0 I 0:00.10 /usr/libexec/getty V19200 ttyd0

E8^dQ!I#F\^ M2�(F`F\x5F8�)FHXPY)E��)EP^ D FSV��SMUQ��)Q!� , lSViQyQ!��� D � D FSV , �PViQ getty � D MUF\Y)a5E)N D QTV;�)Y��fViEPF
�)QT^+^dL �)E�� Di{ E)Q����)QTRSQvX)QTY)V D .  ViQy^dQiZuFSV9Q!� � D � D VicnX)YPQUGiNKF\^dL��.� D GUFSNPF\^zEmNKE6�)F\X)Y D MTEmNPc��)Lws�� D �(ViY)QTk��)L^dQ!IKFo^ D , X)Q2���)QUNPc!�PL getty �)F`IKQiNPZ�� D QUV!�)Y��fM D Vic��PQT^+^dL �)E�� DU{ E)Q������fk5XPQUY)V , X)Q!� D ^dQ!I#F\^4�)FHL �(V D �)QUMTE)V CD
( QTG!� D Y)LWZBF��)E)F1�PF��(Lwx8FSk ).

�.�eNPE8M!�:�)FqMUEmIKE)ViFqX)Y)Q { F����(QUM getty, QiZuEwI D snx5E)rhQTV;�)Y��fVUEm]��SQUQUVUMUFSV��(ViMTLWs9x5F\RSQvX)QTY)V D ttydN ,M!�)EP^ D ViF(NKc!�)Q9X)Y)QUMTFSY)cTViF.� D X)E��(E0M /etc/ttys E8X)QUX)YPQUGULwk)VUF.� D k)ViE5QTa5E)G��)E , F5�eNPE8Q!�)E5F��(VUc . �hY)QTMUF\Y)cUViFV D �mZuFHNPQURq� D kmN /var/log/messages, �)F\VvNPE8V D ^ �SQUQTGUx5F��)E)k�QTV init E)NPE getty, EP^dF\snx8Emr0QUV;�PQUa5F��)E)F8�X)Y)QUGUNPF\^dF . �.�(NPE9�SQUQUGTx5F��)Em]�F��SVic , X)YPQUMUF\Y)cUVUF`FSx8FHY D �H� D kmN"�:� D �(ViYPQUk��)E /etc/ttys E /etc/gettytab, � D �E9�(QTQUViMTFSV!�SViMULws9x5E)F.�SX)F { E D NPc����fFH� D kmN"�[L �(VUY)QUk"�SViM /dev/ttydN, �)VUQUG!�[QTG!� D Y)LWZuE)VicnQTa5E)G��)E ,QUV!�SLWV��(ViMTLWs9x5E)F � D X)E"�SE0EmNPE8QUV!�SLWV��(ViMTLWs9x5E)F �(XPF { E D NPc!�"�fFH� D k)N"�[L �(ViY)QTk"�(VUM .

20.4.6.2.
)�% ��&(%�#(; ��796 �(%�@�08% !���7 � !(" 1 %(+ 6 1

�hQUX)Y)QTGULwk)ViF+IKQ!�\MUQ!�PE)Vic��(]yIKQ �SE"�(VUF\^�� ; LwGUFeI#E)ViF��Sc , �)VUQ9E"�SX)QiNKc!�SLwF\ViF 8 GUE)V9GUF �8�)FSV!�)Q��SViE5E 1 �(VUQUX5GTE)V�� DLUI D NPF����)QUk9�(E"�SViF\^dF . �.�(NPE5M��:�)FHXPQiNPL �)E)VUFHX)YPE)R(N D a5F��)E)F8�SY D �\L , EmNPE5XPQiNPL �)E)VUF �(NPL � D k��"�fF+I D �����fF ,X)QUX)YPQUGULwk)VUF.� D ZBEK^ D Vic Enter X)Y)EP^dF\Y��)QyY D �HM��(F��)L �wIKL . �.�(NPE5M��[M��SF`FSx8F8�PF`MUEmIKE)ViFqX)Y)E)RSN D a8F �)E)] login:X)Q��(NPF.�)F5���)QUNPc!�PEmr�X)QUX��fVUQ!� , XPQUX)Y)QTGULwk)ViFHQUViXPY D MTE)Vic��PQT^ D �mIKL BREAK. �.�eNPE8M!�|E��(X)QUNPc!�\LWF\ViF+IKN)]�IKQ��SMUQ�� DM!�*�(Q��)Q�� �)QUYPQ��(V!�)QUk�^dQ!I#F\^ , XPQUX)Y)QTGULwk)ViFHX)Q!�\MUQ��)E)VicvF\x5FqY D �HX)Q��(NPFH�hE����(E)Y)QTM D �)Em]6���PQUY)Q2�(ViE0E"�)ViFSYK�hFSk"� DIKQ!�\M D �PE)M D snx5F\RSQ2�e]y^dQiIKF\^ D ( � D X)YPEP^dFSY , �HX)QW^dQUx5cTs��)QW^ D �wI3� AT&B1 IPN)]8^dQiIKF\^ D U.S. Robotics Sportster).

�.�eNPE8M!�[M2�(F`F\x5F �)FO^dQiZuFSViFqX)QUNPL �)E)Vic9X)Y)E)RSN D a8F �)E)F login:, X)Y)QTMUFSYPcUViF /etc/gettytab F\x5FqY D �HELWGTFeIKEPViF��Sc , �)ViQ
• ��^�]0X D Y D ^dF\ViY D getty, L2� D � D ���)QTRSQvM /etc/ttys, �(QUMTX D I D FSV���EP^dF��)F\^�X D Y D ^dFSViY D M /etc/gettytab
•
C�D Z8I D ]�� D X)E"�(c nx= �(QTQUViMTFSV!�SViMULwFSVnEP^dF �)E5IKY)LwR\QUk#� D X)E"�SE0M gettytab

•
C�D Z8I D ]�� D X)E"�(c tc= �(QTQUViMTFSV!�SViMULwFSVnEP^dF �)E5IKY)LwR\QUk#� D X)E"�SE0M gettytab

�.�eNPE��(E"�SViF\^ D FreeBSD �)FqQUViMTF � D FSV*� D �SMTQ!�)Q�� , LWGTFeIKEPViF��Sc , �)VUQy^dQiIKF\^4� D �(VUY)QUF��hIPN)]5QTViMUF\V D � D �SMTQ!�)Q��0X)Y)EM!�mNPs��)F �PE)E DTR. �8�eNPEB^dQ!IKFo^4� D �(ViY)QTF �0XPY D MTEmNPc!�PQ , X)Y)QTMUFSYPcUViF , �)ViQ DTR M��mNPs�� D FSV��e] , M��SRSN)]��)LwM*� DE��wIKE�� D ViQTY���^dQ!I#F\^ D ( F��(NPE0Q��)E5F5�(Vic ).
�.�eNPE8M!�[X)YPQUMUF\Y)EmNPE8M��SF.�)F5���)QUNPc!�)QnY D �HE5M��SF`F\x5F �)F+IKQTGUEmNKE"�(c9Y)F �\LTNKcUV D V D , �eIKF(N D k)ViFqX)FSYPFSY��fM9E5MUF\Y��)E)VUF��(c
�6� D �(ViY)QTk�� D ^zX)Q!�SZBF . �.�(NPE5QTXm])Vic �)E��)F\RSQ��PFHX)QUNPL �)EmNPQ2�(c , MTQ!�o^dQiZ �)QvM D ^ X)QTViY)F\GULwFSV!�(]0QUViXPY D MTE)VicnXPE"�(cW^dQnM_HX)E"�(Q��0Y D � ���ON��)E , X)Q2�(MU])x 	 �"���fk0MUQTX)Y)Q2� D ^�E8QUViMTFSV D ^ X)QiNKc!�SQTM D ViF(NPF\k FreeBSD
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-questions), QUX)E"� D My^dQ!IKFo^ E0MUQ�� �)E"�)a5Lws�XPY)QUGUNPF\^dL ,L2� D �(V!�)E��)E8Y D �����ON"�)E5X)QUX)YPQUGULws9VvX)QT^dQ��)cnM D ^ .
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

20.5.
� � �h= �J: � @B���f=B� � @z;0�>;.@B:��0=~��= �J�8���

� F��"�(V , X)YPE)MUF(IKF ���"�fk#�)EmZuF , lSViQ �(QTMUFSV!� , X)Q!�\MUQUN)])snx8E)F1� D �(ViY)QTE)Vic9M D a�rmQ��(VvIPN)]hIKQ2�(ViLwX D ��I#Y)LwRSQT^dL
�)QT^dX)cTsnViF\Y)L��)F\Y)F �q^dQ!IKFo^ .

� �)E8X)Q!IPrmQiIP])VOIPN)]8L �SV D �PQUMiNKF �)Em]0VUFSYP^dE�� D NPc!�PQUk6�SF�� �SE)E9�`LTI D NPF������v^zrmQ2�(ViQW^ .
 ViQnX)QiIPrmQ!IKEPVfIPN)]8MirmQ!I D � D BBS.
 ViQUV9MUEwI��SQUF(IKE��)F��)Em]8^dQUZBF\VnQ��)F �)c9M!�fY)L �)EPVic , F5�eNPE8ViY)F\GULwFSV!�(]5X)QUNPL2�PE)Vic9� D kmN5E��qE��)VUFSY��)F\V9E8F��SVicX)Y)QUGUNPF\^�� � PPP. �.�eNKE8M D ^zViY)F\GULwFSV��e]6� D k)ViE9�)LTI D - ViQ9X)Q FTP,

D
PPP �PF`Y D GUQUV D FSV , E"�(XPQiNPc��SLwk)ViFViFSYP^dE"� D NPc��)Lws �SF����(E)s�IPN)]0X)QUNPL �)F �PEm]8� D k)N D X)Q FTP.

� D ViFo^ E"�SX)QiNPc��SLwk)ViF zmodem IPN)]9�SGUY)Q2� D F\RSQ�� D �SMUQUk
�)QT^dX)cTsnViF\Y .

20.5.1. � � 
 	���� �1	 Stock Hayes +,� � ��� � �
 ���*�'�,� � - � , )
��� � 	���	� - � �	�*���10 ?

g D � D ^dQT^�IKFSNPF , �(ViY D �)E {PD Y)L �)QTMUQ!I/�(ViM D IPN)] tip L �SV D Y)FSN D . p �SViY)QUF���� D ]0X)Q!I)I#FSYmZ � D generic Hayes LTZuFHF��(VUc .
���(X)QUNPc!�\LWkPViF at=hayes M9� D kmNPF /etc/remote.j Y D k)MTFSY Hayes �)F`Lm^dFSF\VnY D GUQTV D Vic �1�)F��)QUVUQUY��v^dE8Y D �Sa5E)Y)F������v^dE8MUQ!�o^dQiZ �)Q2�(V!]P^dE0GTQiNPF\F.�)QTM!�Or0^dQ!I#F\^dQUM
— �SQUQTGUx5F��)Em]�MUYPQ!IKF BUSY, NO DIALTONE, EmNKE CONNECT 115200.

p � IKQiNPZ��"�[QUV;�mNKs��)E)VUcyl\ViE9�SQUQTGUx5F��)Em]X)Y)E5E��(X)QUNPc!�\QUM D �)E)E tip ( ��X)QW^dQUx8cUs ATX0&W).
�qD kP^ D LwVvIKQ!�\MUQ!� D IPN)] tip �SQ��SV D MUN)])FSV 60 �(F��)L �wI .

pOD a�^dQ!IKFo^�IKQUN)ZuF �5E��(X)QUNPc!�\QUM D Vicv^dF �PcUa5F\F8��� D �PF �)E)F ,EmNPE tip YPFSa5EPV , �)ViQyMUQ�� �)E"�mNPE0X)YPQUGiNKF\^�� �(Q �(MU]��ScTs . �hQUXPY)QUGTLWkPViF ATS7=45&W.

�����	��
�������
: �*,�$�&$�������������% tip ��� �"�����"� #+�!� � �"��/ / ��, � $�)+��� �*- ��/ ��-
� Hayes. �.���*$��!� �+��� ��,"� � �0��- � - ��� �"����!,�� / ��'��!$�,"� )���) � ���"� tipconf.h ) '��"�"���0� � � /usr/src/usr.bin/tip/tip. $ �0����� �"� , / ��% �+����� � )+��-

�"���!,�� � ��� �"# %5$�# � ��/���� � �"��'�#+� � .

����- ����$��"� #+�!,"� ' � #define HAYES 0 ��� #define HAYES 1. �����"��- )�� �"������$��"� make $ make install.
� � # �0� �+����� �)+#�� /0���� �"� ,�� � � �"�"�!� � ����$���"� .

20.5.2. � � � + ��� +,� �
( �,���#+ �8�10 �'�*	�� +,��( AT?

_�IKF(N D k)ViFqViQ , �)ViQ � D ���fM D F\V!�e] ” X)Ym]P^dQTk ” � D X)E"�ScUs M9� D k)NPF /etc/remote. g D X)YPEP^dFSY , F��eNKE8^dQ!I#F\^X)Q!I��)NPs��)F��6�8X)FSY)MTQT^dLhX)Q2�eNPF(IKQUM D ViFSNPc!�)QW^dLnX)QTY)ViL , /dev/cuaa0, IKQTG D MTcUViF1�(NPFeI#LWs9x5Lws �(ViY)Q��)L :
cuaa0:dv=/dev/cuaa0:br#19200:pa=none

���(X)QUNPc!�\LWkPViFdIPN)] br � D E)GTQiNPcTa5FSF.� � D �)F �)EPF bps, X)QiI)IKF\YmZuE)M D F\^dQUFq^dQ!IKFo^dQT^ .
j N)]8X)Q!I��)NPs��)F��)Em]6�>^dQ!IKFo^dLM!�fX)QUN"�)E)ViF tip cuaa0.

�.�eNPE8M��SE"�(ViFo^dF �)FSV9L �SViY)QTk"�(ViM D /dev/cuaa0, M!�fX)QUN"�)E)VUF :
# cd /dev
# sh MAKEDEV cuaa0

�yNPE0E"�SX)QiNPc��SLwk)ViF cu X)QiI root V D � :

# cu -lline -sspeed

line lSViQnXPQ��eNKFeIKQTM D VUF(NPc����fk�X)QUYPV ( � D X)YPEP^dFSY /dev/cuaa0),
D
speed l\ViQ � �)QUYPQ��(VUc ( � D X)Y)EK^dFSY 57600).�hQ��eNKF�MUMTQ!I D �PQT^ D �mI AT � D GUF\Y)E)ViF ~. IPN)]5M��OrwQiI D .
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20.5.3.
� + � � @ + � ��,&.�1������� � ��� pn!

� � D � @ MnViFSNPF\�hQ����)QW^ �)QT^dF\Y)FHL � D � �fM D FSV tip M��(])Vic9ViF(NKF\�hQ!�"���fk6�)QW^dFSY8E�� /etc/phones. ghQ���� D � @ lSVUQV D �mZuF �(X)F { E D NPc!���fk9�(EP^dMTQiN5M9V D �)E)r5� D kmN D r � D � /etc/remote.
 �)Y D �)E)Y)Lwk)VUFHF\RSQ��`X)QT^dQTx5cTs�QUGTY D V!�)QUk

�)Q��SQUk#�)F\Y)V;� :

pn=\@

20.5.4. � � � � 	���	��� �.���/��+��
�10 �,� ���	�*� � ��+8+,�*	 � + ��	��1�� �
� �'��	�� + �9+,� 
 -/�
,� ��� ?

�hQT^dF��SViE)ViFqV D �6� D � �fM D F\^dLws ”generic” � D XPE"�(c9M9� D k)N /etc/remote. g D X)YPEP^dFSY :

tip115200|Dial any phone number at 115200 bps:\
:dv=/dev/cuaa0:br#115200:at=hayes:pa=none:du:

tip57600|Dial any phone number at 57600 bps:\
:dv=/dev/cuaa0:br#57600:at=hayes:pa=none:du:

� D ViFo^zM!��^dQUZuFSViF � IKFSN D VUc��eNKFeIKLwsnx8FSF :
# tip -115200 5551234

�.�eNPE8M!�[X)YPFeIKX)Q��)E)V D FSViF cu �)QW^ D �wI#F tip, E"�SX)QiNPc��SLwk)ViF generic � D X)E��(cfIKN)] cu:

cu115200|Use cu to dial any number at 115200bps:\
:dv=/dev/cuaa1:br#57600:at=hayes:pa=none:du:

E5M!�fXPQiN"�)EPViF :
# cu 5551234 -s 115200

20.5.5. � ��� � �.+ � � � ���'�����
�10 �
+,� )
�1+��
� bps �'� � ��(�
 ��,� ?

_HQ!�eI D k)ViF8� D X)E"�(c tip1200 E)NPE cu1200, �PQnE"�SX)QiNPc��SLwk)ViFHViQ � � D �)F �)EPF bps, �)QTViQUY)QTF.� D X)E"� D �)Q9MnX)QUNPF br. tip
���)E)V D FSV , �)ViQ9rmQUY)QTa5F\F1� � D �)F �PE)F`X)QyLm^dQiN"� D �)E)s lSViQ 1200 bps, X)QTlSViQW^dLyQTGUY D x D FSV!�(] �9� D X)E"�(E tip1200.

� Fo^
�)Fq^dF��)FSF , � � D �)F��)E)F bps GTLTIKFSVOI#Y)LwRSEP^ .

20.5.6. � �,��� �1)
��� ���.-/� � � �'� 	 + � � � -/��� � � �.-/� ��� )
�
���� ���
 	 ��+,� �#0�+8(�
 -/�
��/�1p ^dF5�(ViQ9QiZuEwI D �)Em]9�SQUF(IKE��)F��)Em]0E5MTMUQiI D � D Z8I3�fk5Y D � CONNECT <host>, E"�SX)QiNKc!�SLwk)VUF`MUQ��\^dQUZ��PQ��(VUc tip cm.p QTVvX)Y)EK^dFSY�� D XPE"�(E0M /etc/remote:

pain|pain.deep13.com|Forrester’s machine:\
:cm=CONNECT pain\n:tc=deep13:

muffin|muffin.deep13.com|Frank’s machine:\
:cm=CONNECT muffin\n:tc=deep13:

deep13:Gizmonics Institute terminal server:\
:dv=/dev/cuaa2:br#38400:at=hayes:du:pa=none:pn=5551234:

� � D X)Q��SMTQiNPE)VnM D ^zMTMUQiIKE)Vic tip pain EmNKE tip muffin IPN)]9�SQUF(IKE��)F��)Em]6�`rwQ2�(V D ^dE pain EmNPE muffin, E tip
deep13 IKN)]hIKQ��SViLwX D �0ViFSYK^dE�� D NKc!�)QW^dL#�(FSYPMUFSYPL .
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20.5.7. � � � ��� � � tip -/�.� � ��+ � �10'- � &1���*��� )
�
���� ����+�� � ��+��#� � ��� �'� � � ��;� -/�

��� ?
 V D X)YPQUGiNKF\^ D � D �(VUQ9MTQ!� �PE�� D F\VfM9L �)EPMUFSY��(E)ViF\ViF , ReIKF �)F�� �)QiNKc!�)Qy^dQ!IKF\^��"�OryNKE��)E)k>E6�)F5���)QUNPc!�PQvV;�*�e]��
�(ViLTIKF��)ViQUM , X��fV D snx8Emr��e]5Emr�E"�SX)QiNKc!�SQTM D Vic .
_HQ!�eI D k)ViF8� D X)E"�(cvIPN)]5L �)EPMUFSY��(E)ViF\V D M /etc/remote E0E"�(XPQiNPc��SLwk)ViF @ IPN)] pn:

big-university:\
:pn=\@:tc=dialout

dialout:\
:dv=/dev/cuaa3:br#9600:at=courier:du:pa=none:

� D ViFo^ , �(Q��eI D k)ViF �(X)E"�SQ!�8ViF(NPFo�hQ!�)QTMOIPN)]8L2�PE)MUF\Y"�(E)VUFSV D M /etc/phones:

big-university 5551111
big-university 5551112
big-university 5551113
big-university 5551114

tip X)QUX)YPQUGULwF\V��(MU]�� D VUc��e]#�8� D Z>I��v^bMnL � D � D ���PQT^zX)QTYm]wI��)F , � D VUF\^ X)YPF �)Y D ViE)V9X)QUX��fV!�)E . �8�eNPE>M!� rmQUVUE)ViFX)Y)Q!I#QiN)Z D VUc��(QTFeIKE"�m])Vic��(] , � D X)L �(ViEPViF tip M { E��mNKF .

20.5.8. �%��)
�1	 � � ����� � �1+ � �'� � ��( +,� � ���10 Ctrl+P � ��� �.� �.���� ��� Ctrl+P � � ��+ ���� ?

Ctrl+P lSViQ ” LWXPY D MUN)])snx8E)k ” �(EK^dMUQiN8X)Q9Lm^dQUN"� D �PE)s , E"�SX)QiNKc!�SLwFo^��fkhIPN)]5L � D � D �)Em] tip ViQTRSQ , �)ViQnI D NPF\FEwIKLwV��SEP^dMUQUNPc!���fF�I D �"���fF . p �|^dQUZBF\ViF � IKFSN D Vic9NPs9GUQUk�IKY)LwRSQTk6�(EP^dMTQiN5LwX)Y D MiN)])s9x5EP^ ��X)QW^dQUx5cTsl �)Y D �)E)Y)QTM D �)Em] ~s, �)QUVUQUY)QTF`Q!��� D � D FSV ” L �SV D �PQUMUEPVicnX)F\Y)F\^dF����)Lws ”.p MTFeIKEPViF ~sforce=single-char, � D MUF\Y)a5E)MnMUMUQiI9�)QTMUQUk#�SViY)Q��)QUk . single-char l\ViQnNKsnGUQTk0Q!I#E��)Q!�"���fk
�(EP^dMTQiN . �8�eNPE8M!�:�)FqMUMTFeIKF\ViF single-char, LwX)Y D MiNP])snx5EK^4�(EP^dMTQiNPQW^4�(V D �)FSV nul, �)QTViQUY��fk8^dQiZ �)QX)QiNPL �)EPVic , MTMUF(IP] Ctrl+2 EmNPE Ctrl+Space.

7 QUY)QTa5FSF8� � D �)F �PE)F+IPNP] single-char l\ViQ Shift+Ctrl+6, �PQUViQTY)QUFE"�(X)QUNPc!�\LwFSV!�(]0ViQiNPc��)Q�� D �)F��)QUViQTY��Or�ViFSYK^dE�� D NKc!���Or6�SFSY)MTFSY D r .p �|^dQUZuFSViFqE"�(XPQiNPc��SQUM D VicnM�� D �)F��SViMUFHLWXPY D MUN)])snx8FSRSQ��(EP^dMTQiN D M��(F , �)ViQ � D rwQTViE)ViF , X)QW^dF��(VUE)M9F\RSQ9M9� D k)N
$HOME/.tiprc:

force=<single-char>

20.5.9. �%��)
�1	 � �'-/� , )
� � � � �'� ��� , �	�9��� -/��� �*� �1���1&*,� � �,�.0/- � � �/�1��.+,�1	
,����1-/�1,� ??p �:� D Z D NPE Ctrl+A, ” X)QUM��fa D s9x5E)k9�(EP^dMTQiN ” tip, �)QTViQUY"�fk0G!�ON��(X)F { E D NKc!�)QvMTMUF(IKF �hIKN)]5ViFSr , L �)QUR\Q��)FY D GTQUV D FSV*�mN D MUEPa D caps-lock. ���(X)QUNPc!�\LWkPViF ~s � D �5MnX)Y)EK^dFSY)FOM!�fa8F+IPNP]5L �(V D �)QUM��)E�X)FSYPF\^dF �"�)QUk raisecharMnX)QiIPrmQ!IP])x8FSF.��� D �PF �)E)F . �8D �)VUE��)F�� �)E , M��|^dQiZuFSVUFHL �(V D �)QTMUE)Vic9FSFHMnViQ9ZuF8��� D �)F��)E)F , �)ViQyE5LwX)Y D MiN)])s9x5E)k
�(EP^dMTQiN , F5�eNPE6�)F �SQUGTE)Y D F\ViF��ScvE"�SX)QiNPc��SQTM D VUc*�)E5QiIKE��0E"�8�)E)r .p QTVvX)Y)EK^dFSY .tiprc, QUViNPE����)QyX)QiIPrmQ!IP])x8E)khIPN)]8X)QiNPc��SQTM D VUF(NPF\k Emacs, �)QUVUQUY��v^4� D �(VUQnViY)F\GULwFSV��e]5MTMUQ!I#E)Vic
Ctrl+2 E Ctrl+A:

force=^^
raisechar=^^
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_HEP^dMUQUN ^^ l\ViQ Shift+Ctrl+6.

20.5.10. � ��	� � � � �,�
�� �����'���10 � �
��#( - �,�*	���� 0 � tip?

�.�eNPE8M!� �SQUFeI#E��m])FSVUF��(c �+I#Y)LwRSQUk9�(E"�SViF\^dQTk UNIX, MTQ!�o^dQiZ ���[X)F\Y)FeI D � D E8X)Y)E)Fo^b� D k)NPQUM��HX)QW^dQUx5cTs
�)QT^ D �wI�� ~p (put) E ~t (take).

 VUE9�)QW^ D �wI3�:� D XPL � � D s9V cat E echo M9LTI D NPF �"�)QUk6�SE"�(VUF\^dF`IPN)]5X)YPE)F\^ D EX)FSY)F(I D �PE5� D kmNKQUM . _HE"�)V D ���(E"� �eNPF(IKLwsnx8E)k :

~p local-file [remote-file]

~t remote-file [local-file]

C QUY)Y)F�� { E)E5QUa5EPGUQ!���PFSV , X)QUl\ViQT^dL�MTQ!�\^dQUZ �)QfNPL �)a8FHE"�SX)QiNKc!�SQTM D VicqIKY)LwRSQTk0X)Y)QTViQ!�)QUN , � D X)Y)EP^dF\Y zmodem.

20.5.11. � � � 	 + � �'� � � -/� �
�10 zmodem - tip?j N)]0X)QiNKL2�PF �)Em]>� D kmN D � D XPL �SViE)ViFqQUVUX)Y D MUN)])snx8Lws�X)Y)QTRSY D ^+^dL�� D LTI D NPF �"�)QUk6�SViQUYPQ!�)F . � D ViFo^ , � D GUF\Y)E)ViF ~C
rz IPN)]6� D � D N D NPQ�� D NPc��)QUR\QfX)Y)E)Fo^ D � D kmN D .j N)]0QUViXPY D M��)E5� D k)NPQUM*� D X)L �SViE)ViFqX)Y)E��PEP^ D s9x5Lws X)Y)QUR\Y D ^+^dL � D LTI D NPF����)QTk9�(VUQUY)Q��)F . � D ViF\^ , � D GTFSY)E)VUF ~C
sz ����� 
� IKN)]5QUVUX)Y D M��)E0Emr#� D LTI D NKF ���)Lws �(E"�SViF\^dL .

20.6. ��45�O6528= � 794��0=u�q�b� �A=��n4069�n�[ 5;0= � 79=z;5�f=8�|@
% ���� � �
� ��� � � Kazutaka YOKOTA. � ��� � �'	 � �#" 	 * $ � � 'T& -%�	'� 	 �i$ ��� �� Bill Paul.

20.6.1.
� �'� ���.+��
�

FreeBSD ^dQUZuFSV�� D R\Y)LWZ D Vic��(]�X)Y)E5E��(X)QUNPc!�\QUM D �)E)E�M�� D �)F5�(ViMTF.�)Q��"�(QUNPE0ViF��"�(VUQUMUQTRSQ9ViFSYP^dE"� D N D � DX)Q��(NPFeIKQTM D ViF(NPc��)QT^�X)QTY)ViL . �OD � D ]6�)Q��P�hE)R\LWY Di{ Em]5^dQUZuFSVnG��fVicnX)QUNPF ��� D MvIKMULWr#�eNKL2� D ]mr : IKN)]9�(E��(ViFo^����OrD I#^dE��PE"�(ViY D ViQTY)QUM , L �(V D � D MUNPE)M D snx8Emr FreeBSD � D �)QT^dX)cTsnViF\Y��|GTF �`XPQ!I��mNKs��)F������Or#�mN D MUE D ViLwY��[EmNPE^dQ!�)E)VUQUY D , E�IPNP]5Y D �\Y D GTQUV;�PE��)QUM , XPY)QUE��\MUQiIP])x5Emr�QTV!N D I3�)Ly]wIKY D E)NPE�IKY D k)MTFSY)QTMnL �(ViYPQUk"�SViM .C�D �0QTX)E"� D �)QvM � N . 12, XPY)Q { F5� �8� D RSY)L � �PE FreeBSD �SQ��SViQUE)VnE��HVUY)F(r6�SV D IKEPk . �hF\Y)M!�fFdI#MUF �(V D IKE)EY)F D NPE��SQTM D ��� MnGiNKQ!�)F8� D R\Y)L � �)E , � D rmQiIP])x5Fo^
�e]�M�� D � D NPF8�(N D k"� D FreeBSD � D � D RSYPL2�\Q!���PQT^�IKE"� �)F . g D ViY)F\ViFSk
�(V D IKE)E6� D R\Y)L �SQ!�"���fk�GiNPQ��#� D X)L ��� D FSV*� D R\Y)L � �)E�� (/boot/loader).j N)]�� D �SViY)QUk"�)E0X)Q2�eNPF(IKQUM D ViFSNPc!�)QTk �)Q!�"�SQiNPE5M D ^�X)QTViY)F\GULwFSV!�(]#� D �SViY)QTE)VicnGUNPQ!��� D R\Y)L � �)E , � D RSYPL2���)E��0E0]wIKY)Q .

20.6.2. �%�
-/�
�� 
 �'� �,�.- �*� � ���'�����	�#0�+,� 
 �'�*+�-/��� � , ����,� �'� ���'�

-����p l\ViQT^bY D �(IKF(NPFqX)Y)F(IKX)QUN D R D FSV��e] , �)ViQyM!�[E��(X)QUNPc!�\LWF\ViF.� D �(VUY)QUk��PE5X)QnLm^dQUN"� D �PE)s , � � D FSViF8� D �X)Q!I��)NPs��)EPVic��(]6�5X)Q2�eNPF(IKQUM D ViFSNPc!�"�v^�XPQUY)V D ^ E5XPY)Q��SViQvrmQUVUE)ViFqLWMTEwIKF\Vic��)Y D V;�)EPk8QTG!�SQTY�� D �SViY)QTk��)EX)Q��(NPFeIKQTM D ViF(NPc��)QUk �)Q��"�(QUNPE . �8�eNPE>lSViE8a D RSE0M���� �fM D snVvLhM D �1� D ViYPLUI��PF �)Em] , QUGTY D ViEPViF��Sc*�5GTQiNPF\FX)Q!IKYPQUG!�PQT^dLyY D �\� ]"���)F��)E)s M��(FSr�lSViEmr0X D Y D ^dFSViY)QTMnE8Y D �Sa5E)Y)F������Or�� D �(ViY)QTF �8M �`D �eI . 20.6.3.
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

1. �hQiI��mNPs��)E)ViF5�(c �0X)Q��(NPFeI#QUM D ViF(NKc!�)QW^dL9X)QTY)ViL . �hQ2�eNPF(IKQUM D ViFSNPc!� D ] �)Q!�"�SQiNPcnGULTIKFSV�� D COM1.

2.
p �fX)QUN"�)E)ViF echo -h > /boot.config IPNP]5M!�mNKs��)F��)Em]5X)Q2�eNPF(IKQUM D ViFSNPc!�PQUk �)Q!���(QiNKE�IPN)]#� D R\Y)L � �)E�� D E]wI#Y D .

3.
� ViYPFeI D �)ViE)Y)Lwk)VUF /etc/ttys E8E��\^dF��)E)ViF off � D on IPN)]#� D X)E��(E ttyd0.

 ViQyM!�)NPs��)EPV9X)YPE)R(N D a5F��)E)F.� DMUrmQ!I9� D X)Q��(NPFeI#QUM D ViF(NKc!�)QTk��)Q!�"�SQiNPE5V D �5ZBF , � D �5QUG������)Q*� D �(VUY D E)M D snV��e]0MUEmIKFSQ��)Q!�"�SQiNPE .

4.
C QW^ D �wI D shutdown -r now XPFSY)F�� D R\Y)L �SE)V��(E"�SViF\^dL#�HM!�mNKs��)F����)QUk8X)Q��(NPFeI#QUM D ViF(NKc!�)QTk �PQ!�"�SQiNPcTs .

20.6.3. �%�
-/�
�� 
 �'� �,�.- �*� � ���'�����	�#0�+,� 
 �'�*+�-/��� �

1. �hQiIKRSQTViQUMTcUViF1� D GUFSNPc .pOD ^ X)QUVUY)FSGTLWF\V!�e]#�PLTNKc - ^dQ!IKFo^����fk0EmNPE��(V D �wI D Y)V;���fk>X)Q��(NPFeI#QUM D ViF(NKc!���fk�� D GUFSNPcvE6�PLTNKc - ^dQ!IKFo^����fkD I D XPViFSY .
� GUY D ViE)ViF5�(c�� �`D �(I . 20.2.2, R(IKF`Y D � �\^ D ViY)EPM D s9V!�e]8X)Q��(NPFeIKQTM D ViF(NPc����fF
� D GUF(NKE .

2.
� V;�)NPs��)EPViF �mN D MTE D VULWYPL .

�qQUNPcUa8E��"�(VUMUQ��SE"�(ViFo^ PC ViF��SViE)Y)LwsnV �mN D MUE D ViLwY)LhMUQ9MUY)Fo^�]0M!�mNPs��)F �PEm] (POST) E5M!�qI D snV9QUa8E)G!�)LyF��(NPE
�)N D MTE D ViLwY D �)F`QTG!� D Y)LWZuF � D . ghF �)QTViQUY��fF �(E"�SViF\^���X)Y)E5QTV!�(LwV!�SViMUE)E9�mN D MUE D ViLwY��[M!�qI D snV��SMUL �)QTMUQTk
�SE)R � D N8E6�)F8� D R\Y)LWZ D snV!�(]0X)Q!� D �mN D MUE D ViLwY D �PFHGTLUI#FSVvX)QiI��mNPs��)F � D .
�8�eNPE��)QT^dXPcUsnVUFSY9�SQUQTGUx D FSVfQTGvQUa8E)G!�)F , �)Q9M��(F`ZuF8� D RSYPLTZ D FSV!�(] , M D ^ �PF`X)QTViY)FSGTLwFSV!�(]�IKF(N D Vic��)ViQ - ViQF\x5F . ( ghF��)QUViQTY��fF.�PQT^dX)cTsnViF\Y���� Phoenix BIOS XPY)Q��SViQ �SQUQTGUx D snV Keyboard failed E8X)Y)Q!I#QiN)Z D s9V
� D R\Y)L � �)L ).
�8�eNPE��)QT^dXPcUsnVUFSY6�PF.� D RSY)LWZ D F\V!�e]0GTF �8�mN D MTE D VULWY"� , M D ^zX)QUViY)F\GULwFSV��e]6� D �(ViYPQUE)Vic BIOS V D � , �)ViQUG��QTV!�(LwV!�SViMUEPF8�mN D MUE D ViLwY��[E)R��)QUYPE)Y)QUM D NPQ2�(c ( F��(NPE5l\ViQnMTQ!�\^dQUZ �)Q ). � GUY D ViE)ViF5�(c��8Y)L �)QUMTQ!I3�SViMULyX)Q^ D ViFSYPE��"���PQUk5X)N D ViF � D IKFSV D N)]P^dE8Q9ViQW^ , � D �0lSVUQ �eIKF(N D Vic .

� ���(��������"�
: ��#+�"���"�0)�'�� ����,���- �+�!,�� ' � ��)�$ �"� ��,�� ”Not installed” )�����#+�!,"�0��'�� � BIOS � � � ����������� � , ����� )�� ���#�- ���*� �"� $�#��"����� �+� )��"�!� ' �0��)�$���� ��, � . ��#�� , ������/ � �0���+� �+��� � ����,���- �+�!, — ��'������ )����+� BIOS ��� �"�+#+�!$�,"�0)+���!�' �0��)�$���� ��, � ) � )�,���-�% �+�� , ����'�$ , �"� � ���0- �*�+� � �"# �"�"#+�!)�$�� ��� )�� ����)+���+��� �*$ � '�$ . � � -���� �+�"� �!# �"��)�$��!�' �0��)�$���� ��, � �"��/�'+� � �������"�0� , / �	� � ��# ��$�# ���0��� � - ”Not installed” $��0��� )+#�� � � � � ��/ �+� ,�� � � �"�"�!� .

����� � 
�������
:
# # ��$ ) ' #�$�#+�"��- � �"��/�'+� � � ����� PS/2® -����*� , � �!'+� � ��$��"� �+� , '���' $ '+�0��)�$���� ��, � . � ���*� PS/2$�#��"����� � ��� � ����#+�!� � � �0, ��/0�0)+����$�% #+� )�- ��# �!�"� # '+�0��)�$���� ��,"� � , �"� �+���0- � ��# ��$ � #+�"��)�$��!����� �"��/ ' � � �������"� � ,�"�+#+�!$�,"�0)+����$��*'+�0��)�$��"� ��,�� -���� �+���0�*$ � �����"� )���/ ���!�����"��$��$ � �"� # �0� /������ . � ���,�$�- ��, , #�$�#+�"��- � Gateway 2000

Pentium 90 MHz )��&/ �+��#+� � %5$�- �����"� �"��' . $3���0- � �*� , �+��� ��� ��,"� � �0��- � , �"� #�'�������' � -
� �*� � � � '+�0��)�$��"� ��,�� '���'
��,���)�$�� � ��� � � � ��� .

3. �hQiI��mNPs��)E)ViFqViF ���(ViQTM!�fk5VUFSYP^dE�� D N9� COM1 (sio0).

�8�eNPE>LhM D �.�)FSV9ViF ���(ViQTMUQUR\QnViF\YP^dE�� D N D , E"�(X)QUNPc!�\Lwk)ViF8�SV D Y"�fk PC/XT �q^dQ!IKFo^��)QUk8X)Y)QUR\Y D ^+^dQTk , EmNPEXPQ��eNKFeIKQTM D VUF(NPc����fk�X)QUYPV�� D IKY)LwRSQW^ �)QT^dXPcUsnVUFSY)F UNIX. �.�(NPE5XPQUY)V D COM1 (sio0) �)F\V , XPQ!I��mNKs��)E)VUFqF\RSQ .g D I D �"���fk8^dQW^dF �)V��)FSV �(X)Q2�(QUG D E"�SX)QiNPc��SQTM D VUcqIKY)LwRSQTk5X)QTY)VnMW^dF��(VUQ COM1 GUF��`X)F\Y)F �PQT^dX)EmNP] { E)E
� D R\Y)L �SQ!�"���Or�GiNPQ��)QUM . �8�eNPE>M!�[LWZuF`E"�SX)QiNKc!�SLwF\ViF COM1 IPNP]5X)Q!I3�mNPs��PF �)Em]5IKY)LwRSQTRSQvL �SViY)QUk��(ViM D ,MTY)F\^dF����)Q9LUI D NPE)VUFHl\ViQ9L �SViY)QUk��(ViMTQnL �(V D �)QUMTE)ViF8�)QUM��fk#� D RSY)L �SQ������fk0GUNPQ!�5E�]wIKY)Q � D �5ViQiNPc��)Q FreeBSD
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

� D Y D GUQTV D F\V . ( �hY)F(IKX)QUN D R D FSV��e] , �)ViQ COM1 GTLUI#FSVOIKQ2�(ViLwX)F��6� D� D kmNPQTMUQT^ / M!���PE"�eNPEPViF(NPc��)QT^ / ViF\YP^dE�� D NPc!�)QW^ �(FSYPMUFSYPF`MvNKsnGUQW^ �eNKL2� D F ; F��(NPE5M D ^�IKF\k"�(VUMUE)ViFSNPc!�PQVUY)FSGTLWF\V!�e] COM1 IPN)]6�)F\RSQ - ViQvIKY)LwRSQTRSQ ( E5M��:�)Fq^dQUZuFSViFqX)FSYPF �mNPs��)E)VicylSVUQ�� D COM2 (sio1)), MUQ!�o^dQiZ �)Q*�PF
�SViQUEPVnGUF5�(X)Q��)QUEPVic��(]0QUGvl\ViQT^ �SFSk�� D � .)

4.
� GUFeI#E)ViF��Sc , �PViQ9My� D kmNKF.� D �(ViY)QTk��)E5]wIKY D L �SV D �PQUMiNKF ���:�(QTQUViMTFSV!�SViMULws9x5E)Fq�yN D R\EhIPN)] COM1 (sio0).

�hQiIPrmQ!IP])x8E)F`�yN D RSE0V D �)E)F :
0x10p �)NPs�� D FSV9X)Q!I)I#FSYmZ �)L��)Q��"�(QUNPEhIPNP]5lSViQTRSQ9L �SViY)QTk"�(ViM D . �8�eNPE8L �SV D �PQUMiNKF �0lSVUQUV9�yN D R , IKY)LwRSE)FE)R �)QTY)E)Y)Lws9V!�e] . g D I D �����fk8^dQW^dF �)V9X)Q!IPIKFSYmZ � D �)Q!���(QiNKE5^dQiZuFSVyG!�fVic9M!�mNKs��)F�� D �)FqGUQUNPFSF8�)F\^ � DQ!I��)QW^ L �(ViYPQUk"�SViMUF ; X)YPFeIKX)Q��)ViE)VUF(NPc��)Q�� D X)F\Y)MUQW^ ( M �(QTQUViMTFSV!�SViMUE)E9��X)QTYm]wI��)QW^ M

�)Q!�P�hEPRSLwY Di{ E)Q!���PQT^z� D kmNKF ) �`L �(V D �)QTM!�)QTk�lSViQTRSQ9�yN D R D .  V D QTX { Em]6� D ^ D X)Q �SFSGTF.�)F � IKFSN D F\VX)Q��(NPFeIKQTM D ViF(NPc����fk�X)QTY)V��)Q��"�(QUNPcUs .
� �SV D �PQUMUEPViF8�(NPFeIKLws9x5E)k>�yN D RHEmNPE5E��(X)QiNKc!�SLwk)VUF`QUX { E)s -h,QUX)E"� D ���PLWs �)EmZuF , MT^dF5�(ViF �`l\ViEP^b�yN D RSQW^ .

0x20p �)NPs�� D FSV9X)Q!I)I#FSYmZ �)L��)Q��"�(QUNPE#� D L �(ViY)QTk"�(VUMUF ( F5�eNPE#�PFSVnIKY)LwRSQTk#�)Q!���(QiNKE6�`GTQiNPF\F�M!�*�SQ!�)EK^X)Y)E)QTY)E)ViF\ViQT^ ), �)F�� D MTE"�(EK^dQnQUV�� D NKE��)Em]0QTX)E"���fM D Fo^dQUk��)EmZuFOQUX { E)E -h.
 VUQUVh�yN D R1� D ^dF��)EmN8QTX { E)s

COMCONSOLE M FreeBSD MTFSY"�SE)k 2.X.
� N D R 0x20 IKQiN)ZuF��5E"�SX)QiNPc��SQTM D VUc��e]hMT^dF5�(ViF �`�yN D RSQW^ 0x10.

0x40
� F �\FSY)MTE)Y)LwFSV9lSViQyL �(ViY)QTk"�(VUMUQ ( �(QTMT^dF5�(V;�)Q��H�yN D RSQW^ 0x10) E�IKFSN D F\VnL �(VUY)QUk"�SViMUQ��)FeI#Q��(VULWX"���v^�IPN)]QUG!���"�)QUk0Y D GUQTV;� .

p � �)F`IKQiNPZ��"�[E"�(X)QUNPc!�\QUM D Vicvl\ViQUVy�yN D R�IPN)]5L �(VUY)QUk"�SViM D X)Q��(NPFeI#QUM D ViF(NKc!�)QTRSQX)QUY)V D , �)QTViQUYPQUF`GTLTIKFSV9E"�(X)QUNPc!�\QUM D Vic2�e]hM�� D �)F��SViMUFqX)Q��(NPFeI#QUM D ViF(NKc!�)QTk �)Q��"�(QUNPE . ���SX)QiNKc!�SLwk)VUF`lSVUQUV�yN D RHViQiNPc��)QnF5�eNPE8L �(ViY)QTk"�(VUMUQnXPY)FeI�� D � � D �)F��)QfIPNP]5LTI D NPF����)QTk0QUV!N D I��)E0]wIKY D . � GTY D VUE)ViF��Sc��� L �)QUMTQ!I3�SViMUL9IPN)]8Y D �\Y D GTQUV;�)E"�)QUM
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/books/developers-handbook/index.html) � DIKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)F\k0X)QyLUI D NPF����)QUk5QUV!N D I��)F .

�����	��
�������
: � FreeBSD 4.0 $"��$ )�� ��� #���- ���"�!$ '�� ���0��� � 0x40 ����-	�"��� �*/�, ��� ��% $ /0��% ��/ �"�0�����"� ������ ��/�' $ $ #��"����� � ���+�"# % / , ��� � � ���0��� .

�hYPEP^dFSY :

device sio0 at isa? port IO_COM1 flags 0x10 irq 4� GTY D VUE)ViF��Sc����(ViY D �)E { F �(XPY D MTQ!���)E"� D sio(4) � D X)Q!IKYPQUG!�PQ��(Vi]P^dE .

�8�eNPEB�yN D R\E��)FqG!�ONPE8L �SV D �PQUMiNKF ��� , M D ^zX)QTViY)FSGTLwFSV!�(]6� D X)L �(ViE)VUc UserConfig ( � D IKY)LwRSQTk#�)Q!���(QiNKE ) E)NPEXPFSY)F5�(QUGTY D VUcf]wIKY)Q .
5. _HQ��eI D k)ViF boot.config M �)QUY"�)FSMTQT^ � D V D NPQTRSF`Y D �eI#F(N D a � D � D R\Y)L �SQ����)QT^<IKE����)F .

 VUQUV9� D kmN9�SQUQUGTx5E)V�� D R\Y)L �SQ����)QT^dLyGiNKQ!�)L��(XPQ��(QTG*� D RSY)L ���)E6�(E��(ViFo^�� .
j N)] D �)ViE)M Di{ E)EXPQ��eNKFeIKQTM D VUF(NPc��)QUk��)Q��"�(QUNPE0M D ^zX)QTViY)FSGTLwFSV!�(]0Q!I�� D EmNPE9�)F�� �)QiNPc��)Q��(NPFeI#LWs9x5Emr0QTX { E)k — �PF����PQiNPc��)QQTX { E)k>^dQUR\LWV9G!�fVic9L � D � D ���:� D Q!I��PQUk6�SViY)Q!�PF :
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

-h

�hFSY)F��mNPs�� D FSV9M!�)LwViYPF ���)s9s E8X)Q��(NPFeI#QUM D ViF(NKc!�)Lws �)Q��"�(QUNPc . p ��^dQUZuFSViFqE"�(X)QUNPc!�\QUM D VicfF\F�IPNP]X)FSY)F��mNPs��)F �)E)]8L �(ViYPQUk"�SViM��)Q��"�(QUNPE . g D X)Y)EP^dF\Y , X)Y)E9� D RSY)L � �PF8�HM!�)LwViY)F����)F\k ( MUEwIKF\Q ) �)Q!�"�SQiNPE , M!�^dQiZuFSViFqE"�SX)QiNPc��SQTM D VUc -h IPN)]6� D X)L � � D � D RSYPL2���)E�� D E0]wIKY D ��E��(X)QUNPc!�\QUM D �)E)Fo^�XPQ��eNKFeIKQTM D VUF(NPc��)QUR\QX)QUY)V D M�� D �)F5�(ViMTF`L �(VUY)QUk"�SViM D �)Q!���(QiNKE . �hY)E9� D R\Y)L � �)F8�`X)Q2�eNPF(IKQUM D ViFSNPc!�)QTk��)Q!���(QiNKE , M!�|^dQUZuFSViFE"�(X)QUNPc!�\QUM D VicvQTX { E)s -h IPN)]8L2� D � D �)Em]#� D RSYPL2���)E��)LhE�]wI#Y)L�E"�(XPQiNPc��SQUM D VicnM�� D �)F��SViMUF8�)Q!�"�SQiNPEMUEwIKF\QfIKE��(XmNPF\k .

-D

�hFSY)F��mNPs�� D FSV9Q!I��PQ - EhIKMULWr �)Q��"�(QUNPc!�)Lws �PQ!�P�hE)R\LwY Di{ EPE .
p Q!I��)Q��)Q!���(QiNKc!�)QTk��)Q!�P�hEPRSLwY Di{ E)E

�)Q!�"�SQiNPcy^dQiZuFSV9G!�fVicnNPE)GTQnM!�PLWVUY)F ���PFSk ( MUEmIKFSQOI#E"�(XmNKFSk ), NPE)GTQnX)Q2�eNPF(IKQUM D ViFSNPc!�"�v^�XPQUY)ViQW^ , M
� D MTE"�(EK^dQ��(VUE0QUV �(Q��SViQi]��PEm]0QUX { E)E -h.

p IKMTLWr �PQ!�"�SQiNPc��)QUk �)Q��P�hE)RSLwY DU{ E)E0E8MUEwI#FSQfI#E"�(XmNKFSk5EX)Q��(NPFeIKQTM D ViF(NPc����fk�X)QTY)V��SV D �)LwV��)Q!�"�SQiN)]P^dE8Q!I��PQUMUYPF\^dF �"�)Q , �)F�� D MUE"�SEP^dQnQUV��(Q��SViQi]��PEm]0QUX { E)E -h.
��^dFSk)ViFqMUMTEwIKL , �)VUQ��)Q��P�hE)R\LWY Di{ Em]#��IKMULm^�]#�)Q��"�(QUN)]P^dE5Y D GUQTV D F\VvViQiNKc!�)Q9MUQvMTY)F\^�]5Y D GUQTV;�
� D R\Y)L �SQ����)QUR\QvGiNKQ!� D . C�D �0ViQUNPc!�PQnLwX)Y D MiNPF��)E)F`XPFSY)FSrwQiIKE)V��#� D RSY)L � �)E"�)L , Q��SV D F\V!�e]5VUQiNPc��)QnQiI�� D
�)Q!�"�SQiNPc , L � D � D ��� D ]0QUX { E)FSk -h.

-P
� � D � �fM D FSV*� D R\Y)L �SQ!�"�)QT^dLyGiNPQ��)LhX)Y)QTViF��SViE)Y)QTM D VUc��mN D MUE D ViLwY)L . �.�eNKE6�mN D MUE D ViLwY D �PF.� D kwIKF � D ,D MUVUQT^ D VUE��)F�� �)E5L �SV D � D MiNPEPM D s9V!�e]�X D Y D ^dF\ViY�� -D E -h.

�����	��
�������
:
� � ��,�$ ��$���� � �&,�����$������$�� ��� ,�����- ��, ) # � � �+#+�!) ��� � ���5)+��,�#�$�$ �����&, ��� �����"��� � � � � '�� , � ���0$"%

-P -���� �+� ��,"� �"��# �!$ ,"� )��"�!� ��������'+� ,���#��*$�,�������� � '+�0��)�$���� ��,�� . $ �0��)�$��"� ��,���# - ������� ����- 101 '+�0��)�$�����-	$
( $ � � � '+�0��)�$�� F11 $ F12) -�� � �"� � � �!� ����� � ����, � � ����� . $ �0��)�$��"� ��,�� ����'+� ��� ,�� � � ���"�����"� )�-�� � �"� � � �!� ��������"/ ����� $�� - ��� � ����� � ��� ,�����$ ������$"% .

# # ��$ � ��� # �����$�� � #�� , )�� ��� #�-���� �+�"�*$�#��"����� �+�0)+�"�!� ����� $ � -P. $#+���*���0����$ � , ��� # � � ��#+�!) ���+�*� ��� ��/��"��� � � �"�!$ ,���������$"% �+��� � ��,"� � �0��-�� .

���SX)QiNKc!�SLwk)VUF`EmNPE8QUX { E)s -P IKN)] D MTViQT^ D ViE��)F5���)QTRSQvM��fGUQTY D �)Q��"�(QUNPE , EmNPE8QUX { E)s -h IPN)] D �)ViE)M Di{ E)EXPQ��eNKFeIKQTM D VUF(NPc��)QUk��)Q��"�(QUNPE .p ��^dQUZuFSViFqM!�mNKs��)E)VUc9V D �mZuF�I#Y)LwRSE)FHQUX { EPE , QTX)E"� D �����fFHM boot(8).� X { E)E , � D E����mNPs��)F �PE)F\^ -P, GULTIKLwVvX)F\Y)FeI D ��� � D RSYPL2���)E��)L (/boot/loader).
� D R\Y)L � �)E"�0QUX)YPFeIKFSNPE)VGTLTIKFSVnNPE6�)Q��"�(QUNPcUs�M!�)LwViY)F����)F\FHMTEwIKFSQ9L �(ViY)QTk"�(VUMUQnE)NPE5X)Q2�eNPF(IKQUM D ViFSNPc!�"�fk�X)QUY)V , X)Y)QTMUFSYPE)MnViQUNPc!�PQ

�SQ��SViQi]��)EPF`QUX { E)E -h.
 VUQ9Q�� � D � D F\V , �)ViQyF��(NPE5M��[M!�mNPs��)E)ViFOM /boot.config QTX { E)s -D, �)Q��)F -h, ViQ

�\^dQiZuFSVUFHE"�SX)QiNKc!�SQTM D Vic*�)Q��"�(QUNPcvViQUNPc!�)Q9MUQ9MUY)Fo^�]0Y D GTQUV;�:� D RSYPL2�\Q!���PQURSQnGiNPQ�� D ; � D R\Y)L � �)E"�0GULTIKF\VE��(X)QUNPc!�\QUM D VicvM��)LwViY)F �"�)FSFHMUEwIKF\QnL �(VUY)QUk"�SViMUQ9M�� D �)F��SViMUF �)Q��"�(QUNPE .

6.
� D RSY)L �\E)ViF.�PQT^dX)cTsnViF\Y .C QTReI D M!�[M��mNPs��PE)ViF �)QT^dX)cTsnViF\Y FreeBSD, � D RSY)L �\Q!�����fk�GUNPQ!�5M!�fMUF(IKFSV��(Q!I#FSYmZuEP^dQTF /boot.config � D
�PQ!�"�SQiNPc . g D X)Y)EK^dFSY :

/boot.config: -P
Keyboard: nop ViQTY D ]6�SViY)Q�� D XPQi])MUEPV!�e]0ViQUNPc!�PQnF��(NPE5M��[X)QT^dF5�(ViEPViF -P M /boot.config E5QUVUY D Z D F\V
� D NPE��PE)F / QUV!�SLwV!�(ViMTE)F �mN D MTE D VULWY"� .

 ViE9�SQUQUGTx5F��)Em]�M!�fMTQ!IP])V!�(]�NPE)GTQ�� D X)Q��(NPFeIKQTM D ViF(NPc��)Lws , NPEPGUQ�� DM��)LwViY)F����)sns �)Q��"�(QUNPc , E)NPE6� D QUGTF , M�� D MTE"�(EP^dQ2�(ViE5QUVnX D Y D ^dFSViY)QTMnM /boot.config.

612



���������
20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

! � � � � � %�%�# ��6$!��'5 0 � 0/%(+�5(78-954!("
�PFSV M!�PLWVUY)F ���)]m]6�)Q!���(QiNKc
-h X)Q2�eNPF(IKQUM D ViFSNPc!� D ]��)Q!�"�SQiNPc
-D X)Q2�eNPF(IKQUM D ViFSNPc!� D ]�E5M!�PLWVUY)F ���)]m]#�)Q!�"�SQiNPE
-Dh X)Q2�eNPF(IKQUM D ViFSNPc!� D ]�E5M!�PLWVUY)F ���)]m]#�)Q!�"�SQiNPE
-P, �)N D MTE D ViLwY D X)Y)E"�SLwV!�(ViMTLwFSV M!�)LwViYPF ���m]m]9�)Q!�"�SQiNPc
-P, �)N D MTE D ViLwY D QUV!�SLwV!�(ViMTLwFSV X)Q��(NPFeI#QUM D ViF(NKc!� D ] �PQ!�"�SQiNPc
�hQ2�eNPFHM!�fMTQ!I D M��fa5F\X)Y)E)MTFeIKF������Or��(QUQTGUx8F �)E)k , X)Y)QUE��ermQ!IKEPV��)F\GUQiNKcUa D ]hX D L � D XPFSY)F(I>ViFo^ , � D �
� D X)L � � D F\V!�e]#� D RSYPL2���)E��0E9� D �PQ!�"�SQiNPE8X)Qi])MUN)])snV!�(]6�eNPF(IKLwsnx8E)F �SQUQTGUx5F��)Em] .

p �)QUYK^ D NPc��)QUk6�SE)ViL Di{ E)EM D ^ �)FqX)QTViY)FSGTLwFSV!�(]0X)Y)FSY"�fM D VUc�� D RSY)L ���)LhMnlSVUQUVh^dQT^dF �PV , �)Q9lSViQh^dQiZ �)Q � IKFSN D Vic , �)ViQTG!�[LwGUF(IKE)Vic2�e] , �PViQM2�(F8� D �SViY)QUF��)QnXPY D MTEmNPc!�PQ .
g D Z.^dE)ViF.� D �)Q��"�(QUNPEhNPsnGTLws��mN D MUE)a8L��PY)QT^dF Enter IKN)]0X)Y)F\Y��fM D �)Em]�X)Y)Q { F���� D � D RSYPL2���)E .

� D RSY)L �SQ������fkGUNPQ!�5M!�qI D �(VvX)YPE)R(N D a5F��)E)F ��I D NPc!�)F\k)a5EK^�IKFSk"�SViMUE)]P^ .
� �)Q9M!�fR(NP]WI#E)VnX)YPEP^dFSY��PQ9V D � :

>> FreeBSD/i386 BOOT
Default: 0:ad(0,a)/boot/loader
boot:
� GUF(IKE)ViF5�(c , �)ViQ �(QUQTGUx8F �)E)F`M!�fa5FHX)Qi])MTEmNPQ2�(c*� D X)Q2�eNPF(IKQUM D ViFSNPc!�)QTk , M!�)LwViY)F����)F\k6�)Q��"�(QUNPE0EmNPE9� D QTGUF\Emr ,M�� D MUE"�SEP^dQ��SViE5QTVvQUX { E)k5M /boot.config. �.�(NPE9�SQUQTGUx5F��)E)F�XPQi])MUE)NPQ��ScvV D ^ , ReIKF`IKQUN)Z �)QnG��ONPQXPQi])MUEPVic��(] , � D Z.^dE)VUF Enter IPNP]5X)Y)QiIKQiN)ZuF��)Em]0X)Y)Q { F���� D � D R\Y)L � �)E .

�8�eNPE>M D ^ �)LWZ�� D X)Q2�eNPF(IKQUM D ViFSNPc!� D ]��)Q!�"�SQiNPc , �)Q�� D ViF\YP^dE�� D NPF �)FHMTEwI��)Q9X)Y)E)RSN D a8F �)Em] , lSViQyQ!��� D � D FSVXPY)QUGUNPF\^�� �8� D �SViY)QTk�� D ^dE .
p MUFeI#E)ViF -h E6� D Zu^dEPViF Enter/Return ( F5�eNPE8lSViQ9MUQ��\^dQiZ �)Q ) IPNP]5L � D � D �)Em]

� D R\Y)L �SQ!�"�)QT^dLyGiNPQ��)L (
D V D �)ZBF � D RSY)L ���)E��)LhE0]wI#Y)L ) M��fGUY D VicnX)Q2�eNPF(IKQUM D ViFSNPc!�"�fk�X)QUY)V9M�� D �)F��SViMUF

�PQ!�"�SQiNPE .
C QUReI D �(E"�SViF\^ D � D RSY)L �\E)V!�e] , XPY)QUMTFSY)cTViF.� D �(ViYPQUk��)E8FSx8F`Y D �HE0QTX)Y)F(IKF(NPEPViF , �)ViQyG!�ONPQ � IKFSN D �)Q

�PFSX)Y D MUEmNKc!�)Q .
�hQ��eNKF1� D X)L ��� D � D R\Y)L � �)E"� D E8X)FSY)FSrmQ!I D MyViY)F\VicUs �(V D IKE)s X)Y)Q { F���� D � D R\Y)L � �)E5M!�[M��SF`F\x5FO^dQiZuFSViFX)FSY)F��mNPs��)E)Vic2�e]8^dFSZ8I#L�M!�)LwViY)F����)F\k6�)Q��"�(QUNPcUs E5X)Q2�eNPF(IKQUM D ViFSNPc!�)QTk �)Q!�"�SQiNPcTs�X)LwViFo^ L �(V D �)QUM��)E
�(QUQTViMUF\V!�(VUMULwsnx8Emr�X)FSY)Fo^dF ���"�OrhQ��)Y)LWZuF �)E)]5M�� D RSYPL2���)E��)F . � GUY D x D k)ViF��Sc*�5Y D �eI#F(NPL �`D �eI . 20.6.6.

20.6.4. $%� ����
� IKF��ScnX)YPE)MUF(IKF ���:�PY D V;�PE)FHEPViQUR\E5X)QyY D �SNPE����"�v^ � D �SViY)QUk"� D ^ , Y D ���S^dQUVUY)F ���"�f^bMnlSVUQT^ Y D �eIKFSNPF`EM!�fGUEPY D Fo^��v^zM��(QTQUViMTFSV!�SViMUEPE6�.�PEP^dE6�)Q��"�(QUN)]P^ .

20.6.4.1. � "�&��'"�!$7 1:
0 � ;/-=78"�!�"(0 : � 0/"�68796�+ : 5 sio0 � : "(> � 0x10

device sio0 at isa? port IO_COM1 flags 0x10 irq 4

)�"�&(" 1 687�& � 0
/boot.config

��% !(-9% :�� + : 5
@9"(> &$;�@9% � !(%'>?% # : %'./"

�*%'!(-9% :�� + : 5�@9"(> &(;/@ � � ./" �*%'!�-9% :�� + : 5�5�+�&�"

�)FSV M!�)LwViYPF ���m]m] M!�PLWVUY)F ���)]m] M��)LwViY)F����m]m]
-h X)Q��(NPFeI#QUM D ViF(NKc!� D ] X)Q2�eNPF(IKQUM D ViFSNPc!� D ] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

)�"�&(" 1 687�& � 0
/boot.config

��% !(-9% :�� + : 5
@9"(> &$;�@9% � !(%'>?% # : %'./"

�*%'!(-9% :�� + : 5�@9"(> &(;/@ � � ./" �*%'!�-9% :�� + : 5�5�+�&�"

-D X)Q��(NPFeI#QUM D ViF(NKc!� D ]hEM!�)LwViYPF ���m]m] M!�PLWVUY)F ���)]m] M��)LwViY)F����m]m]
-Dh X)Q��(NPFeI#QUM D ViF(NKc!� D ]hEM!�)LwViYPF ���m]m] X)Q2�eNPF(IKQUM D ViFSNPc!� D ] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
-P, �mN D MTE D VULWY DX)Y)E"�SLWV��(ViMTLWF\V M!�)LwViYPF ���m]m] M!�PLWVUY)F ���)]m] M��)LwViY)F����m]m]
-P, �mN D MTE D VULWY DQUV!�SLWV��(ViMTLWF\V X)Q��(NPFeI#QUM D ViF(NKc!� D ]hEM!�)LwViYPF ���m]m] X)Q2�eNPF(IKQUM D ViFSNPc!� D ] XPQ��eNKFeIKQTM D VUF(NPc�� D ]

20.6.4.2. � "�&��'"�!$7 2:
0 � ;/-=78"�!�"(0 : � 0/"�68796�+ : 5 sio0 � : "(> � 0x30

device sio0 at isa? port IO_COM1 flags 0x30 irq 4

)�"�&(" 1 687�& � 0
/boot.config

��% !(-9% :�� + : 5
@9"(> &$;�@9% � !(%'>?% # : %'./"

�*%'!(-9% :�� + : 5�@9"(> &(;/@ � � ./" �*%'!�-9% :�� + : 5�5�+�&�"

�)FSV M!�)LwViYPF ���m]m] M!�PLWVUY)F ���)]m] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
-h X)Q��(NPFeI#QUM D ViF(NKc!� D ] X)Q2�eNPF(IKQUM D ViFSNPc!� D ] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
-D X)Q��(NPFeI#QUM D ViF(NKc!� D ]hEM!�)LwViYPF ���m]m] M!�PLWVUY)F ���)]m] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
-Dh X)Q��(NPFeI#QUM D ViF(NKc!� D ]hEM!�)LwViYPF ���m]m] X)Q2�eNPF(IKQUM D ViFSNPc!� D ] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
-P, �mN D MTE D VULWY DX)Y)E"�SLWV��(ViMTLWF\V M!�)LwViYPF ���m]m] M!�PLWVUY)F ���)]m] XPQ��eNKFeIKQTM D VUF(NPc�� D ]
-P, �mN D MTE D VULWY DQUV!�SLWV��(ViMTLWF\V X)Q��(NPFeI#QUM D ViF(NKc!� D ]hEM!�)LwViYPF ���m]m] X)Q2�eNPF(IKQUM D ViFSNPc!� D ] XPQ��eNKFeIKQTM D VUF(NPc�� D ]

20.6.5. �4*�
�1	 ( ,��&1�.�1( - �,�.- �*� � ���'�����	�#0�+ � 
 �'�*+�-/���#0 �

20.6.5.1. � -=78"�!�%'0$.8" #�% : 686 0 ��-9% .8% ��-/./%'&(%�-97��<�(%'&(78"

�hQnLm^dQiN"� D �)E)s , X)Q2�eNPF(IKQUM D ViFSNPc!���fk�XPQUY)V�� D �SViY)QUF��0V D � : 9600 GUE)V / � , 8 GUEPV , GUF��.�)F\V;�)Q2�(ViE , 1 �(VUQUX5GTE)V . �8�eNPEM D ^ �PFSQUGUrmQ!IKEP^dQnE��\^dF��)E)Vic ���)QTY)Q��SVic , X)QUViYPFSGULwF\V!�e]0X)F\Y)F �PQT^dX)EmNP] { Em]6� D �8^dE��)EK^dLw^ � D RSY)L �SQ������OrhGiNPQ��)QUM .j QUG D MUcTViF1�eNPF(IKLwsnx8LWs �(VUY)Q!�)L � /etc/make.conf E9� �)QT^dXPEmNPE)Y)Lwk)VUF8�)QTM!�fk#� D R\Y)L �SQ!�"���fk0GiNKQ!� :

BOOT_COMCONSOLE_SPEED=19200

� GUY D ViE)ViF5�(c�� �`D �(I . 20.6.5.2 � D X)QiIKY)QTG!���v^dE0E"�"�(ViYPL2� { Em]P^dE>X)Q��SGUQUY"�)F`E8L �SV D �PQUM!�PF1�)QUM��Or�� D R\Y)L �SQ������OrGiNPQ��)QUM .
�.�eNPE8X)Q��(NPFeI#QUM D ViF(NKc!� D ] �PQ!�"�SQiNPc*� D �(VUY D E)M D F\V!�e]#�)FqX)LwViFo^ L �(V D �)QUM��)E0X D Y D ^dF\ViY D -h, E)NPEX)Q��(NPFeIKQTM D ViF(NPc�� D ] �)Q��"�(QUNPc , E"�SX)QiNKc!�SLwFo^ D ]�]wIKY)QW^ , QUV!NKE�� D F\V!�e]8QUVnVUQUk , �)ViQnE��(X)QUNPc!�\LWF\V!�e]#� D R\Y)L �SQ!�"���v^GiNPQ��)QT^ , X)QTViY)F\GULwFSV!�(]�IKQTG D MTE)Vic��(NPFeI#LWs9x5E)FHQUX { E)E6�>� D kmNPL � D �(ViYPQUk��)E5]wIKY D E��(QTGUY D Vic*�)QTMUQUF�]wIKY)Q :
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

options CONSPEED=19200

20.6.5.2.
��-��(% :�� @9%'0/"�!���6�+ : 5 ./%'!(-8% : � +�&(;�>?%'>?%���%�- : 68+�%'0/"�796 :�� !�%�>?% �(% &$78" 0 1 6�-=78% sio0

���(X)QUNPc!�\QUM D �)E)F�IKYPLWR\QUR\QvX)Q��(NPFeI#QUM D ViF(NKc!�)QTRSQfX)QTY)V D MT^dF��SViQ sio0 IKN)]6�)Q��"�(QUNPE0X)QTViY)FSGTLwFSV��PQUF - � D �PQUkX)FSY)F��)QT^dXPEmN)] { E)E . �.�(NPE5M��[X)Q�� D �)EP^ - NPE)GTQnX)Y)E"�)E�� D ^zrmQUViE)VUFHE"�SX)QiNKc!�SQTM D VicqIKY)LwRSQTk5X)Q2�eNPF(IKQUM D ViFSNPc!�"�fkX)QUY)V , X)FSYPF �)QW^dX)EmNPE)YPLWkPViF � D R\Y)L �SQ������fk0GUNPQ!� , � D RSYPL2���)E��8E�]wIKY)Q �(QTR(N D ���)QvXPY)E)MUF(IKF �"�)QUk#�PEmZuFHE����(ViY)L � { E)E .

1. �hQUNPL �)E)ViFqE"�ermQiI����fF`VUF �"�SV;�[]wIKY D ( R(N D M D ��N . 19)

2.
� ViYPFeI D �)ViE)Y)Lwk)VUF /etc/make.conf E5L �(V D �)QTMUE)ViF BOOT_COMCONSOLE_PORT M �(QTQUViMTFSV!�SViMUE)E9� D IKY)F��SQT^XPQUY)V D , �)QTViQUY��fk8M!� rmQUVUE)ViFqE"�(X)QUNPc!�\QUM D Vic (0x3F8, 0x2F8, 0x3E8 E)NPE 0x2E8).

t QUR\LwVnG!�fVUcnE"�SX)QiNPc��SQTM D �"�VUQiNPc��)QnL �(VUY)QUk"�SViM D QUV sio0 IKQ sio3 ( QUV COM1 IKQ COM4); ^dLWNPcTViE)X)QTY)ViQUM��fF`X)Q2�eNPF(IKQUM D ViFSNPc!�"�fF1� D YPV;� �)FGTLTIKLwVnY D GUQUV D Vic . � �(V D �)QTM!� D XPY)FSY��fM D �)EPk6�)FHViY)FSGTLwFSV!�(] .

3. _HQ��eI D k)ViFH� D kmN6� D �(ViYPQUk��)E5]wIKY D EhIKQTG D MTcUViF8�(QUQTViMUF\V!�(VUMULwsnx8E)FH�yN D RSEhIKN)]5X)QTY)V D , �)QUViQTY��fkX)N D �)EPY)LwFSV!�(]5E"�(XPQiNPc��SQUM D Vic . g D X)Y)EK^dFSY , F5�eNPE8M!� rmQUViEPViFHE��(X)QUNPc!�\QUM D VicOIPNP]6�)Q!���(QiNKE sio1 (COM2):

device sio1 at isa? port IO_COM2 flags 0x10 irq 3

E)NPE
device sio1 at isa? port IO_COM2 flags 0x30 irq 3
� N D RSE0IPN)]�IKYPLWR\Emr�X)Q��(NPFeI#QUM D ViF(NKc!���OrhL �(ViY)QTk"�(VUM��)FHL �(V D � D MUNPE)M D k)ViF .

4. _HQTGUFSYPE)ViF`E8L �(V D �)QUMTE)ViF.� D R\Y)L �SQ!�"���fk0GiNKQ!�0E9� D R\Y)L � �)E"� :

# cd /sys/boot
# make clean
# make
# make install

5. _HQTGUFSYPE)ViF`E8L �(V D �)QUMTE)ViF�]wI#Y)Q .
6.
� D X)E)a8E)ViF � D R\Y)L �SQ������fk�GiNKQ!�#� D � D RSY)L �\Q!�����fkyI#E"�����`X)QW^dQUx8cUs disklabel(8) E9� D RSY)L �SEPViF��Sc��1�PQUM!�v^]wI#Y)QT^ .

20.6.5.3. � �/%�+ 0 %(7 : "�+ � � . DDB
- �(%�- : 6/+ % 08"�796 :�� !(%�� : � !�� �

�.�eNPE8M!� rmQUVUE)ViFqMUQUkPViE5M9QUV!N D I��)E��5]wIKY D �`X)Q2�eNPF(IKQUM D ViFSNPc!�PQUk��)Q��"�(QUNPE ( X)QiNPF�� �)QfIPN)]5LTI D NPF ���PQUkIKE D R��)Q��SViE��)E , �)QyQUX D ���)QvF5�eNPE8M!�[MTMUFeI#FSViF8�)FSX)Y D MUE)NPc!���fk BREAK � D X)Q2�eNPF(IKQUM D ViFSNPc!�PQT^�X)QUYPViL !),X)QUViYPFSGULwF\V!�e]6�SQUGUY D Vicf]wI#Y)Q �SQ��(NPFeIKLws9x5EP^dE8X D Y D ^dFSViY D ^dE :

options BREAK_TO_DEBUGGER
options DDB

20.6.5.4.
)�% : ; ��6$!'��6 �'&�� > : "�3 6$!'��5<!("��(%�- : 6/+ % 08"�796 :�� !(%��4./%'!(-8% : �

7 QUVi]5lSViQ��)FqQUGi]�� D ViFSNPc!�PQ , M D ^ ^dQiZuFSV9X)QUVUY)FSGTQUM D Vic��(]�X)Y)E)RSN D a8F �)E)F login X)QnXPQ��eNKFeIKQTM D VUF(NPc��)QUkhNPE"�)E)E , MIKQUX)QUN"�)F��)E)F.�8LWZBF�IKQ��SViLwX����v^ � D R\Y)L �SQ������v^ �(QTQUGUx8F �)E)]P^zE5QUViN D IKQ����)QTk#�(F����(E)E5]wIKY D . � IKF��ScnQTX)E"� D �)Q�� D �
� IKFSN D Vic9lSViQ .
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���������
20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

� V;�)Y)QTk)ViFO� D kmN /etc/ttys �HX)QT^dQTx5cUs Y)FeI D �)ViQTY D E9� D kmIKE)ViF �(ViYPQ!�)E :

ttyd0 "/usr/libexec/getty std.9600" unknown off secure
ttyd1 "/usr/libexec/getty std.9600" unknown off secure
ttyd2 "/usr/libexec/getty std.9600" unknown off secure
ttyd3 "/usr/libexec/getty std.9600" unknown off secure

_HViY)Q!�PE5QUV ttyd0 I#Q ttyd3 �SQUQUVUMUFSV��(ViMTLWs9VvX)QTY)V D ^bQUV COM1 IKQ COM4. � �o^dF �)E)VUF off � D on IPNP]5ViY)F\GULwF\^dQTRSQX)QUY)V D . �.�(NPE5M��|E��o^dF �)EmNKE9���PQUY)Q2�(Vic9X)Q��(NPFeIKQTM D ViF(NPc��)QUR\QfX)QUYPV D , ^dQUZBF\VnX)QTViY)F\GUQUM D Vic2�e]�E��o^dF �)E)VUc std.9600IPN)]9�SQUQUVUMUFSV��(ViMTEm]0ViF �PLWx8EP^4� D �(ViYPQUk�� D ^ , � D X)Y)EP^dF\Y std.19200.p Q��\^dQUZ��PQ , M!�:� D rmQUVUE)ViF � D ^dF��)E)Vic9ViE)X>ViFSYK^dE�� D N D unknown � D ViE)X5YPF D NKc!�)Q9E"�(X)QUNPc!�\LwF\^dQUR\QfViFSYK^dE�� D N D .
�hQ��eNKF�Y)FeI D �)ViEPY)QUM D �)Em]5� D kmN D X)QUViYPFSGULwF\V!�e]0M��fX)QiN"�PE)Vic kill -HUP 1 IPN)]8M!�mNPs��)F �PEm]6�)QTM!�Or�� D �SViY)QTF � .

20.6.6. $%�
	��1+,�1+��
� �'��+,-/��� � �
� �'��  ���
)�� �'�
�hY)FeI��qI#LWx8E)k0Y D �eIKFSN8QTX)E"���fM D F\V�� D �SViY)QUk"�)L�X)Q��(NPFeI#QUM D ViF(NKc!�)QTk �PQ!�"�SQiNPE0E"�\^dF �PF �)E)Fo^bX D Y D ^dF\ViY)QTM
� D R\Y)L �SQ����)QUR\QfGiNPQ�� D .  VUQUVyY D �(IKF(N5XPQ!� D � �fM D FSV , � D �0L � D � D Vic��)Q!���(QiNKc , MUMTQ!IP]#�PQT^ D �mI��[E5X)F\Y)F\^dF������fFQ!�)Y)LWZuF �PEm]hIPN)]6� D R\Y)L � �)E�� D . �hQ2���)QUNPc!�)L � D RSY)L ���)E��#� D RSYPLTZ D FSV!�e]0XPQ��eNKF.� D RSY)L �\Q!���)QTRSQfGUNPQ!� D , � D ViY)FSVUcUFSk
�(V D IKE)E6� D R\Y)L �SQ!�"�)QUR\QfX)Y)Q { F�� � D , � D �(VUY)QUk��PE#� D RSY)L � �PE�� D XPY)FSM D NPE)YPLWs9V�� D I9� D �SViY)QTk�� D ^dE9� D RSY)L �SQ����)QTRSQGiNPQ�� D .
20.6.6.1. � "$-=7$&(%�� ./" �(%�- : 68+�%'0/"/786 :�� !(%���./%'!(-8% : �p �|^dQUZuFSViFqX)Ym]P^dQyL � D � D Vic�� D R\Y)L � �)E"�)LhE�]wIKY)L�E"�SX)QiNKc!�SQTM D VicvX)Q2�eNPF(IKQUM D ViFSNPc!�)Lws �PQ!�"�SQiNPc , � D X)E�� D MnQ!I��)L
�(ViY)Q��)LhM /boot/loader.rc:

set console=comconsole

 ViQ��SY D GTQUV D FSV*�)F�� D MUE"�SEP^dQnQTV*� D �SViY)QTF �6� D R\Y)L �SQ!�"�)QUR\QfGiNPQ�� D , Y D � �\^dQUViY)F������Or�MnXPY)FeI��qI#LWx8F\^ Y D �eI#F(NPF .
�hQT^dF��SViE)ViFqlSVUL#�(ViY)Q��)LhM � D ^dQTF1� D � D NPQ /boot/loader.rc, �)ViQTG!�[LwMUEmIKFSVic � D X)Q��(NPFeIKQTM D ViF(NPc��)QUk �)Q��"�(QUNPEM��(F8� D RSY)L �SQ������fF.�SQUQTGUx5F��)Em] .p �|^dQUZuFSViFqV D �)ZBFqL � D � D Vic9M!�)LwViYPF ���)s9s �PQ!�"�SQiNPc :
set console=vidconsole

�.�eNPE8M!�:�)FqL �(V D �)QUMTE)ViFHX)FSY)Fo^dF ���PLWs � D RSY)L ���)E�� D console, � D R\Y)L � �)E�� ,
D � D ViFo^zE0]wIKY)QyGULTIKLwVvE��(X)QUNPc!�\QUM D VicViL��)Q!���(QiNKc , �)QTViQUY D ]0L �(V D �)QUMUNPF � D X D Y D ^dFSViYPQT^ -h IPNP]6� D RSY)L �SQ����)QTRSQvGUNPQ!� D .p MTFSY"�SEm]mr 3.2 EmNPE5M��fa5F , M!�|^dQiZuF\ViFHL � D � D Vic*�)Q��"�(QUNPcnM /boot/loader.conf.local EmNPE

/boot/loader.conf MT^dF5�(ViQ /boot/loader.rc. _ lSViEP^�^dFSViQiIKQT^ /boot/loader.rc IKQUN)ZuF �5M��fR(N)]wI#FSVicX)Y)EP^dF\Y��)QyV D � :

include /boot/loader.4th
start

� D ViFo^ , �(Q��eI D k)ViF /boot/loader.conf.local E8X)QT^dF5�(ViEPViFOViLTI D �(NPFeIKLws9x5Lws �SViY)Q��)L .
console=comconsole
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20. % � � � �� ����� �"� �#" 	 * � � � � ���'	��	'�-(

EmNPE
console=vidconsole

� GUY D x D kPViF��Sc�� loader.conf(5) � D IKQUXPQiN"�)EPViF(NPc��)QUk5E��P�hQUYK^ Di{ E)F\k .

�����	��
�������
: � � / ������� � - � - ���"� � ����� , ������$�'�� ��� � ����,���- � �!,�� , ��'�)�$�)+�"�0���"�!�"� � � ����,���- �+�!, � -P �����&, ��� �����"��� � � � � '��$ ���+� #��"�!# � � ����) ���0- �"�!$� �+#�'�� � � )�� � �0,�� )�� �"�!,���������� $ �"�!# �0� /0�0)+�"�"� �����"� � '+�0��#+����$ ) ����)�$�#�$�-��!#+�!$ � � ���"��$��$�%' � ��)�$ �"� ��,�� .

20.6.6.2.
��-��(% :�� @9%'0/"�!���6�+ : 5 ./%'!(-8% : ��%(7 : � � !(%�> % %(7 sio0 ��%�- : 68+�%'0/"�796 :�� !�%�>?% �(%'&(78"pqD ^zX)QUVUY)FSGTLWF\V!�e]8X)FSY)F��)QT^dXPEmNPE)Y)QTM D Vic*� D RSY)L ���)E���IKN)]0E"�(XPQiNPc��SQUM D �)E)]hQTV!NPE��"�)QUR\QnQUV sio0X)Q��(NPFeIKQTM D ViF(NPc��)QUR\QfX)QUYPV D M�� D �)F5�(ViMTF8�PQ!�"�SQiNPE . _`NKFeIKLwk)ViFOX)YPQ { F(IKLwY)F , QTX)E"� D ���)QTk�M9Y D �eIKFSNPF �`D �(I . 20.6.5.2.

20.6.7. �4�� � �.-/���
���� �1+����
�9IKF(]0M9ViQT^ , �)ViQUG��:� D �SViY)QTE)VicyM!�qIKFSNPF ���"�fk6�(F\Y)MUF\Y , �)QUVUQUY��fk9�)FHVUY)FSGTLWF\VnR\Y D �hE��PF����PQURSQfQTGUQTY)LTIKQUM D �)Em]hEmNPEX)Q!I3�SQUF(IKE��)F����)QUk6�mN D MTE D VULWY"� .

C �(QUZ D NPF �PE)s , rmQUVi]5^��)QUR\E)F �SE"�(VUF\^����SX)Q��SQUG!�"� � D R\Y)L �SE)Vic2�e]0GTF �
�mN D MTE D VULWY"� , F��(VUc �SQUM��SF\^ �)Fo^��)QUR\Q��SE"�(ViFo^ , �(XPQ��(QTG!���Or � D RSY)L �\E)Vic��(]0GUF��`RSY D �hE��)F5���)QTRSQ D I D XPViFSY D .C QT^dX)cTsnViF\Y�� � AMI BIOS ^dQURSLwV9G!�fVic�� D �SViY)QUF����JIPN)]9� D R\Y)L � �)E5GUF �HRSY D �hE��)F5���)QTRSQ D I D X)VUFSY D X)Y)Q��SViQUkL �SV D �PQUM!�PQUk�X D Y D ^dF\ViY D � D �(VUY)QUk��PE CMOS ”graphics adapter” M�� � D �)F �PE)F ”Not installed”.� I�� D �PQ , ^��)QTRSE)F �)QT^dXPcUsnVUFSY�� �PFHX)QiI)IKF\YmZuE)M D snVvl\ViQUV9X D Y D ^dFSViY8E6�)F �S^dQTRSLwV*� D RSY)L �\E)Vic��(]0GUF��RSY D �hE��)F�� �)QUR\QvQUGTQUY)LTIKQTM D �)Em] .

j N)]5lSVUEmr#�)QT^dXPcUsnVUFSY)QTMnM D ^zX)QUVUY)FSGULwF\V!�e]0Q2�(V D MUE)Vic9X)Q!I3�mNPs��PF ���)QTk0NPs9GULwsRSY D �hE��)F�� �)Lws�� D Y)ViL ( I D ZuFHF��eNKE0lSViQyX)Y)Q2�(ViQ �(V D Y D ]>^dQ!�)Q�� D Y)V D ), rwQTV!]5^dQ!�PE)ViQUY8E6�)FqX)QiI��mNPs��)F � .
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21. PPP

�
SLIP

� ��� � &U' � & ����� ������ , � � � � � � 	'� �������� � �5� 	 � � � � Jim Mock. %&� � � ��� � 	 � � & �� ' �'$ ( �!*+' : , �	'����%&� $!� ��	 .

21.1. 13254�6878@ � =B� 2n=�2p
FreeBSD �SLWx8F��SViMULwFSV9^��)QiZuF��SViMUQ �(XPQ��(QTGUQTM*�(QUF(IKE��)F��)Em]0QiI��)QUR\Q*�)QW^dX)cUs9ViFSY D ��IKY)LwRSEP^ .

j N)]L �SV D �PQUMiNKF �)Em]6�SQUF(IKE��)F��)Em]6�HQUV IKFSNPc!�PQUk6�SFSVicTs�EmNPE>E��)VUFSY��)F\V��PFSY)F��`QUG��������fk5^dQiIKF\^ , EmNPE�IKN)]5QUV!�)Y��fViEm]IKQ��SViLwX D ���(QUG2�(ViMTF ���PQT^dL �)QT^dX)cTsnViF\Y)L��)F\QUGirmQiIKEP^dQvE"�SX)QiNKc!�SQTM D �)E)F PPP EmNPE SLIP.
p lSVUQUk5RSN D MTF+IKF\V D NKc!�)QQUX)E"� D � D � D �SViY)QUk"� D V D �)Emr5^dQiIKF\^����Or6�SFSY)MTE"�(QTM .

�hQ��eNKF�X)Y)Q��)ViF �PEm]8l\ViQUk0RSN D M��[M!�[GTLUI#FSViF � � D Vic :
•
C�D �#� D �SViY)QTE)Vic PPP LwY)QTM!�m]0X)QUNPc!�\QUM D ViFSN)] (user PPP).

•
C�D �#� D �SViY)QTE)Vic PPP LwY)QTM!�m]�]wIKY D (kernel PPP).

•
C�D �#� D �SViY)QTE)Vic PPPoE (PPP over Ethernet).

•
C�D �#� D �SViY)QTE)Vic PPPoA (PPP over ATM).

•
C�D �#� D �SViY)QTE)Vic SLIP �mNPE)F��)V D E9�SFSY)MTFSY .

�hFSY)F(I8X)Y)Q��)ViF �PE)F\^�lSViQTk0R(N D M!�[M D ^zX)QTViY)FSGTLwFSV!�(] :

•
� ��� D �)QW^dE)Vic2�e]6��Q2���)QTM!���v^dE9�(FSVUFSM!�v^dE8ViF(r �)QUNPQUR\Em]P^dE .

• �hQ��)EP^ D VUcnQ�� �)QUM�� E6� D � � D �)F �)EPFH^dQ!I#F\^��)QTRSQ��SQUF(IKE��)F��)Em]0E PPP E / EmNPE SLIP.p �[MTQ!�o^dQiZ �)Q�� D rmQUVUE)ViF`L ��� D Vic , M��PF\^ RSN D M��)QUF�Y D �(NKE��)E)FO^dF(Z>IKL PPP LwY)QUM��m]0X)QiNKc!�SQTM D ViF(N)]�E5]wIKY D . � ViMUF\VX)Y)Q��SV : PPP LWYPQUM!�)]0X)QiNPc��SQTM D VUF(N)]�QUGTY D G D V;�fM D F\VqMUrmQ!IP])x8E)F�E5E��ermQ!IP])x8E)F+I D �����fFqMnXPY)Q��SViY D ���(ViMTFX)QiNPc��SQTM D VUF(N)] ,
D �)F`M9]wIKY)F . p ViFSYP^dE"� D r#�)QTX)E)Y)QTM D �)Em]yI D �"���Or5^dF(Z>IKLh]wIKYPQT^zE5XPY)Q��SViY D ���(ViMTQT^X)QiNPc��SQTM D VUF(N)]�lSVUQfIKQTY)QUR\Q��(VUQi])x5EPk0X)LwVic , �)QUViQTY��fk5QiI�� D �)QvX)Q��SMUQUN)])FSV*��� D �PE)ViF(NKc!�)Q9Y D �Sa5E)Y)EPVicMUQ!�o^dQiZ �)Q2�(ViE0YPF D NKE�� DU{ E)E PPP. PPP LwY)QUM��m]�X)QiNKc!�SQTM D ViF(N)]yIPNP]9�(MU]��SE6�HM!�)F\a6�)EK^b^dE)Y)QW^ E"�(XPQiNPc��SLwFSVL �SViY)QTk"�(ViMTQ tun,
D

PPP LwY)QTM!�m]�]wI#Y D — L �(ViYPQUk"�SViMUQ ppp.

�����	��
�������
: � / �"��������������- ) �+���0� � � ��)+� PPP ��,"� )���% �"����� �+� )��"�"� ��% � ��/ �+��� � � �����������!�+# % ��,"�!# ��� '���' ppp, �"�0'�� ���

�"���!,�� � ���+�"#&%(,���� ��$� �"�!� ��� � $�� � � � � / , ��� �!� ��,"� � ,���-	-	�"�!� � � ��#������ ����$ � PPP, �"��'+�!� '���' pppd.
# # ��$ ��� ��'����+���"�$������ � , )+#�� '+�0- ����/ � , ��,�$�)+� / ������� � ) �+��� � � �0��)+� , / ���� ��� )��
�"������%��!�+# % �"��/ root.

21.2. PPP �825=��5;5:~�0=8�|  2v=��n4069�n� :
� � 	 ��� � � � � � � � ����� � Tom Rhodes. %&� � ��� 	 �! ��#" 	 � $ � �� � �
� ��� � � Brian Somers. , � $'�
� 	'���&� �#" 	 & $
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� �������
21. PPP � SLIP

�'	�� � �)- ��# � $[$ ���� � �
� ��� � � � Nik Clayton, Dirk Frömberg, Peter Childs.

21.2.1. �%�
-/�
�� 
 �'� PPP �
,����+ � �,���#0/�'���'�,� �	���

21.2.1.1.
)�&(68+��(% : % � 6$!'�'5

p l\ViQT^zIKQ!�)Lm^dF��)ViFqX)Y)FeI#X)QiN D R D FSV!�(] , �)ViQyLhM D �`F��SVic �(NPFeI#LWs9x5F\F :
•
� �)FSV;� D ]6� D X)E"�ScnLhX)Y)QTM D kwIKFSY D E��)ViF\Y��)F\V (Internet Service Provider, ISP), �6�)QTViQUY)QW^dLhM!�[X)QiI3�(QTFeIKE��)])FSViF5�(c ,E"�SX)QiNKc!�SLW] PPP.

•
t QiIKF\^zE)NPE0I#Y)LwRSQUFHX)Q!I3�mNPs��PF ���)QTF.���(E"�SViF\^dFqE5X)Y D MUE)NPc!�)Q�� D �SViY)QTF ���)QTF�L �(ViYPQUk"�SViMUQ , X)Q!�\MUQiNP])snx5F\FX)QiI��mNPs��)E)Vic2�e]6�8X)Y)QTM D kmIKFSY)L .

• ghQW^dFSY5^dQiIKF\^��)QTRSQ9X)LWN D X)YPQUM D kwIKF\Y D .
• ��^�]0X)QUNPc!�\QUM D ViFSN)] ( NPQTRSE�� ) E8X D Y)QUNPc ( QUG������ D ] UNIX X D Y D NPQTRSE�� / X D Y)QiNPc , EmNPE PAP/CHAP X D Y DNPQTRSE�� / X D Y)QiNKc ).
• IP

D I#Y)F�� D Q!I3�)QUR\QvEmNPE��)F�� �)QiNKc!�)Emr��(F\Y)MUF\Y)QUM9EP^dF � .
� G!�����PQvX)Y)QTM D kmIKFSYhI D FSVvIPN)]0l\ViEmr { FSNPFSk�IKM D IPD IKY)F�� D . �.�(NPE��)FSV��)E5QiI��)QUR\Q , M!�|^dQUZuFSViFqE"�(XPQiNPc��SQUM D Vic��)QT^ D �wIKL enable dns M ppp.conf E ppp

� D �(ViYPQUE)V �(X)E"�SQ!�6�SFSY)MTFSY)QTMvEP^dF�� .
 V D MUQ��\^dQUZ��PQ��(VUc*� D MUE"�SE)VvQUV�� D NKE��)Em]5X)QiI)IKF\YmZ �)E9�SQUR(N D �(QTM D �)Em] DNSM9Y)F D NPE�� DU{ E)E PPP X)YPQUM D kwIKF\Y D .

_`NPFeIKLws9x D ]0E"�P�hQUYP^ DU{ Em]5^dQUZBF\VnX)Q2�(V D MiN)])VUc��e]0XPY)QUM D kwIKF\Y)QT^ , �)Q �)F`])MiN)])F\V!�e]9�SQUMTFSY)a8F ���)Q��)FSQTGirmQ!IKEK^dQUk :

• IP
D I#Y)F��Ha0NPs�� D X)Y)QUM D kwI#FSY D . " NPs��Hl\ViQ��PQT^dX)cTsnViF\Y , �9�)QUViQTY)QT^dLhM��[X)Q!I��)NPs��)EPViF��Sc9E9�)QUViQTY��fk0GTLUI#FSV

� D �(ViYPQUF �5M�� D �)F��SViMUFf- � � � � & � �f$'�f& - �
�# � 	�� $ (default route). �.�(NPE8LhM D �1�PFSVnl\ViQUk8E��P�hQTYP^ Di{ EPE , Q!� D^dQUZBF\VnG��fVicnX)QUNPL �)F � D QUV PPP �(FSYPMUFSY D X)Q2�eNPFHX)Q!I��)NPs��)F��)Em] .

�hY)QTRSY D ^+^dQUk ppp l\ViQUV IP
D IKY)F5�`QTGUQ!��� D � D FSV��e] � D � HISADDR.

• _HF\ViFSM D ]5^ D � � D , �)QUViQTY)Lws�M��JIKQiN)Z ����E"�(X)QUNPc!�\QUM D Vic . �.�(NPE>X)Y)QUM D kwI#FSY��)FqX)Y)F(IKQ��SV D MTEmN5FSF � � D �)F��)E)F , M!�^dQUZBF\ViFqE"�(X)QUNPc!�\QUM D Vic 255.255.255.255.

• �.�(NPE5XPY)QUM D kwIKF\Y0X)Y)F(IKQ��SV D MTEmN9�SV D ViE"�)F�� �)E)k IP E8EP^�]0rmQ��SV D , E��(X)QUNPc!�\LWkPViF`Emr . � � D �)FHX)Q!�\MUQiNKcUViFLTI D NPF ���PQUk6�SViQUY)Q��)F.� D � � D �)E)VUc��(MTQUGTQ!I����fk IP
D IKY)F5� .

�.�eNPE8L�M D �
�)FSVyM��SFSk#�PFSQUGUrmQ!IKEP^dQTk�E��P�hQTYP^ Di{ EPE , �(MU]mZuE)ViF��Sc��HX)Y)QUM D kwI#FSY)QW^ .

�����	��
�������
: � �+���0- ,����&/ � �0� # �!,"�0' $ �*���"�0� )�����#+�!,"� � '�$ $�� -	�"��� $ � ��,�$ - ��,"� ) ��,"� � ��- ��,"�0)+����� . � �!$ �"� - ��,��

��,�$�)+� / ����� ��������'���/0��% � � # � � / ����$"% ����#+�!,"�!��' , �0��$ ����/ ���� ��� �"�0- � � �"�!��#&%() / ��� # �!) ��� � ��� ����#+�!,"� � ' � .� ,���)�$"������� � � �"#+� ����� # �"� � ����% � $���� $ ��,"� � � �0��-	$��"��' �*� )+� � ��� .

21.2.1.2. � %�@=+ "�!'��6 � " � : %'0 ;/-97�&(%��'-=7$0 PPPp QTG!�����PQUk6�SE)ViL Di{ EPE , GTQiNPcTa5E��"�SViMULyX)QUNPc!�\QUM D ViF(NKFSk��)LWZ �)QnVUQiNPc��)QnQ!I3�)QnL �(VUY)QUk"�SViMUQ tun (/dev/tun0)._ ���ON"�)E9� D tun0 �PEmZuFq^dQTRSLwVnG��fVic�� D ^dF �PF ��� � D tunN , ReIKF N lSVUQvNPs9GUQUk9�)QT^dF\Y0L �(ViYPQUk"�SViM D ,
�(QUQTViMUF\V!�(VUMULwsnx8E)k0M D a5F\k#�(E"�SViF\^dF .
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j N)]6�(E"�SViF\^ FreeBSD GTF � devfs(5) (FreeBSD 4.X GUQUNPFSFHY D �"�)E)F ), �)F\QUGirmQiIKEP^dQvX)YPQUMUF\Y)E)Vic9L �(ViY)QTk"�(VUMUQ tun0
( l\ViQ��)FqViY)F\GULwFSV��e] , F��(NPE5M��mNPs��)F � D devfs(5), X)Q�� �)QiNKc!�)Lh� D kmN��[L �SViY)QTk"�(ViM9GULTIKLwV��SQ!�(I D M D Vic2�e]D MUVUQT^ D VUE��)F�� �)E ).

�hY)Q��SViFSk)a8E)k6�SX)Q��SQUGvLwGUF(IKE)Vic2�e] , �PViQ9L �SViY)QUk��(ViMTQ tun0 � D �(ViY)QTF �)Q9X)Y D MUEmNPc��)Q , l\ViQ9XPFSY)F5�(Q!�(I D VUcvL �(ViY)QTk"�(VUMUQ .j N)]0X)FSYPF��(Q��eI D �)Em]0L �(VUY)QUk"�SViM D M!�fX)QUN"�)E)VUF �(NPFeIKLws9x5FSF :
# cd /dev
# sh MAKEDEV tun0

�.�eNPE5M D ^ �PFSQUGUrmQ!IKEP^�� 16 ViL ���)F(NKc!���Or�L �(ViYPQUk"�SViM , X)QTViY)F\GULwFSV!�(]0Emr#�(Q��eI D Vic .  ViQ9^dQUZ �)Q��eIKF(N D Vic , M��fX)QiN��)E)M
�eNPF(IKLwsnx5EPF.�)QW^ D �wI�� :

# cd /dev
# sh MAKEDEV tun15

21.2.1.3. � 0878% 1 "/7$����6�-/./"�54!("$-=7�&�%�� ./" PPP

� ppp E pppd ( YPF D NKE�� DU{ Em] PPP LwY)QUM��m]�]wIKY D ) E"�SX)QiNKc!�SLws9Vn� D kmN��:� D �SViY)QUk"�)E , Y D �(XPQiNPQUZBF������fFHM�� D V D NPQTRSF
/etc/ppp. �hYPEP^dFSY��[IPN)] ppp LwY)QUM��m]0X)QiNKc!�SQTM D ViF(N)]0^dQUZ��PQ�� D k)ViE5M /usr/share/examples/ppp/.

g D �(VUY)QUk�� D ppp ViY)F\GULwFSV9Y)FeI D �)ViEPY)QUM D �)Em]��)F5���)QUNPc!�PEmr0� D kmNPQTM , M�� D MTE"�(EP^dQ2�(ViE5QUVnM D a8Emr�X)QUViYPFSG!�PQ��(VUFSk .
� Q ,

�)ViQyM!�[X)QW^dF��(VUE)ViFqM9l\ViE8� D kmN"� , � D MUE��(E)VvM��)F �PQUViQTY)QUk6�SViFSXPF �)E8QUVnVUQURSQ , X)Y)F(IKQ��SV D MTE)VvNPE8X)Y)QTM D kmIKFSY
�(V D ViE��)F5���)E)k IP

D IKYPF�� ( V . F . M!�|XPQiNPL �)E)VUF`Q!I#E��5QTX)Y)FeI#F(NPF������fk IP
D IKY)F��HE0GTLUI#FSViFqE"�(XPQiNPc��SQUM D VicfF\RSQX)Q��SViQi]����PQ ) E)NPE�IKE"� D ^dE��PF����PE)k ( V . F . M D a IP

D IKYPF���GTLTIKFSV9E��\^dF��m])Vic��(]5X)Y)E9� D Z>IKQW^zX)Q!I3�mNPs��PF �)E)E��X)Y)QUM D kwI#FSY)L ).
21.2.1.3.1. PPP P ���M
"�-P ���1����P�� IP 
M��� ���#
pqD ^zX)QUVUY)FSGTLWF\V!�e]8QUViY)F(I D �PViE)Y)QTM D VUcn� D kmN9� D �SViY)QUk"�)E /etc/ppp/ppp.conf.

� �0X)QirmQUZ � D X)Y)EPMUFeI#F �����fk
�)EmZuFHXPY)EP^dFSY .

�����	��
�������
: %��!,"� ' $ , �0'�������$�)���� � $���# %5��� :, )�)+��/0%��"# % � � � � �"#+� ����� )��������"�0� #+�!,"� ' $ , �!#+�"��������� ��#+�!,"�0'�$�/0���� ���� � �!�*)�)+� / �����3# ���"#+� ���"�0- , '���' �"�0'��������"� ) ��,�$�- ��,�� .

1 default:
2 set log Phase Chat LCP IPCP CCP tun command
3 ident user-ppp VERSION (built COMPILATIONDATE)
4 set device /dev/cuaa0
5 set speed 115200
6 set dial "ABORT BUSY ABORT NO\\sCARRIER TIMEOUT 5 \
7 \"\" AT OK-AT-OK ATE1Q0 OK \\dATDT\\T TIMEOUT 40 CONNECT"
8 set timeout 180
9 enable dns
10
11 provider:
12 set phone "(123) 456 7890"
13 set authname foo
14 set authkey bar
15 set login "TIMEOUT 10 \"\" \"\" gin:--gin: \\U word: \\P col: ppp"
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16 set timeout 300
17 set ifaddr x.x.x.x y.y.y.y 255.255.255.255 0.0.0.0
18 add default HISADDR

_HViY)Q!� D 1:

g D �)E"� D F\V*� D �SViY)QTk��)LhX)QyLw^dQUN"� D �)E)s (default).
C QW^ D �wI3�[lSViQTk#� D �SViY)QTk��)E5M��fX)QiN��m])snV!�(]D MTViQT^ D ViE��)F5���)E0XPY)E6� D X)L ���PF ppp.

_HViY)Q!� D 2:p �mNPs�� D FSV9X D Y D ^dFSVUY��|X)Y)QTViQ!�PQiNPE)YPQUM D �)Em] .
C QUR(I D � D �(VUY)QUk�� D Y D GUQUV D FSVvLTIKQTMiNPF\ViMUQTY)E)ViFSNPc!�PQ , lSV D

�(ViYPQ!� D IKQiN)Z � D G!�fVic �(Q��)Y D x5F � D IKQ��(NPFeI#LWs9x5F\k8�hQUYK^��
set log phase tun

IPN)]5XPY)FeIKQTViMUY D x5F��)Em]0X)QU])MiNPF��)Em]6�(NPE)a6�PQT^zGUQUNPcUa8EmrhNPQURq� D kmNKQUM .
_HViY)Q!� D 3:
� � D � �fM D FSV PPP � D �0EwI#F �)ViEK�hE { E)Y)QTM D Vic��SFSGi]#� D LTI D NPF ���PQUk6�SViQUY)Q��)F . PPP EwI#F �)ViEK�hE { E)Y)LwF\V �SFSGi]#� DLTI D NPF����)QTk6�(ViQTY)Q!�PF`F��(NPE5MTQ!���)E�� D snVvX)YPQUGiNKF\^�� �(QTR(N D �(QTM D �PEm]�E0L �(V D �)QUM��)E6�(QTFeIKE"�)F �)E)] , X)Y)FeI#Q��(V D MiNP]m]E��P�hQTYP^ Di{ EPs , X)Q��)QUVUQUY)QTk D I#^dE"�)E"�(VUY D ViQTY9� D LTI D NKF ���)QTk6�(VUQUY)Q��)FH^dQiZuF\VnMUQ2�(X)QUNPc!�\QUM D Vic2�e]9IPN)]Y)FSa8F �)E)]0V D �)E)r0X)Y)QUGUNPF\^ .

_HViY)Q!� D 4:
� � D � �fM D FSVnL �SViY)QTk"�(ViMTQ , �9�)QUViQTY)QT^dLhX)QiI��mNPs��)F �B^dQ!I#F\^ . COM1 l\ViQ /dev/cuaa0,

D
COM2 lSViQ

/dev/cuaa1.

_HViY)Q!� D 5:
� �SV D � D MiNPEPM D F\VOZuF(N D F\^dLws � �)QUYPQ��(VUcnX)QiI��mNPs��)F �)E)]6�8^dQiIKF\^dL . �.�(NPE 115200 �)FHY D GTQUV D FSV ( rmQUV!]hIKQUN)Z � DY D GTQUV D VicOIPNP]0NPsnGTQUR\QnQUV!�)Q��SE)ViF(NKc!�)Q��)QUMTQURSQv^dQiIKF\^ D ) XPQUX)Y)QTGULwk)ViF 38400.

_HViY)Q!�PE 6 E 7:

_HViY)Q�� D IKQ��SMTQ!� D . PPP LwY)QTM!�m]0X)QUNPc!�\QUM D ViFSN)]�X)Y)EP^dF��m])FSV expect-send �SE��)V D �"�(E"� , X)QUrwQUZuE)k#� D �(E��PV D �"�SE"�
chat(8).

� GUY D ViE)ViF5�(c����(ViY D �)E { F �SX)Y D MTQ!���PE�� D � D E��K�hQUYP^ DU{ E)FSk5QnMUQ��\^dQUZ��PQ��(Vi]mryl\ViQUR\Qv]�� ��� D .� GUY D ViE)ViFHM!�)EK^ D �)E)F , �)ViQylSV D �)QW^ D �wI D X)Y)QiIKQiNPZ D FSV!�(]#� D �(NPFeI#LWs9x5FSk��(ViYPQ!�)F`IPN)]5LWNPL �)a8F �)E)]
�)E)V D F\^dQ2�(ViE . ��snG D ]��)QT^ D �wI D M ppp.conf ^dQiZuFSV9G!�fVic9X)Y)QiIKQiN)ZuF�� D � D �eNPF(IKLwsnx8FSk9�SViY)Q��)F , F��eNKEX)Q��(NPFeI3�)E)k9�SEP^dMUQUN5X)Y)F(I��qIKLwx5F\k6�(VUY)Q!�)E ”\”.

_HViY)Q!� D 8:
� �SV D � D MiNPEPM D F\VfX)Y)F(IKF(NPc��)QUFHMUY)Fo^�]5QiZuEwI D �)Em]hIKN)]9�(QTFeIKE"�)F �)E)] .

� � D �PF �)E)F 180 �(F��)L �wI>E"�SX)QiNKc!�SLwF\V!�e]0X)QLm^dQiN"� D �)E)s , V D �9�)ViQ �(ViYPQ!� D �`l\ViEP^ ��� D �PF �)E)Fo^ �)E"�SViQ��PQ��S^dF\ViE��)F5��� D ] .

_HViY)Q!� D 9:
� � D � �fM D FSV PPP � D X)YPQ��(EPVicnLhLTI D NKF ���)QTk6�(VUQUY)Q������(F\Y)MUF\Y D EP^dF�� . �.�(NPE>M!�[Y D GUQUV D FSVUF.��NKQ!� D NPc!���v^
�(F\Y)MUF\Y)QT^zEP^dF�� , l\V D �SViY)Q�� D I#QiN)Z � D G!�fVic�� D �PQT^+^dF �PViE)Y)QTM D � D EmNPE8LUI D NPF�� D .
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_HViY)Q!� D 10:

�hL �(V D ]6�(ViY)Q�� D IKN)]5LWNPL �)a5F��)Em]6�PE)V D Fo^dQ��SViE . �hL �SV;�fF8�SViY)Q!�)E8E)R �PQUY)E)YPLWs9V!�e] PPP.

_HViY)Q!� D 11:� X)Y)F(IKF(N)])F\V�� D �(ViYPQUk��)E�IPN)]5X)YPQUM D kwIKF\Y D , � D � �fM D F\^dQTRSQ ”provider”.
 ViQyEP^�]8^dQiZuF\VnG!�fVUcnE��o^dF �)F��)Q�� DEP^�]5M D a5F\RSQvXPY)QUM D kwIKF\Y D , �PViQUG��[MfI D NPc!�)F\k)a5Fo^ M!�|^dQTR(NPE0E��(X)QUNPc!�\QUM D Vic load provider IKN)]6� D � D N D

�(QTFeIKE��PF �)Em] .

_HViY)Q!� D 12:� X)Y)F(IKF(N)])F\VnViFSNPF\�hQ������fk#�PQT^dFSY0IPN)]5l\ViQUR\QnX)YPQUM D kwIKF\Y D . ghF5���)QUNPc!�)QvVUF(NPFo�hQ!�����Or��)QW^dFSY)QTM9^dQTRSLwVvG!�fVUcL � D � D ���:�HX)QT^dQTx5cUs|IKMUQTFSViQ��)Em] (:) E)NPE9�SEP^dMUQUN D � D � D N D (|) M�� D �)F5�(ViMTF`Y D �eIKFSNPE)ViFSN)] .
�`D �(NPE��PEm]^dF(Z>IKLyIKMTLm^�]0Y D �(IKF(NPEPViF(N)]P^dE>QUXPE"� D ���[M ppp(8). ��N D M����v^zQUGTY D �\QT^�Q!�)E6� D �)NPs�� D snV!�(]5MyViQT^ , �PViQ9F5�eNPEM!� rmQUVUE)ViFqX)FSY)F\GUE)Y D Vic��)QT^dF\Y D , E��(X)QUNPc!�\LWkPViF+IKMTQUF\ViQ!�)EPF . �.�(NPE5M�� rwQTViE)ViF`IKQ��SM D �)E)M D Vic2�e]�X)QnXPFSY)MTQT^dL

�)QT^dF\Y)LhM9XPFSY)MTLWs Q!�)F\Y)FeI#c , E0E��(X)QUNPc!�\QUM D VicOIKYPLWR\E)F �)QT^dF\Y D ViQUNPc!�)Q9F��(NPEhIKQ��SMUQ��0X)Q9X)FSY)MTQT^dL
� D MUFSYPa5E)V!�(]#�)FSLTI D ���)Q , E"�(X)QUNPc!�\Lwk)ViF �(EP^dMTQiN6� D � D N D . p �(FSR(I D � D �mNKs�� D k)ViF �(X)E"�SQ!�#�PQT^dFSYPQUMnM�� D M������)E ,
� D �5X)Q!� D � D �)QvMyX)Y)EP^dF\Y)F .p �JIKQiN)Z ����M!�mNPs��)E)VicyViFSNPF\�hQ������fk#�)QW^dFSY8M�� D M!�����)E (") F��(NPE5M��)F\^�E"�(X)QUNPc!�\LwsnV!�(]0X)Y)QUGTF(N"� .� V!�(LwV!�SViMUEPF8� D M!���)F��5^dQiZuF\VnM!���\M D VicvX)Y)Q2�(ViLws , �)Q9ViY)LTI��)QyQUG�� D Y)LWZuE)M D F\^dLws|QTa5E)G��)L .

_HViY)Q!�PE 13 E 14:
� D I D snVnEP^�]5X)QUNPc!�\QUM D ViF(NP]hE8X D YPQiNPc . �hY)E5E"�SX)QiNKc!�SQTM D �)E)E�X)Y)EPR(N D a5F �PEm] login M��SViEmNPF UNIX, lSViE
� � D �)F �PEm]0E"�(XPQiNPc��SLwsnV!�(]6�)QW^ D �wIKQTk set login �)FSY)F��`X)F\Y)F\^dF������fF \U E \P. �hY)E9�(QUF(IKE��)F��)E)E��E"�(XPQiNPc��SQUM D �)EPF\^ PAP EmNPE CHAP, lSVUE6� � D �)F��)Em]5E"�SX)QiNKc!�SLws9V!�e]0MTQnMUYPF\^�] D LwViF��)ViEP�hE"� Di{ EPE .

_HViY)Q!� D 15:

�.�eNKE5M!�[E��(X)QUNPc!�\LWF\ViF PAP EmNPE CHAP, X)Y)E)RSN D a8F �)EPF.� D MirmQ!I9�PFHX)QU])MUE)V��e] , E8lSV D �(ViY)Q�� D IKQiN)Z � D G!�fVic
� D �)QT^+^dF��)ViE)Y)QTM D � D EmNPE8LTI D NPF�� D . � GUY D ViE)ViF5�(c��9�(ViY D �)E { F D LwViF��)ViEP�hE"� Di{ E)] PAP E CHAP � DI D NKc!�)F\k)a5F\k0E��P�hQTYP^ Di{ EPFSk .

_HViY)Q�� D IPNP]5MirmQ!I D � D X)E"� D � D M9ViQT^ ZBF chat- X)QiIKQUG��)QT^ �(E"�)V D ���(E"�SF , �)VUQ9E��(ViY)Q�� D IKN)]�IKQ��SMUQ�� D . p l\ViQT^X)Y)EP^dF\Y)F �(ViY)Q�� D Y D GUQTV D F\VOIPN)]��(FSYPMUE"� D , �SF�� �SEm]0MirmQiI D �)QTViQUY)QTRSQnM��fR(N)]wI#E)VvX)Y)EK^dFSY��)QyV D � :

J. Random Provider
login: foo
password: bar
protocol: ppppOD ^zX)QTViY)FSGTLwFSV!�(]5E��\^dF��)E)VicylSVUL#�(ViY)Q��)L9IPN)]5E��(X)QUNPc!�\QUM D �)Em]#��IKY)LwRSEP^ �(FSYPMUE"�SQT^ . �hY)E5XPFSY)MTQT^
�(Q2�(V D MiNPF��)E)E6� �)Y)E)X)V D LwGUF(IKE)ViF5�(c , �)ViQyM!�|M��mNPs��PEmNPE ”chat” X)Y)QTViQ!�)QUNPE)Y)QTM D �)E)F , �)ViQTG!�|LwGTFeIKE)VUc��e] , �PViQ
�(QTFeIKE��PF �)E)FHX)Y)QTE"�ermQ!I#E)V�� D �0QiZuEwI D NPQ2�(c .

_HViY)Q!� D 16:
� �SV D �)QTM!� D ^ D �"�SEP^ D NPc��)QUR\QnMTY)F\^dF��)E0QiZuEwI D �)Em]8X)QnLm^dQiN�� D �)EPs|IPNP]9�(QTFeIKE��PF �)Em] .

p I D ���)QW^ �eNPL � D F
�(QTFeIKE��PF �)E)FHGULTIKF\VnY D �SQUYPM D �PQ D MUVUQT^ D VUE��)F�� �)E5XPQ��eNKF 300 �(F��)L �wI��)F D �)VUE)M!�)Q2�(ViE . �.�eNPE8M!� �PF�rmQUViEPViF ,
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�)ViQTG!� �(QTFeIKE"�)F �)EPF`Y D �SY��fM D NPQ2�(c , L �SV D �)QTMUE)VUF`lSVUL�X)FSY)Fo^dF ���PLWs M��)LWNPc , EmNPE8E"�(XPQiNPc��SLwk)ViFHX D Y D ^dFSViY
�)QT^ D �wI��)QTk6�(VUY)Q!�)E -ddial.

_HViY)Q!� D 17:
� �SV D � D MiNPEPM D F\V D IKYPF��HE��)ViF\YP�hFSk"� D . _HVUY)Q!� D x.x.x.x I#QiN)Z � D G!�fVic�� D ^dF �)F�� D � D IP

D IKYPF�� , �PQUViQTY��fkM!�qIKFSNPEmN5M D ^zX)YPQUM D kwIKF\Y . _HViY)Q�� D y.y.y.y IKQiN)Z � D G!�fVic�� D ^dF �)F�� D � D IP
D IKYPF���a5NPs�� D XPY)QUM D kwIKF\Y D

( �PQT^dX)cTsnViF\Y , �6�)QTViQUYPQT^dLhM!�[X)QiI��mNPs�� D F\ViF��Sc ). �.�(NPE5X)YPQUM D kwIKF\Y#�)F �(QUQTGUx8EmN D IKYPF���a5NPs�� D ,E"�(XPQiNPc��SLwk)ViF 10.0.0.2/0. �.�(NPE5M D ^zViYPFSGULwF\V!�e]5E��(X)QUNPc!�\QUM D Vic ” M����)E"�eNKF �����fF ” D I#Y)F�� D , LwGUFeI#E)ViF��Sc , �PViQ
�(Q��eI D � D � D X)E"�ScnM /etc/ppp/ppp.linkup M��(QTQUViMTFSV!�SViMUEPE6�`E"�"�(ViYPL2� { Em]P^dE5IPN)]
PPP E�IKE�� D ^dE��)F5���)E)r IP

D IKY)F5�(QUM . �.�eNKE8l\V D �SViY)Q!� D QTX)Lwx5F � D , ppp �)FO^dQiZuFSV9G!�fVic�� D X)Lwx5F �5M9Y)FSZuEP^dF
-auto.

_HViY)Q!� D 18:j QUG D MiNP])FSVv^ D YPa5Y)LwVnXPQnLm^dQiN"� D �)E)s �0a5NPs��\L�X)Y)QUM D kwI#FSY D . _HX)F { E D NPc!�PQUF8�(NPQUMTQ HISADDR � D ^dF �m])F\V!�e]D IKYPF��(QW^�a0NPs�� D , L2� D � D ���)QW^�M �(ViYPQ!�)F 17.
pOD Z �)Q , �)ViQUG�� lSV D �(ViY)Q�� D XPQi])MUE)N D �ScvX)Q��(NPF.�SViY)Q!�PE 17, I#Q*�)FSFX)FSYPF\^dF �"� D ] HISADDR FSx8F.�)FqE��)E { E D NKE��SE)YPQUM D � D .

�.�eNKE5M!�:�PFHGTLUI#FSViF � D X)L ��� D Vic ppp �`X D Y D ^dFSViY)QW^ -auto, lSV D �SViY)Q!� D IKQUN)Z � D G��fVicnXPFSY)Fo^dFSx5F�� D My� D kmN
ppp.linkup.

ghFSV*�)F\QUGUrwQiIKEP^dQ2�(ViEhI#QUG D MiN)])VUc*� D X)E"�(c9M ppp.linkup, F��(NPE5LhM D �.�SV D ViE"�)F�� �)E)k IP
D IKY)F5��E ppp Y D GUQTV D F\VvMY)F(ZuEP^dF -auto, X)Q�� �)QiNKc!�)LyV D GUNPE {PD ^ D Y)a8Y)LwViE�� Di{ E)E9� D �SViY)QTF � D X)Y D MTEmNPc��)QvFSx8F�I#QnX)QiI��mNPs��)F �)E)] .

� I�� D �)Q ,M!�[MUQ��\^dQUZ��PQ*� D rwQTViE)ViF �(Q��eI D Vic*� D X)E"�ScfIPNP]6� D X)L ��� D X)Y)QUR\Y D ^+^zXPQ��eNKF �SQUFeI#E��)F �PEm] .
 V D �SE)ViL Di{ Em]5QUXPE"� D � DI D NPF\F`M9X)Y)EP^dF\Y)FOX)Q sendmail.

�hY)EP^dFSY"���fFq� D kmN"�:� D �(ViYPQUk��)E6� D rmQ!IK])V!�e]0M � D V D NPQTRSF /usr/share/examples/ppp/.

21.2.1.3.2. PPP P �OP���
N P �������P�� IP 
M��� ���#


�.�eNPE8X)Y)QTM D kmIKFSY#�PFHM��qIKF(NPE)N9�(V D ViE��)F5���)EPk IP
D I#Y)F�� , ppp ^dQiZuFSVyG!�fVUc�� D �(ViY)QTF �hIKN)]5QUXPY)FeIKFSNPF �PEm]NPQ!� D NPc!�PQURSQfE8LTI D NPF����)QTRSQ D IKY)F5� D .  VUQvIKFSN D F\V!�e]0XPLWVUF\^ ” M����)E"�eNKF �)Em] ” IP

D IKY)F5� D E9� D �SViY)QUk"�)E5F\RSQX)Y)QUR\Y D ^+^dQTk ppp �HE"�(X)QUNPc!�\QUM D �)E)Fo^ IP Configuration Protocol (IPCP) X)Q��(NPF`L �(V D �)QTMiNPF��)Em]6�(QTFeIKE"�)F �)E)] .
�8D kmN

� D �SViY)QUk"�)E ppp.conf ViQUVnZuF , �PViQ9E5M9X)YPEP^dFSY)F PPP E9�SV D VUE��)F�� �)E)F IP
D IKYPF�� D , �(Q �eNPF(IKLwsnx8EP^ E��o^dF �)F��)E)F\^ :

17 set ifaddr 10.0.0.1/0 10.0.0.2/0 255.255.255.255

C�D �0E8Y D �)cTa5F , �)FHM��mNPs�� D k)VUF8�)QW^dFSY6�SViY)Q��)E , Q��0E"�(XPQiNPc��SLwFSV!�(]0ViQiNKc!�)QvIPN)]9�����ON"�)E9� D �SViY)Q��)L�Mnl\ViQT^X)Y)EP^dF\Y)F . � YPFSGULwF\V!�e]5QTV!�(VULWX5rmQUV!]5G��[MnQiIKE��5XPY)QUGTF(N .

_HViY)Q!� D 17:

ghQT^dF\Y0X)Q��(NPF8�SEP^dMUQUN D / lSViQ��)E"�eNKQ9GTE)VnM D IKY)F5�(F , �)QUViQTY��fF`GTLTIKLwV*� D X)Y)QUa8F ��� ppp.
p ��^dQUZuFSViFE"�(XPQiNPc��SQUM D VicfGTQiNPF\F`X)QiIPrmQ!IP])x8E)F`M D ^ IP

D I#Y)F�� D , �)Q9X)Y)EP^dF\Y8M��fa5F�M2�(FSR(I D GTLTIKFSV9Y D GTQUV D Vic .
�.�eNPE8M!�:�)FqE"�SX)QiNPc��SLwFSVUF`Y)FSZBEK^ -auto, X)QUVUY)FSGTLWF\V!�e]6�SQ!�(I D Vic�� D X)E"�(c9M /etc/ppp/ppp.linkup.

 VUQUVh� D kmNE"�(X)QUNPc!�\LwFSV!�(]0X)Q��(NPF`L �(V D �)QTM!�)E6�SQUF(IKE��)F��)Em] . g D lSViQTV9^dQT^dF��)V ppp LTZuF8� D �SViY)QUEPV D I#Y)F�� D E��)VUFSYP�hF\k"�(QTMnE
�(V D �)FSV9MUQ!�o^dQiZ ���v^�IKQTG D MiNPF��)E)F1� D X)E"�SFSk0M9V D GUNPE { L0^ D Y)a5YPLWVUE�� DU{ E)E :

1 provider:
2 add default HISADDR
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_HViY)Q!� D 1:

�hY)E0L �(V D �)QTM!�)F �(QUF(IKE��)F��)Em] , ppp EPx5FSV�� D X)E"�(c9M ppp.linkup X)Q �eNPF(IKLwsnx5EK^ X)Y D MUEmN D ^ : � � D � D N D M
�(QTQUViMTFSV!�SViMUE)E9�H^dF\V;�)QUk , E"�SX)QiNPc��SLwF\^dQTk�M ppp.conf. �.�(NPE5l\ViQ �)F8�SY D GTQUV D FSV , MTFeIKF\V!�e]0X)QTE"���9� D X)E"�(E�IPN)]
IP
D IKY)F5� D a0NPs�� D .  VUQy^dF\V;� D M IP � D X)E"� �fM D F\V!�e]�MyMUEwI#F IP

D I#Y)F�� D . �.�(NPE6� D X)E"�ScnM2�(F`F\x5F �)F.� D kwIKF�� D ,E"�(XPQiNPc��SLwFSV!�(]#� D X)E"�(c MYADDR.

_HViY)Q!� D 2:
 V D �(ViY)Q�� D �SQUQTGUx D FSV ppp IKQTG D MUE)Vic9^ D Y)a8Y)LwVnX)Q9Lw^dQUN"� D �)E)s , L2� D � �fM D s9x5E)k�� D HISADDR. HISADDRGULTIKF\V*� D ^dF �)F��6� D IP

D IKY)F5��a5NPs�� D , QUXPY)FeIKFSNPF �"�)QUR\Q IPCP.j FSV D NPc!���fk5X)Y)EP^dF\Y6� D rwQiIKE)V!�(]0M�� D X)E��(E pmdemand � D kmNKQUM
/usr/share/examples/ppp/ppp.conf.sample E /usr/share/examples/ppp/ppp.linkup.sample.

21.2.1.3.3. �O� P���N � ����� % � P��  ��!���������
�hY)E#� D �(ViY)QTk��)F ppp IPN)]5X)YPE)F\^ D MirmQ!IK])x5Emr �SMTQ!���)QTM*� D �)QT^dX)cTsnViF\Y)F , X)Q!I��)NPs��)F����)QW^4�0NPQ�� D NKc!�)QTk#�(FSVUE ,M D ^ �PFSQUGUrmQ!IKEP^dQnY)FSa8E)Vic , X)FSY)F�� D XPY D MUN)])VicvNKE5X D �)FSV;��MvNPQ�� D NPc��)Lws �(F\Vic . �.�eNPE>M!�[GTLTIKFSViF�IKF(N D VicylSViQ ,M!�qIKFSNPE)ViFqLTI D NPF����)QTk6�(ViQTY)Q!�PF IP

D IKYPF��HE��+IKE D X D �SQ!� DnD I#Y)F��SQUMfNPQ�� D NKc!�)QTk#�(FSVUE , E5E��(X)QUNPc!�\LWkPViF.�)QW^ D �wI#L
enable proxy Mh� D kmNPF /etc/ppp/ppp.conf.

pOD ^bX)QUViYPFSGULwF\V!�e]0V D �mZuFHLwGTFeIKE)VUc��e] , �PViQ9My� D kmNKF
/etc/rc.conf X)Y)E��(LwV!�(VUMULwFSV �(ViYPQ!� D :
gateway_enable="YES"

21.2.1.3.4. � 
���"� getty?
�`D �(IKF(NBg D �(VUY)QUk�� D FreeBSD IPN)]5MUrwQiIP])x5E)r �SQUFeI#E��)F �PE)k�I D FSVnrmQUY)QTa5FSF`QUX)E"� D �)EPF`M!�)NPs��)F��)Em]5MUrmQ!IP])x8Emr
�(QUF(IKE��)F��)E)k6�HE"�SX)QiNPc��SQTM D �PE)F\^ getty(8).
# NPcTViFSY�� D ViE)M D getty lSVUQ mgetty (http://www.leo.org/~doering/mgetty/index.html), GTQiNPF\F�E��)ViFSN)NPF��)ViL D NPc�� D ]MUFSY��(Em] getty, Y D �SY D GUQTV D ��� D ]��(X)F { E D NKc!�)QvIPN)]5X)YPE)F\^ D MirmQ!IK])x5Emr �SMTQ!���)QTM ..
�hY)FSEP^dLwx8F��(VUMUQvE"�SX)QiNKc!�SQTM D �)E)F mgetty MnVUQT^ , �PViQ9Q�� DnD �)ViE)M��)Q �5� &"� �
�"�)( �`^dQiIKF\^ D ^dE , ViQyF��SVicnF5�eNPE8X)QUYPVGULTIKFSVnM!���mNPs��)F �8M /etc/ttys, ^dQ!I#F\^4�)FqGULTIKF\VnQTViMUF�� D Vic�� D �\MUQ��)Q!� .

�hQ��eNKFeI��)EPF`MUF\Y"�(EPE mgetty ( QTV 0.99beta E0M��fa5F ) X)QiI)IKF\YmZuE)M D snVnV D �mZuF D MUVUQT^ D VUE��)F�� �)QUF`QUX)Y)F(IKF(NKF �)E)FX)QUViQ��)QUM PPP, X)Q!�\MUQiNP]m] �)NPE)F �PV D ^�GUF �5���)YPE)X)ViQTMUQUF`X)Q!I��)NPs��)F��)E)F �9�SFSY)MTFSY)L .� GUY D ViE)ViF5�(c��5Y D �(IKF(NPL Mgetty E AutoPPP � D I D NKc!�)F\k)a5F\k�E��P�hQUYK^ Di{ E)F\k5X)Q mgetty.

21.2.1.3.5. �O��
�!
 PPP

�hY)QUR\Y D ^+^ D ppp QUG!���"�)Q*� D X)L ��� D FSV!�(]6��X)Y D M D ^dE0X)QUNPc!�\QUM D ViF(NP] root. �8�eNPE8M!�[rmQUVUE)ViFqY D �\Y)FSa8E)Vic�� D X)L � �
ppp MnY)FSZBEK^dF �SFSY)MTFSY D �`X)Y D M D ^dE0QUG������)QTRSQvX)QUNPc!�\QUM D ViFSN)]yXPLWVUF\^ � D X)L � � D ppp � D �0QUXPE"� D �)Q��)E)ZBF , lSViQTRSQX)QiNPc��SQTM D VUF(N)]��)F\QUGirmQiIKEP^dQOIKQTG D MUE)VicnMnRSYPLWXPX)L network My� D kmNKF /etc/group.pqD ^zV D �)ZBFqX)QTViY)FSGTLwFSV!�(]hI D VicyF\^dLyI#Q��(VULWX6�5Q!I3�)QT^dLhEmNPE8GUQUNPFSFHY D �(IKF(NPQTM*�)Q��P�hE)RSLwY DU{ E)E , E��(X)QUNPc!�\LT]
�)QT^ D �wIKL allow:

allow users fred mary
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�.�eNPE8lSV D �)QW^ D �wI D E"�(XPQiNPc��SLwFSV!�(]0MnY D �eIKFSNPF default, Q�� D I D FSV9X)QiNPc��SQTM D VUF(NPs|XPQiN"���fk0IKQ��SViLwX .

21.2.1.3.6. � ���� � ����P PPP � ��% ����� �� ����!
"�#�$����� �O�OP���
NQP ���1����P�N P IP

_HQ!�eI D k)ViFq� D kmN , � D ���fM D snx5EPk"�e] /etc/ppp/ppp-shell E��(Q!I#FSYmZ D x8E)k6�(NPFeIKLws9x5FSF :
#!/bin/sh
IDENT=‘echo $0 | sed -e ’s/^.*-\(.*\)$/\1/’‘
CALLEDAS="$IDENT"
TTY=‘tty‘

if [ x$IDENT = xdialup ]; then
IDENT=‘basename $TTY‘

fi

echo "PPP for $CALLEDAS on $TTY"
echo "Starting PPP for $IDENT"

exec /usr/sbin/ppp -direct $IDENT

 ViQUV ���)Y)EPX)VvI#QiN)ZuF �5G!�fVic9E"�(X)QUN"�m])Fo^��v^ .
� FSX)F\Y)c �(Q!�(I D kPViF8� D lSVUQUV�� �)Y)E)X)V �(EK^dMUQiNKE��)F�� �)Lws �����ON"�)L#�EP^dF �)Fo^ ppp-dialup �`X)QW^dQUx8cUs �(NPFeI#LWs9x5F\k#�)QT^ D �wI�� :

# ln -s ppp-shell /etc/ppp/ppp-dialup

���(X)QUNPc!�\LWkPViF�lSVUQUV ���)Y)EPX)VnM�� D �)F5�(ViMTF � � �
���  m' �>IPN)]8LUI D NPF������Or�X)QiNKc!�SQTM D ViF(NPF\k . ghEmZuFHXPY)E)MUF(IKF �0XPY)EP^dFSY
� D XPE"�(E0M /etc/password IKN)]5LTI D NKF �����Or�X)QUNPc!�\QUM D ViFSNPFSk PPP �`EK^dF �)Fo^ X)QiNKc!�SQTM D ViF(N)] pchilds ( �)F
� D G��fM D k)ViF�E"�SX)QiNKc!�SQTM D Vic vipw IPN)]5YPFeI D �)ViE)Y)QTM D �)Em]5� D k)N D X D Y)QiNKFSk ).

pchilds:*:1011:300:Peter Childs PPP:/home/ppp:/etc/ppp/ppp-dialup

_HQ!�eI D k)ViF8� D V D NPQTR /home/ppp, �)QUVUQUY��fkhI#Q��(VULWXPF ��IKN)]6�)ViF��)Em]5E��(QiIKFSYmZuE)V �eNPF(IKLwsnx5EPFq� D kmN"�:�)LWNPF\MUQUkIPNPE���� :

-r--r--r-- 1 root wheel 0 May 27 02:23 .hushlogin
-r--r--r-- 1 root wheel 0 May 27 02:22 .rhosts

 ViQnX)YPFeIKQTViMUY D ViE)VyQUViQTGUY D ZuF �)E)F /etc/motd.

21.2.1.3.7. � ���� � ����P PPP � ��% ����� �� ����!
"�#�$����� �-� ���M
"�-P ���1����P�N P IP

_HQ!�eI D k)ViFq� D kmN ppp-shell � D �5M9X)Y)EP^dF\Y)FHM��fa5F , E�IPNP]6� D Z>IKQTk0L �)FSV;�PQUk6� D X)E��(E6�SQ��(V D ViE��PF����PE
� D ��� D � D F\^��v^ IP �(Q��eI D k)ViF �(EP^dMTQiNPE��PF����PLWs � � �ON"�)L � D ppp-shell.

g D X)Y)EK^dFSY , F5�eNPE8LhM D �`ViY)E8X)QiNPc��SQTM D VUF(N)]�LTI D NKF ���)QTRSQvIKQ��SViLwX D , fred, sam E mary, �)QUVUQUY��fFqX)Q!I3�mNPs�� D snV��e]
�5M D a5F\k#�(FSVUE6�mN D � � D C, M��fX)QiN"�PE)ViF �eNPF(IKLwsnx5F\F :
# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-fred
# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-sam
# ln -s /etc/ppp/ppp-shell /etc/ppp/ppp-mary
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� GUQiNKQ!��� D � D Z>IKQUR\QnE��qlSVUEmr0X)QiNKc!�SQTM D ViF(NPF\k�LTI D NPF����)QTRSQOIKQ2�(ViLwX D IKQiNPZ�� D G!�fVUc �SEP^dMUQUNPE��)F5���)QTk6� � �ON"�)QUk ,
�(Q!�(I D �"�)QUk�M��fa5F ( � D X)Y)EP^dF\Y , QUGTQiNPQ���� D X)QUNPc!�\QUM D ViFSN)] mary IKQiNPZ�� D G!�fVUc /etc/ppp/ppp-mary).

21.2.1.3.8. 	 
���$��������
 ppp.conf � ��% ����� �� ����!
"�#�$����� � �OP��
NQP ���1����P�NQP IP
�5D kmN /etc/ppp/ppp.conf I#QiN)ZuF ���(QiIKFSYmZ D VicnX)YPEP^dFSY��PQ9V D �)E)F �(ViYPQ!�)E :

default:
set debug phase lcp chat
set timeout 0

ttyd0:
set ifaddr 203.14.100.1 203.14.100.20 255.255.255.255
enable proxy

ttyd1:
set ifaddr 203.14.100.1 203.14.100.21 255.255.255.255
enable proxy

�����	��
�������
: � �+� �	� ��/�$ -�� #+� � � �	/ �"�!� ���"#+� ����� .

�`D �(IKF(N default: � D RSYPLTZ D FSV!�(]hIPN)]6� D Z>IKQUR\Q��(QTFeIKE��PF �)Em] .
j N)]6� D Z8I#QUk6�SViY)Q!�PE , M!�)NPs��)F����)QTk0M /etc/ttys,

�(Q!�(I D kPViF.� D X)E"�Sc , X)QiIKQUG��)Lws ttyd0: M!�fa8F . C�D Z>I D ]#�(VUY)Q!� D IKQiNPZ�� D �SQ!IKF\YmZ D Vic9L2�PE�� D NKc!���fF IP
D IKY)F5� D E"�M D a8FSR\QvX)LWN D IP

D IKY)F5�(QUM , M!�qIKFSNPF ���"�OrhXPQiNPc��SQUM D ViFSN)]P^ �+I#E�� D ^dE"�)F�� �)EP^dE IP.

21.2.1.3.9. 	 
���$��������
 ppp.conf � ��% ����� �� ����!
"�#�$����� �-� ���M
"�-P ���1����P�N P IP

�hQT^dEP^dQ �(Q!I#FSYmZuEP^dQTRSQ , QTX)E"� D ���)QTRSQvMyX)Y)EK^dFSY)FO� D kmN D /usr/share/examples/ppp/ppp.conf M��fa5F , M D ^X)QUViYPFSGULwF\V!�e]hIKQTG D MUE)VicnY D �(IKF(N5IPN)]#� D Z8I#QURSQ9E��qX)QiNPc��SQTM D VUF(NPF\k#�(Q��SV D VUE��)F�� �)EP^dE IP.
t �|X)YPQ!IKQUN)ZuEP^E"�(X)QUNPc!�\QUM D VicfEP^dF�� D fred, sam E mary M�� D �)F5�(ViMTF`X)YPEP^dFSY D .

fred:
set ifaddr 203.14.100.1 203.14.101.1 255.255.255.255

sam:
set ifaddr 203.14.100.1 203.14.102.1 255.255.255.255

mary:
set ifaddr 203.14.100.1 203.14.103.1 255.255.255.255

�.�eNPE8ViY)F\GULwFSV!�(] , � D kmN /etc/ppp/ppp.linkup IKQUN)ZuF �5V D �mZuF �(Q!I#FSYmZ D VUcnE��P�hQTYP^ Di{ E)s�Qy^ D Y)a8Y)LwViE�� DU{ E)EIPN)]6� D Z>IKQUR\QvX)QiNKc!�SQTM D ViF(N)]#�SQ��(V D ViE��PF����PEP^ IP.
p �SViY)Q!�PF.�)EmZuF �)FSYPF � �mNPE)F��)V!���PQUF �(QUF(IKE��)F��)E)F�IKQUG D MiNP])FSV!�(]^ D Y)a8Y)LwV��9�SFSViE9�mN D � � D C203.14.101.0.

fred:
add 203.14.101.0 netmask 255.255.255.0 HISADDR

sam:
add 203.14.102.0 netmask 255.255.255.0 HISADDR
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mary:
add 203.14.103.0 netmask 255.255.255.0 HISADDR

21.2.1.3.10. mgetty P AutoPPP

g D �(VUY)QUk�� D E6�)QW^dX)EmN)] { Em] mgetty �`X D Y D ^dFSViY)QW^ AUTO_PPP X)Q!�\MUQUN)])FSV mgetty QTX)Y)FeI#F(N)])Vic LCP � D �SL PPP
�(QUF(IKE��)F��)E)k0E D MTViQT^ D ViE��)F5���)E8X)QUY)QUZ>I D VicnQUGUQUNPQ!�"�)L ppp.

� I�� D �)Q , X)Q�� �)QiNKc!�)L �(V D �wI D Y)V;���fk>^dFSViQiINPQUR\E�� / X D Y)QUNPc*�)FqE"�SX)QiNPc��SLwFSV��e] , �)F\QUGirmQiIKEP^ DvD LWVUF �)ViEK�hE�� Di{ Em]0X)QiNKc!�SQTM D ViF(NPF\k��)FSYPF � PAP EmNPE CHAP.p l\ViQT^bY D �(IKF(NPFqX)Y)F(IKX)QUN D R D FSV��e] , �)ViQyX)QUNPc!�\QUM D ViF(NKcfL �SX)FSa9�)Q�� D �(VUY)QUEmN , ���)QW^dX)EmNPEPY)QUM D N0E5L �SV D �)QTMUEmNMUFSY��(E)s mgetty �HX D Y D ^dF\ViY)QT^ AUTO_PPP (v0.99beta E)NPE5GTQiNPF\F`X)Q��eI��m]m] ).
� GUF(IKE)ViF5�(c , �)ViQyM9� D kmNPF /usr/local/etc/mgetty+sendfax/login.config EP^dF\FSV!�(]9�eNKFeIKLwsnx D ]6�SViY)Q!� D :
/AutoPPP/ - - /etc/ppp/ppp-pap-dialup

 ViQnL � D ZBF\V mgetty � D X)L ��� D Vic�� �)Y)E)XPV ppp-pap-dialup IPN)]0QUG�� D YPLTZuF������Or#�(QTFeIKE��PF �)E)k PPP.

_HQ!�eI D k)ViFq� D kmN /etc/ppp/ppp-pap-dialup, �(Q!I#FSYmZ D x8E)k6�(NPFeIKLws9x5FSF ( l\ViQUVy� D kmN0IKQiN)ZuF��5G!�fVUcM!�fX)QUN"�m])F\^��v^ ):

#!/bin/sh
exec /usr/sbin/ppp -direct pap$IDENT

j N)]#� D Z>IKQTk�NPE��PE)E , M��mNPs��)F ���PQUk5M /etc/ttys, �(Q!�(I D kPViF8�SQUQUVUMUFSV��(ViMTLWs9x5Lws�� D X)E��(cnM
/etc/ppp/ppp.conf.

� � D GTLTIKFSV9QUV!NPE"���)Q �(Q!�PFSV D Vic��(]6��ViFo^ , �)ViQyG!�ONPQ �(Q��eI D �)QvM!�fa8F .
pap:
enable pap
set ifaddr 203.14.100.1 203.14.100.20-203.14.100.40
enable proxy

j N)]#� D Z>IKQTRSQ9X)QiNPc��SQTM D VUF(N)] , MirmQiIP])x5F\RSQvX)Q9lSViQW^dL0^dFSViQiIKL , M9� D kmNPF /etc/ppp/ppp.secret IKQUN)Z � DX)Y)E"�SLWV��(ViMTQUM D Vic*� D X)E"�Sc��`NPQUR\E��)QW^ / X D Y)QiNKF\^ , EmNPE , M�� D �)F5�(ViMTF D NKcUViF\Y�� D VUE)M!� , IKN)] D LwViF��)ViEP�hE"� Di{ EPEX)QiNPc��SQTM D VUF(NPF\k�X)Q PAP �)F\Y)F � /etc/password, �PFSQUGUrmQ!IKEP^dQnE"�(X)QUNPc!�\QUM D Vic��(NPFeI#LWs9x5E)k8X D Y D ^dFSVUY .

enable passwdauth

�.�eNPE8M!� rmQUVUE)ViFqX)Y)E"�SMUQUEPVic��)F��)QUVUQUY��v^ XPQiNPc��SQUM D ViFSN)]P^ �(V D ViE��)F5���)EPk IP, � D I D k)ViF`F\RSQ9M�� D �)F��SViMUFHViY)F\VicUF\RSQD Y)R\Lw^dF��)V D M /etc/ppp/ppp.secret.
� GTY D ViEPViF��Sc��#� /usr/share/examples/ppp/ppp.secret.sample

� D XPY)EP^dFSY D ^dE .

21.2.1.3.11. MS ��
��� P� ����P�%p Q��\^dQUZ�� D � D �SViY)QTk�� D PPP IKN)]5M!�qI D �)E D IKY)F5�(QUM DNS E NetBIOS X)Q � D XPY)Q��SL .j N)]0M!�mNKs��)F��)Em]5l\ViEmr0Y D �(a5EPY)F �)EPk9� PPP MTFSY"�SE)E 1.x, �)FSQTGirmQ!I#EP^dQOIKQTG D MTE)Vic*���(QTQUViMTFSV!�SViMULwsnx8F\^dLhY D �eIKFSNPL
/etc/ppp/ppp.conf �(NPFeIKLws9x5E)F1�SViY)Q!�PE .

enable msext
set ns 203.14.100.1 203.14.100.2
set nbns 203.14.100.5
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j N)] PPP MUFSY��(E)E 2 E5M��fa5F :
accept dns
set dns 203.14.100.1 203.14.100.2
set nbns 203.14.100.5

C NPE)F �PV D ^ GTLTIKLwVvM!�qI D M D Vic��(] D IKY)F5� D XPFSY)MTE����)QTRSQvE8MUViQTY)E����)QTRSQ �(FSYPMUFSYPQUMvEP^dF�� , E D IKY)F5�+rmQ��SV D NetBIOS.

�.�eNPE5MfMUFSY��(E)E 2 E�M��fa5F.�SViY)Q�� D set dns GTLTIKFSVfQTX)Lwx5F � D , PPP E"�SX)QiNKc!�SLwF\V�� � D �)F �)E)]hE"� /etc/resolv.conf.

21.2.1.3.12.
� � �#��� �#P� P���
�� P�% PAP P CHAP

ghF �)QTViQUY��fFHX)Y)QTM D kmIKFSY�� � D �(ViY D E)M D snV��(E"�SViF\^dL0V D � , �PViQ D LwViF �)VUEP�hE�� Di{ Em]5X)Y)QTE��SMTQ!IKEPV!�e]6�E"�(X)QUNPc!�\QUM D �)E)Fo^�NPE)GUQ PAP NPE)GTQ CHAP.
p l\ViQT^ �(NPL � D F , X)Y)EPR(N D a5F �PE)F login: XPY)E9�SQUFeI#E��)F �PE)E6�)FqM!�qI D FSV��e]E9�(QTFeIKE"�)F �)EPF PPP � D �PE�� D F\V!�e]��(Y D �SL .

PAP ^dF �)F\FHGTF �SQTX D �SF � , �)Fo^ CHAP, �)QnGTF �SQTX D � �)Q��SVicvMvI D ���PQT^4�eNKL2� D F.�PF �SViY D I D FSV , X)Q�� �)QiNKc!�)L9rmQUV!]0X D Y)QiNKE5EX)FSY)F(I D s9V!�e]8QUV;�)Y"�fV;�v^ ViF��"�(ViQW^ , Q��)E0X)F\Y)FeI D snV��e]5ViQUNPc!�PQnX)Qy^dQ!IKFo^,�PQUk0NKE��)E)E .
� �PY D �)F\Y)QUM��)FqV D �5^��PQURSQMUQ!�o^dQiZ �)Q2�(ViF\kyIPN)]6�)Y D ZuE5X D Y)QiNKFSk .p XPY)EP^dFSY D r0M!�fa8F PPP E9�SV D VUE��)F�� �)E)F IP

D IKYPF�� D EmNPE PPP E0IKE�� D ^dE��)F5���)E)F IP
D IKYPF�� D IKQiNPZ��"�|G!�fVic

� IKFSN D ��� �(NPFeI#LWs9x5E)FqE��o^dF �)F��)Em] :

13 set authname MyUserName
14 set authkey MyPassword
15 set login

_HViY)Q!� D 13:
 V D �(ViY)Q�� D L � D � �fM D FSVfEK^�]5X)QiNKc!�SQTM D ViF(N)] PAP/CHAP.

pOD ^zXPQUViY)F\GULwFSV��e]#� D ^dF �)EPVic MyUserName � DX)Y D MUEmNPc��)QUF.� � D �)F �)EPF .
_HViY)Q!� D 14:

 V D �(ViY)Q�� D L � D � �fM D FSVfX D Y)QUNPc PAP/CHAP.
pOD ^ XPQUViY)F\GULwFSV��e]#� D ^dF �)EPVic MyPassword � D X)Y D MTEmNPc��)QUF

� � D �)F �PE)F . p �|^dQUZBF\ViFqV D �mZuF`IKQUG D MTE)VicOIKQTX)QiN��)E)ViFSNPc!�)Lws �(ViYPQ!�)L , V D �)Lws � D � :

16 accept PAP

EmNPE
16 accept CHAP

IPN)]0])M��)QUR\QvL � D � D �)E)]0X)Y)QUVUQ!�)QUN D , �)QyE PAP E CHAP X)Q!IPIKFSYmZuE)M D s9V!�e]0X)QyLm^dQiN"� D �)E)s .

_HViY)Q!� D 15:pOD a�XPY)QUM D kwIKF\Y�QUG������)Q��PFHX)QTViY)F\GULwFSVvMUrmQ!I D � D �SFSY)MTFSY0X)YPE5E"�SX)QiNPc��SQTM D �PE)E PAP EmNPE CHAP._`NPFeI#QUM D ViF(NKc!�)Q , M�� IKQUN)Z ���[QUV;�)NPs��)EPVic��(ViY)Q��)L ”set login”.
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21.2.1.3.13.
�  �NQ��������P�����
���$�����1� ppp ” �
������ � ”p Q��\^dQUZ��PQvE��\^dF��)F �PE)F8� D �(VUY)QUF�� ppp X)Y)QTRSY D ^+^��|MUQnMUY)Fo^�]5FSFHY D GTQUV;�[Mh�hQ!�)QTMUQW^<Y)FSZuEP^dF , �PQ9ViQUNPc!�PQnF��(NPEQUV;�)Y"�fV��(QTQUViMTFSV!�SViMULws9x5E)khI#E D R��)Q��SViE��)F5���)E)k8X)QUYPV . j N)]0F\RSQ9QUV;�)Y"�fViEm]0I#QUG D MUcUVUF+M�� D �(ViYPQUk��)L��(NPFeIKLws9x5Lws

�(ViY)Q��)L :
set server /var/run/ppp-tun%d DiagnosticPassword 0177

_AlSViQTk�IKE)YPF �)ViEPMUQUk ppp GULTIKFSV9X)Y)Q2�eNPLwa5EPM D VUc*� D I D ���"�fk UNIX �SQ!�)F\V , � D X)Y D a5E)M D ]�L �mNPE)F��)ViQTM9X D Y)QiNKcX)FSY)F(I>M��qI D �)F\khIKQ2�(ViLwX D . _HEP^dMUQUN"� %d � D ^dF �m])s9V!�e]6� D �)QW^dFSY0E��(X)QUNPc!�\LWFo^dQUR\QvL �(ViY)QTk"�(VUM D tun.C�D �0ViQUNPc!�PQ��(Q��)FSVnQUV;�)Y"�fV , M ���)YPE)X)V D r , M��fX)QiN��m])snx8Emr�� D �SViY)QUk"�)L�Y D GTQUV D snx8FSk�X)Y)QTRSY D ^+^�� , ^dQUZ��PQE"�(X)QUNPc!�\QUM D Vic pppctl(8).

21.2.1.4.
��-��(% :�� @9%'0/"�!���6 NAT

PPP EK^dFSFSV9MUQ��\^dQiZ �)Q2�(Vic9E"�(XPQiNPc��SQUM D VicfM2�(ViYPQUF �"���fk NAT GUF��`X)Y)F\QUGTY D �\QUM D �)Em]hX D �PFSViQTMnMv]wI#Y)F .  V DMUQ!�o^dQiZ �)Q2�(Vicn^dQUZuFSVnG��fVicnM��mNPs��)F � D �eNKFeIKLwsnx8FSk6�SViY)Q��)QUk8M /etc/ppp/ppp.conf:

nat enable yes

# NPcTViFSY�� D ViE)M��)Q , PPP NAT ^dQiZuF\V9G��fVicnM��mNPs��PF �5X D Y D ^dFSViY)QW^ �)QT^ D �wI��)QTk6�(VUY)Q!�)E -nat. _HLwx5F5�(ViMTLWF\VnV D �mZuFX)FSY)Fo^dF ��� D ] /etc/rc.conf ppp_nat, �)QUViQTY D ]0M��mNPs��)F � D X)Q9Lw^dQUN"� D �)E)s .

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF`l\ViL�MUQ��\^dQiZ �)Q2�(Vic , M!�[V D �mZuFq^dQUZuFSViF � D k)VUE5X)QUNPF �����v^dE5X D Y D ^dF\ViY��
/etc/ppp/ppp.conf IPN)]5M��mNPs��)F �)E)]5X)FSYPF����ON��)E0MirmQiIP])x5Emr#�SQUFeI#E��)F �PE)k :

nat port tcp 10.0.0.2:ftp ftp
nat port tcp 10.0.0.2:http http

EmNPE5QTV;�mNPs��)E)VicyM��SF`MUrwQiIP])x5EPF8�(QTFeIKE"�)F �)E)]
nat deny_incoming yes

21.2.1.5. � "�086$&�3 " � �4"�5 !�"�-97�&(%�� ./" -/�'-=796 1 �
� F\X)FSYPc , �PQUReI D X)Y)QTRSY D ^+^ D ppp � D �(ViYPQUF � D , Q��SV D NKQ��(cnM!�fX)QUN"�)E)Vic9FSx8F.�)F5���)QUNPc!�)QvIKFSk��(ViMTE)k5X)YPF(Z>IKF , �)F\^bM��(FlSViQ�� D Y D GUQTV D F\V . � �)E8M!�fX)QUN"�m])snV��e]0X)LwViFo^bY)F(I D �)VUE)Y)QUM D �)E)]5� D kmN D /etc/rc.conf.

�hY)Q��\^ D ViY)EPM D ]�l\ViQUVy� D kmN , LWGTFeIKEPViF��Sc , �)ViQnIKQTG D MUNPF � D �(ViY)Q�� D hostname=, � D X)Y)EK^dFSY :

hostname="foo.example.com"

�.�eNPE8X)Y)QTM D kmIKFSY0XPY)FeIKQ2�(V D MUEmN8M D ^4�SV D VUE��)F�� �)E)k IP
D IKY)F5��E8EP^�] , MUQ��\^dQUZ��PQfNPL �)a5FqM��SFSR\QvE"�(XPQiNPc��SQUM D VicnlSViQEP^�]5M�� D �)F5�(ViMTF`EP^dF��)E5rmQ2�(V D .

�hY)QUMTFSY)cTViF�X)F\Y)F\^dF����)Lws network_interfaces. �.�eNKE5M!� rmQTViE)ViF � D �SViY)QTE)Vic �SE"�(VUF\^dLyIPN)]0IKQ!�\MUQ!� D X)QViY)FSGTQUM D �)E)s , LwGUFeI#E)ViF��Sc , �)VUQ9L �(VUY)QUk"�SViMUQ tun0 IKQTG D MUNPF �PQfM �SX)E"�(Q�� , E�� D �)F`LTI D NPE)ViFqFSR\Q .
network_interfaces="lo0 tun0"
ifconfig_tun0=
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�����	��
�������
:
� ��,���- ��������% ifconfig_tun0 /0���� ��� � � �!� � ��#+�"� , ���+� ��� ��/�$�-�� �"��' �*� #+� � / ���!� �*���"�

/etc/start_if.tun0. � � ���0- �*���"�0� /0���� ��� ��� � ��/�$��!�+# % #+�!,"� '�� :
ppp -auto mysystem

� ����� #�' ,�$�"�*)��
�"������% �+�"#&% )+� )�,���-�% ����#+�!,"�0��' $�#�� �!$ , ����� ��#�'���% / ����-�� ��� ppp ) ��) ���0- �"�!$ ����#�'��0- ,�� � $ - � . # # ��$ �+�"�- ���*$�����%.)&��% �+�"# % � � � �+�0-5/ � % � � '��������"�0��#�� �!$ , )�� -���� �+�"� �"��' �*� $ #��"����� � �0)+���!� ����,���'+� � �����"� ��� -alias.
� � ,��"�!$��"��#�� ' #+�!,�����$ � � #���,���)+� ����$ '�� �+� / �"��������������� $���� �0,�- ���0$���� .

� GUF(IKE)ViF5�(c , �)ViQyX)Y)QTRSY D ^+^ D ^ D YPa5Y)LwViE�� Di{ EPE5QUV!�mNPs��PF � D X)FSYPF\^dF �"�)QUk0Mh� D kmNKF /etc/rc.conf:

router_enable="NO"

pqD Z �)Q , �)VUQUG!�[I D Fo^dQ!� routed �)FHG!�ON9� D X)Lwx8F � , X)Q2���)QUNPc!�PLyQ��5^dQiZuF\VnLTI D NKE)Vic � D XPE"�(cn^ D Y)a5YPLWV D X)QLw^dQUN"� D �)E)s , �(Q!�(I D M D Fo^dLWs ppp.p Q��\^dQUZ��PQ , �(VUQUE)V9QUGUY D ViE)VUcvM!�)EK^ D �)E)F8� D XPFSY)Fo^dF ���)Lws sendmail_flags E5LwGTFeIKE)VUc��e] , �PViQnQ�� D �)FHM!�mNKs�� D FSVX D Y D ^dFSViY -q, E�� D �)F sendmail X)QTX��fV D FSV!�(]6�(Y D �SLyZuFHQTGUY D ViE)Vic2�e]#�9�SFSViE , E6�PQT^dX)cTsnViF\Y8^dQiZuF\V�� D � D VicIKQ!�\MUQ!� .
p �|^dQUZuFSViFqX)QUXPY)QUGTQUM D Vic :

sendmail_flags="-bd"

� GUY D V;� D ]#�SViQUY)Q�� D l\ViQUR\QnY)F\a5F��)Em]5M9ViQT^ , �)ViQ �)FSQTGirmQ!IKEK^ � D X)L ���8Q!�)F\Y)FeI#E sendmail X)Q��(NPFHXPQ!I��m])VUEm]
�(QUF(IKE��)F��)Em] ppp:

# /usr/sbin/sendmail -q

p �|^dQUZuFSViFqE"�(XPQiNPc��SQUM D Vic��)QT^ D �wIKL !bg M9� D kmNPF ppp.linkup IPN)] D MUVUQT^ D VUE��)F�� �)QUR\QvM!�fXPQiN"�)F��)Em]5l\ViQUk
� D I D �)E :

1 provider:
2 delete ALL
3 add 0 0 HISADDR
4 !bg sendmail -bd -q30m

�.�eNPE8M D ^zlSViQ �)F �)LWZ��PQ , MTQ!�\^dQUZ � D � D �(ViY)QTk�� D ”dfilter” IPNP]5GiNPQ��)E)Y)QTM D �)Em] SMTP ViY D �hE�� D . � GUY D ViE)VUF��(c� D kmN D ^zX)Y)EP^dF\Y)QUM�� D I D NPc��)FSkPa5FSk5E��P�hQUYK^ Di{ E)F\k .p �SF , �PViQ9Q2�(V D NPQ��Sc , lSVUQnX)F\Y)FSR\Y)L �SE)Vic �)QW^dX)cUs9ViFSY . �hQ��(NPF�X)F\Y)F � D RSYPL2���)E0M���^dQiZuFSVUF`NPEPGUQnM��fX)QiN��)E)Vic :
# ppp

E6� D ViF\^ � D GUY D Vic dial provider IPNP]#� D XPL � � D �SF����(E)E PPP, NKE)GUQ , F��(NPE5M�� rwQTViE)ViF , �)ViQTG!�[X)YPQURSY D ^+^ D ppp
� D �)E"� D N D �(QTFeIKE��PF �)E)F D MTViQT^ D ViE��)F5���)E0XPY)E5X)QU])MiNPF��)E)E8E"�ermQ!IK])x5FSR\QvViY D �hE�� D ( E5� D kmN start_if.tun0 �)F
�(Q!�(I D � ), M!�fXPQiN"�)EPViF :
# ppp -auto provider

21.2.1.6.
��7/%�> �

j N)]0X)FSYPMUQ!� D � D NPc!�)QTk�� D �SViY)QTk��)E ppp �)F\QUGUrwQiIKEP^dQvXPY)QUk)VUE9�eNKFeIKLwsnx8E)Fqa D R\E :
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_HViQUY)Q�� D �)NPE)F �PV D :
1.
� GUFeI#E)ViF��Sc , �PViQ9L �SViY)QUk��(ViMTQ tun M2�(ViYPQUF �PQvMn]wI#Y)Q .

2.
� GUFeI#E)ViF��Sc , �PViQ9L �SViY)QUk��(ViM D tunN � D rwQiIP])V!�(]0M�� D V D NPQTRSF /dev.

3. _HQ��eI D k)ViF.� D X)E��(cnM /etc/ppp/ppp.conf. �hYPEP^dFSY pmdemand IKQiN)ZuF��5X)QiIKQUk)VUE�IPN)]8GUQiNKcUa5E"�"�(ViM DXPY)QUM D kwIKF\Y)QUM .
4. �.�(NPE>LyM D �+IKE�� D ^dE��)F�� �)E)k IP

D IKY)F5� , �SQ!�eI D k)ViF8� D X)E"�(c9M /etc/ppp/ppp.linkup.

5.
� G��)QUMTE)ViFH� D kmN /etc/rc.conf.

6. _HQ��eI D k)ViF8� �)Y)E)XPV start_if.tun0, F��(NPE6�)F\QUGUrwQiIKEP^�IKQ��SMTQ!��X)Q9ViY)FSGTQUM D �)E)s .

_HViQUY)Q�� D �SFSY)MTFSY D :
1.
� GUFeI#E)ViF��Sc , �PViQ9L �SViY)QUk��(ViMTQ tun M2�(ViYPQUF �PQvMn]wI#Y)Q .

2.
� GUFeI#E)ViF��Sc , �PViQ9L �SViY)QUk��(ViM D tunN � D rwQiIP])V!�(]0M�� D V D NPQTRSF /dev.

3. _HQ��eI D k)ViF.� D X)E��(cnM /etc/passwd ( E"�SX)QiNKc!�SLW]0X)YPQURSY D ^+^dL vipw(8)).

4. _HQ��eI D k)ViF`XPY)QT�hEmNKcnMfI#QT^ D a9�)F\^ � D V D NPQUR\F`X)QUNPc!�\QUM D ViFSN)] , � D XPL � � D s9x5E)k ppp -direct

direct-server EmNPE8X)Q!I#QUG!�PLWs �)QT^ D �wIKL .
5. _HQ��eI D k)ViF.� D X)E��(cnM /etc/ppp/ppp.conf. �hYPEP^dFSY direct-server IKQiN)ZuF��0X)Q!I#QUk)ViE .

6. _HQ��eI D k)ViF.� D X)E��(cnM /etc/ppp/ppp.linkup.

7.
� G��)QUMTE)ViFH� D kmN /etc/rc.conf.

21.3. PPP �825=��5;5:�: � 254
� � �
�&� � � 'U& -%�
	�� �n$ ��� ��� 	 �i ��#" 	 �H$ ���� � �
� ��� � � � Gennady B. Sorokopud, Robert Huff.

21.3.1. �%�
-/�
�� 
 �'� PPP �
,����+ � ���6��
�hFSY)F(I9� D � D NPQW^ � D �SViY)QUk"�)E PPP � D M D a8F\^ �)QW^dX)cUs9ViFSYPF , LwGUF(IKE)ViF5�(c , �)ViQ pppd � D rwQiIKE)V!�(]0M /usr/sbin E
� D V D NPQUR /etc/ppp �SLwx5F��SViMULwF\V .
pppd ^dQiZuFSV9Y D GTQUV D VicvMnIKMULWr�Y)F(ZuEP^ D r :

1.
p � D �)F5�(ViMTF ” �mNPE)F��)V D ” — �)QTReI D M!�[rmQTViE)ViFqX)Q!I3�mNPs��PE)Vic �)QT^dX)cTsnViF\Y6�8M!�)F\a6�)Fo^dLh^dEPY)L��)FSYPF �XPQ��eNKFeIKQTM D VUF(NPc��)QUF.�SQUF(IKE��)F��)E)F PPP EmNKE8^dQ!I#F\^��)Lws NPE��)E)s .

2.
p � D �)F5�(ViMTF ” �(F\Y)MUF\Y D ” — �)QUR(I D �)QW^dX)cUs9ViFSY8X)Q!I3�mNPs��PF �6���(F\ViE5E8E"�(X)QUNPc!�\LwFSV!�(]hIPN)]5X)QiI��mNPs��)F �PEm]I#Y)LwRSEmr#�)QW^dX)cUs9ViFSYPQUM��PFSY)F�� PPP.p QTGUF\Emr#�eNPL � D ]mrhM D ^zX)QTViY)F\GULwFSV!�(]#� D �SViY)QTE)Vich� D kmN5X D Y D ^dFSViY)QTM (/etc/ppp/options EmNPE ~/.ppprc F��(NPE

� D M D a5Fo^ �)QT^dXPcUsnVUFSY)FqGUQUNPFSFHQ!I��)QTRSQvXPQiNPc��SQUM D ViFSN)]�Y D GTQUV D snV�� PPP).pqD ^zX)QUVUY)FSGTLWF\V!�e]8V D �mZuFHX)Y)QUR\Y D ^+^ D IPN)]>^dQ!IKFo^����Or / X)Q2�eNPF(IKQUM D ViFSNPc!�"�OrnNPE��PE)k ( X)Y)F(IKX)Q��)ViE)ViFSNPc!�PQ
comms/kermit) IPN)]�IKQ��SMTQ!� D E8L �(V D �)QUM��)E6�(QTFeIKE"�)F �)E)]6�`LTI D NPF ���"�v^�rwQ2�(ViQW^ .
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21.3.2. $ - �,���#0/�'���'� +��
� pppd � �'� )
� -/���/� � � �
�1+,���
� �
	 ����� 	 � 	 � ��	�� � �)- ��# �'� ,

$ ��� � � �� ���� �
	�	 � $ Trev Roydhouse.j N)]0X)Q!I3�mNPs��PF �)Em]9�0NPE��PE)E PPP ViF\YP^dE�� D NPc!�PQURSQ �(F\Y)MUF\Y D Cisco ^dQiZuFSV9E"�(XPQiNPc��SQUM D Vic2�e]#�eNKFeIKLwsnx8E)k5� D kmN
/etc/ppp/options.

crtscts # enable hardware flow control
modem # modem control line
noipdefault # remote PPP server must supply your IP address

# if the remote host does not send your IP during IPCP
# negotiation, remove this option

passive # wait for LCP packets
domain ppp.foo.com # put your domain name here

:<remote_ip> # put the IP of remote PPP host here
# it will be used to route packets via PPP link
# if you didn’t specified the noipdefault option
# change this line to <local_ip>:<remote_ip>

defaultroute # put this if you want that PPP server will be your
# default router

j N)]0X)Q!I3�mNPs��PF �)Em] :

1.
j Q��SMUQ��)E)ViF5�(c*� D LTI D NKF �����fk5rmQ��(V , E"�(XPQiNPc��SLW] kermit ( EmNKE0NPs9GULws|I#Y)LwRSLws ^dQiIKF\^��)Lws X)Y)QTRSY D ^+^dL ), EMTMUF(IKE)ViFHM D a8F`EP^�]8X)QiNPc��SQTM D VUF(N)]�E5X D Y)QUNPc ( EmNPE5VUF�I D �����fF , �)QUViQTY��fFqViY)FSGTLwsnV!�(]�IPN)]5L �SV D �)QTMiNPF��)Em]
PPP �SQUFeI#E��)F �PEm]9�HLUI D NPF������v^�rmQ��SViQT^ ).

2.
p �fkwIKEPViFHE"� kermit ( GUF��`QUGTY��fM D �SQUF(IKE��)F��)Em] ).

3.
p MUF(IKE)ViF �eNKFeIKLwsnx8FSF :
# /usr/src/usr.sbin/pppd.new/pppd /dev/tty01 19200
� GUF(IKE)ViF5�(c , �)ViQyM!�fGUY D ���[X)QiIPrmQ!IP])x D ]#���PQUY)Q2�(Vic9E0X)Y D MUEmNPc��)QUFHEP^�]5L �(ViYPQUk"�SViM D .

� F\X)FSYPc9M D a �PQT^dX)cTsnViF\Y5X)QiI��mNPs��)F �8X)Q PPP. �.�(NPE9�SQUF(IKE��)F��)E)F �)F8�SQ��(VUQi]mNPQ2�(c , M��|^dQiZuFSVUF�IKQTG D MUE)VicX D Y D ^dFSViY debug �>� D kmNKL /etc/ppp/options, E5QTV!�eNKFeIKE)VUc9X)YPQUGiNKF\^dLhX)Q��SQUQTGUx5F��)Em]P^ � D �)Q!���(QiNKE .

_`NPFeIKLws9x5E)k����)Y)EPX)V /etc/ppp/pppup X)Y)QUMTFeIKF\VvM��SF 3 �(V D IKE)E5M D MTViQT^ D ViE��)F5���)QW^zY)F(ZuEP^dF :
#!/bin/sh
ps ax |grep pppd |grep -v grep
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi
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ifconfig ppp0 down
ifconfig ppp0 delete

kermit -y /etc/ppp/kermit.dial
pppd /dev/tty01 19200

/etc/ppp/kermit.dial lSViQ ���)YPE)X)V kermit, �)QUVUQUY��fkhI#Q!�SM D �)EPM D F\V!�e]yIKQ9LTI D NPF����)QTRSQvrmQ2�(V D E5X)Y)QUrmQ!IKE)V
�)FSQTGirmQ!IKEK^dLWs D MUVUQUY)E�� Di{ EPs ( X)Y)EP^dF\Y5V D �)QUR\Q����PY)E)X)V D � D rwQiIKE)V!�(]0M��PQ!� { FHlSViQTRSQ9Y D �(IKF(N D ).
���(X)QUNPc!�\LWkPViF.�eNKFeIKLwsnx8E)k9� �)Y)E)XPV /etc/ppp/pppdown IKN)]5QUV!�mNPs��PF �)Em]8QUV PPP NPE"�)E)E :

#!/bin/sh
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ X${pid} != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill -TERM ${pid}

fi

ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

/sbin/ifconfig ppp0 down
/sbin/ifconfig ppp0 delete
kermit -y /etc/ppp/kermit.hup
/etc/ppp/ppptest

�hY)QUMTFSY)cTViF , � D X)Lwx5F���NPE8FSx5F pppd, M!�fX)QUN"�)E)M /usr/etc/ppp/ppptest, �)QTViQUY��fk5M!�fR(NP]wIKE)VnXPY)EP^dFSY"�)Q9V D � :

#!/bin/sh
pid=‘ps ax| grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ X${pid} != "X" ] ; then

echo ’pppd running: PID=’ ${pid-NONE}
else

echo ’No pppd running.’
fi
set -x
netstat -n -I ppp0
ifconfig ppp0

j N)]0QUGTY��fM D �SQUF(IKE��)F��)Em] , M��fX)QiN"�PE)ViF /etc/ppp/kermit.hup, �)QUViQTY��fk�I#QiN)ZuF �9�(Q!I#FSYmZ D VUc :
set line /dev/tty01 ; put your modem device here
set speed 19200
set file type binary
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
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set term bytesize 8
set command bytesize 8
set flow none

pau 1
out +++
inp 5 OK
out ATH0\13
echo \13
exit

_HLWx8F��SViMULwFSV D NPcTViFSY�� D ViE)M����fk5^dF\ViQ!I , E"�(XPQiNPc��SLwsnx8E)k chat MT^dF5�(ViQ kermit:j N)]0L �(V D �)QUMUNPF �)E)]6�(QUF(IKE��)F��)Em] pppdIKQ2�(V D ViQ!�"�)QfIKMTLWr�� D kmNPQTM .
/etc/ppp/options:

/dev/cuaa1 115200

crtscts # enable hardware flow control
modem # modem control line
connect "/usr/bin/chat -f /etc/ppp/login.chat.script"
noipdefault # remote PPP serve must supply your IP address

# if the remote host doesn’t send your IP during
# IPCP negotiation, remove this option

passive # wait for LCP packets
domain <your.domain> # put your domain name here

: # put the IP of remote PPP host here
# it will be used to route packets via PPP link

# if you didn’t specified the noipdefault option
# change this line to <local_ip>:<remote_ip>

defaultroute # put this if you want that PPP server will be
# your default router

/etc/ppp/login.chat.script:

�����	��
�������
: ��#�� �+��� -����*�+� � � �!�*,���#��"���0���*���"� ��� ��/ �"� �*# �!,"�0'�� .

ABORT BUSY ABORT ’NO CARRIER’ "" AT OK ATDT<phone.number>

CONNECT "" TIMEOUT 10 ogin:-\\r-ogin: <login-id>

TIMEOUT 5 sword: <password>

C�D �0ViQUNPc!�PQnlSVUE8� D k)N"�[GULTIKLwV��SQ!�eI D ���[E8QUViY)F(I D �PViE)Y)QTM D �"� , �)FSQUGUrmQ!IKEP^dQ9ViQiNKc!�)Q�� D XPL �SViE)Vic pppd, MUQTVvV D � :

# pppd
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21.3.3. $ - �,���#0/�'���'� +��
� pppd � �'� )
� -/���/� -/�
��'�
,�
/etc/ppp/options IKQiNPZBF��6�(QiIKFSY)Z D VicnXPY)EP^dFSY"�)Q �(NPFeI#LWs9x5F\F :
crtscts # Hardware flow control
netmask 255.255.255.0 # netmask (not required)
192.114.208.20:192.114.208.165 # IP’s of local and remote hosts

# local ip must be different from one
# you assigned to the Ethernet (or other)
# interface on your machine.
# remote IP is IP address that will be
# assigned to the remote machine

domain ppp.foo.com # your domain
passive # wait for LCP
modem # modem line

_`NPFeIKLws9x5E)k����)Y)EPX)V /etc/ppp/pppserv L � D ZuFSV pppd Y D GUQUV D VicvM�� D �PF��(VUMUF8�SFSY)MTFSY D :
#!/bin/sh
ps ax |grep pppd |grep -v grep
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi

# reset ppp interface
ifconfig ppp0 down
ifconfig ppp0 delete

# enable autoanswer mode
kermit -y /etc/ppp/kermit.ans

# run ppp
pppd /dev/tty01 19200

���(X)QUNPc!�\LWkPViF�lSVUQUV ���)Y)EPX)V /etc/ppp/pppservdown IKN)]0Q��SV D �)QTM!�)E9�(FSYPMUFSY D :
#!/bin/sh
ps ax |grep pppd |grep -v grep
pid=‘ps ax |grep pppd |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then

echo ’killing pppd, PID=’ ${pid}
kill ${pid}

fi
ps ax |grep kermit |grep -v grep
pid=‘ps ax |grep kermit |grep -v grep|awk ’{print $1;}’‘
if [ "X${pid}" != "X" ] ; then
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echo ’killing kermit, PID=’ ${pid}
kill -9 ${pid}

fi
ifconfig ppp0 down
ifconfig ppp0 delete

kermit -y /etc/ppp/kermit.noans

_`NPFeIKLws9x5E)k kermit � �)Y)E)X)V (/etc/ppp/kermit.ans) M��mNPs��)E)V / QUV;�)NPs��)EPVyYPF(ZuEP^ QTViMUF\V D ^dQiIKF\^ D � DMirmQ!IP])x8E)F1�\MUQ!�"�)E .
� �hI#QiN)ZuF �8M!�fRSN)]wIKFSVUcnX)Y)EK^dFSY��)QyV D � :

set line /dev/tty01
set speed 19200
set file type binary
set file names literal
set win 8
set rec pack 1024
set send pack 1024
set block 3
set term bytesize 8
set command bytesize 8
set flow none

pau 1
out +++
inp 5 OK
out ATH0\13
inp 5 OK
echo \13
out ATS0=1\13 ; change this to out ATS0=0\13 if you want to disable

; autoanswer mode
inp 5 OK
echo \13
exit

_8�)Y)E)X)V , � D � �fM D snx8E)k"�e] /etc/ppp/kermit.dial, E��(X)QUNPc!�\LWF\V!�e]hIKN)]�IKQ��SMUQ�� D E D LwViF �)VUEP�hE�� DU{ E)E6� DLUI D NPF����)QT^�rmQ2�(ViF . pOD ^zX)QTViY)FSGTLwFSV!�(]5X)Y)E"�SX)Q��SQUGTE)VicvF\RSQyX)Q!I��SQUG��SViMUF������fF1�PLTZ>I�� . �hQT^dF5�(ViE)VUFHM D a NKQURSE"�0EX D Y)QUNPcvMylSViQTV�� �)Y)E)X)V ; M D ^ V D �mZuF`XPQUViY)F\GULwFSV��e]5E��o^dF �)EPVic9QTX)FSY D ViQTY�� input M�� D MTE"�(EP^dQ2�(ViE5QUVnQTViMUF\ViQUMnQUV^dQ!IKFo^ D E5LTI D NPF �"�)QUR\QfrmQ��(V D .
;
; put the com line attached to the modem here:
;
set line /dev/tty01
;
; put the modem speed here:
;
set speed 19200
set file type binary ; full 8 bit file xfer
set file names literal
set win 8
set rec pack 1024
set send pack 1024
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set block 3
set term bytesize 8
set command bytesize 8
set flow none
set modem hayes
set dial hangup off
set carrier auto ; Then SET CARRIER if necessary,
set dial display on ; Then SET DIAL if necessary,
set input echo on
set input timeout proceed
set input case ignore
def \%x 0 ; login prompt counter
goto slhup

:slcmd ; put the modem in command mode
echo Put the modem in command mode.
clear ; Clear unread characters from input buffer
pause 1
output +++ ; hayes escape sequence
input 1 OK\13\10 ; wait for OK
if success goto slhup
output \13
pause 1
output at\13
input 1 OK\13\10
if fail goto slcmd ; if modem doesn’t answer OK, try again

:slhup ; hang up the phone
clear ; Clear unread characters from input buffer
pause 1
echo Hanging up the phone.
output ath0\13 ; hayes command for on hook
input 2 OK\13\10
if fail goto slcmd ; if no OK answer, put modem in command mode

:sldial ; dial the number
pause 1
echo Dialing.
output atdt9,550311\13\10 ; put phone number here
assign \%x 0 ; zero the time counter

:look
clear ; Clear unread characters from input buffer
increment \%x ; Count the seconds
input 1 {CONNECT }
if success goto sllogin
reinput 1 {NO CARRIER\13\10}
if success goto sldial
reinput 1 {NO DIALTONE\13\10}
if success goto slnodial
reinput 1 {\255}
if success goto slhup
reinput 1 {\127}
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if success goto slhup
if < \%x 60 goto look
else goto slhup

:sllogin ; login
assign \%x 0 ; zero the time counter
pause 1
echo Looking for login prompt.

:slloop
increment \%x ; Count the seconds
clear ; Clear unread characters from input buffer
output \13
;
; put your expected login prompt here:
;
input 1 {Username: }
if success goto sluid
reinput 1 {\255}
if success goto slhup
reinput 1 {\127}
if success goto slhup
if < \%x 10 goto slloop ; try 10 times to get a login prompt
else goto slhup ; hang up and start again if 10 failures

:sluid
;
; put your userid here:
;
output ppp-login\13
input 1 {Password: }
;
; put your password here:
;
output ppp-password\13
input 1 {Entering SLIP mode.}
echo
quit

:slnodial
echo \7No dialtone. Check the telephone line!\7
exit 1

; local variables:
; mode: csh
; comment-start: "; "
; comment-start-skip: "; "
; end:

638



� �������
21. PPP � SLIP

21.4.
� �>���>;.@B���u25=B�8�b�8� � �f=B� � @z;0�>;.@B: � @ PPP

% ���� � �
� ��� � � Tom Rhodes.
 ViQUV9Y D �(IKF(N5QUrmM D V!�fM D F\V��)F�� �)QiNKc!�)Q9MUQUXPY)Q��SQUM , �)QTViQUY"�fFH^dQUR\LwVnMUQ�� �)E��"�)LwVicnX)YPE5E"�SX)QiNPc��SQTM D �PE)E PPP �)FSY)F��^dQ!IKFo^����fF �SQUF(IKE��)F��)Em] . g D X)Y)EP^dF\Y , X)Y)F(IKX)QiNKQiZuEP^ , �PViQ9M D ^zX)QTViY)F\GUQUM D NPQ2�(cOL � � D Vic , � D �)QTF`EP^dF����)QX)Y)E)RSN D a8F �)E)FHQUViQTGUY D Z D FSV��(E"�SViF\^ D , IKQ �)QUViQTY)QUk5M!�JIKQ��SM D �)E)M D FSVUF��(c . ghF��)QUVUQUY��fFHX)Y)QUM D kwI#FSY�� M!�qI D snVX)Y)E)RSN D a8F �)E)F ssword, IKY)LwRSEPF password; F��eNKE ppp � �)Y)E)X)V��)FqQUGUY D G D V;�fM D FSVOV D �)E)FqX)Y)E)RSN D a8F �)Em] , X)QUX��fV!� DMirmQ!I D � D MTFSY)a8E)V!�(]#�)FSLTI D ���)Q . g D E)GTQiNPF\F+QUGUx8E)k6�SX)Q��SQUGvQTV!N D I3�)E9�SQUFeIKE"�)F �)EPk ppp l\ViQ9XPQ!I��mNKs��)F��)E)FMUY)L ���)Lws . ghEmZuF+I D � D XPQUa D RSQTM D ]�E��K�hQUYP^ DU{ Em]0X)Q9X)Q!I��)NPs��)F��)E)s MUY)L ���)Lws .

21.4.1. �4����'�
 0/��� � �
��#( � -/�1,� 
1-/���
�.�eNPE8M!�[X)F\Y)F��SQUGTE)Y D NKE�]wIKY)Q , X)Y)QTMUFSYPcUViFHL �SViY)QTk"�(ViMTQ sio. �.�(NPE5M�� �)FHX)FSY)F�� D �SViY D E)M D NPE�]wIKY)Q , �)F\V9X)YPE��)E��IPN)]5GTF��(XPQ!�)QTk"�(ViM D . �hY)Q2�(ViQ9X)Y)QUMTFSY)cTViF`M��fMUQiI dmesg IKN)]8^dQ!I#F\^��)QTRSQnL �SViY)QUk��(ViM D �eNKFeIKLwsnx8FSk9�)QT^ D �wIKQUk :

#dmesg | grep sio

p �JI#QiN)Z ���|XPQiNPL �)E)VUcnE��P�hQTYP^ Di{ E)s Q9L �(ViY)QTk"�(VUM D r sio.
 ViQ COM X)QUYPV;� , �)QTViQUY��fF � D ^ �)FSQTGirmQ!IKEK^�� .

�.�eNPE8M D a�^dQ!I#F\^ Y D GUQTV D F\V�� D ���(V D �wI D YPV;���fk5XPQ��eNKFeIKQTM D VUF(NPc����fk�X)QUYPV , M�� LwMTEwIKE)ViFqFSR\Q�� D sio1, EmNPE COM2.
�.�eNPE8lSViQyV D � , M D ^ �)FqViY)FSGTLwFSV!�(]5X)FSYPF��(QTGUE)Y D Vicf]wI#Y)Q , �PFSQUGUrmQ!IKEP^dQvNPE)a5c �(Q��eI D VicnX)Q2�eNPF(IKQUM D ViFSNPc!�PQUFL �SViY)QTk"�(ViMTQ . p �|^dQUZBF\ViF � IKFSN D Vic9lSViQ , � D kwIP]0M /dev E6� D X)L �(VUE)M�� �)Y)E)X)V MAKEDEV. _HQ!�(I D k)VUFX)Q��(NPFeIKQTM D ViF(NPc����fF�L �(VUY)QUk"�SViM D :
# sh MAKEDEV cuaa0 cuaa1 cuaa2 cuaa3

�.�eNPE>^dQ!IKFo^4� D rwQiIKE)V!�(]#� D sio1, E)NPE COM2 M DOS, ^dQ!I#F\^����v^�L �SViY)QTk"�(ViMTQT^zGTLUI#FSV /dev/cuaa1.

21.4.2. �%� � � � � )
�1+��
� ����.)�+ � �
�hQ!I��mNKs��)F��)E)F.�8E��)ViF\Y��)F\V �8�)Q!�PViY)QiNKE)Y)QUM D �)EPF\^ ppp MUYPL2�"�)Lws�lSVUQ9G��*�(ViY��fk , NPFSR��)E)k8EhIKFSk��(ViMTF �����fk��(X)Q2�(QTGQUV!N D I��)E6�SQUF(IKE��)F��)Em]5EmNKE5X)QUNPL �)F �)E)]0E��P�hQUYK^ Di{ E)E8QnQTG��eNKLTZuE)M D �)EPE�X)Y)QUM D kwI#FSY)QW^ �mNPE)F��)V!���PQURSQ
�(QUF(IKE��)F��)Em] ppp.

� D X)L �(ViEPViF PPP E�� �)QW^ D �wI��PQUk6�SViY)Q!�PE .
p X)Y)EP^dF\Y D r0M�� D �PF��(VUMUF`EK^dF �)E8rmQ��(V D ^��|GTLUI#F\^E"�(X)QUNPc!�\QUM D Vic example.

� D X)L �(ViE)VUF ppp, MUMUF(IP]#�)QW^ D �wIKL ppp:

# ppp

� F\X)FSYPc9X)YPQURSY D ^+^ D ppp � D X)Lwx8F � D .
ppp ON example> set device /dev/cuaa1

t �|L � D � D NPE0^dQiIKF\^��PQUFqL �SViY)QTk"�(ViMTQ , MvI D �"�)QT^4�(NPL � D F cuaa1.

ppp ON example> set speed 115200

t �|L �(V D �)QUMTEmNPE#� �)QUY)Q2�(Vic9X)Q!I3�mNPs��PF �)Em]9�8^dQ!I#F\^dL , MvI D ���PQT^4�eNKL2� D F 115,200 �)GUE)V / � .
ppp ON example> enable dns

_HQUQUGTx D FSV ppp � D �(ViY)QTE)Vic9Y D �\Y)FSa8F �)E)FqEP^dF�� , IKQTG D MTE)M*�(VUY)Q!�)E8M /etc/resolv.conf. �.�eNKE ppp �)FH^dQUZBF\VQUX)Y)F(IKF(NKE)VicnEK^�]5rmQ��SV D , F\RSQ9^dQUZ �)Q�� D �(VUY)QUE)VUcnX)Q��(ZuF`MTY)L ���)Lws .

639



� �������
21. PPP � SLIP

ppp ON example> term

�hFSY)F��mNPs��PF �)E)FqM ” ViF\YP^dE�� D NPc!�"�fk ” Y)FSZBEK^�IPN)]6�PQ!�)ViYPQiN)]8^dQiIKF\^ D MUY)L ���PLWs .

deflink: Entering terminal mode on /dev/cuaa1

type ’~h’ for help

at
OK
atdt123456789

���(X)QUNPc!�\QUM D �)E)F
�)QW^ D �wI3� at IPN)]5E��PE { E D NPE�� DU{ E)E>^dQ!IKFo^ D , D � D VUF\^ atdt E6�)QT^dF\Y D XPY)QUM D kwIKF\Y D IPNP]6� D � D N DIKQ!�\MUQ!� D .
CONNECT

�hQ!IKViMTFSYmZ>IKF��)E)F �(QUF(IKE��)F��)Em] , F5�eNPE8F��SVicnX)YPQUGiNKF\^����8�(QUF(IKE��)F��)E)Fo^ , �)FqM!���SM D ���"�fF�X)Y)QTGiNPFo^ D ^dE0MQUGUQTY)LTIKQUM D �)EPE , �eIKF5�(c9^���X)QUX��fV D F\^
�(]0Y)FSa8E)VicyEmr .
ISP Login:myusername

� IKF��ScnM D ^zX)Y)F(IPN D R D F\V!�e]0MTMUF5�(ViE0EK^�]5X)QiNKc!�SQTM D ViF(N)]�M9X)Y)E)RSN D a8F �)E)F , M!�fMTQ!IKEK^dQUF.�SFSY)MTFSY)QW^zX)Y)QUM D kwI#FSY D .
ISP Pass:mypassword

� IKF��ScnX)YPFeIPN D R D FSV!�(]0MUMUF5�(ViE5X D Y)QUNPc , XPY)FeIKQ2�(V D MiNPF������fk8X)Y)QUM D kwI#FSY)QW^ .
C�D �0E5XPY)E5MUrwQiIKF�M FreeBSD, X D Y)QUNPc

�)FHQTViQUGTY D Z D FSV!�(] .

Shell or PPP:ppp

p � D MTE"�(EP^dQ2�(ViE5QUVnM D a8FSRSQnX)Y)QUM D kwI#FSY D , lSViQyX)Y)E)RSN D a8F �)EPFH^dQiZuF\V��)FqX)Qi])MTE)Vic��(] .
� IKF5�(c*� D I D FSV!�(]0MUQTX)Y)Q�� ,rwQTViE)ViF`NPE5M�� E"�(X)QUNPc!�\QUM D VicfQTGUQiNKQ!���)L�� D �PQT^dX)cTsnViF\Y)F`X)YPQUM D kwIKF\Y D EmNPE6� D XPL �SViE)Vic ppp.

p lSViQW^zX)Y)EP^dF\Y)Fq^��M!�fGUY D NPE ppp, X)Q2���)QUNPc!�PL9rmQTViEP^ �SQUFeI#E��)E)Vic2�e]6�HE��)ViF\Y��)F\V .
Ppp ON example>

� GUY D ViE)ViFHM!�)EP^ D �)E)F , �)ViQyMnl\ViQT^ XPY)EP^dFSYPFqXPFSY)M D ]0GUL �)M D p X)QU])MUEmN D �(cvMyMUF\Ymr �)F\^zYPFSRSE��(ViY)F .  ViQyQ!��� D � D FSV ,
�)ViQh^��|L �(X)F\a6�)Q9X)Q!I��)NPs��)E)NPE"�(c��5X)YPQUM D kwIKF\Y)L .
PPp ON example>

t �|L �(X)F\a6�)Q D LwViF �PViEP�hE { EPY)QUM D NPE"�ScnLhX)Y)QTM D kwIKFSY D E0QUZBEmI D Fo^ X)Y)E"�SMUQTF �)Em] IP
D IKY)F�� D .

PPP ON example>

t � � D MUF\Y)a5EmNKE#�(QURSN D �SQUM D �)E)F IP
D IKY)F5�(QUM , �(QUF(IKE��)F��)E)FqL �(X)F\a6�)QvL �SV D �)QTMiNPF��)Q .

PPP ON example>add default HISADDR

 ViQ9^ D Y)a5Y)LwV9X)Q9Lm^dQUN"� D �PE)s , F\RSQ��)FSQTGirmQ!IKEK^dQ*� D �SViY)QTE)Vic , �)ViQUG�� � IKFSN D VUcnMUQ��\^dQUZ��PQUk6�SMi]��Sc��`M��)FSa9�)EP^^dE)Y)QT^ , X)Q�� �)QiNKc!�)L � D l\ViQUVh^dQT^dF��)VnL �SV D �)QTMiNPF�� D �SMi]��Sc9ViQiNKc!�)Q��`LTI D NPF����)QTk6�(ViQTY)Q!�PQUk . �8�eNPE>^ D Y)a8Y)LwV��)FL �SV D � D MiNKE)M D FSV!�(]hE"� - � D LWZuF8�SLwx5F��SViMULws9x5FSR\Q9^ D Y)a5Y)LwV D , IKQUG D MTcUViF.�SEP^dMUQUN ! X)F\Y)FeI add.
# NPcTViFSY"� D ViEPM!�)QyM!�^dQiZuFSViF � I#F(N D Vic�� D �(ViYPQUk��)LhX)F\Y)FeIBL �(V D �)QUM��)QUk6�SQUF(IKE��)F��)Em] .
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�.�eNPE8M��SF`X)Y)QTa0NPQ9LTI D ���PQ , � D I D �"���fk8^dQW^dF �)VvIKQiN)Z �)Q9Y D GTQUV D Vic��SQUFeI#E��)F �PE)F8�HE��)ViF\Y��)F\V , �PQUViQTY)QUF`^dQUZ �)QX)QT^dF5�(ViE)VUc9My�hQ!�)QTM!�fk�Y)FSZBEK^4�mN D MUE)a D ^dE CTRL+z. �hF\Y)F(rmQ!I��(ViY)Q��)E PPP MnX)Y)EPR(N D a5F �PE)E5M��)EmZ �)E)kY)FSR\E"�(ViY (ppp) Q!��� D � D FSV , �PViQ �SQUF(IKE��)F��)E)F`G��ONPQnY D �SQTY)M D �)Q . �OD �PEP^bQTGUY D �SQT^ , �SEP^dMUQUN"� P M9MUFSY)r �PF\^ Y)F\RSE"�SViY)FQ!� � D � D snV*� D NPE��)EPF �SQUFeI#E��)F �PEm] ,
D M��)EmZ �)Fo^ — X)QUViF\Y)s �(QUF(IKE��)F��)Em] .

21.4.2.1.
! 7 : "�+�.8"

�.�eNPE8L�M D �+M!�qIKFSNPF �"� D ]�NPE"�)Em]5E9�)FSV �)FSQTGirmQ!I#EP^dQ��SViE�L �(V D � D MUNPE)M D Vic��SQUFeI#E��)F �PE)F , M����mNPs��PE)ViF �)Q!�)VUY)QiNPcX)FSY)F(I D �PEhI D �"���Or CTS/RTS �)QW^ D �wI#QUk set ctsrts off.
 ViQyQUG!���"�)Q*�)F\QUGirmQiIKEP^dQnXPY)E5X)QiI��mNPs��)F �PE)E6�X)Q!I)I#FSYmZuE)M D snx8EP^ PPP ViFSYP^dE"� D NPc����v^ �SFSY)MTFSY D ^ , �)QUR(I D PPP X)Y)F\Y��fM D FSV!�(]0X)Y)E8X)QUX��fV!�)F8� D X)E�� D VUcfI D �����fFMnM D a5F �(QUF(IKE��)F��)E)F , E5QUZBEmI D F\V��(E)R�� D N D CTS, EmNPE Clear To Send, �)QUViQTY��fk6�PFHX)QU])MiN)])F\V!�e] . �.�(NPE>M!�E"�(X)QUNPc!�\LwFSViFHlSViQTVnX D Y D ^dF\ViY , E"�SX)QiNKc!�SLwk)VUFHV D �mZuFHX D Y D ^dFSViY set accmap, �)QTViQUY"�fk8^dQiZuF\VnG!�fVUc��)F\QUGirmQiIKEP^IPN)]5L �(VUY D �)F��)Em]#� D MUE��(EP^dQ2�(ViE8QUVvQTGUQUYPLUI#QUM D �)Em]hX)LwViF\^�X)Y)QTX)L ��� D �)Em]0QUXPY)FeIKFSNPF �"���Or#�(EP^dMTQiNPQTM*�)FSYPF �

�(QUF(IKE��)F��)E)F , QUG������)Q XON/XOFF.
� GUY D ViE)ViF5�(c����(ViY D �)E { F �SX)Y D MTQ!���PE�� D ppp(8) � D GUQUNPFSF�XPQ!IKY)QTG!�)QTkE��P�hQUYK^ Di{ E)F\k0X)Q9lSViQW^dL�X D Y D ^dFSViYPL�E5FSR\QnE"�SX)QiNKc!�SQTM D �)E)s .

�.�eNPE8L�M D �1�(V D Y��fk8^dQiIKF\^ , ^dQiZuFSV9X)QUVUY)FSGTQUM D Vic��(]�E"�(X)QUNPc!�\QUM D �)E)F set parity even. �hY)QUMTFSY�� D �)FSV!�)Q��SViEX)QnLm^dQiN�� D �)EPs QTV;�mNPs��)F � D , �)QyQ!� D E"�(XPQiNPc��SLwFSV!�(]yIPN)]�IPNP]5L �(ViY D �)F �PEm]5QUa8E)GUQ�� ( � �(F\Y)cUF�� ���v^zLwMUFSNPE��)F��)E)Fo^QUGU��F\^ D ViY D �hE�� D ) � D �(V D Y��Or5^dQiIKF\^ D rhE8L �)F �)QTViQUY"�Or0X)Y)QUM D kwI#FSY)QTM .
PPP ^dQUZBF\V��)FqMUF\Y��)LwVic2�e]0M��PQT^ D �mI����fk0Y)FSZuEP^ , �)VUQnQUG������)Q9M!���SM D �)QnQUa5EPG!�)QTk#�(QURSN D �SQUM D �)Em] , �)QTReI DX)Y)QUM D kwI#FSYhZ>IKFSVyQUV9M D �
� D � D N D X)Y)Q { F�� � D �SQUR(N D �(QTM D �)Em] .

p lSViQTV9^dQT^dF��)V9E��(X)QUNPc!�\QUM D �)E)F
�)QW^ D �wI3� ~p

� D �SV D MTE)V ppp � D � D Vic9QUViXPY D M��)L � D �SViY)QUF����)QTk0E��P�hQTYP^ Di{ EPE .

�.�eNPE8M!�:�)FqX)QUNPL � D F\ViF`X)YPE)R(N D a5F��)Em]6� D MirmQ!I , ���)QTY)FSFHM��SFSRSQnM D ^zViYPFSGULwF\V!�e]5E��(X)QUNPc!�\QUM D �)E)FD LwViF �PViEP�hE�� DU{ E)E PAP EmNPE CHAP MT^dF��SViQ UNIX �SViEmN)]6� D �5M9X)Y)EP^dF\Y D r0M��fa5F . j NP]5E"�(XPQiNPc��SQUM D �)E)] PAP EmNPE
CHAP X)Y)Q2�(ViQvIKQUG D MUcTViF.�(NPFeIKLws9x5E)FqX D Y D ^dFSVUY�� PPP X)FSY)F(I>X)F\Y)F(rmQiIKQT^zMyViFSYK^dE�� D NKc!���fk8Y)F(ZuEP^ :

ppp ON example> set authname myusername

ghFSQUGUrmQ!IKEP^dQ�� D ^dF��)E)Vic myusername � D EP^�]5XPQiNPc��SQUM D ViFSN)] , M!�qI D ���)QTF�X)Y)QTM D kmIKFSY)QW^ .

ppp ON example> set authkey mypassword

� IKF mypassword IKQUN)ZuF �0G��fVic�� D ^dF �PF �6� D X D Y)QiNPc , M!�qI D �����fk0XPY)QUM D kwIKF\Y)QT^ .

�.�eNPE8M!�[X)QiI��mNPs�� D F\ViF��Sc , �PFq^dQUZBF\ViFqQUX)Y)F(IKF(NKE)Vic �)E5QiI��)QfI#QT^dF �"�)QUFHEP^�] , X)QTX)Y)QUGTLwk)ViF`E��(X)QUNPc!�\QUM D Vic ping(8)
�1� D �)EP^ - NPE)GUQ IP

D IKYPF��(QW^zE5X)YPQ��S^dQTViY)E)VUFHM��fMUQ!I#EP^dLws�E��P�hQTYP^ Di{ E)s . �.�(NPE 100 XPY)Q { F��)ViQTM (100%) X D �)F\ViQUMViFSYm])s9V!�e] , ���)QTY)FSFHM��SFSRSQ��)F � D ��� D �)F��5^ D YPa5Y)LwVnXPQnLm^dQiN"� D �)E)s .
j M D Z8I3�[X)Y)QUMTFSY)cTViF , �)ViQnX D Y D ^dFSViY add

default HISADDR L �(V D �)QUMUNPF �0MTQvMUYPF\^�]9�SQUFeI#E��)F �PEm] . �.�(NPE8M��|^dQiZuFSVUFHX)QiI��mNPs��)E)Vic2�e]6�8LTI D NPF����)QW^dL IPD IKY)F5�(L , MTQ!�\^dQUZ �)Q , �)ViQ D IKYPF�� �(FSYPMUFSY D EP^dF ���)FHG!�ON0I#QUG D MiNPF���M /etc/resolv.conf.
 ViQUVy� D kmN0IKQiN)ZuF��M!�fR(NP]wIKFSVic9X)Y)EP^dF\Y��)QyV D � :

domain example.com
nameserver x.x.x.x
nameserver y.y.y.y

� IKF x.x.x.x E y.y.y.y IKQUN)Z ���[G!�fVic � D ^dF �)F����:� D IP
D IKYPF�� D DNS �(F\Y)MUF\Y)QUM9X)Y)QUM D kwI#FSY D .  V DE��P�hQUYK^ Di{ Em]5^dQUZuFSVnXPY)FeIKQ2�(V D MiN)])VUc��e]0XPY)QUM D kwIKF\Y)QT^ , M��|^dQiZuFSViFqM!�O]"� �)E)VicylSVUQnM �eNPLWZuGUFHX)Q!I)I#FSYmZ �)E .p �|^dQUZuFSViFqV D �)ZBF � D �(ViY)QTE)Vic syslog(3) IPNP]5X)Y)QTViQ!�)QUNPE)Y)QTM D �)Em] PPP �(QTFeIKE��PF �)Em] . �hY)Q��SViQOIKQTG D MTcUViF :

!ppp
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*.* /var/log/ppp.log

M9� D k)N /etc/syslog.conf.
p GUQUNPcUa8E��"�SViMUF �eNPL � D FSMvl\ViE9�SViY)Q!�PE5LWZuFHX)YPE"�(LwV!�SViMULwsnV .

21.5.
� ���0=8�|  2v=��n4.;.@B� PPP �B�825� 2 Ethernet (PPPoE)

% ���� � �
� ��� � � ( � http://node.to/freebsd/how-tos/how-to-freebsd-pppoe.html) Jim Mock.
 ViQUV9Y D �(IKF(N5QTX)E"� �fM D F\V*� D �(ViY)QTk��)L PPP �)F\Y)F � Ethernet (PPP over Ethernet, PPPoE).

21.5.1. �%�
-/�
�� 
 �'� ���9,�j N)] PPPoE GUQUNPFSF.�)FHVUY)FSGTLWF\V!�e]9� D �SViY)QUk"� D ]wIKY D . �.�(NPE6�PFSQUGUrmQ!IKEP^ D ]0X)Q!IPIKFSYmZ � D netgraph �PFHM2�(ViY)QTF � D M]wIKY)Q , Q!� D GULTIKFSVfIKE�� D ^dE��)F�� �)E�� D R\Y)LWZuF � D ppp.

21.5.2. �%�
-/�
�� 
 �'� ppp.confp QTVvX)Y)EK^dFSY>Y D GTQUV D snx5F\RSQ ppp.conf:

default:
set log Phase tun command # you can add more detailed logging if you wish
set ifaddr 10.0.0.1/0 10.0.0.2/0

name_of_service_provider:
set device PPPoE:xl1 # replace xl1 with your Ethernet device
set authname YOURLOGINNAME
set authkey YOURPASSWORD
set dial
set login
add default HISADDR

21.5.3.
� � ��� - � ppp

�hQ!I8X)QUNPc!�\QUM D ViFSNPF\^ root M!�|^dQUZuFSViF � D X)L �(ViE)VUc :
# ppp -ddial name_of_service_provider

21.5.4.
� � ��� - � ppp �.*� �'�� �� � �'�j QUG D MUcTViF
� /etc/rc.conf �eNPF(IKLwsnx8FSF :

ppp_enable="YES"
ppp_mode="ddial"
ppp_nat="YES" # if you want to enable nat for your local network, otherwise NO
ppp_profile="name_of_service_provider"
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21.5.5. $ - �,���#0/�'���'� +��
� ����;� -/�
����1-/� PPPoE

� �)QUR(I D IPN)]8L �SV D �PQUM!�PE6�(QTFeIKE��PF �)Em]#�PFSQUGUrmQ!IKEP^dQnE"�(X)QUNPc!�\QUM D VicvVUFSR �(FSYPMUE"� D . � FSRSE��(F\Y)MUE��(QUMnE"�(X)QUNPc!�\LwsnV!�(]IPN)]5Y D �(NPE"�)F �)E)] PPPoE �(F\Y)MUF\Y)QUM , X)Q!I��)NPs��)F������Or#�8Q!I��)QTk6�(F\ViE .p I#Q!�)Lm^dF �PV Di{ EPE , X)YPFeIKQ2�(V D MiN)])Fo^dQUk0X)YPQUM D kwIKF\Y)QT^ , IKQUN)Z � D � D rmQ!IKE)VUc��e]#�PFSQUGUrmQ!IKEP^ D ]�E��P�hQUYK^ Di{ Em]0QyViF\RSF
�(FSYPMUE"� D . �.�(NPE8M��:�)FH^dQUZuFSViFOFSFHQUG�� D Y)LWZuE)Vic , QUGUY D ViE)VUF��(c9M��(NPLWZBGTLhX)Q!I)I#FSYmZ �)E .p �PY D k��PF\^ �(NPL � D F , M!�|^dQUZBF\ViFqX)QUX)YPQUGUQTM D Vicv^dFSViQiI , X)YPFeIPNPQUZuF �����fk8MnX)YPQURSY D ^+^dF Roaring Penguin PPPoE
(http://www.roaringpenguin.com/pppoe/), �)QTViQUY D ]#� D rwQiIKE)V!�(]0M��)QiNPNPF � { E)E5X)QTY)ViQTM . � �PViE)ViF , �)ViQylSVUQUV9^dF\ViQ!I^dQiZuFSV � IKFSN D Vic9M D a�^dQ!I#F\^4�)F\Y D GTQUViQ2�(X)Q2�(QTG!���v^ , V D �6�)ViQvIKM D Z>I��[X)Q!IKLm^ D k)ViFqX)FSY)F(I>ViFo^ , � D �MUQ��SX)QiNKc!�SQTM D Vic��(]9EP^ . �hY)Q��SViQnL �(V D �)QTMUE)ViFHX)Y)QTRSY D ^+^dL , XPQ��(V D MiNP])F\^dLws �q^dQ!IKFo^dQT^zM D a5EK^ X)Y)QTM D kmIKFSY)QW^ .� D ViFo^ , MUQTkwIKE)VUFHMy^dF �)s System X)YPQURSY D ^+^�� . ��^�]5M D a5F\RSQvXPY)QT�hEmNP]hIKQiN)Z �)Q�� D rmQiIKE)Vic2�e]#�eI#F��(c . � G!���"�)QlSViQ ISP.

��^�]0X)Y)QT�hE)N)] ( ViFSR �(FSYPMUE"� D ) GULTIKFSVnE"�(X)QUNPc!�\QUM D Vic2�e]hM�� D X)E"�SE#� D �(ViY)QTk��)E PPPoE M9� D k)NPF ppp.conf ( � D �SVic
�)QT^ D �wI�� set device, QUV;�PQ��e])x D ]"�(] �8X)Y)QTM D kmIKFSY)L ). � GUY D ViE)ViF5�(c����(ViY D �)E { F �SX)Y D MTQ!���PE�� D ppp(8) � D GTQiNPF\FX)Q!IKYPQUG!�PQUk�E��P�hQTYP^ Di{ E)FSk .

 V D �PQT^ D �mI D IKQUN)Z � D M��fR(N)]wI#FSVic9X)Y)EP^dFSY"�)Q9V D � :

set device PPPoE:xl1:ISP

ghF.� D GULTIKcTViF�E��o^dF �)E)VUc xl1 � D EP^�]5L �SViY)QUk��(ViM D M D a5F\k Ethernet � D YPV;� .

ghF.� D GULTIKcTViF�E��o^dF �)E)VUc ISP � D X)Y)QW�hEmNPc , QTX)Y)FeI#F(NPF������fk5M D ^dE0Y D �)F\F .j QUX)QUN"�)E)ViFSNPc!� D ]�E��P�hQTYP^ Di{ E)] :

• Cheaper Broadband with FreeBSD on DSL (http://renaud.waldura.com/doc/freebsd/pppoe/), QTX)LwGiNPE��PQUM D N
Renaud Waldura.

• Nutzung von T-DSL und T-Online mit FreeBSD (http://www.ruhr.de/home/nathan/FreeBSD/tdsl-freebsd.html) by
Udo Erdelhoff ( � D �)F\^dF { �)QT^ ).

21.5.6. PPPoE c 3Com® HomeConnect® ADSL Modem Dual Link
 ViQUVy^dQ!IKFo^4�)FqX)Q!I)I#FSYmZuE)M D FSV RFC 2516 (http://www.faqs.org/rfcs/rfc2516.html) ( /��
� � ��� � ����'	��
	���( PPP � ��� � Ethernet (PPPoE), � D XPE"� D �����fk L. Mamakos, K. Lidl, J. Evarts, D. Carrel, D. Simone, E R. Wheeler).p ^dF5�(ViQ9lSViQTRSQ , IPN)]8�hYPFSkP^dQTM Ethernet E"�SX)QiNPc��SLwsnV��e]0Y D �(NPE��"���fF8�PQ!I��[ViEPX)QUMyX D �PFSViQTM . _HQUQTGUx5EPViF 3Com
(http://www.3com.com/) F��eNKE6���)EPV D F\ViF , �PViQ9Q��)E�I#QiN)Z ��� �SQUGiNKsfI D Vic��SX)F { EK�hE�� Di{ E)E PPPoE.j N)]0M!�mNKs��)F��)Em]5X)QiI)IKF\YmZ �)E5l\ViQUR\Q��)F5�(V D �wI D YPV;�)QUR\QnL �(VUY)QUk"�SViM D , M FreeBSD �)F\QUGirmQiIKEP^dQvL �(V D �)QTMUE)VicX)FSY)Fo^dF ���PLWs sysctl.

 ViQ9^dQUZuFSVyG!�fVic � IKFSN D �)Q D MTViQT^ D ViE��)F5���)E , X)QT^dF5�(ViE)VUFHM /etc/sysctl.conf
�eNPF(IKLwsnx5Lws X)FSY)Fo^dF ���PLWs :

net.graph.nonstandard_pppoe=1

EmNPE , IPN)]6�)F\X)Q��SY)FeI/�(ViMTF ���)QTRSQvM��mNPs��)F �)E)] , M!�fX)QUN"�)E)ViF �)QW^ D �wIKL sysctl
net.graph.nonstandard_pppoe=1.C �(QiZ D NPF �)EPs , X)Q2���)QUNPc!�PLyl\V D � D �(VUY)QUk�� D MiNKEm])FSV�� D M2�(s �(E"�SViF\^dL , �)F\MUQ��\^dQiZ �)QnQ!I��)QTMUY)Fo^dF ���PQM!� D EP^dQ!I#FSk"�SViMUQTM D VUc*�.�)QTYP^ D NKc!���v^ PPPoE �mNKE)F �)VUQT^bE)NPE9�SFSY)MTFSY)QW^zE 3Com HomeConnect® ADSL Modem.
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21.6.
� ���0=8�|  2v=��n4.;.@B� PPP �B�825� 2 ATM (PPPoA)j8D NPF\F�QUX)E�� D �PQ�� D �#� D �SViY)QTE)Vic PPP �PFSY)F�� ATM (PPP over ATM, PPPoA). PPPoA X)QTX)LWN)])Y)F �8LhFSMUYPQUX)F\k"���)E)rX)Y)QUM D kwI#FSY)QTM DSL.

21.6.1. $ - �,���#0/�'���'� +��
� PPPoA - Alcatel SpeedTouch™ USB

�hQ!I)IKF\YmZ � D PPPoA IPNP]5lSViQTRSQ9L �SViY)QTk"�(ViM D M FreeBSD XPQ��(V D MiNP])FSV!�(]0M9MTEwIKF`XPQUY)V D , X)Q�� �)QiNKc!�)LhM��SViY)QTF ���)QTFX)Y)QUR\Y D ^+^��PQUF`QTGUF5�(X)F��)F �)EPF`X)Q2�(V D MiN)])F\V!�e]0X)QiI5NPE { F ���\E)Q!���"�v^ �(QTR(N D a5F �PE)F\^ Alcatel
(http://www.speedtouchdsl.com/disclaimer_lx.htm) E#�)FO^dQiZuFSV �(MTQUGUQiI��)QvY D �(XPY)Q��SViY D �)])Vic��(]6��Q�� �)QUM��)QUk
�(E"�SViF\^dQTk FreeBSD.j N)]0L �(V D �)QUM��)E0lSVUQUk5XPY)QUR\Y D ^+^�� , XPY)Q��SViQnE"�SX)QiNKc!�SLwk)VUF8�)QUN)NPF�� { E)s X)QUYPViQUM . � �(V D �)QTMUE)ViFqX)QTY)V net/pppoa E
�eNPF(IKLwk)ViFqE��"�(VUY)L � { Em]P^ .C�D �0E>^��)QUR\E)F`L �(VUY)QUk"�SViM D USB, Alcatel SpeedTouch™ USB IKQUN)ZuF �9� D R\Y)L �SE)VUcnM��SViY)QTF ���)QTF`X)YPQURSY D ^+^��)QTFQUGUF5�(X)F��)F �PE)F.�8�)QT^dX)cTsnViF\Y D . p Q��\^dQUZ�� DnD MTViQT^ D ViE�� Di{ Em]0l\ViQUR\QnX)Y)Q { F���� D M FreeBSD, �)ViQTG!�|l\V D X)F\Y)FeI D � DX)Y)QUE��ermQ!IKE)N D X)Y)E8X)Q!I3�mNPs��PF �)E)E>L �(ViYPQUk"�SViM D �5X)QTY)ViL USB.

j N)]8M!�mNPs��)F �PEm]5lSVUQUk D MUViQW^ D ViE"�)F�� �)QUkX)FSY)F(I D �PE#�)FSQTGirmQ!I#EP^dQOIKQTG D MTE)VicvM /etc/usbd.conf �)E)ZBF\X)Y)E)MTFeIKF����)Lws E��P�hQUYK^ Di{ E)s .
 ViQTVy� D kmN

�)FSQTGirmQ!IKEK^dQvQUViYPFeI D �)ViE)Y)QTM D VicnX)QiI8X)QUNPc!�\QUM D ViF(NKF\^ root.

device "Alcatel SpeedTouch USB"
devname "ugen[0-9]+"
vendor 0x06b9
product 0x4061
attach "/usr/local/sbin/modem_run -f /usr/local/libdata/mgmt.o"

j N)]0M!�mNKs��)F��)Em]�I D F\^dQ�� D USB, usbd, X)QW^dF��(VUE)ViFOM /etc/rc.conf �eNKFeIKLwsnx8Lws �(VUY)Q!�)L :
usbd_enable="YES"

p Q��\^dQUZ�� D V D �)ZBF � D �(ViY)QTk�� D ppp IPN)]�IKQ��SMTQ!� D X)YPE6� D X)L ���)F . j N)]5l\ViQUR\QfIKQTG D MTcUViF+M /etc/rc.conf
�)EmZuFSX)YPE)MUF(IKF ���"�fF �SViY)Q!�PE .

� Xm])Vic9ZuF , IPNP]5lSViQTRSQ9M D ^ �PFSQUGUrmQ!IKEP^dQnMUQUkPViE5X)QiI8X)QUNPc!�\QUM D ViF(NKF\^ root.

ppp_enable="YES"
ppp_mode="ddial"
ppp_profile="adsl"

ghFSQUGUrmQ!IKEP^dQfV D �mZuFqE"�(X)QUNPc!�\QUM D VicvXPY)EP^dFSY>� D kmN D ppp.conf, X)Q��SV D MUN)])F\^��fk9�`X)QTY)ViQW^ net/pppoa.

21.6.2. $ - �,���#0/�'���'� +��
� mpdp �|^dQUZuFSViFqE"�(XPQiNPc��SQUM D Vic mpd IPN)]8X)Q!I��)NPs��)F��)Em]6�8Y D �SNPE����"�v^ �(F\Y)MUE"� D ^ , M�� D �SV;�)Q��SViE6���(F\Y)MUE"� D ^ PPTP.p �|^dQUZuFSViF � D kPViE mpd M��)QUN)NPF�� { E)E8X)QUY)VUQUM , net/mpd.
t �)QUR\E)F ADSL ^dQ!IKFo^��|ViY)F\GULwsnV , �)ViQUG�� PPTPViL ���)F(NKc9G��ON9�(Q��eI D �5^dF(Z>IKL0^dQiIKF\^dQW^zE6�)QW^dX)cUs9ViFSY)QW^ , QiIKE��5E"�`V D �PEmr5^dQ!IKFo^dQUM9lSViQ Alcatel SpeedTouch

Home.

_8� D � D N D L �(V D �)QTMUE)ViFHX)QUYPV , � D ViFo^ � D �SViY)QUkPViF mpd X)Q!I��(QUG2�(ViMTF ���"�fF.�)LWZ>I��[E6� D �(VUY)QUk��PE5X)Y)QTM D kwIKFSY D . �hQUY)VX)QT^dF\x D F\V*� D GUQUY5X)Y)EP^dF\Y)QUM�� D �SViY)QUk"�)E5M�� D V D NPQUR PREFIX/etc/mpd/. PREFIX Q!� � D � D FSV*� D V D NKQUR , M
�)QUViQTY��fk0L �(V D � D MiNPE)M D s9V!�e]0X)QTY)V;� , XPQ9Lm^dQiN�� D �)EPs�lSVUQ /usr/local/. �hQiN"�PQUF�Y)L �)QTMUQiI3�(ViMTQvX)Q�� D �SViY)QUk"�)F
mpd IKQ2�(ViLwX��)Q9M HTML �hQTYP^ D ViFqX)Q2�eNPFHL �SV D �PQUM!�PE0X)QUYPV D . � �PQ�� D rwQiIKE)V!�(]0M PREFIX/share/doc/mpd/.
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ghEmZuF.� D rwQiIKE)V!�(]0X)Y)EP^dF\Y9� D �(VUY)QUk��PE mpd IKN)]6�(QTFeIKE��PF �)Em]�� ADSL �SFSY)MTE"�(QW^ . g D �SViY)QUk"� D Y D �eIKFSNPF � D � D I#M D� D kmN D , X)FSYPM!�fk0l\ViQ mpd.conf:

default:
load adsl

adsl:
new -i ng0 adsl adsl
set bundle authname username ➊

set bundle password password ➋

set bundle disable multilink

set link no pap acfcomp protocomp
set link disable chap
set link accept chap
set link keep-alive 30 10

set ipcp no vjcomp
set ipcp ranges 0.0.0.0/0 0.0.0.0/0

set iface route default
set iface disable on-demand
set iface enable proxy-arp
set iface idle 0

open

➊ ��^�]8X)QiNPc��SQTM D VUF(N)] , E"�(XPQiNPc��SLwF\^dQTF+IPN)] D LwViF �PViEP�hE�� DU{ E)E0L�XPY)QUM D kwIKF\Y D .
➋ � D Y)QiNKc , E"�(XPQiNPc��SLwF\^��fkhIKN)] D LwViF��)ViEP�hE"� Di{ EPE5LhX)Y)QTM D kmIKFSY D .
�5D kmN mpd.links �(QiIKFSY)ZBEPVnE��P�hQTYP^ Di{ E)s�Q �(QUF(IKE��)F��)E)E8EmNPE9�SQUF(IKE��)F��)Em]mr , �)QUVUQUY��fFHM!�|XmN D �)E)YPLWF\ViFL �SV D �PQUMUEPVic . �hY)EK^dFSY mpd.links, �SQUQUVUMUFSV��(ViMTLWs9x5E)k5X)Y)E)MTFeIKF����)QT^dLhM��fa5F`X)YPEP^dFSY)L :
adsl:

set link type pptp
set pptp mode active
set pptp enable originate outcall
set pptp self 10.0.0.1 ➊

set pptp peer 10.0.0.138 ➋

➊ IP
D IKY)F��.�)QT^dXPcUsnVUFSY D FreeBSD, �8�)QTViQUY)QTRSQvM��[GULTIKF\ViFHE��(X)QUNPc!�\QUM D Vic mpd.

➋ IP
D IKY)F��H^dQ!IKFo^ D ADSL.

j N)] Alcatel SpeedTouch Home lSVUQUV D IKY)F5��X)Q9Lm^dQiN"� D �)E)s 10.0.0.138.

� �)E { E D NPE�� Di{ Em]6�SQUF(IKE��)F��)Em]0MUQ��\^dQUZ��PQnX)Y)Q2�(V;�v^bM!�fX)QUN"�)F �PE)F\^4�(NPFeIKLws9x5FSk9�)QT^ D �wI��[X)QiI root:

# mpd -b adsl

p �|^dQUZuFSViFqX)Y)Q2�S^dQUVUY)FSVic �(V D ViL � �(QUF(IKE��)F��)Em]6�HX)QT^dQTx5cTs �eNKFeIKLwsnx8FSk#�PQT^ D �mI�� :

% ifconfig ng0
ng0: flags=88d1<UP,POINTOPOINT,RUNNING,NOARP,SIMPLEX,MULTICAST> mtu 1500

inet 216.136.204.117 --> 204.152.186.171 netmask 0xffffffff
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���(X)QUNPc!�\QUM D �)E)F mpd lSViQyY)F �PQT^dF �mIKLwF\^��fk6�SX)Q��SQUGnXPQ!I��mNKs��)F��)Em]6���(FSYPMUE"�SL ADSL E�� FreeBSD.

21.6.3. $ - �,���#0/�'���'� +��
� pptpclientp Q��\^dQUZ��PQvV D �)ZBFqE"�SX)QiNPc��SQTM D �PE)F FreeBSD IPN)]5X)QiI��mNPs��)F �PEm]9�6�SFSY)MTE"� D ^ PPPoA �`XPQT^dQUx8cUs
net/pptpclient.j N)]0X)Q!I3�mNPs��PF �)Em]9�9�(F\Y)MUE��(L DSL �`E"�(X)QUNPc!�\QUM D �)E)Fo^ net/pptpclient, L �(V D �)QTMUE)ViFHX)QUYPVnEmNPE8X D �PFSVnEQUViY)F(I D �PViE)Y)Lwk)ViF /etc/ppp/ppp.conf.

pOD ^zX)QUViYPFSGULwF\V!�e]5Y D GUQTV D VUcvX)Q!I root. �hY)EP^dF\Y6� D �(ViYPQUk��)E
ppp.conf I D �6�)E)ZBF . � D I D NPc��)FSkPa5FSk5E��P�hQUYK^ Di{ E)F\k5X)Q9X D Y D ^dFSVUY D ^ ppp.conf QTGUY D ViE)ViF5�(c����(ViY D �)E { F
�(X)Y D MUQ����)E�� D ppp, ppp(8).

adsl:
set log phase chat lcp ipcp ccp tun command
set timeout 0
enable dns
set authname username ➊

set authkey password ➋

set ifaddr 0 0
add default HISADDR

➊ ��^�]8X)QiNPc��SQTM D VUF(N)]�M D a5F\k�L2�PFSV;�)QTk6� D X)E"�SE0L�X)Y)QTM D kwIKFSY D DSL.

➋ � D Y)QiNKcOIPN)]5M D a8FSk0L �)F\V;�)QUk9� D X)E"�(E .

� �� � ������
:
� �!#�'+������' � )���- ��� � ��� ��/ $�-�� �"�0- ��#+�!$��!� ����,"����� )���� ����� $ � ,"�0)+�����"� - )�$"/ � ) �*����� ppp.conf,

� � � / $��"��#�� ����� ��$�'���� /�, ��� �0� ��� #�-���� �+� ��,"� ����#+�!� # ��/ ��, � $�-��!� � ����� � �*�����0� . %��0� /���� � ��% �"�!# �0� /0�0)+�"�"� �����"� #+�!�'+�0- ����/ # / � �0��� � � ��� � �*���"� /0�!#+� ������� - / ��% ���"����$"% ��������'+� �"����� �+�0)+���"�&� � root. � � ,����!$��"��#���'�#+�!,�����$ �!��-#���,���) ������$�'�� chmod(1) $ chown(8) ��� / ����������������� $���� � ,�- � � $���� .
# chown root:wheel /etc/ppp/ppp.conf
# chmod 600 /etc/ppp/ppp.conf

_`NPFeIKLws9x D ]#�PQT^ D �mI D QTV;�)Y)QTFSVnVUL2�"�)F(NPcnIPN)] PPP �SF����(E)E#�8M D a5F\^dL DSL ^ D Y)a5YPLWVUE�� D ViQUY)L . t Q!IKFo^�� Ethernet
DSL X)Q��SV D MUN)])snV��e]9�.� D �SViY)QUF������v^ IP

D IKY)F5�(QT^�NKQ!� D NPc!�)QTk#�(F\ViE , �9�)QUVUQUY)QW^dLyM��[X)Q!I3�mNPs�� D FSVUF��(c . � Alcatel
SpeedTouch Home l\ViQUV D IKY)F5� 10.0.0.138.

p IKQ!�)Lm^dF��)V Di{ E)E6� D M D a�^ D YPa5Y)LwViE�� D ViQTY�IKQUN)Z �)QnG��fVicL2� D � D �)Q , � D �)QTk D IKYPF���E��(X)QUNPc!�\LWF\V!�e] .
j NP]0QUV;�)Y"�fViEm]8VUL2�"�)F(N)]8E6� D � D N D PPP �(F����(E)E5M!�fX)QUN"�)E)ViF :

# pptp address adsl

� ���(��"�����"�
:
� ��� � � )+��,�� �"�!�+# % ) ��,�$� �0��������$ � '��0- ����/ �"� ��#+�!,"�0'�$ �"� # �0� )��
�"����������$"% �+��� � '�� - ����/ � , /0� � ��)��+�"�#�$�-	) ��� ”&” ) '+�0��� �*#+�!,"�0'�$ .

� �(VUY)QUk"�SViMUQ9MUE)YPViL D NPc��)QUR\QvViL ���)FSN)] tun GTLUI#FSV��SQ!�eI D �)QvIPN)]0M!� D EP^dQiIKFSk��(ViMTEm]5^dF(Z>IKL�X)YPQ { F5� � D ^dE pptp E
ppp.

C�D �0ViQUNPc!�)Q9M!�[MTFSY��)F\ViF��ScnM9X)Y)E)RSN D a8F �)E)F , EmNPE8X)Y)Q { F���� pptp M!�fX)QUN"�)E)V��(QUF(IKE��)F��)E)F , M!��^dQUZBF\ViFX)Y)QUMTFSY)EPVicnViL ���PF(NPcyX)Y)EP^dF\Y��)QyV D �PQUk#�)QW^ D �wI#QUk :
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% ifconfig tun0
tun0: flags=8051<UP,POINTOPOINT,RUNNING,MULTICAST> mtu 1500

inet 216.136.204.21 --> 204.152.186.171 netmask 0xffffff00
Opened by PID 918

�.�eNPE8M!�:�)F �S^dQUZuFSViF �(QTFeIKE��PE)Vic��(] , X)Y)QTMUF\Y)cUViF8� D �SViY)QTk��)L�^ D Y)a8Y)LwViE�� D ViQUY D , �)QTViQUY D ]0QUG������)QvIKQ��SViLwX�� D
�)FSY)F�� telnet EmNPE��)FSYPF �`MTFSG9GUY D L2�\FSY . �8�eNPE8M!�|M2�(F`F\x5F8�)Fq^dQUZuFSViFqX)Q!I3�mNPs��PE)Vic��(] , X)Y)QTMUF\Y)cUViFHM!�fMTQ!I
�)QT^ D �wI�� pptp E9�SQ!IKF\YmZuEP^dQUF`NPQURO� D k)N D ppp, /var/log/ppp.log.

21.7.
� ���0=8�|  2v=��n4.;.@B� SLIP

%&� � ��� 	 �! ��#" 	 ��$ � �� � �
� ��� � � Satoshi Asami. , � $'�
� 	��'�"� �#" 	 * $B- � �"� ��� ��z$ ���� � �
� ��� � � � Guy Helmer,
Piero Serini.

21.7.1. �%�
-/�
�� 
 �'� SLIP � � �
�1+,���
ghEmZuF+I D �5Q!I#E��0E�� �(X)Q2�(QTGUQUM�� D �(VUY)QUk��PE FreeBSD IPN)]5XPQ!I��mNKs��)F��)Em]6� SLIP �(FSVUE9�(Q �(V D ViE��)F5���)EK^ D I#Y)F��SQT^ .j N)]hIKE�� D ^dE��)F5���)QTRSQvX)QiI��mNPs��)F �PEm] (

D IKY)F5�+E��o^dF �m])F\V!�e]5XPY)E#� D Z8I#QT^�IKQ��SMUQ��)F ) MUQ��\^dQiZ �)QfXPQUViY)F\GULwFSV��e]0GUQUNPFSF
�eNPQUZ�� D ]#� D �(ViY)QTk�� D .
_8� D � D N D QTX)Y)FeI#F(NPE)VUF , �9� D �PQT^dLhX)Q��(NPFeI#QUM D ViF(NKc!�)QW^dL9X)QTY)ViLhX)QiI��mNPs��)F �B^dQ!IKFo^ .

t �)QTRSE)F �(Q��eI D snV
�(EP^dMTQiNPE��PF����PLWs � � �ON"�)L , V D �)Lws � D � /dev/modem, � D � D �(VUQi])x5EPk5� D kmN8L �SViY)QTk"�(ViM D , /dev/cuaaN.

 VUQX)Q!�\MUQiNP])FSV D G2�(ViY D RSEPY)QUM D Vic2�e]�QUVvEK^dF �)EB� D kmN D L �(ViY)QTk"�(VUM D , � D X)YPEP^dFSY5F5�eNPE8M!�[X)F\Y)F �PQ��(EPViFq^dQiIKF\^ � DIKY)LwRSQTk0X)QUYPV . j QTMUQiNKc!�)Q*�(NPQiZ �)Q9X)Y D MTE)Vicy^��)QiZuF��SViMUQy� D kmNKQUMvM /etc E .kermrc MUQ9M��(F\k6�(E��(ViFo^dF !
�����	��
�������

: /dev/cuaa0 �+��� COM1, cuaa1 �+��� COM2, $�� . / .

� GUF(IKE)ViF5�(c , �)ViQyMnM D a5Fo^ � D kmNKF.� D �(ViY)QTk��)E5]wIKY D XPY)E"�(LwV!�SViMULwF\V��(VUY)Q!� D :
pseudo-device sl 1

p
FreeBSD 5.X, E"�(X)QUNPc!�\Lwk)ViF`MW^dF��SViQnl\ViQUk��(ViY)Q��)E9�(NPFeI#LWs9x5Lws :

device sl

 V D �SViY)Q!� D M��mNPs��PF � D Mv]wIKY)Q GENERIC, V D �9�)ViQyF��(NPE5M��[FSF.�PFHLTI D N)]mNPE , X)YPQUGiNKF\^ G��fVic��)F`IKQUN)Z �)Q .
21.7.1.1.

��%
,
��78%<!$6�%�# ��%(+�� 1 % -=+ 6 : "�7 � 78% :�� ./% %(+�� !<&�"�@

1.
j QTG D MTcUViF+M D a �)QT^dX)cTsnViF\Y , a5NPs��qE9�SFSY)MTFSY D EP^dF �8My� D kmN /etc/hosts.

p QUVvX)YPEP^dFSY>V D �PQURSQ9� D kmN D :
127.0.0.1 localhost loghost
136.152.64.181 water.CS.Example.EDU water.CS water
136.152.64.1 inr-3.CS.Example.EDU inr-3 slip-gateway
128.32.136.9 ns1.Example.EDU ns1
128.32.136.12 ns2.Example.EDU ns2
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2.
� GUFeI#E)ViF��Sc , �PViQ9My� D kmNKF /etc/host.conf hosts � D rmQiIKE)V!�(]0X)FSY)F(I bind ( IPN)] FreeBSD MUF\Y"�(EPk�IKQ 5.0).g D �)E�� D ]6� FreeBSD 5.0, �(E"�SViF\^ D E"�(XPQiNPc��SLwFSVn� D kmN /etc/nsswitch.conf, LwGUF(IKE)ViF5�(c , �)ViQyX D Y D ^dFSViY
files � D rmQ!IKE)V��e]0X)F\Y)FeI dns M �SViY)Q��)F hosts lSVUQURSQy� D kmN D . �qF �HlSViQTRSQ9X D Y D ^dFSViY D ^dQUR\LwVnX)Y)QTE"�ermQiIKE)Vic
�SViY D �����fFqMUFSx8E .

3.
� ViYPFeI D �)ViE)Y)Lwk)VUFO� D kmN /etc/rc.conf.

1.
� �(V D �)QUMTE)ViFHEP^�]0rmQ��SV D , � D �(VUY)QUE)M9X)FSYPF\^dF �"�)Lws hostname:

hostname="myname.my.domain"
� IKF��Sc��)F\QUGirmQiIKEP^dQvE"�SX)QiNKc!�SQTM D VicfX)QiN��)QUF�IKQT^dF����)QUFHEP^�]5M D a5F\RSQ*�PQT^dX)cTsnViF\Y D M9E��)ViF\Y��)F\V .

2.
j QTG D MUcUVUF sl0 �9�(XPE"���)L#�SFSViF\M!�Or�E��)VUFSYP�hF\k"�(QTM , E��o^dF �)E)M9X)FSYPF\^dF �"�)Lws :

network_interfaces="lo0"

� D :
network_interfaces="lo0 sl0"

3. � �o^dF �)EPViFHX D Y D ^dFSViY�� sl0, I#QUG D MUE)M��(ViY)Q��)L :
ifconfig_sl0="inet ${hostname} slip-gateway netmask 0xffffff00 up"

4. g D � � D �)cUVUF`^ D Y)a8Y)LwViE�� D ViQTY5X)Q9Lw^dQUN"� D �)E)s , E��\^dF��)E)M �(ViY)Q��)L :
defaultrouter="NO"

� D :
defaultrouter="slip-gateway"

4. _HQ��eI D k)ViFH� D kmN /etc/resolv.conf, �(QiIKFSYmZ D x5E)k :

domain CS.Example.EDU
nameserver 128.32.136.9
nameserver 128.32.136.12C�D �0M!�[MTEwIKE)VUF , �(IKF��ScnL � D � D �"� D IKY)F5� D �SFSY)MTFSY)QTMnEP^dF�� .

C Q��)F ���PQ , Y)F D NPc����fF`EP^dF�� D I#QT^dF �PQUMnE D IKYPF�� DIKN)]5M D ��GTLUI#LWVfIKY)LwRSEP^dE .

5. �hF\Y)FSR\Y)L �SE)ViF �)QW^dX)cUs9ViFSY8E5LwGUF(IKE)ViF5�(c , �PViQ9F\RSQ9EP^�]0rmQ��SV D � D �(ViYPQUF �PQnX)Y D MUEmNKc!�)Q .

21.7.1.2. � %�@=+ "�!'��6 SLIP
-9%(68+�� !$6(!��'5

1.
j Q��SMUQ��)E)ViF5�(c*� D LTI D NKF �����fk��(F\Y)MUF\Y , MUMTFeIKEPViF slip M9X)Y)E)RSN D a8F �)EPF , EP^�]��(MUQTFSR\Q*�)QT^dXPcUsnVUFSY D E5X D Y)QiNPc .p �SF , �)VUQ9ViYPFSGULwF\V!�e]5MTMUF5�(ViE0M9M D a5F\^4�(NPL � D F . �.�eNKE5M!��E"�(X)QUNPc!�\LwFSViF kermit, X)QUX)YPQUGULwk)VUF`V D �)QUk6� �)Y)E)XPV :
# kermit setup
set modem hayes
set line /dev/modem
set speed 115200
set parity none
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set flow rts/cts
set terminal bytesize 8
set file type binary
# The next macro will dial up and login
define slip dial 643-9600, input 10 =>, if failure stop, -
output slip\x0d, input 10 Username:, if failure stop, -
output silvia\x0d, input 10 Password:, if failure stop, -
output ***\x0d, echo \x0aCONNECTED\x0aC Q��)F �"�)Q , M D ^ X)QTViY)F\GULwFSV!�(]#� D ^dF �)E)VUc9EP^�]5rwQ2�(V D E5X D Y)QiNKc*� D M D a8E#�(QUG2�(ViMTF ���"�fF . �hQ2�eNPF�l\ViQUR\Q , IKN)]XPQ!I��mNKs��)F��)Em]5X)YPQ��(VUQ9MTMUFeI#E)ViF slip E"�HX)YPE)R(N D a5F��)Em] kermit.

����� � 
�������
: ��,���������$�� ����,"����% ) � � � � - - ��#+�"� �*���"� �0) �0� #�$�#+�"��-�� ) ��� ����� $ � ,"�0)+�����"� - )�$"/ � � ���*� � � ���"�

��� � � �"% $"/ �&% . � �(/ � �0���+�"� �+��� ��� #�) �0� ,�$ #�' .

2.
p �fkwIKEPViFHE"� kermit ( M!�|^dQUZuFSViFqX)Y)E)Q2�(V D �)QUMTE)VicvF\RSQ , � D Z D M Ctrl-z) E8MUMTFeIKE)VUF`X)QiI root:

# slattach -h -c -s 115200 /dev/modem

�8�eNPE>M!� �\^dQiZuFSViFqM!�fXPQiN"�)EPVic ping IPNP]0rmQ��(VUQUMvX)QnIKY)LwR\LWs �(ViQTY)Q!�PL0^ D Y)a8Y)LwViE�� D ViQUY D , M!�XPQ!I��mNKs��)EmNKE"�(c ! �8�eNPE8lSViQ �)F`Y D GUQTV D F\V , X)QTX)Y)QUGTLwk)ViF`X D Y D ^dFSViY slattach -a MT^dF��SViQ -c.

21.7.1.3.
��"�. ��&$6(&�0/"�7 � -9%(6/+�� !(6$!���6 :

_�IKF(N D k)ViF �eNPF(IKLwsnx8FSF :
# kill -INT ‘cat /var/run/slattach.modem.pid‘

IPN)]5Q2�(V D �)QUM��)E slattach. �hQT^��)E)VUF , �)VUQ9M��JIKQiN)Z ����Y D GTQUV D VicvX)QiI root IKN)]5M!�fXPQiN"�)F��)Em]0l\ViQUk#�PQT^ D �mI�� .� D ViFo^zMUF\Y��)E)ViF5�(cyM kermit ( � D X)L �(ViE)M fg, F5�eNPE0Q��5X)YPE)Q��SV D �)QTMiNPF�� ) E8M!�fkwI#E)ViFqE��8�PFSRSQ (q).

_HViY D �PE {PD �SX)Y D MUQ!�"�)E�� D slattach �SQUQUGTx D FSV , �)VUQvIPNP]5QUV;�)NPs��)F��)Em]5E"�)ViFSYK�hFSk"� D �)F\QUGirmQiIKEP^dQnE��(X)QUNPc!�\QUM D Vic
ifconfig sl0 down, �)QylSViQ9X)QirmQiZuF8�)FHEPRSY D FSV��PE�� D �PQUk0Y)QUNPE . (ifconfig sl0 �(QTQUGTx D F\VfQnViQW^zZuF .)
� �)QUR(I D ^dQ!I#F\^b^dQUZBF\V��)F �(GTY)Q��SE)Vic �(QUF(IKE��)F��)E)F ( l\ViQnG��fM D F\VOIKQTMUQiNKc!�)Q*� D �(VUQ ). p l\ViQT^ �eNPL � D F`X)Y)Q2�(ViQ
� D XPL �SViE)ViF kermit E5M��fkwIKE)VUFHE�� �)F\RSQnF\x5FqY D � . �hY)E0MTViQUY)QTk0X)QTX��fV;�)F �(QTFeIKE��PF �)E)FHQUG������)QnY D �SY"�fM D F\V!�e] .

21.7.1.4. 2 6(3 6$!���6<��&(%�# : 6 1p QTV*� D E)GUQUNPFSF8� D �SViQnM2�(ViY)F�� D s9x5E)F5�e]6�SE)ViL Di{ EPE :

• ghFHE"�(X)QUNPc!�\LwsnV!�(]0X D Y D ^dFSViY"� slattach -c EmNPE -a ( l\ViQy^dQUZuFSVnG��fVic��PFq� D V D NPc��)Q , �)Q9E��)QTReI D M!��� �fM D F\VX)YPQUGiNKF\^�� .)

• ���SX)QiNPc��SLwFSV��e] s10 MT^dF5�(ViQ sl0 ( �.�)F �PQUViQTY��v^dE5a8Y)EP�hV D ^dE9�eNKQiZ �)QnLwMTEwIKFSVUcnY D � �)E { L ).
• �hQTX)Y)QUGTLwk)ViF�E"�SX)QiNKc!�SQTM D Vic ifconfig sl0 IKN)]5X)Y)Q2�S^dQTViY D �(V D ViL � D E"�)ViFSYK�hFSk"� D . g D XPY)EP^dFSY , M!�|^dQUZBF\ViFX)QUNPL �)E)Vic9V D �PLWs E��P�hQTYP^ Di{ E)s :

# ifconfig sl0
sl0: flags=10<POINTOPOINT>

inet 136.152.64.181 --> 136.152.64.1 netmask ffffff00
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• �.�(NPE0M��JXPQiNPL �)E)VUF8�(QTQUGTx5F �PE)F no route to host QUV��)QT^ D �wI�� ping, MUQ��\^dQUZ��PQflSViQ9X)Y)QUGUNPF\^ D �+V D GUNPE { F\k^ D Y)a5Y)LwViE"� Di{ E)E . ���SX)QiNPc��SLwk)ViF8�)QT^ D �wIKL netstat -r IPN)]5QTViQUGTY D ZuF �PEm]6�(Lwx5F5�(ViMTLwsnx5E)r�^ D Y)a5YPLWVUQUM :
# netstat -r
Routing tables
Destination Gateway Flags Refs Use IfaceMTU Rtt Netmasks:

(root node)
(root node)

Route Tree for Protocol Family inet:
(root node) =>

default inr-3.Example.EDU UG 8 224515 sl0 - -
localhost.Exampl localhost.Example. UH 5 42127 lo0 - 0.438
inr-3.Example.ED water.CS.Example.E UH 1 0 sl0 - -
water.CS.Example localhost.Example. UGH 34 47641234 lo0 - 0.438
(root node)

�hY)F(I��qIKLwx5EPk0X)Y)EP^dF\Y8XPQiNPL �)F��#� D QTV;�)Q2�(E)ViFSNPc!�PQ�� D RSY)LWZuF �"�)QUk6�SE"�(VUF\^dF . � E"�eN D MnM D a5F\k6�(E��(ViFo^dFHGTLUI#LWV
�SEmNPc!�PQ�� D MUE"�SFSVicnQUV�� D R\Y)L � �)E6�SFSViE .

21.7.2. �%�
-/�
�� 
 �'� SLIP -/�
��'�
,�
 ViQUVvIKQ!�)Lm^dF��)VnX)YPFeIKQ2�(V D MiN)])F\VvY)FSa8F �)EPF�IPNP]6� D �SViY)QTk��)E SLIP �(FSYPMUFSY D M��SE"�(VUF\^dF FreeBSD, �PViQ9QTG!�����PQQ!� � D � D FSV*� D �(ViYPQUk��)L��SE"�(ViFo^�� IPN)] D MUVUQT^ D VUE��)F�� �)QUR\Q*� D X)L ��� D �(QTFeIKE��PF �)E)k5X)Y)E>LUI D NPF����)QT^zMUrmQ!IKF SLIP
�mNPE)F��)ViQUM .
21.7.2.1.

)�&(68+�0/"(&'��796 :�� !���6�7$&$6/#�%'0/"(!'�'5

� �P�hQUYP^ DU{ Em]�MylSViQW^ Y D �(IKF(NKF.�)E"�SViQyViF(r �)E��PF���� D ] , X)QTlSViQW^dL�ViY)F\GULwsnV!�(]6�)F �PQUViQTY��fF`X)YPFeIKM D Y)E)VUF(NPc����fF
� � D �)Em] . �hY)F(IKX)QUN D R D FSV��e] , �)ViQyM!�:��� D �)QW^�� �8�SFSViF\M!�v^ XPY)QUViQ��)QiNKQT^ TCP/IP, E5M�� D �SV;�)Q2�(ViE , � D I#Y)F�� Di{ E)F\k
�(FSVUFSk5E5rmQ��(VUQUM , �SFSViF\M!�v^dE>^ D ��� D ^dE , IKFSNPF �PE)F\^4� D X)QiI3�(F\ViE , ^ D Y)a5YPLWVUE�� DU{ E)FSk8E5X)YPQUViQ��)QiN D ^dE^ D Y)a8Y)LwViE�� DU{ E)E , V D �)EK^dE9� D � RIP. g D �(ViY)QTk�� D SLIP �(FSYPMUE"�SQUM*� D �(F\Y)MUF\Y)F`LTI D NPF ���PQURSQvIKQ��SViLwX D VUY)FSGTLWF\V
� � D �)Em]0lSVUEmr#�)Q!� { FSX { E)k , E8F��(NPE5M��:�)F8��� D �PQT^�� �1�PEP^dE , XPY)Q!�)VUE)ViFqEmNPE6�"�)E)RSL TCP/IP Network AdministrationQUV Craig Hunt, QTX)LwGiNPE��PQUM D ���)Lws O’Reilly & Associates, Inc. (ISBN Number 0-937175-82-X), EmNPE6�"�)E)RSE
Douglas Comer X)QnX)YPQUViQ��)QiNPL TCP/IP.p I D NPc��)FSk)a8F\^zX)YPFeIKX)QUN D R D F\V!�e] , �PViQ9M��[LWZBF � D �(ViY)QTEmNPE0M D a�^�QiIKF\^ ( ^dQiIKF\^�� ) E6� D �(ViYPQUEmNPE
�(QUQTViMUF\V!�(VUMULwsnx8E)F8�SE"�(ViFo^����fFO� D kmN"�JIKN)]5Y D �SY)F\a5F �PEm]0MirmQ!I D �)FSYPF � �)Emr . �.�eNKE8M��[FSx5F8�)FqX)Q!IKR\QUViQTMUEmNKE
�(E"�SViF\^dL#�SQUQUVUMUFSV��(ViMTLWs9x5EP^zQTGUY D �SQW^ , QUGUY D ViE)VUF��(c��5Y)L �)QTMUQiI3�(ViMTL9X)Q�� D �SViY)QTk��)F �(FSYPMUE"�SQUMvLTI D NPF ���PQURSQMirmQ!I D ; X)YPQ��S^dQTViY)E)VUF �SX)E"�(Q��5Y)L �)QTMUQiI3�(ViM�� D http://www.FreeBSD.org/ru/docs.html.

p �|^dQUZBF\ViFqV D �mZuFQUGUY D ViE)VUc��e]#�9�(ViY D �)E { F �(XPY D MTQ!���)E"� D sio(4) � D E��P�hQUYK^ Di{ E)F\k5QvIKY D kPMUFSYPF`X)Q2�eNPF(IKQUM D ViFSNPc!�)QTRSQfX)QTY)V D E6�
�(ViY D �)E {PD ^ gettytab(5), getty(8) E init(8) � D E"�P�hQUYP^ DU{ E)F\k5X)Q�� D �SViY)QUk"�)F8�SE"�(ViFo^��[IPNP]5LTI D NPF����)QTRSQvMUrwQiI D M
�(E"�SViF\^dL��)F\Y)F �O^dQ!I#F\^�� , E8MUQ!�o^dQiZ �)Q stty(1) � D E��P�hQUYK^ Di{ E)F\k0Q�� D �(VUY)QUk��PFHX D Y D ^dF\ViY)QTMnX)Q2�eNPF(IKQUM D ViFSNPc!���OrX)QUY)VUQUM ( V D �)Emr�� D � clocal IKN)]5X)QiI��mNPs�� D Fo^��Or#�)FSX)Q2�(Y)F(I3�(VUMUF �"�)QnX)Q2�eNPF(IKQUM D ViFSNPc!�"�OryE��PViFSYP�hF\k"�(QTM ).
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21.7.2.2.
��&�"�7�.$� �<%�#�@9%'&

p VUE)X)E����PQUk��)Q!�P�hEPRSLwY Di{ E)E FreeBSD Y D GTQUV D FSVvM�� D �)F5�(ViMTF SLIP �SFSY)MTFSY D V D � : XPQiNPc��SQUM D ViFSNPc SLIPIKQ!�\M D �PE)M D FSV!�(] � D FreeBSD SLIP �(F\Y)MUF\Y0E5MUrwQiIKE)VvM �(E��(ViFo^dL#�(Q��SX)F { E D NPc����v^ SLIP NKQURSE"�)QT^ ,E"�(X)QUNPc!�\Lwsnx5EK^ /usr/sbin/sliplogin M�� D �)F��SViMUFHQUGTQiNPQ����)E . �hY)QTRSY D ^+^ D sliplogin X)YPQ��S^ D ViY)E)M D F\V� D kmN /etc/sliphome/slip.hosts � D XPY)FeI#^dF\V��SViY)Q!�PE , �(QTQUViMTFSV!�SViMULws9x5FSk#�SX)F { E D NPc��)QT^dLyX)QUNPc!�\QUM D ViF(NKs , EF��eNKE6� D rwQiIKE)V��SQUMTX D IKF��)E)F , X)Q!I��)NPs�� D FSV9X)Q��(NPFeIKQTM D ViF(NPc��)Lws[NPE��PE)s �hIKQ��SViLwX��)QW^�L SLIP E��)ViF\YP�hFSk"�SL , D
� D VUF\^4� D X)L ��� D FSV shell ���)YPE)X)V /etc/sliphome/slip.login IKN)]6� D �(ViY)QTk��)E SLIP E��)VUFSYP�hF\k"� D .
21.7.2.2.1. �O� P�NQ��� � ��#� 
 ��
 SLIP �1��� �����

g D X)Y)EK^dFSY , EmIKF �)VUEP�hE�� D ViQUY8X)QiNPc��SQTM D VUF(N)]�� D SLIP �(F\Y)MUF\Y)F Shelmerg. _HQTQUViMTFSV!�SViMULwsnx D ]�� D X)E"�ScnM
/etc/master.passwd GULTIKFSV9M!�fRSN)]wIKFSVUcnX)Y)EK^dFSY��)QyV D � :

Shelmerg:password:1964:89::0:0:Guy Helmer - SLIP:/usr/users/Shelmerg:/usr/sbin/sliplogin

C QUReI D Shelmerg MUrmQ!IKE)V9M��SE"�(ViFo^dL , sliplogin E)x5F\V��SViY)Q!�PL�M /etc/sliphome/slip.hosts, M��)QUViQTY)QUk
� D rmQ!I#E)V!�e]6�SQUQTViMUF\V!�(ViMTLwsnx5EPk0EwIKF��)ViEP�hE�� D ViQTY5X)QUNPc!�\QUM D ViF(NP] ; � D X)Y)EP^dF\Y , �(VUY)Q!� D ^dQiZuFSV9G!�fVicyV D �)QUk :

Shelmerg dc-slip sl-helmer 0xfffffc00 autocomp

�hQ��eNKF�QUG�� D Y)LWZuF �PEm]0lSViQTk9�SViY)Q!�PE sliplogin X)Q!I��)NPs�� D FSV9X)Q��(NPFeIKQTM D ViF(NPc��)Lws[NPE��PE)s ���eNPF(IKLwsnx8F\^dLIKQ��SViLwX��)QT^dL SLIP E��)ViF\YP�hFSk"�SL , D � D ViF\^bM!�fX)QUN"�m])FSV /etc/sliphome/slip.login X)Y)EP^dF\Y��)QyV D � :

/etc/sliphome/slip.login 0 19200 Shelmerg dc-slip sl-helmer 0xfffffc00 autocomp

�.�eNPE8M��SF`X)Y)QUrmQ!IKE)V��)QUYK^ D NPc��)Q , /etc/sliphome/slip.login M!���\QUMTFSV ifconfig IKN)] SLIP E��PViFSYP�hF\k"� D , �
�)QUViQTY)QT^dLhX)QiI��mNPs��)EmN D �(c9X)Y)QUR\Y D ^+^ D sliplogin (slip E��)VUFSYP�hF\k"� 0 MnX)YPEP^dFSY)FOM��fa5F , X)F\Y)M!�fk8X D Y D ^dFSVUY5M
�(X)E"� �)F , � D I D M D F\^dQW^ slip.login) IPN)]5L �(V D �)QTM!�)E�NKQ!� D NPc!�)QTRSQ IP

D IKY)F�� D ((dc-slip), LTI D NPF����)QTRSQ IP
D I#Y)F�� D

(sl-helmer), �SFSViF\MUQUk8^ D ���PE�IPN)] SLIP E��)ViF\YP�hFSk�� D (0xfffffc00), E0NPs9G!�OryIKQUXPQiN"�)EPViF(NPc����Or0�yN D R\QUM
(autocomp). �8�eNPE��)ViQ - ViQ9EwIKFSV��)FqV D � , sliplogin QUG������)QnXPY)QUViQ��)QiNKE)Y)LwFSV��SQUQTViMUF\V!�(ViMTLwsnx5EPF8�(QTQUGTx5F �PEm]�M
�)FSY)F��`LwY)QTMUF �Pc daemon syslog; lSViE��(QTQUGUx8F �)E)] � D �0X)Y D MUE)NPQnX)QTX D I D snVnM /var/log/messages ( QTGUY D ViE)ViF5�(c��
�(ViY D �)E {PD ^ �(XPY D MTQ!���)E"� D syslogd(8) E syslog.conf(5),

D V D �)ZBFqX)Y)QTMUF\Y)cUViFq� D kmN /etc/syslog.conf, �)ViQTG!�M!�O]"���PE)Vic , �)ViQyX)Y)QUVUQ!�)QUNPE)Y)LwFSV syslogd E9�)LTI D XPQT^dFSx D F\V!�e]0E��K�hQUYP^ DU{ Em] ).j Q��(V D ViQ����)QvX)YPEP^dFSY)QTM — I D M D kPViF.� D ���)Fo^4� D �SViY)QTk��)L��(E"�SViF\^�� .

21.7.2.3. � "$-=7$&(%�� ./" 5(+�&("

_HV D �wI D Y)V;�PQUF�]wI#Y)Q FreeBSD QTG!�����)QnX)Q��SV D MUN)])FSV!�(]6�+I#MULm^�] SLIP E��)VUFSYP�hF\k"� D ^dE ((sl0 E sl1); M!�|^dQUZuFSViFE"�(X)QUNPc!�\QUM D Vic��)QW^ D �wI#L netstat -i, �)VUQUG!��M!�O]"���PE)Vic , QTX)Y)F(IKF(NPF���� NPE8lSViE8E��)ViF\YP�hFSk"� �|MnM D a8F\^�]wIKY)F .
�hY)EP^dFSY8M!�fMTQ!I D netstat -i:

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll
ed0 1500 <Link>0.0.c0.2c.5f.4a 291311 0 174209 0 133
ed0 1500 138.247.224 ivory 291311 0 174209 0 133
lo0 65535 <Link> 79 0 79 0 0
lo0 65535 loop localhost 79 0 79 0 0
sl0* 296 <Link> 0 0 0 0 0
sl1* 296 <Link> 0 0 0 0 0
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g D NPE��PE)F`M9M!�fMUQiIKF netstat -i E��)ViF\YP�hFSk��(QUM sl0 E sl1 Q!� � D � D FSV , �)ViQ SLIP E"�)ViFSYK�hFSk"� �[M��(VUY)QUF����|Mv]wI#Y)Q
( �SEP^dMUQUN * X)Q!� D � �fM D F\V��)F D �)ViE)M��)Q��SVicnE��PViFSYP�hF\k"�(QTM ).
&nIKY)Q FreeBSD X)Q9Lm^dQiN"� D �)E)s �)F`XPFSY)F5���ON D FSVnX D �)F\V;��^dF(Z>IKL�E"�)ViFSYK�hFSk"� D ^dE ( �)QT^dXPcUsnVUFSY FreeBSD �)FY D GTQUV D FSV*� D �5^ D YPa5Y)LwViE�� D ViQTY ), M��eNKFeI3�SViMUE)FHViY)F\GUQUM D �)EPk RFC ( �S^ . RFCs 1009 [Requirements for Internet
Gateways], 1122 [Requirements for Internet Hosts — Communication Layers], E5MUQ!�o^dQiZ �)Q 1127 [A Perspective on
the Host Requirements RFCs]). �.�eNPE>M!� rmQTViE)ViF , �)ViQTG!� FreeBSD SLIP Y D GUQUV D N5M�� D �)F5�(ViMTFH^ D Y)a5Y)LwViE"� D VUQUY D ,QUViY)F(I D �PViE)Y)Lwk)ViFO� D k)N /etc/rc.conf E8X)Y)E"�SMUQTk)ViF`XPFSY)Fo^dF ���)QTk gateway_enable � � D �)F �PE)F YES.j N)]0M��SViLwXmNPF �PEm]5E��o^dF �)F��)E)k5M �(EmNKL�X)QUViYPFSGULwF\V!�e]5XPFSY)F�� D R\Y)L � � D .p � D kmNPF8� D �SViY)QUk"�)E9�SV D �wI D Y)V;�PQURSQn]wIKY D (/sys/i386/conf/GENERIC) � D rmQ!I#E)V!�e]6�SViY)Q�� D :
pseudo-device sl 2

� � D QTX)Y)FeI#F(N)])F\V��)E"�(NPQfI#Q��(VULWX"���Or0L �(ViY)QTk"�(VUM SLIP Mn]wIKY)F ; � E��eNPQ9M��)Q�� { F8�SViY)Q��)E5QTX)Y)FeI#F(N)])F\V^ D �"�SEP^ D NPc��)QnMTQ!�o^dQiZ �)QUF.�)QiNPE"�)F��SViMUQ9Q!I��)QTMUY)Fo^dF ���"�Or SLIP �(QUF(IKE��)F��)E)k .� GUY D ViE)ViF5�(c�� � N . 8 � D E��P�hQTYP^ Di{ EPFSk5XPQ�� D �(ViY)QTk��)F`]wIKY D FreeBSD.

21.7.2.4. � "$-=7$&(%�� ./" sliploginC�D �0LwX)QW^dE�� D NKQ��(cnY D �)F\F , M�� D V D NPQTRSF /etc/sliphome � D rwQiIP])V!�(]0ViY)E8� D kmN D , ])MUN)])snx8E)F��(]6� D �(VicTs
� D �SViY)QUk"�)EhIPN)] /usr/sbin/sliplogin (IKN)] sliplogin �(Lwx8F��(VUMULwFSV��SViY D �)E {PD �(X)Y D MUQ����)E�� D , sliplogin(8)):
slip.hosts, QTX)Y)FeI#F(N)])s9x5E)k6�SX)E"�SQ!�5XPQiNPc��SQUM D ViFSNPFSk SLIP E9�(MU]�� D �����fF.�8�)EP^dE IP

D IKY)F5� D ; slip.login,
�)QUViQTY��fk0QTG!�����)Q9M��SFSRSQvNPE)a5c�� D �SViY D E)M D FSV SLIP E��)ViF\YP�hFSk"� ; slip.logout, �)QTViQUY��fk8MUQ2� �(V D � D MiNPE)M D F\V
�(Q��SViQi]��PE)F8�SE"�(ViFo^�� IKQ � D X)L ��� D slip.login X)Q2�eNPF8� D MTFSY)a8F �)E)]0X)Q��(NPFeIKQTM D ViF(NPc��)QUR\Q*�(QTFeIKE��PF �)Em] .

21.7.2.4.1. 	 
���$��������
 slip.hosts

/etc/sliphome/slip.hosts �SQ!IKF\YmZuE)V �SViY)Q��)E , M �)QUVUQUY��Or�� D rwQiIKE)V!�(]#� D �8^dE��)EP^dLm^ �PFSV;�fY)FOX D Y D ^dF\ViY D ,Y D �(IKF(NPF������Or�X)Y)QTGUFSN D ^dE :

• ID X)QiNKc!�SQTM D ViF(N)] SLIP

• ��Q�� D NPc����fk D I#Y)F�� ( NPQ�� D NKc!���fkhIKN)] SLIP �SFSY)MTFSY D ) SLIP �SQUFeI#E��)F �PEm]
•
� I D NPF������fk D IKY)F5� SLIP �SQUF(IKE��)F��)Em]

• _HF\ViFSM D ]5^ D � � D
��Q!� D NPc!���fF`E5LTI D NKF �����fF D IKYPF�� D ^dQUR\LWVnG!�fVicyEP^dF � D ^dE0rmQ2�(ViQTM ( Y D �SYPFSa D F\^��v^dE0M IP

D IKYPF�� D �)FSYPF �H� D kmN
/etc/hosts EmNKE6�)F\Y)F � �eNPLWZuGUL9IKQW^dF ���"�OrhEK^dF � , M�� D MUE"�SEP^dQ��SViE0QUV�� D �SViY)QTF �5My� D kmNKF
/etc/nsswitch.conf IPN)] FreeBSD 5.X, E)NPE /etc/host.conf IKN)] FreeBSD 4.X),

D �SFSViF\M D ]5^ D ��� D ^dQiZuFSVG!�fVic9EP^dF �)Fo^ , Y D �SY)F\a D F\^��v^ �)F\Y)F �O� D kmN /etc/networks.
p �(E��(ViFo^dF , E��(X)QUNPc!�\LWFo^dQUk�M � D �PF��(VUMUF`XPY)EP^dFSY D ,� D kmN /etc/sliphome/slip.hosts M��fR(N)]wIKEPVvV D � :

#
# login local-addr remote-addr mask opt1 opt2
# (normal,compress,noicmp)
#
Shelmerg dc-slip sl-helmerg 0xfffffc00 autocomp

p �PQ!� { F �(VUY)Q!�)E9� D rmQiIP])V!�e]0QiIKE��0E)NPE8GTQiNPF\F�X D Y D ^dF\ViY)QUM .
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• normal — �)FSV �eZ D VUEm]#� D RSQiNKQUM!�PQUM
• compress — �eZuEP^ D VUc�� D RSQUNPQUM��)E
• autocomp — �eZuEP^ D VUc�� D RSQUNPQUM��)E , F��(NPE5LTI D NPF ��� D ]6�(VUQUY)Q�� D l\ViQ9XPQ!�SMTQiN)])F\V
• noicmp — � D XPY)FSViEPVic ICMP X D �)FSV;� ( NPs9G!�fF ”ping” X D �)FSV;��GULTIKLwVvQUVUGUY)QTa5F �"�[E6�)F �(V D �)LwVnX)QW^dF(rmQUk�IPN)]IKYPLWR\QUR\QvViY D �hE�� D )p �fGTQUYhNPQ�� D NKc!�)QTRSQvE8LUI D NPF����)QUR\Q D I#Y)F�� D IPN)] SLIP �(QTFeIKE��PF �)E)k9� D MUE"�SE)VvQUV9ViQUR\Q , E"�SX)QiNKc!�SLwF\ViF�NPE8M!�M!�qIKFSNPF ���PLWs TCP/IP �(FSVUc , EmNKE8E"�SX)QiNKc!�SLwF\ViF1� D SLIP �(F\Y)MUF\Y)F ”ARP X)Y)Q��"�(E ”. ( l\ViQ��)F ” � D �(ViQU])x5E)k ” ARPX)Y)Q!���(E , �PQfI D ��� D ]8ViFSYP^dE"�)QiNPQTRSEm]0E��(X)QUNPc!�\LWF\V!�e]0MylSVUQT^ Y D �eIKFSNPF ). �.�eNKE8M��:�)FHLwMTFSY)F���� , � D �)QTk5^dFSVUQ!IM!�fGUY D Vic , EmNPE6� D �0X)YPE"�(MTQUE)Vic IP

D IKY)F5� D , QUGTY D ViEPViF��Sc*�6���PE)R D ^ X)Q TCP/IP, LWXPQT^�]��)LwV;�v^ M��fa5F
(
�`D �eI . 21.7.2.1).

�.�eNPE8M!� �SQUGUEPY D F\ViF��ScvE"�(XPQiNPc��SQUM D VicnQUV IKFSNPc!�PLWs X)Q!I/�(FSVUcvIPNP] SLIP �mNPEPF �)ViQTM , X)QTViY)F\GULwFSV!�(]5M!�qI#F(NPE)VUcD IKY)F5� D � D XPY)FeIKFSNPQT^ D IKY)F5�(QUM9M D a5FSk#�SFSViE>E0X)YPE"�(MTQUE)Vic�� D Z>IKQW^dL SLIP �mNPEPF �)ViL IP
D IKY)F��`E��`I D ���PQUk0X)QiI3�(F\ViE .� D ViFo^zM D ^ MUQ��\^dQiZ �)QnX)QUViYPFSGULwF\V!�e]#� D �(ViYPQUE)Vic �(V D ViE��PF����PE)k8^ D Y)a5Y)LwV9MnE"�SX)QiNPc��SLwF\^dLws|IPN)] SLIP X)Q!I3�SFSVic

�)FSY)F�� SLIP �(FSYPMUFSY6� D GUNPEmZ D k)a8F\^ IP ^ D YPa5Y)LwViE�� D ViQTY)F .
� � D �)F , F��(NPE5M��[GULTIKFSVUFHE"�SX)QiNKc!�SQTM D Vicv^dFSViQiI ”proxy ARP”, X)QUVUY)FSGTLWF\V!�e]8X)Y)E"�SMUQUEPVic SLIP �mNKE)F �)V D ^ IPD IKY)F5� D , �)FHMUrmQ!IP])x8E)F`M Ethernet X)Q!I3�SFSVic �(F\Y)MUF\Y D SLIP,

D V D �mZuF8� D �(ViYPQUE)Vic ���)YPE)X)V;�
/etc/sliphome/slip.login E /etc/sliphome/slip.logout, �)VUQUG!�[E��(X)QUNPc!�\QUM D Vic arp(8) IPN)]LWXPY D MUNPF �)E)]#� D XPE"�e]P^dE ARP X)Y)Q��"�(E0M9V D GUNPE { F ARP �SFSY)MTFSY D SLIP.

21.7.2.4.2. 	 
���$��������
 slip.login
� EPX)E������fkB� D k)N /etc/sliphome/slip.login M!�fR(NP]wIKE)VnXPY)EP^dFSY"�)Q9V D � :

#!/bin/sh -
#
# @(#)slip.login 5.1 (Berkeley) 7/1/90

#
# generic login file for a slip line. sliplogin invokes this with
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 inet $4 $5 netmask $6

 ViQUVy� D kmN slip.login M��SFSR\QfNPE)a8c�� D X)L ��� D FSV ifconfig IKN)]9�(QTQUViMTFSV!�SViMULws9x5FSR\Q SLIP E"�)ViFSYK�hFSk"� D �
� D I D �����v^dE0NPQ!� D NPc!�"�v^zE5LTI D NKF �����v^ D IKY)F5�(QW^zE9�(F\ViFSMTQUk5^ D ���)QTk .

�.�eNPE8M!�[Y)F\a5EmNKE5E"�SX)QiNPc��SQTM D VUcn^dFSViQiI ”ARP XPY)Q!�"�SE ” ( MW^dF��SViQnE"�SX)QiNKc!�SQTM D �)Em]�QUV I#F(NPc��)QUk0XPQ!I3�SFSViE0IPN)] SLIP
�mNPE)F��)ViQUM ), M D a�� D kmN /etc/sliphome/slip.login IKQUN)ZuF �8M!�fR(NP]wIKFSVic9X)Y)EP^dF\Y��)QyV D � :

#!/bin/sh -
#
# @(#)slip.login 5.1 (Berkeley) 7/1/90

#
# generic login file for a slip line. sliplogin invokes this with
# the parameters:
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# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 inet $4 $5 netmask $6
# Answer ARP requests for the SLIP client with our Ethernet addr
/usr/sbin/arp -s $5 00:11:22:33:44:55 pub

j QUX)QUN"�)E)ViFSNPc!� D ]#�(ViYPQ!� D M9l\ViQT^ slip.login, arp -s $5 00:11:22:33:44:55 pub, �(Q��eI D FSV ARP � D XPE"�(cM ARP V D GiNPE { F SLIP �(FSYPMUFSY D . �hY)E9�(QUF(IKE��)F��)E)E0IKY)LwRSQTRSQvL �(N D M Ethernet � IP
D I#Y)F��SQT^ SLIP �mNPEPF �)V D , SLIP

�(FSYPMUFSY5M!�qI D FSVvQTViMUF\V��.�SQUG2�(ViMTF �����v^ Ethernet MAC
D IKY)F5�(QW^ .

�hY)E0E"�SX)QiNPc��SQTM D �PE)E�X)Y)EP^dF\Y D M!�fa5FHLwGUFeI#E)ViF��Sc , �PViQ�� D ^dF �PEmNPE Ethernet MAC
D IKY)F5� (00:11:22:33:44:55)

� D MAC
D IKY)F5� Ethernet � D Y)V;�|M D a5F\k6�(E��(ViFo^�� , EmNPE8M D a ”ARP X)Y)Q!���(E ” ViQ����)Q��)FHGTLTIKFSV9Y D GTQUV D Vic ! p �^dQiZuFSViFqQUXPY)FeIKFSNPE)Vic Ethernet MAC

D I#Y)F�� SLIP �(F\Y)MUF\Y D , XPY)Q��\^dQUViY)F\MnM��fMUQ!I��)QT^ D �wI�� netstat -i M��fa5F ;E��P�hQUYK^ Di{ Em]0QTG D IKY)F��SF.� D rmQ!IKE)V��e]0MUVUQUY)QTk6�(ViYPQ!�)F :
ed0 1500 <Link>0.2.c1.28.5f.4a 191923 0 129457 0 116

 ViQnQ�� � D � D F\V , �)ViQyMfI D ���)QTk6�(E��(ViFo^dF Ethernet MAC
D IKY)F5� 00:02:c1:28:5f:4a — ViQ!���PE5M MAC

D IKY)F5�(F ,M!�qI D M D Fo^��fF netstat -i, IKQiN)Z ����G!�fVic�� D ^dF��)F �"� � D I#MUQUF\ViQ!�)E)] , �)FSQTGirmQ!I#EP^dQvV D �mZuF�IKQTG D MUE)Vic��)LWNPcnM
� D � D NPQ*� D Z>IKQUR\QnQ!I3�)Q��SEP^dMUQUNPc!�)QTRSQfa8F��(V!� D I {KD ViF\Y)E����)QTRSQ��)QT^dF\Y D IPNP]5X)Y)F\QUGUY D �SQTM D �)Em]hlSViQTRSQ D IKY)F5� D M�hQUYP^dL , X)YPE)RSQiI��)Lws[IPNP] arp(8); QUGTY D ViEPViF��Sc��9�SViY D �)E { F �(X)Y D MUQ����)E�� D arp(8) � D XPQiN"�)QTk0E��P�hQTYP^ Di{ E)FSk0XPQE"�(X)QUNPc!�\QUM D �)E)s .

�����	��
�������
:
� ,�$*#+� � / ����$�$ /etc/sliphome/slip.login $ /etc/sliphome/slip.logout, /0����*��� � � �!�

��#+�"���"�0)&�0��� � $�� ” )��
�"����������$"% ” (chmod 755 /etc/sliphome/slip.login /etc/sliphome/slip.logout), $���$
sliplogin ��� #�-����*�+� $ � )��
�"������$��!� .

21.7.2.4.3. 	 
���$��������
 slip.logout

/etc/sliphome/slip.logout �)FH])MiNP])FSV!�(]9�(QTMUFSYPa5F �"�)Q*�)F\QUGirmQiIKEP^��v^ ( F��eNKE0ViQiNKc!�)Q9M!�:�)FqY)F D NPE��\LWF\ViF
”ARP X)Y)Q��"�(E ”), �)Q9F��eNKE5M!�[YPFSa5E)NPE9�SQ!�eI D Vic9FSRSQ , MUQ��SX)QiNKc!�SLwk)VUF��(c��eNPF(IKLwsnx5EK^ X)Y)EP^dF\Y)QT^ :

#!/bin/sh -
#
# slip.logout

#
# logout file for a slip line. sliplogin invokes this with
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 down

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF ”ARP XPY)Q!�"�SE ”, X)QTViY)F\GULwFSV!�(]0LTI D NPF��)E)F8� D XPE"�(E ARP IPN)] SLIP �mNPE)F��)V D �)FSY)F��
/etc/sliphome/slip.logout:

#!/bin/sh -
#
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# @(#)slip.logout

#
# logout file for a slip line. sliplogin invokes this with
# the parameters:
# 1 2 3 4 5 6 7-n
# slipunit ttyspeed loginname local-addr remote-addr mask opt-args
#
/sbin/ifconfig sl$1 down
# Quit answering ARP requests for the SLIP client
/usr/sbin/arp -d $5

C QT^ D �mI D arp -d $5 LUI D N)])F\V�� D X)E"�Sc ARP, IKQUG D MiNKF ���)Lws slip.login XPY)E5MUrwQiIKF SLIP �mNPE)F��)V D .
�hQUMUVUQUYm])Fo^ : LwGUF(IKE)ViF5�(c , �PViQ�� D � D k)N /etc/sliphome/slip.logout L �(V D �)QUMUNPF �0GTE)VnM��fX)QiN��)F �)E)] (chmod
755 /etc/sliphome/slip.logout).

21.7.2.5. � %'> : "�3 6(!��'54% 1 "�&�34&$;/7��'@9"�� � �

�.�eNPE8M!�:�)FqE"�SX)QiNPc��SLwFSVUF ”ARP X)YPQ!�"�SE ” ^dFSViQiI5IPNP]8^ D Y)a8Y)LwViE�� Di{ E)E5X D �)F\ViQUMy^dF(Z>IKL SLIP �mNPE)F��)V D ^dE8EQ��(V D NPc��)QUk#�SFSVicTs ( E5MTQ!�\^dQUZ �)QvE��)VUFSY��)F\V ), M D ^zMUQ!�o^dQiZ �)Q9X)QUViYPFSGULwF\V!�e]6�SV D ViE"�)F�� �)E)k8^ D Y)a5YPLWV ( ^ D Y)a5YPLWV!� )IKQnGUNPEmZ D k)a8FSR\Qna0NKs�� D ( a5NPs��\QUM ) IPN)]>^ D Y)a8Y)LwViE�� DU{ E)E8X)Q!I3�SFSViE SLIP �mNPE)F��)ViQTM��)F\Y)F � SLIP �SFSY)MTFSY .

21.7.2.5.1. � �M
"�-P ���1����P��LN 
!� � ��� � �j QUG D MiNPF��)E)F1�SV D ViE"�)F�� �)Emr5^ D YPa5Y)LwViQTM9^dQiZuF\V �SV D VicvIPN)]6�PQURSQ - VUQnX)Y)QTGiNPFo^dQUk ( lSViQnI D ZBF8�)FSMTQ!�o^dQiZ �)Q , F5�eNPE8LM D �1�)FSV �(QTQUViMTFSV!�SViMULwsnx8EmrhX)Y D M ). �8�eNPE8MnM D a5F\k0QUY)R D �)E"� Di{ E)E6�(F\Vic��8�)F5���)QUNPc!�)EK^dE5^ D Y)a8Y)LwViE�� D ViQTY D ^dE ,
�)F �)QTViQUY"�fFH^ D YPa5Y)LwViE�� D ViQTY�� , � D X)Y)EP^dF\Y Cisco E Proteon, ViY)F\GULwsnV��)FHVUQiNPc��)Q�� D �(ViYPQUk��)E��(V D ViE��)F5���)QTRSQ^ D Y)a8Y)LwV D MyX)Q!I/�(FSVUc SLIP, �PQnE5L � D � D �)Em] , Q � D �)E)r��SV D VUE��)F�� �)Emr5^ D Y)a5Y)LwV D r6�(QTQUGUx D VicqI#Y)LwRSEP^^ D Y)a8Y)LwViE�� D ViQUY D ^ , V D �6�)VUQvIPNP]6� D N D I��)E5Y D GTQUViQ2�(X)Q2�(QUG��)Q��SViE��(V D ViE��)F5���)QTk8^ D YPa5Y)LwViE�� Di{ EPE8^dQiZuF\VX)QUViYPFSGUQTM D Vic��(] �)F��)QUVUQUY)QTF`E"���eNPF(IKQUM D �)E)FHE5QTV!N D I3� D .

21.7.2.5.2. � 
���"��� GateD®

�����	��
�������
: GateD® �+��� ����'�,�� ��� � ��,"��� ,���-	-	�"� � � ��#�����������$�� , � ���0��� ��� /0�!#+� �����"� � ) $�# � ��/ ��� � �"��'�#+�"� �

( /0���"������$��"� �������"% $ �����0,�- � � $"% ��� � ��/ $��"# % ��� )�� � #������"� GateD (http://www.gated.org/)). � ����� ,���� / � � # � � ��#+�!) ���+���$��*� ) � � ��% � � � ,��"�!�"�0�*#+�0)�- ��#+�!$�-��!#+�!$ / ��% �"� � , '���� )+#�� � � �*$�#��"����� � ���+� #+�"��, ��� )���,�#�$ � .

# NPcTViFSY�� D ViE)M D R\QiNPQTM!�)QTk�GUQiNKE6�(Q �(V D ViE��)F5���)EP^dEB^ D YPa5Y)LwV D ^dE5lSVUQ9L �(V D �)QTM!� D GateD � D FreeBSD SLIP
�(FSYPMUFSYPF`E6� D �(VUY)QUk�� D FSR\QfIPNP]5E"�(XPQiNPc��SQUM D �)E)] �SQUQUVUMUFSV��(ViMTLWs9x5Emr�X)YPQUViQ��)QiNPQTMn^ D YPa5Y)LwViE�� Di{ EPE
(RIP/OSPF/BGP/EGP) IKN)]9�(QTQUGTx5F �PEm]yIKY)LwRSEP^�^ D Y)a8Y)LwViE�� D ViQUY D ^ Q9M D a8FSk SLIP XPQ!I3�SFSViE .

pqD ^ X)QTViY)FSGTLwFSV!�(]
�(Q!�(I D VUc /etc/gated.conf IPNP]6� D �SViY)QTk��)E gated. ghEmZuF`I D �0XPY)EP^dFSY :

#
# gated configuration file for dc.dsu.edu; for gated version 3.5alpha5
# Only broadcast RIP information for xxx.xxx.yy out the ed Ethernet interface
#
#
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# tracing options
#
traceoptions "/var/tmp/gated.output" replace size 100k files 2 general ;

rip yes {
interface sl noripout noripin ;
interface ed ripin ripout version 1 ;
traceoptions route ;

} ;

#
# Turn on a bunch of tracing info for the interface to the kernel:
kernel {
traceoptions remnants request routes info interface ;

} ;

#
# Propagate the route to xxx.xxx.yy out the Ethernet interface via RIP
#

export proto rip interface ed {
proto direct {

xxx.xxx.yy mask 255.255.252.0 metric 1; # SLIP connections
} ;

} ;

#
# Accept routes from RIP via ed Ethernet interfaces

import proto rip interface ed {
all ;

} ;

p XPY)EP^dFSYPFqM��fa5FHE"�(X)QUNPc!�\LwFSV!�(]ha8E)Y)Q��)QUMTFSx D ViF(NKc!� D ]hY D � � �ON"� D E��P�hQUYK^ Di{ E)E5Q9^ D YPa5Y)LwViE�� Di{ EPE�IPN)]X)Q!I3�SFSViE SLIP xxx.xxx.yy X)Y)QTViQ!�PQiNPQW^ RIP � D �(F\Vic Ethernet; F5�eNPE8M!�[E"�SX)QiNPc��SLwFSVUF+IKY)LwR\QUkhIKY D k)MTFSY
Ethernet MT^dF��SViQ ed, X)QUVUY)FSGTLWF\V!�e]��(QUQTViMUF\V!�(VUMUF �"�)QvE��o^dF �)E)VUc � D X)E��(cOIPNP] ed.

p lSVUQT^ X)YPEP^dFSY)FqQUViN D IKQ���� D ]E��P�hQUYK^ Di{ Em]0XPFSY)F\X)Y D MUN)])FSV��e]0M /var/tmp/gated.output; M��|^dQiZuFSViFqM!���)NPs��)EPVic9QTV!N D I��)L , F��(NPE GateDY D GTQUV D FSV . pOD ^bX)QUViYPFSGULwF\V!�e]#� D ^dF �PE)Vic xxx.xxx.yy M �(F\ViFSMTQT^ D IKY)F��SF.� D M D a5LhX)Q!I/�(FSVUc SLIP ( LwGUFeI#E)ViF��Sc ,
�)ViQyE��\^dF��)F �)EPF �SFSViF\MUQUk8^ D ���PE0M proto direct Y D GTQUV D FSV*�PQUYP^ D NPc!�)Q ).C�D �0ViQUNPc!�PQnM!�[L �SV D �)QTMUEmNKE0E6� D �(ViYPQUEmNPE GateD, X)QUViYPFSGULwF\V!�e]9�SQUQTGUx5EPVic��(V D Y)ViQTM!�v^4� �)Y)E)X)V D ^ FreeBSD
� D XPL � � D VUcvFSR\QnMT^dF5�(ViQ routed. �hY)Q��SViFSk)a8E)k6�SX)Q��SQUG��eIKF(N D Vic9lSViQ — L �SV D �)QTMUE)VUcnX)F\Y)F\^dF������fF router E
router_flags M /etc/rc.conf.

� GTY D ViEPViF��Sc��9�SViY D �)E { F �(X)Y D MUQ����)E�� D GateD � D E��P�hQTYP^ Di{ E)FSk0QX D Y D ^dFSViY D r��)QT^ D �wI��)QTk6�(VUY)Q!�)E .
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�� � ���  � ��� ���

� ��� � ��	 ��#" 	 & $ � �����
� $�$ ��� � � �� ��� � � Bill Lloyd. %&� � � $ ��� �� Jim Mock. %&� ��� ��� � 	 � � & � � ' �'$ ( �i*+' :� � � ' ��$�, �o'T&U � � � , , �	'����% � $!� ��	 .

22.1. 13254�6878@ � =B� 2n=�2
”
 NKF �)ViYPQ!��� D ]0X)Q!�PV D ” � D � �fM D Fo^ D ]hV D �mZuF email, ])MiN)])F\V!�e]6� D �(F\RSQiI��m])a6�PE)k�IKF��)cnQiI��)EP^bE�� � D ^��OrX)QUX)LWN)])Y"���Or#�(Y)F(I3�(ViM �(MU]��SE .

 V D RSN D M D QUXPE"���fM D FSVfQ2���)QTM!� Y D GTQUV;� �HX)Q��)ViQUM��v^4�(F\Y)MUF\Y)QT^zM FreeBSD,
D

V D �mZuFqMUMTFeIKF��)E)F�MyX)Y)Q { F�����QUVUX)Y D M��)E0E8X)QiNPL �)F��)Em]5XPQ!�)V;�[M FreeBSD; QiI�� D �)Q , lSVUQ��)FHX)QiN��)Q { F������fk
�(X)Y D MUQ����)E��0E8� D �)ViE"�)F�� �)E5M9R(N D MUL �)FqMUQUa5NPQn^��)QTRSQ9M D Z �)QTk0E��P�hQTYP^ Di{ E)E . �qQiNPF\F`X)QiIKY)QTG!�)Qvl\V D ViF\^ DY D ���S^dQUVUY)F � D MUQy^��)QiZuF��SViMUFHX)Y)F��)Y D � ���Or#���)EPR , �SX)E"�(Q��6�)QTViQUY"�OrhX)YPE)MUF(IKF �0Mh�hY)E)N . B.

�hQ��eNKF�X)Y)Q��)ViF �PEm]8l\ViQUk0RSN D M��[M!�[L � � D FSVUF :
•
C�D �)E)F`XPY)QUR\Y D ^+^����fF8�)QT^dXPQ!�)F��)V;� � D IKF\k"�(ViMTQUM D ��� MnQTViX)Y D M!�)FHE5X)QUNPL �)F �PE)E5lSNPF �)VUY)Q!���PQUk0X)Q��)V;� .

•
C�D �)E)F`Q2���)QTM!���fFH� D kmN"�:� D �(VUY)QUk��PE sendmail EP^dFSs9V!�e]5M FreeBSD.

•
�`D � �)E { L0^dF(Z>IKL�LTI D NPF ���"�v^dE0E0NPQ�� D NKc!���v^dE0XPQ!�)ViQTM!�v^dE5])x5E�� D ^dE .

•
C�D �#� D X)Y)FSVUE)Vic �(X D ^dFSY D ^zE"�(X)QUNPc!�\QUM D VicfM D a�XPQ!�)ViQTM!�fk6�SFSY)MTFSYhIKN)]5X)F\Y)F�� �ON"�)E5XPQ!�)V;� .

•
C�D �0L �(V D �)QUMTE)VicvE9� D �SViY)QUEPVic D NPcUVUFSY�� D ViE)M����fk D R\F �)V9X)FSYPFeI D �)E0X)Q��)V;� (Mail Transfer Agent, MTA),
� D ^dF �PE)MnEP^ sendmail.

•
C�D �0Y D �\Y)FSa8E)Vic�� D E)GTQiNPF\F1� D �(ViQyM��SViY)F � D snx8E)F��(]0X)Y)QTGiNPFo^�� �`X)Q��)ViQTM!�v^4�(F\Y)MUF\Y)QT^ .

•
C�D �0E"�(XPQiNPc��SQUM D Vic SMTP � UUCP.

•
C�D �#� D �SViY)QTE)Vic��SE"�(VUF\^dL�ViQUNPc!�)QvIPN)]5QTViX)Y D M!�)E5X)Q!�)V!� .

•
C�D �0E"�(XPQiNPc��SQUM D VicfXPQ!�)ViL#�8�)QW^+^dLWVUE)Y)LwF\^��v^ XPQ!I��mNKs��)F��)E)F\^ �9�SFSViE .

•
C�D �#� D �SViY)QTE)Vic SMTP

D LwViF��)ViEP�hE"� Di{ EPs|IPNP]�IKQUXPQiN"�)EPViF(NPc��)QUk6� D x8E)V;� .

•
C�D �0L �(V D �)QUMTE)VicvE9� D �SViY)QUEPVic9XPQ!�)ViQTM!�fk D RSF��)VvX)QUNPc!�\QUM D ViF(NP] (Mail User Agent, MUA), � D XPY)EP^dFSY mutt,IPNP]5QUViXPY D M��)E0E5XPQiNPL �)F��)Em]0X)Q��)V;� .

•
C�D �#� D RSY)L �SEPVicnX)Q��)ViL��HLUI D NPF����)QUR\Q POP EmNPE IMAP �(F\Y)MUF\Y D .

•
C�D � D MTViQT^ D ViE��)F5���)E0XPY)EP^dF �)])Vicy�hE)NPcUViY"�|E5X)Y D MUE)N D �0MUrmQ!IP])x8FSk0X)Q��)ViF .

�hFSY)F(I8X)Y)Q��)ViF �PE)F\^�lSViQTk0R(N D M!�[M D ^zX)QTViY)FSGTLwFSV!�(] :

• �hY D MUEmNKc!�)Q*� D �(VUY)QUE)VUc��(F\ViFSMTQUFHX)Q!I��)NPs��)F��)E)F ( ��N . 24).

• �hY D MUEmNKc!�)Q*� D �(VUY)QUE)VUc DNS IPNP]5X)Q!�PViQUMTQURSQ��(FSYPMUFSY D ( � N . 23).

•
� � D Vic�� D �0L �SV D � D MiNPEPM D VUcOIKQUXPQiN"�)EPViF(NPc��)QUFHX)Y)QTRSY D ^+^��)QUFHQUGUF5�(X)F��)F �PE)F8�SViQUY)Q����)Emr�Y D �SY D GUQTV;�)E��)QTM
( � N . 4).
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22.2.
� ���0=8�|  2v=��n4.;.@B���O�b�87n6525=z;.;5= � �0=z�86>�p Y D GUQTViF`XPQ!�)ViQTMUQTk6�(E"�SViF\^���� D I#FSk"�SViMUQTM D �"�JX)])Vic9Q2���)QTM!���Or � D �(ViF\k : XPQiNPc��SQUM D ViFSNPc�� �)E)k�X)Q��)ViQTM!�fk#�mNKE)F �)V

(Mail User Agent, MUA), X)Q!�PViQUM��fk6�(F\Y)MUE"� ( I D Fo^dQ!� ) (Mail Transfer Agent, MTA), �(FSYPMUFSY DNS,LUI D NPF������fk0EmNKE0NPQ�� D NPc����fk0X)Q��)ViQTM!�fk�])x8E�� , E9�)Q!�PF ���)Q � D ^zX)Q!�)VUQUM!�fk9�(FSYPMUFSY .

22.2.1. �%���#03�'���/����� �#0/- ��� 
 � ��)
�����
(�
 � � �
�1+ �� G!�����)Q , lSViQyX)Y)QTRSY D ^+^ D ViEPX D mutt, pine, elm, mail,
D V D �mZuFqX)Y)QTRSY D ^+^�� �`R\Y D �hE��PF����PEP^zE��)ViF\YP�hFSk��(QT^ ,V D �)EPF , � D � balsa EmNPE xfmail, EmNKE5E��)VUFSRSYPE)Y)QUM D ���"�fF`X)Y)E)NPQiZuF �PEm] ( � D X)YPEP^dFSY , � D �)QTk - NPE)GUQ WWW GUY D L2�\FSYViE)X D Netscape).

p �(F`l\ViE>X)Y)QUR\Y D ^+^��[QTGUx D snV��e]6�`NPQ!� D NPc!�"�v^zX)Q��)ViQTM!�v^4�(F\Y)MUF\Y)QT^ , M!��� �fM D ]�� D �)QUk - NPE)GTQI D Fo^dQ!� , E)NPE6� D X)Ym]P^dLws X)QnX)YPQUViQ��)QiNPL TCP.

22.2.2. �%��)
�����
(�
 �����1	��*+
FreeBSD XPQnLm^dQiN"� D �)E)s X)Q��SV D MUN)])FSV��e]9� sendmail, �PQnX)QW^dEP^dQ9VUQURSQ9X)Q!IPIKFSYmZuE)M D F\Vn^��)QiZuF5�(ViMTQvIKYPLWR\EmrI D Fo^dQ!�)QTMvX)Q!�PViQUMTQURSQ��(FSYPMUFSY D , MUQTVvNPEPa5c��PF �)QTViQUY��fFHE�� �)Emr :
• exim;

• postfix;

• qmail.

�hQ!�)ViQTM!�fkyI D F\^dQ��0M!�fX)QUN"�m])F\VnViQUNPc!�)QvIKMUFq�hL ��� { E)E : Q��0QUVUMUF � D FSV�� D X)Y)E)Fo^ MirmQ!IK])x5FSk�XPQ!�)V;��E5QUVUX)Y D M��)LE"�ermQ!IK])x5FSk .
� � 	��HQUVUMUF � D FSV�� D M!�qI D �)L9XPQ!�)V;��X)Q9XPY)QUViQ��)QiN D ^ POP EmNPE IMAP, E6�PF`QUGTF��SX)F �)EPM D F\VX)Q!I��)NPs��)F��)Em]6�5NPQ!� D NPc����v^zX)Q!�PViQUM��v^�])x5E�� D ^ mbox EmNPE Maildir.

j N)]0lSViE)r { F(NPF\k5M D ^ ^dQiZuF\VX)QUViYPFSGUQTM D Vic��(]nIKQTX)QiN��)E)ViFSNPc!���fk0I D Fo^dQ!� .

� �� � ������
: %��"��,�� � )+��,�#�$�$ sendmail #+��/ ��, �*�"� ����'������0,�� � #���,��+� ����� � �0�*$ � '�$ � � �+������#��"� #+�!$ , '������0,�� � -���� �"�

��,�$�)+��#+�!$ ' �"�����������$ � ���"��' ��� � $�- � � '��������"��� � $ / $"��$ ��/ ��� �����"��� � /0�!#+� ����� ' )+������- � '+�0-���� � �"��, � . �
� � /�$��"��#�� ,

����� )�� ,�� � ���"���+�"��# #+� )�,���- �����"�0� )���,�#�$ ��� , #�) � � ��/��"�0� � ���"��'�$ � � �*$ � � ' .  ��$ ��# �"���"� )�$��"���"��� �"��,����"�!$ )���� � MTA $ �'+�����0��' � $�$ �"� ,"���0) FreeBSD.

22.2.3. Email � DNS

_`NPLWZBG D EP^dF���IKQW^dF �)QTM (Domain Name System, DNS) E9�SQUQUVUMUFSV��(ViMTLWs9x5E)k5FSk�I D F\^dQ�� named E)R\Y D s9VnM D Z �)LwsY)QiNPc9MfIKQ2�(V D M!�)FHX)Q!�PV;� .
j N)]�I#Q��(V D M!�PE0X)Q!�PV;����M D a8FSRSQ�� D kPV D IKYPLWR\QT^dL , I D F\^dQ��0X)Q!�PViQUMTQURSQ��(FSYPMUFSY DQUGUY D ViE)V��e]#� DNS IPN)]5QTX)Y)FeI#F(NPF��)Em]0LTI D NKF ���)QTRSQnrwQ2�(V D , QUViMTF � D snx8FSRSQ�� D IKQ��SV D M��)L9XPQ!�)V;��X)Q�� D � � D �)F��)E)s .� QTVvZuFqX)Y)Q { F�� �HX)Y)QTE"�ermQiIKE)VvX)YPE�IKQ2�(V D M!�)FHX)Q!�)V!����LTI D NPF ���PQURSQnrmQ��(V D � D M D a�X)Q!�PViQUM��fk6�(F\Y)MUF\Y .

DNS QUViMTF � D FSV*� D �SQUX)Q2�(V D MiNPF��)Em]�EP^dF �5rmQ��(VUQUM IP
D IKY)F�� D ^ , � D �5E9� D rwY D �)F��)E)F`E"�P�hQUYP^ DU{ E)E ,X)Y)FeI3� D ��� D �)F����)QTkhIPN)]�I#Q��(V D M!�PE0X)Q!�PV;� , E��\MUF��SV;�)QTk6� D � MX � D XPE"�(E .

� D X)E��(c MX (Mail eXchanger)QUX)Y)F(IKF(NP])FSVvrmQ2�(VvEmNKE0rmQ��SV;� , �)QTViQUY��fFqGULTIKLwVvXPQiNPL � D VicnX)Q��)ViLyIPNP]5QUX)Y)F(IKF(NKF ���)QTRSQOI#QT^dF � D . �.�(NPE5IPN)]M D a8FSR\QvEP^dF �PE0rmQ��SV D EmNKE�IKQW^dF � D �)FSV�� D XPE"�(E MX, XPQ!�)V D GULTIKF\VOIKQ2�(V D MiNPF�� D �)F\X)Q��SY)FeI/�(ViMTF ���)Q�� D M D a rmQ2�(V ,
IP
D IKY)F5�.�)QTViQUYPQURSQnQUX)Y)F(IKF(NKF �0M � D X)E"�(E A.
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p �|^dQUZuFSViFqX)Y)Q2�S^dQUVUY)FSVic MX � D X)E"�(E�IPN)]0NPs9GUQTRSQOIKQW^dF � D ��XPQT^dQUx8cUs �)QT^ D �wI�� host(1), � D �5X)Q�� D � D �)QnMX)Y)EP^dF\Y)F8�PEmZuF :
% host -t mx FreeBSD.org
FreeBSD.org mail is handled (pri=10) by mx1.FreeBSD.org

22.2.4. �%��� �1)
�1+��
� �,�*)
�1(
�hQiNPL �)F��)E)F`XPQ!�)V;�[IPN)]0M D a5F\RSQOIKQW^dF � D M!�fXPQiN"�m])F\VvX)Q��)ViQUM��fk6�(F\Y)MUF\Y .

� �6�SQirmY D �)])FSVvQTViX)Y D MiNPF����)Lws M9M D aIKQT^dF��0X)Q!�PViL�My�hQTYP^ D VUF�NPE)GTQ mbox ( lSViQy^dFSViQiI>X)Q9Lw^dQUN"� D �)E)s ), NPEPGUQ Maildir, M�� D MUE"�SEP^dQ��SViE0QTV�� D �(ViY)QTF � .�hQ��eNKF.�(QUrwY D �)F��)Em]0X)Q��)V;�|F\Fq^dQUZ��PQvNPE)GTQnX)YPQ!�)E)V D Vic9NPQ!� D NPc��)Q , E"�SX)QiNPc��SLW]�V D �PE)FHXPY)EmNPQUZBF��)Em]6� D � mail(1),
mutt, EmNPE8LUI D NPF����)Q , X)QnV D �)EP^ XPY)QUViQ��)QiN D ^ � D � POP EmNPE IMAP.

 ViQyQ!��� D � D FSV , �PViQvIKN)]0NPQ�� D NPc��)QUR\Q*�)ViF��)Em]X)Q!�)V!�|M D ^ �)FHXPQUViY)F\GULwFSV��e]0L �(V D � D MUNPE)M D Vic��SFSY)MTFSY POP EmNPE IMAP.

22.2.4.1. � %�-=79;(� . ;8+�" : 6$!�! � 1 �(% ��78% 0 � 1 5 �<� ./" 1 ��%4�'&(%(7/%'./% : " 1 POP
�

IMAPj N)]0LTI D NPF����)QTRSQOIKQ2�(ViLwX D �0X)Q��)ViQTM!�v^z])x8E�� D ^zM D ^zX)QTViY)F\GULwFSV!�(]�IKQ2�(ViLwX6� POP EmNKE IMAP �(FSYPMUFSYPL . 7 QUVi]LUI D NPF������fkhIKQ2�(ViLwX8QUGUF5�(X)F��)E)M D snVfQTG D X)Y)QUVUQ!�)QUN D POP E IMAP, X)Q��(NPFeI��PE)k5X)YPFeIKQ2�(V D MiN)])F\Vn^��)QiZuF5�(ViMTQIKQUX)QUN"�)E)VUF(NPc����Or�MUQ!�o^dQiZ �)Q2�(ViF\k , MUQTV��)F��)QUViQTY��fF`E"�8�)E)r :
• IMAP ^dQiZuFSV�� D �5rwY D �)E)VUc��(QTQUGTx5F �PEm]�� D LTI D NPF �"�)QT^4�SFSY)MTFSY)F , V D �5E6� D GUE)Y D Vic9Emr .
• IMAP X)Q!I)I#FSYmZuE)M D FSVnQ!I��)QTMUY)Fo^dF ���"�fF`QUG��)QUMUNPF �PEm] .

• IMAP ^dQiZuFSV9G!�fVic9Q!�)F��)cnX)QUNPF �\F �0IPN)]6�)E"� �)Q2���)QTY)Q��SV;���Or��(QUF(IKE��)F��)E)k , X)Q�� �)QiNKc!�)LyX)Q!�\MUQUN)])FSVX)QUNPc!�\QUM D ViFSN)]P^�X)QiNPL �)EPVic��SViY)L �)ViLwY)L6�SQUQTGUx5F��)E)k�GTF �`E)r#� D R\Y)L � �)E ; Q��0V D �)ZBFO^dQiZuF\VnE"�SX)QiNPc��SQTM D VUc��e]yIPNP]M��fX)QiN"�PF �)Em]0V D �)Emr#� D I D �#� D �0X)QUE����6� D �(F\Y)MUF\Y)F , IPN)]8^dE��PEP^dE�� DU{ E)E5QTGU��Fo^ D X)F\Y)FeI D M D F\^��Or0^dF(Z>IKL
�mNKE)F �)VUQT^ E��(FSYPMUFSYPQT^�I D �����Or .j N)]0L �(V D �)QUM��)E POP EmNPE IMAP �(F\Y)MUF\Y D �)F\QUGUrwQiIKEP^dQvM��fX)QiN��)E)Vic �eNPF(IKLwsnx5EPF�IKF\k"�(VUMUEm] :

1.
p �fGUF\Y)E)ViF IMAP EmNPE POP �SFSY)MTFSY , �)QTViQUY"�fk5X)QiIPrmQ!IKE)VnM D ^ � D EmNPL �)a8EP^ QTGUY D �SQT^ . _`NKFeIKLwsnx8E)F POP E
IMAP �(F\Y)MUF\Y�� rmQUY)QTa5QvE"�SMUF5�(V;�"�[E8^dQUR\LwVnG!�fVUcnX)Y)EPMUFeI#F ���|M�� D �PF��(VUMUF`XPY)EP^dFSY D :
• qpopper;

• teapop;

• imap-uw;

• courier-imap;

2.
� �(V D �)QUMTE)ViF POP E)NPE IMAP I D Fo^dQ!� , M��fGUY D �����fk0E"�.�)QUN)NPF � { E)E5XPQUY)ViQTM .

3. �.�(NPE>X)QUViYPFSGULwF\V!�e] , � D �(VUY)QUk)VUF /etc/inetd.conf IPN)]6� D X)L ��� D POP EmNPE IMAP �SFSY)MTFSY D .
� �� � ������

: � �+� �	� ��/�$ -�� � �!- �+�!$��!� , ����� $ POP $ IMAP #���,�)+��,�� ����,�� / � � � $���� �0,�- ���0$ � , )�' � � ����% $ -�%
�"����� �+� )��"�"� ��% $ ����,"����� , )���� �+���*$ � ,"� )������"�0- )�$�/ � . � ��� � ����������+� , �����*��# ��$ )�� � ���!$��"� ��� � $��!$��!� ����,�� / ��	�$���� � ,�- ��� $ $ �"� �+�!$�- ��,"� ��� '����0��- , �"���!,�� � ���+�"#&%($�#��"����� �+� )��"�!� � ����� ����$�,"�0)+����$�� #��+#�#�$�� ����,�� � ssh(1).� ����� ����$ ,"� )�����$�� #+� � / $�������$�������$�#����"� ) � ��� / . 14.12.7.
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22.2.4.2. � %�-=79;(� . : %'./" :�� ! � 1 �(% ��78% 0 � 1 5 � � .8" 1j Q��(VULWX6�5X)Q��)ViQUM��v^�])x5E�� D ^b^dQUZBF\VnG��fVicnQ2�(Lwx5F5�(ViMUNPF �#�PFSX)Q2�(Y)F(I3�(ViMTF ���PQnX)LwViFo^ E"�(XPQiNPc��SQUM D �)E)] MUA � D
�(FSYPMUFSYPF , R(IKF`l\ViE0])x8E��)E5Y D �(XPQiNPQUZBF���� .

 ViQy^dQiZ �)Q � IKFSN D Vic9E"�(XPQiNPc��SLW]0X)Y)EmNKQiZuF �)E)]5MUY)QiIKF mutt EmNPE
mail(1).

22.2.5. �%��)
�����
(�
 � �.-/�
�hQ!�)ViQTM!�fkhrmQ��SVnl\ViQ��SFSY)MTFSY , �PQUViQTY��fk5QTViMUF�� D F\V*� D QUViX)Y D M!�PLyE8X)QiNPL �)F��)E)FHX)Q!�)V!� IPN)]5M D a8FSRSQ��)QT^dX)cTsnViF\Y D ,E5MUQ��\^dQUZ��PQ , IPN)]8M��(F\k0M D a5F\k#�(FSVUE .

22.3. ��45�O6528= � 794 sendmail
% ���� � �
� ��� � � Christopher Shumway.p

FreeBSD X)Q9Lm^dQiN"� D �)E)s X)Y)QTRSY D ^+^dQUk0X)F\Y)FeI D �)E8X)Q!�)V!� (Mail Transfer Agent, MTA) ])MUN)])FSV��e] sendmail(8).�`D GTQUV D sendmail � D �mNPs�� D F\V!�e]0M9X)Y)E)Fo^dFHXPQ!�)V;��QUVnXPQ!�)ViQTM!�Or�X)Y)QTRSY D ^+^ X)QUNPc!�\QUM D ViF(NKFSk (Mail User Agents,
MUA) E0QTViX)Y D M!�)FHFSF � D �SQUQTViMUF\V!�(ViMTLwsnx5EPk D IKYPF�� , M �SQUQUVUMUFSV��(ViMTE)E6��EK^dFSsnx8EP^dE"�(]9� D �(ViY)QTk�� D ^dE . sendmail^dQiZuFSV9V D �mZuFqX)Y)E��PEP^ D VicyMirmQiIP])x5E)F8�(QUF(IKE��)F��)Em]5XPQ��(F\ViE5E0IKQ��SV D MUN)])Vic9X)Q!�)VUL�MvNPQ�� D NPc����fF`XPQ!�)ViQTM!�fF])x5E��)E8EmNPE8X)FSY)F�� D XPY D MUN)])VicvEmrhI#Y)LwRSQUk5X)Y)QUR\Y D ^+^dF .
sendmail E"�SX)QiNKc!�SLwF\V��eNPF(IKLwsnx8E)Fq� D kmN"�:� D �(ViYPQUk��)E :

� 1 5 � " � : " � "�@�!("���6$!���6
/etc/mail/access

�5D kmN8G D ���JI D ���"�Or9I#Q��(VULWX D sendmail

/etc/mail/aliases _HE��)Q!�PEP^��|X)Q��)ViQUM��Orh])x5E��)QTM
/etc/mail/local-host-names _HXPE"�(Q��0rmQ��SViQUM , IPN)]6�)QTViQUY"�Or sendmail X)Y)E��PEP^ D F\VX)Q��)ViL
/etc/mail/mailer.conf g D �(VUY)QUk��PE5X)Q��)ViQUMTQUk�X)YPQURSY D ^+^��
/etc/mail/mailertable

�qD GiNPE {PD I#Q��(V D M!�PE0X)Q!�PViQUMTQUk0X)YPQURSY D ^+^��
/etc/mail/sendmail.cf

� ���)QTM!�)QTk5� D kmN9� D �SViY)QUk"�)E sendmail

/etc/mail/virtusertable
�OD GiNPE { �|MUE)YPViL D NPc����Or�X)QiNPc��SQTM D VUF(NPF\k�E�IKQW^dF �)QTM

22.3.1. /etc/mail/access

� D � D I D �����OrhI#Q��(VULWX D QUXPY)FeIKFSN)])FSV �(X)E��(Q!�0rwQ2�(ViQTMvEmNPE IP
D IKYPF��(QTM , EP^dF\snx5E)rhIKQ��SViLwX6�0NKQ!� D NPc!�)QW^dLX)Q!�)VUQUMUQW^dL �SFSY)MTFSY)L , D V D �)ZBFqViE)X>X)Y)F(IKQ��SV D MUN)])F\^dQTRSQOI#Q��(VULWX D . 7 Q2�(V;� ^dQURSLwVvG��fVicyX)FSY)F��)E"�(NPF ����� D � OK,

REJECT, RELAY E)NPE5X)YPQ��(VUQ9X)F\Y)FeI D ���[X)YPQ { F(IKLwY)F`QTGUY D GUQUV!�)E0QUa8E)GUQ�� sendmail �.� D I D �����v^4�(QTQUGTx5F �PE)F\^�QUGQUa5EPG!�)F . 7 Q��SV D ^ , X)FSY)F��)E"�(NPF ���"�v^ �`X D Y D ^dFSViY)QW^zX)QyLw^dQUN"� D �)E)s OK, Y D �\Y)FSa8F �)QnQUViX)Y D MiNP])VicnX)Q��)V;� � D l\ViQUVrwQ2�(V , F��eNKE D I#Y)F��.� D ��� D �)F��)Em]0X)Q��)V;�|XPY)E�� D IPNPF(ZuE)V9NPQ�� D NPc��)QUk0^ D a5E��PF . p �(FqX)Q!�PViQUM��fF.�(QTFeIKE��PF �)Em]8QUVrwQ2�(ViQTM , X)F\Y)F �PE"�eNPF������Or6�`X D Y D ^dFSViYPQT^ REJECT, QTViGUY D ���fM D snV��e] .
j N)]�rmQ��SViQUM , X)FSY)F��)E"�(NPF ���"�Or6�X D Y D ^dFSViYPQT^ RELAY, Y D �SY)F\a5F � D X)F\Y)FeI D � D �PFSY)F��`lSVUQUV��SFSY)MTFSY8X)Q!�)V!���+NPs9G!�v^ D IKY)F5�(QT^ � D � � D �)F��)Em] .
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�  � *��  22-1. � � � �� 	 ��
 ����� ���  � �������� 	�� � � ��� sendmail

cyberspammer.com 550 We don’t accept mail from spammers
FREE.STEALTH.MAILER@ 550 We don’t accept mail from spammers
another.source.of.spam REJECT
okay.cyberspammer.com OK
128.32 RELAY

p l\ViQT^bX)Y)EP^dF\Y)FOX)Y)E)MTFeIKF����[Xm])Vic � D X)E"�(F\k .
C QTViX)Y D MUE)ViFSN)]P^ , �)F\k D IKY)F��8�(QTQUViMTFSV!�SViMULwFSV�� D XPE"�(E8MvNPF\MUQUk

� D �SViE5V D GiNPE { � , X)Y)EK^dF �m])F\V!�e]>X)Y D MTEmNPQ*� D X)E�� D �"�)QUFHMnX)Y D MUQTk�� D �SViE5V D GiNPE { � .
p X)FSYPM!�OryIKMULWr�X)Y)EK^dFSY D r

�)Q!I8QTa5E)G��)E0GTLUI#FSVnXPFSY)F(I D �0XPY)Q { F(IKLwY)FqQUGUY D GUQTV;�)F�QTa5E)GTQ!� sendmail.
p lSViQW^ �eNPL � D F.� D LTI D NKF ���)QW^�rmQ��(VUFGULTIKFSVnX)QiNPL �)F��)Q��SQUQTViMUF\V!�(ViMTLwsnx5F\F8�SQUQUGTx5F��)E)F . p �(NPFeIKLws9x5F\^bX)Y)EP^dFSYPFHX)Q��)V D QUViGTY D � �fM D FSV!�(]hXPQ!�)V D QUVQUX)Y)F(IKF(NKF ���)QTRSQfrmQ2�(V D , another.source.of.spam.

p �)FSViMTFSY)VUQT^ X)YPEP^dFSY)FOY D �SY)F\a D FSV!�(]0X)Y)E)Fo^ X)Q!�PV;�|QUVrwQ2�(V D okay.cyberspammer.com, EP^�]6�)QTViQUYPQURSQnGUQiNKFSF`VUQ!���)Q �(QTMUX D I D F\V���l\ViQUk9� D XPE"�(cTs , �)Fo^ �
cyberspammer.com MnX)YPEP^dFSY)FqM!�fa8F . �hYPE5GUQUNPFSF`ViQ!���PQT^ �SQUMUX D IKF��)E)E0X)Y D MUE)N D X)F\Y)F � D X)E"� �fM D snV!�(] .

p
X)Q��(NPFeI��PF\^zX)Y)EK^dFSY)FOY D �SY)F\a D F\V!�e]0XPFSY)F5���ON"� D X)Q!�PV;�|QUVnrmQ��(VUQUM�� IP

D IKY)F5� D ^dE , � D �PE�� D s9x5EP^dE��e]9� 128.32. ViE0rmQ��SV;� �S^dQTRSLwVnQTViX)Y D MiN)])VUcnX)Q��)ViL��)F\Y)F �qlSViQTVnX)Q��)ViQTM!�fk6�SFSY)MTFSYhIPNP]�IKY)LwRSE)r0X)Q!�)VUQUM!�Or��(F\Y)MUF\Y)QUM .
�hQ��eNKF�E��\^dF��)F �PEm]5lSVUQURSQy� D kmN D IPN)]8QUG!�PQUMiNKF �)Em]�G D � �AI D �����Or�M D ^zX)QUVUY)FSGTLWF\V!�e]9� D XPL �SViE)Vic make M�� D V D NKQURSF
/etc/mail/.

22.3.2. /etc/mail/aliases

� D � D I D �����Or6�SE��)Q��)EP^dQUM��(Q!I#FSYmZuE)V �(X)E��(Q!�5MUE)Y)VUL D NPc!�"�OrhXPQ!�)ViQTM!�Ory])x5E��PQUM , XPY)E�� D IPNPF(Z D x5EmryIKY)LwR\EP^X)QiNPc��SQTM D VUF(N)]P^ , � D kmN D ^ , X)YPQURSY D ^+^ D ^ , EmNPE0IKY)LwRSEP^ �(E��)Q��)EP^ D ^ .
p QTV��)F5���)QUNPc!�PQvX)Y)EP^dF\Y)QUM , �)QTViQUY"�fFH^dQUR\LwVG!�fVic9E"�(X)QUNPc!�\QUM D ����IPN)] /etc/mail/aliases:

�  � *��  22-2. Mail Aliases

root: localuser
ftp-bugs: joe,eric,paul
bit.bucket: /dev/null
procmail: "|/usr/local/bin/procmail"

� QTYP^ D Vy� D kmN D X)Y)Q2�(V ; EP^�]5XPQ!�)ViQTMUQTRSQf])x8E�� D �(NPFSM D QTVfIKMTQUFSVUQ!�)Em]6�SQUX)Q2�(V D MiN)])F\V!�e]�� D � � D �)F �PE)s ( ]P^ )
�(X)Y D M D . p XPFSY)MTQT^ X)YPEP^dFSY)FqX)Y)QTE��SMTQ!IKEPV!�e]0X)YPQ��(VUQUF8�SQUX)Q2�(V D MiNPF��)E)FHX)Q!�)ViQTMUQTRSQO])x5E"� D root X)Q!�)VUQUMUQW^dL])x5E��)L localuser, IPN)]9�)QUViQTY)QUR\Q�� D ViFo^ QUXm])VUcnGULTIKF\VvX)Y)QTE��SMTFeIKF��0X)QUE����5M9G D �SF+I D �����Or#�SE��)Q!�PEP^dQUM . �.�eNKE
�(QUMTX D I#F �)E)k��PFHQTG!� D Y)LWZBEPV!�e] , �SQUQTGUx5F��)E)F�GTLTIKFSVOI#Q��(V D MiNKF �)QnNPQ!� D NPc!�PQT^dL9XPQiNPc��SQUM D ViFSNPs localuser.

p
�eNPF(IKLwsnx5Fo^ X)Y)EK^dFSY)FqX)Y)E)MTFeIKF��9�SX)E"�(Q��0Y D � ���ON��)E . �hQ��)V D � DnD I#Y)F�� ftp-bugs Y D � � �ON D F\V!�e]#� D ViY)ENPQ!� D NPc!�"�OryX)Q��)ViQTM!�Orh])x5E�� D : joe, eric E paul.

� GTY D ViEPViFHM��)EP^ D �)E)F , �)ViQyLUI D NPF������fk0X)Q��)ViQTM!�fk�])x8E��^dQiZuFSV9G!�fVic�� D I D �0M9MUEwIKF user@example.com.
p �(NPFeIKLws9x5F\^bX)Y)EP^dF\Y)FHXPQ!� D � D � D � D X)E"�(c9X)Q!�PV;�|M9� D kmN , MI D ���PQT^4�eNKL2� D F /dev/null. � M9X)Q��(NPFeI3�)F\^ XPY)EP^dFSYPFHX)Q�� D � D �)QnQUViX)Y D MiNKF �)E)FHX)Q!�)V!�|X)Y)QTRSY D ^+^dF , MvI D ���PQT^

�eNPL � D F`X)Q��)ViQUMTQUF.�SQUQTGUx5F��)E)F�XPFSY)F\X)Y D MUN)])FSV��e]6�)F\Y)F �8� D � D N UNIX � D �SV D �mI D Y)V!���fk5MUrwQiI
/usr/local/bin/procmail.

�hQ��eNKF�QUG��)QUMUNPF �)E)]hl\ViQUR\Q9� D kmN D M D ^zX)QTViY)FSGTLwFSV!�(]#� D XPL �SViE)Vic make M�� D V D NPQUR\F /etc/mail/ IKN)]5QUG��)QUMUNPF �PEm]G D ���AI D ���"�Or .
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22.3.3. /etc/mail/local-host-namesp l\ViQT^�� D kmNPF8� D rmQiIKE)V!�(]6�(X)E"�SQ!�8EP^dF �5rwQ2�(ViQTM , X)YPE��)EP^ D F\^��Or0X)Y)QTRSY D ^+^dQUk sendmail(8) M�� D �PF��(VUMUFNPQ!� D NPc!�"�Or . �hQW^dF��(VUE)ViFqMvlSViQTV9� D kmN�NPsnG��fF+IKQW^dF ���[E)NPE0rmQ��SV;� , IPN)]6�PQUViQTY��Or sendmail IKQUN)ZuF �0XPY)E��)EP^ D VicX)Q!�)VUL . g D X)Y)EK^dFSY , F5�eNPE5lSViQTVnX)Q��)ViQUM��fk6�(F\Y)MUF\Y�IKQUN)ZuF �0XPY)E��)EP^ D VicyX)Q!�)VULyIPN)]�IKQW^dF � D example.com ErwQ2�(V D mail.example.com, F\RSQ9� D kmN local-host-names ^dQiZuFSV9M!�fRSN)]wIKFSVUcnX)Y)EK^dFSY��)QyV D � :

example.com
mail.example.com

�hQ��eNKF�QUG��)QUMUNPF �)E)]0lSViQTRSQ9� D kmN D �PFSQUGUrmQ!IKEP^dQnX)FSY)F�� D X)L �(ViE)VUc sendmail(8), �)VUQUG!�[Q��9�\^dQUR`XPFSY)F��)E)V D VicE��\^dF��)F �)E)] .

22.3.4. /etc/mail/sendmail.cf� ���)QTM!�)QTk0� D kmN6� D �(VUY)QUk��PE sendmail, sendmail.cf LwX)Y D MiNP])FSVnQTGUx8EP^zX)QUMTFeIKF��)E)Fo^ sendmail, M��mNPs�� D ]0M2�(F ,QUVnXPFSY)F�� D XPE"�(E0XPQ!�)ViQTM!�Or D I#Y)F��SQUMOIKQ9QUViXPY D M��)E0LTI D NKF �����v^ �(FSYPMUFSY D ^4�(QTQUGTx5F �PE)k�QUG9QUV;� D �SFHQUVnXPFSY)F5���ON"�)EX)Q!�)V!� .
C Q!�)F����)Q , � D kmN6� D �(VUY)QUk��PE6�`V D �)EP^�^��)QUR\QUQUGTY D �\E)F\^�MTQ!�\^dQUZ �)Q��SViFSk0Q��)F �Pc��eNKQiZuF �0E8X)Q!I#Y)QUG��)QUF�F\RSQQUX)E"� D �)EPF`M!�OrmQiIKE)V*� D Y D ^��)E�I D ���)QTRSQnY D �eI#F(N D . C ��� D �(VicTs , IPNP]9�(V D �wI D Y)V;���Or�X)Q��)ViQUM��Or#�(FSYPMUFSYPQUME��\^dF��m])VicylSViQTV9� D k)N5X)Y)EwI#FSV!�(]6�)F � D �SViQ .� ���)QTM!�)QTk0� D kmN6� D �(VUY)QUk��PE sendmail ^dQUZuFSVnG��fVic��SQUGTY D �0E"�H^ D �PY)Q�� D m4(1), QUX)Y)F(IKF(NP])snx5F\RSQ9MUQ!�o^dQiZ �)Q2�(ViEE5X)QTMUFeI#F �)E)F sendmail. �hQiIKY)QUG��)FSF`lSViQTVnX)Y)Q { F����`QTX)E"� D �0My� D kmNPF

/usr/src/contrib/sendmail/cf/README.j N)]0X)Y)EP^dF��)F �PEm]8E��o^dF �)F��)E)k8X)Q��(NPF`X)Y D M!�PE5� D kmN D �)F\QUGirmQiIKEP^dQvX)F\Y)F � D X)L �SViE)Vic sendmail.

22.3.5. /etc/mail/virtusertable
�5D kmN virtusertable �(QTX)Q��SV D MUN)])FSVvMTE)Y)ViL D NPc!���fF`X)Q!�)VUQUM!�fF�IKQT^dF����|E8X)Q!�)VUQUM!�fF`])x5E��PE5Y)F D NPc����v^X)Q!�)VUQUM!�v^�])x8E�� D ^ .

 ViE>X)Q!�)VUQUM!�fF`])x5E��PE5^dQUR\LWV9G!�fVicnNPQ!� D NPc!�"�v^dE , LTI D NKF �����v^dE , �(E"�)Q!�)EK^ D ^dE ,QUX)Y)F(IKF(NKF �����v^dE8M /etc/mail/aliases, EmNPE8� D kmN D ^dE .

�  � *��  22-3. �  � *��� � ��� � � � � " � ,� � �-��� ��	 � 	  �	 *�� � �
root@example.com root
postmaster@example.com postmaster@noc.example.net
@example.com joe

p XPY)EP^dFSYPFqM��fa5Fq^��|MUEwI#EP^ �(QTX)Q��SV D MUNPF �PE)F D I#Y)F��SQUMOIPNP]�IKQT^dF�� D example.com. �hQ!�PV D QTGUY D G D V!�fM D F\V!�e]hX)QX)FSY)MTQT^dL��(QTMUX D IKF �PE)s �.� D XPE"�(cTs�Mnl\ViQT^�� D kmNPF . �hFSYPM D ]�� D X)E"�Sc��(QTX)Q��SV D MUN)])FSV D IKY)F5� root@example.comNPQ!� D NPc!�PQT^dLyX)Q!�)VUQUMUQW^dLy])x5E��)L root.
p ViQTY D ]#� D X)E"�Sc��SQUX)Q2�(V D MiN)])F\V postmaster@example.comNPQ!� D NPc!�PQT^dLyX)Q!�)VUQUMUQW^dLy])x5E��)L postmaster � D rwQ2�(ViF noc.example.net. g D �)Q!�PF { , IKQylSViQTRSQy^dQT^dF �PV DD IKY)F5��MvIKQT^dF��)F example.com �)F �(QTMUX D N#�)E9�HQ!I��PEP^zE��qX)Y)FeI3�qIKLwx5Emr , GTLUI#FSVvX)YPEP^dF �)F��)QyX)Q��(NPFeI��PFSF

�(QUXPQ��(V D MiNKF �)E)F , M��)QTViQUYPQT^dL��(QTQUViMTFSV!�SViMULwFSVnM��e]��PQUF+I#Y)LwRSQUFHX)Q!�)VUQUMUQTF.�(QTQUGTx5F �PE)F , QTViX)Y D MiNPF����)QUF8� D NKsnGUQTkD IKY)F5��M example.com.
 ViQ �(QTQUGTx5F �PE)F�GULTIKF\VOIKQ2�(V D MiNPF��)QnMnNPQ!� D NPc!�"�fk0X)Q!�PViQUM��fk�])x5E�� joe.
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22.4.
� �O694<;0=��57n4 ��25�8��= � �0=z�>69=��n= � �u28=��+284.� �3�

� �!$ ��� �� Andrew Boothman.
� 	 � � �m- ��# ��( $��
�#&U �
	 � � �n$ ���� - , 	 �i$ ��� � 	'	 *�� Gregory Neil Shapiro.C�D �0LWZuF`LwX)QW^dE�� D NKQ��(c , FreeBSD XPQ��(V D MiNP])FSV!�(]6� MTA (Mail Transfer Agent) sendmail. _`NPFeI#QUM D ViF(NKc!�)Q , XPQLw^dQUN"� D �)E)s�EK^dF ���)QylSV D X)YPQURSY D ^+^ D QTViMUF�� D F\V*� D M D a5LhE"�ermQiIP])x5Lws�E8MirmQ!IK])x5Lws|X)Q��)ViL .� I�� D �PQ , X)QyY D �SNPE����"�v^ X)Y)E��PE�� D ^ �)F �)QTViQUY"�fF8�(E��(ViFo^����fF D I#^dE��)E��(ViY D ViQUY"��� D ^dF �m])s9V��(E��(ViFo^����fk MTA. ViE5X)YPE��)E�����M D YPcUE)Y)Lws9V!�e]0QTVnX)Y)Q2�(ViQTRSQnZBFSN D �PEm]5X)QTX)Y)QUGTQUM D VicqIKYPLWR\QUk MTA IKQ9XPQUViY)F\G!�)Q2�(ViE5MQUX)Y)F(IKF(NKF �����Or�MTQ!�\^dQUZ �)Q��SV!]mr�X D �)F\V D , Q����PQUM D ���)QTRSQ�� D IKY)LwRSQTk0X)Q!�)VUQUMUQTk0X)Y)QTRSY D ^+^dF . C � � D �SVicUs , M��)F

� D MTE"�(EK^dQ��(VUE0QUV9X)Y)E��)E"��� , M FreeBSD V D � D ]#� D ^dF�� D M��fX)QiN"�)])FSV!�(]0X)Y)Q��SViQ .

22.4.1.
� -/��� + ��� �'� + ���'��;� MTApqD ^zX)Y)F(IKQ��SV D MUNPF �0a8E)Y)Q��)E)k5M��fGUQTY MTA. g D �"�)E)ViF �`XPQUE"� � D M��)QiNPNPF � { E)E5X)QTY)ViQTM FreeBSD, ReI#FHEmr#�PF\^ D NKQ .C Q!�)F����)Q , M��|^dQiZuFSVUFHE"�SX)QiNKc!�SQTM D VicfNPs9GUQUk MTA X)Q9ZBFSN D �PE)s , M��(])V;�fk8QUV;�)LTI D LwRSQ!I3�)Q , F5�eNPE8ViQiNKc!�)Q

�S^dQiZuF\ViF8� D X)L �SViE)Vic9FSRSQ9X)Q!I FreeBSD.

g D ���)EPViF8�HL �(V D �)QUM��)E#�)QTMUQUR\Q MTA. �hQ2�eNPF`L �SV D �PQUM!�PE0L�M D �+GULTIKF\VnMUQ��\^dQUZ��PQ��(VUcvY)FSa8E)Vic , IKFSk��(ViMTE)ViF(NKc!�)QnNPEQ!�0X)QiIPrmQ!IKEPVnM D a5Fo^ �PLTZ>I D ^ ,
D V D �mZuF � D �SViY)QTE)Vic �)QUMTQUF�X)YPQURSY D ^+^��)QUFHQUGTF��(XPF �)F��)E)F`XPFSY)F(I>ViFo^ , � D �

� D ^dF��)E)Vic9EP^ sendmail. �hY)E5L �SV D �)QTM!�)F.�)QUMTQUk0X)YPQURSY D ^+^��|LwGUF(IKE)ViF5�(c , �)ViQyQ!� D �)FHX"�fV D F\V!�e]5XPFSY)F�� D XPE"� D Vic
�(E"�SViF\^����fFO� D k)N"� , V D �)E)F � D � /usr/bin/sendmail. � � D �PF`M D a D �PQUM D ]�X)Q!�)VUQUM D ]0X)Y)QTRSY D ^+^ D � D �PViE��)F5���)E
� D ���PFSVnY D GUQTV D VUcOIKQnVUQURSQ , � D �5M!�[F\F8� D �(VUY)QUE)VUF .� GUY D ViE)ViF5�(c���IKQ!�)Lm^dF��)V Di{ E)E6� D M!�fGTY D �"���fk MTA � D E��P�hQTYP^ Di{ E)FSk0XPQ9F\RSQ�� D �(VUY)QUk��PF .

22.4.2. �:� � � � )
�1+��
� sendmail

�hY)Q { F(IKLwY D , E��(X)QUNPc!�\LWFo^ D ]yIPN)]9� D XPL � � D sendmail, � � D �)E)VUF(NPc��)QnE��o^dF �)E)N D �Sc9^dF(Z>IKL�YPF(NPE�� D ^dE
4.5-RELEASE E 4.6-RELEASE. �hQUlSVUQT^dLyX)Y)Q { FeIKLwY D , E"�(XPQiNPc��SLwF\^ D ]9IKN)]5FSR\QnQTV;�mNPs��)F �)E)] , �)Fo^��)QUR\QQUV!NPE"� D F\V!�e] .

22.4.2.1. FreeBSD 4.5-STABLE
+�%

2002/4/4
� &("�! � 3 6 (

0$. : � �'"$5 4.5-RELEASE
�<#�% : 686 &("�!'!���6 )j QUG D MUcTViF :

sendmail_enable="NO"

M /etc/rc.conf.
 ViQnQTV;�mNPs��)E)V �(FSYPMUE"�`MirmQ!IP])x8FSk0XPQ!�)V;� sendmail, �)QnF5�eNPE /etc/mail/mailer.conf ( �S^ .

�)EmZuF ) �)FqE��\^dF��)F � , sendmail M2�(FHFSx5FqGULTIKF\VvE"�SX)QiNPc��SQTM D VUc��e]9IPN)]8QUViX)Y D M!�PE0X)Q!�PV;� .

22.4.2.2. FreeBSD 4.5-STABLE
�(%�- : 6 2002/4/4 (

0$. : � �'"$5 4.6-RELEASE
�<#�% : 6/6 �(%�@9+�!'��6 )j N)]0X)QiN��)QUR\QnQUV!�mNPs��PF �)Em] sendmail E"�SX)QiNKc!�SLwk)VUF

sendmail_enable="NONE"

M /etc/rc.conf.
� �� � ������

:
# # ��$ )�� � �!'+� � ��$��"� #+��,�)�$�# $�# � ��/0%�� ��� �"����� � sendmail �"��'�$�-3#��"� #+� � �0- , ��� � ��� ��/ $�-�� ����- ����$��!� ��� �

�"�����"� #+�!� � ,�� � �����!#��"� #+� � �"�0� �����+�"��,����"�!$�)��"� ��#�$�#+�"��-��0�*/0�!# �"��)�' $ �"����� � .
# # ��$ )�� ��� # / �&� ���+�"� � ����� � , #�$�#+�"��-	��� �
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��,"� �&,���-	-�� , �"��'�$���'���' periodic(8), ��� #�-���� �"� ��� ��,���)&��%��!� #+��� � � ����$"% �"� � �0��'��!,"� ���"�0� �"�����"� '���' � � �
� �"� . � �"��� $��
��,"� �&,���-	-�� ) )�������� #�$�#+�"��- �*-���� �"���!,�� � �0)+�"�!�*���"��$��$"% � ����' � $��0��$�, ��� � ��� sendmail- # �0)�- �+#+�!$�- � �*#�$ # �"��-�� .# # ��$ ��,�$�� ���*����$"% � ��/��"� ��,"��/0���� ���!� $�#��"����� �+�0)+�"�!� ��,"��� ,���-	- � sendmail, ��� �"�"% #�� ��� ��,���)�$��!� �"����� � �"�!# �0����!'+� � � ����$�% �"� �����0) �0� #�$�#+�"��-
� , �"� ���"� -���� �+� �"������#+�!� )�������'��!$�)�� ��� � � ��,�� / � sendmail $ ��$ '+��� / � ��� � ��/ � �/0�!#+�"��)&� ����� .

�.�eNPE8M!� rmQUVUE)ViFqQUV;�mNKs��)E)VUcyVUQiNPc��)Q��SFSY)MTE"��MUrwQiIP])x5F\k�X)Q!�PV;� sendmail, L �SV D �PQUMUEPViF
sendmail_enable="NO"

M /etc/rc.conf.
j QUX)QUN"�)E)ViFSNPc!� D ]�E��P�hQTYP^ Di{ E)]0QnX D Y D ^dF\ViY D r�� D X)L ��� D sendmail IKQ2�(ViLwX�� D � D �(ViY D �)E { F

�(X)Y D MUQ����)E�� D rc.sendmail(8).

22.4.3.
� � ��� - � + ���'��;� MTA �.*���'��  ��� �'�p �|^dQUZuFSViFqM!�fGTY D Vic9Q!IKE"�0E��`IKMULWr0^dFSViQiIKQUMvIPN)]6� D X)L � � D �)QTMUQTRSQ MTA XPY)E6� D RSYPL2���)F , QUXm])VicnZuFHM

� D MTE"�(EK^dQ��(VUE0QUV9E"�(X)QUNPc!�\LwF\^dQUk�MTFSY"�SE)E FreeBSD.

22.4.3.1. FreeBSD 4.5-STABLE
+�%

2002/4/11 (
0$. : � �'"$5 4.5-RELEASE

�<#�% : 6/6 &("�!�!'��6 )j QUG D MUcTViF+M�� D V D NKQUR /usr/local/etc/rc.d/, � �)Y)E)XPV �`Y D �Sa5E)Y)F��)E)Fo^ .sh E��`XPY D M D ^dE0M��fX)QiN"�PF �)Em]X)QiNPc��SQTM D VUF(NPFo^ root. _8�PY)E)X)VvIKQiN)ZuF��5X)Y)E"�)EP^ D VUc9X D Y D ^dF\ViY�� start E stop.
p QnMTY)F\^�]#� D X)L ��� D �(E��(ViFo^��Q!�0GTLUI#FSV�� D X)Lwx8F �#�)QW^ D �wI#QUk

/usr/local/etc/rc.d/supermailer.sh start

�)QUViQTY D ]0V D �mZuFO^dQiZuFSV9E"�(X)QUNPc!�\QUM D Vic2�e]9IPN)]6� D X)L ��� D �(F\Y)MUF\Y D MTY)L ���)Lws p Q9MUY)Fo^�]#� D MTFSY)a8F �)E)]0Y D GTQUV;�
�(E"�SViF\^�� , �(E"�SViF\^����fF ���PY)E)X)V;� E"�(XPQiNPc��SLwsnVvX D Y D ^dFSViY stop, M!�fX)QUN"�)E)M*�PQT^ D �mIKL
/usr/local/etc/rc.d/supermailer.sh stop

�)QUViQTY D ]0V D �mZuFO^dQiZuFSV9E"�(X)QUNPc!�\QUM D Vic2�e]9IPN)]5Q2�(V D �)QUM��)E�X)Q!�PViQUMTQURSQ��(FSYPMUFSY D X)Y)E8Y D GTQUV D snx8FSk6�SE"�(ViFo^dF .

22.4.3.2. FreeBSD 4.5-STABLE
�(%�- : 6 2002/4/11 (

0�. : � �'"$5 4.6-RELEASE
�<#�% : 686 �(%�@=+�!'��6 )

_AGUQiNKFSF`XPQ!�eI3�)EP^dE5MTFSY"�SEm]P^dE FreeBSD, M!� ^dQiZuFSViFqE"�SX)QiNPc��SQTM D VUcv^dFSViQiI , QTX)E"� D �����fk0M��fa5F , EmNPE�I#QUG D MUE)VUc
�(ViY)Q��)L
mta_start_script="filename"

M /etc/rc.conf, ReIKF filename lSViQyEP^�]9� �)Y)E)X)V D , �PQUViQTY��fk5M�� rwQTViE)ViFqM!�fXPQiN"�)EPVicnX)YPE6� D RSY)L ���)F+IPNP]
� D XPL � � D MTA.
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22.4.4.
� � 	�� � �1+��
� sendmail �'� � �,�*)
�����/� 
 �8,�� �� 	 	 ( �,� �1	����#)
� +��#�

�hY)QUR\Y D ^+^ D sendmail � D �(ViQUNPc!�)Q9Y D �SX)Y)Q2�(ViY D �)F � D M�� D �)F5�(ViMTF8�(V D �wI D Y)V;�)QTk5X)YPQURSY D ^+^��JIPN)]��(E"�SViF\^ UNIX,
�)ViQh^��)QUR\E)F`X)YPQURSY D ^+^���� �)E)V D snV , �)ViQyQ!� D LTZuFqL �(V D �)QUMUNPF � D E6� D �(ViY)QTF � D . �hQnlSVUQUk5XPY)E��)E��PFq^��)QTRSE)FD NPcTViFSY�� D ViE)M����fF MTA X)Y)FeI#Q��(V D MiNP])snV��SQUG2�(ViMTF �����fF8�(QUMW^dF��SViEP^��fFqY)F D NPE�� DU{ E)E0E"�)ViFSYK�hFSk"� D �)QW^ D �wI3�)QUk
�(ViY)Q��)E sendmail; lSViQyQUGUNPFSR�� D F\VfEmr0E"�(XPQiNPc��SQUM D �)EPF+M�� D �)F��SViMUF ” X)Y)Q��SY D ���)QUk ” � D ^dF���� sendmail.

�hQUlSVUQT^dLhF��(NPE0M!��E"�(X)QUNPc!�\LwFSViF D NPcTViFSY�� D ViE)M��)Lws�X)Q��)ViQTMULws�X)YPQURSY D ^+^dL , X)QUVUY)FSGTLWF\V!�e]0LwGTFeIKE)VUc��e] , �)ViQ �)QUR(I DX)Y)QUR\Y D ^+^��PQUF`QTGUF5�(X)F��)F �)EPF`X��fV D FSV!�(]5M!�fXPQiN"�)EPVic��SV D �wI D Y)V;�"�fFHE"�SX)QiN��m])F\^��fFq� D kmN"� sendmail, V D �)E)F � D �
/usr/bin/sendmail, � D � D ^dQW^�IKF(NKFHM��fX)QiN"�)])snV!�(]0X)Y)QUR\Y D ^+^���M!�)QTMUcvL �(V D �)QTMiNPF����)QUk�XPQ!�)ViQTMUQTk6�(E"�SViF\^�� .C ��� D �(VicTs , FreeBSD X)Y)F(IKQ��SV D MUN)])FSV��SE"�(VUF\^dL , � D � �fM D F\^dLws mailwrapper(8), �)QUViQTY D ]0M��fX)QiN��m])FSVvl\ViL�Y D GUQUVUL
� D M D � .C QUReI D L �(V D �)QUMUNPF � sendmail, � D k)N /etc/mail/mailer.conf M��fR(N)]wIKEPVnX)Y)EK^dFSY��)QyV D � :

sendmail /usr/libexec/sendmail/sendmail
send-mail /usr/libexec/sendmail/sendmail
mailq /usr/libexec/sendmail/sendmail
newaliases /usr/libexec/sendmail/sendmail
hoststat /usr/libexec/sendmail/sendmail
purgestat /usr/libexec/sendmail/sendmail

 ViQnQ�� � D � D F\V , �)ViQ �)QTReI D M!�fX)QUN"�m])FSV��e]#� D � D ] - ViQnE��HlSViE)r6�(V D �wI D YPV;���Or0X)Y)QTRSY D ^+^ ( � D X)YPEP^dFSY�� D ^
sendmail), �(E��(ViFo^ D � D � D ^dQW^�IKF(NKFHM���� �fM D FSV��)QTX)E)s mailwrapper, � D ���fM D Fo^dLws sendmail, �)QUVUQUY D ]QUGUY D x D FSV!�(]�� mailer.conf E0M!�fX)QUN"�m])F\VnMT^dF5�(ViQ9lSViQTRSQ /usr/libexec/sendmail/sendmail.

�OD � D ]6�(rwFo^ DIKF(N D FSV9X)Y)Q��SViQUk6� D ^dF��)LhX)Y)QTRSY D ^+^ , �)QTViQUY��fF8� D � D ^dQW^�IKF(NKF`M!�fX)QUN"�m])s9V!�e] , �)QUR(I D M���� �fM D snV!�(]
�(V D �wI D YPV;���fFO�hL2�"� { E)E sendmail.

�hQUlSVUQT^dLhF��(NPE0M!�|rwQTViE)ViFqM!�fXPQiN"�m])VUc /usr/local/supermailer/bin/sendmail-compat MT^dF��SViQ sendmail,QUViY)F(I D �PViE)Y)Lwk)ViF /etc/mail/mailer.conf V D � :

sendmail /usr/local/supermailer/bin/sendmail-compat
send-mail /usr/local/supermailer/bin/sendmail-compat
mailq /usr/local/supermailer/bin/mailq-compat
newaliases /usr/local/supermailer/bin/newaliases-compat
hoststat /usr/local/supermailer/bin/hoststat-compat
purgestat /usr/local/supermailer/bin/purgestat-compat

22.4.5.
� � ��� - � + ���'� 
 � ��)
�����'� 
 �.��� �� 	 	 (C�D �0ViQUNPc!�PQnM!�[M2�(F8� D �SViY)QUE)NPE , X)QTViY)F\GULwFSV!�(]5EmNPE8L �)E��)ViQUZuE)VicyX)Y)Q { F�� � sendmail, �PQUViQTY��fk5LWZuF.�)F �)LWZuF �8E

� D XPL �SViE)Vic��)QUMTLws�X)Q��)ViQUMTLws�X)Y)QTRSY D ^+^dL , EmNPE8X)Y)Q2�(ViQ9X)FSY)F\RSY)L �\E)Vic �(E"�(VUF\^dL . �hFSYPF � D RSY)L ��� D V D �mZuF�I D �(V9M D ^MUQ!�o^dQiZ �)Q2�(VicvXPY)QUMTFSY)E)VUc , X)Y D MUE)NPc!�)QvNPE6� D �(ViYPQUF � D �(E��(ViFo^ D IPNP] D MTViQT^ D VUE��)F�� �)QUR\Q*� D X)L ��� D MTA X)YPE
� D R\Y)L � �)F .
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22.5.
� =�@u��7�@��h�O68254.;0�>;.@B��;0�>@B�0�u254 �5;5=B�f69� �

1. �hQ!�PF\^dLy]hIKQiNPZBF��5E"�SX)QiNKc!�SQTM D Vic FQDN IPN)]5rwQ2�(ViQTMnM��)FH^dQTFSk0X)QiI3�(F\ViE ?p � , MUEwIKEK^dQ , QUG�� D YPLTZuEmNKE , �)ViQ9rmQ��SV , �6�)QTViQUYPQT^dLhM!�[QTGUY D ViEmNPE"�Sc , Q�� D � D N��(]#� D � D ^dQT^�I#F(NPFqMfIKYPLWR\QT^IKQT^dF��)F ; � D XPY)EP^dFSY , F��(NPE5M��:� D rmQ!I#E)ViF��ScnMvIKQT^dF��)F foo.bar.edu E�rmQTViE)ViFOQUGTY D VUE)Vic��(]��0rmQ��SViL mumble MIKQT^dF��)F bar.edu, ViQvIKQiNPZ��"�|L � D � D Vic9FSRSQ9X)QiN��)QUF�IKQT^dF����)QUFHEP^�] , mumble.bar.edu,
D �PFHX)YPQ��(VUQ mumble.

� Y D IKE { E)Q!���PQ , XPY)QUR\Y D ^+^ D Y D �\Y)FSa8F �)Em]0EK^dF � BSD BIND X)Q��SMTQiN)]mN D lSViQnIKF(N D Vic . � I�� D �PQ , ViF��)Lwx D ]0MTFSY"�SEm]
BIND, X)Q2�(V D MiN)])Fo^ D ]#� FreeBSD, GUQUNPcUa8F.�)F�IKQUG D MUN)])FSVvEK^dF � D IKQT^dF��)QUM , QUV!NKE�� D s9x5Emr��(]0QUVnVUQURSQ , M��)QTViQUYPQT^M!�:� D rwQiIKE)ViF5�(c , IPN)]6�)FqX)QUN"�)Q��SVicUs L � D � D �����Or�EP^dF��0rmQ��SViQUM . � QyF��SVic , EP^�] mumble GTLUI#FSVvQTX)Q!��� D �#� D �
mumble.foo.bar.edu EmNPE>GULTIKFSVnE"��� D Vic��(]0M��PQUY��)F\MUQW^.I#QT^dF �PF .
 ViQnQTV!NPE�� D FSV!�(]5QUV9X)Y)F(I��qIKLwx5F\RSQnXPQUMUF(IKF �PEm] , X)Y)E9�)QUVUQUY)QW^zX)QUE"� �5X)YPQ!IKQiNPZ D N��e]�MnIKQT^dF�� D r
mumble.bar.edu E mumble.edu. �.�(NPE5M D ^zE��PViFSY)F5����� X)Y)E��PE����|QTGU� ])MUNPF �)E)]hV D �)QTRSQnXPQUMUF(IKF �PEm]0XmNPQUrwQTkX)Y D �PViE��)QTk5E�I D ZuF`QTa5E)G��)QUk�MyGUF��SQUX D ���PQ��(VUE , QUGTY D ViEPViF��Sc*� RFC 1535.
7 QUYPQUa5EK^zY)FSa8F �)E)Fo^ GULTIKF\VnX)QW^dF��SViE)Vic �(ViYPQ!�)L
search foo.bar.edu bar.edu

MT^dF��SViQnY D �)F\F`E"�SX)QiNPc��SLwF\^dQTk :

domain foo.bar.edu

M9� D k)N /etc/resolv.conf.
� I�� D �)Q9LUI#Q��(VUQUMUF\Y)cUVUF��(c , �PViQ9XPQUYm]wIKQ��0X)QTE"��� D �)F � D Y)Lwa D FSV ” RSY D �)E {X)QiN"�PQT^dQ!�PE)k5^dF(Z>IKLhNKQ!� D NPc!���v^zE8M!�)F\a6�)EK^ D I#^dE"�)E"�(VUY)E)Y)QTM D �PE)F\^ ”, M9ViFSYP^dE"�)QiNPQTRSE)E RFC 1535.

2. sendmail M!�qI D FSVvQTa5E)G��)L mail loops back to myselfp
FAQ XPQ sendmail I D �6�eNPF(IKLwsnx8E)k5QTViMUF\V :

� <(�)�H!I�.-JK/�.12 ��0 :!(�(�����015 ��9K(��8(�������2�0 :
553 MX list for domain.net points back to relay.domain.net
554 <user@domain.net>... Local configuration error

� .126C;(�>!5( 30�����/�*��1/�H8<!3(���)�0�C�H ?

	 (!G1)�.�:-5(?+!.1< �:#9!C MX, <(�I�/�. = )�9 = (#C015�. domain.net <�0#3015�.1<13.�,�)�9�0!/:#9 5�.67�(�:�/
relay.domain.net, ( = 5�.12(B<�(�:#)�0 = 5 ��FE5�0 3.�:#<(�+�5�.�0!/:#9 2�.12
domain.net. 
�(��!.�,*1/�0 domain.net ,8A.�F�)
/etc/mail/local-host-names

[ ��+#,0�:�/15!4�F?2�.12 /etc/sendmail.cw = ( ,0�3�: � � 8.10]
( 0�:#) �6,�4 �:#<(�)�*�+1H�0!/�0
FETURE(use_cw_file)) ��) � = (��1.�,*!/�0 ”Cw domain.net” ,8A.1F!)
/etc/mail/sendmail.cf.

FAQ X)Q sendmail ^dQiZ �)Q � D k)ViE6� D http://www.sendmail.org/faq/ E0Y)F��)QT^dF��wIKLwFSV��e]5X)YPQ!�)F5�(VicyFSR\QnX)Y)E5ZuF(N D �)E)EX)Y)QUE"�SMUF5�(ViE6�)F �)QTViQUY"�fF ” L �(QUMTFSY)a8F �"�SViMUQTM D �)Em] ” � D �SViY)QUF��0X)Q��)ViQUMTQUk6�SE"�(VUF\^�� .
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3.
C�D �5QUY)R D �)E��\QUM D VicfY D GUQTViLhX)Q!�)VUQUMUQTRSQ��SFSY)MTFSY D X)Y)E6�PQT^+^dLwViE)Y)LwFo^dQT^ �SQUF(IKE��)F��)E)E6� � �)ViF\Y��)FSV ?p � rmQTViE)ViFqX)Q!I3�mNPs��PE)Vic �0E��)VUFSY��)F\V��PQT^dX)cTsnViF\Y9� FreeBSD, Y D GUQTV D s9x5E)k�M9NPQ�� D NPc��)QUk#�SFSViE .

C QT^dXPcUsnVUFSY6�
FreeBSD GTLTIKFSVvXPQ!�)ViQTM!�v^za5NPs��\QT^�IPNP]0NPQ!� D NPc��)QUk#�SFSViE . PPP �SQUF(IKE��)F��)E)F �)FHM��qIKF(NKF ���)QTF .
_HLWx8F��SViMULwFSV�� D �>^dE��)EP^dLm^�IKM D X)LwViE , �)ViQTG!���eIKF(N D Vic9lSViQ . � IKE��9�SX)Q��SQUGvl\ViQyE"�(X)QUNPc!�\QUM D �)E)F UUCP.j Y)LwRSQUk#�SX)Q��SQUG9lSViQ9E"�(X)QUNPc!�\QUM D �)E)F`X)Q��SViQi]����PQnY D GUQUV D snx8FSR\QfE��)ViF\Y��)FSV �(F\Y)MUF\Y D IKN)]5QUGTF��SX)F �)F��)Em]MUViQTY)E����)QTRSQ MX �SFSY)MTE"� D M D a8FSR\QqIKQT^dF�� D . g D X)Y)EP^dF\Y , I#QT^dF �5M D a8FSk#�PQT^dX D �)E)E example.com, E5XPY)QUM D kwIKF\YE��)ViF\Y��)FSV � D �(ViY)QTEmN example.net IPN)]5QTGUF5�(X)F��)F �)E)]0MUViQTY)E����)QTRSQ MX �SFSY)MTE"� D :
example.com. MX 10 example.com.

MX 20 example.net.

� QUNPc!�PQnQ!I#E��0rmQ��SVOIKQUN)ZuF �5G��fVicnL � D � D �0M�� D �)F��SViMUFHX)Q��(NPFeI3�)FSR\QnX)QUNPL � D ViFSN)] ( IKQUG D MUcTViF1� D X)E"�Sc Cw
example.com My� D kmN /etc/mail/sendmail.cf � D ^ D a5E��PF example.com).C QUReI D X)Y)QTRSY D ^+^ D sendmail ( �SQ��(VUQUY)Q����|QUVUX)Y D MTE)ViFSN)] ) ” � D rmQ!�PFSV ” IKQ2�(V D MUE)VUcnX)Q��)ViL , Q!� D X)QUX"�fV D F\V!�e]
�(QUF(IKE��)EPVic��(]6�`M D a5EK^�rwQ2�(ViQW^ (example.com) �PFSY)F��q^dQiIKF\^��)QTF`X)QiI��mNPs��)F �PE)F . _8�PQUY)F\F`M��SFSR\Q , F\k0lSViQ �)FLUI D �(V��e] ( M!� , MUF\Y)Qi])V!�)FSFHM��(F\RSQ , �)FHGTLTIKFSViFHX)Q!I3�mNPs��PF ��� �8E��)ViF\Y��)F\V ). �hY)QUR\Y D ^+^ D sendmail

D MUVUQT^ D VUE��)F�� �)EX)FSY)F\kwIKF\V��)QyMUViQTY)E����PQT^dL MX �SFSY)MTFSY)L , V . F . M D a8F\^dLyX)Y)QUM D kwI#FSY)L (example.net).
p ViQUYPE������fk MX �SFSY)MTFSYGULTIKFSVnX)FSY)EPQ!IKE��PF����PE5X��fV D Vic��(]9�(QTFeIKE"�)E)Vic2�e]6�HM D a8EP^�rmQ��SViQT^zE0IKQ��SV D MTE)VicnXPQ!�)ViL�� D Q�� �)QUM��)QUk#�SFSY)MTFSY MX

(example.com).p �|^dQUZuFSViFqMUQ2�(X)QUNPc!�\QUM D Vic��(] �(NPFeIKLws9x5EP^ � { F�� D Y)EPF\^ , �)VUQUG!�:� D GUEPY D Vic9X)Q!�PViL � D Z>I��fk8Y D � , �)QUR(I D M��MirmQ!IKEPViF`M �(E"�SViF\^dL :
#!/bin/sh
# Put me in /usr/local/bin/pppmyisp
( sleep 60 ; /usr/sbin/sendmail -q ) &
/usr/sbin/ppp -direct pppmyisp

�.�eNPE5ZuFHM�� rwQTViE)ViF � D X)E"� D VicnQTV IKFSNPc!���fk8X)QiNKc!�SQTM D ViF(NPc2���)EPk � �)Y)E)XPV , NKL2�Pa5F`MTQ��(XPQiNPc��SQUM D Vic2�e] �)QT^ D �wIKQUk
sendmail -qRexample.com MT^dF��SViQnM��fa5F\X)Y)E)MTFeIKF����)QUR\Q�� { F � D Y)Em] , V D �6� D �0M9l\ViQT^ �eNPL � D F`M��(]0X)Q!�PV D MQ!�)F\Y)FeIKE�IPN)]0rmQ��SV D example.com GULTIKF\VnQTGUY D GUQUV D � D �)Fo^dFeIPNKF ���)Q .
�`D ���S^dQUVUY)EP^ l\ViL#�(E)VUL DU{ E)s X)Q!I#Y)QUG��)FSF :p QTVvX)Y)EK^dFSY��(QUQTGUx8F �)Em]�E�� freebsd-isp (http://lists.FreeBSD.org/mailman/listinfo/freebsd-isp).

> �!4E<!30 = (�:�/�.�,�)�9�0�CE,�/�(-3���I�5!4�F MX = )�985�.�����782�) ��015�/�(#, . �14K:!(!0 = ��5�9�0!/�0�:1*
> : 5�.����1C :10�3�,0#3;(#C 5�0�:#2�(�)�*12(B3.�+ , = 015�* , I�/�(��-4K+!. �#3.1/�*6<(�I�/!H = )�96,.��0�G�(
> <�0�3�,��!I�5(!G�( ( G�)�.�,�5(1G�( ) MX (C�4?5�0?:!(!0 = �!5�9�0�C�:-9 : 5��!C?2�.1> = 4�F83.�+ , 2�(!G = .
> <!3���7�( = ��/?5(#,.�9?<(�I�/�. = )�9E0�G�( = (#C015(-, ). 
�.1)�0!0 , sendmail (1/1<!3.�,�)!9�0!/
> <(�I�/�H , 5�.!7�( = 9 ��H#J�:-9E, (�I�0�30 = �E2�.1> = 4�0 30 C���5�H!/ , �82�) ��0�5�/ = (�)�>�015 �#4�/�*
> <( = 2�)#JI�015E2���5�/�0�3�5�01/?,?/�01I�015�� � 30 C���5�H�/ , I�/�( �#4 H = (�:#/�(#,0�3 ��/�*�:#9 , I�/�(
> ,�:#9?<(�I�/�. ” H ��)�. ” 5�.?(�:#5�(#,�5(�F MX- :�0�3�,0�3 .
>

> �(�>�0!/ �-4�/�* , 0�:#/�*B2�.12�.19 - ) ���!(82�(#C.15 = . , 2(1/�(#3�.19K+!.�:�/�.#,���/ sendmail
> 5�0�C0 = )�015�5(E(1/1<!3.�,���/�*6,�:106<(�I�/�H , 5�.17�( = 9 ��H#J�:#9E, (�I�0#30 = � ? �;:#/�0�:�/1,�015�5( ,
> <(�)�*�+!(#,.!/�0�) � 5�0?(���)�. = .-J;/?2�.12��!C�� - )�����(B<(#,!4 �015�514�C�� <!3��!,��!)�0�G ��91C��E5�.
> 5�.��0�C :�0�3�,0�3�0 .

�B3.�+ = 0�)�0 ”privacy flags” A.1F�)�.
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sendmail.cf, (�<!30 = 01)�9�0!/�:#9 (#<�@ ��9
Opgoaway,restrictqrun

� �!0�3���/�0 restrictqrun, I�/�(��#4?3�.�+#30�� ��/�*63�9 = (-,�4�C
<�(�)�*�+�(-,.!/�01)!9!C ��5 ��@ ���!3;(#,.1/�*?3�. ��(1/�H :B(�I�0�30 = *-J . ��.�C /�.12�>�0BC;(#>�0!/8<(�5�. = (�����/�*�:#9
��+#C015 ��/�*6<(#3�9 = (�2 MX- :10�3�,�0�3;(#, . D�.12 , 0�:#)��6,�4E<!30 = (�:�/�.#,�)�9�0!/�0E<�0#3�,�4�F ( (�:-5(#,�5(#F )
MX- :�0�3�,0�3 = )�98,.�� �?<(�)�*�+!(#,.!/�0�)�01F , C�4EH!2�.�+#4�,.!0�C :

# If we are the best MX for a host, try directly instead of generating
# local config error.
OwTrue

D�.12 �!CK(��-3.�+�(#C , H = .1)�015!5!4�F 7�(�:�/ �1H = 0!/ = (�:�/�.�,�)�9�/�*8<(�I�/�H85�01<(�:-30 = :#/1,015�5�(?26,�.�C ,
5�0B<!4�/�.�9;:1*8H:�/�.15(#,���/�* :!(!0 = �!5�015 ��0 : 2!) ��015�/�(#C . �!.!/�0�C H1>�0 ,�4 , , :-,;(MJ (�I�0�30 = * ,
(�/:-4�)�.!0!/�0E0�0B2�)���015�/�H . � = (�:�/�(-,0�3*!/�0�:1* , I�/�( , DNS 0�:�/�*E+1.1< �;:��?<13;(
”customer.com” � ”hostname.customer.com”. '!3;(�:�/�(
= (��!.�,*1/�0E+!.1< �:1* A , DNS = )�9 ”customer.com”.

4. �hQ!�PF\^dLy]0X)Y)QiIKQiN)Z D s X)QUNPL � D VUcvQUa8E)G!�)E Relaying Denied X)YPE5QUVUX)Y D M��)E0X)Q��)V;� �PFSY)F���IKYPLWR\E)F�rmQ2�(V;� ?p L �SV D �)QTM!�)F FreeBSD X)QnLm^dQiN�� D �)EPs , sendmail � D �(ViY)QTF �0IPN)]5QTViX)Y D M!�)E0XPQ!�)V;��ViQiNPc��)QnQTVvrmQ��SV D , � D
�)QUViQTY)QT^zQ��0Y D GUQUV D FSV . g D X)YPEP^dFSY , F5�eNPE0IKQ��SViLwX)F � POP �(FSYPMUFSY , X)QiNPc��SQTM D VUF(NPE#�\^dQURSLwVvXPY)QUMTFSYm])Vic9X)Q!�PViL�E��a6�)QUN"� , ��Y D GUQTV;�[EmNPE0IKY)LwRSE)r0LUI D NPF������Or�ViQ!�PF � , �PQ��)F �S^dQTRSLwVnQTViX)Y D MiN)])Vic9X)E"�ScT^ D . � G!�����)Q , �)FSY)F��
�)F �)QTViQUYPQUF`MTY)F\^�]0XPQ��eNKF`X)QTX��fV;�)E>GULTIKF\VvQUViXPY D MUNPF �)Q9X)E"�ScT^dQnQTV MAILER-DAEMON �8�(QTQUGUx8F �)EPF\^zQUGQUa5EPG!�)F 5.7 Relaying Denied.

�.�(Vic �)F5���)QUNPc!�)QnX)LwViFSk>Y D �\Y)FSa8F �)E)]0lSViQTk9�(EPViL Di{ E)E . _ D ^��fk8X)Ym]P^dQUk8X)LwVicnl\ViQ9E��(X)QUNPc!�\QUM D �)E)F D IKY)F�� DM D a8FSR\QvX)Y)QTM D kmIKFSY D M9� D k)NPF relay-domains, Y D �SX)QiNKQiZuF ���PQT^�M /etc/mail/relay-domains. � �*�(ViY"�fk
�(X)Q2�(QUG�� IKFSN D Vic9lSViQ :
# echo "your.isp.example.com" > /etc/mail/relay-domains

�hQ��eNKF.�(Q��eI D �)Em]0EmNPE8Y)FeI D �)ViEPY)QUM D �)Em]0l\ViQUR\Q9� D kmN D M��JIKQiNPZ��"�|X)FSYPF � D X)L �(ViEPVic sendmail.
 ViQyQUV!NPE"���)QY D GTQUV D FSV , F5�eNPE8M!� D I ^dE��)E"�SViY D VUQUY9�SFSY)MTFSY D E6�)FHrmQUViEPViFHQTViX)Y D MiN)])VUcnX)Q��)ViLhNPQ!� D NPc��)Q , EmNKE0rmQUViEPViFMUQ��SX)QiNKc!�SQTM D Vic��(]9X)Q��)ViQUM��v^ �mNPE)F��)ViQW^ / �SE"�(ViFo^dQUk�� D I#Y)LwRSQT^ �)QT^dX)cTsnViF\Y)FqEmNPE�I D ZuF.�)F\Y)F �`IKY)LwR\QURSQX)Y)QUM D kwI#FSY D .  ViQnV D �mZuFHQ��)F �PcnX)QUNPF ���)Q , F5�eNPE8LyM D �.� D �SViY)QUF����[Q!I3� D EmNKE�IKMTF`X)Q��)ViQUM��fF.� D X)E"�SE . �.�(NPE

�)FSQTGirmQ!IKEK^dQOIKQUG D MTE)Vic*�)F5���)QUNPc!�PQ D IKYPF��(QTM , M���^dQiZuFSVUFHX)YPQ��(VUQnQUV!�)Y��fVicylSViQTV9� D k)N5MnViF��"�(VUQUMUQW^ Y)F(I D �)VUQUY)FE�IKQTG D MTE)VicOI#QT^dF �"� , X)QnQiI��)QW^dL�� D �SViY)Q!�PL :
your.isp.example.com
other.isp.example.net
users-isp.example.org
www.example.org

� F\X)FSYPc9GTLUI#FSVnQTViX)Y D MiN)])VUc��e]hNPs9G D ]5X)Q!�PV D , XPQ����ON D F\^ D ]��)FSY)F��HM D a5L �(E��(ViFo^dL�NPsnG��v^�rmQ��(VUQT^ E��HlSViQTRSQ
�(X)E"� � D ( X)Y)F(IKQ��SV D MUN)])F\^dQTRSQvXPQiNPc��SQUM D ViFSNPF\^ , EP^dF\snx8EP^ L �)FSV!�)Lws � D X)E��(cvMyM D a5FSk#�SE"�(VUF\^dF ).  VUQ9QTV!NPE����"�fk
�(X)Q2�(QUGnY D �\Y)FSa8E)VicnXPQiNPc��SQUM D ViFSN)]P^�QUViXPY D MUN)])VicnXPQ!�)ViL��PFSY)F��HM D a5L �(E��(ViFo^dL�LUI D NPF����)Q , QiI��)QTMUY)Fo^dF ���)Q9Q!�GiNPQ��)E)Y)LwFSVnQUViX)Y D M!�PL �SX D ^ D .
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22.6.
� 45��� @�25�>;.;0=B��20�B7n=��n= �J�f6 �n=p �(NPFeI#LWs9x5Fo^ Y D �(IKF(NKF`Y D � �S^ D ViY)E)M D s9V!�e]5GTQiNPF\F.�eNKQiZ ���fFqViF\^�� , V D �)E)F � D �#� D �SViY)QTk�� D XPQ!�)V;��E5M!�)NPs��)F��)E)FX)Q!�)VUQUMUQTk#�(E"�SViF\^��|IPN)]5M2�(F\RSQOIKQW^dF � D .

22.6.1.
� ���'���'� � �'��+�� �*	�
��*� ���

� � � D � D NPc��)Q , M��|^dQiZuFSViFqQUVUX)Y D MUN)])Vic9X)Q!�)VUL ” MTQnM��)FSa9�)E)k5^dE)Y ” F��(NPE0X)Y D MUE)NPc!�)Q �(Q2�(V D MiNPF��0� D kmN
/etc/resolv.conf EmNPE9� D XPLWx8F �6�SMUQTk6�(F\Y)MUF\Y0EP^dF � . �.�(NPE5M�� rwQTViE)ViF , �)ViQTG!�[X)Q��)V D , X)Y)F(I�� D � � D �)F ��� D ]yIPN)]rwQ2�(V D MnM D a5Fo^�IKQT^dF��)F , IKQ��SV D MUN)]mN D �Sc MTA ( � D X)Y)EP^dF\Y , sendmail) � D M D a5Fo^�rwQ2�(ViF FreeBSD, F��(VUcfIKM D X)LwViE :

•
� D X)L �(ViEPViF �SMUQTk#�(QUG2�(ViMTF ���"�fk6�(F\Y)MUF\Y DNS, ViFo^ � D ^��v^ QUYPR D �PE��SQTM D M*�SQUG2�(ViMTF �����fk�IKQT^dF�� , � D XPY)EP^dFSY ,
FreeBSD.org

• �hQUNPL � D k)VUF`X)Q��)ViL9IPN)]5M D a8FSRSQvrwQ2�(V D �)FSXPQ��(YPFeI3�SViMUF����)Q .  ViQ9Y D GUQTV D F\VfX)Y)E�I#Q��(V D M!�PF`X)Q��)V;�
�)F\X)Q��SY)FeI/�(ViMTF ���)Q�� D DNS EP^�]5M D a5F\k5^ D a8E���� . g D X)Y)EP^dF\Y , example.FreeBSD.org.

ghF � D MUE"�SEP^dQfQUV9M!�fGTY D ���PQURSQfE"�`X)Y)F(IPNPQUZBF������Or�M!�fa8F�M D Y)E D �)ViQUM , IPN)]hIKQ2�(V D M!�)E0XPQ!�)V;�:�PFSX)Q2�(Y)F(I3�(ViMTF ���PQ�� DM D a rwQ2�(V9L �PFSRSQnIKQUN)ZuF �0G��fVicnX)Q2�(ViQU]������fk IP
D IKY)F5� (

D �)F�IKE�� D ^dE��)F5���)E)k , � D �8LhGUQiNKcUa5E"�"�(ViM D PPP
�(QUF(IKE��)F��)E)k ). �.�(NPE5M��:� D rmQ!I#E)ViF��Sc�� D GUY D �wI#^ D LwlSY)QW^ , ViQ9XPQ��eNKFeI��)EPk�IKQUN)ZuF �5XPY)QUX)L � � D Vic SMTP- X D �)F\V;� .
�.�eNPE8M!� rmQUVUE)ViF , �)ViQTG!�[X)Q��)V D X)Y)EmrmQ!I#EmN D �PFSX)Q2�(Y)F(I3�(ViMTF ���PQ�� D M D a�rwQ2�(V , �)FSQTGirmQ!IKEK^dQvLwGUFeI#E)Vic��(]0M9QiI��)QW^E���I#MULWr :
•
� GUFeI#E)ViF��Sc , �PViQ�� D X)E��(c ( �1� D EP^dF �PcUa5EK^ �)QT^dF\Y)QT^ ) MX M DNS �SQUQTViMUF\V!�(ViMTLwFSV IP

D IKY)F��SLhM D a8FSR\QfrmQ��(V D .
•
� GUFeI#E)ViF��Sc , �PViQ9M DNS IPN)]8M D a8FSR\QfrmQ��(V D MUQTQUGTx5F+QUV��(LwV!�(VUMULwFSV MX- � D X)E"�(c .p �fXPQiN"�)F��)E)F`NPsnGTQURSQ9E��`XPFSY)F��)E"�eNKF �����Or0L �(NPQUMTE)k0QUGTF��SX)F �)EPVOIKQ��SV D M��)LhX)Q!�PV;� IPN)]8M D a8FSR\QfrmQ��(V D .

�hQUX)Y)QTGULwk)ViF`lSViQ :
# hostname
example.FreeBSD.org
# host example.FreeBSD.org
example.FreeBSD.org has address 204.216.27.XX

�.�eNPE8M!�[l\ViQ9MTEwIKE)VUF , VUQ9^dQiZ �)QyGUF��`X)YPQUGiNKF\^zX)Q2���ON D VicnX)Q��)ViL�� D <yourlogin@example.FreeBSD.org>
( X)YPFeIKX)QUN D R D F\V!�e] , �)ViQ sendmail � D example.FreeBSD.org Y D GTQUV D FSVvXPY D MTEmNPc!�PQ ).� I�� D �PQ , F��(NPE5M��[MUEwI#E)ViFqlSViQ :
# host example.FreeBSD.org
example.FreeBSD.org has address 204.216.27.XX
example.FreeBSD.org mail is handled (pri=10) by hub.FreeBSD.org

ViQ9M2�e]0X)Q��)V D , X)Q��(N D �"� D ]�� D example.FreeBSD.org GULTIKF\V��(QTGUE)Y D Vic2�e]�� D hub ( IPN)]0ViQTRSQvZuFqX)QiNKc!�SQTM D ViF(N)] ),MT^dF��SViQnVUQURSQ , �)ViQTG!�[G��fVic9QTViQ��(N D �"�)QUk��)F\X)Q��SY)FeI/�(ViMTF ���)Q�� D M D a rmQ2�(V .
 V D E��K�hQUYP^ DU{ Em]5QTGUY D G D V!�fM D F\V!�e]hM D a5EP^ DNS �(FSYPMUFSYPQT^ . _HQUQTViMUF\V!�(VUMULwsnx D ]#� D X)E"�Sc DNS, L � D � �fM D snx D ] ,
�)FSY)F��.� D �)QUk5rmQ��(VnGULTIKFSV9X)Y)QUrwQiIKE)Vic9M D a D X)Q��)V D , � D ���fM D FSV!�(] MX (Mail eXchanger). �.�(NPE�IKN)]0rmQ��SV DQUV!�SLWV��(ViMTLWF\VnV D � D ]#� D X)E��(c , X)Q!�)V D GULTIKF\VnX)YPEmrmQ!IKE)VUcnX)Ym]P^dQ � D lSViQUV9rmQ��SV .j QUX)L �(VUEP^ , �)ViQ � D X)E"�Sc MX IPN)]0rmQ��SV D freefall.FreeBSD.org M�� D �)QUk - ViQ9^dQT^dF �PV9M��fR(N)]wIKFSN D V D � :

freefall MX 30 mail.crl.net
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freefall MX 40 agora.rdrop.com
freefall MX 10 freefall.FreeBSD.org
freefall MX 20 who.cdrom.com

p �[MTEwIKE)VUF , �)VUQvIPNP]0rmQ��(V D freefall �(Lwx5F5�(ViMTLWs9V*�)F5���)QUNPc!�)Q MX- � D X)E"�(F\k .
� D X)E"�(c �1� D EP^dF �PcUa5EK^ �)QT^dF\Y)QT^

�(QUQTViMUF\V!�(VUMULwFSVfrmQ2�(ViL , X)QUNPL � D s9x5Fo^dLyXPQ!�)ViL��PFSX)Q2�(Y)F(I3�(ViMTF ���PQ , F��(NPE5Q��hIKQ��SViLwX)F � ; F5�eNPE8Q!�#�PFeIKQ2�(ViLwX)F��5X)Q
� D �)EK^ - ViQ9X)Y)E��PE�� D ^ , IKY)LwRSE)F �(F\Y)MUF\Y D ( E��)QTReI D � D ���fM D Fo^��fF (” Y)F �\FSY)M����v^dE MX”) MTY)F\^dF����)Q9X)QiNPL � D snVX)Q!�)VUL , E0rmY D �)])VnFSFHX)Q!� D �)F �(V D �)LwVfIKQ2�(ViLwX��"�[rmQ��(V!� �H^dF��)cUa8EP^dE6�)QW^dFSY D ^dE , M �)Q!�)F����)QW^zE)ViQUR\FHQTViX)Y D MiN)]m]X)Q!�)VUL�� D l\ViE0rmQ��SV;� .
� ViQUG�� D NPcTViFSY�� D ViE)M����fF MX- rwQ2�(V;� E"�SX)QiNKc!�SQTM D NPE"�(c�� D E)GTQiNPF\F`l\���hF��)ViE)M��)Q , Q��)EhIKQUN)Z ���|G��fVic
�)F � D MUE��(EP^dQvXPQ!I��mNKs��)F���� � � �PViFSY��PFSV . pqD a�X)YPQUM D kwIKF\Y ( EmNKE�IKY)LWZuF��SViMUF������fk�� D kPV ) � �)QUYPFSF`M2�(F\RSQnGTF �X)Y)QUGUNPF\^4�\^dQiZuFSV9Q!� D � D VicvX)QiIKQUG����fF`L �eNKLWR\E .

22.6.2. �%��)
��� ����� �'� �:��;� ���*	��1+,�j N)]#� D �SViY)QTk��)E ” X)Q��)ViQTMUQUR\QfrmQ��SV D ” ( X)Q!�)VUQUM!�fk9�(FSYPMUFSY ) M D ^zX)QTViY)FSGTLwFSV!�(] , �)ViQUG��[X)Q!�PV D , � D X)Y D MiNP])F\^ D ]Y D �SNPE������v^bY D GTQ!�)EP^4�SV D � { Em]P^ , XPFSY)F5���ON D N D �ScvlSViQW^dLhrmQ��(VUL . � G������)QvM D ^ �)F\QUGUrwQiIKEP^ D I#Q��(V D M!� D M��SFSkX)Q!�)V!� IPN)]0NKsnGUQTRSQfrmQ2�(V D M D a8FSR\QOIKQT^dF�� D ( MfI D ���)QW^ �eNKL2� D F *.FreeBSD.org) � D X)Q!�PViQUM��fk6�(F\Y)MUF\Y , �)ViQTG!�X)QiNPc��SQTM D VUF(NPE0^dQTR(NPE0XPQiNPL � D Vic��SMUQUs X)Q!�PViL�� D �HlSVUQURSQ �(F\Y)MUF\Y D .
� ViQUG��[QUGiNKFSR �PE)Vic��SFSGUF ( E0IKY)LwRSEK^ ) ZuE����)c , �SQ!�(I D k)VUF.� D QUGUF\Emr0^ D a8E�� D r�L �)F\V;���fF � D XPE"�(E6�HQ!I#E�� D �PQUM!�v^dEEP^dF � D ^dE5X)QUNPc!�\QUM D ViFSNPFSk , � D X)Y)EK^dFSY , �HX)QT^dQTx5cTs��)QW^ D �wI�� adduser(8).

_HFSY)MTFSY , �PQUViQTY��fk0M!�[GTLTIKFSViFqE"�SX)QiNPc��SQTM D VUcfM�� D �)F��SViMUFHX)Q!�PViQUMTQURSQ , I#QiN)ZuF �8G!�fVic9QUGT� ])MiNPF���V D �PQUM!�v^�IKN)]
� D Z>IKQTk5^ D a8E����|MvIKQT^dF��)F . p QTV9�hY D R\^dF �PVvX)Y)EP^dF\Y��)QTk9�)Q��P�hE)R\LWY DU{ E)E :

example.FreeBSD.org A 204.216.27.XX ; ��. ��(�I�.19 :�/�.15�@���9
MX 10 hub.FreeBSD.org ; '(�I�/�(-,�4�F ��)�J�+
�qD �)EP^�QUGUY D �SQW^ , M��e]#�PQUY)Y)F5�(X)Q��wIKF�� { Em] ,

D IKY)F5�(QUM D ��� D ]hY D GTQ!�)F\k6�(V D � { E)E , GULTIKF\VnQUGTY D G D V;�fM D Vic2�e]hM D a5EP^X)Q!�)VUQUM!�v^4�SFSY)MTFSY)QW^ , �)F�� D MTE"�(EK^dQvQUV9ViQUR\Q , �)ViQyL � D � D �)QnM A- � D XPE"�(E .p �SF`l\ViQy^dQUZ �)QnY)F D NPE"�SQUM D VicnViQiNPc��)QnM9ViQT^ �eNPL � D F , F5�eNPE8M!�[E"�(XPQiNPc��SLwFSViF �(F\Y)MUF\Y DNS. �.�(NPE5M��[X)Q
� D �)EK^ - NPEPGUQnXPY)E��)E�� D ^4�)FqEP^dF\FSViFqMUQ��\^dQiZ �)Q2�(ViE5L �SV D �PQUMUEPVic��(MTQUk6�SQUG2�(ViMTF �����fk9�(FSYPMUFSY5EP^dF � , �)FSQTGirmQ!IKEK^dQIKQUR\QUMUQTY)E)Vic2�e]#��XPY)QUM D kwIKF\Y)QT^zE)NPE5ViFo^dE , �PViQ9XPQ!I)IKF\YmZuE)M D FSVvM D a DNS.

�.�eNPE8M!� rmQUVUE)ViFqX)Q!I)I#FSYmZuE)M D Vic��)F�� �)QiNPc��)QnMTE)Y)ViL D NPc!���Or�X)Q��)ViQTM!�Or��(FSYPMUFSYPQUM , ^dQUZBF\VnX)YPE)RSQiIKE)Vic2�e]
�eNPF(IKLwsnx D ]0E��P�hQTYP^ Di{ E)] .

j QUX)L �SViEP^ , �)ViQyM D a �mNKE)F �)V�� D Y)F �\FSY)MTE)Y)QUM D NhIKQW^dF � , � D X)YPEP^dFSY , customer1.org,E5M D ^zViY)F\GULwFSV!�(] , �)ViQTG!�|XPQ!�)V D , X)Y)F(I�� D ��� D �PF ��� D ]hIPN)] customer1.org X)Y)E)rwQiIKEmN D � D M D a rwQ2�(V , � D X)YPEP^dFSY ,
mail.myhost.com.

p V D �PQT^ �(NPL � D F , DNS IKQUN)ZuF �0M��fR(N)]wIKF\VicnV D � :

customer1.org MX 10 mail.myhost.com

� D ^dF\VicUViF , �)ViQyF��(NPE5M D ^zViYPFSGULwF\V!�e]5VUQiNPc��)QnX)QUNPL � D VUcnX)Q��)ViL9IPN)]�IKQW^dF � D , �(QTQUViMTFSV!�SViMULws9x D ] A- � D X)E"�Sc%	��
�)LWZ�� D .

�����	��
�������
:
� �0-	��$��"� , ����� ��#&��$ )�� �"����� �"���+�"��#��*'���'�$�- - ��$ � �*� � ,����+� - � � ,��"�!$��!��# %5' � � #+� � customer1.org, � )���#)�,�%�/ ��$ ����� - ��$ � � �"��� ����$��"# % , ��# ��$ ���+� A- ������$ #�$�/ ��%��+����� � � � #+�"� .
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�hQ��eNKFeI��)F\F , �)VUQ9M��JIKQiN)Z ��� � IKFSN D Vic – l\ViQ�� � D � D Vic9X)Y)QUR\Y D ^+^dF sendmail, IPN)]6� D �)EmrhIKQW^dF �)QTMvE / EmNPE8rmQ��(VUQUMQ!� D IKQiN)Z � D X)Y)E��PEP^ D VicyX)Q��)ViL .  ViQy^dQiZ �)Q � IKFSN D VUc��)F5���)QUNPc!�)EK^dE6�(X)Q2�(QUG D ^dE :

•
j QTG D MTcUViF
� D �SM D �)E)]hl\ViEmr�rmQ��SViQUM9M9� D kmN /etc/mail/local-host-names, F��(NPE5M��[E"�(X)QUNPc!�\LwFSViF
FEATURE(use_cw_file). �.�(NPE5L�M D � sendmail MUF\Y"�(E)E6�)EmZuF 8.10, �PFSQUGUrmQ!IKEP^dQnQUViY)F(I D �PViE)Y)QTM D VUc9� D k)N
/etc/sendmail.cw.

•
j QTG D MTcUViF1�SViY)Q��)L Cwyour.host.com M9� D kmN /etc/sendmail.cf EmNPE /etc/mail/sendmail.cf ( F��(NPE0LM D � sendmail MUF\Y"�(E)E 8.10 EmNPE5GTQiNPF\F`X)Q��eI��PFSk ).

22.7. SMTP �B�825� 2 UUCP
g D �(VUY)QUk�� D X)Q��SV D MUN)])F\^dQTRSQ�� FreeBSD sendmail X)Y)FeI3� D ��� D �)F�� D IPNP]9� D k)ViQUM , X)Q!I3�mNPs��PF �����Or#�8E��)ViF\Y��)F\V
�)FSX)Q2�(Y)F(I3�(VUMUF �"�)Q . _ D k)V;� , Q2�(Lwx5F5�(ViMUN)])snx8E)F`QTGT^dF �5X)Q!�)VUQUk#�)F\Y)F � UUCP, IKQiN)Z ���[E��(X)QUNPc!�\QUM D VicOIKYPLWR\QUk� D kmN6� D �(VUY)QUk��PE sendmail.
� FeI D �)ViE)YPQUM D �)E)F /etc/mail/sendmail.cf MUY)L ���)Lws lSViQ �eNPQUZ � D ]#� D I D � D . sendmail MTFSY"�SE)E 8 R\F �)F\Y)E)Y)LwF\V� D kmN"�:� D �(VUY)QUk��PE#�)FSYPF �qX)Y)FSXPY)Q { F5� �SQUY m4(1), Y)F D NPc!�PQ*� D �SViY)QTk�� D M��fX)QiN��m])FSV!�(]#� D GUQiNKFSF�M��*�(Q!�PQT^zLwY)QUM��)FD G��SViY D � { E)E .

�5D kmN"�:� D �(ViYPQUk��)E m4(1) ^dQUZ��PQ�� D k)ViE5M /usr/src/usr.sbin/sendmail/cf.

�.�eNPE8M!�:�)FqL �(V D �)QUMTEmNPE0M �(E"�SViF\^dL�M2�(FHE"�ermQ!I3���fFHVUF �"�SV;� , X D �)FSV�� D �SViY)QUk"�)E sendmail ^dQiZ �)Q�� D kPViE5MQUV IKFSNPc!�PQT^ D Y)rwEPMUF`E��ermQ!I��"�OrhVUF �"�SViQUM . �.�eNKE CDROM �HE"�ermQ!I3���v^dE5ViF��"�(V D ^dE FreeBSD �\^dQ!�)ViEPY)QUM D � ,M!�fX)QUN"�)E)ViF :
# cd /cdrom/src
# cat scontrib.?? | tar xzf - -C /usr/src/contrib/sendmail

 V D L �(V D �)QTM!� D � D kP^dF\VvM��SFSRSQ��)F�� �)QiNPc��)Q��SQUViF��#�)EmNPQTG D k)V . �8D kmN README M�� D V D NPQUR\F cf �(QiIKFSY)ZBEPVnMUMTFeIKF��)E)F�MQ����PQUM!� � D �(ViYPQUk��)E m4(1).

��L2�Pa5EP^4�SX)Q��SQUGUQW^ � D �SViY)QUk"�)E5X)QiI)IKF\YmZ �)E5X)F\Y)FeI D �)E8X)Q UUCP ])MUN)])FSV��e]5E"�SX)QiNKc!�SQTM D �)E)F+MUQ��\^dQUZ��PQ��(VUE
mailertable. �hY)E8lSViQW^ �(Q��eI D FSV!�(]0G D � D I D �����Or , �)QTViQUY D ]0X)QT^dQTR D FSV sendmail Y)F\a D VicnMTQUX)Y)Q2���^ D Y)a8Y)LwViE�� DU{ E)E .p Q - XPFSY)M��Or , �SQ!�eI D k)ViFq� D kmN .mc.

p � D V D NPQUR\F /usr/src/usr.sbin/sendmail/cf/cf � D rmQ!IK])V!�e]6�PF����PQiNPc��)QX)Y)EP^dF\Y)QUM . p Q!�ScW^dF\^�IPNP]5X)Y)EP^dF\Y D EP^�]8� D k)N D foo.mc.
p �(F , �)ViQyX)QUViYPFSGULwF\V!�e]hIPNP]5X)Y)F\QUGUY D �SQTM D �)Em]hFSRSQ9M

sendmail.cf, lSVUQ :
# cd /usr/src/usr.sbin/sendmail/cf/cf
# make foo.cf
# cp foo.cf /etc/mail/sendmail.cf

� EPX)E������fk .mc � D k)N8^dQiZuFSVyM!�fRSN)]wIKF\VicnX)YPEP^dFSY��PQ9V D � :

VERSIONID(‘Your version number’) OSTYPE(bsd4.4)

FEATURE(accept_unresolvable_domains)
FEATURE(nocanonify)
FEATURE(mailertable, ‘hash -o /etc/mail/mailertable’)

define(‘UUCP_RELAY’, your.uucp.relay)
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define(‘UUCP_MAX_SIZE’, 200000)
define(‘confDONT_PROBE_INTERFACES’)

MAILER(local)
MAILER(smtp)
MAILER(uucp)

Cw your.alias.host.name
Cw youruucpnodename.UUCP

_HViY)Q!�PE , �SQ!IKF\YmZ D x5EPF accept_unresolvable_domains, nocanonify, E confDONT_PROBE_INTERFACES,X)Y)FeI#QUViMTY D V!])V9E"�(XPQiNPc��SQUM D �)EPF DNS IPN)]�I#Q��(V D M!�PE0X)Q!�PV;� . �hL ���)V UUCP_RELAY �)FSQTGirmQ!IKEK^.IKN)]5X)QiI)IKFSY)Z��PEIKQ��SV D M��)E0X)Q UUCP. �hY)Q2�(ViQ9X)QT^dF5�(ViEPViF �SsfI D EP^�]0rmQ2�(V D MnE��)VUFSY��)F\V , �SX)Q��SQUG��)QUR\QfY D GTQUV D Vic�� .UUCPD IKY)F5� D ^dE�X"�(F\M!IKQ -IKQW^dF �)QTM ; � �)QUYPFSF`M2�(F\RSQ , M!�[MTMUF(IKFSViF8�(sfI D Q�� �)QUM��)QUk#�SFSY)MTFSY�X)F\Y)F�� �ON"�)E8X)Q!�)V!�[X)Y)QUM D kwI#FSY D .C�D �0ViQUNPc!�PQnM!� �eIKF(N D FSVUF`lSVUQ , XPQUViY)F\GULwFSV��e]5� D k)N /etc/mail/mailertable. �.�eNKE8M��[E"�(X)QUNPc!�\LwFSViF�IPN)]5M2�(FSkX)Q!�)V!�|ViQiNKc!�)Q9Q!I��)Q9M!�)F\a6�)F\F8�SQUFeI#E��)F �PE)F , XPQ!IKQTkwIKFSV��eNPF(IKLwsnx5EPk8� D k)N :

#
# makemap hash /etc/mail/mailertable.db < /etc/mail/mailertable
. uucp-dom:your.uucp.relay

�HQUNPFSF �eNPQUZ ���fk0X)Y)EK^dFSYB^dQiZuFSV9M!�fR(NP]wIKFSVic9V D � :

#
# makemap hash /etc/mail/mailertable.db < /etc/mail/mailertable
#
horus.interface-business.de uucp-dom:horus
.interface-business.de uucp-dom:if-bus
interface-business.de uucp-dom:if-bus
.heep.sax.de smtp8:%1
horus.UUCP uucp-dom:horus
if-bus.UUCP uucp-dom:if-bus
. uucp-dom:

p XPFSY)M��OrhVUY)F(r6�SViY)Q!� D r0QUGTY D G D V;�fM D s9V!�e]��(X)F { E D NPc!���fF �eNPL � D E , �)QTReI D X)Q!�)V D IPN)]0IKQT^dF�� D I#QiN)Z � DQUViX)Y D MiNP])Vic��(]#�)F.� D ^ D YPa5Y)LwVnXPQnLm^dQiN"� D �)E)s ,
D � D GUNPEmZ D k)a8FSF8�SQUF(IKE��)F��)E)F UUCP IPN)]��(Q!�PY D x8F �)Em]�X)LwViEIKQ��SV D M��)E . _`NPF(IKLwsnx D ]9�(VUY)Q!� D QUGTY D G D V;�fM D FSVOX)Q��)ViL , �)QTViQUY D ]5^dQiZuF\VnG!�fVUcfIKQ2�(V D MiNPF�� D X)Q SMTP IPNP]NPQ!� D NPc!�PQURSQ Ethernet I#QT^dF � D . g D �)Q!�)F { , QUXPY)FeIKFSNPF �"�|^ D Y)a8Y)LwV;� UUCP M��)QUV DU{ E)E8X"�(F\M!IKQ -IKQW^dF �)QTM .UUCP,IPN)]5M��mNPs��PF �)Em]8X)FSY)F�� D X)E"�(E5X)Y D MTEmN5X)QyLm^dQiN"� D �)E)s X)Y D MUEmNPQW^ uucp-neighbor !recipient. �hQ2�eNPF(I��m]m]

�(ViY)Q�� D M2�(F\ReI D �(Q!I#FSYmZuE)V9Q!IKE��PQ!���)Lws ViQ!���PL , Q!��� D � D snx8LWs ” M2�(FHQ��(V D NPc��)QUF ”, �HQUVUX)Y D M��)QUk��PFSY)F�� UUCP,])MiN)])s9x5EP^
�(]0L2�PE)MUF\Y"� D NPc!���v^zXPQ!�)ViQTM!�v^za5NPs��\QT^ .
p �SF`EP^dF � D L �(NKQUMvX)Q2�eNPF �mNPs��)FSMTQUR\Q��eNPQTM D uucp-dom:IKQiN)Z ���[XPY)FeI3�SV D MUN)])Vic �(Lwx5F5�(ViMTLwsnx5EPFH^ D YPa5Y)LwV;� UUCP, X)Y)QTMUF\Y)E)Vic9Emr0^dQiZ �)Q ��X)QW^dQUx5cTs��)QW^ D �wI3�

uuname.

g D X)QW^dE�� D Fo^ , �)ViQylSViQTV9� D kmN�IKQUN)ZuF �5G��fVicnXPY)FSQTGUY D �SQUM D �hMnG D �\LnI D �����Or DBM X)F\Y)FeIBE"�(X)QUNPc!�\QUM D �)E)Fo^ .C QT^ D �mI��)Lws �SViY)Q!�PLnIKN)]5lSVUQUk6� D I D �)E�NPL �)a8FHM2�(F\RSQvX)QW^dF��SViE)VicyM�� D �)F��SViMUF �)QW^+^dF �)V D Y)Em]5M9MUF\Ymr �)FSk#� D �(VUE� D kmN D mailertable.
p �(F\ReI D M!�fX)QUN"�m])k)VUF`lSVUL��)QT^ D �wIKLhX)Q��(NPFqX)Y D M��)E5� D kmN D mailertable.

� � D �)Q��)F { : F5�eNPE8M!�:�)FqLwMUFSYPF ��� , �)VUQ��)F��)QUVUQUY��fFHQUV IKFSNPc!�"�fF`X)Q��)ViQUM��fFH^ D Y)a5Y)LwV;��GULTIKLwVvY D GUQUV D Vic ,
� D XPQT^��)E)VUF`X D Y D ^dF\ViY sendmail -bt. _Jl\ViEP^bX D Y D ^dFSViY)QW^ sendmail � D XPL � � D F\V!�e]0M ���(� �w-%� �"��� ��� ����� 	���(� � ���� � ; X)Y)Q2�(ViQ9MUMTFeIKE)VUF 3,0 E D IKY)F5� , �)QTViQUY��fk8M!� rmQUVUE)ViFqX)Y)QUVUF��(VUE)Y)QUM D Vic . p X)Q2�eNPF(I��)FSk9�(ViY)Q��)FqX)Qi])MTE)V!�e]
�(QUQTGUx8F �)E)F`QUGnE��(X)QUNPc!�\LWFo^dQT^�M!�PLWVUY)F ���PF\^ X)Q��)ViQTMUQT^ D RSF��)ViF , rmQ��(ViF8� D ��� D �PF �)Em] , �1�)QTViQUY��v^bM!��� �fM D F\V!�e]
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lSViQTV D R\F �)V , E ( MUQ!�o^dQiZ �)QvVUY D �"�(NPE)Y)QTM D �����fk )
D IKYPF�� . p �OrmQiI8E��`l\ViQUR\QnY)FSZuEP^ D XPY)QUE"�(rmQ!IKE)V9X)Y)E9� D Z D VUE)E

Ctrl+D.

% sendmail -bt
ADDRESS TEST MODE (ruleset 3 NOT automatically invoked)
Enter <ruleset> <address>

> 3,0 foo@example.com
canonify input: foo @ example . com
...
parse returns: $# uucp-dom $@ your.uucp.relay $: foo < @ example . com . >

> ^D

22.8. ��45�O6528= � 794��0=z�>68�69=8�| 07n= �b�b:�=86>�u254 �875@
% ���� � �
� ��� � � Bill Moran.

_HLWx8F��SViMULwFSV9^��)QiZuF��SViMUQ �eNPL � D FSM , �)QUR(I D ^dQUZBF\V9XPQUViY)F\GUQTM D VUc��e]hViQiNKc!�)Q9QUViX)Y D M!� D X)Q��)V;� �)F\Y)F �HX)Q!�PViQUM��fk
�(FSYPMUFSY .

p QUVvQTV IKF(NKc!���fFqX)Y)EP^dF\Y�� :

•
� M D �
� D �SViQiNKc!���fk#�PQT^dX)cTsnViF\Y , �)QyM!� rmQTViE)ViFqE"�(XPQiNPc��SQUM D VicfV D �)E)FqX)Y)QTRSY D ^+^�� � D � send-pr(1).

j N)]X)F\Y)F�� �ON"�)E8X)Q!�)V!�|M D ^zX)QUViYPFSGULwF\V!�e]0E"�SX)QiNKc!�SQTM D VicvX)Q��)ViQUM��fk6�(F\Y)MUF\Y0X)Y)QTM D kwIKFSY D .
•
pOD a �)QT^dXPcUsnVUFSY0])MUN)])FSV��e]6�(F\Y)MUF\Y)QT^ , ReIKFqX)Q!�PV D �)FHrmY D �PE)V!�e]0NKQ!� D NPc!�)Q , �)FSQTGirmQ!I#EP^ D ViQUNPc!�)Q9X)FSYPFSX)Y D M!� DM2�(FSk5X)Q!�)V!� �)FSYPF �qM!�)F\a6�)E)k5X)Q!�)VUQUM!�fk9�(FSYPMUFSY .

�hY D �)VUE��)F�� �)E0NKsnGUQTk MTA �SX)Q��SQUGUF���Y D GTQUV D VicnE8Mnl\ViEmr0L �eNPQTMUEm]mr . C �SQiZ D NPF��)E)s , ^dQiZuFSV9G!�fVic9Q!�)F��)c
�eNPQUZ��PQnX)Y D MUEmNKc!�)Q*� D �(VUY)QUE)VUc9X)QUN"�)Q { F ���"�fk MTA IPN)]8Y D GTQUV;�[ViQUNPc!�PQ��HE"�ermQ!IK])x5FSk5X)Q!�)VUQUk .

�OD �)E)FX)Y)QUR\Y D ^+^�� , � D � sendmail E postfix �eNPEPa6�)QW^zE��SG��fViQ!���"� IPN)]5l\ViEmr { FSNPFSk .C ViQT^dLyZuF , F5�eNPE5M!�[E"�SX)QiNPc��SLwFSVUF�QUG��������fF.�SY)FeI3�SViM D IKQ��SViLwX D MvE"�)ViFSY"�)FSV , L �eNPQTMUE)kyIKN)]#� D X)L ��� D ” XPQ!�)ViQTMUQTRSQ
�(FSYPMUFSY D ” ^dQiZuFSV9G!�fVic �)FeI#Q��(V D ViQ����)Q .
�hY)Q��SViFSk)a8EP^4�(XPQ��(QTGUQW^�LTIKQTMiNPF\ViMUQTY)E)Vic9EP^dFSs9x5E)F5�e]5XPQUViY)F\G!�)Q2�(ViE8^dQiZuFSV9G!�fVicyL �(V D �)QUM�� D X)QTY)V D
mail/ssmtp.

p �fX)QUN"�)E)ViFHX)Q!I root �(NPFeIKLws9x5E)F �)QT^ D �wI�� :

# cd /usr/ports/mail/ssmtp
# make install replace clean

�hQ��eNKF�L �(V D �)QUM��)E0X)QTViY)FSGTLwFSV!�(]6� D �SViY)QTE)Vic mail/ssmtp �HX)QT^dQTx5cUs � D kmN D E�� �)FSV;�fYPF(r6�(VUY)Q!� ,Y D �SX)QiNPQUZuF ���)QTRSQfM /usr/local/etc/ssmtp/ssmtp.conf:

root=yourrealemail@example.com
mailhub=mail.example.com
rewriteDomain=example.com
hostname=_HOSTNAME_

� GUF(IKE)ViF5�(c , �)ViQyE"�(XPQiNPc��SLwFSViF �(Lwx5F5�(ViMTLwsnx5EPk0X)Q!�PViQUM��fk D IKYPF��dIKN)] root.
p MUF(IKE)ViF �(F\Y)MUF\Y0M D a5FSR\QX)Y)QUM D kwI#FSY D IKN)]5X)F\Y)F�� �ON"�)E5E��ermQ!IP])x8FSk0XPQ!�)V;��MT^dF��SViQ mail.example.com ( �)F��)QUVUQUY��fFHX)Y)QUM D kwI#FSY��

� D ���fM D s9VvFSR\Q ” �(F\Y)MUF\Y)QT^zE��ermQ!IP])x8FSk0XPQ!�)V;� ” E)NPE ”SMTP �(FSYPMUFSYPQT^ ”).
� GUF(IKE)ViF5�(c , sendmail M����mNPs��)F �8X)LwViF\^�I#QUG D MiNPF��)Em]#�(VUY)Q!�)E sendmail_enable="NONE" M /etc/rc.conf.
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� X D �)FSV D mail/ssmtp EP^dFSs9V!�e]>E�IKY)LwR\E)F`X D Y D ^dF\ViY�� .
� GTY D VUE)ViF��Sc��>� D kmNPL��`X)Y)EP^dF\Y)QT^4� D �(VUY)QUk��PE5M

/usr/local/etc/ssmtp EmNPE6���(ViY D �)E { F �SX)Y D MTQ!���PE�� D ssmtp � D X)Y)EK^dFSY D ^dE5E�I#QUX)QUN"�)E)ViFSNPc!�PQUkE��P�hQUYK^ Di{ E)F\k .
� �(V D �)QTM!� D ssmtp V D �)EP^ �SX)Q��SQUGUQW^�X)Q!�\MUQiNKE)VvX)Y D MUEmNKc!�)QvY D GUQTV D VUcvNPs9G!�v^ X)YPQURSY D ^+^ D ^ � D M D a5Fo^
�)QT^dX)cTsnViF\Y)F , �)QUViQTY��v^ ViYPFSGULwF\V!�e]5QTViX)Y D M!� D X)Q!�PV;� , �)Q �)F.� D Y)Lwa5E)V9X)QiNKE)ViE��)L�M D a8FSRSQnX)Y)QUM D kwI#FSY D E9�)FX)Q!�\MUQiNKE)VvM D a5Fo^dL��)QW^dX)cUs9ViFSYPL�G!�fVic9E"�(X)QUNPc!�\QUM D �����v^ �SX D ^dF\Y D ^dE .

22.9.
� ���0=8�|  2v=��n4.;.@B���0=z�>68� ��79=��3� �y68@�20�h�8�3� � �v=>� � @�;5�8;.@B�>�

�.�eNPE8L�M D �+F��SVic �SV D VUE��)F�� �)E)k IP, � D �SViY)QUk"�)E5X)QyLm^dQiN"� D �)E)s ^dF �m])VUc��)FqX)QTViY)FSGTLwFSV!�(] .
� �SV D �)QTMUE)VUFHEP^�]5rwQ2�(V DM��(QTQUViMTFSV!�SViMUEPE6�`XPY)E"�(MTQUF������v^zEP^dF��)F\^�E��)ViF\Y��)FSVyE sendmail GULTIKF\VOIKFSN D Vic �(MTQUs�Y D GUQTViL .

�.�eNPE8L�M D ��IKE�� D ^dE��)F5���)E)k IP
D IKYPF���E8E"�(XPQiNPc��SLwFSV!�(]#�)QT^+^dLwViEPY)LwF\^dQUF PPP �(QTFeIKE��PF �)E)F ��E"�)ViFSY"�)FSV , L�M D �MUQ!�o^dQiZ �)QvLWZuFqF��(VUcnX)Q��)ViQUM��fk�])x5E"�6� D �(FSYPMUFSYPF`X)Y)QTM D kwIKFSY D . �hY)FeI#X)QiNPQUZuEP^ , �)ViQnIKQW^dF �5XPY)QUM D kwIKF\Y D

� D ���fM D F\V!�e] example.net, E6�)VUQ9M D a5F`EP^�]5X)QUNPc!�\QUM D ViF(NP] user, M D a �)QW^dX)cUs9ViFSY9� D ���fM D F\V!�e] bsd.home, EX)Y)QUM D kwI#FSY#�(QTQUGTx5EmN5M D ^ , �PViQnMTQ!�\^dQUZ �)QnE"�SX)QiNKc!�SQTM D �)E)F relay.example.net M�� D �)F5�(ViMTF8�SFSY)MTFSY D IPN)]X)FSY)F5���ON"�PE5X)Q��)V;� .j N)]0X)QiNKL2�PF �)Em]8X)Q!�)V!�|E��`XPQ!�)ViQTMUQTRSQf])x8E�� D �PFSQUGUrmQ!IKEP^ D L �(V D �)QUM�� D �(QTQUViMTFSV!�SViMULws9x5FSk5X)Y)QUR\Y D ^+^�� .7 QUYPQUa5EK^zM!�fGUQTY)QT^�])MUN)])FSV!�(]5LwViEmNPEPV D fetchmail, Q!� D X)Q!IPIKFSYmZuE)M D F\Vn^��)QiZuF5�(ViMTQnY D �(NPE��"���Or0X)Y)QTViQ!�)QUNPQUM . V D X)YPQURSY D ^+^ D I#Q��(VULWX"� D M9MUEwIKFqX D �)FSV D EmNPE8E��.�)QUN)NPF�� { E)E8X)QUY)VUQUM (mail/fetchmail).
� G!�����PQvX)Y)QTM D kmIKFSYX)Y)FeI#Q��(V D MiNP])FSVOIKQ2�(ViLwX8X)QnX)YPQUViQ��)QiNPL POP. �.�eNKE5M!�[Y D GUQTV D F\ViF8�HX)QUNPc!�\QUM D ViF(NKc����PEP^ PPP, ViQ9^dQUZBF\ViFD MUVUQT^ D VUE��)F�� �)E#� D GUEPY D VicnX)Q!�)VUL�X)Q��(NPFHL �SV D �)QTMiNPF��)Em]#�(QTFeIKE"�)F �)E)]9��E��PViFSY��PFSV �`X)QW^dQUx8cUs �(NPFeI#LWs9x5F\k

� D XPE"�(E0M /etc/ppp/ppp.linkup:

MYADDR:
!bg su user -c fetchmail

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF sendmail ( � D �0X)Q�� D � D �)Q��)EmZuF ) IPN)]0IKQ��SV D M��)E0X)Q��)V;� �9�)F - NPQ!� D NPc!�"�v^�L �)F\V;���v^
� D XPE"�e]P^ , M D ^zMTQ!�\^dQUZ �)QvX)QTViY)FSGTLwFSV!�(]5QUGTY D GTQUV;� D XPQ!�)ViQTMUQTk0Q!�)F\Y)FeIKE sendmail �SY D �\LhX)Q��(NPFHL �SV D �)QTM!�)E
�(QUF(IKE��)F��)Em]6�HE��)ViF\Y��)F\V . j NP]0M!�fX)QUN"�)F �PEm]0lSViQTk5Y D GUQTV;�[X)QT^dF5�(ViEPViFHM /etc/ppp/ppp.linkup �eNKFeIKLwsnx8Lws
�)QT^ D �wIKL��(Y D �SLhX)Q2�eNPF fetchmail:

!bg su user -c "sendmail -q"

�hY)FeIKXPQiN D R D F\V!�e] , �PViQ9L �)F\V;� D ]#� D XPE"�(cvIPN)] user �SLWx8F��SViMULwFSV�� D bsd.home.
p IKQW^ D a6�PF\^4� D V D NKQURSF user � D

bsd.home, �SQ!�(I D k)VUFH� D k)N .fetchmailrc:

poll example.net protocol pop3 fetchall pass MySecret

 ViQUVy� D kmN6�PF�IKQUN)ZuF �0G��fVicnIKQ��SViLwX)F �#� D �)VUF �)E)F �)E��PQT^dL , �)YPQT^dF user, XPQ����PQiNPc��)L9M �)Fo^4� D rmQiIKE)V!�(]0X D Y)QUNPc
MySecret.j N)]0QUViXPY D M��)E0X)Q��)V;���HX)Y D MUEmNPc����v^ � D RSQUNPQUM��)QT^ from:, M D ^zX)QUViYPFSGULwF\V!�e]9�SQUQTGUx5EPVic sendmailE"�(X)QUNPc!�\QUM D Vic user@example.net MW^dF��SViQ user@bsd.home.

p �|^dQiZuF\ViFHV D �mZuFqL2� D � D Vic sendmailQUViX)Y D MiNP])VicnX)Q��)ViL��)F\Y)F � relay.example.net, IPNP]5GUQUNPFSF�G��*�(ViYPQUk5XPFSY)F5���ON"�)E8X)Q!�PV;� .j QiN)ZuF �5X)Q!IKQTk)ViE��eNPF(IKLwsnx5EPk5� D kmN .mc:

VERSIONID(‘bsd.home.mc version 1.0’)
OSTYPE(bsd4.4)dnl
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FEATURE(nouucp)dnl
MAILER(local)dnl
MAILER(smtp)dnl
Cwlocalhost
Cwbsd.home
MASQUERADE_AS(‘example.net’)dnl
FEATURE(allmasquerade)dnl
FEATURE(masquerade_envelope)dnl
FEATURE(nocanonify)dnl
FEATURE(nodns)dnl
define(‘SMART_HOST’, ‘relay.example.net’)
Dmbsd.home
define(‘confDOMAIN_NAME’,‘bsd.home’)dnl
define(‘confDELIVERY_MODE’,‘deferred’)dnl

� GUY D ViE)ViF5�(c��5X)Y)FeI3�qIKLwx5F\^dL�Y D �eI#F(NPL � D E��P�hQTYP^ Di{ E)FSk0Q9ViQT^ , � D �0XPY)FSQTGUY D �SQUM D Vicfl\ViQUVy� D kmN .mc M9� D kmN
sendmail.cf. ghF � D GTLTIKcUViF`V D �mZuFqX)FSYPF � D X)L �(ViEPVic sendmail XPQ��eNKF`QUG��)QUMUNPF �PEm] sendmail.cf.

22.10. SMTP 4��96y�8;068@�4 @�794.?�@B:
� �!$ ��� �� James Gorham.

g D NPE��PE)F SMTP
D LwViF��)ViEP�hE�� Di{ E)E6� D XPQ!�)ViQTMUQW^4�(FSYPMUFSYPF+I D FSVn^��)QUZuF��(VUMUQnXPY)FSEP^dLwx8F��(VUM . SMTPD LwViF �PViEP�hE�� DU{ Em]5^dQUZBF\VvI#QUG D MUE)VUcOIKQUXPQiN"�)EPViF(NPc����fk0LwY)QTMUF �PcvGUF��SQUX D ���PQ��(VUE�� sendmail, E5X)Q��SMUQUN)])FSV^dQUGUE)NPc!���v^zXPQiNPc��SQUM D ViFSN)]P^ , X)QiI��mNPs�� D s9x5EP^
�(]6�5Y D � ���v^�rmQ2�(V D ^ , MUQ!�o^dQiZ �)Q2�(Vic9E"�(X)QUNPc!�\QUM D VicfViQTVvZuFX)Q!�)VUQUM!�fk9�(FSYPMUFSY5GUF �8�)FSQTGirmQ!I#EP^dQ��SViE0X)F\Y)F � D �(ViYPQUk��)E5X)Q!�)VUQUMUQTRSQ*�)NPE)F �PV D XPY)E6� D Z>IKQT^ XPQ!I��mNKs��)F��)E)E .

1.
� �(V D �)QUMTE)ViF security/cyrus-sasl E��qX)QUY)VUQUM . p �|^dQUZBF\ViF � D k)VUE5lSVUQUVyX)QUY)V9M security/cyrus-sasl.p X D �)F\ViF security/cyrus-sasl F5�(Vich^��)QUZBF5�(ViMTQnX D Y D ^dF\ViY)QTM��)QW^dX)EmN)] { EPE , E�IKN)]0E"�(XPQiNPc��SLwF\^dQTRSQ
�(IKF��Sc9^dF\ViQ!I D LwGUF(IKE)ViF5�(c , �)ViQnM��fGUY D �0X D Y D ^dF\ViY pwcheck.

2. �hQ2�eNPFHL �SV D �PQUM!�PE security/cyrus-sasl, QUVUY)FeI D �)ViE)YPLWkPViF /usr/local/lib/sasl/Sendmail.conf
( EmNPE��(Q��eI D k)ViF`F\RSQ9F��eNKE5Q!�6�)F �SLwx5F��SViMULwF\V ) E0IKQUG D MTcUViF.�(NPFeI#LWs9x5Lws �SViY)Q��)L :
pwcheck_method: passwd
 VUQUV9^dF\ViQ!IBM!�mNKs��)E)V D LwViF��)ViEP�hE"� Di{ EPs sendmail �)FSYPF �qG D �\LvI D �����Or passwd FreeBSD.

 ViQ9X)Q!�\MUQiNP])FSVE"�SGUFSZ D Vic9X)Y)QUGUNPF\^ , �(Mi]�� D ���"�Or��8�(Q��eI D �)E)F\^ �PQUMUQTRSQ*� D GUQTY D EP^dF��5X)QUNPc!�\QUM D ViF(NKFSk�E5X D Y)QUNPFSkhIKN)]
� D Z>IKQUR\QnX)QUNPc!�\QUM D ViFSN)] , �)QUViQTY)QT^dL �)F\QUGUrwQiIKEP^ D SMTP

D LwViF��)ViEP�hE"� Di{ E)] , X D YPQiNPcOIKN)]5MirmQiI D M �(E"�SViF\^dLE0IPN)]5QTViX)Y D M!�)E5X)Q!�)V!�|GULTIKF\VnQ!I3�)EP^ E0VUF\^ ZuF .
3.

� FSXPFSY)cyQUViYPFeI D �)ViE)Y)Lwk)VUF /etc/make.conf E�IKQTG D MUcUVUF.�eNPF(IKLwsnx8E)F �SViY)Q��)E :

SENDMAIL_CFLAGS=-I/usr/local/include/sasl1 -DSASL
SENDMAIL_LDFLAGS=-L/usr/local/lib
SENDMAIL_LDADD=-lsasl
 VUE8X D Y D ^dF\ViY��:�)F\QUGUrwQiIKEP^�� sendmail IPN)]5XPQ!I��mNKs��)F��)Em] cyrus-sasl MUQ9MUY)Fo^�]#�)QT^dXPEmN)] { E)E .� GUF(IKE)ViF5�(c , �)ViQ cyrus-sasl G��ON8L �(V D �)QUMUNPF �yI#Q9X)F\Y)F �PQT^dX)EmNP] { E)E sendmail.

4. �hF\Y)F �)QW^dX)EmNPEPY)Lwk)ViF sendmail, M��fX)QiN��)E)M��(NPFeI#LWs9x5E)F8�)QT^ D �wI�� :

# cd /usr/src/usr.sbin/sendmail
# make cleandir
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# make obj
# make
# make installC QW^dX)EmN)] { Em] sendmail IKQiN)Z � D X)Y)QTk)ViE5GTF �HX)Y)QUGUNPF\^ , F5�eNPE /usr/src �)FHG!�ON��SEmNPc��)QnE��o^dF �)F��5EI#Q��(VULWX"��� �)F\QUGirmQiIKEP^��fF�Y D �eIKFSN)])F\^��fFqGUEPGiNPE)QTViF �PE .

5. �hQ2�eNPF8�)QT^dX)E)NPE)Y)QTM D �PEm]0E5X)F\Y)FSL �SV D �)QTM!�)E sendmail, QTViY)FeI D �)ViEPY)Lwk)ViFf� D kmN /etc/mail/freebsd.mc
( EmNPE8ViQUVy� D kmN , �)QUViQTY��fk5E��(X)QUNPc!�\LWF\V!�e]�M � D �PF��(VUMUF .mc; ^��)QTRSE)F D I ^dE��)E"�SViY D VUQUY��|E��(X)QUNPc!�\LWs9VvM
� D �)F5�(ViMTF`EP^dF��)E8l\ViQUR\Q9� D kmN D M��fMUQ!I hostname(1) IPN)]8QUGUF5�(X)F��)F �PEm]0L �)E�� D NPc!�)Q2�(ViE ).

j QTG D MTcUViF
�9�)F\^dL
�(NPFeI#LWs9x5E)F �(VUY)Q!�)E :

dnl set SASL options
TRUST_AUTH_MECH(‘GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN’)dnl
define(‘confAUTH_MECHANISMS’, ‘GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN’)dnl
define(‘confDEF_AUTH_INFO’, ‘/etc/mail/auth-info’)dnl
 VUE8X D Y D ^dF\ViY��:� D �(ViY D E)M D snV9Y D �SNPE����"�fFH^dFSVUQ!I�� , IKQ��SViLwX����fF sendmail IPNP] D LwViF �PViEP�hE�� DU{ E)EXPQiNPc��SQUM D ViFSNPFSk . �.�eNPE8M!� rmQUVUE)ViFqE"�(X)QUNPc!�\QUM D VicvMW^dF��SViQ pwcheck IKY)LwR\QUk5^dF\ViQ!I , QUGUY D ViE)VUF��(c��XPY)EmN D R D Fo^dQUkhI#Q!�)Lm^dF �PV Di{ EPE .

6. g D �)Q!�)F { , � D X)L �(ViEPViF make(1) M�� D V D NPQTRSF /etc/mail. � �H� D kmN D .mc GULTIKFSV �(Q��eI D �0� D kmN .cf,
� D � �fM D s9x5E)k"�(] freebsd.cf ( EmNPE9�`ViFo^bEP^dF��)F\^ , �)QUViQTY)QUFHG!�ONPQnE"�(X)QUNPc!�\QUM D �)QqIPNP]8� D kmN D .mc).

� D ViF\^E��(X)QUNPc!�\LWkPViF.�)QW^ D �wI#L make install restart, �)QUVUQUY D ]6���)QTX)E)Y)LwFSVn� D kmN8M sendmail.cf, EXPY D MTEmNPc!�PQnX)F\Y)F � D X)L �(VUE)V sendmail.
j QUX)QUN"�)E)ViFSNPc!� D ]0E��P�hQTYP^ Di{ Em]0QUG9lSViQW^ X)Y)Q { F����(F.� D rmQ!IKEPV!�e]0M

/etc/mail/Makefile.

�.�eNPE8M��SF`a D RSE0XPY)QUkwI#F ���|L �SX)FSa9�)Q , MTMUF(IKE)ViFHE��P�hQUYK^ Di{ E)s|IPN)] D LwViF �)ViEK�hE�� Di{ E)E5M�� D �SViY)QUk"�)E5X)Q��)ViQTMUQUR\Q
�mNPE)F��)V D E5QUVUX)Y D MTcUViFHViF��SViQUMTQUF �(QUQTGUx8F �)E)F . j N)]5QUXPY)FeIKFSNPF �PEm]0X)Y)E��PE��8MTQ!�o^�QUZ ���OryQTa5E)GTQ!�0L �SV D �)QTMUE)VUFX D Y D ^dFSViY sendmail LogLevel M 13 E8X)Y)Q��\^dQUViYPE)ViF /var/log/maillog.j N)]0M!�mNKs��)F��)Em]9�SFSY)MTE"� D X)Q��(NPF.� D Z>IKQUk#� D R\Y)L � �)E6�SE"�(VUF\^���M D ^ ^dQUZBF\VnX)QTViY)F\GUQUM D Vic2�e]yIKQTG D MUNPF �PE)F�M
/etc/rc.conf �eNKFeIKLwsnx8Emr6�(VUY)Q!� :

sasl_pwcheck_enable="YES"
sasl_pwcheck_program="/usr/local/sbin/pwcheck"

 ViE9�SViY)Q!�PE5E��)E { E D NKE��SE)YPLWs9V SMTP_AUTH X)Y)E9� D RSY)L � �PF8�(E��(ViFo^�� .
� D I D NPc!�PFSk)a8FSk0E��K�hQUYP^ DU{ E)FSk5QUGUY D ViE)VUF��(c��9�SViY D �PE { F sendmail, X)Q2�(Mi])x8F ���PQUk SMTP

D LWVUF �)ViEK�hE�� Di{ E)E
(http://www.sendmail.org/~ca/email/auth.html).

22.11.
� =z�86y=��5�����u25=��+254.�3� ���0=8�|  2v=��n4�6y�v�b� �

% ���� � �
� ��� � � Marc Silver.

�hQ!�)ViQTM D ]yX)YPQURSY D ^+^ D XPQiNPc��SQUM D ViFSN)] (Mail User Agent, MUA) l\ViQnXPY)EmNPQUZBF��)E)F , E"�(XPQiNPc��SLwF\^dQTFdIPN)]5QTViX)Y D M!�)EE5X)QUNPL �)F �)E)]0X)Q!�)V!� .
C Y)QW^dF`ViQTRSQ , XPQ����PQiNPc��)L9XPQ!�)V D ” lSMTQiNPs { E)Q��)E)Y)LwFSV ” E9�(V D �)QTMUE)V!�(]0GUQUNPFSF.�(NPQiZ �)QTk , MUA

�(QUMTFSY)a8F �"�SViMULws9V �SMUQTEh�hL ��� { E)E�X)QvQTGUY D GUQTV;�)FdX)Q!�PV;� , �(V D �)QUMU])V!�e]�GUQUNPFSF+LTIKQTG!���JMfE"�SX)QiNPc��SQTM D �PE)E . FreeBSDX)Q!I)I#FSYmZuE)M D FSV9^��)QiZuF��SViMUQ9Y D �SNPE����"�Or0X)QiNPc��SQTM D VUF(NPc2���)EmryX)Q!�PViQUM��OrhXPY)QUR\Y D ^+^ , � D Z>I D ]0E�� �)QTViQUY��Or^dQiZuFSV9G!�fVicnNPFSR��)QnL �(V D �)QTMiNPF�� D E��8�)QiNPNPF � { E)E5X)QTY)ViQTM FreeBSD. �hQUNPc!�\QUM D ViF(NKEh^dQTRSLwVnM��fGUE)Y D Vicn^dFSZ>IKLRSY D �hE��)F�� �)EP^dE0XPQ!�)ViQTM!�v^dE��mNKE)F �)V D ^dE , V D �)EK^dE6� D � evolution E)NPE balsa, �)Q��"�(QUNPc!�"�v^dE��mNPE)F��)V D ^dE , V D �)EP^dE
� D � mutt, pine E)NPE mail, EmNKE5MUF\GnE��PViFSYP�hF\k"� D ^dE , E��(X)QUNPc!�\LWFo^��v^dE0M��PF �)QTViQUY��Or�GTQiNPcTa5Emr�QUYPR D �PE�� DU{ Em]mr .
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22.11.1. mailp
FreeBSD M�� D �)F5�(ViMTF MUA X)QnLm^dQiN�� D �)EPs E"�SX)QiNKc!�SLwF\V!�e] mail(1).

 ViQ �)Q!���(QiNKc!���fk MUA,X)Y)FeI#Q��(V D MiNP])snx5EPk0M��SF`Q�� �)QUM����fF`�hL ��� { E)E , �PFSQUGUrmQ!IKEP^��fF+IPN)]5QTViX)Y D M��)E0E8X)QiNPL �)F��)Em]5VUF �"�SViQUM��Or
�(QUQTGUx8F �)E)k , rwQTV!]0FSR\QnMTQ!�\^dQUZ �)Q��SViE0X)Q9Y D GTQUViF �`MUNPQiZuF �PEm]P^dE0QUR\Y D �)E"�)F ���[E8Q!�>^dQiZuFSV9Y D GTQUV D VicvViQUNPc!�)Q �NPQ!� D NPc!�"�v^dE0X)Q!�PViQUM��v^dE�])x5E�� D ^dE .
7 QUVi] mail �)FqX)Q!I)I#FSYmZuE)M D FSVnY D GTQUViL��.�SFSY)MTFSY D ^dE POP EmNPE IMAP, lSVUE8X)Q��)ViQTM!�fF�])x8E��)E5^dQTRSLwVnG��fVic
� D R\Y)LWZuF ���[MnNPQ!� D NPc!�"�fk5� D kmN mbox �`X)QW^dQUx8cUs fetchmail, �)QUViQTY��fk0GTLUI#FSVnQTG��SLTZ>I D Vic��(]yI D NPF\F`MylSViQTkR(N D MUF (

�`D �(I . 22.12).j N)]0QUViXPY D M��)E0E5XPQiNPL �)F��)Em]5X)Q��)V;�|XPY)Q��SViQnM��fX)QiN"�PE)ViF �)QT^ D �wIKL mail, � D �5MnlSVUQT^ X)YPEP^dFSY)F :
% mail

_HQ!IKF\YmZuEP^dQUFHX)Q!�)VUQUMUQTRSQf])x8E�� D M�� D V D NKQURSF /var/mail GTLTIKFSV D MUViQW^ D ViE"�)F�� �)E0X)Y)Q��)E)V D �)QyLWVUEmNPE)ViQTk mail.
�.�eNPE8X)Q!�PViQUM��fk�])x5E��8X)L �(V , LwViEmNPE)V D � D MUF\Y)a5EPVvY D GTQUViL�� �(QTQUGUx8F �)EPF\^�QnViQW^ , �)ViQyX)Q��)V D �PFHG��ON DQUG!� D Y)LWZuF � D . �hQ��eNKF.�)ViF��)Em]>X)Q!�)VUQUMUQTRSQO])x8E�� D � D XPL �SViE)V!�(]5E��)VUFSYP�hF\k"�`X)YPQURSY D ^+^��[E5GTLTIKFSV9QUViQTGUY D ZBF��
�(X)E"�SQ!�6�SQUQTGUx5F��)E)k . _HQTQUGTx5F �PEm]��)Lm^dFSY)LwsnV��e] D MUViQW^ D ViE"�)F�� �)E0E5GTLUI#LWVnM!�fR(NP]wIKFSVic � D �0Mnl\ViQT^ XPY)EP^dFSYPF :
Mail version 8.1 6/6/93. Type ? for help.
"/var/mail/marcs": 3 messages 3 new
>N 1 root@localhost Mon Mar 8 14:05 14/510 "test"
N 2 root@localhost Mon Mar 8 14:05 14/509 "user account"
N 3 root@localhost Mon Mar 8 14:05 14/509 "sample"

� F\X)FSYPc �SQUQUGTx5F��)Em]0^dQUR\LWV9G!�fVic9X)Y)Q��)E)V D ������XPQT^dQUx8cUs �)QT^ D �wI�� t, � D MUFSYPa D Fo^dQUk��)QW^dFSY)QW^4�(QTQUGUx8F �)E)] ,
�)QUViQTY)QUF�IKQiNPZ��PQnG!�fVUcnQUVUQUGUY D ZuF �)Q . p lSViQW^ X)Y)EP^dF\Y)Ff^��|X)Y)Q��)ViF\^bX)FSY)MTQUF �(QUQTGUx8F �)E)F :
& t 1
Message 1:
From root@localhost Mon Mar 8 14:05:52 2004
X-Original-To: marcs@localhost
Delivered-To: marcs@localhost
To: marcs@localhost
Subject: test
Date: Mon, 8 Mar 2004 14:05:52 +0200 (SAST)
From: root@localhost (Charlie Root)

This is a test message, please reply if you receive it.

C�D �0MTEwI��)Q9MnX)Y)EK^dFSY)FqM!�fa8F , �mN D MUEPa D t M!�fMTQ!IKEPV��(QTQUGUx8F �)EPF.�(Q9M��(Fo^dE#� D RSQUNPQUM�� D ^dE .
j N)]0XPQUMUVUQUY��)QTRSQM!�fMUQiI D �SX)E"��� D �(QTQUGTx5F �PE)k��)FSQTGirmQ!I#EP^dQvE"�SX)QiNPc��SQTM D VUc*�mN D MUE)a8L h.

�.�eNPE8ViY)F\GULwFSV!�(]5QUVUMUFSVUE)Vic � D �SQUQUGTx5F��)E)F , E��(X)QUNPc!�\LWkPViF+IPNP]5QUViMTFSV D mail, � D Z D M*�mN D MUE)a8L R EmNPE r.C N D MTE)a D R E��(X)QUNPc!�\LWF\V!�e]0M mail IPN)]8QUViMTFSV D ViQiNPc��)QnQTViX)Y D MUE)VUF(NPs ,
D

r IPN)]5QTViMUF\V D E8QUViXPY D MTE)ViF(NKs , EIKY)LwRSEP^bX)QiNPL � D ViF(NP]P^ �(QTQUGUx8F �)E)] .
p ��^dQUZuFSViFqV D �)ZBF � D MUF\Y)a5E)VUcnlSViE9�)QT^ D �wI��:�)QW^dFSY)QW^ X)E"�ScT^ D , � D

�)QUViQTY)QUF`rmQUViE)VUF �SQ��(V D MUEPVicvQUVUMUFSV . �hQ��(NPF�l\ViQUR\Q��)F\QUGirmQiIKEP^dQnMTMUF5�(ViE0QTViMUF\V , �)Q��)F { �(QUQTGUx8F �)Em]yIKQUN)ZuF �0G��fVic
� D MTFSY)a8F �#�SEP^dMUQUNPQT^ . � D �)QTMUQTk6�(ViYPQ!�)F . �hY)EP^dFSY>^dQiZ �)Q9LWMTEwIKF\Vic��PEmZuF :
& R 1
To: root@localhost
Subject: Re: test
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Thank you, I did get your email.
.
EOT

j N)]0QUViXPY D M��)E#�)QTMUQUR\Q��(QTQUGTx5F �PEm]�E"�(X)QUNPc!�\Lwk)ViF.�)N D MTE)a5L m E5MTMUF(IKE)ViF D IKY)F5��X)QUNPL � D VUF(N)] . ghF5���)QUNPc!�PQX)QiNPL � D ViF(NKFSk5^dQTRSLwVnG��fVicnL � D � D �"�:�)FSY)F��.� D Xm])ViLws .
p MUF(IKE)ViFqViF\^dL#�SQUQUGTx5F��)Em]�E5F\RSQ��SQ!IKF\YmZuEP^dQUF . C Q!�PF {

�(QUQTGUx8F �)Em]�QTVU^dF � D FSV!�(]5X)QW^dFSx5F��)E)Fo^4�(EP^dMTQiN D . � D �)QUMTQUk6�SViY)Q!�PF .
& mail root@localhost
Subject: I mastered mail

Now I can send and receive email using mail ... :)
.
EOT

p LwViE)NPE)ViF mail IPN)]8M!���SQTM D �SX)Y D M!�)E0MnNPsnGTQUk5^dQW^dF �)Vh^dQiZuF\VnG!�fVUcnE"�SX)QiNPc��SQTM D � D �)QT^ D �wI D ?, IPN)]X)QiNPL �)F��)Em]0X)QW^dQUx8E0X)Q mail �)FSQTGirmQ!IKEK^dQvV D �)ZBFqQUGTY D VUE)Vic��(]#�9�SViY D �PE { F �(X)Y D MUQ����)E�� D mail(1).

�����	��
�������
: $ ��' ���"�0-	$����"� �!#��*)�� ��� , '+�0- ����/ � mail(1) ��� � ���0� ����,�) �0�������"�����"� ��,�� /����������������� / ��% ,�� � � � � #)&� ��� ����$"%.- $ , $ �"� �+��� - � $ � �"��/ / ��, � '�� /0�0) �������"� # �0� � �"% . %�� )�,���- ������� � MUA, �"��' $�� '���' mutt, ,�� � ���"� � ��#)&� ��� ����$"%.- $ � �0,���� /0� � ���0��� ��)���,������"� . � � ��#&��$ )�� )+#�� � � ��,�� / �"� ��$��"���+�"� $�#��"����� �+� )��"�!� mail, ��#+�"���"�0)�$��"� �"� ,"�

converters/mpack.

22.11.2. mutt

mutt lSViQ �)F\GUQiNKcUa D ] �PQ9Q��)F �)cy^dQUx9� D ]0X)Q��)ViQTM D ]�X)YPQURSY D ^+^ D �HQUViNPE������v^dE>MUQ��\^dQUZ��PQ��(Vi]P^dE , M��)E��eNPF
�)QUViQTY��Or :
•
p Q!�o^dQiZ �)Q2�(Vic��SQUY)VUE)Y)QUM��)E6�SQUQUGTx5F��)E)k0X)QvIKE"� �)L � �(E)]P^ ;

• �hQiI)IKFSY)Z�� D PGP IPN)]5X)QiIKX)E"�SE0E5a8EP�hY)QTM D �PEm]#�(QUQTGUx8F �)E)k ;

• �hQiI)IKFSY)Z�� D MIME;

• �hQiI)IKFSY)Z�� D Maildir;

• "3E)Y)Q��)E)FqMUQ!�o^dQiZ �)Q2�(ViE#� D �(VUY)QUk��PE .p �SF`l\ViE5MTQ!�\^dQUZ �)Q��SViEhIKFSN D s9V mutt QiI��)EP^bE��8� D ^��Or�NPL �)a8Emr�X)Q!�)VUQUM!�Or��mNKE)F �)VUQUM . � GTY D VUE)ViF��Sc��
http://www.mutt.org � D IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)F\k5X)Q mutt.

_HV D GTEmNPc!� D ]�MUF\Y"�(Em] mutt ^dQiZuFSV9G!�fVic9L �(V D �)QUMUNPF � D E��HXPQUY)V D mail/mutt. �hQ��(NPF�L �(V D �)QUM��)E0X)QTY)V D , mutt^dQiZuFSV9G!�fVic�� D XPLWx8F �6�(NPFeI#LWs9x5F\k6�)QW^ D �wIKQTk :

% mutt

mutt
D MTViQT^ D ViE��)F5���)E0XPY)Q!�)VUFSV �(Q!I#FSYmZuEP^dQTF`X)QUNPc!�\QUM D ViF(NKc����PQURSQOX)Q��)ViQTMUQUR\Qf])x5E"� D M�� D V D NPQTRSF /var/mail EQUViQTGUY D �SE)VvXPQ!�)ViL , F5�eNPE8Q!� D EP^dFSF\V!�e]8M�� D NPE��)E)E . �.�eNKE5X)Q��)V;�|M9])x5E��PF`X)QUNPc!�\QUM D ViF(NP] �PFSV , mutt GTLUI#FSVQiZuEwI D Vic��)QW^ D �wI>QUVnXPQiNPc��SQUM D ViFSN)] .

p X)Y)EP^dF\Y)F �)EmZuFqX)Q!� D � D � mutt �(Q �(X)E����)QW^4�(QUQTGUx8F �)E)k :
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j N)]��)ViF �PEm]5X)Q��)V;�[X)Y)Q2�(ViQ9M!�fGTFSY)E)VUF8�(QTQUGTx5F �PE)F1��X)QW^dQUx8cUs �mN D MUEPa � D MTE)R DU{ E)E�E9� D Z.^dE)ViF Enter. �hY)EK^dFSY
mutt, QUViQTGUY D Z D snx8FSR\Q*�(QUQTGUx8F �)E)F , X)Q!� D � D �#�)EmZuF :

C�D �0E9�)QT^ D �wI D mail(1), mutt X)Q!�\MUQUN)])FSVfX)QUNPc!�\QUM D ViFSN)]P^zQUViMTF � D Vic*� D �5ViQUNPc!�PQnQUVUX)Y D MTE)ViFSNPs , V D �5E8M��(Fo^X)QiNPL � D ViF(NP]P^ .
j N)]0QUVUMUFSV D ViQUNPc!�PQvQUViXPY D MTE)ViF(NKs X)Q��)V;� , E��(X)QUNPc!�\LWkPViF.�mN D MUEPa5L r.

j NP]0RSY)LwX)X)QTMUQTRSQvQTViMUF\V D EQUViX)Y D MUEPViF(NPs �(QTQUGTx5F �PEm]�E5M��SF\^zX)QUNPL � D VUF(N)]P^ E��(X)QUNPc!�\LWkPViF.�mN D MUEPa5L g.

�����	��
�������
: mutt $�#��"����� � ���+� vi(1) )�'������# �!)�� ,�� / ��'����0,�� / � % # � � / ����$"% ��$�#���- $�� �!)+�+�"� ��� ��$ � . �.� / ��'����0, -���� �"�

����- ����$��!� � �"�"��-3#+� �&/ ����$"% $���$ ,�� / ��'+�!$ ,"� )�����$"% #+� � #+�!)+�����"��� � .muttrc ) #�)+� ��- /0�0- ���*����- '��"�"�"� � � � $ ��#+�"���"�0)�' $
����,���- �����"�0� editor.

j N)]6�(Q��eI D �)Em]#�)QTMUQUR\QvX)Q��)ViQUMTQUR\Q��(QTQUGUx8F �)E)] � D Z.^dE)ViF m. �hQ��(NPF�MUMTFeIKF��)Em]0ViFo^�� mutt � D XPL �SViE)V vi(1) IPN)]
�(Q!�(I D �PEm]0X)E"�ScT^ D . C�D ��ViQUNPc!�)Q9X)E"�ScT^dQyGULTIKFSV�� D MTFSY)a8F �)Q , �(QirmY D �)E)ViFHFSR\QnE6� D �)YPQUk)ViF vi, mutt X)Y)Q!I#QiN)ZuE)VY D GTQUViL , QUVUQUGUY D �SEPMvQ!���PQ�� �(QUQTGUx8F �)E)Fo^ , �)QUViQTY)QUF�IKQiNPZ��PQnG!�fVUcnQUVUX)Y D MUNPF �PQ . j N)]5QTViX)Y D M!�)E9�(QUQTGUx8F �)Em]
� D Z.^dE)ViF y. �hYPEP^dFSY8Q!��� D �8�SQUQTGUx5F��)E)Fo^�XPQ!� D � D ���PEmZuF :
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mutt V D �)ZBF �(QiIKFSY)ZBEPVnE"� �)FSY)X"�fM D s9x5E)k9�(X)Y D MUQ����)E�� , �9�)QUVUQUY)QW^dLh^dQUZ �)QnQTGUY D ViE)Vic2�e]0E��qGUQUNPcUa8E��"�(VUM D^dF �)s , � D Z D M*�mN D MUE)a8L ?.
p FSYmr �m]m]��(ViY)Q�� D V D �mZuFqX)Q!� D � �fM D FSV��)N D MTE D ViLwY��"�fF8�(Q��)Y D x5F �PEm] , �)QTViQUY��fFq^dQUR\LWVG!�fVic9E"�(X)QUNPc!�\QUM D ��� .

22.11.3. pine

pine X)YPFeI�� D � � D �)F ��IPN)]6� D �)E�� D snx8Emr�X)QiNPc��SQTM D VUF(NPF\k , �)QnM��mNPs�� D FSV��)F �PQUViQTY��fF+IKQTX)QiN��)E)ViFSNPc!���fFMUQ!�o^dQiZ �)Q2�(ViE .

� �� � ������
: � ��,"��� ,���- - � pine ,�������� � � ��$�� � ����, � � ����� ����'�� ��� ,�� � ��% ��)�$�-��!#+�!$ , �"� ��) ����% � � $�� ��/ ���0�����"�0- �) � � �0- � $�' � )�� �"������%��!� ��,"�0$���) ����������� '���/ # ��,���)+��-	$ �"����� �+�0)+���"�&� % � �0'��"�����"�0��#�$�#+�"��-�� � �"�"��- ��� ��,���)�' $#���� �0$��������"� �"��/ � �����0)&� �����"��� � ��$�#���- � . � #+� � �!$ �������*� � ����� ��,"� � �0��-�� � ����$ $�#���,���)&�0����� , �"� '���/ pine ������$�#���� )� � ����� ��� � � �+������#��"� -3#+�!$"�0� $�� � $ � ��,�� � � �+������#��"�!# �!$ FreeBSD #���$��"����� , ����� )+� ��-���� �"� ���"��$��$���/ , ��� $ � ���� � ����, � �*������� � ��% ��)�$ -�� #+�"��� .  - �����"� �+��� )�)�$�/ � ��,�$ ��#+�"���"� )�'�� pine.

� F��)Lwx D ]5MUF\Y"�(Em] pine ^dQiZuF\VnG!�fVUcnL �(V D �)QUMUNPF � D E��qX)QUY)V D mail/pine4.
C�D �0ViQUNPc!�PQnX)QTY)VnL �(V D �)QTMiNPF�� , pine^dQiZ �)Q�� D X)L �SViE)Vic �)QT^ D �wIKQTk :

% pine

�hY)E0X)F\Y)MUQW^4� D X)L ���)F pine QUVUQUGUY D Z D F\V��(ViY D �)E { L�X)Y)E)MTFSV!�SViMUEm]��1�)Y D V;�)EP^�MUMTFeIKF��)E)F\^ ,
D V D �)ZBFqX)Y)Q2�(cTGUL

�)QT^ D �wI��[Y D �SY D GUQUV!�)E��)QTM pine QTViX)Y D MUE)VUc D �PQ!�)EP^��PQUF`XPQ!�)ViQTMUQTF.�(QTQUGUx8F �)EPF , X)Q!�\MUQUN)])snx8FSF�EP^bQUX)Y)F(IKF(NKE)Vic
�)QiNPE"�)F��SViMUQ9X)QiNPc��SQTM D VUF(NPF\k , Y D GTQUV D snx5E)r��`Emr0X)Q��)ViQUM��v^ �mNPE)F��)ViQT^ .

j N)]0QTViX)Y D M!�)E D �)Q!�PEP^��)QUR\Q
�(QUQTGUx8F �)Em]�� D Z.^dE)ViF Enter, EmNKE E IPN)]5M��OrwQiI D E��qE��HX)Y)E)MTFSV!�SViMUEm]8GUF �HQUViXPY D M��)E D �)Q!�)EK^��)QUR\Q��(QTQUGUx8F �)E)] .�hY)EP^dFSY8X)Y)E)MTFSV!�SViMUE)]5X)Q!� D � D ���)EmZuF :
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� D ViFo^zQUViQTGUY D Z D FSV��e]0R(N D M!�PQUF`^dF��)s , X)FSY)Fo^dFSx8F �)E)FqX)Q��)QUViQTY)QT^dLhQ��SLwx5F��SViMiNP])FSV!�(]6�`X)QW^dQUx8cUs��)N D MTE)a
� D MTE)R DU{ E)E .

p RSN D M��)QT^z^dF �Ps � D rmQ!IP])V��e]6� � �ON"�)E0IPN)]9�SQ��(V D MiNPF��)Em]��)QTM!�Or�X)E"�SF\^ , XPY)Q��\^dQUViY D X)Q!�PViQUM��Or
� D V D NPQUR\QUM , E0I D ZuFqLwX)Y D MUNPF �PEm] D IKYPF����PQUk#���PE)RSQTk . ghEmZuF`RSN D M��)QUR\Qn^dF �)s X)Q�� D � D ��� �mN D MUE D ViLwY����fF
�(Q!�PY D x8F �)Em] , M��fX)QiN��m])snx8E)F8�SQUQUVUMUFSV��(ViMTLWs9x5E)F8� D I D �)E .

�hQnLm^dQiN"� D �)E)s pine QTV;�)Y��fM D F\V�� D V D NPQTR inbox.
j N)]0X)YPQ��S^dQTViY D �(X)E���� D �(QUQTGUx8F �)E)k�� D Z.^dE)ViF I, EmNPEM!�fGUF\Y)E)ViF MESSAGE INDEX, � D �5XPQ!� D � D �PQ*�)EmZuF :

p �SX)E"� �)FHXPQ!� D � D �"� �SQUQTGUx5F��)Em]0M9ViF �)Lwx8F\^4� D V D NKQURSF , Q!�)E8^dQURSLwV9G!�fVic9X)Y)Q��\^dQUViYPF �����`X)QT^dQTx5cTs��mN D MUE)a
� D MTE)R DU{ E)E . �hQiI3�(MTF �)F������fF.�SQUQUGTx5F��)Em]5^dQiZ �)Q9X)Y)Q��)F��SVic�� D Z D M Enter.
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g D ���PEP^��)Fql �)Y D � D �PEmZuFHX)Q�� D � D ��X)YPEP^dFSY>X)E"�ScT^ D , QUViQTGUY D Z D F\^dQUR\Q pine.
p �PE��SLhl �PY D � D I D �"�

�mN D MTE D VULWY"���fF8�SQ!�)Y D x5F��)Em] . g D XPY)EP^dFSY , r E��(X)QUNPc!�\LWF\V!�e]hIKN)]5L � D � D �)E)] MUA QUViMTFSViE)VUc�� D QUViQTGUY D Z D F\^dQTF�MI D ���"�fk5^dQT^dF��)V �SQUQTGUx5F��)E)F .

� ViMUF\V*� D X)E"�(cW^dQnM pine Q2�(Lwx5F5�(ViMUN)])FSV!�(]6�`XPQT^dQUx8cUs Y)FeI D �)ViQTY D pico, �)QUVUQUY��fk0L �SV D � D MiNPEPM D F\V!�e]�X)QLw^dQUN"� D �)E)s�MW^dF��SViF � pine. pico LwX)Y)QTx D FSV*� D MUE)R Di{ EPs�M��SQUQTGUx5F��)E)E�R\QUY D �eIKQ9X)Y)QUx8F+IPNP]6�)QUM��OrX)QiNPc��SQTM D VUF(NPF\k , �)F\^ vi(1) EmNPE mail(1).
C�D �0ViQUNPc!�PQnQUVUMUFSVnGULTIKFSV9RSQTViQUM , �(QUQTGUx8F �)E)FH^�QUZ �)Q9QTViX)Y D MUE)VUc�� D Z D M

Ctrl+X. pine � D X)YPQ��(EPVvX)Q!I#ViMUF\YmZ>IKF �)EPF .
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�hY)QUR\Y D ^+^ D pine ^dQiZuF\V9G��fVic�� D �(ViYPQUF � D �)F\Y)F �HX)L ���)V SETUP R(N D M!�)QTRSQn^dF��)s .
� GUY D ViE)ViF5�(c����(ViY D �)E { F

http://www.washington.edu/pine/ � D I D NKc!�)F\k)a5F\k0E��P�hQTYP^ Di{ EPFSk .

22.12.
� ���0=8�|  2v=��n4.;<@>� fetchmail

% ���� � �
� ��� � � Marc Silver.

fetchmail lSVUQnX)QUN"�)Q { F �����fk IMAP E POP �mNPE)F��)V , X)Q��SMTQiN)])s9x5E)k0XPQiNPc��SQUM D ViFSN)]P^ D MTViQT^ D ViE��)F5���)E
� D R\Y)LWZ D VicvXPQ!�)ViL#�HLTI D NKF �����Or#�SFSY)MTFSY)QTM IMAP E POP M9NPQ�� D NPc����fF�X)Q��)ViQTM!�fF�])x8E��)E ; V D ��IKQ2�(ViLwX#�X)Q!�)VUQUM!�v^�])x8E�� D ^ LwX)Y)QUx D F\V!�e] . fetchmail ^dQiZuFSV9G!�fVic9L �SV D �)QTMiNPF��0E��qX)QUYPV D mail/fetchmail EX)Y)FeI#Q��(V D MiNP])FSVvY D �(NPE"�����fFqMUQ!�o^dQiZ �)Q2�(ViE , M9ViQT^ �)E"�(NPF :
• �hQiI)IKFSY)Z�� D X)Y)QTViQ!�PQiNPQTM POP3, APOP, KPOP, IMAP, ETRN E ODMR.

•
p Q!�o^dQiZ �)Q2�(VicvXPFSY)F5���ON"�)E8X)Q!�PV;� �)F\Y)F � SMTP, �)VUQ9X)Q��SMTQiN)])F\VvE"�(XPQiNPc��SQUM D Vicv�hL ��� { E)E8�hE)NPcUViY Di{ E)E ,X)F\Y)F � D X)Y D MiNPF��)Em]0E6�SE��)Q��)EP^dQUM .

•
t QUZuFSVnG��fV*� D X)Lwx5F��0M9YPF(ZuEP^dF`I D Fo^dQ!� D IPN)]0X)F\Y)E)Q!I#E��)F�� �)QUk8X)Y)QTMUFSY"�)E0X)Q2�(ViLwX D snx5E)r��SQUQTGUx5F��)E)k .

•
t QUZuFSV�� D GTE)Y D VUcvX)Q!�PViL#�1�)F5���)QUNPc!�PEmr�X)Q!�)VUQUM!�Orh])x8E��)QUM9E5Y D � � �ON D Vic9FSFHY D �SNPE������v^ NPQ!� D NPc!�"�v^X)QUNPc!�\QUM D ViFSN)]P^�M�� D MUE"�SEP^dQ��SViE0QTV�� D �(ViY)QTF � .� X)E"� D �)E)FHM��(FSr�MUQ!�o^dQiZ �)Q2�(ViF\k fetchmail M!�OrmQiIKE)V*� D X)Y)F(IKF(N"��lSViQTk5R(N D M!� , � D I#QUX)QUN"�)E)ViFSNPc!�PQUkE��P�hQUYK^ Di{ E)F\k0QUGTY D VUE)ViF��Sc��0IKQ!�)Lm^dF��)V Di{ E)E5X)Q fetchmail.

� VUEmNPE)V D fetchmail ViY)F\GULwFSV�� D NKE��)Em]8� D kmN D
� D �SViY)QUk"�)E .fetchmailrc.

 ViQUVy� D kmN5M��mNPs�� D F\VnE��P�hQTYP^ Di{ E)s�Q �(F\Y)MUF\Y)F , D V D �)ZBFqE��P�hQTYP^ Di{ E)s[IPNP]D LwViF �PViEP�hE�� DU{ E)E . �hQ����PQiNPc��)L9l\ViQUVy� D kmN��(Q!I#FSYmZuE)V9M D Z �)Lws E��P�hQUYP^ DU{ E)s , X)Y D MUEmNKc!�)QvGTLTIKFSV � IKFSN D Vic9FSR\QIKQ��SViLwX����v^�IPNP]6�)ViF��)Em]5ViQUNPc!�PQnMiN D IKFSNPc { Fo^4�`XPQT^dQUx8cUs��(NPFeI#LWs9x5F\k6�)QW^ D �wI�� :

% chmod 600 .fetchmailrc

p �(NPFeI#LWs9x5Fo^ X)Y)EP^dF\Y)Ff� D kmN .fetchmailrc X)Y)F(I�� D � � D �)F �0IPN)]#� D RSY)L ���)E5QiI��)QUR\QvX)Q��)ViQUMTQUR\Qf])x5E�� D X)QX)Y)QUVUQ!�)QUNPL POP.
 ViQTV9� D kmN5L � D ���fM D FSV fetchmail �(QUF(IKE��)EPVic��(]6� example.com ��EK^dF �)Fo^bX)QUNPc!�\QUM D ViF(NP]

joesoap E8X D Y)QUNPF\^ XXX.
p X)Y)EP^dF\Y)FHXPQ!IKY D �SLm^dFSM D F\V!�e] , �)VUQ9X)QUNPc!�\QUM D ViFSNPc joesoap �(Lwx5F5�(ViMTLwFSVnV D �mZuF`E8MNPQ!� D NPc!�PQUk#�(E��(ViFo^dF .
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poll example.com protocol pop3 username "joesoap" password "XXX"

p �(NPFeI#LWs9x5Fo^ X)Y)EP^dF\Y)FOX)Y)QTE��SMTQ!IKE)V��e]0X)QiI��mNPs��)F �)EPF8�9�)F�� �)QiNPc��)EP^ POP E IMAP �(FSYPMUFSY D ^ , X)YPE
�)FSQTGirmQ!IKEK^dQ��(VUE�X)Q!�)V D X)F\Y)F � D X)Y D MiN)])F\V!�e]hI#Y)LwRSEP^zNKQ!� D NPc!���v^zXPQiNPc��SQUM D ViFSN)]P^ :

poll example.com proto pop3:
user "joesoap", with password "XXX", is "jsoap" here;
user "andrea", with password "XXXX";
poll example2.net proto imap:
user "john", with password "XXXXX", is "myth" here;

� ViEmNKE)V D fetchmail ^dQiZuF\V9Y D GUQTV D VicnMnY)FSZBEP^dF`I D F\^dQ!� D �q�yN D R\QT^ -d, � D I D �����v^4�`E��)ViF\Y)M D NPQT^ ( M
�(F �PL2�mI D r ), �PFSY)F��8�)QTViQUY"�fk fetchmail I#QiN)ZuF �8QUX)Y D a5EPM D VUc��(F\Y)MUF\Y�� , X)FSYPF �)E"�(NPF �"���fF`M .fetchmailrc.

p
�eNPF(IKLwsnx5Fo^ X)Y)EK^dFSY)F fetchmail GTLUI#FSV*� D GUEPY D Vic9X)Q!�PViL � D Z>I��fF 60 �SF �)L �wI :

% fetchmail -d 60

j QUX)QUN"�)E)ViFSNPc!�PLWs E��P�hQTYP^ Di{ EPs�Q fetchmail ^dQiZ �)Q � D kPViE6� D � D k)ViF http://www.catb.org/~esr/fetchmail/.

22.13.
� ���0=8�|  2v=��n4.;<@>� procmail

% ���� � �
� ��� � � Marc Silver.
� ViEmNKE)V D procmail lSViQ �)F\MUFSYPQi])V;�)Qy^dQUx9�)QUFHX)Y)EmNPQUZuF �)E)F , E"�SX)QiNPc��SLwF\^dQTFdIPN)]>�hEmNPcUVUY Di{ EPE5MirmQiIP])x5F\kX)Q!�)V!� .

� � D XPQ!�SMTQiN)])F\VvX)QUNPc!�\QUM D ViF(NP]P^�QTX)Y)F(IKF(N)])VUc ” X)Y D MUEmN D ”, �)QUVUQUY��fFq^dQURSLwV9G!�fVic �(QUXPQ��(V D MiNKF ���MirmQ!IP])x8EP^zX)E"�ScT^ D ^�IPN)]5M��fX)QiN"�PF �)Em]0QTX)Y)F(IKF(NPF������OrhIKF\k"�(VUMUE)k8EmNPE�IKN)]5X)F\Y)F � D X)Y D MiNPF��)Em]�X)Q!�PV;�|MD NPcTViFSY�� D ViE)M����fF`XPQ!�)ViQTM!�fF`])x5E��)E8E / EmNPE6� D X)Q��)ViQUM��fF D IKY)F�� D . procmail ^dQUZuFSVnG��fVicnL �SV D �)QTMiNPF��6�X)QT^dQTx5cUs X)QUYPV D mail/procmail. �hQ��eNKF`L �(V D �)QUM��)E0Q��5^dQiZuFSV9G!�fVic �)F\X)Q��SY)FeI3�SViMUF����)QvE"�)ViFSR\Y)E)Y)QTM D �5MGUQiNKcUa5E"�"�(ViMTQ MTA; �(MTFSY)cTViF��Sc��dI#Q!�)Lm^dF �PV Di{ EPFSk6� D M D a MTA.
j Y)LwRSQTk6�(X)Q2�(QTGvE��)ViF\RSY DU{ E)E procmail –IKQUG D MiNKF �)E)F`M9� D k)N .forward, � D rmQ!IK])x5E)k"�(]0MfIKQW^ D a9�)F\^4� D V D NPQUR\F�X)QiNKc!�SQTM D ViF(N)] , �(NPFeIKLws9x5FSk��(ViYPQ!�)E :

"|exec /usr/local/bin/procmail || exit 75"

p l\ViQT^bY D �(IKF(NPFqGULTIKLwVvXPQ!� D � D �"�JQ2���)QTM!�:� D �(ViYPQUk��)E5X)Y D MTEmN procmail,
D V D �mZuF8�)Y D V;�)QTF`QTX)E"� D �)E)FHEmrIKFSk"�SViMUE)] .

 ViE>E�IKY)LwR\E)F`X)Y D MUE)N D IKQUN)Z ���|G��fVicnX)QW^dFSx8F ���[M9� D kmN .procmailrc, �)QTViQUY��fk0IKQiNPZBF��
� D rmQ!I#E)Vic��(]0MfIKQW^ D a9�)F\^ � D V D NKQURSFHX)QiNKc!�SQTM D ViF(N)] .

�HQUNPcUa8Lws � D �SVicylSViEmr0XPY D MTEmN5V D �mZuFq^dQUZ��PQ�� D k)ViE6� D �SViY D �PE { F �(X)Y D MUQ����)E�� D procmailex(5).

�hFSY)F�� D X)Y D MiNKF �)E)F`M��(F\k0X)Q��)V;�|QTV user@example.com � D M!�)F\a6�)EPk D I#Y)F�� goodmail@example2.com:

:0
* ^From.*user@example.com
! goodmail@example2.com

�hFSY)F�� D X)Y D MiNKF �)E)F`M��(F\k0X)Q��)V;�|QTGU��Fo^dQT^ ^dF �PcUa5F 1000 G D k)V*� D M!�)F\a6�)E)k D IKYPF�� goodmail@example2.com:

:0
* < 1000
! goodmail@example2.com

�hFSY)F�� D X)Y D MiNKF �)E)F`M��(F\k0X)Q��)V;� , QTViX)Y D MiN)])Fo^dQUk#� D alternate@example.com, MnXPQ!�)ViQTM!�fk�])x8E�� alternate:
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:0
* ^TOalternate@example.com
alternate

�hFSY)F�� D X)Y D MiNKF �)E)F`M��(F\k0X)Q��)V;��� ”Spam” M /dev/null:

:0
^Subject:.*Spam
/dev/null

�hQiNPF�� ���fk0XPY)EP^dFSY , QUGTY D G D V;�fM D s9x5E)khMirmQiIP])x5Lws�XPQ!�)ViL��SQ��(XPE"���)QTMnY D � ���ON��)E FreeBSD.org EX)QT^dF\x D s9x5E)k6� D Z>I��fk��(X)E"�SQ!�0M9QUV I#F(NPc����fk5X)Q��)ViQTM!�fk�])x8E�� .

:0
* ^Sender:.owner-freebsd-\/[^@]+@FreeBSD.ORG
{
LISTNAME=${MATCH}
:0
* LISTNAME??^\/[^@]+
FreeBSD-${MATCH}
}
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� ������� � � � ��
 � ��
 �
� � � � � � 	'� �������� Murray Stokely. %&� � � ��� � 	 � � & �� ' �'$�( �!*+' : � 	�� ���$�� �o����� � � � .

23.1. 13254�6878@ � =B� 2n=�2
 V D RSN D M D X)Q2�(Mi])x8F � D �)F �)QTViQUY"�v^4� D EPGUQiNKFSF1� D �(ViQ9E"�(XPQiNPc��SLwF\^��v^4�SFSViF\M!�v^ �(NPLWZBG D ^4�SE"�(ViFo^ UNIX.

t �QUX)E)a8F\^ , � D �5L �SV D �)QTMUE)VUc , � D �SViY)QTE)Vic , X)Y)QUVUF��(VUE)Y)QUM D Vic9E5X)QiI)IKF\YmZuE)M D Vic9^��)QTRSE)FqY D �(NPE��"���fF`ViEPX�� �SFSViF\M!�Or
�(FSYPMUE"�SQUM . j NP]0QUGiNKFSR �PF �)Em]0M D a8FSk0Y D GUQTV;� M9RSN D MTL9M��mNPs��PF ���|X)YPEP^dFSY����)Q!�P�hEPRSLwY Di{ E)Q!���"�Orh� D kmNPQUM .
�hQ��eNKF1�)ViF��)Em]8l\ViQUk8R(N D M!� M!��GULTIKFSVUF.� � D Vic :
•
C�D �0LwX)Y D MUN)])VicvI D Fo^dQ!�)QW^ inetd.

•
C�D �#� D �SViY)QTE)Vic��SFSViF\MULws � D kmNPQTMULws��SE"�(ViFo^dL .

•
C�D �#� D �SViY)QTE)Vic��SFSViF\MUQTk6�(F\Y)MUF\Y0E��P�hQTYP^ Di{ EPE�IPN)]��(QUMW^dF��SV;�)QUR\QvE"�SX)QiNPc��SQTM D �PEm]yL � 	\V;���Or#� D X)E"�SFSkX)QUNPc!�\QUM D ViFSNPFSk .

•
C�D �#� D �SViY)QTE)Vic D MUViQW^ D ViE"�)F�� �)QUF8�)Q!�P�hEPRSLwY)E)Y)QTM D �)E)F.�SFSViF\M!�Or�X D Y D ^dFSVUY)QUM9X)Y)E5XPQT^dQUx8E DHCP.

•
C�D �#� D �SViY)QTE)Vic��SFSY)MTFSY0EK^ 	 � .

•
C�D �#� D �SViY)QTE)Vic Apache HTTP �(F\Y)MUF\Y .

•
C�D �#� D �SViY)QTE)Vic9� D kmNPQTM!�fk�E5XPY)E��)V �(F\Y)MUF\YhIPN)] Windows �mNPE)F��)ViQTM��HE"�(X)QUNPc!�\QUM D �)E)Fo^ Samba.

•
C�D �6�(E��)rwYPQ!�)E��\E)Y)QTM D VUcOI D VUL�E0MUY)Fo^�] ,

D V D �mZuF � D �SViY)QTE)Vic��SFSY)MTFSY5MTY)F\^dF��)E6�HX)Y)QTViQ!�)QUNPQT^ NTP.

�hFSY)F(I9�)ViF��)E)F\^�lSViQTk5RSN D M��JM��JIKQiNPZ��"� :

• �hQ��)EP^ D VUcnQ�� �)QUM�� Y D GTQUV;� � �)Y)E)X)VUQUM /etc/rc.

• _HMTQUGUQiI��)QfMUN D IKF\VicnQ2���)QTM!���v^dE9�(FSVUFSM!�v^dE8ViFSYK^dE�� D ^dE .

•
� � D Vic�� D �0L �SV D � D MiNPEPM D VUcOIKQUXPQiN"�)EPViF(NPc����fF`XPY)QUR\Y D ^+^����SViQUYPQ!���)E)rhY D �SY D GUQTV;�)E��PQUM ( � N . 4).

23.2. ” 1 �B�0�82 - �f�82 �n�82 ” inetd
� � ' �
� $ ��� � � �� ��� � � Chern Lee.

23.2.1. �:&1�'��
inetd(8) � D ���fM D snVvV D �mZuF ” �(LwX)FSY - �SFSY)MTFSY)QW^ � �)ViFSY"�)FSV ”, X)QUViQW^dL �)ViQyQ!�0LwX)Y D MiN)])F\V��SQUFeI#E��)F �PEm]P^dE#�8^��PQURSEK^
�(FSYPMUE"� D ^ .

C QUR(I D inetd X)YPE��)EP^ D FSV �(QUF(IKE��)F��)E)F , Q!�8QUX)Y)F(IKF(NP])FSV , IPNP]6� D �PQUk0X)YPQURSY D ^+^��|X)YPFeI�� D � � D �)F �PQ
�(QUF(IKE��)F��)E)F , � D X)L ��� D FSV��SQUQUVUMUFSV��(ViMTLWs9x5E)k5X)Y)Q { F�� �`E5X)YPFeIKQ2�(V D MiN)])F\VvF\^dL#�(Q��)FSV , � � �ON"� D � D �)QTViQUY"�fkX)FSY)F(I D F\V!�e]0XPY)Q { F5� �SLyM � D �)F��SViMUF �(V D �wI D YPV;���Or0L �(ViYPQUk"�SViMnMTMUQ!I D , M!�fMTQ!I D E��(QTQUGUx8F �)E)]hQTGvQUa8E)G!� D r . � D XPL � �Q!I��)QTRSQvl����SFo^dXmN)])Y D inetd Lm^dF �)cTa D F\VnQTGUx5Lws � D RSYPL2���)L � D �(E"�SViF\^dL�X)Q �(Y D M!�)F��)E)s �.� D X)L ���PQT^ � D Z8I#QURSQI D Fo^dQ!� D E"�wIKE)MTEwIKL D NPc��)QnM9M!�qIKFSNPF �"�)QT^zY)FSZuEP^dF .p XPFSY)MTLWs Q!�PFSY)F(IKc inetd E"�SX)QiNPc��SLwFSV��e]hIPN)]8M!���SQTM D I#Y)LwRSEmryI D F\^dQ!�PQUM , �PQ��)F5���)QUNPc!�PQvX)Y)Q2�(V;�Or0X)YPQUViQ��)QiNPQTM ,V D �)E)r , � D � chargen, auth E daytime, QUG2�eNPLWZuE)M D snV!�(]��)FSX)Q2�(Y)F(I3�(VUMUF �"�)Q .
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 ViQUV9Y D �(IKF(N5XPQ��(MU])x5F��0Q�� �)QUM D ^ � D �SViY)QTk��)E inetd X)Q2�(Y)F(I3�(VUMUQT^zF\RSQyX D Y D ^dFSVUY)QUM*�PQT^ D �mI��)QUk9�(ViY)Q��)E5E8FSR\Q
�)Q!�P�hEPRSLwY Di{ E)Q!���PQURSQv� D kmN D , /etc/inetd.conf.

23.2.2. �%�
-/�
�� 
 ���
inetd E"�)E { E D NPE��\E)Y)LwFSV!�(]8X)Q2�(Y)F(I3�(VUMUQT^4�SE"�(VUF\^�� /etc/rc.conf. � D Y D ^dFSVUY inetd_enable X)QnLm^dQUN"� D �PE)sL �SV D �PQUMiNKF ��M NO, Q!I�� D �)Q*� D �(ViQyM!�)NPs�� D FSV!�(]0LwViEmNPE)VUQUk sysinstall X)YPE5M!�fGTQUY)F`X)Y)QT�hE)N)]6�(Y)F(I��)F\RSQnLwY)QTM!�m]GUF �\QUX D ���)Q2�(ViE .

� � D � D �PE)F
inetd_enable="YES"

EmNPE
inetd_enable="NO"

M9� D k)NPF /etc/rc.conf ^dQiZuFSV�� D I D Vic9EmNPE9� D XPY)FSViEPVic�� D X)L � � inetd MUQ9MUY)Fo^�]6� D RSY)L � �PE .C Y)QT^dFHViQUR\Q , �)F\Y)F � inetd_flags I D F\^dQ��)L inetd ^dQUR\LwVnG!�fVUcnX)F\Y)FeI D ���[Y D �(NPE��"���fFHX D Y D ^dFSViY����)QT^ D �wI��)QTk
�(ViY)Q��)E .

23.2.3. �%� �� 	�� �
 ( �'�*	�� + �9+,� 
�-/�
�� ���
� QTYP^ D V9M!���\QUM D inetd:

inetd [-d] [-l] [-w] [-W] [-c maximum] [-C rate] [-a address | hostname] [-p filename]

[-R rate] [configuration file]

-d p �mNPs��PF �)E)FqQUViN D IKQ����)QTk0E��P�hQTYP^ Di{ EPE .

-l p �mNPs��PF �)E)FqY)F\RSE"�SViY Di{ E)E5L �(XPFSa6�"�Or��SQUF(IKE��)F��)E)k .

-w p �mNPs��PF �)E)FO^dF(r D �)E��\^ D TCP Wrapping IKN)]5M!�PFSa6�PEmr#�eNPLWZuG ( X)QnLm^dQUN"� D �PE)s M��mNPs��)F �)Q ).
-W p �mNPs��PF �)E)FO^dF(r D �)E��\^ D TCP Wrapping IKN)]5M!�PLWVUY)F ���PEmr6�eNPLWZuG , �)QUViQTY��fF`M2�(ViYPQUF �"�[M inetd ( X)QLm^dQiN"� D �)E)s M!�mNPs��)F �PQ ).
-c maximum� X)Y)F(IKF(NPF��)E)Fq^ D �"�SEP^ D NPc��)QUR\Q��)E��eN D Q!I��)QTMUY)Fo^dF ���"�Or � D X)L � �)QUM*� D Z>IKQUk9�eNPLWZuG!� ; X)QyLw^dQUN"� D �)E)F.�PFQUR\Y D �)E"�)F �)Q . t QiZuF\VnG!�fVUcnX)F\Y)FSQTX)Y)FeI#F(NPF��)QnE��mIKE)MUEmIKL D NPc��)QfIPNP]6� D Z>IKQTk6�eNPLWZuG!�[XPY)E5X)QW^dQUx8EX D Y D ^dFSVUY D max-child.
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-C rate� X)Y)F(IKF(NPF��)E)FHX)QvLm^dQiN"� D �)E)s ^ D �"�SEP^ D NKc!�)QTRSQ��)QUNPE��)F5�(ViM D Y D � , �)QUVUQUY)QTF.�eNPLWZuG D ^dQiZuFSVvG��fVicvM����SM D � D �Q!I��PQURSQ IP-
D I#Y)F�� D My^dE"�)LwViL ; XPQ9Lm^dQiN�� D �)EPs��)FqQUR\Y D �)E"�)F �)Q . t QiZuFSV9G!�fVic9X)FSYPFSQUXPY)FeIKFSNPF �PQfIPN)]9� D Z>IKQTk

�eNPLWZuG!�[X D Y D ^dFSViY)QW^ max-connections-per-ip-per-minute.

-R rate� X)Y)F(IKF(N)])F\V9^ D �"�(EP^ D NPc!�PQUF1�)QUNPE��)F5�(ViMTQnY D � , �PQUViQTY)QUF �eNPLWZuG D ^dQUZuFSVnG��fVicnM����SM D � D My^dE��)LwViL ; X)QLm^dQiN"� D �)E)s 256.
��D �(ViQTV D , Y D M�� D ] 0, �PFHQTRSY D �)E��)E)M D F\V*�)E"�(NPQnM����SQUMTQUM .

-a
� D I D FSVnQ!IKE�� IP-

D I#Y)F�� , �6�)QTViQUY)QW^dL9IKF(N D FSV!�(]0X)Y)E)MU]�� � D . # NKcUViF\Y�� D VUE)M!�)Qh^dQiZuF\VnG!�fVUcnL � D � D �)QnEP^�]rmQ��(V D , E0MylSVUQT^ �(NPL � D FHE"�(X)QUNPc!�\LwFSV!�(]6�(QUQTViMUF\V!�(VUMULwsnx8E)k0lSViQW^dLhEP^dF �)E8rmQ��SV DnD IKY)F�� IPv4 EmNKE IPv6.� G!�����PQvEP^�]0rmQ��SV D � D I D FSV!�(] , �)QTReI D inetd � D XPL � � D F\V!�e]�MyQ!�)YPLTZuF��)E)E jail(8), E5M9lSViQW^ �eNKL2� D F`EK^�]0rmQ��(V D
�(QTQUViMTFSV!�SViMULwFSVnlSViQW^dL jail(8)- Q!�)YPLTZuF��)E)s .

�.�eNKE5E"�SX)QiNPc��SLwFSV��e]5�hQUYK^ D V��HEP^dF �PF\^zrmQ��SV D E8ViY)F\GULwFSV!�(]5X)Y)EPMi]�� � D � D ��IPN)] IPv4, V D �8E�IPNP] IPv6, ViQIPN)]6� D Z>IKQUk5X)Y)E)MU]�� �)E8ViY)FSGTLwFSV!�(]#� D XPE"�(c �8�SQUQUVUMUFSV��(ViMTLWs9x5EP^zVUE)X)QT^bX)Y)QUVUQ!�)QUN D IPNP]6� D Z>IKQTk6�eNKLTZuG��M9� D kmNPF /etc/inetd.conf.
C X)Y)EP^dF\Y)L , �eNKLTZuGTF.� D Q�� �)QUMTF TCP XPQUViY)F\GULwFSV��e]hIKMTF8� D X)E"�SE , MnQiI��)QTkhIPN)]X)Y)QTViQ!�)QUN D E��(X)QUNPc!�\LWF\V!�e] tcp4,
D MfIKYPLWR\QUk0E��(X)QUNPc!�\LWF\V!�e] tcp6.

-p
� D I D FSV D NPcTViFSY�� D ViE)M����fk5� D kmN�IPN)]5rwY D �)F��)Em] ID X)Y)Q { F�� � D .

 ViE5X D Y D ^dF\ViY���^dQTRSLwVnG��fVicnXPFSY)F(I D ���[M inetd X)Y)E8X)QT^dQTx5E inetd_flags Mh� D kmNPF /etc/rc.conf. �hQLw^dQUN"� D �)E)s���� D �PF �)E)F inetd_flags L �SV D �PQUMiNKF �)QvM -wW, �)ViQyM!�)NPs�� D FSVy^dF(r D �)E"�\^ TCP wrapping IPN)]M!�)LwViY)F����)Emr0E5M!�)F\a6�)Emr6�(NPLWZuG inetd. ghQUMTE���� D ^zlSViE8X D Y D ^dFSVUY��|E��o^dF �m])VicyE�I D ZuF.� D I D M D VUcvEmr0M9� D kmNPF
/etc/rc.conf �)F �)LWZ �)Q .

�����	��
�������
: � �����*��%�% # �� � � � %.)&� % � �"# % / ����-��0�"� - )���� inetd, '+� ���0,�� � �+�� ��#�'���� �"# % ��,�$ �"������ ����$ $ #+� � / $�������$"% '����- � . %5/ , ��� � �*#+��� ,"�0��� , )�� �"�!,���������� # �� � � �0� %.)&� % � �"# % ��# ���� � , '������0, ��� inetd ��,�� /0�!#+�"��) ��% �+��#+��- .

23.2.4. inetd.conf

g D �(VUY)QUk�� D inetd LwX)Y D MUN)])FSV��e]#�)F\Y)F �O� D kmN /etc/inetd.conf.

�.�eNPE8M9� D kmNPF /etc/inetd.conf IKF(N D NPE"�ScnE��o^dF �)F��)Em] , VUQ inetd ^dQiZ �)Q�� D �SV D MTE)Vic�� �)E)V D VicyFSRSQ
�)Q!�P�hEPRSLwY Di{ E)Q!���"�fk0� D kmN5XPQUMUVUQUY��)Q , X)Q2�eN D M��(E)R�� D N HangUP X)Y)Q { F�� �SL inetd, � D �0X)Q�� D � D �)Q*�(IKF��Sc :
�  � *��  23-1. �

	 � � � 
 � � � � � �-��� HangUP �� 	 ��� ����� inetd

# kill -HUP ‘cat /var/run/inetd.pid‘

p � D Z>IKQUk��(ViYPQ!�)F8�)Q!�P�hEPRSLwY Di{ E)Q!���PQURSQ9� D kmN D QUX)E"� �fM D FSV!�(]0QUV IKFSNPc!�"�fkhI D Fo^dQ!� .
C QW^+^dF �)V D Y)Em]P^bM9� D k)NPFX)Y)FeI#a5F��SViMULwF\V�� � D � ”#”.

�8D kmN /etc/inetd.conf EP^dFSF\VnV D �)QUk>�hQUYP^ D V :
service-name
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socket-type
protocol
{wait|nowait}[/max-child[/max-connections-per-ip-per-minute]]
user[:group][/login-class]
server-program
server-program-arguments

�hY)EP^dFSY9� D X)E"�(E�IPN)]�I D F\^dQ�� D ftpd, E"�(XPQiNPc��SLwsnx8FSRSQ IPv4:

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -l

service-name
 ViQyEP^�]9�(F\Y)MUE�� D , XPY)FeIKQ2�(V D MiN)])Fo^dQUR\Q*�)Q!�"�)Y)FSV!���v^zI D F\^dQ��)QT^ .

� �)QvIKQiN)Z �)Q �(QTQUViMTFSV!�SViMUQTM D Vic*�(F\Y)MUE"�SL ,L � D � D ���)QW^dL9My� D kmNKF /etc/services.
� IKF��ScnQTX)Y)FeI#F(N)])F\V!�e] , � D �)QTk0X)QUYPVfIKQUN)ZuF �5QTG��(NPLWZBEPM D VUc inetd.�hY)E6�SQ!�eI D �)E)E6�)QUMTQURSQ��(FSYPMUE"� D Q!��IKQiN)ZuF��5X)QW^dFSx D Vic��(]6��� D � D N D M9� D kmN /etc/services.

socket-type

stream, dgram, raw NPE)GTQ seqpacket. stream IKQUN)ZuF �5E��(X)QUNPc!�\QUM D Vic��(]nIKN)]5QUYPE)F �)VUE)Y)QUM D ���"�Or � D
�(QTFeIKE��PF �)E)F�I D Fo^dQ!�)QTM TCP, �)QUR(I D � D � dgram E"�SX)QiNKc!�SLwF\V!�e]hIPNP]�I D Fo^dQ!�)QTM , E"�SX)QiNKc!�SLws9x5EmrViY D �"�(X)QTY)V;���fk8X)Y)QTViQ!�)QUN UDP.

protocol� I��)Q9E�� �(NPFeI#LWs9x5Emr :
)�&�%(78%'./% : ! ���'-9"�!���6
tcp, tcp4 TCP IPv4

udp, udp4 UDP IPv4

tcp6 TCP IPv6

udp6 UDP IPv6

tcp46 TCP � D �hIPN)] IPv4, V D �8E�IPN)] v6

udp46 UDP � D ��IKN)] IPv4, V D �5E0IPN)] v6

{wait|nowait}[/max-child[/max-connections-per-ip-per-minute]]

wait|nowait QTX)Y)F(IKF(N)])F\V , ^dQiZuF\VvNPE0I D Fo^dQ!� , M����SM D �����fk5E�� inetd, Y D GTQUV D Vic�� �(QTG��(VUMUF �"���v^4�(Q��)FSViQW^ ,EmNPE9�)FSV . _HQ!�)F\V;�|ViEPX D dgram IKQUN)Z ���|E"�SX)QiNPc��SQTM D VUcvX D Y D ^dFSVUY wait, �)QTReI D � D �0I D Fo^dQ!��� �X)QUVUQ!�)QTM!�v^dE#�(Q��)FSV D ^dE , �)QTViQUY"�fF`QUG������)Qv^��)QTRSQTX)QUViQ������ , IKQUN)Z ���[E"�(XPQiNPc��SQUM D Vic nowait. wait QTG!�����PQX)FSYPFeI D FSV9^��PQURSQ �(Q��)FSViQTMvQ!I3�)QT^dL9I D F\^dQ!�PL , �)QUR(I D � D � nowait X)QUYPQiZ>I D F\VOI D F\^dQ!�0IPN)]6� D Z>IKQUR\Q*�)QTMUQUR\Q
�(Q��)FSV D .tbD ���(EP^ D NPc!�)QTF1�)E"�(NPQyX)QUY)QUZ>IKF ���"�Or9I D F\^dQ��)QUM , �)QUVUQUY��Or0^dQiZuFSV �(Q��eI D Vic inetd, ^dQUZuFSVnG��fVic � D I D �)QX D Y D ^dFSVUY)QT^ max-child. �.�(NPE9�PLTZ �)Q9QUR\Y D �)E"�)F �)EPF`MnIKF��(])Vicnl����SFo^�X)N)])Y)QUM��)F �PQUViQTY)QUR\QfI D F\^dQ!� D , ViQX)Q��(NPF`X D Y D ^dFSViY D nowait �)LWZ��PQ�� D I D Vic /10.C Y)QT^dF max-child, ^dQiZuFSV9G!�fVic�� D I#FSk"�SViMUQTM D �yI#Y)LwRSQUk5X D Y D ^dFSViY , QUR\Y D �)E"�)E)M D snx8E)k0^ D �"�SEP^ D NKc!�)QTF
�)E"�(NPQ��SQUFeI#E��)F �PE)k5QTVnQ!I3�)QUR\QvE"�(VUQ!���)E"� D . max-connections-per-ip-per-minute �eNPLWZuE)V9EP^dF ���PQIPN)]5l\ViQUR\Q . � IKF��Sc*� � D �)F �PE)F , Y D M!�PQUFdIKF5�e])ViE , GULTIKF\VvQUR\Y D �PE��)E)M D VicnNPsnGTQUk#� D I D �����fk IP-

D IKY)F5�1� D
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M!�fX)QUN"�)F��)E)F+I#F��e])VUE5X)QTX��fViQ!�8X)Q!I3�mNPs��PF �)Em]9�6�)F��)QUViQTY)QT^dL��SFSY)MTE"�(LhM9^dE"�)LwViL .  ViQyX)QiNPF�� �)QvIPN)]X)Y)F(IKQUViMTY D x8F �)E)]#� D ^dF\Y)F ���PQURSQ9EmNPE9�)F � D ^dFSY)F����)QTRSQvY D �ermQ!I#QUM D �)Em]�Y)F5�(LwY"�(QTMvE D V D �5ViE)X D Denial of
Service (DoS) � D ^ D a5E"�)L .p lSViQW^ X)QiNKF wait EmNKE nowait QUGU]�� D VUF(NPc���� . max-child E max-connections-per-ip-per-minuteQUX { E)Q!� D NPc!�"� .t �)QTRSQUXPQUViQ������fkhI D F\^dQ��0ViE)X D stream GUF��`QTRSY D �)E��)F��)E)k max-child EmNKE
max-connections-per-ip-per-minute GULTIKF\VnQTX)Y)FeI#F(NPF��0X)Y)Q2�(ViQ9MUQUV9V D � : nowait.
� QUV9ZBF � D ^��fk�I D F\^dQ!�9�`QTRSY D �)E��)F��)E)F\^zMy^ D �"�SEP^dLm^zIKF5�e])VicvI D Fo^dQ!�)QTMvGULTIKF\VnQTX)Y)FeI#F(NPF��0V D � :
nowait/10.

g D �)Q��)F { , V D ZuF �)Q!�K�hE)RSLwY DU{ Em]#�`QTRSY D �)E��)F��)E)Fo^zMvIKM D I {KD Vic��SQUF(IKE��)F �PE)k6� D IP-
D IKY)F��`M9^dE��PLWVUL0EQUGTx5EP^zQTRSY D �)E��)F��)E)F\^zMh^ D ���(EP^dLm^�IKF5�e])Vic9X)QUYPQiZ>IKF �"���OryI D Fo^dQ!�)QTMnM!�fRSN)]wIKE)V9V D � : nowait/10/20.

 ViE5X D Y D ^dFSViY�� , E"�(XPQiNPc��SLwF\^��fF�M2�(F �(Q � � D �)F �)E)]P^dE0X)QyLw^dQUN"� D �PE)s[I D F\^dQ��)QT^ fingerd, EP^dF\snVyV D �PQUkMUEwI :

finger stream tcp nowait/3/10 nobody /usr/libexec/fingerd fingerd -s

user
 ViQyEP^�]5X)QUNPc!�\QUM D ViF(NP] , XPQ!I��PQUViQTY��v^�IKQUN)ZuF �0Y D GUQTV D Vic �(QTQUViMTFSV!�(VUMULwsnx8E)khI D F\^dQ!� .

��D x8F�M��SFSRSQI D Fo^dQ!���[Y D GUQTV D s9V*� D �5X)QUNPc!�\QUM D ViF(NKc root.
j N)]0QUGTF��(XPF �)F��)Em]0GUF��SQTX D � �)Q��SViE��)F �PQUViQTY��fF8�SFSY)MTFSY��

� D X)L ��� D snV!�(]#� D �0XPQiNPc��SQUM D ViFSNPc daemon EmNPE9� D �5X)QiNPc��SQTM D VUF(NPc��H^dE��)EP^ D NPc!�"�v^dE8X)Y D M D ^dE nobody.

server-program

�hQiN"�"�fk5^ D Y)a8Y)LwV��0I D Fo^dQ!�)L , �)QTViQUY"�fk0GULTIKF\VnM!�fXPQiN"�m])VUc��e]�X)Y)E>L �(V D �)QUMUNPF �PE)E#�(QTFeIKE��PF �)Em] . �.�eNKEI D Fo^dQ!��])MUN)])FSV��e]9�SFSY)MTE"�(QW^ , X)Y)FeI#Q��(V D MiNP])F\^��v^ � D ^dEP^ inetd, VUQ��)LWZ �)Q�� D I D Vic��mNPs��PFSMUQTF8�(NPQUMTQ
internal.

server-program-arguments
 ViQUV9X D Y D ^dFSVUY5Y D GUQUV D FSVnMT^dF��SViF8�HX D Y D ^dF\ViY)QT^ server-program, � D I D M D ]�X D Y D ^dF\ViY�� , � D �)E�� D ]6�
argv[0], X)FSY)F(I D M D Fo^��fF+I D F\^dQ!�PLyXPY)E6� D X)L ���PF . �.�eNKE8M��)QT^ D �wI��)QTk6�(ViYPQ!�)F � D I D �)Q mydaemon -d, ViQ
mydaemon -d GTLTIKFSVf])MUN)])Vic2�e]#� � D �)F��)E)F\^zIPN)] server-program-arguments. � � �)QUM D , F��(NPE�I D F\^dQ��])MiN)])F\V!�e]0M��)LwViY)F����)FSk��eNPLWZuGUQTk , ViQ �eI#F��(c��)LWZ �)QnE"�SX)QiNKc!�SQTM D VUc internal.

23.2.5.
� ���'� �,�
-�+ �.-/�.0p � D MTE"�(EP^dQ2�(ViE5QUV��(rmF\^��|GTF �SQTX D � �)Q��SViE , M��fGUY D ���)QUk�XPY)E5L �(V D �)QTM!�)F , ^��PQURSEPFHE��`I D F\^dQ!�PQUM inetd ^dQTRSLwVQ!� D � D VUc��e]�X)Q9Lm^dQiN"� D �)E)s M!�mNKs��)F������v^dE . �.�eNPE9�)FSVyQ��SQUGTQUk �)LWZ>I��|M��)F��)QUVUQUY)QW^�I D Fo^dQ!�)F , ViQ9M!���mNPs��)E)ViFFSRSQ ! �hQW^dF��(VUE)ViF � � D � ”#” X)F\Y)FeI��)F �)LWZ ���v^�I D F\^dQ��)QT^zM /etc/inetd.conf E8X)QTa0NPE)VUF �SE)R � D N�IPN)] inetd.ghF �)QTViQUY��fF�I D Fo^dQ!��� , V D �)E)F , � D � fingerd, MUQTQUGUx8F
�)F(ZuFSN D ViFSNPc!�"� , X)QTViQT^dL �)ViQyQ!�PEhI D s9V D V D �)Lws9x5F\^dL

�eNPE)a9�)QT^ ^��PQURSQyE��P�hQTYP^ Di{ E)E .

ghF �)QTViQUY��fF�I D Fo^dQ!���:�PF.� D GUQTV!])V!�e]0QyGUF��SQTX D � �)Q��SViE�E5EP^dF\snVyGUQUNPcUa8E)F�V D kP^ D LwV;� IKN)]9�(QTFeIKE"�)F �)EPk0EmNPEMUQUQTGUx8F+Emr#�)FqEP^dFSs9V .  ViQyX)Q��SMUQUN)])FSV D V D �)Lwsnx5Fo^dL �)F��SX)FSa9�)QnL �(V D � D MUNPE)M D Vic��SQUF(IKE��)F��)Em]#�6�PQ!���)YPFSV;�)QW^dLI D Fo^dQ!�)L , E"�SViQUx D ]0EP^dF\snx8E)F��(]5Y)F��SLwY"��� .
t QUZuFSVnQ�� D � D Vic2�e]�X)QUNPF �����v^ � D I D VicvIPN)]6�PF �)QTViQUY��OryI D F\^dQ��)QUMQURSY D �)E��PF �)Em] max-connections-per-ip-per-minute E max-child.
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�hQnLm^dQiN"� D �)E)s ^dF(r D �PE��\^ TCP wrapping M��mNPs��PF � .
� GTY D VUE)ViF��Sc����(X)Y D MUQ����)QUk#�SViY D �)E { FqX)Q hosts_access(5)IPN)]5X)QUNPL �)F �PEm]0GUQUNPFSFHX)Q!IKYPQUG!�PQUk�E��P�hQTYP^ Di{ E)E0Q � D I D �)E)E5QURSY D �)E��PF �)E)k TCP IPNP]5Y D �SNPE����"�OrhI D Fo^dQ!�)QTM ,

� D XPL � � D Fo^��OryXPQ��(YPFeI3�SViMUQW^ inetd.

23.2.6. �����
+,�1�
daytime, time, echo, discard, chargen E auth M��SF�])MUN)])snV!�(]5L �eNPLwR D ^dE , XPY)FeIKQ2�(V D MiN)])Fo^��v^dE6� D ^dEP^ inetd.

_HFSY)MTE"� auth XPY)FeIKQ2�(V D MiN)])F\VnEwI#F �)ViEK�hE�� Di{ E)Q!���"�fF8�(F\ViFSM��fF`L �eNKLWR\E (ident, identd) E5X)QiI)I D FSV!�(]6� D �SViY)QTk��)F .� GUY D ViE)ViF5�(c��9�(X)Y D MUQ����)QUk9�(ViY D �)E { FqX)Q inetd(8) IPN)]8X)QiNPL �)F��)Em]0GTQiNPF\F`X)QiIKY)QUG��)QUk�E"�P�hQUYP^ DU{ E)E .

23.3. Network File System (NFS)
� � � � � � 	'� ����# ��(&� &��#&U � �
	���( Tom Rhodes.

� � ' ���� �(� � �� Bill Swingle.C Y)QT^dFHX)Q!I)I#FSYmZ �)E>^��)QUR\Emr�X)Y)Q!�PEmr0ViE)X)QTM9� D kmNPQUM��Or �SE"�(VUF\^ , MTQ FreeBSD M��SViY)QUF�� D XPQ!I)IKF\YmZ � D �SFSViF\MUQTk� D kmNPQTMUQTk �SE"�(VUF\^�� (Network File System), E��SMTF��(V!�)QUk9� D � NFS. NFS X)Q!�\MUQUN)])FSV��SE"�(VUF\^dFqE"�(X)QUNPc!�\QUM D Vic
� D V D NPQUR\E0E8� D kmN"� �SQUMT^dF5�(V;�PQ��+I#Y)LwRSEP^dE>^ D a5E"� D ^dE , X)Q��SY)FeI/�(ViMTQT^4�(F\ViE . �hQ2�(Y)F(I3�(VUMUQT^ NFS X)QUNPc!�\QUM D ViF(NKEE5X)Y)QTRSY D ^+^��|^dQUR\LWV9X)QiNKL2� D VicvIKQ��SViLwX6�5� D kmN D ^ � D LTI D N 	 ���"�Or��SE"�(VUF\^ D r0VUQ!���)Q9V D �5ZuF , � D �5F��(NPE5G��[lSViQG!�ONPE5� D kmN"�:� D �(QTG��SViMUF������Or9IKE"��� D r .p QTV*�)F��)QUViQTY��fFqE��.� D E)GUQUNPFSF8� D ^dFSV;���Or�X)YPFSEP^dLwx5F5�(ViM , �)QTViQUY"�fF+I D 	\VnE"�SX)QiNKc!�SQTM D �)E)F NFS:

•
� V I#F(NPc��)QnM��(])V;�fFHY D GTQ!�)E)F �(V D � { E)E8E"�(XPQiNPc��SLwsnVn^dF��)cUa8F �SQUG2�(ViMTF ���)QTRSQqIKE����)QTMUQUR\QvX)Y)Q2�(ViY D �"�SViM D , V D �
� D �6�(QTMT^dF5�(V;�)Q9E"�(XPQiNPc��SLwF\^��fF�I D ���"�fFH^dQUR\LwVvrmY D �PE)Vic��(]#� D Q!I��)QTk0QUV!IKF(NPc��)QUk8^ D a5E"�)F`E8G!�fVicIKQ2�(ViLwX��"�v^dE�IPN)]0IKY)LwRSEmr0^ D a5E��8M��(F\ViE .

• �hQUNPc!�\QUM D ViF(NP]P^ �)F �)LWZ �)QyEP^dFSVicnIKQW^ D a6�PE)F.� D V D NKQURSE , QUV I#F(NPc����fF+IPN)]9� D Z>IKQTk5^ D a8E����|M9M D a8FSk6�SFSViE .j QW^ D a6�PE)F1� D V D NPQTRSE5^dQTRSLwVnY D �(XPQiN D R D VUc��e]�� D �(F\Y)MUF\Y)F NFS E5Emr5^dQUZ �)Q��eIKF(N D VicnIKQ��SViLwX����v^dE5QTViQUM2�(svIKLM �(FSVUE .

•
� �(ViY)QTk"�(VUM D rmY D �)F �PEm]5E��P�hQTYP^ Di{ E)E , V D �)E)F , � D �0IKE"���PFSV;� , X)Y)E)MTQ!I�� CD-ROM E0L �(ViYPQUk"�SViM D Zip®, ^dQUR\LWVE"�SX)QiNKc!�SQTM D Vic��(]nIKYPLWR\EP^dE8^ D a5E�� D ^dE5M �(F\ViE .

 VUQy^dQUZBF\VnX)YPE)MUF5�(ViE9�5Lm^dF �)cTa5F �PE)s�X)F\Y)F �PQ��(EK^��OrL �(VUY)QUk"�SViMvrmY D �)F �PEm]5E��P�hQTYP^ Di{ E)E0M��SFSViE .

23.3.1. � � ��,��&1�1� �,� � NFS

NFS �SViY)QUEPV!�e]5XPQ��)Y D k��)F\k8^dFSYPFHE��`IKMTLTr�Q2���)QTM!���Or � D �SViFSk : �SFSY)MTFSY D E5Q!I3�)QUR\QnEmNPE8GUQUNPcUa8FSRSQ��PQiNPE��PF��(VUM D
�mNPE)F��)ViQUM . C NPE)F��)VnQTGUY D x D FSV!�(] �0I D �"���v^ , � D rwQiIP])x5EK^
�e]#� D �(FSYPMUFSYPF , M9Y)F(ZuEP^dFqLTI D N 	����)QTRSQOIKQ2�(ViLwX D . j N)]ViQUR\Q , �)VUQUG!�[l\ViQ �)QUYP^ D NPc!�PQn�hL ��� { E)Q��)E)Y)QTM D NPQ , �)LWZ �)Q�� D �(VUY)QUE)VUcnE6� D X)L �SViE)Vic �)F�� �)QiNKc!�)QvXPY)Q { F5� �SQUM .

�����	��
�������
: � FreeBSD 5.X, �"�!$���$��"� portmap

� ���0� ����- ��������� ��� �"�!$"��$�� � rpcbind.
� ��' $�-(� � ,����+� - , ��,�$$�#��"����� �+� )�����$�$ FreeBSD 5.X �"����� �+�0)+�"�"� � � ���+� ��� ��/ $�-�� ����- ����$��!��) �"� # �0� /���� � $ � ��,�$ - ��,�� � )+#�� '�� - ����/ �

portmap ��� rpcbind.

g D �(F\Y)MUF\Y)F`Y D GUQTV D s9V��eNKFeIKLwsnx8E)F+I D F\^dQ���� :
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� "/6 1 %'! ! ���'-9"�!'��6
nfsd

j8D Fo^dQ!� NFS, QUG2�eNPLWZuE)M D snx8E)k�� D X)Y)Q�� � QUV��)NPE)F �PViQUM NFS.

mountd
j8D F\^dQ��5^dQ!�PViE)Y)QTM D �PEm] NFS, �PQUViQTY��fk0M!�fXPQiN"�m])F\V�� D X)Y)Q2��� , X)F\Y)FeI D M D F\^��fF�Fo^dLQUV nfsd(8).

portmap
j8D F\^dQ��0QUVUQUGUY D ZuF �)E)]hXPQUY)ViQTMnX)Q��SMTQiN)])F\V*�mNPE)F��)V D ^ NFS QTX)Y)F(IKF(NPEPVicnX)QTY)V ,E"�(XPQiNPc��SLwF\^��fk6�SFSY)MTFSY)QW^ NFS.

C NPE)F �PV9^dQiZuF\V�� D X)L �(ViEPVic9V D �mZuF+I D F\^dQ�� , � D � �fM D F\^��fk nfsiod. nfsiod QUG��(NPLWZuE)M D FSV�� D X)Y)Q2��� , X)Q2�(ViLwX D snx8E)FQUV��SFSY)MTFSY D QUV��SFSY)MTFSY D NFS.
� �9�)FSQTGi]�� D ViF(NKF � , LwMUFSNPE��)EPM D F\VvX)Y)QTE��SMTQ!IKEPViF(NPc��)Q��SVic , QiI�� D �PQOIPN)]6�PQUYP^ D NPc!�)QTkE5X)Y D MUEmNKc!�)QTk�Y D GTQUV;�:�)FqViY)F\GULwFSV��e] .

j N)]8X)QiNPL �)F��)Em]hIKQTX)QiN��)E)ViFSNPc!�)QTk0E��P�hQTYP^ Di{ EPE0QUGTY D ViEPViF��Sc��5Y D �eI#F(NPL
�(X)Y D MUQ����)QUk#�SE"�(VUF\^��|Q nfsiod(8).

23.3.2. �%�
-/�
�� 
 �'� NFS

g D �(VUY)QUk�� D NFS ])MUN)])FSV��e]hIKQ2�(V D ViQ!���PQ��)F�� D ^��*�(NPQUM D V;�v^zXPY)Q { F5� �SQT^ .
p �(F`XPY)Q { F5� � � , �)QUVUQUY��fF�IKQiN)Z ����G!�fVic

� D XPLWx8F ��� , ^dQTRSLwVnG��fVic�� D X)Lwx8F ���[MTQnMUYPF\^�]6� D RSYPL2���)E0X)Q2�(Y)F(I3�(ViMTQT^ �)F5���)QUNPc!�PEmr0^dQ!IKEP�hE"� Di{ EPk0MnM D a5Fo^� D kmNPF /etc/rc.conf.

�hY)QUMTFSY)cTViF , �)VUQ�� D NFS- �(FSYPMUFSYPF`M9� D kmNPF /etc/rc.conf EK^dFSsnV��e]8V D �)E)F �(VUY)Q!�)E :

portmap_enable="YES"
nfs_server_enable="YES"
nfs_server_flags="-u -t -n 4"
mountd_flags="-r"

mountd � D X)L ��� D FSV!�(] D MUVUQT^ D VUE��)F�� �)E , F5�eNPE8M!�mNKs��)F�� D �hL ��� { Em]9�(F\Y)MUF\Y D NFS.

g D �mNPEPF �)ViFqLwGUF(IKE)ViF5�(c , �)ViQyM9� D k)NPF /etc/rc.conf X)Y)E"�SLwV!�(ViMTLwFSVnV D �)QTk0X D Y D ^dFSVUY :

nfs_client_enable="YES"

�5D kmN /etc/exports QUX)YPFeIKFSN)])FSV , � D �)EPFH� D k)NPQUM��fF.�(E"�SViF\^���� D M D a8F\^4�(F\Y)MUF\Y)F NFS GTLTIKLwVl �"�SX)QUY)VUE)Y)QUM D Vic2�e] ( E��)QUR(I D E)r#� D ���fM D s9V ” �(QUMW^dF��SV;�)QnE��(X)QUNPc!�\LWFo^��v^dE ”).
C�D Z>I D ]#�SViY)Q!� D M /etc/exports

� D I D 	SV9� D kmNPQTMULws��SE"�(ViFo^dL , �)QTViQUY D ]0GULTIKF\Vvl �"�SX)QUYPViE)Y)QTM D VUc��e]0E9� D �)EPFH^ D a8E����|GTLTIKLwVvEP^dFSVUc��9�)FSk0IKQ��SViLwX .C Y)QT^dFq^ D a5E"� , EP^dF\snx5E)rhIKQ��SViLwX , ^dQUR\LwV�� D I D M D Vic2�e]9IKY)LwRSEPFHX D Y D ^dF\ViY�� , MUNPEm])s9x5E)F � D r D Y D �)VUFSY)E"�SViE��)EIKQ��SViLwX D . ��^dF\FSV!�(]0X)QiN����fk6� D GUQTY0X D Y D ^dFSVUY)QUM , �PQUViQTY��fFH^dQUZ��PQ9E"�SX)QiNKc!�SQTM D Vic , �)Q��eIKF5�(cnXPQUkwI 	\VnY)F��)c9NPE)a5cQ��)F��)QUViQTY��Or�E�� �)Emr . � X)E�� D �PEm]0Q��SV D NPc����OrhX D Y D ^dFSViYPQUM9^dQUZ��PQ�� D k)ViE�� D �SViY D �PE {PD r#�SX)Y D MTQ!���PQUk6�SE"�(ViFo^��X)Q exports(5).p QTV*�)F5���)QUNPc!�)Q9X)Y)EP^dF\Y����Or6�SViY)Q!�8E��O� D kmN D /etc/exports:p �(NPFeI#LWs9x5Emr0XPY)EP^dFSY D rhI D 	SV!�(]0QUGUx D ]�EwIKFS]5ViQTRSQ , � D �8l �"�SX)QUY)VUE)Y)QUM D Vicn� D kmNPQTM!�fF.�SE"�(ViFo^�� , rmQUVi]
�)Q!���PY)FSV;�"�fFHX D Y D ^dF\ViY���^dQTRSLwVvQTV!NPE�� D Vic��(]5M�� D MTE"�(EP^dQ2�(ViE5QUVnM D a8EmryL �(NPQUMTE)k0E6�PQ!�P�hE)R\LwY Di{ EPE6�(F\ViE .

C
X)Y)EP^dF\Y)L , �)ViQTG!�[l��"�(X)QTY)ViE)YPQUM D Vic�� D V D NPQUR /cdrom IPNP]5ViY 	Sr5^ D a5E"� , � D rmQ!IP])x8Emr��e]�MnViQW^zZuF � D ^dQW^�IKQT^dF��)F ,
�)ViQyE6�(F\Y)MUF\Y ( X)QUl\ViQT^dLhQUV��(LwV!�(VUMULwFSVvIKQT^dF����)QUFHEP^�]�IPNP]6� D Z>IKQTk5^ D a8E���� ) EmNPE0IPN)]6�PQUViQTY��Or�EP^dFSs9V!�e]
� D XPE"�(E0My� D kmNKF /etc/hosts.

� N D R -ro L � D ���fM D FSV�� D E"�(XPQiNPc��SQUM D �)EPF+l �"�SX)QUY)VUE)Y)LwF\^dQTk8� D k)NPQUMTQUk��(E"�SViF\^��MnY)FSZBEK^dFHViQUNPc!�PQ��)ViF��)Em] . _JlSViEK^��yN D RSQT^�LTI D N 	 ��� D ]6�(E��(ViFo^ D �)F �S^dQUZBF\V��)E"�)QUEP^bQUGUY D �SQW^�E��\^dF��)E)Vicl �"�SX)QUY)VUE)Y)LwF\^dLws � D kmNPQTMULws��SE"�(ViFo^dL .
/cdrom -ro host1 host2 host3
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p �(NPFeI#LWs9x5F\k9�(VUY)Q!�)Fql ���(X)QTY)ViE)Y)LwF\V!�e]8� D kmNPQTM D ]��(E��(ViFo^ D /home, �)QTViQUY D ]6�(V D �)QTMUE)V!�(]hIKQ��SViLwX��)QTk5ViY)Fo^rwQ2�(V D ^ , L � D � D ���"�v^zX)QnEmr IP-
D IKY)F5� D ^ .

 ViQ9XPQiNPF�� �)Q , F��eNKE0L�M D ��F��SVic��SQUG2�(ViMTF ��� D ]#�(FSVUc9GTF �.� D �(VUY)QUF����)QUR\Q
�(FSYPMUFSY D DNS.

C�D �0M D Y)E D �PV , � D kmN /etc/hosts ^dQiZuFSV �(Q!I#FSYmZ D VUcnM!�PLWVUY)F ���PE)FHEK^dF � D rmQ��(VUQUM ; X)QiZ D NPLwk"�(V D ,QUGUY D ViE)VUF��(c��6�(XPY D MTQ!���)Lws �(E"�SViF\^dL�X)Q hosts(5) IPNP]5X)QiNKL2�PF �)Em]hI#QUX)QUN"�)E)ViFSNPc!�PQUk0E��K�hQUYP^ DU{ E)E .
� N D R

-alldirs X)Q��SMTQiN)])F\VvY D ���S^ D ViY)E)M D Vic9X)Q!I�� D V D NPQUR\E�M�� D �)F��SViMUFHViQ!�PF �8^dQ��)ViE)YPQUM D �)Em] .
j Y)LwR\EP^dE9�(NPQUM D ^dE ,lSViQ��)Fq^dQ��)ViE)YPQUM D �)E)FHX)Q!I�� D V D NPQUR\QUM , �PQnY D �SY)F\a5F �PE)F.�mNKE)F �)V D ^b^dQ��)ViE)Y)QTM D VUcnViQUNPc!�)Q�� D V D NPQTRSE , �PQUViQTY��fFEP^ ViY)F\GULwsnV��e]5EmNKE6�)LWZ ��� .

/home -alldirs 10.0.0.2 10.0.0.3 10.0.0.4

p �SViY)Q��)F , X)Y)E)MTFeI 	����)QUk6�)EmZuF , � D kmNPQTM D ]��(E��(ViFo^ D /a l �"�SX)QUY)VUE)Y)LwFSV!�(]5V D �)EP^ QTGUY D �SQT^ , �)VUQ9Q�� D IKQ2�(ViLwX�� DIKMULm^ �mNPEPF �)V D ^bE���IKY)LwRSE)rhIKQT^dF��)QUM . � D Y D ^dFSViY -maproot=root X)Q��SMUQUN)])FSVnX)QiNPc��SQTM D VUF(NPs root LUI D N 	����)QUk
�(E"�SViF\^��|Q2�(Lwx5F5�(ViMUN)])Vic�� D XPE"�(c�� D l��"�(X)QTY)ViE)YPLWFo^dLws � D kmNPQUMTLws��(E"�SViF\^dL�� D �5XPQiNPc��SQUM D ViFSNPc root. �.�(NPEX D Y D ^dFSViY -maproot=root �)F � D I D � , ViQfI D ZuFHF5�eNPE0XPQiNPc��SQUM D ViFSNPcvEP^dF\FSV9X)Y D M D IKQ2�(ViLwX D root � D LTI D N 	����)QTk
�(E"�SViF\^dF , Q!�6�)F �\^dQiZuFSVy^dQ!IKEK�hE { E)Y)QTM D Vicn� D k)N"�:� D l �"�SX)QUY)VUE)Y)QUM D ���PQUk0� D kmNKQUMUQTk#�(E"�SViF\^dF .
/a -maproot=root host.example.com box.example.org

j N)]0ViQUR\Q , �PViQUG��:�mNPE)F��)V �\^dQURHQUGUY D ViE)VUc��e]#�8l �"�SX)QUYPViE)Y)QTM D �"�)QUk0� D k)NPQUMTQUk#�(E��(ViFo^dF , Q���IKQUN)ZuF �0EK^dFSVicX)Y D M D � I#F(N D Vic9l\ViQ . �hY)QUMTFSY)cTViF , �)ViQ �mNPEPF �)V9L2� D � D �0MnM D a8F\^ � D k)NPF /etc/exports.p � D kmNPF /etc/exports � D Z>I D ]6�SViY)Q!� D �(QiIKFSY)ZBEPVnE��P�hQTYP^ Di{ E)s QTGnl��"�(X)QTY)ViE)YPQUM D �)E)EhIKN)]5QUV!IKF(NPc��)QUk� D kmNPQTMUQTk �SE"�(VUF\^��[IKN)]5QUV!IKF(NPc��)QnM��(])ViQTRSQfrmQ2�(V D . � I D N 	 �"���fk0rmQ��SVn^dQiZuFSV9G!�fVic � D I D ��VUQiNPc��)QnQiIKE��5Y D �IPN)]6� D Z>IKQUk5� D kmNPQTMUQUk#�SE"�(VUF\^�� , E>^dQiZuFSV9EP^dFSVUc9ViQUNPc!�PQnQ!I3�)L � D X)E��(c , E"�(X)QUNPc!�\LwF\^dLws�X)Q9Lm^dQiN"� D �)E)s , IPN)]
� D Z>IKQTk�NPQ!� D NPc��)QUk0� D kmNPQUMTQUk#�SE"�(ViFo^�� .

C X)YPEP^dFSY)L , XPY)FeIKXPQiNPQUZBEK^ , �)ViQ /usr ])MUN)])FSV!�(]0QUV I#F(NPc��)QUk� D kmNPQTMUQTk �SE"�(VUF\^dQUk . _`NPF(IKLwsnx5EPk /etc/exports GULTIKFSV��)F �)QTY)Y)F��)ViF � :

# Invalid when /usr is one file system
/usr/src client
/usr/ports client

� I�� D � D kmNPQTM D ]��(E��(ViFo^ D , /usr, EK^dFSFSVvIKMUF �(VUY)Q!�)E , � D I D s9x5E)FHl �"�SX)QUY)VUE)Y)QUM D �)EPF+IPN)]8Q!I��)QTRSQvE8ViQUR\QvZuFrwQ2�(V D , client. �hY D MTEmNPc����fk0�hQUYP^ D VnM9lSViQW^ �eNPL � D F`V D �)QUM :
/usr/src /usr/ports client

_HMUQUk��(ViM D QUV I#F(NPc��)QUk5� D kmNPQTMUQUk#�SE"�(VUF\^�� , l��"�(XPQUY)ViEPY)LwF\^dQUk9�)F �PQUViQTY)QT^dLyrmQ��(VUL , IKQiN)Z ���:� D I D M D Vic��(]hMQ!I��)QTk6�(VUY)Q!�)F . _HViY)Q��)E5GTF �HL2� D � D �)Em]#�mNKE)F �)V D MTQ��(XPY)E��)EP^ D snV!�(]6� D �0QUV IKFSNPc!�"�fk0rmQ��SV .  ViQyQUR\Y D �)E"�)E)M D FSVViQ , � D �5M��|^dQiZuFSVUFHl��"�(X)QTY)ViE)YPQUM D Vic9� D kmNPQTM!�fF1�(E��(ViFo^�� , �)QvIPN)]5GTQiNPcTa5E��"�SViM D lSViQ��)FHXPY)QUGUNPF\^ D .
ghEmZuF`X)Y)EPMUFeI 	 �5XPY)EP^dFSY8X)Y D MUEmNPc��)QUR\Q��(XPE"��� D l �"�SX)QUYPViE)Y)QTM D �PEm] , ReI#F /usr E /exports ])MUN)])snV!�(]NPQ!� D NPc!�"�v^dE5� D kmNKQUM!�v^dE#�SE"�(VUF\^ D ^dE :

# �12;:#<(-3�/��!3�H�0�C src � ports = )!9 client01 � client02, 5(
# /�(�)�*12�( client01 �!C0!0!/8<!3.�,�.6<(�)�*�+!(#,.!/�0�)�9 root 5�.B5 ��7
/usr/src /usr/ports -maproot=root client01
/usr/src /usr/ports client02
#
� ) ��015�/:#2 ��06C.�����5!4 �!C0MJ;/8<(�)�*�+�(#,.!/�01)�9 root �6C(!G!H�/6C;(#5�/��!3;(-,.!/�*6,�:��B,

# 2�.!/�.1)�(!G�0 /exports.
� /�(6H�G�( = 5( C;(�>�01/6C;(�5�/��13;(#,.!/�* /exports/obj ,83�01> �!C06I�/�015 ��9

/exports -alldirs -maproot=root client01 client02
/exports/obj -ro
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p �JI#QiN)Z ���[X)F\Y)F � D X)L �SViE)Vic mountd X)Q��(NPF`VUQURSQ , � D �5E��\^dF��)EmNPE /etc/exports, �)VUQUG!�[E"�\^dF �PF �)Em]8M��(VULWXPEmNPEM��(E)NPL .  ViQh^dQiZuFSV9G!�fVicnIKQ��SViE)R��)LwViQnX)Q2���ON"�PQUk6�SE)R � D N D HUP X)Y)Q { F�� �SL mountd:

# kill -HUP ‘cat /var/run/mountd.pid‘

C�D �0M D Y)E D �)V , XPY)E5X)F\Y)F � D R\Y)L � �)F FreeBSD M���	.� D �(ViYPQUE)V!�(]5X)Y D MUEmNKc!�)Q . 7 QUVi]5M!�fX)QUN"�m])Vic9X)FSYPF � D RSY)L ���)LMUQUM2�(F1�PFHQTGi]�� D ViF(NKc!�)Q . p �fX)QUN"�)F��)E)F8�(NPFeI#LWs9x5Emr#�PQT^ D �mI8X)QiNKc!�SQTM D ViF(NPFo^ root � D X)L �(ViE)V9M���	 , �)ViQ �)LWZ �)Q .
g D �(F\Y)MUF\Y)F NFS:

# portmap
# nfsd -u -t -n 4
# mountd -r

g D �mNPEPF �)ViF NFS:

# nfsiod -n 4

� F\X)FSYPc9M2� 	+I#QiN)Z �)Q9G!�fVic9RSQUVUQUMUQ��0Y)F D NPc��)QT^dL�^dQ!�PViE)Y)QTM D �PE)s LTI D N 	 �"�)QUk5� D kmNPQTMUQUk��SE"�(ViFo^�� .
p

X)Y)E)MTQ!IKEP^��Or�X)YPEP^dFSY D r6�(F\Y)MUF\Y0GULTIKF\V��)Q2�(E)Vic9EP^�] server,
D �mNPE)F��)VnGTLUI#FSV��PQ��(EPVicnEP^�] client. �.�eNKE5M!�ViQiNPc��)QvrmQTViE)ViFqMUY)Fo^dF ���PQ��S^dQ��)ViE)YPQUM D VicnLTI D N 	 �"�)Lws � D k)NPQUMTLWs �(E"�SViF\^dL , EmNKE5M��SFSR\QvNPE)a8cnX)YPQUViF5�(ViE)YPQUM D VicM D a8E�� D �SViY)QTk��)E , ViQ9XPY)Q��SViQ�� D X)L �(VUE)ViF �)QT^ D �wI�� , X)QiIKQUG����fF`X)YPE)MUQiIKEP^��v^4�(IKF��Sc , Y D GUQUV D ]#� D �X)QiNPc��SQTM D VUF(NPc root � D �mNPEPF �)V!� �)QUk>^ D a8E��)F :

# mount server:/home /mnt

�hQnlSVUQUk#�)QW^ D �wI#Fq� D kmNPQUM D ]��(E"�SViF\^ D /home � D �SFSY)MTFSY)FHGULTIKF\V��S^dQ��)ViE)YPQUM D � D M � D V D NPQTR /mnt � D �mNPE)F��)ViF .
�.�eNPE8M���	.� D �(ViY)QTF �)Q9X)Y D MUEmNPc��)Q , M�� �S^dQUZBF\ViFqMUQUkPViE5M�� D V D NPQUR /mnt � D �)NPE)F �PViFOE5LwMUEwI#FSVicy� D kmN"� ,
� D rmQ!IK])x5E)F5�e]�� D �(FSYPMUFSYPF .
�.�eNPE8M!� rmQUVUE)ViF D MUVUQT^ D VUE��)F�� �)E8^dQ��)ViE)YPQUM D VicnLTI D N 	 �"�)Lws � D k)NPQUMTLWs �(E"�SViF\^dL�X)YPE6� D Z8I#QUk6� D R\Y)L � �)F
�)QT^dX)cTsnViF\Y D , IKQUG D MUcTViF`� D kmNPQUMTLws��(E"�SViF\^dL�M /etc/fstab.

p QTVnX)Y)EK^dFSY :

server:/home /mnt nfs rw 0 0

g D �(VUY D �)E {PD r#�(XPY D MTQ!���)QTk#�(E"�SViF\^�� X)Q fstab(5) X)FSYPF �)E"�(NPF �"�|M��SF+IKQ2�(ViLwX����fFHX D Y D ^dFSVUY�� .

23.3.3. �4�� �'����)
� - �'�1� �1- � ���#03�'���/� +��
�
�

NFS F5�(Vicy^��)QUR\QvM D Y)E D �)ViQUMfXPY D �)VUE��)F�� �)QUR\QnX)YPEP^dF �)F��)Em] . ghEmZuFHX)Y)E)MTQ!IKE)V��e]#�)F5���)QUNPc!�)Q�� D E)GTQiNPF\F�a5E)YPQ!�)QY D �SX)Y)Q��SViY D � 	 ���"�Or��SX)Q��SQUGTQUMfF�	HE"�(XPQiNPc��SQUM D �)E)] :

• g D �(ViY)QTk�� D �PF����PQiNPc��)Q9^ D a5E��hIKN)]9�(QTMT^dF5�(V;�)QTRSQ9E"�(X)QUNPc!�\QUM D �)Em] CDROM EmNKE�IKY)LwR\Emr#�)Q��SE)ViFSNPFSk .
 VUQGTQiNPF\FdIKFSa 	SM��fk0E6� D � D �(ViLws GUQiNKFSF�LTIKQTG!���fk6�SX)Q��SQUGvL �SV D �)QTM!�)E5X)Y)QUR\Y D ^+^��PQURSQ9QUGTF��(XPF �)F��)Em]�� D �)F�� �)QiNPc��)Q^ D a5E�� .

•
p GUQUNPcUa8Emr��(FSVi]mr5^dQiZuFSV9Q!� D � D VUc��e]0GTQiNPF\F�LTIKQUG����v^ � D �(ViY)QTE)Vic { F �PViY D NKc!���fk��(FSYPMUFSY NFS, � D �)QUVUQUY)QW^Y D �\^dF\x D s9V!�e]0M2�(F�IKQT^ D a6�)E)F8� D V D NPQTRSE0X)QUNPc!�\QUM D ViFSNPFSk .

 VUE�IKQW^ D a6�)EPF8� D V D NKQURSE8^dQURSLwV*� D ViFo^l��"�(X)QTY)ViE)YPQUM D Vic��(]�M��(F\VicyV D � , �)ViQyX)QiNKc!�SQTM D ViF(NPE�M2�(F\ReI D GTLTIKLwVnEP^dF\Vic9QiIKE��0E8ViQUVnZBF`IKQW^ D a6�PE)k6� D V D NKQURM��)F.� D MUE��(EP^dQ2�(ViE0QTVnViQTRSQ , � D � D �)QTk0Y D GTQ!�)F\k6�(V D � { EPE5Q!�PE0Y D GTQUV D snV .
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• ghF5���)QUNPc!�)Q9^ D a5E"�5^dQUR\LWV9EP^dFSVUc9QTGUx5EPk#� D V D NPQTR /usr/ports/distfiles.
�OD �)EK^bQUGTY D �\QT^ , �)QTReI D M D ^

�)LWZ �)Q9GULTIKFSV9L �(V D �)QUMTE)VicvX)QTY)V�� D �)F5���)QUNPc!�PQn^ D a8E�� , M�� �S^dQUZBF\ViFHG��*�(ViYPQnX)QUNPL �)E)VicnIKQ��SViLwX#�5E��ermQ!I��"�v^ViF��"�(V D ^ GTF �`E)r#� D R\Y)L � �)E6� D � D Z>IKQUk>^ D a5E"�)F .

23.3.4. 6 �'���*	�������)
� - �'�1� 	��*+,��� ,���/� +��
� - amd
� � ' �
� $ ��� � � �� ��� � � Wylie Stilwell.

� � ' �
� $ ����� $ ��� �� Chern Lee.

amd(8) ( I D Fo^dQ!� D MUViQW^ D ViE"�)F�� �)QUR\Qn^dQ!�)VUE)Y)QUM D �)E)] )
D MUViQW^ D ViE��PF����PE5^dQ!�)VUE)Y)LwFSVyLTI D N 	����)Lws � D kmNPQTMULws

�(E"�SViF\^dL , � D �0ViQUNPc!�PQnX)Y)QTE"�ermQiIKE)VnQTGUY D x5F��)E)F1�>� D kmNPLhEmNKE6� D V D NPQTRSLyM9l\ViQUk5� D kmNPQTMUQUk#�SE"�(VUF\^dF . C Y)QT^dFViQUR\Q , � D kmNPQUM��fF.�(E��(ViFo^�� , �)QUVUQUY��fFHG!�ONPE#�PF D �PViE)M!�"� �)F �PQUViQTY)QUFHMUY)Fo^�] , GULTIKLwV D MUViQW^ D ViE"�)F�� �)EY D �o^dQ!�)ViEPY)QUM D ���AI D F\^dQ!�PQT^ amd. ���(X)QUNPc!�\QUM D �)E)F amd ])MiN)])F\V!�e]5XPY)Q��SViQUk D NPcUVUFSY�� D ViE)MTQUk6�SV D ViE"�)F�� �)QT^dL^dQ!�)ViEPY)QUM D �)E)s , V D �6� D �0M9XPQ��eNKFeI��)Fo^4�eNPL � D F`QTG!�����)Q9M���	+IKQUN)Z �)QnG!�fVUcnQUXPE"� D �)QnMy� D kmNPF /etc/fstab.

amd Y D GTQUV D FSV , � D ^zM��*�(ViLwX D ]#� D ���(F\Y)MUF\Y NFS IKN)]6� D V D NPQTRSQTM /host E /net.
C QTReI D X)Y)QUE��ermQ!IKEPVvQUGTY D x8F �)E)F

�5� D kmNKL9MvQiI��)QW^zE��`l\ViEmr�� D V D NPQTRSQUM , amd E)x5F\V��(QTQUViMTFSV!�SViMULws9x5E)k�LTI D NPF ���"�fk0Y)F��SLwY"�dIPNP]5^dQ!�)ViEPY)QUM D �)Em]�ED MUVUQT^ D VUE��)F�� �)E0F\RSQ9^dQ��)ViE)YPLWF\V . /net E"�(X)QUNPc!�\LwFSV!�(]9IKN)]8^dQ!�PViE)Y)QTM D �PEm]5l ���(X)QTY)ViE)Y)LwFo^dQUk5� D kmNPQUMTQUk
�(E"�SViF\^��|XPQ D I#Y)F��SL IP, �)QUR(I D � D �6� D V D NPQTR /host E"�SX)QiNKc!�SLwF\V!�e]hIPNP]8^dQ!�)VUE)Y)QUM D �)E)]0Y)F��SLWY�� D XPQnLTI D NKF ���)QW^dLEP^dF �)E5rmQ��(V D .� GUY D x5F �PE)F1�8� D kmNPLhM�� D V D NPQUR\F /host/foobar/usr L � D ZBF\V amd � D M!�fX)QUN"�)F �PE)F`X)QTX��fV;�)E>^dQ!�)VUE)Y)QUM D �)E)]Y)F��SLWY�� D /usr, �PQUViQTY��fk#� D rwQiIKE)V!�(]#� D rwQ2�(ViF foobar.

�  � *��  23-2. � 	�� � �  	 " � ��� ���� � �  � � �� � � 	 * 	�� � amd

p �|^dQUZuFSViFqX)Q��\^dQUViYPFSVicnIKQ��SViLwX����fF`IPN)]5^dQ��)ViE)Y)QTM D �)Em]5Y)F5�(LwY"� �[QUV I D N 	 �"�)QUR\QfrmQ��(V D �)QW^ D �wIKQTk showmount.C X)Y)EP^dF\Y)L , �)ViQTG!�[X)Q2�S^dQTViY)FSVUc9Y)F5�(LwY"� � rwQ2�(V D �`EK^dF �)Fo^ foobar, M!�|^dQUZBF\ViFqE"�(X)QUNPc!�\QUM D Vic :
% showmount -e foobar
Exports list on foobar:
/usr 10.10.10.0
/a 10.10.10.0
% cd /host/foobar/usr

C�D �0MTEwI��)Q9E��HXPY)EP^dFSY D , showmount X)Q!� D � �fM D F\V /usr � D �0l �"�SX)QUYPViE)Y)LwF\^��fk8Y)F��SLwY"� . �hYPE0X)FSYPF(rmQ!IKFHM
� D V D NPQUR /host/foobar/usr I D F\^dQ!� amd X��fV D FSV��e]8Y D �SYPFSa5EPVicnEP^�]5rwQ2�(V D foobar E D MUViQW^ D ViE��PF����PE
�S^dQ!�PViE)Y)QTM D VUcnViY)F\GULwF\^��fk5Y)F��SLWY�� .
amd ^dQiZuFSV9G!�fVic � D X)Lwx5F��0E��8� �)Y)E)XPViQUM � D � D NPc��)QUk�� D RSYPL2���)E , F5�eNPE8X)QT^dF5�(ViEPVic9V D �)Lws �(ViY)Q��)L�M9� D kmN
/etc/rc.conf:

amd_enable="YES"

C Y)QT^dFHViQUR\Q , I D F\^dQ��)L amd ^dQUR\LWV9G!�fVic9X)FSYPFeI D ��� � D �(ViY)QTF ���"�fFH�yN D RSE#�)F\Y)F �qX D Y D ^dF\ViY amd_flags. �hQLw^dQUN"� D �)E)s amd_flags � D �(ViYPQUF �9�eNPF(IKLwsnx5EK^ QUGTY D �\QT^ :

amd_flags="-a /.amd_mnt -l syslog /host /etc/amd.map /net /etc/amd.map"

�5D kmN /etc/amd.map � D I D F\VvQUX { E)E , E"�SX)QiNKc!�SLwFo^��fF�X)QyLw^dQUN"� D �)E)s�XPY)E>^dQ��)ViE)YPQUM D �)E)E0l��"�(XPQUY)ViEPY)LwF\^��OrY)F��SLWY��(QUM . p � D kmNKF /etc/amd.conf � D I D ���:� D �(ViY)QTk��)E9�)F �)QTViQUY"�OrhGTQiNPF\F.�eNKQiZ ���Or0MUQ��\^dQUZ��PQ��(VUFSk amd.� GUY D ViE)ViF5�(c��9�(X)Y D MUQ������v^4�(VUY D �)E {PD ^ XPQ amd(8) E amd.conf(5) IPN)]5X)QUNPL �)F �PEm]0GUQUNPFSFHX)QiN"�PQUk0E��K�hQUYP^ DU{ E)E .
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23.3.5. �4��1&��*�.	 ( �'�'�*��	���� � 
1-/������� - �9������	 � -��1-/���1	�� 	 �
� � ' �
� $ ��� � � �� ��� � � John Lind.

ghF �)QTViQUY��fF �(F\ViFSM��fF D I D X)ViF\Y��JIPN)]��(E"�SViF\^ PC ��a8E��)QTk ISA EP^dFSs9V9QTRSY D �)E��)F��)Em] , �)QTViQUY"�fFq^dQTRSLwVvX)Y)EPMUF��SViE
�9�(F\Y)cUF�� ���v^zXPY)QUGUNPF\^ D ^zM��(F\ViE , M�� D �(V;�PQ��(VUE , � NFS.

 ViE8X)Y)QUGUNPF\^��:�PF �SX)F { EK�hE������ IKN)] FreeBSD, Q!I�� D �)QlSViL#�SE"�(ViFo^dL�Q!�)E6� D VUY D R\E)M D snV .
�hY)QUGUNPF\^ D , �)QUViQTY D ]0MTQ!���)E�� D FSVvX)Y D �)ViE"�)F�� �)E5M2�(FSR(I D X)YPE8Y D GUQTViF�X)Q �(F\ViE9�(E��(ViFo^ PC (FreeBSD) �M!�*�(Q��)QUXPY)QUE��\MUQiIKE)ViFSNPc!���v^dEhY D GUQ��)EP^dE6�SV D � { Em]P^dE , M!�fX)Lwx5F������v^dE0V D �)EP^dE>X)Y)QTE��SMTQ!IKE)VUF(N)]P^dE , � D � Silicon
Graphics, Inc. E Sun Microsystems, Inc.

t Q!�)VUE)Y)QUM D �)EPF`X)Q9X)Y)QUVUQ!�)QUNPL NFS GTLUI#FSVnY D GUQTV D VUc*�)QUYK^ D NPc��)Q , E
�)F �)QTViQUY"�fF`QUXPFSY DU{ E)E0V D �mZuF`GTLUI#LWVnM!�fX)QUN"�m])Vic2�e]0L �(X)F\a6�)Q , �)Q��)F\QiZuEwI D ���)Q �(FSYPMUFSY5Q!� D ZBF\V!�e]#�PFeIKQ2�(ViLwX����v^IPN)]6�mNKE)F �)V , rmQUV!]9� D XPY)Q�� � �8E5QTVfIKY)LwR\Emr#�(E"�SViF\^�GULTIKLwVvX)Y)QiIKQiNPZ D Vic��(]0QUGUY D G D V;�fM D Vic��(] .

�OD �)QUFM��(VUY)F � D FSV!�(]6�.�)NPE)F �PV!���)EK^dE��SE"�(ViFo^ D ^dE , �)F � D MTE"�(EK^dQvQUV9ViQUR\Q , ])MiNP])FSV!�(]0NPE6�)NPE)F �PV9^ D a8E��)QTk9� FreeBSDEmNPE5Y D GUQ��)FSk#�SV D � { E)FSk .
p Q9^��)QTRSEmr6�SE"�(VUF\^ D r�X)YPE5MUQ�� �)E"���)QUMTF �)EPE0lSViQTk0X)Y)QTGiNPFo^�� �)FSV �(X)Q2�(QTG D �)QTY)Y)F��)V;�)Q

� D MTFSY)a8E)VicvY D GUQTViL �mNPE)F��)V D . �dIKE"�"�(ViMTF ���"�v^bM!�OrmQiIKQT^ � D � D �SViLws|])MiNP])FSV!�(]0rmQiNPQiI�� D ]�X)F\Y)F � D R\Y)L � � D
�mNPE)F��)V D , X)QUVUQT^dL �)ViQ �(E)VUL DU{ Em]9� NFS �)FO^dQiZuF\VnG!�fVUc9Y D �SY)F\a5F�� D .
7 QUVi] ” X)Y D MTEmNPc����v^ ” Y)FSa8F �)EPF\^z])MUN)])FSV!�(]0L �(V D �)QUM�� D GUQUNPFSFHX)Y)QTE��SMTQ!IKE)VUF(NPc��)QUR\QvE6���PQUY)Q2�(V;�)QTRSQ �(FSVUFSMUQTRSQD I D X)ViFSY D � D �(E"�SViF\^dL FreeBSD, EP^dF\FSV!�(]5X)Y)Q2�(ViQTF`Y)F\a5F �PE)F , X)Y)E)MTQ!IP])x8FSF.�5LUI#QUMiNKFSViMTQUY)E)VUF(NPc����v^Y)F �\LTNKcUV D V D ^ . �8�eNPE��(E"�SViF\^ D FreeBSD ])MUN)])FSV��e] � � � � � � � - , L � D ZBEPViFHX D Y D ^dFSViY -w=1024 � D �mNPEPF �)ViFqX)Y)E^dQ!�)ViEPY)QUM D �)E)E . �.�eNKE9�(E��(ViFo^ D FreeBSD ])MiN)])F\V!�e] '�� ���
	'� � - , ViQ �\^dQ!�)VUE)Y)Lwk)ViFO� D kmNKQUMULws��SE"�(VUF\^dL NFS �X D Y D ^dFSViYPQT^ -r=1024.

 ViE8X D Y D ^dFSViY"��^dQUR\LWV9G!�fVic�� D I D ���[M��)FSVUMUFSYPViQT^ XPQiNPF8� D XPE"�(E8M9� D k)NPF fstab
�mNPE)F��)V D X)Y)E D MUViQW^ D ViE"�)F�� �)QT^ ^dQ��)ViE)Y)QTM D �)E)E , E)NPE5X)YPE5X)QW^dQUx5E5X D Y D ^dFSViY D -o M��)QT^ D �wIKF mount(8) X)Y)E^dQ!�)ViEPY)QUM D �)E)E5MUY)L ���)Lws .

ghLTZ �)Q9QUVU^dF\ViE)Vic , �)VUQ9EP^dF\FSV!�(]5V D �mZuF�IKYPLWR D ]0X)YPQUGiNKF\^ D , QTa5E)GTQ!���PQvX)Y)E��PEP^ D Fo^ D ]6� D X)Y)EPMUFeI#F ���)Lws M!�fa8F ,
�)QUR(I D �SFSY)MTFSY��[E9�mNPE)F��)V;� NFS � D rmQiIP])V!�e]0MyY D � ���Or#�(F\V!]mr . �.�eNKE8l\ViQnViQTV�� D ^��fk9�(NPL � D k ,

$ � ��� � � " �"� , �)ViQM D a8E0^ D Y)a8Y)LwViE�� D ViQTY��|X)Y)QTX)L ��� D snV��)LWZ��PLWs E��P�hQTYP^ Di{ E)s UDP, MnX)Y)QTViE)M��)QT^ �(NPL � D FHM!�:�)E"�)FSR\Q��)FX)QiNPL �)EPViF , �PViQ9G��[M!� �PE5X)Y)F(IKX)Y)E"�)EP^ D NKE .p �(NPFeI#LWs9x5Emr0XPY)EP^dFSY D r fastws ])MiN)])F\V!�e]5EK^dF �)Fo^zrmQ��(V D ( E��)ViF\YP�hFSk"� D ) M!�*�SQ!�)QTX)Y)QUE"�SMUQiIKE)ViFSNPc!�PQUkhY D GTQ!�)F\k
�(V D � { E)E ,

D
freebox ])MiN)])F\V!�e]8EP^dF �)Fo^zrmQ��SV D ( E��)ViF\YP�hFSk�� D ) �(E��(ViFo^�� FreeBSD �SQ��(N D G��v^4�(FSVUFSM!�v^D I D X)ViFSYPQT^ .
C Y)QW^dF`ViQTRSQ , /sharedfs GTLTIKFSVn])MiN)])Vic2�e]0l��"�(X)QTY)ViE)YPLWFo^dQUk9�)FSY)F�� NFS � D kmNKQUMUQTk#�(E"�SViF\^dQTk

( QTGUY D ViE)ViF5�(c*���(ViY D �)E {PD ^ �(XPY D MTQ!���)QTk#�(E"�SViF\^���X)Q��PQT^ D �mIKF exports(5)),
D
/project GTLUI#FSVnVUQ!���)QTk^dQ!�)ViEPY)QUM D �)Em]0l��"�(XPQUY)ViEPY)LwF\^dQUk>� D kmNKQUMUQTk��(E"�SViF\^�� � D �mNKE)F �)VUF . p NKsnGUQW^4�eNPL � D F , QTVU^dFSVicTViF , �)ViQnIPN)]M D a8FSR\QvX)Y)EmNKQiZuF �)E)]8^dQUR\LWVnX)Q!� D IKQUGTE)Vic2�e]yIKQUXPQiN"�)EPViF(NPc����fFqX D Y D ^dFSViY"� , V D �)EPF , � D � hard, soft EmNPE bg.

�hY)EP^dFSY��(E"�SViF\^�� FreeBSD (freebox) � D �#�mNKE)F �)V D My� D kmNPF /etc/fstab � D ^ D a5E��PF freebox:

fastws:/sharedfs /project nfs rw,-r=1024 0 0

C QT^ D �mI D , M��qI D M D F\^ D ]yMTY)L ���)Lws � D ^ D a5E��)F freebox:

# mount -t nfs -o -r=1024 fastws:/sharedfs /project

�hY)EP^dFSY��(E"�SViF\^�� FreeBSD M�� D �PF��(VUMUF8�SFSY)MTFSY D M9� D kmNPF /etc/fstab � D ^ D a8E��)F fastws:

freebox:/sharedfs /project nfs rw,-w=1024 0 0

C QT^ D �mI D , M��qI D M D F\^ D ]yMTY)L ���)Lws � D ^ D a5E��)F fastws:

# mount -t nfs -o -w=1024 freebox:/sharedfs /project
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�hY D �)VUE��)F�� �)E5M2�(F 16- Y D �\Ym]wI����fF8�(FSVUFSM!�fF D I D X)ViF\Y��[X)Q!�\MUQUN)])VvY D GUQUV D Vic9GUF �HL � D � D �����OrhM!�fa8F`QTRSY D �)E��)F��)E)k
� D Y D �\^dF\Y5GiNKQ!�)QTMvX)Y)E9�)ViF �PE)E5E9� D XPE"�(E .j N)]0ViF(r , �)ViQyE��)ViF\Y)F��SLWF\V!�e] , �)EmZuFHQTX)E"� �fM D F\V!�e] , �PViQnZuFqX)Y)QTE"�ermQ!I#E)VvMyX)Y)E5XPQi])MiNKF �)E)E5lSViQTk5QUa8E)G!�PE , EQUGU��]"���m])F\V!�e] , X)Q��)F\^dL�F\F.�)F\MUQ��\^dQiZ �)QnL �SViY D �)E)Vic . C�D �0XPY D MTEmNPQ , NFS Y D GTQUV D FSV�� ” GUNPQ!� D ^dE ” Y D �o^dFSY)QW^
8 �)EmNKQUG D k)V ( rwQTV!]0QUV!IKF(NPc����fFO�hY D Ro^dF �)V;�|^dQTRSLwVnEK^dFSVich^dF �)cTa5E)FqY D �\^dFSY"� ).

�OD � , X D �)FSV Ethernet EP^dFSF\V^ D �"�SEP^ D NPc����fk0Y D �\^dF\Y5Q!�PQiNPQ 1500 G D k)V , ViQ ” GiNPQ�� ” NFS Y D �SGTE)M D FSV!�(]�� D �)F5���)QUNPc!�PQnX D �)FSViQTM Ethernet, rmQUVi]
� D GTQiNPF\F`M!�*�SQ!�)QW^�LWYPQUM!�PF`lSVUQ9M2�(F`VUQUVvZuFqFeIKE"���fk5GUNPQ!� , �)QUViQTY��fkhIKQUN)ZuF �5G��fVicnXPY)E��m])V , �(QTGUY D �0E$'� ��� � ���K� ���	�� D �0QiIKE��8GiNPQ�� .

p �*�(Q��)QUX)YPQUE��\MUQ!I#E)ViF(NKc!���fF+Y D GUQ��)E)F.�SV D � { EPE>^dQTRSLwVvX)Q2���ON D VicnX D �)FSV!� ,
�)QUViQTY��fF8�SQUQTViMUF\V!�(ViMTLwsnVnQiI��)QW^dLyGUNPQ!�PL NFS, �(Y D �SL9IKY)LwR � D IKY)LwRSQW^ , � D � �)QiNKc!�)Qvl\ViQyX)Q!�\MUQiNP])FSVOIKFSN D VUc
�(V D �wI D YPV . g D �(N D G��Or , �)E�� �PQUX)Y)QTE��SMTQ!IKEPViF(NPc����Or D I D X)ViFSY D r�X D �PFSV;� , XPY)E)a5F(IKa5EPFHX)Q��(ZuF , � D �mN D I��fM D snV!�(]X)QUMTFSYmrhY D �PFSFqX)Y)E)a8FeIKa8Emr�X D �)F\ViQUM9ViQUR\QvZuF � D ^dQTRSQ9GiNPQ�� D IKQ9ViQUR\Q , � D �5Q!�PE5^dQUR\LWV9G!�fVic9X)FSYPFeI D ���[rmQ��SViLhEGiNPQ��#� D �5FeIKE��PQUF { F(NPQTF.�)FO^dQiZuF\VnG!�fVUc��(QTGUY D ��EmNPE8X)Q!IKVUMUFSY)Z8I#F � .

p Y)F��SLWNPcTV D ViFqY D GUQ!� D ]#�(V D � { Em]8MirmQ!IKEPVvM
�(E)ViL DU{ E)s V D kP^ D LwV D E8X��fV D F\V!�e]8X)QUMTViQUY)EPVicnX)F\Y)FeI D �)L , �)QyLWZuF8�HX)QiN"���v^bGiNPQ��)QT^zM 8

C
� , E5XPY)Q { F5� �`GULTIKFSVX)QUMTViQUYm])VUc��e]6� �)QUM D , IKQ9GUF5���)Q��)F ���PQ��(VUE .

� D I D MvY D �\^dFSY5GiNPQ�� D ^dF��)cUa8F`Y D �\^dFSY D X D �)FSV D Ethernet, ^�� I#Q��(VUE)R D F\^zViQTRSQ , �PViQnNKsnGUQTk0X)QUN"�)Q��SVicUsX)QiNPL �)F������fk0X D �)F\V Ethernet ^dQiZuF\VnG!�fVUc9X)QiIKViMTFSYmZ>IKF��0E��wIKEPMUEwIKL D NPc!�)Q , E0E��\GUFSZBEK^ ViLwX)E��)QTMULws �(E)ViL DU{ E)s .

g D NPQUZBF��)E)F�X D �)F\ViQUMy^dQiZuFSV9M��(FHFSx8FHX)YPQi])MiNP])Vic��(] , �)QUR(I D M����SQ!�)QTX)Y)QTE��SMTQ!IKE)VUF(NPc����fF+Y D GTQ!�)EPF8�(V D � { EPE
�(GUY D ���fM D s9VqI D ���"�fF8� D PC- �(E"�SViF\^dL , QiI�� D �PQnX)QTMUViQTY)F �)EPF`lSVUQUk6�SE)ViL Di{ EPE6�)FqQUGU]�� D VUF(NPc��)Q���GTQiNPF\F
���)QTY)Q��SV;���v^dE D I D XPViFSY D ^dE6� ” GUNPQ!� D ^dE ” NFS.

C QUReI D X)Y)QTE"�ermQ!I#E)V�� D NPQiZuF��)E)F , � D ViYPQ!�)LwV;�fFHGiNPQ��)E0GULTIKLwVX)FSY)F(I D �"� ���)QTM D , E����)QTY)FSFHM��SFSRSQ , Q!�)E8GULTIKLwVvX)QUNPL �)F ��� , �(QUGTY D �"�[E5X)QiIKViMUF\YmZ>IKF �"� .

23.4. Network Information System (NIS/YP)
� � ' �
� � �S� � �� Bill Swingle. � 	 � � � � ������ �	'��( Eric Ogren, Udo Erdelhoff.

23.4.1. �%� ���'��� ��� �'�1� ?

NIS, �PViQn])MUN)])FSV��e]6�(Q��)Y D x5F �PE)F\^zQTV Network Information Services ( _HF\ViFSM��fF � �P�hQTYP^ Di{ EPQ!�����fFO_`NPLWZBG�� ),
�)QUViQTY��fF`G��ONPE5Y D �SY D GUQTV D �"� �)QW^dX D �PE)FSk Sun Microsystems IPN)] { F �)VUY D NPE"�SQUM D ���PQURSQ D I#^dE��PE"�(ViYPE)Y)QUM D �)E)]
�(E"�SViF\^ UNIX ( E"� � D � D NPc��)Q SunOS).

p � D �SViQi])x8FSFHMUY)Fo^�]5lSViE��eNPLWZuG!�[XPY D �)VUE��)F�� �)E9�SV D NKE5X)Y)QW^��fa0NPF������v^
�(V D �wI D YPViQT^ ; M��SF`Q2���)QTM!���fF UNIX- XPQ!IKQTG!���fF1�SE"�(ViFo^�� (Solaris, HP-UX, AIX®, Linux, NetBSD, OpenBSD,
FreeBSD E5V D �0I D NPF\F ) X)Q!I)I#FSYmZuE)M D snV NIS.

NIS X)F\Y)MUQ�� D � D NPc��)Q�� D ���fM D NPE"�(c Yellow Pages ( EmNPE yp), �)QnE�� - � D X)Y)QTGiNPFo^4��ViQTY)RSQTM!�v^ ��� D �)QW^ Sun E"�\^dF �PEmN DlSViQ�� D �\M D �PE)F . _HV D Y)QTF.� D �SM D �)E)F ( E yp) M2� 	`F\x 	8� D �SViQ9LwX)QTViY)F\GiN)])F\V!�e] .
 ViQ��SE"�(ViFo^ D �)NPE)F �PV / �SFSY)MTFSY9� D Q2���)QTMUF�M����SQTMUQUM RPC, �)QUVUQUY D ]0X)Q!�\MUQiNP])FSVvR\Y)LwX)X)FO^ D a5E"�0M9QiI��)QW^�IKQT^dF��)F
NIS �SQUMT^dF5�(V;�PQnE"�SX)QiNPc��SQTM D VUcvQUGTx5E)k�� D GUQTY#�)Q!�K�hE)RSLwY DU{ E)Q!�"���Orh� D kmNPQTM . _HE"�SViF\^����fk D I#^dE"�)E"�(VUY D ViQTY^dQiZuFSV�� D �SViY)QUEPVic��mNKE)F �)V����)Lws �(E"�SViF\^dL NIS ViQUNPc!�PQ��`^dE"�)EP^ D NKc!�)QTk6� D �(ViY)QTF ���PQUk0E��K�hQUYP^ DU{ E)FSk ,

D � D ViFo^IKQUG D MiNP])Vic , LTI D NP])Vic9E>^dQ!IKEK�hE { E)Y)QTM D Vic*� D �(ViY)QTF ���PLWs E��P�hQTYP^ Di{ EPs E��qQ!I��PQURSQ9^dF��(V D .
 ViQnX)QUrmQiZuF.� D �(E��(ViFo^dLyIKQT^dF��)QUM Windows NT®; rmQUVi]0Emr0M!�)LwViYPF ���)EPFHY)F D NPE"� Di{ E)E#�)FqV D �8LWZ�E8X)QirmQUZBE ,Q����PQUM!�"�fF`�hL ��� { E)E��(Y D M!�)EK^�� .
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23.4.2. �4�
 	 ��+8( / �8,�� ,� 	 	 ( , � �'�1���� (�� �
( ����� � + ( �
+,���10
_HLWx8F��SViMULwFSV��)F�� �)QiNPc��)QnVUFSYP^dE��PQUMnE9�)F �PQUViQTY)QUF8�)QiNPE"�)F��SViMUQ9X)QiNPc��SQTM D VUF(NPc2���)EmryX)Y)QTRSY D ^+^ , �)QUVUQUY��fFHGULTIKLwV
�)LWZ��"� , �)QUR(I D M��[GULTIKF\ViFHX"�fV D Vic2�e]9�eIKF(N D Vic NIS MTQ FreeBSD, E5M �eNPL � D F8�(Q��eI D �)Em]6�SFSY)MTFSY D , E5M��(NPL � D FY D GTQUV;�[M�� D �)F5�(ViMTF.�mNKE)F �)V D NIS:

��6$& 1 � ! ! ���'-9"�!'��6
��^�]hIKQT^dF�� D NIS � N D M!���fk6�SFSY)MTFSY NIS E8M��SF`FSR\Q��mNKE)F �)V!� ( M��mNPs�� D ]0MTViQUY)E"�����fF �(FSYPMUFSY"� ), EP^dF\snVIKQT^dF����)QTF`EP^�] NIS.

C�D �0E5M �eNPL � D F8�HEP^dF �PF\^�IKQW^dF � D Windows NT, EK^�]�IKQT^dF�� D
NIS �)F`EP^dF\FSV �)E��)F\RSQ9QUGUx8FSR\Q�� DNS.

portmap
j N)]0QUGTF��(XPF �)F��)Em]0Y D GUQUV!� RPC (Remote Procedure Call,

� I D N 	 ���PQURSQ p ���\QUM D�hY)Q { FeIKLwY , �SFSViF\MUQTRSQvX)YPQUViQ��)QiN D , E"�(XPQiNPc��SLwF\^dQTRSQ NIS), I#QiN)ZuF �8G!�fVic�� D X)Lwx5F �I D Fo^dQ!� portmap. �.�(NPE�I D F\^dQ�� portmap �)F � D XPLWx8F � , �PFSMUQ��\^dQUZ��PQvGULTIKF\V
� D X)L �(ViE)VUc �SFSY)MTFSY NIS, EmNPE8Y D GTQUV D Vic�� D � NIS- �)NPE)F �PV .

ypbind ” _HMi]�� �fM D F\V ” NIS- �mNPE)F��)V D ��F\RSQ NIS- �(FSYPMUFSYPQT^ .
� �0QTX)Y)FeI#F(N)])F\VnEP^�] NIS- IKQT^dF�� D

�(E"�SViF\^�� , E5X)YPE5X)QW^dQUx5E RPC X)QiI��mNPs�� D F\V!�e]6���(F\Y)MUF\Y)L . ypbind ])MUN)])FSV��e]Q�� �)QUMTQUk��mNPEPF �)V - �(F\Y)MUF\Y��)QTRSQnM�� D EP^dQ!IKF\k"�(VUMUEm]�M �(Y)F(IKF NIS; F��eNKE6� D �mNPE)F��)V!���PQUk^ D a8E��)FqX)Y)QUR\Y D ^+^ D ypbind X)FSY)F5�(V D �)FSV9Y D GTQUV D Vic , VUQ9l\V D ^ D a5E�� D �)F �S^dQiZuF\VX)QiNKL2�PE)VicnIKQ��SViLwX#�9�SFSY)MTFSY)L NIS.

ypserv �hYPQURSY D ^+^ D ypserv, �)QTViQUY D ]hIKQUN)Z � D � D X)L ��� D Vic2�e]0ViQUNPc!�)Q�� D �SFSY)MTFSY D r NIS: lSViQE5F5�(Vic �(F\Y)MUF\Y NIS. �.�eNPE ypserv(8) X)F\Y)F��SV D �)F\VnY D GUQTV D Vic , ViQ �(FSYPMUFSY6�)F �\^dQiZuFSVQUViMTF � D Vic*� D � D X)Y)Q�� � NIS ( �6� � D �SVicUs , � D l\ViQUV �eNPL � D k0X)Y)F(IKL �S^dQUVUY)F �0MTViQUYPE������fk
�(F\Y)MUF\Y ). �8�(Vic �)F�� �)QiNKc!�)QvYPF D NKE�� DU{ E)k NIS ( � FreeBSD lSViQ �)FqQUV;�)Q2�(E)V��e] ), M
�)QUVUQUY��Or��)FqX)Y)QTE��SMTQ!IKE)V��e]0X)QTX��fViQ!�8X)Q!I3�mNPs��PE)Vic��(]6��I#Y)LwRSQT^dL��SFSY)MTFSY)L , F��(NPEY D �PFSF`E��(X)QUNPc!�\LWFo^��fk6�(F\Y)MUF\Y0X)F\Y)F��SV D N>Y D GTQUV D Vic . � D � D �SViLws�F(IKE��"�(VUMUF �"���v^
�(Y)F(I3�(VUMUQT^ , X)QT^dQTR D s9x5EP^bMnlSVUQUk9�SE)ViL Di{ E)E , ])MiNP])FSV!�(]5X)FSYPF � D X)L ���6�SFSY)MTFSY��PQURSQX)Y)Q { F���� D ( EmNPE��(F\Y)MUF\Y D X)QUN"�)Q��SVicUs ) E)NPE5X)YPQ { F5� � D ypbind � D �mNKE)F �)V����)QTk^ D a8E��)F .

rpc.yppasswdd �hY)QTRSY D ^+^ D rpc.yppasswdd, IKY)LwRSQTk0X)Y)Q { F���� , �)QTViQUY"�fk6� D X)L ��� D FSV!�(]0ViQiNKc!�)Q�� DR(N D M!���Or NIS- �SFSY)MTFSY D r : lSVUQfI D F\^dQ!� , X)Q!�\MUQUN)])snx8E)k#�mNPEPF �)V D ^ NIS E��\^dF��m])Vic
�(MTQUE0X D Y)QiNKE NIS. �.�eNPE>lSVUQUVfI D F\^dQ��#�)F � D X)Lwx5F � , ViQ9XPQiNPc��SQUM D ViFSNPEyIKQUN)Z ���GULTIKLwVnMUrmQ!IKE)VUc*� D Q����PQUM!�PQUk#�(F\Y)MUF\Y NIS E5V D ^b^dF �m])VUc �SMUQUE5X D Y)QUNPE .

23.4.3. � � � �'��� ,��&1�1� �,� � ?p �SE"�(VUF\^dF NIS �SLwx5F��SViMULwF\VvViY)E>ViE)X D rmQ��SViQUM : Q�� �)QUM����fF (master) �(FSYPMUFSY"� , MUViQTY)E������fF (slave) �SFSY)MTFSY��[E
�mNPE)F��)V!���PE)Fq^ D a5E��"� . _HFSYPMUFSY"�[M!�fX)QUN"�m])snV9Y)QiNKc { F��)ViY D NPE��SQTM D ���)QUR\QOrmY D �)EmNKE)x D E��P�hQUYK^ Di{ E)E8Q
�)Q!�P�hEPRSLwY Di{ E)E�rmQ��SViQUM . � ���)QTM!���fF.�SFSY)MTFSY�� rmY D �m])VnQTY)E)R\E�� D N�� l\ViQUk8E��P�hQTYP^ Di{ EPE , �)QTReI D � D �0MTViQUYPE������fF
�(FSYPMUFSY"� rwY D �m])V9FSF.�PQUX)E)s�IPN)]8QUGUF5�(X)F��)F �PEm]0E��SG��fViQ!�"�)Q��SViE .

C NPEPF �)V;���SMi]����fM D s9V!�e]#� �(F\Y)MUF\Y D ^dE , �)ViQUG��X)Y)FeI#Q��(V D MUEPVicnEP^blSViL�E��K�hQUYP^ DU{ E)s .

� �P�hQUYP^ DU{ Em]�MUQy^��)QUR\Emr5� D k)N D r�^dQiZuFSV �(QTMT^dF��SV;�)Q9E"�(X)QUNPc!�\QUM D Vic2�e]��eNPF(IKLwsnx5EK^ QUGTY D �\QT^ .
�8D kmN"�

master.passwd, group E hosts E"�(X)QUNPc!�\LwsnV!�(]6�(QUMW^dF��SV;�)Q��PFSY)F�� NIS.
C QUR(I D X)YPQ { F5� �(L , Y D GUQTV D s9x5Fo^dL�� D

�mNPE)F��)V!���PQUk8^ D a5E��PF , ViYPFSGULwF\V!�e]5E"�P�hQUYP^ DU{ Em] , � D �0X)Y D MUEmNKQ , � D rmQ!IP])x D ]"�e]�M9lSViEmr5� D kmN D ryNKQ!� D NPc!�)Q , ViQnQ��IKF(N D FSV�� D XPY)Q��
���(F\Y)MUF\Y)L NIS, �8�)QTViQUY��v^ �(Mi]�� D � .

698



���������
23. 
 �
�"� �i* � � � � � � � *

23.4.3.1.
��� ��� 1 "�34� !

• � �
	 ��� 	 � $ � � � � � � NIS.
�qD �)QUk��(F\Y)MUF\Y , X)Q D � D NKQURSEPE6�`XPFSY)MTE������v^4�PQ!�)ViYPQiN)NPF\Y)QT^�I#QT^dF � D Windows NT,rmY D �)E)V9� D kmN"� , E"�SX)QiNKc!�SLwFo^��fF`M��SF\^dE9�mNPE)F��)V D ^dE NIS.

�5D kmN"� passwd, group E8Y D �SNPE����"�fF�IKYPLWR\E)F� D kmN"� , E"�SX)QiNKc!�SLwFo^��fF1�mNPE)F��)V D ^dE NIS, � D rwQiIP])V!�(]#� D Q2���)QTM!�)QW^ �(FSYPMUFSYPF .
����� ��
��!����

: ��� ��-���� �"� $�#��"����� �+�0)+����$�� ��/ �"� � - ���*$���� )�'���� �+#+�!)�� #+��,�)���,���/ ��% � ���0��� ����- ��/��"��� � /0�0- ����� NIS.
� /�����'+� , ) �+���0- )�)+� / ����$�$��"��'���% #�$�� �����0$"%5����,���#+#�- ���!,�$�)+���+�"#&% , $ ��,�� / �"���0�� ���+�"# % - ������� - ��#�� �"� � �"� �$ #��"����� � �0)+����$�� NIS.

• � � � ���  	 * � ���� � ��� * NIS. �hQUrwQUZuE)F1� D MUViQTY)E������fF �)Q��)ViY)QUN)NPFSY"� IKQT^dF��)QUM Windows NT, MTViQUYPE������fF
�SFSY)MTFSY�� NIS �(QiIKFSYmZ D V��)QTX)E)E5QTY)E)R\E�� D NKc!���Or�� D kmNKQUMOI D �����Or NIS.

p ViQUYPE������fF �(F\Y)MUF\Y�� NISQTGUF��SX)F �PE)M D snVfE��\G!�fViQ����)Q��SVic , �)ViQ �)LWZ��PQnM��PY)E)ViE��"���Or5X)Y)E)NPQiZuF �PEm]mr . � �)E0V D �mZuFHXPQT^dQUR D s9VY D �(X)YPFeIKFSN)])Vic�� D RSYPL2���)L � D Q����PQUM!�PQUk#�(F\Y)MUF\Y : �mNPE)F��)V;� NIS M��SFSR(I D X)QiI��mNPs�� D s9V!�e]��0ViQT^dL#�SFSY)MTFSY)L NIS,
�)QTViQUY"�fk0QUViMTFSViE)N8X)F\Y)M!�v^ , MnViQW^4�)E"�(NPFHE9�5MTViQUY)E"�����v^ �SFSY)MTFSY D ^ .

•
� � ���	'� * NIS.

C NPE)F��)V;� NIS, � D �0E5GTQiNPcTa5E��"�SViMUQnY D GTQ!�)Emr#�SV D � { E)k Windows NT,
D LwViF��)ViEP�hE { E)Y)LwsnV��e]

� D �(F\Y)MUF\Y)F NIS ( EmNPE#� D �)Q��)ViY)QUN)NPFSYPF�IKQW^dF � D Windows NT IKN)]5Y D GUQ!�PEmr �SV D � { E)k Windows NT) MUQ9MUY)Fo^�]MUrwQiI D M �(E"�SViF\^dL .

23.4.4. $ - �,���#0/�'���'� +��
� NIS/YPp l\ViQT^bY D �(IKF(NPFqX)Y)EPMUQ!I#E)V!�e]0XPY)EP^dFSY�� D �(ViY)QTk��)E NIS.

�����	��
�������
: � �+���0- ,����&/ � �0� ��,��&/ �"��� ��� ��� �"# % , ����� )�� ,�� � � �"���+�"��# FreeBSD 3.3 $"��$ )�� ��� . � '����+����$"% ,

��,�$�) ��/�$ -�� � � / ��#�� , #�'��0,��+� )�#���� � , � ��� � � ,�� � ���"���!� # � � � �0� )+��,�#�$���� FreeBSD, )���� � , ����- 3.0, ��/�����'�� ���+�
� ��,����"�!$�� , ������� ��� ����#���-��0-(/ � �0� �"��' .

23.4.4.1.
) : "�!'� &�%'0/"�!���6

j8D M D k)ViF�XPY)FeIKXPQiNPQUZBEK^ , �)ViQyM!� ])MUN)])FSVUF��(c D I#^dE"�)E"�(VUY D ViQTY)QT^bM9^ D NPF��)c!�PQUk0L �)E)MTFSY"�SE)ViF\V!���)QTkN D GTQUY D ViQUY)EPE .
p � D �SViQi])x8E)k8^dQW^dF �)V9MnlSVUQUk0N D GUQTY D VUQUY)E)E#� 15 ^ D a5E"� D ^dE8QUV!�SLWV��(ViMTLWF\VnF(IKE�� D ]0ViQ!��� DD I#^dE��PE"�(ViYPE)Y)QUM D �)E)] ; � D � D Z8I#QUk5^ D a5E��)FHEP^dFSs9V!�e]��(QTG��(VUMUF �"���fFH� D kmN"� /etc/passwd E

/etc/master.passwd.
 ViEB� D kmN"� �SE��mrmY)Q��)E��SEPY)LWs9V!�e]0IKY)LwR8��IKY)LwRSQW^zViQiNKc!�)Q9MUY)L ���)Lws ; �SFSk�� D � , �)QUR(I D M��IKQUG D MiNP])FSViF�XPQiNPc��SQUM D ViFSN)]�MvN D GUQTY D ViQTY)E)E , M��JIKQiNPZ��"�|M!�fX)QUN"�)E)VUc��)QT^ D �wIKL adduser � D M��(FSr 15 ^ D a5E�� D r .�hQ!�m])V;�PQ , �)VUQnV D �)QUFqX)QiNKQiZuF �)EPF`MUF\x5F\k#�)LWZ �)QnE"�SX)Y D MiN)])Vic , V D �9�)ViQyM!�[Y)F\a5EmNKE5X)F\Y)FSMTF��(VUE9�(F\Vic�� DE"�(X)QUNPc!�\QUM D �)E)F NIS, E��(X)QUNPc!�\LT]yIKMTFH^ D a5E�����M�� D �)F��SViMUF �(FSYPMUFSYPQUM .

�hV D � , �)Q!�P�hEPRSLwY Di{ Em]�N D GTQUY D ViQUYPE)E#�(F\k�� D �`M!�fRSN)]wIKE)V9X)Y)EP^dF\Y��)QyV D � :

� 1 5 1 "�3�� ! � IP-
"�+�&(6/- 2 % :�� 1 "�34� ! �

ellington 10.0.0.2
� � �)QUM��)QUk#�SFSY)MTFSY NIS

coltrane 10.0.0.3
p ViQTY)E������fk��(F\Y)MUF\Y NIS
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23. 
 �
�"� �i* � � � � � � � *

� 1 5 1 "�3�� ! � IP-
"�+�&(6/- 2 % :�� 1 "�34� ! �

basie 10.0.0.4
�8D �)LWNPcUViF\V!��� D ]0Y D GUQ!� D ]#�(V D � { Em]

bird 10.0.0.5
C NKE)F �)V���� D ]8^ D a8E�� D

cli[1-11] 10.0.0.[6-17]
j Y)LwR\E)F.�mNKE)F �)V����)E)Ff^ D a5E����

�.�eNPE8M!�[QTX)Y)FeI#F(N)])F\ViF �(rmF\^dL NIS X)FSY)M��fk0Y D � , F\F8�)LWZ �)QnrwQTY)QUa8QvQUGiIKLm^ D Vic . p �)F.� D MTE"�(EP^dQ2�(ViE0QTVnY D �\^dF\Y)QUMM D a8FSk#�SFSViE , F��SVic��PF����PQiNPc��)Q*�mNPs��)FSM��Or5^dQT^dF��)ViQUM , �)QUVUQUY��fFHViY)FSGTLwsnVyX)Y)E��m])VUEm]5Y)F\a5F �PE)k .

23.4.4.1.1. � � ���� P�NQ����P�� �"NQ���
 NIS
 ViQnEP^�]��)F+I#QiN)Z �)QyG!�fVic ” EP^dF �)Fo^�IKQW^dF � D ”, �)QUViQTY)QUFHM!�[E"�SX)QiNKc!�SQTM D NPE . �qQiNPF\F`ViQ����)QylSViQ9EP^�]9� D � �fM D FSV��e]
” EK^dF �)Fo^�IKQT^dF�� D NIS”.

C QTReI D �mNPE)F��)VnY D � � �ON D F\V*� D X)Y)Q�� �:� D XPQiNPL �)F��)E)FqE��P�hQUYK^ Di{ E)E , Q!�0M��mNPs�� D FSV9M��)E)rEP^�]�IKQW^dF � D NIS, � D �(VUcUs �)QUViQTY)QUR\Qf])MiNP])FSV!�(] .
�OD �)EK^ �(X)Q2�(QTGUQT^z^��)QTRSE)F �(F\Y)MUF\Y D M �(F\ViE8^dQTRSLwVnL � D � D Vic ,

� D �)QTk6�(F\Y)MUF\Y#� D � D �)QTk#� D X)Y)Q2�dIKQUN)ZuF �5QTViMUF�� D VUc . j Lm^ D k)VUFHQvIKQT^dF �PF NIS � D �5QUGnEP^dF �)E>RSYPLWXPX�� rmQ��(VUQUM ,
�)QUViQTY��fF.� D �)EP^ - ViQyQUGTY D �\QT^ �(MU]�� D �"� .

ghF �)QTViQUY��fFHQUY)R D �)E"� Di{ E)E�M�� D �)F��SViMUFqEP^dF��)E�IKQW^dF � D NIS E"�(X)QUNPc!�\LwsnV��SMUQUk�IKQT^dF�� � �)ViF\Y��)F\V .  ViQ��)FY)F �)QW^dF �wI#LWF\V!�e] , V D �9� D �>^dQiZuFSV9M!���SM D VicnX)Y)QUGUNPF\^��[M9X)Y)Q { F����(FHYPFSa5F��)Em]6�SFSViF\M!�Or0X)Y)QTGiNPFo^ . ��^�]hIKQW^dF � D
NIS IKQUN)Z �)QyG!�fVic9L2�PE�� D NKc!���v^zM9X)Y)FeI#F(N D r0M D a8FSk#�SFSViE8E0rmQUY)QTa5Q , F��eNKE5Q!�PQnGULTIKF\VvQUXPE"���fM D Vic9RSY)LwX)X)L^ D a5E"� , �)QTViQUY��fFqX)Y)F(I3�(V D MiNP])FSV . g D X)Y)EP^dF\Y , rmLTIKQiZuF��SViMUF������fk0QTV IKFSN8M �)QT^dX D �)E)E Acme Inc. ^dQUZBF\V
� D rmQ!I#E)Vic��(]0MfIKQW^dF �)F NIS �`EP^dF��)F\^ ”acme-art”.

p � D a5Fo^ X)Y)EP^dF\Y)FqX)QiNPQUZuEP^ , �)ViQh^��|M��fGUY D NPE0EP^�]
test-domain.

ghF��S^dQTViYm]#� D lSVUQ , �)F��)QUVUQUY��fFHQUX)F\Y Di{ EPQ!�����fF �(E"�SViF\^�� ( M�� D �(V!�)Q��SViE , SunOS) E"�SX)QiNKc!�SLws9V��(MTQUF`EK^�]�IKQT^dF�� D
NIS M � D �PF��(VUMUF`EK^dF �)E0IKQT^dF�� D � �)VUFSY��)F\V . �8�eNPE>Q!I�� D EmNPE8GUQUNPFSF`^ D a5E��8MnM D a5F\k6�(F\ViE5EK^dFSsnVyV D �)E)FQURSY D �)E��PF �)Em] , M!� � � ( ��� 	 * E"�SX)QiNKc!�SQTM D VicvEP^�]�I#QT^dF � D � �)ViF\Y��)F\V9M�� D �)F5�(ViMTF`EP^dF��)E�I#QT^dF � D NIS.

23.4.4.1.2. � � � ��"�!
�;P�% � ���M� ���M���
�.�(Vic �)F5���)QUNPc!�)QnMUFSx8FSk , �)QUViQTY��fF.�PLTZ �)QyEP^dF\Vic9M9MUEwI#L�X)Y)E5M��fGUQTY)F`^ D a8E����JIPN)]8E"�(X)QUNPc!�\QUM D �)Em]�M�� D �)F5�(ViMTF
�(FSYPMUFSY D NIS.

� I��)QTk0E��qQUGUF5���)LwY D ZuE)M D snx5F\khMUFSx8cUs , � D � D s9x5FSk��e] NIS, ])MiN)])F\V!�e]0LwY)QTMUF��)c*� D MUE"�SEP^dQ��SViE
�mNPE)F��)ViQUM9QUV �(FSYPMUFSYPQUM . �8�eNPE9�mNPE)F��)V��PFq^dQUZBF\VnX)QiI��mNPs��)E)Vic2�e]6���(F\Y)MUF\Y)L��(MUQTFSRSQfIKQT^dF�� D NIS, � D � D �(ViLws^ D a5E"�)LhX)Y)Q��SViQ �(V D �)QUMTE)V!�e]#�PF(NPc��(]0E"�SX)QiNPc��SQTM D VUc . � V!�(LwV!�SViMUEPFHE��K�yQTYP^ Di{ E)E0QyX)QiNPc��SQTM D VUF(N)]mryE5RSYPLWXPX D rX)Y)E)MTQ!IKE)V��0MUYPF\^dF �"�)QUk8Q��(V D �)QTM!�)F�Y D GUQTV;�[GUQUNPcUa8E��"�SViM D �SE"�(VUF\^ .

� � D ]0lSVUQ , M��JIKQiN)Z ����M!�fGUY D Vicn^ D a5E��PL ,
�)QUViQTY D ]#�PF+IKQUN)Z � D XPQ!IKMTFSY)R D Vic2�e]�� D �SV;�v^ X)F\Y)F � D R\Y)L � � D ^zE6�)FHE"�(X)QUNPc!�\LwFSV!�(]hIPN)]5Y D �SY D GUQTV;�)E . _HF\Y)MUF\Y NISMnEwIKF D NPF�IKQiNPZBF��5G��fVicnQTV IKF(NKc!�)Q �(ViQU])x5FSk>^ D a8E��)QUk , FeIKE"�"�(ViMTF ���"�v^ { F(NPcTs MnZuE�� �)E9�)QUVUQUY)QTk�])MiN)])F\V!�e]G!�fVic �(FSYPMUFSYPQT^ NIS. �.�eNKE8M��[Y D GTQUV D FSViF�M �(F\ViE , �)QUViQTY D ]#�PF`V D �5LWZ �(EmNKc!�)Q�� D R\Y)LWZuF � D , VUQy^dQUZ��PQX)QT^dF5�(ViE)VUc �SFSY)MTFSY NIS � D ^ D a5E"�)F , � D �)QTViQUYPQUk#� D X)Lwx5F����[EhIKYPLWR\E)F �(FSYPMUE"� � , X)Y)Q2�(ViQ9EP^dFSk)VUFqM9MUEwI#L , �PViQF��eNKE9�(F\Y)MUF\Y NIS �(V D �)QUMTE)V!�e]#�PFeIKQ2�(ViLwX����v^ , ViQylSViQ �)FSR D ViEPM!�)QvQTViY D Z D FSV!�(]6� D � �� � �mNPE)F��)V D r NIS.

23.4.4.2. � 6(&�086$& � NIS� Y)E)RSE"� D NPc����fF1�)QTX)E)E8M��(F\k0E��P�hQTYP^ Di{ E)E NIS rmY D �)EPV!�e]6� D FeI#E��"�(VUMUF �"�)QUk>^ D a5E"�)F , �PQUViQTY D ]#� D � �fM D FSV��e]R(N D M!���v^4�SFSY)MTFSY)QW^ NIS. � D � �JI D �����Or , �)QTViQUY��fFHE"�(XPQiNPc��SLwsnV!�(]�IPN)]5rwY D �)F��)Em]0E��P�hQTYP^ Di{ E)E , � D � �fM D snV!�(]
� D Y)V D ^dE NIS.

p Q FreeBSD l\ViE6� D Y)V;�[rmY D �m])V!�(]5M /var/yp/[domainname], ReIKF [domainname] ])MiN)])F\V!�e]EP^dF �)Fo^ QUG2�eNPLWZuE)M D F\^dQTRSQqIKQW^dF � D NIS.
� IKE��6�SFSY)MTFSY NIS ^dQUZBF\VnX)QiI)IKF\YmZuE)M D VicnQiI��)QUMTY)F\^dF����)Q*�PF����PQiNPc��)QIKQT^dF��)QUM , V D �9�)ViQyF��(VUcnMUQ��\^dQUZ��PQ��(VUcnEP^dF\Vic��PF����PQiNPc��)QvV D �)Emr#� D V D NPQTRSQUM , X)QnQiI��)QW^dL � D � D Z>I��fk
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QUG��(NPLWZuE)M D F\^��fkyIKQW^dF � .
C�D Z>I��fkhIKQW^dF �5GTLTIKFSV9EP^dFSVic �(MTQUk6�SQUG��SViMUF������fk��)F�� D MUE"�SEP^��fk0QUVvIKY)LwRSE)r#� D GTQUY

� D Y)V .� ���)QTM!�)QTk�E5MUVUQUY)E��"���fk6�(F\Y)MUF\Y��|QTG��eNKLTZuE)M D s9VfM��(F8� D X)Y)Q�� � NIS �HX)QW^dQUx5cTs[I D F\^dQ�� D ypserv. ypservQUViMTF � D FSV*� D X)QUNPL �)F �)EPF`MirmQiIP])x5Emr�� D X)Y)Q2�(QTMvQUV*�)NPE)F �PViQUM NIS, Y D �SX)Q!��� D M D �)E)F.� D XPY D a8E)M D F\^dQUR\QqIKQT^dF�� D EQUViQTGUY D ZBF��)E)F�EK^dF �)E>MnX)LwVic �6�SQUQUVUMUFSV��(ViMTLWs9x5Fo^dLh� D kmN"�[G D � �JI D �����Or , D V D �mZuFqX)FSYPFeI D �)FHE"�P�hQUYP^ DU{ E)E0E"�G D ���AI D ���"�Or0QUGUY D V;�)Q��mNPE)F��)ViL .
23.4.4.2.1. 	 
���$��������
 ��������������� ����� ������
 NIS

g D �(VUY)QUk�� D Q�� �)QUM��)QUR\Q��(F\Y)MUF\Y D NIS ^dQiZuFSV9Q!� D � D Vic��(]��SY D M��)E)ViFSNPc!�PQnX)Y)Q2�(ViQTk , M�� D MTE"�(EK^dQ��(VUE0QUV9M D a8EmrX)QUViYPFSG!�PQ��(VUFSk .
p X)Q2�(V D M!�)L FreeBSD �(Y D �SLhM!�)NPs��)F�� D XPQ!I)IKF\YmZ � D NIS.

p �SF , �)VUQ9M D ^ �)LWZ �)Q , l\ViQnIKQUG D MUEPVic
�eNPF(IKLwsnx5EPF8�(VUY)Q!�)E8My� D kmN /etc/rc.conf,

D
FreeBSD � IKFSN D F\V�� D M D ��M2� 	`Q2�(V D NPc!�PQUF ..

1.

nisdomainname="test-domain"p l\ViQUk��(ViYPQ!�)F8� D I D FSV��e]0EP^�]�I#QT^dF � D NIS, �)QTViQUY)QTF`GTLUI#FSV test-domain, FSx8F+IKQ � D �(ViY)QTk��)E6�SFSViE
( � D X)Y)EP^dF\Y , X)Q2�eNPFHX)FSY)F�� D RSY)L � �PE ).

2.

nis_server_enable="YES"
� IKF��ScnL � D ���fM D FSV!�(] FreeBSD � D � D X)L ���5XPY)Q { F5� �SQUM��SFSY)MTFSY)QTM NIS, �)QUR(I D IKFSNPQfI#QirmQ!IKEPVfIKQ �(FSVUFSM!�Or
� D �(VUY)QUF�� .

3.

nis_yppasswdd_enable="YES"
� IKF��ScnL � D ���fM D FSV!�(] � D � D X)L ����I D Fo^dQ!� D rpc.yppasswdd, �)QTViQUY��fk , � D �8lSViQ9QUVU^dF��)F �PQ9M��fa5F , XPQ!�SMTQiNPEPVXPQiNPc��SQUM D ViFSN)]P^z^dF �m])VUc �SMUQUk5X D Y)QUNPc NIS �8�mNPE)F��)V!���PQUk8^ D a5E��"� .

�����	��
�������
: � ����)�$�#�$�-��!#+�!$ � � )����*$ � ����# �!,"�!��' NIS, )���- -���� �"� �"� ���"/0� � $��!�+# % /0���"������$��"� ������� � # �!,"�0' $ .

� � ,��"�!$��"��#�� ' ,���� / � ���� #���,�)���,�� � NIS, '������0,�� � %.) ��% � �"# % $ '+��$����"�"��-	$ NIS ��$	�*� / ��% �"�����������$"% �"��/�,"� � �"�0�$���� � ,�- ��� $ $ .

# ViF\X)FSYPc9M2� 	 , �PViQ9M D ^ �)LWZ �)Q � IKFSN D VUc , lSVUQ�� D X)L �(ViEPVic��PQT^ D �mIKL /etc/netstart, Y D GUQTV D ]�� D �D I#^dE��PE"�(ViY D ViQTY . �hQ*�PFSk5XPY)QUE��\QUkwI#FSV�� D �(VUY)QUk�� D M��SFSR\Q , X)Y)E8lSViQW^ GULTIKLwVnE��(X)QUNPc!�\QUM D Vic��(] ��� D �PF �)Em] ,
� D I D �����fFHM9� D kmNPF /etc/rc.conf.

23.4.4.2.2.
� ��P� P�
���P !
�� P�% ��
!��� NIS

� � ��� * NIS ])MiN)])s9V!�e]8� D kmN D ^dE0G D �+I D �����Or , �)QTViQUY��fF`rmY D �m])V��e]5M�� D V D NPQUR\F /var/yp.
� �)E8RSF��)FSY)EPY)LwsnV!�(]E��8�PQ!�P�hE)R\LwY Di{ EPQ!�����Or�� D k)NPQUM , � D rmQ!IP])x8Emr��e]0M�� D V D NPQUR\F /etc Q2���)QTM!�)QTRSQ*�(F\Y)MUF\Y D NIS, � D Q!I3�)EP^E"���mNKs��)F��)E)F\^ : � D kmN /etc/master.passwd. g D lSViQyF��SVicnMTF��SQT^ D ]�X)Y)E"�)E�� D , M D ^ �)F �)LWZ��PQnY D �(X)Y)Q2�(ViY D �m])VicX D Y)QUNPE0X)QUNPc!�\QUM D ViFSN)] root E�IKY)LwR\Emr D I#^dE��PE"�(ViY D ViE)M����Or0X)QUNPc!�\QUM D ViF(NKFSk�� D M��SF8�(F\Y)MUF\Y��[MfI#QT^dF �PF NIS. �hQlSViQTk5X)Y)E"�)E��)F , X)Y)FSZ>IKF8�PF\^ E��PE { E D NPE��SEPY)QUM D Vic*� D Y)V;� NIS, M!�JIKQUN)Z ��� � IKFSN D VUc9MTQUV*�)VUQ :

# cp /etc/master.passwd /var/yp/master.passwd
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# cd /var/yp
# vi master.passwd

p �JI#QiN)Z ���|LTI D NPE)Vic9M��SF.� D X)E"�SE , � D � D snx5EPF��e]#�SE"�(ViFo^����Or0X)QUNPc!�SQTM D ViF(NPF\k (bin, tty, kmem, games E5V D �I D NPF\F ), D V D �mZuF8� D X)E��(E , �PQUViQTY��fF`M��:�)F`rmQTViE)ViFqY D �SX)Y)Q2�(ViY D �m])Vic��mNPE)F��)V D ^ NIS ( � D X)Y)EP^dF\Y , root EhIKY)LwRSEPFX)QiNPc��SQTM D VUF(NPE#� UID, Y D M!���v^ 0 (
D I#^dE��)E��(ViY D ViQUY"� )).

�����	��
�������
:
� ,"�0)+��,��+�"� , ����� � � �*���"� /var/yp/master.passwd

� ���5��� / � #+� ��������/ � % �+���$�#�$ ��$�/0��% � , ������� , ��$/ ��% �!#+�"��������� � �"����� � �0)+���"� �0��� ( ,�� � $�-(/0�!#+� ����� 600)! ���!#��"����� � �����"��#�� '��0- ����/ � � chmod, ��# ��$ �+��� � � � �"� .

C QUReI D �`l\ViEP^ GTLTIKFSV9X)Q!�)Q����)F��)Q , � D ^dQUFHMUY)Fo^�]5E��)E { E D NKE��SE)YPQUM D Vic*� D Y)V;� NIS!
p X)Q��SV D M��)L FreeBSDM!�mNPs��)F �����)YPE)X)V��HEP^dF��)F\^ ypinit, �PQUViQTY��fkhIKFSN D F\VnlSVUQ ( QUGTY D ViEPViF��Sc*�5F\RSQ��SX)Y D MUQ!�"�)QUk#�SViY D �PE { F � DIKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)F\k ).

� VU^dF\VicUVUF , �)ViQnl\ViQUV ���PY)E)X)V9EP^dFSF\V!�e]>MnGUQUNPcUa8E��"�SViMUF�QTX)FSY Di{ E)Q������Or
�(E"�SViF\^ UNIX, �)Q��PFHMTQnM��SF(r . p �(E��(ViFo^dF Digital Unix/Compaq Tru64 UNIX Q!�6� D ���fM D F\V!�e] ypsetup.

�OD �9� D �^��|RSF��)FSY)EPY)LwF\^4� D Y)V;� IKN)]5R(N D M!�PQURSQ*�SFSY)MTFSY D NIS, ViQ9XPY)E5M����SQUMTF�X)Y)QTRSY D ^+^�� ypinit ^��|X)F\Y)FeI D F\^ F\kX D Y D ^dFSViY -m.
j N)]0RSF��)FSY Di{ E)E9� D YPV NIS MnX)YPFeIKX)QUNPQiZuF��)E)E , �PViQ9M��[LWZBF � IKFSN D NKE5a D RSE , QUX)E"� D ���"�fF`M!�fa8F ,M!�fX)QUN"�)E)ViF �eNPF(IKLwsnx8FSF :

ellington# ypinit -m test-domain
Server Type: MASTER Domain: test-domain
Creating an YP server will require that you answer a few questions.
Questions will all be asked at the beginning of the procedure.
Do you want this procedure to quit on non-fatal errors? [y/n: n] n
Ok, please remember to go back and redo manually whatever fails.
If you don’t, something might not work.
At this point, we have to construct a list of this domains YP servers.
rod.darktech.org is already known as master server.
Please continue to add any slave servers, one per line. When you are
done with the list, type a <control D>.
master server : ellington
next host to add: coltrane
next host to add: ^D
The current list of NIS servers looks like this:
ellington
coltrane
Is this correct? [y/n: y] y

[.. ,!4�,;( = <13�� G�015�0#3.1@ � �?2�.�3�/ ..]

NIS Map update completed.
ellington has been setup as an YP master server without any errors.

�hY)QUR\Y D ^+^ D ypinit IKQUN)Z � D G��ON D �SQ!�(I D Vicy� D kmN /var/yp/Makefile E�� /var/yp/Makefile.dist. �hY)E
�(Q!�(I D �PE)E0lSVUQURSQy� D kmN D X)Y)F(IKX)QiN D R D FSV!�(] , �)ViQyM!�[Y D GUQTV D F\ViF`M9Q!�)Y)LWZuF �PE)E9�`FeIKE����(ViMTF �����v^ �(FSYPMUFSYPQT^ NIS EViQiNPc��)Q��H^ D a8E�� D ^dE FreeBSD.

�qD �6� D �0MnIKQT^dF��)F test-domain EP^dF\FSV!�(]5V D �mZuFHE8MUViQTY)E������fk��(F\Y)MUF\Y , ViQyM!�IKQiN)Z ���[QTViY)F(I D �)VUE)Y)QUM D Vicy� D kmN /var/yp/Makefile:

ellington# vi /var/yp/Makefile

p �JI#QiN)Z ��� � D �)QW^+^dF �)VUE)Y)QUM D Vic �(ViYPQ!�)L , M��)QUViQTY)QUk5L2� D � D �)Q
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NOPUSH = "True"

( Q�� D LWZuF8�)FqY D ���)QW^+^dF �)ViEPY)QUM D � D ).

23.4.4.2.3. 	 
���$��������
 �;����� P �������� �1��� ������
 NIS

g D �(VUY)QUk�� D MUViQTY)E����PQURSQ �(F\Y)MUF\Y D NIS Q��SLWx8F��SViMiN)])F\V!�e]0F\x 	HX)Y)QUx8F , �PF\^4� D �(ViYPQUk�� D R(N D M!�PQURSQ*�SFSY)MTFSY D .p QTkwIKE)VUF8� D MUViQTY)E����"�fk9�(F\Y)MUF\Y0E5QTViY)F(I D �)VUE)Y)Lwk)ViFO� D kmN /etc/rc.conf ViQ����)Q9V D �mZuF , � D �8M!�JIKFSN D NKE0lSViQY D �)F\F . �+IKE��"�SViMUF������v^bQTV!NPE��PE)F\^z])MUN)])FSV��e]5ViQ , �)ViQyX)Y)E9� D XPL � �)F`XPY)QUR\Y D ^+^�� ypinit ^��|VUFSX)F\Y)cvI#QiN)Z ���E"�(X)QUNPc!�\QUM D VicOQUX { E)s -s. �hYPEP^dF �)F��)E)FHQUX { EPE -s ViY)F\GULwFSVvV D �mZuF`L � D � D �)E)F�EP^dF��)E5RSN D M��)QUR\Q*�(F\Y)MUF\Y D NIS, V D �
�)ViQ � D a D �)QT^ D �wI D IKQiN)Z � D M!�fRSN)]wIKF\VicnV D � :

coltrane# ypinit -s ellington test-domain

Server Type: SLAVE Domain: test-domain Master: ellington

Creating an YP server will require that you answer a few questions.
Questions will all be asked at the beginning of the procedure.

Do you want this procedure to quit on non-fatal errors? [y/n: n] n

Ok, please remember to go back and redo manually whatever fails.
If you don’t, something might not work.
There will be no further questions. The remainder of the procedure
should take a few minutes, to copy the databases from ellington.
Transferring netgroup...
ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byuser...
ypxfr: Exiting: Map successfully transferred
Transferring netgroup.byhost...
ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byuid...
ypxfr: Exiting: Map successfully transferred
Transferring passwd.byuid...
ypxfr: Exiting: Map successfully transferred
Transferring passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring group.bygid...
ypxfr: Exiting: Map successfully transferred
Transferring group.byname...
ypxfr: Exiting: Map successfully transferred
Transferring services.byname...
ypxfr: Exiting: Map successfully transferred
Transferring rpc.bynumber...
ypxfr: Exiting: Map successfully transferred
Transferring rpc.byname...
ypxfr: Exiting: Map successfully transferred
Transferring protocols.byname...
ypxfr: Exiting: Map successfully transferred
Transferring master.passwd.byname...
ypxfr: Exiting: Map successfully transferred
Transferring networks.byname...
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ypxfr: Exiting: Map successfully transferred
Transferring networks.byaddr...
ypxfr: Exiting: Map successfully transferred
Transferring netid.byname...
ypxfr: Exiting: Map successfully transferred
Transferring hosts.byaddr...
ypxfr: Exiting: Map successfully transferred
Transferring protocols.bynumber...
ypxfr: Exiting: Map successfully transferred
Transferring ypservers...
ypxfr: Exiting: Map successfully transferred
Transferring hosts.byname...
ypxfr: Exiting: Map successfully transferred

coltrane has been setup as an YP slave server without any errors.
Don’t forget to update map ypservers on ellington.

� F\X)FSYPc9L�M D ��IKQUN)ZuF �8G!�fVic�� D V D NPQUR �`EK^dF �)Fo^ /var/yp/test-domain.
C QUX)EPE#� D YPVnR(N D M!�PQURSQ��(FSYPMUFSY D NISIKQiN)Z ���[G��fVicyMnlSVUQT^4� D V D NKQURSF . p � IKQiNPZ��"�|LTIKQ��SViQUMTFSY)E)VUc��e] , �)VUQ9l\ViQUV�� D V D NPQURHQUG��)QUMUN)])FSV!�(] . _`NPFeI#LWs9x5E)F

�(ViY)Q��)E5M /etc/crontab M D a8FSRSQnMUViQTY)E����)QTRSQ��SFSY)MTFSY D IKQiNPZ��"�|lSViQvIKF(N D Vic :
20 * * * * root /usr/libexec/ypxfr passwd.byname
21 * * * * root /usr/libexec/ypxfr passwd.byuid

 ViE�IKMTF8�SViY)Q!�PE6� D �(V D MiN)])s9VnMTViQUY)E"�����fk6�SFSY)MTFSY9�SE��mrmY)Q��)E��SEPY)QUM D Vic��SMUQTE�� D Y)V!���.� D Y)V D ^dE5RSN D M��)QUR\Q
�(FSYPMUFSY D . 7 QTV!]5l\ViE9�SViY)Q!�"�)E6�)FqQUGU]�� D ViF(NPc���� , V D �9� D �8R(N D M!���fk#�SFSY)MTFSY0IKF(N D FSVvXPQUX��fV;�PE8X)F\Y)FeI D Vic9M��(FE��\^dF��)F �)E)]5M��SMUQUE)r � D Y)V D r NIS � D �(MTQUE0MTViQUYPE������fF �(FSYPMUFSY"� , �)QnE"� - � D VUQURSQ , �)ViQyE��P�hQTYP^ Di{ E)]hIPN)]5MUrwQiI D M
�(E"�SViF\^dL�� D �(ViQUNPc!�PQfZuE�� �)F����)QyM D Z�� D IPN)]��(E"�SViF\^ , � D MTE"�e])x8EmrhQUV��SFSY)MTFSY D , �)ViQyM!�fX)QUN"�)F �PE)F`Y)F\RSLWN)])Y��"�OrQUG!�PQUMiNKF �)E)kh])MUN)])FSV��e]6�(QTM��SF\^ �)FqXmNPQUrwQTk0EwIKF\FSk .

 ViQnF\x 	qGUQUNPFSF�M D Z �)QnM�� D RSY)LWZuF ���"�Or��SFSV!]mr , M��)QTViQUY��OrQUG!�PQUMiNKF �)Em]�� D Y)V9^dQTRSLwV��PF`M��SFSR(I D � D MUF\Y)a D Vic��(]�L �SX)FSa9�)Q .
# ViF\X)FSYPc9ViQ����)Q9V D �mZuF � D X)L �(ViE)VUF8�)QW^ D �wI#L /etc/netstart � D MUViQTY)E����)QW^ �(F\Y)MUF\Y)F , X)Q �)QTViQUY)QTk6���PQUM DM!�fX)QUN"�)E)V!�(]#� D X)L ���6�SFSY)MTFSY D NIS.

23.4.4.3.
� : ��6(!$7 � NISC NPE)F �PV NIS M!�fX)QUN"�m])FSV9V D �9� D ���fM D F\^dLws|X)Y)EPMi]�� �PL �9�)Q!�"�)Y)FSV!�)QT^dL#�SFSY)MTFSY)L NIS X)Y)E8X)QT^dQTx5EhI D F\^dQ�� D

ypbind. ypbind QTX)Y)F(IKF(N)])F\VfIKQW^dF � , E"�(X)QUNPc!�\LwF\^��fk0M �(E"�SViF\^dFqX)Q9Lw^dQUN"� D �)E)s ( ViQTV , �)QTViQUY��fkL �SV D � D MiNKE)M D FSV!�(]hXPQ��)QW^ D �wIKF domainname), E6� D �)E�� D FSVna5E)Y)Q��)QUMTFSx D ViFSNPc!�)Lws|Y D � � �ON"�)L � D X)Y)Q2�(QUM RPC MNPQ!� D NPc!�PQUk#�(F\ViE .
p lSViEmr#� D X)YPQ�� D ryL � D � D �)QvEP^�]�I#QT^dF � D , �9�SFSY)MTFSY)L �)QTViQUYPQURSQ ypbind X��fV D F\V!�e]Q��(Lwx8F��(VUMUE)VicnX)Y)E)MU]�� �)L . �8�eNPE��(FSYPMUFSY , �)QUViQTY��fk0G��ON9� D �(ViY)QTF �hIKN)]5QUG2�eNPLWZuE)M D �)Em]�� D X)Y D a5E)M D Fo^dQURSQIKQT^dF�� D , XPQiNPL �)E)V9a5E)YPQ!�)QTMUFSx D ViFSNPc!�"�fk�� D XPY)Q�� , Q��0QUVUMUFSVUE)V ypbind, �PQUViQTY��fk , M �(MUQTs�Q��)FSY)F(IKc�� D X)QW^��)E)VD IKY)F5�.�SFSY)MTFSY D . �.�eNPE>EP^dF\FSV!�(]6�)F�� �)QiNKc!�)Q �(FSYPMUFSYPQUM ( � D X)YPEP^dFSY , R(N D M!���fk0E9�)F�� �)QiNKc!�)QvMTViQUYPE������Or ), ViQ

ypbind GTLTIKFSVvE��(X)QUNPc!�\QUM D Vic D I#Y)F��HX)FSYPMUQUR\QvQUVUMUFSVUE)MUa8FSRSQ . _JlSVUQURSQy^dQT^dF��)V D �mNPE)F��)V!��� D ]9�SE"�(ViFo^ D GTLTIKFSV
� D X)Y D MiNP])VicvM��SF8�SMUQUE6� D XPY)Q�� � NIS � D lSVUQUV��SFSY)MTFSY .

p YPF\^�]5QTVvMUY)Fo^dF �)E ypbind GULTIKF\V ” X)E�� D Vic ” �(FSYPMUFSY�IPN)]X)Y)QUMTFSY��PE0FSR\QnY D GUQUVUQ��(XPQ��(QTG!�)Q2�(ViE . �8�eNPE9� D QiIKE��5E"�HViF5�(ViQTM!�Or�X D �)FSViQTM��)FqLTI D �SV!�e]0X)QUNPL �)E)VicyQUVUMUFSV D � DY D �\Lw^��PQUF`MTY)F\^�] , ViQ ypbind X)QW^dFSViE)VylSVUQUVfI#QT^dF �9� D �0IKQT^dF�� , �8�)QUVUQUY��v^4�SMi]�� � D Y D �SQUYPM D � D , E9���PQUM D � D ���PFSVX)Y)Q { F�� �`X)Q�� �ON"�)E8a5E)Y)Q��)QUMTFSx D ViFSNPc!���Or � D X)Y)Q��SQUMvM�� D I#F(Z>IKF � D k)VUE�IKY)LwR\QUk6�SFSY)MTFSY .
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23.4.4.3.1. 	 
���$��������
 �#��P���� ��
 NIS

g D �(VUY)QUk�� D ^ D a8E������ FreeBSD M � D �)F��SViMUF8�mNPE)F��)V D NIS IKQ2�(V D ViQ!�"�)QnX)YPQ��(V D .
1.

� ViYPFeI D �)ViE)Y)Lwk)VUFO� D kmN /etc/rc.conf, IKQUG D MTE)MvViLTI D �eNPF(IKLwsnx5EPF �SViY)Q!�PE�IPN)]8ViQUR\Q , �)VUQUG!�:� D I D VicnEK^�]I#QT^dF � D NIS E6� D X)L �(VUE)Vic ypbind MTQnMTY)F\^�]#� D X)L ��� D �(F\ViFSM��Or#�eNPLWZuG :
nisdomainname="test-domain"
nis_client_enable="YES"

2.
j N)]8EP^dX)QUYPViE)Y)QTM D �PEm]0M��SF(r�MUQ��\^dQiZ ���OrhL � 	SV!���Or#� D X)E"�(F\k0QUV �(F\Y)MUF\Y D NIS, LTI D NKE)ViFqM��(F8� D X)E"�(EXPQiNPc��SQUM D ViFSNPFSk�E"�HM D a5F\RSQn� D kmN D /etc/master.passwd E5MUQ2�(X)QUNPc!�\Lwk)ViF��Sc��)QT^ D �wIKQTk vipw IPNP]I#QUG D MiNPF��)Em]#�eNKFeIKLwsnx8FSk��(ViY)Q��)E5M��)Q!�PF { � D kmN D :
+:::::::::

����� � 
�������
: ���"� #+�!,"� � '�� / ��# � )+#���- �"����� �+�0)+�"�"� ��%.-3# '+�0,�,���'+�!�"�0� �����+�!�"�0� �����$�#�� � )�'���,"�"� � ��� � �!��� � � ���

�"����� �+� )��"�"� �0��� / � #+� ��� ' �+��� � #�$�#+�"��- � . # #+�!� -	�"��� ��#+�!) � #��"� #+� � �0) ����#+�!,"�0$��!��)���� '+��$����"� NIS, $���- ����$�) �+� �# �!,"�0' � . � � #�-�� �!,�$��"� ��$�� � �"��'�#+� , '���#+� � � $���# % #��+�"��)�� � � , ����� , ����� � � �"������ $��!� � ���0��� �"��/ ,"� � � ���$���� � ,�- � � $ � . � ���"������$��"� �������"% $���� � ,�- � � $"% / ��% $�� ��������$"%(��� � ��/�$��"# % )�'���$� � $�� / �"�"� ����#+�!)+� O’Reilly �"��/������)+����$���- Managing NFS and NIS.

����� � 
�������
: � �3/0���� ��� � #+�"��)�$��!� � ����% � ����/�� ��� �0'�������� ��� ������$�#�� ( ��� ��#+�!����� $ -��"� ,"�!$ ,"� )��"�!� �+� � ��,�� �

NIS) ) )+������- /etc/master.passwd $ � �"� ������$�#�� /0���� ��� � � �!� �"��' �*� �"�0���"�0- � , ������� wheel.
# # ��$*# NIS

����� - ��� #&� ����$��"# % , �+�"� �+���$�#���- ���*� � $�#��"����� �+� )��"�!�+# % /0��% ��/ �"�0�����"� � � ) � ��/ � ) #�$�#+�"��- � , ����,�� � ��/ � )�,�� � $�-��/�- $���$�#+�!,��"���0,�� $ $�#���,���) �0����$"% ����$ #���,���)��"�!#+�"��� .

3.
j N)]8EP^dX)QUYPViE)Y)QTM D �PEm]0M��SF(r�MUQ��\^dQiZ ���Or � D X)E"�SFSk5Q9RSY)LwX)X D r#�8�SFSY)MTFSY D NIS, I#QUG D MUcTViF�MnM D a�� D kmN
/etc/group V D �)Lws �SViY)Q!�"�)L :
+:*::

�hQ��eNKF1� D MUFSYPa5F �PEm]0M!�fX)QUN"�)F��)Em]0lSVUEmr0a D RSQUMnL�M D �dIKQiN)Z �)QyX)QUNPL �)E)Vic2�e]#� D X)L �(ViEPVic��PQT^ D �mIKL ypcat passwdE5LwMUEwI#FSVic�� D Y)VUL�L2�PFSV;���Or#� D X)E��(FSk9�(FSYPMUFSY D NIS.

23.4.5.
� ���'� �,�
-�+ �.-/�.0 NISp QTGUx8F\^ - ViQvNPs9GUQTk0X)QiNKc!�SQTM D ViF(NPc , ��� D ]0EK^�]8M D a5F\RSQqIKQW^dF � D , ^dQiZuFSVyM!�fXPQiN"�)EPVic�� D X)Y)Q2� RPC � ypserv(8) EX)QiNPL �)EPVic��SQ!IKF\YmZuEP^dQUFqM D a5Emr � D YPV NIS.

j N)]5X)YPFeIKQTViMUY D x5F��)Em]0V D �)QUR\Q*�)F D MUViQTY)E��\QUM D ���)QTRSQfQUGW^dF � D
ypserv(8) X)Q!IPIKFSYmZuE)M D F\VvV D �9� D ���fM D F\^dLws��(E��(ViFo^dL ”securenets”, �)QUVUQUY D ]5^dQiZuFSVyE"�(XPQiNPc��SQUM D Vic2�e]9IPN)]QURSY D �)E��PF �)Em]hI#Q��(VULWX D �6�PF �)QTViQUY)QTk0RSYPLWXPX)F`rmQ2�(ViQTM . �hY)E#� D X)L � �)F ypserv(8) GTLTIKFSV9X��fV D VUc��e]9� D R\Y)L �SE)VUcE��P�hQUYK^ Di{ E)s , � D � D s9x5Lws��(] securenets, E"�q� D kmN D /var/yp/securenets.

�����	��
�������
:  -�% '����"��� ��� � �+��)�$�#�$������ ����,���- � �!,�� , ��'����������"��� � )�- ��#+�"��# ����� $���� -p. � ����� � ���"� #+��/ ��, � $�� �+���$�#�$ ,#+� #+����%���$ � $�� ��'���������$�% #+�+�!$ $ #��+�"��)+� � - ��#�' $ , ,���� / � �0������� � ��,"� � �&�0� - . %��!,"� ��' $ , ������$���� � � $���# % #+� ������'�� ”#”,#���$��"�����"#&%('+�0-	- ���"�"��,�$"%.-	$ . � ,�$�- ��,������ �*���"� securenets -���� �+� $�- � �!� ��,�$�- ��,��"� �"��'�� � )�$"/ :
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# allow connections from local host -- mandatory
127.0.0.1 255.255.255.255
# allow connections from any host
# on the 192.168.128.0 network
192.168.128.0 255.255.255.0
# allow connections from any host
# between 10.0.0.0 to 10.0.15.255
# this includes the machines in the testlab
10.0.0.0 255.255.240.0

�.�eNPE ypserv(8) X)QUNPL � D F\V*� D X)Y)Q��`QUV D IKY)F5� D , �)QUViQTY��fk9�SQUQTViMUF\V!�(ViMTLwFSVvQiI��)QT^dLhE��qlSVUEmr0X)Y D MUEmN , Q��0GULTIKF\VQUViY D G D V;�fM D Vic�� D X)Y)Q���QUG!���"���v^�QUGUY D �SQW^ . �.�eNKE�ZuF D I#Y)F��.�)F`X)QiIKX D I D FSV��PE5X)QiI5Q!I��)Q9X)Y D MUEmNPQ , � D XPY)Q��+GTLTIKFSVX)Y)QUEPR �)QTY)E)Y)QTM D ��E8MvZuLwY�� D N5GULTIKF\V�� D X)E"� D �)QvXPY)FeIKLwX)YPF(Z>I D s9x5F\F �SQUQUGTx5F��)E)F . �.�(NPE8� D kmN
/var/yp/securenets �)F �SLwx5F��SViMULwF\V , ypserv GTLUI#FSVnQTG��(NPLWZBEPM D VUc*�(QUF(IKE��)F��)Em]5QTVvNPs9GUQTRSQfrmQ��SV D .
�hY)QUR\Y D ^+^ D ypserv V D �mZuFHXPQ!I)IKF\YmZuE)M D FSVvX D �)F\VnX)Y)QTRSY D ^+^ tcpwrapper QUV Wietse Venema.

 ViQyX)Q��SMUQUN)])FSVD I#^dE��PE"�(ViY D ViQTY)LyIPN)]5QTRSY D �)E��)F��)Em]hIKQ2�(ViLwX D MT^dF5�(ViQ /var/yp/securenets E"�(XPQiNPc��SQUM D Vic
�)Q!�P�hEPRSLwY Di{ E)Q!���"�fF`� D kmN�� tcpwrapper.

�����	��
�������
: � � ��% � � � �+�!$ � - �+����/ � ����,���) �0����$"%*/0�!# � ���"�0-3� � ��#�������$ )+����� ����'+� ���0, ��� � � � ������#��"�!#+�!� , �0��$ , '���'� #��"�0)+������� � ��� ��,"�0)+��,�'�� ��,�$�)�$"� ���&$�,"� )������"��� � �"� ,"�"� , � � � �"��/ )+��, � �����3�"�"��'���- �!$��� ”IP spoofing”. � �+#�� #�� �"��)+� ��!,���� $�' , #�)&% ������������# ,�� � � ��� � NIS, /0���� ��� � � �0'�$�,"�0)+���!�+# % )+���*$�- � ,�����/�- � � ��,"� - .

% ��,�)���,�� , $�#��"����� � ��� � $�� �*���"� /var/yp/securenets, -���� �"� � � �!�*��� ) #+�!# ����%.��$�$*� � # �� � $ )+�"�!� #+�"��,�� � ' ��$ ���"���0)
NIS # /�,���)������ ,����"��$������0$���� ��,"� ��� '���� � TCP/IP. � ��'������0,�� � $�� �+�!$ � ,�������$������ $ � ��,�$ ,���#�#�����'���*$�,"� '��0)+� � �"�"� ������� � ������,"�!#+� ) ��#+�"������)&��$�)���� � )+#�� � $�� � - ���*$����"�0� ����# �!$*��/ ,��+#�� )��"����� $ / $"��$ ��� ) #+� #+����%.��$�$� ��,�� / �&��$��!� - ��#�' � �"��/ #��+�!$ ��,�$ )�� ��$�# �0����$�$ �"/�,���#�� �*$�,"�0'+�0)+� � �"�"� �����"� � ,���#�#�����'�$ . � ����%5����'�� ��� ,�� �*$�� �+�!$ �
��,"� � �0��- - � � �"� � � �!�*,���������� $ ��- ��������$���- '+�0��� $� ��,�� � $�$ '+��$����"�"� , /�, ��� $ � -�� � �"� ��,�$�)���# �!$ ' � �!'���� � � �$�#��"����� �+� )�����$"% /var/yp/securenets.

 #��"����� �+�0)+����$�� /var/yp/securenets ��� #���,�)+��,�� # �"��'+�0� ��, � ��$���"�0� ,����"��$������0$���� TCP/IP %.)&� % � �"# % )��+#���- �
��� � � � � $"/ ����� , $ ��,�$�)+� /�! �*' �"� �"��,�� ,�� � �����!#��"� #+� � �"�!#+�!$ NIS ) � ������� � � ����#+�!$ )+������� #��+�!$ .
 #��"����� �+�0)+����$�� ����'��+�"� tcpwrapper ��)+� ��$��$�� )�,���-�% � �!'+��$�'�� )+������� �*#���,�)+��,�� NIS. ��� �"������$��"� �����"� � �+�"/ ��, � ' $-���� �+���0'����+���!�+# %*/0�!#+�"�"�������"�*/ ��% )+� ����$�' �"� )�����$"% �"����- �	�"��� )*)�' ��$ ���"�"#�' $ � ��,"� �&,���-	- � � , �!# � � �����"� ) �+�� , � � ������� �#�� ��% � $"��$ # - �&/0�0������� -	$ #+��,�)���,���-	$ NIS.

# #&��$ ��/ ��� $���$ � ���0���*)����*$ � '+��$����"�"#�' $ � #�$�#+�"��-�#+�!,���/ ��� ��� � �"��'�$ �
��,"� � �0��- , )��(/ ��� � ��� ��,�� � � ,����+� )��"�!� �"��' $�� '+��$����"�"#�'�$�� #�$�#+�"��-�� ) � ) ���0,�$����� ��#���,�)+��,�� NIS $*# / � �0�"�!�
��,�$�� ��/�$��"�&����� ��� $ � ��,�$�)&% ��' � ' #���- $�-3#�� � � .

23.4.6.
� � �8���� � � ����� + � �'�.���� (���� ���#0/�'���'�����	�*� 
p � D a5F\k0N D GUQTY D ViQTY)E)E�F5�(Vicy^ D a5E"� D basie, Q �)QUVUQUY)QTk0X)Y)F(IKX)QiN D R D FSV!�(] , �)ViQyQ!� D ])MiN)])F\V!�e]0E"� �mNPs��)E)ViFSNPc!�)Q� D �)LWNPcTViFSV!� �)QUk5Y D GTQ!�)F\k#�(V D � { E)F\k .

t ���)F�rmQUVUEP^ E"� �mNPs�� D VicylSViL0^ D a5E��PLhE"�+IKQW^dF � D NIS, Q!I�� D �)Qn� D kmN
passwd � D R(N D M!�PQT^4�(F\Y)MUF\Y)F NIS �SQ!IKF\YmZuE)VnL �)F\V;���fF � D XPE"�(E9� D �hIKN)]5Y D GUQUV!�)E��)QTMn� D �)LWNPcTViFSV D , V D �5E
�(ViLTIKF��)ViQUM . � ViQy^���^dQiZuF\^ � IKFSN D Vic ?
�.�(Vic �(XPQ��(QTGvQUR\Y D �PE��)E)Vic9MirmQ!I��)F �)QTViQUY"�OrhXPQiNPc��SQUM D ViFSNPFSk�� D lSVUQUk8^ D a5E��PF , I D ZBFqF��(NPE5Q��)E0X)YPE"�(LwV!�SViMULwsnVyMG D �\FdI D �����Or NIS.

� ViQUG��[lSViQ � IKFSN D VUc , M D ^�IKQ2�(V D ViQ!���PQfIKQTG D MTE)Vic -username M��)Q!�PF { � D kmN D
/etc/master.passwd � D �)NPE)F �PV!���)QTk8^ D a5E��)F , ReI#F username ])MUN)])FSV!�(]5EP^dF��)F\^ XPQiNPc��SQUM D ViFSN)] , �)QTViQUY)QW^dL
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M!� rmQUViEPViF8� D X)YPFSViE)VUc9MUrwQiI .
� F��)QT^dF��wIKLwFSV!�(]��eIKF(N D Vicnl\ViQ��HX)QW^dQUx5cTs�LwViEmNPEPV;� vipw, V D �#� D � vipwX)Y)QUMTFSY)EPVvM D a5E0E��o^dF �)F��)Em]5M /etc/master.passwd,

D V D �mZuF D MTViQT^ D ViE��)F5���)E0X)F\Y)F��SViY)QTE)V9G D �\LvI D �����OrX D Y)QUNPFSk5X)QnQ��)Q!��� D �)E)E5Y)FeI D �)ViE)YPQUM D �)Em] . g D X)Y)EP^dF\Y , F��(NPE8^��|rwQTViEP^4� D X)YPFSViE)VUc9X)QUNPc!�\QUM D ViFSNPs billQ��(Lwx8F��(VUMiN)])VicnMirmQ!I9� D ^ D a8E��)F basie, ViQ9^�� � IKFSN D Fo^4�eNPF(IKLwsnx8FSF :
basie# vipw
[add -bill to the end, exit]
vipw: rebuilding the database...
vipw: done

basie# cat /etc/master.passwd

root:[password]:0:0::0:0:The super-user:/root:/bin/csh
toor:[password]:0:0::0:0:The other super-user:/root:/bin/sh
daemon:*:1:1::0:0:Owner of many system processes:/root:/sbin/nologin
operator:*:2:5::0:0:System &:/:/sbin/nologin
bin:*:3:7::0:0:Binaries Commands and Source„,:/:/sbin/nologin
tty:*:4:65533::0:0:Tty Sandbox:/:/sbin/nologin
kmem:*:5:65533::0:0:KMem Sandbox:/:/sbin/nologin
games:*:7:13::0:0:Games pseudo-user:/usr/games:/sbin/nologin
news:*:8:8::0:0:News Subsystem:/:/sbin/nologin
man:*:9:9::0:0:Mister Man Pages:/usr/share/man:/sbin/nologin
bind:*:53:53::0:0:Bind Sandbox:/:/sbin/nologin
uucp:*:66:66::0:0:UUCP pseudo-user:/var/spool/uucppublic:/usr/libexec/uucp/uucico
xten:*:67:67::0:0:X-10 daemon:/usr/local/xten:/sbin/nologin
pop:*:68:6::0:0:Post Office Owner:/nonexistent:/sbin/nologin
nobody:*:65534:65534::0:0:Unprivileged user:/nonexistent:/sbin/nologin
+:::::::::
-bill

basie#

23.4.7. $ - �,���#0/�'���'� +��
� -/�������
(��   � � �
� � ' �
� $ ��� � � �� ��� � � Udo Erdelhoff.

_HX)Q��SQUG , QTX)E"� D �����fk5MnX)Y)F(I��qIKLwx5Fo^ Y D �eIKFSNPF , Y D GUQTV D F\VOIKQ��SV D VUQ!���)QnrmQUY)QTa5Q , F5�eNPE5M D ^ �PLTZ ����Q��(QTG!�fFX)Y D MTEmN D IKN)]5Q!�PF �)cy^ D NPQTk5RSYPLWXPX��[X)QiNKc!�SQTM D ViF(NPF\k�EmNPE>^ D a5E"� .
p GUQUNPFSF8�)Y)LwX����Or6�SFSV!]mr�M!� ���;�o& � �
�"�HQ

� D XPY)FSViFHMirmQ!I D QUXPY)FeIKFSNPF �"���Or�X)QiNPc��SQTM D VUF(NPF\k�� D M D Z ���fFH^ D a5E��"�|EmNPE0I D ZuF`GTLTIKFSViF � D �(ViY D E)M D Vic*� D Z>IKLws^ D a5E"�)LhX)Q9QTV IKFSNPc!�)Q2�(ViE , ViFSY)]m]5V D �PEP^ QUGTY D �\QT^�R(N D M!�PQUF`XPY)FSEP^dLwx5F5�(ViMTQnE"�SX)QiNKc!�SQTM D �)Em] NIS:# �
	�� � �� � ������� 	�	 � � D I#^dE��)E"�SViY)E)YPQUM D �)E)F .� ViMUF\ViQT^zY D �SY D GUQTV;�)E��)QTM NIS � D l\ViL�X)Y)QTGiNPFo^dL9])MUN)])snV��e] � �
�"� �!* � � � &U$K$P* . �yr � D � � D �)F��)E)F`E��S^��*�(N>^dQiZ �)Q
�(Y D M!�)E)VUc���QTG!�����"�v^dE5RSYPLWXPX D ^dE , E"�(X)QUNPc!�\LwF\^��v^dE0Mh� D kmNKQUM!�Or��(E"�SViF\^ D r UNIX. ��N D M��)QUF�QTV!NPE��PE)F
� D �)NPs�� D FSV!�(]0MnQTV!�(LwV!�SViMUE)E��)E"�(NPQUMTQUR\QfEwIKF �PViEP�hE�� D ViQUY D E8MUQ!�o^dQiZ �)Q2�(ViE#� D I D Vic��SFSViF\MULws R\Y)LwX)X)LM!�mNPs��)F �PE)F\^4� D �0X)QUNPc!�\QUM D ViFSNPFSk , V D �5E0IKY)LwRSE)r��SFSViF\M!�Or0R\Y)LwX)X .

_HFSViF\M!�fF`R\Y)LwX)X��|G��ONPE0Y D �SY D GUQTV D ���AIPNP]5Y D GTQUV;� �HGUQUNPcUa8EP^dE , �eNKQiZ ���v^dE9�SFSV!]P^dE��8�SQUV;�)]P^dEX)QiNPc��SQTM D VUF(NPF\k�E8^ D a8E�� . _ Q!I��)QTk6�(VUQUY)Q���� , rmQUY)QTa5Q , F5�eNPE5M D ^zXPY)EmrmQ!IKEPV!�e]9�HV D �)QUk��(E)ViL DU{ E)FSk . _�IKY)LwRSQTk
�(ViQTY)Q!��� , lSV D �eNPQUZ��PQ��(VUcfIKFSN D F\V��)F\MUQ!�o^dQiZ ���v^zQTX)E"� D �)E)F �(FSVUFSM!�Or�RSYPLWXPX9�HX)QT^dQTx5cUs X)Y)Q2�(V;�Or�X)Y)EK^dFSY)QTM .�hY)EP^dFSY , E"�(XPQiNPc��SLwF\^��fk0MnI D NPc!�)F\k)a5Fo^ , IKF\^dQ��"�(VUY)E)Y)LwFSV9lSViL�XPY)QUGUNPF\^dL .
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j8D M D k)ViF�XPY)FeIKXPQiNPQUZBEK^ , �)ViQyL �(X)F\a6�)QTF�M!�PFeIKY)F��)E)F �(E"�SViF\^�� NIS M9M D a5FSk0N D GTQUY D ViQUY)EPE�� D E"�)ViFSYPF��(QTM D NPQM D a8F�Y)L �)QTMUQ!I/�(ViMTQ . pOD a8EP^4�eNPF(IKLwsnx8EP^4� D I D �PE)F\^ �SV D NKQnY D �(a5EPY)F �)EPF+IKQT^dF�� D NIS IKN)]5M!�)NPs��)F��)Em]5M��)FSR\Q
�)F �)QTViQUY"�Or9I#Y)LwRSEmr5^ D a5E��6�SViLTIKF �"�)F�� �)QUR\QnRSQTY)Q!I3� D . p IKMTLWrhV D GiNPE {PD r�X)F\Y)F �)E��eNPF����|EP^dF�� D �PQUM!�Or�^ D a8E��5EX)QiNPc��SQTM D VUF(NPF\k ,

D V D �mZuFHE)r �PY D V;�PQUFqQUX)E"� D �)EPF .
� 1 6$!("4�(% :�� @9% 08"�796 : 6 � ! �'��-8"(!'��6
alpha, beta

� G!�����"�fF8�eNKLTZ D x5E)F IT-IKF\X D YPV D ^dF��)V D
charlie, delta �hY D �)VUE�� D �PV;� IT- IKFSX D Y)V D ^dF �)V D
echo, foxtrott, golf, ...

� G!���"���fF8�SQUViY)LTI��PE��)E
able, baker, ... �hYPQirmQ!IP])x8E)F`E"�)ViFSY"� D ViLwY)L
� 1 6$!(" 1 "�34� ! ! �'��-8"(!'��6
war, death, famine, pollution

pOD a8E6� D ^��fFHM D Z ���fF �(FSYPMUFSY"� .
� QiNPc��)Q��(NPLWZ D x5EP^

IT X)Q��SMUQUN)])FSV��e]�MirmQ!I#E)Vic�� D lSVUE>^ D a5E���� .

pride, greed, envy, wrath, lust, sloth
t F �PFSFqM D Z ���fF �(F\Y)MUF\Y�� .

p �(F �(QUVUY)LTI��)E��)EIKF\X D Y)V D ^dF �PV D IT ^dQTRSLwVnMUrwQiIKE)Vic�� D l\ViEB^ D a5E"��� .

one, two, three, four, ...
� G!���"���fF`Y D GUQ��)E)F8�SV D � { E)E .

� QUNPc!�PQ ��� ��#" 	 �
	 � 	�(�� * - �(NPLWZ D x5EP^zXPQ!�SMTQiN)])F\V!�e]�E"�SX)QiNKc!�SQTM D VicflSViE^ D a8E���� .

trashcan
� �)F �Pc��(V D Y D ]8^ D a8E�� D GTF �8� D �)E)r - NPE)GTQ*�)Y)EPViE������OrI D �����Or . j8D ZBF`X)Y)QirmQiIP])x5EP^bE��)ViF\Y�� D VULWYPLY D �SY)F\a5F �PQnFSFqE"�SX)QiNPc��SQTM D VUc .

�.�eNPE8M!�[X)QTX��fV D FSViF5�(cnYPF D NKE��SQTM D VUcvlSViE>ViY)F\GUQTM D �PEm] , QUR\Y D �)E"�)E)M D ]�� D Z>IKQUR\QvX)QUNPc!�\QUM D ViF(NP]hXPQ9QTV IKF(NKc!�)Q2�(ViE ,ViQ9M D ^zX)YPEwIKFSV��e]�IKQTG D MUE)Vic�� D � D Z>IKQUk>^ D a5E"�)F`My� D kmN passwd X)QyQ!I3�)QUk6�SViY)Q����)F -user IPNP]6� D Z>IKQTRSQX)QiNPc��SQTM D VUF(N)] , �)QTViQUY)QW^dL � D XPY)FSx8F �)Q9MirmQ!IKEPVic�� D lSViL#�SE"�(VUF\^dL . �.�(NPE5M�� � D GULTIKFSVUF+I D ZBFHQ!I��PL �SViY)Q����)L , LhM D �^dQURSLwV*� D � D Vic��(]0X)Y)QUGUNPF\^�� . ��QUY D �eI#QvX)Y)QTx5F+I#F(N D Vicnl\ViQnX)Y D MUEmNKc!�)QvMTQnMTY)F\^�]#� D � D NKc!�)QTk�L �SV D �PQUM!�PE , Q!I�� D �)QM!�[X)Q2�(ViF\X)F ���PQ � & � �
�"� ���;�o* ��� � " IKQTG D MiN)])Vic��(ViY)Q����)E0IPN)]6�)QTM!�OrhX)QiNKc!�SQTM D ViF(NPF\k�MUQ9MUY)Fo^�]0X)QUM2�(FeI3�)FSM��)QUkY D GTQUV;� .
p �)Q�� { F8�)Q!� { QUM , t FSYP�hE0G��ON8QTX)ViEP^dE"�SViQT^ .

���(X)QUNPc!�\QUM D �)E)F+M9lSViQTk9�(EPViL Di{ E)E��(F\ViFSM��OrhR\Y)LwX)X�I D FSV��)F�� �)QiNPc��)QnXPY)FSEP^dLwx8F��(VUM . ghFSV��)FSQTGirmQ!I#EP^dQ��SViEQUX)E"� �fM D VicvX)Q9QUV IKFSNPc!�PQ��(VUE6� D Z8I#QURSQnX)QiNPc��SQTM D VUF(N)] ; M!���SV D MTE)ViF`M �(QTQUViMTFSV!�SViMUE)FHX)QiNKc!�SQTM D ViF(NPs Q!I��PLyE)NPE
�)F�� �)QiNPc��)Q��SFSViF\M!�Or�RSY)LwX)X8E5Y D �SY)F\a D FSViFHEmNPE6� D X)YPFSx D FSViFHMirmQ!I>M��(Fo^ �mNPF�� D ^ �SFSViF\MUQTk0RSY)LwX)X"� . �.�eNPE>M!�IKQUG D MiNP])FSViF1�PQUMULws ^ D a5E"�)L , M D ^�IKQ��SV D ViQ����)Q9QUX)Y)F(IKF(NKE)VicyQURSY D �)E��PF �)Em]#� D MirmQ!I5IPN)]9�SFSViF\M!�Or�RSY)LwX)X . �.�(NPEIKQUG D MiNP])FSV!�(] �PQUM!�fk5X)QiNPc��SQTM D VUF(NPc , M D ^�IKQ2�(V D ViQ!�"�)QfIKQTG D MUE)VicnFSRSQ��5Q!I3�)QUk0E)NPE5GTQiNPcTa5F\^dL �)E"�(NPL#�(F\ViFSM��OrRSY)LwX)X .

 ViE8E"�\^dF �PF �)Em]9�)F � D MUE��(EP^��JIKYPLWRqQUVfIKY)LwR D : �)F\VnGTQiNPcTa5F1�)QW^dGUE�� Di{ E)k ” IPN)]6� D Z>IKQUR\QvX)QiNKc!�SQTM D ViF(N)]E8^ D a8E���� ”. �.�(NPE6� D �(VUY)QUk�� D M D a5F\k6�(E"�SViF\^�� NIS VUx D VUF(NPc��)Q��SXmN D �PE)Y)QUM D � D , ViQfIKN)]5Y D �SY)F\a5F �PEm]0EmNPE
� D XPY)FSx8F �)Em]hI#Q��(VULWX D �8^ D a5E�� D ^ M D ^ �)LWZ �)QnGTLTIKFSVy^dQ!IKEP�hE { E)Y)QTM D VUcvFeIKE"�"�(ViMTF ���"�fk6�)Q��P�hE)RSLwY DU{ E)Q������fk� D kmN .

�hFSY)M��v^za D R\QT^�])MUN)])FSV!�(]0E��)E { E D NPE"� Di{ Em]6� D Y)V;� NIS X)QyEP^dF �)E netgroup. �hY)QUR\Y D ^+^ D ypinit(8) MTQ FreeBSDX)QnLm^dQiN�� D �)EPs l\ViQUk#� D Y)V;���)F �SQ!�(I D 	\V , rmQUV!]0YPF D NKE�� DU{ Em] NIS GULTIKF\VnF�	HX)Q!IPIKFSYmZuE)M D F\V , � D �5ViQUNPc!�)Q9Q!� DGULTIKFSV��(Q!�(I D � D . � ViQTG!� �(Q��eI D VicnXPL �SViLws � D Y)ViL , X)YPQ��(VUQ�� D GUF\Y)E)ViF
ellington# vi /var/yp/netgroup

E6� D ���)E)ViF`IKQTG D MUN)])Vic��SQ!IKF\YmZuEP^dQUF . g D XPY)EP^dFSY , � D ^4�PLTZ �)Q9X)Q��PY D k��PFSk8^dF\Y)F �)FSV;�fYPF �SFSViF\M!�Or0RSYPLWXPX�� :
�(QUVUY)LTI��)E��)E IT, XPY D �)VUE�� D �PV;� IT, QUG!���"���fF8�SQUViY)LTI��PE��)E5E5E��)ViF\Y�� D VULWY D .
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IT_EMP (,alpha,test-domain) (,beta,test-domain)
IT_APP (,charlie,test-domain) (,delta,test-domain)
USERS (,echo,test-domain) (,foxtrott,test-domain) \
(,golf,test-domain)
INTERNS (,able,test-domain) (,baker,test-domain)

IT_EMP, IT_APP E8V D �0I D NKFSF�])MUN)])snV��e]5EP^dF�� D ^dE��(F\ViFSM��OrhR\Y)LwX)X . ghF����PQiNPc��)Q��eNKQUMvM ���)QTG!� D r �(NPLWZ D VfIKN)]IKQUG D MiNKF �)Em]�X)QUNPc!�\QUM D ViFSNPFSk�M9RSY)LwX)X)L . � Y)E>X)QUN)]5M!�PLWVUY)E5R\Y)LwX)X��[QUGTQ!� � D � D snV*�eNKFeIKLwsnx8FSF :
1. ��^�]5rwQ2�(V D EmNPE5rwQ2�(ViQTM , �9�)QUViQTY��v^ X)YPEP^dF �)EK^���X)Q2�eNPF(IKLwsnx5EPF.� D X)E"�(E . �.�eNKE5EP^�]0rmQ2�(V D �)FHL � D � D �)Q , ViQ

� D X)E��(cnXPY)EP^dF �)])FSV!�(]9�)Q9M��(Fo^�rmQ��(V D ^ . �.�(NPE8ZBFqL � D ���fM D F\V!�e]�EP^�]5rwQ2�(V D , ViQ9M!�|X)QUNPL �)E)ViFO^dE)Y8ViF\^��)QTV;� ,LWZ D � D E��(ViY D a6�)QTk0X)LwV D �)E { � .

2. ��^�]8L2�PFSV;�)QTk6� D X)E"�SE , �)QTViQUY D ]0X)Y)E"� D IPNKF(ZuE)Vnl\ViQUk��(F\ViFSMTQUk0R\Y)LwX)X)F .
3.
j QW^dF � NIS IPNP]5L �)FSV;�PQUk6� D X)E��(E .

p �|^dQUZBF\ViFqEP^dX)QUYPViE)Y)QTM D VUcnMyM D a8L �SFSViF\MULws RSY)LwX)X)LhL �)F\V;���fF � D XPE"�(EE"��IKYPLWR\EmrhIKQW^dF �)QTM NIS, F��(NPE0M!�[QiIKE��8E��HVUF(r#�)F5��� D �(V;���Or , EK^dFSsnx8Emr0GUQUNPFSFHQ!I��PQURSQfIKQT^dF�� D NIS.C�D Z>IKQUF`E��Hl\ViEmr0X)QUNPFSk>^dQiZuFSV �(QiIKFSYmZ D Vicna D GiNKQ!��� , X)QiIKY)QTG!�)Q2�(ViEyI D ���|M��SViY D �)E { F �(X)Y D MUQ����)E�� D X)Q
netgroup(5).

�����	��
�������
: � � � � � �"� $�#��"����� �+� )��"�!� $�- ������#��+�"��)�� � � , ����� /0��$�������� 8 #�$�-	)+��� �0) , � #+� � �����"� ��# ��$ ) )+������-5/0�0- �����

NIS $�- � � �"# %5- ���*$���� , ,�� � ���"� � � $�� �"��/ ����,���)&�0����$���- / , ��� $ � ������,����0$�� ����� � #�$�#+�"��- .  �- ����� ����)+#+�!)�$��"� ������� ',���� $�#+�!, � ; $�#��"����� �+�0)+����$�� ����� �0��)���� � � ��' ) / ��% $�- ����#��+�"��)�� � � , ����� � � �0��� �����+� ,���#��"� ������)+����$ � �"����� � �0)+���"� �0��� ,$�- ��� - ���*$�� $ #��+�"��)�� � � , ����� .
� ��'������0,�� � ' ��$ ���"� � NIS ( ������$����� ����� FreeBSD) ����-���� �"� ,�� � ���"���!� # #��+�"��)�� - $ � , ��������-	$ , )�'+� � ��� � � $�-	$� ������� �!� '�����$ ����# �!)+� ������$�#���� . � ����,�$ - ��, , )�����'������0,�� � # �"��,�� � )+��,�#�$"% � SunOS )+� ����$�'���� � ��,"� � �0��-�� , ��#&��$#�� �"��)���% � , ��������#+��/ ��, � $�� � ��� �+� 15 ����� ����� � . ��� - ���*� �"� � � � ���!$��+��� ��� ,�����$� ����$ � , # � � / ��)�����#�'+������'+� �"��/ � , ����� #
15 $"��$ - ������� $ - '�����$ ����# �!)+� - �"����� �+�0)+�"�"� �0��� $ ����#+����%�� ��� #��+�"��) ��� � , ����� � , #+� #+����%�� ��� $�� �"��/ � , ����� :
BIGGRP1 (,joe1,domain) (,joe2,domain) (,joe3,domain) [...]
BIGGRP2 (,joe16,domain) (,joe17,domain) [...]
BIGGRP3 (,joe31,domain) (,joe32,domain)
BIGGROUP BIGGRP1 BIGGRP2 BIGGRP3

� � -����*�+�"� �"� )+��� ,�$��!� �+��� � ��,"� � ��#�# , ��#&��$ )+��- � � � �"� $�- � �!� � ��� �+� 225 �"����� �+� )��"�"� �0��� ) ��/ �"� �*#�� �"��)+� � � , ������� .

# �)ViEPM Di{ Em]5E5Y D �(XPY)Q��SViY D �PF �)E)FHM D a5FSk�� D Y)V;� NIS XPY)Q��SV D :
ellington# cd /var/yp
ellington# make

 ViQnX)YPE)MUF(IKFSV��9�(Q��eI D �)E)s ViY)F(r9� D Y)V NIS netgroup, netgroup.byhost E netgroup.byuser.p Q2�(X)QUNPc!�\Lwk)ViF��ScvLwViEmNPEPViQUk ypcat(1) IPN)]5X)YPQUMUF\Y��)E0IKQ��SViLwX��)Q��SViE0M D a5E)r �PQUM!�Or�� D Y)V NIS:

ellington% ypcat -k netgroup
ellington% ypcat -k netgroup.byhost
ellington% ypcat -k netgroup.byuser

p �fMTQ!I5X)F\Y)MUQTk#�)QW^ D �wI��[IKQiN)ZuF��6�(QTQUViMTFSV!�SViMUQTM D VUc��(QiIKFSYmZuEP^dQW^dL�� D kmN D /var/yp/netgroup.
p ViQTY D ]

�)QT^ D �wI D �PF`M!�fMTFeIKF\V��)E"�)FSR\Q , F5�eNPE0M�� �)F8� D I D IKE)VUF �SFSViF\M!�fF`R\Y)LwX)X�� , �SX)F { EP�hE������fF�IPN)]0rmQ2�(V D . � Y)FSVicU]
�)QT^ D �wI D ^dQUZuFSVnE��(X)QUNPc!�\QUM D Vic��(]yXPQiNPc��SQUM D ViFSNPF\^<IPNP]5X)QiNKL2�PF �)Em]��(X)E"� � D �SFSViF\M!�Or�RSYPLWXPX .
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g D �(VUY)QUk�� D �mNPE)F��)V D IKQ��SV D VUQ!���)Q9X)Y)Q2�(V D . � ViQTG!� � D �SViY)QTE)Vic �(FSYPMUFSY war, M D ^�I#Q��(V D ViQ����)Q�� D X)L �SViE)Vic vipw(8)E6� D ^dF �)EPVic��SViY)Q!�PL
+:::::::::

� D
+@IT_EMP:::::::::

� F\X)FSYPc9ViQUNPc!�PQfI D �����fF , � D � D snx8E)F��(]0X)QiNKc!�SQTM D ViF(NPF\k , QUX)Y)F(IKF(NKF �����Or0M �(F\ViFSMTQUk0R\Y)LwX)X)F IT_EMP,EP^dX)QUYPViE)Y)LwsnV��e]8M9G D �SLhX D YPQiNPF\k5^ D a8E���� war E5VUQiNPc��)Qnl\ViEP^bXPQiNPc��SQUM D ViFSN)]P^�GULTIKF\VnY D �SY)F\a5F �5MirmQ!I .C �(QiZ D NPF �)EPs , l\ViQ9QTRSY D �)E��)F��)E)FHV D �mZuF � D � D F\V!�e]0E>�hL2�"� { E)E ~ �)QT^ D �wI��)QTRSQvX)YPQ { F5� �(QTY D E8M��SF(rX)Q!IKXPY)QUR\Y D ^+^ , M��fX)QiN��m])snx8Emr�X)Y)FSQTGUY D �SQTM D �PE)F�^dF(Z>IKL�EP^dF�� D ^dE8X)QiNPc��SQTM D VUF(NPF\k�E5Emr#�)E��eNPQTM!�v^dE ID.j Y)LwRSEP^dE6�(NPQUM D ^dE , �)QT^ D �wI D cd ~user Y D GTQUV D Vic*�)FqGULTIKF\V , �)QW^ D �wI D ls -l GULTIKF\VnM��qI D M D Vic*�PE"�eNPQTM!�fFEwIKF �PViEP�hE�� D ViQUY"�|MT^dF5�(ViQ9EP^ 	 �8X)QiNPc��SQTM D VUF(NPF\k ,
D
find . -user joe -print Y D GUQTV D VicnQUV;� D ZuFSV!�(] ,M!�qI D M D ]#�SQUQUGTx5F��)E)F No such user.

� ViQUG��[lSViQ9E"�(X)Y D MUEPVic , M D ^ �)LWZ �)QyGULTIKF\VvM!�fX)QUN"�)E)VUc9EP^dXPQUY)V9M��(FSr
� D XPE"�(F\k0QnX)QUNPc!�\QUM D ViFSN)]mr � � � � �\� ��� � �
	���( 	 ���\��� � 	 � ��� � �&���� � ��� * .
 ViQ9^dQUZ��PQ �eIKF(N D Vic , IKQUG D MUEPMfFSx5FqQ!I3�)L��(ViY)Q��)L�M9� D kmN /etc/master.passwd.

 V D �SViY)Q!� D IKQUN)Z � D
�(Q!I#FSYmZ D VUc :
+:::::::::/sbin/nologin, �PViQ9Q�� � D � D F\V ” �hYPQUE��\MUF��SViE0EP^dXPQUY)ViEPY)QUM D �)E)FHM��SF(r�� D X)E"�(F\k6�8� D ^dF��)QUk
�)QT^ D �wI��)QTRSQvX)YPQ { F5� �(QTY D � D /sbin/nologin MnEP^dX)QTY)ViE)YPLWFo^��Or#� D X)E"�e]mr ”. p �|^dQiZuFSVUF8� D ^dF �PE)Vic9NPsnGTQUFX)QiNPFHM��SViY)Q!�PF �HX D YPQiNPFo^ , L � D � D M*��� D �)F��)E)FHX)Q9Lm^dQUN"� D �PE)s�MyM D a5F\^ /etc/master.passwd.

� �� � ������
:
� ,"�0)+��,��+�"� , ����� #+�!,"� '�� +:::::::::/sbin/nologin �"� - � � ����� �"� # �0� +@IT_EMP:::::::::. �

��,"���!$ )��"�0- # �������� )+#�� �"����� �+� )��"�"� ����#�' $�� ������$ #�$ , $�-��"�0,"�!$�,"�0)+������� � $�� NIS,
� ��/��"� $�- � �!� /sbin/nologin )'������#+�!)+� � � ��� ����'�$ .

�hQ��eNKF�lSViQTRSQyE��\^dF��)F �PEm]5X)Y)E8X)Qi])MUNPF �PE)E#�)QTMUQUR\Q��(QTViY)LTI��)E"� D IT M D ^zGULTIKF\VfIKQ2�(V D ViQ!���PQnE��o^dF �m])VicyViQUNPc!�)QQ!I��)L � D Y)ViL NIS.
p ��^dQiZuF\ViFHXPY)EP^dF �PE)VicyX)Q!IKQTG!���fk8^dFSViQiI5IPN)]>^dF �)F\FHM D Z ���Or#�(F\Y)MUF\Y)QUM , � D ^dF��m]m]9�(V D Y)Lws

�(ViY)Q��)L +::::::::: MnEmr0� D k)N D r /etc/master.passwd � D �)F��)ViQ , X)Q!I#QUG!�PQUF1�eNKFeIKLwsnx8F\^dL :
+@IT_EMP:::::::::
+@IT_APP:::::::::
+:::::::::/sbin/nologin

_HQUQUVUMUFSV��(ViMTLWs9x5E)F �(ViYPQ!�)E0IPN)]5QTG!�������OrhY D GUQ!�PEmr#�(V D � { E)k>^dQURSLwV9EP^dFSVicyV D �)QUk0MTEwI :

+@IT_EMP:::::::::
+@USERS:::::::::
+:::::::::/sbin/nologin

� M��(FHG!�ONPQ9X)Y)F��)Y D � �)QfI#QnViQTRSQh^dQT^dF �PV D , �PQUReI D �)F\Y)F � �)F�� �)QiNPc��)Q*�)F(IKF(NKc9E��o^dF �)E)N D �ScnX)QUNPE)ViE�� D :j FSX D Y)V D ^dF��)V IT � D � D N9� D �)EK^ D Vic9E��)ViF\Y�� D VULWYPL . � �)ViFSY"� D ViLwY)FqM IT X)Q��SMTQiNPEmNKE0E"�(XPQiNPc��SQUM D VicnQUG!���"���fFY D GTQ!�)E)F8�(V D � { E)E8E8^dF �PFSFqM D Z ���fF �(F\Y)MUF\Y�� ; XPY D �)VUE�� D �PV D ^ XPQ!�SMTQiNPE)NPE0MirmQiIKE)Vic�� D RSN D M����fF8�SFSY)MTFSY�� .
p �

�(Q!�(I D NKE#�)QUMTLws �(F\ViFSMTLws�RSYPLWXPX)L IT_INTERN, IKQUG D MUE)NPE�M��)F\F8�PQUMULws E��)ViF\Y�� D VULWYPL�E6� D � D NPE0E"�\^dF �)])Vic
� D �SViY)QUk"�)E#� D M��SF(r�E6� D Z>IKQUk5^ D a5E��PF ... C�D �0RSQTMUQTY)E)V*�(V D Y D ]8^dLTIKY)Q��SVic : ”

� a5EPG!�)E0M { F �PViY D NKE��SQTM D �"�)QT^XmN D �PE)Y)QUM D �)EPE�X)Y)E)MTQ!IP])V��5R(NKQUG D NPc!�PQT^dL9r D Q��SL ”.
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p Q��\^dQUZ��PQ��(VUcvM NIS �(Q��eI D M D Vic��(F\ViFSM��fF`R\Y)LwX)X��|E���IKY)LwRSE)r6�(FSVUFSM!�Or�R\Y)LwX)X8^dQUZBF\VnE"�SX)QiNKc!�SQTM D Vic��(]nIPNP]X)Y)FeI#QUViMTY D x8F �)Em]0XPQ!IKQTG!���Or��(E)VUL DU{ E)k .
� I��)EP^bE��HM D Y)E D �)ViQTMf])MiNP])FSV!�(]#�SQ!�(I D �)EPF8�(F\ViFSM��Or�RSY)LwX)X9� D Q2���)QTMUFY)QiNPF\k . g D X)Y)EP^dF\Y , M!�|^dQUZBF\ViF �(Q!�(I D VUc��(F\ViFSMTLws R\Y)LwX)X)L��`EK^dF �)Fo^ BIGSRV IPN)]6� D I D �)Em]0QTRSY D �)E��)F��)E)k#� DMirmQ!I6� D M D Z ���fF8�SFSY)MTFSY�� , I#Y)LwRSLws �SFSViF\MULws R\Y)LwX)X)L��HEP^dF �)Fo^ SMALLSRV IPN)]8^dF��)FSFqM D Z ���Or �SFSY)MTFSY)QTMnEViY)FSVUcUs �(FSVUFSMULws RSY)LwX)XPLyXPQ!I�� D �SM D �)EPF\^ USERBOX IPN)]5QTG!�������Or�Y D GUQ��)Emr��(V D � { E)k .

C�D Z>I D ]0E��`l\ViEmr
�(FSVUFSM!�Or�R\Y)LwX)X9�SQ!IKF\YmZuE)V��SFSViF\M!�fF`R\Y)LwX)X�� , �)QUViQTY��v^zX)Q��SMUQUNPF �PQvMirmQ!IKEPVic�� D lSViEB^ D a8E���� . ghQTM!�fF1� D X)E��(EIPN)]5M D a5F\k�� D YPV;� NIS �(F\ViFSMTQUk0R\Y)LwX)X�� IKQUN)Z ���[M!�fRSN)]wIKF\VicnV D �)EP^�QUGUY D �SQW^ :

BIGSRV IT_EMP IT_APP
SMALLSRV IT_EMP IT_APP ITINTERN
USERBOX IT_EMP ITINTERN USERS

 ViQUVy^dFSViQiI�� D I D �PEm]0QUR\Y D �)E"�)F �)EPk#� D MirmQ!I5Y D GUQTV D F\VvMUF5�(cT^ D rwQTY)QUa8Q , F��(NPE5M��|^dQiZuFSVUFHM��qIKF(NPEPVic9R\Y)LwX)X��^ D a5E"�6�`QiIKE�� D �)QUM��v^dE0QUR\Y D �PE��)F �PEm]P^dE .
C �SQiZ D NPF��)E)s , V D � D ]9�(EPViL Di{ Em]5^dQUZuFSVyG!�fVic9E"���mNKs��)F��)E)F\^ , �)Q �)FX)Y D MTEmNPQW^ .

p GUQiNKcUa5E"�"�(ViMTF.�eNKL2� D FSM9M D ^ �)LWZ�� D MUQ��\^dQUZ��PQ��(Vic9QUX)YPFeIKFSN)])VicnQTRSY D �)E��)F��)Em]#� D MirmQiIE��wIKE)MTEwIKL D NKc!�)QOIKN)]6� D Z8I#QUk5^ D a5E���� .
� D I D �)E)F.�SFSViF\M!�Or0R\Y)LwX)X0M � D MTE"�(EK^dQ��(VUE0QUVy^ D a5E"��])MiN)])F\V!�e]0IKY)LwRSQTk0MUQ��\^dQiZ �)Q2�(VicTs , �)QTViQUY)QTk5^dQiZ �)QMUQ��SX)QiNKc!�SQTM D Vic��(]9X)Y)E8E��\^dF��)F �PE)E5X)QUNPE)ViE"�)E , QTX)E"� D ���)QTk0M!�fa8F . �hY)E5V D �)QW^ Y D �SMUEPViE)E9�SQUG��fViE)k5� D kmN
/etc/master.passwd � D � D Z>IKQUk8^ D a5E"�)F �SQ!IKF\YmZuE)VfI#MUF8�SViY)Q��)E , � D �)E�� D snx8E)F��(]6� ”+”. �hFSYPM D ]�E�� �)EmrIKQUG D MiNP])FSV*�(F\ViFSMTLws R\Y)LwX)X)L��`L � 	\V;���v^dE9� D XPE"�e]P^dE , �)QUVUQUY��v^ Y D �SY)F\a5F��)QvMirmQiIKE)Vic�� D l\ViL0^ D a8E��)L , D MUViQTY D ]IKQUG D MiNP])FSVfM��SF`Q2�(V D MUa5EPF��e]�L �)F\V;���fF � D X)E"�(E9� /sbin/nologin M�� D �)F��SViMUF8�)QT^ D �wI��)QTRSQnXPY)Q { F5� �SQUY D .7 QUYPQUa5F\k0EwIKF\FSk5])MiN)])F\V!�e]0E"�SX)QiNKc!�SQTM D �)E)F ” � t �`g � t # " ��g�� ” � D R(N D M!���v^dE�GTL2�PM D ^dE�IPN)]5EP^dF��)E
�(FSVUFSMUQTk0RSYPLWXPX�� .

j Y)LwRSEK^dE9�eNKQUM D ^dE , �(ViYPQ!�)E0IKQiN)Z ����EP^dFSVicyV D �)QUk8MUEwI :

+@BOXNAME:::::::::
+:::::::::/sbin/nologin

C�D �0ViQUNPc!�PQnM!�:� D MTFSY)a8E)ViF`l\ViL�Y D GUQUVULnIKN)]0M��SF(r�M D a5Emr0^ D a8E�� , M D ^ �)F �)LWZ �)Q9GTLTIKFSV�� �)QUM D^dQ!IKEP�hE { E)Y)QTM D VUcfNPQ!� D NPc����fF`MTFSY"�SE)E /etc/master.passwd.
p �(FqGULTIKLwx8E)F`E��o^dF �)F��)Em]8^dQTRSLwVnG��fVicM!�fX)QUN"�)F �"�[E��\^dF��)F �)EPF\^4� D Y)V;� NIS.

p QUV9X)Y)EP^dF\Y5MTQ!�\^dQUZ �)QUk#� D Y)V;� �(FSVUFSMUQTk0RSYPLWXPX��JIPN)]5l\ViQUR\Q��(NPL � D ]9�
�)F �)QTViQUY"�v^dE5X)QUNPF �����v^dEhIKQTX)QiN"�PF �)Em]P^dE :

#
	 5�.1I�.�)�. (�<!30 = 01)�9�0�CKG�3�H!<�<!4E<(#)�*�+�(#,�.!/�01)�0�F

IT_EMP (,alpha,test-domain) (,beta,test-domain)
IT_APP (,charlie,test-domain) (,delta,test-domain)
DEPT1 (,echo,test-domain) (,foxtrott,test-domain)
DEPT2 (,golf,test-domain) (,hotel,test-domain)
DEPT3 (,india,test-domain) (,juliet,test-domain)
ITINTERN (,kilo,test-domain) (,lima,test-domain)
D_INTERNS (,able,test-domain) (,baker,test-domain)
#
# D�01<�0�3�* +1. = .�0�CE5�0�:#2(�)�*12(?G�3�H!<!<85�.E(�:#5�(#,0B3;(�)�01F
USERS DEPT1 DEPT2 DEPT3
BIGSRV IT_EMP IT_APP
SMALLSRV IT_EMP IT_APP ITINTERN
USERBOX IT_EMP ITINTERN USERS
#
# �EG�3�H!<!<!4 = )�9 :#<�01@ ��.1)�*15!4�7 +!. = .1I
# �1/!2!3�4�/�*8<(�)�*�+!(#,.!/�0�)�9!C echo � golf = (�:�/�H!<?2?.15�/��!, �!3�H:#5�(�F?C.�����5�0
SECURITY IT_EMP (,echo,test-domain) (,golf,test-domain)
#
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#
	 0!/�0�,!40EG�3�H!<�<14 , :#<�01@ �1A���I�5!4�0 = )�96C.�� ��5

# ��.���� G1)�.�,�5!40 :�0�3�,0�3!4
WAR BIGSRV
FAMINE BIGSRV
# '(�)�*�+!(#,.!/�0�)�J india 5�0�(���7�( = �!C = (�:�/�H!<?2 ��/�(#C�H :10#3�,0�3�H
POLLUTION BIGSRV (,india,test-domain)
#
# �!/�(1/ (�I�015�*B,.1>�015 �E0�C�H?/�30 �1H#J/:#9 ��(�)�*�����0 (!G�3�.15 ��I�0�5 ��9 = (�:�/!H!<�.
DEATH IT_EMP
#
# �!5�/��!, �!3�H:#5�.19 C�.�����5�. , H1<(#C�9�5�H�/�.19?,�4 ��0
ONE SECURITY
#
# �!G�3.15���I ��/�*6C.�����5�H 0 = �!5;:�/1,0�5�5!4�C <(�)�*�+�(#,.1/�01)�0�C
TWO (,hotel,test-domain)
# [...= .1)�0!0 :#)�0 = H-J;/ = 3�H�G���0?G�3�H!<!<!4 ]

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF.� D �)E)F - NPEPGUQnG D ����I D �����OrhIKN)]5LwX)Y D MiNPF��)Em]�L �)FSV;�"�v^dE9� D X)E"�(]P^dE5M D a5E)rX)QiNPc��SQTM D VUF(NPF\k , M!� IKQUN)Z ��� �S^dQ��)c��SQ!�(I D Vic9X)FSYPMULws�� D �(Vic � D Y)V;����XPQT^dQUx8cUs E��"�(VUY)Lm^dF �)ViQTM9XPQ��(VUY)QUF��)Em]QUV;�)F\ViQUM9M D a5FSk5G D ���AI D ���"�Or . p V D �)QW^ �eNKL2� D F.�PQUM!�fF`X)QiNPc��SQUM D ViFSNPE D MTViQT^ D ViE��)F5���)E8X)QiNKL2� D VOIKQ2�(ViLwX9�^ D a5E"� D ^ .

� X)Q��(NPFeI��PFSF.� D ^dF�� D �)EPF : ghF`M2�(FSR(I D G��fM D F\VvY D �SLm^��)QnE��(X)QUNPc!�\QUM D Vic*�(F\ViFSM��fF`R\Y)LwX)X�� � D Q�� �)QUMTF`^ D a8E�� .
�.�eNPE8M��SViLTIKF ���PF����PEmr�N D GTQUY D ViQUYPEm]mryM��|E"�SX)QiNPc��SLwFSVUF1�)F�� �)QiNKc!�)QvIKF��(])V;�)QUM9EmNPE0I D ZuF �(QUVUF �0QiIKE�� D �)QUM��Or^ D a5E"� , ViQyM D ^ �)LWZ��PQnE"�SX)QiNPc��SQTM D VUc��(F\ViFSM��fF`RSYPLWXPX�� � D Q����)QTMUF�YPQiNPF\k ,

D �)FHQ2���)QTMUF`^ D a5E�� , IPN)]5VUQURSQ ,
�)ViQUG��[Y D �o^dFSY���� D Y)V!� NIS Q2�(V D M D NPE"�(cnMnY D �SLm^����Or�X)Y)F(IKF(N D r .

23.4.8.
� � � + (%� �'� 	��1)
� +����

�.�(Vic �)F��)QUViQTY��fF+I#FSk"�SViMUEm] , �)QUVUQUY��fF8�)LWZ��PQ9GTLUI#FSVvM��fX)QiN"�)])VicnX)Q -IKYPLWR\QT^dL , F��(NPE5M��[Y D GTQUV D FSViF � NIS.

•
C�D Z8I3�fk0Y D � , �)QTReI D M!� �(QTGUE)Y D FSVUF��(cfIKQUG D MUEPVicvX)QUNPc!�\QUM D ViF(NP]hMnN D GTQUY D ViQUY)EPE , M!�JIKQUN)Z ��� IKQTG D MUE)VicnFSRSQ
� �
�#"U'�� � D RSN D M��)QT^4�SFSY)MTFSY)F NIS E � � ( ��� �"� �#" 	 �f$ ����� �
��� � �'� "n'!� ��� * NIS. �.�(NPE5M�� � D GULTIKF\ViF.� I#F(N D Vicl\ViQ , VUQ��)QTM!�fk0XPQiNPc��SQUM D ViFSNPc��)F �S^dQUZBF\V��)EPReIKFqMUQTk)ViE , �)YPQT^dF � D �#� D RSN D M��)QT^ �(F\Y)MUF\Y)F NIS. g D X)Y)EP^dF\Y ,F5�eNPE8MvN D GUQUY D ViQTY)E)E�� D ^4�)LWZ �)QfIKQTG D MUE)Vic��)QUMTQURSQnX)QiNPc��SQTM D VUF(N)] jsmith, ^�� IKFSN D Fo^ MUQTV*�)ViQ :
# pw useradd jsmith
# cd /var/yp
# make test-domainp ^dF��SViQ pw useradd jsmith M!��^dQUZBF\ViFqV D �mZuF � D X)L �(ViE)VUc��)QW^ D �wIKL adduser jsmith.

• �&� $�� -%� &"� $��&� � �e- �'	����� � � � � � 	 * � &T �
�&	 * � ���!$ ���� �v'!� ��� * NIS.
pOD ^ �PF8�)LWZ �)Q9Y D �SX)Y)Q��SViY D �m])VicD I#^dE��)E"�SViY D ViE)M!�"�Or0X)QiNPc��SQTM D VUF(NPF\k�E5Emr�X D Y)QiNPE6� D ^ D a5E��"� , �)QUVUQUY��fF.�PF�IKQUN)Z ���|EP^dF\VicnIKQ��SViLwX6�V D �)EP^ L � 	\V;���v^ � D XPE"�e]P^ .

• 
 � � ��� $��&� � ����� 	 * $%� � � � ���  	 * � �� � � � � * NIS
� � ��� $�� �
	 * - � �h- ��	'�W-%� � ��� & $'�"� � �&� ��� - ( $ � � �� � ( .

�.�(NPE6�PViQ - ViQ9NPE)GUQ9M!�SNPQT^ D FSV , NPE)GTQnX)YPQ��(VUQ9QTV;�mNPs��)E)VylSViE>^ D a5E"��� , ViQ9NPsfI#E5GUF��`X)Y D M D MirmQ!I D MN D GUQTY D ViQTY)E)s��`NPF\R �)Q2�(VicTs�X)QUNPL � D VvIKQ��SViLwX .
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 ViQ9Q�� �)QUM��)QUF�LW]��\MUEP^dQTFH^dF��SViQyMvNPs9GUQUk { F �)VUY D NPE"�SQUM D ���PQ D I ^dE��)E"�SViY)E)Y)LwFo^dQUk9�SE"�(VUF\^dF . �.�eNPE8M!� �PF
� D x5EPx D F\ViF`M D a8E#�(FSYPMUFSY"� NIS, M!�[GULTIKF\ViF`EK^dFSVicnIKF(NKQ �`ViQiNPXPQUk5Y D �SQ��(N 	������Or�X)QUNPc!�\QUM D ViF(NKFSk !

23.4.9. ������	�� -/� ��	��8-/�10 - NIS v1

ypserv E��qX)Q2�(V D M!�)E FreeBSD EP^dF\FSVyM��(VUY)QUF����)Lws�X)QiI)IKF\YmZ �)LyIPN)]5QTG��(NPLWZBEPM D �PEm]��mNPE)F��)ViQUM NIS v1.� F D NPE�� DU{ Em] NIS MUQ FreeBSD E��(X)QUNPc!�\LWF\VvViQUNPc!�)Q9X)Y)QTViQ!�)QUN NIS v2, rwQTV!]hIKY)LwR\E)FHYPF D NKE�� DU{ E)E0EP^dF\snVX)Q!I)I#FSYmZ �)LhX)Y)QTViQ!�PQiN D v1 IPNP]9�(QTMT^dF��SViEP^dQ2�(ViE��(Q��SV D Y"�v^dE9�(E��(ViFo^ D ^dE .
j8D F\^dQ���� ypbind, X)Q2�(V D MiN)])Fo^��fF8�V D �)EK^dE9�(E��(ViFo^ D ^dE , GULTIKLwVnX��fV D Vic2�e]0Q��SLwx5F��SViMUEPVicnX)YPE)Mi]����)L �9�(F\Y)MUF\Y)L NIS v1, I D ZuFHF5�eNPE8lSViQ9EP^4�)F �)LWZ �)Q

( E0Q��)E5GTLTIKLwVvX)Q��SViQi]��"�)QnY D � � �ON D Vic9a5E)YPQ!�)QTMUFSx D ViFSNPc!�"�fF1� D X)Y)Q�� � M9X)QTE"���PF`V D �)QUR\Q��(F\Y)MUF\Y D I D ZuFHX)Q2�eNPFX)QiNPL �)F��)Em]0QTViMUF\V D QUV �(F\Y)MUF\Y D v2).
� VU^dF\VicUViF , �)ViQ9rmQUV!]0EK^dFSFSV��e]5X)QiI)IKF\YmZ � D QTG!�������Or �mNPEPF �)V!� �)Emr0M����SQUMTQUM ,lSV D MUFSY��(Em] ypserv �)FqQUViY D G D V;�fM D FSV�� D X)Y)Q2��� � D X)FSYPFeI D �)L � D Y)V v1; �eNKFeIKQTM D VUF(NPc��)Q , Q�� D �)FO^dQiZuFSVE"�(X)QUNPc!�\QUM D Vic2�e]hM�� D �)F��SViMUFHR(N D M!�)QTRSQvEmNKE5MUVUQUY)E��"�)QUR\Q��(F\Y)MUF\Y)QUMnMT^dF��SViF �dIKY)LwR\EP^dE��SFSY)MTFSY D ^dE NIS,X)Q!I)I#FSYmZuE)M D snx8EP^dE0ViQUNPc!�PQnX)Y)QTViQ!�PQiN v1.

C ��� D �(VUcUs , � �)QUYPFSFqM��(F\RSQ , M�� D �(ViQU])x5E)k5^dQW^dF �)VyV D �)E)F �(FSYPMUFSY"�X)Y D �PViE��)F5���)E9�)FHE��(X)QUNPc!�\LWs9V!�e] .

23.4.10. ���1��'�
 ( NIS, �'�.���� (%� ��� � � � � � ��� � � - � � � �
�.+ ��� 	 � NIS� �(QUGTQUF+M��)EP^ D �PE)F �(NPFeI#LWF\VnLTIKFSNPE)VicyE"�(XPQiNPc��SQUM D �)EPs ypserv MvIKQT^dF��)F8�SQ9^��)QTRSEP^dE��(F\Y)MUF\Y D ^dE , �)QUR(I D
�(FSYPMUFSY"���fFH^ D a5E���� ])MUN)])snV��e]5V D �mZuF8�)NPE)F �PV D ^dE NIS. ghFSXmNPQUrmQvG!� � D �SV D MTE)Vic��SFSY)MTFSY��[Q2�(Lwx5F5�(ViMTE)VicX)Y)E)MU]�� �)L �9� D ^dEP^ �(FSGTF , � D X)YPFSViE)M9Y D �����ON"�PL � D X)YPQ��(QTM*� D X)Y)E)Mi]����)L�E0MTQ!�\^dQUZ �)Q , X)F\Y)F �PY)F��SV;�)Lws X)Y)E)MU]�� �)LIKY)LwR.�0IKY)LwRSL . �8�eNPE8Q!IKE��9�(FSYPMUFSY8M!�fkwI#FSVvE�� �(VUY)Qi] ,

D IKY)LwRSEPFHGTLUI#LWV�� D MTE"�(F\VicnQTV*�)F\RSQ , ViQ9M9Y)F �\LWNPcUV D ViFO^dQURSLwVMUQ!���)E����PLWVUc��(VUY D ���"�fF8�(EPViL Di{ E)E . �hQ��SViFSXPF ���)Q9M��SF.�mNPEPF �)V;� X)QUX D IKLwVvMnV D kP^ D LWV9E5X)QTX��fV D snV!�(]X)Y)E)MU]�� D VUc��e]#��IKY)LwRSEP^ �(F\Y)MUF\Y D ^ , �)QyX)QUNPL �)F ��� D ]#� D IKFSY)Z�� D ^dQiZuFSV9G!�fVic�� � D �)E)ViFSNPc!�PQUk ,
D �(ViY D ���)Q2�(ViEQ��(V D �)LwV!�(] , V D �9� D �9�(FSYPMUFSY"� ���)QTM D ^dQTRSLwVvX)YPE)Mi]�� D Vic2�e]hIKY)LwR ��IKY)LwR\L .p �|^dQUZuFSViF � D �(V D MUE)VicnrmQ��(VnM!�fX)QUN"�)E)VicyX)Y)EPMi]�� �PL �9�)Q!�"�)Y)FSV!�)QT^dL#�SFSY)MTFSY)L , � D X)L �(ViE)M��)QT^ D �wIKL ypbind ��yN D R\QT^ -S. �.�(NPE5M��:�)F`rmQTViE)ViF`IKF(N D Vic9lSViQyMUY)L ���PLWs � D Z>I��fk8Y D �HX)Y)E8X)FSY)F�� D RSY)L � �PF`M D a5F\RSQ��SFSY)MTFSY D NIS,ViQy^dQUZuFSViF`IKQUG D MTE)VicvMy� D kmN /etc/rc.conf V D �)E)F8�SViY)Q��)E :

nis_client_enable="YES" # run client stuff as well
nis_client_flags="-S NIS domain,server"

j QUX)QUN"�)E)ViFSNPc!�PLWs E��P�hQTYP^ Di{ EPs ^dQiZ �)Q � D k)ViE6� D �(VUY D �)E { F �SX)Y D M!�)E0XPQ ypbind(8).

23.4.11. � �� 	����1( �,� ,���*� 
� I��)EP^ E"�`QUGTx5Emr�MTQUX)Y)Q2�(QTM , �)QUVUQUY��fFHMUQ!���)E�� D snV9M�� D � D NPFHY D GTQUV;� � NIS, ])MiN)])F\V!�e]0MTQUX)YPQ��.�SQUMW^�F5�(ViEK^dQ��(VUE�hQUYP^ D ViQUMvX D Y)QUNPFSk . �.�eNPE8M D a �(F\Y)MUF\Y NIS E"�(XPQiNPc��SLwFSVvX D Y)QUNPE , � D a5EK�hY)QUM D �����fF D NPRSQTY)E)VU^dQW^ DES, VUQ9Q��GULTIKFSVnX)Q!I)I#FSYmZuE)M D Vic9ViQiNPc��)QnVUF(r#�mNPEPF �)ViQTM , �PViQ9V D �mZuFqE"�(X)QUNPc!�\LwsnV DES.
C X)Y)EP^dF\Y)L , F��(NPE5M9M D a5FSk9�(FSVUEEP^dFSs9V!�e]6�)NPE)F �PV;� NIS, E"�SX)QiNPc��SLwsnx8E)F Solaris, ViQ9M D ^ , � �)QUYPFSF`M2�(F\RSQ , �)F\QUGUrwQiIKEP^dQvE��(X)QUNPc!�\QUM D VicvX D Y)QiNKE6�a5EP�hY)QTM D �)E)F\^�X)Q D NPR\QUY)EPVU^dL DES.

� ViQUG��[X)Q!�m])VUc , � D �)QUk8�hQUYP^ D VvE"�(XPQiNPc��SLwsnV9M D a8E#�(F\Y)MUF\Y��[E6�mNPEPF �)V;� , � D R(N)]��)EPViFHMy� D kmN
/etc/login.conf. �.�(NPE0rmQ��SV�� D �(ViYPQUF �6� D E"�SX)QiNKc!�SQTM D �)E)F�X D Y)QiNKFSk , � D a5EK�hY)QUM D �����OryX)Q D NPRSQTY)E)VU^dL DES,ViQ��)N D ��� default GULTIKFSV �(QiIKFSYmZ D Vic�� D X)E"�ScnMTY)Q!IKF8�eNPF(IKLwsnx5F\k :
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default:\
:passwd_format=des:\
:copyright=/etc/COPYRIGHT:\
[ '�(�:#)�0 = H#J ����0 :�/�3;(�2 � (�<�H �015!4 ]
j Y)LwRSEP^dE0MTQ!�o^dQiZ ���v^dE6��� D �PF �)Em]P^dE�IPN)] passwd_format ])MiN)])s9V!�e] blf E md5 ( IPN)]5X D Y)QUNPFSk , a8EP�hY)LwF\^��OrX)Q��SV D �wI D Y)V D ^ Blowfish E MD5 �(QTQUViMTFSV!�SViMUF����)Q ).
�.�eNPE8M!�[M��)F��(NPE5E��o^dF �)F��)Em]5My� D kmN /etc/login.conf, ViQyM D ^zV D �mZuF �)LWZ �)QnX)F\Y)F��SViY)QTE)VicyG D �\L9I D ���"�OrX D Y D ^dFSViYPQUMnMUrmQ!I D M �(E"�SViF\^dL , �)ViQnIKQ��SViE)R D FSV!�(]#� D X)L ���)QW^4�eNPFeI#LWs9x5F\k6�)QW^ D �wI��[XPQiNPc��SQUM D ViFSNPF\^ root:

# cap_mkdb /etc/login.conf

�����	��
�������
: � � ,�- ��� ����,"���0��� , '�� ��� ,�� � � � � ��� � ��/0%��"#&% ) �*���"� � /etc/master.passwd, ��� � ��/ �+� $���- ����!���/0�*�"� �

�"� , , �"� '�� �"����� �+�0)+���"�&������� #�- ����$���#�)+� � ����,"����� ��� ���(� ����,��+#+�!,"�!����$"% � ����� / ������� � ����,���- �+�!,"� )�) � ��/ � ) #�$�#+�"��- � .

�hQ��eNKF�lSViQTRSQ , �)ViQTG!�|LTIKQ2�(ViQTMUFSYPE)Vic��(]�MnViQW^ , �)ViQyX D YPQiNPE#� D a8EP�hY)QUM D ��� M9ViQT^b�hQTYP^ D VUF , �)QTViQUY"�fk0M!�fGTY D �M D ^dE , �)LWZ �)QnX)YPQUMUF\Y)E)Vic , �)ViQ �(ViYPQ!� D crypt_default M /etc/auth.conf L � D � �fM D FSVvXPY)FeIKXPQ!�)ViF��)E)FM!�fGUY D ���)QTRSQfM D ^dE5�hQTYP^ D V D X D YPQiNPF\k .
j N)]0l\ViQUR\QnX)QW^dF��(VUE)ViFOM!�fGUY D �����fk8�hQUYP^ D VvX)FSYPM!�v^zM �(X)E"� �)F .g D X)Y)EK^dFSY , XPY)E5E"�SX)QiNKc!�SQTM D �)E)E DES- a5EP�hYPQUM D �)Em]hX D YPQiNPF\k6�(ViYPQ!� D GULTIKF\VvM!�fRSN)]wIKFSVUc9V D � :

crypt_default = des blf md5

p �fXPQiN"�)EPMnM!�fa8FSX)F\Y)F �PE"�eNPF������fFHa D R\E#� D � D Z>IKQW^ E�� �(FSYPMUFSYPQUMvE9�mNPE)F��)ViQUM NIS, Y D GTQUV D snx5E)r � D FreeBSD,M!�|^dQiZuF\ViFHQTGUF5�(X)F��)E)Vic9Emr#�(QURSN D �SQUM D ���)Q2�(VicfQTV;�)Q2�(E)ViFSNPc!�PQnE"�SX)QiNPc��SLwF\^dQTRSQvM9M D a5FSk9�(FSVUE8�hQUYK^ D V D X D Y)QUNPFSk .
�.�eNPE8L�M D �+MUQ�� �)E��)NPE5X)YPQUGiNKF\^�� � D LwViF �)VUEP�hE�� DU{ E)FSk9�mNPE)F��)V D NIS, � D � D VicnF 	HYPFSa D VicnQTX)Y)F(IKF(N 	����)Q �(ViQTE)VQUV!�SsfI D . � D XPQT^��)E)VUF : F��(NPE0M!�[rmQTViE)ViFqE"�(XPQiNPc��SQUM D Vic*�SFSY)MTFSY NIS M9RSF\ViFSY)QTRSF����)QUk9�(FSVUE , M D ^ , � D MUFSY"�)QUF , �)LWZ��PQGULTIKFSVnE"�(X)QUNPc!�\QUM D Vic DES � D M2�(FSr �SE"�(ViFo^ D r0M �(EmNPL�VUQURSQ , �)ViQylSVUQy^dE��PEP^ D NPc����fk5QTGUx8E)k#�(V D �wI D Y)V .

23.5.
� �v69=z��4�68@z�B�y�07n40:~;045�O6825= � 794��v�n6>@ (DHCP)

� � ' �
��	 �!$ ��� � � Greg Sutter.

23.5.1. �%� � ��� �'�1� DHCP?

DHCP, EmNPE Dynamic Host Configuration Protocol ( �hY)QTViQ!�PQiN j E�� D ^dE��)F5���)QTk C Q!�K�hE)RSLwY DU{ E)E 7 Q2�(ViQTM ),QUX)E"� �fM D FSVfX)QTYm]wIKQ!� , X)Q �)QUViQTY)QT^dL��SE"�(ViFo^ D ^dQUZuFSVnXPQ!I��mNKs��)E)VUc��e]9�9�(F\ViE5E8X)QiNPL �)EPVic��)F\QUGUrwQiIKEP^dLwsE��P�hQUYK^ Di{ E)s|IPN)]5Y D GUQTV;�[M��PFSk .
p Q FreeBSD E��(X)QUNPc!�\LWF\V!�e]0YPF D NKE�� DU{ Em] DHCP QTV ISC (Internet Software

Consortium), V D �6�)VUQ9M2�e]0E��P�hQTYP^ Di{ Em] , QUX)E����fM D snx D ]�Q��SQUGUF����)Q2�(ViE , � D MTE"�e])x8E)F�QUV9Y)F D NPE�� Di{ E)E , QUV;�)Q2�(E)V��e]
��IKE"�SViY)E)GTLwViE)MUL ISC.

23.5.2. �%� � � ���1-�( �/����� - � � �'���*	 ,���	� �	�*�p l\ViQT^bY D �(IKF(NPFqQUXPE"���fM D snV��e]��)QT^dXPQ!�)F��)V;���SE"�(ViFo^�� ISC DHCP � D �6�SQ��(VUQUY)Q���� �mNPEPF �)V D , V D �0E9�SQ��(VUQUY)Q����
�(FSYPMUFSY D . �hY)QTRSY D ^+^ D , Y D GUQUV D snx D ] � D �mNPE)F��)V!���PQUk9�SViQUYPQ!�)F , dhclient, E��)ViF\RSY)EPY)QUM D � D MnX)Q2�(V D M!�)L
FreeBSD,

D �(F\Y)MUF\Y�� D ]�� D �(VicnIKQ2�(ViLwX�� D MnMTEwIKF`XPQUY)V D net/isc-dhcp3-server.
C YPQT^dF8�����ONPQ��#�)EmZuF , ^��)QTRSQ
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X)QiNPF�� �)QTk0E��P�hQTYP^ Di{ E)E#� D rwQiIKE)V!�(]#� D �(ViY D �)E {PD r#�(X)Y D MUQ����)QUk#�SE"�(VUF\^�� , QTX)E"���fM D s9x5Emr dhclient(8),
dhcp-options(5) E dhclient.conf(5).

23.5.3. � � � �'��� ,��&1�1� �,� �C QUReI D � D �)NPE)F �PV!���)QTk>^ D a5E��PF`M!�fXPQiN"�m])F\V!�e]0XPY)QUR\Y D ^+^ D dhclient, ])MiN)])s9x D ]"�(]��mNPE)F��)ViQT^ DHCP, Q�� D
� D �)E"� D F\Vva5E)YPQ!�)QTMUFSx D ViFSNPc!�PLWs�Y D �����ON"�)L � D X)Y)Q2�(QTM*� D XPQiNPL �)F��)E)F � D �SViY)QUF����)QTk0E��P�hQTYP^ Di{ EPE . �hQLw^dQUN"� D �)E)s�l\ViE�� D XPY)Q�� ��I#F(N D snV!�(]6� D 68 X)QTY)V UDP. _HFSY)MTFSY0QTViMUF�� D F\V*� D UDP 67, M!�qI D M D ]��mNKE)F �)VUL D IKY)F5�
IP E0IKY)LwRSLws �)FSQTGirmQ!I#EP^dLws�E��P�hQTYP^ Di{ E)s , V D �)Lws , � D �6�SFSViF\MULws ^ D ���)L , ^ D Y)a5YPLWVUE�� D ViQUY0E��(F\Y)MUF\Y�� DNS.p �(]0lSV D E��P�hQTYP^ Di{ Em]hI D 	\V!�e]8M9�hQUYK^dF ”

D Y)F��wI�� ” DHCP E8MUF\Y�� D VUQiNPc��)QnQTX)Y)FeI#F(NPF����)QUFHMUY)Fo^�] ( �)ViQ
� D �SViY D EPM D F\V!�e] D I#^dE��)E"�SViY D ViQUY)QW^ �(F\Y)MUF\Y D DHCP). �hY)E5V D �)QW^ X)QiIPrmQ!IKFHL �SV D YPFSMUa8E)F D IKY)F5� D IP ViFSr
�mNPE)F��)ViQUM , �)QTViQUY��fFHGUQUNPcUa8F.�)FHX)Q!I��)NPs��)F���� ���(FSVUE , ^dQUR\LwV D MTViQT^ D ViE��)F5���)E5E"�(X)QUNPc!�\QUM D Vic2�e]hX)QUMTViQUY��PQ .C NPE)F �PV;� DHCP ^dQTRSLwVnX)QUNPL �)E)Vic9QUV �(FSYPMUFSY D Q!�PF �)cn^��PQURSQyE��P�hQTYP^ Di{ E)E . �hQiIKY)QUG����fk#�(XPE"�(Q��#� D rmQiIKE)V!�(]0M
�(ViY D �)E { Fv_HX)Y D MUQ����)E�� D dhcp-options(5).

23.5.4. $ +,���� ��*� ��� - FreeBSDC NPE)F �PV DHCP QTV ISC, dhclient, X)QUN"�)Q2�(VicTs�E��)VUFSRSYPE)Y)QUM D �0MTQ FreeBSD. �hQ!I)I#FSYmZ � D �mNPE)F��)V D DHCP F��SVic
� D �0M9X)Y)QTRSY D ^+^dFHL �(V D �)QTM!�)E , V D �0E8M � D ^dQTk6�(E"�SViF\^dF , �)ViQyE"� �mNPs�� D FSV��)FSQTGirmQ!I#EP^dQ��SVicvM���� D �PE)EX)Q!IKYPQUG!�PQ��(VUFSk��)Q��P�hE)RSLwY DU{ E)E��(F\ViE5MvNPsnGTQUk6�SFSViE , EP^dFSs9x5FSk9�(FSYPMUFSY DHCP.

� ViEmNKE)V D dhclient M!�mNPs��)F � D MUQM��(FHMUF\Y"�(E)E FreeBSD, � D �)E�� D ]6� 3.2.

DHCP X)Q!IPIKFSYmZuE)M D F\V!�e]0LwViEmNKE)ViQUk sysinstall. �hY)E6� D �(ViYPQUk��)F �(F\ViFSMTQURSQnE��)ViF\YP�hFSk"� D E"�HX)YPQURSY D ^+^�� sysinstallX)FSY)M��fk0MUQTX)Y)Q2� , �)QTViQUY��fk8M D ^ � D I D FSV��e] : ”Do you want to try DHCP configuration of this interface?” (”
7 QTViE)ViFNPE5M��[X)QUX)YPQUGUQTM D Vic�� D �SViY)QTE)VicylSViQTVnE��)VUFSYP�hF\k"�.�PFSY)F�� DHCP?”).

� VUMUFSYmIKE)ViFSNPc!���fk8QUViMTFSV9X)Y)E)MTFeI 	\V��
� D XPL � �)LhX)Y)QTRSY D ^+^�� dhclient, E8X)Y)E8LUI D ���)QW^ FSR\QnM��fX)QiN"�PF �)E)E6� D MTViQT^ D ViE��)F5���)QW^dL � D I D �)E)sE��P�hQUYK^ Di{ E)E�IPN)]6� D �(ViYPQUk��)E8E��)ViF\YP�hFSk�� D .
�.�(VicnIKMTF`MUF\x5E , �)QUViQTY��fF`M�� IKQUN)Z ��� � IKFSN D VUcvIPNP]0ViQUR\Q , �)ViQTG!�|M D a D �(E"�SViF\^ D E"�SX)QiNPc��SQTM D N D DHCP X)Y)E
� D R\Y)L � �)F :
•
� GUFeI#E)ViF��Sc , �PViQ9L �SViY)QUk��(ViMTQ bpf M!�)NPs��)F��)QnM �)QW^dX)EmN)] { EPs M D a5F\RSQf]wI#Y D . � ViQTG!�[l\ViQ �eIKF(N D Vic , IKQUG D MTcUViF
�SViY)Q!�"�)L device bpf (pseudo-device bpf M FreeBSD 4.X) M��)Q!�P�hEPRSLwY Di{ E)Q!���"�fk5� D kmN5]wIKY D EX)F\Y)F��SViY)QTk)ViFH]wIKY)Q . �HQUNPFSFHX)Q!I#Y)QUG�� D ]�E��P�hQTYP^ Di{ Em]5QnXPQ��(VUY)QUF��)E)E�]wIKF\Y5EP^dF\FSV!�(]8M � N . 8.
� �(ViY)QTk"�(VUMUQ bpf LTZuF`])MiN)])F\V!�e]6� D �(VUcUs|]wI#Y D GENERIC, �)QTViQUYPQUF`XPQ��(V D MiNP])FSV!�(]0MT^dF��SViF � FreeBSD, V D �9�)ViQ ,F5�eNPE8M!�:�)FHE"�(X)QUNPc!�\LwFSViF�IKY)LwRSQTF`]wIKYPQ , ViQ9M D ^ E#�)F �)LWZ �)Q9F\RSQfI#F(N D VicfIPNP]5ViQUR\Q , �PViQUG��[Y D GTQUV D N DHCP.

����� ��
��!����
:
� � , '���� � ��#��"� '�� $��"#&% � � � �+� ����#��"� #+�!$ , /0���� ��� $�- �+�!�*) )�$"/ � , ����� ��# �!,"�0��#+�!) � bpf %.)&��% �+�"# % �"��' � ��"��-3#+��-�� - ��#+�!,"� � # �!)+� - , '�� ��� ,"�!� �"� ��)+����% �+� ,�� � � �"�"�!� ��,"��� ,���- - ��- - #���$ � �*��,���- ����'��+���0) (

� � ��% / � % � ����� � �0��$/ ��� � ��� � � �!� ����� � � ����� �"����� �+� )��"�"� �0��- root). � �"��$��$�� ��#+�!,"�0��#+�!)+� bpf � � � ����� � ��� � /0��% $�#��"����� �+� )�����$"%
DHCP, �"�*��#&��$ )�� ����,���#��	��, � �+#��"�0'+�0$��"��#���� � � �+� ����#��"� #+�!$ , ��� )+��- ��� ��� � % /0� � ��)&� %��!�
��#+�!,"� � # �!)+� bpf )�%�/�,"���������'+� / � %*����� � , ����� � � )����+����,�� / � � !����"� - � ��/ � � ��- $�#��"����� �+� )��"�!� DHCP.

•
� ViYPFeI D �)ViE)Y)Lwk)VUFHM D a�� D kmN /etc/rc.conf, M!�mNKs��)E)M9M��)F\RSQ �eNPF(IKLwsnx5F\F :
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ifconfig_fxp0="DHCP"

�����	��
�������
: � � % ���"�"� �����"� ����- ����$��"� fxp0 ��� $�-�% $��"�"��,��*��� #+� , '������0,�� � )�� � � �!$��"�*����#+�!,���$�)+���!��/ $�����-	$ ����#�' $ ,'���' �+���*����$�#����"� ) �.���&/ . 11.8.

�.�eNPE dhclient MnM D a5F\k#�(E"�SViF\^dF � D rwQiIKE)V!�(]0MfIKYPLWR\QT^b^dF5�(ViFqEmNPE8F��(NPE5M�� rwQTViE)ViF � D I D VUcfIKQTX)QiN"�PE)ViF(NKc!���fFX D Y D ^dFSViY"� IPN)] dhclient, ViQ9V D �)ZBFqL � D ZuE)VUF �(NPFeIKLws9x5FSF ( E"�\^dF �PE)MnV D � , � D �0M D ^ �)LWZ �)Q ):
dhcp_program="/sbin/dhclient"
dhcp_flags=""

_HFSY)MTFSY DHCP, dhcpd, M��mNPs�� 	 �9� D �#� D �(VUcnX)QTY)V D net/isc-dhcp3-server M��)QUN)NPF�� { E)s X)QUYPViQUM .  ViQUV9X)QUY)V
�(Q!I#FSYmZuE)V DHCP- �SFSY)MTFSY0QTV ISC E�IKQ��)Lm^dF �)V Di{ E)s .

23.5.5. � �
��#(

• /etc/dhclient.conf

dhclient ViY)F\GULwFSV�� D NPE"�)Em]6�)Q��P�hE)R\LWY Di{ E)Q����)QTRSQv� D k)N D , /etc/dhclient.conf.
C�D �0XPY D MTEmNPQ , � D kmN

�SQ!IKF\YmZuE)VnViQUNPc!�PQ��)QW^+^dF �)V D Y)E)E ,
D � D �(ViYPQUk��)E8X)QnLm^dQUN"� D �PE)s|I#Q��(V D ViQ����)QvrmQUYPQUa5E .

 ViQUV�� D �SViY)QUF������fk� D kmN5QUXPE"� D �#� D �SViY D �)E {PD r6�(X)Y D MUQ����)QUk#�SE"�(VUF\^��|X)Q dhclient.conf(5).

• /sbin/dhclient

dhclient ���)QW^dX)Q!�PQUM D �#�(V D ViE��)F5���)E8E6� D rmQ!IKE)V��e]5M�� D V D NPQUR\F /sbin. g D �(ViY D �)E {PD _HX)Y D MUQ����)E�� D
dhclient(8) I D F\V!�e]0GTQiNPF\F`X)QiIKY)QUG�� D ]�E��K�hQUYP^ DU{ Em]0Q dhclient.

• /sbin/dhclient-script

dhclient-script ])MUN)])FSV��e]9�SX)F { EK�hE������v^�IKN)] FreeBSD ���)Y)EPX)ViQT^ � D �SViY)QTk��)E#�mNKE)F �)V D DHCP.
� �QTX)E"� D �0M dhclient-script(8), �)QvIPN)]6�)QTYP^ D NKc!�)QTRSQn�hL ��� { E)Q!�)EPY)QUM D �)Em]��)E"� D �)E)r5^dQ!IKEP�hE"� Di{ EPk6�(Q �(ViQTY)Q!���X)QUNPc!�\QUM D ViFSN)]��)F`ViYPFSGULwF\V!�e] .

• /var/db/dhclient.leasesp lSVUQT^b� D kmNPF.�)NPE)F �PV DHCP rmY D �)E)V9G D �\LvI D �����Or0M��qI D �"���Or �8E"�(XPQiNPc��SQUM D �)EPs D IKYPF��(QTMvMyMUEwIKFZuLwY�� D N D . g D �(ViY D �)E { F dhclient.leases(5) I D F\V!�e]8RSQUY D �eI#QvGUQUNPFSFHX)Q!IKYPQUG!�PQUF�QTX)E"� D �)E)F .

23.5.6. � � � ���#+��
��� �#0,+,��� � �
���
���� �
��
�hQiN"�)QTF�QUXPE"� D �)E)F`XPY)QUViQ��)QiN D DHCP I D FSV!�(]5M RFC 2131 (http://www.freesoft.org/CIE/RFC/2131/).

C Y)QT^dFHViQUR\Q ,IKQUX)QUN"�)E)VUF(NPc�� D ]0E��K�hQUYP^ DU{ Em]0F��SVic�� D �SFSY)MTFSY)F http://www.dhcp.org/.
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23.5.7.
� -/��� + ��� �'� � +,��-/�1,� 
 �'� -/�1��'�
�� DHCP

23.5.7.1. � 6 1 ; ��%�-/0/5 ���(! �=78%(7 &("$@=+ 6 :
 ViQUV9Y D �(IKF(N�I D 	SV9E��P�hQTYP^ Di{ EPs Q9ViQT^ , � D �#� D �(VUY)QUE)VUc �SE"�(ViFo^dL FreeBSD IKN)]5Y D GUQUV!�JM � D �)F��SViMUF �(FSYPMUFSY D
DHCP � D Q2���)QTMUF�YPF D NKE�� DU{ E)E5X D �)F\V D DHCP QTV ISC (Internet Software Consortium).

_HFSY)MTFSY�� D ]#� D �SVicnX D �)F\V D �)FqX)Q2�(V D MiN)])F\V!�e]#� D �#� D �(Vic FreeBSD, V D �6�PViQ9M D ^zX)QTViY)F\GULwFSV!�(]5L �(V D �)QUMTE)VicvXPQUY)V
net/isc-dhcp3-relay IPN)]5X)QUNPL �)F �PEm]5lSVUQURSQ �(F\Y)MUE"� D . � GUY D ViE)VUF��(c�� � N . 4 IPNP]5X)QiNKL2�PF �)Em]0GTQiNPF\F`X)QUN"�)QTkE��P�hQUYK^ Di{ E)E5QUGnE��(X)QUNPc!�\QUM D �)E)E��)QUN)NPF�� { E)E0XPQUY)ViQTM .

23.5.7.2. � -=78"�!�%'0$.8" -=6(&�086$&�" DHCPj N)]0ViQUR\Q , �PViQUG��:� D �SViY)QUEPVic �SE"�(VUF\^dL FreeBSD � D Y D GUQTViLhM�� D �)F��SViMUF �(FSYPMUFSY D DHCP, M D ^ �PFSQUGUrmQ!IKEP^dQQUGUF5�(X)F��)E)Vic9X)Y)E"�SLwV!�(ViMTE)FqL �SViY)QTk"�(ViM D bpf(4), M!�)QW^dX)EmNPE)YPQUM D ���)QTRSQfMv]wI#Y)Q . j NP]0lSViQTRSQfI#QUG D MUcTViF.�(VUY)Q!�)L
device bpf (pseudo-device bpf M FreeBSD 4.X) M9� D kmN6�)Q��P�hE)R\LWY Di{ E)E5M D a8FSR\Qf]wIKY D . j N)]5X)QUNPL �)F �PEm]GUQiNKFSF�X)QUN"�)QTk5E��P�hQTYP^ Di{ E)E0QnXPQ��(VUY)QUF��)E)E0]wI#FSY , QTGUY D ViE)ViF5�(c�� � N . 8.
� �(VUY)QUk"�SViMUQ bpf LWZuF`MirmQiIKE)VvM �(Q2�(V D Mf]wIKY D GENERIC, X)Q��SV D MUN)])F\^dQTRSQ�� FreeBSD, V D �6�PViQ9M D ^ �)F �)LWZ �)Q
�(Q!�(I D M D Vic*�SQUG2�(ViMTF ���)QTF+]wIKY)QnIPN)]8QUGUF5�(X)F��)F �PEm]0Y D GTQUV;� DHCP.

�����	��
�������
:
� � , '����*� � ,�� � ��� ��� #+� � �!� )���$�- ����$������ )+� ��,"�!#�� � � � ������#��"�!#+�!$ , / ��� � ��� ����- �+�!$��!� , ����� bpf %.)&� % � �"# %�"��- ��#+�!,"� � # �!)+� - , ����� �"� ��) ����% �+� �"�0,�- �������"� ,�� � ���"���!� #���$ � �*��,���- ����'��+���0) (

� � ��% �"��'�$�- ��,"� �&,���-	- ��-5�!,�� � �����"#&%
��,�$�)�$��0��� $�,"�0)+����������/0�!#+� ��� ). � ����$ ��$�� ��#+�!,"� � # �!)�� bpf � ������ � ��������� / ��% $�#��"����� �+�0)+����$"% DHCP, �"�*��# ��$ )��� � ����� � � ��#��"� '��!����� � � � ������#��"�!#+�!� � , ����)���,��"�!� , )+��- ��� � � � �"� )�'+� � � �"�!� bpf )�)������ %�/�,"� ��������'�� �"� ���0- � , ����� )����/ ��� !����"�0- � ��/ � � ��- )��3#+� � $ ,����+�"��#��*$�#��"����� �+�0)+���!� DHCP.

_`NPFeIKLws9x5EP^�I#FSk"�SViMUE)Fo^ , �)QTViQUYPQUF`M D ^ �)LWZ �)Q9M!�fX)QUN"�)E)Vic , ])MiN)])F\V!�e]8Y)FeI D �)ViE)YPQUM D �)E)F�XPY)EP^dFSY"�)QUR\Q
dhcpd.conf, �)QTViQUY"�fk0L �(V D � D MUNPE)M D FSV!�(]�M��(Q2�(V D MUFHX)QUY)V D net/isc-dhcp3-server. �hQ9Lm^dQiN"� D �)E)s lSViQ� D kmN /usr/local/etc/dhcpd.conf.sample, E5M��JIKQiN)Z ��� ���)QTX)E)Y)QTM D VUcvFSR\QnM9� D kmN
/usr/local/etc/dhcpd.conf X)F\Y)FeIBViF\^ , � D �8FSR\QnY)F(I D �)VUE)Y)QUM D Vic .

23.5.7.3. � "$-=7$&(%�� ./" -=6$&'086$&(" DHCP

dhcpd.conf �SQ��(VUQUE)VvE"��IKF��mN D Y Di{ EPk5QUV!�)Q��SE)ViF(NKc!�)Q9X)Q!I3�SFSViF\k0E0rmQ2�(ViQTM , E0X)YPQUx5FqM��SFSR\QvQUX)E����fM D FSV!�(]#� DX)Y)EP^dF\Y)F :
option domain-name "example.com";➊

option domain-name-servers 192.168.4.100;➋

option subnet-mask 255.255.255.0;➌

default-lease-time 3600;➍

max-lease-time 86400;➎

ddns-update-style none;➏

subnet 192.168.4.0 netmask 255.255.255.0 {
range 192.168.4.129 192.168.4.254;➐

option routers 192.168.4.1;➑

}
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host mailhost {
hardware ethernet 02:03:04:05:06:07;➒

fixed-address mailhost.example.com;(10)
}

➊
 VUQUVnX D Y D ^dFSViY9� D I D 	SVfIKQT^dF�� , �)QTViQUY��fk5GULTIKFSV9M!�qI D M D Vic��(] �)NPE)F �PV D ^ M�� D �PF��(VUMUF+I#QT^dF � D ,E��(X)QUNPc!�\LWFo^dQUR\QvX)QnLm^dQUN"� D �PE)s XPY)E5X)QTE"���PF . � GTY D ViEPViF��Sc��9�SViY D �)E {PD ^ �(X)Y D MUQ����)QUk#�SE"�(VUF\^��|X)Q
resolv.conf(5) IKN)]0X)QiNKL2�PF �)Em]0IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)E0QyViQW^ , �)ViQylSViQ � � D �)E)V .

➋
 VUQUVnX D Y D ^dFSViY9� D I D 	SV��(X)E"�SQ!�8Y D �(IKF(N 	������Or�� D Xm])V;�v^dE��(FSYPMUFSYPQUM DNS, �PQUViQTY��fF+IKQUN)ZuF �8E"�(X)QUNPc!�\QUM D Vic
�)NPE)F �PV .

➌
t�D ��� D �(F\ViE , �PQUViQTY D ]0GTLUI#FSVvM��qI D M D Vic2�e]��mNPE)F��)V D ^ .

➍
C NKE)F �)Vy^dQiZuFSV�� D X)Y)Q��SE)Vic9QUX)Y)F(IKF(N 	 ���)QTF`MTY)F\^�] , �PQUViQTY)QUF�GTLTIKFSVvIKFSk"�SViMUQTM D VicvM!�qI D ��� D ]0E��P�hQTYP^ Di{ E)] .p XPY)QUViEPM!�)QW^4�eNPL � D F8�(F\Y)MUF\Y5M��qI D �SV*� D �SViY)QTk��)E6�HlSViEK^ �(YPQ!�)QW^ ( M �(F �PL2�mI D r ).

➎
 VUQy^ D �"�(EP^ D NPc!�PQUF`MTY)F\^�] , � D �)QTViQUY)QTF8�SFSY)MTFSY0GTLUI#FSVnM��qI D M D Vic��)Q!�P�hEPRSLwY Di{ E)s . �.�(NPE��mNPE)F��)V�� D X)Y)Q2�(E)VGTQiNPcTa5E)k9�(Y)Q�� , Q!�5GULTIKFSV9X)Q!I#ViMUF\YmZ>I 	 � , �PQ9GTLUI#FSVOIKF\k"�(VUMUQUM D VicnViQiNPc��)Q max-lease-time �(F��)L �wI .

➏
 VUQUVnX D Y D ^dFSViY9� D I D 	SV , GULTIKFSVnNPE9�SFSY)MTFSY DHCP X��fV D VUc��e]8QUG!�PQUMUEPVic DNS X)Y)E>M!�qI D �)F�E)NPEQ2�(MTQUGUQUZ>IKF �)EPE��)Q!�P�hEPRSLwY Di{ E)Q!���PQUk�E��P�hQTYP^ Di{ E)E .

p Y)F D NPE�� Di{ EPE ISC lSViQTVnX D Y D ^dF\ViY0])MUN)])FSV��e]� � ( ��� �&� �#" 	 * - .

➐
 VUQ9QTX)Y)FeI#F(NPF��)E)F`VUQURSQ , � D �PE)F IP-

D IKYPF�� D IKQiN)Z ����E"�(X)QUNPc!�\QUM D Vic2�e]hM�� D �)F��SViMUFHY)F �\FSY)M D IPN)]8M!�qI D �)E
�)NPE)F �PV D ^ . IP-

D IKYPF�� D ^dF(Z>IKL�E8M!�mNPs�� D ]0R\Y D �PE { � , GTLUI#LWV9M!�qI D M D Vic��(] �mNKE)F �)V D ^ .

➑
� GT� ])MiNKF �)E)FH^ D Y)a8Y)LwViE�� D ViQUY D , E"�SX)QiNPc��SLwF\^dQTRSQvXPQnLm^dQiN"� D �)E)s , �)QTViQUY"�fk0GULTIKF\VnM!�qI D M D Vic��(] �)NPE)F �PV D ^ .

➒
# X)X D Y D V;�"�fk MAC-

D IKY)F5�+rmQ��SV D ( �)ViQTG!� �SFSY)MTFSY DHCP ^dQTRHY D �(XPQ!� � D VicfrmQ2�(V , �)QTReI D ViQUVvIKF(N D FSV�� D X)Y)Q�� ).
(10)

� X)YPFeIKFSNPF �)EPFHViQTRSQ , �)ViQ9rwQ2�(ViLhM2�(FSR(I D GTLUI#FSVnM��qI D M D Vic2�e]�Q!I#E��0E5VUQUVvZuF IP-
D IKY)F�� . � D ^dFSVicTViF , �)VUQL � D � D �)E)F.�(IKF��ScnEP^dF��)E0rmQ2�(V D �)QUY)YPF �)V;�PQ , V D �6� D �6�SFSY)MTFSY DHCP GTLTIKFSV9Y D �\Y)FSa D Vic9EP^�]0rmQ��SV D

� D ^dQ2�(ViQU])ViF(NPc��)QfI#QnViQTRSQ , � D �0M��qI D VUc��)Q��P�hE)RSLwY DU{ E)Q����)Lws�E��P�hQTYP^ Di{ E)s .C�D �0ViQUNPc!�PQnM!�:� D �)Q����)E)VUF8�(Q2�(V D MiN)])VUc��(MTQUk dhcpd.conf, M!�|^dQUZuFSViFqX)Y)QiIKQiN)ZuE)VUcnY D GUQUVUL � D X)L � �)QT^
�(FSYPMUFSY D X)Y)E>X)QT^dQTx5E6�(NPFeI#LWs9x5F\k#�)QT^ D �wI�� :

# /usr/local/etc/rc.d/isc-dhcpd.sh start

�.�eNPE8MnGTLUI#LWx8F\^zM D ^ X)Q�� D I#QUGUEPV!�e]#� I#F(N D VicnE��o^dF �)F��)Em]>M�� D �(ViY)QTk��)FHM D a8FSR\Q��(F\Y)MUF\Y D , ViQ9M D Z��PQ�� D ^dFSViEPVic ,
�)ViQyX)Q�� �ON"� D �SE)R � D N D SIGHUP X)YPEmNPQiZuF��)E)s dhcpd 	�� $ ��� � �� � � �5XPFSY)F�� D R\Y)L � �)F8� D �SViY)QTF � , � D �0l\ViQ9G��fM D FSVIPN)]5GTQiNPcTa5E��"�SViM D I D Fo^dQ!�)QTM . pOD ^ �)LWZ �)Q9X)Q��(N D Vic �(E)R�� D N SIGTERM IKN)]5Q��SV D �PQUM!�PE0X)Y)Q { F���� D , D � D ViF\^X)FSY)F�� D X)L �(ViE)VUcnFSR\QnX)YPE5X)QW^dQUx5E8M!�fa8FSX)Y)EPMUFeI 	 ���)QTk��)QT^ D �wI�� .

23.5.7.4. � " � : �

• /usr/local/sbin/dhcpd

dhcpd ���)QW^dX)Q!�)QTM D �#�(V D ViE��)F5���)E8E5Y D �(X)QUNPQiZuF �5M�� D V D NPQTRSF /usr/local/sbin. _HViY D �)E { � �(X)Y D MUQ����)QUk
�SE"�(ViFo^�� dhcpd(8), L �SV D � D MiNKE)M D F\^��fF�X)QTY)ViQW^ , �(QiIKFSYmZ D VvGUQUNPFSFHX)QiN"�PLWs E��P�hQTYP^ Di{ EPs Q dhcpd.
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• /usr/local/etc/dhcpd.conf

dhcpd ViY)FSGTLwFSV�� D NPE��PEm]6�)Q��P�hE)RSLwY DU{ E)Q����)QUR\Qv� D kmN D , /usr/local/etc/dhcpd.conf, IKQ9ViQUR\Q , � D �0Q!�GTLUI#FSV*� D X)Lwx5F���E6� D ��� 	\VvX)Y)F(IKQ��SV D MUN)])Vic��SFSY)MTE"�1�)NPE)F �PV D ^ . ghF\QUGirmQiIKEP^dQ , �)VUQUG!�[l\ViQUVy� D kmN6�SQ!IKF\YmZ D N5M2�(FI D �����fF , �)QUVUQUY D ]0GULTIKFSVnM!�qI D M D VUc��e]�QTG��eNKLTZuE)M D Fo^��v^ �mNKE)F �)V D ^ ,
D V D �mZuFHE��K�hQUYP^ DU{ E)s�QyY D GUQUVUF

�SFSY)MTFSY D .  ViQUV*�PQ!�P�hE)R\LwY Di{ EPQ!�����fk0� D kmN5QTX)E"���fM D F\V!�e]�� D �SViY D �PE {PD r#�SX)Y D MTQ!���PQUk#�(E��(ViFo^�� dhcpd.conf(5),
�)QTViQUY"�fF`L �(V D � D MUNPE)M D snV��e]�X)QUYPViQT^ .

• /var/db/dhcpd.leases

_HF\Y)MUF\Y DHCP MUF(I 	SV9G D �SLnI D ���"�Or0M!�qI D ���)QUk�E"�P�hQUYP^ DU{ E)E8MnlSVUQT^b� D kmNPF , �PQUViQTY��fk6� D X)E"� �fM D FSV!�(]hMyMUEmIKFX)YPQUViQ��)QiN D . _HViY D �)E { ���SX)Y D MUQ!�"�)QUk6�SE"�(VUF\^�� dhcpd.leases(5), L �(V D � D MiNPE)M D Fo^��fF�X)QUYPViQT^ , I D snV9RSQTY D �(IKQGTQiNPF\F�X)Q!I#Y)QUG��)QUFHQUX)E"� D �)EPF .

• /usr/local/sbin/dhcrelay

dhcrelay E��(X)QUNPc!�\LWF\V!�e]0M �eNPQUZ ���Or6�(E)VUL DU{ Em]mr , �)QTReI D �(F\Y)MUF\Y DHCP X)F\Y)F�� �ON D F\V�� D X)Y)Q2��� QUV��mNPE)F��)V DIKYPLWR\QT^dL��(F\Y)MUF\Y)L DHCP MnQTV IKFSNPc!�)QTk9�SFSViE . �.�eNPE>M D ^ �)LWZ � D V D � D ]>�hL2�"� { E)Q�� D NPc��)Q��SVic , ViQyL �(V D �)QUMTE)ViFX)QTY)V net/isc-dhcp3-server. g D �(ViY D �)E {KD r#�(X)Y D MUQ����)QTk#�(E"�SViF\^�� dhcrelay(8), �)QTViQUY"�fFL �(V D � D MiNPE)M D s9V!�e]�X)QTY)ViQT^ , I D 	\V!�e]0GTQiNPF\F`X)QUN"�)QTF`QUXPE"� D �)E)F .

23.6. Domain Name System (DNS)
� � ' �
� $ ��� � � �� ��� � � Chern Lee.

23.6.1. �:&1�'��
�hQnLm^dQiN"� D �)E)s MUQ FreeBSD E��(X)QUNPc!�\LWF\V!�e]0QiI�� D E��`MTFSY"�SE)k5X)YPQURSY D ^+^�� BIND (Berkeley Internet Name
Domain), ])MUN)])snx8FSk"�(]9� D ^dQUk0Y D �(X)YPQ��(VUY D �)F����)QTk0Y)F D NPE�� Di{ E)F\k0X)Y)QTViQ!�PQiN D DNS. DNS - lSViQyX)Y)QTViQ!�)QUN , X)YPEX)QT^dQTx5E#�)QTViQUYPQURSQnEP^dF � D X)Y)F\QUGTY D �\LWs9V!�e]0M IP-

D IKY)F�� D E6� D QUGTQUY)QTV . g D X)YPEP^dFSY , MnQUVUMUFSV�� D � D X)YPQ���Q
www.FreeBSD.org GULTIKF\VnX)QUNPL �)F � IP-

D IKYPF���MTFSG - �SFSY)MTFSY D �hY)QTF �)V D FreeBSD,
D � D X)Y)Q2�+Q ftp.FreeBSD.orgMUQ!�\MUY D ViE)V IP-

D IKYPF��1�SQUQUVUMUFSV��(ViMTLWs9x5F\k5^ D a8E������ FTP- �(FSYPMUFSYPQT^ .
� Q!�"�)Q9V D �mZuFqX)Y)QUE��ermQ!IKEPVvE5QTGUY D V;���fkX)Y)Q { F�� � . � D X)Y)Q�� , �(Q!I#FSYmZ D x8E)k IP-

D IKY)F5�`^ D a5E���� , MTQ!�\MUY D ViE)VvEP^�]5rwQ2�(V D . j N)]0M��fX)QiN"�PF �)Em]#� D X)YPQ��(QTM*� DNSMUQUM2�(F1�PFHQTGi]�� D ViF(NKc!�)QfEP^dF\VicyM �SE"�(ViFo^dFHY D GUQTV D s9x5E)k9�(FSYPMUFSY5EP^ 	 � .p �SFSViE&� �)ViF\Y��)FSV DNS LwX)Y D MiN)])F\V!�e]#�PFSY)F��+IKQ2�(V D ViQ!���PQ��eNKQiZ �)Lws �SE"�(VUF\^dL D MTViQUYPE��SE)YPQUM D �����Or �)QUY"�)FSM��Or
�(FSYPMUFSYPQUMvEP^ 	�� , E0IKY)LwRSE)r�^dF��)FSF �)Y)LwX��"�Or6�(FSYPMUFSYPQUMvEP^ 	�� , �)QTViQUY"�fF8�(QiIKFSY)Z D VnE9�)lSa8E)Y)LwsnV9E��P�hQUYK^ Di{ E)s Q
�)Q!���PY)FSV;�"�OrhIKQT^dF�� D r .p l\ViQT^zIKQ!�)Lm^dF��)V D Y D ���S^ D VUY)E)M D FSV!�(] BIND 8.x, V D �6� D �0lSViQ �(V D GUE)NPc!� D ]�MUFSY��(Em] , E��(X)QUNPc!�\LWFo^ D ]0MTQ FreeBSD.
BIND 9.x ^dQiZuFSV9G!�fVic9L �(V D �)QUMUNPF �#� D �0X)QTY)V net/bind9.

�hY)QUViQ��)QiN DNS �(V D �wI D YPViE��SQTM D �0M RFC1034 E RFC1035.

g D I D �����fk5^dQW^dF �)VyX D �PFSV BIND X)Q!IPIKFSYmZuE)M D F\V!�e] Internet Software Consortium http://www.isc.org/.
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23.6.2. $ - �,���#0/� ���1	���� ���
 	 ��+ ���*������j N)]0X)Q!�PEP^ D �)E)]5lSViQTRSQvIKQ!�)Lm^dF��)V D �PLTZ �)QyX)Q��)EP^ D VUc�� � D �)F��)Em]6�)F��)QUVUQUY��Or�ViF\YP^dE��)QTM , �SMi]�� D �����Or��`Y D GUQTViQUk
DNS.

��6$& 1 � ! ! ��&(68+ 6 : 6(!���6
�hYm]P^dQUk#� D X)YPQ��1� DNS
(forward DNS)

�hY)FSQTGUY D �SQTM D �PE)F+EP^ 	 �5rmQ��(VUQUMvM D IKY)F5� D IP

� Y)EwIPZuE�� (origin)
� GTQ!��� D � D FSVqIKQW^dF � , X)Q!�)Y"�fM D Fo^��fk#�)Q����)Y)F\V;���v^�� D kmNPQW^ �SQ!�"�

named, bind, �(F\Y)MUF\Y0EP^ 	�� � GTx5FSLwX)QTViY)F\GUE)ViFSNPc!�"�fF1� D �\M D �)Em]hIPN)]8QUGUQ�� � D �)F �PEm]yX D �)F\V D BIND,QUGTF��(XPF �)E)M D s9x5FSR\QfY D GTQUViL��SFSY)MTFSY D EP^ 	 �8MUQ FreeBSD.� F �\QiNPMTFSY _HE"�(VUF\^����fk>X)Y)Q { F���� , X)Q2�(Y)F(I3�(VUMUQT^ �PQUViQTY)QUR\Qn^ D a8E�� D QTGUY D x D F\V!�e]����(FSYPMUFSYPLEP^ 	 �0IPN)]5XPQiNPL �)F��)Em]5E��K�hQUYP^ DU{ E)E0Q��SQ!�PF� GUY D V;���fk DNS (reverse
DNS)

� X)FSY Di{ Em] , QUGUY D V;� D ]�X)Ym]P^dQT^dL�� D X)YPQ��(L � DNS; XPY)FSQTGUY D �SQUM D �)EPF D IKY)F5�(QTM IP MEP^dF � D rmQ��SViQUMC QUY��)F\M D ] �\Q!� D g D � D NPQvE)F\Y D Y)rwEPE6�SQ�� � �)ViF\Y��)F\V . p �(F8�SQ���� � D rwQiIP])V!�e]0XPQ!I9�)QTY��)F\MUQUk6�SQ!�PQUk ,X)Q!I#QUG!�PQvViQT^dL , � D �0M2�(Fq� D kmN"�[Y D �(XPQiN D R D s9V!�e]#�PEmZuF8�)QTY��)F\MUQUR\Q*� D V D NPQTR D .
� Q!� D � V IKFSNPc!���fk0IKQT^dF�� , X)QiI)IKQW^dF �5E)NPE6� D �(Vic DNS, LwX)Y D MiN)])Fo^ D ]�Q!I��PEP^ �(F\Y)MUF\Y)QT^ .

�hY)EP^dFSY"� �SQ�� :

• . ])MUN)])FSV!�(]6�)QTY��)FSMTQUk��\Q!�)QTk
• org. ])MUN)])FSV!�(]#�SQ��)QUk#�PEmZuF8�)QTY��)F\MUQUk6�SQ!�"�
• example.org ])MiN)])F\V!�e]#�\Q!�)QTk0X)QiI��SQ��)QUk org.
• foo.example.org. ])MUN)])FSV��e]0X)QiI)IKQT^dF��)QT^ , �SQ!�PQUk0X)QiI��\Q!�)QTk example.org.
• 1.2.3.in-addr.arpa ])MUN)])FSV��e]#�SQ��)QUk , M��)QTViQUY)Lws M!�mNPs��)F �"�|M��SF IP-

D IKY)F5� D , �hQTYP^dE)Y)Lws9x5E)FX)YPQ��(VUY D �"�SViMUQ D IKYPF��(QTM 3.2.1.*.C�D �5^dQUZ��PQnMUEmIKFSVic , LwViQ!�"�m])snx D ]6� D �(Vic9EP^dF �PE0rmQ��SV D X)QU])MiN)])F\V!�e]6�(NPFSM D . g D X)Y)EP^dF\Y , example.org. GUQUNPFSFViQ!�)F�� , �)Fo^ org., V D �mZuF , � D � org. GUQiNKFSF�ViQ��)F � , �)F\^ �)QUY��PFSM D ]��SQ!� D . �`D �(X)QUNPQiZuF��)E)F.� D Z>IKQUk6� D �SViE5EP^dF��)ErwQ2�(V D �(EmNKc!�)Q9X)QirmQiZuF1� D � D kmNPQUMTLws��(E"�SViF\^dL : � D V D NPQTR /dev Y D �(X)QUNPQiZuF��0M��)QTY��)F\MUQUk8� D kmNPQTMUQTk �SE"�(VUF\^dF , EV D �0I D NPF\F .

23.6.3. �4*��)���+ ( , � � �'�1���* ( 	 �'� 	 	�� � � � �,�*+,�����1& �
�10'- � -/�
��'�
 ��	��1+
_HFSY)MTFSY D EK^ 	 �>QUG!���"�)QvE"�SX)QiNPc��SLwsnV��e]0MnIKMULWr�MUEwI D r : D MUViQTY)E)ViF\V;���fk��(FSYPMUFSY5EP^ 	 �8E6�)l\a5E)Y)Lws9x5E)k��(FSYPMUFSYEP^ 	 � .
# MUVUQUY)E)VUFSV;���fk��(F\Y)MUF\Y0EP^ 	��6�)LWZuF � , �)QUR(I D :
• �)LWZ �)Q9X)Y)FeI#Q��(V D MiNP])VicnE��K�hQUYP^ DU{ E)s Q DNS Q2�(V D NPc!�)QW^dLy^dEPY)L , QUVUMUF � D ]#� D � D XPY)Q�� � D MUVUQUY)E��\E)Y)QTM D �"�)Q .
• � D Y)F\RSE"�SViY)E)Y)QTM D �yIKQT^dF�� , V D �)QUk , � D � example.org E5Mvl\ViQT^�I#QT^dF �PF`ViY)F\GULwFSV��e]0X)Q2�(V D MUE)VicnEP^dF � D ^ D a8E��0M

�SQUQUVUMUFSV��(ViMTE)F8�`Emr D IKYPF�� D ^dE IP.

• GUNPQ!�)L D IKY)F��SQUM IP ViYPFSGULwF\V!�e]5QTGUY D V;���fF8� D XPE"�(E DNS (IP MyEP^dF � D rmQ��(VUQUM ).
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• Y)F��SF\Y)M!���fk (slave) �(F\Y)MUF\Y0EP^ 	���IKQUN)ZuF �5QTViMUF�� D VUc�� D � D XPY)Q�� �[QfIKQW^dF �)F , �)QUR(I D Q2���)QTM!�)QTk��)FqY D GTQUV D FSVvEmNKE
�)F`IKQ2�(ViLwX)F�� .C lSa5EPY)Lwsnx5EPk6�(F\Y)MUF\Y0EP^ 	 ���)LWZuF � , �)QUR(I D :

• NPQ�� D NKc!���fk6�SFSY)MTFSY DNS ^dQUZuFSV �)lSa8E)Y)QUM D VicnE��P�hQUYK^ Di{ E)s E5QTViMUF�� D Vic�� D � D X)YPQ����[G��*�(ViYPFSF , �)F\^ l\ViQX)YPQUE"�(rwQiIKE)VvXPY)E5X)Y)]P^dQT^ QTX)Y)Q��SF`M��)FSa9�)FSR\Q��(F\Y)MUF\Y D EP^ 	�� .

• ViYPFSGULwF\V!�e]5Lm^dF��)cUa8F �)E)FHQUGTx5FSR\Q��(F\ViFSMTQUR\QvViY D �hE�� D (DNS �SQ��(V D MiNP])FSVvQ��)QiNPQ 5% M��SFSR\QvViY D �hE�� D � �PViFSY��PFSV ,EmNKE6�)LwVicyGUQUNPcUa8F ).
g D X)Y)EK^dFSY , �PQUReI D �)ViQ - �)EPGULTIKc�� D X)Y D a5EPM D F\VfE��P�hQTYP^ Di{ EPs�Q www.FreeBSD.org, ViQyQUG������)QnYPF �SQUNPMUF\YQUGUY D x D FSV!�(]��9�(F\Y)MUF\Y)LhEP^ 	 �8M D a5FSR\QvX)Y)QTM D kwIKFSY D , X)Q2���ON D FSV*� D X)Y)Q2��E0QUZBEmI D F\VnQUVUMUFSV D . _ANKQ!� D NPc!���v^
�)lSa8E)Y)Lwsnx8EP^ �(F\Y)MUF\Y)QT^ DNS � D XPY)Q��`MUQvM��)FSa9�)E)k8^dEPY5GULTIKF\VfIKFSN D VUc��e]0M2�(F\RSQvQiIKE��5Y D � .

C�D Z>I��fkIKQUX)QUN"�)E)VUF(NPc����fk#� D X)Y)Q2�1�)FqGULTIKF\VvX)Q�� �ON D VUc��e]#� D X)YPFeIKFSN"�[NPQ�� D NPc��)QUk#�SFSViE , X)QUVUQT^dL��)ViQyE��P�hQTYP^ Di{ Em]0LWZBFEP^dFSF\V!�e]5M��)lSa8F .

23.6.4. � � � �'��� ,��&1�1� �,� �p Q FreeBSD I D Fo^dQ!� BIND, X)Q9Q��)FSMTEwI����v^zXPY)E��)E�� D ^ , � D � �fM D F\V!�e] named.

� " � : ! �'��-8"(!'��6
named I D Fo^dQ!� BIND

ndc X)Y)QTRSY D ^+^ D LwX)Y D MiNKF �)Em]hI D F\^dQ��)QT^4�SFSY)MTFSY D EP^ 	 �
/etc/namedb � D V D NPQTR , M��PQUViQTY)QT^ Y D �(XPQiN D R D F\V!�e]�M2�e]0E��P�hQTYP^ Di{ Em]Q �SQ!� D r BIND

/etc/namedb/named.conf �)Q!�P�hEPRSLwY Di{ E)Q!���"�fk5� D kmN0IPN)]�I D F\^dQ�� D
�5D kmN"�:�\Q!�5QTG!�����PQvY D �SX)QiN D R D snV!�(]0M�� D V D NKQURSF /etc/namedb E��(Q!I#FSYmZ D V9E��P�hQTYP^ Di{ EPs�Q��\Q!�)F DNS, � D
�)QUViQTY)Lws�QTViMUF�� D F\V��(F\Y)MUF\Y5EP^ 	�� .

23.6.5.
� � ��� - � BIND

�qD �6� D �9�SFSY)MTFSY0EP^ 	�� BIND L �(V D � D MUNPE)M D FSV!�(]�X)QnLm^dQiN�� D �)EPs , FSR\Q�� D �(ViYPQUk�� D �(Y D M!�)EPViF(NPc��)QnXPY)Q��SV D .
� ViQUG��JI D Fo^dQ!� named � D X)L ��� D N��e]0MTQnMTY)F\^�]#� D RSYPL2���)E , XPQT^dF��SViE)ViFqM /etc/rc.conf �(NPFeIKLws9x5Lws �SViY)Q��)L :
named_enable="YES"

j N)]#� D X)L ��� D I D Fo^dQ!� D MTY)L ���)Lws ( X)Q2�eNPFHFSR\Q�� D �(ViY)QTk��)E ):

# ndc start

23.6.6. � ��+�� �*	�
��*� �
�*+ + (%� � � 
��#(

23.6.6.1.
��-��(% :�� @9%'0/"�!���6 make-localhost� Gi]�� D ViF(NKc!�)QvM��fX)QiN��)E)ViF �eNPF(IKLwsnx5EPF8�)QW^ D �wI3� :
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# cd /etc/namedb
# sh make-localhost

IPN)]5ViQTRSQ , �)ViQTG!�[X)Y D MUEmNKc!�)Q��SQ!�(I D Vicy� D kmN /etc/namedb/localhost.rev NPQ�� D NKc!�)QTk0QUGTY D V;�PQUk��SQ���� IPNP]
loopback- E��)VUFSYP�hF\k"� D .

23.6.6.2. /etc/namedb/named.conf

// $FreeBSD$
//
// Refer to the named(8) manual page for details. If you are ever going
// to setup a primary server, make sure you’ve understood the hairy
// details of how DNS is working. Even with simple mistakes, you can
// break connectivity for affected parties, or cause huge amount of
// useless Internet traffic.

options {
directory "/etc/namedb";

// In addition to the "forwarders" clause, you can force your name
// server to never initiate queries of its own, but always ask its
// forwarders only, by enabling the following line:
//
// forward only;

// If you’ve got a DNS server around at your upstream provider, enter
// its IP address here, and enable the line below. This will make you
// benefit from its cache, thus reduce overall DNS traffic in the
Internet.
/*
forwarders {
127.0.0.1;
};
*/

C�D �0E8RSQUMTQUY)EPV!�e]�M �)QT^+^dF��)V D YPEm]mr , F��(NPE5M�� rwQTViE)ViFqX)QUNPL �)E)Vicyl\���hF �PVvQUV9E"�(X)QUNPc!�\QUM D �)Em] �)l\a DX)Y)QUM D kwI#FSY D , ViQ9^dQUZ��PQ9M��mNPs��PE)VicyY D �(IKF(N forwarders.
p QUG������)QW^ �(NPL � D F �(F\Y)MUF\Y5EP^ 	��5GULTIKF\VvY)F��)LwY"�(E)M��)QQUX)Y D a5E)M D VicnQUX)Y)F(IKF(N 	 �����fF �(F\Y)MUF\Y��[EP^ 	 �&� �)ViF\Y��)FSVnIKQ9ViF(r0X)QTY , X)Q�� D �)FqX)QUNPL �)E)VnQTViMUF\V�� D �(MTQUk#� D X)Y)Q2� .�hY)E0M!�)NPs��)F��)E)E8lSViQTRSQnY D �eI#F(N D Q!�5GTLTIKFSV D MUViQW^ D ViE"�)F�� �)E5QTX)Y D a8E)M D Vic*�(F\Y)MUF\Y5EP^ 	��5M D a5F\RSQvXPY)QUM D kwIKF\Y D

( EmNKE0ViQUV , �)QTViQUY��fk6�eIKF5�(cnL � D � D � ), E��(X)QUNPc!�\LT]0XPY)FSEP^dLwx8F��(VUM D F\RSQ��)lSa D . � D NPE��)Em]9�)LWZ��PQUk0E��K�hQUYP^ DU{ E)E .
�.�eNPE��(QTQUViMTFSV!�SViMULwsnx8E)k6�SFSY)MTFSY0EP^ 	��8XPY)QUM D kwIKF\Y D Y D GUQTV D F\VvG!�*�SViY)QnE8EP^dFSF\VvrmQUYPQUa5EPk#� D � D N9�SMi]��SE , ViQ9MY)F �\LTNKcUV D ViF`V D �)QUk9� D �SViY)QTk��)E0M���^dQiZuFSVUFHX)QUNPL �)E)VicnrmQUY)QTa5E)k0YPF �SLWNPcTV D V .

� �� � ������
: 127.0.0.1 � / ��#���,�� � � �"�"�!� � � � ��� � � .  ��- ����$��"����� � ��� IP- ��/ ,���#�#���,�)+��,�� $�- !�� ��,"�0)+����/ ��,�� .

/*
* If there is a firewall between you and name servers you want
* to talk to, you might need to uncomment the query-source
* directive below. Previous versions of BIND always asked
* questions using port 53, but BIND 8.1 uses an unprivileged

722



���������
23. 
 �
�"� �i* � � � � � � � *

* port by default.
*/

// query-source address * port 53;

/*
* If running in a sandbox, you may have to specify a different
* location for the dumpfile.
*/

// dump-file "s/named_dump.db";
};

// Note: the following will be supported in a future release.
/*
host { any; } {
topology {
127.0.0.0/8;
};
};
*/

// Setting up secondaries is way easier and the rough picture for this
// is explained below.
//
// If you enable a local name server, don’t forget to enter 127.0.0.1
// into your /etc/resolv.conf so this server will be queried first.
// Also, make sure to enable it in /etc/rc.conf.

zone "." {
type hint;
file "named.root";
};

zone "0.0.127.IN-ADDR.ARPA" {
type master;
file "localhost.rev";
};

zone
"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.IP6.INT" {
type master;
file "localhost.rev";
};

// NB: Do not use the IP addresses below, they are faked, and only
// serve demonstration/documentation purposes!
//
// Example secondary config entries. It can be convenient to become
// a secondary at least for the zone where your own domain is in. Ask
// your network administrator for the IP address of the responsible
// primary.
//
// Never forget to include the reverse lookup (IN-ADDR.ARPA) zone!
// (This is the first bytes of the respective IP address, in reverse
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// order, with ".IN-ADDR.ARPA" appended.)
//
// Before starting to setup a primary zone, better make sure you fully
// understand how DNS and BIND works, however. There are sometimes
// unobvious pitfalls. Setting up a secondary is comparably simpler.
//
// NB: Don’t blindly enable the examples below. :-) Use actual names
// and addresses instead.
//
// NOTE!!! FreeBSD runs BIND in a sandbox (see named_flags in rc.conf).
// The directory containing the secondary zones must be write accessible
// to BIND. The following sequence is suggested:
//
// mkdir /etc/namedb/s
// chown bind:bind /etc/namedb/s
// chmod 750 /etc/namedb/s

j QUX)QUN"�)E)ViFSNPc!� D ]�E��P�hQTYP^ Di{ E)]0Q�� D X)L ���PF BIND M9QUR\Y D �)E"�)F ���PQT^zQ!�PY)LWZBF��)E)E9� D rmQ!I#E)V!�e]0M
�(QUQTViMUF\V!�(VUMULwsnx8F\^zY D �eIKFSNPF .
/*
zone "example.com" {
type slave;
file "s/example.com.bak";
masters {
192.168.1.1;
};
};

zone "0.168.192.in-addr.arpa" {
type slave;
file "s/0.168.192.in-addr.arpa.bak";
masters {
192.168.1.1;
};
};
*/

 ViQnX)YPEP^dFSY�� QUX)E�� D �PE)k0X)Ym]P^dQTk5E8QUGUY D V;�)QTk��SQ��5E��q� D kmN D named.conf IKN)]5MUVUQUY)E��"���Or#�(FSYPMUFSYPQUM .j N)]#� D Z>IKQTRSQ��)QUMTQUk��SQ���� , �)QTViQUYPLWs GULTIKF\VvQUG2�eNPLWZuE)M D Vic��SFSY)MTFSY0EP^ 	�� , My� D kmN named.conf IKQiN)Z � D G!�fVicIKQUG D MiNKF � D � D X)E"�Sc .C X)Y)EP^dF\Y)L , � D ^ D ]0X)YPQ��(V D ]#� D X)E"�ScfIPN)]0IKQT^dF�� D example.org ^dQiZuFSV9M!�fRSN)]wIKFSVUcnMUQTVnV D � :

zone "example.org" {
type master;
file "example.org";
};

� Q!� D ])MiN)])F\V!�e]5XPFSY)MTE����)QTk , �)ViQyQUVUY D Z D F\V!�e]0M9X)QiNKF type, E0E"�P�hQUYP^ DU{ Em]5Q��SQ��)F�rmY D �)E)V!�(]5M9� D kmNPF
/etc/namedb/example.org, �PViQ9L � D � �fM D FSV��e]0MnXPQiNPF file.
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zone "example.org" {
type slave;
file "example.org";
};

p �(NPL � D FHMUViQTY)E����PQUk6�\Q!���[E"�P�hQUYP^ DU{ Em]0Q��)FSk8X)FSY)F(I D F\V!�e]���Q�� �)QUM��)QUR\Q��(F\Y)MUF\Y D EP^ 	��0IKN)]6� D I D �"�)QUk��\Q!���[E
�(QirmY D �m])FSV��e]0MnL � D � D ���)QT^ � D kmNPF . �.�eNPE>E#�)QTReI D Q�� �)QUM��)QUk#�(F\Y)MUF\Y0EP^ 	��8M��OrwQiIKE)VvE��(ViYPQi]0EmNPE��)F(IKQ��(])R D Fo^ ,ViQ � � D � D ��� D ]�E��P�hQUYK^ Di{ Em]0Q��SQ��)FHGTLTIKFSV*� D rmQ!IKEPVic��(]#� D MTViQUY)E"�����Or6�(F\Y)MUF\Y D rhE5Q��)E9�\^dQUR\LWVnQUG��(NPLWZuE)M D ViclSViL��\Q!�)L .

23.6.6.3. � " � : � @8%'!

�hY)EP^dFSY>� D kmN D �SQ���� example.org IKN)]5Q�� �)QUM��)QUR\Q*�(F\Y)MUF\Y D ( Y D �SX)QiN D R D snx8E)k"�e]�My� D kmNPF
/etc/namedb/example.org) EP^dFSF\V9V D �)QTk0MUEwI :

$TTL 3600

example.org. IN SOA ns1.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
86400 ) ; Minimum TTL

; DNS Servers
@ IN NS ns1.example.org.
@ IN NS ns2.example.org.

; Machine Names
localhost IN A 127.0.0.1
ns1 IN A 3.2.1.2
ns2 IN A 3.2.1.3
mail IN A 3.2.1.10
@ IN A 3.2.1.30

; Aliases
www IN CNAME @

; MX Record
@ IN MX 10 mail.example.org.

� D ^dF\VicUViF , �)ViQyM��SF`EP^dF�� D rwQ2�(ViQTM , Q!� D ���)EPM D s9x5E)F5�e]�� D ”.”, � D I D s9VvX)QiN��)QUFHEP^�] , ViQTReI D � D �8M��(FHEP^dF � D GTF �
�(EP^dMTQiN D ”.” � D �)Q!� { F � �)E)V D snV!�(]6� D I D �"���v^dE5QTV;�)Q��SE)ViFSNPc!�)Q origin. g D X)Y)EP^dF\Y , www X)Y)F\QUGUY D �SLwF\V!�e]�M
www.origin.

p � D a5Fo^ MUQTQUGUY D Z D Fo^dQT^�� D kmNPFHQUY)EmIPZuE��)QT^�])MUN)])FSV��e] example.org., V D �9�)ViQ wwwX)Y)FSQTGUY D �SLwFSV��e]�M www.example.org.
�5D kmN6�\Q!���|EK^dFSFSV �eNPF(IKLwsnx8E)k8�hQTYP^ D V :
recordname IN recordtype value

g D E)GTQiNPF\F1� D �SViQnE��(X)QUNPc!�\LWFo^��fF.� D X)E"�SE DNS:
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SOA

� D � D NPQ*�\Q!����QUViMTFSV!�SViMUF����)Q��SViE
NS D MTViQUY)EPV D ViEPM!���fk6�SFSY)MTFSY0EK^dF �
A D IKYPF��+rmQ2�(V D
CNAME

� D �PQ!�)E��PF����PQUF�EP^�]5IPN)] D NPE D � D
MX

QUGW^dF �0X)Q��)ViQTk
PTR

L � D � D ViFSNPc*� D IKQT^dF����)QTF`EP^�] ( E"�SX)QiNPc��SLwFSV��e]0MnQTGUY D V;���Or��SQ�� D r DNS)

example.org. IN SOA ns1.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Minimum TTL of 1 day

example.org.

EP^�]�IKQW^dF � D , D V D �mZuFqQUY)EwIKZBE"��IPN)]8lSViQTRSQ9� D kmN D �SQ!�"� .

ns1.example.org.

Q�� �)QUM��)QUk /
D MTViQUYPE)V D VUE)M!���fk��SFSY)MTFSY5EK^ 	 ��IKN)]5lSVUQUk#�\Q!��� .

admin.example.org.

�)F(NKQUMUF�� , QUVUMUF � D snx8E)k6� D l\ViL��SQ��)L , D IKY)F5�`lSNPF �)VUY)Q!���PQUk0X)Q��)V;���HX)QiI#^dF � 	������v^ �SEP^dMUQUNPQT^ ”@”.
(<admin@example.org> �SV D �)QTMUE)V��e] admin.example.org)

5

X)Q��(NPFeI#QUM D ViF(NKc!���fk��)QW^dFSY>� D kmN D . �hY)E#� D Z>IKQT^ E"�\^dF �PF �)E)E>� D kmN D �SQ����[lSViQ �)E"�(NPQfI#QiN)Z �)QLwMUF(NKE��)E)M D Vic2�e] .
p � D �SViQi])x8FSFHMUY)Fo^�]�IPN)]6�PLw^dF\Y Di{ E)E8^��)QTRSE)F D I#^dE��PE"�(ViY D ViQTY��|X)Y)F(IKX)Q��)E)V D snVh�hQUYP^ D V

G�G!G�G�C�C =!= ,�, . 2001041002 GTLUI#FSVvQ�� � D � D Vic , �)ViQh� D kmN5XPQ��eNKFeI��)EPk5Y D �`E��o^dF �m]mN��(] 10.04.2001,
D X)Q��(NPFeI��PFSF

�)E"�(NPQ 02 Q�� � D � D F\V , �)ViQylSViQyG!�ON D MUVUQUY D ]�^dQiIKEP�hE�� Di{ Em]>� D kmN D � D I#F �)c . �hQ��(NPFeIKQTM D ViF(NPc����fk��)QW^dFSYM D ZBF�� , V D �6� D �5Q!�9�eNPLWZuE)VnIPN)]0ViQTRSQ , �PViQUG��|MUViQTY)E����"�fF8�(F\Y)MUF\Y��[L � � D M D NPE0QUGnQUG!�PQUMiNKF �)E)E6�SQ!�"� .

@ IN NS ns1.example.org.

 ViQ NS- � D X)E"�(c . �OD �)E)F � D X)E"�SEhIKQiNPZ��"�[EP^dFSVic2�e]hIPNP]5M��SF(r��(FSYPMUFSYPQUMvEP^ 	�� , �)QTViQUY"�fF`GULTIKLwVvQTViMUF�� D Vic�� D �\Q!�)L ._HEP^dMUQUN @, E"�(XPQiNPc��SLwF\^��fk#�(IKF��Sc , XPY)FSQTGUY D �SLwFSV!�(]�M example.org.  ViQUV �(EP^dMTQiN @ �(QUQTViMUF\V!�(VUMULwFSVvQTY)EwIPZuE��PL .
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localhost IN A 127.0.0.1
ns1 IN A 3.2.1.2
ns2 IN A 3.2.1.3
mail IN A 3.2.1.10
@ IN A 3.2.1.30

� D X)E��(E0ViEPX D A �(NPLWZ D VfIKN)]0QUGTQ!� � D �)F��)Em]�EP^ 	 �>^ D a8E�� .
C�D ��lSViQyMUEwI3�)QnM��fa5F , EK^�] ns1.example.org GTLUI#FSVX)Y)FSQTGUY D �SQTM D �PQqM 3.2.1.2. � ���)QTM D �(IKF��ScnE"�SX)QiNKc!�SLwF\V!�e]6�SEP^dMUQUN8QUYPEwIPZuE�� D @, QUGTQ!� � D � D ] , �PViQ example.orgGULTIKFSVnX)Y)FSQTGUY D �SQTM D �PQfM 3.2.1.30.

www IN CNAME @

� D X)E��(E6�8� D �PQ!�)E��PF����PEP^dE0EP^dF�� D ^dE>QUG������)QvE"�SX)QiNKc!�SLws9V!�e]hIPNP]5X)Y)E"�SMUQTF �)Em]5^ D a5E�� D ^ X"�SFSMiIKQ!�)EK^dQUM . plSViQW^ X)Y)EP^dF\Y)F www ])MiN)])F\V!�e]5X��(FSMiIKQ!�PEP^dQT^�IPNP]8^ D a8E���� , �(QTQUViMTFSV!�SViMULws9x5FSk5QUY)EwIKZBE"�)L , ViQ9F��(VUc
example.org (3.2.1.30).

� D X)E"�(E CNAME ^dQUR\LwVnE"�SX)QiNPc��SQTM D VUc��e]9IPN)]8X)Y)E"�SMUQUF��)Em]0X"�SFSMiIKQ!�)EK^dQUMvEP^dF�� D ^rwQ2�(ViQTMvEmNPE0IPN)]5E��(X)QUNPc!�\QUM D �)Em]�Q!I3�)QUR\QvEP^dF �PE6�)F5���)QUNPc!�)EK^dE8^ D a8E�� D ^dE5X)Q9Q!�)F\Y)FeIKE .

@ IN MX 10 mail.example.org.

MX- � D X)E"�(cnL2� D � �fM D F\V , � D �PE)FHXPQ!�)ViQTM!�fF.�SFSY)MTFSY��[QTViMUF�� D s9V�� D QUGTY D GTQUV;�PL9MUrwQiIP])x5F\k�l(NPF��)ViY)Q����)QTk5X)Q��)V;�IPN)]6�\Q!��� . mail.example.org ])MiN)])F\V!�e]0EP^dF��)F\^�X)Q!�PViQUMTQURSQ��(FSYPMUFSY D , D 10 QUGTQ!��� D � D FSVfX)YPE)QUY)EPViFSV9lSViQTRSQX)Q!�)VUQUMUQTRSQ��SFSY)MTFSY D .t QiZ �)Q9EP^dFSVic �)F5���)QUNPc!�)QnX)Q!�)VUQUM!�Or#�SFSY)MTFSY)QTM��`XPY)E)QUYPE)ViFSV D ^dE 3, 2 E 1. �hQ��)ViQUM��fk#�(F\Y)MUF\Y , X��fV D snx5EPk"�e]IKQ��SV D MTE)VicnXPQ!�)ViL9IPNP] example.org, � � D � D N D X)QUX)YPQUGULwF\V*�(Mi]�� D Vic2�e]6�H^ D a5E"�)QUk , EP^dFSs9x5E)k MX- � D X)E"�Sc��
� D ^��v^bGUQiNKcUa5EK^�XPY)E)QUYPE)ViFSVUQT^ , � D ViFo^ �HX)Y)E)QTY)E)ViF\ViQT^�X)QT^dF��)cUa8F`E0V D ��I D NPFSF , IKQyViF(r0X)QTY , X)Q�� D XPQ!�)V D �)FGULTIKFSVnQUViX)Y D MiNKF � D .j N)]5� D kmNKQUM*�\Q!� in-addr.arpa ( QUGTY D V!���fF1� D X)E"�SE DNS) E"�(X)QUNPc!�\LwFSV!�(]0ViQUVnZBF � D ^��fk5�hQUYK^ D V , QTV!NPE�� D snx8E)k"�(]ViQiNPc��)QnE��(X)QUNPc!�\QUM D �)E)Fo^ � D X)E��(FSk PTR MW^dF��(VUQ A EmNPE CNAME.

$TTL 3600

1.2.3.in-addr.arpa. IN SOA ns1.example.org. admin.example.org. (
5 ; Serial
10800 ; Refresh
3600 ; Retry
604800 ; Expire
3600 ) ; Minimum

@ IN NS ns1.example.org.
@ IN NS ns2.example.org.

2 IN PTR ns1.example.org.
3 IN PTR ns2.example.org.
10 IN PTR mail.example.org.
30 IN PTR example.org.

p l\ViQT^�� D kmNPF�I D F\V!�e]8X)QiN"�PQUF8�SQUQTViMUF\V!�(ViMTE)F`EK^ 	 �0rmQ2�(ViQTM IP-
D IKY)F�� D ^zM�� D a8F\^ QTX)E"� D ���)QW^zY D �)F\FM!�v^��fa0NKF ���)QW^�IKQT^dF��)F .
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23.6.7. � � � �  � � ��� 
 -/�
��/�1 ��	��1+C lSa5EPY)Lwsnx5EPk6�(F\Y)MUF\Y0EP^ 	 � - lSViQ �(F\Y)MUF\Y0EP^ 	 � , �)F`QTViMUF�� D s9x5E)k9�)E6� D � D �)Lws��\Q!�)L . � �0XPY)Q��SViQ9M��fX)QiN��m])FSV
� D XPY)Q�� �JQTV��SMUQUF\RSQvEK^dF �)E8E9�(QUrmY D �m])F\VvY)F��SLWNPcUV D V;� IKN)]5X)Q2�eNPF(IKLwsnx5F\RSQvE��(X)QUNPc!�\QUM D �)Em] .

j N)]#� D �(ViYPQUk��)EV D �)QTRSQ �(FSYPMUFSY D IKQ��SV D VUQ!���)Q9E"���)NPs��)EPVichM��(FHQUX)E�� D �PEm]#�SQ��0E�� �(V D �wI D YPV;�)QUk6�)Q!�P�hEPRSLwY Di{ E)E6�(F\Y)MUF\Y D EK^ 	 � .

23.6.8.
� � ��� - � named � � � -/��)�+����8�j N)]hIKQUXPQiN"�)EPViF(NPc��)QUk5GUF �\QUX D ���)Q2�(ViE�M D ^ ^dQUZBF\V9XPQUViY)F\GUQTM D VUc��e] � D X)L ��� D Vic named(8) ��X)Y D M D ^dE

�)FSX)YPE)MUEmNKFSRSEPY)QUM D ���)QTRSQfX)QUNPc!�\QUM D ViFSN)]�E6� D �(ViY)QTE)Vic9FSRSQ�� D M!�fX)QUN"�)F �PE)F chroot(8) M�� D V D NPQTR - X)F��SQ!���PE { L .  ViQX)Q!�\MUQiNKE)V�� I#F(N D Vic��)F(IKQ��SViLwX����v^�IKN)]�I D F\^dQ!� D named M��SF , �)VUQ9Y D �(X)QUNPQiZuF��)QvM!�PF`X)F5�(Q!�"�)E { � . �8�eNPE namedGULTIKFSVnM!�(NKQT^ D � , ViQylSViQ9X)QT^dQUZBF\VnLm^dF �PcUa5EPVicnMTQ!�\^dQUZ ���fk0Lwx5FSYPG . �hQ9Lw^dQUN"� D �)E)s�MTQ FreeBSD EP^dF\snV!�(]X)QiNPc��SQTM D VUF(NPcfE8RSY)LwX)X D �`EK^dF � D ^dE bind, �)QTViQUY��fFHX)Y)F(I�� D ��� D �PF ���[EP^dF����)QnIPN)]5V D �)QTRSQnE��(X)QUNPc!�\QUM D �)Em] .

�����	��
�������
: � �"��� $�� ,���'�� - ����/���� � )�- �+#+��� ����# �!,"�0��' $ named ��� $�#��"����� �+� )�����$�� chroot, ����� ��#�'����!� named)�� �"�!,�$ jail(8). � � ���0- ,���� / � �0� �"��'��0� �"��/ � ��/(����,���#�#�- ���!,�$�)+��� �"# % .

�qD �6� D � named �)F �S^dQUZBF\VnQTGUY D ViE)Vic2�e]#�)E9�6�)Fo^dL�M!�)FHX)F��SQ!���)E { � ( � D X)Y)EK^dFSY , �SQUMW^dF��(V!�)QnE"�SX)QiNKc!�SLwFo^��v^GUE)GUNPE)QUVUF � D ^ , �(Q!�PFSV D ^ X)Y)QTViQ!�)QUNPQUMnE5V D ��I D NPFSF ), ViQ��)LWZ �)Q9M��fX)QiN��)E)Vic��)F�� �)QiNPc��)Qva D RSQTM , �)ViQTG!� named
�S^dQURHY D GTQUV D Vic��PQUYP^ D NPc!�)Q . p �eNPF(IKLwsnx5Fo^ �(XPE"���)FqX)Y)F(IKX)QUN D R D FSV��e] , �)ViQ�� D V D NPQTRSQT^zXPF��(Q����)E { �[])MiN)])F\V!�e]
/etc/namedb E9�)ViQnM�� �)F�IKF(N D NPE6�PE�� D �PEmr0E��\^dF��)F �PE)k5M �(Q!I#FSYmZuEP^dQW^ lSViQTRSQ�� D V D NPQUR D . p �fX)QiN��)E)ViF
�eNPF(IKLwsnx5EPF`a D RSE , Y D GTQUV D ]#� D �0XPQiNPc��SQUM D ViFSNPc root:

• _HQ��eI D k)ViF`M2�(F8� D V D NPQUR\E , �)QTViQUY"�fF`QiZuEwI D FSV9LwMUEwIKF\Vic named:

# cd /etc/namedb
# mkdir -p bin dev etc var/tmp var/run master slave
# chown bind:bind slave var/*➊

➊ �hY)QTRSY D ^+^dF named �)LWZuF �0IKQ��SViLwX6�`XPY D MTQT^ � D X)E"�SE0Mnl\ViE9� D V D NPQUR\E , V D �9�)ViQylSViQyM��SF , �)VUQ9^���F\kX)Y)F(IKQ��SV D MTEP^ .

• � �o^dF �)E)VUFHE��(Q!�(I D kPViF`G D �SQTM!�fF�� D kmN"�:�SQ����|E#� D �(VUY)QUF�� :

# cp /etc/localtime etc➊

# mv named.conf etc && ln -sf etc/named.conf
# mv named.root master
# sh make-localhost && mv localhost.rev localhost-v6.rev master
# cat > master/named.localhost
$ORIGIN localhost.
$TTL 6h
@ IN SOA localhost. postmaster.localhost. (
1 ; serial
3600 ; refresh
1800 ; retry
604800 ; expiration
3600 ) ; minimum
IN NS localhost.
IN A 127.0.0.1
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^D

➊
 ViQyX)Q!�\MUQUNPE)VvX)YPQURSY D ^+^dF named XPY)QUViQ��)QiNKE)Y)QUM D VicnX)Y D MTEmNPc��)QUF�MTY)F\^�]8M syslogd(8).

• �.�(NPE5M��[E"�(XPQiNPc��SLwFSViF FreeBSD MUFSY��(E)E0Y D �)F\F 4.9-RELEASE, ViQyX)Q��SViY)QUkPViF �SV D VUE��)F�� �)E9� �)QT^dXPQ!�)QTM D �"�)Lws
�)QTX)E)s named-xfer E9���PQUX)E)YPLWkPViFHF 	`M9X)F��SQ!���)E { L :
# cd /usr/src/lib/libisc
# make cleandir && make cleandir && make depend && make all
# cd /usr/src/lib/libbind
# make cleandir && make cleandir && make depend && make all
# cd /usr/src/libexec/named-xfer
# make cleandir && make cleandir && make depend && make NOSHARED=yes all
# cp named-xfer /etc/namedb/bin && chmod 555 /etc/namedb/bin/named-xfer➊

�hQ2�eNPF�L �SV D �)QTM!�)E9�(V D ViE��)F5���)E����)QW^dX)Q!�PQUM D ���)QTRSQ named-xfer, MTQnE��\GUFSZ D �)E)FHX)Qi])MUNPF �)E)]6�(V D Y��Or#�)QUXPE)kGTE)GiNPEPQUViF��0E5X)YPQURSY D ^+^zMnIKFSY)F\MUFHE"�ermQ!I3�)QUR\Q*�)Q!I D , ViYPFSGULwF\V!�e]6�PF �)QUVUQUY D ] � D �)E��(V;� D :
# cd /usr/src/lib/libisc
# make cleandir
# cd /usr/src/lib/libbind
# make cleandir
# cd /usr/src/libexec/named-xfer
# make cleandir

➊ � �)QTReI D X)Y)E5M��fX)QiN��)F �)EPE0lSViQTRSQ9a D R D MTQ!� �PE�� D s9VvQUa8E)G!�PE . �.�eNPE>lSVUQ �(NPL �)EmNPQ2�(c , M��fX)QiN��)E)ViFqV D �PLWs
�)QW^ D �wIKL :
# cd /usr/src && make cleandir && make cleandir

E5LTI D NPE)ViFqM D a5FdI#FSY)F\MUQ /usr/obj:

# rm -fr /usr/obj && mkdir /usr/obj

�hY)E8lSViQW^ E��`M D a8FSRSQfIKFSY)F\M D E"�ermQ!I3���Or�ViF �"�SViQUMyGULTIKF\VvLTI D N 	 �5MTF��Sc ” ^dL �SQUY ”, E8X)QUMTViQUYPF �)E)FM!�fa8FSQTX)E"� D �����Orha D RSQUMfIKQiN)Z �)QyM!�fXPQiN"�)EPVic��(]0L �SX)FSa9�)Q .
�.�(NPE5M��[E"�(XPQiNPc��SLwFSViF FreeBSD 4.9-RELEASE E)NPE5GTQiNPF\F�X)Q!�(I��)s9s MTFSY"�SE)s , VUQ��)QTX)Em] named-xfer M
� D V D NKQURSF /usr/libexec X)QyLm^dQiN"� D �)E)s�])MiN)])F\V!�e]��(V D ViE��)F5���)E����)QW^dX)Q!�)QTM D ���)QUk , E5M!��^dQUZBF\ViFqX)Y)Q��SViQ
� �)QUX)EPY)QUM D VicvF 	`MyX)F��SQ!���PE { LhX)Y)E8X)QT^dQTx5E#�)QW^ D �wI3� cp(1).

• _HQ��eI D k)ViFH� D kmN5L �(VUY)QUk"�SViM D dev/null, �)QUViQTY��fk named ^dQUZuFSVyMUEwIKF\VicnE8X)E"� D Vic9M��)F\RSQ :
# cd /etc/namedb/dev && mknod null c 2 2
# chmod 666 null

• _HQ��eI D k)ViF8�SEP^dMUQUNPE��)F5���)Lws � ���ON��)L /var/run/ndc � D /etc/namedb/var/run/ndc:

# ln -sf /etc/namedb/var/run/ndc /var/run/ndc

����� ��
��!����
: � ��� ��,"�!# ���*/0��% ��� � � , ����� � � ��� ����/ ��)+���!� ����� $ � -c ��,�$ '�� ��/0�0- ����� ��#�'�� ndc(8).

� ��' '���'#+��/ ��, � $ -�� � '��"�"�"� ��� � /var/run ��/ ����% �+�"# % ��,�$ ����� , ����'�� , $���# ��$ �+��� �"�0'����+�"� �!#���)+��- �"���0� ������- , ��� )�� -���� �+�"�/ � � ��)�$��!� � � � '+�0- ����/ � ) crontab / ��% root # $�#��"����� �+�0)+����$ ��- ����,���- �+�!,�� @reboot. � � ,��"�!$��"��#��*' #���,���)+� � �"� �#+�!,�����$ � � �"� crontab(5) / � % �"�����������$"% � ���0��� �"�����"� � $���� � ,�- � � $�$ ���!�"�!#�$��"� �����"���+����� � .
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• g D �(ViY)QTk)ViF syslogd(8) � D �(Q��eI D �)E)F�IKQUX)QUN"�)E)VUF(NPc��)QUR\QvX)Y)QTViQ!�)QUNPE)Y)Lws9x5FSR\Q��(Q��)FSV D log, M��)QTViQUY"�fk5^dQiZuFSVX)E�� D VUc named.
j N)]0l\ViQUR\QfIKQTG D MUcUVUF -l /etc/namedb/dev/log �5XPFSY)Fo^dF ���)QTk syslogd_flags E��O� D kmN D

/etc/rc.conf.

•
� D I D kPViF.� D X)L ��� named E0M!�fX)QUN"�)F��)E)F chroot M9X)F��SQ!���PE { L , IKQTG D MUE)M*�(NPFeIKLws9x5FSFqM /etc/rc.conf:

named_enable="YES"
named_flags="-u bind -g bind -t /etc/namedb /etc/named.conf"

����� ��
��!����
: ����- �+�!�+�"� , ����� '�� ��� $� ��,�� � $��0����� � �*���"� /etc/named.conf $�- ��� ���+�"#&% �"� �"�����"�0- � $ - ����$

� � ��� ��� � � � ����� � �*� ����� ��� � , ��� ��#+�!� )�)�� ������,�$�)+� / !����"�0��#+�!,"� '�� ��'������ )����+�"# % �*���"� , '+� ��� ,���� ����#���-��0-(/ � �0�%.) ��% �+�"# % � ���"� �0- /etc/namedb/etc/named.conf.

_`NPFeIKLws9x5EP^ a D R\QT^�])MiNP])FSV!�(]0Y)FeI D �)ViE)YPQUM D �)E)Fq� D kmN D /etc/namedb/etc/named.conf V D � , �)ViQUG�� named
� � D N , � D �)Lws��SQ��)L � D RSY)LWZ D Vic9E5R(IKF8� D k)ViE8Emr�� D IKE"���PF . j8D NKFSF8�(NPFeI#LWF\VnX)YPQ!�)QW^+^dF �)ViEPY)QUM D �����fk5X)Y)EP^dF\Y
( M2�(F , �)VUQ �SX)F { E D NPc��)Q��)FHX)Y)Q��)QT^+^dF��)ViE)Y)QTM D �)Q , �PE��)F\^ �)FHQTV!NPE�� D FSV��e]5QTV*� D �SViY)QTk��)E9�SFSY)MTFSY D DNS,Y D GTQUV D snx5F\RSQ*�PF`MyX)F��SQ!���)E { F ):
options {
directory "/";➊

named-xfer "/bin/named-xfer";➋

version ""; // ��0B,!4 = .�,.�F�/�0B,0�3;:���J BIND
query-source address * port 53;
};
// H!<!3.�,�)�9�J ���!F :1(�2�0!/ ndc
controls {
unix "/var/run/ndc" perm 0600 owner 0 group 0;
};
// 
�.1)�0�0 :-)�0 = H#J/K+!(�5!4 :
zone "localhost" IN {
type master;
file "master/named.localhost";➌

allow-transfer { localhost; };
notify no;
};
zone "0.0.127.in-addr.arpa" IN {
type master;
file "master/localhost.rev";
allow-transfer { localhost; };
notify no;
};
zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.int" {

type master;
file "master/localhost-v6.rev";
allow-transfer { localhost; };
notify no;

};
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zone "." IN {
type hint;
file "master/named.root";
};
zone "private.example.net" in {
type master;
file "master/private.example.net.db";
allow-transfer { 192.168.10.0/24; };
};
zone "10.168.192.in-addr.arpa" in {
type slave;
masters { 192.168.10.2; };
file "slave/192.168.10.db";➍

};

➊
p I#E)Y)F �PViE)MUF directory L2� D � D �#� D V D NPQTR /, V D �6� D �0M2�(FH� D kmN"� , �PQUViQTY��fF.�)LWZ ��� IKN)] named,
� D rmQ!IP])V��e]0M!�PLWVUY)E5l\ViQUR\Q�� D V D NPQTR D ( M2�(X)QW^��)E)ViF , �)ViQylSViQ9Y D M��)Q!��� D ���PQ ” QUG������)QT^dL ” X)QUNPc!�\QUM D ViF(NKc����PQT^dL
/etc/namedb).

➋
� D I D FSVvX)QUN"���fk8X)LwVic���IKMUQTE����)QW^dLyM��fX)QiN��)EP^dQT^dL�� D kmNPL named-xfer ( M!�PLWVUY)E5R\Y D �)E { MUEwI#EP^dQ��SViE
named).

 ViQ �)FSQTGirmQ!IKEK^dQ , V D �6� D � named �)QW^dX)EmNPEPY)LwFSV!�(]9�`VUF\^ , �PViQUG��[GUY D Vic named-xfer X)QLm^dQUN"� D �PE)s E"� /usr/libexec.

➌
� D I D FSVvEP^�]>� D kmN D ( QTV;�)Q��SE)ViFSNPc!�)QvIKE)Y)F��)ViE)M�� directory M!�fa8F ), M �)QTViQUY)QW^ named ^dQiZuF\V�� D k)ViE� D kmN6�\Q!���JIPNP]5lSViQTk6�\Q!��� .

➍
� D I D FSVvEP^�]>� D kmN D ( QTV;�)Q��SE)ViFSNPc!�)QvIKE)Y)F��)ViE)M�� directory M!�fa8F ), M �)QTViQUY)QW^ named IKQUN)ZuF �
� D X)E����fM D Vic*�)QTX)E)s � D kmN D �SQ����JIPN)]8lSViQTk6�SQ����[X)Q2�eNPFHL �SX)FSa9�)QUk5X)FSY)F(I D �PE5FSF �`Q2���)QTM!�)QTRSQ*�SFSY)MTFSY D . p QTVXPQ!�)Fo^dL�� D ^ �)LWZ �)QyE��\^dF��)E)VicyMiN D IKFSNPc {PD � D V D NPQUR D slave � D bind � D l\V D X D r�� D �SViY)QTF �5M��fa5F .

�hQ��eNKF�M!�fX)QUN"�)F��)Em]5a D RSQTMvM!�fa8F�NPEPGUQnXPFSY)F�� D R\Y)L �SE)VUF`M D a �(F\Y)MUF\Y , NPE)GTQnX)F\Y)F � D X)L �SViE)ViF syslogd(8) E
� D XPL �SViE)ViF named(8), �)F � D G!�fMvE��(X)QUNPc!�\QUM D Vic*�)QTM!�fF�QTX { E)E , � D I D ���"�fF`M syslogd_flags E named_flags.� F\X)FSYPc named IKQUN)ZuF �#� D Y D GUQTV D VicnMnX)F5�(Q!�"�)E { F !

23.6.9.
� ���'� �,�
-�+ �.-/�.0

7 QUVi] BIND ])MUN)])FSV!�(]9� D ^dQUk0Y D �(XPY)Q��SViY D �PF ���)QTk0Y)F D NPE�� Di{ EPFSk DNS, M2�(F\ReI D �(ViQTE)VnMTQUX)Y)Q2��QTGvQUGTF��(XPF �)F��)E)EGUF �\QUX D ���)Q2�(ViE .
p YPF\^�]5QTVvMUY)Fo^dF �)E8QUG�� D Y)LWZuE)M D snV��e]�MUQ��\^dQiZ ���fFHE5Y)F D NPc����fF�GUYPFSa5E8MnGTF �SQTX D � �)Q��SViE .p F5�(cW^ D X)QiNKF � �PQnX)Y)Q��)F��SVic �(QUQTGUx8F �)Em]�GTF �SQTX D � �)Q��SViE CERT (http://www.cert.org/) E5X)QiIKX)E"� D Vic2�e]#� D _HX)E"�SQ!�Y D �����ON"�)E FreeBSD, XPQ��(MU])x 	������fk#�(YPQ!�����v^ �(QUQTGUx8F �)Em]P^ , �SMi]�� D �����v^4�HGUF��SQTX D � �)Q��SVicUs

(http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications) IPN)]8ViQUR\Q , �)VUQUG!�[G��fVicnM��)LwY"�(FqViF��)Lwx5EmrX)Y)QUGUNPF\^4�HQUGTF��SX)F �)F��)E)Fo^zGUF �\QUX D ���)Q2�(ViE Internet E FreeBSD.

� ���(��"�����"�
:
# # ��$ ) � ����$ '�� � � ��,"� � �0��-�� , ��� ������$��$�� �"�!# �0� /���$ � $�# � ��/���� � �"��'�#+���0)*$ #�)+� � �+� �!'+�0-���$"��$�,"� )������"��� �

named ��� �"� - ������� � .
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23.6.10. � � � ���#+��
��� �#0,+,��� � �
���
���� �
��
_HX)Y D MTQ!��� D ]�E��P�hQTYP^ Di{ E)]0X)Q BIND/named: ndc(8), named(8) E named.conf(5)

•
� �hE { E D NKc!� D ] �SViY D �PE {PD ISC BIND (http://www.isc.org/products/BIND/)

• FAQ XPQ BIND (http://www.nominum.com/getOpenSourceResource.php?id=6)

•
C �PE)R D E"�eI D ViF(NPc2�(ViM D O’Reilly DNS and BIND 4th Edition (http://www.oreilly.com/catalog/dns4/)

• RFC1034 - Domain Names - Concepts and Facilities (ftp://ftp.isi.edu/in-notes/rfc1034.txt)

• RFC1035 - Domain Names - Implementation and Specification (ftp://ftp.isi.edu/in-notes/rfc1035.txt)

23.7. BIND9 @ FreeBSD
� � � � � : Tom Rhodes. %&� � � ��� � 	 � � & �� ' �'$�( �!*+' : Dmitry Morozovsky.

FreeBSD � D �)E�� D ]6��MTFSY"�SE)E 5.3 �(QiIKFSYmZuE)V9M9G D �\QUMUQTkhX)Q��SV D M��)F8�SFSY)MTFSY DNS BIND9. _HY)FeI#E5X)Y)Q��)Emr
�)QUMTQUMUMTFeIKF��)E)k��(VUQUE)VyQUVU^dF\ViE)Vic �)QTM!�fF`MTQ!�o^dQiZ �)Q��SViE , �SMi]�� D �����fF �`GUF��SQTX D � �)Q��SVicUs , �PQUMULws QUY)R D �)E�� Di{ EPs� D kmNPQTM*�)Q��P�hE)RSLwY DU{ E)E0E D MUVUQT^ D VUE��)F�� �)QUFHE"�(XPQiNPc��SQUM D �)EPF�QUX { E)E chroot(8). �hFSY)M D ]�� D �SVicnl\ViQUk8R(N D M!�X)Q��SMi])x5F�� D QTG��(LWZ>IKF��)E)s��PQUM!�Or�MTQ!�\^dQUZ �)Q��SViFSk�E8Emr0E"�(XPQiNPc��SQUM D �)E)] , MTViQUY D ]0QUX)E����fM D FSVvXPY)Q { F5� �QUG!�PQUMiNKF �)Em]#�SFSY)MTFSY D DNS X)Y)E5XPFSY)FSrwQiIKF.� D FreeBSD 5.3.

t �|GULTIKFo^4� � �ON D Vic2�e]#� D �(F\Y)MUF\Y BIND � D �
named(8).

t �[X)QiIKY D �\Lm^dFSM D F\^ , �)ViQ �)E)V D ViFSNPc���� D �)QW^4��ViF\YP^dE��)QUNPQUR\E)FSk , QUXPE"���fM D F\^dQTkhMnX)Y)F(I��qIKLwx5F\k5RSN D MTF .
�5D kmN"�:�)Q��P�hE)R\LWY Di{ E)E�IPN)] named M�� D �(VUQi])x5F\F`MTY)F\^�]5Y D �(XPQiN D R D s9V!�e]�M�� D V D NPQUR\F
/var/named/etc/namedb/ E5ViY)F\GULwsnVy^dQ!IKEK�hE�� Di{ E)E0X)F\Y)FeI�� D � D NPQT^zE��(X)QUNPc!�\QUM D �)Em]#�(F\Y)MUF\Y D . �qQiNKcUa D ]
� D �SVicnY D GUQTV;�[X)Q��PQ!�P�hE)R\LwY Di{ EPE6�(F\Y)MUF\Y D DNS X)YPQUE"�(rwQiIKE)V9EP^dF ���PQ9M9lSViQW^4� D V D NPQTRSF .

23.7.1. � ��+�� �*	�
��*� ��� �8-�+ ���
+,� 
 (Master) �'�*+ (j N)]6�(Q��eI D �)Em]0Q�� �)QUM��)QUk��\Q!���[XPFSY)F\kwIKE)ViFOM�� D V D NPQUR /var/named/etc/namedb/ E5M��fX)QiN"�PE)ViF.�PQT^ D �mIKL
# sh make-localhost

�hY)E0LTI D �"�)QT^ �SViF �PF �)E)E8QUG2�(ViQU])ViF(NPc2�(ViMnM�� D V D NKQURSF master XPQi])MUEPV!�e]hIKM D �)QTM!�Or0� D k)N D : localhost.revIPN)]0NPQ�� D NKc!�)QTRSQqIKQW^dF � D E localhost-v6.rev IPNP]0NPQ!� D NPc��)QUk#�\Q!��� IPv6.
p X)Q2�(V D MiN)])Fo^dQT^4�(V D �wI D Y)V;�)QW^� D kmNPF8�)Q!�K�hE)RSLwY DU{ E)E named.conf LWZBFHF��SVic �����ON"�PE6� D QUG D � D kmN D �SQ�� .

23.7.2. � ��+�� �*	�
��*� ��� �'�����1-���	�� 
 (Slave)
� ��+8(j QUX)QUN"�)E)ViFSNPc!�"�fFdIKQT^dF����|E8X)Q!I)I#QT^dF �"�|^dQURSLwV9G!�fVicvIKQUG D MiNKF ��� � D �6� D MUE"�SEP^��fF.�\Q!��� .

p GTQiNPcTa5E��"�SViMUF
�eNPL � D FSMOIKQ2�(V D ViQ!�"�)QnX)YPQ��(VUQ � �)QUX)EPY)QUM D Vicn� D kmN master/localhost.rev M�� D V D NPQUR slave E5E"�\^dF �PE)Vic
�)QUX)EPs . �hQ2�eNPFHE��\^dF��)F �)E)]8� D kmNKQUM*�\Q!�6�PLTZ �)QvIKQUG D MTE)Vic������ON"�)E9� D �)E)r0MnQ�� �)QUM��)QUk0� D kmN6�)Q��P�hE)R\LWY Di{ E)E
named.conf, � D X)Y)EP^dF\Y , V D � :

zone "example.com" {
type slave;
file "slave/example.com";
masters {
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10.0.0.1;
};
};

zone "0.168.192.in-addr.arpa" {
type slave;
file "slave/0.168.192.in-addr.arpa";
masters {
10.0.0.1;
};
};

� VU^dFSViEK^ , �)ViQyE"�SX)QiNPc��SQTM D �"���fk�Mnl\ViQT^ XPY)EP^dFSYPF IP
D IKY)F���])MiN)])F\V!�e] D IKY)F5�(QW^ , �1�)QTViQUY)QTRSQ9GULTIKLwV

�)QUX)EPY)QUM D Vic2�e]0� D kmN��:�SQ!� ; l\ViQUV D IKY)F5�.�PF`QUGU]�� D ViF(NPc��)Qf])MUN)])FSV!�(]5X)LwGiNKE������v^4�SFSY)MTFSY)QW^ DNS.

23.7.3. ��� �8������'��� �'�*+ � �*	�
�������� -��1-/���1	 (j N)] D MTViQT^ D ViE��)F5���)QTRSQ*� D X)L ��� D I D F\^dQ!� D named X)Y)E�� D R\Y)L � �)F8�(E"�SViF\^��|IKQUG D MUcTViF+Mh� D kmN9�SV D YPViQUMTQUk
�)Q!�P�hEPRSLwY Di{ E)E rc.conf �(ViY)Q��)L
named_enable="YES"

�.�(VicyE�I#Y)LwRSE)FHX D Y D ^dFSViY"� �)Q!�K�hE)RSLwY DU{ E)E , �PQnlSV D �SViY)Q!� D — ^dE��)EP^ D NPc!�)Q��)FSQTGirmQ!I#EP^ D . _HX)E��(Q!�X D Y D ^dFSViYPQUM9^dQUZ �)Q�� D k)ViE9� D �SViY D �PE { F �(X)Y D MUQ����)E�� D rc.conf(5). �8�eNPE9� D XPL � � named �PFHY D �SY)F\a5F��0M
rc.conf, �SFSY)MTFSY5^dQUZ �)Q�� D X)L �SViE)Vic9MUY)L ���)Lws �)QT^ D �wIKQTk
# /etc/rc.d/named start

23.7.4. BIND9: �/� �.��.-�( &1���'� �,�
-�+ �.-/� �
FreeBSD

D MUViQW^ D ViE"�)F�� �)E#� D X)L ��� D FSV named M9QUR\Y D �)E"�)F ���PQT^zX)Y)Q2�(ViY D �"�SViMUF chroot(8); �)Y)QW^dFHViQTRSQ ,
�(Lwx5F5�(ViMTLWF\VvFSx8F.�)F5���)QUNPc!�PQ��(YPFeI3�SViM , XPQT^dQUR D s9x5Emr�� D x5E)VUE)Vic �(FSYPMUE"� DNS QUVvMTQ!�o^dQiZ ���Or D V D � .

23.7.4.1. � �'�'-/.$�<%�> &�"�!�� ��6$!��'5 + %�-=79;$��"j N)]0QUR\Y D �)E"�)F �)E)]hIKQ��SViLwX D �9�SQ!� D ^ ^dQUR\LwVnX)Y)EK^dF �m])Vic2�e]9�SX)E"� �)E�IKQ2�(ViLwX D . j N)]5l\ViQUR\QnQUXPE)a5E)VUF�IPNP]�IKQT^dF�� D
�(X)E"�SQ!� IP

D IKY)F5�(QUM , �)QUViQTY��v^zY D �SY)F\a5F �"� � D X)Y)Q�� � �9�(QiIKFSY)ZBEK^dQT^dLyIKQW^dF ���)QTk#�SQ���� , E8E"�(X)QUNPc!�\Lwk)ViF`EK^�]lSViQTRSQ��SX)E"� � D M��)Q!�P�hEPRSLwY Di{ E)E#�SQ���� .
p QUV9X)Y)EP^dF\Y5QTX)E"� D �)Em]6�SX)E"��� D QUR\Y D �PE��)F �PEm]hIKQ��SViLwX D :

acl "example.com" {
192.168.0.0/24;
};

zone "example.com" {
type slave;
file "slave/example.com";
masters {
10.0.0.1;
};
allow-query { example.com; };
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};

zone "0.168.192.in-addr.arpa" {
type slave;
file "slave/0.168.192.in-addr.arpa";
masters {
10.0.0.1;
};
allow-query { example.com; };
};

23.7.4.2. � 6$&�-/�'54-=6$&'096(&("
�`D �\Y)FSa D Vic9M��(Fo^ � D X)Y)Q�� �[QnMTFSY"�SE)E0M D a5F\RSQ DNS �SFSY)MTFSY D ^dQiZuFSV9G!�fVic��)F � D ^dQTk�NPL �)a8FSk5EmIKFSF\k : MUQ!�o^dQiZ ���fk
�(NPQTLw^��fa5NPF �"�)E��5^dQUZBF\V9MTQ��SX)QiNPc��SQTM D VUc��e]yFSkhIKN)]5M!�O]"� �)F �PEm]5E��\MUF��SV;���Or�QUa8E)GUQ���E5LW]��SMTEP^dQ��SViFSk5EX)Y)EP^dF��)E)VicyEmr0M D a5F\RSQ��SFSY)MTFSY D . j N)]5X)Y)F(IKQUVUMUY D x5F �PEm]0lSViQTRSQ9MnY D �eIKF(N options � D kmN D �)Q!�P�hEPRSLwY Di{ E)E
named.conf ^dQUZ��PQnMUXPE"� D Vic��SViY)Q!�PL , ���)Y��fM D s9x5Lws|MUF\Y"�(EPs �SFSY)MTFSY D :
options {
directory "/etc/namedb";
pid-file "/var/run/named/pid";
dump-file "/var/dump/named_dump.db";
statistics-file "/var/stats/named.stats";
version "None of your business";

23.8. Apache HTTP �f�52 �n�52
% ���� � �
� ��� � � Murray Stokely.

23.8.1. �:&1�'��
FreeBSD E��(X)QUNPc!�\LWF\V!�e]�M � D �PF��(VUMUF`X)N D VU�hQTYP^��JIPN)]>^��)QUR\Emr0E��8� D ^��Or#� D RSY)LWZuF �"���Or#�(FSYPMUFSYPQUMvMy^dE)Y)F .

�HQUNPcUa8E��"�SViMUQ��SFSY)MTFSY)QTMvMnE"�)ViFSY"�)FSVyE"�(XPQiNPc��SLwsnV Apache HTTP
� �� " �� . � D �)F\V;� Apache IKQUN)Z ���|G��fVicM!�mNPs��)F �"�|MnX)Q2�(V D M!�)L FreeBSD. �.�eNKE5M!���)F`L �(V D �)QTMUEmNPE5Emr0MUQ9MT^dF��SViF8� �(E��(ViFo^dQUk , MUQ��SX)QiNKc!�SLwk)VUF��(cX)QUY)V D ^dE www/apache13 EmNPE www/apache2.C�D �0ViQUNPc!�PQ Apache G!�ON5L �SX)FSa9�)QnL �(V D �)QTMiNPF�� , FSR\Q��)F\QUGUrwQiIKEP^dQ*� D �(VUY)QUE)VUc .

�����	��
�������
: � �+���0- ,����&/ � �0��,���#�#�'�������)+��� �"# % � )+��,�#�$�$ 1.3.X Apache HTTP

�������"��� �
, �"�!#�'+������' � �+�"� )+��,�#�$"%����$ � ���0��� � $ ,"� '�� $�#��"����� � ��� �"# % ) FreeBSD. Apache 2.X #+��/ ��, � $�� -	�"��� � �"� )�� � �"� � �"��� ��� $�� , �"� �&/ ��#�� � ��$ ���� � # � � / ��� �"# % . ����/ � �"������$��"� �����"� � $���� � ,�- � � $���� � Apache 2.X, � � ,�� � �����"��#�� ' http://httpd.apache.org/.

734



���������
23. 
 �
�"� �i* � � � � � � � *

23.8.2. �%�
-/�
�� 
 �'�p
FreeBSD Q2���)QTM!�)QTk0� D kmN6� D �(VUY)QUk��PE Apache HTTP

� �  " � ��0L �SV D � D MiNPEPM D F\V!�e]�M
/usr/local/etc/apache/httpd.conf.

 ViQyQUG��������fk0ViF��"�(VUQUM!�fk UNIX � D k)N6� D �SViY)QTk��)E6� �(ViYPQ!� D ^dE
�)QT^+^dF��)V D YPE)FSM , � D �PE�� D s9x5EP^dE��e]9� �(EP^dMTQiN D #. �����)F\Y)X��fM D snx8FSF�QTX)E"� D �)E)FHM��SF(r�MUQ��\^dQiZ ���OrhX D Y D ^dF\ViY)QUM
� D �SViY)QUk"�)E#� D rwQiIKE)V!�(]6� D X)Y)F(IKF(NPQW^ Y D � �S^dQTViY)F��)Em]0lSVUQUk6�"�)E)RSE , X)QTlSViQW^dL �(IKF��ScnGULTIKLwV9QUX)E"� D ���[VUQiNPc��)Q
� D E)GTQiNPF\F1� D �(ViQy^dQ!IKEP�hE { E)Y)LwF\^��fF`IKE)YPF �)ViEPM!� .

ServerRoot "/usr/local"
� � D � �fM D FSVnMUFSY)r �PE)k#� D V D NPQTR`L �(V D �)QTM!�)E Apache X)Q9Lm^dQiN"� D �)E)s . �qE�� D Y����fFH� D kmN"�:� D rmQ!IP])V!�(]0M bin E
sbin, X)Q!I3� D V D NPQUR\E�Y D �SX)QiNKQiZuF ���[QTV;�)Q2�(E)ViFSNPc!�PQ��)QTY��)FSMTQUR\Q*� D V D NPQTR D �SFSY)MTFSY D , � D kmN��:� D �SViY)QUk"�)E
� D rmQiIP])V!�e]0M etc/apache.

ServerAdmin you@your.address
# IKYPF�� , � D �PQUViQTY��fkhIKQUN)Z ���|GULTIKLwV9QUViX)Y D MiNP])Vic��(]6�(QUQTGUx8F �)Em]�QnXPY)QUGUNPF\^ D r��8�(F\Y)MUF\Y)QT^ .

 VUQUV D IKY)F5�M!�fMTQ!IKE)V��e]#� D �)F �)QTViQUY"�fF`RSF��)FSYPE)Y)LwF\^��fF �(F\Y)MUF\Y)QT^4�SViY D �PE { � , � D X)Y)EP^dF\Y9�8�(QUQTGUx8F �)Em]P^dE5QUGnQTa5E)G�� D r .
ServerName www.example.com

ServerName XPQ!�SMTQiN)])F\VvM D ^zL �(V D � D MUNPE)M D VicfEP^�]8rwQ2�(V D , �)QUViQTY)QUFHQUViXPY D MUN)])FSV!�(]5QUGTY D V!�)Q*�mNPEPF �)V D ^ ,F��(NPE5Q��)QvQUViNPE�� D FSV!�(]5QUV9ViQUR\Q , �8�)QUVUQUY��v^ � D �(ViYPQUF �5rmQ��(V ( � D X)Y)EP^dF\Y , E"�SX)QiNKc!�SQTM D �)E)F www MW^dF��(VUQY)F D NPc!�PQURSQnEP^dF �)E5rmQ��(V D ).
DocumentRoot "/usr/local/www/data"

DocumentRoot:
C�D V D NPQUR , M��)LwViY)E#�PQUViQTY)QUR\QvGULTIKLwVOrmY D �PE)Vic��(]hIKQ!�PLw^dF��)V;� . �hQnLw^dQUN"� D �)E)s , M2�(F1� D X)Y)Q2���QUGTY D G D V;�fM D snV��e]hM!�)LwViY)E8lSViQTRSQ�� D V D NPQUR D , �)Q �(EK^dMUQiNKE��)F�� �)E)F � ���ON"�PE5E9�SE��)Q��)EP^���^dQTRSLwVE"�(XPQiNPc��SQUM D Vic2�e]9IPN)]5L � D � D �)Em]#� D IKY)LwRSE)F � D V D NPQTRSE .

7 QUYPQUa5F\k0EwIKF\FSk8GULTIKFSV�� IKFSN D Vic9Y)F �\FSY)M����fF �)QUX)EPE#� D �SViY)QTF � Apache X)F\Y)FeIBM!�)F5�(F��)E)F\^zE"�\^dF �PF �)E)k .
C�D �ViQiNPc��)QnM��[GULTIKF\ViF`LTIKQTMiNPF\ViMUQTY)F ���[XPFSY)MTQ!� D � D NPc��)QUk � D �(ViYPQUk��)QTk , ^dQiZ �)Q�� D X)L ��� D Vic Apache.

23.8.3.
� � ��� - � Apache

Apache �PF8� D X)L ��� D FSV��e]�E�� inetd, � D �0lSVUQvIKFSN D s9V9^��)QTRSE)F`IKY)LwR\E)F8�SFSViF\M!�fF8�SFSY)MTFSY�� .
� �9� D �SViY)QTF �hIPNP]D MUVUQ!�)QW^��)QUR\Q�� D XPL � � D , �)ViQUG��[QUGTF��(XPF �)E)M D VicnGUQiNKcUa5Lws|XPY)QUE��\MUQiIKE)ViFSNPc!�)Q2�(VicvXPY)E5QTGUY D GUQUV!�)F HTTP � D X)Y)Q��SQUMQUVnGTY D L �\FSY)QTM��mNPE)F��)ViQUM . j N)]5LwX)YPQUx5F��)Em]#� D X)L ��� D , Q��SV D �)QTM!�)E5E5X)F\Y)F � D X)L ��� D �(F\Y)MUF\Y D �SLWx8F��SViMULwFSV shell

���)Y)EPX)V . j NP]#� D XPL � � D Apache M9X)FSY)M��fk5Y D �`X)YPQ��(VUQ9M��fX)QiN"�PE)ViF :
# /usr/local/sbin/apachectl start

p �|^dQUZuFSViFqQ��SV D �)QTMUE)VUc��(F\Y)MUF\Y0MvNKsnGUQTk5^dQT^dF��)V , M!�fX)QUN"�)E)M :
# /usr/local/sbin/apachectl stop

�hQ��eNKF�M!�)F5�(F��)Em]0NPs9G!�Or�E��o^dF �)F��)E)k5Mh� D k)N6� D �SViY)QTF � , M D ^zX)QTViY)FSGTLwFSV!�(]0X)FSY)F�� D X)L �(ViE)VUc �SFSY)MTFSY :

# /usr/local/sbin/apachectl restart

j N)]0X)FSYPF � D X)L ��� D Apache GUF �HX)Y)F\Y��fM D �)Em]0EP^dF\snx5E)r �(]9�(QTFeIKE"�)F �)EPk , M!�fXPQiN"�)EPViF :
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# /usr/local/sbin/apachectl graceful

j QUX)QUN"�)E)ViFSNPc!� D ]�E��P�hQTYP^ Di{ E)]#� D rmQ!I#E)V!�e]9� D �SViY D �PE { F �(X)Y D MUQ����)QUR\QfY)L �)QUMTQ!I3�SViM D apachectl(8).j N)]#� D X)L ��� D Apache XPY)E9�SV D Y)VUF �SE"�(ViFo^�� , IKQTG D MUcUVUF�M /etc/rc.conf �(NPFeIKLws9x5Lws �SViY)Q��)L :
apache_enable="YES"

�.�eNPE8M!� rmQUVUE)ViFqX)FSY)F(I D VUc9X)YPQURSY D ^+^dF Apache httpd I#QUX)QUN"�)E)ViFSNPc!�"�fFHX D Y D ^dF\ViY��:�)QW^ D �wI3�)QUk8X)Y)E
� D R\Y)L � �)F �(E"�SViF\^�� , Q!�)E8^dQURSLwV9G!�fVic9X)QT^dF\x5F �"�|MfIKQTX)QiN��)E)ViFSNPc!�)Lws �SViY)Q��)L rc.conf:

apache_flags=""

� F\X)FSYPc , �PQUReI D MUF\G��(F\Y)MUF\Y#� D X)Lwx5F�� , M!�|^dQUZBF\ViFqX)Y)Q��\^dQUViYPFSVic �(MTQUk0MTFSG�� D k)V , � D I D MvM �(ViYPQ!�)FqGUY D L �SFSY DvD IKYPF��
http://localhost/. �hQnLm^dQiN�� D �)EPs QTViQUGTY D Z D F\V!�e]�MTFSG��SViY D �)E {PD /usr/local/www/data/index.html.

23.8.4.
� � ,� ��� �#0,+ (�
 � �.-/����+�

Apache XPQ!I)IKF\YmZuE)M D FSVOI#M D Y D �(NKE������Or0ViEPX D MTE)Y)ViL D NPc!�)QTRSQOrmQ��SViE��)R D (Virtual Hosting). �hFSY)M��fk5^dFSViQiIQ����PQUM D ��� D EK^dF � D r (Name-based Virtual Hosting).
� �5E"�(X)QUNPc!�\LwFSVvX)QUNPL �)F �"���fFHQTV��mNKE)F �)V D � D RSQUNPQUM��)E

HTTP/1.1 IPNP]5QUX)YPFeIKFSNPF �)E)]0EP^dF �)E8rmQ��SV D .  ViQyX)Q!�\MUQUN)])FSVn^��PQURSEK^ Y D �SNPE����"�v^�IKQT^dF�� D ^zE��(X)QUNPc!�\QUM D VicvQiIKE��E5ViQTVvZuF IP
D IKY)F�� .j N)]#� D �SViY)QTk��)E Apache � D E"�(XPQiNPc��SQUM D �)EPF�lSViQTRSQ9ViE)X D rmQ��(VUE��)R D IKQUG D MTcUViF�M httpd.conf � D X)E"�(c9X)Q!I#QUG!�PLWs

�eNPF(IKLwsnx5F\k :

NameVirtualHost *

�.�eNPE8MUF\G��(F\Y)MUF\Y#� D � �fM D N��e] www.domain.tld E8M!�[rmQTViE)ViF � D �SViY)QTE)VicnMTE)Y)ViL D NPc!���fk�IKQT^dF���IPN)]
www.someotherdomain.tld, �PFSQUGUrmQ!IKEP^dQvIKQUG D MTE)VicvM httpd.conf �eNPF(IKLwsnx8E)F8� D X)E��(E :

<VirtualHost *>

ServerName www.domain.tld
DocumentRoot /www/domain.tld
<VirtualHost>

<VirtualHost *>

ServerName www.someotherdomain.tld
DocumentRoot /www/someotherdomain.tld
</VirtualHost>

� D ^dF��)E)ViF D IKYPF�� D E5X)LwViE9��IKQ��)Lm^dF �)V D ^4� D ViF , �)ViQ9M!�|GTLUI#FSViFHE"�(X)QUNPc!�\QUM D Vic .
� D IKQTX)QiN��)E)ViFSNPc!�)QTk0E��P�hQTYP^ Di{ E)FSk0XPQ�� D �(ViY)QTk��)FqMUE)YPViL D NPc����OrhrwQ2�(ViQTMvQUGTY D x D k)VUF��(c��5QT�hE { E D NKc!�)QTkIKQ!�)Lm^dF��)V Di{ E)E Apache: http://httpd.apache.org/docs/vhosts/

23.8.5. � � � �	� � Apache

_HLWx8F��SViMULwsnV9^��)QiZuF��SViMUQyY D �(NPE��"���Or0^dQ!IKLWNPF\k Apache, �)QTViQUY��fF�IKQUG D MUN)])snVn�hL ��� { E)Q!� D NPc��)Q��SVic��Q����PQUM!�PQT^dL �(FSYPMUFSYPL . C QUN)NPF�� { Em]5XPQUY)ViQTM FreeBSD X)Y)FeI#Q��(V D MiNP])FSVnXPY)Q��SViQUk6�SX)Q��SQUGvL �SV D �)QTM!�)E Apache �
�)F �)QTViQUY"�v^dE6� D E)GUQUNPFSF�XPQUX)LWN)])Y��"�v^dE�IKQTX)QiN"�PE)ViF(NKc!���v^dE>^dQ!IKLWN)]P^dE .
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23.8.5.1. mod_sslt Q!IKLWNPc mod_ssl E"�(XPQiNPc��SLwFSVvGTE)GiNKE)QUViF��)L OpenSSL IPNP]9�(EmNKc!�)QTk#�)Y)E)XPViQUR\Y D �hE)E9�)FSYPF �`XPY)QUViQ��)QiN�� Secure
Sockets Layer (SSL v2/v3) E Transport Layer Security (TLS v1).

 ViQUVy^dQ!IKLWNPc �(QiIKFSYmZuE)V9M��SF.�)F\QUGirmQiIKEP^dQUF+IPN)]
� D XPY)Q�� D X)Q!I#X)E"� D ���)QTRSQ��SFSY)ViEK�hE�� D V D E�� { F��)ViY D �(F\Y)ViEP�hE�� Di{ E)E�IPN)]6� D x5EPx5F �"�)QUR\QvMUF\G��(F\Y)MUF\Y D � D FreeBSD.

�.�eNPE8M!�[F\x5F �)F`L �(V D �)QTMUEmNPE Apache, MUFSY��(Em] Apache � mod_ssl ^dQiZuFSV9G!�fVic9L �SV D �PQUMiNKF � D �)FSY)F��`X)QTY)V
www/apache13-modssl. �hQ!I)IKF\YmZ � D SSL V D �mZuFHXPY)E"�(LwV!�SViMULwF\VnE5M��mNPs��)F � D X)QyLw^dQUN"� D �)E)s[IKN)]5X)QTY)V D
www/apache2.

23.8.5.2. mod_perl

�hY)QUF��)VvE��)VUFSRSY Di{ E)E Apache/Perl QUGT��FeI#E��m])FSV9^dQUx5cn]�� ��� D X)Y)QTRSY D ^+^dE)Y)QTM D �PEm] Perl E HTTP �SFSY)MTFSY D
Apache. _J^dQ!IKLWNPFo^ mod_perl MTQ!�\^dQUZ �)Q�� D X)E"� D �)E)Fq^dQ!IKLWNPF\k Apache X)QUN"�)Q2�(VicTs � D Perl.

C Y)QT^dFHViQUR\Q ,X)Q��SViQi]����PQ�� D X)Lwx5F������fk0M2�(ViY)QTF ���"�fk0M��SFSY)MTFSY5E"�)ViFSYPX)Y)FSV D ViQTY5X)Q��SMUQUN)])FSV��)FHVUY D ViEPVic9YPF��(LwY"� � � D � D XPL � �M!�)F\a6�)F\RSQvE��PViFSY)XPY)FSV D ViQUY D E8MUY)Fo^�]6� D � D X)L � � Perl.

�.�eNPE8M!�[F\x5F �)F`L �(V D �)QTMUEmNPE Apache, FSRSQ9MUF\Y"�(Em]��`^dQ!I#LTNKF\^ mod_perl ^dQiZuFSV9G!�fVic9L �SV D �PQUMiNKF � D �)FSY)F��`X)QTY)V
www/apache13-modperl.

23.8.5.3. PHP

PHP, �SQ!�)Y D x5F��)E)F`QTV ”PHP: Hypertext Preprocessor” l\ViQna8E)Y)Q��)QnE"�SX)QiNKc!�SLwFo^��fk Open Source � �)Y)E)XPViQUM��fk]�� ���0QTGUx5F\RSQ*� D � � D �)F��)Em] , �)QTViQUY"�fk5MnQ2���)QTM!�)QW^�X)Y)FeI3� D ��� D �)F��hIPN)]5MTFSG9Y D �\Y D GTQUV;�)E5E5^dQiZuFSVyG!�fVUcnM��SViY)QTF �M HTML. ��R\Q��SE��)V D �"�(E"�HG!�ON>M!�S])VvQUV C, Java, E Perl E0]������0NPF\RSQ��0M9E"�SL �)F �PE)E .
� ���PQUM!�PQUF�X)YPFSEP^dLwx5F5�(ViMTQ]�� ��� D MnViQW^ , �)ViQyQ!�5X)Q!�\MUQiNP])FSVvMTFSGnY D �SY D GUQTV;�)E�� D ^ �(Q��eI D M D VicnMUFSG��(ViY D �)E { � G!�*�SViY)Q , �PQ9F5�(Vic9E8^��)QUZBF5�(ViMTQIKY)LwRSEmr�MTQ!�\^dQUZ �)Q��SViFSk .

PHP ^dQUZBF\VnG��fVicnL �(V D �)QTMiNPF��0E��qX)QUY)V D lang/php5.

23.9.
� 4 � � �f�52 �n�52 @ �5�8�B4�6>  ���b: Microsoft® Windows 7f�|@B�>;�69=��

(Samba)
% ���� � �
� ��� � � Murray Stokely.

23.9.1. �:&1�'��
Samba l\ViQyX)QUX)LWN)])Y"���fk0X D �)FSV9X)Y)QUR\Y D ^+^ ��QUV!�)Y��fV;�v^dE>E"�ermQiI����v^dE5VUF �"�SV D ^dE , �)QUViQTY D ]0XPY)FeIKQ2�(V D MiN)])F\V� D kmNPQTM!�fF�E8X)Y)E��PV - �SFSY)MTE"��� Microsoft Windows �)NPE)F �PV D ^ .

 VUE6�mNPEPF �)V;� ^dQUR\LWV9X)Q!I3�mNPs�� D Vic2�e]0EE"�(X)QUNPc!�\QUM D Vicv� D kmNPQUMTQUF�XPY)Q��SViY D ���(ViMTQ FreeBSD, � D �8F��eNKE0G!�|l\ViQnG��ON0NPQ�� D NPc����fkhIKE���� , EmNPE5XPY)E��)ViF\Y��
FreeBSD, � D �5F5�eNPE8G!�[lSVUQnG!�ONKE0NPQ�� D NPc����fF�X)YPE��)ViF\Y�� .

� D �)F\V Samba IKQiN)ZuF��5G!�fVUcnM!�)NPs��)F��5M9X)Q��SV D M��)L FreeBSD. �.�(NPE>M!�:�)FqL �(V D �)QUMTEmNPE Samba X)Y)E5XPFSY)MTQUkL �SV D �PQUM!�PF.�(E"�SViF\^�� , FSFO^dQiZ �)Q9L �SV D �PQUMUEPVicnE��qX)QTY)V D E)NPE5X D �)FSV D net/samba3.
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23.9.2. �%�
-/�
�� 
 �'�
�5D kmN6� D �(ViYPQUk��)E Samba X)Q9Lm^dQUN"� D �PE)s�L �(V D � D MiNPE)M D F\V!�e]�M /usr/local/etc/smb.conf.default.

 ViQTV� D kmN6�PFSQUGUrmQ!IKEP^dQ����)QTX)E)Y)QTM D VUcvM /usr/local/etc/smb.conf E5QTViY)F(I D �)VUE)Y)QUM D Vic9X)FSYPFeI>E��(X)QUNPc!�\QUM D �)E)Fo^
Samba.p � D kmNPF smb.conf � D rmQ!IKEPV!�e]0E��K�hQUYP^ DU{ Em] , �)F\QUGUrwQiIKEP^ D ]9IKN)]5Y D GUQUV!� Samba, � D XPY)EP^dFSY8QUX)YPFeIKFSNPF �)EPFX)Y)E��)VUFSY)QTMnE ” QTGUx5E)r � D V D NPQUR\QUM ”, �)QTViQUY��fFqGULTIKLwVvE��(X)QUNPc!�\QUM D Vic��(] �SQUMW^dF��(V!�)Q�� Windows �mNKE)F �)V D ^dE .

p
X D �)F\V Samba MirmQiIKE)VvX)YPQURSY D ^+^ D �HMUF\GnE��PViFSYP�hF\k"�(QW^ , � D ���fM D F\^ D ] swat, �)QUVUQUY D ]hI D F\VnX)Y)Q2�(ViQTk6�(XPQ��(QTGY)FeI D �)ViE)YPQUM D �)Em]5� D kmN D smb.conf.

23.9.2.1.
��-��(% :�� @9%'0/"�!���6 Samba Web Administration Tool (SWAT)

�hY)QUR\Y D ^+^ D MTFSG D I#^dE��PE"�(ViYPE)Y)QUM D �)E)] Samba (Samba Web Administration Tool, SWAT) � D X)L ��� D FSV!�(]#� D �I D Fo^dQ!�0E�� inetd. _`NPF(IKQUM D ViFSNPc!�)Q , M /etc/inetd.conf �)FSQTGirmQ!IKEK^dQ����m])VUc��)QW^+^dF �)V D Y)E)k>X)F\Y)FeI8VUF\^ , � D �E"�(X)QUNPc!�\QUM D Vic swat IKN)]6� D �(ViY)QTk��)E Samba:

swat stream tcp nowait/400 root /usr/local/sbin/swat

C�D �0QTX)E"� D �)QvMy�hY)EP^ . 23-1, X)Q2�eNPFHE��\^dF��)F �PEm]6� D �(ViY)QTF � inetd �PFSQUGUrmQ!IKEP^dQnQUViX)Y D MUEPVic HangUP �SE)R � D N .C�D �0ViQUNPc!�PQ swat G��ON5M!�mNKs��)F�� inetd.conf, M!�|^dQUZBF\ViFqE"�(X)QUNPc!�\QUM D VicfGTY D L �SF\YhIPN)]8X)Q!I��)NPs��)F��)Em]6�
http://localhost:901. _8� D � D N D �)FSQTGirmQ!I#EP^dQ*� D Y)FSR\E"�(VUY)E)Y)QTM D VUc��e]#� �(E"�SViF\^��PQUk5L �)F\V;�)QTk6� D X)E"�ScUs root.

�hQ��eNKF�L �(X)F\a6�)QTRSQnMUrmQ!I D � D Q�� �)QUM��)Lws �SViY D �PE { L�� D �(ViY)QTk��)E Samba, M���^dQiZuF\ViFHXPY)Q��\^dQUViY)F\VicIKQ!�)Lm^dF��)V Di{ E)s E)NPE6� D � D VUc�� D �(ViY)QTk��)L , � D Z D M�� D ���)QTX��)L Globals.
�`D �eIKFSN Globals �(QUQTViMUF\V!�(VUMULwFSVX)FSY)Fo^dF ���"�v^ , L �(V D �)QUMUNPF �"���v^zMnY D �eIKFSNPF [global] � D kmN D /usr/local/etc/smb.conf.

23.9.2.2. � : %�#�" :�� ! �*6 !("$-=7�&�%�� .$�

ghF � D MUE"�SEP^dQvQTVnViQTRSQ , E��(X)QUNPc!�\LWF\ViF�NKE5M!� swat, EmNPE8Y)FeI D �)ViE)YPLWF\ViF /usr/local/etc/smb.conf
�)FSX)Q2�(Y)F(I3�(VUMUF �"�)Q , X)F\Y)M!�fF`IKE)YPF �)ViEPM!� , �)QTViQUY"�fF`M!� � �)QUYPFSF`M2�(F\RSQnM2�(ViYPFSViE)VUFHX)YPE6� D �(ViY)QTk��)F Samba, GULTIKLwV
�eNPF(IKLwsnx5EK^dE :

workgroup

��^�]hIKQT^dF�� D EmNPE5Y D GUQ��)FSk�R\Y)LwX)X�� NT IKN)]6�)QW^dX)cUs9ViFSY)QTM , �PQUViQTY��fF`GTLUI#LWV9X)QiNKL2� D VicvIKQ��SViLwX#�5l\ViQT^dL
�(F\Y)MUF\Y)L .

netbios name
� �SV D � D MiNPEPM D F\VfEP^�] NetBIOS, X)QiI��)QTViQUY��v^zGTLTIKFSV9Y D GTQUV D Vic Samba �SFSY)MTFSY . �hQ9Lm^dQiN"� D �)E)s Q!�)QL �(V D � D MUNPE)M D FSV!�(]�Y D M����v^zX)FSYPMUQT^dL �)QW^dX)Q!�PF �)ViL DNS EP^dF �)E5rmQ��(V D .

server string
� �SV D � D MiNPEPM D F\V*�(ViYPQ!�)L , �PQUViQTY D ]0GTLUI#FSVvX)Q�� D � D � D �)QT^ D �wIKQUk net view E9�)F �PQUViQTY��v^dE�IKYPLWR\EP^dE
�(F\ViFSM��v^dE5E��"�SViY)Lm^dF �PV D ^dE , �)QUVUQUY��fFqQUViQTGUY D Z D snV��(ViY)Q��)LhQUX)E�� D �PEm]6�(FSYPMUFSY D .
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23.9.2.3. � "$-=7$&(%�� .$�4#(6�@9%'�("$-/!�%�-=7��j MUF�E�� � D E)GUQUNPFSFHM D Z ���Or � D �(ViY)QTF �8M /usr/local/etc/smb.conf QUViMTF � D snV*� D M��fGUQTY0^dQ!IKFSNPEGUF �\QUX D ���)Q2�(ViE�E9� D �hQUYP^ D VvX D YPQiNPF\khIPN)]6�)NPE)F �PViQUM .  ViE8X D Y D ^dFSViY"� �)Q!�)VUY)QiNPEPY)LwsnV!�(]9�eNPF(IKLwsnx8EP^dEIKE)Y)F��)ViE)M D ^dE :

securityj M D � D E)GTQiNPF\F1� D �SViQyE"�(X)QUNPc!�\LwF\^��OrhX D Y D ^dFSViY D l\ViQ security = share E security = user. �.�eNPEEP^dF � D X)QUNPc!�\QUM D ViFSNPFSk9IPN)]9�mNPE)F��)ViQUM �(QTMUX D I D s9V���E)r0EP^dF � D ^dE6� D �)QT^dXPcUsnVUFSY)F FreeBSD, M!�[MUQ��\^dQUZ��PQ
� D rwQTViE)ViFHM!�mNKs��)E)VUc9GTF �SQTX D � �)Q��SVicvLwY)QTM!�m]0X)QUNPc!�\QUM D ViFSN)] (user).

 ViQyX)QiNKE)ViE�� D GUF��SQTX D � �)Q��SViE�X)QLm^dQiN"� D �)E)s , Q!� D ViY)F\GULwFSV , �)ViQUG��:�mNPE)F��)V D MUVUQUY)E��\QUM D N��(]yX)F\Y)FeI8IKQ��SViLwX)QT^ ���(QTMT^dF��SV;�)Q9E"�(X)QUNPc!�\LwF\^��v^Y)F��SLwY"� D ^ .

g D LwY)QTM!�)F�GTF �\QUX D ���)Q2�(ViE share �mNKE)F �)VUL#�)FqViY)FSGTLwFSV!�(]0MirmQ!IKEPVic�� D �(F\Y)MUF\Y5X)F\Y)FeIBX)Q!I��)NPs��)F��)E)Fo^4�Y)F��SLwY"�(L .  V D ^dQ!I#F(NPc9GUF �\QUX D ���)Q2�(ViE�E��(X)QUNPc!�\QUM D N D �ScOX)Q9Lm^dQUN"� D �)EPs�M��SV D Y"�Or0MUFSY��(Em]mr Samba.

passdb backend

Samba X)Q!I)I#FSYmZuE)M D FSV��)F�� �)QiNPc��)QnY D �(NKE������Or�X)QiI3�(E"�SViF\^ D LwViF �PViEP�hE�� DU{ E)E .
p �|^dQUZuFSViFD LwViF��)ViEP�hE { E)Y)QUM D Vic��mNPE)F��)ViQUM �HX)QT^dQTx5cUs LDAP, NIS+, G D � �JI D �����Or SQL, E)NPE6�)F\Y)F �^dQ!IKEK�hE { E)Y)QTM D �����fk0� D k)N5X D YPQiNPF\k .

t F\ViQ!I D LwViF �PViEP�hE�� DU{ E)E8X)QnLm^dQiN"� D �)E)s smbpasswd, E6�(IKF��ScY D ���S^ D ViY)E)M D FSV��e]0ViQUNPc!�)Q9Q!� .

�hY)FeIKXPQiN D R D ] , �PViQnE"�SX)QiNKc!�SLwF\V!�e]0X)QiI3�(E��(ViFo^ D X)Q9Lm^dQiN"� D �)E)s smbpasswd, �)FSQTGirmQ!IKEK^dQ��(Q��eI D Vic9� D kmN
/usr/local/private/smbpasswd, �)VUQUG!� Samba ^dQURSN DnD LwViF �)VUEP�hE { E)YPQUM D Vic��)NPE)F �PViQUM . �.�eNPE>M!� rmQTViE)ViFY D �\Y)FSa8E)VicnM2�(Fo^zL2�PFSV;���v^ � D X)E"�e]P^ UNIX IKQ2�(ViLwX6� Windows �)NPE)F �PViQUM , E"�(X)QUNPc!�\Lwk)ViF8�(NPFeI#LWs9x5Lws �)QT^ D �wIKL :
# grep -v "^#" /etc/passwd | make_smbpasswd > /usr/local/private/smbpasswd
# chmod 600 /usr/local/private/smbpasswd

� GUY D ViE)ViF5�(c���IKQ!�)Lm^dF��)V Di{ E)E6� D Samba � D IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)F\k0Q9X D Y D ^dFSViY D r�� D �SViY)QUk"�)E .� ���)QTM!���fF1� D �(VUY)QUk��PE , Y D � �S^dQTViY)F������fF �eIKF5�(c , I#Q��(V D ViQ������JIPN)]8X)FSY)MTQUR\Q*� D X)L ��� D Samba.

23.9.3.
� � ��� - � Sambaj N)]#� D X)L ��� D Samba XPY)E6� D RSYPL2���)F8�SE"�(VUF\^�� , I#QUG D MUcTViF�M /etc/rc.conf �(NPFeIKLws9x5Lws �SViY)Q!�PL :

samba_enable="YES"

� D ViFo^zM!��^dQUZuFSViF � D X)L �(ViE)VUc Samba MvNKsnGUQTk5^dQT^dF��)V , � D GTY D M :
# /usr/local/etc/rc.d/samba.sh start
Starting SAMBA: removing stale tdbs :
Starting nmbd.
Starting smbd.

Samba �SQ��SViQUE)V9E��`VUY)F(r0QTV IKF(NKc!���OrhI D F\^dQ��)QUM . p �|^dQUZBF\ViFqMUEwIKF\Vic , �)ViQ nmbd E smbd � D X)L ��� D snV!�(]
���)Y)EPX)ViQT^ samba.sh. �8�eNPE>M!�[M��mNPs��PEmNPE9�SFSY)MTE"��Y D �SYPFSa5F��)Em]0EP^dF�� winbind M smb.conf, VUQ9LwMUEmIKE)ViFqV D �)ZBF
� D XPL � �hI D F\^dQ!� D winbindd.
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p �|^dQUZuFSViFqQ��SV D �)QTMUE)VUc Samba MvNPs9GUQTk5^dQT^dF��)V , � D GTY D M :
# /usr/local/etc/rc.d/samba.sh stop

Samba l\ViQ �eNPQUZ��"�fk0X)Y)QTRSY D ^+^����fk6� D GUQTY6�`�hL ��� { E)Q!� D NPc!�PQ��(VUcUs , X)Q��SMTQiN)])s9x5FSk�XPQiN"�)Lws E��)ViF\RSY DU{ E)s M
�(FSVUE Microsoft Windows.

� D I D NPc��)FSk)a8FSk0E"�P�hQUYP^ DU{ E)F\k5Q9�hL ��� { Em]mr , M!�OrmQiIP])x5Emr � D Y D ^��PE5QUXPE"� D ���)QUk
�eIKF5�(cnG D �\QUMUQTkhL �SV D �PQUM!�PE , QUGTY D x D k)VUF��(c�� http://www.samba.org.

23.10.
� 25=>69=z7n=8���5�525� �J4.�z@ 4�4 � �b=�� (FTP)

% ���� � �
� ��� � � Murray Stokely.

23.10.1. �:&1�'��
�hY)QUViQ��)QiN0XPFSY)F(I D �)E>� D kmNKQUM (File Transfer Protocol, FTP) I D FSV9X)QiNKc!�SQTM D ViF(N)]P^�X)YPQ��(VUQUk0X)LwVicyX)F\Y)FeI D �)E� D kmNPQTM*� D E9� FTP �SFSY)MTFSY D . p FreeBSD �SFSY)MTFSY�� D ]0X)Y)QTRSY D ^+^ D FTP, ftpd, M!�)NPs��)F�� D M9G D �SQUMTLws��(E"�SViF\^dL . ViQnLwX)Y)QTx D FSV�� D �(VUY)QUk��PLyE D I#^dE"�)E"�(VUY)E)Y)QTM D �PE)F FTP �(F\Y)MUF\Y D M FreeBSD.

23.10.2. �%�
-/�
�� 
 �'�
g D E)GTQiNPF\F�M D Z��"�fk0a D R.� D �mNPs�� D F\V!�e]0M9QUX)Y)F(IKF(NKF �)E)E8ViQUR\Q , � D �)EP^ L �)F\V;���v^4� D X)E��e]P^ GTLUI#FSVnXPQ!�SMTQiNPF��)QX)QiNPL � D VicfI#Q��(VULWX6� FTP �(F\Y)MUF\Y)L . p QTG!�����PQUk6�SE"�(ViFo^dF FreeBSD F5�(Vicy^��)QiZuF��SViMUQ �(E��(ViFo^����Or0L �)FSV;�"�Or
� D XPE"�(F\k , E"�SX)QiNPc��SLwF\^��OrhY D �(NPE��"���v^dE0I D F\^dQ�� D ^dE , �PQ9X)QUNPc!�\QUM D ViFSN)]P^<IKQiN)Z �)Q9G!�fVic�� D X)Y)FSx8F �8MirmQ!I9�E"�(X)QUNPc!�\QUM D �)E)Fo^�lSViEmr0L �)F\V;���Or#� D X)E"�SFSk .

p � D kmNPF /etc/ftpusers � D rmQ!IKE)V��e]6�(XPE"�(Q��0X)QiNKc!�SQTM D ViF(NPF\k ,
�)QUViQTY��v^4� D X)Y)F\x5F��hIKQ��SViLwX0X)Q FTP. �hQnLm^dQiN"� D �)E)s Q!�8M!�mNPs�� D F\VnLwX)QW^�]��)LwV;�fF8�SE"�(ViFo^����fFOL �)FSV;�"�fF8� D X)E"�SE ,
�)QnM��)FSR\Qy^dQUZ��PQfIKQTG D MTE)VicvE8QUX)YPFeIKFSNPF ���"�OrhXPQiNPc��SQUM D ViFSNPFSk , �)QUViQTY��v^ GULTIKF\V*� D X)Y)F\x5F ��IKQ��SViLwX5X)Q FTP.pqD ^ ^dQiZuFSV9X)Q!� D IKQTGUE)Vic2�e]�QUR\Y D �PE��)E)VicnIKQ2�(ViLwX0QTX)Y)FeI#F(NPF������Or0X)QUNPc!�\QUM D ViF(NKFSkhGUF��`X)QUN"�)QUR\Q�� D X)Y)F\V DE"�(X)QUNPc!�\QUM D �)Em] FTP.

 ViQy^dQiZ �)Q � IKFSN D Vic��)FSYPF �O� D kmN /etc/ftpchroot.
p �)F\^ � D rmQ!I#E)V!�e]��(X)E"�SQ!�X)QiNPc��SQTM D VUF(NPF\k�E5RSYPLWXPX , �6�PQUViQTY��v^ X)Y)EK^dF �m])F\V!�e]5QTRSY D �)E��)F��)E)F�IKQ��SViLwX D . g D �(ViY D �)E { F �(XPY D MTQ!���)E"� D

ftpchroot(5) I D � D X)Q!IKYPQUG!� D ]�E��P�hQTYP^ Di{ E)] , E5Q!� D �)FqGULTIKFSVvIKLwGiNPEPY)QUM D Vic2�e]��eIKF5�(c .
�.�eNPE8M!�:� D rmQUViEPViFHY D �SYPFSa5EPVic D �)Q!�)EK^����fk FTP IKQ��SViLwX6� D �(F\Y)MUF\Y , M �SE"�(VUF\^dF FreeBSD �PFSQUGUrmQ!IKEP^dQ��(Q!�(I D VUcX)QiNPc��SQTM D VUF(N)] ftp.

 ViQTVnX)QUNPc!�\QUM D ViF(NKc*�S^dQiZuF\VnMirmQiIKE)Vic�� D FTP �(F\Y)MUF\Y6�HEP^dF �)Fo^ X)QUNPc!�\QUM D ViF(NP] ftp EmNPE
anonymous, ��NPsnG��v^ X D Y)QiNPFo^ ( �SLwx5F��SViMULwF\V��(QTR(N D a5F �PE)F�QUG9E"�(XPQiNPc��SQUM D �)EPE�X)Q!�)VUQUMUQTRSQ D IKY)F�� DX)QiNPc��SQTM D VUF(N)]�M�� D �)F5�(ViMTF`X D Y)QiN)] ). FTP �(FSYPMUFSY5M!�fX)QUN"�)E)V chroot(2) X)YPE5MirmQiIKF�X)QUNPc!�\QUM D ViF(NP] anonymous IKN)]QURSY D �)E��PF �)Em]hI#Q��(VULWX D ViQUNPc!�)QvIKQT^ D a6�)EK^4� D V D NPQTRSQT^�X)QUNPc!�\QUM D ViFSN)] ftp.

_HLWx8F��SViMULwsnVfIKM D ViF �"�SViQUM��Or5� D kmN D , QUXPY)FeIKFSN)])snx8Emr6�(QTQUGTx5F �PE)F , QUViXPY D MUN)])F\^dQTF FTP �mNPE)F��)V D ^ ._HQ!IKF\YmZuEP^dQUFq� D kmN D /etc/ftpwelcome GULTIKF\VvM!�fMTFeIKF��)QnXPQiNPc��SQUM D ViFSN)]P^�X)FSYPFeI>XPY)E)R(N D a5F��)E)Fo^ � D MUrmQ!I .�hQ��eNKF�L �(X)F\a6�)QTRSQnMUrmQ!I D GTLTIKFSV9M!�fMUF(IKF �PQ��(QiIKFSYmZuEP^dQTFH� D kmN D /etc/ftpmotd.
� GUY D ViE)ViFHM!�)EK^ D �)E)F , �)VUQX)LwVic��8lSViQW^dL0� D kmNPL � D I D FSV!�(]0QUV;�)Q2�(E)VUF(NPc��)QfIKQW^ D a9�)FSR\Q*� D V D NPQTR D XPQiNPc��SQUM D ViFSN)] , V D �9�)ViQ D �)Q��)EP^����v^X)QiNPc��SQTM D VUF(N)]P^�GULTIKF\VvQUVUX)Y D MUN)])Vic2�e] ~ftp/etc/ftpmotd.C�D ��ViQUNPc!�)Q FTP �SFSY)MTFSY0G��ON5X)Y D MUEmNKc!�)Q*� D �(VUY)QUF�� , Q!�hI#QiN)ZuF �5G!�fVic9M!�mNPs��)F �8M /etc/inetd.conf.

p �SF , �)VUQ
�)FSQTGirmQ!IKEK^dQ , lSVUQnLTI D NKE)Vic �(EP^dMTQiN6�)QW^+^dF �)V D Y)Em] ”#” E��8� D � D N D �(Lwx8F��(VUMULwsnx8FSk6�SViY)Q!�PE ftpd:

ftp stream tcp nowait root /usr/libexec/ftpd ftpd -l
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C�D �0QTX)E"� D �)QvMy�hY)EP^ . 23-1, �SE)R � D N HangUP IKQUN)ZuF �0G��fVic9QTViX)Y D MiNPF�� inetd X)Q2�eNPFqViQTRSQ , � D �0l\ViQUVy� D kmN
� D �SViY)QUk"�)E0G!�ON>E��\^dF��)F � .
� F\X)FSYPc9M��|^dQiZuFSViFqMUQTk)ViE9� D FTP �(F\Y)MUF\Y , MUMTFeIP] :

% ftp localhost

23.10.3. �%� ��� �
 � �'�j N)]0X)Y)QTViQ!�)QUNPE)Y)QTM D �)Em]yI D Fo^dQ!� ftpd E"�SX)QiNKc!�SLwF\V��(QTQUGUx8F �)E)] syslog(3). �hQvLm^dQiN�� D �)EPs , syslog(3) XPQT^dF��SViE)V
�(QUQTGUx8F �)Em] , QTV;�)Q2�e])x5EPF��e]#� FTP, M9� D k)N /var/log/xferlog.

t F��(VUQUX)QUNPQiZuF �PE)F�NPQTRH� D kmN D FTP ^dQiZuFSVG!�fVic9E��\^dF��)F �)QyX)LwViFo^ E��\^dF��)F �PEm]9�eNKFeIKLwsnx8FSk��(ViY)Q��)E5My� D kmNKF /etc/syslog.conf:

ftp.info /var/log/xferlog

� �)E)V!�fM D kPViFHXPQUViF�� { E D NPc!���fFHX)Y)QTGiNPFo^�� , MUQ�� �)E�� D snx8E)F8� D �)Q��)EP^����v^ FTP �SFSY)MTFSY)QW^ .
p � D �SV;�)Q��SViE , M��IKQiN)Z ���JI#M D Z>I���X)Q!IKLm^ D Vic , X)YPF(Z>IKF �)F\^�X)Q!�\MUQiNKE)Vic D �)Q!�)EK^����v^ X)QiNKc!�SQTM D ViF(N)]P^ � D RSYPLTZ D Vic9� D kmN"�:� D

�(FSYPMUFSY .
p �|^dQiZuFSViFqQUG�� D YPLTZuE)VUc , �)ViQ FTP � D kPV��(V D N>�hQTY)Lm^dQT^ , � D �)QUVUQUY)QW^zX)Y)QUE��ermQ!IKEPVnQUGW^dF �

�)F(NPE { F ���\E)Q!�"���v^4�)QW^+^dFSY��)F5���)EK^ X)Y)QTRSY D ^+^����v^ QUGTF��SX)F �)F��)E)Fo^zEmNPE6�PF\^ - ViQ9F\x5FHrmLTZuF . �.�eNPE8M D ^
�)FSQTGirmQ!IKEK^dQvY D �\Y)FSa8E)Vic D �)Q��)EP^��)Lws M!�fRSYPL2���)L�� D kmNKQUM*� D FTP, X)Y D M D IKQUN)Z ���[G!�fVUc�� D �(ViYPQUF �"�[V D �)EK^QUGUY D �SQW^ , �)ViQTG!�[lSVUE8� D k)N"�:�)FO^dQUR(NKE5X)Y)Q��)E)V D VicfI#Y)LwRSE)F D �)Q��)EP^����fFHX)QiNPc��SQTM D VUF(NPEyIKQyEmr�Y D � �S^dQTViY)F��)Em]D I#^dE��PE"�(ViY D ViQTY)QT^ .

23.11. 1�@z; �B25=z;.@32v4.?A@>:~�B45�f=����B�825� 2 NTP
� � ' �
� $ ��� � � �� ��� � � Tom Hukins.

23.11.1. �:&1�'��
_AViF �)F��)E)Fo^bMUYPF\^dF �PE6� D ���:�)QW^dX)cUs9ViFSY D EP^dF\snVnVUF �wIKF�� { E)s QTV!�(V D M D Vic . Network Time Protocol - _HFSVUFSMUQTk�hY)QUViQ��)QiN p Y)Fo^dF �)E (NTP) ])MUN)])FSV!�(]5Q!I3�)EP^ E�� �(X)Q2�(QTGUQUMnMUF��SViE0ViQ����)QTFHMTY)F\^�] .t �)QUR\E)F8�SFSY)MTE"��� � �PViFSY��PFSVyQUX)E)Y D snV��e]0EmNPE��(EmNKc!�)Q�� D MTE"�e])V9QUVvVUQ!���)Q2�(ViE9� D �SQUM��)QT^dX)cTsnViF\Y)QUM . C X)Y)EP^dF\Y)L ,MUFSG - �SFSY)MTFSY�^dQiZuF\V9X)QUNPL � D VUc*� D X)Y)Q��.� D X)Q�� �ON"�)L�� D kmN D , �)QUVUQUY��fk8G!�ON6�)F(I D M��)Qn^dQiIKEP�hE { EPY)QUM D � .

p
NPQ!� D NPc!�PQUk#�(F\ViE6�PFSQUGUrmQ!IKEP^dQ , �)ViQTG!�:� D ��� �)QW^dX)cUs9ViFSYPQUM , �SQUMT^dF5�(V;�PQnE"�SX)QiNPc��SLwsnx8Emr0� D kmN�� , G!�ONPE
�(E��mrmY)Q��)E��\E)Y)QUM D ��� , �PViQUG��[MUY)Fo^�]8^dQ!IKEK�hE�� Di{ E)E5� D k)NPQUMvL �SV D � D MiNPE)M D NPQ2�(cfX)Y D MUE)NPc!�)Q . �OD �)E)F �eNKLTZuG�� ,
� D � cron(8), V D �mZuF8� D MUE��e])VvQTVnX)Y D MUEmNKc!�)Q2�(ViE0L �SV D �)QTM!�)E#�SE"�(VUF\^����Or6� D �(QTM , X)Q2���)QUNPc!�PL�� D X)L ��� D snV
�)QT^ D �wI��[MnQTX)Y)F(IKF(NPF����)QTF`MUYPF\^�] .

FreeBSD XPQ��(V D MiNP])FSV!�(]6�.�(F\Y)MUF\Y)QT^ NTP ntpd(8), �)QUVUQUY��fk5^dQUZ �)Q9E��(X)QUNPc!�\QUM D VicqIPN)]8QUX)Y)Q2� D I#Y)LwRSEmr
�(FSYPMUFSYPQUM NTP IKN)]5L �(V D �)QUM��)E#� D �(QTM*� D M D a8FSk0^ D a5E��)FqEmNPE8X)Y)F(IKQ��SV D MUNPF �)E)]0L �(NPLwR`ViQ����)QTRSQnMTY)F\^dF��)E .

23.11.2.
� (%&1�� � � � � � ��� � � � -/�
��'�
���� NTPj N)]6�(E��)rwYPQ!�)E�� Di{ EPE0M D a5Emr�� D �(QUMnM D ^ �PLTZ �)Q � D k)ViE�IKN)]5E"�SX)QiNPc��SQTM D �PEm]yQiIKE��8EmNPE5GTQiNPcTa5F\F1�)QiNKE��)F��SViMUQ

�(FSYPMUFSYPQUM NTP.
pOD a �SFSViF\MUQTk D I#^dE"�)E"�(VUY D ViQTY5EmNKE5X)Y)QTM D kwIKFSY8^dQURSLwV9EP^dFSVic �(F\Y)MUF\Y NTP IKN)]0lSViQTk{ F(NPE — QTGUY D ViE)ViF5�(c��9�)EP^ , V D �0NKE5lSVUQnMnM D a8F\^4�eNKL2� D F . _HLWx8F��SViMULwFSVnQ!�mN D k����(X)E"�SQ!�0QTGUx8FeIKQ2�(ViLwX����Or
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�(FSYPMUFSYPQUM NTP (http://ntp.isc.org/bin/view/Servers/WebHome), �)QUVUQUY��v^b^dQUZ �)QnMTQ��(XPQiNPc��SQUM D Vic2�e]nIPN)]5X)QTE"��� DGiNPEmZ D k)a5F\RSQ*�8M D ^4�SFSY)MTFSY D NTP. ghF8� D GULTIKcUVUF`M!�O]"� �)E)Vic9X)QiNKE)ViE��)L�M��fGUY D ���)QTRSQfM D ^dE9�SFSY)MTFSY D E��(X)YPQ��(EPVicY D �\Y)FSa8F �)Em] , F��eNKE0lSViQyViY)F\GULwFSV��e] .p �fGTQUY��)F5���)QUNPc!�PEmr��)F��SMi]�� D �����Or#�(F\Y)MUF\Y)QUM NTP ])MiN)])F\V!�e]5rwQTY)QUa8FSk0EmIKFSF\k0M9VUQT^ �(NPL � D F , F��(NPE0Q!I#E��5E��E"�(X)QUNPc!�\LwF\^��OrhM D ^dE��(F\Y)MUF\Y)QUM��SV D �PFSV��PFeIKQ2�(ViLwX����v^bEmNPE5F\RSQ�� D � �:�)FSViQ������ . ntpd(8) E"�SX)QiNKc!�SLwF\VvQUViMTFSV;� ,
�)QUViQTY��fF`Q��0X)QUNPL � D F\VnQUVfIKY)LwRSEmr6�SFSY)MTFSY)QTM��HLw^dQW^ — Q��hIKFSN D F\VnX)Y)F(IKX)Q��)ViF �PE)F8� D IKFSZ��"�v^ �(F\Y)MUF\Y D ^ .

23.11.3. �%�
-/�
�� 
 �'� �'� �:� 
 	���� ��+ (

23.11.3.1. � "$@9%'0/"$5�./%'! � �'>?;$&("��,��5

�.�eNPE8M D ^ �)LWZ��PQ9ViQUNPc!�PQ��(E"�mrmY)Q!�)E"�SE)Y)QTM D VicvM D a5E#� D ���[XPY)E6� D RSYPL2���)FH^ D a5E��"� , M!�|^dQiZuF\ViFMUQ��SX)QiNKc!�SQTM D Vic��(]9LwViEmNPEPViQUk ntpdate(8).
 ViQy^dQUZuFSVnXPQ!IKQTk)ViE�IKN)]6�)F��)QUViQTY��Or�� D �SViQiNKc!���Or0^ D a8E�� , �)QTViQUY"�fF

� D �SViQnX)F\Y)F � D R\Y)LWZ D snV!�(]0E5ViQUNPc!�PQnViY)F\GULwsnV9E��SYPFeI�� D �(E"�mrmY)Q!�)E"�SE)Y)QTM D Vic��(] , �PQ�� D GUQiNKcUa5E"�"�(ViMTFH^ D a5E��IKQiN)ZuF��0Y D GTQUV D Vic ntpd(8).

���(X)QUNPc!�\QUM D �)E)F ntpdate(8) X)Y)E9� D RSY)L � �PF`V D �mZuF`rmQUYPQUa5QfIPN)]8^ D a5E�� , � D �)QTViQUY"�Or#� D XPLWx8F �yI D F\^dQ�� ntpd(8).�hY)QUR\Y D ^+^ D ntpd(8) E��o^dF �m])F\VnMTY)F\^�]5XPQ��(VUFSX)F����)Q , VUQUReI D � D � ntpdate(8) L �(V D � D MiNPE)M D F\VvMUY)Fo^�]0M!�)F
� D MTE"�(EK^dQ��(VUEyQTVfViQUR\Q , � D ���)QUNPc!�)QfMTF(NPE"� D Y D ���)E {PD ^dF(Z>IKLyViF �)Lwx8EP^zMUY)Fo^dF �)Fo^�^ D a5E��"�JE�VUQ!�����v^�MTY)F\^dF��)F\^ .j N)]0M!�mNKs��)F��)Em] ntpdate(8) MUQ9MUY)Fo^�]#� D RSY)L � �PE , IKQTG D MTcUViF8�(ViY)Q����)L ntpdate_enable="YES" M9� D kmN
/etc/rc.conf.

pOD ^ V D �mZuFqX)QUViYPFSGULwF\V!�e]0L � D � D VUcnM��SF8�SFSY)MTFSY�� , �8�)QUVUQUY��v^dE8M!� rmQUViEPViF
�(E��mrmY)Q��)E��\E)Y)QUM D Vic2�e] , E5M2�(FHX D Y D ^dFSViY"� , �)QUVUQUY��fFHX)FSY)F(I D s9V!�e]8M ntpdate(8), M ntpdate_flags.

23.11.3.2.
! # � ��6�!("$-=7�&�%�� .$�

NTP � D �SViY D E)M D FSV!�(]hMy� D kmNKF /etc/ntp.conf, �hQUYP^ D V*�)QUVUQUY)QTRSQvQTX)E"� D �0M ntp.conf(5).
p QTVvX)Y)Q2�(ViQTk0X)Y)EP^dF\Y :

server ntplocal.example.com prefer
server timeserver.example.org
server ntp2a.example.net

driftfile /var/db/ntp.drift

� D Y D ^dFSViY server � D I D FSV , � D �)E)F �(F\Y)MUF\Y��[GULTIKLwVnE��(X)QUNPc!�\QUM D Vic��(] , XPQnQ!I3�)QT^dLhM�� D Z>IKQUk��(ViYPQ!�)F . �.�eNKE
�(FSYPMUFSY6� D I D �6� D Y)R\Lw^dF��)ViQW^ prefer, � D � ntplocal.example.com, ViQylSViQW^dL#�(FSYPMUFSYPLyQTV I D FSV!�(]X)Y)FeI#X)Q!�)VUF �)E)FqX)F\Y)FeIBQ��(V D NPc����v^dE .

� ViMTFSV9QUVvX)YPFeIKX)Q��)ViE)VUF(NPc��)QUR\Q �SFSY)MTFSY D GTLTIKFSVnQTViGUYPQUa5F�� , F��(NPE5Q��
� � D �)E)ViFSNPc!�)Q9QUV!NKE�� D F\V!�e]8QUVvQTViMUF\ViQUMvIKY)LwRSEmr6�SFSY)MTFSY)QTM , M9X)Y)QUVUE)M!�)QW^4�eNPL � D F`Q!�8GULTIKF\VvE"�(XPQiNPc��SQUM D Vic2�e]GUF �\QUV;�PQ��(EPViF(NPc��)Q*�0IKY)LwRSEP^bQUViMTFSV D ^ .

# Y)R\Lm^dF �)V prefer QUG!���"�)QvE"�SX)QiNPc��SLwFSV��e]hIPN)]��(FSYPMUFSYPQUM NTP, Q
�)QUViQTY��Or�E��SMTF��SV;�)Q , �)ViQyQ!�)E0Q��)F �PcnViQ������ , V D �)EP^dE , � D �PQUViQTY��Or0E"�(XPQiNPc��SLwFSV!�(]6�(X)F { E D NPc!�)QTF�QUGTQUY)LTIKQTM D �)E)FViQ!���PQURSQ9MUY)Fo^dF �)E .

� D Y D ^dFSViY driftfile � D I D F\Vn� D k)N , �)QTViQUY��fk8E"�(XPQiNPc��SLwFSV!�(]hIPN)]0rmY D �)F �)E)]6�S^dFSx8F �)E)]6� D �SViQUV!� �(E"�SViF\^����Or
� D �SQUM . �hYPQURSY D ^+^ D ntpd(8) E"�SX)QiNPc��SLwFSVnFSRSQvIPN)] D MUViQW^ D ViE"�)F�� �)QUk��)QW^dX)F ��� Di{ E)E5F5�(ViF5�(ViMTF ���)QTRSQ �S^dFSx8F �)E)]
� D �SQUM , XPQ!�SMTQiN)]m]�Fo^dL�X)Q!I)I#FSYmZuE)M D VicvIKQ��SV D ViQ����)Q9X)Y D MTEmNPc��)Lws�� D �(ViY)QTk��)L , I D ZBFHF��(NPE5Q��#� D �)F �)QTViQUY"�fkX)FSY)EPQ!I8QTV;�mNPs�� D F\V!�e]5QTVnM��)FSa9�)FSR\QnE"�SViQ!���PE�� D E"�P�hQUYP^ DU{ E)E8QnMUYPF\^dF �PE .

� D Y D ^dFSViY driftfile � D I D F\V , � D �)QUk8� D kmN5E��(X)QUNPc!�\LWF\V!�e]hIKN)]9�(QUrwY D �)F��)Em]0E��P�hQTYP^ Di{ E)E0QnXPY)FeI��qI#LWx8EmrQUViMTFSV D rhQTV��(F\Y)MUF\Y)QUM NTP, �PQUViQTY��fF`M��[E"�(X)QUNPc!�\LwFSViF .  ViQUVy� D kmN9�SQ!IKF\YmZuE)VnM��)LwViY)F����)sns E��K�hQUYP^ DU{ E)s[IKN)]
NTP.

� �#�PF�IKQUN)ZuF �8E��\^dF��m])Vic��(]6�)E�� D �)EP^dE0IKY)LwRSEK^dE5X)Y)Q { F���� D ^dE .
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23.11.3.3. � �'&("�0 : 6$!���6 +�%�-=79;(�(% 1 . 0/"�3 6 1 ; -=6(&�086$&(;

�hQnLm^dQiN"� D �)E)s M D a �(F\Y)MUF\Y NTP GTLTIKFSVOI#Q��(VULWXPF �5M2�(Fo^�rwQ2�(V D ^zM � �PViFSY��PFSV . � D Y D ^dFSViY restrict My� D kmNKF
/etc/ntp.conf X)Q��SMUQUN)])FSVnM D ^ �PQ!�)ViYPQiNPE)YPQUM D Vic , � D �)E)FO^ D a8E����|^dQUR\LwVnQUGTY D x D Vic2�e]��5M D a8F\^dL �(FSYPMUFSYPL .
�.�eNPE8M!� rmQUVUE)ViF � D XPY)FSViEPVic9M2�(Fo^b^ D a8E�� D ^zQTGUY D x D Vic��(] �8M D a5F\^dL �(F\Y)MUF\Y)L NTP, I#QUG D MUcTViF.�eNKFeIKLwsnx8Lws
�(ViY)Q��)LhMy� D kmN /etc/ntp.conf:

restrict default ignore

�.�eNPE8M!� rmQUVUE)ViFqY D �\Y)FSa8E)Vic �(E��mrmY)Q��)E��\E)Y)QUM D Vic��(MUQTE#� D ��� ��M D a8EP^4�(F\Y)MUF\Y)QT^zViQUNPc!�PQ9^ D a8E�� D ^ MnM D a5F\k
�(FSVUE , �)Q�� D X)Y)FSVUE)VicyEP^4� D �(ViY D E)M D Vic��SFSY)MTFSY0E)NPE5G��fVicnY D M!�)QTX)Y D M!���v^dE�L � D �SV;�)E�� D ^dE9�SE��mrmY)Q��)E�� DU{ E)EMUY)Fo^dF �)E , ViQ9MW^dF��SViQnL � D � D �"�)QUkhI#QUG D MUcTViF.�(VUY)Q!���PL
restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

ReIKF 192.168.1.0 ])MUN)])FSV!�(] D I#Y)F��SQT^ IP M D a5FSk9�(FSVUE ,
D
255.255.255.0 F 	8�SFSViF\MUQUk8^ D ���PQUk .

/etc/ntp.conf ^dQiZuF\V��(QiIKFSY)Z D Vic��PF����PQiNPc��)QfIKEPY)F �)VUE)M restrict.
j NP]5X)QiNKL2�PF �)Em]0XPQ!IKY)QTG!�)QTkE��P�hQUYK^ Di{ E)E5QUGUY D ViE)VUF��(c��5X)QiIKY D �(IKF(NKL Access Control Support ( �hQ!I)I#FSYmZ � D � X)Y D MiNPF��)Em] j Q��SViLwX)QT^ ) M

ntp.conf(5).

23.11.4.
� � ��� - � -/�
��/�1,� NTPj N)]0ViQUR\Q , �PViQUG�� �(FSYPMUFSY NTP � D X)L ��� D N��e]0XPY)E6� D RSYPL2���)F , IKQTG D MUcUVUF.�(ViYPQ!�)L xntpd_enable="YES" My� D kmN

/etc/rc.conf. �.�(NPE8M�� rmQUViE)VUFHX)F\Y)FeI D VicvIKQUX)QUN"�)E)VUF(NPc����fFHQTX { E)E5M ntpd(8), ViQyQUViYPFeI D �)ViE)Y)Lwk)VUFqX D Y D ^dFSViY
xntpd_flags My� D kmNPF /etc/rc.conf.j N)]#� D X)L ��� D �(FSYPMUFSY D GUF��`X)F\Y)F � D RSYPL2���)E0M D a5F\k5^ D a8E���� , M��fX)QiN"�PE)ViF �)QT^ D �wIKL ntpd, �)F � D G!�fM*� D I D VicIKQUX)QUN"�)E)VUF(NPc����fF`X D Y D ^dF\ViY��|E"�HX)F\Y)F\^dF����)QTk xntpd_flags Mh� D k)NPF /etc/rc.conf.

C X)Y)EP^dF\Y)L :
# ntpd -p /var/run/ntpd.pid

�����	��
�������
: ��� FreeBSD 5.X ,���� ��$ ����� � ����,���- �+�!,�� $ � /etc/rc.conf � ����$ ����,���$ - ���"� )������ . � ����#+�!�"� #+�!$ , )#���$�#�'�� ����,���- �+�!,"� ) )+��- ���+� �	� ��/�$�- � �+��- ����$��!� '��	� / ��� # �!,"����' � xntpd ��� ntpd.

23.11.5. $ - �,���#0/�'���'� +��
� ntpd - ��,�1	��1+ + ( 	 �,��� � � � )
�1+��
�1	 � $ + � �
 +,���j N)]#�)QUYK^ D NPc��)QUk0Y D GUQTV;�[X)Y)QTRSY D ^+^dF ntpd(8) �)FqViY)FSGTLwFSV!�(]5X)Q��SViQi]��"�)QUFHX)Q!I��)NPs��)F��)E)F � � �)VUFSY��)F\V . � I�� D �)QF��eNKE5M D a5F�MTY)F\^dF����)QTF`X)QiI��mNPs��)F �)EPF8�&� �)ViFSY"�)FSV�� D �SViY)QUF��)QfIKN)]�IKQ��SMUQ�� D X)QyViY)F\GUQTM D �PE)s , rmQUY)QTa5QvG��
� D XPY)FSViEPVic9VUY D �hE��PL NTP M!�����fM D VUcOIKQ!�\MUQ���EmNPE5XPQ!I)IKF\YmZuE)M D Vic��SQUF(IKE��)F��)E)F`XPQ��(VUQi]����)Q . �.�(NPE5M��E"�(X)QUNPc!�\LwFSViFHX)QiNPc��SQTM D VUF(NPc2���)E)k PPP, ViQh^dQiZuF\ViFHMTQ��SX)QiNPc��SQTM D VUc��e]nIKE)Y)F��)ViE)M D ^dE filter M9� D k)NPF
/etc/ppp/ppp.conf.

C X)Y)EK^dFSY)L :
set filter dial 0 deny udp src eq 123
# Prevent NTP traffic from initiating dial out
set filter dial 1 permit 0 0
set filter alive 0 deny udp src eq 123
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# Prevent incoming NTP traffic from keeping the connection open
set filter alive 1 deny udp dst eq 123
# Prevent outgoing NTP traffic from keeping the connection open
set filter alive 2 permit 0/0 0/0

�HQUNPFSFHX)Q!I#Y)QUG��)Lws|E��P�hQTYP^ Di{ EPs ^dQUZ��PQ�� D k)ViE5MyY D �eIKFSNPF PACKET FILTERING (
� � ��� � � # � � &� # C � � � p ) M ppp(8),

D XPY)EP^dFSY"�|M /usr/share/examples/ppp/.

�����	��
�������
: � ��'������0,�� � ��,"� )����"/ ��,��  �"�"��,����+� � � �0'�$�, ����� �!,���� $�' �"� �"� ,"�"��- # - �"�0������' $�-	$ �"�0- ��,���- $ , �����

��,�$�) ��/�$��*' ����,�� � � ��� #��"�!#+� � �"� #+�!$ NTP, �"��'�'���' � �!)+�+� � ��$�'+��� / � ����/0�!#+�!$� � � � )�������� - ��� $ ��� .

23.11.6. � � � ���#+��
��� �#0,+,��� � �
���
���� �
��j Q!�)Lm^dF �PV Di{ E)]0X)Q��SFSY)MTFSY)L NTP ^dQUZuFSVnG��fVic�� D kwIKF�� D M � D V D NPQTRSF /usr/share/doc/ntp/ M9�hQTYP^ D ViF
HTML.
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� ����� � � � ��� ���	��
 � ��� ���� � � 
 �����
� � ��� ��� � 	 � ��� � ������$ (������ : � 	�� ���
$ � �\����� � ��� .

24.1. �����! #"8@ � =B� 2n=$�
 V D RSN D M D QirmM D V;�fM D FSVv^��PQiZuF��SViMUQ9Y D �SNPE������Or#�SFSViF\M!�Or�ViF\^ D ViE��>X)QUM��fa5F����)QUk9�eNPQUZ��PQ��(VUE .

�hQ��eNKF1�)ViF��)Em]8l\ViQUk8R(N D M!� M!��GULTIKFSVUF.� � D Vic :
•
� � �)QUM����fF�X)Q��m])ViEm]5Qy^ D Y)a8Y)LwViE�� Di{ E)E8E8^ D Y)a5Y)LwV D r .

•
C�D �#� D �SViY)QTE)Vic IEEE 802.11 E Bluetooth®.

•
C�D �#� D �(V D MUE)Vic FreeBSD Y D GUQTV D VUcvM�� D �)F5�(ViMTF8�(F\ViFSMTQUR\Qn^dQ��SV D .

•
C�D �#� D �SViY)QTE)Vic�� D R\Y)L � �)LhX)Q �(FSVUE�IPN)]8GUF �(IKE"� �)QUMTQUk0^ D a8E���� .

•
C�D �#� D �SViY)QTE)VicnVUY D �"�(N)] { E)s �SFSViF\M!�Or D IKYPF��(QTM .

•
C�D �6�(QTFeIKE��PE)VicfI#M D �PQT^dX)cTsnViF\Y D XPQ��(YPFeI3�SViMUQW^ PLIP.

•
C�D �#� D �SViY)QTE)Vic IPv6 � D ^ D a5E��PF FreeBSD.

•
C�D �#� D �SViY)QTE)Vic ATM M FreeBSD 5.X.

�hFSY)F(I9�)ViF��)E)F\^�lSViQTk5RSN D M��JM��JIKQiNPZ��"� :

• �hQ��)EP^ D VUcnQ�� �)QUM�� Y D GTQUV;� � �)Y)E)X)VUQUM /etc/rc.

• _HMTQUGUQiI��)QfMUN D IKF\VicnQ2���)QTM!���v^dE9�(FSVUFSM!�v^dE8ViFSYK^dE�� D ^dE .

•
� � D Vic�� D �#� D �(VUY D E)M D Vic9E5L �(V D � D MiNPE)M D Vic��)QUMTQUF+]wIKYPQ FreeBSD ( � N . 8).

•
� � D Vic�� D �0L �SV D � D MiNPEPM D VUcOIKQUXPQiN"�)EPViF(NPc��)QUFHX)Y)QTRSY D ^+^��)QUFHQUGUF5�(X)F��)F �PE)F8�SViQUY)Q����)Emr�Y D �SY D GUQTV;�)E��)QTM
( � N . 4).

24.2. 1 �% 9� �5�������'& 20� @~�(�)�<�*�0�+ 8�
� ���!�
��,���� � � �� ��� � � Coranth Gryphon.

� ViQUG��:�)F �)QTViQUY D ]0^ D a8E�� D ^dQUR(N D � D k)ViE5M �(F\ViE�IKYPLWR\Lws , I#QiN)ZuF �0EK^dFSVic2�e]8^dFSr D �)E��o^ QUX)E�� D �PEm]0ViQUR\Q , � D �IKQUGTY D Vic2�e]�QUV9Q!I��PQUk5^ D a5E��)F �hIKYPLWR\QUk .
�qD �)QUk>^dF(r D �PE��\^4� D � �fM D FSV��e]#- � � � �.� � �/� ��# ���$ . ”

tbD Y)a5Y)LwV ”
� D I D 	SV��e]0X D Y)QUk D IKY)F5�(QUM : ”

D I#Y)F��SQT^ � D � � D �)F �)E)] ” (destination) E ” �(F\ViFSM��v^ a0NPs��SQW^ ” (gateway).
 V D X D Y DL2� D � �fM D F\V�� D VUQ , �)VUQ9F5�eNPE p �[X"�fV D F\ViF��Sc �SQUFeI#E��)E)Vic2�e]6� � � ��� � � - 	 � ��	 �10 �
	���( , VUQnM D ^ �)LWZ �)QL �SV D � D MiNKE)M D Vic��(MU]��Sc*�PFSY)F�� ” �(F\ViFSMTQUk0a5NPs�� ”. _HLwx5F��SViMULwF\VvViY)E>ViE)X DyD I#Y)F��SQUM*� D � � D �)F �PEm] : QTV IKFSNPc!���fFrwQ2�(V;� , X)Q!I3�SFSViE8E ” ^ D YPa5Y)LwVvX)QyLm^dQiN"� D �)E)s ” (default). ”

tbD Y)a5Y)LwVvXPQ9Lm^dQiN�� D �)EPs ” (default route)E"�(X)QUNPc!�\LwFSV!�(] , F��eNKE6�)FqX)Q!IKrwQiIKE)V*�PE5Q!I#E��5E��`IKY)LwR\Emr0^ D Y)a8Y)LwViQUM . t �|X)QTRSQUMTQUY)EK^ �PF\^��)QTRSQnXPQ!IKY)QTG!�)F\F`Q^ D Y)a8Y)LwV D r�X)Q9Lw^dQUN"� D �)E)s X)Q!�SZBF . �OD �mZuFqEP^dFSF\V!�e]>E5ViYPE5ViE)X D �SFSViFSM��Or�a0NPs��SQUM : QTV IKFSNPc!���fFHrmQ��SV;� ,E��)ViF\YP�hFSk"� � ( V D �mZuF8� D ���fM D Fo^��fF ” X)Q!I3�mNPs��PF �)Em]P^dE ” (links)) E D XPX D Y D V;���fF D IKY)F5� D Ethernet (MAC-
D IKYPF�� D ).
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24.2.1. �4*��	��
j N)]0EmN)NPs �(ViY Di{ E)E>Y D �(NPE��"���Or D �(XPF �)ViQTM9^ D Y)a5Y)LwViE"� Di{ E)E8^��|GTLTIKF\^zE"�SX)QiNKc!�SQTM D Vic��eNKFeIKLwsnx8E)k5XPY)EP^dFSYE"�(X)QUNPc!�\QUM D �)Em] �)QW^ D �wI�� netstat:

% netstat -r
Routing tables

Destination Gateway Flags Refs Use Netif Expire

default outside-gw UGSc 37 418 ppp0
localhost localhost UH 0 181 lo0
test0 0:e0:b5:36:cf:4f UHLW 5 63288 ed0 77
10.20.30.255 link#1 UHLW 1 2421
example.com link#1 UC 0 0
host1 0:e0:a8:37:8:1e UHLW 3 4601 lo0
host2 0:e0:a8:37:8:1e UHLW 0 5 lo0 =>
host2.example.com link#1 UC 0 0
224 link#1 UC 0 0

p XPFSY)M��OrnIKMTLWr �SViY)Q!� D r�� D I D s9V!�e]0^ D YPa5Y)LwVnXPQvLm^dQiN"� D �)E)s ( �)QTViQUY"�fk0GULTIKF\VfQUX)E"� D �0M��eNPF(IKLwsnx5Fo^ Y D �eIKFSNPF )E8^ D YPa5Y)LwV�� D localhost.

� �)ViFSYK�hFSk"� ( �)QUNPQ!�"� D Netif), �)QUViQTY��fk0L � D � D �5MnlSVUQUk5V D GiNKE { FO^ D Y)a8Y)LwViQUMvIPN)]0E"�SX)QiNPc��SQTM D �PEm]#�
localhost E9�)QUViQTY��fk#� D �SM D � lo0, EK^dFSFSV9V D �)ZBFqMUVUQUY)QTF.� D �SM D �)E)F , L �SViY)QTk"�(ViMTQ loopback.

 ViQ���� D �PE)V
�(QirmY D �)F �PE)F�M��SFSR\QnViY D �hE�� D IPN)]5L � D � D �"�)QUR\Q D IKYPF�� D � D ��� D �)F��)Em]0M��)LwViY)E , GTF �HX)Q�� �ON"�)E5F\RSQ9X)Q��SFSViE , V D �9� D �Q!�0M2�(F`Y D M!�PQnGULTIKF\V*� D X)Y D MUNPF �5ViLTI D , R(IKFqG!�ON9�SQ!�eI D � .

_`NPFeIKLws9x5EP^dE8M!�qIKFSN)])snx8EP^dE"�e] D IKY)F5� D ^dE�])MiN)])s9V!�e] D IKY)F5� D , � D �)E�� D snx8E)F��(]9� 0:e0:....
 VUQ D X)X D Y D V;���fFD IKY)F5� D Ethernet, EmNPE MAC-

D I#Y)F�� D . FreeBSD GULTIKFSV D MTViQT^ D ViE��)F5���)E0Y D �(XPQ!� � D M D VicONPs9GUQUk5rmQ��(V ( M�� D a8F\^X)Y)EP^dF\Y)FHl\ViQ test0) MnNKQ!� D NPc!�)QTk#�(F\ViE Ethernet E0IKQUG D MUEPVv^ D Y)a8Y)LwVfIPN)]8lSViQTRSQvrmQ2�(V D , L � D ���fM D s9x5E)k
�)FSX)Q2�(Y)F(I3�(VUMUF �"�)Q�� D E��)ViF\YP�hFSk�� Ethernet, ed0. _AlSViEK^bViE)XPQT^b^ D Y)a5Y)LwV D V D �mZuF �SMi]�� D ��X D Y D ^dFSVUY5V D kP^ D LwV D
( �)QUNPQ!�"� D Expire), E��(X)QUNPc!�\LWFo^��fk0M��(NPL � D F �)F\LUI D ���)QTk0X)QTX��fV;�)E8L �(N"�fa D Vicnl\ViQUVnrmQ��(VnMnViF��)F �)EPE
�)F �)QTViQUYPQURSQnX)FSY)EPQ!I D MUY)Fo^dF �)E . �.�eNKE5V D �)QUFHX)Y)QUE��ermQ!IKEPV , ViQy^ D Y)a8Y)LwVfIKQylSViQTRSQnrwQ2�(V D GULTIKF\V D MTViQT^ D ViE��)F5���)ELUI D N 	�� .

�OD �)EPF`rmQ��SV;�|X)QiI)IKF\YmZuE)M D snV!�(]0X)Y)E5XPQT^dQUx8E5^dF(r D �)E��\^ D , E��SMTF��SV;�)QUR\Q�� D � RIP (Routing Information
Protocol), �)QTViQUY"�fk5M!���PE"�eN)])F\V9^ D Y)a5Y)LwV;����rmQ��(V D ^zNPQ�� D NKc!�)QTk#�(FSVUE5X)Y)E8X)QT^dQTx5E0QTX)Y)F(IKF(NPF��)Em]
�)Y D V!� D k)a8FSR\QnY D � �(VUQi]��)Em] .

FreeBSD I#QUG D MUE)VfV D �mZuFqM��(Fq^ D Y)a8Y)LwV;� �8X)Q!I3�SFSV!]P^zIPN)]0NPQ�� D NKc!���OrhX)Q!I/�(FSVUFSk (10.20.30.255 ])MiN)])F\V!�e]a5E)Y)Q��)QUMTFSx D ViFSNPc!���v^ D IKY)F��SQT^�IPNP]5X)Q!I/�(FSVUE 10.20.30,
D EP^�] example.com ])MUN)])FSV��e]5EP^dF��)F\^zIKQT^dF�� D ,

�(Mi]�� D ���"�v^4��lSVUQUk5XPQ!I3�SFSVicTs ). g D � � D �)F��)E)F link#1 �SQUQUVUMUFSV��(ViMTLWF\VvX)F\Y)MUQW^dL D I D XPViFSY)L Ethernet My^ D a8E��)F .� VU^dFSVicTViFqQUV!�SLWV��(ViMTE)F�I#QUX)QUN"�)E)ViFSNPc!�PQURSQnE��)ViF\YP�hFSk"� D IKN)]5lSVUEmr6�(ViYPQ!� .p QTGUF\Emr�lSViEmr0R\Y)LwX)X D r ( rmQ��SV;�[E5X)QiI3�(F\ViE0NKQ!� D NPc!�)QTk#�(F\ViE ) ^ D Y)a8Y)LwV;� �)Q��P�hE)R\LWYPE)Y)LwsnV!�(] D MTViQT^ D ViE��)F5���)EI D Fo^dQ!�)QW^ , �)QUVUQUY��fk#� D � �fM D F\V!�e] routed. �.�eNKE5Q!�6�)F8� D X)Lwx8F � , VUQ9GTLUI#LWV��(Lwx5F5�(ViMTQUM D VicvViQUNPc!�PQ��(V D ViE��PF����PE
� D I D �����fF ( VUQnF��SVicyMUMUF(IKF �"���fF+])M!�PQ ) ^ D Y)a8Y)LwV;� .

_HViY)Q!� D host1 QUV;�PQ��(EPV!�e]6�9� D a8F\^dLyrmQ��SViL , �)QUVUQUY��fk8E��SMTF��(VUF �0X)Q D IKYPF��(L Ethernet.
�OD �9� D �5^��[])MUN)])F\^
�(]X)Q�� �ON D s9x5EP^�rmQ��SViQT^ , FreeBSD ��� D F\V , �)ViQ �)LWZ �)QyE"�(X)QUNPc!�\QUM D Vic loopback- E��)ViF\YP�hFSk"� (lo0) MT^dF��SViQnVUQURSQ ,

�)ViQUG��[Q��SLWx8F��SViMiN)])VUcnX)Q2���ON"�)LhM9E��)ViF\YP�hFSk"� Ethernet.j MUF.�SViY)Q!�PE host2 ])MiN)])s9V!�e]8X)Y)EP^dF\Y)QT^�ViQUR\Q , �)ViQyX)Y)QTE"�ermQiIKE)VnXPY)E5E"�SX)QiNKc!�SQTM D �)E)E D NKE D �SQUMfM �)QT^ D �wIKF
ifconfig(8) ( QTGUY D ViE)ViF5�(c*�8Y D �(IKF(NPLhQTG Ethernet IPN)]8QUGU��]"���)F��)Em]�ViQUR\Q , XPQ!�)Fo^dL0^��|lSViQvIKF(N D F\^ ). _HEP^dMTQiN =>X)Q��(NPF`E��PViFSYP�hF\k"� D lo0 L � D ���fM D FSV�� D ViQ , �PViQy^���E"�(X)QUNPc!�\LwF\^ �)FqX)Y)Q2�(ViQ9E��)ViF\YP�hFSk"� loopback ( V D �#� D �8lSViQ
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D IKY)F5� , QTGUQ�� � D � D s9x5E)kyNPQ�� D NPc����fk�rmQ��SV ), �)Q��8ViQT^dLhZuFqlSViQ D NPE D � . �OD �PE)Ff^ D Y)a8Y)LwV;�|X)QU])MiN)])s9V!�e]0ViQUNPc!�PQ
� D rmQ��SViF , X)Q!I)I#FSYmZuE)M D snx8F\^ D NPE D � � ; IPNP]5M��SF(r�Q��SV D NPc����OrhrmQ��(VUQUMvMnNPQ!� D NPc!�PQUk6�SFSViE0IPN)]5V D �)Emr5^ D Y)a5Y)LwViQTMGULTIKLwVvX)Q�� D � D ���[X)YPQ��(VUQ��(VUY)Q!���PE link#1.

�hQ��eNKFeI��m]m]6�SViY)Q���� D ( X)QiI3�(F\Vic�� D � � D �)F �PEm] 224) EK^dFSFSV9QUV;�PQUa5F��)E)F �8^��)QTRSQ D IKY)F5���)QTk�X)Q�� �ON"�)F , �)QUViQTY D ]GULTIKFSVnY D ���S^dQUVUY)F � D MvI#Y)LwRSQT^zY D �eI#F(NPF .
� � D �)Q��)F { , Y D �SNPE����"�fF D VUY)E)GULwV;��� D Z>IKQTRSQ9^ D Y)a5YPLWV D X)F\Y)F �)E��eN)])snV��e]8M��)QiNKQ!���)F Flags. ghEmZuFX)Y)E)MTQ!IKE)V��e]#�)Y D V;� D ]5V D GUNPE {PD �)F �PQUViQTY��Or�E��Hl\ViEmr5�yN D RSQTMvE5Emr���� D �)F��)E)k :

U Up:
tbD YPa5Y)LwV D �)ViL D NKF � .

H Host:
# I#Y)F��SQT^ � D � � D �)F �)E)]�])MiN)])F\V!�e]5QTV IKFSNPc!���fk0rwQ2�(V .

G Gateway: �hQ����ON D VicvM2�(F�IPN)]5l\ViQUR\Q D I#Y)F�� D � D � � D �)F �)E)]#� D L � D � D �"�)Lws�LTI D NKF ���)Lws
�(E��(ViFo^dL , �)QUVUQUY D ]0GULTIKFSV�� D ^ D QUX)YPFeIKFSN)])VicnI D NPc��)FSkPa5E)k0XPLWVUc9X)Y)QUrmQiZ>IKF �PEm]E��P�hQTYP^ Di{ E)E .

S Static:
t�D Y)a8Y)LwVnG!�ON9� D �SViY)QUF��0MUYPL2�"�)Lws ,

D �)F D MUViQW^ D ViE"�)F�� �)E9�SRSF �PFSY)E)YPQUM D �
�(E��(ViFo^dQUk .

C Clone: ghQUM��fk0^ D Y)a8Y)LwV��SRSF �PFSY)E)YPQUM D �#� D Q����PQUMUF`L2� D � D ���)QTRSQOIPNP]8^ D a8E�� , �9�)QUViQTY��v^^��[X)QiI��mNPs��)F ��� .
�qD �)QUk5ViE)X8^ D Y)a5YPLWV D QUG������)QvE"�SX)QiNKc!�SLwF\V!�e]yIPN)]�NPQ�� D NKc!���Or �(FSVUFSk .

W WasCloned:
� � D ���fM D F\V*� D ViQ , �)ViQh^ D Y)a8Y)LwVnG!�ON D MUVUQT^ D VUE��)F�� �)E9� �)Q!�K�hE)RSLwY)E)YPQUM D �

� D Q����PQUMUFH^ D Y)a8Y)LwV D MnNPQ!� D NPc��)QUk#�SFSViE (Clone).

L Link:
tbD Y)a5Y)LwVvM��mNPs�� D F\V�� � �ON"�)L � DyD X)X D Y D V;���fk D IKY)F�� Ethernet.

24.2.2. � �  � �� �1( � ���1	����#)
� +��#�C QUReI D NPQ!� D NPc��)QUk#�SE"�(ViFo^dF �)LWZ��PQnL �(V D �)QUMTE)Vic �(QUF(IKE��)F��)E)F �`LTI D NPF ���"�v^�rwQ2�(ViQW^ , Q!� D QUGTY D x D FSV��e]��V D GUNPE { Fq^ D Y)a8Y)LwViQUMvIPN)]5ViQTRSQ , �)ViQTG!�[QUXPY)FeIKFSNPE)Vic , �(Lwx8F��(VUMULwFSVfNKE5V D �)QUk5^ D Y)a5YPLWV . �.�(NPE8LTI D NPF �"���fk�rmQ��SVX)QUX D I D F\VvMnXPQ!I3�SFSVic , IPN)]6�PQUViQTY)QUk0E"�SMUF5�(ViF��9�SX)Q��SQUGvF\F+IKQ2�(ViEmZuF��)Em] ( ^ D Y)a8Y)LwV;�|ViE)X D Cloned), ViQ �SE"�(VUF\^ DQUX)Y)F(IKF(NP])FSVnMTQ!�o^dQiZ �)Q��SVicvX)QiI��mNPs��)E)Vic2�e]6�9�)FSk8X)Qnl\ViQT^dL�E"�)ViFSYK�hFSk"�SL .
�.�eNPE8M��SF`E��\MUF��SV;���fFO^ D Y)a8Y)LwV;� �)FHX)Q!IKrwQiIP])V , L#�SE"�(VUF\^��|EP^dF\FSV!�(]8X)Q2�eNPF(I��m]m]0MUQ��\^dQUZ��PQ��(VUc : ^ D Y)a5YPLWV
”default”.

 ViQy^ D Y)a8Y)LwV��HQ��SQUG!�v^�ViEPX)QT^ �(FSVUFSMUQTRSQva5NPs�� D ( QUG������)QnF(IKE��"�SViMUF������v^ , XPY)E"�(LwV!�SViMULws9x5EP^ M
�(E"�SViF\^dF ), E8M9X)QUNPFH�yN D RSQTMvQ!�5M��(F\ReI D X)QT^dF��)F �6� D � c.

j N)]0rmQ��SViQUMnMvNPQ�� D NPc��)QUk9�(FSVUE5lSVUQUV��SFSViF\MUQTk0a0NPs��L2� D � �fM D F\V�� D ^ D a5E��PL , EP^dFSs9x5Lws XPYm]P^dQUFqX)Q!I3�mNPs��PF �)E)F �5M��)FSa9�)F\^dL�^dE)Y)L ( �)F\M D Z �)Q , E"�(XPQiNPc��SLwFSV!�(]�NPE
�(Mi]��\cvX)QyX)Y)QTViQ!�)QUNPL PPP, � D � D N DSL, � D GTF(NPc����fk0^dQ!IKFo^ , T1 EmNPE6� D �)QTk - VUQfIKY)LwR\QUk6�SFSViF\MUQUk5E��)ViF\YP�hFSk"� ).
�.�eNPE8M!�:� D �(ViY D E)M D FSVUFH^ D YPa5Y)LwVnXPQnLm^dQiN"� D �)E)s � D ^ D a5E"�)F , �)QUViQTY D ]6� D ^ D ])MUN)])FSV��e]6�(F\ViFSM��v^ a0NKs��SQW^ MUQM!�)F\a6�)E)k8^dE)Y , VUQy^ D Y)a5Y)LwViQW^ X)Q9Lw^dQUN"� D �)E)s GULTIKFSVv])MiN)])Vic2�e]9�SFSViF\MUQUk5a0NPs��`L pOD a8FSRSQnX)Y)QUM D kwI#FSY D
� �)ViFSY"�)FSV (ISP).j8D M D k)ViF�M��SRSN)]��)F\^ � D X)YPEP^dFSY�� ^ D Y)a8Y)LwViQUM9X)Q9Lm^dQUN"� D �PE)s .

p QUV9ViE)X)E"��� D ]9�)Q!�P�hEPRSLwY Di{ Em] :

Local2
Ethernet

Local1
PPP

ISP-Serv
Ethernet

T1-GW

7 Q��SV;� Local1 E Local2 � D rmQ!IP])V!�(]0M�� D a5F\k9�(F\ViE . Local1 XPQ!I��mNKs�� 	��6� ISP �)FSY)F��8�PQT^+^dLwViE)Y)LwFo^dQUF
�(QUF(IKE��)F��)E)FHX)Q9XPY)QUViQ��)QiNKL PPP.

 ViQTV��)QW^dX)cUs9ViFSY��.�SFSY)MTFSY)QW^ PPP X)Q!I��)NPs�� 	��5X)Q2�(Y)F(I3�(VUMUQT^ NPQ!� D NPc!�PQUk#�(F\ViE
��IKY)LwR\QT^dLha0NPs��SQTMUQT^dL �)QW^dX)cUs9ViFSY)L��PFSY)F��HM��)FSa9�)E)k0E��PViFSYP�hF\k"� � D ^dQTRSQ ISP � � �)ViF\Y��)F\V .
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tbD Y)a8Y)LwV;�[X)QyLm^dQiN"� D �)E)s|IPN)]6� D Z>IKQUk8E��`M D a5E)r�^ D a5E��8GULTIKLwV��(NPFeIKLws9x5EP^dE :

��%�-=7 	 "�&�34&$;/7 �(%�; 1 % : �'"�!�� � ��!(796$& � 6 �'-
Local2 Local1 Ethernet

Local1 T1-GW PPP

��D �(VUQ*� D I D 	\V!�e]0MTQUX)Y)Q2� ” �hQ!�PF\^dL ( E)NPE#� D �)EP^ QTGUY D �SQT^ ) M�� D �)F��SViMUFHa0NPs�� D X)QnLm^dQUN"� D �PE)s|IKN)]8^ D a8E����
Local1 ^���L2� D � �fM D Fo^ T1-GW,

D �)F �(FSYPMUFSY8X)Y)QTM D kmIKFSY D , �#�)QUVUQUY)QW^dL�X)Q!I��)NPs�� D F\^
�(] ?”.
� D X)QW^��)E)ViF , �)ViQyE�� - � D E"�(XPQiNPc��SQUM D �)E)] PPP- E"�)ViFSYK�hFSk"�SQT^ D IKY)F�� D M �(FSVUE5X)Y)QTM D kwIKFSY D � �)ViF\Y��)F\V��HM D a8FSk
�(ViQTY)Q!��� �SQUF(IKE��)F��)Em] , ^ D Y)a5Y)LwV;�[IPN)]5M2�(F(ryIKYPLWR\Emr5^ D a8E��0M9NPQ!� D NPc!�PQUk#�(F\ViE5XPY)QUM D kwIKF\Y D GTLUI#LWV
�(RSF��)FSYPE)Y)QUM D ��� D MUViQW^ D ViE��PF����PE .

�OD �)EK^bQUGTY D �\QT^ , M!�[LWZuFqGULTIKFSVUF.� � D Vic , � D �0IKQ��SViE��)cy^ D a8E���� T1-GW, V D �
�)ViQ �)FSV��)LWZ8I3�|MnX)YPQT^dF(ZuLwViQ����)QUk8ViQ!�"�)F`X)YPE8X)Q2���ON"�PF`ViY D �hE�� D �9�(F\Y)MUF\Y)L ISP.p NKQ!� D NPc!���Or#�SFSV!]mr D IKY)F�� X.X.X.1 � D �(VUQ9E"�SX)QiNKc!�SLwF\V!�e]0M�� D �)F5�(ViMTF D IKY)F�� D �SFSViF\MUQUR\Qva0NKs�� D . � QUR(I D ( X)Y)EE"�(X)QUNPc!�\QUM D �)E)EhViQTRSQ9ZuF8� D ^dQUR\QnX)Y)EK^dFSY D ) F5�eNPE8X)Y)Q��SViY D �"�(ViMTQ D IKY)F��SQUM*�)N D ��� D C M D a8FSk�NKQ!� D NPc!�)QTk#�(F\ViEG!�ONPQ�� D I D �)Q*� D � 10.20.30,

D M D a�X)Y)QUM D kwI#FSY0E"�SX)QiNKc!�SLwF\V 10.9.9, ViQh^ D Y)a8Y)LwV;�[X)QyLm^dQiN"� D �)E)s GULTIKLwVV D �)EPF :
��%�-=7 	 "�&�34&(;87 �(% ; 1 % : ��"�!'� �
Local2 (10.20.30.2) Local1 (10.20.30.1)

Local1 (10.20.30.1, 10.9.9.30) T1-GW (10.9.9.1)

p �|^dQUZuFSViFHNPFSR��)Q � D I D VicvE��(X)QUNPc!�\LWFo^��fk0X)QyLm^dQiN"� D �)E)s ^ D Y)a8Y)LwViE�� D ViQUY8X)Q��SY)FeI/�(ViMTQT^ � D k)N D
/etc/rc.conf.

p � D a5F\^zXPY)EP^dFSYPF � D ^ D a8E��)F Local2 ^�� IKQTG D MTEmNPE�V D �)Lws �SViY)Q��)L�M9� D kmN /etc/rc.conf:

defaultrouter="10.20.30.1"

 ViQnV D �mZuFHMTQ!�o^dQiZ �)Q��eIKF(N D Vic9E6�)F\X)Q��SY)FeI3�SViMUF����)Q9E��.�)QW^ D �wI3�)QUk��(ViY)Q��)E5XPY)E5X)QW^dQUx8E#�)QT^ D �wI�� route(8):

# route add default 10.20.30.1

j N)]0X)QiNKL2�PF �)Em]0IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)E0QTGnLwX)Y D MiNPF��)E)E0V D GiNKE {PD ^dE8^ D Y)a8Y)LwViE�� DU{ E)E , QUGUY D ViE)VUF��(c��
�(X)Y D MUQ����)QUk#�SViY D �)E { FqX)Q��PQT^ D �mIKF route(8).

24.2.3. � �.-/�1( - � �'� 
�+ ( 	 �,��� � � � )
�1+��
�1	
�.�(Vic9FSx8F`Q!I#E��0ViE)X8X)Q!I3�mNPs��PF �)Em] , �)QUViQTY��fk5^��JIKQUN)Z ���[Y D � �S^dQTViY)FSVUc , E5l\ViQ��(NPL � D k , �)QUR(I D rmQ��SV*� D rmQiIKE)V!�(]MfIKMTLTr�Y D �(NPE"�����Or#�(F\V!]mr . � F(r �)E��PF����PE , NPs9G D ]5^ D a5E"� D , Y D GUQTV D s9x D ] � D �9�SFSViF\MUQUk5a0NPs�� ( MnX)Y)EK^dFSY)FqM!�fa8FE"�(X)QUNPc!�\QUM D NPQ2�(c PPP- �(QTFeIKE"�)F �)EPF ), ���)E)V D FSV��e]0rmQ��SViQT^4��IKMTQUk����v^zXPQ!I��mNKs��)F��)E)F\^ .

� I�� D �)Qvl\ViQUV9ViFSYP^dE"�Y)F D NPc!�)QnE"�(X)QUNPc!�\LwFSV!�(]hIPN)]5QTX)E"� D �)Em]5^ D a5E���� , � D rmQiIP])x5F\k"�e]�MfIKMTLWryNKQ!� D NPc!���Or#�SFSV!]mr .p QiI��)QW^ �eNPL � D F`L�^ D a8E����|EK^dFSFSV��e]�IKM DnD I D X)VUFSY D Ethernet, � D Z>I��fk8EP^dFSs9x5E)k D IKYPF���M9Y D �(IKF(NKF �����OrX)Q!I3�SFSV!]mr . C�D � D NKcUViF\Y�� D VUE)MUL�^dQiZ �)Q9Y D ���S^dQTViY)FSVUc9M D Y)E D �)V���QiI��)EP^ Ethernet-
D I D X)ViFSYPQT^�E5E"�SX)QiNPc��SQTM D �PE)F\^D NPE D �(QTMvM��)QW^ D �wI#F ifconfig(8).

p X)F\Y)MUQW^ �eNPL � D F`E"�SX)QiNKc!�SLws9V!�e]hIKM D �hE��\E��)F5���)E0Y D �eI#F(N 	������fF �(FSVUE Ethernet,MnX)Q2�eNPF(I��)F\^bEP^dFSF\V!�e]5QiIKE��>�hE��SE��PF����PE)k6�(F\R\^dF��)V �SFSViE , �)QnIKMUF`NPQUR\E��)F�� �)E5Y D �eIKFSN 	 �"���fF`X)QiI3�(F\ViE .p NKsnGUQW^ �eNKL2� D F`V D GiNKE { �|^ D YPa5Y)LwViE�� Di{ EPE6� D �(ViY D E)M D snV!�(]0V D � , �)ViQnIPN)]6� D Z>IKQUk5X)Q!I3�SFSViE8lSV D ^ D a8E�� DQUX)Y)F(IKF(NKF � D � D �0a5NPs�� ( MirmQ!I��PQUk0^ D YPa5Y)LwV ) MfI#Y)LwRSLws XPQ!I3�SFSVic . �qD � D ]9�)Q!�P�hEPRSLwY Di{ Em] , X)Y)E9�)QUViQTY)QUk^ D a5E"� D M��*�(ViLwX D FSVvMyY)QiNKE5^ D Y)a8Y)LwViE�� D ViQTY D ^dFSZ8I#LyIKMULm^�]5X)QiI3�(F\V!]P^dE , � D �(VUQnE"�SX)QiNPc��SLwFSV��e] , F5�eNPE#�PLTZ �)Q
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Y)F D NPE��SQTM D Vic��(E��(ViFo^dL�GUF �\QUX D ���)Q2�(ViE�� D Q�� �)QUMTF`�hEmNPcTViY DU{ E)E5X D �)F\ViQUM9EmNPE8�hL ��� { E)k5GTY D �mI#^ D LwlSY D MnQiI��)QT^EmNPE5QTGUQTEmr � D X)Y D MiNPF��)Em]mr .
�.�eNPE8M!� rmQUVUE)ViF , �)ViQTG!�[lSV D ^ D a5E�� D IKFSk��(ViMTE)ViF(NKc!�)QyX)FSYPF\^dFSx D N D X D �PFSV;��^dFSZ8I#LyIKMULm^�]0E��)VUFSYP�hF\k"� D ^dE , ViQM D ^ �PLTZ �)Q9L � D � D Vic FreeBSD � D M!�)NPs��)F��)E)FqlSViQTk8�hL ��� { E)E .

� GUY D ViE)VUF��(c��9�(NPFeIKLws9x5FSk5R(N D MUF , �)ViQUG��L2��� D VUc , � D �0lSVUQ �eIKF(N D Vic .

24.2.4. �%�8-/�
,�.�1+��
� 	�� ��  �����
�'��������
_HFSViF\MUQUk8^ D Y)a8Y)LwViE�� D ViQUY0])MiN)])F\V!�e]5QTG!�����PQUk6�SE"�(ViFo^dQUk , �)QUViQTY D ]0X)F\Y)F�� �ON D F\VnX D �)FSV!����QiI��)QUR\QnE��PViFSYP�hF\k"� D
� D IKYPLWR\QUk . _HV D �wI D Y)V;� � �)ViFSY"�)FSVyE�rmQUY)QTa D ]hE"�mZuF �)F\Y�� D ]8X)Y D �PViE�� D �)FHXPQ!�SMTQiN)])s9Vn�hY)QTF �)ViL FreeBSDM!�mNPs�� D VUcnlSVUL0�hL2�"� { E)s X)QnLm^dQUN"� D �PE)s MTQ FreeBSD.

p ��^dQiZuFSVUFHM��mNPs��PE)VicylSViL�MTQ!�\^dQUZ �)Q��SVic , E��o^dF �)E)M
� � D �)F �)EPF8�eNKFeIKLwsnx8FSk8X)FSY)Fo^dF ���PQUk5M YES M9� D kmNPF rc.conf(5):

gateway_enable=YES # Set to YES if this host will be a gateway

 ViQUV9X D Y D ^dFSViY8E��\^dF��)E)V�� � D �)F �)EPF sysctl(8)- X)FSYPF\^dF �"�)QUk net.inet.ip.forwarding M 1. �.�eNPE8M D ^MUY)Fo^dF ���)Q��)LWZ �)QnM����mNPs��PE)Vich^ D Y)a8Y)LwViE�� DU{ E)s , M!�|^dQUZuFSViF � D MUY)Fo^�]6�SGUY)Q2�(E)VUcnlSVUQ���� D �)F��)E)FHM 0.pqD a5Fo^dL �PQUMUQW^dLy^ D Y)a5YPLWVUE�� D ViQUY)L��PLTZ � D E��P�hQTYP^ Di{ E)]0Q9^ D YPa5Y)LwV D rhIPN)]5ViQTRSQ , �)ViQUG��:� � D Vic , �)LTI DX)FSY)F5���ON D VicnVUY D �hE�� . �.�eNKE8M D a D �(FSVUcfIKQ2�(V D ViQ!���PQnX)Y)Q2�(V D , ViQ9M!�|^dQiZuF\ViFHE��(X)QUNPc!�\QUM D Vic��SV D ViE"�)F�� �)E)F^ D Y)a8Y)LwV;� . _ FreeBSD V D �)ZBFqX)Q2�(V D MiN)])F\V!�e]6�SV D �wI D Y)V;�"�fk�I D F\^dQ!� BSD IPN)]8^ D Y)a5YPLWVUE�� DU{ E)E routed(8),
�)QUViQTY��fk0Lm^dFSF\VnY D GUQTV D Vic � RIP ( � D �8MUFSY��(E)E 1, V D �5E5MTFSY"�SE)E 2) E IRDP. �hQiI)IKF\YmZ � D BGP v4, OSPF v2 EIKY)LwRSEmr#�(NPQiZ ���Or0X)YPQUViQ��)QiNPQTMn^ D YPa5Y)LwViE�� Di{ EPE5EP^dF\FSV!�(]5MnX D �)FSVUF net/zebra.

�OD �mZuF �(Lwx5F5�(ViMTLwsnVnE
�)QT^+^dF\Y��)F�� �)E)FqX)Y)QiIKL �)V;� , XPY)EP^dF �)])F\^��fF � D �0GTQiNPF\F.�)QW^dXmNPF��"���)QTF`Y)F\a5F �PE)FHXPY)QUGUNPF\^��|^ D Y)a5Y)LwViE"� Di{ E)E5M
�(FSVUE , V D �)E)F � D � GateD.j8D ZuF.�)QTReI D FreeBSD � D �(VUY)QUF�� D V D �)EP^ QTGUY D �SQW^ , Q�� D �PFHX)QUN"�)Q2�(VicTs �(QTQUViMTFSV!�SViMULwF\V��(V D �wI D Y)V;���v^ViY)FSGTQUM D �)Em]P^ � �PViFSY��PFSVfIKN)]8^ D YPa5Y)LwViE�� D ViQTY)QUM . � I�� D �)QfIPNP]5QUG������)QUR\QvE"�(XPQiNPc��SQUM D �)E)]yV D �)QUF8�)FSXPQiN"�)QTF
�(QUQTViMUF\V!�(VUMUE)F�IKQ��SV D ViQ����)Q .

24.2.5. �%�
-/�
�� 
 �'��-/� �,� ��)
� - ��� � 	��  � ���� ���� ���� � �
� ��� � � Al Hoang.

24.2.5.1. 2 ; � !("$54!�"$-=7�&(% � ./"

�hY)FeIKXPQiNPQUZBEK^ , �)ViQyL � D �`F��(VUc �(NPFeIKLws9x D ]6�SFSVic :
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Internet

(10.0.0.1/24) Default Router to Internet

RouterA

Interface xl0, 10.0.0.10/24

Interface xl1, 192.168.1.1/24

FreeBSD gateway

RouterB

192.168.1.2/24

192.168.2.1/24

Internal Net 2

Internal Net 1

p l\ViQT^ � { F�� D Y)EPE , RouterA lSViQ � D a �)QW^dX)cUs9ViFSY�� FreeBSD, �)QUVUQUY��fk8M!�*�(VULWX D FSVnM�� D �)F��SViMUF^ D Y)a8Y)LwViE�� D ViQUY D M��SFSVic � �)ViF\Y��)F\V . ��R\Q9^ D Y)a5Y)LwV9X)Q9Lm^dQUN"� D �PE)s�� D �(ViY)QTF �9� D 10.0.0.1, �)VUQ9X)Q��SMTQiN)])F\VF\^dL#�(QTFeIKE"�m])Vic��(]6��M��)FSa9�)EP^b^dE)YPQT^ .
t �|GULTIKFo^zX)Y)FeI#X)QiN D R D VUc , �)ViQ RouterB LWZuFHX)Y D MUE)NPc!�)Q�� D �SViY)QUF��0E

� � D FSVvM2�(F.�PFSQUGUrmQ!IKEP^��fFq^ D Y)a8Y)LwV;� ( � D l\ViQT^bY)E"�(L ���PFHM2�(F`XPY)Q��SViQ ; IKQUG D MTcUViF1� D RouterB ^ D Y)a8Y)LwVnX)QLw^dQUN"� D �)E)s , E"�(X)QUNPc!�\LW] 192.168.1.1 M�� D �)F5�(ViMTF`a5NPs�� D ).
�.�eNPE>^��|X)Q2�S^dQUVUY)EP^4� D V D GiNPE { Lh^ D Y)a5YPLWVUE�� DU{ E)E RouterA, ViQyLwMUEwI#EP^ X)Y)EK^dFSY��)Q �eNKFeIKLwsnx8FSF :
% netstat -nr
Routing tables

Internet:
Destination Gateway Flags Refs Use Netif Expire
default 10.0.0.1 UGS 0 49378 xl0
127.0.0.1 127.0.0.1 UH 0 6 lo0
10.0.0/24 link#1 UC 0 0 xl0
192.168.1/24 link#2 UC 0 0 xl1

_AViF �)Lwx8FSk5V D GiNKE { FSk>^ D Y)a8Y)LwViE�� Di{ E)E RouterA �PF �\^dQiZuFSVvIKQ��SViE��)cyM!�)LwViYPF ���)F\k9�SFSViE 2 (Internal Net 2).� IKE��0E�� �(XPQ��(QTGUQTMfQUGirmQiI D lSVUQUk5XPY)QUGUNPF\^�� — IKQTG D MUNPF �PE)F`^ D YPa5Y)LwV D MUY)L ���)Lws . _`NPFeIKLws9x D ]9�)QT^ D �wI DIKQUG D MiNP])FSVfM!�PLWVUY)F ���Psns �(FSVUc 2 �5V D GiNPE { Fq^ D Y)a5Y)LwViE"� Di{ E)E RouterA � 192.168.1.2 M�� D �)F5�(ViMTF
�eNPF(IKLwsnx5F\RSQ9L2�SN D :
# route add -net 192.168.2.0/24 192.168.1.2

� F\X)FSYPc RouterA �S^dQUZuFSVfI#Q��(VUE��)cvNKsnGUQTRSQnrwQ2�(V D M��SFSViE 192.168.2.0/24.
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24.2.5.2.
)�%�-=78%�5'!'!("$5�./%'! � �'>?;$&("��,��5

�hY)FeI��qI#LWx8E)k0X)YPEP^dFSY>X)Y)F��)Y D � �)QnXPQ!IPrmQ!I#E)VOIPN)]9� D �SViY)QUk"�)E9�SV D ViE"�)F�� �)QUR\Q9^ D YPa5Y)LwV D M9Y D GUQTV D s9x5FSk
�(E"�SViF\^dF . � I�� D �)Q , X)YPQUGiNKF\^ D � D �mNKs�� D FSV!�(]0M9ViQW^ , �)VUQ9^ D YPa5Y)LwV;� D ]5E��P�hQTYP^ Di{ Em]#�)F �(QirmY D �)E)V!�(]0X)Q��(NPFX)FSY)F�� D RSY)L � �PE FreeBSD. _HXPQ��(QTG��SQirmY D �PF �)Em]yIKQTG D MiNPF����)QUR\Qv^ D Y)a8Y)LwV D � D �)NPs�� D FSV!�(]0MvI#QUG D MiNPF��)E)E�F\RSQnM� D kmN /etc/rc.conf:

# 
(��!.�,�)�015 ��0 :�/�.!/���I�0�:#2(!G�(6C.�3 ��3�H�/�.B, Internal Net 2
static_routes="internalnet2"
route_internalnet2="-net 192.168.2.0/24 192.168.1.2"

p XPFSY)Fo^dF ���)QTk static_routes � D rmQiIP])V!�e]6�SViY)Q��)E , Y D �eIKFSNPF �"���fF`X)YPQUGUFSN D ^dE .
C�D Z>I D ]��SViY)Q�� D Q�� � D � D F\VEP^�]8^ D YPa5Y)LwV D . p X)Y)EP^dF\Y)FqM!�fa5FHM static_routes F��SVicnViQUNPc!�PQnQ!I3� D �SViY)Q!� D , lSVUQ internalnet2.

� D ViF\^^�� IKQUG D MTEmNPE�X)F\Y)F\^dF����)Lws route_internalnet2, �)LTI D XPQT^dFSx8F ���[M2�(FHX D Y D ^dFSViY"� , �)QTViQUY��fF8�)FSQTGirmQ!I#EP^dQX)FSY)F(I D VUc��)QW^ D �wIKF route(8).
p X)Y)EK^dFSY)FqM!�fa8F`G!�ON D E"�SX)QiNPc��SQTM D � D �)QT^ D �wI D :

# route add -net 192.168.2.0/24 192.168.1.2

X)QUl\ViQT^dL � D ^ X)QUVUY)FSGTLWF\V!�e] "-net 192.168.2.0/24 192.168.1.2".C�D �0G��ONPQ���� D � D �)QnM��fa5F , ^�� ^dQiZuFo^�IKQUG D MUEPVicvM static_routes GUQUNPFSF8�)F\^bQ!I��)L��SViY)Q!�PL .  ViQnX)Q��SMTQiNPE)V
�(Q!�(I D VUc*�)F�� �)QiNKc!�)Q �(V D ViE��)F5���)Emr5^ D Y)a5YPLWVUQUM . p �(NPFeI#LWs9x5Fo^ X)Y)EP^dF\Y)FOX)Q!� D � D �)QOIKQTG D MUNPF �PE)F`^ D YPa5Y)LwViQTMIPN)]9�SFSViF\k 192.168.0.0/24 E 192.168.1.0/24 ( lSViQTV9^ D Y)a5Y)LwViE"� D VUQUY6�PFHX)Q�� D � D ��� D Y)E"�SL2�"�)FHM��fa5F :
static_routes="net1 net2"
route_net1="-net 192.168.0.0/24 192.168.0.1"
route_net2="-net 192.168.1.0/24 192.168.1.1"

24.2.6. ���
- �8,�.-/�1,� +,�1+��
� 	��8 �  �������t �|LWZuF`RSQTMUQTY)EmNPE0Q9ViQT^ , � D �8^�� � D I D Fo^ � D a8E8^ D YPa5Y)LwV;�|MTQvM!�)F\a6�)EPk8^dE)Y , �)Q��PFHLwX)QW^dE�� D NKE5QnVUQT^ , � D �M!�)F\a6�)E)k8^dE)Y9� D rmQ!IKEPV*� D � .t �|LWZuF.� � D F\^ , �)ViQyV D GUNPE { ��^ D Y)a5YPLWVUE�� DU{ E)E8^dQTRSLwVvG��fVic�� D �(VUY)QUF �"�[V D � , �)ViQ9MUF��ScnViY D �hE��0IPN)]
�)F �)QTViQUYPQURSQfIKE D X D �SQ�� DvD IKY)F��SQUM ( M�� D a5Fo^ X)Y)EK^dFSY)FqlSViQyX)QiI3�(F\Vic��mN D � � D C) ^dQiZuFSV9G!�fVic�� D XPY D MUNPF �
� D I D ���)QW^dLnrmQ2�(ViL�M9ViQUk��(FSVUE , �)QTViQUY D ]0GULTIKF\VvX)F\Y)F � D X)Y D MiN)])Vic9MirmQ!IP])x8E)F�X D �)FSV!� I D NKcUa5F .
�hY)E0X)QUNPL �)F �)EPE D I#Y)F�� �)QUR\QvX)Y)Q2�(ViY D �"�(VUM D , M!�qIKFSNPF ���PQURSQ pqD a5F\k6�(F\ViE ,

pOD a�X)Y)QTM D kmIKFSY#� D �(VUY)QUE)V �(MTQUEV D GUNPE { �|^ D Y)a5Y)LwViE"� Di{ E)E5V D � , �PViQ9MTF��ScvViY D �hE���IPNP] pOD a5F\k0X)QiI3�(F\ViE5GTLUI#FSVvX)F\Y)F�� �ON D Vic2�e]0X)Q
PPP- �(QTFeIKE��PF �)E)s � pOD a8FSk6�SFSViE . ghQ�� D �9�SFSY)MTFSY��[X)Q9M��SFSk6�SViY D �PFHL � � D snV , �)ViQ pOD a�VUY D �hE��9�)LWZ �)QX)Q�� �ON D Vic pOD a5Fo^dL ISP?

_HLWx8F��SViMULwFSV��(E"�SViF\^ D ( XPQ!IKQTG!� D ]hY D �(XPY)FeIKFSNPF �PE)s E"�P�hQUYP^ DU{ E)E DNS), �)QTViQUY D ]0QUV��eNPFSZBEPM D F\VvM��SF
� D ��� D �)F������fFHX)Y)Q��SViY D �"�(ViM DnD IKY)F��SQUMvE8QUX)YPFeIKFSN)])FSV9ViQ!���PLyXPQ!I��mNKs��)F��)Em]9�8^ D RSE��(ViY D NPE � �PViFSY��PFSV .
”
t�D RSE��(ViY D NPcUs ” � D ���fM D snVvRSN D M����fF1� D � D N"� , XPQ��)QTViQUY"�v^zEwIKFSVyViY D �hE�� � �)VUFSY��)F\V9M��)LwViY)E��(ViY D ���[E5XPQM��(Fo^dL�^dE)Y)L . C�D Z8I D ]0^ D R\E"�(ViY D NPc�� D ]5^ D a5E�� D EP^dFSF\V��PQUX)E)s Q�� �)QUM��)QUR\Q�� D GTQUY D V D GiNKE { , �SQUR(N D ���PQ*�)QUVUQUY)QTkViY D �hE"�hIPN)]6�PQ!���)YPFSV;�)QTk9�SFSViE9� D X)Y D MiNP])FSV!�(]0X)Q��PQ!���)YPFSV;�)QW^dL�^ D RSE��(ViY D NPc!�PQT^dL � D � D NPL , E6� D ViFo^ ,X)FSY)F(I D M D ]"�ScfX)Q { FSX)Q����)F`XPY)QUM D kwIKF\Y)QUM , Q!�hI#Q��(VUE)R D FSVnM D a8FSk#�(F\ViE .
� D I D �)FSk�M D a8FSRSQnX)Y)QUM D kwI#FSY D ])MiN)])F\V!�e]0QTGU� ])MTE)Vic*� D ^ D R\E"�(VUY D NPE5Q9ViQW^ , �)ViQyQ!�8QUViMTF � D FSV*� D X)QiI��mNPs��)F �)EPF
( E0XPQUlSVUQT^dL�� D �)FSR\QnL � D ���fM D FSVn^ D Y)a5Y)LwV ) M D a5F\k6�(F\ViE .

 ViQTVnX)YPQ { F5� �1� D � �fM D F\V!�e]0Y D �(X)YPQ��(VUY D �)F��)E)Fo^^ D Y)a8Y)LwV D .
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24.2.7.
� -/�
�� +,�1+��
� +,� �,���*����� �

� �)QUR(I D �HY D �SX)Y)Q��SViY D �)F �)EPF\^ ^ D YPa5Y)LwV D MUQ�� �)E�� D snVnX)Y)QUGUNPF\^�� , E6�)F��)QUViQTY��fF8� D k)V;���)Fq^dQTRSLwV*�8M D ^X)Q!I��)NPs��)EPVic��(] . g D MTFSY��PQUF , � D ^dQUk0XPQiNPF�� �)QTk#�)QT^ D �wIKQTkhIPN)]5QTX)Y)F(IKF(NPF��)Em]5VUQ!���)E9�)FSMTFSY��PQUk0Y D GUQTV;�^ D Y)a8Y)LwViE�� DU{ E)E5])MiN)])F\V!�e] traceroute(8).
� � D V D �mZuFHX)QUNPF ��� D E9�)QUR(I D M�� � D ^dE6�)Fq^dQiZuFSViFqX)QiI��mNPs��)E)Vic2�e]6�LUI D NPF����)QUk8^ D a5E"�)F ( ViQyF��(VUc��)QW^ D �wI D ping(8) �PF �SY D G D V;�fM D FSV ).C QT^ D �mI D traceroute(8) � D X)L � � D F\V!�e]#�HEP^dF �)Fo^ LTI D NKF ���)QTRSQnrwQ2�(V D , �.�)QTViQUY"�v^ M!� rmQUVUE)ViFqL �SV D �PQUMUEPVic

�(QUF(IKE��)F��)E)F , M�� D �)F��SViMUFHX D Y D ^dFSVUY D . � � D X)Q!� D � �fM D F\VvX)Y)QW^dF(ZuLwViQ!���"�fF8�(F\ViFSM��fFHa5NPs����[X)QyX)LwViE
�eNPF(IKQUM D �)Em] , M��)Q!� { F8�PQ!� { QTMOIKQ2�(ViE)R D ] D IKY)F5�1� D � � D �)F �)E)]0EmNPE5XPY)FSY��fM D ]6�(MTQUs Y D GTQUViLyE�� - � D QUV!�SLwV!�(ViMTEm]
�(QUF(IKE��)F��)Em] .
� D IKQTX)QiN��)E)ViFSNPc!�)QTk0E��P�hQTYP^ Di{ E)FSk0QTGUY D ViE)ViF5�(c��9�(VUY D �)E { Ff_HXPY D MTQ!���)E"� D X)Q traceroute(8).

24.2.8. � �  � �� ���
�'�*� ��� 	 +,��;�1���6�� -�+,��;� �
,� � � �'�
FreeBSD E"� � D � D NPc��)QvX)QiI)IKF\YmZuE)M D FSV*� D �0X)Y)E)NPQiZuF �PEm] , Y D GUQUV D snx8E)F8�H^��)QUR\Q D IKY)F�� ���v^zViY D �hE��)QW^ , V D �0EFSRSQy^ D Y)a8Y)LwViE�� Di{ E)s .

�OD �PE)FHXPY)EmNPQUZBF��)Em]6�PFHViYPFSGULws9VnQ��SQUGTQUk�� D �(ViY)QTk��)E FreeBSD; QUG!���"�)QnQ��)E0Y D GUQUV D snV
�(Y D �SL . j N)]8^ D Y)a5Y)LwViE"� Di{ E)E8^��)QTRSQ D IKY)F5���)QTRSQfViY D �hE�� D ViY)F\GULwFSV!�(] , �)ViQTG!�[X)QiI)IKF\YmZ � D l\ViQUR\QnG��ON DM!�mNPs��)F � D Mv]wI#Y)Q :
options MROUTING

C Y)QT^dFHViQUR\Q , I D F\^dQ��5^��)QUR\Q D IKY)F�� �)QUk0^ D Y)a5YPLWVUE�� DU{ E)E , mrouted(8), IKQUN)ZuF �5G��fVic�� D �(VUY)QUF��0X)Q��SY)FeI/�(ViMTQT^� D kmN D /etc/mrouted.conf � D E"�(X)QUNPc!�\QUM D �)E)F+VUL2�"�)F(NPF\k5E DVMRP.
j QTX)QiN��)E)ViFSNPc!�)Lws E��P�hQUYK^ Di{ E)s Q

� D �SViY)QUk"�)E5^��)QTRSQ D IKY)F5���)QTRSQvViY D �hE�� D ^dQiZ �)Q � D kPViE6� D �(ViY D �)E {KD r#�(X)Y D MUQ����)QTk6�(E"�SViF\^�� , X)Q��SMi])x 	������OrI D Fo^dQ!�)L mrouted(8).

24.3. � �y�0�)�5=��n= ���<��� �f�% 8@
� ���!�
��,���� � � �� ��� � � � � � � ��� � 	 � ��� �� ����$ (������ Eric Anderson, � 	�� ���
$ � �\����� � ��� .

24.3.1.
� �'� ���.+��
�

�8�ONKQnG!�[MTF��ScT^ D X)QUNPF �����v^ EP^dF\VicyMUQ!�o^dQiZ �)Q2�(VicvE��(X)QUNPc!�\QUM D Vic*�)QW^dX)cUs9ViFSY8GUF���rwNPQUXPQUV , �SMi]�� D �����Or��X)Q��SViQi]����PQnX)QiI��mNPs��)F ���"�v^ �(F\ViFSM��v^4� D GTF(NPFo^ . FreeBSD ^dQUZuFSVyE"�(X)QUNPc!�\QUM D Vic2�e] � D �#�)NPE)F �PV9GTF��(XPY)QUMTQ!I��)QTk
�(FSVUE , E0I D ZuF`M�� D �PF��(VUMUF ” ViQ����)E0IKQ��SViLwX D ” �9�)FSk .

24.3.2. ��������	 ( ,��&1�1�.( &.� - �.����'����+ � 
�- �	�8���
_HLWx8F��SViMULwsnVfIKM D M D YPE D �)V D �)Q��P�hE)RSLwY DU{ E)E0L �SViY)QUk��(ViM9GUF��SX)Y)QTMUQ!I3�)QUR\QqIKQ��SViLwX D 802.11: BSS E IBSS.

24.3.2.1. 2 6 ��� 1 BSS
� F(ZuEP^ BSS ])MUN)])FSV!�(]#� D EPGUQiNKFSF.� D �(VUQnE"�SX)QiNPc��SLwF\^��v^ .

� F(ZuEP^ BSS V D �mZuF8� D � �fM D snVnY)F(ZuEP^dQW^E��P�hY D �(ViY)L �)VULWY"� .
p lSViQW^ Y)FSZBEK^dF8�)F5���)QUNPc!�PQnViQ��)F �0IKQ��SViLwX D GTF��(XPY)QUMUQiI��)QTk �SFSViE>X)QiI��mNPs�� D s9V!�e]6�
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X)Y)QUMTQ!I��PQUk#�(F\ViE5XPFSY)F(I D �)E0I D �"���Or . C�D Z>IKQTF�GUF5�(X)Y)QTMUQiI�� D ]#�SFSVic9EP^dFSFSV �(QTG��SViMUF����)QUF`EP^�] .
 ViQyEP^�]0])MUN)])FSV��e]EwIKF �PViEP�hE�� D ViQUYPQT^ SSID �(F\ViE .C NPE)F �PV;�|GUF5�(X)YPQUMUQiI��)QTk �SFSViE8X)Q!I3�mNPs�� D snV��e]9�8lSViEK^ ViQ!�"� D ^�I#Q��(VULWX D GUF5�(X)YPQUMUQiI��)QTk#�(FSVUE . _HV D �wI D YPV IEEE

802.11 QUX)YPFeIKFSN)])FSV9X)Y)QUVUQ!�)QUN , E"�SX)QiNPc��SLwF\^��fk�IPN)]9�SMi]��SE5MnGUF5�(X)YPQUMUQiI����Or��(F\V!]mr . C NPE)F �PV��(F\ViEGUF��SX)Y)QTMUQ!I3�)QUR\QqIKQ��SViLwX D ^dQUZBF\VnX)QiI��mNPs�� D VUc��e]#�9�)F �PQUViQTY)QUk6�SFSViE , F��(NPE6� D I D �0F�	 SSID.
C NPE)F��)V9^dQUZBF\VV D �mZuFqX)Q!I3�mNPs�� D Vic2�e]#�0NKsnGUQTk6�(F\ViE , F��eNKE SSID �)F8� D I D � .

24.3.2.2. 2 6 ��� 1 IBSS
� F(ZuEP^ IBSS, V D �mZuF � D ���fM D F\^��fk ad-hoc, X)Y)F(I�� D � � D �)F �hIKN)]9�(QTFeIKE"�)F �)EPk5ViQ���� D - ViQ���� D . g D � D ^dQT^�IKFSNPF
�(Lwx5F5�(ViMTLWs9VOIKM D ViE)X D Y)FSZuEP^ D ad-hoc.

� I#E��0E�� �)Emr�])MUN)])FSV!�(]0Y)F(ZuEP^dQW^ IBSS, � D � �fM D F\^��fk5V D �mZuFY)F(ZuEP^dQW^ ad-hoc EmNPE IEEE ad-hoc.
 ViQUV9Y)F(ZuEP^ QTX)Y)F(IKF(N 	��9�SV D �wI D Y)V D ^dE IEEE 802.11.

p ViQTY)QUk5Y)F(ZuEP^
� D ���fM D F\V!�e]yIKFo^dQ!�"�SViY DU{ E)Q!�"���v^ Y)FSZBEK^dQT^ ad-hoc, EmNKE Lucent ad-hoc ( E)NPE , E��PQUReI D �)F\X)Y D MTEmNPc��)Q , Y)FSZBEK^dQT^
ad-hoc).

 ViQ �(V D Y��fk , �SLwx5F��SViMUQTM D MUa5EPknI#Q9X)QU])MiNPF��)Em] 802.11, YPF(ZuEP^ ad-hoc, E8Q!��I#QiN)ZuF �5E"�(X)QUNPc!�\QUM D Vic2�e]ViQiNPc��)QfIKN)]9�(V D Y��Or#�(F\ViFSk .
p I D NPc!�)F\k)a5Fo^ ^�� �)FqGULTIKFo^zY D ���S^ D ViYPE)M D Vic��)E8Q!IKE"�0E��qY)F(ZuEP^dQTM ad-hoc.

24.3.3. ��������	 ��+ � ���-/�1�� �'� �
 (

24.3.3.1.
��% � .$�4+�%�-=79;(�("

� Q����)E0IKQ��SViLwX D X)YPFeI3�SV D MUN)])snV �(QTGUQUk�GTF��SX)Y)QUMTQ!I��"�fF.�(F\ViFSM��fF`L �(ViYPQUk"�SViM D , X)Q!�\MUQiNP])snx5EPF�Q!I��PQT^dLhEmNPEGUQiNKcUa5Fo^dL��PQiNPE��PF��(VUMUL �mNPE)F��)ViQTM9GTF��(XPY)QUMTQ!I��)QTk#�(F\ViE5E"�SX)QiNKc!�SQTM D VicflSViE8L �(ViY)QTk"�(VUM D M � D �)F��SViMUF{ F �)VUY D NPc��)QUR\Q��(F\ViFSMTQUR\Q��)Q�� { F �PViY D VUQUY D . �hY)E0E"�SX)QiNKc!�SQTM D �)E)E�ViQ����)E�I#Q��(VULWX D M��SF.�mNPEPF �)V;� Y D GTQUV D snV*�PFSY)F��
�)F�	 . � D � D �(VULWs E"�(XPQiNPc��SLwsnV!�(]#�)F�� �)QiNKc!�)Q9ViQ!�)F���IKQ2�(ViLwX D IPN)]5XPQiN"�)QTRSQvX)Q��)Y��fViE)]8GUF5�(X)YPQUMUQiI��)QTk �SFSVicTs
�)F �)QTViQUYPQUk#�\Q!��� , V D �)QTk , � D �0IKQT^ , QT�hE"�`EmNPE5X D Y�� .
� Q����)E0IKQ��SViLwX D QTG!�����)Q9EP^dFSs9V��PF����PQiNPc��)QvX)QiI��mNPs��)F �)EPk9�6�SFSViE :

D I D X)ViFSY5GUF��SX)Y)QTMUQ!I3�)QUk#�SMi]��SE5E5Q!I#E��0EmNPEGUQiNKcUa5F\F1�)QUNPE��)F5�(ViMTQ��(F\ViFSM��Or ethernet-
D I D X)ViFSYPQUMHIPN)]5XPQ!I��mNKs��)F��)Em]9�5Q��(V D NPc��)QUk#� D �(VUE9�(F\ViE .

� Q����)E0IKQ��SViLwX D ^dQTRSLwVnG��fVicvNPEPGUQnXPY)E)QUGTY)FSVUF ���[LWZuF8� D �(VUY)QUF������v^dE , NPEPGUQnM��|^dQiZuFSVUF �SQ!�eI D Vic��SQUG2�(ViMTF ���)LwsX)Y)E5XPQT^dQUx8E FreeBSD E5X)QiI)IKF\YmZuE)M D F\^dQUR\Q D I D X)ViF\Y D GTF��SX)Y)QUMTQ!I��PQUk��(MU]��SE . ghF5���)QUNPc!�)QnX)Y)QUE"�SMUQiIKE)ViFSNPFSkM!�fX)L ��� D snVnViQ!���PE5GUF5�(X)YPQUMUQiI��)QTRSQqIKQ2�(ViLwX D E D I D X)ViF\Y��|GTF��(XPY)QUMTQ!I��)QTk��(Mi]��\E6�HY D �SNPE������v^dEMUQ!�o^dQiZ �)Q2�(V!]P^dE .

24.3.3.2.
)�%�-=7�&(%�6$!���6 78% � .$�4+�%�-=78;$�(" -

FreeBSD

24.3.3.2.1. � � � ��"�!
�;P�%j N)]0ViQUR\Q , �PViQUG�� �(Q!�(I D VUcnGUF5�(X)YPQUMUQiI��)Lws|ViQ����)LyIKQ2�(ViLwX D � D FreeBSD, M D ^ �)LWZ �)QnEK^dFSVic��(QTMT^dF5�(ViEP^��fkD I D X)ViFSY5GUF��SX)Y)QTMUQ!I3�)QUk#�SMi]��SE . g D I D �����fk5^dQW^dF �)VyX)QiI)IKFSY)ZBEPM D s9V!�e] D I D X)VUFSY��|VUQiNPc��)Q*� D Q�� �)QUMTF1� D GTQUY D^dE��)Y)Q2�ermF\^ Prism.
pOD ^zV D �mZuFqX)QUViYPFSGULwF\V!�e]5XPQ!I)IKF\YmZuE)M D F\^��fk FreeBSD

D I D X)ViF\Y0X)Y)QTMUQiI��)QUk#�SFSViE ( � D k)ViEV D �)QTk0GULTIKF\V��)F\ViY)LTI��)Q , FreeBSD X)Q!I)I#FSYmZuE)M D FSV9^��)QiZuF��SViMUQyY D �(NPE��"���Or�L �SViY)QTk"�(ViM ). p l\ViQT^bY)L �)QUMTQ!I3�SViMUF^��|GULTIKFo^zX)QiN D R D Vic , �)VUQ9M��[GULTIKFSVUF �SViY)QUEPVic �SFSViF\MUQTk5^dQ��SV (bridge(4)) IKN)]5X)Y)QTX)L ��� D M��SFSRSQnViY D �hE"� D ^dFSZ8I#LL �SViY)QTk"�(ViMTQT^zGTF��(XPY)QUMTQ!I��)QTk#�(MU]��SE0E��(FSVUcUs , X)Q!I��)NPs��)F����)QTk6�5QTG!�����PQT^dL Ethernet-
D I D X)ViFSYPL .

� L ��� { E)Q!� D NPc��)Q��SVic hostap, �)QTViQUY D ]0E"�SX)QiNPc��SLwFSV��e] FreeBSD IPN)]5QTY)R D �)E�� DU{ E)E0VUQ!���)E0IKQ��SViLwX D , Y D GTQUV D FSVNPL �)a5FHM��(F\RSQ �1�)F��)QUViQTY��v^dE5MTFSY"�SEm]P^dE8^dE"�)Y)Q!�PQ!I D . # I D X)ViF\Y�� Prism 2 IKQUN)Z ���[E"�(XPQiNPc��SQUM D Vic9^dE��)Y)Q��)Q!I
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MUFSY��(E)E 1.3.4 E)NPE5GTQiNPF\F.�)QTM!�fk .
# I D X)ViF\Y�� Prism 2.5 E Prism 3 IKQUN)Z ���|E"�SX)QiNKc!�SQTM D Vicv^dE��)Y)Q��)Q!IBMUF\Y"�(E)E

1.4.9. �qQUNPFSF �(V D Y��fFHMTFSY"�SE)E5^dE��PY)Q!�)QiI D ^dQTRSLwVnY D GUQTV D VUc��)QTYP^ D NPc��)Q , D ^dQUR\LWV9E6�)F��)QUYPY)F �)V!�)Q . p � D �(ViQU])x5F\FMUY)Fo^�]0FeIKE����(ViMTF �����v^ �(X)Q2�(QTGUQT^�QTG!�)QTMiNPF��)Em] D I D X)ViF\Y)QUMf])MUN)])FSV��e]5E"�SX)QiNKc!�SQTM D �)E)F+LwViEmNPEPV9QTG!�)QTMiNPF��)Em]yIPN)]
Windows, �)QUVUQUY��fFq^dQiZ �)QyX)QiNPL �)EPVicnL�X)YPQUE��\MUQ!I#E)ViF(NP]0M D a8Emr D I D X)ViF\Y)QUM .

24.3.3.2.2. 	 
���$��������


�hFSY)M��v^�IKF(NPQW^ LwGUF(IKE)ViF5�(c , �PViQ9M D a D �(E"�SViF\^ D Y D �(X)Q�� � D 	SV D I D X)VUFSY0GUF5�(X)YPQUMUQiI��)QTk#�(Mi]��\E :

# ifconfig -a
wi0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet6 fe80::202:2dff:fe2d:c938%wi0 prefixlen 64 scopeid 0x7
inet 0.0.0.0 netmask 0xff000000 broadcast 255.255.255.255
ether 00:09:2d:2d:c9:50
media: IEEE 802.11 Wireless Ethernet autoselect (DS/2Mbps)
status: no carrier
ssid ""
stationname "FreeBSD Wireless node"
channel 10 authmode OPEN powersavemode OFF powersavesleep 100
wepmode OFF weptxkey 1

g D I D ���)QT^zl\V D XPF8�)FHGUF5�(X)Q��)QUk)VUF��(c9QfIKF\V D NP]mr , X)Y)Q��SViQyLWGTFeIKEPViF��(c , �)ViQyM!�qI D 	SV!�(]#�)F �PViQ , L2� D � �fM D s9x5FSF.� DL �SV D �PQUMiNKF �����fk D I D X)ViFSY5GUF��SX)Y)QTMUQ!I3�)QUk#�SMi]��SE . �.�eNKE5X)Y)E8lSViQW^ L�M D �+F��SVic9XPY)QUGUNPF\^�� �8�)FeI#Q��(VULWX"�)Q��SVicUsE��)ViF\YP�hFSk"� D GTF��(XPY)QUMTQ!I��)QTk#�(MU]��SE , E8M!�[E"�SX)QiNKc!�SLwF\ViF PC Card, ViQyQUGUY D ViE)VUF��(c��9�(VUY D �)E {PD ^ �SX)Y D MUQ!�"�)QUk
�(E"�SViF\^�� , QUX)E"� �fM D snx5EK^ pccardc(8) E pccardd(8) IPN)]5X)QUNPL �)F �PEm]0GUQUNPFSFHX)QiN"�PQUk0E��K�hQUYP^ DU{ E)E .
� F\X)FSYPc9M D ^ �)LWZ �)Q � D R\Y)L �SE)VUcn^dQ!IKLWNPcnIPN)]8X)Q!IKR\QUViQTM!�)E�VUQUk6� D �(VUE FreeBSD, �)ViQyQUViMTF � D FSV*� D QTY)R D �)E�� DU{ E)s
�(FSVUFSM!�Or0^dQ2�(ViQTM , IPNP]5Y D GTQUV;�:�HViQ!�"�)QUk0IKQ��SViLwX D . j N)]#� D R\Y)L � �)E5^dQiIKLWN)] bridge(4) X)Y)Q��SViQyM!�fX)QUN"�)E)ViF
�eNPF(IKLwsnx5Lws �)QT^ D �wIKL :
# kldload bridge

�hY)E#� D RSY)L ���)FH^dQiIKLWN)]6�)E�� D �)Emr#�SQUQUGTx5F��)E)k0QTGvQUa8E)G!� D ryG��fVic �)F+IKQUN)Z �)Q . �8�eNPE>lSViQ9M���	`ZuF`XPY)QUE��\QUa5NPQ , M D ^^dQiZuFSV9X)QUViYPFSGUQTM D Vic��(]hM��)QT^dXPEmNPE)Y)QTM D Vic*�)QiI0IPN)]8^dQiIKLWN)] bridge(4) Mv]wIKY)Q . p lSVUQT^ M D ^�IKQUN)ZuF �0X)QW^dQ!�)cY D �(IKF(N5l\ViQUR\Q � L �)QTMUQiI3�(ViM D QUG9QUY)R D �)E"� Di{ E)E6�(F\ViFSM��Or0^dQ��(VUQUM .
� F\X)FSYPc , �PQUReI D M!�:� D MTFSY)a8EmNPE6�`ViQUk9� D �SVicUs , �)ViQ � D � D FSV��e]0QUYPR D �PE�� DU{ E)E6�SFSViF\MUQUR\Qn^dQ��SV D , � D ^ �PLTZ �)QL2� D � D Vicf]wIKYPL FreeBSD, � D �)E)FHE��)ViF\YP�hFSk���� IKQUN)Z ���|QTGU��F(IKE��m])Vic2�e]�M��SFSViF\MUQW^b^dQ��SViF .  VUQy^�� I#F(N D F\^ X)YPEX)QT^dQTx5E sysctl(8):

# sysctl net.link.ether.bridge=1
# sysctl net.link.ether.bridge_cfg="wi0,xl0"
# sysctl net.inet.ip.forwarding=1

p Q FreeBSD 5.2-RELEASE E8X)Q��(NPFeIKLws9x5Emr�MUF\Y"�(E)]mr �PLTZ �)QyE"�SX)QiNPc��SQTM D VUcfMT^dF��SViQnL � D � D �����Or#�eNPF(IKLwsnx8E)FX D Y D ^dFSViY"� :

# sysctl net.link.ether.bridge.enable=1
# sysctl net.link.ether.bridge.config="wi0,xl0"
# sysctl net.inet.ip.forwarding=1
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� F\X)FSYPc��)F\QUGUrwQiIKEP^dQ*� D �(VUY)QUE)VUc D I D X)VUFSY0GTF��(XPY)QUMTQ!I��)QTk#�(F\ViE . _`NKFeIKLwsnx D ]#�)QW^ D �wI D � D �(V D MUE)V D I D XPViFSYY D GTQUV D VicvMnYPF(ZuEP^dFOViQ!�"�)E�IKQ2�(ViLwX D :
# ifconfig wi0 ssid my_net channel 11 media DS/11Mbps mediaopt hostap up stationname "FreeBSD AP"

_HViY)Q!�"� D ifconfig(8)
D �)ViE)MTE��SE)YPLWF\VnE��PViFSYP�hF\k"� wi0, �)Q!�K�hE)RSLwY)E)YPLWF\VvFSR\Q SSID � D � my_net,

D EP^�]9�SV D � { E)E
� D � FreeBSD AP. media DS/11Mbps XPFSY)F\MUQ!I#E)V D I D X)ViF\Y5M9Y)F(ZuEP^ 11Mbps E6�)LWZuF �8ViQiNPc��)QfIKN)]5ViQTRSQ ,
�)ViQUG�� �(Y D GUQTV D N0X D Y D ^dF\ViY mediaopt. � D Y D ^dF\ViY mediaopt hostap X)FSY)F\MUQiIKE)VvE��PViFSYP�hF\k"�HM9Y)FSZuEP^ ViQ����)EIKQ��SViLwX D . � D Y D ^dF\ViY channel 11 � D I D 	\VvE"�(XPQiNPc��SQUM D �)EPF1� D � D N D 802.11b. _HViY D �)E {KD �SX)Y D M��)E0X)Q��)QT^ D �wIKF
wicontrol(8) X)F\Y)F �PE"�eN)])F\V��)QTY)Y)F��)V;���fF � � D �)F �PEm]#� D � D NPQTMOIPN)]5M D a8Emr��)LWZ8I .
� F\X)FSYPc9L�M D ��IKQUN)Z � D XPQiNPL �)E)VUc��e]8X)QiN"�PQT�hL ��� { EPQ!� D NPc!� D ]yY D GUQTV D s9x D ]hVUQ!��� D IKQ��SViLwX D . g D �(ViQU])ViF(NKc!�)Q
�(QUMTFSViLwFo^zX)Y)Q!�PF��(VUc��(VUY D �)E { ���(XPY D MTQ!���)QTk�X)Q wicontrol(8), ifconfig(8), E wi(4) IKN)]5X)QUNPL �)F �)E)]IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)E .
�qD �mZuFHXPQiN D R D Fo^ , �)ViQyM!�|XPY)Q!�)V 	SViF �eNPF(IKLwsnx8E)k5Y D �eIKFSN5Qna8EP�hY)QTM D �PE)E .

24.3.3.2.3.
� ������� N 
�� P�% � �-��������% ��P�P

�hQ��eNKF�ViQUR\Q , � D �5VUQ!��� D IKQ��SViLwX D ���)Q��P�hE)RSLwY)EPY)QUM D � D E9� D � D N D �SMUQUs Y D GTQUViL , QUXPFSY D ViQUY D ^ ^dQiZuFSVX)Q!� D IKQUGTE)Vic2�e]�MUEwI#FSVic��mNPE)F��)ViQUM , �SMi]�� D �����Or��`l\ViQUk5ViQ!���PQUk .
p NPs9GUQTk8^dQT^dF��)VnQTX)FSY D ViQTY5^dQiZuFSV�� D GTY D VUc :

# wicontrol -l
1 station:
00:09:b7:7b:9d:16 asid=04c0, flags=3<ASSOC,AUTH>, caps=1<ESS>, rates=f<1M,2M,5.5M,11M>, sig=38/15

 ViQnX)Q�� D ���fM D FSV , �)VUQ9EP^dF\FSV!�(]8QiI�� D �SMi]�� D ��� D ]#�(V D � { Em]9�`X)FSY)F��)E"�(NPF ���"�v^dE5r D Y D �)ViF\Y)E"�SViE�� D ^dE .p �qI D M D F\^dQTF
� � D �)F �)EPF �SE)R � D N D I#QiN)Z �)Q9E"�(X)QUNPc!�\QUM D Vic2�e]hViQiNPc��)Q�� D �9�SY D M��)E)ViFSNPc!�"�fk0E��wIKE"� D ViQTY5F\RSQ��SEmN"� .
��RSQ9X)FSY)F\MUQiI8M dBm EmNPE�I#Y)LwRSE)FqFeIKE"�)E { �|E"�\^dFSYPF �)Em]8Y D �SNPE�� D snV!�(]5MnY D � ���Or�MTFSY"�SEm]mr0^dE��)Y)Q��)Q!I D .

24.3.3.3.
� : ��6(!$7 �

C NPE)F �PVnMnGTF��SX)Y)QUMTQ!I��PQUk#�(F\ViE5XPY)FeI3�SV D MUN)])FSV �(QTGUQUk#�SE"�(VUF\^dL , �)QTViQUY D ]0QUGTY D x D FSV��e]��5ViQ����)F�IKQ��SViLwX D E)NPE
�)FSX)Q2�(Y)F(I3�(VUMUF �"�)Q��0IKY)LwRSQW^dL �)NPE)F �PViL .C�D �0X)Y D MUE)NPQ , �mNKE)F �)V!��GUF5�(X)YPQUMUQiI��)QTk �SFSViE8EP^dFSs9V9VUQiNPc��)QnQiIKE��9�SFSViF\MUQTk D I D X)ViFSY ,

D EP^dF����)Q D I D X)ViF\YGUF��SX)Y)QTMUQ!I3�)QUk��(F\ViE .

_HLWx8F��SViMULwFSV��)F�� �)QiNPc��)QnY D �(NKE������Or#�(XPQ��(QTGUQTM��)Q!�P�hEPRSLwY Di{ E)E#�mNPEPF �)V D GUF5�(X)YPQUMUQiI��)QTk#�(FSVUE .
� �)E0Q2���)QTM D ���

� D Y D �(NPE"�����Or0Y)FSZBEK^ D r�Y D GTQUV;�[M9GUF5�(X)Y)QTMUQiI��)QUk#�SFSViE , QUG������)Q BSS ( Y)F(ZuEP^ E"�P�hY D �SViY)L �)ViLwY�� , �)QUViQTY��fkViY)FSGTLwFSVnVUQ!���)E0IKQ��SViLwX D ) EmNPE IBSS (ad-hoc EmNKE5Y)FSZBEK^bQ!I3�)QUY D �)RSQTMUQTk �SFSViE ).
p � D a5Fo^zX)Y)EP^dF\Y)Ff^��|GULTIKFo^E"�(X)QUNPc!�\QUM D Vic*� D ^��fk5XPQUX)LWN)])Y��"�fk0Emr#�)Emr , Y)F(ZuEP^ BSS, IPN)]��(Mi]��\E6�HViQ!���PQUkhIKQ2�(ViLwX D .

24.3.3.3.1. � � � ��"�!
�;P�%
_HLWx8F��SViMULwFSVnViQiNPc��)QnQiI��)QnZ 	5�(V;�PQUFqL �(NPQUMTE)FdIPNP]6� D �SViY)QTk��)E FreeBSD M�� D �)F5�(ViMTF.�mNKE)F �)V D GTF��(XPY)QUMTQ!I��)QTk
�(FSVUE .

pOD ^ �PLTZuF�� D I D X)ViF\Y0GUF5�(X)YPQUMUQiI��)QTk#�(Mi]��\E , X)QiI)IKFSY)ZBEPM D Fo^��fk FreeBSD.
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24.3.3.3.2. � �"� � P� ����
�� P�% FreeBSD ��
� �#��P���� ��
������1�������!���O���"� �����#P
�hFSY)F(I8ViF\^ , � D �8X)Q!I3�mNPs��PE)Vic��(]6�5GTF��SX)Y)QUMTQ!I��PQUk��(F\ViE , M D ^ �)LWZ �)QyGULTIKFSVnL2��� D VUcnQ �)FSk#�PF����PQiNPc��)QnMTFSx5F\k .

p
lSViQW^ X)Y)EP^dF\Y)FO^��|X)Q!I3�mNPs�� D F\^
�(]6�9�SFSViE , �)QTViQUY D ]�� D ���fM D F\V!�e] my_net, E8a5EP�hY)QTM D �)E)F�M��)FSk8QUV;�mNKs��)F��)Q .

�����	��
�������
: � �+���0- ��,�$�- ��,���-�� ��� $�#��"����� � ����- �*$ � ,"�0)+����$ � , �"� �+��� ��� � � �+������#��"� . �(# �0� /���� � ��- ,���� / �&� � )��

���������+�"� , '���' ��! )�' � � ��$��!� , �"� � ��- � �+���*�"��'*)+�	� �"� , $ �"������- � ����'������0,�� � �"� � �"��� ��� $�$ � $ � ,"�0)+����$"% )+#*! �*� ��� - � � �"�
�"�����"� #+�!� � � � ��#������ $��!�*)+��� � $ �����0,�- � � $��0��� ��� � � � ������#��"�!#+�!� .

� IKQ2�(ViQTMUFSYPcUViF5�(c , �PViQ9M D a D I D XPViFSY8Y D �SX)Q!��� D 	\V!�e]�MUQ FreeBSD:

# ifconfig -a
wi0: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet6 fe80::202:2dff:fe2d:c938%wi0 prefixlen 64 scopeid 0x7
inet 0.0.0.0 netmask 0xff000000 broadcast 255.255.255.255
ether 00:09:2d:2d:c9:50
media: IEEE 802.11 Wireless Ethernet autoselect (DS/2Mbps)
status: no carrier
ssid ""
stationname "FreeBSD Wireless node"
channel 10 authmode OPEN powersavemode OFF powersavesleep 100
wepmode OFF weptxkey 1

� F\X)FSYPcy^���^dQUZuF\^ E��o^dF �)EPVic�� D �(VUY)QUk��PE D I D X)ViF\Y D � D ViF , �)ViQ �(QTQUViMTFSV!�SViMULwsnV�� D a8FSk6�SFSViE :

# ifconfig wi0 inet 192.168.0.20 netmask 255.255.255.0 ssid my_net

� D ^dF��)E)ViF 192.168.0.20 E 255.255.255.0 � D X)Y D MUEmNKc!���fF IP-
D IKYPF��+E��(FSVUFSMULws ^ D � �)LhMnM D a5F\k0X)Y)QTMUQ!I3�)QUk

�(FSVUE .
� D X)QT^��PE)ViF , �PViQ�� D a D ViQ!�"� D IKQ2�(ViLwX D M!�*�SViLwX D F\VnMnYPQiNPE5^dQ2�(V D IPN)]0I D ���"�Or�^dFSZ>IKL�GUF5�(X)Y)QTMUQiI��)QUk�EX)Y)QUMTQ!I��PQUk#�(F\V!]P^dE , V D �9�)ViQyQ!�)E0GTLTIKLwVfIKQ2�(ViLwX����[IPN)]�IKYPLWR\Emr�L �(ViY)QTk"�(ViM , � D rmQ!IP])x8Emr��e]�M��SFSViE , � D �8GULTIKViQQ!�)E0VUQiZuF8� D rmQ!IP])V��e]0MnXPY)QUMTQ!I��)QTk6�(F\ViE .C�D �0ViQUNPc!�PQnM!�[l\ViQyM!�fX)QUN"�)EmNPE , ViQ��\^dQiZuFSVUFHX)QUNPL �)E)Vic ping QTVvrmQ��SViQUMvMyX)Y)QTMUQiI��)QUk#�SFSViE , � D �0GULTIKViQyM!�X)Q!I��)NPs��)F����|X)Q2�(Y)F(I3�(VUMUQT^zQTG!�����"�OrhXPY)QUMTQ!IKQTM .

�.�eNPE8M!� �SViQiN"�"�)LWNPE"�(c ��XPY)QUGUNPF\^ D ^dE5X)Y)E8Y D GTQUViF`M9GTF��(XPY)QUMTQ!I��)QTk��(FSVUE , LTIKQ��SViQUMTFSY)cTViF��Sc , �)VUQ9M��D � �SQ { EPE)Y)QUM D ��� ( X)Q!I��)NPs��)F���� ) ��ViQ����)QTk�IKQ2�(ViLwX D :
# ifconfig wi0

IKQiN)Z � D M!�qI D Vic��PF �)QTViQUY)Lws E��P�hQUYK^ Di{ E)s , E0M�� IKQUN)Z ���[LwMUEwIKF\Vic :
status: associated

�.�eNPE��(V D ViL �.�PFHGTLUI#FSV��SQUQUVUMUFSV��(ViMTQUM D Vic associated, lSViQy^dQiZuFSV�� � D �)E)Vic , �)VUQnM!��Q!� D � D NKE"�(cvM��)F.�\Q!���IKQ��(])R D Fo^dQ��SViE0ViQ����)E�I#Q��(VULWX D , M��mNPs��PEmNPE5a8EP�hY)QTM D �PE)F�EmNPE , MUQ��\^dQiZ �)Q , EP^dFSs9V!�e]8X)Y)QUGUNPF\^�� �
�)Q!�P�hEPRSLwY Di{ E)FSk .
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24.3.3.4. � � � &�%'0/"�!���6

" EP�hYPQUM D �)E)F�MyGUF5�(X)YPQUMUQiI��)QTk �SFSViE8EP^dFSF\V9M D Z �)QTF1� � D �)F �PE)F , XPQUViQW^dL��)ViQ9LhM D �1�PFSVnGTQiNPcTa5F�MTQ!�o^dQiZ �)Q��SViEQURSY D �)E��PE)Vic��SFSVic9rmQUY)QTa5Q*� D x8E)x 	����)QUk�QTGiN D �(VicTs .
j8D �����fF�M D a8FSk0GTF��(X)YPQUMUQiI��)QTk#�(FSVUE5MUF\x D snV!�(]0X)QnM2�(FSkQ!�)Y)F5�(V;�PQ��(VUE , V D �6�)ViQ9NPs9GUQUk6� D E"�)ViFSYPF��(QTM D MUa5EPk"�e]0^dQiZuF\VnEmr6� �)E)V D Vic . p QUV��eIKF5�(c9E"�(X)QUNPc!�\LwFSV!�(]a5EP�hY)QTM D �)E)F . "3EP�hY)LW]hI D �����fF , X)Q�� �ON D Fo^��fF`Myl\�hE)Y , M!�JIKFSN D F\ViFHE)rhXPYm]P^dQUk8X)FSY)FSrmM D VnRSQUY D �eI#QvGUQUNPFSF

�eNPQUZ��"�v^�IPN)]5M2�(FSr9NPs9GUQTX��fV;���Or .j MULm^�]#� D EPGUQiNKFSF�a8E)Y)Q!�PQnX)Y)EK^dF �m])Fo^��v^dE��SX)Q��SQUG D ^dE�a5EP�hY Di{ E)E�I D ���"�Or5^dF(Z>IKL�M D a5EP^ �)NPE)F �PViQT^ EViQ!���PQUkhIKQ2�(ViLwX D ])MiNP])snV!�(] WEP E ipsec(4).

24.3.3.4.1. WEP

WEP ])MiN)])F\V!�e]6�SQ!�)Y D x5F��)E)Fo^zQUV Wired Equivalency Protocol ( �hY)QTViQ!�PQiN>_HQUQTViMUF\V!�(VUMUEm]5�hY)QTMUQiI��)QUk#�SFSViE ).
WEP ])MiN)])F\V!�e]0XPQUX��fV;�PQUk9�eIKF(N D Vic9GUF��SX)Y)QTMUQ!I3���fF.�(F\ViE5V D �)EP^dE8ZuF.� D I 	(Z ���v^dE8E5GTF �SQTX D � ���v^dE , � D �X)Y)QUMTQ!I��"�fF . C �(QUZ D NPF��)E)s , Q��5G��ON5M!�SNPQT^ D �0E9�SY D M��)E)ViFSNPc!�)QvNPFSR��)Q9XPQ!I)I D 	SV!�(]0M�� �)Y��fViE)s .

 ViQyQ!��� D � D FSVV D �mZuF , �)ViQyQ!�9�)F`ViQTV9XPY)QUViQ��)QiN , � D �)QTViQUY"�fk9�eNKFeIKLwFSV9QUX)EPY D Vic2�e] , �)QTReI D Y)F �PcnEwI 	\V9Q9a5EP�hYPQUM D �)E)E
�)Y)E)ViE"�)F�� �)E8M D Z ���Or9I D �"���Or .� ��NPL �)a5F , �)Fo^ �)E��PFSRSQ , V D �9�)ViQ9E"�(X)QUNPc!�\Lwk)ViF �eNPF(IKLwsnx5Lws �)QT^ D �wIKLyIPN)]8M!�mNPs��)F �PEm] WEP MyM D a8FSk��)QTMUQTkViQ!���PF�IKQ2�(ViLwX D FreeBSD:

# ifconfig wi0 inet up ssid my_net wepmode on wepkey 0x1234567890 media DS/11Mbps mediaopt hostap

p �|^dQUZuFSViFqM!�mNKs��)E)VUc WEP � D �mNKE)F �)VUF �(NPFeIKLws9x5FSk9�)QT^ D �wIKQTk :

# ifconfig wi0 inet 192.168.0.20 netmask 255.255.255.0 ssid my_net wepmode on wepkey 0x1234567890

� VU^dFSVicTViF , �)ViQyM!�JIKQUN)Z ��� � D ^dF �PE)Vic 0x1234567890 � D GUQiNPF\F`L �)E�� D NPc����fk#�mNPs�� .

24.3.3.4.2. IPsec

ipsec(4) ])MiN)])F\V!�e]0R\QUY D �eIKQ9GUQUNPFSF1� D I 	SZ��"�v^ E8^dQTx6���v^ �SY)FeI/�(ViMTQT^za5EK�hY)QUM D �)Em]hI D �����Or�M �(FSVUE .
 ViQTV^dFSViQiI>QUXPY)FeIKFSN 	 �"�)Qv])MUN)])FSV!�(]0X)Y)F(IKX)Q!�PViE)ViFSNPc!���v^ IPN)]5a8EP�hY)QTM D �PEm]yI D ���"�Or0MnGUF5�(X)YPQUMUQiI��)QTk �SFSViE . �qQiNPF\FIKFSV D NPc!�PQnQ!��� D �PQT^dE)Vic2�e]#�HGUF �\QUX D ���)Q2�(VicTs|E5XPY)EP^dF �PF �)E)Fo^ ipsec(4) M��|^dQiZuFSVUFHM9Y D �(IKF(NPFHQUG IPsec l\ViQUR\Q� L �)QUMTQ!I3�SViM D .

24.3.3.5. � 7�� : ��7 �

��^dFSFSV��e]6�)F5���)QUNPc!�PQvLwViEmNPE)V , �)QTViQUY"�fFH^dQiZ �)Q9E"�(XPQiNPc��SQUM D VicfIPN)]6� D �(ViY)QTk��)E0E8QUV!N D I��)E8M D a5FSkGUF��SX)Y)QTMUQ!I3�)QUk��(F\ViE , E6�eI#F��(cy^��|X)QTX��fV D Fo^
�e]5QTX)E"� D Vic��)F �)QTViQUY"�fF`E�� �)Emr�E6�)VUQ9Q��)E8^dQTRSLwVOIKFSN D Vic .
24.3.3.5.1. � 
����� bsd-airtools

� D �)F\V bsd-airtools X)Y)FeI/�(V D MiN)])F\V��(QTGUQUk5X)QiN"�"�fk#� D GTQUY0E"�"�(ViYPLw^dF��)ViQTM , M��mNPs�� D ]0E��"�SViY)Lm^dF �PV;�[IPNP]X)Y)QUMTFSY��PE0GUF5�(X)Y)QTMUQiI��)QUk#�SFSViE9� D XPY)FeI#^dF\V9M��(NPQW^ D WEP- �)NPs�� D , QTG!� D Y)LWZBF��)Em]�ViQ����)E5IKQ��SViLwX D E8ViQT^dLX)Q!IKQTG!�)QTF .
� ViEmNKE)V;� bsd-airtools ^dQUZ��PQnL �(V D �)QUMTE)Vic9E��`X)QTY)V D net/bsd-airtools. � �P�hQUYP^ DU{ E)s QUGvL �(V D �)QTM!�)FX)QUY)VUQUM9^dQUZ �)Q�� D k)ViE8M � N D MUF � N . 4 l\ViQUR\Q � L �)QTMUQ!I/�(ViM D .
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�hY)QUR\Y D ^+^ D dstumbler ])MUN)])FSV!�(]0E��"�SViY)Lm^dF �)VUQT^ , X)Y)FeI3� D ��� D �)F������v^�IPN)]8QUG!� D Y)LWZuF �)E)]0ViQ!���PE�IKQ2�(ViLwX D EM!�qI D �)E0QUV!�)QUa8F �)Em]0LwY)QTM!�m]6�SE)R � D N D �5a5Lm^dL . �.�(NPE5L�M D �1�HViY)LTIKQW^ X)QiNKL2� D FSV��e]#� D X)L �(ViEPVic9VUQ!���)LyI#Q��(VULWX D ,
dstumbler ^dQUZBF\VnX)QW^dQ!�)c9M D ^ � D � D Vic .j N)]0ViF��SViE)Y)QTM D �)Em]5E��K�hQUYP^ DU{ E)Q!�"�)QUk�GTF �SQTX D � �)Q��SViE�M D a5F\k0GUF5�(X)Y)QTMUQiI��)QUk#�SFSViE , M!��^dQUZBF\ViFMUQ��SX)QiNKc!�SQTM D Vic��(]�� D GUQUYPQT^ ”dweputils” ( dwepcrack, dwepdump E dwepkeygen), �)QTViQUY"�fk5^dQiZuFSVyX)QW^dQ!�)cX)Q!�m])VUc , ])MUN)])FSV!�(]�NPE WEP XPQ!IPrmQ!IK])x5EP^ YPFSa5F��)E)Fo^�IPN)]5QTGUF5�(X)F��)F �)E)]hM D a8Emr�X)QUViYPFSG!�PQ��(VUFSk0ME��P�hQUYK^ Di{ E)Q����)QTk�GUF �\QUX D ���)Q2�(ViE .

24.3.3.5.2. � �-P���P ��� wicontrol, ancontrol P raycontrol
 ViQnE����(ViY)Lm^dF��)V;� , �)QUViQTY��fFO^dQURSLwVvG��fVicyE"�(X)QUNPc!�\QUM D ����IPN)]5LwX)Y D MiNPF��)Em]0X)QTMUF(IKF �)EPF\^ D I D X)ViF\Y DGUF��SX)Y)QTMUQ!I3�)QUk��(MU]��SE0M �(F\ViE .

p XPY)EP^dFSYPFHM��fa5FH^���M!�fGUEPY D NPE wicontrol(8), V D �6� D �#� D a5EP^ D I D X)ViFSYPQT^GUF��SX)Y)QTMUQ!I3�)QUk��(F\ViE>G!�ON5E��PViFSYP�hF\k"� wi0. �.�eNPE8L�M D �+L �(V D �)QUMUNPF �)Q9L �(ViY)QTk"�(VUMUQnGTF��SX)Y)QUMTQ!I��PQURSQHIKQ2�(ViLwX D QUV
Cisco, l\ViEP^bE"�)ViFSYK�hFSk"�SQT^ GTLUI#FSV an0, E5ViQTReI D M!�|GTLUI#FSViFHE"�(X)QUNPc!�\QUM D Vic ancontrol(8).

24.3.3.5.3. � �"N 
�-� 
 ifconfigC QT^ D �mI D ifconfig(8) ^dQiZuF\VnE"�SX)QiNPc��SQTM D VUc��e]9IPN)]8L �SV D �PQUM!�PE5^��)QUR\Emr0E��HViF(r0X D Y D ^dF\ViY)QTM , �)VUQ�� D I D 	SV
wicontrol(8), QiI�� D �PQnY D GUQUV D �.�PF �)QTViQUY��v^dE8X D Y D ^dFSVUY D ^dE8M��)F\k5QUV��(LwV!�(VUMULwFSV . � GTY D VUE)ViF��Sc�� ifconfig(8) IKN)]M!�O]"���PF �)Em]0X D Y D ^dFSViY)QTMnE8QUX { EPk#�)QT^ D �wI��)QTk9�SViY)Q!�PE .

24.3.3.6.
)�%�+,+ 6$&���� 0/"/6 1 ��6 "�+�"��$796(&��

24.3.3.6.1. � �����PL� ����� �"��

�dIKE��"�SViMUF������v^dE D I D X)ViF\Y D ^dE , �)QUViQTY��fF.� D I D �����fk5^dQW^dF �)VyX)QiI)IKFSY)ZBEPM D s9V!�e]0M9Y)F(ZuEP^dF BSS ( � D �0ViQ���� DIKQ��SViLwX D ), ])MiN)])s9V!�e]5VUFHL �(VUY)QUk"�SViM D , �)ViQ � I#F(N D ���:� D Q����PQUMUF.� D GTQUY D ^dE"�)Y)Q��(rmF\^ Prism 2, 2.5 EmNPE 3). �hQiN"�"�fk
�(X)E"�SQ!�5^dQUZ �)Q9LwMTEwIKFSVUcnM wi(4).

24.3.3.6.2. � ��P���� ��� 802.11b

�hY D �)VUE��)F�� �)E�M��SF D I D X)ViF\Y�� GUF5�(X)Y)QTMUQiI��)QUk��SMi]��SE 802.11b � D I D �����fk0^dQT^dF��)VnMTQ FreeBSD X)QiI)IKF\YmZuE)M D snV!�(] .
�HQUNPcUa8E��"�SViMUQ D I D XPViFSY)QTM , X)Q2�(ViYPQUF �"���Or�� D Q2���)QTMUF Prism, Spectrum24, Hermes, Aironet E Raylink, GULTIKLwVY D GTQUV D VicvM�� D �)F5�(ViMTF D I D X)VUFSY D GUF��SX)Y)QTMUQ!I3�)QUk��(F\ViE5MyY)FSZBEK^dF IBSS (ad-hoc, Q!I��PQUY D �)RSQTM D ]��(F\VicyE BSS).

24.3.3.6.3. � ��P���� ��� 802.11a P 802.11gj Y D k)MTFSY�L �(VUY)QUk"�SViM D ath(4) XPQ!I)IKF\YmZuE)M D FSV 802.11a E 802.11g. �.�(NPE5M D a D � D Y)V D Q2���)QTM D � D � D �)EPX"�(F\ViF
Atheros, M!�|^dQUZuFSViFqE"�(XPQiNPc��SQUM D VicnlSViQTVfIKY D k)MUF\Y .C �(QiZ D NPF �)EPs , M2�(F`F\x5FO^��)QUR\QnX)YPQUE��\MUQ!I#E)ViF(NKFSk , �)FHX)Y)F(IKQ��SV D MUN)])snx8Emr#�ermF\^ D ViE��)L#�SMUQUE)r9I#Y D k)MTFSY)QTM
�(QUQTGUx8F��(VUMUL open source, X)Q�� �)QiNKc!�)LylSV D E��P�hQTYP^ Di{ Em]6���)EPV D F\V!�e]5VUQUY)R\QUM!�v^4�SF �)YPFSViQW^ . _`NPFeI#QUM D ViF(NKc!�)Q , LY D �\Y D GTQUV;�)E"�)QUM FreeBSD E�I#Y)LwRSEmr0QTX)FSY DU{ E)Q������Or��(E"�SViF\^�Q��(V D FSV��e]hIKM D M D Y)E D �)V D : Y D �SY D GUQUV D VicqIKY D k)MUF\Y��IKQiNPR\EP^ E6�(NPQiZ ���v^�^dFSViQiIKQT^ QTGUY D V;�)QTRSQvE��)ZBE"�)E)Y)E��PR D , EmNPE8E"�(X)QUNPc!�\QUM D Vic*�(Lwx8F��(VUMULwsnx8E)F�I#Y D k)MTFSY��JIKN)]XmN D VT�hQUYP^ Microsoft Windows. �qQiNKcUa5E"�"�(ViMTQvY D �SY D GUQUV!�)E��)QTM FreeBSD M��fGUY D NPE0MTViQUY)QTk6�(XPQ��(QTG .
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�`N D RSQiI D Y)]hL �SEmNPEm]P^ �qEmNPN D � D LTN D (wpaul), � D �)E�� D ]9� FreeBSD 5.3-RELEASE �SLWx8F��SViMULwFSV ” X)Y)Q!�\Y D �"� D ] ”X)Q!I)I#FSYmZ � D Network Driver Interface Specification (NDIS). FreeBSD NDISulator ( E��\MUF5�(V;���fk8V D �)ZBF � D � Project
Evil) X)Y)F\QUGUY D �SLwF\VfGUE�� D Y����fkhI#Y D k)MTFSY Windows V D � , �)ViQyQ!�5Y D GTQUV D FSVvV D �0ZuF.� D �5E8M Windows.

 V DMUQ!�o^dQiZ �)Q2�(VicvM2�(FHFSx5FHQUV;�PQ��(EPViF(NPc��)Q��PQUM D ] , �)QyMnGUQUNPcUa8E��"�SViMUF�ViF5�(ViQTM9Q�� D Y D GUQTV D F\V D IKF��)M D V;�)Q .j N)]0E"�(XPQiNPc��SQUM D �)E)] NDISulator X)QUViYPFSGULws9V!�e]5VUY)E5MTFSx5E :

1. ���(rmQ!I����fFHViF ���(V;�[]wI#Y D
2. �qE�� D Y����fk0IKY D k)MUF\Y Windows XP ( Y D �Sa5E)YPF �)E)F .SYS)

3.
�8D kmN9�)Q��P�hE)R\LWY Di{ E)E5GUE�� D Y��)QTRSQOIKY D k)MTFSY D Windows XP ( Y D �Sa5E)Y)F��)E)F .INF)pqD ^ ^dQiZuFSV9X)QUVUY)FSGTQUM D Vic��(]��)QT^dX)E)N)] { Em]�I#Y D k)MTFSY D QUGTQiNPQ����)E0^dE��)E8X)QUYPV D ndis(4). �hQiI root:

# cd /usr/src/sys/modules/ndis
# make && make install

� X)Y)FeI#F(NPE)VUFq^dF5�(ViQTX)QiNPQUZuF �)E)Fq� D kmNKQUMOIPNP]5M D a5FSk6� D Y)V!� .
� G!�����PQnEmr5^dQiZ �)Q�� D kPViE6� D MirmQ!IK])x5F\^zM

�)QT^dXmNKF �)V CD EmNPE6� D MTFSG�� D k)ViFqX)Q2�(V D MUx5E"� D . p � D a5Fo^zX)Y)EP^dF\Y)FHE��(X)QUNPc!�\LWs9V!�e]>� D kmN"� W32DRIVER.SYS E
W32DRIVER.INF.

_`NPFeIKLws9x5E)k8a D RHlSViQ��)QT^dXPEmN)] { Em]>GUE�� D Y��)QTRSQOI#Y D k)MTFSY D M�� D RSYPLTZ D F\^��fk0^dQ!I#LTNKcn]wIKY D . � ViQTG!�:� IKFSN D VUc9l\ViQ ,
��� D � D N D � D kmIKE)ViFqM�� D V D NKQURH^dQiIKLWN)] if_ndis E9�HX)Y D M D ^dE root ���)QTX)E)Y)Lwk)VUFHViLTI D IKY D k)MUF\Y�� Windows:

# cd /usr/src/sys/modules/if_ndis
# cp /path/to/driver/W32DRIVER.SYS ./
# cp /path/to/driver/W32DRIVER.INF ./

� F\X)FSYPc9E"�SX)QiNKc!�SLwk)VUF`LwViEmNPEPViL ndiscvt IPN)]9�SQ!�eI D �)Em]#� D R\QiNPQTM!� D QTX)Y)FeI#F(NPF��)Em]�IKY D k)MTFSY D
ndis_driver_data.h X)FSY)F(I��SGUQUY"�)QUk5^dQiIKLWN)] :

# ndiscvt -i W32DRIVER.INF -s W32DRIVER.SYS -o ndis_driver_data.h

� D Y D ^dFSViY�� -i E -s � D I D s9V��(QTQUViMTFSV!�SViMUF����)Qy� D kmN6� D �(VUY)QUk��PE0E5GTE�� D Y"���fk8� D kmN .
t �|E"�SX)QiNKc!�SLwFo^X D Y D ^dFSViY -o ndis_driver_data.h, X)Q�� �)QiNKc!�)L Makefile X)Y)E��(Q��eI D �)E)E5^dQiIKLWN)]5GULTIKF\VnQTGUY D x D VUc��e]EP^dF ���PQ��0l\ViQT^dL0� D kmNPL .

�����	��
�������
: � ��'������0,�� - /�,�����)+��,���- Windows /0��% ,�� � ��� ���!,�� � �����"#&% /0���"������$��"� ������� � � ���"� � . � � -���� �+�"�)�'+� � ��$��!� $ � ����,���- � �!,"�0- ndiscvt -f. � � ,����!$��"��#�� '�#+�!,�����$ �!� #���,���) �����"�0��#�$�#+�"��-
� ndiscvt(8) ���/0���"������$��"� �����"�0� $���� �0,�- ���0$���� .

g D �)Q��)F { , �SQUGTFSY)E)VUF`E5L �SV D �)QTMUE)VUFH^dQ!I#LTNKcfIKY D k)MUF\Y D :
# make && make install

j N)]0E"�(XPQiNPc��SQUM D �)E)]9I#Y D k)MTFSY D �)FSQTGirmQ!IKEK^dQ*� D RSY)L �SEPVic��SQUQUVUMUFSV��(ViMTLWs9x5E)Fq^dQ!IKLWNPE :

# kldload ndis
# kldload if_ndis
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�hFSY)M D ]��)QT^ D �wI D � D R\Y)LWZ D FSVnQUGUQUNPQ!�"�)LvI#Y D k)MTFSY D ^dE��)E)X)QTY)V D NDIS, MUViQTY D ]#� D R\Y)LWZ D FSV��SQUG2�(ViMTF ���)Q��(FSVUFSMUQTkE��)ViF\YP�hFSk"� . �hY)QTMUFSYPcUViF dmesg(8) � D XPY)FeI#^dF\V9QTa5E)GTQ!�#� D R\Y)L � �)E . �8�eNPE>M��SF`X)Y)QTa0NPQnrmQUY)QTa5Q , M!�fMTQ!I0I#QiN)ZuF �G!�fVic9X)Y)EP^dF\Y��)QyV D �)EK^ :

ndis0: <Wireless-G PCI Adapter> mem 0xf4100000-0xf4101fff irq 3 at device 8.0 on pci1
ndis0: NDIS API version: 5.0
ndis0: Ethernet address: 0a:b1:2c:d3:4e:f5
ndis0: 11b rates: 1Mbps 2Mbps 5.5Mbps 11Mbps
ndis0: 11g rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54Mbps

g D �)E�� D ]#�`l\ViQUR\Q9^dQW^dF �)V D M!�|^dQUZuFSViFqE"�(XPQiNPc��SQUM D VicnL �SViY)QTk"�(ViMTQ ndis0 � D ��NPsnGTQUF�IKY)LwRSQTF`GUF5�(X)YPQUMUQiI��)QTFL �SViY)QTk"�(ViMTQ ( � D XPY)EP^dFSY , wi0); MylSViQTk6�(E)VUL DU{ E)E8X)Y)EP^dF��)EP^ D E��P�hQUYK^ Di{ Em] , XPY)E)MUF(IKF �"� D ]5M�� D � D NPFHlSViQTkR(N D M!� .

24.4. Bluetooth
� ���!�
��,���� � � �� ��� � � Pav Lucistnik.

24.4.1.
� �'� ���.+��
�

Bluetooth ])MiN)])F\V!�e]8GUF��SX)Y)QTMUQ!I3�)QUkhViFSr �PQiNPQTRSE)F\khIPN)]9�SQ!�(I D �)E)]0X)FSY"�SQ!� D NPc!�"�Or �SFSViF\k6� D Y D ���(ViQU]��)E)E#�PFHGTQiNPF\F
10 ^dF\ViY)QUM , Y D GUQUV D snx8FSk�� D � D �(ViQTViF 2.4 � � { , �)QTViQUY D ]#�)FqX)Q!IPNKF(ZuE)VvNKE { F �"�SE)Y)QTM D �)E)s .

� G������)Q9V D �)EPF �SFSViE�hQUYP^dE)YPLWs9V!�e]8E��`X)QTY)V D ViE)M!�"�Or0L �SViY)QTk"�(ViM , V D �)Emr , � D �6�(QTViQUM��fF`ViFSNPF\�hQ���� ,
C � C E0N D X)ViQTX�� .

p QUV!NKE��)E)FqQUV
Wi-Fi, IKY)LwRSQTk5X)QTX)LWN)])Y��)QTk0GUF5�(X)Y)QTMUQiI��)QUkhViFSr �)QiNPQTRSE)E , Bluetooth X)Y)F(IKQ��SV D MUN)])FSVnGUQiNKFSF`M��*�(Q��)E)k0LwY)QTMUF �Pc
�(FSYPMUE"� D , � D X)Y)EP^dF\Y , � D k)NPQUM��fF.�(F\Y)MUF\Y��[ViE)X D FTP, X)FSYPFeI D �)L0� D kmNKQUM , R\QiNPQ2� D , lo^dLTNP] { E)sX)Q��(NPFeIKQTM D ViF(NPc��)QUR\QfX)QUYPV D E0IKY)LwRSE)F .
_HViF �8X)Y)QUVUQ!�)QUNPQUM Bluetooth MUQ FreeBSD Y)F D NPE��\QUM D ��� D Q����PQUMUF`ViF(r �)QUNPQUR\E)E Netgraph ( QTGUY D ViE)ViF5�(c��
netgraph(4)). "3E)Y)Q!�PE)k9�SX)F �)VUY USB- L �(ViY)QTk"�(VUM Bluetooth XPQ!I)IKF\YmZuE)M D FSV!�(]hIKY D k)MUF\Y)QT^ ng_ubt(4).� �(VUY)QUk"�SViM D Bluetooth � D Q�� �)QUMTF1� D GTQUY D ^dE��)Y)Q2�ermF\^ Broadcom BCM2033 X)Q!IPIKFSYmZuE)M D F\V!�e]hIKY D k)MTFSY)QW^
ng_bt3c(4).

� �SViY)QTk"�(ViM D Bluetooth, Y D GUQTV D s9x5E)F8�)FSYPF �`XPQ��eNKFeIKQTM D VUF(NPc����fF�E UART- X)QUYPV;� , X)QiI)IKFSY)ZBEPM D s9V!�e]IKY D kPMUFSY D ^dE sio(4), ng_h4(4) E hcseriald(8).
p lSViQW^ Y D �(IKF(NKF`QUXPE"���fM D FSV��e]�E"�(XPQiNPc��SQUM D �)EPF

Bluetooth- L �SViY)QUk��(ViM , XPQ!I��mNKs�� D F\^��Or#�)F\Y)F � USB. �hQ!IPIKFSYmZ � D Bluetooth EP^dF\FSV!�(]5MUQ FreeBSD 5.0 E5GTQiNPF\F
�)QUM��OryMTFSY"�SEm]mr#�(E"�SViF\^�� .

24.4.2. �%� � � � � )
�1+��
� � -/�
�� 
1-/���'�
�hQnLm^dQiN"� D �)E)s|IKY D k)MUF\Y��[L �(ViY)QTk"�(VUM Bluetooth XPQ��(V D MiNP])snV!�(]0M9MTEwIKFH^dQiIKLWNPFSk5]wIKY D . �hFSY)F(I8X)Q!I3�mNPs��PF �)E)Fo^L �SViY)QTk"�(ViM D M D ^ �)F\QUGirmQiIKEP^dQvX)QiIKRSYPL2�\E)VicvIKY D kPMUFSY5Mn]wIKYPQ :
# kldload ng_ubt

�.�eNPE Bluetooth- L �SViY)QTk"�(ViMTQfMy^dQW^dF �)V�� D X)L ��� D �(E"�SViF\^��|XPQ!I��mNKs��)F��)Q , VUQ�� D RSYPLTZ D k)ViFH^dQiIKLWNPcnE"�q� D kmN D
/boot/loader.conf:

ng_ubt_load="YES"
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�hQ!I��mNKs��)E)VUFHM D a5F USB- L �(VUY)QUk"�SViMUQ . g D �PQ!�"�SQiNPE ( EmNPE8MvZuLwY�� D NPF syslog) X)QU])MUE)V!�(]0X)Y)EP^dF\Y��)QhV D �)QUF
�(QUQTGUx8F �)E)F :
ubt0: vendor 0x0a12 product 0x0001, rev 1.10/5.25, addr 2
ubt0: Interface 0 endpoints: interrupt=0x81, bulk-in=0x82, bulk-out=0x2
ubt0: Interface 1 (alt.config 5) endpoints: isoc-in=0x83, isoc-out=0x3,

wMaxPacketSize=49, nframes=6, buffer size=294

_8�)QUX)EPY)Lwk)ViFO� D kmN /usr/share/examples/netgraph/bluetooth/rc.bluetooth M�� D �)QUF - �)EPGULTIKcX)Q!IPrmQiIP])x5F\F`^dF��SViQ , � D X)YPEP^dFSY , M9� D k)N /etc/rc.bluetooth.
 VUQUV�� �)Y)E)XPVnE"�SX)QiNPc��SLwFSV��e]hIPN)]9� D XPL � � D EQ��(V D �)QTM!�)E�Y D GUQTV;� Bluetooth- �(ViF�� D . �hF\Y)FeI8QTV;�mNPs��)F �PE)F\^�L �SViY)QTk"�(ViM D Y)F��)QT^dF��wIKLwFSV��e]5Q2�(V D �)QUMTE)VicvF\RSQY D GTQUV;� , rmQUVi] ( QTG!�����)Q ) l\ViQ��)FO� D V D NPc��)Q . �hY)E6� D XPL � �)F8�SViF � D M��[X)QiNPL �)EPViF �SQUQTGUx5F��)Em] , X)QiIKQUG����fF

�eNPF(IKLwsnx5EK^ :

# /etc/rc.bluetooth start ubt0
BD_ADDR: 00:02:72:00:d4:1a
Features: 0xff 0xff 0xf 00 00 00 00 00
<3-Slot> <5-Slot> <Encryption> <Slot offset>

<Timing accuracy> <Switch> <Hold mode> <Sniff mode>

<Park mode> <RSSI> <Channel quality> <SCO link>

<HV2 packets> <HV3 packets> <u-law log> <A-law log> <CVSD>

<Paging scheme> <Power control> <Transparent SCO data>

Max. ACL packet size: 192 bytes
Number of ACL packets: 8
Max. SCO packet size: 64 bytes
Number of SCO packets: 8

24.4.3. Host Controller Interface (HCI)

Host Controller Interface (HCI) X)Y)F(IKQ��SV D MUN)])FSV9E��)ViF\YP�hFSk��+IPNP]5LwX)Y D MUNPF �PEm]��)Q!�)VUY)QiN)NKFSY)QW^ X)FSYPFeI D V;�)E�� D E^dF �)F(IPZuFSY)QW^ �(QTFeIKE��PF �)E)k ,
D V D �mZuF�I#Q��(VULWX9��I D �����v^ Q �(Q2�(ViQU]��)E)E0QUGTQUY)LTIKQTM D �)Em]hE5FSR\QnLwX)Y D MiN)])s9x5EP^Y)FSR\E"�(ViY D ^ .

 VUQUVnE"�)ViFSYK�hFSk"�HX)Y)F(IKQ��SV D MUN)])FSVvL �)EK�hE { E)Y)QTM D �����fk5^dF\ViQ!I8IKQ��(VULWX D �5XPFSY)F(I D s9x5EP^MUQ!�o^dQiZ �)Q2�(V!]P^ Bluetooth.
� Y)QUMTF �)c HCI � D LwX)Y D MUN)])snx8FSk5^ D a5E��PFHQTGT^dF �PE)M D FSV!�(]9I D �����v^dE8E6�)QW^ D �wI D ^dE9�^dE��)Y)Q��)Q!IKQW^ HCI M9QUGTQUY)LTIKQTM D �PE)E Bluetooth.

j Y D kPMUFSY�IPN)] Host Controller Transport Layer ( ViQyF��SVic�hE��SE��PF����PQUk0a8E���� ) X)Y)FeI#Q��(V D MiNP])FSVnQTGUQTEP^ �eNPQU]P^ HCI MTQ!�o^dQiZ �)Q��SVicvQTGT^dF �PE)M D Vic��(]9I D �����v^dE0IKY)LwR8�IKY)LwRSQW^ .j N)]0Q!I��PQURSQ Bluetooth- L �SViY)QTk"�(ViM D �(Q��eI D 	SV!�(]0Q!IKE��5L2�\F(N Netgraph ViE)X D hci. HCI- L2�\F(N5QTG!�����PQnX)QiI��mNPs�� D F\V!�e]
�5L �(NPL9IKY D k)MTFSY D L �SViY)QTk"�(ViM D Bluetooth ( MirmQ!IK])x5E)k�X)QTViQ!� ) E9�5L �(NPL L2CAP ( E"�ermQ!IK])x5E)k0XPQUViQ�� ).

p �SFQUX)F\Y Di{ EPE6� HCI IKQiNPZ��"�|M!�fX)QUN"�m])Vic2�e]#� D L �(NPF HCI, �PQ��)F8� D L2�SNPF+I#Y D k)MTFSY D L �(ViY)QTk"�(VUM D . p � D �)F5�(ViMTFEP^dF �)E8X)QnLm^dQUN"� D �PE)s|IKN)]5L �(N D HCI E��(X)QUNPc!�\LWF\V!�e] ”devicehci”.
j QTX)QiN"�PE)ViF(NKc!���fFHX)Q!IKYPQUG!�PQ��(VUE0^dQiZ �)Q

� D k)VUE6� D �(X)Y D MUQ����)QUk#�SViY D �)E { F ng_hci(4).� I��)QUk5E�� � D ^dQTk#� D �SViQnM��fX)QiN��m])F\^dQTk#� D I D ��])MUN)])FSV��e]0QUG�� D YPLTZuF��)E)F Bluetooth- L �(VUY)QUk"�SViMfMyY D IKEPL �SF
RF-I#Q��(VULWX"�)Q��SViE .

 V D QUX)F\Y Di{ Em]#� D ���fM D FSV!�(] � ,�� � � � - (inquiry).
� X)Y)Q2��EhI#Y)LwRSE)FqQUX)F\Y Di{ E)E , �SMi]�� D �����fF �

HCI, M��fX)QiN"�)])snV!�(]5X)Y)E8X)QT^dQTx5E0LwViEmNKE)V;� hccontrol(8). �hY)EK^dFSY6�PEmZuFHX)Q�� D ���fM D FSV , � D �#� D k)ViE�I#Q��(VULWX"���fFL �SViY)QTk"�(ViM D Bluetooth. _HXPE"�(Q��0V D �PEmr0L �(ViY)QTk"�(VUMvIKQUN)ZuF �0G��fVicnXPQiNPL �)F��5MnVUF �)F��)E)F �)F�� �)QiNPc��)Emr#�(F��)L �wI .� D ^dF\VicUViF , �)ViQyLTI D N 	 �����fFHL �(ViY)QTk"�(VUM D GTLTIKLwVnQUVUMUF � D Vic�� D QTX)Y)Q�� , F��(NPE0ViQUNPc!�)Q9Q!�)E9� D rmQiIP])V!�e]0M9Y)F(ZuEP^dF�5� 	 � �.�U� � ��� � - � �� � (discoverable).

% hccontrol -n ubt0hci inquiry
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Inquiry result, num_responses=1
Inquiry result #0

BD_ADDR: 00:80:37:29:19:a4
Page Scan Rep. Mode: 0x1
Page Scan Period Mode: 00
Page Scan Mode: 00
Class: 52:02:04
Clock offset: 0x78ef

Inquiry complete. Status: No error [00]

BD_ADDR ])MUN)])FSV!�(]5L �)E�� D NPc!�"�v^ D IKY)F5�(QW^zL �SViY)QTk"�(ViM D Bluetooth, MTY)Q!I#F MAC-
D IKY)F5�(QTM��(F\ViFSM��Or D I D XPViFSY)QTM . ViQUV D IKY)F5�1�)F\QUGUrwQiIKEP^�IPNP]�I D NKc!�)F\k)a5F\k0Y D GTQUV;� �`L �(ViY)QTk"�(VUMUQT^ .

# IKY)F5�(L BD_ADDR ^dQUZ��PQnX)Y)E��(MUQTE)VicLUI#QUG!�PQUFdIPNP]6�)ViF��)Em]5EP^�] .
�8D kmN /etc/bluetooth/hosts �(Q!I#FSYmZuE)V9E��P�hQUYK^ Di{ E)s QUG9E��SMTF��SV;���OrhrmQ��(V D r

Bluetooth.
p �eNPF(IKLwsnx5Fo^ X)Y)EK^dFSY)FOX)Q�� D � D �)Q , � D �5XPQiNPL �)E)VUcnEP^�] , � D � � D �)F����)QUFHLTI D N 	����)QW^dLyL �SViY)QUk��(ViMTL :

% hccontrol -n ubt0hci remote_name_request 00:80:37:29:19:a4
BD_ADDR: 00:80:37:29:19:a4
Name: Pav’s T39

�.�eNPE8M!�[M��fX)QiN"�PE)ViFqQUX)Y)Q2�1� D IKY)LwRSQW^ Bluetooth- L �(ViY)QTk"�(VUMUF , �)Q9M D a �)QW^dX)cUs9ViFSY8GULTIKFSV9QUX)Q�� � D ��� D �
”your.host.name (ubt0)”. ��^�] , � D � � D � D F\^dQUF�NPQ!� D NPc!�PQT^dLhL �(ViY)QTk"�(VUMUL , ^dQiZuF\VnG!�fVUcnM9NPsnGTQUk5^dQW^dF �)VE��\^dF��)F �)Q .
_HE"�(ViFo^ D Bluetooth X)Y)FeI#Q��(V D MiNP])FSVvL �eNKLWR\E5X)Q �(QTFeIKE��PF �)Em]P^bViE)X D ViQ!�"� D - ViQ!��� D ( X)Y)E0l\ViQT^4� D IKF\k"�(VUMUQUM D ���ViQiNPc��)QfI#M D L �SViY)QUk��(ViM D Bluetooth) EmNPE5VUQ!��� D - �PQ - ^��)QUR\EP^ - VUQ!��� D ^ .

p X)Q��(NPFeI��PF\^ �(NPL � D F �(QUF(IKE��)F��)E)FE"�(X)QUNPc!�\LwFSV!�(]6�(QUMW^dF��SV;�)Q��PF����PQiNPc��)EP^dE0L �(VUY)QUk"�SViM D ^ Bluetooth.
p �eNKFeIKLwsnx8F\^ XPY)EP^dFSYPFHX)Q�� D ���fM D FSV!�(] , � D �X)QiNPL �)EPVic��SX)E"�(Q�� D �)ViE)M����OryIPN)]0NPQ�� D NKc!�)QTRSQvL �(VUY)QUk"�SViM D �(QTFeIKE��PF �)E)k :

% hccontrol -n ubt0hci read_connection_list
Remote BD_ADDR Handle Type Mode Role Encrypt Pending Queue State
00:80:37:29:19:a4 41 ACL 0 MAST NONE 0 0 OPEN

�9IKF �)VUEP�hE�� D ViQUY6�SQUF(IKE��)F��)Em] (connection handle) XPQiNPF��SF � , �)QUR(I D �PFSQUGUrmQ!IKEP^dQnX)Y)F �PY D ViEPVic �SQUF(IKE��)F��)E)F .� D ^dF\VicUViF , �)ViQyQUG������)Q*�PFSV �)LWZ8I3� IKF(N D Vic9lSViQyMUY)L ���PLWs . _HViF �8GULTIKF\V D MTViQT^ D ViE��)F5���)E5Y D �\Y��fM D Vic
�)F D �)ViE)M����fF8�SQUFeI#E��)F �PEm] .

# hccontrol -n ubt0hci disconnect 41
Connection handle: 41
Reason: Connection terminated by local host [0x16]

� GUY D ViE)ViF5�(c��5X)QT^dQTx5E5XPQ��(YPFeI3�SViMUQW^ hccontrol help IPN)]8X)QiNPL �)F��)Em]5XPQiN"�)QTRSQ��SX)E"� � D IKQ2�(ViLwX��"�Or
HCI- �)QT^ D �wI . �qQiNKcUa5E"�"�(ViMTQ*�)QW^ D �wI HCI IPN)]8M!�fX)QUN"�)F �PEm]#�)FqViY)FSGTLwsnVnXPY D M D I#^dE��PE"�(ViY D ViQTY D �SE"�(VUF\^�� .

24.4.4. Logical Link Control and Adaptation Protocol (L2CAP)

�hY)QUViQ��)QiN L2CAP (Logical Link Control and Adaptation Protocol) X)Y)F(IKQ��SV D MUN)])FSVvL �(NPLwRSE5XPQnY D GUQUVUF8�I D ���"�v^dE , � D �5QUYPE)F �)VUE)Y)QUM D ���"�fF.� D �(QUF(IKE��)F��)Em] , V D �5E8GUF �HQUY)EPF �)V DU{ E)E9� D �)E)r , X)Y)QTViQ!�)QUN D ^zGTQiNPF\FM!�*�(Q��)QUR\QfLwY)QUM��m]6�`MTQ!�o^dQiZ �)Q��SV!]P^dE5^dLWNPcTViE)XmNPF��"�(EPY)QUM D �)Em]0E8QUGTF��(XPF �)F��)E)F\^zQTX)FSY Di{ E)k5X)Q��SFSR\^dF��)V DU{ E)E5EQUGUY D V;�)QTk#�(GTQUY��)F . L2CAP XPQ!�SMTQiN)])F\VvX)Y)QTViQ!�PQiN D ^zGUQiNKFSF`M��*�(Q��)QUR\QfLWYPQUM!�)]0E5X)Y)E)NPQiZuF �PEm]P^ X)F\Y)FeI D M D VicnEX)QiNPL � D VicnX D �)F\V;�JI D �"���Or L2CAP IKNPE��)QTk�IKQ 64
C G D k)V .
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L2CAP Q2���)QTM D ��� D �)Q�� { FSX { E)E$� � 	 ������ .
C�D � D NKQT^�])MiN)])F\V!�e]5NPQUR\E��)F�� �)QUF �(QTFeIKE��PF �)E)FHX)QUMTFSYmr#�(QTFeIKE"�)F �)E)]0X)QY D IKEPQ!� D � D NPL . C�D Z8I3�fk#� D � D N5X)YPE)Mi]�� D �#�9�)F �)QTViQUYPQT^dLhX)Y)QTViQ!�)QUNPLhX)QnX)YPE�� { E)XPL5^��)QUR\E)F - � - Q!I��PQT^dL .ghF����PQiNPc��)Q*� D � D NPQTMn^dQUR\LwVnG!�fVUcnX)Y)EPMi]�� D ���:�5QiI��)QW^dLyE8ViQT^dLhZuFHX)Y)QUVUQ!�)QUNPL , �)Q�� D � D N��)FH^dQUZuFSVnG��fVicX)Y)E)MU]�� D �6�6�)F5���)QUNPc!�)EK^zX)Y)QUVUQ!�)QUN D ^ .

C�D Z>I��fk0X D �)FSV L2CAP, XPQiNPL � D F\^��fk#� D � D NKQT^ , X)F\Y)F � D X)Y D MiN)])F\V!�e]#�
�(QUQTViMUF\V!�(VUMULwsnx8F\^dLhX)Y)QTViQ!�)QUNPLhGUQUNPFSF�M��*�(Q��)QUR\QvLwY)QUM��m] . ghF����PQiNPc��)Q*� D � D NPQTMn^dQUR\LwV��(QTMT^dF5�(V;�)QE"�(X)QUNPc!�\QUM D VicfQiI��)QnE8ViQ9ZBFqY D IKE)Q��SQUF(IKE��)F��)E)F .j N)]0Q!I��PQURSQ Bluetooth- L �SViY)QTk"�(ViM D �(Q��eI D FSV!�(]0Q!IKE��5L2�\F(N Netgraph ViE)X D l2cap.

� �\F(N L2CAP QTG!�����PQX)Q!I��)NPs�� D FSV!�(]6�0L �(NKL Bluetooth HCI ( �)EmZuF5�(ViQU])x5E)k ) E5L �SN D ^ Bluetooth- �(Q��)FSVUQUM ( M!�fa5F5�(ViQU])x5E)F ). �hQLw^dQUN"� D �)E)s[IKN)]5L �(N D L2CAP E"�(X)QUNPc!�\LwFSV!�(]0EP^�] ”devicel2cap”.
j NP]0X)QiNPL �)F��)Em]hIKQTX)QiN��)E)ViFSNPc!�)QTkE��P�hQUYK^ Di{ E)E5QUGUY D ViE)VUF��(c��9�SX)Y D MTQ!���PQUk#�(VUY D �)E { FHXPQ ng_l2cap(4).

�hQiNPF�� �)QTkh])MiN)])F\V!�e]5XPY)QUR\Y D ^+^ D l2ping(8), �)QTViQUY D ]5^dQiZuFSV9E"�(XPQiNPc��SQUM D Vic2�e]yIPN)]8X)Y)QUMTFSY��PE6�(MU]��SE6��IKY)LwRSEK^dEL �SViY)QTk"�(ViM D ^dE . ghF �)QTViQUY��fFHY)F D NPE�� Di{ E)E Bluetooth ^dQURSLwV��)FHMTQ!�\MUY D x D VUcfM��(F�I D �"���fF , XPQ����ON D F\^��fFHEP^ , V D �
�)ViQ 0 bytes M �eNPF(IKLwsnx5Fo^ X)Y)EK^dFSY)F - lSViQ �)QUYK^ D NPc��)Q .
# l2ping -a 00:80:37:29:19:a4
0 bytes from 0:80:37:29:19:a4 seq_no=0 time=48.633 ms result=0
0 bytes from 0:80:37:29:19:a4 seq_no=1 time=37.551 ms result=0
0 bytes from 0:80:37:29:19:a4 seq_no=2 time=28.324 ms result=0
0 bytes from 0:80:37:29:19:a4 seq_no=3 time=46.150 ms result=0

� ViEmNKE)V D l2control(8) E"�(X)QUNPc!�\LwFSV!�(]hIPN)]5M��fX)QiN"�PF �)Em]0Y D �(NKE������Or�QUXPFSY DU{ E)k9�`L �(N D ^dE L2CAP.
p lSViQW^X)Y)EP^dF\Y)FHXPQ!� D � D �PQ , � D �0X)QiNKL2�PE)Vic �(X)E"�SQ!��NKQURSE"�)F�� �)Emr#�(QTFeIKE��PF �)E)k ( � D � D NKQUM ) E5X)F\Y)F �)F��)cyY D IKEPQ��(QTFeIKE"�)F �)EPkNPQ!� D NPc!�PQURSQfL �SViY)QUk��(ViM D :

% l2control -a 00:02:72:00:d4:1a read_channel_list
L2CAP channels:
Remote BD_ADDR SCID/ DCID PSM IMTU/ OMTU State
00:07:e0:00:0b:ca 66/ 64 3 132/ 672 OPEN
% l2control -a 00:02:72:00:d4:1a read_connection_list
L2CAP connections:
Remote BD_ADDR Handle Flags Pending State
00:07:e0:00:0b:ca 41 O 0 OPEN

��x 	qQ!I��PEP^�IKE D R �)Q2�(ViE"�)F�� �)EP^ E����(ViY)Lm^dF��)ViQT^b])MiN)])F\V!�e] btsockstat(1).
� � D M��fX)QiN"�)])FSVfI#FSk"�SViMUEm] , X)Q!IKQTG!���fFViF\^ , �)ViQyQUG!���"�)QvM!�fXPQiN"�m])F\V netstat(1), �)Q��SQ��(VUY)L �)ViLwY D ^dE5I D �����Or , �(MU]�� D �����Or��`Y D GUQTViQUk0M �(F\ViE Bluetooth.p XPY)EP^dFSYPF �PEmZuFHQTX)E"���fM D F\V!�e]�ViQ9ZuF � D ^dQUF`NPQUR\E��)F5���)QTF.�(QTFeIKE��PF �)E)F , �)ViQ9E9� l2control(8) M!�fa8F .

% btsockstat
Active L2CAP sockets
PCB Recv-Q Send-Q Local address/PSM Foreign address CID State
c2afe900 0 0 00:02:72:00:d4:1a/3 00:07:e0:00:0b:ca 66 OPEN
Active RFCOMM sessions
L2PCB PCB Flag MTU Out-Q DLCs State
c2afe900 c2b53380 1 127 0 Yes OPEN
Active RFCOMM sockets
PCB Recv-Q Send-Q Local address Foreign address Chan DLCI State
c2e8bc80 0 250 00:02:72:00:d4:1a 00:07:e0:00:0b:ca 3 6 OPEN
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24.4.5. �4��1��� �'��� RFCOMM

�hY)QUViQ��)QiN RFCOMM lo^dLWNPE)Y)LwFSV9X)Q��(NPFeI#QUM D ViF(NKc!���fF�XPQUY)V;��X)QUMTFSYmrhX)Y)QTViQ!�)QUN D L2CAP.
� �8Q����PQUM D � � D

ETSI- �SV D �wI D Y)ViF TS 07.10. RFCOMM X)YPFeI3�SV D MUN)])FSV �(QUGTQUk�X)YPQ��(VUQUk0ViY D �"�SX)QUY)V!���fk8XPY)QUViQ��)QiN , �IKQUX)QUN"�)E)VUF(NPc����v^dE5MTQ!�\^dQUZ �)Q��SV!]P^dE0X)Q9l\^dLWN)] { E)E 9
{ F\X)FSk8X)Q��(NPFeI#QUM D ViF(NKc!���OrhX)QUYPViQUM RS-232

(EIATIA-232-E). �hY)QUVUQ!�)QUN RFCOMM XPQ!I)IKF\YmZuE)M D FSV9Q!I��)QTMUY)Fo^dF ���PQOIKQ 60 �(QTFeIKE"�)F �)EPk ( � D � D NPQUM RFCOMM)^dF(Z>IKLyIKMTLw^�]0L �SViY)QUk��(ViM D ^dE Bluetooth.p Y D ^�� D r RFCOMM XPQiN"���fk6�)QT^+^dL �)E�� Di{ E)Q������fk>^ D Y)a8Y)LwVnM!�)NPs�� D FSVvIKM D X)Y)EmNPQUZuF �)Em] , Y D GUQTV D s9x5E)F8� DY D �����Or�L �SViY)QTk"�(ViM D r ( �)Q!�)F������fF8�)QT^+^dL �)E�� Di{ E)Q������fFHViQ!���PE ) �.�)QW^+^dL �)E�� DU{ E)Q!�"���v^ �(F\R\^dF��)ViQT^�^dF(Z>IKL
�)EP^dE . RFCOMM X)YPFeI�� D � � D �)F ��IPN)]9�SQ!�)Y��fVUEm]5X)Y)E)NPQiZuF �PE)k , E��(X)QUNPc!�\LWs9x5Emr�X)Q2�eNPF(IKQUM D ViFSNPc!�"�fF�X)QUYPV;�L �SViY)QTk"�(ViM , M��PQUViQTY��Or0Q!�)E5Y D �SX)QiNPQUZuF ��� .

C QT^+^dL �)E"� Di{ EPQ!�����fk��(F\R\^dF �PVnX)Q �(LwViE0])MUN)])FSV��e]
Bluetooth- �SMi]��\cUs[QUVnQ!I��)QTRSQ9L �SViY)QTk"�(ViM D �0IKY)LwRSQW^dL ( X)Ym]P^dQTF8�SQUFeI#E��)F �PE)F ).
RFCOMM EK^dFSFSVvIKF(NKQ �8�(QUF(IKE��)F��)E)Fo^b^dF(Z>IKL�L �(VUY)QUk"�SViM D ^dE5M �eNPL � D F`X)Ym]P^dQTRSQ �(QUF(IKE��)F��)Em] , EmNKE>^dFSZ8I#LL �SViY)QTk"�(ViMTQT^zE>^dQ!IKFo^dQT^ M �(FSVUFSMUQW^4�eNPL � D F . RFCOMM ^dQiZuF\V9X)QiI)IKF\YmZuE)M D VicvE�I#Y)LwRSE)F �)Q!�K�hE)RSLwY DU{ E)E ,V D �)EPF , � D �8^dQiIKLWNPE , Y D GUQUV D snx8E)F.�PFSY)F��`GUF5�(X)YPQUMUQiI��)Lws�VUF(r �)QiNKQURSEPs Bluetooth �HQ!I��PQUk6�SViQUY)Q����[EX)Y)FeI#Q��(V D MiNP])snx5EPF`X)Y)QTMUQiI��)QUF8�(QUF(IKE��)F��)E)F �+IKYPLWR\QUk6�SViQUYPQ!��� .p Q FreeBSD X)Y)QUVUQ!�)QUN RFCOMM YPF D NKE��SQTM D ��� D LwY)QUM��)F8�SQ!�)F\ViQUM Bluetooth.

24.4.6. Pairing of Devices

�hQnLm^dQiN"� D �)E)s �(MU]��Sc Bluetooth �)F D LwViF �)VUEP�hE { E)YPLWF\V!�e] , X)QUl\ViQT^dLyNPs9GUQUFHL �(ViY)QTk"�(VUMUQ9^dQUZuFSVnQTGUx D Vic2�e]#�NPsnG��v^�IKY)LwRSEK^ .
� �SViY)QTk"�(ViMTQ Bluetooth ( � D XPY)EP^dFSY , �(QTViQUM��fk�ViF(NKF\�hQ!� ) ^dQiZuF\V�� D I D VicvQUGU]�� D ViF(NPc��)Q��SVicD LwViF �PViEP�hE�� DU{ E)E0IPN)]0X)Y)F(IKQ��SV D MUNPF �PEm]5QUXPY)FeIKFSN 	 �"�)QUR\Q��(F\Y)MUE"� D ( M�� D �(V;�PQ��(VUE , L �eNPLwRSL9IKQ2�(ViLwX D X)Q

�)QT^+^dLwViE)YPLWFo^dQUk5NPE��)E)E ). Bluetooth-
D LwViF �)VUEP�hE�� DU{ Em]hQUG!���"�)QnM��fX)QiN"�)])FSV!�(]#�)FSY)F�� PIN- � � � � . PIN- �)QiIX)Y)FeI/�(V D MiN)])F\VnE�� �(FSGU] ASCII- �(ViY)Q��)L9IPNPE��PQUk�I#Q 16 �(EP^dMTQiNPQTM . �hQiNKc!�SQTM D ViF(NPcfQTGi]�� D ��MUMTF��SViE5QiIKE��0E8ViQUVnZBF

PIN- �)Q!I�� D QTGUQUE)ryL �(VUY)QUk"�SViM D r . C�D �0VUQiNPc��)QnQ��0MUMTFeI 	\V PIN- �)QiI , QUG D L �(ViYPQUk"�SViM D �(RSF��)FSYPE)Y)LwsnV � � $ 0 � � (���� .�hQ��eNKF�lSViQTRSQ �mNPs��8^dQiZuF\VnG!�fVUc��(QUrmY D � 	���NPE)GTQnM � D ^dQW^zL �(ViY)QTk"�(VUMUF , NPE)GUQ�� D XPQ��(VUQi]����)QW^ �)Q��SE)ViFSNPF . p
�eNPF(IKLwsnx5EPk5Y D �`QUG D L �(ViYPQUk"�SViM D GULTIKLwVnE"�SX)QiNKc!�SQTM D VicfY D �PFSF8�SRSF��)FSY)EPY)QUM D �����fk6�mNPs����(QTFeIKE��PF �)Em] .�hY)Q { F(IKLwY D , QTX)E"� D ��� D ]0M!�fa8F , �)Q��SE)V�� D �SM D �)EPF , � � ��� 	 � � , � �.� (pairing).

� D ^dF\VicUViF , �)ViQyF��(NPE6�)NPs����(Mi]��\EX)QUViF\Ym]��0NKsnGUQTk0E�� �(ViQTY)Q!� , ViQyX)Q!IKGTQUY�X D Y�� IKQUN)ZuF �0G��fVicnXPQUMUVUQUY)F�� .
� D QTGUY D GUQUV!�)L9M2�(FSr � D X)Y)Q2�(QTM*� D Bluetooth-

D LwViF �)VUEP�hE�� DU{ E)s|QTViMUF�� D F\VOI D Fo^dQ!� hcsecd(8). �hQ9Lw^dQUN"� D �)E)s� D kmN6�PQ!�P�hE)R\LwY Di{ EPE#� D ���fM D FSV!�(] /etc/bluetooth/hcsecd.conf. �hY)EK^dFSY5Y D �eI#F(N D , �(Q!I#FSYmZ D x8FSR\QE��P�hQUYK^ Di{ E)s Q��SQUViQTMUQT^zVUF(NPFo�hQ!�)F ��])M��)Q�� D I D �����v^ PIN- �)QiIKQT^ ”1234” X)YPE)MUF(IKF �9�)EmZuF :
device {

bdaddr 00:80:37:29:19:a4;
name "Pav’s T39";
key nokey;
pin "1234";

}

C Y)QT^dF�IPNPE���� , � D PIN- �)Q!I��:�PF8� D �mN D I��fM D FSV!�(] �PE�� D �PEmr0QUR\Y D �)E"�)F �)EPk . ghF �)QTViQUY"�fF`L �(ViYPQUk"�SViM D ( � D X)Y)EP^dF\Y ,
Bluetooth- R D Y��PE)ViLwY�� ) ^dQTRSLwVnEP^dF\Vich�hE��"�(EPY)QUM D �����fk5M��(VUY)QUF������fk PIN- �)Q!I . � D Y D ^dF\ViY -d X)Q��SMUQUN)])FSV
� D XPL �SViE)Vic hcsecd(8) � D �#�)F\�hQ��)QUM��fk�X)Y)Q { F���� , �)VUQ9QTGiNPF\R � D FSVvX)YPQ��S^dQTViY5XPY)QUE"�(rmQ!IP])x8Emr �SQUG��fViE)k .

� D I D kPViFX)QiNPL �)F��)E)FHX D Y��PQURSQ��mNPs�� D � D LTI D N 	 ���)QW^zL �(ViY)QTk"�(VUMUFqE0E��)E { E)E)Y)Lwk)ViF Bluetooth- �(QTFeIKE"�)F �)EPF.��l\ViEP^L �SViY)QTk"�(ViMTQT^ .
� I D N 	 ���)QTF`L �(VUY)QUk"�SViMUQvIKQiNPZ��PQnX)QiIKViMUF\YwIKE)VUc9X)QUNPL �)F �PE)FHX D Y��[E6� D X)YPQ��(EPVic PIN- �)Q!I .p MTFeIKEPViF`ViQTVnZuF � D ^��fk9�)Q!I , �)ViQ � D rmQiIKE)V!�(]0M hcsecd.conf.

� F\X)FSYPc9M D a�� C E8LTI D N 	����)QTF`L �(ViYPQUk"�SViMUQ
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�(X D Y)F ��� .
# NPcTViFSY�� D ViE)M����v^ �SX)Q��SQUGUQW^�])MiN)])F\V!�e]5E"�)E { E DU{ Em]5XPY)Q { F5� � D �(Q!�(I D �PEm]0X D Y"� � D LTI D N 	 �"�)QT^L �SViY)QTk"�(ViMTF . ghE)ZBF�I D 	\V!�e]8X)Y)EP^dF\Y5M!�qI D �)E8X)Y)QUVUQ!�)QUN D �)QW^ D �wI�� hcsecd:

hcsecd[16484]: Got Link_Key_Request event from ’ubt0hci’, remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Found matching entry, remote bdaddr 0:80:37:29:19:a4, name ’Pav’s T39’, link key doesn’t exist
hcsecd[16484]: Sending Link_Key_Negative_Reply to ’ubt0hci’ for remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Got PIN_Code_Request event from ’ubt0hci’, remote bdaddr 0:80:37:29:19:a4
hcsecd[16484]: Found matching entry, remote bdaddr 0:80:37:29:19:a4, name ’Pav’s T39’, PIN code exists
hcsecd[16484]: Sending PIN_Code_Reply to ’ubt0hci’ for remote bdaddr 0:80:37:29:19:a4

24.4.7. Service Discovery Protocol (SDP)

�hY)QUViQ��)QiN0QTG!� D Y)LWZuF �)Em]6�SFSY)MTE"�(QTM SDP I D 	\VnMUQ��\^dQUZ��PQ��(VUc*�mNPE)F��)V!� �)EP^bXPY)EmNPQUZBF��)Em]P^ Q2�(Lwx5F5�(ViMUN)])VicX)QUE"� �0L �eNPLwR , X)Y)F(IKQ��SV D MUN)])F\^��Or#�(F\Y)MUF\Y����v^dE8X)Y)EmNPQUZuF �)Em]P^dE ,
D V D �mZuF`r D Y D �)VUFSY)E"�SViE��8lSViEmr0L �(NPLwR . pX)FSY)F��)F �Pc D VUY)E)GULwViQTM��SFSY)MTE"� D M!�mNPs�� D F\V!�e]0VUE)X9�)N D ��� D X)YPFeIPN D R D F\^dQUR\Q��(F\Y)MUE�� D E8E��P�hQTYP^ Di{ E)]0Q9^dF(r D �)E��\^dFEmNPE5XPY)QUViQ��)QiNKF , ViYPFSGULwFo^dQT^�IPN)]8E"�(X)QUNPc!�\QUM D �)Em]#�SFSY)MTE"� D .

SDP X)QiIKY D �\Lm^dFSM D FSV �)QW^+^dL2�PE�� Di{ E)E5^dF(Z>IKL SDP- �(F\Y)MUF\Y)QT^�E SDP- �mNKE)F �)VUQT^ . _HF\Y)MUF\Y�X)Q!I)I#FSYmZuE)M D FSV��(X)E"�SQ!�
�(FSYPMUE"�SQUM , M*�PQUViQTY)QT^zQTX)E"���fM D s9V!�e]�X D Y D ^dF\ViY�� �(F\Y)MUE��(QUM , �SMi]�� D �����Or �.�SFSY)MTFSY)QW^ .

C�D Z>I D ]�� D X)E"�ScvQUGnL �(NPLwRSF
�(Q!I#FSYmZuE)V9E��P�hQUYK^ Di{ E)s QUG9Q!I��)QW^4�(F\Y)MUE"�SF . C NKE)F �)Vy^dQiZuFSV�� D X)Y)Q��SE)VicnE"�P�hQUYP^ DU{ E)s QUGvQTX)Y)F(IKF(N 	����)QW^
�(FSYPMUE"�SF , QUG2�eNPLWZuE)M D F\^dQW^ SDP- �SFSY)MTFSY)QW^ , M��qI D M D ] SDP- � D X)Y)Q�� . �8�eNPE9�mNPE)F��)VnEmNKE0X)Y)EmNKQiZuF �)EPF , �SMi]�� D ���)QTF1�
�mNPE)F��)ViQT^ , Y)FSa D V9MUQ��SX)QiNKc!�SQTM D Vic��(] �(F\Y)MUE��(QT^ , ViQnIPN)]8FSRSQ9E"�(XPQiNPc��SQUM D �)E)] �PFSQUGUrmQ!IKEP^dQnQUV;�)Y"�fVic9QTV IKFSNPc!�)QTF
�(QUF(IKE��)F��)E)F8�5L �(ViYPQUk"�SViMUL , X)YPFeIKQ2�(V D MiN)])s9x5F\^dL��SFSY)MTE"� . SDP X)Y)F(IKQ��SV D MUN)])FSVn^dFSr D �)E��o^ QUG�� D YPLTZuF��)Em]0L �eNPLwRE5Emr�X D Y D ^dF\ViY)QUM , �)Q��)F�I D 	SVy^dF(r D �PE��\^ D E"�(X)QUNPc!�\QUM D �)Em]�l\ViEmr6�(F\Y)MUE"�SQUM .� G!�����)Q SDP- �)NPE)F �PV9M��fX)QiN"�)])FSVvX)QTE"���8L �eNPLwR.� D Q�� �)QUMTF1�)F��)QUViQTY��Or�ZuF(N D F\^��Orhr D Y D �)ViF\Y)E"�(VUE��5L �eNKLWR .� I�� D �PQvE��)QTReI D MUQ!���)E�� D FSV*�PFSQUGUrmQ!IKEP^dQ2�(VicnM!�O]"���PE)VicyX)QiN"�"�fk0X)FSYPF �)F��)c9VUE)X)QUM9L �eNPLwR , XPY)FeIKQ2�(V D MiN)])Fo^��Or
SDP- �SFSY)MTFSY)QW^ , �)FqEP^dF(]6�PE�� D �PQUk5E"�P�hQUYP^ DU{ E)E0QTGnEP^dF\snx8Emr��e]9�SFSY)MTE"� D r . �OD �PQUk5XPY)Q { F5� �`M��(FSrX)Y)FeIKN D R D F\^��Or#�SFSY)MTE"�(QTM*� D ���fM D FSV!�(] � � � � � � - (browsing).

Bluetooth SDP �SFSY)MTFSY sdpd(8) E6�mNPE)F��)V �HE��)VUFSYP�hF\k"�(QW^ �)QT^ D �wI��)QTk9�(VUY)Q!�)E sdpcontrol(8) M!�)NPs��)F����[M
�(V D �wI D YPV;�)Lws XPQ��(V D M!�PL FreeBSD.

p �eNKFeIKLwsnx8F\^ XPY)EP^dFSYPFHX)Q�� D � D �)Q , � D �5M!�fX)QUN"�m])Vic�� D XPY)Q��.� D SDP- QUG��SQTY .

% sdpcontrol -a 00:01:03:fc:6e:ec browse
Record Handle: 00000000
Service Class ID List:

Service Discovery Server (0x1000)
Protocol Descriptor List:

L2CAP (0x0100)
Protocol specific parameter #1: u/int/uuid16 1
Protocol specific parameter #2: u/int/uuid16 1

Record Handle: 0x00000001
Service Class ID List:

Browse Group Descriptor (0x1001)

Record Handle: 0x00000002
Service Class ID List:

LAN Access Using PPP (0x1102)
Protocol Descriptor List:

L2CAP (0x0100)
RFCOMM (0x0003)
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Protocol specific parameter #1: u/int8/bool 1
Bluetooth Profile Descriptor List:

LAN Access Using PPP (0x1102) ver. 1.0

... E5V D ��I D NPF\F . � D ^dFSVicTViF , �PViQ�� D Z>I��fk6�SFSY)MTE"�`EK^dFSFSV9X)FSYPF �)F��)c D ViY)E)GTLWVUQUM ( � D XPY)EP^dFSY , � D � D N RFCOMM).
p

� D MTE"�(EK^dQ��(VUE0QUV �(FSYPMUE"� D M D ^ ^dQiZuFSVyX)QUVUY)FSGTQUM D Vic��(]yR(IKF - ViQ �(QUrwY D �)E)VUcvlSViE D VUY)E)GULwV;� . ghF��)QUVUQUY��fFY)F D NPE�� DU{ E)E Bluetooth �)FHXPQ!I)IKF\YmZuE)M D snV9X)Y)Q��\^dQUViY9�(FSYPMUE"�SQUMnE8^dQURSLwV9MUQ!�\MUY D x D VicfX)L �(ViQTk9�SX)E"�(Q�� .
p lSVUQT^

�eNPL � D F`MUQ��\^dQUZBF���X)QUE����6�PQ!���)YPFSV;�)QTk5L �eNKLWR\E .
p X)Y)EK^dFSY)F �)EmZuFqX)Q!� D � D �)Q , � D �0M!�fXPQiN"�)EPVicnX)QTE"�����eNPLWZuG!�

OBEX Object Push (OPUSH):

% sdpcontrol -a 00:01:03:fc:6e:ec search OPUSH

p Q FreeBSD X)Y)FeI#Q��(V D MiNKF �)E)F �(F\Y)MUE"�SQUM*�)NPE)F �PV D ^ Bluetooth Q2�(Lwx5F5�(ViMUN)])FSV��e]6�(F\Y)MUF\Y)QT^ sdpd(8):

# sdpd

�hY)EmNPQUZBF��)E)F8� D NPQ�� D NKc!�)QW^4�(FSYPMUFSYPF , ZuF(N D snx8FSFHX)Y)FeI#Q��(V D MUEPVic��SFSY)MUE�� Bluetooth LTI D NPF �"���v^ �mNPE)F��)V D ^ ,Y)FSR\E"�(ViYPE)Y)LwFSV �(FSYPMUE"�8�)FSYPF ��NKQ!� D NPc!�)QTRSQOI D F\^dQ�� D SDP. �hY)EP^dF\Y5V D �)QUR\QnX)YPEmNPQiZuF��)Em] — rfcomm_pppd(8).�hQ��eNKF1� D X)L ��� D Q!�)Q9Y)FSR\E"�(ViYPE)Y)LwFSV Bluetooth LAN �(F\Y)MUE��1�)F\Y)F �HNPQ!� D NPc��)QUR\QOI D Fo^dQ!� D SDP.

_HX)E"�(Q��6�(F\Y)MUE��(QUM , � D Y)FSR\E"�(ViYPE)Y)QUM D ���"�Or �)F\Y)F �HNPQ�� D NPc����fk SDP �(FSYPMUFSY , ^dQiZuFSV9G!�fVic9X)QiNKL2�PF �5XPLWVUF\^M!�qI D �)E#� D X)Y)Q2� D � D X)Y)Q2�S^dQUVUY SDP �)FSY)F��`NKQ!� D NPc!���fk6�)Q!�)VUY)QiNPc����fk#� D � D N :

# sdpcontrol -l browse

24.4.8. � �.-/� � � � -/����� �,� �'�*	 	 �����  ���1	�� 
 � ��+���� - �	� ��� (DUN) � �,� �8��1��� �'��� � PPP
(LAN)t Q!IKLWNPc9Y D GTQUV;�:�8�)QT^+^dLwViEPY)LwF\^��v^zI#Q��(VULWXPQT^ �9�SFSViE (DUN - Dial-Up Networking) M9GUQUNPcUa8E��"�(VUMUF8�(NPL � D F\ME"�(X)QUNPc!�\LwFSV!�(]6�`^dQ!I#F\^ D ^dE8E9�SQUViQTM!�v^dE0ViFSNPF\�hQ�� D ^dE .

 ViQUVy^dQ!IKLWNPc9X)Q!�)Y"�fM D F\V��eNKFeIKLwsnx8E)F �eNPL � D E :

• �SQUViQTM!�fk�ViFSNPF\�hQ��5EmNPE>^dQ!IKFo^ E"�SX)QiNPc��SLwFSV��e]0MT^dF5�(ViF �1�PQT^dX)cTsnViF\Y)QT^ M�� D �PF��(VUMUF`GTF��SX)Y)QUMTQ!I��PQURSQv^dQiIKF\^ DIPNP]5X)Q!I3�mNPs��PF �)Em]9�9�(F\Y)MUF\Y)L �)QT^+^dLwViEPY)LwF\^dQUR\QfIKQ2�(ViLwX D M � �PViFSY��PFSV , E)NPE�IKYPLWR\QUk#�PQT^+^dLwViE)Y)LwFo^dQUkL �eNKLWR\F ;
• �SQUViQTM!�fk�ViFSNPF\�hQ��5EmNPE>^dQ!IKFo^ E"�SX)QiNPc��SLwFSV��e]#�)QW^dX)cUs9ViFSY)QW^�IPN)]8X)Y)E 	o^ D MirmQiIP])x5Emr#�SQUFeI#E��)F �PE)k .t Q!IKLWNPcvIKQ��SViLwX D ���(F\ViE5X)Q9X)Y)QTViQ!�)QUNPL PPP (Network Access with PPP - LAN) ^dQUZBF\V9E��(X)QUNPc!�\QUM D Vic��(]yM
�eNPF(IKLwsnx5E)r��SE)ViL Di{ Em]mr :
• IKQ2�(ViLwX#� � p _bIPN)]5QiI��)QUR\Q Bluetooth- L �(ViYPQUk"�SViM D ;
• IKQ2�(ViLwX#� � p _bIPN)]6�)F5���)QUNPc!�PEmr Bluetooth- L �SViY)QUk��(ViM ;
• �SMi]��Sc9^dF(Z>IKLyIKMTLw^�]>� C ( X)YPE0X)QT^dQTx5E8X)Y)QUVUQ!�)QUN D PPP X)QTMUFSY)rylo^dLTNKE)Y)LwF\^dQTRSQnXPQ��eNKFeIKQTM D VUF(NPc��)QUR\Q�� D � D N D

�SMi]��SE ).p Q FreeBSD QUG D �eNPL � D ]0Y)F D NPE��SLws9V!�e]5XPY)E5X)QW^dQUx8E6�(F\Y)MUE"� ���Or�X)Y)QTRSY D ^+^ ppp(8) E rfcomm_pppd(8) - lSVUQQUGUY D GUQTV;�)E�� , X)Y)FSQTGUY D �SLwsnx8E)k RFCOMM- �(QTFeIKE"�)F �)E)] Bluetooth M��PF �)ViQ , �8�)F\^b^dQUZuFSVnY D GUQTV D VUc PPP. �hFSYPFeIViF\^ , � D �0E��(X)QUNPc!�\QUM D VicfNPs9GUQTk5^dQ!IKLWNPc , M9� D kmNPF /etc/ppp/ppp.conf IKQiNPZ�� D G!�fVUc �SQ!�eI D � D �PQUM D ]
PPP- ^dFSV;� D . �hY)EK^dFSY��|E��(X)QUNPc!�\QUM D �)Em]�^dQiZ �)Q�� D k)VUE8M �(X)Y D MUQ����)QUk#�SViY D �)E { F � rfcomm_pppd(8).
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p �(NPFeI#LWs9x5Fo^ X)Y)EP^dF\Y)F rfcomm_pppd(8) GTLUI#FSVnE��(X)QUNPc!�\QUM D Vic��(]nIKN)]5QUV!�)Y��fViEm] RFCOMM- �(QTFeIKE"�)F �)E)]#�LUI D N 	����)QT^dLhL �(VUY)QUk"�SViMUL�� BD_ADDR 00:80:37:29:19:a4 � D DUN RFCOMM- � D � D NPF . � F D NKc!���fk#�PQT^dFSY
RFCOMM- � D � D N D GTLTIKFSV9X)QiNPL � D Vic��(]6��LTI D N 	 ���PQURSQ9L �(ViY)QTk"�(VUM D �PFSY)F�� SDP.

p Q!�\^dQUZ �)QnL � D � D VUc
RFCOMM- � D � D N5MTY)L ���)Lws , E8MnlSVUQT^ �(NPL � D F rfcomm_pppd(8) �)FHGTLTIKFSV9M!�fX)QUN"�m])Vic SDP- � D XPY)Q�� . j NP]
� D rmQiZ>IKF��)Em] RFCOMM- � D � D N D � D LTI D N 	����)QW^zL �SViY)QTk"�(ViMTFHE��(X)QUNPc!�\LWkPViF`LwViEmNKE)ViL sdpcontrol(8).

# rfcomm_pppd -a 00:80:37:29:19:a4 -c -C dun -l rfcomm-dialup

j N)]0ViQUR\Q , �PViQUG��[QUY)R D �)E��\QUM D Vic��SFSY)MTE"� Network Access with PPP (LAN), �)F\QUGUrwQiIKEP^dQ*� D X)L �SViE)Vic �(F\Y)MUF\Y
sdpd(8).

p � D kmNKF /etc/ppp/ppp.conf IKQiNPZ�� D G��fVic��SQ!�eI D � D �PQUM D ]�� D XPE"�(cvIPN)]6�mNKE)F �)VUQUM LAN. �hY)EP^dF\Y��^dQiZ �)Q�� D k)ViE8M��SX)Y D M��)F`XPQ rfcomm_pppd(8). g D �)Q��)F { , � D XPL �SViE)ViF RFCOMM PPP �(FSYPMUFSY6� D �SLwx5F��SViMULws9x5F\^
�)QT^dF\Y)F.� D � D N D RFCOMM. _HFSY)MTFSY RFCOMM PPP

D MUViQW^ D ViE��PF����PE#� D Y)FSR\E"�(ViYPE)Y)LwFSV Bluetooth LAN �(F\Y)MUE��
�)FSY)F���NPQ�� D NKc!���fk SDP I D F\^dQ!� .

p X)Y)EP^dF\Y)F8�PEmZuFHX)Q�� D � D �)Q , � D �6� D XPL �SViE)Vic �(F\Y)MUF\Y RFCOMM PPP.

# rfcomm_pppd -s -C 7 -l rfcomm-server

24.4.9. OBEX Object Push (OPUSH) Profile

OBEX ])MiN)])F\V!�e]5a8E)Y)Q��)QnE"�SX)QiNKc!�SLwFo^��v^zX)Y)QUVUQ!�)QUNPQT^�IPNP]5X)Y)Q2�(ViQTk5X)F\Y)FeI D �)E5� D kmNPQUM9^dF(Z>IKL0^dQUGTEmNPc����v^dEL �SViY)QTk"�(ViM D ^dE .
p Q����PQUM!�PQT^�Q!�0E��(X)QUNPc!�\LWF\V!�e]0M��)QT^+^dL �)E"� Di{ Em]mr#�PFSY)F��HE��K�hY D �)Y D ���"�fk0X)QUYPVfIPN)]8X)FSY)F(I D �PE� D kmNPQTMn^dF(Z>IKL��PQULwViGUL � D ^dE0EmNPE C � C ,

D V D �mZuF�IKN)]5X)F\Y)F�� �qN��)E5MTE��SE)V!���Or#� D YPViQ!�)F��5EmNKE6� D NPF �wI D Y����OrXmN D �PQUMn^dFSZ8I#L#�(QUVUQUM!�v^dE5ViF(NPFo�hQ!� D ^dE5E0IKY)LwRSEP^dE8L �(ViY)QTk"�(VUM D ^dE9�`X)F\Y"�(Q�� D NKc!���v^dE0E"�P�hQUYP^ DU{ E)Q������v^dE^dF �)F(IPZuFSY D ^dE .

_HFSY)MTFSY0E9�mNPE)F��)V OBEX YPF D NKE��SQTM D �"�JM9MUEwI#FHX D �)FSV D �(VUQUY)Q����)FSR\QnY D �SY D GUQTV;�)E�� D obexapp, �)QUViQTY��fkIKQ��SViLwX)F �0MyMUEmIKF`X)QTY)V D comms/obexapp.C NPE)F �PV OBEX E"�SX)QiNKc!�SLwF\V!�e]yIPN)]8X)Q�� �ON"�)E5E)NPE5X)YPE 	\^ D QUGT��F �)VUQUM��8�(FSYPMUFSY D OBEX.
� GT��F �)VUQT^ , �5XPY)EP^dFSYPL ,^dQiZuFSV9G!�fVic9MUE��\E)V;� D ]6� D YPViQ!��� D EmNPE8L � D � D �)E)F . C NPE)F��)V OBEX ^dQUZBF\VnX)QUNPL �)E)Vic �)QW^dFSY RFCOMM- � D � D N D ,L2� D � D MvMT^dF5�(ViQ��)FSR\QnEP^�]��(F\Y)MUE"� D . �hQiI)IKFSY)ZBEPM D s9V!�e]6�(NPFeI#LWs9x5E)FqEP^dF � D �(F\Y)MUE�� D : IrMC, FTRN E OPUSH.C�D � D N RFCOMM ^dQiZ �)Q�� D I D VicnF\RSQ��)QT^dF\Y)QT^ . ghEmZuF�I D 	\V!�e]5XPY)EP^dFSY��(F D �"� D OBEX, R(IKF8� �(QTViQUMTQUR\QViF(NPFo�hQ!� D � D GUE)Y D FSV!�(]�QUGU��F �)V��HE��P�hQTYP^ Di{ E)FSk0QTGnL �(VUY)QUk"�SViMUF , D �)QTM!�fk0QTGU��F��)V ( MUE��\E)V;� D ]#� D YPViQ!��� D )X)FSY)F(I D 	\V!�e]0M � D V D NPQTR.�(QTViQUMTQUR\QvViF(NKF\�hQ!� D .

% obexapp -a 00:80:37:29:19:a4 -C IrMC
obex> get telecom/devinfo.txt devinfo-t39.txt
Success, response: OK, Success (0x20)
obex> put new.vcf
Success, response: OK, Success (0x20)
obex> di
Success, response: OK, Success (0x20)

j N)]0ViQUR\Q , �PViQUG��[X)Y)FeI#Q��(V D MUEPVic��SFSY)MTE"� OBEX Push, IKQiN)ZuF��5G!�fVUc�� D X)Lwx5F��6�(F\Y)MUF\Y sdpd(8).
j QiN)ZuF��0G!�fVic

�(Q!�(I D �6�)QUY��PFSMUQTk�� D V D NPQTR , M��)QUViQTY)QT^zGTLTIKLwV��(QUrmY D �m])VUc��e]�M2�(F`X)Q2�(ViLwX D snx8E)FHQTGU��F��)V;� . �hQ9Lw^dQUN"� D �)E)s
�)QUY��PFSM!�v^ � D V D NPQUR\QT^�])MiNP])FSV!�(] /var/spool/obex. g D �PQ!�)F { , � D X)L �(ViE)VUF OBEX �SFSY)MTFSY#� D �(Lwx8F��(VUMULwsnx8F\^
�)QT^dF\Y)F.� D � D N D RFCOMM. OBEX �(F\Y)MUF\Y D MTViQT^ D ViE��)F5���)E6� D YPFSRSE��(ViY)EPY)LwFSV��SFSY)MTE"� OBEX Object Push �)F\Y)F �NPQ!� D NPc!�PQURSQqI D F\^dQ�� D SDP.

p X)Y)EK^dFSY)F �)EmZuFOX)Q!� D � D �)Q , � D �6� D X)L �(VUE)Vic OBEX- �(F\Y)MUF\Y .

# obexapp -s -C 10
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24.4.10. �4�� � ���#0 � �.- �*� �����'�����	�#0�+,��;� � �*,��� (SPP)

�hY)QT�hEmNKcvX)Q��(NPFeI#QUM D ViF(NKc!�)QTRSQfX)QTY)V D (SPP - Serial Port Profile) X)Q��SMUQUN)])FSV Bluetooth- L �SViY)QUk��(ViM D ^Q��(Lwx8F��(VUMiN)])Vicnl\^dLWN)] { E)s X)Q2�eNPF(IKQUM D ViFSNPc!�PQURSQfXPQUY)V D RS232 ( E)NPE5X)QiIKQUG��)QUR\Q ).  ViQUV9X)Y)QT�hE)NPcnX)Q��)Y��fM D FSV
�eNPL � D E , � D � D s9x5E)F5�e]0Y D GUQTV;� L2� D �eNKFeIKQTM D �"���OryXPY)EmNPQUZBF��)E)k�� Bluetooth M�� D �)F5�(ViMTF.� D ^dF �"� � D GTF(NPc��)QT^dL
�(QUF(IKE��)F��)E)s , X)Y)E8lSViQyE"�(XPQiNPc��SLwFSV!�(] D G2�(ViY D � { Em]0MTE)Y)ViL D NPc!�)QTRSQvXPQ��eNKFeIKQTM D ViFSNPc!�PQURSQfXPQUY)V D .
� ViEmNKE)V D rfcomm_sppd(1) YPF D NKE��SLwFSV9X)Y)QW�hEmNPcnXPQ��eNKFeIKQTM D VUF(NPc��)QUR\QfX)QUY)V D . p � D �)F��SViMUFHMUE)Y)VUL D NPc!�PQURSQX)Q��(NPFeIKQTM D ViF(NPc��)QUR\QfX)QUYPV D E"�SX)QiNKc!�SLwF\V!�e]0X"�SFSMiIKQUViF\YP^dE�� D N .

p X)YPEP^dFSY)F �)EmZuFqX)Q!� D � D �)Q , � D �0X)QiI��mNPs��)E)Vic2�e]
�9�(F\Y)MUE��(L Serial Port LTI D N 	 ���PQURSQvL �SViY)QUk��(ViM D . � D ^dFSVicTViF , �)ViQyM!�:�)FHL � D ���fM D F\ViF RFCOMM- � D � D N -
rfcomm_sppd(1) ^dQUZuFSVnXPQiNPL �)E)VUcnFSR\Q��HLTI D N 	����)QTRSQvL �(VUY)QUk"�SViM D �)FSYPF � SDP. �.�(NPE>M!� rmQUViEPViFX)FSY)F\QUX)YPFeIKFSNPE)Vic9lSViQ , L � D ZuE)VUF RFCOMM- � D � D N5])M!�)Q9M��)QW^ D �wI��PQUk6�SViY)Q!�PF .
# rfcomm_sppd -a 00:07:E0:00:0B:CA -t /dev/ttyp6
rfcomm_sppd[94692]: Starting on /dev/ttyp6...

�hQ��eNKF�X)Q!I3�mNPs��PF �)Em]>X"�(F\M!IKQTViFSYK^dE�� D N>^dQiZ �)QnE��(X)QUNPc!�\QUM D Vic*� D �0X)Q2�eNPF(IKQUM D ViFSNPc!���fk�XPQUY)V :
# cu -l ttyp6

24.4.11. ��� �:�.+��
� �8,�1&��*�1	

24.4.11.1. � +�" : �$!�!�%(6 ;/-=7$&(%��'-=7�0/% !(6 �(%(+�. : � �'"/6/78-95

ghF �)QTViQUY��fF �(V D Y��fF Bluetooth- L �(VUY)QUk"�SViM D �PFHX)QiI)IKF\YmZuE)M D snVnXPFSY)F��mNPs��PF �)E)FqY)QUNPFSk . �hQnLm^dQiN"� D �)E)s , �)QUR(I D
FreeBSD XPQ!IKViMTFSYmZ>I D FSV*�PQUMUQTF.�(QTFeIKE"�)F �)EPF , Q�� D X��fV D FSV!�(]5M!�fXPQiN"�)EPVic9XPFSY)F��mNPs��PF �)E)FqY)QUNPE5E6�SV D VUcMUFeI#LWx8EP^zL �(ViYPQUk"�SViMUQW^ .

� �SViY)QUk��(ViM D , �)QTViQUY"�fF`lSVUQ��)FHX)Q!IPIKFSYmZuE)M D s9V , �)F �S^dQTRSLwVnX)QiI��mNPs��)E)Vic2�e] .
� D ^dFSVUcUViF ,

�)ViQyX)FSY)F��mNPs��)F �)EPFHY)QUNPFSk5M!�fX)QUN"�m])FSV��e]5X)YPE5L �(V D �)QUMUNPF �PE)E#�)QTMUQUR\Q*�(QTFeIKE��PF �)Em] , X)QUl\ViQT^dL �)F\MUQ!�o^dQiZ �)QM!�O]"���PE)Vic , X)Q!I)I#FSYmZuE)M D FSVvNPE5LTI D N 	 ���PQUF`L �SViY)QUk��(ViMTQnX)F\Y)F �mNKs��)F��)E)FqY)QiNPF\k . g D NKQ!� D NPc!�)QTk5^ D a8E��)FHEP^dFSF\V!�e]MUQ!�o^dQiZ �)Q2�(VicvQTV;�mNPs��)E)VicyX)F\Y)F �mNKs��)F��)E)FOY)QiNKFSk0X)YPE5X)QW^dQUx5E HCI- X D Y D ^dFSViY D :
# hccontrol -n ubt0hci write_node_role_switch 0

24.4.11.2. � 78% -
78%4��+ �87 !$6 7/"(.

, 1 %���!�% : � �(%�- 1 %(7�&(687 � , ��7/%40 78% � !(%�-97��<��&�%'�'- �/%(+���7 ?j8D
, ^dQiZ �)Q . p Q2�(X)QUNPc!�\Lwk)ViF��ScvX D �)FSViQW^4�(ViQTY)Q!�"�)FSR\QvY D �\Y D GTQUV;�PE�� D , hcidump �)QTViQUY"�fkhIKQ��SViLwX)F �5MnMUEmIKF�X)QTY)V D

comms/hcidump.
� VUEmNPE)V D hcidump X)QUrmQiZ D � D tcpdump(1).

� � D ^dQiZuFSV9G!�fVic9E"�(X)QUNPc!�\QUM D � D IPNP]5M!�fMTQ!I D � DViFSYP^dE"� D N��(Q!I#FSYmZuEP^dQTRSQ Bluetooth- X D �)FSVUQUMfE9�SGUY D ���fM D VicfX D �)FSV!� Bluetooth My� D kmN .

24.5.
��� �  8�

� ���!�
� � � ��� �� Steve Peterson.

24.5.1.
� �'� ���.+��
�

� �)QUR(I D X)QUNPF ���)QnY D �eIKFSNPE)VicyQ!I3�)L��hE��SE��PF����PLWs �(F\Vic ( V D �)Lws , � D �9�(F\R\^dF��)V Ethernet) � D I#M D QTV IKFSNPc!���Or
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�(FSRo^dF �)V D �SFSViE8GUF �8�)FSQTGirmQ!I#EP^dQ��SViE#�(Q��eI D �)Em]0X)QiI3�(F\ViFSk IP E8E"�(XPQiNPc��SQUM D �)E)]�^ D Y)a5YPLWVUE�� D ViQUY D IPN)]
�(QUF(IKE��)F��)Em]6�SFSR\^dF��)ViQTM . � �(ViY)QTk"�(VUMUQ , �PQUViQTY)QUF �(QUF(IKE��m])F\VfIKMTF8�SFSViE9� D V D �)QTk5^ D �)F\Y , � D � �fM D F\V!�e] ” �(F\ViFSM��v^^dQ��(VUQT^ ” ( ”bridge”). _HE��(ViFo^ D FreeBSD �dI#MULm^�]9�(F\ViFSM��v^dE D I D X)VUFSY D ^dE5^dQiZuFSV9M!�*�SViLwX D Vic9M9YPQiNPE5^dQ2�(V D .t Q��SVvY D GTQUV D FSV*� D Q2���)QTMUF�E��\L �)F �)E)] D IKYPF��(QTMvLwY)QUM��m] MAC (

D IKY)F5�(QTM Ethernet) L �SViY)QUk��(ViM�� D � D Z>IKQT^zE"�
�(MUQTEmr��(FSVUFSM!�Or0E"�)ViFSYK�hFSk"� D r . � �5X)F\Y)F � D X)Y D MiN)])F\VvViY D �hE��8^dFSZ>IKLyIKMULm^�]6�(F\V!]P^dE , ViQiNPc��)Q��PQUReI DnD I#Y)F�� DQUViX)Y D MUEPViF(N)]0E8X)QiNKL2� D ViFSN)]6� D rwQiIP])V!�(]0MnY D � ���Or#�(F\V!]mr .
�hQ9^��)QTRSEP^ X D Y D ^dFSViY D ^ ^dQ��SVnY D GUQUV D FSVnV D �mZuF , � D �#�)QT^+^dLwV D ViQUY Ethernet �H^ D N"�v^4�)QUNPE��)F5�(ViMTQT^zX)QTY)ViQTM .

24.5.2. � �
� ���*� ��� , �'��9� � 	�� � + ���1- �,���#0/�'���'�,�.0 	��.-/�1(
g D �(F\RSQiI��m])a6�PE)khIKF��)cnF5�(VicnIKMUF �(E)VUL DU{ E)E , �)QUR(I D ^dQUZ �)QnE"�SX)QiNKc!�SQTM D VUcv^dQ��(V .
24.5.2.1. � % :�� 3 %���7�&�" � � . 0 -=6�> 1 6$!(796

�hFSY)M D ]#�(E)VUL DU{ Em]5MTQ!���)E�� D FSV , �)QTReI D M D a D �hE��\E��)F5��� D ]6�(FSVUc9X)F\Y)FSR\Y)LWZBF�� D VUY D �hE��PQT^ , �)QyX)Q�� D �)EK^ - ViQ
�(QUQTGUY D ZuF �)Em]P^�M��:�)F`rmQTViE)ViFqY D �(IKF(NP])Vic��SFSVic � D XPQ!I3�SFSViE8E9�(QTFeIKE"�m])VicnE)r6�`X)QW^dQUx8cUs ^ D Y)a5YPLWVUE�� D ViQUY D .j8D M D k)ViF�Y D � �\^dQUViYPEP^ M�� D �)F5�(ViMTFHX)YPEP^dFSY D R D �SFSVUL , M��)QTViQUYPQUk0Y)F(I D �)VUQUY"� �)E)k5E5X)Y)QUE"�SMUQiI3�(VUMUF �"���fk0QUV!IKF(N"�
� D rmQ!IK])V!�e]0M9Q!I��)QTk0E5VUQUk0ZuFqX)Q!I/�(FSVUE . �hQiNKc!�SQTM D ViF(NPE�M9Y)FeI D �)ViQTY"���)QW^ QUV!IKF(NPFHM��SF`E"�SX)QiNPc��SLwsnV �(F\Y)MUF\Y A IPN)]
�eNPLWZuGfIKQ2�(ViLwX D �8� D kmN D ^ ,

D X)QUNPc!�\QUM D ViF(NKE�X)Y)QUE"�SMUQiI3�(VUMUF �"�)QUR\QfQUV IKFSN D E��(X)QUNPc!�\LWs9V��(F\Y)MUF\Y B.
j NP]QUGU��FeIKE��PF �)Em]0M2�(FSryX)QUNPc!�\QUM D ViFSNPFSk�E"�SX)QiNKc!�SLwF\V!�e]6�SFSVic Ethernet,

D M��*�(Q�� D ]�� D RSY)L � � D � D �(FSVUc�� D ^dFeIKN)])FSVY D GTQUViL .
�.�eNPE8X)QiNKc!�SQTM D ViF(NPE�YPFeI D �)ViQUY����)QTRSQnQTV IKFSN D ^dQTRSLwVnG��fVic��SQUGUY D ��� MyQ!I��)QW^4�(F\R\^dF �PViF �SFSViE ,

D X)QUNPc!�\QUM D ViFSNPEX)Y)QUE"�SMUQiI3�(VUMUF �"�)QUR\QfQUV IKFSN D MfIKY)LwR\QT^ , ViQnIKM D �(F\ViFSM��Or#�(FSRo^dF �)V D ^dQiZ �)Q9QUGT��FeIKE"�)E)Vicy^dQ��(VUQT^ .
� QiNKc!�)Q

�(FSVUFSMUQTk0ViY D �hE�� , XPY)FeI�� D � � D �)F������fk�IKN)]5E��)VUFSYP�hF\k"�(QTM�� ”IKYPLWR\QUk ” �SViQUYPQ!���|^dQ2�(V D , GULTIKF\VvX)Q�� �ON D VUc��e]0MIKY)LwRSLws �SFSVic , ViFo^ � D ^��v^ ���PEmZ D ]5LwY)QTMUF �Pc*� D R\Y)L � �)E6� D � D Z8I3�fk9�(F\R\^dF��)V��SFSViE .

24.5.2.2. � &("�!(+ 1 "/; �/& - 0/%�@ 1 %���!�%�-=785 1 � � � :�� 7�&�" �,� � /
%�> &�"�!�� ��6$!��'54��&(% �$;/-�.�!�%�� -/�(%�-8%�#'!(%�-=7��

7�&(" � � .8"
p VUQUY)QTk0Y D �SX)Y)Q2�(ViY D �)F �"�)QUk6�SE)ViL Di{ E)FSk5])MiN)])F\V!�e]#�)F\QUGUrwQiIKEP^dQ2�(VicvM9QUGTF��(XPF �)F��)E)E5�hL ��� { E)k5GTY D �wI ^ D LwlSY D GUF �ViY D ���eN)] { EPE9�(F\ViFSM��Or D IKY)F5�(QTM (NAT).j N)]0X)Y)EP^dF\Y D ^dQiZ �)QnM��(])Vich^ D NKF �)c��)Lws��)QW^dX D �)EPs , �)QTViQUY D ]0X)Q!I3�mNPs��PF � D �9�SMUQUFo^dLhX)Y)QUM D kwI#FSY)LyX)Q�� D � D NPL
DSL EmNPE ISDN.

j N)]#�)F�	qX)Y)QTM D kwIKFSY�M��qIKF(NKEmN 13 R(NPQTG D NPc!�)QqI#Q��(VULWX"���Or IP-
D IKY)F��SQUMqIPNP]5EP^dFSs9x5Emr��(]5M �SFSViE

10 X)F\Y"�(Q�� D NKc!���Or �)QT^dXPcUsnVUFSY)QTM . p V D �)QUk��(E)ViL DU{ E)E5E��(X)QUNPc!�\QUM D �)E)F+GTY D �wI ^ D LwlSY D � D Q2���)QTMUF^ D Y)a8Y)LwViE�� D ViQUY D � D ViY)LTI��)F��)QnE"� - � D XPY)QUGUNPF\^4�HY D �(IKF(NKF �)E)Fo^4� D X)Q!I3�SFSViE .

�HY D �wI#^ D LwlSY#� D Q�� �)QUMTF`^dQ��SV D ^dQUZuFSVnG��fVic�� D �(VUY)QUF��5E0M��mNPs��PF �8^dFSZ>IKL0^ D Y)a8Y)LwViE�� D ViQTY D ^dE DSL/ISDN GTF �
� D �)E)r - NPE)GTQvX)Y)QTGiNPFo^4� IP-

D IKYPF�� DU{ E)F\k .

24.5.3. �%�
-/�
�� 
 �'� 	��.-/� �

24.5.3.1. � ��#�%'& -=68796(0/%�>?% "�+�"��$796(&("j N)]0Y D GTQUV;�|^dQ2�(V D ViY)F\GULwsnV!�(]8X)Q��)Y D k��)FSk>^dFSY)F`IKM D �(F\ViFSM��Or D I D X)ViFSY D . C �(QUZ D NPF��)E)s , �)FHM2�(F �(FSVUFSM!�fF
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D I D X)ViFSY"�[MUQ FreeBSD 4.0 X)Q!I)I#FSYmZuE)M D snVy�hL ��� { E)E>^dQ��SV D . �hYPQ!�)ViEPViF �SViY D �)E { L8_HX)Y D MUQ����)E�� D X)Q bridge(4)IPN)]5M��O]"���)F��)Em]0X)QiIKY)QUG��)Q��SViFSk5QnX)QiI)IKFSY)ZBEPM D Fo^��Or D I D X)ViFSY D r .
�hFSY)F(I8ViF\^ , � D �8X)Y)QiIKQiN)ZuE)VUc , ��� D � D N D L �(V D �)QTMUE)ViFHE0X)Y)QTViF��SViE)Y)Lwk)VUF`I#M D �SFSViF\M!�Or D I D X)ViF\Y D .

24.5.3.2.
��@ 1 6$!(6$!'��5 0 .8% ! � � > ;$&�" �,� �45(+�&("j N)]0M!�mNKs��)F��)Em]5X)QiI)IKF\YmZ �)E8�hL ��� { E)k8^dQ2�(V D Mv]wIKY)F , IKQTG D MUcUVUF.�(ViYPQ!���)L

options BRIDGE

M9� D k)N6�)Q!�K�hE)RSLwY DU{ E)E0M D a5F\RSQf]wI#Y D , E8X)FSYPF��(VUY)QUk)VUF`]wIKYPQ .

24.5.3.3.
)�%�+,+ 6$&���./" � ;$!'. �,� �<#'&�"(!(+ 1 "�; �/&�"

�.�eNPE8M!�[XmN D �)E)YPLWF\ViFqE"�(X)QUNPc!�\QUM D Vicn^dQ2�(V9M�� D �)F��SViMUFHGUY D �wI#^ D Lwl\Y D , M D ^ �)LWZ �)Q9V D �mZuF+I#QUG D MUE)VUcvQUX { E)s
IPFIREWALL. �hY)Q��)ViE)VUF �`D �(I . 14.9, �SQ!IKF\YmZ D x8E)k0QUGTx5Lws�E"�P�hQUYP^ DU{ E)s Q�� D �(ViY)QTk��)FO^dQ��SV D M � D �PF��(VUMUFGUY D �wI#^ D Lwl\Y D .
�.�eNPE8M D ^ �)FSQTGirmQ!IKEK^dQvQUGTF��(XPF �)E)VUcnX)Y)QUrmQiZ>IKF �PE)F.�)F -IP X D �)FSVUQUM ( V D �)Emr , � D � ARP) �)FSY)F��H^dQ2�(V , ViQ9EK^dFSFSV��e]QUX { E)]0GUY D �wI#^ D Lwl\Y D , �)QTViQUYPLWs ^dQiZ �)Q�� D I D Vic .  ViQnQTX { Em] IPFIREWALL_DEFAULT_TO_ACCEPT.

� D ^dFSVUcUViF ,
�)ViQyX)Y)E5l\ViQT^bX)Y D MTEmNPQ , E"�(X)QUNPc!�\LwF\^dQUF`GUY D �wI#^ D Lwl\Y)QT^zX)Q9Lm^dQiN"� D �)E)s , ^dF �m])F\V!�e]9� D Y D �SY)F\a5E)VUF(NPc��)QUF�IPN)]M��(FSr�X D �)F\ViQUM . �hFSY)F(I>ViFo^ , � D �#� D I D M D Vicvl\ViL�QUX { E)s , LwGUFeI#E)ViF��Sc , �)ViQyM!�[XPQ!�)EP^ D FSViFqY D GUQUVULyM D a8FSRSQ�� D GTQUY DX)Y D MTEmN .

24.5.3.4.
)�%�+,+ 6$&���./" � ;$!'. �,� �<%�> &�"�!�� ��6$!��'5<��&�%'�$;�-/.$!(%�� -/��%�-9%�#'!�%�-=7��

�.�eNPE8M!� rmQUVUE)ViFqE"�(X)QUNPc!�\QUM D Vicn^dQ2�(V9M�� D �)F��SViMUFq^ D a5E"��� , QTRSY D �)E��)E)M D snx8FSk�X)YPQUX)L ���"�)Lws �(XPQ��(QTG!�)Q2�(Vic , ViQIKQUG D MUcTViF�My� D kmN6�PQ!�P�hE)R\LwY Di{ EPE�]wIKY D QUX { EPs DUMMYNET.
j QUXPQiN"�)EPViF(NPc��)Lws�E��K�hQUYP^ DU{ E)s ^dQUZ �)QX)Q!�)F\Y)X��)LwVic9E�� �(ViY D �)E { � _HX)Y D MTQ!���PE�� D X)Q dummynet(4).

24.5.4.
�
� � � )
�1+��
� � �1+ ����� 
 	��.-/� �j QUG D MUcTViF1�(ViYPQ!�)L

net.link.ether.bridge=1

M9� D k)N /etc/sysctl.conf IPN)]8M!�mNPs��)F �PEm]8�hL ��� { EPk8^dQ��SV D MTQnMTY)F\^�]0Y D GUQTV;� �(E"�SViF\^�� , E9�SViY)Q!�PL :
net.link.ether.bridge_cfg=if1,if2

IPN)]5M��mNPs��PF �)Em]>�hL2�"� { E)k5^dQ2�(V D IPN)]8L2� D � D �����OrhE��)ViF\YP�hFSk��(QUM ( � D ^dF��)E)ViF if1 E if2 � D EP^dF � D IKMTLWrhM D a8Emr
�(FSVUFSM!�Or�E��PViFSYP�hF\k"�(QTM ). �.�eNPE>M!� rmQTViE)ViF , �)ViQTG!�[X)YPQirmQ!IP])x8E)F.�PFSY)F��H^dQ��SVnX D �)FSV!���hEmNPcTViY)QUM D NPE��(cX)Q��SY)FeI3�SViMUQW^ ipfw(8), M�� IKQUN)Z ���JIKQUG D MTE)Vic��SViY)Q!�"�)L :
net.link.ether.bridge_ipfw=1

p Q FreeBSD 5.2-RELEASE E8X)Q��(NPFeIKLws9x5Emr�MUF\Y"�(E)]mr �PLTZ �)QyE"�SX)QiNPc��SQTM D VUcfMT^dF��SViQnL � D � D �����Or#�eNPF(IKLwsnx8E)F
�(ViY)Q��)E :
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net.link.ether.bridge.enable=1
net.link.ether.bridge.config=if1,if2
net.link.ether.bridge.ipfw=1

24.5.5. � � � ���#+��
��� �#0,+ (%� �'� 	��1)
� +����
�.�eNPE8M!� rmQUVUE)ViFqQ��(Lwx8F��(VUMiN)])Vic9LTI D N 	������fk0IKQ��SViLwX#� D ^dQ��(V��)FSYPF � ssh(1) E�� �(FSVUE , ViQ��)QUYPY)F �)V!�)Q�� D � � D �)E)VUcQ!I��)QW^dLhE�� �SFSViF\M!�Or D I D X)ViF\Y)QUM IP-

D I#Y)F�� . � GUx5F\X)Y)E��)])ViQ , �)VUQ�� D � � D �)F �PE)F D IKY)F�� D QTGUQUEK^4�(FSVUFSM!�v^ D I D X)ViFSY D ^])MiN)])F\V!�e]#�)F � D ^dQUk�rmQTY)QUa8FSk0EwI#FSFSk .

�.�eNPE8MnM D a5F\k6�(F\ViE5XPY)E"�(LwV!�SViMULwF\V��)F5���)QUNPc!�PQn^dQ��SViQUM , �)F+I#QiN)Z �)QyG!�fVic9GUQiNKFSF`QiI��)QTRSQn^ D Y)a5Y)LwV D ^dF(Z>IKLNPsnG��v^dE�IKMTLw^�]0Y D GUQ��)EP^dE6�SV D � { Em]P^dE . _JViF(r �)E"�)F�� �)QUk8ViQ!���PE6�SYPF �)Em]5l\ViQnQ�� � D � D F\VvQUV��(LwV!�(VUMUE)FqX)Q!IPIKFSYmZ �)EX)Y)QUVUQ!�)QUN D spanning tree.

_HFSViF\MUQUk8^dQ��(Vy^dQiZuFSV9LwMUF(NKE��)E)Vic�� D IKFSYmZ �)E8M�� D ^dFSY D r��)QT^ D �wIKQTk ping(8), Q2�(QTGUF �"�)QOIPN)]8ViY D �hE"� D ^dFSZ8I#LIKMULm^�]0Y D � ���v^dE��(FSRo^dF �)V D ^dE .

24.6.
� �0� �  %��� �B� 2 � @u�!" � �5� �3@��  %� �.?A@�� � @

� ���!�
� �5� 	 � � � � Jean-François Dockès.
� � � � � � 	�� � ������ � � � � 0 � � � Alex Dupre.tbD a8E�� D � FreeBSD ^dQiZuFSV�� D R\Y)LWZ D Vic2�e]0X)Q �(FSVUE5E5Y D GUQTV D VUcvGUF��8� D NPE��)E)]�NPQ!� D NPc!�PQURSQfIKE"��� D , E"�SX)QiNPc��SLW]� D kmNPQTM!�fF.�SE"�(VUF\^�� , ^dQ��)ViE)YPLWFo^��fF � �(F\Y)MUF\Y D NFS.

C Y)QT^dF �(V D �wI D Y)V;���Or#�)Q��P�hE)R\LWY Di{ E)Q������Or�� D kmNKQUM , �PF
�)LWZ��"� �)E�� D �)E)Fq^dQ!IKEP�hE"� Di{ EPE5M��SE"�(VUF\^dF . �OD �)Lws �(E"�SViF\^dL�NKFSR �PQ�� D �SViY)QTE)Vic , X)QUViQW^dL��)ViQyM��SF.�)F\QUGirmQiIKEP^��fFl(NPFo^dF �)V;��LTZuFqRSQTViQUM�� :

• ��^dF\FSV!�(]5X)Q��PY D k��PFSk8^dF\Y)F`IKM D MTQ!�o^dQiZ ���Or#�(X)Q2�(QTG D � D RSYPL2���)E�]wIKY D X)Q �(F\ViE :

• PXE: _HE"�(ViFo^ D Intel Preboot eXecution Environment ])MiN)])F\V!�e]>�hQUYP^dQTk#� D RSY)L �SQ����)QTRSQv� � � , M��SViY)QUF����)QTRSQM��)F��)QUVUQUY��fF �(FSVUFSM!�fF D I D X)ViF\Y��[EmNPE>^ D ViF\Y)E��"� �)E)FqXmN D V;� .
� GTY D ViEPViF��(c��9�SX)Y D MTQ!���PQUk#�(VUY D �)E { FHXPQ

pxeboot(8) IPN)]8X)QiNPL �)F��)Em]0GTQiNPF\F`X)QUN"�)QUk5E��P�hQUYK^ Di{ E)E .

• �hQUY)V Etherboot (net/etherboot) R\F �)F\Y)E)Y)LwFSV��)Q!I , �)QUVUQUY��fk5^dQUZuFSVyX)Y)EP^dF��m])Vic��(]5M9� � � IPN)]
� D RSY)L � �PE�]wIKY D X)Q �SFSViE .

C Q!IB^dQiZuFSV9G!�fVicnNPE)GUQ9X)Y)QTa5E)V9M�� D RSY)L �SQ������fk PROM � D �(FSVUFSMUQW^ D I D X)ViF\Y)F ,NPE)GTQ�� D RSY)LWZuF �9��NPQ�� D NKc!�)QTkyIKE"���PFSV;� ( EmNPE8MUE��"�)F��SViFSY D ), E)NPE9�`Y D GTQUV D snx5F\k6�(E��(ViFo^�� MS-DOS.�hQ!I)I#FSYmZuE)M D snV��e]5^��)QTRSE)F �(FSVUFSM!�fF D I D X)ViF\Y�� .

• �hY)EK^dFSY����fk9���)Y)EPX)V (/usr/share/examples/diskless/clone_root) QUGUNPFSR�� D F\V*�(Q!�(I D �PE)F�E0X)QiI)IKF\YmZ �)L
�)QTY��)F\MUQUk0� D kmNPQTMUQUk#�SE"�(VUF\^��|Y D GUQ��)FSk6�SV D � { E)E6� D �(F\Y)MUF\Y)F . _8�)Y)E)X)V , ���)QTY)FSFqM��SFSR\Q , X)QTViY)FSGTLwFSV*�)F��)QUVUQUY��Or
� D �(ViYPQUF � , �)QnQ��5X)Q��SMTQiNPE)VnM D ^zG��*�(ViYPQ�� D � D Vic9Y D GTQUViL .

• _HV D �wI D Y)V;���fFO� D kmN��:� D � D NPc!�PQURSQ�� D X)L � � D �SE"�(ViFo^�� , Y D �(X)QUN D R D s9x5E)F��(]�M /etc, Y D �(X)Q�� � D snVvEX)QiI)IKF\YmZuE)M D snV*� D RSYPL2���)L��(E"�SViF\^���M9GTF �eI#E"���)QTMUQW^�M D Y)E D �)ViF .
• �hQiI�� D �"� D , F5�eNPE8Q!� D �PLTZ � D , ^dQiZuF\VnM!�fXPQiN"�m])VUc��e]#�PFSY)F��H� D k)N NFS NPE)GUQ�� D NPQ!� D NPc!�"�fkyIKE"��� .

_HLWx8F��SViMULwFSV9^��)QUR\Q��(XPQ��(QTGUQTM�� D �SViY)QUk"�)E5GTF �eI#E"���)QTMUQTk�Y D GTQ!�)F\k#�(V D � { E)E . �hY)E5l\ViQT^4� D IKF\k"�(VUMUQUM D ��� ^��)QTRSE)F
�)QT^dX)Q��)F �PV;� , E5GTQiNPcTa5E����(ViMTQvE�� �)Emr5^dQUR\LwVvG!�fVic � D �(ViY)QTF ���JIKN)]5LTIKQUMUNPFSViMTQUY)F��)Em]�M D a5Emr�M��)L �(QUM . j8D NPF\FGULTIKFSVnQUX)E"� D ���[M D Y)E D �)V;�[XPQiN"�)QTk#� D �(ViY)QTk��)E��(E"�SViF\^�� , X)Y)E5l\ViQT^bLWXPQUY5GTLUI#FSVOIKFSN D VUc��e]#� D X)YPQ��(VUQUViLhE
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�(QUMW^dF��SViEP^dQ��SVic�� �(V D �wI D Y)V;�)QTk6�(E��(ViFo^dQUk9� �)Y)E)XPViQUM � D � D NPc��)QUk�� D RSYPL2���)E FreeBSD.
� X)E"� �fM D F\^ D ]#�SE"�(ViFo^ DEP^dFSF\VnV D �)E)FHr D Y D �PViFSY)E��(ViE��PE :

• �qF �(IKE"� �)QUM��fF�Y D GTQ!�)EPF.�(V D � { E)E��(QTMT^dF��SV;�)Q9E"�(X)QUNPc!�\LwsnVn� D kmNPQUMTLws��(E"�SViF\^dL / M9Y)F(ZuEP^dFqViQUNPc!�)Q��)ViF��)Em] ,
D

V D �mZuFHE��(X)QUNPc!�\LWs9V /usr �(QTMT^dF5�(V;�)Q9ViQiZuFqMnY)FSZuEP^dFHVUQiNPc��)Q��)VUF �)Em] .C QTY��)FSM D ]0� D k)NPQUM D ]��(E"�SViF\^ D ])MiN)])F\V!�e]9�)QUX)EPFSk6�SV D �wI D Y)V;�PQUk6�PQUY��)F\MUQTk#�(E"�SViF\^�� FreeBSD ( QUG������)Q
�SFSY)MTFSY D ), �1�PF �)QTViQUY��v^dE9� D �SViY)QTF �����v^dE>� D kmN D ^dE , E"�\^dF �PF �����v^dE��)Fo^ - ViQ �(X)F { E D NPc!�)QvIPN)]5GTF �(IKE"���PQUM!�OrQTX)FSY DU{ E)k0E)NPE , MTQ!�o^dQiZ �)Q , IPNP]5Y D GTQ!�)F\k#�(V D � { E)E , �)QTViQUY)QTk0Q!� D X)Y)F(I�� D � � D �)F � D .
��D �(ViE#�PQUY��)F\MUQTk5� D kmNKQUMUQTk��(E"�SViF\^�� , �)QUViQTY��fF`IKQiN)Z ���[G��fVicnIKQ��(VULWX"���JIPN)]6� D X)E��(E , XPFSY)F��)Y��fM D snV!�(]� D kmNPQUM��v^dE#�(E"�SViF\^ D ^dE mfs(8) (FreeBSD 4.X) EmNPE md(4) (FreeBSD 5.X). ��snG!�fFHE��\^dF��)F �PEm]5GULTIKLwVX)QTViFSY)]����|X)Y)E8X)FSYPF � D RSY)L ��� D r��(E"�SViF\^�� .

• &nIKYPQnX)F\Y)FeI D FSV!�(]0E6� D RSYPLTZ D FSV!�(]0X)Q��SY)FeI3�SViMUQW^ Etherboot EmNPE PXE, E8M��)F��)QUViQTY��Or6�(EPViL Di{ Em]mr0^dQUZBF\VG��fVicnE"�SX)QiNKc!�SQTM D �9NKsnGUQTk5E��HlSViE)r8^dFSViQiIKQUM .
� � �� � � 	���� � ��������

: $ ��' ����$�#����"� , �+�"��#�$�#+�"��- � ��� ��� � $ � ����� . �*����/0���� ��� ,���#��"��� ��� ���!�+# % ) ��� � $ � �����"�0� � ��#+�!$#�� �!$ , � /�, ��� $�� � �!#+� � ��� /0���� ��� ��� ����� �"��� ��� ���!�+# % .

p �(]0E��P�hQTYP^ Di{ E)]0lSViQTRSQnY D �eI#F(N D G!�ON D X)Y)QUVUF��(VUE)Y)QUM D � D ��Y)FSNPE�� D ^dE FreeBSD 4.9-RELEASE E
5.2.1-RELEASE.

� F��"�(V �(VUY)L �)ViLwY)E)Y)QTM D �5X)Y)F\EP^dLwx5F5�(ViMTF ���)QvIPN)]5E��(X)QUNPc!�\QUM D �)Em]#� 4.X.
� V!NPE��PEm]�IPN)] 5.XLWXPQT^dE�� D snV!�(]5Q��SQUGTQ .

24.6.1. �:&�� � � ��+ � �� 	��*�����
g D �(VUY)QUk�� D GUF��eIKE"� �)QUM��Or9Y D GUQ��)Emr��(V D � { E)k0QTV;�)Q2�(E)ViFSNPc!�PQnX)Y)Q2�(V D , �)QnM9ViQvZuF`MTY)F\^�]�NKFSR �PQ�� I#F(N D VicnQTa5E)G��)L .
� �)QUR(I D �eNKQiZ �)QfI#E D R��)Q��SViE)Y)QTM D VUcvlSViE>QUa8E)G!�PE0X)Q��PF����PQiNPc��)EP^zX)Y)E"�)E�� D ^ . g D X)YPEP^dFSY :

• � D Y D ^dF\ViY��:�)QW^dX)EmN)] { EPE8^dQUR\LwVnX)Q - Y D � �)QW^dL9XPY)Qi])MUN)])Vic��SFSGU]0MUQnMTY)F\^�]8Y D GTQUV;� .

• _HQTQUGUx8F �)E)]hQTGnQTa5E)G�� D rhG!�fM D snV�� D R D IKQ������ EmNPE8MUQTM��(F`QUV!�SLWV��(ViMTLWs9V .p I D ���)QTk9�SE)ViL Di{ EPE#�)F �PQUViQTY��fF8��� D �PEm] , � D � D s9x5E)F5�e]0E"�SX)QiNKc!�SLwFo^��qrhM!�PLWVUY)F ���PEmr5^dF(r D �PE��\^dQTM , Q��)F �)cX)QiNPF�� ���[XPY)E5Y D �SY)F\a5F��)E)E5XPY)QUGUNPF\^ , �PQUViQTY��fFH^dQTRSLwVnMTQ!� �PE����)LwVic .j N)]0M!�fX)QUN"�)F��)Em]0L �(X)F\a6�)QTk#� D RSY)L ���)E#�)F\QUGirmQiIKEP^dQvX)YPQUE��\MUF��SViE6�PF����PQiNPc��)QvQUXPFSY DU{ E)k :

•
C QW^dX)cUs9ViFSY)L �)F\QUGUrwQiIKEP^dQvXPQiNPL �)E)VUc�� D � D NKc!���fF�X D Y D ^dFSViY�� , V D �PE)F8� D �6�(QTG��SViMUF������fk IP

D I#Y)F�� , EP^�]E"�SX)QiN��m])F\^dQTRSQv� D k)N D , �)QUY"�)FSMTQUk � D V D NPQTR . j N)]�lSViQTRSQfE"�SX)QiNPc��SLwsnV��e]�X)Y)QTViQ!�)QUN"� DHCP EmNPE BOOTP. DHCPl\ViQ��SQUMT^dF5�(ViEK^dQUFqY D �Sa5E)Y)F��)E)F BOOTP, E��(X)QUNPc!�\LWs9V!�e]0VUF`ZuF �)QT^dF\Y D X)QTY)ViQTMnE5Q2���)QTM!�)QTk0�hQUYP^ D VnX D �)FSVUQUM .p Q!�o^dQiZ � D � D �(VUY)QUk�� D �(E��(ViFo^��[IPN)]8E"�(X)QUNPc!�\QUM D �)Em]hViQUNPc!�)Q BOOTP. _HFSY)MTFSY�� D ]0X)Y)QTRSY D ^+^ D bootpd(8)M��mNPs��PF � D MnQ�� �)QUM��)Lws �SE"�(ViFo^dL FreeBSD.
� F\^ �)FH^dF��)FSF , L DHCP F5�(Vicy^��)QiZuF5�(ViMTQ9X)YPFSEP^dLwx5F5�(ViM�� D I BOOTP ( NPL �)a8Fq� D kmN"�:� D �(ViY)QTk��)E ,MTQ!�\^dQUZ �)Q��SVicvE"�SX)QiNPc��SQTM D �PEm] PXE, XmNPs �H^��PQURSEPF�IKYPLWR\E)F`XPY)FSEP^dLwx8F��(VUM D , �)FHQTV;�)Q2�e])x5EPF��e]
�)F\X)Q��SY)FeI/�(ViMTF ���)Q��5GTF �eI#E"���)QTM!�v^�QUXPFSY DU{ Em]P^ ), E8^��|M9Q����PQUM!�PQT^�GULTIKFo^ QUX)E����fM D Vic*� D �(ViYPQUk��)L DHCP, �l��)MUE)M D NPF��)V;���v^dE5X)Y)EP^dF\Y D ^dE5IPN)] bootpd(8), �)QUR(I D lSVUQ9MTQ!�\^dQUZ �)Q . �hY)EP^dF\Y6�)Q��P�hE)R\LWY Di{ E)E5GULTIKFSVE"�SX)QiNKc!�SQTM D VicfX D �PFSV ISC DHCP ( Y)F(NPE"� 3.0.1.r12 G!�ON8L �SV D �PQUMiNKF �#� D ViF��SViQUMTQT^ �SFSY)MTFSY)F ).
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•
C QW^dX)cUs9ViFSY)LhViYPFSGULwF\V!�e]6� D R\Y)L �SE)Vic9MvNPQ�� D NKc!�)Lws�X D ^�])VicyQ!I��PLyE)NPE6�)F5���)QUNPc!�PQvX)Y)QTRSY D ^+^ . ���(X)QUNPc!�\LwsnV!�(]
TFTP EmNPE NFS.

p �fGTQUY5^dFSZ8I#L TFTP EmNPE NFS X)Y)QTE��SMTQ!IKEPV!�e]5MTQvMUYPF\^�]6�)QW^dX)EmNPEPY)QUM D �)Em]0M��)F�� �)QiNKc!�)Emr^dF5�(V D r . ��D �(VUQnM��SViY)F�� D s9x D ]"�(]0QUa8E)G!� D lSViQyL � D � D �)E)F`EP^dF �8� D kmNPQTMfIPN)]hI#Y)LwRSQUR\QnX)YPQUViQ��)QiN D : TFTPQTG!�����)Q�� D R\Y)LWZ D FSVnM��(Fq� D kmN�� �`QiI��)QUR\Q*� D V D NPQTR D �(FSYPMUFSY D , E5X)YPE��)EP^ D FSVnEK^dF � D � D kmNKQUMvQTV;�)Q��SE)ViFSNPc!�)Ql\ViQUR\Q�� D V D NPQTR D . NFS �)LWZ ��� D G��SQiNPs9V;���fF`XPLWVUE6�8� D kmN D ^ .

• ghF\QUGirmQiIKEP^dQfE��)E { E D NKE��SE)YPQUM D VicnE8M!�fX)QUN"�)E)VUcnMUQ��\^dQUZ��"�fF`X)Y)QW^dF(ZuLwViQ!�"���fF`X)YPQURSY D ^+^�� � D RSYPL2���)E0E]wIKYPQ . p l\ViQUk0QTGiN D �(ViE9�(Lwx5F5�(ViMTLWF\V*�)F5���)QUNPc!�)Q9M D Z��"�OrhM D Y)E DU{ E)k :

• PXE � D RSY)L �\E)V pxeboot(8), ])MUN)])snx8E)k"�(]8^dQ!IKEK�hE { E)Y)QTM D ���)QUk�MTFSY"�SE)FSk6� D R\Y)L � �)E"� D ViYPFSVicTFSk9�SV D I#E)E
FreeBSD. loader(8) XPQiNPL �)E)V9GUQUNPcUa8E��"�(VUMUQvX D Y D ^dF\ViY)QTM , �)F\QUGirmQiIKEP^��Or9IPN)]9�SV D Y)V D �SE"�(ViFo^�� , E8Q��(V D MUEPVEmr�MvQ!�PY)LWZBF��)E)E�]wI#Y D IKQ��)Q!�)VUY)QiN)]0XPFSY)F(I D �)E .

p l\ViQT^4�(NPL � D F�MTQ!�o^dQiZ �)QfE"�SX)QiNPc��SQTM D �PE)Fd]wIKY D GENERIC.

• Etherboot, �PFSX)Q2�(Y)F(I3�(ViMTF ���PQ�� D RSY)L �\E)Vf]wIKY)Q , �H^dF �)cTa5FSk8X)Q!I#RSQUVUQUM!�PQUk .
pOD ^zX)QTViY)F\GULwFSV!�(]6�(QTGUY D Vicv]wIKYPQ

�(Q �(X)F { E D NKc!���v^dE0X D Y D ^dFSViY D ^dE .

PXE E Etherboot Y D GTQUV D snVvQiIKE�� D �)QUMTQfrmQUY)QTa5Q��8�(E"�SViF\^ D ^dE 4.X. �hQ����PQiNPc��)Ln]wI#Y)Q 5.X QUG������)QvX)Q��SMTQiN)])F\V
loader(8) M!�fX)QUN"�)E)VUcnGUQUNPcUa8F�X)Y)F(IKM D Y)E)ViFSNPc!�PQUk0Y D GUQTV;� , ^dFSViQiI PXE � D �(E"�SViF\^ D r 5.X X)Y)F(IKX)Q��)ViE)ViFSNPF � .

�.�(NPE5M D a BIOS E��(F\ViFSM��fF.� D Y)V;�|X)QiI)IKF\YmZuE)M D snV PXE, E"�SX)QiNPc��SLwk)ViFHFSR\Q . � I�� D �)Q , M2�(F`ZBFqMUQ��\^dQUZBF��
� D X)L ���9�(E"�SViF\^�� 5.X � Etherboot.

• g D �)Q!�)F { , �)QW^dX)cUs9ViFSY)L�VUY)FSGTLWF\V!�e]0IKQ��SViLwX#�8� D kmNPQUM��v^4�(E"�SViF\^ D ^ . NFS E"�(XPQiNPc��SLwFSV!�(]0MUQvM2�(FSr��(NPL � D ]mr .� GUY D ViE)ViF5�(cnV D �mZuF �6�(ViY D �)E { F �SX)Y D MTQ!���PE�� D diskless(8).

24.6.2. $ +�-/�
 � ��� ��� �,� +,�
-/�
,� 
 �'�

24.6.2.1.
��% ! � � > ;$&�" �,�'5 - �'-/�(% :�� @8%'0/"(!'��6 1 ISC DHCP

_HFSY)MTFSY ISC DHCP ^dQiZuFSV9QUGTY D G D V;�fM D Vic�� D �6� D X)Y)Q2��� BOOTP, V D �8E6� D X)Y)Q2��� DHCP.

g D �)E�� D ]#�`YPF(NPE�� D 4.9, ISC DHCP 3.0 �)FHM��mNPs�� D F\V!�e]5M9X)Q��SV D M��)L��(E"�SViF\^�� . _8� D � D N D M D ^ �)LWZ �)QyGULTIKFSVL �SV D �PQUMUEPVicvX)QTY)V net/isc-dhcp3-server E)NPE9�SQUQUVUMUFSV��(ViMTLWs9x5E)k5X D �)F\V .
�hQ��eNKF�L �(V D �)QUM��)E ISC DHCP F\^dLyIPN)]8Y D GTQUV;�[ViYPFSGULwF\V!�e]6�PQ!�P�hE)R\LwY Di{ EPQ!�����fk0� D kmN ( QUG������)Q*� D � �fM D F\^��fk
/usr/local/etc/dhcpd.conf).

p QUVvXPY)Q!�)QW^+^dF �)VUE)Y)QUM D ���"�fk5X)Y)EK^dFSY , R(IKF�rmQ2�(V margaux E"�(XPQiNPc��SLwFSV
Etherboot,

D rwQ2�(V corbieres E"�(XPQiNPc��SLwFSV PXE:

default-lease-time 600;
max-lease-time 7200;
authoritative;

option domain-name "example.com";
option domain-name-servers 192.168.4.1;
option routers 192.168.4.1;

subnet 192.168.4.0 netmask 255.255.255.0 {
use-host-decl-names on; ➊

option subnet-mask 255.255.255.0;
option broadcast-address 192.168.4.255;
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host margaux {
hardware ethernet 01:23:45:67:89:ab;
fixed-address margaux.example.com;
next-server 192.168.4.4; ➋

filename "/data/misc/kernel.diskless"; ➌

option root-path "192.168.4.4:/data/misc/diskless"; ➍

}
host corbieres {

hardware ethernet 00:02:b3:27:62:df;
fixed-address corbieres.example.com;
next-server 192.168.4.4;
filename "pxeboot";
option root-path "192.168.4.4:/data/misc/diskless";

}
}

➊
 VUQUVnX D Y D ^dFSViY8L2� D � �fM D F\V dhcpd X)Q2���ON D Vic���� D �PF �)Em]hI#F �mN D Y Di{ E)k host � D �0EP^�]0rmQ2�(V D IPN)]GTF �(IKE"���PQUMUQTk0^ D a8E���� .

# NPcUViF\Y�� D ViE)M!�"�v^ �(XPQ��(QTGUQW^�G��ONPQvG�� IKQUG D MiNKF �)E)F option host-name margauxM��)LwViY)E8QUGU��])MiNPF��)E)k host.

➋
j EPY)F �)VUE)M D next-server QTX)Y)FeI#F(N)])F\V��(F\Y)MUF\Y TFTP EmNKE NFS, E"�(X)QUNPc!�\LwF\^��fkhIPNP]5X)QiNKL2�PF �)Em]
� D R\Y)L � �)E�� D EmNPE>� D kmN D ]wIKY D ( XPQnLm^dQiN"� D �)E)s E"�SX)QiNPc��SLwFSV��e]�ViQUV9ZuF � D ^��fk�rmQ2�(V , � D �)QTViQUY)QW^Y D �(XPQiNPQUZBF��6�(F\Y)MUF\Y DHCP).

➌
j EPY)F �)VUE)M D filename QTX)Y)F(IKF(N)])F\V9� D kmN , �)QTViQUY��fk Etherboot EmNPE PXE GTLUI#LWV�� D RSY)LWZ D VicfIPN)]
�(NPFeI#LWs9x5F\RSQna D R D M!�fXPQiN"�)F��)Em] .

� ��IKQiN)ZuF��5G!�fVUcnL � D � D ��M �(QUQTViMUF\V!�(VUMUE)E6�HE"�SX)QiNPc��SLwF\^��v^ ^dF\ViQ!I#QT^XPFSY)F(I D �)E . Etherboot ^dQiZuFSV9G!�fVic ���)QW^dX)EmNPE)YPQUM D �hIPN)]8E"�(X)QUNPc!�\QUM D �)Em] NFS EmNKE TFTP. FreeBSD X)QUY)VXPQ9Lm^dQiN�� D �)EPs�E"�SX)QiNPc��SLwFSV NFS. PXE E"�(XPQiNPc��SLwFSV TFTP, XPQUlSVUQT^dL �eIKF5�(c9X)Y)EP^dF��m])snV!�(]8QTV;�)Q��SE)ViFSNPc!���fFXPLWVUE8� D k)NPQUM ( l\ViQ9^dQUZBF\V�� D MUE��(FSVUcnQUV�� D �SViY)QUF�� TFTP �(F\Y)MUF\Y D , �PQnQUG������)QOI#QUMUQUNPc!�PQvViE)X)E"���)Q ). C YPQT^dFVUQURSQ , PXE � D R\Y)LWZ D FSV pxeboot,
D �)FH]wIKY)Q . _HLwx8F��(VUMULwsnVvIKY)LwRSE)FqE��)VUFSY)F5�����fFqMUQ��\^dQiZ �)Q2�(ViE , V D �)EPF8� D �

� D R\Y)L � � D pxeboot E�� � D V D NPQTR D /boot FreeBSD CD-ROM ( XPQ����PQiNPc��)L pxeboot(8) ^dQUZBF\V�� D R\Y)LWZ D Vic
GENERIC ]wIKYPQ , l\ViQvI#F(N D FSVvMTQ!�\^dQUZ �)QUk#� D R\Y)L � �)L���LTI D NPF �"�)QUR\Q CD-ROM).

➍ � D Y D ^dF\ViY root-path QUXPY)FeIKFSN)])FSV9X)LwVic��9�)QUY"�)FSMTQUk5� D kmNPQUMTQUk��(E��(ViFo^dF , MyQUG������)QUk��PQUV DU{ E)E NFS. �hYPEE��(X)QUNPc!�\QUM D �)E)E PXE, ^dQiZ �)QyQ��(V D MUEPVic IP rmQ��SV D QTV;�mNPs��)F ���"�v^ , F��(NPE5X D Y D ^dF\ViY0]wI#Y D BOOTP �)FE��(X)QUNPc!�\LWF\V!�e] .
� D ViFo^ NFS �(FSYPMUFSY8^dQiZuFSV9E"�(X)QUNPc!�\QUM D Vic2�e]hV D �5ZBF , � D �0E TFTP.

24.6.2.2. � "$-=7$&(%�� ./" - ��-��(% :�� @9%'0/"�!���6 1 BOOTPj8D NPF\F�QUX)E�� D � D l �PMUE)M D NPF��)V;� D ]#�)Q!�P�hEPRSLwY Di{ Em]#�`E"�SX)QiNKc!�SQTM D �)E)F\^ bootpd ( IPN)]0Q!I3�)QUR\Q*�mNPE)F��)V D ). � � D GULTIKF\VY D �SX)QiN D R D Vic��(]yM /etc/bootptab.

�hQiZ D NPLwk"�SV D , QTVU^dFSVUcUViF , �)ViQ Etherboot IKQiN)ZuF��5G!�fVUcnQUV!�)QT^dX)E)NPE)Y)QTM D �9�.�)F5�(V D �wI D Y)V;�)QTk0QUX { E)FSk
NO_DHCP_SUPPORT IPN)]5VUQURSQ , �)ViQTG!�|^dQUZ��PQ9G��ONPQvE"�SX)QiNPc��SQTM D VUc BOOTP, E6�)ViQnIPN)]8Y D GTQUV;� PXE 	�� � �S��� � � -
DHCP. �dIKE"�"�(ViMTF ���"�v^bQ!�PFSMUEmI����v^zX)Y)F\EP^dLwx5F5�(ViMTQT^ bootpd ])MiNP])FSV!�(]5FSR\Q�� D NPE��)E)FqMnXPQ��(V D M!�PF8�(E��(ViFo^�� .

.def100:\
:hn:ht=1:sa=192.168.4.4:vm=rfc1048:\
:sm=255.255.255.0:\
:ds=192.168.4.1:\
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:gw=192.168.4.1:\
:hd="/tftpboot":\
:bf="/kernel.diskless":\
:rp="192.168.4.4:/data/misc/diskless":

margaux:ha=0123456789ab:tc=.def100

24.6.2.3.
)�%�+�>?%�78%'0$./" ��&(%'> &(" 1 1 � @9"(> &(;/@/.$�<�'&�� ��% 1 % �<� Etherboot

_ D k)V Etherboot (http://etherboot.sourceforge.net) �SQ!IKF\YmZuE)V X)Q!IKYPQUG!�PLWs|IKQ!�PLw^dF��)V DU{ E)s
(http://etherboot.sourceforge.net/doc/html/userman/t1.html), M9Q�� �)QUM��)QT^zX)YPFeI�� D � � D �)F �"�)Lws[IPN)]��(E"�SViF\^ Linux,
�)Q��)F5�(QW^��)F ���PQ , Q�� D X)QUNPF ��� D . j8D NPFSF`GULTIKFSV9X)Y)Q2�(ViQ��)Y D V!�)Q9QTX)E"� D �)Q , � D �8M!�JIKQUN)Z ���[E"�(XPQiNPc��SQUM D Vic
Etherboot M �(E"�SViF\^dF FreeBSD.

_8� D � D N D M�� IKQiNPZ��"�[L �SV D �PQUMUEPVicnX D �)FSV9EmNPE8X)QUY)V net/etherboot.p �|^dQUZuFSViFqE��\^dF��)E)Vic � D �(ViY)QTk��)L Etherboot ( � D X)Y)EK^dFSY , IKN)]5E"�SX)QiNPc��SQTM D �PEm] TFTP MT^dF5�(ViQ NFS) X)LwViF\^Y)FeI D �)ViE)YPQUM D �)Em]5� D kmN D Config M�� D V D NPQUR\F`E"�(rwQiI����Or�ViF��"�(ViQTM Etherboot.p � D a5F\k9�SE)ViL Di{ EPE5^��|GULTIKFo^ E"�SX)QiNPc��SQTM D VUc�� D R\Y)L �SQ����)Lws[IKE����)F\ViL . j N)]hIKY)LwR\Emr5^dFSViQiIKQUM (PROM EmNPEX)Y)QUR\Y D ^+^ D MS-DOS) X)QUZ D NPLwk"�(V D , QUGTY D VUE)ViF��Sc*��I#Q!�)Lm^dF �PV Di{ EPE5X)Q Etherboot.j N)]6�(Q��eI D �)Em]#� D RSY)L �\Q!���)QTkyIKE"� �)FSV;� , M��SV D MTcUViF�IKE"���PFSViL�MvIKE"���PQUMUQiI9� D ^ D a5E��PF , R(IKFHL �SV D �)QTMiNPF�� Etherboot,
� D VUF\^ X)F\Y)FSkmIKE)ViFqM�� D V D NKQUR src MnIKF\Y)FSMTF Etherboot E6� D GUFSYPE)ViF :
# gmake bin32/devicetype.fd0

devicetype � D MUE��(E)VvQTVnViEPX D9D I D XPViFSY D Ethernet � D GTF �(IKE"���PQUMUQTk�Y D GTQ!�)F\k#�(V D � { E)E .
� GUY D ViE)ViF5�(c��8� D k)NPL

NIC MnViQW^zZuF � D ^dQT^ � D V D NPQUR\F+IPN)]8QUX)Y)F(IKF(NKF �)Em]8X)Y D MTEmNPc��)QUR\Q�� � D �)F �)E)]�IPN)] devicetype.

24.6.2.4. � "(> &$;�@/./" - PXE

�hQnLm^dQiN"� D �)E)s , pxeboot(8) � D RSYPLTZ D FSVf]wIKYPQ��)F\Y)F � NFS.
� �5^dQUZBF\VnG��fVic�� �)QT^dX)E)NPE)Y)QTM D ��IPN)]E"�(X)QUNPc!�\QUM D �)Em]hMT^dF5�(ViQ �)F\RSQ TFTP X)LwViFo^bL � D � D �PEm]0X D Y D ^dFSVUY D LOADER_TFTP_SUPPORT M /etc/make.conf._q^dQUViY)EPViF8�PQT^+^dF �PV D Y)EPE8M /etc/defaults/make.conf ( EmNPE /usr/share/examples/etc/make.conf

�(E"�SViF\^ 5.X) �`E��"�SViY)L � { Em]P^dE .

�.�(VicnIKM D �)F`IKQ!�PLw^dF��)ViE)YPQUM D �����OrhX D Y D ^dFSVUY D make.conf, �)QTViQUY"�fFH^dQUR\LwVnG!�fVUcnX)QUNPF �����JIPN)]6� D �(ViYPQUk��)EGUF �(IKE"� �)QUMTQURSQ��PQT^dX)cTsnViF\Y D �HX)Q��(NPFeI#QUM D ViF(NKc!�)QTk��)Q!�"�SQiNPcTs : BOOT_PXELDR_PROBE_KEYBOARD, E
BOOT_PXELDR_ALWAYS_SERIAL ( X)Q��(NPFeI3�m]m]6�(Lwx5F5�(ViMTLwFSVnVUQiNPc��)QnM FreeBSD 5.X).j N)]0E"�(XPQiNPc��SQUM D �)E)] PXE X)Y)E6� D R\Y)L � �)F8�)QT^dX)cTsnViF\Y D M D ^zQTG!�����PQvX)QUVUY)FSGTLWF\V!�e]8M!�fGUY D VicvX D Y D ^dFSViY Boot
from network ( � D R\Y)L � � D X)Q��SFSViE ) M�� D �SViY)QUk"� D r BIOS, E)NPE6� D Z D Vicy�hL2�"� { E)Q�� D NPc��)Lws �mN D MUE)a8LhMUQnMTY)F\^�]
� D R\Y)L � �)E PC.

24.6.2.5. � "$-=7$&(%�� ./" -=6$&'086$&(% 0 TFTP
�

NFS

�.�eNPE8M!�[E"�SX)QiNKc!�SLwF\ViF PXE EmNPE Etherboot, � D �(ViYPQUF �"���fF�IKN)]0E"�(XPQiNPc��SQUM D �)E)] TFTP, M D ^ �)LWZ��PQ9M��mNPs��PE)Vic
tftpd � D � D kmNPQTMUQT^ �SFSY)MTFSY)F :
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1. _HQ��eI D k)ViF.� D V D NPQUR , � D kmN��:�)QUViQTY)QUR\QvGULTIKF\VnQTG��eNKLTZuE)M D Vic tftpd, � D X)Y)EP^dF\Y , /tftpboot.

2.
j QTG D MTcUViF+MyM D a /etc/inetd.conf V D �)Lws �(ViY)Q����)L :
tftp dgram udp wait root /usr/libexec/tftpd tftpd -l -s /tftpboot

����� � 
�������
:  � )����+� , ����� ����'������0,�� - )+��,�#�$"%.- PXE �!,�� � ���+�"# % TCP- )+��,�$����"� TFTP. �5�"��'��0-3# �������� /0� � ��)��+�"�) ���0, ��� #+�!,"����' � , ����- ����% � � ��� dgram udp ��� stream tcp.

3.
� � D ZuE)ViF inetd � D X)QTMUViQTY��)QUF.�)ViF �PE)F �SMUQTFSRSQ��)Q!�P�hEPRSLwY Di{ E)Q!���PQURSQ9� D kmN D :
# kill -HUP ‘cat /var/run/inetd.pid‘

p �|^dQUZuFSViFqX)QT^dF5�(ViEPVic�� D V D NPQUR tftpboot MnNPsnGTQT^ ^dF5�(ViF � D �(FSYPMUFSYPF . �hY)QTMUF\Y)cUViF , �)ViQylSViQy^dF��(VUQUX)QUNPQiZuF �PE)FL2� D � D �)Q*� D �0M inetd.conf, V D �0E5M dhcpd.conf.p Q9M��SF(r#�eNPL � D ]mr , M D ^zV D �mZuF �)LWZ��PQ9M��mNPs��PE)Vic NFS E8l �"�SX)QUY)VUE)Y)QUM D Vic��(QUQTViMUF\V!�(VUMULwsnx8LWs � D kmNKQUMULws
�(E"�SViF\^dL�� D �(F\Y)MUF\Y)F NFS.

1.
j QTG D MTcUViF1�(NPFeI#LWs9x5F\FHM /etc/rc.conf:

nfs_server_enable="YES"

2.
 �"�SX)QUYPViE)Y)Lwk)ViFf� D kmNPQUMTLws��(E"�SViF\^dL , M��)QTViQUY)QTk0Y D �(X)QUNPQiZuF �6�)QUY��PFSMUQTk�� D V D NPQTR+IPN)]8GUF �(IKE"� �)QUMTQUkY D GUQ��)FSk9�(V D � { E)E , IKQUG D MTE)M*�eNPF(IKLwsnx8LWs �(VUY)Q!�)LhM /etc/exports ( X)Q!I#X)Y D MTcUViFHViQ!�"�)L�^dQ!�)ViEPY)QUM D �)Em]8E
� D ^dF��)E)ViF margaux corbieres EP^dF�� D ^dE8GUF �(IKE"� �)QUM��OryY D GUQ��)Emr��(V D � { E)k ):

/data/misc -alldirs -ro margaux corbieres

3.
� � D ZuE)ViF mountd � D X)QTMUViQTY��)QTF.�)ViF��)E)F � D �SViY)QTF ���)QTRSQy� D kmN D . g D � D ^dQT^�I#F(NPFqF��(NPE5M D ^zX)QTViY)FSGTQUM D NPQ2�(c
� D X)F\Y)MUQW^za D RSF`M��mNPs��)E)Vic NFS M /etc/rc.conf, ViQyM D ^ �)LWZ �)Q9GTLTIKFSVvM��fX)QiN��)E)Vic9X)FSY)F�� D RSY)L � �PL .
# kill -HUP ‘cat /var/run/mountd.pid‘

24.6.2.6.
)�%�-=7�&(%�6$!���6 5(+�&(" + : 54#(6/@9+��'-/./%'0/%��<&�"�#�% ��6 �4-=7/"(! � � �

�hY)E0E"�SX)QiNPc��SQTM D �PE)E Etherboot, M D ^zX)QTViY)F\GULwFSV!�(]9�(Q��eI D Vic*�)Q��P�hE)R\LWY Di{ E)Q������fk5� D kmN0]wIKY D IPN)]GUF �(IKE"� �)QUMTQURSQ��)NPE)F �PV D �SQ��(NPFeIKLws9x5EP^dE8X D Y D ^dFSViY D ^dE ( M!I#QUG D MUQ�� �8QUG��������v^ ):

options BOOTP # Use BOOTP to obtain IP address/hostname
options BOOTP_NFSROOT # NFS mount root filesystem using BOOTP info

pqD ^ ^dQiZuFSV9X)QUVUY)FSGTQUM D Vic��(]�E"�(X)QUNPc!�\QUM D Vic BOOTP_NFSV3, BOOT_COMPAT E BOOTP_WIRED_TO ( X)Q2�S^dQTViY)E)ViF
LINT M 4.X EmNKE NOTES M 5.X).
 ViE5EP^dF�� D X D Y D ^dFSViYPQUM��(NPQiZuEmNKE"�(c9E"�(ViQTY)E��)F5���)E , E5^dQTRSLwV��)Fo^��)QUR\QnMUMTF��SViE5M�� D GUNPLWZ>IKF �)EPF , X)Q2���)QUNPc!�)LM!�mNPs�� D s9V��)F\QUGU]�� D VUF(NPc��)QUF+E"�SX)QiNKc!�SQTM D �)E)F DHCP E BOOTP Mv]wIKY)F ( MUQ!�o^dQiZ �)QvM��mNPs��)F �)EPF`QUGU]�� D ViF(NPc��)QUR\QE"�(X)QUNPc!�\QUM D �)Em] BOOTP EmNPE DHCP use).

�hQ��(VUY)QUk)VUF�]wIKY)Q ( QUGUY D ViE)VUF��(c�� � N . 8) E9� �)QUX)EPY)Lwk)ViFqFSRSQ9M�� D V D NKQUR , L � D � D �����fk0M dhcpd.conf.

�����	��
�������
:
� ,�$ $�#��"����� �+� )�����$�$ PXE, # � �0,�'�� %�/�,���# )���� ����,�$�)�� / ������� -	$ ����,���- � �!,���-	$ ����%.) ��% �+�"#&%#+� )���,��������"� ��� � ��� ��/ $�-��0� (

� � ��% �*� �0�"�"� ������� ). � '+� � ������$�� �+�!$ � ����,���- �+�!,"�0) ��,�$ )+� / �+�*' )��
�"����������$ �
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� ������� $ ��# �!)�� DHCP �+���,"� #+�0)�)+� )�,���-�% ����� , ����' $ %�/ ,�� , # ��� � �������*$�- ,�$�#�'�� - ���+#+� ���!)��+�"# �!)�$"% �"� )�� � ������� ����$ � $
������������$�� , �"������ ������� � pxeboot(8) ) ����'�� ��� ,�� � �!# � � � � #&� ������% � . � ,���$�- � � ��#+�!) � $ #��"����� � �0)+����$"% ) ��� - , ����� )'������#+�!)+� �"� � �����"��� ��� � �*��'��"� � ��/ �+� ��#+�"���"�0)&� ���"� $ -�% � � #+�"� .  �������� )���- �"���!,�� � ��� �"# % ��# �"���"� )�$��!�*$�-�% � �!#+�"�/�, ��� $ - - �+����/0�0- , �����,�$�- ��,*)�'+��$����"� - #���� � $ � $� �"� - � ���"�0� rc.conf.

�����	��
�������
: ����% )�' � � ������$"% ) � ��-���� �"� #+�!$ ����� , ����' $ # Etherboot, ) %�/�,"� 5.X ��� � ��� ��/ $�-�� )�'+� � � $��!� ��#+�!,"�0��#+�!) �

hints. � ��- �"� �!,�� � ���+�"# % ��#+�"���"� )�$��!�*) �*�����0��'+�0��� $� ��,����0$�$ # �0� /���� � $�� ����,���- �+�!, ( #�- . �*���"� '�� -	- ���"�"��,�$���)
NOTES):

hints "GENERIC.hints"

24.6.2.7.
)�%�+�>?%�78%'0$./" .8% &�!$6(0/%�� � " � : % 08% ��-/�'-=796 1 �pqD ^ �)LWZ �)Q �SQ!�(I D Vic��)QUY��PFSMULws � D kmNPQTMULws��SE"�(ViFo^dLhIPN)]8GUF �(IKE"� �)QUM��OryY D GUQ��)Emr��(V D � { E)k , M^dF��(VUQUX)QUNPQiZuF �PE)E , � D I D ���)QT^ � D � root-path M dhcpd.conf.

p �eNKFeIKLwsnx8F\^ Y D �eI#F(NPFHQUX)E"� D ���JI#M D �SX)Q��SQUG D ,
�)ViQUG�� � IKFSN D VUcnlSVUQ .
24.6.2.7.1.

� �1����� �� ����!
��P�� �1�1� P�� �M
 clone_root
 ViQ�� D ^��fk5XPY)Q��SViQUk6�SX)Q��SQUG �(Q!�(I D �PEm]��)QUY��PFSMUQTk5� D k)NPQUMTQUk#�(E��(ViFo^�� , �)Q�� D I D �����fk5^dQW^dF �)VyQ!�6�)FX)Q!I)I#FSYmZuE)M D FSV��e]0M FreeBSD 4.X.

 ViQUV shell ���)YPE)X)V � D rmQ!I#E)V!�e]0M
/usr/share/examples/diskless/clone_root, E5ViY)F\GULwFSV�� D �SViY)QTk��)E , XPQ��)Y D k��)F\k8^dFSYPF , � D I D �)Em]0ViQTRSQ^dF��(V D , R(IKFHGTLTIKFSV �(Q!�(I D � D � D kmNKQUM D ] �SE"�(VUF\^ D ( X)F\Y)F\^dF���� D ] DEST).

�hY)Q!�)VUE)ViF �)QT^+^dF��)V D YPE)E5M�� D � D NPF8� �)Y)E)XPV D IPN)]0X)QUNPL �)F �)E)]5L � D � D �)E)k .
�qD ^ QUXPE"� D �)Q , � D �9�SViY)QUEPV!�e]Q����PQUM!� D ]0� D kmNKQUM D ] �SE"�(VUF\^ D , E6� D �5� D k)N"�|^dQUR\LWV9G!�fVic9M!�fGUQTY)Q!�"�)Q*� D ^dF �)F����[MUF\Y"�(E)]P^dE ,X)Y)FeI3� D ��� D �)F������v^dEhIKN)]5Y D GUQUV!�[GUF ��IKE"� � D , IPN)]0X)QiI3�(F\ViE5EmNKE�IPN)]8QUV IKFSNPc!�)QTk0Y D GUQ!�PFSk6�SV D � { E)E .

�OD �mZuF
�eIKF5�(cfI D snV��e]5X)YPEP^dFSY���GUF �(IKE"� �)QUM��Orh� D kmNPQUM /etc/fstab E /etc/rc.conf.
�5D kmN"� README M /usr/share/examples/diskless ^��)QTRSQ9E��)ViF\Y)F�� �)QUk8E��P�hQUYK^ Di{ E)E , �)QnMW^dF��SViF �+IKY)LwRSEK^dEX)Y)EP^dF\Y D ^dE8E��8� D V D NPQUR D diskless Q!�)E#� D � D ^dQT^�I#F(NPFqQUX)E����fM D snVn^dF\ViQ!I�� D �SViY)QTk��)E , �PQUViQTY��fk5QTV!NPE�� D FSV!�(]QUVnVUQURSQ , �)ViQyE"�(XPQiNPc��SLwFSV!�(]0M clone_root E6�SV D Y)VUQUM!�Or#� �)Y)E)X)V D r6�(E��(ViFo^���E�� /etc, lSViEK^ �)F5���)QUNPc!�)Q
� D XPLWV!�fM D ]yIKFSNPQ . ���(X)QUNPc!�\LWkPViF`Emr0VUQiNPc��)QfIPNP]9�(X)Y D M!�PE , � D E"���mNKs��)F��)E)F\^bViQUR\Q��eNKL2� D ] , �)QTReI D M!�[M��fGUFSYPFSViF^dFSViQiI , EP^dE8QUX)E����fM D F\^��fk , E8ViQUR(I D M D ^ �)LWZ ���|E"�SX)Y D MiNPF������fF8� �)Y)E)XPV;� rc.

24.6.2.7.2.
�
�1����� �� ����!
��P�� ����
�#� 
!� �#���� ������� � � ��� � make world

 ViQUVy^dFSViQiIB^dQiZuF\VnG!�fVUcnX)Y)EK^dF �)F��9� FreeBSD 4.X E)NPE 5.X E5L �(V D �)QUMTE)V��PQUMULws��SE"�(VUF\^dL ( �)F`VUQiNPc��)Q
�)QUY��PFSMULws ) M DESTDIR.

p �SF , �)ViQyM D ^zX)QUVUY)FSGTLWF\V!�e]6�eIKF(N D Vic , lSVUQnX)Y)Q2�(ViQyM!�fXPQiN"�)EPVic��(NPFeIKLws9x5E)k����)Y)EPX)V :
#!/bin/sh
export DESTDIR=/data/misc/diskless
mkdir -p ${DESTDIR}
cd /usr/src; make world && make kernel
cd /usr/src/etc; make distribution
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C�D �0ViQUNPc!�PQnlSVUQnGULTIKF\V��eIKF(N D �)Q , M D ^ ^dQUZuFSVnXPQUViY)F\GUQTM D VUc��e] � D �SViY)QTE)Vic /etc/rc.conf E /etc/fstab,X)QT^dF\x5F �"���fF`M DESTDIR, M��(QTQUViMTFSV!�SViMUEPE6�`M D a8EP^dE0X)QTViY)FSG��)Q��SV!]P^dE .

24.6.2.8. � "$-=7$&(%�� ./" %�# : "$-=7��<��%(+�.8"�� .$�

�.�eNPE8lSViQ �)LWZ �)Q , ViQy� D kmN5X)QiI�� D ���)E , Y D �(X)QUNPQiZuF������fk#� D �(F\Y)MUF\Y)F , ^dQUZ �)QnE"�SX)QiNKc!�SQTM D VicvX)Q2�(Y)F(I3�(ViMTQT^ NFS.� IKE��0E��O^dFSVUQ!IKQTM , E"�SX)QiNKc!�SLwFo^��Or9IKN)]5lSVUQURSQ , �)FHXPQ!I)IKF\YmZuE)M D FSV!�(]0M9YPF(NPE�� D r 5.X.

24.6.2.8.1. � ���O��
 ����
��� NFS � FreeBSD 4.Xt F��SViQUX)QUNPQiZuF��)E)F`E8Y D �o^dFSY5� D kmN D X)Q!I�� D ���)E8^dQURSLwV9G!�fVic9L2� D � D ��� FreeBSD- �(XPF { EP�hE"�����v^dE5X D Y D ^dFSViY D ^dE
BOOTP/DHCP 128 E 129. �hY)EK^dFSY���� D kmNPQTM*� D �SViY)QTk��)E�IKN)] ISC DHCP 3.0 EmNPE bootpd X)YPE)MUF(IKF �����)EmZuF :
1.

j QTG D MTcUViF1�(NPFeI#LWs9x5E)F �(VUY)Q!�)E8M dhcpd.conf:

# Global section
option swap-path code 128 = string;
option swap-size code 129 = integer 32;

host margaux {
... # Standard lines, see above
option swap-path "192.168.4.4:/netswapvolume/netswap";
option swap-size 64000;

}

swap-path lSVUQ9X)LwVic �6� D V D NPQUR\L , R(IKF � D rmQ!IK])V!�e]5� D k)N"�[X)Q!I3� D ���PE . g D �\M D �)E)F1� D Z>IKQUR\Qn� D kmN D EP^dF\FSVMTEwI swap.client-ip.

_HV D Y��fFqMUF\Y"�(E)E dhcpd E"�SX)QiNPc��SQTM D NKE#�(E��)V D �"�SE"� option option-128 "..., �PQUViQTY��fk0GUQUNPcUa8F1�)FXPQ!I)IKF\YmZuE)M D FSV!�(] .p Q /etc/bootptab GTLUI#FSVvE"�SX)QiNKc!�SQTM D Vic��(]hV D �)QTk6�(E��PV D �"�SE"� :
T128="192.168.4.4:/netswapvolume/netswap":T129=0000fa00

����� � 
�������
: � �*���"� � /etc/bootptab ,�����- ��, �*���"�0� �"��/ '����' $ /0���� ��� � � �!� �+���$�#���� ) ���+#+�!���"/ � ���"��,�$���"�0-

���0,�- ���"� .

2. g D � D kmNPQTMUQW^ �SFSY)MTFSY)F NFS �(Q!�(I D kPViFH� D kmN ( E)NPE8� D kmN"� ) XPQ!I�� D ���)E :

# mkdir /netswapvolume/netswap
# cd /netswapvolume/netswap
# dd if=/dev/zero bs=1024 count=64000 of=swap.192.168.4.6
# chmod 0600 swap.192.168.4.6

192.168.4.6 ])MUN)])FSV��e] IP-
D IKY)F5�(QT^�GTF �eI#E"���)QTMUQTRSQ*�mNKE)F �)V D .

3. g D � D kmNPQTMUQW^ �SFSY)MTFSY)F NFS, M /etc/exports IKQUG D MTcUViF+V D �)Lws �SViY)Q��)L :
/netswapvolume -maproot=0:10 -alldirs margaux corbieres
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� D ViFo^ L � D ZuE)ViF mountd � D X)QTMUViQTY��)QUF.�)ViF �PE)Ff� D kmN D exports, � D �8QUX)E"� D �)QnY D �)F\F .

24.6.2.8.2. � ���O��
 ����
��� NFS � FreeBSD 4.X

�hQiNPQUZBF��)E)F�E8Y D �o^dFSY>� D kmN D X)Q!I�� D ���)E>^dQUR\LWV9G!�fVic9L � D � D ��� M FreeBSD- �(X)F { EP�hE����"�OrhX D Y D ^dFSViY D r
BOOTP/DHCP �.�)QT^dF\Y D ^dE 128 E 129. ghEmZuFHX)YPE)MUF(IKF ���[XPY)EP^dFSY"� � D k)NPQUM*� D �(VUY)QUk��PEhIPN)] ISC DHCP 3.0EmNPE bootpd:

1.
j QTG D MTcUViF1�(NPFeI#LWs9x5E)F �(VUY)Q!�)E9� dhcpd.conf:

# Global section
option swap-path code 128 = string;
option swap-size code 129 = integer 32;

host margaux {
... # Standard lines, see above
option swap-path "192.168.4.4:/netswapvolume/netswap";
option swap-size 64000;

}

swap-path lSVUQ9X)LwVic �6� D V D NPQUR\L , R(IKFqY D �SX)QiNPQUZuF ���[� D kmN��[X)Q!I�� D ���)E .
�8D kmN"��� D ���fM D s9V!�e]

swap.client-ip.

_HV D Y��fFqMUF\Y"�(E)E dhcpd E"�SX)QiNPc��SLwsnV �(E��PV D �"�SE"� option option-128 "..., �)QUViQTY��fF`GTQiNPF\F.�)FXPQ!I)IKF\YmZuE)M D snV!�(] .

/etc/bootptab MT^dF5�(ViQ9lSViQTRSQ9E"�(X)QUNPc!�\LwFSV��(NPFeIKLws9x5E)k��(E��)V D �"�SE"� :
T128="192.168.4.4:/netswapvolume/netswap":T129=0000fa00

����� � 
�������
: � /etc/bootptab, ,�����- ��, �"��/ '����' $ /0���� ��� )�� ��$�# ��%��!��#&%5)�����#+�!����/ �!�"�"��,�$���"�0- � �0,�- �"�"� .

2. _HQ��eI D k)ViF.� D NFS �(F\Y)MUF\Y)F8�H� D kmN D ^dE0X)QiI�� D ���)E8� D kmN"� :

# mkdir /netswapvolume/netswap
# cd /netswapvolume/netswap
# dd if=/dev/zero bs=1024 count=64000 of=swap.192.168.4.6
# chmod 0600 swap.192.168.4.6

192.168.4.6 l\ViQ IP
D IKY)F5��GUF��eIKE����)QTMUQUR\Q��mNPE)F��)V D .

3. g D � D kmNPQTMUQW^ �SFSY)MTFSY)F NFS �H� D kmN D ^dE5X)Q!I�� D ���)E�IKQUG D MUcTViF.�(NPFeIKLws9x5Lws �SViY)Q��)L � /etc/exports:

/netswapvolume -maproot=0:10 -alldirs margaux corbieres

� D ViFo^4� D �(V D MUcUVUF mountd X)F\Y)F �PE)V D VUc��)Q��P�hE)R\LWY Di{ E)Q������fF`� D kmN"�:� D �5G��ONPQvX)Q�� D � D �)QvM��fa5F .
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24.6.2.9. 2 "$@ : � � !���6 ��&(%�# : 6 1 �

24.6.2.9.1. � 
��;� �M
 � /usr, � �"��� �������� �M�!������� � ��% �;�-�1�;P�%
�.�eNPE8GUF��eIKE"� �)QUM D ]�Y D GUQ!� D ]#�(V D � { Em]9� D �SViY)QUF�� D � D � D X)L ��� X, M D ^4�PLTZ �)Q9X)Q!I#X)Y D MTE)Vic�� D �SViY)QUF������fk5� D kmNIPN)] XDM, �)QUVUQUY��fk8X)QnLm^dQiN�� D �)EPs X)QW^dFSx D FSVnX)Y)QUVUQ!�)QUN8QUa8E)GUQ���M /usr.

24.6.2.9.2.
� �1����� �� ����!
��P�� ��� -FreeBSD ����� ������


�.�eNPE��(F\Y)MUF\Y6�.�PQUY��)F\MUQTk5� D kmNKQUMUQTk��(E"�SViF\^dQTk5Y D GUQUV D FSV��)FHXPQ!I8LwX)Y D MiNPF��)E)Fo^ FreeBSD, M D ^zX)QTViY)F\GULwFSV!�(]
�(Q!�(I D VUc*�)QUY"�)FSMTLWs � D kmNKQUMULws �(E"�SViF\^dL�� D ^ D a8E��)F FreeBSD,

D � D VUF\^ � �)QUX)EPY)QUM D VicvF\FHM��)LWZ �)Qy^dF5�(ViQ , X)Y)EX)QT^dQTx5E tar EmNKE cpio.p V D �)QTk9�(EPViL Di{ E)E8E��)QTReI D MUQ!���)E�� D snVvXPY)QUGUNPF\^�� �SQ��(XPF { E D NPc!�"�v^dE8� D k)N D ^dE0M /dev E�� - � D Y D �SNPE����)QTkY D �\Ym]wI��)Q2�(ViE { F(N"�Or#�)E��(F(N5IPN)]9�SV D YPa5FSR\Q / ^�N D I#a5FSR\Q*�)E"�SF(N .
� FSa8F �)E)Fo^ lSVUQUk5XPY)QUGUNPF\^�� ])MUN)])FSV!�(]l �"�SX)QUY)VUE)Y)QUM D �)EPF1� D V D NPQTR D �.�)F -FreeBSD �(FSYPMUFSY D , ^dQ!�PViE)Y)QTM D �PE)F`F\RSQ�� D ^ D a5E��)F � FreeBSD E6� D X)L � �

���)Y)EPX)V D MAKEDEV � D ^ D a8E��)F � FreeBSD IPN)]��(Q!�(I D �PEm]0X)Y D MUEmNPc����Or�� D kmNPQTMvL �(ViYPQUk"�SViM ( MUQ FreeBSD 5.0 EGUQiNKFSF�X)Q��eI��PEmr0MUF\Y"�(Em]mr�E"�SX)QiNKc!�SLwF\V!�e] devfs(5) IPN)]9�SQ!�(I D �)E)]5� D kmNPQTMvL �(ViYPQUk"�SViMnX)YPQ!�SY D ���)QvIPN)]X)QiNPc��SQTM D VUF(N)] , � D X)L ��� MAKEDEV M9lSViEmr0MTFSY"�SEm]mr�GUF5� �S^��*�(NPF �"�)Q ).

24.7. ISDN
�hQiNPF�� ���v^zE"�SViQ!�"�)E��)QW^ E��P�hQTYP^ Di{ EPE0QnViFSr �)QiNPQTRSE)E ISDN E8FSR\Q D XPX D Y D V;�)QW^zQUGUF5�(X)F��)F �PE)E�])MiNP])FSV!�(]_HViY D �)E {PDfj l � D9C FSRSFSN D (Dan Kegel) QUG ISDN (http://www.alumni.caltech.edu/~dank/isdn/).

�8�*�SViY)QTF`MUMTFeIKF��)E)FHM ISDN:

• �.�(NPE5M�� ZuE)M 	\ViFHM ��MUYPQUX)F , ViQ9M D ^ ^dQUZuFSVyX)Q!� D IKQUGTE)Vic2�e]�E��SL �)E)VUcnY D �eIKFSN8QUG ISDN-
D I D X)ViF\Y D r .

• �.�(NPE5M��[XmN D �)E)Y)LwFSVUFHE"�SX)QiNKc!�SQTM D Vic ISDN MnQ�� �)QUM��)QT^�IKN)]6�(QTFeIKE��PF �)E)k�� � �PViFSY��PFSV��PFSY)F��HX)YPQUM D kwIKF\Y D X)Q
�)QW^+^dLwViE)Y)LwF\^dQW^dL , �)F\M!�qIKFSNPF ���PQT^dL��(QTFeIKE��PF �)E)s , Y)F �PQT^dF �mIKLwFSV!�(]5X)Q��\^dQUViYPFSVicyE��P�hQTYP^ Di{ EPs�QViF\YP^dE�� D NPc!�"�Or D I D X)ViFSY D r .  ViQnI D �SVnM D ^4� D ^dLWs GUQUNPcUa8LWs RSE)G��)Q��SVicvE6� D EP^dF��)cUa8FSF.�PQiNPE��PF��(VUMUQnXPY)QUGUNPF\^X)YPE9�S^dF��)FqX)Y)QUM D kwI#FSY D .

• �.�(NPE5M��[QUGT��FeIKE"�m])FSViF�IKMUFHNPQ�� D NPc����fF.�SFSViE8EmNPE5XPQ!I��mNKs�� D FSViF5�(c � � �)ViF\Y��)FSV �)F\Y)F �qX)Q��SViQi]��"�)QUF
ISDN- �SQUF(IKE��)F��)E)F , YPF �)QW^dF �wIKLwFo^ Q��SV D �)QTMUE)VUc��(MTQUk0M��fGUQUY6� D QTV IKF(NKc!�)QW^ ^dQ��(VUF / ^ D Y)a5YPLWVUE�� D ViQUY)F .

_HViQUEP^dQ2�(Vicn])MiN)])F\V!�e]8M D Z ���v^ � D �)ViQTY)QT^zX)YPE5M!�fGTQUY)F`M D a8FSR\QvY)FSa8F �)E)] .
j8D NPF\F�X)F\Y)F �)E��eNPF����|M��SFMUQ!�o^dQiZ �)Q2�(ViE0QTV�� D ^dQUR\QfIKF\a5FSMTQUR\QOIKQ�� D ^dQTRSQOIKQTY)QUR\QUR\QvM D Y)E D �PV D .

24.7.1. 6 ��� �,���
 ( ISDN
� ���!�
��,���� � � �� ��� � � Hellmuth Michaelis.

� F D NPE�� DU{ Em] ISDN MUQ FreeBSD XPQ!I)IKF\YmZuE)M D FSVvVUQiNPc��)Q��SV D �wI D Y)V DSS1/Q.931 ( EmNKE ��MTY)Q -ISDN) X)Y)E5XPQT^dQUx8EX D ���(E)M����Or D I D XPViFSY)QTM . g D �)E�� D ]#� FreeBSD 4.4 XPQ!I)IKF\YmZuE)M D snV!�(]6�)F��)QUViQTY��fF D �)ViE)M����fF D I D XPViFSY�� ,X)Y)QUa8E)M!�PE#�)QUVUQUY��Or�X)QiI)IKFSY)ZBEPM D s9VnV D �mZuF�I#Y)LwRSE)F �(E)R�� D NPc����fF`XPY)QUViQ��)QiN�� ; V D �mZuF �SsfI D MUXPFSY)M��fFM!�mNPs��)F � D X)QiI)IKFSY)Z�� DnD I D X)ViF\Y)QUM ISDN Primary Rate (PRI).
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� D �)F\VvX)Y)QTRSY D ^+^ isdn4bsd XPQ!�SMTQiN)])F\VvM D ^zX)Q!I3�mNPs�� D Vic2�e]6�hI#Y)LwRSEP^A^ D Y)a8Y)LwViE�� D ViQUY D ^ ISDN X)Y)E5XPQT^dQUx8E
IP XPQUMUF\Ymr DHLC, NPE)GTQnX)Y)E>X)QW^dQUx5E9�(E��mrmY)Q����)QTRSQ PPP; NPE)GUQ9X)Y)E>X)QT^dQTx5E PPP � D LwY)QUM��)F�]wIKY D � isppp,^dQ!IKEP�hE { E)Y)QTM D �"�)QUR\QqIKY D kPMUFSY D sppp(4), E)NPE5X)YPE5X)QW^dQUx5E5X)QiNPc��SQTM D VUF(NPc2���)QTRSQ ppp(8). �hYPE5E"�SX)QiNPc��SQTM D �PE)EX)QiNPc��SQTM D VUF(NPc2���)QTRSQ ppp(8) MUQ��\^dQiZ �)QnE"�(X)QUNPc!�\QUM D �)E)F+IKMULWr�E5GTQiNPcTa5FSR\Q��)E"�(N D B- � D � D NPQTM ISDN.

�qD �mZuFEP^dFSF\V!�e]5XPY)EmNPQUZBF��)E)F , Y D GUQUV D snx8FSF1� D � D MUViQTQUViMTFSV;�)E"� , E8^��)QTRSQ9LWVUEmNPE)V , V D �)Emr , � D �8X)Y)QTRSY D ^+^����fk8^dQiIKF\^
� D 300 �qQ!I .p Q FreeBSD X)Q!I)I#FSYmZuE)M D FSV��e]0M��SF`MTQ!�SY D �(V D snx8FSF1�PE"�eNPQ D I D X)ViF\Y)QUM ISDN IPNP]8� C , E9�SQUQUGTx5F��)Em]X)Q!� D � �fM D snV , �)ViQyQ!�)E0L �SX)FSa9�)QnE"�SX)QiNKc!�SLws9V!�e]5XPQnM��SFSk �`MUY)QTX)FHE�IKY)LwRSEmr#� D �(V!]mr6�SMUF\V D .
� �`X D � �(EPM!���Or D I D X)ViF\Y)QUM ISDN XPQ!I)IKF\YmZuE)M D snV!�(]0MnQ2���)QTM!�)QW^�VUF , �PQUViQTY��fF �eIKF(N D ���:� D Q�� �)QUMTFH^dE��)YPQ��ermFo^
Infineon ( G��fMUa8E)k Siemens) ISAC/HSCX/IPAC ISDN,

D V D �mZuF D I D X)ViF\Y�� ISDN �H^dE"�)Y)Q��(rmF\^ D ^dE5QUV Cologne
Chip ( VUQiNPc��)QfIPNP]5a5E��"� ISA),

D I D X)ViF\Y�� PCI �`^dE"�)Y)Q��(rmF\^ D ^dE Winbond W6692, �)F��)QUVUQUY��fF D I D X)ViF\Y�� �
� D GTQUY)QW^�^dE"�)Y)Q��(rmF\^ Tiger300/320/ISAC E#�)F5���)QUNPc!�PQ D I D X)ViF\Y)QUM , X)Q��SViY)QTF �����Or�� D �hE)YP^dF������Or#� D GUQTY D r^dE��)Y)Q2�ermF\^ , V D �)E)F , � D � AVM Fritz!Card PCI V.1.0 E AVM Fritz!Card PnP.

g D I D �����fk5^dQW^dF �)VyE�� D �)ViE)M����Or D I D X)ViF\Y)QUM ISDN XPQ!I)IKF\YmZuE)M D snV!�(] AVM B1 (ISA E PCI)
D I D X)ViF\Y�� BRI E

AVM T1 PCI
D I D XPViFSY�� PRI.j Q!�)Lm^dF �PV Di{ EPs�X)Q isdn4bsd ^dQUZ �)Q�� D k)ViE8M�� D V D NKQURSF /usr/share/examples/isdn/ M D a8FSk6�SE"�(VUF\^��

FreeBSD E)NPE6� D IKQW^ D a6�PFSk6�SViY D �PE { F isdn4bsd (http://www.freebsd-support.de/i4b/), � D �)QUViQTY)QUk5V D �mZuFY D �o^dFSx5F���� � � �ON"�)E9� D �SQUMUF\V;� , � D ^dF � D �)Em]0XPQ9QTa5E)G�� D ^�E5GTQiNPF\F`X)QiIKY)QUG��)Lws|E��P�hQTYP^ Di{ E)s , � D X)YPEP^dFSY , � DY)L �)QUMTQ!I3�SViMUQvXPQ isdn4bsd (http://people.FreeBSD.org/~hm/).

�.�eNPE8M!�:� D E��)VUFSY)F5�(QUM D ���[MvIKQUG D MUNPF �)EPE�X)Q!I)I#FSYmZ �)E0IPN)]5Y D �(NPE"�����Or�X)Y)QTViQ!�)QUNPQUM ISDN, �)FX)Q!I)I#FSYmZuE)M D F\^��Or�� D I D �"���fk8^dQW^dF �)V D I D X)ViFSYPQUM ISDN IPN)] PC EmNPE9� D �PEmr - ViQvIKY)LwRSE)rL �SQUMTFSY)a8F �"�SViMUQTM D �PEm]mr isdn4bsd, X)QiZ D NPLwk"�(V D , �(MU]mZuE)ViF��Sc�� Hellmuth Michaelis <hm@FreeBSD.org>.j N)]0QUG2�(LWZ>IKF �)E)]0MUQUXPY)Q��SQUM , �SMi]�� D �����Or#��L �SV D �)QTM!�)QTk , � D �SViY)QTk��)QUk5E5L �(ViY D �)F��)E)F\^ �)FSE"�SX)Y D M!�)Q2�(ViF\k
isdn4bsd, EP^dF\FSV!�(]9�(XPE"�(Q��5Y D � ���ON��)E freebsd-isdn (http://lists.FreeBSD.org/mailman/listinfo/freebsd-isdn).

subscribe freebsd-isdn

24.7.2. �4�
 	 ��+ � �#0�+ (%� ��� � � ���1 ( ISDN
� F\YP^dE�� D NPc!�"�fF D I D X)VUFSY�� (TA) IPN)] ISDN M��fX)QiN"�)])snVnVULhZBFqY)QUNPc , �)VUQ9E>^dQ!IKFo^�� IPN)]5QTG!�����"�OrViF(NPFo�hQ!���"�OryNKE��)E)k .

�HQUNPcUa8E��"�SViMUQ TA E"�SX)QiNPc��SLwsnV��(V D �wI D YPV;���fk6� D GUQTY AT- �PQT^ D �mI Hayes- ^dQ!IKFo^dQUM , E>^dQURSLwV9E"�(X)QUNPc!�\QUM D Vic2�e]hM
� D �)F5�(ViMTF`X)YPQ��(VUQUk#� D ^dF �"� IPN)]8^dQiIKF\^dQTM .
TA GTLUI#LWV9Y D GTQUV D VicvViQ����)QyV D �5ZBF , � D �5E8^dQiIKF\^�� , � D E����mNPs��)F �PE)F\^ ���)QTY)Q��SViE6�(QTFeIKE"�)F �)E)]5E5X)YPQUX)L ���"�)QUk
�(X)Q2�(QUG��)Q��SViE , �)QTViQUY"�fF`GULTIKLwV9RSQUY D �eI#QvM!�fa8F , �)Fo^ LhM D a8FSR\Q��(V D Y)QUR\Q9^dQiIKF\^ D . pOD ^zX)QTViY)FSGTLwFSV!�(]6� D �SViY)QTE)Vic
PPP VUQ!���)Q9V D �)ZBF , � D �5E8M��eNKL2� D F`E��(X)QUNPc!�\QUM D �)Em]�^dQ!IKFo^ D . �hYPQUMUF\Y)cUVUF , �)ViQyM!�:� D I D NPE6� �)QUY)Q2�(VicnY D GTQUV;�X)Q��(NPFeIKQTM D ViF(NPc��)QUR\QfX)QUYPV D ^ D �"�(EP^ D NPc!�PQnM!�*�SQ!�)QTk .

� N D M!���v^zX)YPFSEP^dLwx5F5�(ViMTQT^zE"�SX)QiNKc!�SQTM D �)Em] TA IKN)]5X)QiI��mNPs��)F �)E)]6�5X)YPQUM D kwIKF\Y)L � �PViFSY��PFSV9])MiN)])F\V!�e]MUQ!�o^dQiZ �)Q2�(VicvE��(X)QUNPc!�\QUM D �)Em]9IKE�� D ^dE��)F5���)QTRSQ PPP.
�OD �6� D �5X)Y)Q2�(ViY D �"�SViMUQ D IKY)F5�(QTM IP E"�(VUQUx D FSV!�(]0M��SFGUQiNKcUa5F , GUQUNPcUa8E��"�(VUMUQfX)Y)QTM D kwIKFSYPQUM*�)FHrmQ!�)F\VnGTQiNPcTa5F�M��qI D M D VicfM D ^ �SV D ViE��PF����PE)k IP-

D IKY)F5� . �qQUNPcUa8E��"�(VUMUQZBFO^ D YPa5Y)LwViE�� D ViQTY)QUM��)Fq^dQUZuFSVnE��(X)QUNPc!�\QUM D VicqIKE�� D ^dE��)F5���)QTFHM��qIKF(NKF �)E)F IP-
D IKY)F��SQUM .

TA X)QUN"�)Q2�(VicTs X)QUN D R D snV��e]#� D I D Fo^dQ!� PPP, �PQUViQTY��fk5E"�SX)QiNKc!�SLwF\ViF`E�� - � D FSR\QnMTQ!�\^dQUZ �)Q��SViFSk0E��(V D GUEmNKc!�)Q2�(ViE
�(QUF(IKE��)F��)Em] .

 VUQ9X)Q��SMTQiN)])F\VfM D ^zXPY)E8E��(X)QUNPc!�\QUM D �)E)E FreeBSD NPFSR��)Q�� D ^dF �PE)Vich^dQ!IKFo^4� D ISDN, F5�eNPE8L�M D �
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LTZuF8� D �SViY)QUF��)Q��SQUF(IKE��)F��)E)F PPP.
� I3� D �)Q , MnVUQiZuFHMTY)F\^�]�NKsnG!�fFqX)Y)QTGiNPFo^�� , �)QUVUQUY��fFHMUQ!���)E�� D snV��X)Y)QUR\Y D ^+^dQTk PPP, QUVUY D Z D s9V!�e]0E9�eIKF5�(c .

�.�eNPE8M!� rmQUVUE)ViFO^ D �"�SEP^ D NPc��)QUk6� D I 	SZ �)Q��SViE , E��(X)QUNPc!�\LWkPViF PPP � D LWYPQUM!�PF`X D Y D ^dF\ViY D ]wI#Y D , D �)FX)QiNPc��SQTM D VUF(NPc2���)E)k PPP.

� �SMUF5�(V;�PQ , �)ViQ �eNKFeIKLwsnx8E)F TA Y D GUQUV D snV�� FreeBSD:

• Motorola BitSurfer E Bitsurfer Pro

• Adtran

�HQUNPcUa8E��"�SViMUQvQ2�(V D NPc!�"�Or TA, ���PQUY)F\F`M��SFSR\Q , ViQUZBFqGULTIKLwV9Y D GTQUV D Vic , X)Y)QTE��SMTQ!IKEPViF(NPE TA XPY)EmN D R D s9VnM2�(FL �SEmNPEm]0IPN)]0QUGTF��SX)F �)F��)Em]0X)QiI)IKF\YmZ �)E5X)Y D �)ViE"�)F�� �)E5M2�(FSR\Q�� D GUQTY D �(V D �wI D Y)V;���Or AT- �)QT^ D �wI>^dQ!I#F\^ D .C�D �0E8M��eNKL2� D FH^dQiIKF\^dQTMnX)YPQUGiNKF\^dQUk5E"�(X)QUNPc!�\QUM D �)Em]hM!�PFSa6�PFSRSQ TA ])MUN)])FSV��e]0X)QTViY)FSG��)Q��SVicnMnrmQUY)QTa5F\^X)Q��(NPFeIKQTM D ViF(NPc��)QT^ D I D X)VUFSY)F8� D M D a5Fo^ �)QT^dXPcUsnVUFSY)F .p �JI#QiN)Z ���|XPY)Q!�)F5�(Vic9L �)FSG��)E��8�hQ2�eNPF(IKQUM D ViFSNPc!�"�fF+L �SViY)QTk"�(ViM D MTQ FreeBSD
(http://www.FreeBSD.org/doc/en_US.ISO8859-1/articles/serial-uart/index.html) IPNP]5ViQUR\Q , �PViQUG��[MfIKF\V D N)]mrX)Q!�m])VUcnY D GUQUVULyXPQ��eNKFeIKQTM D VUF(NPc����OryL �SViY)QUk��(ViM9E5Q��SQ!��� D VicnY D �SNPE��)E)FO^dF(Z>IKL D �(E��)rwYPQ!�����v^dE5E9�(E"�mrmY)Q!���"�v^dEX)Q��(NPFeIKQTM D ViF(NPc����v^dE�X)QTY)V D ^dE .

TA, Y D GUQTV D s9x5E)k6�SQ��SV D �wI D Y)V;�"�v^ X)Q��(NPFeI#QUM D ViF(NKc!���v^ (
D �SE��mrmY)Q!�"���v^ ) X)QTY)ViQW^ PC, QTRSY D �)E��)E)M D F\VvM D �

���)QTY)Q��SVicUs 115.2
C GUE)V / � , rmQTV!]5Y)F D NPc��)QvL�M D �.�SQUFeI#E��)F �PE)F.� D ���)QTY)Q��SViE 128

C GTE)V / � . � ViQTG!�[E"�SX)QiNPc��SQTM D VUc
128

C GTE)V / � , �)QTViQUY"�fFHQTGUF��SX)F �PE)M D FSV ISDN, X)QiN��)Q��SVicUs , M!�JIKQUN)Z ���|X)QiI��mNPs��)E)Vic TA �9�(E"�mrmY)Q!���PQT^dLX)Q��(NPFeIKQTM D ViF(NPc��)QT^dL D I D X)ViF\Y)L .
ghF`QUGW^ D ���fM D k)VUF.�(F\Gi] , IKLm^ D ] , �)ViQyX)Q!�)LwX�� D M��SViY)QTF ���)QTRSQ TA X)QW^dQiZuFSV9E��SGTF(Z D VUcnX)Y)QTGiNPFo^��
�(E��mrmY)Q����)Q2�(ViE /

D �SE��mrmY)Q����)Q��SViE .
p �(ViYPQUF �"���fF TA X)YPQ��(VUQnLWZuFHEP^dF\snV9M!�)LwViY)E��(V D �wI D Y)V;���fkX)Q��(NPFeIKQTM D ViF(NPc����fk�X)QTY)V PC.

p �SF , �PViQ9XPY)E5l\ViQT^�I#Q��(VUE)R D FSV!�(] - l\ViQnl��)Q!�PQT^dEm]�I#QUX)QUN"�)E)ViFSNPc!�"�OrX)Q��(NPFeIKQTM D ViF(NPc��)QUR\Q�� D GTF(N)]�E8l(NPF��)ViY)E��PF����PQUk5YPQ!�SF\V;�)E .

_HE��mrmY)Q!�"���fk D I D X)ViF\Y9� TA X)Q �)Y D k��)F\k5^dFSY)FqV D �0ZuFHG��*�(ViY , � D �8E5QTV IKF(NKc!���fk5^ D Y)a5YPLWVUE�� D ViQUY ,
D F5�eNPE8Q!�Y D GTQUV D FSVvX)QiI8LwX)Y D MiNPF��)E)F\^ ^ D a5E��"� �mN D � � D 386 � FreeBSD, ViQylSViQ9RSQUY D �eI#QnGUQUNPFSF`RSE)G��)QUFHY)FSa8F �)E)F .p �fGTQUY0^dFSZ8I#L�E"�(X)QUNPc!�\QUM D �)E)Fo^ �(E��mrmY)Q����)QTRSQ D I D XPViFSY D /TA EmNPE8QUV IKFSNPc!�PQURSQ9^ D Y)a8Y)LwViE�� D ViQUY D MnGTQiNPcTa5F\k

�(ViF\X)F �)E5])MiN)])F\V!�e]8Y)F(NPEPRSE)Q�� ���v^zMTQUX)Y)Q2�(QW^ . �hQnlSVUQT^dL�X)QTMUQ!I#L9M��SX)E"� � D r0Y D � � �ON"�)E0G��ON D �)F��)QUVUQUY D ]IKE"���PL ���(Em] .
� F �)QW^dF �wI#LWFo^ X)QTE"��� D VicnM D Y)rwEPM D r (http://www.FreeBSD.org/search/index.html) QTG��SLTZ>IKF��)E)FX)QiN"�PQ��(VUcUs .

24.7.3. �:� ��� �#0,+ (%� 	��.-/�1( / 	�� ��  �����
�'������ ( ISDNt Q��SV;�[EmNPEB^ D Y)a8Y)LwViE�� D ViQTY�� ISDN �)F`V D �5LWZ �(XPF { EP�hE"����� IPNP] FreeBSD E)NPE�IPNP]0NPsnGTQUk0IKY)LwRSQTkQUX)F\Y Di{ EPQ!���)QTk#�(E"�SViF\^�� .
j N)]5GTQiNPF\F�X)Q!I#Y)QUG��)QUR\QvQUX)E�� D �PEm]0ViF(r �)QUNPQUR\E)k5^ D YPa5Y)LwViE�� Di{ EPE5E5Y D GUQTV;�|^dQ��SViQUM ,X)QiZ D NKLWk��(V D , QUGUY D ViE)VUF��(c��9�SX)Y D MTQ!���PE�� D ^zXPQ��(F\ViFSM��v^ ViFSr �PQiNPQTRSEm]P^ .p �PQ!�)ViF��"�(VUFql\ViQUR\QnY D �eIKFSN D ViF\YP^dE���� ^ D Y)a8Y)LwViE�� D ViQTY5E9�SFSViF\MUQTk5^dQ��SVnGULTIKLwVvE��(X)QUNPc!�\QUM D Vic��(] � D �M!� D EP^dQ!� D ^dF��m])F\^��fF .p ^dF5�(ViF ��X D IKF��)E)F\^ { F �9� D XPY)Q��SV;�fFH^dQ2�(V;� / ^ D Y)a8Y)LwViE�� D ViQTY�� ISDN, Q!�)E��(V D �)QUMU])V!�e]0M2�(FHGUQiNKFSFX)QUX)LWN)])Y"���v^dE .

tbD Y)a5YPLWVUE�� D ViQUY ISDN X)YPFeI3�SV D MUN)])FSV �(QUGTQUk0^ D NPF �)c��)Lws �PQUY)QTGUQ!�"�)L , �PQUViQTY D ]X)Q!I��)NPs�� D FSV!�(]6�)F\X)Q��SY)FeI3�SViMUF����)QvMyM D a5L �(F\Vic Ethernet, E8X)Q!IPIKFSYmZuE)M D F\V��(MU]��Sc���IKY)LwR\EP^
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^dQ��(VUQT^ / ^ D Y)a8Y)LwViE�� D ViQUYPQT^ .
p � 	HX)Y)QUR\Y D ^+^��PQUFqQUGUF5�(X)F��)F �PE)FdIPN)]8Y D GTQUV;�[X)Q PPP EhIKY)LwR\EP^bX)YPQUViQ��)QiN D ^M��(VUY)QUF��)QnMy^ D Y)a8Y)LwViE�� D ViQUY .tbD Y)a8Y)LwViE�� D ViQTY0QUGUN D I D FSVfR\QUY D �eIKQ9GUQiNKcUa5F\k�X)Y)QTX)L �����)QTk6�(XPQ��(QTG!�)Q2�(VicTs , �)Fo^ �(V D �wI D Y)V;���fk TA, V D �6� D �5Q��E"�(X)QUNPc!�\LwFSVvX)QUN"�)QTF8�(E"�mrmY)Q!���PQUF8�SQUF(IKE��)F��)E)F ISDN.� ���)QTM!�)QTk�X)Y)QUGUNPF\^dQTk6�`^ D Y)a5YPLWVUE�� D ViQUY D ^dE5E>^dQ��(V D ^dE ISDN ])MiNP])FSV!�(]5ViQ , �)ViQyEmr6�(QTMT^dF��SV;� D ]0Y D GTQUV D �QUGUQTY)LTIKQUM D �)EPF\^.IKY)LwRSEmr0XPY)QUE��\MUQiIKE)ViFSNPFSk5^dQUZuFSVnQ�� D � D Vic2�e]�X)QiI>MUQTX)Y)Q2�(QT^ . �.�(NPE5M�� �(QTGUE)Y D FSViF5�(cX)Q!I��)NPs�� D Vic��(]#�5X)YPQUM D kwIKF\Y)L , ViQ9M��JIKQiNPZ��"�|QUG2�(LTIKE)Vic �1�)EK^bViQ , �)ViQyM D ^ �PLTZ �)Q .

�.�eNPE8M!�[XmN D �)E)YPLWF\ViFqQUGU��FeIKE��PE)VicfI#M D �SFSRo^dF �)V D NPQ�� D NPc��)QUk#�SFSViE , � D X)Y)EP^dF\Y , IKQW^ D a6�Psns �SFSVic � �(FSVUcUsQT�hE"� D , lSVUQ�� D ^dQUFHX)Y)Q��SViQUFqY)F\a5F �PE)F8�q^dE��)EP^ D NPc!�"�v^dE5E��(IKFSYmZ � D ^dE6� D QUG2�eNPLWZuE)M D �)E)F . �OD �9� D �0M!�X)Q!�)LwX D FSViFHQUGTQUY)LTIKQTM D �PE)F�IPN)]5QTGUQTEmr �SViQUYPQ!�6�SQUFeI#E��)F �PEm] , ViQy^dQiZuFSViFqG!�fVUc9LwMUF\Y)F �"� , �)ViQ �(Mi]��\cnGTLUI#FSVY D GTQUV D Vic*�)QTYP^ D NPc��)Q .
g D X)Y)EK^dFSY , IKN)]9�(QTFeIKE"�)F �)E)]hIKQT^ D a6�)F\RSQ��PQT^dX)cTsnViF\Y D EmNKE��SFSViE8X)Q!IKY D �eIKFSNPF �PEm]#�9�SFSViE { F �)VUY D NPc��)QUR\QQT�hE"� D , ^dQiZuF\VnE"�SX)QiNPc��SQTM D VUc��e]hV D � D ]6� D �(VUY)QUk�� D :
�  � *��  24-1. ��� ��� � 	  �� �  � ��� ����� � � �  	 *���� ����� � ��� �
_HFSVic9X)Q��SViY)QUF�� D M9ViQUXPQiNPQTRSE)E8QUGUx8FSk�a8E���� � D Q�� �)QUMTF 10 base 2 Ethernet (”thinnet” - ” ViQ����)E)k Ethernet”).�hQ!I��mNKs��)E)VUFq^ D Y)a5Y)LwViE"� D VUQUY#���(FSVUFSMUQW^dL � D GTF(NPs �`X)QW^dQUx8cUs�VUY D �"�SE)MUF\Y D AUI/10BT, F��(NPE5l\ViQ��PLTZ �)Q .

Router

Windows 95

Sun Workstation

FreeBSD Box

ISDN BRI Line The
Internet

The
Internet

�.�eNPE8M D a IKQW^ D a6�PE)k0EmNPE8LTI D NPF������fk8QT�hE"�`X)Y)FeI/�(V D MiN)])F\V��(QTGUQUk5Q!IKE��6�)QT^dX)cTsnViF\Y , ViQnIPN)]
�)FSX)Q2�(Y)F(I3�(VUMUF �"�)QUR\QvX)Q!I3�mNPs��PF �)Em]9�8^ D YPa5Y)LwViE�� D ViQTY)LhM!�|M��|^dQiZuFSVUFHE"�SX)QiNKc!�SQTM D VicfMUE)VULWs X D Y)L��X)FSY)F��)Y)F5�(V;���v^ �(QUF(IKE��)F��)Em]P^ .

�  � *��  24-2. � � � ����-��� ��� � 	 � ��� � � �   � ��� � � 	�
 �-��� � � ��� ��� �
_HFSVic9X)Q��SViY)QUF�� D M9ViQUXPQiNPQTRSE)E9�SMUF��eI��:� D Q�� �)QUMTF 10 Base T Ethernet (” MTE)V D ]hX D Y D ”).
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Hub Router

Novell Server Windows 95 Sun Workstation

FreeBSD Box

ISDN BRI Line The
Internet

The
Internet

� I��)EP^ GTQiNPcTa5EP^�X)YPFSEP^dLwx5F5�(ViMTQT^ GTQiNPcTa5E����(ViM D ^ D Y)a8Y)LwViE�� D ViQTY)QUM / ^dQ2�(ViQTMf])MiN)])F\V!�e]0VUQ , �)VUQ9Q��)EX)Q!�\MUQiNP])snVvEP^dF\Vic 2
� �&� � ��� 	 � � 	�� � ��� ���
� -!� � �(QTFeIKE��PF �)Em] PPP � 2 Y D �(NPE��"���v^ � D k)V D ^ � � 	 ��� ��� -%�
	�	 � .  VUQ

�)FHXPQ!I)IKF\YmZuE)M D FSV!�(]0MnGTQiNPcTa5E��"�SViMUF TA, �PY)QT^dF �(X)F { E D NKc!���Or ( QUG!���"�)QOIKQTY)QUR\Emr ) ^dQiIKF(NPF\k , EP^dF\snx5E)r0X)QvI#M DX)Q��(NPFeIKQTM D ViF(NPc����OrhX)QUY)V D . ghFHX)LwV D k)VUFHl\ViQ �`G D N D �"�SE)Y)QTM!�)QTk�� D RSYPL2���)E , MPP E5V D �hI D NPFSF .
 ViQ9^dQUZBF\V9Q�� D � D Vic2�e]�MUF5�(cW^ D X)QiNKF � �PQUk0Q2�(QUGTF ���PQ��(VUcUs , � D X)Y)EP^dF\Y , F5�eNPE5L�M D �`EP^dFSF\V!�e]8X)Q��SViQi]����PQUF
ISDN- �(QTFeIKE��PF �)E)F`M9M D a5Fo^zQT�hE"�SF , E8M!� rmQUViEPViFHEK^ MUQ2�(X)QUNPc!�\QUM D Vic��(] , �)Q �)F`rwQTViE)ViF � D IKFSk��(ViMTQUM D VicIKQUX)QUN"�)E)VUF(NPc����fk#� D � D N ISDN � D Y D GTQUViF . tbD YPa5Y)LwViE�� D ViQTY , Y D �(X)QUNPQiZuF �"���fk�MnQW�hE"�(F , ^dQiZuFSV9E"�(XPQiNPc��SQUM D VicM!�qIKFSNPF ���PQUF8�SQUF(IKE��)F��)E)F`XPQ�� D � D NPL B (64

C GUE)V / � ) IPN)]&� �)ViFSY"�)FSV , E5Q!I3�)QUMTY)F\^dF����)QOIKYPLWR\QUk9� D � D N B IPNP]QUV IKFSNPc!�PQURSQ��(QUF(IKE��)F��)Em]�IKN)]5X)F\Y)FeI D �)EhI D �����Or . p ViQTY)QUk#� D � D N B ^dQiZuF\VnE"�SX)QiNPc��SQTM D VUc��e]9IPN)]8MirmQ!IP])x8Emr ,E"�ermQ!IK])x5Emr�E�I#E�� D ^dE"�)F�� �)E5Y D �(X)YPFeIKFSN)])F\^��Or#�(QTFeIKE"�)F �)EPk (MPP E5V D ��I D NPFSF ) �SQUMT^dF5�(V;�PQ���XPFSY)M��v^4� D � D NPQW^
B IPN)]5XPQUM!�fa8F �)E)]0X)Y)QUXPL � ���)QTk6�(X)Q2�(QTG!�)Q2�(ViE .t Q��SV Ethernet V D �mZuF`X)Q��SMUQUN)])FSVnM D ^zXPFSY)F(I D M D Vic9GUQiNKcUa5F , �)F\^bX)Y)Q��SViQnVUY D �hE�� IP.

p � �S^dQiZuF\ViFHXPFSY)F(I D M D Vic
IPX/SPX E0NPsnG��fF�IKYPLWR\E)FqX)Y)QUVUQ!�)QUN"� , �)QTViQUY��fFHM!�[E"�SX)QiNKc!�SLwF\ViF .

24.8. }��0�>� � ���)�5� � � ���52 � � � �.@�� �f�% 9� �5� � � � �5�y� � � (natd)
� ���!�
��,���� � � �� ��� � � Chern Lee.

24.8.1. �:&1�'��j8D F\^dQ���X)Y)F\QUGUY D �SQTM D �)Em]��(FSVUFSM!�Or D IKY)F5�(QUM (Network Address Translation) MUQ FreeBSD, a5E)Y)Q��)QnE"�SMUF5�(V;�"�fk
� D � natd(8), ])MUN)])FSV��e]hI D F\^dQ!�PQT^ , �)QTViQUY��fk5X)Y)E��)EK^ D FSVyMirmQiIP])x5E)F IP- X D �)FSV;� , E"�\^dF �)])FSV D IKY)F5��QTViX)Y D MUE)ViFSN)]
� DnD IKY)F���NPQ!� D NPc��)QUk5^ D a5E��"�[E5X)QTMUViQTY��)QnQTViX)Y D MiN)])F\VvlSVUE5X D �)FSV;��M9X)QTViQ!�PF`E"�(rwQiIP])x5E)rhX D �)F\ViQUM . natd(8)IKF(N D FSV9lSViQ , ^dF �m]m] IP-

D IKYPF���QTViX)Y D MUE)VUF(N)]0E8X)QUY)V9V D �PEP^ QUGTY D �\QT^ , �)VUQ��)QTReI D I D �"���fF`X)YPE��)EP^ D snV!�(]QUGUY D V;�)Q , Q!�5^dQUZuFSVyQUX)Y)F(IKF(NKE)VicnY D �(XPQiNPQUZBF��)E)FHE"�(ViQ����)E�� D � D � D NPc����OryI D ���"�OrhE8X)FSYPF��eN D Vic9Emr5^ D a8E��)F ,
�)QUViQTY D ]#� D X)Y D a5EPM D N D I D ���"�fFHE���� D � D NPc��)Q .
��D x5F`M��(F\RSQ NAT E"�SX)QiNKc!�SLwF\V!�e]hIPNP]5QUY)R D �)E"� Di{ E)E0V D �#� D ���fM D F\^dQUR\Qy_HQUMW^dF��SV;�)QUR\Q����(XPQiNPc��SQUM D �)E)]
� �)ViFSY"�)FSV .
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24.8.2. �%�
-/�
�� 
 �'�
� � - � D E"� �)FSYPX D �)E)]5X)Y)Q2�(ViY D �"�(VUM DnD IKY)F5�(QUMnM IPv4 E8LwMUF(NKE��)F �PEm]#�)QiNKE��)F��SViM D X)QiNKc!�SQTM D ViF(NPF\kM!�*�(Q��)Q�� �)QUYPQ��(V!���Or�� D � D NKQUM��SMi]��SE , V D �PEmr , � D �6� D GTF(NPc��)QUF�XPQ!I��mNKs��)F��)E)FqEmNPE DSL, �)F\QUGirmQiIKEP^dQ��SVicvMY)FSa8F �)E)E8X)Qh_HQTMT^dF5�(V;�)QW^dL ���(X)QUNPc!�\QUM D �)E)s � �)VUFSY��)F\V9Y D �(V 	SV . p Q��\^dQiZ �)Q2�(VicnX)Q!I��)NPs��)EPVic��PF����PQiNPc��)Q
�)QT^dX)cTsnViF\Y)QUM��)FSYPF �`F(IKE��"�SViMUF����)QTF �SQUFeI#E��)F �PE)F`E IP-

D I#Y)F��+IKF(N D FSV natd(8) X)QiIPrmQ!IP])x8EP^zY)F\a5F �PE)F\^ .
��D x5F`M��(F\RSQ9LyXPQiNPc��SQUM D ViFSN)]�EP^dFSF\V!�e]>^ D a5E"� D , XPQ!I��mNKs��)F���� D ]6�9� D GTF(NPc��)QT^dL � D � D NPLhEmNKE6� D � D NPL DSL �Q!I��)EK^ IP-

D IKY)F��SQT^�E5F5�(Vic9ZuF(N D �)E)FHE"�(X)QUNPc!�\QUM D Vicvl\ViQUV9FeIKE"�"�(ViMTF ���"�fk5X)QiI��mNPs��)F ���"�fk6�)QW^dX)cUs9ViFSY0IPN)]QUY)R D �)E�� Di{ EPEyIKQ��SViLwX D M � �)ViF\Y��)FSVvIKY)LwRSEK^4�)QT^dXPcUsnVUFSY D ^ MnNKQ!� D NPc!�)QTk#�(F\ViE .j N)]0lSViQTRSQy^ D a5E"� D FreeBSD, � D rwQiIP])x D ]"�e]�M � �PViFSY��PFSV , IKQiN)Z � D M!�*�SViLwX D VicyMnYPQiNPE0a5NPs�� D .  V D a0NKs��SQTM D ]^ D a5E"� D IKQUN)Z � D EK^dFSVicnIKM D �(F\ViFSM��Or D I D XPViFSY D — QiIKE��hIKN)]5X)QiI��mNPs��)F �)E)]6�8^ D Y)a5Y)LwViE"� D VUQUY)L%� �)VUFSY��)F\V , DIKY)LwRSQTkhIPN)]5XPQ!I��mNKs��)F��)Em]6� � p _ .
p �SFH^ D a5E�����MvNPQ�� D NPc��)QUk#�SFSViE8X)Q!I��)NPs�� D snV!�(]9�)F\Y)F � �(F\ViFSMTQUk

�)Q!� { F �)ViY D ViQTY5EmNPE9�)QT^+^dLwV D ViQUY .

Hub Router

Client A Client B
(FreeBSD Gateway)

The
Internet

The
Internet

�hQ!IKQTG!� D ] �)Q��P�hE)R\LWY Di{ Em]#� D �(VUQnE"�SX)QiNPc��SLwFSV��e]hIPN)]��(QUMW^dF��SV;�)QUR\QvE"�SX)QiNPc��SQTM D �PEm]yIKQ��SViLwX D M � �)ViFSY"�)FSV .� I�� D E"�HX)QiI��mNPs��)F �"���Or��0NPQ�� D NPc��)QUk9�(FSVUE8^ D a8E��0X)QiI��mNPs�� D F\V!�e]9� � �)ViF\Y��)F\V . � �(V D NPc����fFH^ D a5E����Y D GTQUV D snV�� � �)ViF\Y��)FSV9X)Q��SY)FeI/�(ViMTQT^zlSVUQUk ” a5NPs��\QUMUQTk ” ^ D a8E���� .

24.8.3. �%�
-/�
�� 
 �'�p � D kmNPF8�)Q!�P�hEPRSLwY Di{ E)E�]wIKY D IKQiNPZ��"�|X)Y)E"�SLwV!�(ViMTQUM D Vic �eNPF(IKLwsnx5EPFHX D Y D ^dF\ViY�� :

options IPFIREWALL
options IPDIVERT

j QUX)QUN"�)E)ViFSNPc!�PQ , F��(NPE5l\ViQ��PLTZ �)Q , ^dQiZ �)QvIKQUG D MTE)Vic��(NPFeIKLws9x5FSF :
options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPFIREWALL_VERBOSE

p � D kmNPF /etc/rc.conf IKQUN)Z ���|G��fVicnV D �)E)F �(ViYPQ!�)E :

gateway_enable="YES" ➊

firewall_enable="YES" ➋

firewall_type="OPEN" ➌

natd_enable="YES"
natd_interface="fxp0" ➍

natd_flags="" ➎
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➊
� � D ���fM D FSVn^ D a5E��)FqM!�*�SViLwX D VUcnM�� D �)F5�(ViMTF`a0NKs�� D . p �fX)QiN"�PF �)E)F8�)QT^ D �wI�� sysctl

net.inet.ip.forwarding=1 X)YPE)MUF(I 	SV��5ViQW^dLhZBF � D ^dQT^dL�Y)F��SLWNPcUV D ViL .
➋ �hYPE6� D RSY)L ���)F`M��mNPs�� D FSVnE"�(X)QUNPc!�\QUM D �)E)F`X)Y D MTEmN5GTY D �wI ^ D LwlSY D E��q� D kmN D /etc/rc.firewall.

➌
� IKF��Sc�� D I D F\V!�e]0XPY)FeIKQTX)Y)F(IKF(NPF������fk9� D GTQUY�X)Y D MUEmN>GUY D �wI#^ D LWl\Y D , �)QTViQUY"�fk0Y D �\Y)FSa D F\VvM��SF . �hQ2�S^dQUVUY)E)ViF� D kmN /etc/rc.firewall IKN)]6� D rwQUZ>IKF �)E)]hIKQUX)QUN"�)E)VUF(NPc����Or�ViE)X)QTM .

➍
� � D ���fM D FSV , �)F\Y)F �8� D �PQUk5E"�)ViFSYK�hFSk"�`X)FSY)F(I D M D Vic9X D �PFSV;� ( E��)VUFSYP�hF\k"� , X)QiI��mNPs��)F �"���fk6�&� �)ViFSY"�)FSV ).

➎ ��s9G!�fF�IKQUX)QUN"�)E)VUF(NPc����fk5X D Y D ^dF\ViY�� , X)F\Y)FeI D M D F\^��fFHX)Y)E6� D X)L � �)F+I D F\^dQ��)L natd(8).

�hY)E0E"�SX)QiNPc��SQTM D �PE)E�M!�fa8FSL � D � D ���"�OryX D Y D ^dF\ViY)QTMnM9� D kmNPF /etc/rc.conf X)Y)E�� D RSY)L ���)F�GULTIKF\V�� D X)Lwx5F�� D
�)QT^ D �wI D natd -interface fxp0.

 ViL��)QT^ D �wIKL�^dQiZ �)Q�� D XPL �SViE)VicyE5MTY)L ���)Lws .

�����	��
�������
:
# # ��$�/ � % ����,�� / ���$ natd(8) ��� � $ ,����+�"# % #&��$��*'+�0- -	�"��� � ����,���- �+�!,"� ) , ) � ��- ��� �"� �"��' �*��$�#��"����� �+� )��"�!�'+�0��� $� ��,�� � $��0����� � � ���"� . � �+��� -�# �������� $ -�% ����#+�!,"�!�����"� � � �*���"�0� /0���� �"� � � �!� �+�"/ ���"� / � � ��) �0����$���-# �0� / ��� � ���*#+�!,"�0'�$ ) /etc/rc.conf:

natd_flags="-f /etc/natd.conf"

� ���"� /etc/natd.conf
� ��/ � � #+��/ ��, �*�"�!� ����,�����������'+�0��� $� ��,����0$��0����� � ����,���- �+�!,"�0) , �"�*��/��"�0- � ) #+�!,"� '�� . $

��,�$�- ��, � , /0��% ��,�$�- ��,�� $ � #&� �&/���� � ��� � ,���� / � �0� � ��/ �+� $�#��"����� �+�0)+�"�!��# % �"��'�� � �*���"� :

redirect_port tcp 192.168.0.2:6667 6667
redirect_port tcp 192.168.0.3:80 80

����% �"�����������$"% � ���0��� �"�����"�0� $ �����0,�- � � $�$ � '��0��� $ � ��,����0$�� ���"�0- �*���"�0� ��,"� ���!$��"��#+�!,�����$ ����#���,���)�'�$ �"� natd(8)���!�"�!#�$��"� �����"� ����,���- �+�!,�� -f.

C�D Z>IKQUk0^ D a5E��PFHE8E��)ViF\YP�hFSk"�SL�M � p _bIKQUN)ZuF �5G��fVic�� D � � D �)F�� IP-
D IKY)F���E�� D IKY)F5���)QTRSQnXPY)Q��SViY D ���(ViM D

� D �SV;���Or#�(F\ViFSk , � D �8lSViQ9QUX)YPFeIKFSNPF �)Q9M RFC 1918 (ftp://ftp.isi.edu/in-notes/rfc1918.txt),
D M�� D �PF��(VUMUF^ D Y)a8Y)LwViE�� D ViQUY D X)Q9Lw^dQUN"� D �)E)s�IKQiN)ZuF��0G!�fVic � D I D � IP-

D I#Y)F���^ D a5E��"��� natd E��HM��)LwViY)F����)FSk9�(FSVUE .

g D X)Y)EK^dFSY , �)NPE)F �PV;� A E B M � p _AEP^dF\snV IP-
D I#Y)F�� D 192.168.0.2 E 192.168.0.3,

D E��)VUFSYP�hF\k"�H^ D a5E��"� �
natd M9NPQ!� D NPc!�PQUk#�(F\ViE5EK^dFSFSV IP-

D IKY)F�� 192.168.0.1.
tbD Y)a8Y)LwViE�� D ViQTY)QT^zX)QyLm^dQiN"� D �)E)s|IPN)]6�)NPE)F �PViQUM A E

B IKQiN)Z � D G!�fVUc�� D � � D �)F � D ^ D a5E"� D � natd, ViQyF��SVic 192.168.0.1.
p �)F\a6�)E)k , EmNPE&� �)ViF\Y��)FSV - E��PViFSYP�hF\k"�^ D a5E"��� � natd �)FHVUY)FSGTLWF\VnQ2�(QUG��Or � D �(VUY)QUF��hIPN)]5Y D GUQTV;� natd(8).

24.8.4. �%�1,�1+,� �.���� �*�1+��
� � ��������t E��)L �(QW^zE"�(XPQiNPc��SQUM D �)E)] natd(8) ])MiNP])FSV!�(]5ViQ , �)ViQh^ D a5E"���|MvNKQ!� D NPc!�)QTk6�(F\ViE6�PFeIKQ2�(ViLwX����[E"� � �)VUFSY��)F\V .C NPE)F �PV;�|M � p _J^dQTRSLwVnM��fX)QiN"�)])VicnE"�(rmQ!IP])x8E)F8�SQUFeI#E��)F �PEm]0MUQ9M!�)F\a6�)E)k8^dE)Y , �PQ��)FO^dQUR\LWVnQUG��(NPLWZuE)M D VicMirmQ!IP])x8E)F .  VUQn])MUN)])FSV!�(]0X)Y)QTGiNPFo^dQUk0X)YPE6� D X)L ���)F �eNPLWZuG � �)VUFSY��)F\V�� D �mNPEPF �)V!� �)Emr8^ D a5E�� D r�MvNPQ�� D NKc!�)QTk
�(FSVUE . �hY)Q2�(V;�v^zYPFSa5F��)E)Fo^z])MiN)])F\V!�e]8X)FSY)F�� D XPY D MUNPF �)EPF1�)F �PQUViQTY��Or0X)QUY)VUQUM � �PViFSY��PFSV9^ D a5E��"��� natd � D
�mNPE)F��)V D NPQ!� D NPc!�PQUk#�(F\ViE .

�hL �SVic , �0X)Y)EP^dF\Y)L , �(F\Y)MUF\Y IRC � D X)Lwx5F �6� D �mNKE)F �)VUF A,
D MTFSG - �(F\Y)MUF\Y�Y D GTQUV D FSV*� D �mNPEPF �)ViF B.

� VUQUG!� l\ViQY D GTQUV D NPQ , �(QTFeIKE"�)F �)E)] , X)Y)E��PEP^ D Fo^��fF8� D X)QUYPV D r 6667 (IRC) E 80 ( MTFSG ), IKQUN)Z ���|X)F\Y)F � D X)Y D MiN)])Vic2�e]�� D
�(QUQTViMUF\V!�(VUMULwsnx8E)FH^ D a5E���� .

�hY)QUR\Y D ^+^dF natd(8) IKQUN)Z � D G��fVicnX)F\Y)FeI D � D �PQT^ D �mI D -redirect_port �8�SQUQUVUMUFSV��(ViMTLWs9x5EP^dE�X D Y D ^dFSViY D ^dE ._HE��)V D �"�(E"� �eNKFeIKLwsnx8E)k :
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-redirect_port proto targetIP:targetPORT[-targetPORT]
[aliasIP:]aliasPORT[-aliasPORT]
[remoteIP[:remotePORT[-remotePORT]]]

p XPY)EP^dFSYPFqM��fa5F D Y)R\Lw^dF��)V;�JIKQUN)ZuF �8G!�fVic9V D �)EK^dE :

-redirect_port tcp 192.168.0.2:6667 6667
-redirect_port tcp 192.168.0.3:80 80

�hY)E0lSVUQT^ GTLUI#LWV9X)FSYPF � D X)Y D MUNPF �"� �SQUQTViMUF\V!�(ViMTLwsnx5EPF`X)QTY)V;� tcp � D �mNKE)F �)V����)E)FO^ D a8E����|MnNPQ!� D NPc��)QUk6�SFSViE .
# Y)R\Lw^dF��)V -redirect_port ^dQiZuFSV9E"�(XPQiNPc��SQUM D Vic2�e]9IPN)]5L � D � D �)Em]hIKE D X D �\Q!�)QTMfX)QUYPViQUM , D �)F �)Q����)Y)F\V;�)QUR\QX)QUY)V D . g D X)Y)EP^dF\Y , tcp 192.168.0.2:2000-3000 2000-3000 GULTIKF\VnX)F\Y)F � D X)Y D MiN)])VUcnM��SF8�SQUFeI#E��)F �PEm] ,X)Y)E��)EK^ D F\^��fF � D X)QUY)V D r0QUV 2000 IKQ 3000, � D X)QTY)V;�|QTV 2000 IKQ 3000 �mNPE)F��)V D A.
 ViE5X D Y D ^dF\ViY���^dQUZ �)QnL � D � D VUcnX)Y)E9�)FSXPQ��(YPFeI3�SViMUF����)QT^ � D X)L � �)F natd(8), X)QW^dF��(VUE)VicyEmr0MnX D Y D ^dF\ViY
natd_flags="" � D k)N D /etc/rc.conf, NPE)GTQnX)F\Y)FeI D Vic �)FSY)F��.�)Q��P�hE)R\LWY Di{ E)Q������fk5� D kmN .j N)]0X)QiNKL2�PF �)E)FqE��P�hQTYP^ Di{ E)E0QfI#Y)LwRSEmr0X D Y D ^dF\ViY D r � D �(VUY)QUk��PE5QUGTY D VUE)ViF��Sc*�9�SX)Y D MUQ!�"�)QUk#�SViY D �PE { FqX)Q
natd(8)

24.8.5. �%�1,�1+,� �.���� �*�1+��
� � �9�� -/�
�hFSY)F�� D X)Y D MiNKF �)E)F D IKY)F5� D X)QiNPF�� �)Q , F��(NPE5EP^dF\FSV!�(]6�)F5���)QUNPc!�)Q D IKYPF��(QTM IP, E5Q��)E�I#QiN)Z ���[G��fVic�� D Q!I3�)QUk^ D a5E"�)F . p l\ViQUk9�(E)ViL DU{ E)E natd(8) ^dQUZBF\V�� D � � D �)E)Vic�� D Z>IKQW^dL �mNPE)F��)ViL � p _ �(MTQUk6�SQUG2�(ViMTF �����fk�M��)FSa9�)E)k
IP-
D I#Y)F�� . � D ViFo^ natd(8) X)Y)FSQTGUY D �SLwFSVnE"�ermQ!IK])x5E)FHQUV��)NPE)F �PViQUMnNPQ!� D NPc!�PQUk6�SFSViE8X D �)F\V;� , � D ^dF �)]m] IP-

D I#Y)F�� D
� D �SQUQUVUMUFSV��(ViMTLWs9x5E)FHM!�)F\a6�)EPF , E8X)FSY)F�� D XPY D MUN)])FSVvMTF��ScvViY D �hE�� , MUrwQiIP])x5EPk#� D �PF �)QTViQUY��fk IP-

D I#Y)F�� ,QUGUY D V;�)Q��)Q!���PY)FSV;�PQT^dL��mNPEPF �)ViLhNKQ!� D NPc!�)QTk6�(F\ViE .
 ViQnV D �mZuF8� D � �fM D s9V��(V D ViE��)F5���)EP^ NAT.

C XPY)EP^dFSYPL ,X)L �(Vic IP-
D I#Y)F�� D 128.1.1.1, 128.1.1.2 E 128.1.1.3 X)Y)E�� D IPNPFSZ D Vna5NPs��\QUMTQUk0^ D a8E��)F natd. 128.1.1.1^dQiZuFSV9E"�(X)QUNPc!�\QUM D Vic2�e]hM�� D �)F��SViMUFqM!�)F\a6�)F\RSQ IP-

D IKYPF�� D a0NPs��SQUMTQUk5^ D a5E��"� natd, ViQTReI D � D � 128.1.1.2 E
128.1.1.3 GTLUI#LWVnX)FSY)F�� D XPY D MUN)])Vic��(]0QUGTY D V;�PQ*�6�mNKE)F �)V D ^ � p _ A E B.

_HE��)V D �"�(E"��IPN)] -redirect_address V D �PQUM :
-redirect_address localIP publicIP

localIP
p �)LwViY)F �"�)E)k IP-

D IKYPF��1�)NPE)F �PV D NKQ!� D NPc!�)QTk#�(F\ViE .

publicIP
p �PFSa6�PE)k IP, �SQUQUVUMUFSV��(ViMTLWs9x5E)k6�mNPE)F��)ViL�NPQ�� D NKc!�)QTk
�(F\ViE .

p XPY)EP^dFSYPFql\ViQUV D Y)R\Lm^dF �)V9GULTIKFSVnM!�fR(NP]wIKFSVic9V D � :

-redirect_address 192.168.0.2 128.1.1.2
-redirect_address 192.168.0.3 128.1.1.3

C�D �0E0IPN)] -redirect_port, lSViE D Y)R\Lw^dF��)V;�|V D �mZuFqX)QT^dF\x D s9V!�e]0M �(ViYPQ!�)L natd_flags="" � D kmN D
/etc/rc.conf EmNPE>X)F\Y)FeI D snV!�(]6�)F\Y)F �8�)Q!�P�hEPRSLwY Di{ E)Q!���"�fk5� D kmN . �hYPE5X)F\Y)F � D X)Y D MiNPF��)E)E D IKY)F��SQUM*�PFSV
�)LWZ8I3�|MnX)F\Y)F � D X)Y D MiNPF��)E)E0XPQUY)ViQTM , XPQUViQW^dL �PViQ9XPFSY)F�� D X)Y D MiNP])snV!�(]�M2�(F�I D ���"�fF , X)YPE��)EP^ D F\^��fFHIPN)]
�)Q!���PY)FSV;�PQURSQ IP-

D IKY)F�� D .p �PFSa6�PE)F IP-
D IKY)F5� D ^ D a5E��"��� natd IKQiN)Z ����G!�fVic D �)ViEPMUE��\E)Y)QUM D ��� E5])MiN)])Vic2�e]6�SE��)Q!�PEP^ D ^dE0IPN)]M!�)F\a6�)F\RSQvE��PViFSYP�hF\k"� D . � GUY D ViE)VUF��(c�� rc.conf(5), �)ViQTG!�|l\ViQ��eIKF(N D Vic .
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24.9. IP � � � � ���h�z�b�v�|  � � ����� � �� n� (PLIP)
PLIP X)Q!�\MUQUN)])FSV*� D ^ Y D GUQTV D Vic�� TCP/IP X)Q9X D Y D N)NPFSNPc!�)QW^dL9XPQUY)ViL .  ViQ9XPQiNPF�� �)QvIPN)]5^ D a8E��5GTF � �(FSVUFSM!�OrD I D X)ViFSYPQUMvEmNKE�IPN)]8L �SV D �PQUM!�PE#� D N D X)ViQTX�� .

p l\ViQT^ Y D �eI#F(NPFO^��|QUG2�(LTIKEP^ :

• �SQ!�eI D �)E)F8� D GTF(N)]yIPNP]5X D Y D N)NPFSNPc!�PQURSQnX)QUY)V D (laplink).

• _HQTFeIKE��PF �)E)F�IKMULWr��)QW^dX)cUs9ViFSY)QTMnX)Q2�(Y)F(I3�(VUMUQT^ PLIP.

24.9.1. ���.�	��� +��
� �,�8�� ���*�	�#0�+ ��;� �'��&1�	���p �|^dQUZuFSViFqX)Y)E)QTGUY)F5�(ViE9� D GTF(NPcfIPN)]5X D Y D NPNPF(NPc��)QUR\QvX)QTY)V D MyGUQUNPcUa8E��"�SViMUF`^ D R D �SE��)QTM , ViQTY)RSLwsnx8Emr
�)QT^dXmNKF �)ViLws9x5EP^dE . �.�eNKE8M��[FSRSQ��)F � D kwI#FSViF , EmNPE0ZuFqX)Y)Q2�(ViQ9rmQUViE)VUF8��� D Vic , � D �0Q!�0IKF(N D FSV!�(] , ViQ �eNPF(IKLwsnx D ]V D GUNPE {PD X)QT^dQUZBF\VvM D ^4� IKFSN D VUcnV D �)QUk9� D GTF(NPcvE"�`QUG������)QTRSQvX)YPE��)ViF\Y��)QUR\Q�� D GUFSN)]yIPN)]5X D Y D N)NPF(NKc!�)QTRSQvX)QTY)V D .
� ��� � � ��� 24-1.

� � � ��� ��
 � 
 ��� � � �! � � ������������ � � ��	 � 	 � 	  � �  � � � ��� � " 	 � ���� 	 � �

A-name A-End B-End
! �'�'-9"�!���6

Post/Bit

DATA0
-ERROR

2
15

15
2

Data 0/0x01
1/0x08

DATA1
+SLCT

3
13

13
3

Data 0/0x02
1/0x10

DATA2
+PE

4
12

12
4

Data 0/0x04
1/0x20

DATA3
-ACK

5
10

10
5

Strobe 0/0x08
1/0x40

DATA4
BUSY

6
11

11
6

Data 0/0x10
1/0x80

GND 18-25 18-25 GND -

24.9.2. �%�
-/�
�� 
 �'� PLIP

�hY)F(Z>IKFHM��(F\RSQ9M!�JIKQUN)Z ��� � D k)ViE laplink- � D GUF(NKc . � D ViFo^ LTIKQ��SViQUMTFSY)cTViF��Sc , �)ViQ � D QUGUQTEmr �)QT^dX)cTsnViF\Y D r�M]wIKY)QnM��mNPs��)F � D X)QiI)IKFSY)Z�� D IKY D k)MUF\Y D lpt(4):

# grep lp /var/run/dmesg.boot
lpt0: <Printer> on ppbus0
lpt0: Interrupt-driven port

� X)Y D MiNPF��)E)FHX D Y D N)NPFSNPc!���v^zXPQUY)ViQW^�IKQUN)Z �)QnM��fX)QiN"�)])Vic��(]0X)Q9XPY)FSY��fM D �)E)]P^ .
p Q FreeBSD 4.X My� D kmNPF

�)Q!�P�hEPRSLwY Di{ E)E�]wIKY D IKQiNPZ�� D X)Y)E��(LwV!�(VUMUQUM D Vic �(ViYPQ!� D , X)Q!I#QUG!� D ]#�eNPF(IKLwsnx5F\k :

device ppc0 at isa? irq 7

p Q FreeBSD 5.X � D kmN /boot/device.hints IKQUN)ZuF ���(Q!I#FSYmZ D VUc��eNKFeIKLwsnx8E)F �(ViY)Q��)E :

hint.ppc.0.at="isa"
hint.ppc.0.irq="7"
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� D ViFo^zX)Y)QTMUFSYPcUViF , �)ViQh� D kmN9�)Q!�P�hEPRSLwY Di{ E)E�]wIKY D EP^dFSF\V �SViY)Q��)L device plip, EmNKE6� D RSY)LWZuF �0NPE8^dQiIKLWNPc]wIKY D plip.ko.
p QTGUQUE)r �(NPL � D ]mr�E��)VUFSYP�hF\k"�`Y D GUQTV;� � �(FSVUcUs�XPQ9X D Y D NPNPF(NPc��)QT^dLyX)QTY)ViLyIKQUN)ZuF �X)Y)E"�SLWV��(ViMTQUM D Vic*� D ^dQT^dF��)VnXPYm]P^dQUR\QnE"�SX)QiNPc��SQTM D �PEm]��)QT^ D �wI�� ifconfig(8).

p Q FreeBSD 4.X l\ViQfI#QiN)Z �)QG!�fVic9X)Y)EP^dF\Y��)QyV D � :

# ifconfig lp0
lp0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 1500

D IPN)] FreeBSD 5.X:

# ifconfig plip0
plip0: flags=8810<POINTOPOINT,SIMPLEX,MULTICAST> mtu 1500

�����	��
�������
:  -�% ��#+�!,"� ��#+�!)�� , $�#��"����� � ����- � � �*/0��% ����,��"���0� �����"� � � $��"�"��,��*��� #+� , )+� FreeBSD 4.X (lpX) $

FreeBSD 5.X (plipX).

�hQ!I��mNKs��)E)VUF8� D GUFSNPc laplink �0X D Y D NPNPF(NPc����v^ E��PViFSYP�hF\k"� D ^ � D QUGUQTEmr �)QT^dX)cTsnViF\Y D r .
g D �(VUY)QUk)VUF`X D Y D ^dF\ViY����SFSViF\MUQUR\QvE��)VUFSYP�hF\k"� D ��QTGUFSE)r��SViQUYPQ!� , Y D GUQTV D ]�� D �5X)QUNPc!�\QUM D ViF(NKc root.

C X)Y)EP^dF\Y)L ,F��eNKE5M!� rmQTViE)ViF �(QTFeIKE��PE)VicvrmQ2�(V host1, � D �)QTViQUY)QW^zY D GTQUV D FSV FreeBSD 4.X, �`rmQ��SViQT^ host2 X)Q!ILWXPY D MUNPF �)EPF\^ FreeBSD 5.X:

host1 <-----> host2
IP Address 10.0.0.1 10.0.0.2

g D �(VUY)QUk)VUF`E��)VUFSYP�hF\k"�.� D ^ D a8E��)F host1, M!�fX)QUN"�)E)M :
# ifconfig plip0 10.0.0.1 10.0.0.2

g D �(VUY)QUk)VUF`E��)VUFSYP�hF\k"�.� D ^ D a8E��)F host2, M!�fX)QUN"�)E)M :
# ifconfig lp0 10.0.0.2 10.0.0.1

� F\X)FSYPc9M��JIKQiN)Z ����X)QiNPL �)EPVicnY D GUQTV D s9x5FSF �(QTFeIKE��PF �)E)F . �hQiZ D NPLwk"�(V D , X)Y)Q!�PViE)ViF��(VUY D �)E { �|Y)L �)QTMUQ!I/�(ViM DX)Q lp(4) E lpt(4) IPN)]5M��O]"���)F��)Em]�I#FSV D NPFSk .p �JI#QiN)Z ���|V D �mZuF`IKQUG D MUEPVicvQUG D rmQ��SV D M /etc/hosts:

127.0.0.1 localhost.my.domain localhost
10.0.0.1 host1.my.domain host1
10.0.0.2 host2.my.domain

� ViQUG��[X)Y)QUMTFSY)EPVicnY D GUQTViL �SQUF(IKE��)F��)Em] , X)F\Y)FSkmIKE)ViF �6� D Z>IKQT^dLyrmQ��SViLhE5M!�fXPQiN"�)EPViFHVUF��(VUE)Y)QUM D �)EPF
�(QUF(IKE��)F��)Em]6��IKY)LwRSQTk5^ D a8E��)QTk0X)Q��SY)FeI/�(ViMTQT^4�)QW^ D �wI3� ping.

C X)Y)EK^dFSY)L , � D ^ D a5E��)F host1:

# ifconfig lp0
lp0: flags=8851<UP,POINTOPOINT,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 10.0.0.1 --> 10.0.0.2 netmask 0xff000000
# netstat -r
Routing tables

Internet:
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Destination Gateway Flags Refs Use Netif Expire
host2 host1 UH 0 0 lp0
# ping -c 4 host2
PING host2 (10.0.0.2): 56 data bytes
64 bytes from 10.0.0.2: icmp_seq=0 ttl=255 time=2.774 ms
64 bytes from 10.0.0.2: icmp_seq=1 ttl=255 time=2.530 ms
64 bytes from 10.0.0.2: icmp_seq=2 ttl=255 time=2.556 ms
64 bytes from 10.0.0.2: icmp_seq=3 ttl=255 time=2.714 ms

--- host2 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 2.530/2.643/2.774/0.103 ms

24.10. IPv6
� � � ��� 	 �10 ���� 	 � $ �&� � �
� 	 � ,'��� �� Aaron Kaplan.

� ��
���.� ��� � ��� � ��# � $ � � � � ���� �
	���( � 	 � � Tom Rhodes.� � � � ����� � Brad Davis.

IPv6 ( V D �mZuF � D ���fM D Fo^��fk IPng ”IP next generation” - �eNPF(IKLwsnx5F\FHXPQ!�)QUNPF �)EPF IP) ])MUN)])FSV��e]6�)QTMUQTk�MUFSY��(E)F\ka5E)Y)Q��)QnE"�SMUF5�(V;�PQURSQnX)Y)QUVUQ!�)QUN D IP ( � D ���fM D F\^dQUR\QOV D �mZuF IPv4).
C�D �0E0IKY)LwRSE)F �(QTMUY)Fo^dF ���"�fF8�(E��(ViFo^�� *BSD,

FreeBSD M��mNPs�� D F\VvlSV D NPQ!�"�)Lws Y)F D NPE"� Di{ E)s IPv6 QTV KAME.
�OD ���)ViQ �(E"�SViF\^ D FreeBSD X)Q��SV D MUN)])FSV!�(]6�(QM��(Fo^ , �)ViQyM D ^ �)LWZ �)QfIPNP]5l �"�SX)FSYPEP^dF �)VUE)Y)QUM D �)E)]9� IPv6.

 ViQUV9Y D �(IKF(N5XPQ��(MU])x 	��#� D �SViY)QTk��)F`E9� D X)L ���)LhMY D GTQUViL IPv6.p � D � D NPF 1990- ryNPsfIKE��(V D NPE5GTF��SX)Q!�)QTE)Vic2�e]�QnG��*�(ViY)Q9E"� �(]�� D s9x5Fo^ D IKYPF����PQT^zX)Y)Q2�(ViY D �"�SViMUF IPv4.�hY)E��)EP^ D ]0MUQ9M!�)EP^ D �)E)FqViF\^dX"�|Y)Q��SV D � �PViFSY��PFSV , EP^dF(NPE��(cyQ����PQUM!�"�OF`X)Y)QUGUNPF\^�� :

• ghFSrwM D V;� DvD IKYPF��(QTM . _HF\RSQ!I3�m]0lSViQ �)FHV D � D ]5GUQUNPcUa D ]�X)Y)QTGiNPFo^ D , V D �6� D �6�(V D NPE5XPY)EP^dF �)])Vic��(] D I#Y)F�� ���fFX)YPQ��(VUY D �"�SViM D IPN)]6� D �(V!���Or#�(FSVUFSk (10.0.0.0/8, 192.168.0.0/24 E8V D �0I D NPF\F ) E5ViFSr �)QiNPQTRSEm]X)YPFSQUGTY D �\QUM D �)Em]��(F\ViFSM��Or D IKY)F5�(QTM (NAT - Network Address Translation).

•
�OD GUNPE { � ^ D Y)a8Y)LwViQUM �(V D �)QUMU])V!�e]#�)F\Y)F�� �)LwY5GTQiNPcTa5EP^dE .

 VUQ9M2� 	`F\x 	�])MUN)])FSV��e]5X)YPQUGiNKF\^dQUk9�(FSR\Q!I��)] .

IPv6 Y)FSa D F\VnlSVUE5E8^��PQURSEPF�IKYPLWR\E)F`MTQUX)YPQ���� :

• 128- GUE)V!�)QUF D IKY)F�� �)QUFHX)Y)Q2�(ViY D �"�(VUMUQ . j YPLWR\EP^dE9�(NPQUM D ^dE , VUFSQUYPFSViE��PF����PE�IKQ2�(ViLwX����
340,282,366,920,938,463,463,374,607,431,768,211,456

D IKY)F5� D .  VUQ9Q�� � D � D F\VvXmNPQTV;�)Q��SVicnXPY)EP^dFSY"�)Q9M 6.67 *
10^27

D I#Y)F��SQUM IPv6 � D �)M D IKY D V;���fk8^dFSViY�� D a8FSk0X)N D �)F\V;� .

•
tbD Y)a5YPLWVUE�� D ViQUY��[GTLTIKLwVvrmY D �PE)VicnM �(MTQUEmr�V D GiNPE {KD r�ViQiNKc!�)Q D RSYPFSRSEPY)QUM D �����fF D IKY)F5� D �SFSViF\k , �)VUQLm^dF �PcUa D FSV��SY)FeI3�)E)k5Y D �\^dF\Y5V D GiNPE { �|^ D Y)a8Y)LwViE�� Di{ E)E0IKQ 8192 � D X)E��(FSk .

��^dFSFSV��e]5V D �mZuFH^��)QUZuF��(VUMUQnIKY)LwRSEmr�X)QUNPF �����Or�Q��SQUGUF����)Q2�(ViF\k IPv6, V D �)Emr , � D � :

•
# MUViQW^ D ViE��PF���� D ]#� D �(ViY)QTk�� D9D IKY)F5� D (RFC2462 (http://www.ietf.org/rfc/rfc2462.txt))

• ��Y)LwX)X)QUM��fF D I#Y)F�� D (” QiIKE��#�9�)F�� �)QiNKc!�)EP^bE��H^��)QTRSEmr ”)
•
� GU]�� D VUF(NPc����fF D I#Y)F�� D ^��)QUZBF5�(ViMTF ���PQUk0Y D � � �ON"�)E

• IPsec (IP security - GUF �\QUX D �����fk IP)
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•
� X)Y)QUx 	 ��� D ]6�(VUY)L �)ViLwY D � D R\QiNPQTM!� D

•
t QTGUEmNKc!���fk IP

•
t FSr D �)E��o^��[X)Y)F\QUGUY D �SQTM D �)Em] IPv6- M -IPv4j N)]0X)QiNKL2�PF �)Em]0IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)E0XPQ��S^dQTViY)E)VUF :

•
� G��SQUY IPv6 � D � D k)VUF playground.sun.com (http://playground.sun.com/pub/ipng/html/ipng-main.html)

• KAME.net (http://www.kame.net)

• 6bone.net (http://www.6bone.net)

24.10.1. � -�+ ���
( ���6�� -/�*� ��� IPv6

_HLWx8F��SViMULwsnVnY D �SNPE������fFqViE)X"� D IKYPF��(QTM IPv6: Q!I3�)Q D IKY)F�� ���fF (Unicast), RSY)LwX)XPQUM!�fF (Anycast) E^��)QUR\Q D I#Y)F�� ���fF (Multicast).
# IKY)F5� D ViE)X D Unicast rmQTY)QUa8QvM��SF\^zE��\MUF��SV;��� . � D �)FSV , X)Q��(N D ���"�fk6� D V D �)QTk D I#Y)F�� , IKQ��SViE)R D FSV9MnViQ����)Q2�(ViEE��)ViF\YP�hFSk"� D , �PQUViQTY��fk0lSVUQT^dL D I#Y)F��SL �SQUQTViMUF\V!�(ViMTLwFSV .
# IKY)F5� D ViE)X D Anycast �(E��PV D �"�SE��)F5���)E9�)FSQTV!NPE��)EK^��|QUV D IKY)F5�(QTM Unicast, �)QnQ��)E D I#Y)F��SLWs9VnR\Y)LwX)X)LE��)ViF\YP�hFSk"�SQUM . � D �)F\V , � D X)Y D MUNPF �"���fk�V D �PQT^dL D I#Y)F��SL , X)QUX D I 	SVnMnGiNKEmZ D k)a8E)k ( �(QURSN D � �)Qn^dF\ViY)E��)F^ D Y)a8Y)LwViE�� D ViQUY D ) E��)ViF\YP�hFSk"� . # IKYPF�� D Anycast ^dQUR\LWV9E"�(XPQiNPc��SQUM D Vic2�e]hViQiNKc!�)Qy^ D Y)a8Y)LwViE�� D ViQUY D ^dE .
# IKY)F5� D ViE)X D Multicast EmIKF �)VUEP�hE { E)YPLWs9V9R\Y)LwX)X)LhE��)VUFSYP�hF\k"�(QTM . � D �)FSV , XPQ��eN D �����fk6� D V D �)QTk D IKYPF�� ,IKQ��SViE)R �PFSVnM2�(FSrhE"�)ViFSYK�hFSk"�SQUM , X)Y)E)MU]�� D �"���Or �8RSY)LwX)XPFq^��)QTRSQ D IKY)F5���)QTRSQvMTFSx D �)Em] .

�����	��
�������
: � $�,"� '��0)+� � �"�"� ������� � ��/ ,��+#�� IPv4 ( � � �
���"� xxx.xxx.xxx.255) )�� ,��	� � � �"# % ��/ ,��+#���-	$-	�"��� � �"/�,���#��"� � � )�� � ����$"% IPv6.

� ��� � � ��� 24-2. � ���� � �� " �  	�" � ����� � �  �� � � IPv6

IPv6
"�+�&$6�- � : � !(" �'&$6 � � ./-9" (

#'��7 �
)
! ���'-9"�!'��6 � " 1 687�.$�

:: 128 GTE)V �)FSVyQUX)E�� D �PEm] cf. 0.0.0.0 M IPv4

::1 128 GTE)V loopback
D IKY)F�� cf. 127.0.0.1 M IPv4

::00:xx:xx:xx:xx 96 GUEPV M2�(ViYPQUF �"���fk IPv4 ghEmZ �)E)F 32 GUE)V D lSVUQ D IKY)F��
IPv4.

�qD �mZuF � D ���fM D F\V!�e]
”IPv4 �SQUMW^dF��(VUEP^��v^ IPv6D IKY)F5�(QT^ ”

::ff:xx:xx:xx:xx 96 GUEPV # IKY)F5� IPv6,QUVUQUGUY D ZuF ���"�fk#� D IPv4
ghE)Z��PE)F 32 GUE)V D lSViQ D I#Y)F��
IPv4.

j N)]0rmQ��SViQUM , �)FXPQ!I)IKF\YmZuE)M D snx8Emr IPv6.

fe80:: - feb:: 10 GTE)V link-local cf. loopback
D I#Y)F��`M IPv4

fec0:: - fef:: 10 GTE)V site-local

ff:: 8 GUEPV a5E)YPQ!�)QTMUFSx D ViFSNPc!�"�fk
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IPv6
"�+�&$6�- � : � !(" �'&$6 � � ./-9" (

#'��7 �
)
! ���'-9"�!'��6 � " 1 687�.$�

001 ( Q2���)QTM D �PE)F 2) 3 GUEPV global unicast
p �SF global unicast

D I#Y)F�� DXPY)E"�(M D E)M D s9V!�e]0E��HlSViQTRSQXPLTN D . �hF\Y)M!�fFHViY)E5GTE)V D
”001”.

24.10.2. �%� �1+��
� ���9,� -/��� IPv6C�D �)Q��)E��)F5��� D ]��hQTYP^ D XPY)FeI3�SV D MUN)])FSV��e]0MyMUEwIKF x:x:x:x:x:x:x:x, R(IKF8� D Z>I��fk6�SEP^dMUQUN ”x” ])MUN)])FSV!�(]
16- GUE)VUQUM!�v^�a8F��(V!� D I {KD ViE)YPE������v^4�PE"�eNPQW^ .

C X)Y)EK^dFSY)L , FEBC:A574:382B:23C1:AA49:4592:4EFE:9982
��D �(VUQvM D IKY)F5�(F`XPY)E"�(LwV!�SViMULws9VvIPNKE������fF �(ViYPQ!���)E , � D X)QiN��)F ���"�fF.�)LWN)]P^dE , XPQUlSVUQT^dL�Q!I3� D V D � D ]X)Q��(NPFeIKQTM D ViF(NPc��)Q��SVic�� DyD IKYPF��`^dQUZuFSVnG��fVic��SQ!�)Y D x5F�� D IKQ ”::”.

C Y)QW^dF`ViQTRSQ , IKQ9VUY)F(r0MTFeIKLwx5E)r ”0” � Da5F��SV;� D I {PD VUFSY)E��"�)Lws �)F\ViMUF\Y��)L0^dQTRSLwVvG!�fVUc9X)YPQUX)Lwx5F���� .
C X)YPEP^dFSY)L , fe80::1 �SQUQUVUMUFSV��(ViMTLWF\V

� D �)Q��)E��)F5���)QTk5�hQUYK^dF fe80:0000:0000:0000:0000:0000:0000:0001.p VUY)FSVicTFSkB�hQUYP^dFHX)Q��(NPFeI3�)E)F 32 GUEPV D � D X)E"� �fM D snV!�(]0Mna5EPY)Q!�)Q9E��SMTF��SV;�)QT^ (IKF5�e])ViE"���)QT^ ) �(VUEmNPF IPv4 �ViQ!��� D ^dE ”.” M�� D �)F5�(ViMTFHY D �eIKFSNPE)ViFSNPFSk . g D X)YPEP^dFSY , f2002::10.0.0.1 �SQUQUVUMUFSV��(ViMTLWF\V
( a8F��(V!� D I {KD ViF\Y)E����)QW^dL ) � D �)Q!�PE��)F�� �)QT^dLhX)YPFeI3�SV D MUNPF �)EPs 2002:0000:0000:0000:0000:0000:0a00:0001,
�)QUViQTY)QUF , M �SMUQTs�Q!�PFSY)F(IKc , Y D M!�)Q�� � D ���)Q*� D X)E"�SE 2002::a00:1.
� F\X)FSYPc��)EPV D ViFSNPcnIKQiN)ZuF��5X)Q��m])Vic��(NPFeI#LWs9x5Lws � D XPE"�(c :
# ifconfig

rl0: flags=8943<UP,BROADCAST,RUNNING,PROMISC,SIMPLEX,MULTICAST> mtu 1500
inet 10.0.0.10 netmask 0xffffff00 broadcast 10.0.0.255
inet6 fe80::200:21ff:fe03:8e1%rl0 prefixlen 64 scopeid 0x1
ether 00:00:21:03:08:e1
media: Ethernet autoselect (100baseTX )
status: active

fe80::200:21ff:fe03:8e1%rl0 ])MUN)])FSV!�(] D MTViQT^ D ViE��)F5���)E9� D �SViY)QUF������v^zNKQ!� D NPc!���v^ D IKY)F5�(QT^ .
� �RSF �PFSY)E)YPLWF\V!�e]8E�� MAC

D IKY)F5� D M9X)Y)Q { F����(F D MUViQW^ D ViE"�)F�� �)QUk#�PQ!�P�hE)R\LwY Di{ EPE .j N)]0X)QiNKL2�PF �)Em]0IKQUX)QUN"�)E)VUF(NPc��)QUk0E"�P�hQUYP^ DU{ E)E0Q �(ViYPL2�PViLwY)F D IKY)F5�(QTM IPv6 QTGUY D ViE)ViF5�(c*� RFC3513
(http://www.ietf.org/rfc/rfc3513.txt).

24.10.3. �%�
-/�
�� 
 �'� �,��� � � � )
�1+����
g D I D �����fk5^dQW^dF �)V �(Lwx5F5�(ViMTLwsnV*�)F\V;�fY)F��(XPQ��(QTG D X)QiI��mNPs��)E)Vic2�e]6�0IKY)LwRSEK^zrmQ��(V D ^zE9�SFSV!]P^ IPv6:

• �hQiI��mNPs��)E)Vic2�e]#�5l��"�(XPFSY)EP^dF��)V D NPc!�)QW^dL 6bone

• �hQUNPL �)E)Vic �(FSVUc IPv6 QTVnM��fa5F��SViQi])x8FSR\QvX)Y)QTM D kmIKFSY D . j N)]0X)QiNKL2�PF �)Em]0YPF �)QW^dF �wI DU{ E)k8QUGUY D ViE)VUF��(c��M D a5Fo^dL9XPY)QUM D kwIKF\Y)L � �)ViF\Y��)FSV .
•
� L ���)FSNPE)Y)QTM D VUcnX)Q2�(Y)F(I3�(ViMTQT^ 6- M -4 (RFC3068 (http://www.ietf.org/rfc/rfc3068.txt))

• ���SX)QiNPc��SQTM D VUcfX)QUY)V net/freenet6, F5�eNPE8M!�[E"�SX)QiNPc��SLwFSVUF.�)QW^+^dLWVUE)Y)LwF\^dQTF �SQUFeI#E��)F �PE)F .
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� IKF��Sc9^��|GTLTIKF\^zY D � �\^ D ViY)EPM D VUcnX)QiI��mNPs��)F �)EPF8� 6bone, V D �9� D �6� D I D �����fk8^dQT^dF �PV9l\ViQn])MUN)])FSV��e]6� D ^��v^X)QUX)LWN)])Y"���v^ �(XPQ��(QTGUQW^ .

_8� D � D N D M��SR(NP]��)E)ViF � D � D k)V 6bone (http://www.6bone.net/) E6� D kwIKE)ViFqGiNKEmZ D k)a8LWs �5M D ^zViQ����)LX)Q!I��)NPs��)F��)Em]6� 6bone. g D XPE)a5E)VUFHQTViMUF\V!�(ViMTF ���PQT^dLhE5X)YPE6�)F��)QUViQTY)QUk5LUI D �)FHM D ^�I D IKLwVnE"�"�(ViYPL2� { E)E>X)Q
� D �SViY)QUk"�)F8�SQUFeI#E��)F �PEm] .

� G!���"�)Qnl\ViQ�� D � D FSV!�(]#� D �SViY)QTk��)E0ViL ���PF(N)] GRE (gif).p QTVvViE)XPE������fk>X)Y)EP^dF\Y9� D �(VUY)QUk��PE0ViL ���)FSN)] gif(4):

# ifconfig gif0 create
# ifconfig gif0
gif0: flags=8010<POINTOPOINT,MULTICAST> mtu 1280
# ifconfig gif0 tunnel MY_IPv4_ADDR HIS_IPv4_ADDR
# ifconfig gif0 inet6 alias MY_ASSIGNED_IPv6_TUNNEL_ENDPOINT_ADDR

� D ^dF��)E)ViF �eNPQTM D , � D X)E�� D �"���fF.� D R(N D M!�"�v^dE�GUL �)M D ^dE , E��P�hQTYP^ Di{ E)FSk , �)QUViQTY)Lws�M D ^�I D N8M!�fa8F��SViQi])x8E)k0L �SFSN
6bone.

�hY)E0lSVUQT^ L �(V D �)QTMUE)V!�(]0ViL ���)FSNPc . �hY)QUMTFSY)cTViF�Y D GUQUVULyVUL2�"�)F(N)]8LWViE)NPE)ViQTk ping6(8) � D IKYPF��(QW^ ff02::1%gif0.p �JI#QiN)Z ���|XPQiNPL �)E)VUcfIKM D X)QUNPQiZuE)ViFSNPc!�"�OrhQTViMUF\V D .
�����	��
�������

:
# # ��$ )�� ����$��"�!,�$� �0)+�����3�"/�,���#+� - ff02:1%gif0, #�'��	� ��- , �������+��� ��/ ,���# -	�"� � � �"/�,���#��"� � � )�� � ����$"% .

%gif0 ��'������ )+���+� ��� $ #��"����� � �0)+����$�� �"��'���� � ��/�,���#�� # #��+�"��)���- $��"�"��,��*����#+� - gif0.
� ��' '���'�-�� )�� �"������% ��- ping����/ ��/�,���#+�0- -	�"��� � �"/�,���#��"� � � )+� � ����$"% , ����/ , ��� ��% #+���0,"� ��� � ������� ��% �"��' �*� / ��� � ����� �!)+�+�!$��!� .

� F\X)FSYPc�� D �(ViYPQUk�� D ^ D Y)a8Y)LwV D �0M D a5FSk5M!�fa5F5�(ViQU])x5F\k0ViQ!�"�)FHXPQ!I��mNKs��)F��)Em] 6bone I#QiN)Z � D G!�fVic9MUF5�(cT^ DX)Y)Q��SV D :
# route add -inet6 default -interface gif0
# ping6 -n MY_UPLINK

# traceroute6 www.jp.FreeBSD.org
(3ffe:505:2008:1:2a0:24ff:fe57:e561) from 3ffe:8060:100::40:2, 30 hops max, 12 byte packets

1 atnet-meta6 14.147 ms 15.499 ms 24.319 ms
2 6bone-gw2-ATNET-NT.ipv6.tilab.com 103.408 ms 95.072 ms *
3 3ffe:1831:0:ffff::4 138.645 ms 134.437 ms 144.257 ms
4 3ffe:1810:0:6:290:27ff:fe79:7677 282.975 ms 278.666 ms 292.811 ms
5 3ffe:1800:0:ff00::4 400.131 ms 396.324 ms 394.769 ms
6 3ffe:1800:0:3:290:27ff:fe14:cdee 394.712 ms 397.19 ms 394.102 ms

 V D M��qI D � D GULTIKF\VvQUV!NKE�� D VUc��e]8QUV9^ D a5E��"�:�8^ D a8E��)F . � FSX)F\Y)cyM��JIKQiNPZ��"���(Lm^dFSVUcfIKQ2�(ViE)R��)LwVic � D kPV D IPv6
www.kame.net (http://www.kame.net) E8LwMUEwIKF\VicnV D � { Lws9x5Lws �PFSY)F\X D rmL — M��eNKL2� D F , F5�eNPE8M D a�GUY D L �SF\YX)Q!I)I#FSYmZuE)M D FSV IPv6, � D � , � D X)Y)EP^dF\Y , www/mozilla EmNPE Konqueror, �PQUViQTY��fk5MUrwQiIKE)VvM x11/kdebase3, EmNPE
www/epiphany.

24.10.4. DNS ��	 � ,� IPv6j N)] IPv6 E"�SX)QiNKc!�SQTM D NPE"�(cqI#M D VUE)X D � D XPE"�(F\k DNS. IETF QUGT� ])MUE)N6� D X)E"�(E A6 L �(V D Y)FSMTa5EP^dE . _HV D �wI D Y)ViQW^4� DI D ���"�fk5^dQT^dF��)Vn])MUN)])snV��e]6� D X)E"�SE AAAA.
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 ��� � 	 � � ��� ,�� � � ��� ��� � � � � ��
�&�

���(X)QUNPc!�\QUM D �)E)F
� D X)E"�SFSk AAAA IKQ2�(V D ViQ!�"�)QnX)YPQ��(VUQ . g D � � D �)F �)EPF�M D a5F\^dLhEP^dF��)E0rmQ2�(V D �)QUMTQURSQ D IKY)F5� D IPv6IKQ��SViE)R D FSV!�(]0X)Y)Q2�(ViQnIKQUG D MUNPF �)EPF\^ :

MYHOSTNAME AAAA MYIPv6ADDR

�5M D a5Fo^dL9X)F\Y)MUE"���)QT^dL0� D kmNPL DNS �SQ���� .
p �(NPL � D F , F��eNKE0M!� �PF`QUG2�eNPLWZuE)M D FSVUF.�(QTG��(VUMUF �"���fF.�\Q!��� DNS,QUGUY D ViE)VUF��(c��0M D a5Fo^dLyXPY)QUM D kwIKF\Y)L DNS. ��^dFSs9x5E)F5�e]5MTFSY"�SE)E bind ( MTFSY"�SE)k 8.3 E 9) E dns/djbdns ( �`X D V;�PF\^

IPv6) XPQ!I)IKF\YmZuE)M D snV�� D XPE"�(E AAAA.

24.10.5.
� + � -/�1+��
� +,���1& � � � ��	 (�� �
�
	��1+,�1+�� 
 � /etc/rc.conf

24.10.5.1. � "�-97�&(%�� .$� . : ��6$!(78%'0 IPv6
 ViE5L �(V D �)QTM!�)E0XPQT^dQUR\LwVvM D ^ � D �SViY)QUEPVic��PQT^dX)cTsnViF\Y , �)QTViQUY"�fk0GULTIKFSV9Y D GTQUV D VicvM �(FSVUE9� D �#�mNPEPF �)V , D �PF.� D �^ D Y)a8Y)LwViE�� D ViQUY .

j N)]0M!�)NPs��)F��)Em]6� D �(VUY)QUk��PE5E��)VUFSYP�hF\k"�(QTM��)F\Y)F � rtsol(8) XPY)E6� D RSYPL2���)F , M��(F , �)ViQyM D ^X)QUViYPFSGULwF\V!�e] , l\ViQnIKQUG D MUEPVic��eNKFeIKLwsnx8Lws �(VUY)Q!�)L :
ipv6_enable="YES"

j N)]6�(V D ViE��)F5���)QTRSQ9X)Y)E"�SMUQUF��)Em] IP
D IKY)F�� D , V D �)QUR\Q�� D � 2001:471:1f11:251:290:27ff:fee0:2093,E��)ViF\YP�hFSk"�SL fxp0, IKQUG D MUcTViF :

ipv6_ifconfig_fxp0="2001:471:1f11:251:290:27ff:fee0:2093"

j N)]#� D ��� D �PF �)Em]5^ D Y)a5YPLWVUE�� D ViQUY)QW^ X)Q9Lw^dQUN"� D �)E)s 2001:471:1f11:251::1, IKQUG D MUcTViF.�(NPFeIKLws9x5Lws
�(ViY)Q��)L � /etc/rc.conf:

ipv6_defaultrouter="2001:471:1f11:251::1"

24.10.5.2. � "�-97�&(%�� .$� 1 "(&'34&$;87$��@8"/7/%'&(" /
3 : � @9" IPv6

 ViQUV9Y D �(IKF(N5XPQT^dQiZuF\VnM D ^zE"�(XPQiNPc��SQUM D VicnE��"�(VUY)L � { E)E , �)QUVUQUY��fFHM!�qI D N8X)Y)QUM D kwI#FSY0ViL ���PF(N)] , � D X)YPEP^dFSY ,
6bone (http://www.6bone.net/), E�� IKFSN D Vic9lSViE9� D �SViY)QTk��)E5XPQ��(VUQi]������v^dE .

j N)]0MTQ�� �SV D �PQUMiNKF �)Em]�ViL ���PF(N)]5XPY)E
� D R\Y)L � �)F �(E"�SViF\^���E"�(X)QUNPc!�\Lwk)ViF`M /etc/rc.conf �PEmZuFSX)Y)EPMUFeI#F �����fF � D �(ViY)QTk��)E .
� D I D k)ViF �(X)E"�SQ!�0VUL2�"�)F(NPc����Or0E��)VUFSYP�hF\k"�(QTM (Generic Tunneling interfaces), �PQUViQTY��fF8�PFSQUGUrmQ!IKEP^dQ�� D �SViY)QUEPVic ,
� D X)YPEP^dFSY gif0:

gif_interfaces="gif0"

j N)]#� D �SViY)QTk��)E5E"�)ViFSYK�hFSk"� D �`NPQ!� D NPc!�"�v^zX)Q!I��)NPs��)F��)E)Fo^4� D MY_IPv4_ADDR �5LTI D NPF ���PQUk0ViQ����)F
REMOTE_IPv4_ADDR:

gifconfig_gif0="MY_IPv4_ADDR REMOTE_IPv4_ADDR"

j N)]0M!�mNKs��)F��)Em] IPv6
D IKY)F5� D , �PQUViQTY��fk5G��ON5M D ^zX)Y)E"�SMUQUF��hIPN)]8E"�(X)QUNPc!�\QUM D �)Em]�M9X)Q!I��)NPs��)F��)E)E9�5ViL ���)FSNPs

IPv6, IKQUG D MTcUViF :
ipv6_ifconfig_gif0="MY_ASSIGNED_IPv6_TUNNEL_ENDPOINT_ADDR"
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� D ViFo^zM��SF , �)VUQ9M D ^zX)QTViY)FSGTLwFSV!�(]9� IKFSN D VUc , lSVUQfIKQTG D MTE)Vicn^ D Y)a5YPLWV9X)QyLw^dQUN"� D �)E)s[IKN)] IPv6.
 VUQfIKY)LwR D ]

�(ViQTY)Q!� D ViL ���)FSN)] IPv6:

ipv6_defaultrouter="MY_IPv6_REMOTE_TUNNEL_ENDPOINT_ADDR"

24.10.6. ���
- �8,�.-/�1,� +,�1+��
� 	��8 �  ������� �����'���*	�������)
� - �'��� +,��-/�1,� 
 �'� � �.-/�����
 ViQUV9Y D �(IKF(N5XPQT^dQiZuF\VnM D ^ � D �SViY)QTE)Vic rtadvd(8) IPN)]5Y D �(XPY)Q��SViY D �PF �)Em]5^ D Y)a5YPLWV D IPv6 X)QnLm^dQiN�� D �)EPs .j N)]0M!�mNKs��)F��)Em] rtadvd(8) M D ^zXPQ!� D IKQUGTE)V!�e]yIKQTG D MUE)VicnM /etc/rc.conf �(NPFeIKLws9x5Lws �SViY)Q��)L :
rtadvd_enable="YES"

pqD Z �)QnL � D � D VUcvE��)ViF\YP�hFSk�� , � D �)QTViQUY)QW^ M!�fXPQiN"�m])F\V!�e]#� D X)YPQ��`^ D Y)a5Y)LwViE"� D VUQUY D IPv6. g D XPY)EP^dFSY , IPN)]L2� D � D �)Em] rtadvd(8) E��(X)QUNPc!�\QUM D Vic fxp0:

rtadvd_interfaces="fxp0"

� F\X)FSYPcy^�� I#QiN)Z �����SQ!�(I D Vic9� D kmN6� D �(VUY)QUk��PE , /etc/rtadvd.conf.
p QTVvX)Y)EK^dFSY :

fxp0:\
:addrs#1:addr="2001:471:1f11:246::":prefixlen#64:tc=ether:

� D ^dF��)E)ViF fxp0 � D E"�)ViFSYK�hFSk"� , �)QUVUQUY��fk0M��[GULTIKF\ViFHE��(X)QUNPc!�\QUM D Vic .
� D ViFo^ , � D ^dF �)EPViF 2001:471:1f11:246:: � D X)YPF\�hE��"�HM D a5F\RSQvY D �\^dF\x5F �PEm] .

�.�eNPE8L�M D �+M!�qIKFSNPF �"� D ]0X)QiI3�(F\Vic /64, GTQiNPcTa5F8�)E��)F\RSQ9^dF��m])Vic �)FqX)QUViYPFSGULwF\V!�e] . � � D �)F , M D ^zXPQUViY)F\GULwFSV��e]E��\^dF��)E)Vic prefixlen# � D �)QTY)Y)F �PV;�)QUF � � D �)F��)E)F .

24.11.
� ��@ � � � � � �.� � �5� � @z� �0���8� � �.�z@ (ATM) � FreeBSD 5.X

� ���� � �
� ��� � � Harti Brandt.

24.11.1. �4�*�
-'-���)
� - �'��� +,��-/�1,� 
 �'� IP )
�
,� � ATM (PVC)C N D ���(E��)F5���)EPk IP �)FSY)F�� ATM (CLIP) lSViQyX)Y)Q2�(ViF\k)a5E)k>^dFSViQiI>E"�SX)QiNKc!�SQTM D �)Em] D �(E"�mrmY)Q!���PQURSQnY)F(ZuEP^ DX)FSY)F(I D �PE (Asynchronous Transfer Mode, ATM) � IP.
� �5^dQiZuF\V9G��fVicnE"�SX)QiNKc!�SQTM D � �8�)QW^+^dLWVUE)Y)LwF\^��v^dEX)Q!I��)NPs��)F��)Em]P^dE (switched connections, SVC) E9��XPQ��(VUQi]������v^dE8X)Q!I3�mNPs��PF �)Em]P^dE (permanent connections,

PVC).
p l\ViQT^bY D �(IKF(NPFHGULTIKF\VnQUXPE"� D �)Q*� D �6� D �(ViY)QTE)Vic �(FSVUc�� D Q�� �)QUMTF PVC.

24.11.1.1.
)*% : !(%�-97 � � %�#�� 68+�� !$6(!�!���6 ./%'! � � > ;$&�"�� � �

�hFSY)M��fk5^dFSViQiI5IPNP]6� D �SViY)QTk��)E CLIP � PVC l\ViQ9XPQ!I��mNKs��)F��)E)F � D Z>IKQTRSQ*�)QW^dX)cUs9ViFSY D �9� D Z>IKQW^dLyM �(F\ViE9�M!�qIKFSNPF ���"�v^ PVC.
7 QTV!]6� D �(ViYPQUk�� D X)Y)Q2�(V D , Q!� D �)FSXPY D �)VUE���� D IPN)]5GTQiNPcTa5QUR\Q*�)QUNPE��)F5�(ViM D �)QT^dXPcUsnVUFSY)QTM . pX)Y)EP^dF\Y)FHXPY)FeIKXPQiN D R D F\V!�e] , �)ViQyM��(F\ViE5F5�(Vic��)FSV!�fY)F �)QT^dX)cTsnViF\Y D , � D Z>I��fk5XPQ!I��mNKs��)F������fk6� ATM �(F\ViE9�X)QT^dQTx5cUs � D YPV;� ATM
D I D X)ViF\Y D . �hF\Y)M!�fk5a D RHlSViQyXmN D �)E)Y)QTM D �)E)F IP

D IKY)F��SQUMvE ATM X)QiI��mNPs��)F �)EPk8^dF(Z>IKL
�)QT^dX)cTsnViF\Y D ^dE .

t �[E"�SX)QiNKc!�SLwFo^ :
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��%�-=7
IP

"�+�&$6�-
hostA 192.168.173.1

hostB 192.168.173.2

hostC 192.168.173.3

hostD 192.168.173.4

j N)]6�(GTQUY��)E5X)QiN"�PQ��(VUcUs�QTGU��F(IKE��)F����)QTk6�(F\ViE6� D ^ X)QTViY)FSGTLwFSV!�(]0X)QnQiI��)QT^dL ATM �SQUF(IKE��)F��)E)s ^dFSZ>IKL�� D Z>IKQTkX D Y)QTk#�)QW^dX)cUs9ViFSY)QTM :
��% 1 � � � 796(&�� VPI.VCI

-9%(68+�� !$6(!���6
hostA - hostB 0.100

hostA - hostC 0.101

hostA - hostD 0.102

hostB - hostC 0.103

hostB - hostD 0.104

hostC - hostD 0.105

� � D �PF �)Em] VPI E VCI � D � D Z>IKQW^4�)Q�� { F8�SQUF(IKE��)F��)Em]6�)Q��)F �"�)Q9^dQTRSLwVnQTV!NPE�� D Vic��(] , �)QfIKN)]5LwX)Y)QTx5F �PEm]8^��X)Y)FeI#X)QiN D R D F\^ , �)ViQyQ!�PE5Q!I#E�� D �PQUM!� .
� D ViF\^ � D ^ X)QTViY)F\GULwFSV!�(]#� D �SViY)QTE)Vic ATM E��)ViF\YP�hFSk"� � � D � D Z>IKQW^rwQ2�(ViF :

hostA# ifconfig hatm0 192.168.173.1 up
hostB# ifconfig hatm0 192.168.173.2 up
hostC# ifconfig hatm0 192.168.173.3 up
hostD# ifconfig hatm0 192.168.173.4 up

X)Y)FeI#X)QiN D R D ] , �)ViQ ATM E��)ViF\YP�hFSk"�8� D � �fM D FSV!�(] hatm0 � D M2�(FSr9rmQ��SV D r . � F\X)FSY)c PVC �)F\QUGUrwQiIKEP^dQ�� D �SViY)QUEPVic
� D hostA ( ^��|X)Y)F(IKX)QiN D R D F\^ , �)VUQ ATM �)QW^+^dLwV D ViQTY��|LWZuF8� D �(VUY)QUF���� , M D ^ �)FSQTGirmQ!I#EP^dQ��(MTFSY)EPVic��(]6�Y)L �)QUMTQ!I3�SViMUQW^ � D �)QW^+^dLWV D ViQTY6� D E��P�hQTYP^ Di{ EPFSk5XPQ�� D �(ViY)QTk��)F ).
hostA# atmconfig natm add 192.168.173.2 hatm0 0 100 llc/snap ubr
hostA# atmconfig natm add 192.168.173.3 hatm0 0 101 llc/snap ubr
hostA# atmconfig natm add 192.168.173.4 hatm0 0 102 llc/snap ubr

hostB# atmconfig natm add 192.168.173.1 hatm0 0 100 llc/snap ubr
hostB# atmconfig natm add 192.168.173.3 hatm0 0 103 llc/snap ubr
hostB# atmconfig natm add 192.168.173.4 hatm0 0 104 llc/snap ubr

hostC# atmconfig natm add 192.168.173.1 hatm0 0 101 llc/snap ubr
hostC# atmconfig natm add 192.168.173.2 hatm0 0 103 llc/snap ubr
hostC# atmconfig natm add 192.168.173.4 hatm0 0 105 llc/snap ubr

hostD# atmconfig natm add 192.168.173.1 hatm0 0 102 llc/snap ubr
hostD# atmconfig natm add 192.168.173.2 hatm0 0 104 llc/snap ubr
hostD# atmconfig natm add 192.168.173.3 hatm0 0 105 llc/snap ubr

C Q!�)F����)Q , MW^dF��SViQ UBR ^dQUZuFSVnG��fVicnE��(X)QUNPc!�\QUM D �yIKY)LwRSQTk0ViE)X , F��(NPE ATM
D I D XPViFSY0XPQ!I)IKF\YmZuE)M D FSV9lSViQ . plSViQW^ �eNPL � D F`EP^�]8ViE)X D IKQUXPQiN"�m])F\V!�e]0X D Y D ^dFSViY D ^dE5ViY D �hE�� D . �hQT^dQTx5cvX)Q atmconfig(8) ^dQiZuFSV9G!�fVicX)QiNPL �)F�� D �PQT^ D �mIKQUk :
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# atmconfig help natm add

EmNPE6� D �(VUY D �)E { F �SX)Y D MUQ!�"�)E�� D atmconfig(8).
�qD ZuF8� D �(VUY)QUk�� D ^dQiZuF\VnG!�fVUcnM!�fXPQiN"�)F�� D �PFSY)F�� /etc/rc.conf.

j N)] hostA lSVUQ9GTLUI#FSVvM��fR(N)]wIKF\VicX)Y)EP^dF\Y��)QyV D � :

network_interfaces="lo0 hatm0"
ifconfig_hatm0="inet 192.168.173.1 up"
natm_static_routes="hostB hostC hostD"
route_hostB="192.168.173.2 hatm0 0 100 llc/snap ubr"
route_hostC="192.168.173.3 hatm0 0 101 llc/snap ubr"
route_hostD="192.168.173.4 hatm0 0 102 llc/snap ubr"

� F��)Lwx5E)k��(V D ViL �`M2�(FSr�^ D Y)a5YPLWVUQUM CLIP ^dQUZuFSVnG��fVicnXPQiNPL �)F��#�)QT^ D �wIKQTk :

hostA# atmconfig natm show

797



V.
� � ��� 
�� �� ���



� ����� �� ���*� �
A. � �
��� � ��� � �

FreeBSD

A.1.
� 2 � �! ������ CDROM � DVD

A.1.1. � �*,�1&.�*)�+ ��� �'�

-����
FreeBSD �
	����UL�"���vM���	���	���	�����	���M����"����� (FreeBSD CD �
�"����� , ��	��	iN"�������(N��!��	������	�������� ����	��!	��������� ��������� ,
�� �����;����"#��	!�)L$�%��������&��$" ) 	��*���5����	UN��!���$'(�	������iM�)*����	TM :
• CompUSA

WWW: http://www.compusa.com/

• Frys Electronics
WWW: http://www.frys.com/

A.1.2. �%��&1�* ( CD � DVD
+ ����	���� FreeBSD CD � DVD ��	2���iL,��"�[L-����	�./�����iM��0	!�mN
�����-�	������iM�)1����	TM :
• BSD Mall ( �	2�����;�3�
�(N�������� Daemon News)
PO Box 161
Nauvoo, IL 62354
USA4
�(N��65#	!� : +1 866 273-6255� �;�"� : +1 217 453-9956

Email: <sales@bsdmall.com>
WWW: http://www.bsdmall.com/freebsd1.html

• BSD-Systems
Email: <info@bsd-systems.co.uk>
WWW: http://www.bsd-systems.co.uk

• fastdiscs.com
6 Eltham Close
Leeds, LS6 2TY
United Kingdom4
�(N��65#	!� : +44 870 1995 171

Email: <sales@fastdiscs.com>
WWW: http://fastdiscs.com/freebsd/

• FreeBSD Mall, Inc.
3623 Sanford Street
Concord, CA 94520-14057 "984
�(N��65#	!� : +1 925 674-0783� �;�"� : +1 925 674-0821

Email: <info@freebsdmall.com>
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WWW: http://www.freebsdmall.com/

• FreeBSD Services Ltd
11 Lapwing Close
Bicester
OX26 6XR
� �(N�����	��������������$"
WWW: http://www.freebsd-services.com/

• Ingram Micro
1600 E. St. Andrew Place
Santa Ana, CA 92705-49267 "984
�(N��65#	�� : 1 (800) 456-8000

WWW: http://www.ingrammicro.com/

• Hinner EDV
St. Augustinus-Str. 10
D-81825 München
� � ��� ������"4
�(N��65#	�� : (089) 428 419

WWW: http://www.hinner.de/linux/freebsd.html

• Ikarios
22-24 rue Voltaire
92000 Nanterre� ������&��$"
WWW: http://ikarios.com/form/#freebsd

• JMC Software
� �mN����,���$"4
�(N��65#	�� : 353 1 6291282

WWW: http://www.thelinuxmall.com

• The Linux Emporium
Hilliard House, Lester Way
Wallingford
OX10 9TA
� �(N�����	��������������$"4
�(N��65#	�� : +44 1491 837010� ����� : +44 1491 837016

WWW: http://www.linuxemporium.co.uk/products/freebsd/

• Linux System Labs Australia
21 Ray Drive
Balwyn North
VIC - 3104
8vM��������iN��$"4
�(N��65#	�� : +61 3 9857 5918� ����� : +61 3 9857 8974

WWW: http://www.lsl.com.au

• LinuxCenter.Ru
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LWN . � �!N�� �����2" , 557 ������� - �#� �������UL,���
190000�
	 � ���$"4
�(N��65#	�� : +7-812-3125208

Email: <info@linuxcenter.ru>
WWW: http://linuxcenter.ru/freebsd

• UNIXDVD.COM LTD
57 Primrose Avenue
Sheffield
S5 6FS
� �(N�����	��������������$"
WWW: http://www.unixdvd.com/

A.1.3. �������
	������	��������������
�
�eN��8M�� ���	2�
�UM���&*�-'$	��������
�6������� �������3" FreeBSD CDROM, �	�. �iNPL,������� �(M�"$. ����� ��� � ���������	 ���������������SN�� � :

• Cylogistics
809B Cuesta Dr., #2149
Mountain View, CA 940407 " 84
�(N�� 5#	�� : +1 650 694-4949� ���� : +1 650 694-4953

Email: <sales@cylogistics.com>
WWW: http://www.cylogistics.com/

• FreeBSD Services Ltd
11 Lapwing Close
Bicester
OX26 6XR
� �(N�����	��������������$"
WWW: http://www.freebsd-services.com/

• Kudzu, LLC
7375 Washington Ave. S.
Edina, MN 554397 " 84
�(N�� 5#	�� : +1 952 947-0822� ���� : +1 952 947-0876

Email: <sales@kudzuenterprises.com>

• LinuxCenter.RuLWN . � �!N�� ������" , 557 ������� - �#����� ���UL,���
190000�
	�� ���$"4
�(N�� 5#	�� : +7-812-3125208
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Email: <info@linuxcenter.ru>
WWW: http://linuxcenter.ru/freebsd

• Navarre Corp
7400 49th Ave South
New Hope, MN 554287 " 84
�(N�� 5#	�� : +1 763 535-8333� ���� : +1 763 535-0341

WWW: http://www.navarre.com/

A.2. FTP � � �  ��
� 5#��&����iN���� ��� ������	���������	�� FreeBSD ")MiN�"�� ���3"1����	������ � � � FTP ��� �����iN����	yM ��� �dL(�%���)L . 7 �����
ftp://ftp.FreeBSD.org/pub/FreeBSD/ ���%��� ��'$	���	
	*� ���	2���mN������ ����� �-�	2����� �$./�)M������ ��	iN���	*	�� ��	iN������ ���iM�	
	2���	TM����6�%� ��� � ' ��	��3�
����� ����� , ��	 �PN�"8M����`M�	 � �%	�. ��	0�	��������UL,� ���3" ��������� ” �iN��$. ����	*� � ” ��� �����!N�	 ( 	 ��	���� ����	
� �eN��5M�� ���	*�)N�� ��� ������	������9L ��� ��" ������	�� - ��	�� �HM��,��	UM ��� �����!N ).
� ��� �!� ����� � '�� �������!N FreeBSD (http://mirrorlist.FreeBSD.org/) ��������	����������SN������ � �	 �����iM���� ����� ��	 ��������	��
���������!N5M � L���	UM�	2�����iM�� , �	�����	UN����)L�����5#	���� ��&��$"0M ��� � � ��	���������������"-� � DNS, �����!� � ������������������	���	 ������ ���L �SN�	UM .
� ��	��%� ��	�� 	 , FreeBSD ��	 ���iL,������������ �!����	������ � � � FTP ��	 �eN����KL��0)1�$'���� �����!N .

�
�eN��8M��[M � �����iN��

�	iNPL���� ����� FreeBSD ������� �!����	������ � � � FTP, �	�./�iNPL,�������fM�� ����������� �UN��$. ����	1��� �8M���� � ����� . � �������!N��0� �
������ ��� ”

�
� ��	UM � � ' � �������!N ” 	���������	 ��	������$. �����	iN� � �1���$'$�)M FreeBSD ( M���� �
	 ���UL��� � � ��� �
����� � �1�%	��%� ���M���������#�KN�" ����.1�
	��*���$'$����� ���iL,� � ), ����	���	 ����� �6�����PL � ���0M�	�� �%	�. ��	��UL���� �0��	iN��
	*� ����������!N�� ,

�������	iN�	�./� ����	���	fMyM���	*��� ����������� �)N��*��� ����	 ��� . 7 ����� � ���2. ��	�� ��������� � ��	2��� �$. �����	��eN��������� M������������KN�"
��������	iN�� ���	�)LWN�"���� � '-����',����� ���UL�� , ��	 �������$'*�%	�./��� ���!��� ��� �	iN���	���	����$'$�)M�� FreeBSD.

�
��� � �������

����3�
	 �����iMiN�"��0� ��	����iL,�������� �!����	������ � � � FTP, � ��� ��	���	�� � � �������	 �����iMUN�"��0����	 ���iL,*�-���)L,�����%� �%����	��
���%� .� N�" ���2. ��	���	 ��������������)M������ � �������	��*�%� ��	2�
	UM �
	 ���UL���vM � ��	�� ���2'(�	��eN�� ���%� ���-'$	 ����� .
� � �������!N�� � � � �����)M���� � ,

�
� ��	UM � � ��� �������iN�� , Indonesia, 8nM �������!N��$" , 8vM��������$" , 80����� ��������� ,

� �������mN���" ,
� �SN�����	���������������" ,

� � ��������" , � ����� �����$" , � 	�����	���� , � ����&��$" ,
� ������" ,

� �)N����,�
�$" ,
�
�eN����,���$" ,

�
���������" ,

� ���!N���" ,� �����2�
� , � ������� ,
� 	�����" , �(���iM�� , + �,��� �mN����$� � ,

+ 	��PM���� �$" , �#	iN���	1� , �#	����UL��6�!N���" ,
�
	 � ���$" ,

� L$��� ���$" ,
7 " 8 ,7 �iL���	UM�������"#80���iM��$" ,

7 ����� ��PL�� ,
7 N�	UM���&����2" � � ��)L,�iN������ , 7 N�	UM�� ���$" ,

4
���)M������ , 4 L,��&���" , � ����������� ,� ���mN�"��,����" ,

� ������&��$" , � 	��)M�������" , �#��'$�$" , �3M�� ��&������$" , �3M�� &��$" , � ����	�����" , �9. ���2"*805#������� , ���	����$" .

(as of 2004/10/26 16:33:28 UTC)

� � �������!N�� � � � �����)M���� �

• ftp://ftp.FreeBSD.org/pub/FreeBSD/ (ftp)

�
����	TM�� � ��� �������!N��

�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <mirror-admin@FreeBSD.org> ����	���	

��	��%� ��� .
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• ftp://ftp1.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp10.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp11.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp12.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp13.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp14.FreeBSD.org/pub/FreeBSD/ (ftp)

Indonesia
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@id.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.id.FreeBSD.org/FreeBSD/ (ftp / http (http://ftp.id.FreeBSD.org/) / rsync)

8vM �������iN��$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@au.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.au.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.au.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.au.FreeBSD.org/pub/FreeBSD/ (ftp)

8vM �������$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@at.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.at.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.at.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp2.at.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.at.freebsd.org/pub/FreeBSD/) / rsync)

803



�����������
	���	
A.
����� � 0�	���	 FreeBSD

8���� � ���������
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ar.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.ar.FreeBSD.org/pub/FreeBSD/ (ftp)

� ��� ���)N��$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@br.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.br.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.br.FreeBSD.org/))

• ftp://ftp2.br.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.br.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp4.br.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.br.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.br.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.br.FreeBSD.org/pub/FreeBSD/ (ftp)

� �SN�����	���������������"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@uk.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.uk.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.uk.FreeBSD.org/) / rsync)

• ftp://ftp3.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.uk.FreeBSD.org/pub/FreeBSD/ (ftp)

� � �������$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <mohacsi@ik.bme.hu> � ��	�� 	 ��	��%� ��� .

• ftp://ftp.hu.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.hu.FreeBSD.org/) / rsync)

• ftp://ftp2.hu.FreeBSD.org/pub/FreeBSD/ (ftp)

� ����� �����$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <de-bsd-hubs@de.FreeBSD.org >

����	���	���	��%� ��� .
• ftp://ftp.de.FreeBSD.org/pub/FreeBSD/ (ftp)
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• ftp://ftp2.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.de.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp3.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp4.de.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp5.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.de.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.de.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp7.de.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp8.de.FreeBSD.org/pub/FreeBSD/ (ftp)

� 	�����	����

• ftp://ftp.hk.FreeBSD.org/pub/FreeBSD/ (ftp)

� ��� &��$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@gr.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.gr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.gr.FreeBSD.org/pub/FreeBSD/ (ftp)

� �����$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@dk.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.dk.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6 / http (http://ftp.dk.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp2.dk.FreeBSD.org/pub/FreeBSD/ (ftp)

� �mN����$���$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ie.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.ie.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ie.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.ie.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp3.ie.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp3.ie.FreeBSD.org/pub/FreeBSD/) / rsync)

�
�eN����,���$"

�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@is.FreeBSD.org>

����	���	���	��%� ��� .
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• ftp://ftp.is.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

�
��������$"

�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@es.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.es.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.es.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.es.FreeBSD.org/pub/FreeBSD/ (ftp)

� ���!N���"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@it.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.it.FreeBSD.org/pub/FreeBSD/ (ftp)

� �����2�
�
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ca.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.ca.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ca.FreeBSD.org/ (ftp)

� �������
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <phj@cn.FreeBSD.org> � ��	�� 	

��	��%� ��� .
• ftp://ftp.cn.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.cn.FreeBSD.org/pub/FreeBSD/ (ftp)

� 	�����"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@kr.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.kr.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp2.kr.FreeBSD.org/pub/FreeBSD/ (ftp)
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�(���iM��
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@lt.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.lt.FreeBSD.org/pub/FreeBSD/ (ftp)

+ �,�����)N����,� �
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@nl.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.nl.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.nl.FreeBSD.org/os/FreeBSD/) / rsync)

• ftp://ftp2.nl.FreeBSD.org/pub/FreeBSD/ (ftp)

+ 	��)M�������"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@no.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.no.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp3.no.FreeBSD.org/pub/FreeBSD/ (ftp)

�#	iN��
	1�
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@pl.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.pl.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.pl.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.pl.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.pl.FreeBSD.org/pub/FreeBSD/ (ftp)

�#	����iL,�6�!N��$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@pt.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.pt.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.pt.FreeBSD.org/pub/freebsd/ (ftp)

• ftp://ftp4.pt.FreeBSD.org/pub/ISO/FreeBSD/ (ftp)

�
	 � ���$"

�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ru.FreeBSD.org>

����	���	���	��%� ��� .
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• ftp://ftp.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ru.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.ru.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp3.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.ru.FreeBSD.org/pub/FreeBSD/ (ftp)

� L$��� ���$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ro.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.ro.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp1.ro.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6)

7 �98
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@us.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp1.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.us.FreeBSD.org/pub/FreeBSD/ (ftp / ftpv6)

• ftp://ftp5.us.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp6.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp6.us.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp7.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp7.us.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp8.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp9.us.FreeBSD.org/pub/FreeBSD/))

• ftp://ftp10.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp11.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp12.us.FreeBSD.org/pub/FreeBSD/ (ftp / rsync)

• ftp://ftp13.us.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp13.us.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp14.us.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp15.us.FreeBSD.org/pub/FreeBSD/ (ftp)

7 �iL���	UM�������"#80���iM��$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <ftpadmin@isu.net.sa> � ��	�� 	

��	��%� ��� .
• ftp://ftp.isu.net.sa/pub/mirrors/ftp.freebsd.org/ (ftp)
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7 ����� ��)L,�
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@sg.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.sg.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.sg.FreeBSD.org/pub/FreeBSD/) / rsync)

7 N�	UM���&�����" � � ��)L,�iN������
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@sk.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.sk.FreeBSD.org/pub/FreeBSD/ (ftp)

7 N�	UM�� ���$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@si.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.si.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.si.FreeBSD.org/pub/FreeBSD/ (ftp)

4
���)M������

�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@tw.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp2.tw.FreeBSD.org/pub/FreeBSD/) / rsync)

• ftp://ftp3.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp6.tw.FreeBSD.org/))

• ftp://ftp7.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp10.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp11.tw.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp11.tw.FreeBSD.org/FreeBSD/))

• ftp://ftp12.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp13.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp14.tw.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp15.tw.FreeBSD.org/pub/FreeBSD/ (ftp)
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4 L,��&��$"

• ftp://ftp.tr.FreeBSD.org/pub/FreeBSD/ (ftp)

� �����������

• ftp://ftp.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.ua.FreeBSD.org/pub/FreeBSD/ (ftp)

� ���mN�"��,����"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@fi.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.fi.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.fi.FreeBSD.org/pub/FreeBSD/ (ftp)

� ������&���"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@fr.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.fr.FreeBSD.org/pub/FreeBSD/ (ftp)

�0	��PM������$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@hr.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.hr.FreeBSD.org/pub/FreeBSD/ (ftp)
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�#��'$�$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@cz.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.cz.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp.cz.FreeBSD.org/pub/FreeBSD/) / rsync)

� M�����&������$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ch.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.ch.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.ch.FreeBSD.org/pub/FreeBSD/ (ftp)

� M���&��$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@se.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.se.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.se.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.se.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.se.FreeBSD.org/pub/FreeBSD/ (ftp / http (http://ftp5.se.FreeBSD.org/) / rsync)

� ����	 ���$"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@ee.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.ee.FreeBSD.org/pub/FreeBSD/ (ftp)

� . ����"1805#�������
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@za.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.za.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.za.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.za.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.za.FreeBSD.org/pub/FreeBSD/ (ftp)
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���	�����"
�
�eNPL������ ���	��iN��6� �	�./�iNPL,������� �(M�"$./����� ��� �!� �
�%����������������	���	�� <hostmaster@jp.FreeBSD.org>

����	���	���	��%� ��� .
• ftp://ftp.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp2.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp3.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp4.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp5.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp6.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp7.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp8.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

• ftp://ftp9.jp.FreeBSD.org/pub/FreeBSD/ (ftp)

A.3.
� � � � ��� � � �

CVS

A.3.1.
��� ��� ��
���

8���	 ����� � � � CVS ( � �SM�������� � �*�����$./� ����� , anoncvs) ����	yM�	 � �%	�. ��	 ����� , �������	 �����iMUN�"�� � ��"0L,���mN��������%� CVS,
�	 �����iMUN�"�� �����%� � FreeBSD �PN�"������$'$��	 ��� � ��&���� �`L��
�!N�� ��� ��� CVS �����	 ������	������6� . �#	��%���%	0���	
����� 	 , 	 �
�	��\M�	iN�"���� �	UN���� 	UM������(N�"�� FreeBSD ��� � �����&����!N�� � � '(����)M��mN�� ����� ( ������iM����%�-��	UN�����	 ��������� ����� )M�� �	UN��$"���� CVS 	��� ����&���� ��� 	2���	�� � �!	�5#��&����!N�� � � ' anoncvs ��� �)M�� ��	UM����	�� ����� FreeBSD.

� N�"
�����	UN���� 	UM������$" ����	��5M�	��6�%	�. ��	 ����� , ���	 ����	nL ��������	TM������ ������ �%� ���)L�� CVSROOT ��� ��	�	��iM�� �����UMUL��0)1��� ��� �)M�� �
anoncvs, MUM����������!	���)*� � �SM�� ����� � �(�����	iN�� ”anoncvs” M0	��iM�� � ���0������SN�� 	1� ����� ��	�� ���,� � cvs login, � �6�����6�
�����	UN����\L,����� cvs(1) �PN�"(��	����iL,�� �*��� �	�� ����	������ ����� �1	�� ������	��dLyN�	 ���!N�����	��dL CVS.

�	��
�����������
: ������������� cvs login ������ �����!#"%$'&��� (��)+* , *���&(��)	,%-%��.%������/0"1�#)�!2��.�$��� �*�-3��4#*#*5���6�%"� �.3"� �" CVS .879��:()�"

�;*���"���"�� .cvspass .;<3��$(��)#��=>" HOME. ?#��)	*9@%$���$;7;��:()A��"8��B�C8"3��$D.�B�"%$ , .�/�����E9"�$("'&(��)�B�F#*�$D,G�%�H��I�C8"���*�"J�HI
�#K9*�I�<�";&� �*2&�"� �.����L-3��&�B���<�" cvs login. MN (�D�%$��2�%�H-�����:�$("9&�B��%$���:979��:�) .cvspass *O&(��&� (��I�B�:�$("J"HC8"; ���- .

�0	���"1�%	�. ��	 ������� ����� , ����	 ��� �)M��� � CVSup � anoncvs M � �	iN�$"��0�9M �(L,)���	 �����*�	�'$	�./��� 5hL�����&���� , �������
��� � ��	iN�� ��	�	��!N�������� , ��	���	�� � �!�%	��SL,���	TMiN��$"���� ���9M�� ��	��-�%����	2�
� ������',��	 ��� �6��&���� . �#	 �SM�	�� � �(L,��� , CVSup
��	���� �3�
	���	UN���� � 5(5#� �����)M���	������	iN�� �SL,��� �������\M�� � ��� �SL��� � , �1� � �KMTL�' � ���$'-���	�������� � 	 �-��	UN����
�������SN)N�� ���iL$�!N�� � , ��	 � � ��� 	�� 5(5#� �����)M ��	 ����������$'$	2����� �3"*mN
��������� .

� 	 - �� �)M�� ' , �PN�"*��	���	 , ����	������	�")M��mN
�����M�	��6�%	�. ��	������ '$	���������	 - ��	0�	UNPL�������� ������� �%� ��	2��	�� , CVSup �	��������UL,� ���3"5L ��������	TM������0� ��� ������	������
���� &����!N����)L�� ���	�� ����� �dL , �nM�	 - M���	�� � ' , ����	�� CVSup �	 �SM�	UN�"���� �����$'$��	 ��� �6��&���� ��	iN�����	���	UM�	iN�� ��	
��	iN���	*��' ��� ����� �*����'$	2�� � '(��� ������	UM , ��� � �fM����6��� ' � ��� � 	 �#P ��Q - � .

Anoncvs �������	����)M �%	�./���0����	UN���� 	UM������ ��"��PN�"-�	UNPL���� ����" �����*	2���	���	�5(���mN�� , �����1�5M������*���	�� ����� ���
( ����������%� � ls �mN�� grep), � �	��%	�)*�
� � � �ON������������ "1�%	2�KLWN�" CVS.

� 	��������	 , anoncvs '$	���	�	*	0�	2��'$	������
��	iN�� ��	0����*	��������&��$"$' ��������� ����� CVS �����	�������	�����" , �	�� ��	��dL#���eN��8M�� �����%�����\M���� ��� ���0���	�� �\M�	2�
�����N�	����iN����PL � ��� � ������	����PL9M 	2���	�� � �!�����	 ������	������\M0���	�� ����� FreeBSD, M���� �	2�
	��,��� �0��	UN�����	 CVSup.
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A.3.2. � ������������� � ���
��� ��� � ����� � ��� � CVS
+ ��������	������ cvs(1) �PN�"-�����	UN���� 	UM������$"-����	������ ��	�� 	 CVS �����	 ������	����$"-	 � ��������� �vL ��������	UM �)L ������6�%� ����	��
	����)L�./� ���$" CVSROOT ����	������*� � anoncvs �����)M�����	TM0���	�� ����� FreeBSD.

+ ���%	��%� ��� �������������$" ����	���	
��	��)L$�%� ����� �
	 ���UL��� � �eN��3�KL��0)1��� �����PM������ :
• 	�
��� ��� Q : :pserver:anoncvs@anoncvs.at.FreeBSD.org:/home/ncvs (

�
���	iN�� �SL,����� cvs login �8MUM��3�������N�� ��	��-�����	iN��9M0	��UM���� ����������(N
� 	*� ����� .)

• � ��� � P � Q : :pserver:anoncvs@anoncvs.fr.FreeBSD.org:/home/ncvs (pserver ( �����	UN�� ”anoncvs”), ssh ( �����
�����	iN�" ))

• � 	 � - � ��� Q : :pserver:anoncvs@anoncvs.de.FreeBSD.org:/home/ncvs (
�
���	UN����\L,����� cvs login �8MUM����������

�����	iN�� ”anoncvs” M0	��UM���� ����������(N
� 	*� ����� .)
• � 	 � - � ��� Q : :pserver:anoncvs@anoncvs2.de.FreeBSD.org:/home/ncvs (rsh, pserver, ssh, ssh/2022)

• �!, � ���Q : :pserver:anoncvs@anoncvs.jp.FreeBSD.org:/home/ncvs (
�
���	UN����\L������ cvs login �5MTM��3�
�����

�����	iN�� ”anoncvs” M0	��UM���� ����������(N
� 	*� ����� .)
• ��
 	 P � Q : freebsdanoncvs@anoncvs.se.FreeBSD.org:/home/ncvs ( ��	UN�����	 ssh - ��� � �����	iN�" )

• ����	 : freebsdanoncvs@anoncvs.FreeBSD.org:/home/ncvs ( ��	UN�����	 ssh - ��� � �����	iN�" )

• ����	 : anoncvs@anoncvs1.FreeBSD.org:/home/ncvs ( ��	iN�����	 ssh - ��� � �����	UN�" )

�#	 ����	iN�� �)L CVS �	��\M�	iN�"����vM � �	iN�������� ”check out” �������������� �����0N�� ��	��5M���������1���3'$	2��� � '(��� ������	UM
FreeBSD, ��	���	�� � � ��	��3�
� - N�����	��SL�)1� ���iM�	TM��!N�� ( �mN�� , M ��� ��	���	�� � ' �(NPL����2"$' , �TL��#L�� �(L,)*�����iM�	UM������ ), M����
����	���'$	2�����%	��	�� ������	��%�������3" � 5yN���� 	�� cvs(1) �PN�"*���SM�� ����� (-r) � � ��������%���������%� , ��	���	�� � � �%	��\L,����� ���
�����	UN���� 	UM���� � � � ����� 5yN
����	��zM0��� �	�� ����	������*���	�� ����� FreeBSD.�
�����0�KM��vM��$�
����� ��	TM , ��� ���1���SM�� �����*�*��� ���5M����iM���� .

4
� ��� ���SM�� �����*	��iM�������0� �6��	�����3�
�(N�� ���)L�� ���\M�� � ��� .

� '
� ������� ����� 	 ������� ���3"1�����. ����� � ��	���$"5M0��� ��� .

4
� ���5M����iM���� ��	��	������UMiN�"�� ���3"-�	��eN������� �*���\M�� � ���

	���������(N�� ����	��0M�� �iM��*��� � ������	������ , MvN�� ��	��*�%	��%� ���nM���� �%� ��� . �#	�����	UN����)L���� ���5M����iM���� ��� ��	��	������UMiN�� � �
������	�� - ��	�	�����3���SN�� ����	��1���SM�� ����� , � �iM������0	����*�%	��SL,�0	 � ����������� ��	TM ���6� ���!��	 , ����	 ����� 	2��$" .�
� ��� . A.6 ��	2�
���$./��� ����� �*���\M�� � ��� , ��	���	�� � � �%	��SL,� �6����������������	UM������0�	iN�� ��	TM������(N���� .

� $"�����./� , ���-	������1� �
���$' ��� �	2��'$	������ �KN�" ��	UN)N�� ��&����*�	�����	TM , �	�����	UN����PLyM ��	iNPN�� ��&����*�	�����	TM ��� �0��� � ��	�	����������$"(���\M�� � ��� .�
�eN��8M��[L������ �fM�������� �����qM�� �iM�� , ��	0	���������	0�	UNPL������ ��� �	��eN��������� M�� ������� 5(���mN�	UM�����	��0M�� �iM��1��� � ������	������ .�
�eN��8M�� '$	��������!�	iNPL�������� ����3� �!�#L�)8L�� M���������� , � ��	#�%	�. ��	 �3���(N
�����0PL���� �bL������ �����$"��
����� 5yN���� 	�� -D������� . � ������������� ��� ��������������&�� ������iM�	
��������� cvs(1) � � ��	UN���� �	2����	�����	��(����5#	���� ��&������ .

A.3.3. � 	���� ��	��
�0	���"*������3� ��� � , ����� ����	 - ��	����SN������ , ��� ��	��%� �,�KL,��� �3"*�	UN���	������
� ���	
��� ����� ������������&)L ������iM�	���������� cvs(1),M�	�� ��� � ��	iN�� ��	 �����������$'-������%� ��	UM �����	iN�� ��	UM�������" Anonymous CVS:

 "!$#&%(')!
A-1. *"+-,/. '10&'12$#&'436587:9;# + -CURRENT (ls(1)) <>= 5 <�. '�7:?A@CBD#&%E?F7G9 . '12$#&'H% :

% setenv CVSROOT :pserver:anoncvs@anoncvs.FreeBSD.org:/home/ncvs
% cvs login
At the prompt, enter the password ”anoncvs”.
% cvs co ls
% cvs release -d ls
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% cvs logout

 "!$#&%(')!
A-2. * <�= 5 . � + 5 , 9 26#&' SSH

7 .�� # +-,/. ')0&'12$# � 7G'1!6' , 9 src/:

% cvs -d freebsdanoncvs@anoncvs.FreeBSD.org:/home/ncvs co src
The authenticity of host ’anoncvs.freebsd.org (128.46.156.46)’ can’t be established.
DSA key fingerprint is 52:02:38:1a:2f:a8:71:d3:f5:83:93:8d:aa:00:6f:65.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added ’anoncvs.freebsd.org’ (DSA) to the list of known hosts.

 "!$#&%(')!
A-3. *"+-,/. '10&'12$#&' ls(1)

# +4, '�� , #C7 .�� 3.X-STABLE:

% setenv CVSROOT :pserver:anoncvs@anoncvs.FreeBSD.org:/home/ncvs
% cvs login
At the prompt, enter the password ”anoncvs”.
% cvs co -rRELENG_3 ls
% cvs release -d ls
% cvs logout

 "!$#&%(')!
A-4.

� 5 + 7:9 26#&' <�= # < 369 # + %('126'126#�� ls(1) ( , , # 7:' unified diff)

% setenv CVSROOT :pserver:anoncvs@anoncvs.FreeBSD.org:/home/ncvs
% cvs login
At the prompt, enter the password ”anoncvs”.
% cvs rdiff -u -rRELENG_3_0_0_RELEASE -rRELENG_3_4_0_RELEASE ls
% cvs logout

 "!$#&%(')!
A-5.

 5 # < 3 7G5 < � ? = 2�	�
C#&%(')2"%(5 7:? . '�� :

% setenv CVSROOT :pserver:anoncvs@anoncvs.FreeBSD.org:/home/ncvs
% cvs login
At the prompt, enter the password ”anoncvs”.
% cvs co modules
% more modules/modules
% cvs release -d modules
% cvs logout

A.3.4.  	��:� ��� 	�� ����	��&�
� � �SL���� ����� CVS �%	��SL,�0�	��%	���� �eN��3�KL��0)1��� ��	��	UN��������(N�� � � � �����(L,��� � :

• ������� �����*�	 CVS (http://www.csc.calpoly.edu/~dbutler/tutorials/winter96/cvs/) 	�� Cal Poly.

• CVS Home (http://www.cvshome.org/), ��	�	���)*� ���iM�	0��� � ������	������(�1�	2�������$. ��� CVS.
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• CVSweb (http://www.FreeBSD.org/cgi/cvsweb.cgi) ����	yM�� �0����������5#� ��� � CVS ���	�� ����� FreeBSD.

A.4. � ��� � ����� ��� � � � � CTM
CTM � ��	��%� ��	2� ������',��	���� �6��&����0L��
�!N�� ����	���	 ��� ���SM�������'$	2�� � '(��� ������	UM � &�� �������iN���� ��� .

�
�*� �ON

��� � ������	��������PN�"*�����	iN�����	TM������$" � ��� ���SM�	�� ����'$	2�� � '(��� ������	UM FreeBSD, '$	���"1�%	�./��� ��� ��� �	iN�� ��� �-�(�KN�"
���)L,���$'(&��SN���� .

+ � � ����� � �1�%	��%� ��� �SL�)1� ���iMUL,���0	���� ��� ���6� ��	�� 	 ( � �eN��*	����fM�	�	���)1� �(L,)1� ���UMUL,��� )
��	��)L$�%� ������&����*�	 ���	�&�� � �(L ��	 �3�
�����$"#���SN������ - 5(���mN�	TM (deltas, ��� � ����&�� �%��. �KL(���%� �0)1���%���3" �
�����iL$�iN���� ���%�*���3'$	2��� ���%�*��� ���������%� ), �	
����	��dL�	������������������9M �������	 �*��� � � �ON��� ctm-users
(http://lists.FreeBSD.org/mailman/listinfo/ctm-users) � � �
	��	UN��������SN�����	��-����5#	���� ��&������ , � �(N�� �6�2'$	��������
�����	UN���� 	UM������ CTM �PN�"-���)L,���$'(&��SN���� .

A.4.1. 	 ��
�� � � � � � �� ��� � � � �G� �� ���G����� CTM?

CTM ��	��3� ����� �PN�"5M����+N�	����iN����)L�� ��	����� ����',	��� � '(��� ������	TM FreeBSD.
7 L,)*�����iMTL,���0� ��	�./� ���UM�	

��� � ��	UM��,���	������ ���������\M��0���3'$	2��� � '(��� ������	UM . � ��'$	���������N��8M�� �	���������. �)M������9M ��� ��� ���SM�	 CVS �)N��*��	UN�����	
	2��)L#� �qM�� �iM�� � , CTM �%	�./��� �������	 �����iM������nM����zM���� ����	���'$	2�����%	�� . � �(N��>M�� ������������	�������� FreeBSD, ��	nM�� 	1�
��	���������� ����� �	 TCP/IP ��� ��� �������iM�� ����	�� �)N��*	����(L,�����iMUL,��� , �mN��*./�HM � ���	 ����	 ',	�������� , ����	������ �6�%� ��� ���$"
�iM���	�� ��������� � ���-	�������UMiN�"mN�����nM���� , CTM ����������� ������� �#�KN�"5M�� � . � ��� �	��������UL,� ���3"-�	UNPL�������� ��	�������'
� � �%� ��� �����5M �
� ���0�PN�" ��������	iN�� � �������)M�� � '�M����iM���� .

�
���*�UL��KL,��	�������UMiN�"������3"0M���� �	 �(N�� ������	 ����	��-�	������ .�

� �6�%��� ��	�����	TMiN�� ������M��������
� �	������ �$./�)M����0����" ��������	iN�����	0� �iN ���%� , ��������	iN�� ��	 ����	9M�	�� �%	�. ��	 .
�
���

	���������	0�%� ����	*� 5K, '$	���"��eNPL�����������" ( ��� � � �������3"���� ) ��	�������� � � � 10-50K �5M���� � "*	��nM���� �%� ���#�
�2./� 100K
�mN��*��	iN��
	*� .
� ��� ������. �!�	��������TL,������"0L � ������� 	 ��� �SN������ � '(	���	���� ����	 ����"$'�������	�� � �����	 �����3�����iM�� ����	 � ����',	��� ���%�
��� ���������%�8M ��� ��������	������ , M��%� ����	0� 	���	TM�� '(���SN�� ��	TM . � ��	yM���� ������	 �����*	�����	 �������3"��5M�� ��	��)L�����',	��� � '(��� ������	TMM����UM�� -CURRENT.

�
� ��	��%� �$�KL,������"1���	
��� ����� � �����������!N + ������������� � ������� ��� � ������	���	 � .

A.4.2. � � � � ����	���� ����� ��� � ��� ��������������� � ���
��� CTM?
� ��� �	��������TL � ���3"-�KM��HM���)1� : ���	�� ����� � � CTM �*����',	��� � � ��� ����� � , ��	���	�� � � �������TL�� ���3"-	�����	TM������ (�
	
�����iL$�iN�����	���	 ��	 ����	�"�����" ).

�#��	�� ����� � � CTM � �ON�� ��� �����
� FreeBSD M ���`M���� � " �!�%	��%� �����9M�� )L ���������SN�� � � 2.0, 	 �������2'$	2�������3"0M
�������iN�	�� � /usr/src/usr.sbin/ctm, ���eN��0L�M���� ������� ��	���$"*����'$	2�� � '(��� ������	UM .�
�eN��8M�� ������	������ ��� �HM�� ������� � FreeBSD ��	 2.0, �%	�./� ��� �	iNPL��������������iL$�!N�� � � � ��3'$	2�� � � ��� ����� � CTM

�����	������������UM�� ����	 � :
http://www.FreeBSD.org/cgi/cvsweb.cgi/src/usr.sbin/ctm/

”
� �SN������ - 5(���mN � ” CTM �%	��\L��0����$'$	2�
�����0�KMUL$� "-)L,�2"��%� , ��� ��� � FTP �mN�� email.

�
�(N��8LhM���������������	 ���iL, �

������� ���������	 FTP, �
	 ���UL��� CTM �%	�./� � � � ���0�	UNPL���� � ������� � �(N��3�#L � )*��� FTP ������� � :

ftp://ftp.FreeBSD.org/pub/FreeBSD/CTM/

�mN���� ��������	UM � � ������ ��� � �������!N .

� ���,�
����� �	 FTP M ��	�	��iM�� �����iMTL��0)*��� �������!N�	�� �*���	���������� 5(���mN README.�
�eN��8M�� ����3���	
�������������!�	UNPL������������(N������ - 5(���mN � �	 �	������ :
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�#	2�����	*��������� ����	������*� � ���������	TM0��� �����	 ����������� ���$" CTM. ctm-cvs-cur
(http://lists.FreeBSD.org/mailman/listinfo/ctm-cvs-cur) �	���������. �PM���� �nM���� �
�����\M�	 CVS. ctm-src-cur
(http://lists.FreeBSD.org/mailman/listinfo/ctm-src-cur) �	2����� �$./�)M������ �(N��UM��)L���M����iM���������������	������ . ctm-src-4
(http://lists.FreeBSD.org/mailman/listinfo/ctm-src-4) �	2���
���$./�)M������nM����UM�� 4.X, �-� .� .

�
�(N��8M � ����� ��������� , �����

�	2������������ ��" ��� �������	 � , ����. �%����� ��� � � �ON��PLyM ��	*� �mN�� ��� � � �ON��)L http://lists.FreeBSD.org/mailman/listinfo, �
� ����� � ��� � � �ON��)L ��	�	��iM��������iMUL�� )*��� 	 ���������� .

7 ����������&�� ������������	iN�. ��� ��	������$. �����nM���� ����	���'$	2������� �
���������)L���&����1�	 �	2��������� .
� 	��3� �fM�� ��������� ��� �	iNPL��������0	�����	TMiN�� ���$" CTM �	0�	
����� , �����	iN�� �SL,����� ���	�������� �dL ctm_rmail �PN�"
�����������	TM����(�1������%� ��� ���$"*	�� ��	UMUN�� ����� .

� � �%	�./� ��� ����	UN���� 	UM������ ���	�������� �dL ctm_rmail
�����	������������UM�� ����	0� � /etc/aliases, ���eN��*'$	�������� �	UN���	������
� �iM���	�� ����� � ����	UM������0���	�&�� � � . �#��	
���������
������������&)L ������UM�	���������� ctm_rmail � ��	iN���� �	2����	�����	��(����5#	���� ��&������ .

�	��
�����������
: � ��"8-3��.�*���*��+�D��$D*9�H$ ��&(�H�%�HIH�5&(��)�B�F�"���*(!2� " )+,�$(� - 79��:�)#�#. CTM, .3����&(��$D �"%I�B�"�$(��! &(����&�*���<3�2��� ��&�*��%�#<

 ����3��/+)	<H* ctm-announce (http://lists.FreeBSD.org/mailman/listinfo/ctm-announce). � I�B��#B�C8"�� @%$���$;��&�*H����<
�%$(����"%$ "��+*����%$D.3"�����/ � ��"3�%$���� , = ��"GI�B��#B($ ���(�#����*� (��.%��$D,%��!O��&�"� ���4#*�* , �H$D�(�H��!	C;*�"3��! <8��*H��$("���" CTM. �0��E5��*�$(";���
�3��/�)	<%B2.�/ K8";*9��)�"��#B�:�$(";*����%$D �B�<H4#*(! � �#)�! &(���+&�*H��<H*2���6@�$3B5 ����3��/+)	<%B .

A.4.3. � ������������� � ���
��� CTM
� � ��	 � � � 	��&�

�#�������1��� � , �����8M�� � �%	�./����� ����������� �����	iN�� ��	UM�������� ���(N������ - 5(���mN�	UM CTM, �	������ �UL,������"-	�����3���SN������
���3'$	2���)L�� ��	
���)L��PN�"1�	 �(N��3�KL�� )*��� 	��$'-������%� ��� ���$" .7
��� ���iN�� �	������ �UL,������"*	�����3���SN������ , ����	yL�./� ���%� ������" .

� �2. � � �1�%	�./��� ��� ������� � ” )L ����	���	 ” (empty)
�������iN�	��6� . � � ��	UN�. � �������	iN�� ��	TM������!���(N������ - 5(���mN ”Empty” �PN�"���	��3� �����$"(�	������ �$./�)M���� �%	�� 	 CTM ��� ���SM�� .
�yN��������)L,������"-���������	 ����������� ����� ” ����������	TM�� ' ” ���(N������ - 5(���mN�	UM ��� CD, ��	 ��� �
����� � �1�%	��%� ����� ��	 ���
���(N���������" .

�#	 ����	iN�� �)L��
�����\M�	�����'$	2�� � '(��� ������	UM#�%	�./��� ��� ��� 	���� � �%	��zM���� ��"������ �%���6��������� , ��������	
���������SN�����	
��� ������� � ��������' - ��	vL�./� ���%��0)1�$'��3"-��� ������	UM . � �eN��0LhM���� ������� -RELEASE CD, ����������PL�����������',	��� � ����� ����� �
� ��� ��	 . � ��	 � ��� � ���0	���� �6� ��������
�iM����6��� '0�
����� � ' .
� ���%	�./�����!�������	�� ������� ” ����������	TM�� � ” ���SN������ - 5(���mN-�	 �����dM�	iNPL X, �
	����UMiN�"��6�%	��dL � ��	��%���)L ( ����������%��� ,
src-cur.3210XEmpty.gz).

� ��	 � ������� �������� ���3� X ��	�	��iM�� �����iMTL,�������%� �0)1��� �3"*��3'$	2�� ��� ��� �������� . Empty
����	 )L ����	�� �������!N�	�� . � ���-����UM��mN�	05(���mN � Empty ��	 �3�
��������" ������� � ���2. � � � 100 �
�(N������ - 5(���mN�	UM . � ��.1�#L
���	���� � , � ��� 5(���mN � ��	iN��
	*��� ! � � 70 ��	 ;) �%��� ���������vL,�����	UM������ � ' gzip �
����� � ' ����	 	�������� � �*��� �6�%���#�PN�"
XEmpty.
� ���-��	UN�����	nM�� �	iNPL����mN��*	 � ��	UM ��	����
�(N������ - 5(���mN , �	������ �UL��0� �3"-�����$./�HM���� �
�(N������ - 5(���mN � �
�	 �(N��3�KL�� )*���%����	��%� �����%� .

A.4.4. � � � ���N� ��� � � �� ��������������� � ������� CTM
� N�"-������%� ��� ���$"-���SN������ - 5(���mN�	TM , ���	�����	9M�� �	UN�������� :
# cd /where/ever/you/want/the/stuff
# ctm -v -v /where/you/store/your/deltas/src-xxx.*
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CTM ������	������ � � �
�(N������ - 5(���mN
���%� , L,�����	UM������ ���%� � �	��%	�)*�
� gzip, �	
����	��dL�M���� ��� �������TL�� ���3"-��'
�����������	TM��fM������ .

�0	���"5M����������	�&���� ����	UM�	iN�� ��	 ��� ��	������� � , CTM ��� �TL������ � � �%� �$"����0�������\M�	���3'$	2�� � '-��� ������	UM . � N�"
���	UM��������#���(N������ - 5(���mN��fM � �����$./� �%	�./����� �����	iN�����	TM�������5yN���� -c, CTM ��	iN�����	 ���	UM���������&��(N�	 ������	 �����
���(N������ - 5(���)N����������$./�!����	 ������%� �����%	������ ���SL�)1� ���iMUL��0)1��� ����',	��� ��� ��� ��������� .

� ��	nM���� . � �2. � � �-����� �	 �eN�� �	UNPL���� ����"#���(N������ - 5(���mN
� , � ��)L ����������� CTM �KN�"*�	���������./�����$"*��3'$	2�� � '
��� ������	UM9M������iL$�!N�����	�� ��	 ����	�"������ .
+ �`L��
�!N�"������ ���(N������ - 5(���)N � , � �eN��-�$' �eN�	�. ��	 �6��� �)L ������� ��)1� ����� . � �[M�	�� �%	�. ��	 � ��'$	�������� ��	�'$�����������0��' ���M �3"������ �eNKL ����� .

�
�eN��>M����%	�. � ��� ��	�'$����������� �$'(��	iN�����	 ��� �
������� ��� , �����	UN����\L,����� �KN�"���	 �3�
�����$" ��	�����

fdwrite.

A.4.5. � ����	������������ � ����������� ��� �:�:� ��������� �
� ���-������������	�� ������M �|M�	 � �%	�. ��	 � �2'$	�������� �	�� ������ �����%� ��������	TM������0�1� � �%� �������#5(���mN �[M���� ���SM�� ����'$	2�� � '
��� ������	UM . CTM ���%��� �0	�������������� ���)L�� �	������ �$. �)LhN�	����!N�� � � '�� � �%� ��� ����� : �������� ���	UM�� ����	�� ���!N������$"15(���mN��
foo, ���������!N������	UM����$"�� ���3" foo.ctm.

�
�eN��1	��-������(L,�����iMUL,� � , CTM �TL��
���0������	�������� � ����� M��%������	 foo.4

����	�� �	UM��3��� ����� 	��������� ���)M������ ���	 ����	��1)L,��� �	2����� �$. ���0N�	����iN���� � '#� �6�%� ��� ����� : ���	�����	 ����	�����PL������
5(���mN � , ��	���	�� � �HM � '$	�������� � �6�%� ������� , M�5(���mN � � ��	�	��UM���� ���iMTL � )*���%�*���%� �����%�*� �(L$5(5#������	�� .ctm.

� �
�%	�./����� �(M�	���	2���	 � � �%� ��"���� ��	2� , � CTM �UL������ �	2�������$./�)M�������5(���mN � .ctm M �����iL$�!N�� ��	�� ��	 ����	�"������ .

A.4.6.  	��:� ��� � ������	�� ��� � � � �G�:� �� �������� CTM

A.4.6.1. ���
	�������������������������
� , �������
	� !�#"%$�&$��(')�*�*	%�
�%$��* +��"
�%�,�-���%������.
� ���%	�./�����!	�����3���SN������ ������	��*� � �%� ��� ����� , ��	���	�� � � CTM M�������� �nM0��3'$	2�� � � ��� ����� � , �����	iN�� �SL�"
��������%����� CTM -l.

� ��	0�	UN�� � ��	 , � �eN��5M�� '$	��������!�	2�������$./�)M������nN�	�� � � �%� ��� ����� , M � �	iN��������0����3�KM����������(N�� �)L�� �)N��
�	 �(N��3�KL�� )5L�� 	���������	����)L � � �%� ��"�� ��� '*5(���)N�	UM , �mN��*���eN��8M�� ���	�����	 ��� � ��	���	 ���������	��,�
�!N���� � .

A.4.6.2. /0��'-1�������2	���')��	����
 43����,���5�����%	���6��"
���
�)���������%.
�
��	����
�OM���� �%	�./�����	 ��� �
	�������� ��" �3���(N������0��� ��� �)M�� � � ��	������M ����'(5(���mN�	TM , ��	���	�� � ���TL��KL,��� � �%� ��� � � CTM.7 ��������%������	�� -B backup-file CTM M�� �	UN������ ��� � ���)M ��	�� ��	������	UM��������HM ����'�� � �%� ��"�� ��� '

���(N������ - 5(���)N�	�� CTM 5(���mN�	TMvM backup-file.

A.4.6.3. �#78	%�����59����
���#��",�%�
�)�����
�5�:���;��
�
	���&�)���%���
 43<�=�������
�
�
��	����
� ��� 	���'$	������%	�	������������������ ������	��-5(���mN�	TM , 	�����	TMiN�"��6��� ' CTM, �mN��-�
�2./�
� � � ����� 	�����	UMiN�� �����

��� � ��	iN�� ���$'(	�����3���SN�� ��� � '-5(���mN�	TM .
� ���%	�./�����qL,����iMUN�"���� ������ ��	�� 5(���mN�	TM , � ��	���	�� ���%�*�TL������0������	�������� CTM, )L,��� ��L���� �6�����$"
5#�mN������)L��0)*��'#�����SLWN�"���� � '0M�� ����./� ������� ��������%� �������%� -e � -x.+ ��������%��� , �KN�"*� �\MiN�� ��� ����" �(M���./��� ��	����� lib/libc/Makefile � � ��	iN)N�� ��&�������	�'$������� ��� � '
���(N������ - 5(���)N�	UM CTM, M�� �	iN�������� ��	�� ���$�KL :
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# cd /where/ever/you/want/to/extract/it/
# ctm -e ’^lib/libc/Makefile’ ~ctm/src-xxx.*

� N�" ���2. ��	���	9L���� � ������	���	 CTM ���(N������ - 5(���mN�� , ��������%� ��� � -e � -x ������%� �$"�� ���3">M0�	��$",����!�$'�� �2�
�����$"0M
��	�� ���,���	�� ������	���� . � ���mN 	������������ �fM���������" CTM ��	UN�����	0� �(N��-	 �*�	��%�����������" �����1�	2��'$	���"�)*���*�	 �(N��
	���������	�������M�����'(��������%� ����	TM -e � -x.

A.4.7.  � ������� ��� ��� � � ��� � � ��� CTM

� ��� ��� mN
����	TM :
•
�
���	iN�� ��	TM������ ������	�� - ��	�� �qM��,�
	UM �UL,��� ������5#������&����0M ��������� �%� CTM, �	��\M�	UN�"��0)1���-	�� �����PL�./� �����

�	������SN���� � '��
��� CTM.

•
� 	�������	�������� ��������%����� � CTM, �	 � ��	iN����)L#	����*�%	��\L��9MUM�� �����0M �6���iNKL�. ��� ����� .

A.4.8. ���&�������
7 L�)1� ���iMUL,��� ������	��#���SN������ - 5(���mN�	TM �(�PN�" ��	iNPN�� ��&���� ports, ��	�������� ��� � � ��� �dL(�	 ������� �����8M�����	�� .

A.4.9. 	 ��	 ����� � CTM

CTM/FreeBSD ��	����iL,�� � ������� � ����	 ����� � � � FTP � ���$./������)M������ ��� � '����������!N .
�
�eN��8M��[M � �����iN��-�	UNPL���� �����

CTM ��� ��� � ����	������ � � � FTP, �����	iN�� �SL,����� �iN��$. ����	*��� �5M���� ��� �)M�� � .
�
�(NPL������HM�	 � ��������	UM�� ���$"-���	��UN�� � 	������������������nM ������	��*����� � �ON���� ctm-users

(http://lists.FreeBSD.org/mailman/listinfo/ctm-users).

California, Bay Area, 	�5#��&����!N�� � � �-������	��������

• ftp://ftp.FreeBSD.org/pub/FreeBSD/development/CTM/

South Africa, ��� � ���)M � � � ��� �)M�� �#�PN�" ������� � '#���(N������ - 5(���mN�	UM

• ftp://ftp.za.FreeBSD.org/pub/FreeBSD/CTM/

Taiwan/R.O.C.

• ftp://ctm.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

• ftp://ctm2.tw.FreeBSD.org/pub/FreeBSD/development/CTM/

• ftp://ctm3.tw.FreeBSD.org/pub/FreeBSD/development/CTM/
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�
�eN��8M�� ��� ����	0N��1�iN��$. ����	*� ��	��8M���� � �������!N�� , �mN�� ���������!N�	 �����	UN���	 , �	����	��UL,�����`M�	����	UN���� 	UM��������3"

�	���� ��	�� , ����������%��� alltheweb (http://www.alltheweb.com/).

A.5. � �����*������� ����� � � CVSup

A.5.1.
��� ��� ��
���

CVSup � ��	 ������ �����	�������� � ��	�� 	0	���� ������� ���$"#�PN�"*���������	������������ ���$"-�*	�����	TMiN�� ���$"(���3'$	��� � '(��� �����	TM �
	 ����	UM���	���	 �����	 ������	����$" CVS ���vL��
�iN�� ����	�� ��� �)M�� ��� . � �3'$	2�� � � ��� ����� � FreeBSD �	������ �$./�)M����0����"5M
�����	 ������	������ CVS ���0&�� �������!N�� ��	��1� � 	*����� ��� ��������	������0M � �!N���5#	�������� .

7 �	��%	�)*�
� CVSup �	UN���� 	UM������(N��
FreeBSD N���� ��	 �%	��\L,�0�	���������. �PM������ ��	�� ���UM�� ��� � � ����'$	2�� � � ��� ���� � M �����iL$�!N�� ��	�� ��	 ����	�"������ .

CVSup �����	iN����SL,� ����������� � �fM���� �dL�� ��� �A�
	 � 
 �
�� ��� (pull) �%	2���SN��0	�����	TMiN�� ���$" .
�
����	�����"-�	�� ��	�� �%	2���SN�� ,

���2. � � � �)N���� ��� �6�������	*�)M���� � 	�����	UMiN�� ���$" � ��� �)M�� ��� , ���eN��1� ��	��3�
�0	���� �)L�. � � .
7 ���)M����-�� � ���)M���	 	�./�,�
�����

� �����	 � � ���0	�����	TMiN�� ������	�� �(M�	��$' �mN���� ����	TM . 4 ������� 	���������	�� , M���� 	�����	UMiN�� ���$"(������&������PL � ���3" �mN���� �������%� .7 ���)M���� ������	����
�����qM���� �ON���� ������� �����	�	1� ��� � ��	�� ��	UMUN�� ����" . �#	iN���� 	UM������SN��!�PN�"*�	iNPL���� ���$"-	�� ��	UMUN�� �����
��	iN�./� ��N�����	 � ��)L ��������� CVSup �mN���� �����9M��PL ���)L�� , N�����	 �
	����UM������ � �2�
�������`M cron �PN�" ����������	������
�������	2������� �����$'(	�����	UMiN�� �����5M �iM���	�� ��������������	�� ����./���%� .4
� ���%��� CVSup, ������������� � � �
� ���SN��iM � ���%�(�UL��)M����%� , 	 � ��������� �vM������������� �0���	�������� � ��	�� 	0	���� ������� ���$" .� ��	 	 ����	UM�� � � ��	��%�	���� ��� � � ��	 �)N���� ��� cvsup, � ��)L ������� ��� � ��� ����. ��	�� �	UN���� 	UM������SN�� � ��	�� ��	��%����0������� , �

�����PM���� cvsupd, ������	���� � )*��� ��������. ��	�� � �������!N�� FreeBSD.

�#��� ����� �����*��	��PL,�%� ������&���� FreeBSD � ������ ��	UM ����� � �ON����8M����%	��(N��8M ���������������9L������ �����$" ��� sup. Sup ���ON
����3� 	*� ���iM�� ��������	�� CVSup, �5M � �	iN���"mN*�	�'$	�. ��� 5hL�����&���� . CVSup M0	�����	TM���	�� �����	UN����\L,������"-��� � . �
���	���	���	�� , ����	 � sup, � , 5(����������������� , �����	iN�� �SL,����5(���mN � ��� ������	������ , 	�����������	���	UM��%� ��������� � �!5(���mN����%� sup.
Sup ��	iN�� � ��� �����	iN�� �SL,������"-���	�� ����	�� FreeBSD, �	 � ��	iN����)L CVSup �*� ��������� � �*��	iN���� � ����	 � .

A.5.2. � ������� � � ���
�#��	 ��������	1��� ���	 ��	��vL ��������	TM���� CVSup ����	 �����	iN�����	TM�������� ���� ��	��%��mN�����	TM�������	�� 	����������� net/cvsup � �
��	iN)N�� ��&����*���������	TM FreeBSD.

�
�eN��5M�� ����3�
�	���������� ��	���������� CVSup � � ���3'$	��� � '(��� �����	TM , �%	�./�����

�����	UN���� 	UM������fM��%� ����	�� ��	�� 	0�	���� net/cvsup.
+ 	����%� �����OMUM��,�KL : �	���� net/cvsup � �iM���������	�� ��������� ���

Modula-3, ��	���	���	��-�	��������TL�� ���3" �SL,)*� ���iM�� ��� � �-	���� �6�zM����6�%� ���1�*���	 �������������iM�� ��� �
������� �PN�" � ��� �)L � ���*�L���������	UM���� .

�	��
�����������
: ?#��)	*O.�/ �%�HI#*# ���"%$("3��,9*���&(��)	,%-%��.%��$D, CVSup ���2<%����&�,�� $("� �" , = ��";��"%$8B��%$(���(��. )�"����(��= � XFree86 *()+*

Xorg, ����&� �*���"� '���;�3"� �.3"� �" , *���&(��)	,3-�B�:�$("9&(�� ($ , ��";.�<%)��JF���� C;*�: CVSup GUI, net/cvsup-without-gui.

A.5.3. � ������	�� � ��� CVSup�
����	���� CVSup ��	 ������	UN����)L,� ���3"15(���mN�	�� ����������	������ , ����� �fM���� ����� supfile.

�
�������iN�	�� �

/usr/share/examples/cvsup/ ����'$	2����� �3" ��������	UN�����	 ������%� ��	UM supfile.
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�
��5#	���� ��&��$"�M supfile 	��iM�� ����� ����� �eN����KL��0)*���`M�	����	�� � CVSup:

•
� ������� 5(���mN �[M � ',	��������!�	UNPL�������� ?

•
� ������� ��'hM����������5M���� �)L�. � � ?

•
� ���PL�� �vM�� '$	��������!�$'-�	UNPL�������� ?

• � ���`M � '$	�������� ����� �%����������� �$' ��� �(M�	��6� ��	��%��
�0��� ��� ?
• � ���`M � '$	�������� ����� �%������������5(���mN � �������iL ��� ?
�
�(N��3�#L � )*�$'-��� �3�
�(N���'(��� ��	 �����iM���� ���������� � � supfile �	 �eN��3��	TM������(N�� � ��� 	��iM�����	�� �������2. � � �*� � � ���$'M�	����	 ��	UM . 7 �������!N
� 	����	*� � 	���)8L�� �����)L����iL,�)L supfile.

supfile � ��	 ��� ������	UM � �15(���)N .
� 	�� �%� ����������� , �������������0)1��� ��" � #, ���	2�
	iN�. � � ���3"-��	 ��	 ��&�� ������	 ��� .

�hL���� � � ������	 ���*� ������	 ��� , ��	2�
���$. ��)1������	UN�����	 ��	�� �%� ����������� , ��� ��	������PL � ���3" .
� �2. �
�2"(� �!	 �����iM
	*�$'���" ������	 �*	����� �fM������ ������	��-5(���)N�	UM , �	iNPL������ ��� '(�	iN�����	TM������(N��6� .

7 ����	 ���
��� ��������� ���3" � ���%� ��� ” ��	iNPN�� ��&���� ”, N�	�������� ����	���	0	���� �3������� ���$"*5(���mN�	TM , 	�����3���SN�"�� ��� ' �����)M�����	�� .

� � "
��	iN)N�� ��&����*��	TM�	������ �����)M����)L#	0��	�� , ���������!5(���mN �[M���� �PL�. � � . �#	 �eN�� ���%� ��� ��	UN)N�� ��&���� �eN����KL��0�0	����	 �mN��
��	iN���	*� �	iN�� � , �����3���SN�� ��� � '(���	����(N�	�� . � ���*�	iN�"*	��iM�� ��� � �����9M�	����	 � � , � �2�
����� � ��M���	1� . � �������#M���������
�	iN�� � : 5yN���� �-� � ��� ��� ���$" . �#	UN�� 5yN���� ����	 ����	���� � �!	2���	���	��)N������\M�	���	 �(N�	UM�� , ����������%� � delete �mN��
compress. �#	UN��� ��� ��� ���$"-�����$./� ��� ��������� ���3"�� �mN������SM�	���	 �eN�	TM�� , ��	 � � ����� ��� � ���	����(N
���eN����KL,��� = �M���	���	�� �eN�	TM�	 .

+ ��������%� � , release=cvs ����	 �	iN��
� ��� ��� ���$" .

supfile 	���������	 � �2�
��� ���	iNKL ��� ����� ��	UN���� 	2���	�� ��	UN)N�� ��&���� .
� ������ � � ���	 ��	���	TM��	 ������	�� ���$" supfile

")MiN�"�� ���3"0L������ �������`M�����' ��	�	��UM���� ���iMTL � )*�$'(�	UN����(�PN�" ����. ��	�� ��	iN)N�� ��&����*")M���	 .
� �������	 , � ��	 ����)M�	������ �

�	�")MUN�� ����� �eN���	 ��	�� �PN������ � ' ������	��8M supfile � ����	 ���\L���	�� ��	 , �	�����	UN����PL ��	iN��
	*�������iM�	0�	iN�� �
	2����������	TM�� �PN�"5M�����' ��	iN)N�� ��&���� supfile. CVSup ����3��	������UMiN�"�� �0�%��'������ � � � � � �����$"�� ��� ��� �����1�	L,�%	UN���������� �KN�"5L ����������� ���$" � ���$'-���	��iN��6� .

7 ����	 ��� , ��� ������� �0)1��� ��" ��	 ���� &����!N�����	���	����%� ���
����\M2��	 - ��	UN)N�� ��&���� *default, �%	��SL,����� ���0�����	iN�� ��	TM���� � �KN�"5L ��������	UM ���*5yN�����	TM � � ��� ��� ����� , ��	���	�� � �
�	 �(NPL�./��� � ��� ��� ���$"��%�*�	nL$�%	iN���������� �PN�"8M ����'(�	 �(N��3�KL�� )*�$' ��	UN)N�� ��&���� supfile. � ��� ��� ����� �	L,�%	UN���������� �%	�./������� ��� ������ � �����������	 �PN�" ���2. ��	��-	��2���(N�� ��	�� ��	iN)N�� ��&����*)L,���6�bL���� �6������" �
�)L,��	�� 	
� ������� ����"0M0��� ��	�� ���iM�� ��� � '#��������%�������2' . � ������� ���$"*�	9L,�%	UN���������� �����$./� �%	��SL,�0� � ���0� � �%� ��� � ���)N��
�����	*����� � �[MvN �0��	�� �%� ����� supfile �
	��	UN��������SN���� ���%� ������	������%� *default.

�#	iNPL����)M����iL(����5#	���� ��&���� , ��� ��� ����� � ������	������ supfile �KN�"*�	UNPL���� ����"-�*	�� ��	UMUN�� ���$"(�(N��UM���	���	 ��� ���SM��
���3'$	2��� � '(��� ������	UM FreeBSD-CURRENT.

•
� ������� 5(���mN �[M � ',	��������!�	UNPL�������� ?
� ���)N � , ��	����iL,�� � � ��� ��� � CVSup, 	���� ����� � 	UM���� � M0���%� ��	UM������ � � ���PL�� � , ��� � �fM���� ��� � ” ��	iN)N�� ��&��$"��%� ”.� 	����iL,�� � � ��	iNPN�� ��&����*	��������� �[M �(N��3�#L � )*�6� ��� �����(N�� . � ����	�� ������%����� �����	iNPL������bM �����������SM�	
����'$	2�� � '(��� ������	UM ��������� ��� FreeBSD.

7 L,)*�����iMTL�� �0	�������	
�����2"(��	iN��
	1�2" ��	UN)N�� ��&��$" src-all, ��	���	����2"
�	 �SM�	iN���� ����� �3���(N������ ����	 .

�
��� ��� ���UM�� ����)M�	���	�	1���6���	 ��	 �3�
������� supfile, ��	����UM���� �������	 �

��	UN)N�� ��&���� , �	 	����	�� ��� ������	 �)L ( M ��� 	1� � �eNKL ����� , ��	iN�� ��	0	���)L ������	��)L ):
src-all

•
� ������� ��'hM����������5M���� �)L�. � � ?7

CVSup M��[M �������&����� �%	�./�����!�	iNPL��������vN�� �UL�� M���������� ��3'$	2�� � '#��� ������	UM , ��	���	�����" ��	����
� - N�����	
�SL�)1� ���iM�	TM��!N
� . � ��	nM�	��6�%	�. ��	 , �	�����	UN����PL cvsupd �����)M����-������	������ ����� �	 �����3�����iM�� ����	 ����� �	�� ����	������ �
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CVS, ��	���	�� � � ��	2��� �$./���nM����`M���������� .
� �[L������ �fM�������� �iL , ��	���	�����"0M���� �)L�. ��� , � �	��%	�)*��� �	iN���� tag= �

date=.

� ����
��������
: �	B��+,�$("J�#F�"���,G�H�%$��� (��E5��/ &� �*6-3��������*�*J)�� I#/+�5&(��)�"�: tag=. �0"�<%�H$��� �/ "8$("�= *9� B�C8"3�%$D. B
�N$9$���)	,�<3� .

��&� �"���"�)�"�����/	�2<3��)�)�"�<�4�*(!D�679��:()��#. . ?#��)	*O.�/ B�<���E9"%$(";��"�<3�� � �"�<3$D��/N:6$("�=1*()	*6�#K9*�ID"%$("%��,'.G"�=>� ����&�*��3����*#* ,
CVSup B�� ��)	*�$J7;��:()	/ , <3��$��� �/ "9.�/�.%�H-��+��EO�(� ��" ���H$("�)	*6B�� ��)�!�$D, . � FH���%$D�(�H�%$D* , *���&(��)+,%-�B�:�$("������	��
�� tag=.
��)�! <3��)�)�"�<H4#*#: ports-*.

�#	UN�" tag= 	�� ��� �����0� �����dM�	UN���� � � ���%� ���vM �����	 ������	������ .
7� )*� �����  � � ���������,� ����� ��	�� , ��� ���*������� �����1�

��� ��������������� .
4
�����1������� �����*	�� ��� ��� �0�0	���������(N�� ���  � ������� ����� .

�
������� �%� �$"��0����" ��	������ �%� ��� � .

4
� ���

����������� , � ���  ��	�� ����	���	 � � , 	�� ��� �����0���	 �eN��3������ ������� ����� � � � ������	���N��������*������������	��������vN �0��	��1�%	��%� ���
����� �%� ��� . �#	�����	UN����  ��� ����������� ���!	�����	������ �3" �1	���������(N�� ����	��-������� � ��� , 	�� �%	�./��� 	�� ��� ������� �6���������
����	 - ��	0����	�� ��� � ����� 	2��$" .�
���3� . A.6 ��	2��� �$./���0��� ��������������� , ��	���	�� � � �%	��  �0��� ����������� ��� � � ���	UN���� 	��������(N�"�� .

4
� � ,  ��� � ����� � ���

5(���mN�� ����������	������ CVSup, ��	iN�./� �*������������$"������3" ������	���	�� tag= (RELENG_4 ������������������3"��
tag=RELENG_4). �#	�� ������� , ����	0�PN�" ��	iN)N�� ��&����1�	�����	�� �	2��'$	������0��	iN�� ��	 tag=..

� ����
��������
: �	B��+,�$("J�#F�"���,G�H�%$��� (��E5��/ &� �*2���(IH�# �";*#��"�� $("�= �#. . CVSup ��"6�+��E;"%$ �H$3)	*�F#*�$D,9&� ���.�*�)	,���/0" *

��"�&� ���.�*()	,���/ " $("�= * . ?#��)	*O.�/���"�&� ���.�*()	,��(�2���(ID"� �"%$("G$("�= , CVSup &(��.%"���"%$ �3"%I�!5$(��< , <3��<G"3��)	*;I#/�.�/ B�<���-3��)	*
$("�= , ��"8�%��� "� �E9��C;*�:97;��:()#��. . �L@%$��#� ��)�B�F���"G���JB�� ��)	*�$6� B�C8"3�%$D. B
� C;*�"O*�� �����+��/ "J$("�<��%$D/ .

�#���  ��� � �������-����� ����� ��������� �	UN  �������!�	 �(N��3������������������*5(���mN�	�� ����	������������-��� � ������	������ .
�
�eN������

'$	��������!�	iN  ������� �����  � - ��	�� � ����3� �!�  )1�$'���� ������� , � ���SN�������� � ��	  ����� �����
���  � �	iN��
� ��� ��� ���$" date=.7 ����������&�� ���������	���������� cvsup(1) 	���� ��������������� �3���(N�������� ��	 .
�
����	*� � ������%� ���!����',	������ �	iN  ������� FreeBSD-CURRENT. � � ��	���������� � �  ������	��  � ��� ���!N�	 supfile:

*default tag=.7� )*�������  �������2. � � � �����&����!N�� � � � �eN  ����� , ��	��3� ������� �2�
� � ���3" ���1�	iN�� tag=, ���1�	iN�� date=.
� ����	��

�(N  ��������� �	UN  �������!�	 �(N��3������������������� RCS 5(���mN�	�� ��� �	 �����3� ������� ����	0� � CVS �����	�������	�����"���� �	��� ���
���%� ����	0�	UN  ��� ����"*	�����3���SN�� ����	�������������� .

�
����������	�� �������*	���������	0����3���	
���������0��� ��	�� ���	���	�� .

�#	���������. �����2" ��	����� �����	�������	�����"�� ����	�� � ��������� �%� , 	 ���*�	UN  ��� � ����	�� �%	�. ��	 ���������	����%	�������������	������
������� � ���-�1���	����������-�	 �(N��3�����$'���� �������*5(���mN�	�� .

� ��������	�����	���	 �������6��������"*&�� ��	��-��	iN��
	*� ��	 �6������� ��� �%	���	
�������	���	�� 	����	������������������ .

•
� ���  � ����� '$	��������!�$'-�	UN  ������� ?

� � �����	UN����  � � �	iN�� host= �PN�" ��	�	���)1� ���$" cvsup 	����  �
� �6��������������	�� ��	��UN�� ����" . �#	2��	��,�����vN��0��	�� � �
CVSup ��� �����!N , '$	���"���� ��	UN�. � ���	����	���	���������� � �����������UN��$. ����	1��� ������� ���������!N�	 .

� ����	�� ������%����� ���
�����	iN����  �6� ��� �  )1� �����  �0)1���������	����� , cvsup99.FreeBSD.org:

*default host=cvsup99.FreeBSD.org
� ��� �	������ �  ��� �3"*�	���������������� �2����� � 	2���	���	0� � �  )*� �����  � )*�$'#'$	 ����	����������� � ��  ����	�� CVSup. �#���
����. ��	�� �6��  ����� cvsup, �����%	�./�����!������ � ������ ����� ����������	����  ',	������0� � ��	�� ���,���	�� ������	���� , �����	UN����  "
��������%� ��� -h hostname.
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• � ����� � '$	�������� ����� �%����������� �$' ��� ����	��6� ��	��%��
�0��� ��� ?
�#	UN�� prefix=  ��� � ������� � cvsup �3���!����� �%��) ����� �	iN  ����� ��� �!5(���mN � .

� ����	�� ������%� ��� , �����	��%���������
5(���mN � ��� �	 �����3��������� ����	��0�(N
������	��%��� ������	0����'$	2�� � '(��� ������	�� , /usr/src.

� �����iN�	�� src  ./�
�	��������  �%��������� �3"�� ��	UN)N�� ��&��$"$' , ��	���	�� � � ��� ��	����������6� �3"(�	iN  ������� , �	�� ��	��  ��	������ ������	��  ����� �������
������	���	 :

*default prefix=/usr

• � ����� � '$	�������� ����� �%������������5(���mN � �������  ��� cvsup?
� N���� ��� CVSup �	������ �$./�	��������	�����3�
�(N�� ��� � � 5(���mN � �������  � ��� ��������� � �������6�%	�� ”base” �������iN�	�� � . � ���
5(���mN � �	��%	�� ���0� CVSup ������	�������� ��	iN���� �65(5#� ����������	   ��� � �	2����� �$. ���*�����	������  ./�!�	iN  ��� ��� � '
	�����	��iN�� ����� . � � �  ��� � ����	UN���� 	����������������,�
������� � ���������!N�	�� base, /var/db:

*default base=/var/db�
�(N�� base �������!N�	�� ��� �  )*�������  ��� , ��� ������ �	���'$	2��"�)1���*�%	��%� �����PN�"*� ��	 ��	����
������" .

� N���� ��� cvsup ���
�6��  ���������3" , � �eN�� base �������!N�	�� ��� �  )1� �����  ��� .

•

�
���(N������ � � ����������	������ supfile:7� )*�������  ����� )*�!	2���� ������	���� , ��	���	�����"-	���������	 ��	UN�. ����������  ��������	���������� supfile:

*default release=cvs delete use-rel-suffix compress

release=cvs 	�� ��� ������� , ����	 �����	�����#��	UN�./� �1�	iN  �������0����5#	���� ��&���� � � �SN���� ��	�� 	���� �	�� ����	����$" FreeBSD
CVS. � ��	0	���������	�� �����3� � ����� , ��	 �  )*� �����  � � ��������	UN�����	 ��� � '���������������	�� , � �(N�	�./� ����� ��	���	�� � '
� � ',	������ �6������3���SN � ����	��*�SN���� � .

delete �
����� CVSup ��	 � �%	�. ��	 �����  �
�!N�"���� 5(���mN � .
� � ��	UN�. � � � �������
�  ��� � ��������� ����	��0��������%����� ,

����	���� CVSup �%	��!�	���������. ��������� ��� ������	����3'$	��� � '(��� �����	�� �	UN���	������
� �����  �!N�� � ��� . CVSup
 �
�!N����

��	UN�����	0��� 5(���mN � , � � ��	���	�� � � 	������ ����� � . � �������  ����� 5(���)N � 	 �������  ����" ��������	��  � ���%� .

use-rel-suffix � ��	 ... �%����������� . � �(N���� � �����������������(N�� ��	 ',	��������  � �������0	 ��� � , 	�������������� ��� ��������������&��
���������	���������� cvsup(1).

�
������� ���	 ����	  ���2./����� � ��	 �	iN�� � ���!�������	 ��	������ ���0	 ���6� ��	UN���	1� .

compress ���mN ���������0����	UN���� 	���������� gzip �3. �����$"*����1������3�
����� �
����� � ' .
�
�(N������ 	1� ��� ������	��

�	���mN������ ����� ������	������ � ��	 ����	���	 ������� T1 �mN��*����������� � , ����� ��	 � �%	�. ��	����!�	��������  � ���3"*����	UN���� 	����������
��./�����$" .

�
��� ��� 	���	 	���������	0�	��%	��6����� .

•
�
��� ����	 ���%������� :

� 	��0�	iN�� � � supfile �PN�" ����	*� ��	0������%����� :
*default tag=.
*default host=cvsup99.FreeBSD.org
*default prefix=/usr
*default base=/var/db
*default release=cvs delete use-rel-suffix compress

src-all
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A.5.3.1.
� �%��� refuse

� ���  �	�� "��  ��	�� ��	*� , CVSup �����	iN����  � ��� 	  ��� ��� � � � � . � 	 ����	�����	�� ����	0	�� ��� ������� , ����	 ���
�	2��)N���������������� � CVSup �����������  , �*	��*��	���	������ ”

� 	�����	 , ����	�� ���%	�./������� �����  � ����� � �%� �$" ...”, � �mN���� ���
	������������� ”OK, "���	������  � ��	 , ����	 � � ��	 .”

7
��� ������	�����	��-�	  �%	iN���������� CVSup �mN���� ��� �6��������� �����2. � � �

5(���mN , ����" �6����� � � � ��	UN)N�� ��&���� �*�*������	�� , ��� ��������� ��� � 5(���)N�� ��� ������	������ .
� �������	 , � ��	 �������������
� ��	 , ����	

����� �  . ��	 , 	 ��	���� ����	0� �eN������ �����$'$��	 ��� �����  ������������������" doc, ports, �mN�� www — ��	iN��
	*���������	fN�� �
��� ���
�%	��  ������������� ����$"����1�mN�������� � ����'(" � � ���2' , ���(N��3�
	��������(N�����	���� ��� �������  � ���3"5N�	����iN�� � 	�������� � � 5(���mN � .�
�eN������ 	�����	��iN�"�� ��� ��	UN)N�� ��&���� �	�����	�� , ����	#�%	�. ��	 	���	������-  ��� � ���$���	���$�  �!N�� ��	�� 	  ��� �6�����$" ����. ��	��

��	iN)N�� ��&���� ( ����������%��� , ports-astrology, ports-biology �*� . � . ���%� ����	 ��	UN)N�� ��&���� ports-all).
� �������	 , �	 ����	iN�� � 

�PN�"(��� ����������� doc � www ��� � �����&���5#����� � '#�PN�"-" � � ��� ��	iNPN�� ��&���� , �����	iN����  ����� 	2���  � �
�6���%� �������SN���� � '
��	��6�%	�. ��	������ � CVSup: 5(���)N refuse.

� ���mN refuse ��	���	������ CVSup, ����	 	 � ��� ��	iN�./� � � �����������������2. � � �15(���mN*� � ��	iNPN�� ��&���� ; ���  �����%�
�eN�	������%� , 	��*� 	���	������ �)N���� ���  � �� ���-� �	1� Q (refuse) 	�� �	iN  ��� ���$" � ��� �	��� ����	���������(N�� ��� � '-5(���)N�	�� .

� ���mN
refuse �%	�. ��	 ��������� ( �mN�� , � �(N��  ����� � ��	 ��)*� ��� � , ��	UN�./� �*� � ���0�	��%��)1� � ) � base/sup/. base 	���������(N�� �
� 5(���)N�� supfile; ��� 	1� �������,�
��������	�� ��� ���	UN�	�./� ����� base � ��	 /var/db, ����	�	�� ��� ������� , ����	��	  �%	UN����������
5(���mN refuse � ��	 /var/db/sup/refuse.
� 	���� ����5(���mN
� refuse 	���� ���0���	 ��� ; 	 � ��	�������. ���0���%� ��� 5(���mN�	����mN����������iN�	�� 	�� , ��	���	�� � ��� � ��� ',	��������
� ��� �  . ����� .

+ ��������%��� , ���eN������ ��� �%	�./����� ������� 	��������	������� ��������������	�� " � � ��� ����	��%�!�����(N���������	���	��
�  � ����	���	 , ��� � ��� �  ������� �����������0��	��  �%� ������&���� ����� ���$'(" � � ���2' , �	��%����������� �(N��3�  � )*��� ������	������ 5(���mN
refuse:

doc/da_*
doc/de_*
doc/el_*
doc/es_*
doc/fr_*
doc/it_*
doc/ja_*
doc/nl_*
doc/no_*
doc/pl_*
doc/pt_*
doc/sr_*
doc/zh_*

�*�����#�
�!N���� �PN�"(���  � �$'#" � � ��	�� ( �	iN� � � �������	 � ����',	���������" ��� ������������&�� FreeBSD CVS �����	�������	�����"
(http://www.FreeBSD.org/cgi/cvsweb.cgi/)).7 ����	��*	���� ��� �	iN�� � ��	�����	 � �%	�. ��	 ���������	UN���� 	��������SN�� � ��� � ��	�����	���	 ����� ��� �	���mN������ ����� � �mN����
�	��%���  ����	��1mN�����	����6���	���mN������ ����� � �%	��  � ��	�'$�����������������6� " , �	 � ��	iN����  ��� ��	iN�� � ��� �	��������  � ���3"
� ��� �  . �����05(���mN � , ��	���	�� � � 	 ��� ������	����
�����!�  �  ������	UN���� 	�������� . � �0��	iN���� �	2����	�����	��(����5#	���� ��&������*	
5(���mN���' refuse � � ���%� �������(N�� � � '���	��6�%	�. ��	����2"$' CVSup, 	�������������� ��� �-� ��	 ���������	
����	�� ������������&�� .

A.5.4. 	 ����� �1� CVSup4
� �������� � ��	���	���� �1��� ��������	���������� 	�����	��iN�� ���$" .

� 	�� ���,����2" ������	���� �PN�" � ��	�� 	0	���� ��� ���	 ����� :
# cvsup supfile
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�3��� supfile � ��	 ��	���� ����	 ��� " supfile, ��	���	�� � �1��	iN�����	�����	����ON���	��3� ��� . �#��� � ��  � ��� �	2� X11, cvsup
	���	������������ GUI ������� ��5#���� � ��� � ��	iN�� �����%�1�	iN�� � � ���%������	�������%� .

+ �2. �%����� ����	���  go � � �%	������������ ��� ��	
������	���	�� .

�#	 ����	iN�� �  ������	�� ������%�����!	�� ��	��UN�"�������" �  )*�������  � )*� � ��� ������	 /usr/src ����� �	������ �  ��� �3" , �6��  � �
���	�� ����� ��� � � �	�� root, ����	���� 

cvsup � �ON��*�������� , ����	���'$	2�
����� �%�PN�"1	�����	��iN�� ���$"-5(���mN�	�� .
�
�eN�� 5(���mN

����������	������-��	UN�����	�����	 ��	 �3�
��� , � � �������	�� ����� � � ��������	*� ������	��3�
� ��� ����	iN�����	����iN������ , ����	#�%	�./���
������������	�������������� ���������	� � .

�
����� ���	 ����	�� ���	 ��	�� �KN�"*���	�����	���	 �6��  ��������� ��6�����������	��������" ��� 	1�$'

������� 	�&�� ��� � '-5(���)N�	�� . �#��	 ����	 ��	 �3�
������� �3��� - �����  ���0  ����	�� �������iN�	�� �*�	��%� ��������� ��� 	�� ��� �����������
��	��	UN��������(N�� ��	�� 	0�����  �%� ����� ��	�� ���,���	���������	���� :

# mkdir /var/tmp/dest
# cvsup supfile /var/tmp/dest

� ����� ����� � � �������!N�	�� �  �
���������	iN�����	�������� ��" � ��� ��� ������� �%������� ����� ������� ����"�� ����'(	�����	��iN�� ����� . CVSup �  �
���
������	�������� �!5(���mN����%�-� � /usr/src, ��	 ��� ��������� �0� �6�%� �$"������mN��  �
�!N�"����0�$' .

� �%� ����	�� ��	�� 	������!	�����	��iN�� ���$"
5(���mN�	����  �  ���	��%��)1� � � � /var/tmp/dest/usr/src. �#�����6��  � ��� ��������� ���	���	���	�� CVSup 	������������
�����$./� �����������	�����	���� ��� ��� �������!N�	�� base.

+ 	���� � ����������� � ���$'*5(���)N�	����  �  � � ������ ��� � �  ��� � ����� � �
�������iN�	�� . � �eN��  ��� ��������� ������������������ ����� �������!N�	�� � /usr/src, ����� �
�2./� ���!�	��������  � ���3"-������	��������0�	2�
root �PN�"�� � �	iN���� ���$"-���	�� ��	�� 	�	�� ��	��UN�� ����" .�
�eN������ ���!������	���������� � X11 �mN��1���	�����	 ����N �0������� GUI, ��	������������ ������	��-��������%� ����	�� ��	�� ���,���	�� ������	����

���� �6��  � ��� cvsup:

# cvsup -g -L 2 supfile

�(�������%����� -g  ����� ��������� CVSup ���!�����	iN�� ��	�������� GUI.
�
�-�����������  � � ������	�� ��������������� , � �eN������ ���

������	������������	2� X11, ��	������ ��������� �	��������  � ���3"1����	  ��� �6����� .

�(�������%����� -L 2

����� ��������� CVSup � ����	2�
����������5#	���� ��&���� 	 ����.1�
	�� ���	�� ����	2�����%	�� 	�� ��	��UN�� ����� .

�
�����

�����  ��	����$"-���	���	 ��	iN�����	���������" , 	�� -L 0 �
	 -L 2. �0��	���� ���0�	  �%	iN���������� 0, ����	0	 � ��������� ���	iN��	��
	����  � ��������� ��	�	���)*� ����� , �6����� �mN������ ����� � ��	�	���)*� �����-	���	�	1��������' .
� 	 ���  ���	0� ��	�. ��������	��
�  ���$'(��������%� ����	�� .

� N�"-�	UN  ��� ���$"*�$' ����������	�� 	 ���������� , ������� ������� cvsup -H. � �
��	iN������	�����	���� ��� 	�������������6� 	�������������� ������������������&�� ���������	
��������� .

�#	 �eN������	����������*������	���	 ���	 ��	�����	 ������	�����	��iN�� ������� ���%	�./�����!	���� ����� ��	�������� �����  N�"���� � ��� ��  � ��� CVSup �
�	��%	�)*��� cron(8).

� �������,����	 , � � ��� ��	iN�. � � �	�����	iN�"���� CVSup �����	iN�����	�������� GUI ���� �6��  ����� � � cron(8).

A.5.5. � ��� � ����� � ��� � � � � � CVSup
� 	iN)N�� ��&����15(���mN�	�� , ��	����  �� � � ��� ��� � CVSup, 	����6����� � 	������ � ��� �����$'$����� ����� .

7� )*� �����  � ����� � ��	iN�����	
��	iN���	*��' ��	UN)N�� ��&���� , �-	����*�����3���SN�� � � ��� ��������	UN�����	0�%� ���
	*�$'(�	�� - ��	iN)N�� ��&���� . �#	iN  ��� ����� ��	iN���	*	��
��	iN)N�� ��&���� � �����	���!N�� ������	��	iN  ��� ����� ���2. ��	��-� �!���!�	2���	iN)N�� ��&���� .

� �������$'$������������� 	�����	
	*� ���$"*�%��. � 
��	iN)N�� ��&���"��%�*	������2. � � ���3"1  ��� � ����	UN���� 	��������$"(	�� ���  �	���� ������ ��� ���$./� .
+ ������	iN�� �������	iN�� �  � ��� � ��	iN)N�� ��&���������	 src-all, � ports-all.

� �  � ��� ��	UN)N�� ��&����1�����	UN����  �0����"
������	iN��
	*���%�(� �  �����%�0N�� ��� �(�PN�" ���� &����!N���� � '#&��(N����*� ��� ��	���	�� � � ������� � � �������iN1�%	��  ����� ��	2��� �$. �����0�$'
� ��� .

cvs-all release=cvs

� N������ � � FreeBSD CVS �����	 ������	������ , ���mN������ � )*�������������	�� ����5#����� ������� ��	�� .
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distrib release=cvs
� ���mN � , 	�����	 �3"�)1��� ��" �*��� �����	 ����������� ����� � ��� �����iN�����	���������� FreeBSD.

doc-all release=cvs
�
�3'$	��� � ����� �������

� 
��	���	2� ������� FreeBSD �(���  � 	��#��	 �  �%� ������&���� .

�
��� �������)N��������0��5(���mN �

��� � - ��������� FreeBSD.

ports-all release=cvs
� 	iNPN�� ��&��$"-�	�����	�� FreeBSD.

� ���9���
: ?#��)	*O.�/���"N���H$D*�$("J�HI��(�#.�)�!�$D,6.3� � <3��)�)�"�<H4#*�� ports-all ( .%�3"1� "� �"�.%�O&(�� ($��#. ), �6$���)	,�<%�9���+��B

*�-;&(���+<3��)�)�"�<�4�*�: , &�"� �"�F�*���)�"�����/	�5��*(E;" , B(ID"��+*�$("3��, , F�$�� .�/ 
������
	������� �HI��(�#.�)�!#"%$("9&(����<%��)�)�"�<H4#*��
ports-base! MN �*6)��NI�/	�5*H-�� "���"���*(!D�5. *���75 ����%$D �B�<3$3B� �"8�%I��� �<�*5&(�# ($���.;&(����<%��)�)�"�<H4#*�* ports-base,
����*O�+��= B($6I#/ $D,;*H��&(��)	,3-���.%����/ ” �����%$���!	C;*���* ” &(�# ($(����* ���#.%��)+,��(�'��<%�� (� . �N��<H*��L��I� ���-%��� , "3��)	*5.�/
�HI#�(��. )#!#"�$("G$���)	,�<%� ” �����%$���!	C;*�" ” &(�# ($D/�*6����*O*H��&(��)	,3- B
� $2��"�<%�H$��� �/ ";�(��.�/ "'.��D-�����E5�(�H�%$D* , "3��$D,
IH��)+,�K8�#:5KJ�����G$���= � , F�$�� *��'��IH�� �<3�2&� �"� �.3"%$(� !O�;��"�&(����!�$D��/N� ���H�HI�C8"���*�"�� ��I9��K;*�I#<�" . ����� �������������� ,
F�$�� .�/ ����)#EO��/L��� " )��($D, , @�$��9B(ID"��+*�$D,3��! , F�$�� &(���+<3��)#)�"�<�4�*(! ports-base ��I��(��. )�"���� .

ports-archivers release=cvs

80�$'$�	������	�� � .

ports-astro release=cvs

�#	���� � �PN�" ��������	���	��%��� .

ports-audio release=cvs

�#	���������. ��� ���  ��� .
ports-base release=cvs

�
��5#���������  ���  ��� ����	������-�	�����	�� - ��� �SN������ � � 5(���)N � , �������	iN�	�./� ��� � ���0�	���������!N�	�� ��' Mk/

� Tools/ �������iN�	��6� /usr/ports.

�+��
 ����D�����
: M ��E;��)#B�:��%$(� , &� (��F�$D*�$("'.%��E5�(�H";&� �"���B�&� �" E6��"���*�" .�/ K8" : .�/ ����)�EO��/�������� �!�

�HI��(�#.�)�!�$D,G@%$3B5&(����<%��)�)�"�<H4#*�� , &� �*O<3�(E ����� �HI#�(��. )�"���*#*6)�� I���:OF����%$D*5<3��)#)�"�<�4�*�*2&(�� ($��#.
FreeBSD!

ports-benchmarks release=cvs
� �6�%����� ����� ���	�� ����	��������SN�����	������ .

ports-biology release=cvs

�#��	�������� ��� �PN�"*����	iN�	������ .
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ports-cad release=cvs
�
�������  �%� ��� � 7 8 �

�
.

ports-chinese release=cvs

�#	���������. ��������������� ��	�� 	�" � � ��� .
ports-comms release=cvs

� 	�� �  ��������&���	���� � � ���	�������� ��� .

ports-converters release=cvs

�#��� 	������ � 	���������� ��	�������	���	�� .

ports-databases release=cvs
� � � � �
����� � ' .

ports-deskutils release=cvs
� ��)1� , �����	iN�����	�������	*��� �3" ���0������	����6� ����	UN�� ��	�� � 	���������� ���$" ��	��%����0������	�� .

ports-devel release=cvs

� ���mN������ ������������	������ .

ports-dns release=cvs

�#��	�������� ��� , ���%� �0)*��� 	�����	�	1� ����� � DNS.

ports-editors release=cvs�
���
������	�� � .

ports-emulators release=cvs

�!�  N�"���	�� � ���  � �$'(	��� ����&���	���� � ' ��������� � .

ports-finance release=cvs
� ����������	���� � , ������������ � � � ����" �6����� � � � �����%�*����mN�	�./� ���$" .

ports-ftp release=cvs
� N���� ����� �����!�������	������� � �  ���mN������ FTP.

ports-games release=cvs
� � � � .

ports-german release=cvs

�#	���������. �������6�%��&���	���	0" � � ��� .
ports-graphics release=cvs

� ����5#����� �������  ���mN���� � .
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ports-hungarian release=cvs

�#	���������. ������� ����� ������	���	�" � � ��� .
ports-irc release=cvs

IRC
 ���mN������ .

ports-japanese release=cvs

�#	���������. ��� "��	 ������	���	 " � � ��� .
ports-java release=cvs

Java
 ���mN������ .

ports-korean release=cvs

�#	���������. ������	�������� ��	�� 	 " � � ��� .
ports-lang release=cvs

� � � ���-���	�������� �%����	��������$" .

ports-mail release=cvs

�#	
����	���	������	�� ����� � ��	�� 	���� ������� ����� .
ports-math release=cvs

� ����� � ����������������� ���	�������� ��� .

ports-mbone release=cvs

�#���)N�	�./� ���$" MBone.

ports-misc release=cvs�
���(N������ � �  ���mN���� � .

ports-multimedia release=cvs

�
 N��������%����������	�� ���	�� ����� � ��	�� 	���� ������� ����� .

ports-net release=cvs7 � ������	�� ���	�� ����� � ��	�� 	���� ������� ����� .
ports-news release=cvs

�#��	�������� � ��	�� 	��������� ��� ����� ��	���	������ � USENET.

ports-palm release=cvs

�#��	�������� � ���2"-�	2����� �$. ��� �KN�" Palm™.

ports-polish release=cvs

�#	���������. �����	UN�� � ��	�� 	 " � � ��� .
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ports-portuguese release=cvs

�#	���������. �����	����  � �iN�� � ��	�� 	 " � � ��� .
ports-print release=cvs

�#��	�������� ��� ��������� .

ports-russian release=cvs

�#	���������. �����  � � ��	�� 	 " � � ��� .
ports-security release=cvs

� ���mN������ ��� ��	����� ��	 ����� .

ports-shells release=cvs
� ��	iN�	
����� ��	�� ���,���	�� ������	���� .

ports-sysutils release=cvs7 ������� � � � �  ���mN���� � .

ports-textproc release=cvs

� ���mN������ 	���������	������(��� ������� ( �������)N��������0� ��������	iN�� � � �  ���)N���� �   �iN�������&���� ).

ports-vietnamese release=cvs

�#	���������. ����������������� ����	���	�" � � ��� .
ports-www release=cvs

�#��	�������� ��� , 	�����	 ��"�)*�����3" � World Wide Web.

ports-x11 release=cvs

�#	���� � � �	2���
���$. ��	�� X window system.

ports-x11-clocks release=cvs

�(� � � X11.

ports-x11-fm release=cvs
� ���)N�	�� � � �%� ������./��� � X11.

ports-x11-fonts release=cvs

�9����5#� � � 	*����5#��	�� � �  ���mN���� � X11.

ports-x11-toolkits release=cvs

�(������� � ��� ��������	������-����mN�	�. � �����-�PN�" X11.

ports-x11-servers7 � �	��� � � X11.

828



�����������
	���	
A.
����������	���	

FreeBSD

ports-x11-wm
�
��	 ��� � �!�%� ������./��� � X11.

src-all release=cvs
�
����	���� � �����3'$	��� � � ��� ����� � FreeBSD, ���mN ������" ���������	�� ����5#����� ������� ��	�� .

src-base release=cvs�
���(N������ � � 5(���mN � �����	���������������� ����	0� � /usr/src.

src-bin release=cvs

� ���mN������ , ��	���	�� � � �%	��  ���	���������	�������� ��"��0	2����	��	UN���� 	��������SN�� � ��	�� ����./���%� (/usr/src/bin).

src-contrib release=cvs

� ���mN������ �*�����iN���	���� ��� , �6����� ������	�������� � �����	�� ����	�� FreeBSD, �����	iN�� �  �0� �3"*�	
�����1��� �
�%	�����5#������&���� (/usr/src/contrib).

src-crypto release=cvs
� �������	�� ����5#����� � �����  ���)N���� � �-�����UN���	���� ��� , � ����� ������	�������� � � ���	�� ����	�� FreeBSD,
�����	iN����  � ���3"-�	
�����1��� �!�%	2����5#������&���� (/usr/src/crypto).

src-eBones release=cvs

Kerberos � DES (/usr/src/eBones).
+ � �����	UN����  �0����"��0��� �  )*�$'-���SN�� �6�2' FreeBSD.

src-etc release=cvs
� ���)N � ����������	���������������� ��� (/usr/src/etc).

src-games release=cvs
� � � � (/usr/src/games).

src-gnu release=cvs

� ���mN������ , �	��� � � �0)1��� �	2� GNU Public License (/usr/src/gnu).

src-include release=cvs
� ���)N � � ����	iN�	�����	�� (/usr/src/include).

src-kerberos5 release=cvs

�(����������� � 	��� ����	������ Kerberos5 (/usr/src/kerberos5).

src-kerberosIV release=cvs

�(����������� � 	��� ����	������ KerberosIV (/usr/src/kerberosIV).

src-lib release=cvs
� ���UN���	���� ��� (/usr/src/lib).
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src-libexec release=cvs7 ������� � � � � ���	�������� ��� , 	���������	���� �	UN��$"��6��� � ���  � ���%�*���	�������� � ���%�
(/usr/src/libexec).

src-release release=cvs
� ���)N � , ��� 	���'$	�������� � �KN�"*���	�� ����	2�������������(N�� ��	�� FreeBSD (/usr/src/release).

src-sbin release=cvs7 ������� � � � �  ���mN���� � �KN�"*	2����	��	UN���� 	��������SN�� � ��	�� 	!����./��� � (/usr/src/sbin).

src-secure release=cvs
� �������	�� ����5#����� � ����� �����iN���	���� ���-����	�� ���,� � (/usr/src/secure).

src-share release=cvs
� ���)N � , ��	���	�� � � �%	��  ����� ���������	iN�� ��	������ � ��������	UN��������%�����������6� ���%� (/usr/src/share).

src-sys release=cvs

�0����	 (/usr/src/sys).

src-sys-crypto release=cvs
� �������	�� ����5#����� � ����� ��	��*",����� (/usr/src/sys/crypto).

src-tools release=cvs�
���(N������ � �!���������  �%� ��� ���PN�"*�	2����� �$. ��� FreeBSD (/usr/src/tools).

src-usrbin release=cvs

�#	UN���� 	��������(N�� �������  ���mN������ (/usr/src/usr.bin).

src-usrsbin release=cvs7 ������� � � � �  ���mN���� � (/usr/src/usr.sbin).

www release=cvs
�
�3'$	��� � ����� ������� www ��������� FreeBSD.

distrib release=self7 	���������� ��� � � 5(���mN � ����������	���������� �	��� ��� CVSup.
�
���	iN�� �  �0� �3"���� �����!N
���%� CVSup.

gnats release=current
� � � � �
����� � '-	����(N���./�	�������$"-	
	*����	�� GNATS.

mail-archive release=current

8��$'$�	� ��������	��0��� � � �ON��� FreeBSD.
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www release=current
� ���mN � ����3��	���������	������ WWW � ������� FreeBSD ( ��� ���3'$	��� � � 5(���mN � ).

�
���	UN����  �0����" � �������!N����%�

WWW.

A.5.6.  � ������� ��� � � � � � � 	 � � � ���
CVSup FAQ �-���  � ��"-����5#	���� ��&��$"-	 CVSup ����',	���������" ��� � 	�� � 	�������������������&�� CVSup
(http://www.polstra.com/projects/freeware/CVSup/).
� 	UN���	 �2" ��� ����� ����" �6����� � ' � FreeBSD 	�� �  .1�
� ����� CVSup ���	���	2���mN
������� ����������!��� � � �ON��� freebsd-hackers
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-hackers).

+ 	���� ������������1���	�� ����� � ��	���	0	��������� ��� ���$"
����	 �������  � ���3"������ ���0��� ����������!��� � � �ON��� freebsd-announce
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce).
� 	����	�� � ����	�	���)*� ���$"(	�� 	�	*��������'#�2����� �  ����� ������	��  ���	�������� ��� <cvsup-bugs@polstra.com>.

A.5.7. 	 ��	 ����� � CVSup

CVSup ����������� � �PN�" FreeBSD ������	���� �0� ��� �(N��3�  � )*�$' � ��������' :
� � �������!N�� � � � �����	����� � ,

�
� ��	�� � � ��� �������iN�� , Costa Rica, Indonesia, Kyrgyzstan, Thailand, 8�� �������iN��$" ,

8�� �������$" , 8���� � ��������� , � ��� � �mN��$" ,
� �SN�����	��������������$" ,

� � �������$" , � � ��� �����$" , � ����&��$" ,
� ������" ,

� �mN����,���$" ,
�
�eN����,���$" ,

�
��������$" ,

� ���!N��$" ,
� ����� �
� , � ������� ,

� 	�����" ,
�  ��� ��� , �-�������$" , �(������� , + �,��� �mN����$� � ,+ 	�����" � �(N����,���$" ,

+ 	��	��������" , �#	iN��
	1� , �#	����  � �iN��$" ,
�
	�� ���$" ,

�  ��� ���$" ,
7 �98 ,

7 ��� � ��������	 , 7 �����6��  � ,7 N�	�����&�����" � � ��  �iN������ , 7 N�	���� ���$" ,
4
���	������� ,

4  ��&��$" , � ����������� , � �mN�������� � ,
� ���mN�"��,����" ,

� ������&��$" ,
�#��'$�$" , � ��� ��&������$" , � ����&��$" , � ����	����$" , � . ����"1805#������� , ���	�����" .

(as of 2004/10/26 16:33:28 UTC)

� � �������!N�� � � � �����	����� �

• cvsup.FreeBSD.org

�
����	���� � ��� �������!N��

• cvsup1.FreeBSD.org

• cvsup2.FreeBSD.org

• cvsup3.FreeBSD.org

• cvsup4.FreeBSD.org

• cvsup5.FreeBSD.org

• cvsup6.FreeBSD.org

• cvsup7.FreeBSD.org

• cvsup8.FreeBSD.org
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• cvsup9.FreeBSD.org

• cvsup10.FreeBSD.org

• cvsup11.FreeBSD.org

• cvsup12.FreeBSD.org

• cvsup13.FreeBSD.org

• cvsup14.FreeBSD.org

• cvsup15.FreeBSD.org

• cvsup16.FreeBSD.org

• cvsup18.FreeBSD.org

Costa Rica

• cvsup1.cr.FreeBSD.org

Indonesia

• cvsup.id.FreeBSD.org

Kyrgyzstan

• cvsup.kg.FreeBSD.org

Thailand

• cvsup.th.FreeBSD.org

8�� �������iN��$"

• cvsup.au.FreeBSD.org

• cvsup2.au.FreeBSD.org

• cvsup3.au.FreeBSD.org

• cvsup4.au.FreeBSD.org

• cvsup5.au.FreeBSD.org
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• cvsup6.au.FreeBSD.org

• cvsup7.au.FreeBSD.org

8�� �������$"

• cvsup.at.FreeBSD.org

• cvsup2.at.FreeBSD.org

8���� � ���������

• cvsup.ar.FreeBSD.org

� ��� ���)N��$"

• cvsup.br.FreeBSD.org

• cvsup2.br.FreeBSD.org

• cvsup3.br.FreeBSD.org

• cvsup4.br.FreeBSD.org

• cvsup5.br.FreeBSD.org

� �SN�����	���������������"

• cvsup.uk.FreeBSD.org

• cvsup2.uk.FreeBSD.org

• cvsup3.uk.FreeBSD.org

• cvsup4.uk.FreeBSD.org

� � �������$"

• cvsup.hu.FreeBSD.org

833



�����������
	���	
A.
����������	���	

FreeBSD

� ����� �����$"

• cvsup.de.FreeBSD.org

• cvsup2.de.FreeBSD.org

• cvsup3.de.FreeBSD.org

• cvsup4.de.FreeBSD.org

• cvsup5.de.FreeBSD.org

• cvsup6.de.FreeBSD.org

• cvsup7.de.FreeBSD.org

• cvsup8.de.FreeBSD.org

� ��� &��$"

• cvsup.gr.FreeBSD.org

• cvsup2.gr.FreeBSD.org

� �����$"

• cvsup.dk.FreeBSD.org

• cvsup2.dk.FreeBSD.org

� �mN����$���$"

• cvsup.ie.FreeBSD.org

�
�eN����,���$"

• cvsup.is.FreeBSD.org

�
��������$"

• cvsup.es.FreeBSD.org

• cvsup2.es.FreeBSD.org
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• cvsup3.es.FreeBSD.org

� ���!N���"

• cvsup.it.FreeBSD.org

� �����2�
�

• cvsup.ca.FreeBSD.org

� �������

• cvsup.cn.FreeBSD.org

• cvsup2.cn.FreeBSD.org

• cvsup3.cn.FreeBSD.org

• cvsup4.cn.FreeBSD.org

• cvsup5.cn.FreeBSD.org

� 	�����"

• cvsup.kr.FreeBSD.org

• cvsup2.kr.FreeBSD.org

• cvsup3.kr.FreeBSD.org

�  �������

• cvsup1.kw.FreeBSD.org

�-�������$"

• cvsup.lv.FreeBSD.org
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�(�������

• cvsup.lt.FreeBSD.org

• cvsup2.lt.FreeBSD.org

• cvsup3.lt.FreeBSD.org

+ �,�����)N����,� �

• cvsup.nl.FreeBSD.org

• cvsup2.nl.FreeBSD.org

• cvsup3.nl.FreeBSD.org

• cvsup5.nl.FreeBSD.org

+ 	�����" � �(N����,���$"

• cvsup.nz.FreeBSD.org

+ 	��	��������"

• cvsup.no.FreeBSD.org

�#	iN��
	1�

• cvsup.pl.FreeBSD.org

• cvsup2.pl.FreeBSD.org

• cvsup3.pl.FreeBSD.org

�#	����  �6�!N��$"

• cvsup.pt.FreeBSD.org

• cvsup2.pt.FreeBSD.org

• cvsup3.pt.FreeBSD.org
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	 � ���$"

• cvsup.ru.FreeBSD.org

• cvsup2.ru.FreeBSD.org

• cvsup3.ru.FreeBSD.org

• cvsup4.ru.FreeBSD.org

• cvsup5.ru.FreeBSD.org

• cvsup6.ru.FreeBSD.org

�  ��� ���$"

• cvsup.ro.FreeBSD.org

• cvsup1.ro.FreeBSD.org

• cvsup2.ro.FreeBSD.org

• cvsup3.ro.FreeBSD.org

7 �98

• cvsup1.us.FreeBSD.org

• cvsup2.us.FreeBSD.org

• cvsup3.us.FreeBSD.org

• cvsup4.us.FreeBSD.org

• cvsup5.us.FreeBSD.org

• cvsup6.us.FreeBSD.org

• cvsup7.us.FreeBSD.org

• cvsup8.us.FreeBSD.org

• cvsup9.us.FreeBSD.org

• cvsup10.us.FreeBSD.org

• cvsup11.us.FreeBSD.org

• cvsup12.us.FreeBSD.org

• cvsup13.us.FreeBSD.org

• cvsup14.us.FreeBSD.org

• cvsup15.us.FreeBSD.org

• cvsup16.us.FreeBSD.org
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• cvsup18.us.FreeBSD.org

7 ��� � ��������	

• cvsup.sm.FreeBSD.org

7 ����� ��  �

• cvsup.sg.FreeBSD.org

7 N�	�����&�����" � � ��  �iN������

• cvsup.sk.FreeBSD.org

• cvsup2.sk.FreeBSD.org

7 N�	���� ���$"

• cvsup.si.FreeBSD.org

• cvsup2.si.FreeBSD.org

4
���	�������

• cvsup.tw.FreeBSD.org

• cvsup3.tw.FreeBSD.org

• cvsup4.tw.FreeBSD.org

• cvsup5.tw.FreeBSD.org

• cvsup6.tw.FreeBSD.org

• cvsup7.tw.FreeBSD.org

• cvsup8.tw.FreeBSD.org

• cvsup9.tw.FreeBSD.org

• cvsup10.tw.FreeBSD.org

• cvsup11.tw.FreeBSD.org

• cvsup12.tw.FreeBSD.org
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• cvsup13.tw.FreeBSD.org

4  ��&��$"

• cvsup.tr.FreeBSD.org

� �����������

• cvsup2.ua.FreeBSD.org

• cvsup3.ua.FreeBSD.org

• cvsup4.ua.FreeBSD.org

• cvsup5.ua.FreeBSD.org

• cvsup6.ua.FreeBSD.org

• cvsup7.ua.FreeBSD.org

� �)N�������� �

• cvsup1.ph.FreeBSD.org

� ���mN�"��,����"

• cvsup.fi.FreeBSD.org

• cvsup2.fi.FreeBSD.org

� ������&���"

• cvsup.fr.FreeBSD.org

• cvsup2.fr.FreeBSD.org

• cvsup3.fr.FreeBSD.org

• cvsup4.fr.FreeBSD.org

• cvsup5.fr.FreeBSD.org

• cvsup8.fr.FreeBSD.org

839



�����������
	���	
A.
����������	���	

FreeBSD

�#��'$�$"

• cvsup.cz.FreeBSD.org

� ������&������$"

• cvsup.ch.FreeBSD.org

� ����&��$"

• cvsup.se.FreeBSD.org

• cvsup3.se.FreeBSD.org

� ����	 ���$"

• cvsup.ee.FreeBSD.org

� . ����"1805#�������

• cvsup.za.FreeBSD.org

• cvsup2.za.FreeBSD.org

���	�����"

• cvsup.jp.FreeBSD.org

• cvsup2.jp.FreeBSD.org

• cvsup3.jp.FreeBSD.org

• cvsup4.jp.FreeBSD.org

• cvsup5.jp.FreeBSD.org

• cvsup6.jp.FreeBSD.org
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A.6.
� ����� CVS

�#���-�	UN  ��� �����*�mN��1	�� ��	��UN�� �����(���3'$	2��� � '(��� ������	�� � �����	UN���� 	����������6� cvs �mN�� CVSup ��	UN�./� �1��� ���
��� � ���(�����!������� � ���

4
���!	�����	 �������3"5N�����	 �*	�����3�
�(N�� ����	��0N�������� ������������	������ FreeBSD N�����	 �

	���������(N�� ����	��  �%	��%� ���  �����6�%� ��� . �#���	� � �-�������� � ������������" ” ������	�� ��� ����� ”, ����	���	��-���� ����� ������������" ” ����� 	��
���(N�� � � ”.

A.6.1. � �:� � � ��� � � �
�
��� 	 ��� , �6����� �mN������ �����6� HEAD ( ��	���	�� � �����������
��������	������ � ), 	�����	��3"�����"*��	UN�����	 �(��� �����  src/.

� ����������"
ports/, doc/ � www/ ���!���%�� � ������	�������������� .

HEAD7 ��� ��	UN�����������	�� ��� "-�PN�"*	�����	�����	������������-������������	������ , FreeBSD-CURRENT.
�
���	iN����  � ���3"(�	 �%	iN���������� , � �(N��*��� � ���  ����� ��� .

�
CVSup, � ��	�� �����!��������������iN�� ������� ��	UN�	�� . ( ���� �����-  �����  ��&���� , � ����� ��	UN ”.”).

�+��
�����������
: � CVS $("�= &(�6B��+��)	F�����*�� *H��&(��)	,3- B�"%$(��! , "3��)	*;$("�= ��"1B�<3��-3���'.��H�HI�C8" . �8I�/NF��(� ��"G��F�"���,

���� (�#KJ"�:5*���"3"�: ! . )#!#"�$(��!'�HI#�(��. )�"���*�"8��� CURRENT ���O����K;*#��"1�%� STABLE, $���)+,�<3�9"3��)	*5.�/���"1�%$D �"���*�$("3��,
*���"����(� <8@�$����	B .

RELENG_5
� �������0������������	������ FreeBSD-5.X, � �������������2"-�����$./� ����� FreeBSD 5-STABLE.

RELENG_5_3
� �������0���SN�� � � �PN�" FreeBSD-5.3, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_5_2
� �������0���SN�� � � �PN�" FreeBSD-5.2 � FreeBSD-5.2.1, ����	UN����  �6� �2"-��	UN�����	 �PN�"1����������iN�� �����*��� � 	��� ����	������
�(���  � �$' ������������� � ���$'*���������iN�� ����� .

RELENG_5_1
� �������0���SN�� � � �PN�" FreeBSD-5.1, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_5_0
� �������0���SN�� � � �PN�" FreeBSD-5.0, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4
� �������0������������	������ FreeBSD-4.X, � �������������2"-�����$./� ����� FreeBSD 4-STABLE.
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RELENG_4_10
� �������0���SN�� � � �PN�" FreeBSD-4.10, ����	UN����  �6� �2"(��	UN�����	��PN�"*���������iN�� �����-��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4_9
� �������0���SN�� � � �PN�" FreeBSD-4.9, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4_8
� �������0���SN�� � � �PN�" FreeBSD-4.8, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4_7
� �������0���SN�� � � �PN�" FreeBSD-4.7, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4_6
� �������0���SN�� � � �PN�" FreeBSD-4.6 � FreeBSD-4.6.2, ����	UN����  �6� �2"-��	UN�����	 �PN�"1����������iN�� �����*��� � 	��� ����	������
�(���  � �$' ������������� � ���$'*���������iN�� ����� .

RELENG_4_5
� �������0���SN�� � � �PN�" FreeBSD-4.5, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4_4
� �������0���SN�� � � �PN�" FreeBSD-4.4, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_4_3
� �������0���SN�� � � �PN�" FreeBSD-4.3, �����	iN����  �6� �2"(��	iN�����	��PN�"*����������iN�� �����*��� � 	��� ����	������(�-���  ���$'
������������� � ���$'-����������iN�� ����� .

RELENG_3
� �������0������������	��������PN�" FreeBSD-3.X, � ����� ��������"-�����$./� ����� 3.X-STABLE.

RELENG_2_2
� �������0������������	��������PN�" FreeBSD-2.2.X, � ��������������"-������. � ����� 2.2-STABLE. � ������� ����� �	0��	iN��
	*���
���������  ���������SN�� .

A.6.2. � �:� � 	������:��� �
� ���*��� ���1	�����	��3"�����" �*	���������(N�� ��� ��� �%	��%� ������� ����� �%� ��� , ��	��3�
�0���ON������   )*� � � ��	������������ � � ����������
FreeBSD. �#��	�&�� � � � �   �����0���(N�� ��	��0��	iN���� �
�����iN�����	���	��  �%� ��������	�������� ����5#	���� ��&����*	�� �   ������'����(N�� � 	��
(http://www.FreeBSD.org/releng/) � ����������� 	����	�&�� � ��� �	2��� 	���	������(���(N�� � 	��
(http://www.FreeBSD.org/doc/ru_RU.KOI8-R/articles/releng/release-proc.html).

� � ������	 src �����	iN�� �  ���0���%� ���
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����� 	�� , ��� ������� � )*�����3" � RELENG_.
� � ��������" ports � doc �����	UN����  �0����� ��� , ���%� ��� ��	���	�� � ' �������������0����"��

RELEASE.
+ ����	�����& , �0����������� www ��� � �����&����iN���� � '#���%� �(�KN�"*���SN�� ��	�� .

RELENG_5_3_0_RELEASE

FreeBSD 5.3

RELENG_4_10_0_RELEASE

FreeBSD 4.10

RELENG_5_2_1_RELEASE

FreeBSD 5.2.1

RELENG_5_2_0_RELEASE

FreeBSD 5.2

RELENG_4_9_0_RELEASE

FreeBSD 4.9

RELENG_5_1_0_RELEASE

FreeBSD 5.1

RELENG_4_8_0_RELEASE

FreeBSD 4.8

RELENG_5_0_0_RELEASE

FreeBSD 5.0

RELENG_4_7_0_RELEASE

FreeBSD 4.7

RELENG_4_6_2_RELEASE

FreeBSD 4.6.2

RELENG_4_6_1_RELEASE

FreeBSD 4.6.1

RELENG_4_6_0_RELEASE

FreeBSD 4.6

RELENG_4_5_0_RELEASE

FreeBSD 4.5

RELENG_4_4_0_RELEASE

FreeBSD 4.4
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RELENG_4_3_0_RELEASE

FreeBSD 4.3

RELENG_4_2_0_RELEASE

FreeBSD 4.2

RELENG_4_1_1_RELEASE

FreeBSD 4.1.1

RELENG_4_1_0_RELEASE

FreeBSD 4.1

RELENG_4_0_0_RELEASE

FreeBSD 4.0

RELENG_3_5_0_RELEASE

FreeBSD-3.5

RELENG_3_4_0_RELEASE

FreeBSD-3.4

RELENG_3_3_0_RELEASE

FreeBSD-3.3

RELENG_3_2_0_RELEASE

FreeBSD-3.2

RELENG_3_1_0_RELEASE

FreeBSD-3.1

RELENG_3_0_0_RELEASE

FreeBSD-3.0

RELENG_2_2_8_RELEASE

FreeBSD-2.2.8

RELENG_2_2_7_RELEASE

FreeBSD-2.2.7

RELENG_2_2_6_RELEASE

FreeBSD-2.2.6

RELENG_2_2_5_RELEASE

FreeBSD-2.2.5
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RELENG_2_2_2_RELEASE

FreeBSD-2.2.2

RELENG_2_2_1_RELEASE

FreeBSD-2.2.1

RELENG_2_2_0_RELEASE

FreeBSD-2.2.0

A.7. AFS �
� ���

�

AFS �����	����� � �PN�" FreeBSD ������	���� � ����� �eN����  �0)*��' ���������2' :

� ����&��$"
�(������� 5(���mN�	�� : /afs/stacken.kth.se/ftp/pub/FreeBSD/

stacken.kth.se # Stacken Computer Club, KTH, Sweden
130.237.234.43 #hot.stacken.kth.se
130.237.237.230 #fishburger.stacken.kth.se
130.237.234.3 #milko.stacken.kth.se
� ����� ��������� ��� � � <ftp@stacken.kth.se>

A.8. rsync �
� ���

�
7 N��3�  � )*��� ������� ��	���� ����� �  �0����	 ���   � FreeBSD ��� ��� �!���	���	���	iN rsync �0���)N������ rsync ������	������ ���
	 ����	�����	�� ��� � . �!  ���6� , ����	�� ��	�� ���$�
� rcp(1), ��	 �	2����� �$./�	����������	iN��
	*����������%������	��0�1�����	UN����  ���
���	���	���	UN  �
�!N�� ����	���	�	�����	��iN�� ���$" rsync, ��	���	�� � �-��������
��� �0��	UN�����	 ��� � ����&  �%��.1�  ���  � " ������	������%�
5(���mN�	�� , ����	 � ��� �������(N�� ��	 �	�����	 ��� ������	���	 ����� �����$'$��	���� � ��&����-�	 ��� ��� . � ��	�	 ��	���� ����	0�	iN�� � ��	 , � �(N���� �
�	2���
���$./�	������������ �����iN�	 �����	������� FreeBSD FTP, �mN��*��� �	�� ����	����$" CVS. �(������� rsync ��	 ���  �� �-�PN�"1� ��	�����'
	��� ����&���	���� � ' ��������6� , � FreeBSD �����	iN�� �  �����!�	���� net/rsync �mN��*�������� .
�#�	�� ���2"(������  �UN������

rsync://ftp.cz.FreeBSD.org/
� 	 ���  �� � � ��	iN)N�� ��&���� :

• ftp: �(� ����������	��
��� �����!N�	 FreeBSD FTP �����	������� .

• FreeBSD: �#	iN���	���� �������iN�	 FreeBSD FTP ��� �	��� ��� .
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� ����� �����$"
rsync://grappa.unix-ag.uni-kl.de/
� 	 ���  �� � � ��	���������� ���$" :

• freebsd-cvs: �#	iN� � � FreeBSD CVS ��� �	�� ����	������ .

� ��	�� ��	��%����0�����*�	��%���%	����	
���$'(������. ����� �����iN����  ��� CVS ��� �	�� ����	������*���	�� ����	�� NetBSD �
OpenBSD.

+ �,�����)N����,� �
rsync://ftp.nl.FreeBSD.org/
� 	 ���  �� � � ��	iN)N�� ��&���� :

• vol/3/freebsd-core: �#	iN���	������ �����iN�	 FreeBSD FTP ������������� .

� �SN�����	���������������"
rsync://rsync.mirror.ac.uk/
� 	 ���  �� � � ��	iN)N�� ��&���� :

• ftp.FreeBSD.org: �#	iN���	���� �������iN�	 FreeBSD FTP ������������� .

7 	��3�
����� ��� � � �9������� 80�%� �������
rsync://ftp-master.FreeBSD.org/

� ��	�� ��� �	��� �*�%	�./��� �����	iN�� ��	����������3"(��	UN�����	 	 � ��	�� � ���%����� �����!N
���%� FreeBSD.
� 	 ���  �� � � ��	iN)N�� ��&���� :

• FreeBSD:
�
����	�����	��-���$'$�	� FreeBSD FTP ��� �	��� ��� .

• acl:
�
� ��	�� ��	�� ACL �������	 � FreeBSD.

rsync://ftp13.FreeBSD.org/
� 	 ���  �� � � ��	iN)N�� ��&���� :

• FreeBSD: �#	iN���	���� �������iN�	 FreeBSD FTP ��� �	��� ��� .
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�
����� � � �"!$# � 7&% � � �('
���$!�� � FreeBSD

% �$)+*,' �-� � �iN".��/�fN"!�	102' % !�� � �$!")3'(�4*5)(N"0 � �76 � � ��� )�8' % )9� � #$!"'����$':8 �-!���� )9;�� FreeBSD, ' �$! �")3'��") �$0  *,'(<�� �=*PN$.1!mNPN�� ��� � � #"!$!1':<��>)-*5!��$) �$!?. ���(!?6 � � ��� )�8
�:;@) ��� )3*PN$.A� ':B�' , �$� '(< � �

�
�-� �$':!$� 0 �(7 !��C*,)(N � � 0D)9)3� � <(':�  <:'iN")9)EB(N � *�$':8 .

� N$.���� ':B�' �") � � ;@) �$!5;��6F':�$'�	 � . ���$!"B � % ' ��!��-� )G; �$':;  � *,;@!��$!�-� �$!"�$'�� � �$!�� UNIX !16?'(�$'
	1)�)3�  �$'��:'4*������(' % 'iN"0 ��'�� � � )SN$. .

B.1. H �JI
�
IKIMLONQP � �SR

� , ���ATQU I �SRVI � IWPANQXOYZI T �\[ ���
FreeBSD] 	�� � ���F� �������"^ 	

�
��5_ � � � �����F� �,^

:

• Using FreeBSD (http://jdli.tw.FreeBSD.org/publication/book/freebsd2/index.html) ( �
�
�$!$� � 8����"':; ).

• FreeBSD Unleashed (
% )9�$)��:'4* � � �$!$� � 8�� �$!$8 ), ' %	 <UN"!��$'�� � �"' China Machine Press (http://www.hzbook.com/).

ISBN 7-111-10201-0.

• FreeBSD From Scratch First Edition ( �
�
�$!$� � 8����"':; ), ' %	 <UN"!��$'�� � �"' China Machine Press. ISBN

7-111-07482-3.

• FreeBSD From Scratch Second Edition ( �
�
�$!$� � 8����"':; ), ' %� <UN"!��$'�� � �$' China Machine Press. ISBN

7-111-10286-X.

• FreeBSD Handbook ( �
�
�$!$� � 8����$'`; ), ' %	 <iN5!��$'�� � �$' Posts & Telecom Press (http://www.ptpress.com.cn/).

ISBN 7-115-10541-3.

• FreeBSD 3.x Internet ( �
�
�$!$� � 8�� �$':; ), ' %� <UN"!��$'�� � �$' Tsinghua University Press

(http://www.tup.tsinghua.edu.cn/). ISBN 7-900625-66-6.

• FreeBSD & Windows ( �
�
�$!"� � 8�� �$':; ), ISBN 7-113-03845-X

• FreeBSD Internet Services HOWTO ( �
�
�$!"� � 8�� �$':; ), ISBN 7-113-03423-3

• FreeBSD for PC 98’ers ( �
� . % ' �����"':; ), � � %	Fa ) �$' SHUWA System Co, LTD. ISBN 4-87966-468-5 C3055

P2900E.

• FreeBSD ( �
� . % ' �����$'`; ), � � %	Fa ) �$' CUTT. ISBN 4-906391-22-2 C3055 P2400E.

• Complete Introduction to FreeBSD (http://www.shoeisha.com/book/Detail.asp?bid=650) ( �
� . % ' �����"':; ),

� � %	Fa ) �"' Shoeisha Co., Ltd (http://www.shoeisha.co.jp/). ISBN 4-88135-473-6 P3600E.

• Personal UNIX Starter Kit FreeBSD (http://www.ascii.co.jp/pb/book1/shinkan/detail/1322785.html) ( �
�

. % ' �����"':; ), � � %	Fa ) �$' ASCII (http://www.ascii.co.jp/). ISBN 4-7561-1733-3 P3000E.

• FreeBSD Handbook ( . % ' �����$!"8 % )��")��(' * ), ��� %	Fa ) �$' ASCII (http://www.ascii.co.jp/). ISBN 4-7561-1580-2
P3800E.

• FreeBSD mit Methode ( �
�
�$)G;@)�#��$'`; ), � � %	Fa ) �$' Computer und Literatur Verlag (http://www.cul.de)/Vertrieb

Hanser, 1998. ISBN 3-932311-31-0.

• FreeBSD 4 - Installieren, Konfigurieren, Administrieren (http://www.cul.de/freebsd.html) ( �
�
�")9;@)�#��$':; ),

� � %	Fa ) �"' Computer und Literatur Verlag (http://www.cul.de), 2001. ISBN 3-932311-88-4.

• FreeBSD 5 - Installieren, Konfigurieren, Administrieren (http://www.cul.de/freebsd.html) ( �
�
�")9;@)�#��$':; ),

� � %	Fa ) �"' Computer und Literatur Verlag (http://www.cul.de), 2003. ISBN 3-936546-06-1.
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• FreeBSD de Luxe (http://www.mitp.de/vmi/mitp/detail/pWert/1343/) ( �
�
�$)9;@)9#��$'`; ), � � %	Fa ) �$' Verlag Modere

Industrie (http://www.mitp.de), 2003. ISBN 3-8266-1343-0.

• FreeBSD Install and Utilization Manual (http://www.pc.mycom.co.jp/FreeBSD/install-manual.html) ( �
�

. % ' �����"':; ), � � %	Fa ) �$' Mainichi Communications Inc. (http://www.pc.mycom.co.jp/).

• Onno W Purbo, Dodi Maryanto, Syahrial Hubbany, Widjil Widodo � � � �������	
	��  	�� �	  � 	�� 
 	��A� �� � ���� 	 � � 
 � ���	 � FreeBSD (http://maxwell.itb.ac.id/) ( �
�
�
�?*5'��$) ��!$8���$'`;W. � � �$) ), � � %	Fa ) �"' Elex Media

Komputindo (http://www.elexmedia.co.id/).� ���5_������ ����F���,^ �/� � �5_������ � � � � Q �4^
�
	
:

• Absolute BSD: The Ultimate Guide to FreeBSD (http://www.AbsoluteBSD.com/), ��� %	Fa ) �$' No Starch Press
(http://www.nostarch.com/), 2002. ISBN: 1886411743

• The Complete FreeBSD (http://www.freebsdmall.com/cgi-bin/fm/bsdcomp), ��� %	Fa ) �$' O’Reilly
(http://www.oreilly.com/), 2003. ISBN: 0596005164

• The FreeBSD Corporate Networker’s Guide (http://www.freebsd-corp-net-guide.com), ��� %�`a ) �$'
Addison-Wesley (http://www.awl.com/aw/), 2000. ISBN: 0201704811

• FreeBSD: An Open-Source Operating System for Your Personal Computer
(http://andrsn.stanford.edu/FreeBSD/introbook/), ��� %�`a ) �$' The Bit Tree Press, 2001. ISBN: 0971204500

• Teach Yourself FreeBSD in 24 Hours, ��� %�`a ) �$' Sams (http://www.samspublishing.com/), 2002. ISBN:
0672324245

• FreeBSD unleashed, ��� %	Fa ) �$' Sams (http://www.samspublishing.com/), 2002. ISBN: 0672324563

• FreeBSD: The Complete Reference, � � %	Fa ) �$' McGrawHill (http://books.mcgraw-hill.com), 2003. ISBN:
0072224096

B.2. � N�� � � ��� �
� ��� � R [ ��� R ����� ��� � T R T �

• Computer Systems Research Group, UC Berkeley. 4.4BSD User’s Reference Manual. O’Reilly & Associates, Inc.,
1994. ISBN 1-56592-075-9

• Computer Systems Research Group, UC Berkeley. 4.4BSD User’s Supplementary Documents. O’Reilly &
Associates, Inc., 1994. ISBN 1-56592-076-7

• UNIX in a Nutshell. O’Reilly & Associates, Inc., 1990. ISBN 093717520X

• Mui, Linda. What You Need To Know When You Can’t Find Your UNIX System Administrator. O’Reilly &
Associates, Inc., 1995. ISBN 1-56592-104-6

• Ohio State University (http://www-wks.acs.ohio-state.edu/) �
� % !� � N � � �

�
�$':;@!$�()(N"0 � �\8 �  ��� UNIX

(http://www-wks.acs.ohio-state.edu/unix_course/unix.html) �$'(�('(� �\8S*,' �-� `% ) ��� Online � HTML ! PS� ':�"; � � � 6 .
� � � N"0 .�����$!$8 % )��$)��(' * (http://www.FreeBSD.org/doc/it_IT.ISO8859-15/books/unix-introduction/index.html)
�9� '(B9'\*5' �  ;@) �$� � *5' ��� F% ) ��� � ��� � ��� 0 FreeBSD Italian Documentation Project.
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• Jpman Project, Japan FreeBSD Users Group (http://www.jp.FreeBSD.org/). FreeBSD User’s Reference Manual
(http://www.pc.mycom.co.jp/FreeBSD/urm.html) ( � % ' �����"!$8 % )9�$)��:'4* ). Mainichi Communications Inc.
(http://www.pc.mycom.co.jp/), 1998. ISBN4-8399-0088-4 P3800E.

• �E*5!��$<  �$B����$!$8 � �$!	�:)�����!$� )9� (http://www.ed.ac.uk/) �-'��-� � �(!mN Online �  �()��(' *5!$� )SN"0
(http://unixhelp.ed.ac.uk/) *PN$. �$'��(!����$'���� UNIX.

B.3. � N�� � � ��� �
� ��� � R [ � � �

I � I
�
� P�� � � P � �

• Albitz, Paul and Liu, Cricket. DNS and BIND, 4th Ed. O’Reilly & Associates, Inc., 2001. ISBN 1-59600-158-4

• Computer Systems Research Group, UC Berkeley. 4.4BSD System Manager’s Manual. O’Reilly & Associates,
Inc., 1994. ISBN 1-56592-080-5

• Costales, Brian, et al. Sendmail, 2nd Ed. O’Reilly & Associates, Inc., 1997. ISBN 1-56592-222-0

• Frisch, Æleen. Essential System Administration, 2nd Ed. O’Reilly & Associates, Inc., 1995. ISBN 1-56592-127-5

• Hunt, Craig. TCP/IP Network Administration, 2nd Ed. O’Reilly & Associates, Inc., 1997. ISBN 1-56592-322-7

• Nemeth, Evi. UNIX System Administration Handbook. 2nd Ed. Prentice Hall, 2000. ISBN 0-13-020601-6

• Stern, Hal Managing NFS and NIS O’Reilly & Associates, Inc., 1991. ISBN 0-937175-75-7

• Jpman Project, Japan FreeBSD Users Group (http://www.jp.FreeBSD.org/). FreeBSD System Administrator’s
Manual (http://www.pc.mycom.co.jp/FreeBSD/sam.html) (Japanese translation). Mainichi Communications Inc.
(http://www.pc.mycom.co.jp/), 1998. ISBN4-8399-0109-0 P3300E.

• Dreyfus, Emmanuel. Cahiers de l’Admin: BSD (http://www.eyrolles.com/Informatique/Livre/9782212114638/)
2nd Ed. ( �

� � � � �$#  �����$'`; ), Eyrolles, 2004. ISBN 2-212-11463-X
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	 � % �$'(#")�����'(� � ARM®

freebsd-atm
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-atm)

, � % 'iN"0 ��'�� � 	 !") ATM �-)��()�8�� FreeBSD

freebsd-audit
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-audit)

�S�$':) � � �  *5!$� � !��+6?' * 	 �76 � ) � �-� '��
freebsd-binup
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-binup)

� ! � � 8 	 !A� � �9� � <:'(� �5� �-!���� )9;���<(! 	 � � 	 �76'(< 	 '��UN") 	 !$8
freebsd-cluster
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-cluster)

, � % 'iN"0 ��'�� � 	 !") FreeBSD �
� N � �-� )9� � 6

freebsd-cvsweb
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
cvsweb)

�S'4*"*5)�� � �"� CVSweb

freebsd-database
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
database)

� <��  � *,) 	 !$)&!�� % 'iN"0 ��'�� � 	 !$.S! � � �9� � <:'(� � ! < � �* � 	 	 �76 % ' * FreeBSD

freebsd-doc
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-doc)

� '��-* � 	 !$)3':� 	 '��-. a !?6"�-. � FreeBSD *5' �  ;@) 	 � '��
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freebsd-emulation
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
emulation)

��;  N$.$#$!?.1*5�  B�!$6 ��!��-�()9; , � � � !?6 �5� �
Linux/DOS/Windows

freebsd-firewire
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
firewire)

��)-6 	 !��")�� � '()�'(<��  � *,) 	 !$) FreeBSD FireWire® (iLink,
IEEE 1394)

freebsd-fs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-fs)

�
� 8mN5'����\) �-!���� )9;��

freebsd-geom
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-geom)

� � 	 '��+. a !$)��-. � GEOM '(<��  �Q*5) 	 !$.A!1�$) � N"! � � #$!"!
freebsd-gnome
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-gnome)

�S'(�"� !$�$'�� � 	 !$) GNOME ! % �$!mN5'�� ) 	 !"8 GNOME

freebsd-hackers
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
hackers)

� < a )�)&� )-6 	 !��")�� � '()3':<��  �Q*5) 	 !$)

freebsd-hardware
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
hardware)

� < a )�)&'(<��  � *,) 	 !$)&'(<:'(�  *5'�� � 	 !?./*KN$. FreeBSD

freebsd-i18n
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-i18n)

, 	 � )9� 	 � #$!$' 	 � N"! � � #$!$. FreeBSD

freebsd-ia32
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ia32)

FreeBSD
	 � % N � � � '(�";@) IA-32 (Intel x86)

freebsd-ia64
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ia64)

�S'(�"� !$�$'�� � 	 !$) FreeBSD
	 � <  * Fa !$) �-!���� )9;�� Intel

IA64

freebsd-ipfw
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ipfw)

��)-6 	 !��")�� � !$)7'(<��  � *,) 	 !?. , '(� 	 '��+. a !$)��-. �% )9�$)�� � <(':� � ) � '4* � IP <(� � 	 *,; �  �9� �
freebsd-isdn
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-isdn)

� �
��� � <('(���$! � ! ISDN

freebsd-java
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-java)

� �
��� � <('(���$! � ! Java !5N��\*5! ,

% '(�"� !$�  � a !$) JDK
	 �

FreeBSD

freebsd-kde
(http://freebsd.kde.org/mailman/listinfo/kde-freebsd)

�S'(�"� !$�$'�� � 	 !$) KDE ! % �$!mN"' � ) 	 !$8 KDE

freebsd-lfs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-lfs)

�S'(�"� !$�$'�� � 	 !$) LFS
	 �

FreeBSD

freebsd-libh
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-libh)

� � '(�"'() % ' � 'UN") 	 !$) % �"'(B�� � ; ;��  �-� � 	 '�� � !���!��-� )G;��V!% � � )�� '��
freebsd-mips
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-mips)

�S'(�"� !$�$'�� � 	 !$) FreeBSD
	 �

MIPS®
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freebsd-mobile
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
mobile)

� <��  � *,) 	 !$) % '(�"� � � !�� 	 �76 � '`; % 0��D� )��"'��

freebsd-mozilla
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
mozilla)

�S'(�"� !$�$'�� � 	 !$) Mozilla
	 �

FreeBSD

freebsd-multimedia
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
multimedia)

�
 N"0:� !";@)+*,! � % �$!mN"' � ) 	 !?.

freebsd-new-bus
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-new-
bus)

��)-6 	 !��")�� � !$)7'(<��  � *,) 	 !?. � �?6?!$� ) � �  � � 	 ! 	 �

freebsd-net
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-net)

� <��  � *,) 	 !?. , '(� 	 '��+. a !$)��-. � �-)9� !1! !��+6?' * 	 ':; � ) � �-�  TCP/IP

freebsd-openoffice
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
openoffice)

�S'(�"� !$�$'�� � 	 !$) OpenOffice.org ! StarOffice
	 �

FreeBSD

freebsd-performance
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
performance)

� ' % �"'�� � ' % � !";@! � � #"!$! % �"'(! ���('4*,!$� )(N50 	 '��-� !S*KN$.<����� � �76 / � � <:'(� � � a !$6 % '4* <:'iN"0
	1'(8 	 � B��  � � '(8
�-)9�	�()9�$'��

freebsd-perl
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-perl)

�S'4*"*5)�� � �"� � � �SN"!�� 	 �76A'(� 	 '��+. a !?6"�+. � perl
% '(�"� '��

freebsd-pf
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-pf)

� <��  � *,) 	 !$)&<(� � 	 *,; �  �9� � 	 � < � ��) packet filter

freebsd-platforms
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
platforms)

� � 	 '��-!$���+. � % '(�$� � ;W*PN". % N � � � '(�"; 	 ) -Intel� �$6F!"� ) � �  � �
freebsd-ports
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports)

� <��  � *,) 	 !?. � 'iN)N") � #$!$! % '(�"� '��
freebsd-ports-bugs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ports-
bugs)

� <��  � *,) 	 !?.A':� 	 '��+. a !$6 �-. � % ':�$� � ; '�	 !$<(' � /PR

freebsd-ppc
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-ppc)

�S'(�"� !$�$'�� � 	 !$) FreeBSD
	 �

PowerPC®

freebsd-qa
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-qa)

� <��  � *,) 	 !$)&B � � � 	 �(!$8 �"� �$)������ � (Quality Assurance),'(< ��� 	 ' % )��$)-*Q�$)SN"! �9':;
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freebsd-realtime
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
realtime)

� �
��� � <('(� �"� � � � 	 !$�$) 	 !$8A�$) � N"0 	 '(B9'��(�$)G;@) 	 !A*PN$.

FreeBSD

freebsd-scsi
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-scsi)

�S'4* �-!���� )9; � SCSI

freebsd-security
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
security)

� '(':< a ) 	 !?.A<:) �9' % � � 	 '��-� ! ,
�5�
�
�
� a !$)��-. FreeBSD

freebsd-small
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-small)

, � % 'iN"0 ��'�� � 	 !") FreeBSD �:'����-� �$':) 	 	 �76% �$!)N"'�� ) 	 !?.?6
freebsd-smp
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-smp)

� <��  � *,) 	 !$) [
	 ) ] �-!"; ;@)9� �$!�� 	 '(8;  N"0(�(! % �$':#$)����-'(� 	 '(8 � �?6?!$� ) � �  � �

freebsd-sparc64
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
sparc64)

�S'(�"� !$�$'�� � 	 !$) FreeBSD
	 � �-!���� )9;�� , '�� 	 '�� � 	 	 �\) 	 �

Sparc®

freebsd-standards
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
standards)

� '(':���()9���-���(!$) FreeBSD ��� � 	 * � �$� � ; C99 ! POSIX

freebsd-threads
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
threads)

�S'(�(' � !�� FreeBSD

freebsd-testing
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-testing)

��)���� !$�$'�� � 	 !$) % �$'(! ���(' *5!$� )SN"0 	 '��-� !1!��-� � <(!)N"0 	 '��-� !
FreeBSD

freebsd-tokenring
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
tokenring)

�S'4*"*5)�� � �"� Token Ring � FreeBSD

freebsd-usb
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-usb)

� <��  � *,) 	 !$) % '4*"*5)�� � � ! USB � FreeBSD

freebsd-vuxml
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-vuxml)

� <��  � *,) 	 !$)&! 	 � � � �-� �  � �  � � VuXML

freebsd-x11
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-x11)

� ' % �$'��:'��Q*5) 	 !$)3! % '4*$*,)�� � �"� X11 � FreeBSD

( _��A� � � � � � � ^ � � ��� � � � :
� N")+*  � a !$) � % !�� � ! � � ��� �ON � ! % �$)-* 	 � � 	 � �") 	 �=*PN".1<('UN")�) � % )9#$! � N5! ��!$�"'�� � 	 	 ':8 ( !<('iN5)�)E' � !$#$! � N"0 	 ':8 )

�  *5!$� ':�$!$!1!��()9�$' .$� 	 ' 	 )7;@'(B  � � � ! 	 � )��")��-'�� � � 0 	1!"�$' �  � %	 <iN"! �  .
� )9�$' .$� 	 '6F':�$'�	 )�8 !F*,)�)�8 <  *5)9��� 	 � � � N � 	 � N � *5!"� 0/':< a ) 	 !$)��/� )�6 	 !��$)�� � !?6�� % !�� �5� 6A� � ��� �ON � ! % )9�$)+*% �$!���'()+*,! 	 ) 	 !$)9; � '(B9� � 	 !��$) 	 	 � ; � % !�� �"� ; , � � � ���#�9;@'�� )�� )�'����(':!$� 0 ���(! �  '(< a ) 	 !?. .
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freebsd-hubs
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-hubs)

� �\*,! ,
% ' *$*5)9� � !	� � � a !")��)9� �"� N � (

% '4*$*,)�� � �"�! 	 � � � �-�(�  � �  � � )

freebsd-user-groups
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-user-
groups)

� '(':�F*5! 	 � #$!?.AB9� F%$%1% 'iN"0 ��'�� � � )SN")�8

freebsd-vendors
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-
vendors)

� '(':�F*5! 	 � #$!?. % '��-� � � a ! � '�� % )��")+*Q�")(N"! �9':;

freebsd-www
(http://lists.FreeBSD.org/mailman/listinfo/freebsd-www)

� ���:)��������() 	 	 �\)�� � www.FreeBSD.org
(http://www.FreeBSD.org/index.html)

�"��� � ��� �� ��� � � ^ � � � :
� �-)�����	 ) % �$!��()+*,) 	 	 �\) � % !�� � !A*5'���� F% 	 � � � '(�"; � � ) * � 8F* � )���� � . �S'��eN5) % '4* % !�� � !	 � � � ��� �ON �  , ���V;@' � )�� )�! �9;@) 	 !$� 0 % � � � ;@)9� � � * � 8F* � )���� � �/� � �-*5)(N5) 	 � �-� �$':) �  �")�� 	 ':8�� � % !���! .

CVS
��� � � ^ � � � :

� N")+*  � a !$)&� � ��� �ON � ! % �$)-* 	 � � 	 � �$) 	 �=*KN$.0N�� *5)�8 , �
� ! 	 � )9�$)���'�� � 	 	 �76 � % �"'���;@':� �$)

�-'(':< a ) 	 !$8 ':</! �G;@) 	 ) 	 !$!��/� � �(N"!�� 	 �76A'(<UN � ���4.?6/*,)��$)�� � !��+6?'4* 	 �76S�() � ��� '�� . �&� '�� % !�� � !C �
�
	 � �

� � Q
�  ��� ��Q !���� 	 )3*5'UN � 	 � '(� % � � �UN$.$� 0/�  * � % '
�$�  .

� � * *� 4�&��� �<"���� *-���(��*-3*�% ����7 �#������*-��� ������*)�������#��"���� *-��� ��*)3��%��%��7 �
�)����*-���

cvs-all
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
all)

/usr/(CVSROOT|doc|ports|projects|src)
� �-)3! �9;@) 	 ) 	 !?.��vN��D<(':8A'(<UN � ��� !*5)��$)�� � !��+6?'4* 	 �76 � ) � ��� '��
(
	 � *,; 	 ' � )��-���:'\*5�  B9!?6�� % !�� � '��� � ��� �ON � ! CVS)

cvs-doc
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
doc)

/usr/(doc|www)
� �-)&! �9;@) 	 ) 	 !?.�� *5)��$)��()&!��+6?'4* 	 �76� ) � ��� '��/*5' �  ;@) 	 � � #$!$! !��()9<
�-)����()�� �

cvs-ports
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
ports)

/usr/ports
� ��)3! �G;@) 	 ) 	 !?.�� *5)��")��() % '(�"� '��

cvs-projects
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
projects)

/usr/projects
� ��)3! �G;@) 	 ) 	 !?.�� *5)��")��() % �$':) � � '��

cvs-src
(http://lists.FreeBSD.org/mailman/listinfo/cvs-
src)

/usr/src
� ��)3! �G;@) 	 ) 	 !?.�� *5)��")��()&!��+6?' * 	 �76� ) � ��� '�� �-!��-� )G;��
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C.1.2. � �4� � �J� ��������� �����
� N$. % '4* % !�� � ! 	 � � � ��� �ON �  ,

	 �
�J;@!$� ) 	 � 	 � ��� � 	 !$) � % !�� �"� � � ��� �ON � !�����	 )3!mN"!��('�� % 'UN"0��  8"� )���0 ��� �ON � '(8

http://lists.FreeBSD.org/mailman/listinfo ! 	 � �J;@!$� ) 	 � !5; .1� � ��� �ON � ! ,
� '(�('(�$':8���� � � ! 	 � )��$)��-'�� � N5!��-0 .� � � � 	 !$# � � % !�� �"� � � ��� �ON � !���'4*5)9� � !$�����-) 	 )�':< 6?'4*5!5;��\)3! 	 ��� �  � #$!"! % ' % '4* % !�� � ) .

� N$.A'(� % � � � � !��-':'(< a ) 	 !?.���� �\<(� � 	 	 �\8�� % !��-' � � � ��� �ON � ! , ':� % � � �(0(� ) % !���0:;@'��
<listname@FreeBSD.org>. �&�(' % !���0:;@'D<  *5)��D� � �9'��(N � 	 '  � � �-� 	 ! �"� ; � � ��� �ON � ! % '����-)G;  ;@!$�  .
� N$.A'(� % !�� � ! '(�D� � ��� �ON � ! ,

	 �
�J;@!$�() 	 � ��� �ON �  ,

	 � 6F' *". a� � �+.�� 	 ! �  �"� � *,'(B�' % !��-0`; � , ':� % � � �iN$.$)G;@'(B9'
�$)��$) �!� % !��-' � � � ��� �ON � ! .

� ' �9;@'�� 	 � � � � � )&'(� % !�� �"� %	 � )G; '(� % � � � � ! % !���0:; � 	 �
<listname-unsubscribe@FreeBSD.org>.

� � % '`;@! 	 � )G; , �$� '2'(<��  �Q*5) 	 !")��/�()-6 	 !��$)�� � !$6�� % !�� �"� 6 � � ��� �ON � ! *5'UN � 	 '/'��-� � � � � 0��-. �D� � ; �5� 6� )-6 	 !��")�� � '(81�()9;�� .
� �eN"!�� � �3! 	 � )9�$)��  )��/�('iN"0 � ' % 'UN  �$) 	 !$)�� � � 	 �76 � 	 ' 	 �-'�� , ;�� % �")+*PN � B � )9;% '4* % !�� � � 0��-. 	 � � � ��� �ON �  � 	 )�<('UN"0�	 !"; � � � � ! � '`; freebsd-announce

(http://lists.FreeBSD.org/mailman/listinfo/freebsd-announce).

C.1.3. � �
����������� 	������&� � ���
� � � � % !�� � !1� � ��� �ON � ! FreeBSD !";@) �/�2' % �$)-*5)(N5) 	 	 �\)&'�� 	 '�� 	 �\) % � � �(!mN � ,

� ':� '(� �762*5'UN � ) 	% �$!F*5)9� � !	� � � 0��-. �"� �Q* �\8 !�� % 'iN"0 �  � a !$8A!?6 . �S)��-'(<UN��\*,) 	 !$) ��� !$6 % � � �:!mN % �$!��()+*,)�� � '(� % � � �UN") 	 !�� *��  6
(2)

% �$)-* F% �$) �Q*5) 	 !$8Q'(� FreeBSD Postmaster <postmaster@FreeBSD.org>,
% '��eN5) � ':� '(� �76 ,

% '��eN")&� �$)9� 0()9B�'	 � �  	 ) 	 !?. ,
% '4* % !�� �$! � <  *5)9�  * � N5) 	 ! ������)-6�� % !�� � '��/� � ��� �ON � ! FreeBSD ! * � N"0 	 )�8�	 !$)3)9B�'���'(':< a ) 	 !?.<  *  � '(� � !mN"0(�(�$'�� ��� � �(0��+. . � � �-'�� � N")�)G; , �$� ' ��� ! % � � �:!mN � ! ;@)�� � �(':'(< a ) 	 )�':< 6?'4*,!";�� ,

	 '
�-'��:�$)9;@) 	 	 �\8A! 	 � )�� 	 )�� ��� '/*5'��('iN50 	 '�  �"'�� � .��-�$)-* � !Q; 	 '(B9!$)&)9B�'2;@)-6 � 	 ! �9;�� *5'��('UN"0 	 '�(N � < � .
� � 	 '�� 	 �\) % � � �:!mN � :

• ��)9; � N��D<('(B9'���'('(< a ) 	 !?.2*5'iN � 	 � �-':'(���:)��������('�� � � 0 	 � � 	 � �") 	 !�� � % !�� �"� � � ��� �ON � ! , �
� '(� ':� �\8 ���('

��'('(< a ) 	 !$)E':� % � � �iN$.$)9���+. . � � % �$!";@)9� , )��(N"!�� % !���' � � � ��� �ON � ! % '����(. a ) 	 � )-6 	 !��")�� � !"; �:' % �$'�� � ; ,
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� � 	 )E*5'UN � 	 �V':� % � � �iN$.$� 0��(' % �$'�� � ”
�"� �

�C*5)SN � � 0 ” �� )-6 	 !��$)�� � !$)�� � ��� �ON � ! , )��(N"!1� 'UN"0 � ' 	 )  �()��") 	 � , �$� ' � � 	 �:' % �$'�� �$!���� '2� )-6 	 !��")�� � !$8 .

freebsd-scsi (http://lists.FreeBSD.org/mailman/listinfo/freebsd-scsi)
�

�
� � � �� � � � SCSI

�&� ' � % !���' � � � ��� �ON � !S*KN$.1� )�6 ,
� � '2� � <:'(� � )�� 	 � * % ' *)�-!��-� )G;@'(8 SCSI *KN$. FreeBSD. �&� 'D�()-6 	 !��$)�� � !"8

� % !��-' � � � ��� �ON � ! ,
% �$)-* 	 � � 	 � �") 	 	 �\8 � 'iN50 � ' *PN$.1� )�6 	 !��$)�� � !?6A':<��  �Q*5) 	 !$8 .

freebsd-security (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security)
�

�
���

� � ^ � � � �
�/� � � � �  �

� ' % �$'�� � <() ��' % � � 	 '���� ! FreeBSD (DES, Kerberos, ! ���:)���� 	 �\) % �$'(<UN")9;�� <:) �9' % � � 	 '��-� ! ! !�� % � � �iN5) 	 !?. , !� .
%

.). �&� '2� )-6 	 !��$)�� � !$8�� % !���' � � � ��� �ON � ! ,
% �$)+* 	 � � 	 � �$) 	 	 �\8A�('iN"0 � '\*PN".1� )-6 	 !��$)�� � !?6A'(<��  �Q*5) 	 !$8 .� <(� � � !$� )�� 	 !5; � 	 !$) , �$� ' ���(' 	 )�� � ��� �ON �"� �:' % �$'��-'�� - ! - ':���()9� '�� ,

	 ' *5' % 'UN 	 ) 	 !?.�� FAQ ( , �:' % �$'�� ,'(���:)�� )
% �$!��()����-���  �D���+. .
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freebsd-security-notifications (http://lists.FreeBSD.org/mailman/listinfo/freebsd-security-notifications)
� 
 � � � �

� � � ��Q � � � �
�F� � � � �  �

���:)+*5'`;�N") 	 !$.A' % �"'(<iN5)9; � 6S<() ��' % � � 	 '���� ! FreeBSD !1!�� % � � �UN") 	 !?. . �&� � � � ��� �ON �"� 	 ) % �$)+* 	 � � 	 � �$) 	 �*PN$.1':<��  �Q*5) 	 !$8 .
� N".1'(<��  �Q*5) 	 !$. % �$)+* 	 � � 	 � �$) 	 � � � ��� �ON �"� FreeBSD-security.

freebsd-small (http://lists.FreeBSD.org/mailman/listinfo/freebsd-small)	 � � �
�
	
�

� 
 � � � � FreeBSD 
 � 
��� � � ��� � ^ � ����� � � � � � ��Q �
� ��� ':81� � ��� �ON � )3':<��  �Q* � �/���-.A� )9;�� , ��� . � � 	 	 �\)!� 	 )�'(< ��� 	 '/; � N � ;@!1!������ �$'() 	 	 � ;@!  ��� � 	 '�� �5� ;@!
FreeBSD. �&�('D� )�6 	 !��$)�� � !$8�� % !��-' � � � ��� �ON � ! ,

% �$)-* 	 � � 	 � �$) 	 	 �\8A� 'iN50 � ' *PN$.1� )�6 	 !��$)�� � !?6'(<��  �Q*5) 	 !"8 .

freebsd-stable (http://lists.FreeBSD.org/mailman/listinfo/freebsd-stable)( � � � � � ��� � Q , �
� � �
���� � � Q � � � �

�
	
�

� 
 � � � Q FreeBSD-STABLE

�&� '(� � % !��-' � � � ��� �ON � ! % �$)-* 	 � � 	 � �") 	 *PN". % 'iN50���'�� � � )(N")98 FreeBSD-STABLE.
� 	 � � N���� � )��% �$)-* F% �$) �Q*5) 	 !?.1' 	 '�� �76��('��G;@'�� 	 '��-�4.?6 , *5':< � �UN$.$)9;��76 � -STABLE, !��UN"!?.�� a !?6 	 � % 'iN50���'�� � � )(N")98 ,!1! 	 �-� �  � #"!$! % '/*5)98��-���:!?."; ,

� '(� ':� �\) 	 )9'(<(6F' *5!";��=*PN". % '4*"*5)�� � � !��-!���� )9;�� � �-'��-� '(. 	 !$! -STABLE.� �+. � !$8 , !�� % 'iN"0 �  � a !$8 ”STABLE”, *5'iN � ) 	1% ' * % !�� � � 0��+. 	 � ���  � � ��� �ON �  . �&� '2� )�6 	 !��$)�� � !$8�� % !���' �� � ��� �ON � ! ,
% �$)-* 	 � � 	 � �$) 	 	 �\8A� 'iN50 � ' *PN$.1� )�6 	 !��$)�� � !?6A':<��  �Q*5) 	 !$8 .

freebsd-standards (http://lists.FreeBSD.org/mailman/listinfo/freebsd-standards)

� � �  
 �  �� 
 � � C99
�

POSIX

�&� ' � '(�  ; *PN$. � )-6 	 !��")�� � !?6A'(<��  �Q*5) 	 !"8 , '(� 	 '��+. a !?6"�+. � ��'(':���()9���-���:!�� FreeBSD ��� � 	 * � �$� � ; C99 !
POSIX.

freebsd-usb (http://lists.FreeBSD.org/mailman/listinfo/freebsd-usb)( � � � � � ��� � � � �
� � � � � �

�
USB 
 FreeBSD

�&� ' � '(�  ; *PN$. � )-6 	 !��")�� � !?6A'(<��  �Q*5) 	 !"8 , '(� 	 '��+. a !?6"�+. � % '4*$*5)9� � � )�� FreeBSD
 �-� �$':8��-�����! 	 � )9� � )�8��-':; USB.

freebsd-user-groups (http://lists.FreeBSD.org/mailman/listinfo/freebsd-user-groups)

� ��� � � ��� � �
� � � � � P ��� _���� � � �

�
�
	
�

� 
 �  � � � �
�&� '(� � % !��-' � � � ��� �ON � ! % �$)-* 	 � � 	 � �") 	 *PN".1'(<��  �Q*5) 	 !$.��(' % �$'���'�� � ':'(�F*5! 	 � � ':� � ;@! �"� �Q*5':8AB�� F%$% �% 'iN50���'�� � � )(N")98 ! 	 � � 	 � �$) 	
	 � ; �mN") 	 ':; Core Team.

� <��  �Q*5) 	 !$. � ���('(81� � ��� �ON � )&'(B�� � 	 !��") 	 � � )G;@'(8
����� �$)� ! � ':'(�F*5! 	 � #$!")�8 % �"'() � � '�� , '(� 	 '��+. a !?6"�+. � B�� F%$% � ; % 'UN"0��9'�� � � )(N")98 .
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freebsd-vendors (http://lists.FreeBSD.org/mailman/listinfo/freebsd-vendors)
�

� �  � 
 � � � �
� <��  �Q*5) 	 !?. , ':� 	 '��-. a !$)��+. � � '(':�F*5! 	 � #$!$!1;@)��Q*  FreeBSD Project ! % '���� � � a ! �5� ;@! % �"'(B�� � ; ; 	 ':B�' !� %$% � � � � 	 '(B9' '(<:)�� % )�$) 	 !?.S*PN". FreeBSD.

C.1.4. � ��������	�� � ��� ���
���1��� � 	������&� ������&% !�� � !1� � ��� �ON � ! FreeBSD
� !mN"0:� �  �/���-.1� � �(N"!�� 	 � ;@!�� % '���'(< � ;@!2*PN$. % �$)+*5':���(� � a ) 	 !?.� � � % �$'���� � � 	 ) 	 !$.�� % � ; � , �:!$�  �-'�� , ! *5�  B9'(8 	 ) � )(N � � )(N50 	 ':8 % '��"� � .

� )98��-���:!?. % ' � !mN"0(�(� � #$!"! , ' % !�� � 	 	 �\)
�����(':; � � �+*5)SN") , 	 )�� � N���� � �D������)-6 !�� % 'iN"0 �  )9;��76D*PN$. � !mN"0(�(� � #$!$!�� % !�� � '��/� � ��� �ON � ! % �$':) � � � *5)98��-���(!$8 .

�&'UN"0 � '/' % �$)+*5)SN") 	
	 �\)&�(! % � �UN"'�� ) 	 !$8A� � ���$) 	1) 	 � � � % !�� �5� 6 � � ��� �ON � ! .
� �-)��UN"'�� ) 	 !?.��&� ! % � ;@! MIME

�-'4*,)�� � !";@':B�' ,
	 )��(6F' *". a !")���� % !���' � 	 ! � ) , <  *  ��� �\�$) � � � 0��+. % )9�$)+* � )9; ,

�"� � % !��-0`;@'D<  *5)�� ':� % � � �iN") 	 '��
� % !���' � � � ��� �ON � ! .

• application/octet-stream

• application/pdf

• application/pgp-signature

• application/x-pkcs7-signature

• message/rfc822

• multipart/alternative

• multipart/related

• multipart/signed

• text/html

• text/plain

• text/x-diff

• text/x-patch

�	��
�����������
: � "�<3��$��� �/ "'*�-8��&�*���<%��.6 ����3��/�)	<H*2�+��= B($2&� (��&�B���<3��$D,6.�)#��E9"���*(!'�+ �B�= *(�6$D*�&(��. MIME, �(�9��&�*��%�#<9.�/NKJ"

&� �*���"���*�� <8IH��)+,�K9*����%$D. B2 ����3��/�)#��< .

� �eN"! % !���0:;@'���'4*5)9� � !$� �5� � HTML, � � � ! � 'iN50 � 'D� ) � ��� '��  � �:)�����!�� , �:)�����!?. HTML <  *5)9�  * � N5) 	 � .
� �eN5!% !��-0`;@'���'4*5)9� � !$�/� 'UN"0 � ' HTML �()9���-!�� , ' 	 � <  *,)�� � ' 	 �:)��$� !"�$'�� � 	 � � % �$'��-� ':8A� ) � �-� .

C.2. � � � � � � � � T �
P1N � � � Usenet

� *,' % 'UN 	 ) 	 !$) � *��  ; ':� 	 '��-. a !";$�-. � FreeBSD B�� `%"% � ; 	 '��('��-� )98 , � Fa )��-���  �/�D; 	 '�� )������(' *5�  B�!?6 , B-*5)'(<��  � * � )����+. FreeBSD !mN"! �  * � % '`;@) a � )����-. *5�  B � .A! 	 � ':�"; � #"!?. , '(� 	 '��+. a � .��-. � % 'iN50���'�� � � )(N$.";
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FreeBSD.
& �?6?!	� �#� % ':!�� � ':; % ' � N����$)��:':;  �eN"'��  (http://minnie.tuhs.org/BSD-info/bsdnews_search.html)*5'���� F% 	 �=*PN$. 	 ) � ':� '(� �76A! � �9� !?6 	 '��('���� 	 �76 B�� `%"% <iN � B�' * � �$. Warren Toomey <wkt@cs.adfa.edu.au>.

C.2.1. � ��� ������� ������� � BSD � � � ������� � � ��� ���	� �

• comp.unix.bsd.freebsd.announce (news:comp.unix.bsd.freebsd.announce)

• comp.unix.bsd.freebsd.misc (news:comp.unix.bsd.freebsd.misc)

• de.comp.os.unix.bsd (news:de.comp.os.unix.bsd) (German)

• fr.comp.os.bsd (news:fr.comp.os.bsd) (French)

• it.comp.os.freebsd (news:it.comp.os.freebsd) (Italian)

C.2.2. 
���:� ��� � ������������� � � UNIX ��� � ������� � � ��������� �

• comp.unix (news:comp.unix)

• comp.unix.questions (news:comp.unix.questions)

• comp.unix.admin (news:comp.unix.admin)

• comp.unix.programmer (news:comp.unix.programmer)

• comp.unix.shell (news:comp.unix.shell)

• comp.unix.user-friendly (news:comp.unix.user-friendly)

• comp.security.unix (news:comp.security.unix)

• comp.sources.unix (news:comp.sources.unix)

• comp.unix.advocacy (news:comp.unix.advocacy)

• comp.unix.misc (news:comp.unix.misc)

• comp.bugs.4bsd (news:comp.bugs.4bsd)

• comp.bugs.4bsd.ucb-fixes (news:comp.bugs.4bsd.ucb-fixes)

• comp.unix.bsd (news:comp.unix.bsd)

C.2.3. X Window System

• comp.windows.x.i386unix (news:comp.windows.x.i386unix)

• comp.windows.x (news:comp.windows.x)

• comp.windows.x.apps (news:comp.windows.x.apps)

• comp.windows.x.announce (news:comp.windows.x.announce)

• comp.windows.x.intrinsics (news:comp.windows.x.intrinsics)

• comp.windows.x.motif (news:comp.windows.x.motif)
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• comp.windows.x.pex (news:comp.windows.x.pex)

• comp.emulators.ms-windows.wine (news:comp.emulators.ms-windows.wine)

C.3. � T P � T P
� World Wide Web

� ) 	 � � � N"0 	 �\)!��)��	�:)�� � , Costa Rica, Indonesia, Kyrgyzstan, Thailand,
& ����� � � N5!?. ,

& ���-� �"!?. ,
& �$B�) 	 � ! 	 � ,� )SN"0(B9!?. ,

� � � ��!mN"!$. ,
� )(N"! � '(<(�"!$� � 	 !?. ,

� ) 	 B9�$!?. , � )��"; � 	 !?. , � ' 	 � ' 	 B , �>�$)9#$!?. ,
� � 	 !?. , ,S�)N � 	 *,!?. ,

, �eN � 	 *5!?. , , � % � 	 !?. , ,S� � N5!?. ,
� � 	 � * � ,

� !$� � 8 ,
� '(�")-. ,

�  �()98$� , �
� ���(!?. , � !$��� � , �S!F*5)9�mN � 	 * � ,�S'�� � . � )(N � 	 *5!?. , �S'(�	�:)�B�!$. , �S'iN"0
	 �

, �S':�$�  B � N"!?. ,
� '�����!?. ,

�  ;�� 	 !?. ,
� � &

,
� � 	

�
� �$! 	 ' ,

� ! 	 B � %	 � ,� N"'�� � # �"� . � )�� %	 <iN"! �5� ,
� N"'��() 	 !?. , �

� 8	� � 	 0 , �
 �$#$!?. , �

� � � ! 	 � ,
� !mN"! %"% ! 	 � ,

� ! 	 N$. 	 *5!$. ,
� � � 	 #$!?. ,

�S)-6?!?. , � �()98$# � �"!?. , � �()�#"!?. , � �-�(' 	 !?. , � �
	 � . & � �"! �"� , � % ' 	 !$. .

(as of 2004/10/26 16:33:28 UTC)

•
� ) 	 � � � N"0 	 �\) �-)9�	�()9� �
• http://www.FreeBSD.org/

•

Costa Rica

• http://www1.cr.FreeBSD.org/

•

Indonesia

• http://www.id.FreeBSD.org/

•

Kyrgyzstan

• http://www.kg.FreeBSD.org/

•

Thailand

• http://www.th.FreeBSD.org/

•
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& ���-�(� � N"!$.
• http://www.au.FreeBSD.org/

• http://www2.au.FreeBSD.org/

• & ���-�(�$!?.
• http://www.at.FreeBSD.org/

• http://www2.at.FreeBSD.org/ (IPv6)

• & �$B�) 	 � ! 	 �
• http://www.ar.FreeBSD.org/

•

� )(N50(B�!$.
• http://freebsd.unixtech.be/

•
� � � ��!mN"!$.
• http://www.br.FreeBSD.org/

• http://www2.br.FreeBSD.org/www.freebsd.org/

• http://www3.br.FreeBSD.org/

•
� )(N5! � '(<:�$!$� � 	 !?.
• http://www.uk.FreeBSD.org/

• http://www2.uk.FreeBSD.org/

• http://www3.uk.FreeBSD.org/

• http://www4.uk.FreeBSD.org/

• http://www1.uk.FreeBSD.org/ (IPv6)
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•
� ) 	 B��$!?.
• http://www.hu.FreeBSD.org/

• http://www2.hu.FreeBSD.org/

•

� )��"; � 	 !?.
• http://www.de.FreeBSD.org/

• http://www1.de.FreeBSD.org/

• http://www2.de.FreeBSD.org/ (IPv6)

•

� ' 	 � ' 	 B
• http://www.hk.FreeBSD.org/

•

� �$)�#$!$.
• http://www.gr.FreeBSD.org/

• http://www.FreeBSD.gr/

•

� � 	 !?.
• http://www.dk.FreeBSD.org/ (IPv6)

• http://www3.dk.FreeBSD.org/

•

,S�mN � 	 *5!$.
• http://www.ie.FreeBSD.org/

• http://www2.ie.FreeBSD.org/

•
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, �(N � 	 *,!?.
• http://www.is.FreeBSD.org/

•

, � % � 	 !$.
• http://www.es.FreeBSD.org/

• http://www2.es.FreeBSD.org/

• http://www3.es.FreeBSD.org/

•

,S� � N"!?.
• http://www.it.FreeBSD.org/

• http://www.gufi.org/mirrors/www.freebsd.org/data/

•
� � 	 � * �
• http://www.ca.FreeBSD.org/

• http://www2.ca.FreeBSD.org/

•
� !$� � 8
• http://www.cn.FreeBSD.org/

•
� ':�$)-.
• http://www.kr.FreeBSD.org/

• http://www2.kr.FreeBSD.org/

•
�  �()98$�
• http://www.kw.FreeBSD.org/
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•

�
� ���(!?.

• http://www.lv.FreeBSD.org/

•

� !$��� �
• http://www.lt.FreeBSD.org/

•

�S!F*,)��mN � 	 * �
• http://www.nl.FreeBSD.org/

• http://www2.nl.FreeBSD.org/

•

�S'�� � . � )SN � 	 *5!?.
• http://www.nz.FreeBSD.org/

•

�S':�	�()9B�!?.
• http://www.no.FreeBSD.org/

• http://www2.no.FreeBSD.org/ (IPv6)

•

�S'UN"0�	 �
• http://www.pl.FreeBSD.org/

• http://www2.pl.FreeBSD.org/

•

�S':�$�  B � N"!?.
• http://www.pt.FreeBSD.org/
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• http://www1.pt.FreeBSD.org/

• http://www4.pt.FreeBSD.org/

• http://www5.pt.FreeBSD.org/

•
� '�����!?.
• http://www.ru.FreeBSD.org/

• http://www2.ru.FreeBSD.org/

• http://www3.ru.FreeBSD.org/

• http://www4.ru.FreeBSD.org/

•

�  ;�� 	 !$.
• http://www.ro.FreeBSD.org/

• http://www1.ro.FreeBSD.org/

• http://www2.ro.FreeBSD.org/

• http://www3.ro.FreeBSD.org/

• � � &

• http://www2.us.FreeBSD.org/

• http://www4.us.FreeBSD.org/ (IPv6)

• http://www5.us.FreeBSD.org/ (IPv6)

• � � 	
�
� �"! 	 '

• http://www.sm.FreeBSD.org/

• � ! 	 B � %� �
• http://www2.sg.FreeBSD.org/
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• � N"'�� � # �"� . � )�� %	 <UN"! �"�
• http://www.sk.FreeBSD.org/

• http://www2.sk.FreeBSD.org/

• � N"'��() 	 !?.
• http://www.si.FreeBSD.org/

• http://www2.si.FreeBSD.org/

•

�
� 8�� � 	 0

• http://www.tw.FreeBSD.org/

• http://www2.tw.FreeBSD.org/

• http://www3.tw.FreeBSD.org/

• http://www4.tw.FreeBSD.org/

•

�
 �$#$!?.

• http://www.tr.FreeBSD.org/

• http://www2.tr.FreeBSD.org/

• http://www.enderunix.org/freebsd/

•

�
� � � ! 	 �

• http://www.ua.FreeBSD.org/

• http://www2.ua.FreeBSD.org/

• http://www5.ua.FreeBSD.org/

• http://www4.ua.FreeBSD.org/

•
� !mN"! %$% ! 	 �
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• http://www.FreeBSD.org.ph/

•
� ! 	 N". 	 *5!?.
• http://www.fi.FreeBSD.org/

• http://www2.fi.FreeBSD.org/

•
� � � 	 #$!?.
• http://www.fr.FreeBSD.org/

•

�S)�6F!$.
• http://www.cz.FreeBSD.org/

•

� �()98$# � �"!?.
• http://www.ch.FreeBSD.org/

• http://www2.ch.FreeBSD.org/

•

� �()9#$!?.
• http://www.se.FreeBSD.org/

• http://www2.se.FreeBSD.org/

•

� ��� ' 	 !$.
• http://www.ee.FreeBSD.org/

•

� �
	 � . & � �$! �"�
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• http://www.za.FreeBSD.org/

• http://www2.za.FreeBSD.org/

•

� % ' 	 !?.
• http://www.jp.FreeBSD.org/www.FreeBSD.org/ (IPv6)

C.4. � � P T � � Email
� N")+*  � a !$)&B�� F%$% � % 'iN"0 ��'�� � �()(N")98 % �$)+*,'��-� � �iN".��/�\*KN$.����:'(!?6  � � ��� 	 ! � '�� % '��$� '����\) � *5�$)�� � .
�S�$!	�()-*5) 	
	 �\)�� � % !�� � ) � *,;@! 	 !��-� � � � ':� �V'���� � �UN$.��/� � � ��'(<:'(8 % � � �('  * � N"!$�(0 � *5�$)�� � % �$!5N��/<:':;
�(N"' `% '(� �$)9<iN") 	 !$! .

� �
.4�%� �0��'�.����=���"*-�*� ��	�$��
�%�:����� �)')�
���*�)�)���%� �� . �,�
��*-�*	%�*���,	
ukug.uk.FreeBSD.org ��'UN"0 � ' % )9�$)�� �ON �"� <freebsd-users@uk.FreeBSD.org>Lee Johnston

<lee@uk.FreeBSD.org>

C.5. Shell � � � � N �
� N")+*  � a !$)&B�� F%$% � % 'iN"0 ��'�� � �()(N")98 % �$)+*,'��-� � �iN".��/� shell *5'���� F% *PN$. � )-6 ,

� �(' � � � !	� 	 ' % ' *$*5)9� � !	� � )��% �$'() � � FreeBSD. �S�$!	�:)+*5) 	 	 �\)�� � % !�� � ) � * ;@! 	 !���� � � �('(� �V'��-� � �iN$.��D� � � �-':<(':8 % � � �:' � � � � �\�(0  �$)�� 		 �
�
� % !��-0 % �$!0N �/<('`; �(N"' F% '(� �")�<iN5) 	 !$! .

� �"*-� � �"*-�)$%� �0��'*.!�����%�"*-��� �� . �,�
��*-�*	%�*���,	
storm.uk.FreeBSD.org �&'UN"0 � ' SSH CVS � 'UN"0 � '\*PN$.��$� ) 	 !?. ,;@)���� '/*PN$.0N"!�� 	 '(8

�-�(� � 	 !�� � ! ,
% '��"� �

Brian Somers
<brian@FreeBSD.org>

dogma.freebsd-uk.eu.org Telnet/FTP/SSH Email, ;@)��-�(' *PN".�� � 8$� � ,� 	 ' 	 !"; 		� 8 FTP
Lee Johnston
<lee@uk.FreeBSD.org>
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� �(N �� � )&)��(N"! � � ; 	 )�':< 6?'4*5!5;@' % �$'��()��"!$� 0 % '4* % !��-0/!)N"! % '��eN � � 0�� �	� ! � �$'�� � 	 	 '() �(N5) � � �"' 	 	 ':) % !��-0:;@''4* 	 '`;  !
�&' � !$#$)9�$'�� <:)��9' % � � 	 '��-� ! !mN5! � N") 		 core B9� F%$%�� FreeBSD �?.F* PGP
� N� � )98 % �$)-*)�-� � �iN5) 	�� �-*5)���0*PN$. � �	� )�B9'  *5'(<��-��� � . �S'iN 	�� 8�� % !��-' � � N�� � )�8 % 'iN50���'�� � � )(N")98 FreeBSD.org *5'��-� F% ) 	 *PN$.�� �"� � !	� � 	 !?.��

http://www.FreeBSD.org/doc/pgpkeyring.txt.

D.1. ��� I U T P��
D.1.1. � �����	��� � ��� ������� ��� ����� ������ !���#"$� <security-officer@FreeBSD.org>

pub 1024D/CA6CDFB2 2002-08-27 FreeBSD Security Officer <security-officer@FreeBSD.org>
Key fingerprint = C374 0FC5 69A6 FBB1 4AED B131 15D6 8804 CA6C DFB2

sub 2048g/A3071809 2002-08-27

D.1.2. �%��� ���&"&�	� � CORE <core-secretary@FreeBSD.org>

pub 1024R/FF8AE305 2002-01-08 core-secretary@FreeBSD.org
Key fingerprint = CE EF 8A 48 70 00 B5 A9 55 69 DE 87 E3 9A E1 CD

D.2. ' R T �(� Core

D.2.1. Warner Losh <imp@FreeBSD.org>

pub 1024R/F6A8F561 1996-01-10 M. Warner Losh <imp@village.org>
Key fingerprint = D4 31 FD B9 F7 90 17 E8 37 C5 E7 7F CF A6 C1 B9

D.2.2. John Baldwin <jhb@FreeBSD.org>

pub 1024R/C10A874D 1999-01-13 John Baldwin <jbaldwin@weather.com>
Key fingerprint = 43 33 1D 37 72 B1 EF 5B 9B 5F 39 F8 BD C1 7C B5

uid John Baldwin <john@baldwin.cx>
uid John Baldwin <jhb@FreeBSD.org>
uid John Baldwin <jobaldwi@vt.edu>

D.2.3. Jun Kuriyama <kuriyama@FreeBSD.org>

pub 1024D/FE3B59CD 1998-11-23 Jun Kuriyama <kuriyama@imgsrc.co.jp>
Key fingerprint = 5219 55CE AC84 C296 3A3B B076 EE3C 4DBB FE3B 59CD

uid Jun Kuriyama <kuriyama@FreeBSD.org>
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uid Jun Kuriyama <kuriyama@jp.FreeBSD.org>
sub 2048g/1CF20D27 1998-11-23

D.2.4. Murray Stokely <murray@FreeBSD.org>

pub 1024D/0E451F7D 2001-02-12 Murray Stokely <murray@freebsd.org>
Key fingerprint = E2CA 411D DD44 53FD BB4B 3CB5 B4D7 10A2 0E45 1F7D

sub 1024g/965A770C 2001-02-12

D.2.5. Peter Wemm <peter@FreeBSD.org>

pub 1024D/7277717F 2003-12-14 Peter Wemm <peter@wemm.org>
Key fingerprint = 622B 2282 E92B 3BAB 57D1 A417 1512 AE52 7277 717F

uid Peter Wemm <peter@FreeBSD.ORG>
sub 1024g/8B40D9D1 2003-12-14
pub 1024R/D89CE319 1995-04-02 Peter Wemm <peter@netplex.com.au>

Key fingerprint = 47 05 04 CA 4C EE F8 93 F6 DB 02 92 6D F5 58 8A
uid Peter Wemm <peter@perth.dialix.oz.au>
uid Peter Wemm <peter@haywire.dialix.com>

D.2.6. Wes Peters <wes@FreeBSD.org>

pub 1024D/AD10C6C4 2000-10-19 Wes Peters <wes@freebsd.org>
Key fingerprint = 76C4 753C 83FF D982 C57D 3A2A 7387 E292 AD10 C6C4

uid Wes Peters <wes@softweyr.com>
sub 1024g/237A5EF9 2000-10-19

D.3. � � � P � � � � � I � I
D.3.1. Will Andrews <will@FreeBSD.org>

pub 1024D/F81672C5 2000-05-22 Will Andrews (Key for official matters) <will@FreeBSD.org>
Key fingerprint = 661F BBF7 9F5D 3D02 C862 5F6C 178E E274 F816 72C5

uid Will Andrews <will@physics.purdue.edu>
uid Will Andrews <will@puck.firepipe.net>
uid Will Andrews <will@c-60.org>
uid Will Andrews <will@csociety.org>
uid Will Andrews <will@csociety.ecn.purdue.edu>
uid Will Andrews <will@telperion.openpackages.org>
sub 1024g/55472804 2000-05-22
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D.3.2. Mathieu Arnold <mat@FreeBSD.org>

pub 1024D/6CFFBE67 2003-07-21 Mathieu Arnold <mat@FreeBSD.org>
Key fingerprint = 1A5F 2DBB 56F5 817E 8AFF 51B2 A986 29CC 6CFF BE67

uid Mathieu Arnold <m@absolight.net>
uid Mathieu Arnold <arn-mat@micronet.fr>
uid Mathieu Arnold <mat@mat.cc>
uid Mathieu Arnold <arn_mat@club-internet.fr>
uid Mathieu Arnold <mat@cpan.org>
uid Mathieu Arnold <mathieu.arnold@t-online.fr>
sub 1024g/830CAC4B 2003-07-21 [expires: 2005-01-21]
sub 2048R/A498469E 2004-01-22
sub 2048R/09EB7735 2004-01-22

D.3.3. Satoshi Asami <asami@FreeBSD.org>

pub 1024R/1E08D889 1997-07-23 Satoshi Asami <asami@cs.berkeley.edu>
Key fingerprint = EB 3C 68 9E FB 6C EB 3F DB 2E 0F 10 8F CE 79 CA

uid Satoshi Asami <asami@FreeBSD.ORG>

D.3.4. Doug Barton <DougB@FreeBSD.org>

pub 1024D/D5B2F0FB 2003-01-16 Doug Barton <DougB@DougBarton.net>
Key fingerprint = 9DD1 E44C 8660 ADA6 580F 83B6 C886 A42B D5B2 F0FB

uid Doug Barton <DougB@FreeBSD.org>
sub 4096g/2DBB3F89 2003-01-16

D.3.5. Anton Berezin <tobez@FreeBSD.org>

pub 1024D/7A7BA3C0 2000-05-25 Anton Berezin <tobez@catpipe.net>
Key fingerprint = CDD8 560C 174B D8E5 0323 83CE 22CA 584C 7A7B A3C0

uid Anton Berezin <tobez@tobez.org>
uid Anton Berezin <tobez@FreeBSD.org>
sub 1024g/ADC71E87 2000-05-25

D.3.6. Martin Blapp <mbr@FreeBSD.org>

pub 1024D/D300551E 2001-12-20 Martin Blapp <mb@imp.ch>
Key fingerprint = B434 53FC C87C FE7B 0A18 B84C 8686 EF22 D300 551E

sub 1024g/998281C8 2001-12-20
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D.3.7. Hartmut Brandt <harti@FreeBSD.org>

pub 1024D/5920099F 2003-01-29 Hartmut Brandt <brandt@fokus.fraunhofer.de>
Key fingerprint = F60D 09A0 76B7 31EE 794B BB91 082F 291D 5920 099F

uid Hartmut Brandt <harti@freebsd.org>
sub 1024g/21D30205 2003-01-29

D.3.8. Oliver Braun <obraun@FreeBSD.org>

pub 1024D/EF25B1BA 2001-05-06 Oliver Braun <obraun@unsane.org>
Key fingerprint = 6A3B 042A 732E 17E4 B6E7 3EAF C0B1 6B7D EF25 B1BA

uid Oliver Braun <obraun@obraun.net>
uid Oliver Braun <obraun@freebsd.org>
uid Oliver Braun <obraun@haskell.org>
sub 1024g/09D28582 2001-05-06

D.3.9. Jonathan M. Bresler <jmb@FreeBSD.org>

pub 1024R/97E638DD 1996-06-05 Jonathan M. Bresler <jmb@Bresler.org>
Key fingerprint = 31 57 41 56 06 C1 40 13 C5 1C E3 E5 DC 62 0E FB

uid Jonathan M. Bresler <jmb@FreeBSD.ORG>
uid Jonathan M. Bresler
uid Jonathan M. Bresler <Jonathan.Bresler@USi.net>
uid Jonathan M. Bresler <jmb@Frb.GOV>

D.3.10. Christian Brüffer <brueffer@FreeBSD.org>

pub 1024D/A0ED982D 2002-10-14 Christian Brueffer <chris@unixpages.org>
Key fingerprint = A5C8 2099 19FF AACA F41B B29B 6C76 178C A0ED 982D

uid Christian Brueffer <brueffer@hitnet.rwth-aachen.de>
uid Christian Brueffer <brueffer@FreeBSD.org>
sub 4096g/1DCC100F 2002-10-14

D.3.11. Markus Brüffer <markus@FreeBSD.org>

pub 1024D/78F8A8D4 2002-10-21 Markus Brueffer <brueffer@phoenix-systems.de>
Key fingerprint = 3F9B EBE8 F290 E5CC 1447 8760 D48D 1072 78F8 A8D4

uid Markus Brueffer <buff@hitnet.rwth-aachen.de>
uid Markus Brueffer <mbrueffer@mi.rwth-aachen.de>
uid Markus Brueffer <markus@FreeBSD.org>
uid Markus Brueffer <markus@brueffer.de>
sub 4096g/B7E5C7B6 2002-10-21
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D.3.12. Wilko Bulte <wilko@FreeBSD.org>

pub 1024R/EADEE409 1997-06-16 Wilko Bulte <wilko@tcja.nl>
Key fingerprint = CF F5 30 59 20 AE 17 69 98 F6 58 F0 4F F0 EB 3E

uid Wilko Bulte <wilko@freebsd.org>
uid "Wilko Bulte <wilko@freebie.xs4all.nl>"

D.3.13. Jonathan Chen <jon@FreeBSD.org>

pub 1024D/2539468B 1999-10-11 Jonathan Chen <jon@spock.org>
Key fingerprint = EE31 CDA1 A105 C8C9 5365 3DB5 C2FC 86AA 2539 468B

uid Jonathan Chen <jon@freebsd.org>
uid Jonathan Chen <chenj@rpi.edu>
uid Jonathan Chen <spock@acm.rpi.edu>
uid Jonathan Chen <jon@cs.rpi.edu>
sub 3072g/B81EF1DB 1999-10-11

D.3.14. Luoqi Chen <luoqi@FreeBSD.org>

pub 1024D/2926F3BE 2002-02-22 Luoqi Chen <luoqi@FreeBSD.org>
Key fingerprint = B470 A815 5917 D9F4 37F3 CE2A 4D75 3BD1 2926 F3BE

uid Luoqi Chen <luoqi@bricore.com>
uid Luoqi Chen <lchen@onetta.com>
sub 1024g/5446EB72 2002-02-22

D.3.15. Andrey A. Chernov <ache@FreeBSD.org>

pub 1024R/D99D08EB 1992-08-20 Andrey A. Chernov <ache@FreeBSD.org>
Key fingerprint = 33 03 9F 48 33 7B 4A 15 63 48 88 0A C4 97 FD 49

uid Andrey A. Chernov <ache@nagual.pp.ru>

D.3.16. Sean Chittenden <seanc@FreeBSD.org>

pub 1024D/EE278A28 2004-02-08 Sean Chittenden <sean@chittenden.org>
Key fingerprint = E41F F441 7E91 6CBA 1844 65CF B939 3C78 EE27 8A28

sub 2048g/55321853 2004-02-08

D.3.17. Junho CHOI <cjh@FreeBSD.org>

pub 1024D/E60260F5 2002-10-14 CHOI Junho (Work) <cjh@wdb.co.kr>
Key fingerprint = 1369 7374 A45F F41A F3C0 07E3 4A01 C020 E602 60F5

uid CHOI Junho (Personal) <cjh@kr.FreeBSD.org>
uid CHOI Junho (FreeBSD) <cjh@FreeBSD.org>
sub 1024g/04A4FDD8 2002-10-14
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D.3.18. Crist J. Clark <cjc@FreeBSD.org>

pub 1024D/FE886AD3 2002-01-25 Crist J. Clark <cjclark@jhu.edu>
Key fingerprint = F04E CCD7 3834 72C2 707F 0A8F 259F 8F4B FE88 6AD3

uid Crist J. Clark <cjclark@alum.mit.edu>
uid Crist J. Clark <cjc@freebsd.org>
sub 1024g/9B6BAB99 2002-01-25

D.3.19. Joe Marcus Clarke <marcus@FreeBSD.org>

pub 1024D/FE14CF87 2002-03-04 Joe Marcus Clarke (FreeBSD committer address) <marcus@FreeBSD.org>
Key fingerprint = CC89 6407 73CC 0286 28E4 AFB9 6F68 8F8A FE14 CF87

uid Joe Marcus Clarke <marcus@marcuscom.com>
sub 1024g/B9ACE4D2 2002-03-04

D.3.20. Nik Clayton <nik@FreeBSD.org>

pub 1024D/2C37E375 2000-11-09 Nik Clayton <nik@freebsd.org>
Key fingerprint = 15B8 3FFC DDB4 34B0 AA5F 94B7 93A8 0764 2C37 E375

uid Nik Clayton <nik@slashdot.org>
uid Nik Clayton <nik@crf-consulting.co.uk>
uid Nik Clayton <nik@ngo.org.uk>
uid Nik Clayton <nik@bsdi.com>
sub 1024g/769E298A 2000-11-09

D.3.21. Ceri Davies <ceri@FreeBSD.org>

pub 1024D/34B7245F 2002-03-08 Ceri Davies <ceri@submonkey.net>
Key fingerprint = 9C88 EB05 A908 1058 A4AE 9959 A1C7 DCC1 34B7 245F

uid Ceri Davies <setantae@submonkey.net>
uid Ceri Davies <ceri@FreeBSD.org>
sub 1024g/0C482CBC 2002-03-08

D.3.22. Brooks Davis <brooks@FreeBSD.org>

pub 1024D/F2381AD4 2001-02-10 Brooks Davis (The Aerospace Corporation) <brooks@aero.org>
Key fingerprint = 655D 519C 26A7 82E7 2529 9BF0 5D8E 8BE9 F238 1AD4

uid Brooks Davis <brooks@one-eyed-alien.net>
uid Brooks Davis <brooks@FreeBSD.org>
uid Brooks Davis <brooks@aero.org>
sub 2048g/CFDACA7A 2003-01-25 [expires: 2008-01-24]
sub 1024g/42921194 2001-02-10 [expires: 2009-02-08]
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D.3.23. Pawel Jakub Dawidek <pjd@FreeBSD.org>

pub 1024D/B1293F34 2004-02-02 Pawel Jakub Dawidek <Pawel@Dawidek.net>
Key fingerprint = A3A3 5B4D 9CF9 2312 0783 1B1D 168A EF5D B129 3F34

uid Pawel Jakub Dawidek <pjd@FreeBSD.org>
uid Pawel Jakub Dawidek <pjd@FreeBSD.pl>
sub 2048g/3EEC50A7 2004-02-02 [expires: 2006-02-01]

D.3.24. Brian S. Dean <bsd@FreeBSD.org>

pub 1024D/723BDEE9 2002-01-23 Brian S. Dean <bsd@FreeBSD.org>
Key fingerprint = EF49 7ABE 47ED 91B3 FC3D 7EA5 4D90 2FF7 723B DEE9

sub 1024g/4B02F876 2002-01-23

D.3.25. Dima Dorfman <dd@FreeBSD.org>

pub 1024D/69FAE582 2001-09-04 Dima Dorfman <dima@trit.org>
Key fingerprint = B340 8338 7DA3 4D61 7632 098E 0730 055B 69FA E582

uid Dima Dorfman <dima@unixfreak.org>
uid Dima Dorfman <dd@freebsd.org>
sub 1024g/A51DD1C0 2001-09-04 [expires: 2003-09-04]
sub 2048g/65AF3B89 2003-08-19 [expires: 2005-08-18]

D.3.26. Alex Dupre <ale@FreeBSD.org>

pub 1024D/CE5F554D 1999-06-27 Alex Dupre <sysadmin@alexdupre.com>
Key fingerprint = DE23 02EA 5927 D5A9 D793 2BA2 8115 E9D8 CE5F 554D

uid Alex Dupre <ale@FreeBSD.org>
uid [jpeg image of size 5544]
uid Alex Dupre <ICQ:5431856>
sub 2048g/FD5E2D21 1999-06-27

D.3.27. Peter Edwards <peadar@FreeBSD.org>

pub 1024D/D80B4B3F 2004-03-01 Peter Edwards <peadar@FreeBSD.org>
Key fingerprint = 7A8A 9756 903E BEF2 4D9E 3C94 EE52 52F7 D80B 4B3F

uid Peter Edwards <pmedwards@eircom.net>

D.3.28. Josef El-Rayes <josef@FreeBSD.org>

pub 2048R/A79DB53C 2004-01-04 Josef El-Rayes <josef@FreeBSD.org>
Key fingerprint = 58EB F5B7 2AB9 37FE 33C8 716B 59C5 22D9 A79D B53C

uid Josef El-Rayes <josef@daemon.li>
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D.3.29. Udo Erdelhoff <ue@FreeBSD.org>

pub 1024R/E74FA871 1994-07-19 Udo Erdelhoff <uer@de.uu.net>
Key fingerprint = 8C B1 80 CA 2C 52 73 81 FB A7 B4 03 C5 32 C8 67

uid Udo Erdelhoff <ue@nathan.ruhr.de>
uid Udo Erdelhoff <ue@freebsd.org>
uid Udo Erdelhoff <uerdelho@eu.uu.net>
uid Udo Erdelhoff <uerdelho@uu.net>

D.3.30. Ruslan Ermilov <ru@FreeBSD.org>

pub 1024D/996E145E 2004-06-02 Ruslan Ermilov (FreeBSD) <ru@FreeBSD.org>
Key fingerprint = 274E D201 71ED 11F6 9CCB 0194 A917 E9CC 996E 145E

uid Ruslan Ermilov (FreeBSD Ukraine) <ru@FreeBSD.org.ua>
uid Ruslan Ermilov (IPNet) <ru@ip.net.ua>
sub 1024g/557E3390 2004-06-02 [expires: 2007-06-02]

D.3.31. Lukas Ertl <le@FreeBSD.org>

pub 1024D/F10D06CB 2000-11-23 Lukas Ertl <le@FreeBSD.org>
Key fingerprint = 20CD C5B3 3A1D 974E 065A B524 5588 79A9 F10D 06CB

uid Lukas Ertl <a9404849@unet.univie.ac.at>
uid Lukas Ertl <l.ertl@univie.ac.at>
uid Lukas Ertl <le@univie.ac.at>
sub 1024g/5960CE8E 2000-11-23

D.3.32. Stefan Farfeleder <stefanf@FreeBSD.org>

pub 1024D/8BEFD15F 2004-03-14 Stefan Farfeleder <stefan@fafoe.narf.at>
Key fingerprint = 4220 FE60 A4A1 A490 5213 27A6 319F 8B28 8BEF D15F

uid Stefan Farfeleder <stefanf@complang.tuwien.ac.at>
uid Stefan Farfeleder <stefanf@FreeBSD.org>
uid Stefan Farfeleder <stefanf@ten15.org>
sub 2048g/418753E9 2004-03-14 [expires: 2007-03-14]

D.3.33. Chris D. Faulhaber <jedgar@FreeBSD.org>

pub 1024D/FE817A50 2000-12-20 Chris D. Faulhaber <jedgar@FreeBSD.org>
Key fingerprint = A47D A838 9216 F921 A456 54FF 39B6 86E0 FE81 7A50

uid Chris D. Faulhaber <jedgar@fxp.org>
sub 2048g/93452698 2000-12-20
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D.3.34. Brian F. Feldman <green@FreeBSD.org>

pub 1024D/41C13DE3 2000-01-11 Brian Fundakowski Feldman <green@FreeBSD.org>
Key fingerprint = 6A32 733A 1BF6 E07B 5B8D AE14 CC9D DCA2 41C1 3DE3

sub 1024g/A98B9FCC 2000-01-11 [expires: 2001-01-10]

pub 1024D/773905D6 2000-09-02 Brian Fundakowski Feldman <green@FreeBSD.org>
Key fingerprint = FE23 7481 91EA 5E58 45EA 6A01 B552 B043 7739 05D6

sub 2048g/D2009B98 2000-09-02

D.3.35. Mário Sérgio Fujikawa Ferreira <lioux@FreeBSD.org>

pub 1024D/A6381352 2003-06-01 Mario Sergio Fujikawa Ferreira (Key For Official Matters) <lioux@FreeBSD.org>
Key fingerprint = 9CB8 0712 2E58 8B14 7C00 B2FB F26B 6E64 A638 1352

uid Mario Sergio Fujikawa Ferreira <lioux@brturbo.com>
uid Mario Sergio Fujikawa Ferreira <lioux@uol.com.br>
sub 4096g/F28E9D8C 2003-06-01 [expires: 2006-05-31]
sub 1024g/40575E32 2003-06-01 [expires: 2004-05-31]
sub 1024D/4764FFBA 2003-06-01 [expires: 2004-05-31]

D.3.36. Tony Finch <fanf@FreeBSD.org>

pub 1024D/84C71B6E 2002-05-03 Tony Finch <dot@dotat.at>
Key fingerprint = 199C F25B 2679 6D04 63C5 2159 FFC0 F14C 84C7 1B6E

uid Tony Finch <fanf@FreeBSD.org>
uid Tony Finch <fanf@apache.org>
uid Tony Finch <fanf2@cam.ac.uk>
sub 2048g/FD101E8B 2002-05-03

D.3.37. Marc Fonvieille <blackend@FreeBSD.org>

pub 1024D/6C6481CA 2002-04-20 Marc Fonvieille <blackend@FreeBSD.org>
Empreinte de la cl � = BA56 0F99 83D0 2601 F9F0 2ADA F354 F531 6C64 81CA

uid Marc Fonvieille <marc@blackend.org>
uid Marc Fonvieille <marc@freebsd-fr.org>
sub 1024g/D187C27A 2002-04-20

D.3.38. Pete Fritchman <petef@FreeBSD.org>

pub 1024D/74B91CFD 2001-01-30 Pete Fritchman <petef@FreeBSD.org>
Key fingerprint = 9A9F 8A13 DB0D 7777 8D8E 1CB2 C5C9 A08F 74B9 1CFD

uid Pete Fritchman <petef@databits.net>
uid Pete Fritchman <petef@csh.rit.edu>
sub 1024g/0C02AF0C 2001-01-30
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D.3.39. Bill Fumerola <billf@FreeBSD.org>

pub 1024D/7F868268 2000-12-07 Bill Fumerola (FreeBSD Developer) <billf@FreeBSD.org>
Key fingerprint = 5B2D 908E 4C2B F253 DAEB FC01 8436 B70B 7F86 8268

uid Bill Fumerola (Security Yahoo) <fumerola@yahoo-inc.com>
sub 1024g/43980DA9 2000-12-07

D.3.40. Patrick S. Gardella <patrick@FreeBSD.org>

pub 1024R/527BC62B 1997-06-23 Patrick Gardella <patrick@windministries.org>
Key fingerprint = 54 7C D6 81 B1 63 D2 5E BD DD 58 4D A4 0E E4 E1

uid Patrick Gardella <patrick@freebsd.org>
uid patrick@freebsd.org
uid Patrick Gardella <patrick@intothewind.cx>

pub 1024D/C6AF4835 2000-01-19 Patrick Gardella <patrick@freebsd.org>
Key fingerprint = 4B2D 3CFA 963B E310 847E 7D6C C072 B447 C6AF 4835

uid Patrick Gardella <patrick@windministries.org>
uid Patrick Gardella <patrick@intothewind.cx>
sub 2048g/DB3B83E7 2000-01-19

pub 1024R/EE2D47A9 1996-08-17 Patrick Gardella <patrick@freebsd.org>
Key fingerprint = A6 DE 3C C0 33 CF 36 E6 D1 F5 BB E8 3C C4 67 50

D.3.41. Sebastien Gioria <gioria@FreeBSD.org>

pub 1024D/7C8DA4F4 2002-02-09 Sebastien Gioria <eagle@freebsd-fr.org>
Key fingerprint = 41F4 4885 7C23 6ED3 CC24 97AA 6DDD B426 7C8D A4F4

uid Sebastien Gioria <gioria@FreeBSD.ORG>
uid Sebastien Gioria <gioria@Francenet.fr>
uid Sebastien Gioria <gioria@fluxus.net>
sub 4096g/F147E4D3 2002-02-09

D.3.42. John-Mark Gurney <jmg@FreeBSD.org>

pub 1024R/3F9951F5 1997-02-11 John-Mark Gurney <johnmark@gladstone.uoregon.edu>
Key fingerprint = B7 EC EF F8 AE ED A7 31 96 7A 22 B3 D8 56 36 F4

uid John-Mark Gurney <gurney_j@efn.org>
uid John-Mark Gurney <jmg@cs.uoregon.edu>
uid John-Mark Gurney <gurney_j@resnet.uoregon.edu>

D.3.43. Daniel Harris <dannyboy@FreeBSD.org>

pub 1024D/84D0D7E7 2001-01-15 Daniel Harris <dannyboy@worksforfood.com>
Key fingerprint = 3C61 B8A1 3F09 D194 3259 7173 6C63 DA04 84D0 D7E7

uid Daniel Harris <dannyboy@freebsd.org>
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uid Daniel Harris <dh@askdh.com>
uid Daniel Harris <dh@wordassault.com>
sub 1024g/9DF0231A 2001-01-15

D.3.44. Daniel Hartmeier <dhartmei@FreeBSD.org>

pub 1024R/6A3A7409 1994-08-15 Daniel Hartmeier <dhartmei@freebsd.org>
Key fingerprint = 13 7E 9A F3 36 82 09 FE FD 57 B8 5C 2B 81 7E 1F

D.3.45. John Hay <jhay@FreeBSD.org>

pub 2048R/A9275B93 2000-05-10 John Hay <jhay@icomtek.csir.co.za>
Key fingerprint = E7 95 F4 B9 D4 A7 49 6A 83 B9 77 49 28 9E 37 70

uid John Hay <jhay@mikom.csir.co.za>
uid Thawte Freemail Member <jhay@mikom.csir.co.za>
uid John Hay <jhay@csir.co.za>
uid John Hay <jhay@FreeBSD.ORG>

D.3.46. Sheldon Hearn <sheldonh@FreeBSD.org>

pub 1024D/74A06ACD 2002-06-20 Sheldon Hearn <sheldonh@starjuice.net>
Key fingerprint = 01A3 EF91 9C5A 3633 4E01 8085 A462 57F1 74A0 6ACD

sub 1536g/C42F8AC8 2002-06-20

D.3.47. Mike Heffner <mikeh@FreeBSD.org>

pub 1024D/CDECBF99 2001-02-02 Michael Heffner <mheffner@novacoxmail.com>
Key fingerprint = AFAB CCEB 68C7 573F 5110 9285 1689 1942 CDEC BF99

uid Michael Heffner <mheffner@vt.edu>
uid Michael Heffner <mikeh@FreeBSD.org>
uid Michael Heffner <spock@techfour.net>
uid Michael Heffner (ACM sysadmin) <mheffner@acm.vt.edu>
sub 1024g/3FE83FB5 2001-02-02

D.3.48. Guy Helmer <ghelmer@FreeBSD.org>

pub 1024R/35F4ED2D 1997-01-26 Guy G. Helmer <ghelmer@freebsd.org>
Key fingerprint = A2 59 4B 92 02 5B 9E B1 B9 4E 2E 03 29 D5 DC 3A

uid Guy G. Helmer <ghelmer@cs.iastate.edu>
uid Guy G. Helmer <ghelmer@palisadesys.com>
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D.3.49. Maxime Henrion <mux@FreeBSD.org>

pub 1024D/881D4806 2003-01-09 Maxime Henrion <mux@FreeBSD.org>
Key fingerprint = 81F1 BE2D 12F1 184A 77E4 ACD0 5563 7614 881D 4806

sub 2048g/D0B510C0 2003-01-09

D.3.50. Michael L. Hostbaek <mich@FreeBSD.org>

pub 1024D/0F55F6BE 2001-08-07 Michael L. Hostbaek <mich@freebsdcluster.org>
Key fingerprint = 4D62 9396 B19F 38D3 5C99 1663 7B0A 5212 0F55 F6BE

uid Michael L. Hostbaek <mich@freebsdcluster.dk>
uid Michael L. Hostbaek <mich@icommerce-france.com>
uid Micahel L. Hostbaek <mich@freebsd.dk>
uid Michael L. Hostbaek <mich@the-lab.org>
uid Michael L. Hostbaek <mich@freebsd.org>
sub 1024g/8BE4E30F 2001-08-07

D.3.51. Howard F. Hu <foxfair@FreeBSD.org>

pub 1024D/4E9BCA59 2003-09-01 Foxfair Hu <foxfair@FreeBSD.org>
Key fingerprint = 280C A846 CA1B CAC9 DDCF F4CB D553 4BD5 4E9B CA59

sub 1024g/3356D8C1 2003-09-01 [expires: 2004-02-28]

D.3.52. Jordan K. Hubbard <jkh@FreeBSD.org>

pub 1024R/8E542D5D 1996-04-04 Jordan K. Hubbard <jkh@FreeBSD.org>
Key fingerprint = 3C F2 27 7E 4A 6C 09 0A 4B C9 47 CD 4F 4D 0B 20

D.3.53. Trevor Johnson <trevor@FreeBSD.org>

pub 1024D/3A3EA137 2000-04-20 Trevor Johnson <trevor@jpj.net>
Key fingerprint = 7ED1 5A92 76C1 FFCB E5E3 A998 F037 5A0B 3A3E A137

sub 1024g/46C24F1E 2000-04-20

D.3.54. Poul-Henning Kamp <phk@FreeBSD.org>

pub 1024R/0358FCBD 1995-08-01 Poul-Henning Kamp <phk@FreeBSD.org>
Key fingerprint = A3 F3 88 28 2F 9B 99 A2 49 F4 E2 FA 5A 78 8B 3E
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D.3.55. Josef Karthauser <joe@FreeBSD.org>

pub 1024D/E6B15016 2000-10-19 Josef Karthauser <joe@FreeBSD.org>
Key fingerprint = 7266 8EAF 82C2 D439 5642 AC26 5D52 1C8C E6B1 5016

uid Josef Karthauser <joe@tao.org.uk>
uid Josef Karthauser <joe@uk.FreeBSD.org>
uid [revoked] Josef Karthauser <josef@bsdi.com>
uid [revoked] Josef Karthauser <joe@pavilion.net>
sub 2048g/1178B692 2000-10-19

D.3.56. Vinod Kashyap <vkashyap@FreeBSD.org>

pub 1024R/04FCCDD3 2004-02-19 Vinod Kashyap (gnupg key) <vkashyap@freebsd.org>
Key fingerprint = 9B83 0B55 604F E491 B7D2 759D DF92 DAA0 04FC CDD3

D.3.57. Kris Kennaway <kris@FreeBSD.org>

pub 1024D/68E840A5 2000-01-14 Kris Kennaway <kris@citusc.usc.edu>
Key fingerprint = E65D 0E7D 7E16 B212 1BD6 39EE 5ABC B405 68E8 40A5

uid Kris Kennaway <kris@FreeBSD.org>
uid Kris Kennaway <kris@obsecurity.org>
sub 2048g/03A41C45 2000-01-14 [expires: 2006-01-14]

D.3.58. Giorgos Keramidas <keramida@FreeBSD.org>

pub 1024D/318603B6 2001-09-21 Giorgos Keramidas <keramida@FreeBSD.org>
Key fingerprint = C1EB 0653 DB8B A557 3829 00F9 D60F 941A 3186 03B6

uid Giorgos Keramidas <charon@labs.gr>
uid Giorgos Keramidas <keramida@ceid.upatras.gr>
uid Giorgos Keramidas <keramida@hellug.gr>
uid Giorgos Keramidas <keramida@linux.gr>
sub 1024g/50FDBAD1 2001-09-21

D.3.59. Max Khon <fjoe@FreeBSD.org>

pub 1024D/414420F4 2003-04-29 Max Khon <fjoe@freebsd.org>
Key fingerprint = CE1F 29CA A6BF 2F26 13E8 1B61 62AE 6B8F 4144 20F4

uid Max Khon <fjoe@iclub.nsu.ru>
sub 1024g/6585039B 2003-04-29
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D.3.60. Andreas Klemm <andreas@FreeBSD.org>

pub 1024D/6C6F6CBA 2001-01-06 Andreas Klemm <andreas.klemm@eu.didata.com>
Key fingerprint = F028 D51A 0D42 DD67 4109 19A3 777A 3E94 6C6F 6CBA

uid Andreas Klemm <andreas@klemm.gtn.com>
uid Andreas Klemm <andreas@FreeBSD.org>
uid Andreas Klemm <andreas@apsfilter.org>
sub 2048g/FE23F866 2001-01-06

D.3.61. Sergei Kolobov <sergei@FreeBSD.org>

pub 1024D/3BA53401 2003-10-10 Sergei Kolobov <sergei@FreeBSD.org>
Key fingerprint = A2F4 5F34 0586 CC9C 493A 347C 14EC 6E69 3BA5 3401

uid Sergei Kolobov <sergei@kolobov.com>
sub 2048g/F8243671 2003-10-10

D.3.62. Maxim Konovalov <maxim@FreeBSD.org>

pub 1024D/2C172083 2002-05-21 Maxim Konovalov <maxim@FreeBSD.org>
Key fingerprint = 6550 6C02 EFC2 50F1 B7A3 D694 ECF0 E90B 2C17 2083

uid Maxim Konovalov <maxim@macomnet.ru>
sub 1024g/F305DDCA 2002-05-21

D.3.63. Joseph Koshy <jkoshy@FreeBSD.org>

pub 1024D/D93798B6 2001-12-21 Joseph Koshy (FreeBSD) <jkoshy@freebsd.org>
Key fingerprint = 0DE3 62F3 EF24 939F 62AA 2E3D ABB8 6ED3 D937 98B6

sub 1024g/43FD68E9 2001-12-21

D.3.64. Roman Kurakin <rik@FreeBSD.org>

pub 1024R/79512C58 2003-12-09 Roman Kurakin <rik@cronyx.ru>
Key fingerprint = 8CB8 1060 6EA8 DDEC 2D49 1E07 7061 C8A6 7951 2C58

D.3.65. Hideyuki KURASHINA <rushani@FreeBSD.org>

pub 1024D/439ADC57 2002-03-22 Hideyuki KURASHINA <rushani@bl.mmtr.or.jp>
Key fingerprint = A052 6F98 6146 6FE3 91E2 DA6B F2FA 2088 439A DC57

uid Hideyuki KURASHINA <rushani@FreeBSD.org>
uid Hideyuki KURASHINA <rushani@jp.FreeBSD.org>
sub 1024g/64764D16 2002-03-22
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D.3.66. Clement Laforet <clement@FreeBSD.org>

pub 1024D/0723BA1D 2003-12-13 Clement Laforet (FreeBSD committer address) <clement@FreeBSD.org>
Key fingerprint = 3638 4B14 8463 A67B DC7E 641C B118 5F8F 0723 BA1D

uid Clement Laforet <sheepkiller@cultdeadsheep.org>
uid Clement Laforet <clement.laforet@cotds.org>
sub 2048g/23D57658 2003-12-13

D.3.67. Max Laier <mlaier@FreeBSD.org>

pub 1024D/3EB6046D 2004-02-09 Max Laier <mlaier@freebsd.org>
Key fingerprint = 917E 7F25 E90F 77A4 F746 2E8D 5F2C 84A1 3EB6 046D

uid Max Laier <max@love2party.net>

D.3.68. Alexander Langer <alex@FreeBSD.org>

pub 1024D/8E2523FD 2003-01-28 Alexander Langer <alex@FreeBSD.org>
Key fingerprint = B757 5ABF 691F 4011 F565 3765 BFBB 3506 8E25 23FD

sub 1024g/16C3B12D 2003-01-28

D.3.69. Erwin Lansing <erwin@FreeBSD.org>

pub 1024D/15256990 1998-07-03 Erwin Lansing <erwin@lansing.dk>
Key fingerprint = FB58 9797 299A F18E 2D3E 73D6 AB2F 5A5B 1525 6990

uid Erwin Lansing <erwin@FreeBSD.org>
uid Erwin Lansing <erwin@droso.dk>
uid Erwin Lansing <erwin@droso.org>
sub 2048g/7C64013D 1998-07-03

D.3.70. Yen-Ming Lee <leeym@FreeBSD.org>

pub 1024R/5EB52E51 1999-03-03 Yen-Ming Lee <leeym@FreeBSD.org>
Key fingerprint = FE 7E 04 56 FC D7 24 21 B9 3B 53 06 E8 93 B5 81

uid Yen-Ming Lee <leeym@civil.ncku.edu.tw>
uid Yen-Ming Lee <leeym@cae.ce.ntu.edu.tw>
uid Yen-Ming Lee <leeym@leeym.com>

D.3.71. Alexander Leidinger <netchild@FreeBSD.org>

pub 1024D/B0063FE7 1999-11-11 Alexander Leidinger (Privat) <Alexander@Leidinger.net>
Key fingerprint = C518 BC70 E67F 143F BE91 3365 79E2 9C60 B006 3FE7

sub 1024g/263CAC76 1999-11-11

pub 1024D/72077137 2002-01-31 Alexander Leidinger <netchild@FreeBSD.org>

894



� ��� �
��� � � � � D.

� � ��� �
PGP

Key fingerprint = AA3A 8F69 B214 6BBD 5E73 C9A0 C604 3C56 7207 7137
sub 2048g/8C9828D3 2002-01-31

D.3.72. Ying-Chieh Liao <ijliao@FreeBSD.org>

pub 1024D/11C02382 2001-01-09 Ying-Chieh Liao <ijliao@CCCA.NCTU.edu.tw>
Key fingerprint = 4E98 55CC 2866 7A90 EFD7 9DA5 ACC6 0165 11C0 2382

uid Ying-Chieh Liao <ijliao@FreeBSD.org>
uid Ying-Chieh Liao <ijliao@csie.nctu.edu.tw>
uid Ying-Chieh Liao <ijliao@dragon2.net>
uid Ying-Chieh Liao <ijliao@tw.FreeBSD.org>
sub 4096g/C1E16E89 2001-01-09

D.3.73. Clive Lin <clive@FreeBSD.org>

pub 1024D/A008C03E 2001-07-30 Clive Lin <clive@tongi.org>
Key fingerprint = FA3F 20B6 A77A 6CEC 1856 09B0 7455 2805 A008 C03E

uid Clive Lin <clive@CirX.ORG>
uid Clive Lin <clive@FreeBSD.org>
sub 1024g/03C2DC87 2001-07-30 [expires: 2005-08-25]

D.3.74. Tilman Linneweh <arved@FreeBSD.org>

pub 1024D/807AC53A 2002-06-03 Tilman Linneweh <e0025974@student.tuwien.ac.at>
Key fingerprint = A92F 344F 31A8 B8DE DDFA 7FB4 7C22 C39F 807A C53A

uid Tilman Linneweh <arved@arved.at>
uid Tilman Linneweh <arved@FreeBSD.org>
uid Tilman Linneweh <linneweh@zid.tuwien.ac.at>
sub 1024g/FA351986 2002-06-03 [expires: 2006-07-19]

D.3.75. Scott Long <scottl@FreeBSD.org>

pub 1024D/017C5EBF 2003-01-18 Scott A. Long (This is my official FreeBSD key) <scottl@freebsd.org>
Key fingerprint = 34EA BD06 44F7 F8C3 22BC B52C 1D3A F6D1 017C 5EBF

sub 1024g/F61C8F91 2003-01-18

D.3.76. Pav Lucistnik <pav@FreeBSD.org>

pub 1024D/C14EB282 2003-08-25 Pav Lucistnik <pav@FreeBSD.org>
Key fingerprint = 2622 B7E3 7DA5 5C53 2079 855B 9ED7 583F C14E B282

uid Pav Lucistnik <pav@oook.cz>
sub 1024g/7287A947 2003-08-25
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D.3.77. Bruce A. Mah <bmah@FreeBSD.org>

pub 1024D/5BA052C3 1997-12-08 Bruce A. Mah <bmah@acm.org>
Key fingerprint = F829 B805 207D 14C7 7197 7832 D8CA 3171 5BA0 52C3

uid Bruce A. Mah <bmah@ca.sandia.gov>
uid Bruce A. Mah <bmah@ieee.org>
uid Bruce A. Mah <bmah@cisco.com>
uid Bruce A. Mah <bmah@employees.org>
uid Bruce A. Mah <bmah@freebsd.org>
uid Bruce A. Mah <bmah@packetdesign.com>
uid Bruce A. Mah <bmah@kitchenlab.org>
sub 2048g/B4E60EA1 1997-12-08

D.3.78. Mike Makonnen <mtm@FreeBSD.org>

pub 1024D/7CD41F55 2004-02-06 Michael Telahun Makonnen <mtm@FreeBSD.Org>
Key fingerprint = AC7B 5672 2D11 F4D0 EBF8 5279 5359 2B82 7CD4 1F55

uid Michael Telahun Makonnen <mtm@tmsa-inc.com>
uid Mike Makonnen <mtm@identd.net>
uid Michael Telahun Makonnen <mtm@acs-et.com>
sub 2048g/E7DC936B 2004-02-06

D.3.79. David Malone <dwmalone@FreeBSD.org>

pub 512/40378991 1994/04/21 David Malone <dwmalone@maths.tcd.ie>
Key fingerprint = 86 A7 F4 86 39 2C 47 2C C1 C2 35 78 8E 2F B8 F5

D.3.80. Makoto Matsushita <matusita@FreeBSD.org>

pub 1024D/20544576 1999-04-18 Makoto Matsushita <matusita@FreeBSD.org>
Key fingerprint = 71B6 13BF B262 2DD8 2B7C 6CD0 EB2D 4147 2054 4576

uid Makoto Matsushita <matusita@matatabi.or.jp>
uid Makoto Matsushita <matusita@jp.FreeBSD.ORG>
uid Makoto Matsushita <matusita@ics.es.osaka-u.ac.jp>
sub 1024g/F1F3C94D 1999-04-18

D.3.81. Kenneth D. Merry <ken@FreeBSD.org>

pub 1024D/54C745B5 2000-05-15 Kenneth D. Merry <ken@FreeBSD.org>
Key fingerprint = D25E EBC5 F17A 9E52 84B4 BF14 9248 F0DA 54C7 45B5

uid Kenneth D. Merry <ken@kdm.org>
sub 2048g/89D0F797 2000-05-15

pub 1024R/2FA0A505 1995-10-30 Kenneth D. Merry <ken@plutotech.com>
Key fingerprint = FD FA 85 85 95 C4 8E E8 98 1A CA 18 56 F0 00 1F
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D.3.82. Dirk Meyer <dinoex@FreeBSD.org>

pub 1024R/331CDA5D 1995-06-04 Dirk Meyer <dinoex@FreeBSD.org>
Key fingerprint = 44 16 EC 0A D3 3A 4F 28 8A 8A 47 93 F1 CF 2F 12

uid Dirk Meyer <dirk.meyer@dinoex.sub.org>
uid Dirk Meyer <dirk.meyer@guug.de>

D.3.83. Yoshiro Sanpei MIHIRA <sanpei@FreeBSD.org>

pub 1024R/391C5D69 1996-11-21 sanpei@SEAPLE.ICC.NE.JP
Key fingerprint = EC 04 30 24 B0 6C 1E 63 5F 5D 25 59 3E 83 64 51

uid MIHIRA Yoshiro <sanpei@sanpei.org>
uid Yoshiro MIHIRA <sanpei@FreeBSD.org>
uid MIHIRA Yoshiro <sanpei@yy.cs.keio.ac.jp>
uid MIHIRA Yoshiro <sanpei@cc.keio.ac.jp>
uid MIHIRA Yoshiro <sanpei@educ.cc.keio.ac.jp>
uid MIHIRA Yoshiro <sanpei@st.keio.ac.jp>

D.3.84. Jim Mock <jim@FreeBSD.org>

pub 1024D/3AA4FEE0 2002-01-10 Jim Mock <jim@FreeBSD.org>
Key fingerprint = AEEC 998D 7828 D306 AFF7 06CA D8FE 7285 3AA4 FEE0

uid Jim Mock <mij@soupnazi.org>
sub 1024g/3780652B 2002-01-10

D.3.85. Marcel Moolenaar <marcel@FreeBSD.org>

pub 1024D/61EE89F6 2002-02-09 Marcel Moolenaar <marcel@xcllnt.net>
Key fingerprint = 68BB E2B7 49AA FF69 CA3A DF71 A605 A52D 61EE 89F6

sub 1024g/6EAAB456 2002-02-09

D.3.86. Thomas Möstl <tmm@FreeBSD.org>

pub 1024D/419C776C 2000-11-28 Thomas Moestl <tmm@FreeBSD.org>
Key fingerprint = 1C97 A604 2BD0 E492 51D0 9C0F 1FE6 4F1D 419C 776C

uid Thomas Moestl <tmoestl@gmx.net>
uid Thomas Moestl <t.moestl@tu-bs.de>
sub 2048g/ECE63CE6 2000-11-28

D.3.87. Rich Murphey <rich@FreeBSD.org>

pub 1024R/583443A9 1995-03-31 Rich Murphey <rich@lamprey.utmb.edu>
Key fingerprint = AF A0 60 C4 84 D6 0C 73 D1 EF C0 E9 9D 21 DB E4
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D.3.88. Akinori MUSHA <knu@FreeBSD.org>

pub 1024D/9FD9E1EE 2000-03-21 Akinori MUSHA <knu@and.or.jp>
Key fingerprint = 081D 099C 1705 861D 4B70 B04A 920B EFC7 9FD9 E1EE

uid Akinori MUSHA <knu@FreeBSD.org>
uid Akinori MUSHA <knu@idaemons.org>
uid Akinori MUSHA <knu@ruby-lang.org>
sub 1024g/71BA9D45 2000-03-21

D.3.89. Masafumi NAKANE <max@FreeBSD.org>

pub 1024D/CE356B59 2000-02-19 Masafumi NAKANE <max@wide.ad.jp>
Key fingerprint = EB40 BCAB 4CE5 0764 9942 378C 9596 159E CE35 6B59

uid Masafumi NAKANE <max@FreeBSD.org>
uid Masafumi NAKANE <max@accessibility.org>
uid Masafumi NAKANE <kd5pdi@qsl.net>
sub 1024g/FA9BD48B 2000-02-19

D.3.90. Yoichi NAKAYAMA <yoichi@FreeBSD.org>

pub 1024D/E0788E46 2000-12-28 Yoichi NAKAYAMA <yoichi@assist.media.nagoya-u.ac.jp>
Key fingerprint = 1550 2662 46B3 096C 0460 BC03 800D 0C8A E078 8E46

uid Yoichi NAKAYAMA <yoichi@eken.phys.nagoya-u.ac.jp>
uid Yoichi NAKAYAMA <yoichi@FreeBSD.org>
sub 1024g/B987A394 2000-12-28

D.3.91. Alexander Nedotsukov <bland@FreeBSD.org>

pub 1024D/D004116C 2003-08-14 Alexander Nedotsukov <bland@FreeBSD.org>
Key fingerprint = 35E2 5020 55FC 2071 4ADD 1A4A 86B6 8A5D D004 116C

sub 1024g/1CCA8D46 2003-08-14

D.3.92. Simon L. Nielsen <simon@FreeBSD.org>

pub 1024D/27359A51 2003-07-22 Simon L. Nielsen <simon@nitro.dk>
Key fingerprint = 912B F341 7E90 2049 05B4 3800 87DA 5C0D 2735 9A51

uid Simon L. Nielsen <simon@FreeBSD.org>
sub 2048g/C11D9097 2003-07-22 [expires: 2006-07-21]

D.3.93. Anders Nordby <anders@FreeBSD.org>

pub 1024D/00835956 2000-08-13 Anders Nordby <anders@fix.no>
Key fingerprint = 1E0F C53C D8DF 6A8F EAAD 19C5 D12A BC9F 0083 5956

uid Anders Nordby <anders@FreeBSD.org>
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sub 2048g/4B160901 2000-08-13

D.3.94. David O’Brien <obrien@FreeBSD.org>

pub 1024R/34F9F9D5 1995-04-23 David E. O’Brien <defunct - obrien@Sea.Legent.com>
Key fingerprint = B7 4D 3E E9 11 39 5F A3 90 76 5D 69 58 D9 98 7A

uid David E. O’Brien <obrien@NUXI.com>
uid deobrien@ucdavis.edu
uid David E. O’Brien <whois Do38>
uid David E. O’Brien <obrien@FreeBSD.org>
uid David E. O’Brien <dobrien@seas.gwu.edu>
uid David E. O’Brien <obrien@cs.ucdavis.edu>
uid David E. O’Brien <defunct - obrien@media.sra.com>
uid David E. O’Brien <obrien@elsewhere.roanoke.va.us>
uid David E. O’Brien <obrien@Nuxi.com>

pub 1024D/7F9A9BA2 1998-06-10 "David E. O’Brien" <obrien@cs.ucdavis.edu>
Key fingerprint = 02FD 495F D03C 9AF2 5DB7 F496 6FC8 DABD 7F9A 9BA2

uid "David E. O’Brien" <obrien@NUXI.com>
uid "David E. O’Brien" <obrien@FreeBSD.org>
sub 3072g/BA32C20D 1998-06-10

D.3.95. Philip Paeps <philip@FreeBSD.org>

pub 1024D/049DB879 2001-01-04 Philip Paeps <philip@paeps.cx>
Key fingerprint = FA74 3C27 91A6 79D5 F6D3 FC53 BF4B D0E6 049D B879

uid Philip Paeps <philip@pub.telenet.be>
uid Philip Paeps <philip.paeps@pandora.be>
uid Philip Paeps <philip@nixsys.be>
uid Philip Paeps <philip@freebsd.org>
sub 2048g/476FFC94 2001-01-04

D.3.96. Hiten Pandya <hmp@FreeBSD.org>

pub 1024D/938CACA8 2004-02-13 Hiten Pandya (FreeBSD) <hmp@FreeBSD.org>
Key fingerprint = 84EB C75E C75A 50ED 304E E446 D974 7842 938C ACA8

uid Hiten Pandya <hmp@backplane.com>
sub 2048g/783874B5 2004-02-13

D.3.97. Mark Peek <mp@FreeBSD.org>

pub 1024D/330D4D01 2002-01-27 Mark Peek <mp@FreeBSD.org>
Key fingerprint = 510C 96EE B4FB 1B0A 2CF8 A0AF 74B0 0B0E 330D 4D01

sub 1024g/9C6CAC09 2002-01-27
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D.3.98. Peter Pentchev <roam@FreeBSD.org>

pub 1024D/16194553 2002-02-01 Peter Pentchev <roam@ringlet.net>
Key fingerprint = FDBA FD79 C26F 3C51 C95E DF9E ED18 B68D 1619 4553

uid Peter Pentchev <roam@sbnd.net>
uid Peter Pentchev <roam@FreeBSD.org>
uid Peter Pentchev <roam@online.bg>
uid Peter Pentchev <roam@orbitel.bg>
uid Peter Pentchev <roam@techlab.office1.bg>
uid Peter Pentchev <roam@cnsys.bg>
sub 1024g/7074473C 2002-02-01

D.3.99. Denis Peplin <den@FreeBSD.org>

pub 1024D/485DDDF5 2003-09-11 Denis Peplin <den@FreeBSD.org>
Key fingerprint = 495D 158C 8EC9 C2C1 80F5 EA96 6F72 7C1C 485D DDF5

sub 1024g/E70BA158 2003-09-11

D.3.100. Jim Pirzyk <pirzyk@FreeBSD.org>

pub 1024D/4E23DACA 2001-03-02 Jim Pirzyk <pirzyk@freebsd.org>
Key fingerprint = 07EE A1BD 32E5 C402 59B6 22D5 D846 31D1 4E23 DACA

uid Jim Pirzyk <Jim.Pirzyk@disney.com>
sub 1024g/F38895F7 2001-03-02

D.3.101. John Polstra <jdp@FreeBSD.org>

pub 1024R/BFBCF449 1997-02-14 John D. Polstra <jdp@polstra.com>
Key fingerprint = 54 3A 90 59 6B A4 9D 61 BF 1D 03 09 35 8D F6 0D

D.3.102. Kirill Ponomarew <krion@FreeBSD.org>

pub 1024D/AEB426E5 2002-04-07 Kirill Ponomarew <ponomarew@oberon.net>
Key fingerprint = 58E7 B953 57A2 D9DD 4960 2A2D 402D 46E9 AEB4 26E5

uid Kirill Ponomarew <krion@netic.de>
uid Kirill Ponomarew <krion@guug.de>
uid Kirill Ponomarew <krion@FreeBSD.org>
sub 1024g/0CEE1A9B 2002-04-07 [expires: 2005-07-03]
sub 1024D/8081D57A 2003-01-29 [expires: 2003-04-29]
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D.3.103. Mark Pulford <markp@FreeBSD.org>

pub 1024D/182C368F 2000-05-10 Mark Pulford <markp@FreeBSD.org>
Key fingerprint = 58C9 C9BF C758 D8D4 7022 8EF5 559F 7F7B 182C 368F

uid Mark Pulford <mark@kyne.com.au>
sub 2048g/380573E8 2000-05-10

D.3.104. Thomas Quinot <thomas@FreeBSD.org>

pub 1024D/393D2469 1999-09-23 Thomas Quinot <thomas@cuivre.fr.eu.org>
Empreinte de la cl � = 4737 A0AD E596 6D30 4356 29B8 004D 54B8 393D 2469

uid Thomas Quinot <thomas@debian.org>
uid Thomas Quinot <thomas@FreeBSD.org>
sub 1024g/8DE13BB2 1999-09-23

D.3.105. Doug Rabson <dfr@FreeBSD.org>

pub 1024R/95C11771 2000-02-27 Doug Rabson <dfr@freebsd.org>
Key fingerprint = 20 BB E4 38 5D 89 D2 D4 68 A6 2F DC 0A DE 10 3C

D.3.106. Tom Rhodes <trhodes@FreeBSD.org>

pub 1024D/1B9EBD43 2002-01-15 Tom Rhodes <trhodes@FreeBSD.org>
Key fingerprint = 2D4D 1D31 A5C6 08AA 1075 C963 C0F9 A089 1B9E BD43

uid Tom Rhodes <darklogik@pittgoth.com>
sub 3072g/F7A606E4 2002-01-15

D.3.107. Benno Rice <benno@FreeBSD.org>

pub 1024D/87C59909 2002-01-16 Benno Rice <benno@FreeBSD.org>
Key fingerprint = CE27 DADA 08E3 FAA3 88F1 5B31 5E34 705A 87C5 9909

uid Benno Rice <benno@jeamland.net>
sub 1024g/4F7C2BAD 2002-01-16 [expires: 2007-01-15]

D.3.108. Paul Richards <paul@FreeBSD.org>

pub 2048R/BD42E037 2000-02-21 Paul Richards <paul@originative.co.uk>
Key fingerprint = 38 4F 33 80 53 92 01 46 ED 4B A4 91 3E 1E 6B FE

uid Dr David Paul Richards <paul@originative.com>
uid Paul Richards <paul@originative.com>
uid Paul Richards <paul@FreeBSD.org>
uid Paul Richards <paul@apache.org>
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D.3.109. Ollivier Robert <roberto@FreeBSD.org>

pub 1024D/7DCAE9D3 1997-08-21 Ollivier Robert <roberto@FreeBSD.org>
Key fingerprint = 2945 61E7 D4E5 1D32 C100 DBEC A04F FB1B 7DCA E9D3

uid Ollivier Robert <roberto@keltia.freenix.fr>
uid Ollivier Robert <roberto@keltia.net>
uid Ollivier Robert <roberto@eurocontrol.fr>
sub 2048g/C267084D 1997-08-21

D.3.110. Guido van Rooij <guido@FreeBSD.org>

pub 1024R/599F323D 1996-05-18 Guido van Rooij <guido@gvr.org>
Key fingerprint = 16 79 09 F3 C0 E4 28 A7 32 62 FA F6 60 31 C0 ED

uid Guido van Rooij <guido@gvr.win.tue.nl>

pub 1024D/A95102C1 2000-10-25 Guido van Rooij <guido@madison-gurkha.nl>
Key fingerprint = 5B3E 51B7 0E7A D170 0574 1E51 2471 117F A951 02C1

uid Guido van Rooij <guido@madison-gurkha.com>
sub 1024g/A5F20553 2000-10-25

D.3.111. Niklas Saers <niklas@FreeBSD.org>

pub 1024D/C822A476 2004-03-09 Niklas Saers <niklas@saers.com>
Key fingerprint = C41E F734 AF0E 3D21 7499 9EB1 9A31 2E7E C822 A476

sub 1024g/81E2FF36 2004-03-09

D.3.112. Mark Santcroos <marks@FreeBSD.org>

pub 1024D/DE4546FF 2003-11-12 Mark Santcroos <marks@ripe.net>
Key fingerprint = FDCC 0477 D8B4 62CD 6F05 6A73 003E CD35 DE45 46FF

uid Mark Santcroos <marks@FreeBSD.org>
sub 1024g/3C702FF6 2003-11-12

D.3.113. Hiroki Sato <hrs@FreeBSD.org>

pub 1024D/2793CF2D 2001-06-12 Hiroki Sato <hrs@allbsd.org>
Key fingerprint = BDB3 443F A5DD B3D0 A530 FFD7 4F2C D3D8 2793 CF2D

uid Hiroki Sato <hrs@eos.ocn.ne.jp>
uid Hiroki Sato <hrs@ring.gr.jp>
uid Hiroki Sato <hrs@FreeBSD.org>
uid Hiroki Sato <hrs@jp.FreeBSD.org>
uid Hiroki Sato <hrs@vlsi.ee.noda.tus.ac.jp>
uid Hiroki Sato <hrs@jp.NetBSD.org>
uid Hiroki Sato <hrs@NetBSD.org>
sub 1024g/8CD251FF 2001-06-12
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D.3.114. Wolfram Schneider <wosch@FreeBSD.org>

Type Bits/KeyID Date User ID
pub 1024/2B7181AD 1997/08/09 Wolfram Schneider <wosch@FreeBSD.org>

Key fingerprint = CA 16 91 D9 75 33 F1 07 1B F0 B4 9F 3E 95 B6 09

D.3.115. David Schultz <das@FreeBSD.org>

pub 1024D/BE848B57 2001-07-19 David Schultz <das@FreeBSD.ORG>
Key fingerprint = 0C12 797B A9CB 19D9 FDAF 2A39 2D76 A2DB BE84 8B57

uid David Schultz <dschultz@uclink.Berkeley.EDU>
uid David Schultz <das@FreeBSD.ORG>
sub 2048g/69206E8E 2001-07-19

D.3.116. Jens Schweikhardt <schweikh@FreeBSD.org>

pub 1024D/0FF231FD 2002-01-27 Jens Schweikhardt <schweikh@FreeBSD.org>
Key fingerprint = 3F35 E705 F02F 35A1 A23E 330E 16FE EA33 0FF2 31FD

uid Jens Schweikhardt <schweikh@schweikhardt.net>
sub 1024g/6E93CACC 2002-01-27 [expires: 2005-01-26]

D.3.117. Gregory Neil Shapiro <gshapiro@FreeBSD.org>

pub 1024R/4FBE2ADD 2000-10-13 Gregory Neil Shapiro <gshapiro@gshapiro.net>
Key fingerprint = 56 D5 FF A7 A6 54 A6 B5 59 10 00 B9 5F 5F 20 09

uid Gregory Neil Shapiro <gshapiro@FreeBSD.org>

pub 1024D/F76A9BF5 2001-11-14 Gregory Neil Shapiro <gshapiro@FreeBSD.org>
Key fingerprint = 3B5E DAF1 4B04 97BA EE20 F841 21F9 C5BC F76A 9BF5

uid Gregory Neil Shapiro <gshapiro@gshapiro.net>
sub 2048g/935657DC 2001-11-14

pub 1024D/FCE56561 2000-10-14 Gregory Neil Shapiro <gshapiro@FreeBSD.org>
Key fingerprint = 42C4 A87A FD85 C34F E77F 5EA1 88E1 7B1D FCE5 6561

uid Gregory Neil Shapiro <gshapiro@gshapiro.net>
sub 1024g/285DC8A0 2000-10-14 [expires: 2001-10-14]

D.3.118. Arun Sharma <arun@FreeBSD.org>

pub 1024D/7D112181 2003-03-06 Arun Sharma <arun@sharma-home.net>
Key fingerprint = A074 41D6 8537 C7D5 070E 0F78 0247 1AE2 7D11 2181

uid Arun Sharma <arun@freebsd.org>
uid Arun Sharma <arun.sharma@intel.com>
sub 1024g/ACAD98DA 2003-03-06 [expires: 2005-03-05]
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D.3.119. Vanilla I. Shu <vanilla@FreeBSD.org>

pub 1024D/ACE75853 2001-11-20 Vanilla I. Shu <vanilla@FreeBSD.org>
Key fingerprint = 290F 9DB8 42A3 6257 5D9A 5585 B25A 909E ACE7 5853

sub 1024g/CE695D0E 2001-11-20

D.3.120. Christopher Shumway <cshumway@FreeBSD.org>

pub 1024D/3219F982 2001-05-17 Christopher Shumway <cshumway@freebsd.org>
Key fingerprint = 45F5 931B 0646 BF84 E78E E274 6C29 340E 3219 F982

uid Christopher Shumway <cshumway@titan-project.org>
sub 1024g/D215EFED 2001-05-17

D.3.121. Dmitry Sivachenko <demon@FreeBSD.org>

pub 1024D/13D5DF80 2002-03-18 Dmitry Sivachenko <mitya@cavia.pp.ru>
Key fingerprint = 72A9 12C9 BB02 46D4 4B13 E5FE 1194 9963 13D5 DF80

uid Dmitry S. Sivachenko <demon@FreeBSD.org>
sub 1024g/060F6DBD 2002-03-18

D.3.122. Jesper Skriver <jesper@FreeBSD.org>

pub 1024D/F9561C31 2001-03-09 Jesper Skriver <jesper@FreeBSD.org>
Key fingerprint = 6B88 9CE8 66E9 E631 C9C5 5EB4 22AB F0EC F956 1C31

uid Jesper Skriver <jesper@skriver.dk>
uid Jesper Skriver <jesper@wheel.dk>
sub 1024g/777C378C 2001-03-09

D.3.123. Ville Skyttä <scop@FreeBSD.org>

pub 1024D/BCD241CB 2002-04-07 Ville Skytt � <ville.skytta@iki.fi>
Key fingerprint = 4E0D EBAB 3106 F1FA 3FA9 B875 D98C D635 BCD2 41CB

uid Ville Skytt � <ville.skytta@xemacs.org>
uid Ville Skytt � <scop@FreeBSD.org>
sub 2048g/9426F4D1 2002-04-07

D.3.124. Ken Smith <kensmith@FreeBSD.org>

pub 1024D/29AEA7F6 2003-12-02 Ken Smith <kensmith@cse.buffalo.edu>
Key fingerprint = 4AB7 D302 0753 8215 31E7 F1AD FC6D 7855 29AE A7F6

uid Ken Smith <kensmith@freebsd.org>
sub 1024g/0D509C6C 2003-12-02
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D.3.125. Ben Smithurst <ben@FreeBSD.org>

pub 1024D/2CEF442C 2001-07-11 Ben Smithurst <ben@LSRfm.com>
Key fingerprint = 355D 0FFF B83A 90A9 D648 E409 6CFC C9FB 2CEF 442C

uid Ben Smithurst <ben@vinosystems.com>
uid Ben Smithurst <ben@smithurst.org>
uid Ben Smithurst <ben@FreeBSD.org>
uid Ben Smithurst <csxbcs@comp.leeds.ac.uk>
uid Ben Smithurst <ben@scientia.demon.co.uk>
sub 1024g/347071FF 2001-07-11

D.3.126. Dag-Erling C. Smørgrav <des@FreeBSD.org>

pub 1024D/A0D39168 2004-08-21 Dag-Erling Sm � rgrav <des@des.no>
Key fingerprint = 82B6 AED6 2F8B 1591 4A92 EE36 3FA0 DE08 A0D3 9168

uid Dag-Erling Sm � rgrav <des@teleplan.no>
uid Dag-Erling Sm � rgrav <des@freebsd.org>
uid [jpeg image of size 3868]
sub 1024g/E7611058 2004-08-21 [expires: 2006-08-21]

D.3.127. Maxim Sobolev <sobomax@FreeBSD.org>

pub 1024D/888205AF 2001-11-21 Maxim Sobolev <sobomax@FreeBSD.org>
Key fingerprint = 85C9 DCB0 6828 087C C977 3034 A0DB B9B7 8882 05AF

uid Maxim Sobolev <sobomax@mail.ru>
uid Maxim Sobolev <sobomax@altavista.net>
uid Maxim Sobolev <vegacap@i.com.ua>

pub 1024D/468EE6D8 2003-03-21 Maxim Sobolev <sobomax@portaone.com>
Key fingerprint = 711B D315 3360 A58F 9A0E 89DB 6D40 2558 468E E6D8

uid Maxim Sobolev <sobomax@FreeBSD.org>
uid Maxim Sobolev <sobomax@mail.ru>
uid Maxim Sobolev <vegacap@i.com.ua>

pub 1024D/6BEC980A 2004-02-13 Maxim Sobolev <sobomax@portaone.com>
Key fingerprint = 09D5 47B4 8D23 626F B643 76EB DFEE 3794 6BEC 980A

uid Maxim Sobolev <sobomax@FreeBSD.org>
uid Maksym Sobolyev (It’s how they call me in official documents. Pretty lame...) <sobomax@portaone.com>
uid Maksym Sobolyev (It’s how they call me in official documents. Pretty lame...) <sobomax@FreeBSD.org>
sub 2048g/16D049AB 2004-02-13 [expires: 2005-02-12]

D.3.128. Daniel C. Sobral <dcs@FreeBSD.org>

pub 1024R/488A2DD5 2000-06-07 Daniel C. Sobral <dcs@newsguy.com>
Key fingerprint = AF 90 A6 A2 B5 8D 6C 28 37 F3 F4 47 8B 31 47 DF

uid Daniel C. Sobral <dcs@freebsd.org>
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D.3.129. Brian Somers <brian@FreeBSD.org>

pub 1024R/666A7421 1997-04-30 Brian Somers <brian@freebsd-services.com>
Key fingerprint = 2D 91 BD C2 94 2C 46 8F 8F 09 C4 FC AD 12 3B 21

uid Brian Somers <brian@awfulhak.org>
uid Brian Somers <brian@FreeBSD.org>
uid Brian Somers <brian@OpenBSD.org>
uid Brian Somers <brian@uk.FreeBSD.org>
uid Brian Somers <brian@uk.OpenBSD.org>

D.3.130. Nicolas Souchu <nsouch@FreeBSD.org>

pub 1024D/C744F18B 2002-02-13 Nicholas Souchu <nsouch@freebsd.org>
Key fingerprint = 992A 144F AC0F 40BA 55AE DE6D 752D 0A6C C744 F18B

sub 1024g/90BD3231 2002-02-13

D.3.131. Volker Stolz <vs@FreeBSD.org>

pub 1024R/3FD1B6B5 1998-06-16 Volker Stolz <vs@freebsd.org>
Key fingerprint = 69 6F BD A0 2E FE 19 66 CF B9 68 6E 41 7D F9 B9

uid Volker Stolz <stolz@i2.informatik.rwth-aachen.de> (LSK)
uid Volker Stolz <vs@foldr.org>

D.3.132. Gregory Sutter <gsutter@FreeBSD.org>

pub 1024D/845DFEDD 2000-10-10 Gregory S. Sutter <gsutter@zer0.org>
Key fingerprint = D161 E4EA 4BFA 2427 F3F9 5B1F 2015 31D5 845D FEDD

uid Gregory S. Sutter <gsutter@freebsd.org>
uid Gregory S. Sutter <gsutter@daemonnews.org>
uid Gregory S. Sutter <gsutter@pobox.com>
sub 2048g/0A37BBCE 2000-10-10

D.3.133. Yoshihiro Takahashi <nyan@FreeBSD.org>

pub 1024D/8394B81F 2001-10-15 Yoshihiro TAKAHASHI <nyan@jp.FreeBSD.org>
Key fingerprint = D4FA D8CA 2AED FCF4 90A3 3569 8666 0500 8394 B81F

uid Yoshihiro TAKAHASHI <nyan@furiru.org>
uid Yoshihiro TAKAHASHI <nyan@FreeBSD.org>
sub 1024g/B796F020 2001-10-15
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D.3.134. Mikhail Teterin <mi@FreeBSD.org>

pub 1024R/3FC71479 1995-09-08 Mikhail Teterin <mi@aldan.star89.galstar.com>
Key fingerprint = 5F 15 EA 78 A5 40 6A 0F 14 D7 D9 EA 6E 2B DA A4

D.3.135. Gordon Tetlow <gordon@FreeBSD.org>

pub 1024D/357D65FB 2002-05-14 Gordon Tetlow <gordont@gnf.org>
Key fingerprint = 34EF AD12 10AF 560E C3AE CE55 46ED ADF4 357D 65FB

uid Gordon Tetlow <gordon@FreeBSD.org>
sub 1024g/243694AB 2002-05-14

D.3.136. Thierry Thomas <thierry@FreeBSD.org>

pub 1024D/C71405A2 1997-10-11 Thierry Thomas <thierry@pompo.net>
Key fingerprint = 3BB8 F358 C2F1 776C 65C9 AE51 73DE 698C C714 05A2

uid Thierry Thomas <thierry@thomas.as>
uid Thierry Thomas <tthomas@mail.dotcom.fr>
uid Thierry Thomas (See <http://horde.org>.) <thierry@horde.org>
uid Thierry Thomas (FreeBSD committer) <thierry@FreeBSD.org>
sub 2048g/277D65DB 1997-10-11
sub 1024G/8866DD0F 2002-01-26
sub 1024g/36DA7AF9 2003-11-26 [expires: 2003-11-27]
sub 1024R/C5529925 2003-11-26

D.3.137. Vincent Tougait <viny@FreeBSD.org>

pub 1024D/A0D22385 2003-12-27 Vincent Tougait (viny) <viny@FreeBSD.org>
Key fingerprint = 2126 0A3B 54E9 CA39 8069 6D80 39CC B9D2 A0D2 2385

sub 2048g/8C47ED80 2003-12-27

D.3.138. Jacques Vidrine <nectar@FreeBSD.org>

pub 2048R/33C1627B 2001-07-05 Jacques A. Vidrine <nectar@celabo.org>
Key fingerprint = CB CE 7D A0 6E 01 DC 61 E5 91 0A BE 79 17 D3 82

uid Jacques A. Vidrine <jvidrine@verio.net>
uid Jacques A. Vidrine <n@nectar.com>
uid Jacques A. Vidrine <jacques@vidrine.cc>
uid Jacques A. Vidrine <nectar@FreeBSD.org>
uid Jacques A. Vidrine <n@nectar.cc>

pub 1024D/1606DB95 2001-07-05 Jacques A. Vidrine <nectar@celabo.org>
Key fingerprint = 46BC EA5B F70A CC81 5332 0832 8C32 8CFF 1606 DB95

uid Jacques A. Vidrine <jvidrine@verio.net>
uid Jacques A. Vidrine <n@nectar.com>
uid Jacques A. Vidrine <jacques@vidrine.cc>
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uid Jacques A. Vidrine <nectar@FreeBSD.org>
uid Jacques A. Vidrine <n@nectar.cc>
sub 2048g/57EDEA6F 2001-07-05

D.3.139. Adam Weinberger <adamw@FreeBSD.org>

pub 1024D/42C743FD 2002-10-12 Adam Weinberger <adam@vectors.cx>
Key fingerprint = A980 3F2E 80A8 9619 9D1C 82E8 A3C2 8CD9 42C7 43FD

sub 1024g/15D67628 2002-10-12

D.3.140. Nate Williams <nate@FreeBSD.org>

pub 1024D/C2AC6BA4 2002-01-28 Nate Williams (FreeBSD) <nate@FreeBSD.org>
Key fingerprint = 8EE8 5E72 8A94 51FA EA68 E001 FFF9 8AA9 C2AC 6BA4

sub 1024g/03EE46D2 2002-01-28

D.3.141. Garrett Wollman <wollman@FreeBSD.org>

pub 1024D/0B92FAEA 2000-01-20 Garrett Wollman <wollman@FreeBSD.org>
Key fingerprint = 4627 19AF 4649 31BF DE2E 3C66 3ECF 741B 0B92 FAEA

sub 1024g/90D5EBC2 2000-01-20

D.3.142. Jörg Wunsch <joerg@FreeBSD.org>

pub 1024D/69A85873 2001-12-11 Joerg Wunsch <j@uriah.heep.sax.de>
Key fingerprint = 5E84 F980 C3CA FD4B B584 1070 F48C A81B 69A8 5873

uid Joerg Wunsch <joerg_wunsch@interface-systems.de>
uid Joerg Wunsch <joerg@FreeBSD.org>
uid Joerg Wunsch <j@ida.interface-business.de>
sub 1024g/21DC9924 2001-12-11

D.3.143. Alexey Zelkin <phantom@FreeBSD.org>
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